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A,
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DIEFAER L0, U A MNOREEDHITICN LT ACE ZBMEITHIBRLIZY TX 4
Ho
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YEAE TCP, UDP. ICMP. IGMP, E£7/-IZZF OO IPACL ZEFRTEFE T, £/=, ZDOT A
ZILLFOIP 7a halidzR—kLET,
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CE) ICMP=oa—5ZIZ 7 4 NEZ Y v I TEERT A, MOICMP 2— RE72134 A 7%, §_TT7 ¢
NEY T TEET,

INBEOIP 7Fu ha RN R—FEINET,
« BiE~y X — 71 h =z (ahp)
s hTeMbEX2 VT 4 XM u— K (esp)

Enhanced Interior Gateway Routing Protocol (eigrp)

« FRL—T 4 7 L (gre)
A=y M A v E—Y 7 r haL (iemp)
e AU H—Fy N FNV—TEHET 2 faL (igmp)

« T RTONE T e haL (ip)

IP-in-IP > U > 7 (ipinip)

« KA9Q NOS A#a 1P over IP k> % U 7 (nos)
« Open Shortest Path First /L' —7 1 7" (ospf)

o XA m— REMZ 7 =2 (pep)

e 70 b I VMNEw LF F ¢ 2 b (pim)

s A~ 2 k2 (tep)

ca—F F—x 755 7 kai (udp)

ZAiIft Z IPva ACL

IPVAACL #3553 A FE L LT, BEETITRLIERTFTORA N 7 (451 EEHATEET,
ZHifTE ACLEEAT 2L, TNARETEBMETI/EAVAMNDOHELN L DIPVE T
TJHAYARNERETEET, 778A VA NOF#MNTFELE L TARIZFEHTLIHEOE—F
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vy ML, FEEMENT 56 LE3ZPVERVES, EEL, IPT7EX VR E
HEHT AT XTCOavy REARMET 7 8A VA MNTHEHTELZDITTIEHY £HA,

\}

GE)  HEYEACL E7-I1IVEACLICIRETA4ANE. 778 R VA MBEEOYR—FENDHEBEND
BEICTAZELTEET, OF Y, EUED IPACL DLAFNET 1~99 ZIEETX 4+, BB

U A MO IZARIFTE ACL AT Z i, = MY ZEBICHIBRCTE D &)
FlEnH Y £9,

ZEMTE ACL ZRET D L &EITE, ROFEEFHICHEHEL T ZE N,
e F72. FHfTE ACL b TE £1,

o JEUE ACL & ¥E3E ACL IZ[R LA RNITEA CT&E A,

« VLAN v » 2, % ACL £ 721345 ACL (ARl & £7213F &) 2l TE %
R

ACLOX>S

FEAETP 7 7B AV A MZE > THFAERITHES SNy NMCET I e 7 A v'—U08,
TNRAADI 7 "7 =T IZEoTRREINET, 2FD, ACLE—ETE Ty "BRHH-T24
B, Ty MCET e @A v E—URar Y — I ESNET, Y —Z

FREND A =D LY, syslog A vE—T%EH T 5 logging console 1< > KT
HINET,
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6=

ACL v ¥ > 7', Unicast Reverse Path Forwarding (uRPF) T 415 ACL TiZ¥HA— k&
NEHA, V—4% ACL TORYR—FZNFET,

\)

GE)

N—TFT 4 TFI =R 27T, aXo 3y 7 b7 CHEITESNET, LR -TL log
%—U—F‘%é‘iﬁ?ﬂ (permit) F 721X (deny) ACE & —T %37 v NREEAFET D

Ba. Y7 MU =T EN— U =7 OREEEITBVO ZERTERW D, —HOoR Ty
k iDﬂE/ﬁ SNRWGAERH D £,

ACL ZEE LTI D7y MZOWTIE, B A vbt—URN T CICERINETI,
PABED /X MZOWTIE, 5 I OIER RS FGR L T b ERARELIZuF 7 éhi‘é‘
0y Ay —UIZZT7T 78R VAR RNEG, Ty NOFFREIITEGICET AR, Ty

FOEETLIP T KL A, BELOEATO S 2MICHF AT E 723 ESG SN E 2o o7 v b
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() BX 7 RAyve—UNRETETUHEHTERWES, ERIT1IRUNICABETIXLERH DL X
YT A=V BNEHHLGE. e X TRETCIERX S A=Y Ny hOo—HE N
By FTH52ERHYET, TOBECEIST, X IRy MRETEITT A ARY
Tyl atTHIEEERELET, 20D, HeY—e, T/ ERA VAN —ETLIHOE
2 ERIE L XU Vs 2 LN T EEn,

N—FD 7LV Y T O T7IZLBIPACL DALIE

ACLALEE I N— Ry =7 TEITEINET, /— RV =7 TACL O E % RAFT D kAR
TBELE FOA LB —T oA A LOTXTONRry A Ry P LET,

)

GE) FTAAREFFIFAZ T A ADY ) —ARERERT/N— R =72 ACL % ETX 720
Bh. WBEZITHOR, T ACERFBLEZY VLANND 77 4 v 77215 TF,

=4 ACL DEIE, ROFEIZ ATy PR CPUILIHESND Z LDV £,

*log ¥ —U — KDOff

« ICMP BIEARREA v =V E AT 5,
show ip access-lists ### EXEC =2~ R&Z A LTEGE, BRInd—B v MIiE, »~—
Ry =7 TT 7 8ARHEIND Ty MIGERERA, AL v F EXTry hBLOLV—
7w K27y MZBT 5~ K7 =7 O ACL OFEAN G HE w2 iS4 55413, show

platform softwarefed switch { switch_num| active | standby } acl counter s har dware 4% EXEC =
~ U REHEALET,

J—% ACL OFEREIL., (kD LB T,

o FEHE ACL B L OMEIE ACL (ANBIOHN) OFRT 7 v a - RoEET 7 arkn—
Fo=7THIEEIL, 77X aryra—nLOtdxaUT 4 258k LET,

« ip unreachables N IEZN DA logafRE LRV E, X2V T 4 ACL @ deny A7 — h A
VhE—HTBTe—RPA— R 2TIlLoTRry T ENET, FAAT—RFA RE
—%+2570—I, "—RU=T TAS vFrr7anET,

« L —% ACL ® ACE (T log ¥ —7 — RZBEMT5 &, N7y hOa e —75 CPU ITEE S
N, e X 7PN TbnET, ACERFFAIAT— AV FOHFEL, 7y MIn—F
T2 T CAA v F U TRBIONV—T 4 T ENET,

VLAN ¥ v JDEREFDTEEIA

VLAN~ > 71X, VLANINTZ 4 V& Y T %3 2M—D 515 TT, VLAN~ v FI2idh
HOEERH Y FHA, VLANY Y Z7E2FH LT, BEOHFRDNT T4 v 72T 4R v
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TP DI, BEOREILELIISET FUAREESNIZACLZ BN 2 0™ H Y £9,
VLAN ~ > 7WIZE v b A4 7 (IP £721E MAC) 1IZxFd 5 match 13 H 554, 7
THNVETEH, v 7RNOEO=Y MUIZH—H LRV y MIRry a3 ET, &4
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7
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TR hr—Z{THITE, VLAN~ » 72 M THEHT 575, £7213v—4 ACL & VLAN
~y TR EDETHERLET, ANEMAmMAEDONL—T v RVLANA v #—7 = A AT
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)
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CICEEHEIN-EESHIT, V— 4% ACLBXWVLAN v~ v 7% [F U VLAN ETERAT 2%
ENRHAHIREICHEAINET, =% ACLBLXVLAN~ v 7% B 25 VLANIZE|Y 4T3
BB, INOLOFEEFHITEA SN EEA,

N—% ACLB LU VLAN v v 7% R U VLAN ICRET ALENH L8481, L—% ACL &
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V—ARBETT, Xy NU—27 XA L Fa bz (NTP) 2L TCTF A R ay 7%
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Tz A RZIPT RUABRRESNLTWDOIMERHY T, LA Y37 7R L—TI%, CPU
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A X RACL DA, N7y "OZERT NA A3y 2 ACL ERALEJ, ACL
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THEE. T ATy FEBEFELET,

T RART Y RACL DG, Ny FERR LHERA V4 —T 2 V=T 4 7L
T, TNA ATy M ACL ERE LET, ACL 337w P EFFAILT25Ea1E, 731
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TEREA X —T 2 A ADACLOWT L TH-TH, WICATA X —T = A A5 ICMP
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BXE A7k

DAL »FTIPACL ZFEHT B FIEITKDOELY TT,

FIE

ATy
ATw T2

~y AT AL TEET,

BE TS24 ACL DR

T X HEAE ACL Z1ERLT B I121%, RO FINEIZHES T EE W,

FIE

TR AVRANOESEITLAE T 7 v AL EE LT, ACL 1Bk L £,
FDOACLEA Vv H—T oA AEIIWREHROER UE 3, EES X OYERIP ACL %2 VLAN

ARV RFEERETIa Y

=)

ATy T

enable
B

Device> enable

¥iME EXEC T=— F&EADIZ L £,

T T MRFIRENTZHNAY — R E
ADLET,

ATvT2

configureterminal

1

Device# configure terminal

Jua—\)L a7 4 Xal— gy
T—FzfnL£7,

ATvT3

i 'PvdAcCL

access-list access-list-number {deny |
permit} source source-wildcard ]

f5l
Device (config) # access-list 2 deny
your host

EETLT RLARLETA VR — FE&EH
LCHEHEIPVA T 72 A URNEERL
F9,

access-list-number (Z1%. 1 ~99 F£7-1%
1300 ~ 1999 @ 10 HEX 25T L F 7,

SN LT GEICT 7 e A &SRS
LA deny Zf5E L, FFAIT 555
X permit Zf8E L £7,
source (21X, N7y ROXETRERD
Fy N =7 FIFHFA DT KL A%
RO THELET,
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AU RFERETOVa Y

B8

o Ny Mix10EXKRIZLA32E Y
k& O,

. ¥—17— K any 1% 0.0.0.0
255.255.255.255 L9 source B &
" source-wildcard DA W T,
source-wildcard & A 192 L | H
D EH A,

e F—TU— K host ITXETTRB L
source0.0.0.0 @ source-wildcard D44
S A

({£&) source-wildcard (X, AV K
H— K By bR ETT KL R H
]\/iﬁ—O

(G¥) a¥X o7, LA Y342
H—T oA AZEIDETH
N7ZACL TV HR—F &
hi‘a—o

ATv74

end

1 -

Device (config) # end

Ju—s L ar7 4 Xal—ay
F— FEHKT L, Kt EXEC £— R
RO ET,

BE T S kiR ACL D1ERL

Fe2-fh X PE8E ACL Z1ER T BI121%. IROFIEIZHES TL IZ &,

FIE

ARV RFEEETIVa Y

S]]

&M

enable
B

Device> enable

¥ibE EXEC E— REZ A% LE 4,

Tar T MRFIRENTZHNAY — R E
ABLET,

ATvT2

configureterminal

1

Device# configure terminal

Jua—\)LaryZ7 4 Xal— gy
T—FzfnlL 7,

ATvT3

access-list access-list-number {deny |
permit} protocol source source-wildcard
destination destination-wildcard [

WAREIPVA T 7R VA RBLIONT 7 &
AGMEEFRLET,
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precedence precedence] [tostos]
[fragments] [ time-rangetime-range-name]
[ dscp dscp]

1

Device (config) # access-list 101 permit]
ip host 10.1.1.2 any precedence 0 tos|
0 log

access-list-number (Z1%, 100 ~ 199 F£ 7=
1% 2000 ~ 2699 @ 10 XA FEE L F
7

FHER—B LT AIT "y N EEGT
LA deny Zf5E L, BT 556
X permit Zf5E L £7,

source, source-wildcard, destination, I3
& N destination-wildcard DfE L. RDE
XCTHRELET,
s Ny M 10iRFTCICL A2 Y
R DA,

¢ 0.0.0.0255.255.255.255 ({EE DR A
F) #FRTF—TU— Kany,

¢« H—DAR A F0.000EFFKTHF—U—
K host,

FOMDOF—TU— RiZA 79 Th
D, WOBREFLET,

s precedence : /N7 v hE 0~ 7 DF
FEITARITCRET 2EBEE L —
HBEE25AICATILET, FEET
X HEI%. routine (0) . priority

(1) . immediate (2) . flash

(3) . flash-override (4) . critical
(5) . internet (6) . network
(1) <7,

- fragments : 2 SDHLED 7 5 7 %
v M EHERTDHEICATI LET,

stos: N7y hEO~15DFEFE-
IFARTCRET 20— 2147
N E—HIELGEICATILE
7. fEE TE 2fHIL. normal
(0) . max-rdiability (2) .
max-throughput (4) . min-delay
(8) TY,

- time-range : IR PH D44 1l A Fi7
LET,

edscp : N7 v & 0~ 63 DF ST
faE9 % DSCPE & —E S & 556
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AU RFERETOVa Y
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WAJILET, 2%, fBETE S
fED Y A N EFRTDHITIE, B
() ZHEHLET,

G¥) dscp % A3 25613,
tos & 7= 13 precedence & A 7]
T&FEHA, dsop 2 ATTE
+Z tos& precedence D J7
DfEE AN TEET,

ATvT4

access-list access-list-number {deny |
permit} tcp source source-wildcard
[operator port] destination
destination-wildcard [operator port]
[established] [ precedence precedence] [
tostos] [fragments] [ time-range
time-range-name] [ dscp dscp] [flag]

1

Device (config) # access-list 101 permit]
tcp any any eq 500

WETCP 7 7R VA RBIOT 7k
AGMEERLET,

IR T HIs & FRE | $RIE IPv4 ACL I
RLTHIAT H/37 A—5 LA LA
A=A EFEHLET,

({I-&) operator 3 L Wport # A 13 %
L. EEILAR— R (source
source-wildcard D% (2 A L7=3548) %
721356554 — b (destination
destination-wildcard O #1Z AJ) L7-%%
) B ESnET, HEFOFEMIC
%, eqg ROEIZEHELYY) | gt ROME
X REW) It ROMED /IS
V) L neg ROMEIZFELLS RV | B
X Orange (kD) 2ndH 0 £9,
BCEAR— NESERET DRLERH
D ET (range DHEIL2 DOR— M E
Fh AR—ATCTRY]> THRET D 4EN
HET) .

port (21, 10 1% (0 ~ 65535) DAR—
FESEILTCP R— b2 AHLE
T, TCPE 7 4 VH Y TF5EXIC
X, TCP R — FOFFEITL4FITET
EERHLET,

MoA7 g v OF—U— ROEKRITR
DERBHTI,

« established : BN S ALT- 85t & BRG
THHAICANLET, ZOF—
U— K%, ack £72idrst 75 7T
DG LR UEREZ R LE T,
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eflag : i E SNTZTCP~y ¥ —E v
ML TRELES, ANT
577705, ack (FEBISE)
fin (]&7) . psh (Fvyi=) | rs
(V> k) . syn (FH) | 7z

iZurg (BR) TI.

R T 75 | accesslist access-list-number {deny | ({LE) $#LRUDP 727 A U A RBX
permit} udp source source-wildcard VT 7w A5 EHELET,
[operator port] destination
destination-wildcard [operator port] [ UDP /N7 A —# X TCP DI H 5 /3
precedence precedence] [ tos tos] TA—=HELFELTY, 727201, [operator
[fragments] [ time-rangetime-range-name] | [port]] 5 — h &5 F 7= 1L K — M4 1T,
[ dscp dscp] UDP R — O 5 & 1134 Bl & 8 5
1 - LIRS Y £, E7z. UDP T,
Device (config) # access-list 101 permit] ﬂag F—U— K& edtablished ¥ — U —

udp any any eq 100 NI T4,
AT 76 | accesslist access-list-number {deny | JEBRICMP 772 A U A RBLOT 7

permit} icmp source source-wildcard
destination destination-wildcard [icmp-type
| [[icmp-type icmp-code] | [icmp-message] |
[ precedence precedence] [ tostos]
[fragments] [ time-rangetime-range-name]
[ dscp dscp]

1

Device (config) # access-list 101 permit
icmp any any 200

AR EERLET,

ICMP /X7 A — % 3358k TPv4 ACL @ 1P
7a OB H HNT A—F LI1F
EAERLTTTN, ICMP A vtE—T %
ATBIPRa— KT 2A=2BNE
NCWET, A7 ar0xF—U—Ko
Bk LB T,

sicmp-type : ICMP A v&—U ¥ A 7
TTANE) T T DEEITATIL
F9, FHETZ DEOHMIL, 0~
255 T,

s icmp-code : ICMP /X% > | % ICMP
A=V a—RIALTTT4NH
Vo 745558 ANILET, HBE
TE DEOHFPIL, 0~255 T,

« icmp-message : ICMP /37 > k%

ICMP A v —U XA 74 ETIT

ICMP A v —U XA 7L a— R4
TIANE) U TTHGEICATIL
*7,

i 'PvdAcCL
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zaitxmeacL ok i

ARV RFERIETY Va3 B#)

R T 77 |accesslist access-list-number {deny | (LE) JEEIGMP 77 2 A U 2 b
permit} igmp source source-wildcard LTOT 7 2& AR EHE LT,
destination destination-wildcard [igmp-type]

[ precedence precedence] [ tos tos] IGMP /37 A — % |3f5k IPv4 ACL O TP

[fragments] [ time-rangetime-range-name] | 7' ks 2 /L OFRBHIZH B /3T A —% L 1%

[ dscp dscp] EAERUTTR, RICRTAT v a v

Bl - DIXTA—=ZPBEIMZNTWET,

Device (config) # access-list 101 permitf igmp-type : IGMP X v&— ¥ A 7 L R

ignp any any 14 BT BT, 0~ 15 DEEERITA v

t—4 (dvmrp, host-query.
host-report, pim, F7iXtrace) =AM
LET,

AFw 78 |end sua—r\ L ar7 4 Xal—y gy
i - T— RZf T L, FtE EXEC £— FIZ

Device (config) # end

RV £,

R R E 124 ACL DERL

A2 LT ACL 2B 51213, IROFIEICHE > TS ESUY,

FIE

ARV RFERERTI VA Y

E]:)

&M

enable
1 -

Device> enable

¥i#E EXEC T— &AL £,

T T SRFRENIZENAT— Rz
AN LET,

ATy T2

configureterminal

1

Device# configure terminal

Jua—)L a7 4 F¥Falb—g v
£ ]\‘%Fﬂlﬂﬁébiﬁo

ATvT3

ip access-list standard name

1 -

Device (config)# ip access-list standard
20

ZHiEFEH LU CEEIPM T 78R ) R
FNEEREL, 7T7BA VRN a7 g
Fal—vgrET—RelBELET,

ZENTIE. 1 ~99 OFBELHHTxF
j‘o

ATvT4

RONF N2/ LET,

« deny {source [source-wildcard] | host
source | any} [log]

TIEAYVRANary7 4 ¥al—3
vV E—RT, Ny NEERET D00
Fey 7500 RETH 1O LD
AR EITFF IR EZ fRE L E T,

iPvaAcL



B zeitt = AcL otk

IPvaACL |

ARV RFERETIVa Y

B8

* permit {source[source-wildcard] | host
source | any} [log]

1 -

Device (config-std-nacl) # deny
192.168.0.0 0.0.255.255 255.255.0.0
0.0.255.255

F720%

Device (config-std-nacl) # permit
10.108.0.0 0.0.0.0 255.255.255.0
0.0.0.0

» host source : (5T L OKETY
AN RA— ROETH 5 source
0.0.0.0,

cany  IEETERBIOCEETLTIA VR
H—ROMETH 5 0.0.0.0
255.255.255.255,

ATvTh

end

1

Device (config-std-nacl) # end

TIEAVAN a7 ¥ a2l —g
v E— REKRT L, FHE EXEC E— F
IR £,

2RI S 455k ACL D1ERL

Az LTtk ACL 2B 21213, IROFIRIZHE-> TS IZ S0y,

FIE

ARV KRFERERETY VY

=)

ATy T

enable
51 -

Device> enable

¥ EXEC E— FEARNC L £,

T RRFRIRENTEHNAT— R
AN LET,

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 Fal—g v
ET— RZHBLET,

ATvT3

ip access-list extended name

1

Device (config) # ip access-list extended
150

LHTZEFEH LU TIREIPVE T 7 B2 U R
NEEFRL, TZ7ERA VRN a7 g
Xl —grEB—FEHBELET,

A BN, 100 ~199 ODFE S ZHH T
ESc

ATvT4

i 'PvdAcCL

{deny | permit} protocol {source
[source-wildcard] | host source | any}
{destination [destination-wildcard] | host
destination | any} [ precedence precedence]
[ tostos] [established] [log] [ time-range
time-range-name]

1 -

TIEAYAN a7 ¥zl —3
v E— FT, FFrSME IS &M
FHRELET, logF—TU— FEEHT
HE, BREELT 7EA YA DOR
T Ave—UERETEET,



| 1PvaAcCL

acLosmEoRE [

AU RFERETOVa Y Be
Device (config-ext-nacl) # permit 0 any « host source : %1%7?% J:U%{%flj 9
= AV R — RDOIETE® % source
0.0.0.0,

« host destintation : 56453 L O%E5E Y
AV RA1— RDOJETH % destination
0.0.0.0,

cany : EE LB LOREELTTIA VR
H— R, F350%B L O%EEY A
)V RA— ROETH 5 0.0.0.0
255.255.255.255,

27w 75 |end TIEAYARN 27 X2l — 7
1 - v E— REKT L, ¥ EXEC E— K

Device (config-ext-nacl) # end ICRY ET

JEHE ACL ZERK 35 & X 121X, ACLDORERREIZT 7 4 /v K THER) /2 deny A7 — kA > hviE
&AL, ACLOMKDOVICEIET L E T—BTHRMEREONG RT3 _XTO/RT v MO
FAENDZ EICTHEBE LTS, % ACL Tk, BEMTONZIPHARA RN T RLRA T2
TR VR RNDIRENGY AT ZEMTHE, 000003~ AT ERBRINVET,

ACL DER#&IZBM L7z P YT, U R FORRBIZEMSNES, ACL= M ZHED
ACL [ZEIMIZIBMTE EHA, 72720, nopemit 8L U nodeny 77 AU Ak 237 ¢
Fal—varyrE®—RFavry FaiTsL, AHift&E ACLH 2 MY ZHIBRTE 97,

FHEFTE ACL TldZae< 4R & ACL 242 HBD 1 >& LT, 4Hif & ACL Cliifr
BN LU CHIBRCEX A2 b0 T,

RDERY
VERS LT 4% ACLIE., £ > X — T x4 AF-IZ VLAN ITEHTX 3,

ACL DRFfEIEEF D X 5E

ACL OHFH#PH R T A — X R ET DI, IO FIEIZHE - T 72 &0,

FIiE
av Y RERETIVaY B #

AT 71 |enable it EXEC E— REHIC L ET,
i - TR IRRREINTCHNRAT— R
Device> enable A LET,

iPvaAcL



B x50 PuacoEm

IPvaACL |

ARV RFERETIVa Y

B8

ATv T2

configureterminal

1

Device# configure terminal

Jua—\)LaryZ7 4 Xal— g
£ — F%Fﬁlﬁﬁébijﬂo

ATvT3

time-range time-range-name

1 -

Device (config) # time-range workhours

VER T 2 IR FEIEEPR I I LB R O & 5 44 il

(workhours 7 &) &0 24 C K4
a7 4 F¥alb—var E— K&
LU ET, ARNCASN— AT 25
WHZETTEER A, £2. XFEND
WO HENH D £,

ATvT4

ROWTNLZ/HALET,

« absolute [ start time date] [end time
date]

* periodic day-of-the-week hh:mmto
[day-of-the-week] hh:mm

* periodic {weekdays|weekend | daily}
hh:mmto hh:mm

1 -

Device (config-time-range) # absolute
start 00:00 1 Jan 2006 end 23:59 1 Jan|
2006

Fx

Device (config-time-range) # periodic
weekdays 8:00 to 12:00

T R BROBEREDS W OB E FTREIZ 72 5 70
ZIRELET,

o IRFEEPHIZ 1%, absolute 27— b A
Y NEIDOEFEHTEET, B
@ absolute A7 — h A2 hEFRE L
THaE, REICRELTEAT— b
Ry MEGREFSRET,

« HHE O periodic AT — F A M &2 A

ATEET, LexE, FR &R
(CHARDBRZRETE £,

ATvTh

end

1 -

Device (config-time-range) # end

BFfffH o 7 4 Fal—2 g T—
RZ# T L, FHE EXEC E— RIZRED
i—a‘o

RDZRY

BREOEA 22N ETNRRLEMICAINT 25HE61F, EROFIELZHED KL T 2SN,

i R B #R~ D IPv4 ACL 0@

BB ft& ACLEZMH LT, 1 2FI3EEOEEKBEIRA~DOT 7 2 A Z2Hl#ETE £3, AR
WIXA R X ACL i CX /A, T COREMEKERRIC = —F 2T 5 aTHetEN &
L0, TRTCHECHIRERETDZHERDH Y £3,

RABIRREIF & ACLICIHEE SN T RLAMOEERB L OREEGAEIRT 5121, &
DFINAEFITLET,

i 'PvdAcCL
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FIE

1v8—7z42~0PuacLDER

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC T=— F&EADIZ L £,

T T SRFRENIZENAT — R
AN LET,

ATvT2

configureterminal

1

Device# configure terminal

Juaua—\)L a7 4 FXal— g
T—FzfnL£7,

ATvT3

line [console | vty] line-number

1 -

Device (config)# line console 0

WETHEFREREL, 1T 2
V74 Fal—varEB—REHEEL
7,

cconsole: =1V — LK EIRE &5
ELET, avY—LHR— kI
DCE T9,

vty : UE— b V— 77X
MO8 Rz E L ET,

line-number 1%, [EI#RZ A 7 E2fRET D
e, RET Dt/ /L — 7 N ThHedl)
DA F T, F5ETE HEFHIL0~
16T,

ATvT4

access-class access-list-number {in | out}

fi
Device (config-line)# access-class 10
in

(TS A~D) B DR AR &
TIEAVANMBEINLZT FLA
DB EERR LOREE A HIR L F
7,

ATvTh

end

1

Device (config-line) # end

Ffas 7 4 X2l —vgr EF— %
BT LET, il T, F7HE EXEC E—
NIZERY £7°,

A3 =T x4 AAD IPv4 ACL DE A

Z Z Tl

IPVAACLZ Ry NU—F A B —T oA ZA~EHTHHECONTHBELET,

A H =T 2 A A~DT 7 AEHETHEHICIL, FHEEXECET— FTROFEEZFEITLE

D

iPvaAcL



B =0 = mac #i38 AcL o

FIE

IPvaACL |

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC T— F&EADIZ L £,

T T SRFERESNIZENAT — R
AN LET,

ATvT2

configureterminal

1 -

Device# configure terminal

Jua—\)L a7 4 Xal— g
T—FzfnL£7,

ATvT3

interface interface-id

1 -

Device (config)# interface
gigabitethernetl/0/1

BETHAN L E—T oA ATEEL, A
VHE—T 2 Af A AT 4 Fa2l—3
v E— REBBLET,

A =T A RTIE, LA ¥24
H—T7xAA (KR—FACL) FizlTL
A X3 HZ—T A A (JLb—% ACL)
EIRECXET,

ATv74

ip access-group {access-list-number | name}
{in| out}
f1

Device (config-if)# ip access-group 2
in

BESNIA Vv E—T oA ZA~DT 7k
AEHE L E9,

ATy Th

end

1

Device (config-if)# end

AR —TxAfARAAL T 4 Fal— 3
vV E— RERKT L, K EXEC E— K
IR £9,

A RIS MAC $i5& ACL DRk

VLAN 7203 A Y2 A4 v —T =2 ATIHIPVE b T 7 4 v 7 T 42U 73500,
MAC 7 R L 2B L UL FITE MAC 153 ACL 21 LE£9, FOFIE L., oL il ik
ACL R ET 256 L RETT,

£ HiFT & MAC 4588 ACL Z1/ERkT 2121, IROFIEIZHE- TLTZE W,

FIE

ARV RFEEETIVa Y

=)

&

i 'PvdAcCL

enable
B

¥iME EXEC T— F&EADIZ L £,
e NMRAT—RKEANLET (FERkEh

=5a
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it = MAC i3 AcL ot ]

AU RFERETOVa Y

B8

Device> enable

AT w 72 | configureterminal JTa— ) a7 4 X2 lb—3a
51 T FEMALET
Device# configure terminal

R T w 7 3| mac access-list extended name Az MHA L TCMACILET 7 &2 U A
15“ : ]\%H/CE’% L/jiﬁ—o
Device (config) # mac access-list
extended macl

2T v 74| {deny|permit} {any|host source MAC |4 EMACT 7 AU A K3y 7 41X

address | source MAC address mask} {any

| host destination MAC address | destination
MAC address mask} [type mask | Isap Isap
mask | aarp | amber | dec-spanning |
decnet-iv | diagnostic | dsm | etype-6000 |
etype-8042 | lat | lavc-sca | mop-console |
mop-dump | msdos | mumps| netbios|
vines-echo | vines-ip | xns-idp | 0-65535] [
COS cos]

1

Device (config-ext-macl) # deny any any
decnet-iv

F70x

Device (config-ext-macl) # permit any
any

L—y gy E— KT, ¥3CTOEE
JEMACT RLU A, A7 EEETT
MAC 7 R LA F2I3REDhost D=
fEIEMACT RL R & any®D%E st MAC
7 RVA, v A7 ESIEMACT R
A, FETIIFFEDSESE MAC 7 R LA
2, permit £7-iXdeny ZHEL 7,

UEE) ROF > a2 ATHZ L
HLTEET,

« type mask : Ethernet II & 7213 SNAP
ThHTvMEENT N v FOER
@ EtherType & 5, 10 %, 16 1
B ETIIEHTHRILTE £,
—EREOHNIC, LETHETED
don'tcare £ D~ AT 3
EtherType [Zi# FH & E 77,

» Isap Isapmask : IEEE 802.2 CTh 7' &
L E TRy S D LSAP &,
10 %, 16 #EE, E72I1L 8 T
KL TEE T, LETdon't care
Ey ORI EZRRETEET,

* aarp | amber | dec-spanning |
decnet-iv | diagnostic | dsm |
etype-6000 | etype-8042 | lat | lave-sca
| mop-console | mop-dump | msdos |
mumps| netbios| vines-echo | vines-ip
| xns-idp : FEIP 7’1 | =21,

iPvaAcL



B . r21 5702 0 MACACL DR

IPvaACL |

ARV RFERETIVa Y

B8

ecoscos: FTAF VT 4 HRETDH
0 ~ 7 ® IEEE 802.1Q CoS % =,

ATvTh

end

1

Device (config-ext-macl) # end

JEBEMACT 7B AY A hary7 4Xa
L—ya = RET L, FFHEEXEC
ET—RIZED £7,

LAN24 203 —T x4 A~ MACACL OiE A

LAXY2A 0 F—T 2 A ADT VB AZGIHTHZDITMACT 7R YR NE#EHT I
. WOFNEEZFEITLET,

FIE

ARV KRFERERETYVa Y

=)

ATy T

enable
51 -

Device> enable

¥ EXEC E— FEARNC L £,

T RRFRIRENEHNARAT— R
AN LET,

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 Fal— gy
ET— RZHBLET,

ATvT3

interface interface-id

1

Device (config) # interface
gigabitethernetl1/0/2

BEDA X —T oA AZREL, A4
R—T A AL T4 Fal— g
E— NEBBLET, HETDHA ¥ —
Tz A AIMEL A Y24 —T =4
A (FR— N ACL) TZRIhiE7e £¢
Ao

ATvT4

mac access-group {name} {in | out }

1

Device (config-if) # mac access-group
macl in

MACT 7 tEA U A NEFEHLT, &
ENFAVHE—T 2 ADT IR A%
HIEL £,

A—FACLIZT 7 b FEB XU
R RFHTYER—ENET,

ATvT5

end

1

Device (config-if)# end

Ao HF—T o2 AaT 4 Fal—3
v E— REKT L, ¥ EXEC E— K
RV £,

i 'PvdAcCL
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vian v v Foiz ||

AU RFERETOVa Y Be

AT 7 6 | show mac access-group [ interface FOALHE—T oA ZAEFITTRTOL
interface-id] AX24 5 =7 = A ATHA ST
1 - AMACT 7R YR NEFRELET,
Device# show mac access-group interface|
gigabitethernetl/0/2

TNARE, Ny hezfET o, AN\ RACL &3y NERELET, ACL 238
Ty NEFRT DG, T ATy OB EKGE L E T, ACLB Ny v M EESRT S
Bit, T AI Ty NEBEELET, REXDACLZA ¥ —7 = A R Z#EHTDH L.
TNA AT ACL A X —T =2 A RAZHEH SN TR0 L LT, 9XTOT v MEFF
ALET, FY hU—7 ¥X 2 VT 4 DEDICREFRD ACL AT IHAIE. 20Xk o577
FERNECAZ LIZHEELTLLEEN,

VLAN 7 v T DE%E

VLAN = v 72 ERL LT, 1 D E 721385 D VLAN ICEH T 51213, ROAT v 72 FEIT L%
—éAO

1R BRI

VLAN T3 9 A% % [Pv4 ACL F 72139538 IP ACL. F 72134 0iifT & MAC 353E ACL Z1ERL
L/i‘g—o

Flig
ARV RFEEETIa Y By

RT w71 |enable ¥iME EXEC =— R& AN LET,
51 - Ia s RRFRRENTEHNAT— R
Device> enable ]\731/5E7f0

AT 72 |configureterminal yra—r\ L ar7 4 Xal—ay
Bl T REBHLET
Device# configure terminal

R 7 3 |vlan access-map name [number] VLAN~ v 75 1Epk L. &iié. 5T

i FoafhrEd, FHIE vy 7HOT

. . Y M) D=l U AKTTT,
Device (config) # vlan access-map mapl

20 8 U4 RO VLAN~ » 7% (ERd 5 & |
10 T OMT 5 FZNEICEH Y B TH
nNE¥, v~ v FEEREITHIBRT S &
T, EETLE~vy T o R OFE
EANNTEET,

iPvaAcL



B vn<ysoms

IPvaACL |

ARV RFERETIVa Y

B8

VLAN ~ v 7 ClE, $ED permit 7=
i deny ¥—U— RZMEHLEHA,
VLAN~ » 7 ZEH L T N7y & ESR
THIIE, Ty FERAET S ACL %
ERL T, 727 v arvia ey FICRE
L9, ACLN® permit |%, —E7 5%
EWVIEBRTY, ACLND deny (X, —
LW E W) BRTT,

Zoa<wy REANNTRHE, TI/EX
vy 7 ary74¥al—ygr ET—F
IZEDY £,

ATv74

match {ip | mac} address {name| number}
[name | number]
{5

Device (config-access-map) # match ip
address ip2

1 DF T OEREE T 1 3JLE T 7 &
A VAPMIKLTARry FERELE
T (AP E/ZIIMACT KL AEMH)
Ny FOWEIL, RIST 57 e har
BATOT7EAYRARNIKLTET
TThhEd, IP /Ny MI, EHEE/-
IHEEIP 7 78 2 U A MIK L THRE
SnET, FEIP Ny ME, A&
MACHEIET 7 A U A Mkt L CIE
WEINET,

Gx) Ny b AT AP ET2IX
MAC) |Z%f9 % match F)73
VLAN ~ v FIZRE ST
WABEAT, FO~y 7T
Jvaryn ey 7OgA
T, 20X A TI—EKT 5
TRTONRTy FBR ey
7 XN FEF, match AN
VLAN = v FI272< . #&E
SINTWAT 7 aryRnR
0y T ORI, TRTO
IPBEIPLVAY2 7y |
NRey7rshEd,

i 'PvdAcCL

ATy TH

IP /N7y NETITEIP NTy b (BE
HD1MAC T RLADHB A -T) 5
E L. 128D ACL (BEHE % 7= 134k
) EEONRTy NERAETHITIE. K
Davwy FOWTFNNE AT LET,

* action { forward}

~yT = NIRRT BT s v a v
BELET.
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vian ~p vian < v 70iEd i

AU RFERETOVa Y

B8

Device (config-access-map) # action|
forward

« action { drop}

Device (config-access-map) # action|
drop

ATvT6

exit
1 -

Device (config-access-map) # exit

T/ A~y T a7 4FXal—3
VE—RERTLT, Za—sL ayv
T4 Fal—varyET—RIREYET,

ATy T17

vlan filter mapname vlian-list list

1 -

Device (config) # vlan filter mapl
vlan-list 20-22

VLAN~ v 7% 1 O F =138 VLAN
W L FET,

list (/X —@ VLANID (22) . #ifFEL
7odtipH (10 ~22) . F£721% VLANID
DAY 7 (12, 22, 30) Z4HETE
F9, B~ Ad T UDRIHEIZ AN —
ZEAFATH LB TEET,

ATvT8

end

1 -

Device (config) # end

Ju— L ar 7 4 ¥al—vay
F— F&EHKT L, Kt EXEC E£— R
BYET,

VLAN ~® VLAN < v 7 i F

VLAN = > 7% 1 DF 138O VLAN IZ#EH T 51213, ROFNEICEVE T,

FIE

AV RFEEETIVa Y

S]]

&

enable
1 -

Device> enable

HibE EXEC E— RE A% LE 9,

Tar T MRFIRENTZHNAY — R E
ABLET,

ATvT2

configureterminal

1

Device# configure terminal

Jua—\)L a7 4 Xal— gy
T—FzfmL£7,

ATvT3

vlan filter mapname vlian-list list

1 -

Device (config) # vlan filter map 1
vlan-list 20-22

VLAN~ v 7% | DF 7= 13% VLAN
W L FE,

list \IZIFZH—D VLANID (22) . i
7-#ipH (10 ~22) . F£721X VLANID

iPvaAcL
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IPvaACL |

ARV RFERETIVa Y

B8

DA KY»F7 (12, 22, 30) ZfgETE
F4, RN T U DORHEIC AA—
AEREATHZ LB TEET,

ATFw 74| end
1 -

Device (config) # end

Ju—s v arz4Xal—vay
F— F&#& T L. M EXEC E— FIZ
RO ET,

IPVAACLDE=4R )4

FORAL AR ESNTWSLACL, BEOA v Z—T7 = A AL VLANIZHEA S 7= ACL #Fxr

LTIPVAACL =X —TXF7,

ipaccess-group f > H—7 = A A AT 4 Fal—aryavry REHHLT, L1 v2F
IV A Y34 F—T =2 AZACL A LB/, £OA v F—T 2 AA ADT 7 A
ITN—ThFRTEET, o, LAY2A X —7 oA AZHWHEINT7-MACACL /R T
TET, ZOHRERTT DL, RORITFEE AV FFHE EXEC 2~ > RE[HH L £,

R2:TIOER VYA MBLUVTIER FIL—TE2RRTSHaIUF

avyU kR

=)

show access-lists [number | name]

BEHOIPBELIOMACT RLA 7712 U A RDOEKSR
FIREDOT 7 A Y AN (FoftE EI34 0 )
74?\‘ Lij‘o

show ip access-lists [number | name]

WKHOIPT 7R VR NEIKR, FR3REDIP T 7 &~
P& F 4RI E) 2ERLET,

show ip interfaceinterface-id

A —=T A ZADFHFMHEELB L VAT —F AL KR
F—T W5 TNDA F—T =4 AT, ipaccess-gro
TxA A a7 4FXalb—varavwr REEHALTA
AR, TVER I A—TEERICEENE T,

show running-config [ interface interface-id]

TNRARAFERIIHRESINTA VX —T 2 ADA LT 4%
V77 ANONE GEEINTZTXTOMACELWIP
e, EDOT IV BATN—TINA U H—T = A AT -
L) #FRLET,

show mac access-group [ interface interface-id]

FTRTCOLAY2A LV Z—T oA AEITHEINZL-
H—T 2 A AHEAENTWSEMACT 7 A U A b

ZFRRLET,

i 'PvdAcCL



| IPvaacL
P75 22> ko—Ly 2 kozes [

PV 7o tXa>r brO—)LY X FDOEEH
INRERY FDO—ODBEIN-A T 4« XD ACL

B 3:L—% ACLIZE D 5T 14 v Ol

WIZ, NEER Y U= PRI NTA T 4 AREA R LET, V—T v RA— F 210
ENFY—R—AlE, TRTOUEENRT 7 B ATE BN EOFERPEM SN TOE
T, —T v KA — bk VIR I — 13— B2, WEROORGIHNT — & 0350
ENTHWET, == AT TRTO2—P—RNT 7 ATEETHN, H—""—BIZT 7~
TATCE pa—Y—FHRINTWET,

Server A Server B
Eensfits Payroll

172.20.128.0-31 .i 172.20.128.64-95

N—% ACL i L CERD X I IZEET HIZiE, ROWTNHIDOHEEFERLET,

o FEHEACL ZE L. R— M 1 DOV —N—ZEHERBTE N T T4 v BT 4 NE ) T L
\i‘g_o

« WEHE ACL Z1ER L., b —R—nER—MIWKERETE N T T4 BT 42T L
i—a—o

ioiasd

BBl - INRER Y RT—O W EEIN-A T 1« XD ACL

Wiz, EBHEACL ZHEHA L CR— DO —R=BIIHEETDIN T T4 v T T4 NVE ) T
L. SEEOEETT R 2 172.20.128.64 ~ 172.20.12895 WHEEEND b T 7 4 v 7720

IPv4 ACL
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IPvaACL |

BRI A6 AR LET, 2D ACLIX, HBESNTZEEFE LT FLAEFOL—T v K AR— |
1IBREIND FTF 7 4 vy ZIZHEH SN ET,

Device> enable

Device# configure terminal

Device (config) # access-list 6 permit 172.20.128.64 0.0.0.31

Device (config) # exit
Device# show access-lists

Standard IP access list 6
10 permit 172.20.128.64, wildcard bits 0.0.0.31

Device# configure terminal

Device (config) # interface gigabitethernetl/0/1
Device (config-if)# ip access-group 6 out
Device (config-if)# end

WIZ, JEBE ACL i L CH— =B o R—NIEETDHI N T T4 v BT 4V H ) T
L. fEEDFETT FLA (ZOHEITV—3—B) MOREEHOEIHLT KL A 172.20.128.64
~17220.128 95 IZEEEIND "N T 7 4 v 7 P E#H AT 502 R LET, ZD ACLIH, L—
Ty RR—=HM1ICEETH N7 v 7S, BEDSELET RLAIZERFEIND M T
T4y 72T EF A LET, YRR ACL 2T 2561, #MEB L 0% EEwROmNIC, 7
2 hagn (IP) # AT HUERHY £,

Device (config) # access-list 106 permit ip any 172.20.128.64 0.0.0.31

Device (config) # exit
Device# show access-lists

Extended IP access list 106
10 permit ip any 172.20.128.64 0.0.0.31

Device# configure terminal

Device (config) # interface gigabitethernetl/0/1
Device (config-if)# ip access-group 106 in
Device (config-if)# end

Bl . FS+E ACL

WROBFDOF > T —7 100001, 2FBHDOA I T v bRV T3y bERETDHZ T AA T Y
rNO—2 T4, 2F0, T xRy b AZ13255255.00 T9, *v hU—210.0.007 KL &
DIFHBLCAFROA T hTHEDFA M ELET, 77X URXAM2ZHL
T, 7Ry b 48 DT RLAZ 1 OFFAI L, FWLH 7Ry OMOT FLATTXTHEHAL
T, ZOT7EA VA RNORKITIXE, XY FY7—210.0.00 DIOFTXTOY 7%y s ED
T RUARHFAENDZ LA RLET, ZDACLIZ, R—MIHEETI Yy MaEAEH
£7,

Device> enable

Device# configure terminal

Device (config) # access-list 2 permit 10.48.0.3

Device (config)# access-list 2 deny 10.48.0.0 0.0.255.255
Device (config) # access-list 2 permit 10.0.0.0 0.255.255.255
Device (config) # interface gigabitethernet2/0/1
Device (config-if)# ip access-group 2 in
Device (config-if)# end
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{5 : $5k ACL

pi - s act [

WOBIOFEFATIZ, 1023 K0 b REWSEERN— b ~DFE TCPHHe 77l L3, 24T7H T,
AR Ak 172.16.0.0 O Simple Mail Transfer Protocol (SMTP) 78— h ~D 713 TCP #fi &7 ] L T
WET, 3FEOOMTIE, 27— 74— Ny 7 HOBERFEICMP A v &=V ZFFl LET,
Device> enable

Device# configure terminal

Device (config) # access-list 102 permit tcp any 172.16.0.0 0.0.255.255 gt 1023

Device (config) # access-list 102 permit tcp any host 172.16.1.2 eq 25

Device (config) # access-list 102 permit icmp any any

Device (config) # interface gigabitethernet 2/0/1

Device (config-if)# ip access-group 102 in

Device (config-if)# end

WORFITIX, A F—3y MIEFRINTZRYy NU—IBHY, ZOFXy NT—7 EOEED
RARBAL A —Fy b EOEEDORA N E TCP G AL TE 5 L HICT 2882 EL
TWET, 72720, IPHA ILIE, EHA L HFA RO A= (SMTP) H— F &R,
Fy hU—7 EOARANE TCP Hf AL TERNE D ICLET,

SMTP L, B8 TIZITCPAR— F25, 9 Wi CIX 7 v X ARFA— bNESEZEHLET,
B LTV ARIIE, RUAR—REERERAEINET, A ¥—Fy b DERFETHA—L X
7y FOSBRAR— ME25 T, BTty NT—7 VAT ATIEHEIZAR— 25 TO A — /L8
BBREA SN TWDE O, BET—ERIXEBINZHEE S ET,

Device> enable

Device# configure terminal

Device (config) # access-list 102 permit tcp any 172.16.0.0 0.0.255.255 eq 23
Device (config) # access-list 102 permit tcp any 172.16.0.0 0.0.255.255 eq 25
Device (config) # interface gigabitethernet 1/0/1

Device (config-if)# ip access-group 102 in

Device (config-if)# end

WOFITIE, > hT—21E7 RLAR 1721600 D7 T AB Ry hU—27 T, A—/LARA K
D7 KL A1X172.16.12 TY, established ¥ — U — Nid, #EL S 7-Befi & £r3 5 TCP HH]
DF—T—RTT, TCPF—% 7 F LT ACK £7-ERST 'y FARE SN, 757 v b REEE
DERIZBL TWDZERHAT L L, —HERARIhET, Y M A —FFxy h A
F=T A AV, THAAREAL 2 H—Fy NIRRT 51 v F =7 =4 ATT,

Device> enable

Device# configure terminal

Device (config) # access-list 102 permit tcp any 172.16.0.0 0.0.255.255 established
Device (config) # access-list 102 permit tcp any host 172.16.1.2 eq 25

Device (config) # interface gigabitethernet 1/0/1
(
(

Device (config-if)# ip access-group 102 in
Device (config-if)# end

iPvaAcL
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il - &Rt S ACL

BT E1REE ACL & & U AT EHE5R ACL DIERL

I, Internet_filter &5 £ ETOAERE ACL 35 & O marketing_group & W 5 44 BiiOJESE ACL %
TERT 2 61%2 7~ LE T, Internet_filter ACL 1L, Z#EL7 LA 10234 06X EEINDHTXT
DNTFTT7 4w EFHFAILET,

Device> enable

Device# configure terminal

Device (config) # ip access-list standard Internet_ filter
Device (config-ext-nacl)# permit 10.2.3.4

Device (config-ext-nacl)# exit

Device (config-ext-nacl) # end

marketing_group ACL /X, %8527 FL AL T A L KA — FDJHE 172.16.0.00.0.255.255 ~DIEE D
TCPTelnet b7 7 4 w7 &dFal L, TDOMDTCP b7 7 4 v 7 &5 LET, ICMP b7 7 4 v
I EFFA L, AEBOEEITNS, 56 R— 231024 LV /NEV172.16.0.0 ~ 172.16.255.255 D
ST RUANEESNAHUDP N7 7 4 v 7 H#ESLET, TNLSNDOTXTOIP VT 7 1 >
7SR LTC, fMRERTarBnFRrEnEd,

Device> enable

Device# configure terminal

Device (config) # ip access-list extended marketing group

Device (config-ext-nacl)# permit tcp any 172.16.0.0 0.0.255.255 eq telnet
Device (config-ext-nacl) # deny tcp any any

Device (config-ext-nacl)# permit icmp any any

Device (config-ext-nacl) # deny udp any 172.16.0.0 0.0.255.255 1t 1024
Device (config-ext-nacl) # deny ip any any log

Device (config-ext-nacl)# end

Internet_filter ACL 3312 5 7 4 » 7 1 [ &1, marketing_group ACL IZ L1 ¥ 3 R— + D
HEEMNT 747 iCEHEINET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernet3/0/2

Device (config-if) # no switchport

Device (config-if)# ip address 10.0.5.1 255.255.255.0
Device (config-if)# ip access-group Internet_ filter out
Device (config-if)# ip access-group marketing group in
Device (config-if)# end

B HI{TE ACL 1 > DA ACE DHIRR
WIZ, ARt & 7 72 AU A b border-list 7> 5 ACE Z fHBIZHIFR 5612~ L £7,

Device> enable

Device# configure terminal

Device (config) # ip access-list extended border-list
Device (config-ext-nacl)# no permit ip host 10.1.1.3 any
Device (config-ext-nacl)# end
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HCE-EDZ N |

5l ACLOX S

J—% ACL Tix, 2O X U /BRI FR— SN TWET, logF—T— REIEETH &,
TR E—ET Ly MIET e JlMmA vy E—URar Y —LIEESNET,
log-input ¥ — 7 — RZBETHE, vl = MVICANA VX —T oA AP BMENET,

WOBTIL, ARIMTEERET 72 U 2 b stanl 13 10.1.1.0 0.0.0255 oD T 7 4 v 7 %4
HL, ZOMDTXTOREILNPLD T 7 4y 7 ZFALET, logF—U— FbIEEIN
TWEJ,

Device> enable

Device# configure terminal

Device (config) # ip access-list standard stanl

Device (config-std-nacl)# deny 10.1.1.0 0.0.0.255 log
Device (config-std-nacl) # permit any log

Device (config-std-nacl) # exit

Device (config) # interface gigabitethernetl/0/1
Device (config-if)# ip access-group stanl in

Device (config-if)# end

Device# show logging

Syslog logging: enabled (0 messages dropped, 0 flushes, 0 overruns)
Console logging: level debugging, 37 messages logged
Monitor logging: level debugging, 0 messages logged
Buffer logging: level debugging, 37 messages logged
File logging: disabled
Trap logging: level debugging, 39 message lines logged

Log Buffer (4096 bytes):
00:00:48: NTP: authentication delay calculation problems
<output truncated>

00:09:34:%SEC-6-IPACCESSLOGS:1ist stanl permitted 0.0.0.0 1 packet
00:09:59:%SEC-6-IPACCESSLOGS:1ist stanl denied 10.1.1.15 1 packet
00:10:11:%SEC-6-IPACCESSLOGS:1ist stanl permitted 0.0.0.0 1 packet

WIT, LEITEIET 72 VA FextliZ Lo T, fEEDOEETHS 10.1.1.0 0.0.0.255 ~D
ICMP %4> RAFFRIL, T XTO UDP 47 v & HESETAE 2R LET,

Device> enable

Device# configure terminal

Device (config)# ip access-list extended extl

Device (config-ext-nacl)# permit icmp any 10.1.1.0 0.0.0.255 log
Device (config-ext-nacl) # deny udp any any log

Device (config-std-nacl) # exit

Device (config) # interface gigabitethernetl/0/2

Device (config-if)# ip access-group extl in

Device (config) # end

Iz, LB ACL oa 7 ofilz R LET,

01:24:23:%SEC-6-IPACCESSLOGDP:1ist extl permitted icmp 10.1.1.15 -> 10.1.1.61 (0/0), 1
packet

01:25:14:%SEC-6-IPACCESSLOGDP:1ist extl permitted icmp 10.1.1.15 -> 10.1.1.61 (0/0), 7
packets

01:26:12:%SEC-6-IPACCESSLOGP:1ist extl denied udp 0.0.0.0(0) -> 255.255.255.255(0), 1
packet

01:31:33:%SEC-6-IPACCESSLOGP:1ist extl denied udp 0.0.0.0(0) -> 255.255.255.255(0), 8
packets

iPvaAcL
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B 5 oacEss0T50 40 MEShE RS T4 90 ETSTAY MESRTOEN RS T4 9%

IPACL D¢ _RCouXxr 7 = kUit %SEC-6-IPACCESSLOG TRHE L Ed, = MU D
i, —BLFZACLRT 782 = MU OFEEICIS U TETR2Y £,

xR

-
=~

log-input ¥ —U — RZfEE LI EOH N A v =Y OFZ R L ET,

00:04:21:%SEC-6-IPACCESSLOGDP:1ist inputlog permitted icmp 10.1.1.10 (Vlanl 0001.42ef.a400)
->
10.1.1.61 (0/0), 1 packet

log ¥ —U— RZIEE LG, FEEO Ay MCBET 207 Ay v—UIZATIA & —
Tz A AERPEENETE A,

00:05:47:%SEC-6-IPACCESSLOGDP:1ist inputlog permitted icmp 10.1.1.10 -> 10.1.1.61 (0/0),
1 packet

Bl : ACER KU TITTAVMEENT-bZTa v ETSHT AL ME
SENTWLWEWRSTavD

WDa<wy RTHER S, 77720 MEERTEZ3SO 7y MERENS T 78 A U 2 b
102 ZHNZE > TR L £ 97,

Device> enable

Device# configure terminal

Device (config) # access-list 102 permit tcp any host 10.1.1.1 eq smtp
Device (config)# access-list 102 deny tcp any host 10.1.1.2 eq telnet

Device (config

( )
Device (configqg)
( )
Device (config)

\}

# access-list 102 permit tcp any host 10.1.1.2
# access-list 102 deny tcp any any
# end

GE)

i 'PvdAcCL

BAID 250 ACE (2135857 RLADHKIZ eq ¥ —U— R23H 0 £, Z IO TCP
SR — NEENENEN Y TV A— kT a k3L (SMTP) 8 LK O\ Telnet & —39 %
MEIDET =y 7T HIEEERLET,

Ny B AL, AR B 10222 OAR— bk 65000 2258 A b 10.1.1.1 @ SMTP 7~ — MIEE
ENDTCP X7y N TT, ZOXry hInT T 7 Ay MEENRTESHE, VA Y 4 1HEN
TRTHi > TNDTD, B2y hTHIBELRIULITHKRND T T 7 A FhK
WD ACE (permit) & —FH L FET, BODT7 T 7 A FHIRHIO ACE & —ELE9, =
UL, ENH0OT7 77 A2 M SMTP A— MERBEEN TR TYH, &I ACE 3
WHINZEZIZVAYIFERETET = 7 T5N05TT, ZOFOFERIT, /37 b
ZTCP THDHZ L&, %852 10.1.1.1 THDHZ LTI,

2y BB, BRA B 10222 DFR— b 65001 2>5 7 A b 10.1.1.2 @ Telnet A" — b (ZiXF
SNET, ZORTy "IN T T T A MEESNTEGE, LAY 3EHRE LA Y AREHRNT
RTCHi>TWDTED, PO T T 7 AL ER2ODDACE (deny) & —FHLEd, 70D
T A ME, LA YATERNE TN TORNWED, 229DDACE & —HLEHA, 7
WDOT7Z7 A ME32HD ACE (permit) & —FH L7,

BRIDT7 T 7 A PEESNET-D, AR M0L121F5EE8 3 v N B T X 4,
FOFER, X7y FBIZIESENET, =770, UBOBFAIENTZT7 T 7 A "Bty b



| 1PvaAcL
o acLcoumaEsER [

T— 7 OHIRAEA L, AA 10112583347y "2 L LD 5L Z2IZHR A b
DY —ANRHEEINET,

T A MEENRTE Ay B ClE, AR B 10222 OFR— k65001 25K A 10.1.1.3
DR— b fiplZERBEINET, 20Ty "RT7 T T A MbEn5HE, &OIO7 57
A IR 45D ACE (deny) & —HLEJ, ACEIZLA V4 FHRET = v 78T, T
RCOTTT A FDOUA Y IERIZFHENE AR 10113 THDH Z ED/REI N, BIO
permit ACE (X B/ D HRA &2 F =7 LTWelzdh, D7 T 7 XA b3 T420HD
ACE & —E L £,

5 - ACL T DM EaE Z 5 A

WOFENZ, workhours (EZEKERE) OBFFFEI L OESHEOKRE (200641 H1H) Zi%E L.
REEHERT PR L ET,

Device# show time-range

time-range entry: new year day 2003 (inactive)

absolute start 00:00 01 January 2006 end 23:59 01 January 2006
time-range entry: workhours (inactive)

periodic weekdays 8:00 to 12:00

periodic weekdays 13:00 to 17:00

I &EPE 28 FH 9~ 2 12, REREI#EPE 2 J235 C & 28R ACL WICR#EA 2 A LET, &
W2, JERT 7R U R N 188 HER L THERR T 2l AR LET, 207 78X UR KT,
TEFE S NTARERE T IET R TORE LN LT R TOZILE~D TCP N7 7 4 v 7 R L,
R IX TR TOTCP b7 7 4 v 7 EFAILET,

Device> enable

Device# configure terminal

Device (config) # access-list 188 deny tcp any any time-range new_year_ day 2006
Device (config) # access-list 188 permit tcp any any time-range workhours
Device (config) # exit

Device# show access-lists

Extended IP access list 188
10 deny tcp any any time-range new year day 2006 (inactive)
20 permit tcp any any time-range workhours (inactive)

I, ZHIfTE ACLZHHALCRIL NI 7 4 v 7 2HABLOEST 502 R LET,

Device> enable

Device# configure terminal

Device (config) # ip access-list extended deny_access
Device (config-ext-nacl)# deny tcp any any time-range new_year day 2006
Device (config-ext-nacl) # exit

Device (config) # ip access-list extended may access

Device (config-ext-nacl) # permit tcp any any time-range workhours
Device (config-ext-nacl) # end

Device# show ip access-lists

Extended IP access list lpip default

10 permit ip any any
Extended IP access list deny access

10 deny tcp any any time-range new year day 2006 (inactive)
Extended IP access list may access

10 permit tcp any any time-range workhours (inactive)

IPv4 ACL
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B 5 pacicEmshzsmEmE

5 : IP ACL IZ3E R = . 5 Byl £ B

WIZ, ARBHNOARH ORI 8 FF ~F% 6F (181KF) O, IPOHTTP N7 7 1 v 7 &if
5T 50%RLET, UDP b7 7 4 v 7id, HEBBIOHRBRE DIEF~F% 8 K (20 Kf)
ORI TR S E T,

Device> enable

Device# configure terminal

Device (config) # time-range no-http

Device (config) # periodic weekdays 8:00 to 18:00

Device (config) # time-range udp-yes

Device (config) # periodic weekend 12:00 to 20:00

Device (config)# ip access-list extended strict

Device (config-ext-nacl)# deny tcp any any eq www time-range no-http
Device (config-ext-nacl) # permit udp any any time-range udp-yes
Device (config-ext-nacl) # exit

Device (config) # interface gigabitethernet2/0/1

Device (config-if)# ip access-group strict in

Device (config-if)# end

Bl - ACL~ADI A2 FDIEA

i 'PvdAcCL

remark ¥ —U— R&H+T2 L. (EED IPHEREE ZITVEE ACLIZ > MU ICRET A a X
M (FER) ZBNTEEST, A MEFATSIE, ACLOEEE AX v U INEHIT/2D F
T, 1203 Ay MTORERRKEIX 100 XFTT,

I A2 M, permit A7 — kA hEziT deny AT — F AL FORHI%REDLHICTHEE TX

F9, TA IR ED permit A7 — ~ AL hETiT deny A7 — b AL OB TH D DHN
BREIC 2D L 91C, a A FOMEIZEH L T—EBMZROUNENRH Y 4, 2LxiE 5=
A2 MIFIET 2 permit £72id deny A7 — M AL FORNIH Y, D= A 2 MIFHET D A
TR NOBRAICHD L BELEBLS ATRRERH VY £77,

BT & IPARLEFE IR ACLIZ 2 A > M EFEAT 5121, accesslist access-list number remark
remark 7 e —/ Va7 4 Falb—varavy REFERHLET, 2 X2 MEHIBRT A2,
Zoa<wry FonoEREEHLET,

OB TIE, userl DT —7 AT —2 g AET VB RAZFFA[ L, user2 DU —J AT —3/ 3
W27 7B AEFHRILER A,

Device> enable

Device# configure terminal

Device (config)# access-list 1 remark Permit only userl workstation through
Device (config) # access-list 1 permit 171.69.2.88

Device (config) # access-list 1 remark Do not allow user2 through

Device (config) # access-list 1 deny 171.69.3.13

Device (config) # end

LBIFTXIPACLO=Y FUIZIE, remartk 77 BA VAR a7 4 F¥al—vay avy R
EREALET, 2 AV MEHIRTHIZIE, Z0oa~vr FonoBAEFEHLET,

WOHITIE, 7R b subnetl (Z1X7 7 b3 > K Telnet O HNFF] SNEH A,

Device> enable

Device# configure terminal

Device (config)# ip access-list extended telnetting

Device (config-ext-nacl)# remark Do not allow subnetl subnet to telnet out
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Bl 5y FEEET S AL EUVAN 7 v TotkR [

Device (config-ext-nacl)# deny tcp host 171.69.2.88 any eq telnet
Device (config-ext-nacl)# end

B . /N7y FEERT SHACLE KV VLAN 7 v TDERK

ZIZTIE, Ny bEIESET S ACL BEIONVLAN = v 7 E2ERT 26 2R LE9, &IID
~ v 7Tl ipLACL (TCP X7 v b)) IZ—ET 2T _XTONRTy bR ey FENET, &
NS, TXTDOTCP /N7y MEFFR[ L, TSN D Ay N3 X THESGT % ipl ACL % 1E
L ET, VLAN v v ZIZIEIP /37 v MIXET 5 match MBFIET D72, T 74V FDOT
Jary T, EOmatch e b—ELRWIP X7y ERTRTRaryYEnET,

Device> enable

Device# configure terminal

Device (config)# ip access-list extended ipl
Device (config-ext-nacl) # permit tcp any any
Device (config-ext-nacl) # exit

Device (config) # vlan access-map map 1 10

Device (config-access-map) # match ip address ipl
Device (config-access-map) # action drop

Device (config-access-map) # end

B . /N7y FEEFAIT S ACLE KU VLAN 7 v TD1ERK

I A ]
T3y

WIZ, "7y bEFAT 5 VLAN v v 72 Fd 2612~ LE$, ACLip2 (X UDP /7 v b
ZFFAIL, ip2ACL & —ET 53T _XTONRT Y MBEREISNE T, 2O~y 7 TiE, ZHLIEI
DEDACLEH—HEL2NWTXTDOIP/X7 v b (TCPTHUDP THRVWRT v ) DRy
TEINET,

Device> enable

Device# configure terminal

Device (config)# ip access-list extended ip2
Device (config-ext-nacl) # permit udp any any
Device (config-ext-nacl) # exit

Device (config) # vlan access-map map 1 20

Device (config-access-map) # match ip address ip2
Device (config-access-map) # action forward
Device (config-access-map) # exit

O ROYTELUMAC /Ny FDESEDT T4+

WOFDVLAN~ v 7 Tlid, T 74/ FTIP Ay y R vy FERN, MAC Y7 v kSEEgE
SNET, FEHED ACL 101 I8 KOL RIS EHRiET 7B A U 2 | igmp-match 3 X OF tep-match
IOy T EMBEDLETCHEATEE, ROLHITHRY ET,

« T XTDOUDP AT v FPRHRIESNNE T,

c TRTDOIGMP N7y S Ry FENET,

« FTNTDOTCP N7y b fEE S ET,
cEDMDTXTOIP Ty FidFry 7SN ET,
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B 7 vac sy rO ROy TBEBIP ATy FOBREDTIA Lk 7oy

5l - MAC /34~
Tooay

¢« TRTDOIIP N7y PREEEINET,

Device> enable

Device# configure terminal

Device (config) # access-list 101 permit udp any any
Device (config) # ip access-list extended igmp-match
Device (config-ext-nacl)# permit igmp any any

Device (config) # action forward

Device (config-ext-nacl)# permit tcp any any

Device (config-ext-nacl)# exit

Device (config) # vlan access-map drop-ip-default 10
Device (config-access-map) # match ip address 101

Device (config-access-map) # action forward

Device (config-access-map) # exit

Device (config)# wvlan access-map drop-ip-default 20
Device (config-access-map) # match ip address igmp-match
Device (config-access-map) # action drop

Device (config-access-map) # exit

Device (config) # vlan access-map drop-ip-default 30
Device (config-access-map) # match ip address tcp-match
Device (config-access-map) # action forward

Device (config-access-map) # end

kD RAYTEBEUVIP/NT Yy FDEEEDT I AIL +

WOFDVLAN~ v 7T, T 74/ TMAC/N7 » R Ra v 7 &, TIP3y R DEERE
SNFET, MACHEIET 7 A U & | good-hosts 35 & T good-protocols % = O~ v 7" L A E
PETHEMRTLE, ROLIITRD ET,

* 75 A K 0000.0c00.0111 33 & T 0000.0c00.0211 735 D MAC 737 » bRt ShvE S,
« decnet-iv F 7213 vines-ip 7’7 b AL AEHT D MAC /X7 v b RERE S ILE T,

c EDOMDTXTOIEIP X7y bR Rr Yy FINET,

T RTDOIP Ty FBERIEINET,

Device> enable

Device# configure terminal

Device (config) # mac access-list extended good-hosts

Device (config-ext-macl) # permit host 000.0c00.0111 any
Device (config-ext-macl) # permit host 000.0c00.0211 any
Device (config-ext-nacl) # exit

Device (config) # action forward

Device (config-ext-macl) # mac access-list extended good-protocols
Device (config-ext-macl) # permit any any vines-ip

Device (config-ext-nacl) # exit

Device (config) # vlan access-map drop-mac-default 10

Device (config-access-map) # match mac address good-hosts
Device (config-access-map)# action forward

Device (config-access-map) # exit

Device (config) # vlan access-map drop-mac-default 20

Device (config-access-map) # match mac address good-protocols
Device (config-access-map) # action forward

Device (config-access-map) # end
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i

1
1 -

Bl FRTOAry rEROYTTETF I Tovay |

ITRTONry bZERFAYTTB3TIHILETHOOaY

WROFID VLAN = v 7 TlE, 774N FTTRTONTy b (IPBLOIEIP) 2 Rry 7S
NET, BI2BLUHI3 DT 72 U A b tep-match 35 £ Ot good-hosts # = D~ v 7 L AA
PDETHEMTLE, ROL TR £,

« FTNTOTCP N7y b fEESE T,

« AR A & 0000.0c00.0111 33 X TF 0000.0c00.0211 7>5 D MAC /37 v hSERE S IVE T,
c ZOMDTRTOIP Xy b3 Rry TINET,

« EDOMDTXTDMAC X7y MRy 7 INET,

Device> enable

Device# configure terminal

Device (config) # vlan access-map drop-all-default 10
Device (config-access-map) # match ip address tcp-match
Device (config-access-map) # action forward

Device (config-access-map) # exit

Device (config)# wvlan access-map drop-all-default 20
Device (config-access-map) # match mac address good-hosts
Device (config-access-map) # action forward

Device (config-access-map) # end

2y FIT—HSTOHOVLAN Ty TDER

JA4v) T vn—tEy FOERE

B4:04¥ )T v0—Ey FORE

74?UV77H~€/h%ﬁT N—T 4 VT INAA v F ETHIMZENTORNGEN
HVFEF, 2L, ZOFRETH VLAN’?/?J”oJ:U\QoS YEACL IV R—bhEh T

T, HA hx;sotofx NY X725 VLANNIZHY ., T4 YV 7 /a—Ey b AL vF
ABIOAAL vF CITHEHREINTWDLEMELET, RAFNXMDOBEARNY ~D T T 4 v
TWE, =T 4 VT BEDNHESINTZ LA TYIAL v T THDHAAL v T BITL > THREWIZ
N—TFT 4 TENET, TAMXDNPOLRANY DT T 49 71F, FT97 47D R
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-

Switch A Switch C

VLAMN map: Deny HTTP I

from X to . =———= LI

HTTP is dropped —=
at entry point.
=4
Host X Host
CVLAN A 10.1.1.32 10.1.1.34

— — — VLANZ i

—m Packet

HTTP N7 7 4 v 7 B FRA N XMNHHRARNY ~AAL v F T LaWgEEE, FARX IPT
RFL210.1.1.32) 26ARARY (IP7 FLA10.1.1.34) 2D T_XCOHTTP F T 7 4 v 7
MAAL v F AT Ry 7SN, AL vF BTV v 7E3N0nEoc, AAvTFAD

VLAN v v 7 2R ETEET,

AN, HTTP R— F ECTFRTCTOTCP v T 7 4 v 7 % (—F) +5IPT7T7&8AX URb
http Z & L £ 7

Device> enable

Device# configure terminal

Device (config)# ip access-list extended http

Device (config-ext-nacl)# permit tcp host 10.1.1.32 host 10.1.1.34 eq www
Device (config-ext-nacl)# end

WIZ, htp 7 78R VAN —HTHIN T 747N Ray 7S, ZOMOTXTOIP b
T4 I NEEIEEIND L HIZ, VLANT 7 B8R < v 7 map2 Z1Ek L E9,

Device> enable

Device# configure terminal

Device (config)# vlan access-map map2 10

Device (config-access-map) # match ip address http
Device (config-access-map) # action drop

Device (config-access-map) # exit

Device (config)# ip access-list extended match_all
Device (config-ext-nacl)# permit ip any any

Device (config-ext-nacl)# exit

Device (config) # vlan access-map map2 20

Device (config-access-map) # match ip address match_all
Device (config-access-map) # action forward

Device (config-access-map) # end

WIZ, VLAN 727 ¥ A ~v 7 map2 % VLAN 1 (Z5@f L £,

Device> enable

Device# configure terminal

Device (config) # vlan filter map2 vlan 1
Device (config) # end
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B : BO VAN 12539 — 1 —~07 22 205E [

5 : BDVLAN [ZH B H—/N\—~DT 7 2 XDFIRE

5: 310D VIAN LDH—/\—~DT7 7 2z ZXDHIR

BID VLAN IZH B —/"—~DT7 72 AZHIETXFE T, /=& %L, VLAN 10 NOH—/3—
10.1.1.100 TiZ, RDOFA M~DT 7 B ZAZELETHLERH Y 9,

« VLAN20 HODOH 7 %> K 101208 IHABRANDT 72 2% LET,
cVLAN 10 HDOAFA 10114 BL 10118 DT 7 A ZEIELET,

VLAMN map

10.1.1.100 L
m_ Subnet

- [
Server (VLAN 10) ‘H 10.1.2.0/8

—
—

T ——— ‘

T\Hust [VLAN 20)

10.1.1.4

Host (VLAN 10) Layer 3 switch

10.1.1.8

1012ma

Host (VLAN 10} ——» Packet

5 : BIDOVLAN [ZH B Y —/IN—~DT7 I 2 ADER

W2, 7 %Y 5101208 NDEA R, RA B 101.14, BEIOKRAH101.1.8 DT 7 A%
EEL, TOMDIP N7 7 4 v 7 &7 A4 25 VLAN ~ 7 SERVERI-ACL % {ER LT, BloD
VLAN NOH— = ~DT 78 AZERT 56 %2R LET, REDOAT v 7 TlE, v~ v~
SERVER1 % VLAN 10 (2@ L £,

ELWRTFy hE—EHTHIPACLEERLET,

Device> enable

Device# configure terminal

Device (config) # ip access-list extended SERVER1_ACL

Device (config-ext-nacl)# permit ip 10.1.2.0 0.0.0.255 host 10.1.1.100
Device (config-ext-nacl)# permit ip host 10.1.1.4 host 10.1.1.100
Device (config-ext-nacl)# permit ip host 10.1.1.8 host 10.1.1.100
Device (config-ext-nacl)# end

SERVER]I ACL & —#7 25 1P X7 v hZ Fry 7 LT, ZOACL &E—FHLARWIP /N7y b
ZHRkT 5 ACL 2 LT, VLAN~ v 72 EHZRLET,

Device> enable

Device# configure terminal

Device (config) # vlan access-map SERVER1_ MAP

Device (config-access-map) # match ip address SERVER1_ACL
Device (config-access-map) # action drop

Device (config) # vlan access-map SERVERL1 _MAP 20

Device (config-access-map) # action forward

Device (config-access-map) # end

VLAN 10 {Z VLAN ~ > 7’2 H L E9,
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Device> enable

Device# configure terminal

Device (config) # vlan filter SERVER1_MAP vlan-list 10
Device (config) # end
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