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exit
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Tz A AFEETE EEA,

BRETERWNA U H—T = A ATIL,

AA »FIXTRTOARPER & & %
RATZIELET, v—2ix, RIT%2E
L7237y "3, IPT RLA L MAC
T RUVAEDENNA T 4 Tk
FFOZ LR LThD, B—hL

Xv v ahBHT 50, ik
WXy hEEBELET, AA v

X, B ry hE Rey 7L, ip
arp inspection vlan logging 7 2 —/ %L
a7 4 FXalb—gravwr KT
EINTue X IRECE>Tr S

Ny 77 IZRLER LET,

ATvT9

end

1 -

Device (config-if)# end

A H =T 2 A AT 4 Fal—
Tar '— REK&T L, Rt EXEC
E—FIZRED T,
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| 5147399 ARP A URRY S 3V OHRE

DHCP BB TOX 1 +3 w5 ARP A 22 ~5 L3 008%E [

ARV RFERRTIa Y B &
25w 710 |show arp access-list acl-name T e i
i R

Device# show arp access-list arpacl22

AT w711 |showip arpinspection vlan vian-range | ;4R L 7= #i[H > VLAN O EHE 2 5

15'] : i—\‘ Lij—o
Device# show ip arp inspection vlan
1-2
AT w 712 |show ip arp inspection interfaces FRELIEA 2 —T x4 AT LT
B ARP /S hOREREE & L— MR
ERRLET,

Device# show ip arp inspection
interfaces

DHCPIREBETHDAREAFT IV ARP A D ARY L 3V DRTE

58 HHEIIZ

ZOFNETIE, 20DAAL v FREAFT I v I ARPA VAT var kP R—FLTNDHEX
2. COMEEZRTET D HEEZRLET, FAMLIZAAL v F AL, FRAF2FAA vTF B
WCENENER SN TWET, A v FIEl G &S, FA MPEE SN TVWSD VLANT TH A
FIv T ARP A VARY v a rEFATLTWET, DHCP r— "—(F A1 v F A IZEfF S
TWET, WAHFDOKRAMEI, F—®DHCP H— =05 1P 7 RLAZRELET, Lo
T, A YT AFKRA NI BIOFRA R 2ZKFT 2T T %, AL vF BIFAA B
QIZXT DAL T 4 v T ERHET,

)

G¥)

EFE ARPER, BLWARP A TIPIMAC T RLANA U F 4 VB RREET A7 012, ¥4

T IV ARPA VAT v a V' DHCP AX—VE U T NA T 4 T T —HRXR—=ADT K
WIRIFELET, IPT RV ABZ AT v 7280 B THENT- ARP X7 > &[4 5 B3,

DHCP AX—¥Y v 7 %A 32 —TMILTLEE,

ZAT Iy 7 ARPA U AXRT v a Uy ERET HITIE, WOFIMEZETLET, OB,
WGDAA vy FTATIRERHY £, ZOFIILHATT,

FIE
ARV EFEREETIVa Yy B#

AT 71 |enable FHE EXEC E— A AT LET,
i - Ta 7 ERRRINTZHNRAT— R
Device> enable AN LET,

F4+39 9 ARPA 2Ry L av0EE |



B ovcrEcos1FT v ARPALRRY LIV OBE

4+ IV ARP A VAR av0HRE |

ARV FFEREETIVa Yy

S

ATv T2

show cdp neighbors
1 :

Device# show cdp neighbors

AA v FRIOER 2 B LE T,

ATvT3

configure terminal

&1

Device# configure terminal

Ja—n\) a4 F¥al—g
£ F\;’&E:ﬁﬁé\biﬁ—o

ATvT4

ip arp inspection vlan vian-range

1 -

Device (config) # ip arp inspection vlan|
1

VLANHAL T, A F v 7 ARPA
ARy varkEAF—TMILET,
T 74V FTIL, §_XTDVLAN ET
HAF v 7 ARPA AT g ik
T4 BTN TVET,
vlan-range (21X, VLAN ID &5 Cikjll
SNTZH—D VLAN, /A 7 TXY)
HILVIE#iPHD VLAN, £7=213 >~ 7T
XY 5 7= —HD VLAN Zf5E CT& £
T FEETE HHiPHIZ 1 ~4094 T,
W5 DA A~ FIZ[A © VLANID %457
L%,

ATy Th

| nter facetype number
1 -

Device (config) # interface
gigabitethernet 1/0/1

DA A v FIZHERESNDHA v Z—

Tz A AEBELT, A ¥ —TxA
Zary 7 4F¥z2l—aryE—RaeH
WBLET,

ATvT6

ip arp inspection trust
i

Device (config-if)# ip arp inspection
trust

. HA4F+ZIYIARPA VAR 3 UDRE

AA v T OBER & trusted [T E L F
9, T 7/ RTHE, TRTDOA
H—T oA AIEETEEHA,

AL v FIX, BETELA L H—Tx
A AZHDH I 1 ODAAL v F b3
fE L7ZARP /N v MIMER L ER A,
DA, Ny MEIFOFE TR S
nET,

B TERNA X —T = A AT,
AL FIETT_TOARPEXR L& %
RATZIELES, v—&ix. RIT%E
L7=& /X7 v 23, IPT RL A& MAC
T RVAREDH N T 4 T %
FFOZ LEMERLThD, v—hL
Xy v ar BT 50 mies
Wy NERELET, A v T
%, 7y hE Fry 7L, ip



I @{TE“JOAHP’(‘JX’QO&HDG)EQE
#Earp <7y roL—rHE [l

ARV RFERETI Y B#

arp inspection vlan logging 7" = —/3/L =
Y74 X alb—varavy FNTHE
SNTer XL TREIE>TR T Ny
7 7IZEEk L £

ATy 771 |end AV HF—T 2 A AT L F 2l —
51 valy ET— REKT L. FHE EXEC

EF—FIZRED 7,

Device (config-if)# end

25w 78 |showip arp inspection interfaces A H—=T 2 ATHAF I v 7 ARP
- AU AT 2 a DOREERGE L %
‘a‘o

Device# show ip arp inspection
interfaces

AT 79 |showiparpinspectionvianvian-range |VLAN CX A F 3 v 7 ARPA v A7

Bl - varDORTEEMIELET,
Device# show ip arp inspection vlan
1
X7 710 |show ip dhcp snooping binding DHCP "1 VT 4 v 7 iR LET,
£l -

Device# show ip dhcp snooping binding|

ZFw 711 |showip arp inspection statistics vlan VLAN TH A F X v 27 ARPA » AXY
vian-range v a v OMEERE TR LET,
i

Device# show ip arp inspection
statistics vlan 1

&{E ARP /X7y kD L— ~HIER

AL vFDOCPUIE, FAFTI V7 ARP A VAT a3 VERMEBELZFEITLET, Lo
T, DoS W APHIET 572912, &I ARP X7 v ML — MBS E 7,

EFIFEARP X7y hOL— IR ESNTHIBEZHEZD &, AA v FITAR— b % errdisable A
T — MZ L EJ, errordisable [FIfE % A x—7 /M LT, EEINT-Z A LT U MEE D%
A= "B ZOAT— L EIMCHRITETIIICTEET, A—MIZOAT— b DFEET
7,

F4+39 9 ARPA 2Ry L av0EE |



4+ IV ARP A VAR av0HRE |
B == sr o boL— AR

A\

6=

A F =T 2 A A LDV — MlREZRELRWIRY | 7 =7 = ADFRREEZLEE TS
Z&iE, b= MEREZOEEIREOT 74V MEIZEETH5Z L1220 £¥, L— MilR%E
WET DL, BEIRENEREEINTZGETHA v F—T7 o4 XTI — MllRZ RSB E T, noip
arpinspection limit f > % —7 = A 2 a7 4 FXalb—ar av s FEANTLHE, A&

B—T 2 A ZIT 7V bDOL— MHFRIZRE Y £,

HEARP X7 b O L— b ZHIRT 2121, ROFIEZFITLET, ZOFIHTERETT,

FE
AU REEETIV 3 Y Br

AT 71 |enable FiME EXEC E— REAIC L ET,
fi TR RRERREINTEHNAT— N
Device> enable J\jj LiTo

Z 5 2 | configure terminal Jua—N\)aryZ 4 Xal— g
1 - T— REHBELET,
Device# configure terminal

AT 73 |interface type number L— hEREND A X —T = A A% FE
15 - FELT, A v F—T A AT (X
Device (config)# interface b—va T ]\%Bﬁﬁﬁbij‘o
gigabitethernet 0/1/2

R 74 |iparpinspection limit {ratepps[burst |.{ . % —7 = 1 2 FD#{Z ARP Z:RI3

interval seconds] | none}

. HA4F+ZIYIARPA VAR 3 UDRE

FONARP DL — FEHIRBL £,
T 74 h L— NI, BETE20A
VA —T A ATiX15pps, EHETE D
A VB —T =2 A ATITEHIR T, /\—
AN AE =TI BT,

F—U— ROERIZRD LB TT,

eratepps (ZiX, 1 dH7- v I s

NDHEENT Y MO FRZFEL
F9, ARNeHIPHIL 0 ~ 2048 pps
<7,

+ ({EE) burst intervalseconds /.,
L — hDE ARP /37 vk OAT
WZOWTCA v H—T = ANE=H
Vo rshnsilE #) el
T, FHETE D8I 1~15T
7T



I @{TE“JOAHP’(‘JX’QO&HDG)EQE
9«*47_5.‘}7 ARP»{‘/Z&O"‘/H‘/&EE%I“}O@%FT .

aAvYRFERET7IOIY BRI
s ratenone (1%, LB ARERE(E
ARP X7y b D L — NI EIR%E R

FELEH A
R T v 75 |exit A B —T o f AT (K2l — 7
151 VE—FRERKTL, Fa—3L ay

TA4F¥a2al—2arT—RNIRERY F9,

Device (config-if)# exit

ATy 6| koa~y FefHALET, UEE) #¥4F I 7 ARP A > ALY
g U® errdisable A7 — b H O

» errdisable detect causear p-inspection | ~ S g |
T—EEEA =TI, FAT I

* errdisablerecovery cause

arp-inspection 27 ARP A Y AR 2 a Y DEIEA T =
- errdisablerecovery interval interval | XA CHEAT 2 28 E#E L £,
Uk 774 b TR, FEIERT =T

T, BEDA 2 — 3L 13300F0 T,

interval interval (213, error-disabled A
T — "B [EIE T A R 2 RV HAL CTHEE
L7, fEETE 2% 30 ~ 86400

Device (config) # errdisable recovery
cause arp-inspection

T
ATy 1| exit P
i) : F— RAEKT L. Mk EXEC E— RIZ
RO £9,

Device (config) # exit

LTIV ARP A VARG I UREEF = v DELT
HAF I ARP A AT g E, RIERIPIMAC 7 KL A XA T ¢ 7 & FfF> ARP

Nry FERATZE L, e Z0CiER LT, BELET, %608 MAC 7 R A, HEMER X 0%E
FEDIPT FL A, BEOEEFEILMACT RLATEIBEEZEITTH X910, AL v FE2HRE

TExEJ,
EHIE ARP X7 v N CHEDT = v 7 #FATT 21201%. WOFIEEZFEITLET, ZOFIEIXE
BT,
Fg
ATV RFEEEFETFTIOI Y BH
AT w71 |enable K EXEC E— REAIC LET,
1 Ta s NRFIRENEHNNRAT— R
Device> enable ]\j] [_/i'a‘o

F4+39 9 ARPA 2Ry L av0EE |



B s rzvomprozrvvaspiizzvsoen

4+ IV ARP A VAR av0HRE |

ARV RFERETIVa Y

B8

ATv T2

configureterminal

1 -

Device# configure terminal

Jua—\)LaryZ7 4 Xal— g
£ — F%Fﬁlﬁﬁébijﬂo

ATvT3

ip arp inspection validate {[src-mac]
[dst-mac] [ip]}
5l

Device (config) # ip inspection validate)
ip

. HA4F+ZIYIARPA VAR 3 UDRE

{2 ARP N7 v b CHE O 2 3T
LEd, 774/ hTiE, BEEIIEITE
NnNEHE A,

F—U— ROBEWRIIRDO LB TT,
ssrc-mac Tlk, A —H xRy b~w

H—DiEEITLMACT R LA L ARP
AL DEFEITTMACT R L A D ES
ENET, ZOMAIT. ARP ER
BELOARP JEE DM 1% LT3HE
ITSNET, A X—TMZT DL,
BI2AMACT RLAZFO Ry
MEEESh > b E LTS,
BEEINET,

dst-mac CTix, A —H% %>y h~vy

X —D%i4E MAC 7 KL Z & ARP
ARILDOFEHMAC T R L AN g &
NET, ZOKREIX, ARP AT
®LUTEITSNET, A Fx—T M
T5HE. BIRDHMACT RU A% FF
DNy NI Ry R E LT
B, BEINET,

ip TlE. ARP KIn5 ., M7 1P
T RLVARTHL7Z2WIP 7 KL A
NRWhEERLET, 7 KL AIZ
130.0.0.0, 255.255.255.255, BL W
FTRTOIPwNLTFHY AT RN
AWEENET, EEILIPT KL
AT T D ARP ERF L TUVARP
JISENTHRAES L, 5858 1P T KL
ALY ARP IGENTE T ThRESNLE
7

M EH1OOF—TU— KEEET D
VENRHY ET, a~vr REFETTH
Wz, ZOFIO A~y RORET FEX
SNFET, 2FV, I Fhlsre B &
W dst mac DIRFEE A *—7 /2L, Bl



I @{TE“JOAHP’(‘JX’QO&HDG)EQE
DAIDE=4R>Y .

avyREEEF7OV3 Y BRI

Da<y RBIPHRFEZE T &2 A 2 —T v
T 5E, 2B DOav L RickoT
src 35 K Ndstmac DFRFENT 4 E—T b

2720 9,
ATy 74| exit b Sy % s
fi F— RZ&T L, it EXEC £— FIC
ED i—g—o

Device (config) # exit

AT 75 |showip arp inspection vian vian-range | 3841 L 7-#iH > VLAN O#EHE 4 #
15'] : i—\‘ L/ij‘o

Device# show ip arp insepction vlan
1-2

DAIOE=4R) Y

DAl #E=Z—F 521X, kROa~<v> REFEHLET,

av Uk £ A
clear ip arp inspection statistics HAF w7 ARP A VAT ¥ a UiEHE®R
7 VT LET,

show ip arp inspection statistics [vlan vian-range] | #5  VLANIZEBW T, BZE X373 v b
FEFES N2/ v b MACKRFEIC A L 723
7y by IPRRGEICRIE L7235 . ACLIC
Lo TR L ER Sz 37 v |, DHCP
WX o THATB LI IES SN T v b OfE
FHEHREZF R LET, VLAN MEES T
RWYrE. FRFEESEES TV LSS
X, XA F IV 7 ARPA L ART g A
R—=T M ENTZ (T 277 47) VLAN 7215
DIFMEFR T LET,

clear ip arp inspection log HAF IV T ARPA VAR gy al Ny
77%27 VT LET,
show ip arp inspection log HAFI VI ARPA VAT g al Ny

77 DORELAREFRLET,

show ip arp inspection statistics =~ > K Cl&, A A v FIXEHINIZF A FI v 7 ARP A A
N7 g AR— b EOF ARPEIKR I K IGE T v F OEREF ST MU S E T,
AA v FIE, EIETTMAC, 3655 MAC, X IPREET = v 7 I Ko THE EN=K /7 v
k@ ACL ¥721% DHCP FF [ /37 v MRAHIN S &, WU KRB E i S &£ 9,

F4+39 9 ARPA 2Ry L av0EE |



4+ IV ARP A VAR av0HRE |
B nozzomz

DAI D&% TE D FEEE

DAI OB EHEFR L CHERT AL, koo~ R LET,

avU R ERBA
show arp access-list [acl-name] ARPACLIZOWTOFEME#RZF R L E T,

show ip arp inspection interfaces [interface-id] |{¥E XN A v X —T =24 ZAFE 1T TITO
A H—T A AD ARP /7 b DI FEIRRE
BLOLV— MilllRZFRRLET,

show ip arp inspection vlan vian-range FESNTVLAND X A F I v 7 ARPA A
N7 a VOREBLOMEAT — M ERR
LEJ, VLAN MEESN TV RWEA, &
FITEHASNEE SN TWABRAIT. #1473y
JARP A VAR a3 VR RF—T I EN
7= (777 47) VLAN 721 DI & £ L
3

BALFZTYH ARP A U ARYT O 3 N BEBERE
WROEIZ, ZOFY 2—/LTitHTHEEDO Y ) — 2B L OEEFREZ R LET,

TS OBREIL. FFICHRE SN TWRWRY  BAINTZY U —RLBEOTXTOY U —RAT
fECcEET,

)1)—Z HERE HRETEER

Cisco IOS XE Everest | #'f 73 w27 ARP A |ARP TiX, IP 7 KL 2% MAC 7 KL A(Z
16.5.1a VAN Vg v VYV ITHILET, LA V27— ¥y
AN RALNOIPBEEEZERLET, ¥
AFI v T ARPA VAT a3 0%, v b
T — 27 NOARP /N7 > h DIESYELHERT S
X2 VT B TY, RNIEZR IPPMAC T R
VA NA T 4T %FFDARP X7 v b %
RATZIE L, v it LC, BEELET,
ZOMRRIZEY, Ry NU—T BB SHFEOH
MEBEBENORET D LN TEET,

Cisco Feature Navigator 135 &, 77 v F 74 —ABLRY 7 bV =T A A= DHHR—
MMEWR A MR TE £ 7, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [F3E] 725 7
JEALET,
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



