Cisco Umbrella #f & D% E

Cisco Umbrella fie A HERETlZ, 7 /34 A& I L TDNS —_—ZEESNDH R AL U R— LY
A7 (DNS) 7 UZEMFEL T, 77U RR—RXDEF2 VT 4 P —EREFEMNTH &
NTEET, X7 FHAT, EREM NA A% (FQDN) ~D ~T 7 4 v 7 ZFFn]
FIFHEST SR Y 2 —% Cisco Umbrella IR—Z LIZEHTE L £, Cisco T /851 AL, X v k
U—27xTyVDODNS 74T —Z & LTHIEEL, DNS M7 7 1 v 27 ZFBIBHICF v v F LT
Cisco Umbrella R — % /LIZ DNS 7 = U 2815 L $£9,

» Cisco Umbrella #E & DRIFESF (1 ~—)

» Cisco Umbrella ft & OHllfE (2 ~_—)

« Cisco Umbrella $t 5 1ZBI 3 5 1F#H (3 ~—)

+ Cisco Umbrella & DR E ST E (9 X—)

* Cisco Umbrella ft & DR EH| (14 _—)

» Cisco Umbrella 5 DR EOHERE (15 X—)

* Cisco Umbrella E 6D N7 7V a—TF 4 7 (17 _—)

« Cisco Umbrella #& O BNNER (18 ~X—2)

« Cisco Umbrella #t 5 DHEEEIEIRE (18 ~—2)

Cisco Umbrella #i & D BIHESH

« CiscoUmbrella &7 A7 U 7 ay T4 ANFHAMGETHHLENH Y 4,
https://umbrella.cisco.com/products/packages |2 #) L, [Requestaquote] 2 U v 7 LTI A
T RERGLET,

* Umbrella ¥ —/X—~D 7 /A 2B GKIAE N3 2 18513 HTTPS #8H T4, HTTPS 3@15 #17
UL, T/ AT— FEEENRA VA M= L ENTWDHRERSH D 7, ROV 7
EHEALCREHEZ X v r— R TXE9, https://www.digicert.com/CACerts/
DigiCertSHA2SecureServerCA.crt

Cisco Umbrella #i & D %€ .


https://umbrella.cisco.com/products/packages
https://www.digicert.com/CACerts/DigiCertSHA2SecureServerCA.crt
https://www.digicert.com/CACerts/DigiCertSHA2SecureServerCA.crt

Cisco Umbrella #i&DHE |
B cisco umbrelta 5 & D#IR

Cisco Umbrella & 0 #[E

* Cisco Umbrella ft&1%. RO F VU A TIIHERE L T A

TN — g UEFIFIARARY, DNSORDOLVICIP T RLAZEH LT RAAL Y
Sk ) LTWAEE,

« JTAT U MR Web 7 UNTHHRESNLTNT, =T RLRAERIRT 57200
DNS 7 = U %315 L7206,

* DNS 7 = U 73 Cisco Catalyst 7 /34 A2 X > THEK S NT=HE,
*DNS 7 = U 73 TCP f&H TIHE S LD 58,

eDNS 7 VIZ, TRLASR LT LT HRA NSO L Ia—REAL THRHD5E,

«DNSv6 7 = U IV R—FENTWEHA,
* DNS64 1 X TV DNS46 LRI R — F SN TV EH A,
JEEDNS IZ, RARDIPVE T RLADAHEEEL, IPv6 7 L A HMEEL EH AL

e Xy NU—27 7 FLAZEH (NAT) %, Cisco Umbrella ZH NI/ > TWHA B —T =
A ATV R —FINFEEA,

s umbrelain @<= F & umbredlaout =2~ > REFRIUA v F—T = ATHETHILILT
XFEHAL, INHEDOavr NZIELLLEHA VA —T 2 ATEHYFR—FEINTEH
T R— FHEN TOLRETETET,

DNS N7y hDTZ 7 AT —2a X R— STV ERA,
QQ BLVEF2UT 4 7 NV—T27 (SGT) ™7y MIFAR—FSNTHEEA,

« Cisco Umbrella Active Directory H5 Clx, = —H =N EFICHIESNAFNICA » F—T =
A ZTumbrdlain =< RREZTR > TORWES., 2 —F—ZAERIZIDNS 7= U &
EBHICEEENT, TN IO a— SR =R ED L H 7 DNS 7 = U T &
N6 ERBY ET,

* Cisco Umbrella DXk LN 44 L7 KL, 2 v—,3L Virtual Routing and Forwarding
(VRF) TORIFATTEET, o> VRF 24 L 72 Umbrella Hr—/S—~D#EHEIL YR — k
ENTWERA,

«CiscoUmbrella 2> 7 4 X2 L—3 g avwy NE, L2 BIRL3 WA — K TORFEE
T&E, R=FF ¥ RNRAS, v TFEBA X —T = A A (SV]I) IR EDMDOA 2 —T =
A ATIIFRETE £ A, SVITIE, Umbrella Y —/X—~DEEIC Umbrella iR & 2~ > R
TVEH Y A,

. Cisco Umbrella #i & DR E



| Cisco Umbrella #i & D% E
Cisco Umbrella i & 2B ¥ % 153K .

Cisco Umbrella i & (ZB89 5 15¥R

Z Z TliE. Cisco Umbrella FEATEEEDREM 2 5B L £,

Cisco Umbrella fi&dD A 1) v +

Cisco Umbrella #5&1Z, DNS L-~ULCOEXx 2 VT 4 ERY U —0iHZRMI L9, Zhic
X0, BHEHEIIDNS FT7 7 4 v 7 &5FILT, DNS o277 4 v/ D—xT 2 —T T4 X
Fy NI =7 NIZHDHFFED DNS P — NICEHBEEETHZ N TEET, Zhicky, F8l
1% Cisco Umbrella $i & & /A /RATE F97,

Cisco Umbrella i & %A L=V 50 kR—XADEFxa ) T714HY—E
A

Cisco Umbrella 5 & H4HEIX, Cisco 7/3A A& I L TCDNS — R—|[ZXEZINDHDNS 7 =V %
RET D, 77U RR—=20X 2 74— 2AZ2EMLEST, FANBNT T 4w 7 %M
WAL, DNS 7=V Zi%(59 5D &, T /34 AD Cisco Umbrella = %7 # X DNS 7 = U ZHEH Y
LCHAELET, Unbrella 227 XX, DNS b7 7 4 v 7 20 LT, EX=V 7 B
BIXORY —#EHD=HIZ CiscoUmbrella 7 77 R~D VY XA LT "NEITHI VAT TINA A
WD R—F2 FTT, UmbrellaZ 7 7 Rid, Umbrella 2 %7 ¥ 0H32{5 Lz 7 = U A
THI T RR=ADEX2 VT 4 —EATHY, E2EM AL %4 (FQDN) (2SS0
T, ATy 7Funng X—DIP T RLAZRISEIZEDHNE D hERELET,

0= RAAL L ~DDNS 7 DA, DNS X7y hEEREFIChERy hU—7HND
DNS % —/"—(2 27 = U Rk S ET, Cisco Umbrella U Y /L N [E, SAER R A A v BEE S
ANIZDNS 7 =V A LES, 73 A ID {F#H, MDD, 7747 MPT7 RLA, B&X
W IA4T7 v ba——4 Oy aB) Z2E50HEREDNS La— K37 = U ISBEME i,
Umbrella U Y /L NZIE(E & E T, Umbrella 7 7 7 R, ZOTXTOFEHRIZHESVT, DNS
JZVICSESERRV T —Z@EALET,

Cisco Umbrella Active Directory = % 7 ¥ (%, A > 7 L I A®D Active Directory 2> & Umbrella U >/
WASDA—=YP =~y T T N—=TEl~ y B 7%, EHRICIGELTT v 7 a—
RLEJ, Umbrella UV Y AN TTRCOZ—HP—& T —TOHEFIIT v v — RS b
T — RIZESWT, Umbrella 7 7 ¥ RiEE{E L7z DNS 237 > MI@EEIZRAR Y & — %@ L £
9, Cisco Umbrella Active Directory 2R 7 % DA > A b —/)V FIEOFEMIZ OV T, [Active
Directory Setup Guide] ZZH L T 7E &0,

Cisco Umbrella #i & D %€ .


https://docs.umbrella.com/deployment-umbrella/docs/1-ad-integration-setup-overview
https://docs.umbrella.com/deployment-umbrella/docs/1-ad-integration-setup-overview

Cisco Umbrella #i&DHE |
B ciscoumbrella fia EERLES5H FR—20EF21 Y FAH—ER

\)

G¥) * Cisco Umbrella Active Directory #5 1%, 7 734 A T Umbrella 217 ¥ BNAEN T, BHET S
TOIBMD a~y REREL LRWEA, 774/ b THRESNET,

e Umbrella =% 7 Z1%, A— rR_R—2ADWFA T o A6 HEIMIC2—F—2Z2FE L.
=P —NEETDHTXRTODNS 7 2 IZax—YP—ZEBMLET, F— b X—ADFR
ZEF ' 22O\ TiE,  TIEEE 802.1x iR — h_—ZZREFDOH/E] OEEAZ BRI TLFE
W,

Cisco Identity Services Engine (ISE) X, X NV —27 U YV —2A~DEXa 77T 7 & A &k
TH5EX2U T 4R —EHTT » N7+ —LTT, Cisco Umbrella Active Directory = % 7
ZDSEWET SI2IE, Cisco ISE DH R — F BAMHTT, ZOME DEWEDTERIC OV T,

[ Active Directory Integration with Cisco ISE2.x] #Z&M L T 7Z& W,

Umbrella #5727 7 U R, R—F¥ L TREINTZARV T —EDNSFQDN DO L B a7 — 3 v
ICEESWT, IROWTNILDOT 7> g v 2FETLET,

e Ty I VANDT 7 ay cFQDNBEEDH LD TH L), W AX~vA AEhizT
VHE—TFGA X X2 T 4 Rl ko T T ry 7 ENTWD LB LIZSA.
Umbrella 7 97 KOT 0y 7 50 F 47 _X—IYDIP T RLUANDNS A TIRENE
KR

AU A RDT 7 v 3 FQDNAEFEDRNEDTH S LHBLIGHE, avT oy
ONRAHZ—DIP T RLUANDNS IGE TIRENET,

« JL—URARDT a3y :FQDNRED LWEHA LSS, A>T VY= b e%
PDA=% Y ARIPT FLANRDNS A TIRENET,

WOXE, Umbrella 27 % & Umbrella 7 77 RO T 7 4 v 7 70 —%RLTWET,

l CiscoUmbrella & D& E


https://www.cisco.com/c/en/us/td/docs/security/ise/2-3/ise_active_directory_integration/b_ISE_AD_integration_2x.html

I Cisco Umbrella #i & DX E

Cisco Umbrella it S £ ALV 5V FR—ADtFa T4 HF—EX .

1:Cisco Umbrella#i &% ERA L=V 57 FR—XDEFa1 T4 H—EX

Umbrella
Resolver

Umbrella HTTP(S) | Umbrella
(blocked page) Cloud

Intelligent
Proxy Bé

Allowed list domains

Umbrella Branch
S Connector

L

Local domains

Headquarter _.:

DNS IWEZZETHE, T AIGEEZSA MTIELET, mA MISELSIPT R
A& L, HTTP 721X HTTPS EXRAZZDIP 7 FL RAIZEELE T,

WORIE, Umbrellaa 27 %, TAT T 47 4 P —E AT T UmbrellaActive Directory
ax7 4, BE O Unmbrella 7 77 RO 77 4 v 7 7a—%/RLTNET,

Cisco Umbrella #f & D& E .

355105



Cisco Umbrella #i&DHE |

B ciscoumbrella 55 KIz£ B +5 T4 vy OmE

2:CiscoUmbrella#i & #ERA LIV 59 RR—=XDtEFXF 21 TA4H—ERX (FATUTA4T4 —ERIVDVE
Umbrella Active Directory 2 %% 2 Z{$ )

4 deni N Active Directory
/o Mdenty { At
| Services J e
7 Engine ) Active Directory
~ e Connector
A —— o~
- P
/ o
/ Umbrella
Resolver

Umbrella HTTR(S) | Umbrella
(blocked page) Cloud

Intelligent

DMNS Query

| - ‘_DNS Response
., Client «—— T e
i Umbrella Branch‘ |
™ Connector ¥

-

Web

— N
rd ™,
|'f I|
| /
- N
:. Headquarterj,'
) 1 :u
ey
.«\L“_ Ju o

CiscoUmbrella 7 59 FIZ&LB 574 v DNIE

Cisco Umbrella A HEREA -2 & . HTTP B L OYHTTPS 7 A 7 > FESRIZRD X 5 124
Haxnxd,

*DNS 7= UDFQDN NEEDOHH DO THHEAE (Tay 7 SR TS RAL DU R

MZEENDHA) . Umbrella 7 77 RIZDNS IGETT 0 v 7 SNZT VT 4 v T i—
VOIPT RV AZKLET, HTTPZ A7 bR ZDOIPT KL A IZEREHZETH L,
Umbrella 7 7 7 RiX, EREINE=_X—U N T uy 7 SN2 L ra—Y—|@md 52—
Ve, Tuyl0BHREEFRRLET,

. Cisco Umbrella #f& D% E

356715



| Cisco Umbrella #i & D% E
Ry |

*DNS 7 = U ® FQDN NEZEDRWNE D THHGE GFalEnTnd RAAL DU A RZ
GENDHES)  UmbrellaZ 57 RiZar s oy 7a A X —DIPT RLAZKLET,
HITP 7 A4 7> MIZDIPT FLAIZEREZEREFL, EREINar 7oV aRELE
j_o

*DNS 7= U D FQDN 37 L —U A R KA A 24T 584, Umbrella DNS U > /LN
IIDNSJRETA v TV Pz b7 aFoDa=%y X NPT RLAZKLET, FZ b
NI L—RAAL A~DTXTOHTTP F T 7 4 v Z71E, A>T V= b Taxsaq
LT a x> &1, Uniform Resource Locator (URL) 7 4 V& U U I NFEITINET,

)

GB) A7V b 7adFi0a=%x A NPT NLRAZHEMAT IEHEOEERNRGIRDO 1>
X, 29470 AT ) V2 b X D= A NPT RLAIZ NI 74w &
EELEIE L EEZET—H B X —RNE T T HHENETT, 2OV FIUATIEH, 774
Ty MIZTUL—URANDRAAL NZGENET D RAAL U DODNSFRIREZSET L, 2 74T hO
HTTP £7/2(X HTTPS b7 7 4 v 713, UGS A TV V=2 b FudvdDa=%x A |
IP7 RLZOWEFENDIZEEESNE T, FOF—F B Z—RE T LTWAEE, 7547
U NMEIEREHDFERH Y EH A,

Umbrella =% 7 # X, HTITPB X OHTTPS b7 7 4 v 7 IR L TEMEL £/ A, a7 Xid,
Web hT7 7 4w % VEA L7 ML=V, HTTP £/ X HTTPS X v b EF LY LEHR

Ao

o . xr
DNS /<% v MEEEE
Cisco T 734 A6 Cisco Umbrella S — NMZEEENSD DNS N7 MM, 7y NNOE
EDNSTEFHRICL—VID, NESR Yy hT—Z IPT7 RL AR EDIFRNVEGEENTWDLES. KE
LT B0ERH D £3, DNSJHENDNS — "B RIS L, T4 A3y 215
ILLTHBARA MIERELFET,

)

GE) * DNS /X% ME, DNSerypt #6273 Cisco 7 /3 A THME I AL TN D HEIT DA 51k
TEET,
 HEHERZ BT 272012, 2947 hDOIPT RL AN UmbrellaZ 7 7 RiZT 7 AR—
FENET, IPIIRF AL SN TITEE SN D720, DNScrypt 2 RN LRV 2 & A HELE
LET,

Cisco 7 734 A XKD Anycast FH)7% Cisco Umbrella & — N2 L £,
* 208.67.222.222
* 208.67.220.220

RDOIXIZ, Cisco Umbrella i 5D bk &R LE7,

Cisco Umbrella #i & D %€ .



B onscrypt & amas—

DNSCrypt &2

Cisco Umbrella #i&DHE |

3:Cisco Umbrella$f&d RO

//r Cisco Umbrella Integration
Cloud Domain Policy

EDNS / DNScrypt

i ™
- ’//- t \
| |
L Iﬁ(—b \ /4
— "1 Query/Response )
N P
—_ gad™

Catalyst Switch

// 7‘\\
[ /
e ™~
( J
\_ Local Domain <
= :
\ -
. /B
. pa— g

B+ —

WDOY 7727 a3 TiE, DNScrypt L AF—IZHOWTFELSFHBALET,

DNSCrypt

DNSCrypt iX, Cisco 7734 A & Cisco Umbrella FAHEREM OWIE 2 3RAET A 5L 7' 1 k=L
T, parameter-map type umbrela 2382 E S 4L, WAN A ¥ —7 = A AT umbrellaout =~
Y RBEPESILD &, DNSCrypt 28 N U H—F1, GEEO X 7 oa— R fREE, fENT 23T
DILET, WIZ, DNSZ7 =V OB SAICER S A ERMERO R I =— 3 U ThILE
T, —HFMBEIZZOIAEREBNCY vV on— REN, 7Ty 77 b— ROTZDITHRGEES
. TOHEEH LB —Nxr I =— hE, DNS 7 = U b3 E 7,

DNSCrypt 23 256 1%, DNS Bk X7 R A X3 512 84 LD b R&EL< e £,
INHONNTy BT AR, A BB TEDL I EE2HERALET, £HLanE, IWENER
DOZEFIZBZE L Z2WAEEERH Y £,

T 3A AT DNSCrypt Z T 5L, XTODNS b7 7 4 v 7 PigTbEnEd, 20
. DNS hT7 74 v AL AT a VBT v TARN) =L T AT 74—V (ZOHEIE
Cisco IS X 2 VT 4T T T7A4T A (ASA) 77 AT Ux—)) THMI/R->TW5HH
B B SN N T 7 v IIRETEEE A, ZORE DNSXTry "R 77 A T U 4 —
JNZE>TRe v 7Ei, DNSIRERIKRT D lRetEn b 0 9, T a BT 212X, 7 v

l CiscoUmbrella & D& E



I Cisco Umbrella #i & D&

Cisco Umbrella ® % &' .

TARN) =L T7AT U4 —/LTDNS hT7 7 4 v 7 A VAR ¥ a v BB T HULEND
D Ed, CiscolihTl X2V T 47774 T A (ASA) 77 AT 74—/ TDNS hT7 4 v
I A ARY g VRN HFIEIZOWTIL,  [Cisco ASA Series Firewall CLI Configuration
Guide] #ZM L T 7ZE0,

N R
ABAF—1Z. Umbrella 7 7 7 R7>5 DNSCrypt sl EE X v oo — R4 570 S E
T, ZOfEIE

B735.l140.206F.225D:3E2B:D822:D7FD:69lE:A1C3:3CC8:D666 8DOC:BE04:BFAB:CA43:FB79

(Cisco Umbrella Integration Anycast H—/3— DA ¥ —) IZHFANIIRE SN TWET, AkF—
WCAEERH Y | publickey 2~ REERTL56, 774/ MEICET L EI3LE I =
~ v FZHIBRT 2BENRH Y T3,

A

bz

E ZOEEZEET DL, DNSCryptatlFEDO X U vm— RIRKT 52 L83H 0 £7,

parameter-map typeumbrellaglobal =~ > Ki%, Umbrella E— R TNRT A —F < v XA T %&
HELET, Z0avr REfEHLTT A AZRET S L, DNSCrypt & AR X —OfEA B
AT SNET,

TRTREDT A N & FITT 5 L &%, parameter-map typeumbrelaglobal /X7 A —% D&%
BEETHIEEBEIOLET, TNHONRTA—FEETTHE, T/ ADOEF IeHEEICE
BNRSZENHY ET,

Cisco Umbrella D% 4’

Cisco Umbrella % 7'1%, A > % —7 = A AT Cisco Umbrella 2 %7 ¥ Z & ET H =DM H X
AVET, Umbrella % > > 2 h— R&4fiH LT, Umbrella % 7 Z K& D DNS 7~ U 2 —IZ5@E H T
TET, CNOHDODNSAKY —if, ¥ 7ANRKY >—4 & —HT HRY Umbrella % 712 H B
IS S, BESNTA LV F—T oA ZAE N L TER SN TND 7 T4 T > MZOHEH
SHVET, Umbrella —/X—TRY > — LB EA T > g U EAERCT D HIEIZ DOV TIL,
https://docs.umbrella.com/deployment-umbrella/docs/customize-your-policies-1 ZZ M L T 2 S 1,

)

6=

T, LEBST, HA v EZ—T oA AZHEAD Umbrella % 71308 H Y FH A,

« Umbrella # Z 2%t 5 A U 3 —23 Umbrella — N— ({2722 WA, Z I XIEEINCT 7 +

IV INTEDODY—NR—D 7 a— LR —IZERED £9,

e T RTDA U H—T 2 A ANFE L Umbrella # 72 LT, H—ARV > —%BRTE F

Cisco Umbrella i & DR E H %

Z ZTIX. Cisco Umbrella #i B Z KT 2 S F S ERIEEIZOWTHAL 7,

Cisco Umbrella #i & D %€ .


https://docs.umbrella.com/deployment-umbrella/docs/customize-your-policies-1

. Umbrella Connector M=% E

Cisco Umbrella #i&DHE |

A

Umbrella Connector D% 7E

i1 9)

AHIIZ

e CiscoUmbrella B¢V — "X 7 SV r—yar a3 07 A0 2—7 =214 % (APD)

h=27 G LET,

« Cisco Umbrella %kt —/3 & O#] T HTTPS &t & fENL T D 72012, /b— FREEZ UG L
F9, Fu— UL ar 7 o ¥ a2 b— g F— KT cryptopki trustpool import terminal
a~v v R&fH LT, DigiCert ®/V— FFEHEZ 7 /31 ZRZA AR — F LE 7, DigiCert

D— FEEAFITRD LB TT,

MIIE1DCCA3ygAwIBAgIQAf2j627KdciIQ4tyS8+8kTANBgkghkiGI9wOBAQsFADBh
MQOswCQYDVQQGEWJVUzEVMBMGA1UEChMMRG1naUN1cnQgSW5jMRkwEwYDVQQLEXB3
d3cuzGlnaWNlcnQu¥Y29tMSAwWHgYDVQQDExdEaWdpQ2VydCBHbG91YWwgUm9vdCBD
QTAeFw0xMzAzMDgxMjAwMDBaFw0yMzAzMDgxM]jAwMDBaMEOxCzAJBgNVBAYTALVT
MRUWEWYDVQQOKEwxEaWdpQ2VydCBJIbmMxJzA1BgNVBAMTHkRpZ21DZXJOIFNIQTIg
U2VJjdXJ1lIFN1cnZ1lciBDQTCCASIwDQYJKoZIhveNAQEBBQADggEPADCCAQoCggEB
ANYyuWJIBNwcQWFZAIW248ghX1LFy949v/cUP6ZCWAL104Yok3wZtAKCc24RmDYXZK83
nf36QYSvx6+M/hpzTc8z15CilodTgyuSpnVILRIWN3vaMTIal6yrBvSgXxUu3R0bd
KpPDkC55gIDVEWRQFDulmSK+wgdlTvza/P96rtxcflUxDOg5B6TXvi/TC2rSsd9f
/1d0Uzs1gN2ujkSYs58009rgl/RrKatEpOtYhG2SS4HD2nOLEpdIkARFARrdNzGX
kujNVAO075ME/OV4uuPNcfhCOhKkEAjUVMR7ChZc6gqikJTvOX6+guqwiypzAO+s£f0
/RR3wW6RLKFfCs/mC/bdFWIsCAWEAAaOCAVOwggFWMBIGALUJEWEB/wQIMAYBAf8C
AQAwWDgYDVROPAQH/BAQDAGGGMDQGCCsGAQUFBWEBBCgwJjAkBggrBgEFBQCWAYYY
aHROcDovL29jc3AuzGlnaWNlcnQuY29tMHsGAIUdHWROMHIWN6AL1oDOGMWhOdHAG
Ly9jcmwzLmRpZ21jZXJ0LmNvbS9EaWdpQ2VydEdsb2JhbFJIJvb3RDQOS5 ) cmwwN6OAL
oDOGMWhOdHA6LY9jcmwOLmMRpZ21jZ2XJ0LmNvbS9EaWdpQ2VydEdsb2JhbFJvb3RD
0S5jcmwwPQYDVROgBDYWNDAYBgRVHSAAMCOoWKAY IKwYBBQUHAgGEWHGhOdHBZzO018v
d3d3LmRpz21jZXJ0LmNvbS9DUFMwHQYDVROOBBYEFA+AYRYCMWHVLYyjnjUY4tCzh
xtniMB8GA1UAIwWQYMBaAFAPeUDVWOUy7Z2vCj4hsbw5eyPdFVMAOGCSgGSIb3DQEB
CwUAA4IBAQAjPtILOjFCpbZ+QlwaRMxpO0Wi0XUvgBCFsS+JtzLHgl4+mUwnNgipl
5T1PHoOlblyYoiQm5vuh7ZPHLgLGTUq/sELfeNqzgPlt/yGFUzZgTHbO7Djcl1GA
8MXW5dRNJ2Srm8c+cftIl7gzbckTB+6WohsYFfZcTEDts8Ls/3HB40f/1LkAtDAC
2iDJ6m6K7hQGrn2iWZiIgBtvLETyyRREJs8sjX7tN8CplTm5gr8Z2D0Oo0rwAhaPit
c+LJIMto4JQtV050d8GiG7S5BNO98pVAdvzr508EIDObtHopYJeS4de0tbvVS3bRO
36tJLp07kzQoH3j010rHvdPJbRzeXDLz

o« T T AN—ifb A —)v (PEM) A AR — FREFIITONZZ L 2R LET, FERAE
EAVHR—FTHE, BERA E—URERINET,
Flg
ATV RFEEIEITII Y B8
R T w71 |enable FHE EXEC E— R HMcLET, 7
i - 0y MRFRINTZHNRAT— RE A
HLES,
Device> enable
R T 72 |configureterminal ra—)ary7 4 Xalb— gy
%l - T— REHBELET,

l CiscoUmbrella & D& E



| Cisco Umbrella #i & D&

Cisco Umbrella % &' & 5% .

AU RFERETOVa Y

B8

Device# configure terminal

ATy 73 |parameter-map type umbrella global IRT A—HB T B A T % umbrella T —

il - RICRIE L, /8T A =2~ v 754 T
a7 4F¥alb—rar E— Rz

Device (config)# parameter-map type ﬁél/E{jro
umbrella global

AT v 74| dnscrypt T /3A AT DNS /37w Mg AL Z 2
fi CLET
Device (config-profile) # dnscrypt

25 75 | token value Cisco Umbrella %854 — /T & o THAT
i - SNTZAPL h—7 U EIRELET,
Device (config-profile) # token
AABBAS59A0BDE1485C912AFE472952641001EEECC

A7 76 |end WNIA=L T B TR T 4
il : Fal—varE—REETLT

Device (config-profile) # end

¥ EXEC £— RIZEY £,

Cisco Umbrella % & ) & £%

1R BHHIIZ

« Umbrella Connector Z % E L £ 7,

sumbrdlain 2=~ FARET 5T umbrdlaout =~ > RZ#ELET, BEIL, A— b
A3 RA—TVREBIZH O, BEFEO T 7 AT U —N~D KT T 4 v J DINARL—HRFF
A ENDERICORERH L ET,

« X 7 %FEE L Cumbrelain =~ RZF&ET 5 &, 7734 AT api.opendns.com % fifik L
TR 0t A %BA L £9, ipnameserver 2~ RAHH L TR—AV—_ZHE L,
TN ATHE SN T=ipdomain-lookup 2~ > REFHLTCRKAAL Vv I T v T HHE
L C. FQDN % [EFIZffR L E T,

Cisco Umbrella #i & D %€ .



B ciscoumbrelia 5 5 243

FIE

Cisco Umbrella #i&DHE |

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC £— RE A% LET, 7
0 7 MRFREINZHNNAT— &2 A
JILET,

ATy T2

configureterminal

1

Device# configure terminal

Ja—nR)L a7 4 F¥al— g
ET— FEBBLET,

ATvT3

interface interface-type interface-number

1 -

Device (config) # interface
gigabitEthernet 1/0/1

WAN A v Z—T = A ZAZEEL T, A
VHE—T 2 Af A AT 4 Fal—3
v E—FRERMBLET,

ATvT4

umbrella out

1 -

Device (config-if)# umbrella out

Umbrella 7 7 7 RV — 23 57280
DA H—T A AT Umbrella
Connector 7% E L F7°,

ATvT5

exit
1

Device (config-if)# exit

A B —TxzAf AT 4 Fal—37
VE—FREKTL, Fe—2L oy
T4 X2l —aryT— REHBLE
7,

ATvT6

inter face interface-type interface-number

1

Device (config)# interface
gigabitEthernet 1/0/2

LAN A V' H—T A ZABBEL T, A
VA —T xR AT 4 FXal—3
v E—RERBLET,

ATy T1

umbrellain tag-name

1

Device (config-if) # umbrella in
mydevice_tag

I IAT Y MRS TWD AV F—
7 = A AT Umbrella Connector % #% & L
F7,

« Umbrella % 7D S13 49 XFE T
<7,

« X7 %M LT umbrelain =2~
REFRET DH L, 7731 Al Cisco
Umbrellaft & — N2 & 7 &8k L
£7,
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Cisco T/N\f RE/INARI—H—/NELTHRTE .

AU RFERETOVa Y

B8

ATvT8

end

1 -

Device (config-if)# end

A B =T AL T 4 Fal—37
v E— REKT L, FHE EXEC E— F
IR £97,

Cisco T/N\f RZEZ/INARXJL—H—/\ELT

=L =

ax AE

RAAL B EHEFALT, RANRAEND N T T 4 w7 B ETHZ LN TEET, Cisco TN
AATIE, EHEBFXNTCINOLD RAS U EERTEET, 73 AT X - THILY Sz
DNS 7 = U R, HEFRHDIEREBD | DI~y FT5HE, ZO7 =V L, Umbrella 7 7 7
RIZU XA L7 a2, $EINTZ DNS — IS RRSNET,

FIE

ARV RFERETIVa Y

=)

ATy T

enable
1

Device> enable

e EXEC E— RZ2BcLET, 7
0 7 MRFEREINTZHNRAT—RKE A
HLET,

ATvT2

configureterminal

1 -

Device# configure terminal

Ja—_) a7 4 Xal—T g
E— NZBABLES,

ATvT3

par ameter-map type regex
parameter-map-name

1

Device (config) # parameter-map type
regex dns_bypass

NI A=R< T HATEFESE b
T4 IR =T D KD TRk
EL, NRIA—Fvy T EA Tt
TA4Xal—varET—RNERBLE
D

ATvT4

pattern expression

1

Device (config-profile) # pattern
Www.cisco.com

Device (config-profile) # pattern
.*example.cisco.*

Umbrella 7 77 R&E/NANATH-DIT
R+ 22—/ AL E7212 URL
FRELET,
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ARV RFERETIVa Y

B8

ATy 75| exit NTRA—L vy T LTI T 4
1 - Fal—rarE—FETL, Jun—
SNV aryZ4FXal—varyE— RNk
Device (config-profile) # exit Eﬁﬁﬁlzji?ro
A7 76 | parameter-map type umbrella global T =L~ T B A7 % umbrella £ —
i - RIZREL, NTFA—=F= T ZA T
a7 4 F¥al—varyE—R&H
Device (config) # parameter-map type ﬁé[zif‘fo
umbrella global
A7 77 |token value Cisco Umbrella %dx Y — /N & o THAT

1

Device (config-profile) # token
AADDDSFF6E510B28921A20C9B98EEEFF

SEN7- APl h—7 & EELET,

ATvT8

local-domain regex_param _map_name

1 -

Device (config-profile) # local-domain
dns_bypass

IERFH T A —H < > 7% Umbrella
Ja—N)Lary7 4 Fal— g 02
TEvFLET,

ATvT9

end

1 -

Device (config-profile) # end

RIA—H =T A THEa 7 4
Xl —gry F—REKTLT, &
E EXEC £ — FIZEREY £9°,

Cisco Umbrella & D % E 51

DX 7 a3 2 Unbrella i OREMEZ R L E9,

{5 - Cisco Umbrella i & D% E
KIZ. Umbrella =37 X %% 7E L. Umbrella % 7 %84+ 502~ LE7,

Device> enable

Device# configure terminal
Device (config) # parameter-map type umbrella global
Device (config-profile) # dnscrypt

Device
Device

(
(
(
(

Device (config) # interface GigabitEthernet 1/0/1

. Cisco Umbrella #i & DR E

config-profile)# token AABBAS59A0BDE1485C912AFE472952641001EEECC
config-profile) # exit
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&
iy

Il - Cisco T/31A RE/IRR A —H—/\—& LTHE .

Device (config-if) # umbrella out

Device (config-if)# exit

Device (config) # interface gigabitEthernet 1/0/2
Device (config-if) # umbrella in mydevice_tag
Device (config-if)# exit

5 : Cisco T/Nf A EZ/INRRJL—H—/\—¢ LTEHRTE

WIZ, Cisco T3 A& /RA A —H—R—L LTHRETHH 2R LET,

Device> enable

Device# configure terminal

Device (config) # parameter-map type regex dns_bypass

Device (config-profile)# pattern www.cisco.com

Device (config-profile) # exit

Device (config) # parameter-map type umbrella global

Device (config-profile)# token AADDDSFF6ES510B28921A20C9B98EEEFF
Device (config-profile)# local-domain dns_bypass

Device (config-profile) # end

Cisco Umbrella #i & D& E DFEE

CiscoUmbrella i 55X & Forn B L OWER T D121, RO a~r RE{EEDIAFTHEHLET,
iz, show umbrella config =~ > RO HHIZ R L £,

Device# show umbrella config

Umbrella Configuration

Token: OC6ED7E376DD4D2E04492CE7EDFF1A7C00250986
API-KEY: NONE
OrganizationID: 2427270
Local Domain Regex parameter-map name: NONE
DNSCrypt: Enabled
Public-key:
B735:1140:206F:225D:3E2B:D822:D7FD:691E:A1C3:3CC8:D666:8D0C:BEO4:BFAB:CA43:FB79

UDP Timeout: 5 seconds
Resolver address:

1. 208.67.220.220

2. 208.67.222.222

3. 2620:119:53::53

4. 2620:119:35::35

Unmbrella Interface Config:
Number of interfaces with "umbrella out" config: 1
1. GigabitEthernetl1/0/48
Mode . OuT
VRF : global (Id: 0)
Number of interfaces with "umbrella in" config: 1
1. GigabitEthernetl/0/1

Mode : IN

DCA : Disabled

Tag : test

Device-id : 010a2c41b8ab019c
VRF : global (Id: 0)

Configured Umbrella Parameter-maps:
1. global

Cisco Umbrella #i & D %€ .



Cisco Umbrella #i&DHE |
B cisco umbrela st & DR EORER

&Iz, show umbréladevicaid =< > FOH S22~ L £,

Device# show umbrella deviceid

Device registration details
Interface Name Tag Status Device-id
GigabitEthernetl/0/1 guest 200 SUCCESS 010a2c41b8ab019c

&Iz, show umbreladnscrypt 2~ > RO B EZRLET,

Device#show umbrella dnscrypt

DNSCrypt: Enabled

Public-key: B735:1140:206F:225D:3E2B:D822:D7FD:691E:A1C3:3CC8:D666:8D0C:BE04:BFAB:CA43:FB79
Certificate Update Status:

Last Successful Attempt : 10:55:40 UTC Apr 14 2016

Last Failed Attempt : 10:55:10 UTC Apr 14 2016

Certificate Details:

Certificate Magic : DNSC

Major Version : 0x0001

Minor Version : 0x0000

Query Magic : 0x717744506545635A

Serial Number : 1435874751

Start Time : 1435874751 (22:05:51 UTC Jul 2 2015)

End Time : 1467410751 (22:05:51 UTC Jul 1 2016)

Server Public Key
ABA1:F000:D394:8045:672D:73E0:EAE6:F181:19D0:2A62:3791:EFAD:B04E:40B7:B6F9:C40B
Client Secret Key Hash

BBC3:409F:5CB5:C3F3:06BD:A385:78DA:4CED: 62BC:3985:1C41:BCCE:1342:DF13:B71E:FACF
Client Public key
ECE2:8295:2157:6797:6BE2:C563:A5A9:C5FC:C20D:ADAF:EB3C:ALA2:CO09A:40AD:CAEA:FF76
NM key Hash
F9C2:2C2C:330A:1972:D484:4DD8:8E5C:71FF:6775:53A7:0344:5484:B78D:01B1:B938:E884

&Iz, show umbrelladeviceid detailed =~ > RO FIZR L E7,

Device# show umbrella deviceid detailed

Device registration details
1.GigabitEthernetl1/0/2

Tag : guest

Device-id : 010a6aef0b443£f0f

Description : Device Id received successfully
WAN interface : GigabitEthernetl/0/1

WAN VRF used : global (Id: 0)

&Iz, show platform softwaredns-umbrellastatistics =~ > FOH B Z R LET, a~<v2 FH
NZiZ, #ESNI7 ) o, ZELEISEOERED T 7 1 v 7 BEOIEHR N ER I
i‘a‘o

Device# show platform software dns-umbrella statistics

Umbrella Statistics

Total Packets : 7848

DNSCrypt queries : 3940
DNSCrypt responses : 0O

DNS queries : 0

DNS bypassed queries (Regex) : O
DNS responses (Umbrella) : O

l CiscoUmbrella & D& E
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DNS responses (Other)
: 34

Aged queries

Dropped pkts :

0

Cisco Umbrella 50 +5 T va—7 44 [

: 3906

Cisco Umbrella i 6D +FS TN a—F 4 25

WD a<> RaH LT, CiscoUmbrellafi G RERED R EICEIET AMEE b T 7V a—T o

VITTCEET,

& 1:Cisco Umbrella i &#eED T /Ay S a2 K

avy R

E:)

debug umbrella config

Umbrella 5% EDT /N> 7G5 LET,

debug umbrelladevice-registration | Umbrella 5 /N A ZABEEDOT N A HMI LET,

debug umbrella dnscrypt

Umbrella DNSCrypt B 5t DT /N v 7 Hhz LET,

debug umbrella redundancy Umbrella TLEMDO T NNy FEHHz LET,

Windows ¥ > Da~<wy R7a 7 b, FdLinnk~y DX —IF 10 Fody LL X

v =L B, nsdookup -type=txt debug.opendns.com =~ > K& 54T L £9, nslookup -type=txt
debug.opendns.com =~ RTHET HIP 7 KL AL, DNSH—"DIP 7 RLATH HME
N ET,

nslookup -type=txt debug.

Server:
Address:

10.0.0.1
10.0.0.1#53

Non-authoritative

debug.
debug.
debug.
debug.
debug.
debug.
debug.
debug.
debug.
debug.
debug.
debug.

opendns
opendns
opendns
opendns
opendns
opendns
opendns
opendns
opendns
opendns
opendns
opendns

.com
.com
.com
.com
.com
.com
.com
.com
.com
.com
.com
.com

answer:
text
text =
text =
text =
text =
text =
text =
text =
text =
text =
text =
text =

opendns.com 10.0.0.1

= "server r6.xx"

"device 010A826AAABB6C3D"
"organization id 1892929"

"remoteip 10.0.1.1"

"flags 436 0 6040 39FF000000000000000"
"originid 119211936"

"orgid 1892929"

"orgflags 3"

"actype O"

"bundle 365396"

"source 10.1.1.1:36914"

"dnscrypt enabled (713156774457306E)"
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Cisco Umbrella i & DB MNTEER

EEEN

EhEEE RZaTFILEA L

¥ =2 VU7 4 <> |Cisco IOS XE Amsterdam 17.1.x (Catalyst 9300 A A > F) <1 RV
N Ty LA

Cisco Umbrella i & D H48E & FE

ROFIZ, ZOFEY2— /L THHT2HEDY U —2ABIUOEERFHRZ R LET,

TN DOEREIE, FFICHRR SN TWARWVIRY  BAShY V=R LUEOTXTDY J—ZT
fEATE X3,

J1)y—2 HRE HRETRER

Cisco I0S XE

Cisco Umbrella &
Amsterdam 17.1.1

Cisco Umbrella fE A HEREIZ KL D . Cisco T /34 A&
L TIEEDDNS —NIZEFESNHDNS 7 = U &
BETAH, 797 RR—20EX 2T s —EX
ERIATELXH12e 3, BT o BHE
X, FQDN~D N7 7 ¢ v 7 Al £ 13ERT 5

AU 3 —% CiscoUmbrella 7 7 7 FIZEEL £,

Cisco Feature Navigator 5 &, 77 v h 74— ABLRNY 7 M =T A A=V DV R —

ME#HRZHRFE TZ £, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [JE5E] 76 7
7RALET,
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