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FEE—RN— T NHD I LT v LA EAP-FAST 72— X0 (Fubya=7r) O
(M7 VA R TPACHAT R EYa= T EnD) FIZH 7 U Ay FOMAGEGECHH L E
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Ao ZOHOV 7 EEIFIZIL, EAP-FAST 72— X1 & 72— X2 OKMIEIT2FEIT L E

4, EAP-FAST 7 = — X 1 28 TlE. RIEV— — & ¥ 7 U h v F OFHAEERERC PAC %1 H

L %9, Cisco TrustSec ST /XA ZAD T LT v )V HfiAT 50D, PACTrtE Y a=F
(F73H ey a =) BEFIT T,

Y7 J1 2 FAEANT Cisco TrustSec B A A NZIMATBHEEIC, FREEV— =XV 7 U o b
EWFEL, PACEMALCH U v MIEFF—, BIUW S LNz bh—2 %27 v =
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IZ. MSCHAPV2, N F—2 > —F (GTC) . £/IEZRSA VL X A LA U — K (OTP)
Y AR—FLTWET,
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tXal) T4 JIL—TE KLU SGT

tXa Ty IA—FF, Tr/ERaryhe—L R —FETA5a—H— = FRA
VETANRAAR, B —AD I N—T T, BX2 VT 4 Z/—T71E Cisco ISE £721%
Cisco Secure ACS DEHENEFR LTI, HrLn 22— —8 LT /31 Z/3 Cisco TrustSec N
AL NTEIMEND & BREY—3—F, WUREF2V T 4 =TI bDF LT
T AT 4 &BE Y Y TEF, Cisco TrustSec 1TELF 2V T 4 7 A—TIZ—ED 16 By bk
X2 VT 4 IN—TFGFEEID Y TES, F5OHPAIT Cisco TrustSec N A A N TZ m—3
wf? THRAZNDOEF 2 VT 4 TN —T OEITFEFEF DRy NT—7 2T 4T 1 DI
WHIRESNE T, BEX 2V T4 JN—TF 52 FEHTRET HLEITIHY FHA,

TN ANRRIEEND & CiscoTrustSec [T Z DT S3A AMBFFEINDHTRTO v MM
TNAZADEX 2 VT 4 INV—TEBENGENLTWDEX2YT 4 F—T %7 (SGT) %
27T LET, Z TSNy NIy RYU—727 % U T Cisco TrustSec ~» % —T
SGT Z U E T, SGT X EENDEFEILOFF Al R ET D H— T~ T,

SGT 12X, EFEILDOEX 2T 4 ZA—TREENTNDHD, ¥ ZI1XE(E70 SGT EFEEN
HZELHVET, SIET A AL EEEX 2V T 4 Vv —F (365 SG) [ZE L THEND
728, @EL\:@t%n)?47w~7%%ﬁ%7w—f&7(mn)&@g’&%%bi
T, 7272 L. FEBROD Cisco TrustSec /X7 v X 7%, 58T A AD®X2 VT 4 T NV—T
FFITEENTOEEA,

X2 F 49 IL—TACL DY HR—

X2 VT4 IN—T TR ar he— UAK (SGACL) FARY v—o@f Ty, =
MUC K> TEHEIZ, EX2V 747 0—7DFD Y TLs) vV —RAZHE SN T —HF—Nn
FITT HEEZ I TE £, Cisco TrustSec KA A INDOR Y L —DHHIL, o 1 o252k
FEX 2 VT 4 IV —TFKE, LI 1 00WBEEEX VT 4 IN—THESTHD, 77
BAFAw MY v 7 ATRRSINET, v U v 7 ZARNOKELVITIEL, SGACL ODFEF{FE Y
AMRNEENET, 22T, FETEX 2V T4 V—TICRB L2V T I —T
WCBT 255 IP Z2RiD, IP D OLREEND 3Ty MIEH SO NENRG DT 7 & AR
BELET,

SGACL X, IPT7 RLATIERL, X2 T4 7Y vx—TarvElidexa2 T4 70—
TETMEIZEDNTZAT = PV ADT 7B AIHA I = A bzt L, 742 ) 7 LE
9, SGACLARY v—%7nbtya=y73252F RO3ODFERSD 9,

cAXT 4w R =T rEYa =7 csrole-based permisson =~ R&HH L T,
2—H—N SGACL RV v —%2 TR LET,

e HAFIv I R —TabE Vg =7 SGACL RV > —Di%EIL. Cisco Secure ACS
F 721 Cisco Identity Services Engine D T2 R U o —FHIEEIC L » TEITTHILERH Y
7,

« WAAEHE (CoA) : HHFINT=ARY —IE, SGACL RY v —73 ISE TAEE Z41, CoA 3
Cisco TrustSec T /31 R T v ad3nbeFvra— RNEInE1,
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KA A > ® Cisco TrustSec #F ]~ ~ U v 7 2ADH R~ LET, 2—HP —DHFENFESWTril
P R—~DT 7 A% 320 SGACL RV > —THIFE LET,

3:SGACLR) >— <+ ZDHI

.1 SGACL-A
Egress Policy | permitip
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5| UserB (20) SGACL-B deny ip
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“ UserC (30) SGACL-C I
User D (30) i, NS
permit tep dst eq 1433
permit tep src eq 1433
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LTTCAM V YV —R% L0 R LET, Tk, &K 5,000 D SGACL RV o —34
A—hrENET,

ABZX T EIVHADE

CiscoTrustSec 7 7 EA 2> ha—/uid, ANFXo 7 oM E#H L CEESNET,
Cisco TrustSec KA A DATIETIL, BETHOLDNT T 4 v 7%, BETXTZ T AT 4D
X2 VT 4 IN—TESEET SGT TH 7T &iET, SGTIE, RAA U BIKiCbhbz-
ThI77 47 tAbETUURTEINET, Cisco TrustSec KA A DO IIRA > vT, BT
N ZTEETSCTB LT T 4 T 4 D X2 VT 4 F—TFFKS (BikESG. £7-1%
DGT) A LT, SGACLARY > —~ b 7 ADLEHAT L7 78 A R v—2RELE
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Cisco TrustSec KA A T, DK D X 512 SGT OEIY BT L SGACL DEANEITEINE
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SGT=3
e — 13 — |3 <oeam por-4 [
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187003

AR A B PCIE Web r—s3—23r » M &2EELET, PC & Web %—/3—|Z Cisco TrustSec
RAAL DA UNTIESY FHAN, N7y hOT —X A2 Cisco TrustSec K A A
NEENTHET,

2. Cisco TrustSec D ASIT A A%, A+ PC DG — "=k vE Y ToN-tx=
V74 IN—TF5THD, X2V T 4/ NV—TF53DOSGTH#BNT DLy
MNEETELET,

3. Cisco TrustSec D S17 /34 2%, Web I —"—DFFF —N—IC L > THY Y THNT-
X2 VT4 IN—TESTHD, FEILTN—T3 L/ NV—7"41Z# M3 5 SGACL
ARV —%wmHALET,
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4. SGACL /X7y FEERET D X O IZHF A L TWAD AL, Cisco TrustSec /1A A v FIik
SGT ZHIBRT DL 21Ty FEEE L, Web I —"—12 X7 v MEIHEELET,

EETEF) T4 JIL—TOHIM

Cisco TrustSec KA A D AOD Ky v T —27 F /314 A%, Cisco TrustSec K A A NZ/3%7 v b
BHRET HERIC, 2N M SGT 2% 117 TX 5 X 912, Cisco TrustSec K A A NI A%/
7y FOSGT 2§ 2 LENHY £, HIDRy U —2 T34 Z(F, SGACL % 4
LIz, 27y hO SGT W 2 HERH Y £,

Ry NU—=2 FTARAL L, WONTINDFET/RT > hD SGT ZHWrT&E £,

o RNV U —HUSHERIZEE LD SGT #Bif59 5 : Cisco TrustSec LY = — A%, Xy MU —
JTNRAAE, BT T ABETE 20 E I anmd R — e, ERE——
POEBBRLET, BT T ZARMEETERVES, R — A~ 32 0T T 2
MBERTLTXTONT y MTEMT % SGT bk L £,

Ny ROEEIL SCGT #HUGT 5 : "7y EBMEEHTELET T AL ANLEEEIND
Bt Ty ME SGTEIEELET, Zhid, £ORTy MIEoT, £OxRy hU—
7 T 3A A3 Cisco TrustSec K A A VINOHRYID R > U —27 T34 ATV
HaihvEd,

EEITETAT T AT 4SOV TEEFEITLSCT Z#MRKT D : TAT T AT 4 F—h
<~y Er7 (IPM) 2T L, BHRSNTWDET TAT T 4T 4DV 7 % FH)
TRETEZET, *v hU—27 T340 2%, SCGT BLWMEHRELFZ LAY > —IFH%
FRFEY— N —ICHER L £,

« EEILIP T R L AIZIEAS W TERILSCGT 2K T 5t Bl Lo TiE, HETIPT R
ANIESNTAT y FO SGT ¥ 2 L 512y 2 FBE THRETE £, SGT
Exchange Protocol (SXP) % . IP-address-to-SGT~ v B> 7 7 —7 WIEEZ KM TE E7,

SEELX ) T4 T IL—TDHR

Cisco TrustSec KA A > OHIIOFR v U —27 T34 A%, SGACL i+ 5507 Vv—7

(DGT) ZRELET, *v hT—2 TAL A, Ty hORETEX2 VT 4 T A—T
EWRETHIOIHEHEINAO LRI UGE ONry NOZTHE 07 NV—T7FK5ORG% R
) ZEHL Tk EX 2V T4 7= 2 RELET, ikt xa T 4 7 NV—TFKFITIN
ry bOEZ T EENER A,

BRI >TiE. AQDOT A ZAFZEFHALUSDZOMDOTSA AN, HHTE 5568507
=T DIEREF>TWVWDEZ LY ET, 20k %S, SGACLIZH 1T /31 A TlEA
LINHDTF AL ATHEHENET,
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B 785021097k 57495 To SGACL DA

IW—T Yy RrFBELEUVRAMYF K 574 v9 TOSGACL DEH

SGACL @ HIXIP T 7 4 v 7 7S S E T2, @filInn—7 4 v 7 E T AL v T
VITENDNT T 4y ICEATEET,

N—T v REF77 4y 7 DA, SGACL DI, sieR A MR InzLv—7 v FAR—
FEEFOHIAAL v F BFEIZT A A NI Ea—Ya b A, v FERET 78RR, vF) (2
FoTHEITENTET, SGACL DEAEZ 70— N ENZTHE, SVIA v F—T oA A%
PRETRTCOULAYIA X —T oA ATHADEEBIIZEDC 2D £,

AL o F U TEND FT T 47 DEEIE. SGACL O#E TN —T 4 » FTHERED W — R
AVFUT RAALVRND N T T 47 7a—TETENET, 2B0EEERE SN — 1 —
MOY—N"—M T 7 4 v I DT =22 Z—T 78R AL vTF ETHEITSTZ SGACL O
WHZ, 0BT, ZoFITIE, @F, —"—[HD T 74 v VIR v TF T INE
9, SGACL O, VLANNTAA vF 7 End 37 v b FEIEL VLAN ([ZBEA T S
7o SVLICHRE SN D Ny MIEHATE £7, 7272 LEITIX VLAN Z & ITHRIICA *—

LZTHHERH Y F5,

SGACL O ¥ >4 & ACE #iztIER
SGACL THF U IIRHEZ /2> TWDGE. 735 ATROERZ LI L £ 7,
cHKEILEXR 2V T 4 V—TH 7 (SGT) B LU%E%%E SGT
* SGACL R U v —4,
PAVAV S WA= =V
« Ry N CEITENDT Vv a Y
v s 47y a il O ACE I S, ACEIC—FT 537 v "pda ZZigkShE T,
log ¥—U— R TRl S NTmAI DO/ &, syslog A v =T ERLES, Blior
Av—VE S pHBTAERBLOWRESNET, X 7% ACE B3BID /7y k (v

Ay =V HAER LT Ty B ERI-OREEZRD) L BT H5E. Bl Ty PO
N (hoz) L, VR—FERET,

X7 BT DI, SGACL KD ACE £ DHIClog ¥ — TV — KA L £, 7=
&z, permitiplog ® X 512720 £4,

SGACL v X > ZINERDIGE., T/ A0S T 74T 2 h~OICMP ER X v E&—1%, IPv4
BLOIPvE 70 a3/ Lz oW INET A, 2L, 294 T2 FBT A Z~D
ICMP oA v —U0a ZJCEEsSn 4,

WIZ, BETLESBIDSGT, ACEO—E (FFrlF-idEST 7 ay) . BXOTm han,
5% Y TCP, UDP, IGMP, BLXWVICMP [§#hEF R~ rV 7 vn /&R LET,

*Jun 2 08:58:06.489: %C4K_IOSINTF-6-SGACLHIT: list deny udp_src port log-30 Denied
udp 24.0.0.23(100) -> 28.0.0.91(100), SGT8 DGT 12
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show ctsrole-based counters =~ > F&ff L TERRTXB2BEGFD LT & D] SGACL #it
RN % T, show ip access-list sgacl_name =~ > FZf# ] L T ACE #FHE M b IR TE £
To ZHUIZOWTEMBREILEDH D WA,

RIZ, show ip access-list 7~ RZfEM L TACE Vv haFRT D02 RLET,

Device# show ip access-control deny udp_ src_port_ log-30

Role-based IP access list deny udp_src port log-30 (downloaded)
10 deny udp src eq 100 log (283 matches)
20 permit ip log (50 matches)

N\

GE) BEFT 74 v IrNBMII—ETH0, LD SGACLIC—EH LAEWES. NTF7 4 v 7133
EN., BAO HW-FFR[DOh o o 238U £,

Wiz, 'L SGACL OEMWEHIZ R L F7,

SGACL R U 2»—{% ldenyicmpecho] T5— 18 [ZE SH, TCP ~y X —T5— 18 D#E[F b
TZ74 I RHVET, BANS—18IZ—ET L0, FT7 7470 iemp & —E L2\
B, FT 74w ZITEHFATEN, B S5 — 18 O HW-FH[ 0 7 Z 3N L £,

Device# show cts role-based permissions from 5 to 18

IPv4 Role-based permissions from group 5:sgt 5 Contractors to group
18:sgt_18 data user2:sgacl 5 18-01

RBACL Monitor All for Dynamic Policies : FALSE

RBACL Monitor All for Configured Policies : FALSE

Device# show ip access-lists sgacl_5_18-01
Role-based IP access list sgacl 5 18-01 (downloaded)
10 deny icmp echo log (1 match)

Device# show cts role-based counters from 5 to 18

Role-based IPv4 counters

From To SW-Denied HW-Denied SW-Permitt HW-Permitt SW-Monitor HW-Monitor
5 18 0 0 0 1673202 0 0

VRF %1/t SGACL O ¥ > 4

SGACL v A7 Au ZIZIZ VREEHRAEENE T, BEr /RSN TWD 7 0 —L RiZh
ZC, BX U THERITIIVREAREENET, BN JFERIIKO L 91272 £
ﬁ—o

*Nov 15 02:18:52.187: $RBM-6-SGACLHIT V6: ingress interface='GigabitEthernetl/0/15'
sgacl name='IPV6 TCP DENY' action='Deny' protocol='tcp' src-vrf='CTS-VRF' src-ip='25::2"
src-port="'20"

dest-vrf='CTS-VRF' dest-ip='49::2' dest-port='30' sgt='200"' dgt='500"

logging interval hits='1l"
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Cisco TrustSec D EHRTE A BT, ”‘ﬁﬁ%i FoH—F— REFEALT, RV —DERKL
TEBVITHKREET D L 2RI DI, EXa2 VT 4R —%H LRVIKEETT X K
LET, X2 U7 4RV —DRERLIZEBVEELZ2WEEIZIX, TE=4—F— R, &
ORI Z BT 272D DR 72 A = A L &, SGACL O#EHZBINCT HANIA Y o —%1E
ET5aRMLLET, Zhicky, FEEE. AV —Z2@EHAT AR >—T 7 a3
CORERE L AIRANCHER TE, IBRORY =Nt X2V T 4 B LTS (22—
P—NRIESNRTILEY V—A~OT 7B RATHER IND) &R TcEET,

FT=X U v 7HREIX. SGT-DGT <7 L~UL TRt & £4, SGACL =% — £— FifE

BT DE, HEET 7 avBDTA Ly h—REDACLF#FATE LTCHEESNE T, Zhick
V. SGACL IV 2B L u £ 7 TIL, ##i0° SGACL A Y —IZ kb 5B Tn
L EFIRNTEET, TRTOE=HF—FRINT 7 4 v 7 BFFASND72%, SGACLE =4 —
E— FTIEL, SGACLIZ XA —E2DHIH D £ A

Al &R —DEE

TNA AP T T DL, YTV D b —v T 4 r—F O NEIEY— =0 bt
X2 UFT 4 RV —ZHEBLET, 220071, UV 738A[A2F{T L, Cisco TrustSec 7 /3
ARIDIZEASNWTY 7 X2 VT 4 R —ZMHAIZEALET, )/ﬁouwmﬁﬁ
802.1X L/ IXFEFRREICRETCEE T, V27 0kxF=2U T 48802.1X ThH LY %E7

ITRBRE — = b5 hbtrﬂ%xm%ﬁﬁbiﬁo)/7@%%:)74#%@@FA\
t77vvﬁuD%%D%TéM£ﬁhDi¢o

FOREY — S — IR OB IR L ET,

« Cisco TrustSec DIEFREE : X7 v M SGT 21T AI2H-0 ., BT TARAAL ANEHATE
BHINEIMMERLET,

s BT SGT: BT REBLTCWDEX2UT 4 JA—T%27-LET, ET7HEETERNG
ém\HT%%E@LKTNT®N7/FF*@KH%&?H?%METmeIﬁH
7O SCGTIZEHHEAT T LI TWNBEMNE I DT N AR TE WA, 735 R385
%~A~_EW%*%%@LTS&WL%&W/H~b#é%ﬁ%%@ifo

FFATHARR © AU > —OWIRNGIN D £ TOMEEZ R L E T, Cisco TrustSec 7 /3 A (LR
U= LR ZHIRAYUINDANCY 7Ly v adT A RERHY 9, T/ RET—H D
BHRENEIIN TR USRI EB LRV v —F = &2 F vy v =2 L, U7 — MMEICH
FIHCcEET,

)

GF) Cisco TrustSec 7 /XA AL, FRFEV— =05 T Om@EEIZRR Y o — &2 S TE 2V I H
2T, WIRBOTF 734V T 7 AR —% Y R—bTH2XLERHY F9,

KDKNZ, NDACEB LU SAP rdv=—3 g 7utv A& RLET,
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IR

mr—snsyon—k ||

5:NDACH LU SAPA T IT— 3y

Supplicant AT AS

Authentication Dl:l | Authentication >

4 Authorization A
Authorization >

7\

SAP negotiation

1g7007

F—aQEHO— K

Cisco TrustSec Bt 7 — # (%, Cisco TrustSec / — K& L TOT A ZADMERER BT 508 F
LFEVDOEREZITIRY —TF, T/351 XL, Cisco TrustSec N A A NTHRPNIMAT BB
W2, PRREY— =D RET — 2 IS L E 08, *350)7“‘—575:?/‘\4'% WCFENCRET D
e TEET, =& ZIE, Cisco TrustSec D — K T /34 AZIFRRFEY —/N—DIEH & 3¢ E
TOMENRDH Y ETHR, ZOBRIT. 75 APFREEY — /S —n %Eﬁﬁ%ﬁ”é‘ﬁ‘_/\— UAN%E
FERLT, oI+ 5Z N TEET,

T84 AL, BBRATIZ Cisco TrustSec JRIET — X &2 U 7L w2 $THMERH Y £3, Fi-,
ZOT =2 OAPYIERG N TWRITIUL, BRET—#%2F Yy al, V7 — MRICHHH
THIELTEET,
T /31 ZZ RADIUS ZfH L T, §RAEY— "= OIROBRET —# ZHE L7,
s —N—=UR L 7 TA4T 2 bFIRZDH%D RADIUS ERIZHEH T 5% ——D U A |k
(ntu nIEiaJ:U\ntFT@Wﬁ) PAC D) U 7 1/“/‘:/15:}:‘ :ﬂ%o)‘ﬂ"—‘/\‘_‘%j[\ L-/Cﬁ'?bhi
‘a‘o

*TRALASG EDT AL AABEPBEL T EF 2 )T 4 T —T

»L

« %R : Cisco TrustSec 7 /3 ANRET — X%V 7Ly a$HELY AT D HIM

RADIUS ') L —1#gE

802.1X #REF 7 1 A T Cisco TrustSec T —X T 4 r—H D — V&5 Z5Z1T 5T /34 A%

MML~/\~A0>IP%@L%:@ U C. UDP/IP T® RADIUS # v & —DAHIZ LY 7/\41
FRRE— =B R ) = LR ARG TE A LI LET, VT U B2 b TN R TR

%—zv—& DIP R 72 THONFEWNWER A, V7V I MIEGHEY—/X—L O IP #5523 72
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- BOPZELEVR:

Cisco TrustSec D E |

WA Ciseo TrustSec 134 —t¥ > 7 1 /=% %7V > 1O RADIUS U L— & L THEE
BHZENTEET,

Y7 U ME, RADIUS —_R—DIP T KL AL UDP R— b 2> >F—k T 4 74 —ZIC
¥ERIZ2 EAPOL A v —T %% L, RADIUS ERZ%E T LET, A~k T r—%ix %
f& L7z EAPOL A v&—75 RADIUS ZRkZHiH L. 2% UDP/IP % U CRlGEH— N —
WCIEE L E T, SBAE— =ML RADIUSISENIED &, A—k o T4 r—HFA vE—%
EAPOL 7 L —AIZ A 7' LT, 7V v Mgk LET,

o vxal) 57«

U > 7 OMEHIC 802.1AE Media Access Control Security (MACsec) &7 — h L CWBIEE, &
Xo2UT 4 7Y — gy 7a bhal (SAP) R x—a UNFETESRET, 7Y
v hEA—trT 4 r—H% ORI TEAPOL-Key NS 1L, B 5 AL —hDFRIT— 3
V. BX 2T 4 RTGA—ZOREH, BIOF—0OEBENREITINET, ZNH3ODEEN
EFEICETTDE, ¥Xa2VT 4 Tz — a3 (SA) DL LET,

VTR 2T RN=Var, BEI748 A, BIORY 7 =Ry 7 $R— MIULLT,
SAP XA — 3 VIFROENEE— KD 1 D& TEET,

* Galois/Counter Mode (GCM) : #iEdB KO 5fbd » ZHEE L £7
* GCM #¥iE (GMAC) : #@BREdH YV, Wb LE2EE L £+
MBI L AT EZRL (2T TRADN) ARRELET
« X)L BT RMEH Y | WEER L, B b LEfRE L ET

B TR L EBRL T R_RTOE— KT, Cisco TrustSec XhnD/— K7 = 7 BB T,

yootFxa) T4 HAD SAP-PMK DR E

FIE
ARV FFEREET7TIVa Y =LY

AT 71 |enable FrHE EXEC E— RE AT LET,
E e NAT—=REANLET (FERIN
Device> enable =88

R 72 |configureterminal Ta— ) ar 7 4 ¥al—3g
Bl - T FEBLET,
Device# configure terminal
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yoyexay 4 Ansar-pmknzz [

AU RFERETOVa Y

B8

ATvT3

interface type number

1 -

Device (config)# interface
TenGigabitEthernet 1/1/4

AVHE—T 2 A AEHREL, A ¥ —
T A AT 4 Fal—T3g F—
NZBRtE L ET,

ATvT4

switchport modetrunk

1 -
Device (config-if)# switchport mode
trunk

o x 7 VLAN LA Y2 A X —
7I/rx%j:l§f€biﬁ‘o

ATvTh

ctsmanual

1

Device (config-if)# cts manual

CiscoTrustSec FEj1 7 4 F =2l — 7
v E— RNERIBLET,

ATvT6

no propagate sgt
1 -

Device (config-if-cts-manual) # no
propagate sgt

BT 0 SGT W TE 2 WA, 2
avy FOnoBAEFEHLET, no
propagatesgt =~ R&EEMATH &,
A VB —T A ANEETIT SGT ik
Faniele £7,

ATy T1

sap pmk key [mode-list model [mode2
[mode3 [moded]]]]

1 -

Device (config-if-cts-manual) # sap pmk

mode-list gcm-encrypt gmac

SAP @ Pairwise Master Key (PMK) &
fEE— FEFHE L E 9, Cisco TrustSec
DFEFE— FTIE, SAPIET 74/ b
TT 4= Mo TWVET,

o key : SUTHMBEAE CHe K 32 307
D 16 HEAHE,

SAPEIED mode 47" v a > OFEMIITIK
DELEBY T,

* gcm-encrypt : BREE L U 51k

GE) VTN 2T Ak
A% MACsec 51t %
HR— T DH5A.
MACsec DFRFE & K75
LI Z DT — R38R
LET,

e gmac : ik, BEEfk7e L
s no-encap : 72 ki L

enull . 77 EAb, FREEE TR 5
b2 L
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Cisco TrustSec D E |

B secsaLsicv—75€2 29 b9—9~0 S6T OEHE

ARV RFERFTIVaY =)

GE) A B —T A AT
F—H ) R b E
EHCE WA,
T 7 A B L OME—
i F AT BE 72 SAP Eh{E
E— NiEno-encap =~
> RT¥, SGTIL#
R—hINnEHA,

ATy 78 |end CiscoTrustSec Tz 7 4 F oL — 3
i - v E®— R&#T L, i EXEC T— I
R 7,

Device (config-if-cts-manual) # end

SXPIZKBLAL—TFIORRZY FT—0~DSCTDIE

i

Ny Res® SGT DX ZHH1FI2iE, ~"—Fu =TIk B %A — MBS ETT, Cisco TrustSec
SHAFCBINT AMER H > ThH, 737 v MISGT X 7T+ 5 — R 7 = THEEENR 2 WT
NAANRR Yy NI =7 IZHD%GEMNRHY £7, SGTRHEZ 1 k=)L (SXP) #FEHL T, Zh
DT A A%, Cisco TrustSec XD/ — R =7 Z#&# L TV % Cisco TrustSec £ 7 7 /34
ZIZIPT FL AL SGT D~ v B T HETZ ENTXET,

B . SXP I Cisco TrustSec KA A > =y PODAIIT 7&®A LA ¥ T /31 & & Cisco TrustSec
RALADT A AR Ea—vary LAY TS AMTEMELET, 77X LA TN
A ZNIANTINr SOt 7e SGT ¥4 2 72012, AEBEE LT /314 AD Cisco TrustSec 72
EEFETLET, T78ALA YT A ZFIPT A AT vF 7B ((£ET) DHCP
AX = U TR L TCERETLT A ZADIP 7 RLAZFRE L, F0% SXP 2 L T%E
LT SA ZADIPT RLABLIOSGT%2, T4 ARV Ea—a 7810 ZZELET, Cisco
TrustSec X IGD/N— R =T #2172 T 4 AR Ea— a3y T4 ALZDIP & SGT D

<~y BV EREMH LTy MBS Y 7 &2, SGACL R Y v —ZH L1,
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SKPICEBLAY— TR %y k7—0~0SeT0EE [

6:SXP 70O FaJLIZ& B SCTIERDIGIE

!I' SGT tagging
HostA SrcP=1111/3GT=3
— — 4
=i > Cisco TrustSec
HostB S¥P protocol exchange
(1.1.1.1) IP:1.1.1.1: 5GT:3
IP:1.11.2: 3GT:5
Cisco TrustSec capable software Cisco TrustSec enabled software E
Cisco TrustSec incapable hardware and hardware =

Cisco TrustSec /~— R = 7 H 7R — b xfH4 D T & Cisco TrustSec />— K7 = 7 PR — hxf
GO T RO SXP #fild, FEICRETHI2MLENH Y £7, SXP AR ET LA, K
DVEEEFITTHVLENHY £7°,

e SXP 7 — % OFEAME L RGENLEIZ R DA1E. BT 735 ADOMHFIZ[F U SXP/SAT —
RERETHLEND Y £9, SXP/IA T — RIKE T8I L CTHRIICERET S 2
Eh, TAALACK LT B VLICRETHZ B TEET, SXP/RAY— REINAT
EHD EFEAN, AT EEHERLET,

BT A SXPHEFHZISXP A —H—F721LSXP U AT —L LTRETAHALENRHD £
T, A= — TS R AF— T3, AT IP-to-SGT 1HHAZIE L £,

¢ EFILIP T RLAZBE L TCEET OBMRTFIZER LEZY, BHEDOERETLIP 7 KL R
ERELTOWRWE T L TCT 74V bOMEILIP T RLAEZRELZVT5HZ
ENTEET, BEILIPT RLRAZEE LRWES, 731 AIE T~ OA X —

T2AADIPT RLAZERALET,

SXP IIEH DRy T HF I LET, DF V., Cisco TrustSec />— K7 =7 P iR— bxf&sk5
A ZADET M CiscoTrustSec N— K7 =7 iR — DO RANTHLHDHHEE, 2HBOE T 13—
Ry 7SS ETICRRETAETIP & SGT D~ v B VI ROGHEEZMHEL T, 3ZBHOY
T D SXP A BETEET, 73 AL 120 SXP R TIL SXP U AF—L& LT, BlDd
SXP #ifst TIZ SXP A —H— & LTRETE ET,

Cisco TrustSec 7 /XA AL TCP F—TF T T A4 7 A W= ALZMEHL T, SXP BT & Ok & #t
FrLEd, E7EERAMLEZIIEIET 72012, T /5 AR E e/ R THIM 268 L
THHRD I T 20, RN RENLHIRIND £ TR O 20 K LEITLET,
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Cisco TrustSec DHE |

. JE TrustSec FEIH D X /8=

VIDHD LAY 3SET T U RK—+

JE TrustSec fEIEH DA /N=2 5 DF-60DL 14V 3SGT 5

VRAR—k

237w R D3JE TrustSec %5645 & L C Cisco TrustSec RN A A > & @i 5 &, Hi7] Cisco TrustSec 7
A RIS AR Y N T — 271287 v kN EERET D REIIZ Cisco TrustSec ~ v % —3 L OV SGT % Hl|
BRLET, 270, ROKIZTRT X912, 737 v EABIO Cisco TrustSec K A A ~D/3A E
(28 %3 TrustSec N A A v Zi@ihd 2721 DY%E . Cisco TrustSec L' ¥ 3 SGT k7 v AR —
MEgREZ M L C SGT ZAfRr C& £9, Z OHBETIZ. HiJJ Cisco TrustSec 7 /31 A i, SGT
DA —xFLESP ~y ¥ —%2HEH LTy a7k LET, BTSN
7> MR Cisco TrustSec K A A NZE|ZET 5 &, AJJ Cisco TrustSec 7 /341 A X ESP 1 7
AL ZRER LT, SGT O3 > hERIELE T,

7:3E TrustSec KA A VDAN=2Y

: TrustSec-.-' :
domain

\\ / = === Unprotected link

— Protected link
i~ Swich1
g % ,-'% W 7 TrstSes
—A . PR P domain '
- i _'_r = _'
1 Non-TrustSec | /
3 domain ' /
N~ Switch 2 p— :
av oes Nl
Ee . &

.
53087

Cisco TrustSec L' ¥ 3SGT 7 AR — h&H AR — 357D, Cisco TrustSec AJJF 721X
HAOLvA ¥ 35— b xoA & L THEET 29T XTHOT /31 A(X, U E— b Cisco TrustSec K A

A ORI T Ry M EROLOFEBNORN SN TRy Ne—ERRTDHINT T 4>
7R V= T AR R MR T DTN H Y 9, Cisco Secure ACS 76 HENIZ & 7

n— RCERWEE, XA AT LT —FRXR—A = FHCHRETEET,

T ZFNDDOHR—= b PpH LA F¥3ISGT h TV AR — T —=H ZEFEL, HOR—FTLA
¥3SGT F 7 VAR — T —X EZETEETHN, ANBIOHE A — kDM J57)3 Cisco TrustSec
XIeD/N—= R 2T THDH I ENRNVETTY,
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VRF-Aware SXP ]

A\

(GE)  Cisco TrustSec 1L A ¥ 3SGT h T AR— D 7B v FEEE(LLERA, FE
TrustSec N A A L &i@i@ T 537 v M &ARH#ET 5729012, IPsec 78 E DM OLR#EF AR E T
i‘g—c

VRF-Aware SXP

BHEN—T 4 TBI T+ U—F 47 (VRF) @O SXP DFEEET, ¥FED VRF & SXP #f¢
A R LET, Cisco TrustSec ZHZNITHHIC, F*y hU—7 "ARa YR A¥2E7-
LAY 3D VPNIZKH L TELSEESINTEY, 7 XTO VRFREEINLTND Z & &I
BLLTVWET,

SXPVRF A R— K, ROXHICF LD ENTEET,
1 DD VRFIZIE 1 DD SXP e DI m /XA RTEE T,
« 3D VRF REMET D SXP ET /23 ETIP 7 RUAEFSRGEMENH Y 97,

« 1 D0 VRF TE GBMEIZTHIER) SN7-IP-SGT~ v B> 7%, WL VRF KA A T
DHEHFTEET, SXPHEHITIR/ARD VRFICNA V RENE~v v BV 72 F T8
Ao SXP #4573 VRF T T L7e WAL, £® VRF @ IP-SGT v v B 71X SXP IZ & »
THEHINEFA,

e VRF Z L IZHEOT FL A 77 I YR R—FENTWET, ZDO7=0, VRF KA A
D 1250 SXP #6i7° IPV4 1 L OV IPV6 i 5D IP-SGT ~ v ¥ o VM Hifinit TE £ 4,

¢ SXP IZ1Z VRF H7- 0V OB L OVIP-SGT v » B2 ZHOHIRIZH Y 8 A,

L 1 % 2 VRF-Aware SXP 5 &K U VRF DY 1T

VRF 725 LA 7 2 VLAN ~DOE| ) 24 CTix, ctsrole-based |12-vrf vrf-namevlan-list 7 = — 31
AT 4 Falb—varavy RCHESNET, VLANIT VLAN EIZIP 7 RLARHE S
NTeAA o FARAEA Vo H—T = A A (SVD) BN72WRD, LAY 2VLAN & A& ET,
VLAN @ SVIZIP 7 RLUARFEESND L, VLANIT LA ¥ 3VLAN (272D £,

ctsrole-based 12-vrf =1~ R CTERE SN2 VREEIVY 24 Tlk, VLAN AL A ¥ 2VLAN & LT
MR SN TWAMIET 77 47 T3, VREOEID K THRT 77 ¢ 77202, %8 L7z IP-SGT
NRA T 478 VRE & IP 70 b ab—0 g AZBEAHT - ink i #~— 2 (FIB)
T—=TZBMENET, VLAN D SVIRT 77 4 71275 & VRE 2>5 VLAN ~DE| ) 4
TWIET 7T 4 712720 . VLAN THFEINTZTXTO/NA > K3 SVI O VRF ([ZEHEA T 5
N7 FIB 7T — 7 VBB S LE T,

VRF 75 VLAN ~DOEID Y Tix, BIV Y THIET 7T 4 T2 oTHHRFFESNET, SVIN
HIBR SN2, £7RESVIDOIP 7 FLADRENERINT-GAICH T 7T 4 7S E T,
BT 77 4 b &ni=5H4. IP-SGT /31 > RiZ, SVI ® FIB (ZB#AH1T H7= FIB 7 —7 /b
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Cisco TrustSec D E |
. Cisco TrustSec DIEEEBERE DR E

7B, ctsrole-based 12-vrf =~ 2 RIZ X - THIV 4T o7z VRF ICBEST b7 FIB 77—
TVICRSNET,

Cisco TrustSec DHEEEFEE DT E

ROFIZ, ZOFEY2—/LTHHT2HEDY U —2ABIUOEERHRZ R LET,
IO DOEREIE, FFICHRR SN TWARWVIRY | BAShY V=R LUEOTXTDY J—ZT

fEATE X3,
J1y—2 tHae HRETRER
Cisco 10S XE Everest Cisco TrustSec Overview | Cisco TrustSec |, B TX 5% v |k
16.5.1a U—20 THRAZAD KA & MSLT D
ZEEoTEFaT Xy NI %
ML ET,

Cisco Feature Navigator ff 35 &, 7T v b 74— BLOY 7 bV =T A A=V DOV R—
NMEHZ TR CTE £7, Cisco Feature Navigator (2%, http://www.cisco.com/go/cfn [#£GE] 7226 7
7w ALET,
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=9=
=% =R

REST TD SGACL LIREBET—2DF Y
O—k

ZDFEY 2—/L T, RESTAPI TO SGACL BXUBRET —# DX v m— RIZOW A
LET,

« REST T® SGACL L EREET — X DX v v a— RORHESEMA (23 =)

« REST T? SGACL LT — 4 DX v u— ROFRIEE (24 X—)

« REST T?D SGACL LEEET — 4 DX v ra— RZETLEHR (24 ~—)

« REST T?D SGACL LERIET — 4 DOX v — RERET DHHE (29 X—)

« REST T?D SGACL LERIET — 4 DX v a— R (34 —)

« REST 3% & C?D SGACL LEREET — X DT /Ny 7 (35 %—)

« REST T? SGACL ¢ BT — 2 DX w7 o m— RORER (36 ~—)

« REST T? SGACL LT — 4 DX v u— ROMEERIE (37 X—)

REST T SGACL L IRET—A2NA > O0— FORHIEE
15

« Cisco Identity Services Engine (ISE) DO/N— 3 (X2 7 UBTHILENRH Y £,

e Cisco TrustSec X htnT 23 A A%, Cisco I0S XE Amsterdam 17.1.1 AED U J — 2 2 {FH T %
WVBERH D 9,

*CiscOISEDR Y U= FNAAREZHEHLT, Xy NT—=T TN, ZADIPT KL A
(NAS-IP) 725 @D REST APl 2 — /L& FFA[ T D EZ GO HMEN B Y £3°, Cisco ISE
RETIHESNIZT /N, AID & /RA T — RiZ, CiscolSE~DRESTAPI 2—/L %47 9 F v
NI =TT NRA R L5 TCa—P—Z L RATU—RFRLLTEENET,
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REST T SGACL L BHET—2 D4 a—F |
B resTcoseAcL LBEF—50F YL O— FORIKER

REST TD SGACL ¢ IRIET—2 MDA oO— FDFIFIE
i

« Cisco TrustSec DFBAIEH (CoA) 1%, 7= b=/ & L TRADIUS M L £7,
¢ ERS —/_"—R—Kh &L LTHR—FSNDLDIFAR—F 9063 7215 TT,
o = N—DOFEFHERIT, BEET 2DV 7Ly v a BT SR EE A,
e = N—=T LT 1 DDOFEEEM KA A 4% (FQDN) OZBHR—FInET,
« RADIUS HE)7 2 MEREIZ., VRFRBE T AR— S TWEEA,

«RADIUS DA, IPV6—_"—Z N LA —DF 7o — RiZPR—FENRTWHER
/\/0

REST TD SGACL L IREBET—A2ND Ao rO0—KIZET 5
155 R

REST TD SGACL L IRIET—2 DA oO0— FDOEE

Cisco TrustSec %, Cisco Identity Services Engine (ISE) 76O R Y v—DFabya =7 g
Br—2DOF 70— RIZRESTR—AD h T AR— b7 o ha/L&aHHLET, RESTN—
ADT 0 k3T EEVEICER., LR RADIUS 7o b =aL kv &, [EEoESWEER
Xal)TF g FA—FTrEx arbr—L AL (SGACL) KU —8LVBRET—4 D
TuveVa=r S EREELET,

Cisco TrustSec 7 — 4 @ REST APl X— 23 L U'RADIUS N"—AD X 71— KOl N YR —
FENTWET, 2L, 1 ODT XA ATT I T4 7ICT&EB7a baritl 2720 T,
REST X—AMD 71 b a)LNF 7 /L kT3, ctsauthorization list =~ > RERETHZ &

T, v ha/)Ll% RADIUS IZEE T £9,

N

() Cisco TrustSec DFEA[AHE (CoA) (X, Hl&fHix v h=)L & L CRADIUS i H L 7,

CiscoTrustSec EX = UF 4 FNA—TF TR ar ka—) YRR~ (SGACL) L8BBIEEST—%
i, RV —DA LV ARN—NRIZT 7T 4 TT A RAINLAR N TNAL AR ENE
4, 7277 L. RESTAPI##iE -3t v a v iiaxf v F A —"—HICRBENEE A,

P R—TLIZ8ODIPVAT KL AL 8 DDIPVv6 T RLU ANV AR— kXN E7, CiscoTrustSec
T34 AL, CiscoISE 5D 429 & a— REZIF ANE T, ZoREa— Nk, AR
725 L CiscolSEICE»TEEENET, BHEDOY—R"—D 29 [5Ea— NEZETLE, T
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| REST T SGACL LBET—4DAYrA—F
Cisco TrustSec IR T —4 .

N AFY—N—%FT v FLLTv—27 L, VA MOKRDY—_— (FT7A_X— FFEZFN
TV v ) Y0z £, ROERITIL 60 BEIITThILET,

Cisco TrustSec IZIET—4

BREET — # 1%, Cisco TrustSec HEREZ i/ T DM T — ¥ TH S E T, 734 A5 Cisco
ISE ~DERET — X ERIL, ROT —X THEINET,

« FNA AL FARAL ADLFTIEFEELE T,
« TN AKERE  BINT— 2 BfRELET,

Cisco ISE 205 T /34 A~DEEET — X ILEIT, IROT—X TR S ET,
e TNRAZADEXF 2T 4 TNV —TF%T (SGT) : T 3A ZLIZE-S T Cisco ISE 75 Ht
BEhnET,
o P—/X— 1 Z |k : Cisco ISE THE & 417~ Cisco TrustSec —X—D U X hEZFR <L F7,

* SG-Name 7 —7 /L : SGT & T A AL OO~ v ¥ 7 Fr LE T, SGT 13T TF
REN, TNAAL ALIETFA MR TERESNET,

V7 Ly valil  BET 2R 7 by v aSh oM E R LET,

)

() Cisco TrustSec BRI DT — X B —Eg & LT, RZITZE LIz — =2k, #HL<
ZAE LIer— =R P — = U X MM EnE T, THE, —"—U X FOfFnEan
LE I, —/N—D AT —HF A0 [Inactive] IZFRTESNET, £72. IP 7 KL ADIREN
[Reachable] IZRXE S NVE T, KRIT, T35 AL, HBHFHEOR Y o —FR EIGFIZESNTH—
NWN—DfFHE AT = A EHTH L ET,

2 RIT—=DTNARES—N—FDA Vv E—T0—

WORNE, v NT—7 T AL — —[{D REST 2 — /L OFERHEHREZ R L TWET,
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B <77 29— n—moA*ve—o 70—

REST T SGACL ERET—4 04—k |

8: %y FIT—UFTNRAREY—N—RDAyE—2T0—

Network device

Cisco ISE

Cisco HTTP HTTP Cisco
TrustSec Client TES TER HES TGE Client TrustSec
SGACL/env-data request
!
> SYN
o
SYN - ACK
<t Q
ACK
Certificate T -
validation TLS handshake (client hello) Retrieve
e | [ > SGACL/Env-data
( Username
\ - TLS handshake (server hello) )| password “_\I
| [ validation J
REST POST hitps:server-ip:9063/apiname €<
(Username, password) /’
< > -
JSON Parsing
9
\
P TLS connection close FIN, FIN-ACK, ACK )

* Cisco ISE REST API #—E & (X, A — b 9063 T Transport Layer Security (TLS) 1.2 #—
N—=%F4T7958XaT7 V7 NTETIN., SGACLBLUOBRET —# DRy NU—7
TN ABERE WL E T,

o TA AT KD TLS Bt OMENLIZIE MakeorBreak] D7 7o —FMEH S, T34 A
& Cisco ISE DRI 7e TLS $5f6¢13 0 8 A, TLS $E0NHESL ST, & DHEfi
ZHEHL T, T30 2 BEED Y ) — A ® Uniform Resource Locator (URL) 2%k d
REST APl = — /L &2 EETEx £9, T XTOREST ERBUEIND &, — =050
TCP-FIN A vt —UIZ Ko THf A Il S E T, #H LW REST API 2 — /L &2 K53 51T
E. ==L O LW A LT D ERH D FT,

o T8, A/ Cisco ISE ~D REST APl = —/ L%, TCP ##t DML CRtGE N E 4, T/

A ADE D N1

L

T[T B0, T ADIP T R A& LT Cisco ISE iR &

TAHMENHY £3, CiscolSE THRESNTWRWEETIP 7 RL 205 D TCP #:
Kz Ry 7ran, BEo V7 B™ERSnEd,

o 2 — P =L L XA T — R : T TP RESTAPI = — /L2,
Identifier (URI) ~D7 7 AZBERT ABEO2—F—4 L AT — R

. Cisco 10S XE Amsterdam 17.2.x (Catalyst9300 X f v F) CiscoTrustSec 3> 7 4 ¥aL— 3> H4M4 K

I v — A @ Uniform Resource

Ak % 0D 2 W



| REST T SGACL LBET—4DAYrA—F
#ys—p—n—ozRze [

75)% U i‘?“o :O)nuu ﬂ V) N ﬁ%/\%bi%%%ﬂi U V*‘XAO)771227F§75:HEF§“6
EREESTONEIRETEET,

* Cisco ISE & @ TLS B & IEWZHENL T 2 121F, —"—%EHET 572D, 731 A
P N—FEHEBEAL F/ZIIPEM & 7 A hARA > b & LT (cryptopkitrustpoint =2~ >/
REfERLT) A A=AV DR0ERHY ET, Y—"—GEHEOT 4 T—TV b
FREBLDHRETZ I AR —R L, FTANKA Y bOT AL RZA VA =T HHNEE

HVET, V= N"—FEHEOMEX—DA KR — MNILEDH D THA,

« TLS B DFEL . T /3 A EOHTTP 7 74 7 > M, EE S iz ¥ — AT CiscolSE
~@ REST = — /L ZBtA L £,

R —H—/N—FIREE

BH D HTTP AR Y 3 —H— 3= Cisco TrustSec 7 /31 ATHEINTWET, — —N %k
WEhdE, TAAL AT —R—ZFHL T, y—_"—BF v FLLT~v—Z ENBET
Cisco ISE &0 e L £,

P R—DBIRIZIT 2 2OZ A TR H D F97,

JEFFEFR D OBIR © ZHUTT 7 A0 FOEETT, PN —=RRESNIER (N7 >
JH—=_=U R ) FlFFvra—REShEF (774 _— b h—"—U X ) T
RENES, F—"—NBIRIND L, ZOT A ARNT Y FE LTy —7 SNDETH
Mah, £ORICY A FOROY—"=NERS N ET,

REET — 20N EFIZF v n— R, ==V X FPERAREIC RS L, ZRbD
Y= N=INTTAX= P —=_"—VJ X MBS ET,

o TUL DI — N TS ZATHEHBEOHTTP AR Y & —H— =R E STV D5
B WICRINCRE SN —N—RNBINENDH L, 1 DD CiscolSEA > A X A A
FHZ7e B AREER SV £9, ZORWAEFERET 511X, KT A ATT U H LT —3—
EIEBIRLET, TV X LRBFENT AL AL TERSIL, ZOFFITESNTY—A
DBEBRENET, TNA AT LT HLRFFEERT DL, T3 ADO—EDHR—
RID & Cisco TrustSec 7’122 ID Z#fiH L CTELIE Y = L —Z 28I L £ 97,

P N—PNBIRSIND L, =R —=RTF v FELTY—27 INDHET, UBEOTXTOHE
KRB Z OV —NR—ZEEFEEINET, V=BT v RIZRD L, T L — " —&R
0y I INROT TA T — "= @INLET, LY —R"—2RRT D55, 77
T AT == T v R —"—XBMENEEA, T—"—FFL00HED
7T

BIRES N — == (ERSNTEHE) % (T 7 7 4 77— — D %) .

P—R—RNu v 7 %2T7 XL HFRITEET HITIE, ctspolicy-server order random =< >
REfEHLET,
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REST T SGACL L BHET—2 D4 a—F |
B+ —crrrLzomrIne=

H—/N—EIP7RFLRDERTOER

P N—RRONEFEIE, 7T AR b 2 b (FeS— U 2 f Ao m— RO &
LTxE) ATV v ==X (REFHI— =) DIETT, ZhbDHF—s3—1
A NNTONEFIEL, ctspolicy-server order random =~ > RBSEZhNE S inlc kST, 7
S LIRERE TN ER VD IEIRO LD 502720 9,

CiscoIOS XE 17.2.1 LIED UV V) — 2 TliL, P— =T L 1ZEE D IP (IPv4 & IPv6 DifiJ5) 7
RLUARHFR—FENTHWET, IPRIROIARFIL, IPvd 7 KL A, IPv6 7 KL A, FQDN O
IEC9,

OB aryTiE, ==L P 7 FL ZAOBIROMAHAIHOWTEB L E T,

1. FNRAREZNDTCT = T v 7 T5HE, TV v REFEHR) UARNSLT— =N
BIRINET,

2. ctsenvironment-dataenable =< R3RTE IV TWBEE. T8 AT/ T ) w7 H—
N—%fEA L TCiscolSEmH7 7 A4 _X—hHh—NR—J 2 2 Fyra—RFLET,

3. TITAR—=RF) A NEBEEFIZZETDHE, BROTRXTOERTSTA X=X &
FERALET,

4. P—R—=L IPT7 RLVREEIRTDH L, T4 R IV — =L P T FL ZADOMAEHHE

M LT CiscoISEIZ#k LET, ZDOV—"—iL, WEDOESIZEKT 5 £ T Cisco
ISE &0 LET,

5. TIAR= KA NNOBIET 7T 4 T2 — =SB EZE L0188, 7
NA AZY A MHNDORDY— =D B2 F9, = "= WD TRIREINT=ZHA
IPIBIR Yy 7 IIRPIOFGERE/R IP £721L IPv6e 7 L AR L £1,

6. P—R—=L IPT7 RLVREBIRT DL, TS RFIF T EHETHEHEINET,

7. TIAN—RI XA PMHDOLEDY = S—ITHEETERWGEE, 7/ AT A7V v 7Y
A2 MADT ==~ DEfR R ET, =" —2AAf v F 7y 7 LIPEREL, 7
TANR—=FVRAREANTY 7 JARTRUETT,

8. P —R—DEFL, ==V 2 RNV Ty a2 &N E ZIZORThbNET,

9. TIANR=FP—=NR=URKLRTY v TP ==V X RDOMEF DT RCOH—/3—
I L TWBEHA, T8 AP —R—LIPT RLADRRE Y v 7 27T 4 _X— 1
A DOYEHED G FEE) L E T,

10. HBEOY— =L 1P T RLADMAEOEIZEENKETDH L, T35 A1 60 BRIFF
L ThHhoE LWLMASDLEZRITLET,

Y—N—OEMEF T v 5

P —R=NEMEL TWBNE D )ik, BRET — % £721% SGACL K % Cisco ISE (2158 L 7=
BBl EnNET, = =N Ph—N"—J 2R DL L THREEITF v e— RRan=#%
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| REST T SGACL LBET—4DAYrA—F
REST TO) SGACL L BT —4 04 0— Fa&Ed 55% |

. AR O 7 = —X3H 0 £ A, TN DO —R—=RTFT—H T, TXTOHY—
IN— M A T THYHTT,

BRI CiscoISEICIEE &N, —NRN—[CRIFETE QWS EHIUSENEDN-SE. —
NR=IT v FIREEICBITLE T, —_"—FR Y v 7, RLP—"—=L&KDIP T KL A
(BEOT FLANRHREINTWAEE) 28R L T, Cisco ISE ZRDEK D v FEIEXEL
F9, T /51 A Cisco ISE 2> HmARIGSE (HTTP429) Z%{EL7-HA. vy 73U A k
WNOWRD Y — N—Z IR L F9,

P R—F, WOWVWTNNDOBEBETT Yy RELT—27 ENDAREENH Y 97,
WEINZIP T RLRIZEETE /20,

« W= FESNIELL R0,

«IP7 RLAZFFDCiscoISEA Y AZ LV ANRK T LTND,

* CiscO ISE ~DA V' H—T = A4 APFL T LTINS,

« Transport Layer Security (TLS) o R = A ZIZRK LT,

cHTTP L AR ADX A LT T b,

s RALVAPELLSFEEIN TR (RAL UAMERA SR TWDAER) |
= N—ITFRIIP 7 RL AL RAAL UADBGRRE SN TWDHHEIEL. FFIP T RN
BREnET, HIP 7 RLASNDISERRWEA, T8 AL RAAL A TRITLET,

FRUIP 7 RL R & RAAL 4D A2E0RINEEZE LeWGE, ——d7 v F& LT
~—7 ENnNET,
TIFTAR—RIARDTRTOV—R—3FT v RELTv—27INDE, THAARAINT T >
JIUARNEMFHLET, HOOTXTOY—NR"— 7y R L Tv—2r&hbde, BEAT=
RLMBBENE T, T34 AL, KD Cisco TrustSec E3R (KU —DVY 7L v o, Bl
T—=ADHZ T A= RERITZ)V 7Ly al) EHEL, TRXTOY—NR"—%2T 747+ L
Tv—27 L TH v rm— RE2iadTLE T, #H LV Cisco TrustSec R D kU =732 W56
PR —I Ty RREOF FI2R0 £7,

REST T SGACL L IREBET—42D4A O O0—FEHRTET
B

A—HF—ZENRT— FDEE

T A ZATHRET HHMNZ, CiscolSE Ta—H—4 L/NATU— RZRESTAPL T 7 £ A or 7
A UEHE LTEHRELET, FHMIZ OV TIEL,  [Cisco TrustSec Policies Configuration] D D
[Cisco TrustSec HTTP Servers] £7 3 a3 V2B L T Z &V,
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B 2—v—scizxo—rogs

\)

REST T SGACL L BHET—2 D4 a—F |

6=

ctsauthorization-liss ==~ > K& L T RADIUS X— 2 DR EZRARIT L= & T HTTP X—

ZDRERDT TIZHAN 2o TS, ar— RO T — A v —IURNERENET,

Error:

'cts policy-server or cts environment-data'
Disable http-based configs, to enable

related configs are enabled.

'cts authorization'

FIE

AT RFERIEFT7TII Y

B8

&M

enable
1 -

Device> enable

¥i#E EXEC T— &AL £,
e NMRAT—REANLET (FERkEh

=5a

o

ATy T2

configureterminal

1

Device# configure terminal

Ja—N)L a7 4 Falb—g v
£ — F%Fﬂlﬂﬁébijﬂo

ATvT3

cts policy-server name server-name

1

Device (config) # cts policy-server name|
ISE-server

Cisco TrustSec R U o —H— N—%RE
L., Ry —P—nR—ar7 1 Fal—
varE—RERBLET,

ATV

exit
1 -

Device (config-policy-server) # exit

R v—P—R—ar7 1 Fal—37
VE—FRERTLT, Ze—rL a2
T4 F¥al—arE—RICED T,

ATy Th

cts policy-server username username
password {0| 6|7 | password} {password}
1 -

Device (config) # cts policy-server
username admin password 6 passwordl

S b SR — FERE LET

G¥) TN, ATHET HHI,
Cisco ISE TZ D —H—4,
& /XA — K% REST API
TrRvAHO0 A AR
ELTERT 2 0B H D
RN

ATvT6

end

1 -

Device (config) # end

Ju—sLar 7 4 ¥al—vay
F— F&EHT L, Kt EXEC £— R
RYET,
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| REST T SGACL LBET—4DAYrA—F
amzanoz: |

AEAE S ERDERTE

Y= R =7 4 OFGER (CA) FEAELFEHEDOT = — R R—FShTWEd, GERE
BT DI, ROFIEZFETLET,

FIE
ARV RFERETI a3 Y B#J
AT w71 |enable it EXEC E— RZ AL ET
fi e NAT—REANLET (BRSh
Device> enable =88
R 72 | configureterminal Ja—\)L a7 4 FX¥al—a
Bl T— M LET,
Device# configure terminal
Z 5w 7 3| crypto pki trustpoint name 7 A RRA VP BRUORE S NI4T0
Bl - ZESELT, CARTARRA b ay
Device (config) # crypto pki trustpoint 7 A Falb—varE— ]\%Eﬁﬁé L/i
mytp ‘@40
RT v 74| exit CAFNTARMRA L hary7 4 Xal—
i - YaryE®E—REETL, Fa—L o
Device (ca-trustpoint)# exit A Fal—art— ]\L:)j:’( 9 i
—é‘O
A7 75 |crypto pki authenticate name WAk (CA) REBIEZHUS LT, ¥Rk
i - LET, itHET7 4 =TV v b %
Device (config) # crypto pki authenticate 7= v7 "9,—%.7) J:Oj ;k&) %ﬂfi%{i\\ sl
mytp EBI4HT—TV 2Ty LE
j—o
GE) CAFEIENR a7 4 ¥ =
L—y g 29 Cliir—F
SNTWLEA, Zo=aw
v RIEA T v 3 T,
ATw 76 |end Ja—)L a7 4 Fal—T g
i - T— RZT L, F EXEC £— FIZ
Device (config) # end RO £
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. Cisco TrustSec 7R!) o —DEHoO— K

Cisco TrustSec R ') o —

T L 1= B

REST T SGACL L BHET—2 D4 a—F |

ctsrole-based enforcement |, Cisco TrustSec R Y > —% 70— R4+ 5 L HICT TITRTES

S

¥iME EXEC E— FZ ANz L £,

e NAT—REANLET (FRE
Ni-%E) .

Ja—nR) a7 4 FX¥al— g
E— FEBBLET,

Cisco TrustSec AR V) o —H— R— %R E
L, RV —H—nR—a7 1%
L—vay E—RERBLET,

RY—H—N—D RAA L 4DT K
VAZBRELET,

RYU T —H—X—D IPv4 F7-1Z IPv6
T RUVAZRELET,
* Cisco IOS XE Amsterdam 17.1.1 C
L. IPv4 7 KL ADHB DY R — k
SNTHET,

NI UAR—NgtEFx=2UT DT
A BRA P EBRELET,

(EE) WWEDZA LT T N ZFHAL
THRELET,

* T T AN MESETY,

NTWDHLRERSH Y £,
F&
ARV RFERRETI Y
AFv 71 |enable
i
Device> enable
ZFwF2 |configureterminal
i -
Device# configure terminal
RTFw 73 |ctspolicy-server name server-name
i -
Device (config) # cts policy-server name
ISE-server
RTFw 74 |addressdomain-name name
i -
Device (config-policy-server)# address
domain-name domainl
ZF w75 |address {ipv4| ipv6 policy-server-address
il -
Device (config-policy-server) # address
ipv4 10.1.1.1
Device (config-policy-server) # address
ipv6 2001.DB8::1
RAFwT6 |tlsserver-trustpoint name
il -
Device (config-policy-server)# tls
server-trustpoint tlsl
Z5wF7 |timeout seconds
i -
Device (config-policy-server) # timeout]
15
R w78 |retransmit number-of-retries

&1

(EE) == 0DRKY FF7A
Mz soE LET
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| REST T SGACL LBET—4DAYrA—F
zg7r—snsa—F [}

ARV FFEREETIVa Yy E]:g]
Device (config-policy-server) # e 7 4L T4 7?7r0
retransmit 4
RTF w79 |port port-number (EE) KV v—HP——DK—  F
Bl - SERELET,
Device (config-policy-server) # port GE) ERS — _"—D R — h B &
2062 119063 T B ILE B Y
9, ZOR— bESIFE
BT Edhi,
AT w710 |content-typejson (fEE) Cisco ISE 775 SGACL 3 X Ot
Bl BB — ¥ B RMET B Ty s A
TR ELET,

Device (config-policy-server) #
content-type json GE) 5‘:7?/1/ rCIZ. Zooaw
Y RDRIE STV WG
ATH, ISON BT v
VEALTELTHEHINE

ﬁ—o
ATy 711 |end RY o —HP—N— a7 XL —
Bl - Yary B— RERT L, FiE EXEC

EF—RFIZREY £,

Device (config-policy-server)# end

RIET—42MO4»rA0—k

HTTP 8kt (1§ 2 3%(F 01 » ¥ —7 =1 A%, ip http client source-interface =~ > K T#g

ETOUENDY £7,

FIE
ARV RFEREET7TIVa Y E]:3)

AT w7 1|enable F#HE EXEC E— REZAMC L ET,
i e NATU—REANLET (HERSHh
Device> enable 73548 .

AT 72 |configure terminal ya—r\ ) ar7 4 Xal—a
- B FEBELET,
Device# configure terminal
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B restcoseacL emEF—snsy 0§

REST T SGACL L BHET—2 D4 a—F |

ARV RFERETIVa Y

B8

ATvT3

ctspolicy-server device-id device-ID

f5
Device (config)# cts policy-server
device-id serverl

BREFST — ¥ HR % Cisco ISE IZEE T2
ETARY =P —R—DF XA X ID
ERELET,

« ZDOFT XA AID X, CiscolISE T
Xy NU—27 T IR TFIRA R
(NAD) ZEMTH7=HIEH L
TbDOTHLIVENRHY T,

ATvT4

cts environment-data enable

i
Device (config)# cts environment-data
enable

CiscOISE/N 6 DEREET — X2 DX 7 m—

KEELET,

GE) cts environment-data enable
2~ N & ctsauthorization
list =2~ RNIZFHA I HEA
7 BRICH Y £9, Zh
bha<wy R —fEITRE
TAHZELIITEERA,

ATvTH

end

1 -

Device (config) # end

Ja—sLar 7 4 ¥al—vay
F— FZf& T L. ¥ EXEC E— FIZ
RO ET,

REST T® SGACL LIRIET—42 MDA »rA—F

WD A= REAERONERF THEH L £,
» show cts policy-server details name
RESNIZARY === CET L ERERTLET,

Device# show cts policy-server details name ise_server 1

Server Name

: ise server 1

Server Status : Active
IPv4 Address : 10.64.69.84
IPv6 Address : 2001:DB::2
Trustpoint : ISE84
Port-num : 9063
Retransmit count : 3
Timeout : 15

App Content type :

JSON

« show cts policy-server statistics active
T T4 TRRY === ICEHT LG R R LET,
activellE I a~vr FEEMT L L. T XTOY—"—DfEHEFRAE RSN ET,
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| REST T SGACL LBET—4DAYrA—F
REST 2= < SGACL L B T— 407w 5 [

Device# show cts policy-server statistics active

Server Name ise server 1
Server State ALIVE
Number of Request sent
Number of Request sent fail
Number of Response received
Number of Response recv fail
HTTP 200 OK
HTTP 400 BadReq
HTTP 401 UnAuthorized Reqg
HTTP 403 Reqg Forbidden
HTTP 404 NotFound
HTTP 408 ReqgTimeout
HTTP 415 UnSupported Media
HTTP 500 ServerErr
HTTP 501 Reqg NoSupport :
HTTP 503 Service Unavailable:
TCP or TLS handshake error
HTTP Other Error

O WO O OO OOOOO bWk oI

 show cts server-list

RET7T—20O—fLTHyrum—FINLP—"—DY X ERRLET,
P=_=iF, T4 _X= b ==V R FDO—FIZ7Y £,

\}

GE)  WOHHIZIE., HTTP R—AD X 7 o— RIEENFERINLTH
ij‘o

nso

Device# show cts server-list

HTTP Server-list:
Server Name
Server State
IPv4 Address
IPv6 Address
IPv6 Address
IPv6 Address
IPv6 Address

cts_private server 0
ALIVE

10.64.69.151
2001:DB8:8086:6502::
2001:db8::2
2001:db8::402:99
2001:DB8:4::802:16

Domain-name
Trustpoint

Server Name
Server State
IPv4 Address
IPv4 Address
IPv6 Address
IPv6 Address
Domain-name
Trustpoint

ise-267.cisco.com
cts_trustpoint 0

cts_private server 1

ALIVE

10.10.10.3
10.10.10.2
2001:DB8::20
2001:DB8::21
www.lse.cisco.com
cts_trustpoint 1

REST:XETO SGACL L IBET—4ADT/\v Y

REET N 74 5121%, kD debug 2~ > REEHALET,
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REST T SGACL L BHET—2 D4 a—F |
B resTcoseAcL LBEF—50F YL O— FOBES

« debug cts policy-server http
HTTP 7 A7 2 b DTy G LET,
- debug cts policy-server json

JSON 7 94T "OT NNy THEHBIZLET,

REST T SGACL LIRIBET—A2 DA o O— KDERTEH

. A—H—RBE/NRT— FDERTE

Device> enable

Device# configure terminal

Device (config) # cts policy-server name ISE-server

Device (config-policy-server) # exit

Device (config) # cts policy-server username admin 6 passwordl
Device (config) # end

5l : Cisco TrustSec /R —DHFHvO—F

Device> enable

Device# configure terminal

Device (config) # cts role-based enforcement

Device (config) # cts policy-server name ISE-server

Device (config-policy-server)# address domain-name domainl
Device (config-policy-server)# address ipv4 10.1.1.1
Device (config-policy-server)# address ipvé 2001:DB8::1
Device (config-policy-server)# tls server-trustpoint tlsl
Device (config-policy-server) # timeout 15

Device (config-policy-server)# retransmit 4

Device (config-policy-server)# port 2010

Device (config-policy-server) # end

Bl RIET—2DFyA—k

Device> enable

Device# configure terminal

Device (config) # cts policy-server name ISE-server
Device (config-policy-server) # exit

Device (config) # cts policy-server device-id serverl
Device (config) # cts env-data enable

Device (config) # end
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| REST T SGACL LBET—4DAYrA—F
REST T» SGACL L B 7F— 2 ¥ o— FosiaE [

REST T SGACL LIRIET—A2 MDA o O— FDHEEEE
E

WOFRIZ, ZOFY 2— /L TilATIHED ) V — 2B L UOBEEEFREZ R LET,

NG DOBEREIE, FRCHRR SN TORWRY | BASHY V=R LEOTXTDY U —XT
EHTE £,

J1)—2 1 HRETRER

Cisco IOS XE Amsterdam | REST C¢ SGACL & Bg 5% | Cisco TrustSec (%, Cisco ISE 725 ™
17.1.1 T—HDOF T a—R  |SGACLARY —DFrbeya=rrt
F—HDH 71— KIZREST ~_— A
DTV AR=F7a haLvaMiL
*7,

Cisco IOS XE Amsterdam |[Pvg R Y o —H— _— 2 | BY o —H—R_R—D [Pv6 7 KL AN
17.2.1 £ 5 HTTPSGACL i | F— F SN TWET,

Cisco Feature Navigator Z i 425 &, 77 v h 74 —ABILRY T b =T A A=Y DHHR—
MEH %2 1% TX 9, Cisco Feature Navigator |21, http://www.cisco.com/go/ctn [FZ3E] 226 T
JEALET,
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REST TO SGACL L BET—42 040 —F |
B resTcoseACL LBEF— S 0F YL O— ROBERE
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==
=% =R

X)) T4 JI—TACLKRY O—DERTE

tX2 VT4 IN—FTr7kA a3 bhue—)L AR (SGACL) ZFEHL T, 2—H%F—L&58
TV —=ADEX2 VT 4 I N—TDEI) Y TUIEESNT, 2—F—NEITTX HHEEHIE
TX ¥4, CiscoTrustSec RA A HNORY > —OEAIX, @D 1 SR EETLEX=2V T 47
N—TFHT, b1 OOWMBEEEX= )T 4 7 NV—THSTHD, FrAl~ b v 7 ATHER
SNET, v NV T RAOREOZEMITIEELEX 2V T 4 ZNV—T b5t x= U7«
TN—T3CICEEEIND Xy MZERIND LB DN H D 218 ET 5 SGACL DJEFF
ANEEZDDHZENTEET,

* SGACL R U > — D% EDHIFKIFIE (39 N—)

* SGACL R U > —DEHE (40 ~—)

* SGACL R U ¥ — D& ER] (50 =—7)

et X2 UT 4 VL —T ACL R U v —DOREIERE (52 X—)

SGACL /R1) > —DEEDHIFIEIE

e N— R =T OHIFRIZL Y, Cisco TrustSec SGACL (F/N— KU =7 D/~ (CPUNT
R) Fo774 v 7 ICEATEERA, Y7 FU =7 TOSGACL DML, SVI, LA ¥
2 & LA ¥ 3 ® Location Identifier Separation Protocol (LISP) . BXUL—T v 7 A v
F—=TxzAADCPUNT Y RETT 4w TEAALNASNET,

¢ SGACL RV > —%HETARIZ, IPN—T 3 % IPVAE -1 IPvE 5 JEtRTE (IPv4 &
IPv6 O FICHH) ICEE L7254 A HEER) | IPvd & IPv6 IZxf5 T 5 SGACL 7R U
V—IIEH VRF A VX —T7 =2 AN LTHEBIIF DV a— RFENEHEA,

* SGACL RN > —%RET DRI, BEFEO IP N—T 3 &Moo N\—T 2 > (IPv4 £721%
IPv6 £7-13 FEIKTF) ICAE LG (Wb [AER) . RADIUS Zf M L T Cisco Identity
Services Engine (ISE) 75 OFA[ZE R (CoA) #FEITLARWVWTLEEW, bz, SSH
ZfEMH LT ctsrefreshpolicy =~ F&34T7L, FEITRI O —%2 U 7Ly a LET,

T T XN DTV v avedenyal & L7ZSGTHFAI Y A NEFAEMHAT A, T34
A DY v— F#IZ Cisco TrustSec 7R J 2 —73 ISE B — =¥ 0HIIC A v o — &R
HTERDHY ET,
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tFa T4 HL—TACLKY —0%E |
B scac &y —omEss

INZERET A2, T ATHIRY —Z2EHR L ET, denyall 773 3 23
SNTVLHETYH, R =X T 74 v 7 &R LET, ThIZRD, T30 X
TISEY— "= RY =Xy rn— L, ERINFHFHRY) v—% LEETEE
T TAAASGT TR, Z/m— L ar 74 Xalb—vay = FTROAVY RER
ELET,

* ctsrole-based permissions from <sgt_num> to unknown

« ctsrole-based permissions from unknown to <sgt_num>

SGACL R') > —DEREAFE

ZOkv g TR, SFEEZEARSGACL AR Y —REICHOWTIBA L F9,

3 N s
SGACLR'Y) >—mixZXE7OER
Cisco TrustSec D ¥ = 7 ¢ 7/ —7 ACL (SGACL) RV v —&HELTA F—TNIT 5
Wi, ROFIREZFEITLET,

1. SGACL ARV > —Di&EIL, Cisco Secure Access Control Server (ACS) % 7213 Cisco Identity
Services Engine (ISE) D EIZARY S —EFHEREIC K> TEITTOILERH Y 77,

SGACL RV v —DREDZ 7 > 1 — R|Z Cisco Secure ACS F 721X Cisco ISE E®D AAA %
R LARWEAIEL, SGACL D~y BV 2R D —52FETRETXET,

N

(GE)  Cisco Secure ACS F£721Z CiscoISE B H AT v 7 IZF 7 — RS- SGACL R v—
X, AR —NIVERINEZR) —L 0 bERINET,

2. W7y RR—FDOHII T 7 4 v 712k 5 SGACLA Y > —DHEHZ a0 5120,
[SGACL RV v —D#HAD 7 v — v G3fb] &7 v a VCiEE I Tna L1,
SGACL RV v —#HEBENZLET,

3. VLANINDOAA v F 73N T 7 4 v 7 FTX VLAN IZBEST T L7z SVIITHERE
ENDHMT77 4 v 7I2% L TSGACL R Y > —DiEH 2B T 5%, [VLAN (%4
% SGACL RV v —di@HDOENE] £ 7 v a ORIt -> T, ¥ED VLAN (2% LT
SGACL RV > —Di@EHEH I LET,

SGACLR) —DBERD T O—/\LIEEE

Cisco TrustSec & A *—7 /NI Liz/—TFT v R A4 X —7 A4 AT SGACL KU > —DiE %
T a—rN ) F—T T HHENH Y £3,

N—F vy RA B —T x4 ADSGACLRY > —DiHE A X —T NI T BITiF, ROEES
TNET,
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| e%2u7490—F ALK S—DBE

FIE

128—7 x4 2Bty 0 seACL K Y L—oaAnENt |

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device# enable

¥i#E EXEC T=— F&EADIZ L £,
NRAT—REZ AN LET @EREn-8

/E[\) o

ATvT2

configureterminal

1

Device# configure terminal

Juaua—\)L a7 4 FXal— g
T—FzfnL£7,

ATvT3

ctsrole-based enforcement

1 -

Device (config) # cts role-based
enforcement

NN—T v K A H—TxA AT Cisco
TrustSec SGACL /R V) 2 — D3 H % A % —
T LET,

ATv74

end

1 -

Device (config) # end

Ja—)L a7 4 Fal—g
E— N&&T L, FrbE EXEC £— R
R0 FET,

A3 —T A RAHBE=YDSGACLARY —DERDEMIE

F 9. CiscoTrustSec ZH NI LTV —F v RA v X —T = ATSGACLARY > —D@EA%> 7
T—NJVIZENZTHDHERNHD £, ZOBEREIEFR—F Ty A X —T =4 ATEHY
A—FENFEEA,

LA Y3 FZ—TxAATOHSGACL RNV > —D@EMAEZENMbT 51213, ROEEEITWE

j"o

FIE

ARV RFERERTIVa Y

=)

ATy T

enable
B -

Device# enable

e EXEC E— FEARNC L £,
NAT—REZANLET EREN-5

&) o

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 Falb—g v
T— RZEHBELET,

ATvT3

interface type dot/port
fA

Device (config)# interface
gigabitethernet 6/2

A H =T 2 A ABHREL, A HF—
Tx2A R AT 4 Fal—T g FT—
RZBAR L F7,
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B viaN =399 3 SGACL KU L —0BRD A x— T Lk

tFa T4 HL—TACLKY —0%E |

ARV RFERETIVa Y

B8

R 74 |ctsrole-based enforcement N—Fy K A4V H—T = A4 AT Cisco
i - TrustSec SGACL 7K Y 2 — D il & A +—
Device (config-if)# cts role-based :7/VGZIJEE7fO
enforcement

ZA7v 75 |end A B —T e A AAL T 4 X2l —3
fi : v E— R&ET L, FiME EXEC E— K
Device (config-if)# end L:)j:"c@ ifo

25w 76 | show ctsinterface (L85) A2 X —T =4 2= L0 Cisco

1 -

Device# show cts interface

TrustSec A7 — b1 L ORHER &2 £or
L/i TO

VLAN [Z%f9" % SGACL R —D@EAD A r— T )Lk

VLAN WD AL v F o T ENTZ T 7 4 w7, £721% VLAN ([ZEEAHT S 72 SVIITHRE X
NDEIT 74071 LTT 78R vy ha—Lw#EHT5I12%, FFED VLAN (X LT
SGACL RV v —0Di#HZA F—7 WCTHLERH D £,

VLAN F£721% VLAN U 2 N T, SGACL RV v —DEH % A 2 —7 I d DI12i%, IROMEE

EITVET,

FIE

AR NFEERTOVa Y

=)

ATy T

enable
B -

Device# enable

it EXEC E— FE Az LET,
NAT—REZANLET EREN8

) o

ATy T2

configureterminal

1 -

Device# configure terminal

Jua—N)L a7 4 FXal— g
ET— F&ERHEKBLET,

ATvT3

ctsrole-based enforcement vilan-list
vian-list
1 -

Device (config) # cts role-based
enforcement vlan-list 31-35,41

VLAN F 721X VLAN Y X | C Cisco
TrustSec SGACL AR U > — D & A *—
TN LET,

ATv74

end

1 -

Device (config) # end

Ja—R_) a4 Xal—g v
E— N&&T L, FrbE EXEC £ — NI
U3
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| %2U547L—FACLKY S —DBE
seacL £=4— — roiz [

SGACL E—32— E— FDKTE
SGACL £ =4 —E— F&RTET HANI. ROREMR LTIV,
« Cisco TrustSec 23 H N2> T D,
c T EBENIR S TN D,

FE
ARV RFERIETI a3 Y B#J

AT w1 |enable HHE EXEC T— RZAMIc L ¥,
fl NRAT—REANLET FERINZ
Device# enable &) .

AT 72 | configureterminal JTa—r )L a7 4 FX¥al—a
Bl T— FEMALET,
Device# configure terminal

R Fw 73 |ctsrole-based monitor all T — R —F— REENCLE
f1 7o
Device (config) # cts role-based monitor|
all

R w 74 |ctsrole-based monitor permissionsfrom |[pv4/IPv6 & —/L R_X— A T /¥ A o

{sgt_numj to {dgt_num; [ipv4 | ipv6] he—/ UK (RBACL) (E¥F=l
#l - T A TN—T 87 (SGT) : s
Device (config) # cts role-based =T LT (DGT) /\07) DE=H—
permissions from 2 to 3 ipv4 ET—REHMMZLET,
27y 75 |end Ju—s~Nar7 4 Xal—ay
51 T— R T L, ¥4 EXEC £— NI
RYET,

Device (config) # end

2w 6 | show ctsrole-based permissions from (FE) SGACLARY v—¢,XRT T ED
{sgt_num} to {dgt_num} [ipv4 |ipv6] T —F— FREREIC BT B 2N A TR

[details] L%, <SGT-DGT>~7 TLAZ LD

I - TS =T FRADIR> T DY
Device# show cts role-based permissions| /El\\ a2V Fﬁﬁilbi%:&*ﬂ'%ﬁ!i‘%
from 2 to 3 ipv4 details RENET,

AT 71 |show ctsrole-based counters[ipv4 |ipv6] | ({£&) IPv4 3LV IPv6 A X2 kDT
- T D SGACL i OFEFHE 2 For L
£,

Device# show cts role-based counters
ipv4
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tFa T4 HL—TACLKY —0%E |
B scacxy s —oFmmE

SGACL R') > —DFEIERTE

SGT & DGT O#PFAIZANA » REanzrn—nA_—ZX T/ Zx avta—/L J A ML, H71b
Z7 4 v ZIZ#AE D Cisco TrustSec 78 U & —T#H 5 SGACL #Ek L £3, SGACL RV

2 — DR EIL. CiscoISE F 721Z Cisco Secure ACS DR U o —EFHMHEE A H L TIT 9 DN i
TY, SGACLARY v —%FEHT (DFV r—hNi0) RETDHITIE, v—/~X—2ACL &%
L, B—/L_X—2Z ACL # SGT O#iHIZ A FLET,

)

GE)  CiscoISE £721Z Cisco ACS H X A F I v 7 IZF v ru— KENTZ SGACL R v—id, #E
DFFRESNERY O— LD bELEESNET,

IPvd SGACL /R!') L —DEXTE & A
A\

G¥) SGACLBLIUOm—LR—ZXF7Z7¥Rarbr—/,L J AL (RBACL) ZRETHHE. 40
ftx7r7®vAxrarba—nU AL (ACL) 7V T7 7 Xy hTHEILERH Y 7,

FIE
AR NFERERTIVa Y ]3]

AT w71 |enable FiHE EXEC E— RE AR LET,
{5 NAT—=REANLET EREnis
Device# enable ) .

AT 72 |configureterminal rua—s\ L ary 74 F¥al—ig
%l - E— NEBABLES,
Device# configure terminal

25w 73 |ipaccesslist role-based rbacl-name H—/L_X—ZD ACL Z{Ek L T, n—

{5 N_R—ZAACL2> 7 4 Fal— g
T FEIBLET,

Device (config)# ip access-list
role-based allow_webtraff

AT 7 4 | {[ sequence-number] | default [ permit| |RBACL 7 7t RA =2 pua—/L =
deny | remark} ~Y (ACE) #fELE7,

Bl - PRGN & 7 722 YA R 2v 7 ¢
Device (config-rb-acl)# 10 permit tcp | X o L —3 g2 F— R CHEHAIFER =
dst eq 80 dst eq 20 '?‘/]\}SJZU\ﬂ‘7°‘\/§i‘/@j(E.ZB§7\7§f\ 2
fRIB LU 4 —/v RS LT
ATEET,
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| e%2u7490—F ALK S—DBE

ipvaseacL £ o —oiz L Em |

AU RFERETOVa Y

B8

Enter ¥— %L CACEZET L., IRD
FlEZBAE L £,

WD ACE a2~ FEZIIF—TU— NiZ
PR—FEINTWVEREA,

* reflect
- evaluate

* time-range

ATy Th

exit
1 -

Device (config-rb-acl)# exit

H—/LX—ZAACL 27 4 F =2 b —
varyE—REHKTL, Fe—UL o
V74X 2lb—varyE—RNIREYE
D

ATvT6

ctsrole-based per missions{default | [from
{sgt_num| unknown} to {dgt_num|
unknown }] {rbacls| ipv4 rbacls}

1 -

Device (config) # cts role-based
permissions from 55 to 66
allow webtraff

SGT & DGT # RBACL (231 FL &%
T, ZODOFFEIL. CiscolISE F 721 Cisco
Secure ACS TRt E SNTFFrl~ MU v

J AT =B EANTTTHZ LITBTNE
7

e F TN T T HL NOERR Y X
F

e sgt_num: 0~ 65,519, &EC7V—
THRT,

« dgt_num: 0~ 65,519, B/ v—
THET,

« unknown : SGACL N tF U T 4
TN—7 (KExEiidsmit) =5
ETE /Wy M s E
j‘o

«ipv4 : KO RBACL R IPv4 T 5 =
LERLET,

* rbacls : RBACL D4 Fij

ATy T1

end

1

Device (config) # end

Ja—m ) ary7 4 Fal—iar
EF— N&#T L. FiHE EXEC E— FI
RO ET,

ATvT8

show ctsrole-based per missions

1

(fEE) RBACL & EIZXT HHEREFE
ZT—\‘ Ljﬁj«o
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B rsseacL iy L -0

tFa T4 HL—TACLKY —0%E |

ARV RFERETIVa Y

B8

Device# show cts role-based permissions|

ATvT9

show ip access-lists {rbacls| ipv4 rbacls}

1

Device# show ip access-lists
allow_webtraff

(FE) T+ _XRTORBACLE - ITfEES
U7~ RBACL @ ACE #F R LE 7,

IPv6 SGACL /R') > —DEXTE

IPv6 SGACL R U ¥ — % FEITHRTET DITiE,. ROEEEITHNET,

FIE

ARV RFERETOVa Y

B8

&

enable
1 -

Device# enable

¥ ME EXEC E— R&2ANZ L £,
NAT—REANLEST @RS

) o

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR) a7 4 F¥al— g
E— FEBBLET,

ATvT3

ipv6 access-list role-based sgacl-name

1

Device (config) # ipv6é access-list
role-based sgaclname

4, Biifsh & IPv6 SGACL Z1ER% L T, IPv6
2— )l _X—ZAACL27 4 X ol —
Tay B— RERBLET,

ATvT4

{permit | deny } protocol [dest-option |
dest-option-type {doh-number | doh-type} ]
[ dscp cp-value] [ flow-label fl-value]
[mobility | mobility-type {mh-number |
mh-type} ] [routing | routing-type
routing-number] [fragments] [log |
log-input] [ sequence segno]

1

Device (config-ipvé6rb-acl) # permit 33
dest-option dscp afll

RBACLOT7 7 & A 2 ha—)L =
U (ACE) ZHEELET,
WELARMTEX T 72 YR N a7 4
Fal— gy EB— RCHERTRER2
< RBLXOET T a v OXRES A, %
BB LU%EH T +— /v REEIK LT
HTxF7,
WD ACE o< FEEEFEF—U— ik
FR—FENTHEREA,

* reflect

 evaluate

* time-range
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| e%2u7490—F ALK S—DBE

FHTSCACLKY v —%EAT 5% [

AU RFERETOVa Y

B8

ATy TH

end

1

Device (config-ipverb-acl) # end

IPv6 B —/LX—ZAACL 27 4 ¥ =
L—3 3 E— RE#&T L, ¥HEEXEC
T—FIZRED £,

FH T SGACLKR') > —

ZERT SAE

FHITSGACL RNV v —%#EHT5121%, ROEEEZITONET,

FIE

ARV KRFERERETY Va3 Y

=)

ATy T

enable
51 -

Device# enable

¥itE EXEC E— FE Az LE T,
RAT—REANLET FEREIN-%

) .

ATvT2

configureterminal

1 -

Device# configure terminal

Ja—_ ) a7 4 Xal—T g
E— NLBABLES,

ATvT3

ctsrole-based permissions default [ipv4 |
ipv6] sgacl-namel [sgacl-name2
[sgacl-name3 ...1]]

1 -

Device (config) # cts role-based
permissions default MYDEFAULTSGACL

77 %)V SGACL #fgEL £7, 7
T v b AR I IR AR Y v—
NEETL &SRV T 4 T V—TFD
Mz WgGEa Iz & ET,

ATvT4

ctsrole-based permissionsfrom
{source-sgt | unknown} to {dest-sgt |
unknown} [ipv4 | ipv6] sgacl-namel
[sgacl-name2 [sgacl-name3 ...]]]

1

Device (config) # cts role-based
permissions from 3 to 5 SRB3 SRB5

EETEX=2 VT 4 Zv—7 (SGT)
st X 2 VT 0 7 v—7 (DGT) I
#WHJ 5 SGACL Z#f8E L £,
source-sgt & dest-sgt DOfEFEHIF 1 ~
65533 T9, 7 74/ hTiX, SGACL
ILIPv4 THDH ERBRINET,

«from : %{E7C SGT #H5E L £,

cto: st Xa VT4 SNV —TmIE
Hﬂi‘[./ij‘o

« unknown : SGACL k¥ = U7 ¢

TN—7" (EEITCEITNgE) &5
ETERNAry MO ShE
7T
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tFa T4 HL—TACLKY —0%E |
B scackuo—ozw

avYRFERET7IOI Y BRI

GE) ACS ML ENICH 7 v m—
K& 72 SGACL iRV v —
X, BAEOTFERY —X
D HEEEINET,

ATy 75 |end b Sy % s
{5 F— RZ#&T L. ¥ EXEC £— FIC
ED i—g—o

Device (config) # end

SGACL K —D &K«

CiscoTrustSec T /3A A 7 L F oIy )L AAA DRER. RiE— "—hb Ao — X
727>, £ FENCTRIE S 7= Cisco TrustSec SGACL AN U > — & #iFE C& £ 47, Cisco TrustSec
I, A F =T = A AT HFEER L OFFR], SXP, E72ILIP 7 R L AL LT SGT O F-#)
Ty EUTICE S THLWSGT 28354, SGACLARY v —%2F v ra—RLET,

F—U—REHEHALT, Fr~v b 7 AORHELIT—HERRTEET,
cfrom F—U—RFZ2EMT L FA~ Y w7 ZADNT LANFIRSNET,
ctoF—U—RFRZEBTL L, FAl~ M) v 7 ZDITHRERENET,
cfromB LR toF—V— FE2AMT DL, FFaf~ M) v 7 ARKBRERINET,

sfromBLPtoF—U— FRBEEINTWBEE., #Frf~ MY v 7 ZA0nE 1 DO®IVINE
REN., details®F— U — FEAEHTx %1, dealsh A1 EN=5HE. 1 2D% /LD SGACL
D ACE BRFERINFET,

SGACL RV v —DFFr[~ U 7 AONEEFRT DHITIE, WOEEEZITTWET,

FE
ARV RFERIETI a3 Y B#J

AT w71 |enable HHE EXEC T— RZAMIc L £,
i NRAT—REANLET FERINZ
Device> enable &) .

R T 72 |show ctsrole-based permissionsdefault |57 4+~ RY 3 —DSGACLD Y & |k
[ipv4 | ipv6 | details] ERRLET,
I

Device# show cts role-based permissions|
default MYDEFAULTSGACL
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| e%2u7490—F ALK S—DBE

gHon—kEhiSGACLKY v—nUTLyia |

AU RFERETOVa Y

B8

ATvT3

show ctsrole-based permissions from
{source-sgt | unknown} to {dest-sgt |
unknown}] [ipv4 | ipv6 | details]

il -
Device# show cts role-based permissions|
from 3

KExLxtx=2V 74 Zv—7 (SGT)
Lsitit® 2 V7 4 7 0—7 (DGT) (2
A9 % SGACL #45E L £,
source-sgt & dest-sgt OEFFHIL 1 ~
65533 T9, 7 74/ N Tid. SGACL
IEXIPv4 ThH D ERBREINET,

« from : %&{EC SGT ZHRE L £,

sto: st X2 VT 4 T N—T R IR
ELET,

s unknown : SGACL 3% = U 7 ¢
TN—7 GREICERITSE) &5
ETERWAT Y MOEH SN E
7

ACS HEIIZH T v a—
K &7z SGACL AR U v—
X, BAOFERY —X
DbHEESNET,

GE)

ATV

exit
1 -

Device# exit

Bt EXEC E— RAEKTLET,

Ayoa—kEhi=SGACLRY2—D T Ly

FIE

aAvY RFERIEFT7II Y

=)

ATy T

enable
1 -

Device> enable

¥i#E EXEC T— FE AL £,
NRAT—REANLET (FERIN=H

/E[\) o

ATy T2

ctsrefresh policy {peer [peer-id] | sgt
[sgt_number | default | unknown]}
{5

Device# cts refresh policy peer
my cisco_ise

FRRET— /=B D SGACLAR Y & —D
BIRFY 7 by v a 2 ST LE TS

. peer-id MEE XN D LA, BEX
NI ETEHRIZ #5248 Y o —72
TRV 7y radiEd, §T
OET RV —%EEHT DHITIL,
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B scacLky s —omEm

tFa T4 HL—TACLKY —0%E |

ARV RFERFTIVaY =)

ID #35E L7\ C Enter 1 L £
TO

« SGT BEDHEEIN TV DHHA.
Z D SGTIZFEST 2R Y o —721F
DY 7y iadEd, 93TD
X2 VT4 TN—T FZT R
V—%U 7Ly 5HITiE, SGT
HZERETTIZ Enter ZH L E
T, TIANVERY =% T Ly
23 AL, default BN L F
T, AR =2V 7Ly ia
T 2I121%. unknown &R L F97,

AT v 73 |exit ¥t EXEC E— REKTLET,
1 -

Device# exit

SGACL /R) & — D% TE 4l

D7 a Tk, SEIFERSGACK R > —DREFZRLET,

: SGACLRY) —DERAD T O —/\LIEERE

WIZ. SGACL RV > —uH % 7 a— S )VZHENCT 502~ L9,

Device> enable
Device# configure terminal
Device (config) # cts role-based enforcement

A3 —T A4 RAH=YDSGACLARY —DEFERDOEHIE

WIZ, A v B —TxA AT EIZSGACL R Y > — DM AN T A0 A2 R LET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernet 1/0/2
Device (config-if) # cts role-based enforcement
Device (config-if)# end
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&S
iy

| E%2UF49L—FACLKY >~
1 : VLAN (=33 5 SGACL KU v—naRoamt [

5l : VLAN [Zxt9 % SGACL KR —DERD AL

&IZ. VLAN T SGACL RV v —D@EHEZANT 2025~ E T,

Device> enable

Device# configure terminal

Device (config)# cts role-based enforcement vlan-list 31-35,41
Device (config) # exit

5] : SGACL E=%—E— FDFHETE

KIZ, SGACL E=H —F— R&RET 62 RLET,

Device> enable

Device# configure terminal

Device (config) # cts role-based monitor enable

Device (config) # cts role-based permissions from 2 to 3 ipv4
Device# show cts role-based permissions from 2 to 3 ipv4

IPv4 Role-based permissions from group 2:sgt2 to group 3:sgt3 (monitored):
denytcpudpicmp-10
Deny IP-00

Device# show cts role-based permissions from 2 to 3 ipv4 details

IPv4 Role-based permissions from group 2:sgt2 to group 3:sgt3 (monitored):
denytcpudpicmp-10
Deny IP-00
Details:
Role-based IP access list denytcpudpicmp-10 (downloaded)
10 deny tcp
20 deny udp
30 deny icmp
Role-based IP access list Permit IP-00 (downloaded)
10 permit ip

Device# show cts role-based counters ipv4

Role-based IPv4 counters

From To SW-Denied HW-Denied SW-Permitt HW Permitt SW-Monitor HW-Monitor
* * 0 0 8 18962 0 0
2 3 0 0 0 0 0 341057

5 : SGACL K') > —DFENFRTE

RIZ, SGACL RV v —% F#EICHRET HHEZ R~ LET,

Device> enable

Device# configure terminal

Device (config)# ip access role allow webtraff
Device (config-rb-acl)# 10 permit tcp dst eq 80
Device (config-rb-acl)# 20 permit tcp dst eq 443
Device (config-rb-acl)# 30 permit icmp
Device (config-rb-acl)# 40 deny ip
( ) #

Device (config-rb-acl exit
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Device (config) # cts role-based permissions from 55 to 66 allow webtraff
Device# show ip access allow_webtraff

Role-based IP access list allow webtraff
10 permit tcp dst eqg www
20 permit tcp dst eqg 443
30 permit icmp
40 deny ip

Device# show cts role-based permissions from 2 to 5

Role-based permissions from group 2 to group 5:
srb2
srbb

{5 : SGACL @ F&hE

WIZ, SGACL RV v —% FEICHEAT 262~ ET,

Device> enable

Device# configure terminal

Device (config) # cts role-based permissions default MYDEFAULTSGACL
Device (config) # cts role-based permissions from 3 to 5 SRB3 SRB5
Device (config) # exit

5 : SGACL 7R > —D KR

WIZ, BxX=2) T4 IA—T3NLEEENTZNT 7 427 DSGACL R »—DFF
W~ b I AONFERRT DHHERLET,

Device> enable
Device# show cts role-based permissions from 3

Role-based permissions from group 3 to group 5:
SRB3
SRB5

Role-based permissions from group 3 to group 7:
SRB4

X2 T4 TIL—TACLIKR) >—DHEEERE
RORIC, =0V 2L CRAT HRIED Y U — A% L OB #Z 7 LET,

NG DOREREIE, FFICHRR SN TWARWRY  BAShY V=R LUEOTXTDY U —ZT
fEATE £,

. Cisco 10S XE Amsterdam 17.2.x (Catalyst9300 X 1 v F) Cisco TrustSec I J 4 XaL—> 3> A K



| e%2u7490—F ALK S—DBE

tHay7s70—T ALKy v—osurE [

Jiy—=x Hae FERETR IR

Cisco I0S XE Everest X2V T4 NV—7 |SGACLZfEH L T, =—W—Lt%655060

16.5.1a ACL RV — V=ADEX2 YT 4 T N—TDEY
YT SNWT, 22—V —RNEITTE
LEMEERIECE £,

Cisco Feature Navigator Z i [ 45 &, 7T v F 74 —ALBILRY T b =T A A= D R—

MEHRZ R TE £9, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [JE5H] 7B 7
7EALET,

Cisco 10S XE Amsterdam 17.2.x (Catalyst9300 X 1 v F) CiscoTrustSec I > 7 4 ¥alL—> 3> HA K .


http://www.cisco.com/go/cfn

tFa T4 HL—TACLKY —0%E |
B cx2v5o0—Fnaky s—omemE

. Cisco 10S XE Amsterdam 17.2.x (Catalyst9300 X 1 v F) Cisco TrustSec I J 4 XaL—> 3> A K



4.
=% =R

Cisco TrustSec SGACL D /\{f 7RALSE Y
T A

Cisco TrustSec EX = VT 4 ZN—T 7 7R 2 ka—)L J A K (SGACL) %, Cisco
StackWise HiffiZ# R — K L TWAD AL v FTONAT_A T T oL R —F LT
7T, ZOHIMZE>TAT— M7 ARITEMEN RIS, A v TFRAE v 7137 7 & A4
= MU ZRE L, BT EET,

« Cisco TrustSec SGACL DA 7 XA 7 U T 1 OREEME (55 2—)

s Cisco TrustSec SGACL D/ A 7 XA Z E U T 4 OFIFIFEIE (55 —)

« Cisco TrustSec SGACL DA 74 Z U7 ¢ ICHT 21FH (56 X—)

» Cisco TrustSec SGACL D NA T XA Z E VT 4 OWgEd (57 ~X—)

» Cisco TrustSec SGACL DA T XA T U 7  OFEICET 5 Z OMOBEEE (59 ~—

V)
* SGACL A T _A T B U T ¢ OWREREIE (59 ~—2)

Cisco TrustSec SGACLD/\1 7RA S E ) T 14 DREMREH

O =a T AT, IROZEERHRE LTWET,

«Cisco TrustSec B L XX =2V F 4 F—7 T 7% A arba— J A+ (SGACL) #
Bz BRAE L T 5,

TR RIFE, AF v 7 ELUTHIET 2L ICTRESN TN D,

c AZy THNDOFTRTDTAA AWNE—/3— a2 D CiscolOSXEY 7 b U =7 #F{TL T
W5,

Cisco TrustSec SGACLD /N1 7RA S E T 14 DOFHIFIEIE

T IT 4T AL v F L AKX A AL v F Ol )5 TRIKHIEENFA L725A. SGACL
DAT—FINVAAL v FF—_"—TRELEH A,
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Cisco TrustSec SGACL D/\f 7RASEY T« |

B ciscoTrustSec SGACL /A F R4 S E U T 4 IZBIT B1EE

Cisco TrustSec SGACLD /N1 7ARA S EY T« IZBHT B1E

¥

Cisco TrustSec ¥ =2 V7 4 FN—7 T A 2> ha—,L JAKM (SGACL) L, Cisco
StackWise HifliZ# V7 R— R L TCWVWB AL v T TONAT XA TV T 4 GEEZ TR —FL T
FT, ZOHEIFICE > TAT— M7 ARTUEMEP RS, A v FAF v 7137 7 & A
T MU ZGSI L, B TEET,

Z DOIEBEZ HENZT 5 Cisco TrustSec [HH DR EILH Y £ A, UL, Cisco I0S XE Denali
1621 DY JV—ZATHR—FENFT,

=R AEOBE

AA O FAE I TIX, AL v 73R =X Db maWMBEEIEN A FFOAAL v T 52T 7T 47
AA v FELTHEY YT, RITEVEBEIAN ZFRFOAAL v FHAX N AL v F L LTHEID
YTET, BEIELIZCLINR—ADAT — T IVAAL v FF—_"—F, AZ A A,
FWRT 7T 4T AA v FITRY | RITESNANLDE WA A FIRENALZ XA A FITR
nET,

EHT =213, VIO AT AT — T v EHT—XOEHE GRAIAEE (CoA) & HIEX
nNad) . FRIGERT XDV 7Ly v allfll, TITATAAL v TFNHAL N, AL v F
R S vET,
AT —=NTNVAAL v F A==, BT 7T 4 TN olo AL v Tk, EHT—F %25
RLTH v vm—RLET, BET—# (ENV-data) L Z— L _X—ZX T 7R a3 ha—L
JUA K (RBACL) IZ. V7L v allNE T+ AECHEGTINERT AL
WOERT =BT VT 4 TAAL v FICF D ra— RENET,
« BB5Ei7 —# (ENV-data) : U 7 L v ¥ oW 72 30H{EIRFIC RBACL 1§# 2 Bif3 3 2 7=
DESeH — "= 2 N TR ESNDAIEET 4 —/V
* Protected Access Credential (PAC) : ¥ =7 b VU 2 (EAP-FAST) ® k> R/ %I
L7 PEBR A BE72 383 E~ 1 b 22 /L Flexible Authentication (FlexAuth; 7 L & 3 7 /L#¥GE) %1%
T DO, A v TF A —k T 4 — X THAEIC—EIZE S5 HRE,

7—/L_X—ZDRY > — (RBACL £721£SGACL) : AA vF EOTRTCOEF2U T4
TN—T%27 (SGT) ~ v BV ORY —EHRTHRENLALEED —LRXR—2DRY
=1 &k,

Y

GE)

AyFTavr P LTHEITINET,

FTNA ZAID £ /RAT — ROFMTHEL &35 Cisco TrustSec 7 VT o v ¥ Vit, 77T 47 A
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| Cisco TrustSec SGACL D/ ZPRASEY T 4
Cisco TrustSec SGACL D/\1 FRAL S E Y F 4 DFER .

Cisco TrustSec SGACL D/\{f 7RA S E ) T 1 DIEE

Cisco TrustSec SGACL /A 7T XA F U T 4 REZMERT DX, TI/T 4T AL v TF ERAH
NA AL F Dl )7 T show ctsrole-based permissions 2~ > RZFE{T L4, a2~ KO
E, WHEDAA v FTRILTHILERH Y 7,

W2, T 7T 47 AA »F T show ctsrole-based permissions =~ > KO HHZ R~ L £,

Device# show cts role-based permissions

IPv4 Role-based permissions default (monitored):
default sgacl-01
Deny IP-00

IPv4 Role-based permissions from group 10:SGT 10 to group 15:SGT 15:
SGACL_3-01

IPv4 Role-based permissions from group 14:SGT 14 to group 15:SGT 15:
multple ace-14

RBACL Monitor All for Dynamic Policies : FALSE

RBACL Monitor All for Configured Policies : FALSE

WIZ, AH /N1 AL T TO show cts role-based permissions =~ > RO I ZR L ET,

Device-stby# show cts role-based permissions

IPv4 Role-based permissions default (monitored):
default sgacl-01
Deny IP-00

IPv4 Role-based permissions from group 10:SGT 10 to group 15:SGT 15:
SGACL 3-01

IPv4 Role-based permissions from group 14:SGT 14 to group 15:SGT 15:
multple ace-14

RBACL Monitor All for Dynamic Policies : FALSE

RBACL Monitor All for Configured Policies : FALSE

AT =R INWVAAL v FF—N_"—1%. TIT 4T AL v FTROa~ > R&EFE(T L THEREAZ TR
L/i‘é—o

KIZ, show ctspacs 2~ > ROl Z R L ET,

Device# show cts pacs

AID: A3B6D4D8353F102346786CF220FF151C
PAC-Info:

PAC-type = Cisco Trustsec

AID: A3B6D4D8353F102346786CF220FF151C

I-ID: CTS_ED 21

A-ID-Info: Identity Services Engine

Credential Lifetime: 17:22:32 IST Mon Mar 14 2016
PAC-Opaque:
000200B80003000100040010A3B6D4D8353F102346786CF220FF151C0006009C00030100E044B2650D8351FD06
F23623C470511E0000001356DEA96C00093A80538898D40F633C368B053200D4C9D2422A7FEB4837EA9DBB89ID1
E51DA4E7B184E66D3D5F2839C11ESFB386936BB85250C61CA0116FDDIA184C6E96593EEAFS5C39BEO08140AFBB19
4EE701A0056600CFF5B12C02DD7ECEAA3CCC8170263669C483BD208052A46C31E39199830F794676842ADEECBB
A30FC4A5A0DEDAY93
Refresh timer is set for 01:00:05

RIZ. show ctsenvironment-data =~ > RO B R L F9,
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Device# show cts environment-data

CTS Environment Data

Current state = COMPLETE

Last status = Successful

Local Device SGT:

SGT tag = 0:Unknown

Server List Info:

Installed list: CTSServerListl-000D, 1 server(s):
*Server: 10.78.105.47, port 1812, A-ID A3B6D4D8353F102346786CF220FF151C
Status = ALIVE
auto-test = FALSE, keywrap-enable = FALSE, idle-time = 60 mins, deadtime = 20 secs

Multicast Group SGT Table:

Security Group Name Table:

0001-45
0-00:Unknown
2-ba:SGT 2
3-00:SGT_3
4-00:SGT_4
5-00:SGT_5
6-00:SGT_6
7-00:SGT_7
8-00:SGT_8
9-00:SGT_9
10-16:SGT_10

|

|

!

Environment Data Lifetime = 3600 secs

Last update time = 14:32:53 IST Mon Mar 14 2016

Env-data expires in 0:00:10:04 (dd:hr:mm:sec)

Env-data refreshes in 0:00:10:04 (dd:hr:mm:sec)

Cache data applied = NONE

State Machine is running

WIZ, AT — KTV AL v F A4 —3—1% D show ctsrole-based permissions =~ > KD H 734
EaRLET,

Device# show cts role-based permissions

IPv4 Role-based permissions default:
default sgacl-01
Deny IP-00

IPv4 Role-based permissions from group 10:SGT 10 to group 15:SGT 15:
SGACL 3-01

IPv4 Role-based permissions from group 14:SGT 14 to group 15:SGT 15:
multple ace-14

RBACL Monitor All for Dynamic Policies : FALSE

RBACL Monitor All for Configured Policies : FALSE
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| Cisco TrustSec SGACL D/\1f ZRASEY T«
Cisco TrustSec SGACL D/\ A 7 R4 5 E 1) 7 R EI-ET 2 znmomess [

Cisco TrustSec SGACLD /N1 7ARA S E ) T 14 DFHFEIZE
I 5 F DD EEF

EpER=
ESPERERS] Y=ZaT7ILEARIL
ZOETHEMAT L a3~ KosgareE | Command Reference (Catalyst 9300 Series Switches)
SCES L OVE FH FIE ORI, [Cisco TrustSec Commands] &7 3 3 V&ML T
TEEWw

SGACL /N1 7 R4 S E T 14 DHEREERE

ROFIZ, ZOEY 22— /L THHTLHED Y V —2B L UOMEEHRZ =~ L E7,
N6 DOBEREIE, FRCHRR SN TWARWRY | BASHY V=R LUEOTXTDY U —XT

EHTEET,

)1)y—Xx HERE B EETEER

Cisco 10S XE Everest SGACL /~1 74 Z ¥ |Cisco TrustSec SGACL /%, Cisco
16.5.1a

T 4 StackWise fffi & % — F LT\ 5 A
A Y FTONAT AT EY T ¢ BERE
ZYHAR—FLTWET, ZOHIMfE-
TAT— M7 V7 RN S,
AA v F AL v 71T 7' AFIET
YU Z5Rfl L, BT ET,

Cisco Feature Navigator #ff 35 &, 7T v b 74— BLOY 7 b =T A A=V DY R—

MEH A #iFE C& £7, Cisco Feature Navigator (2%, http://www.cisco.com/go/cfn [#£5E] 726 7
A LET,
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B,
=% =R

SGTXL 7O FaJLDETE

SGTAiH 71 k2L (SXP) #fEHI A L., CiscoTrustSec D/ — K7 = 7 HiR— R 3R
NI =0 FTNRARAZEFX2 VT 4 T N—T%T (SGT) %#afEC&xEd, ZOFT2—/LT
X, X v FU—2Z DA A 2 FIZ Cisco TrustSec SXP Z X ET D HFIEICONTHHAL £,
CiscoTrustSec L. [EfHTED R Y T =V TRAADRAAL VEWHENTTHZ LIk >TEFxa
T Ay NI EBELET, AL VHNOET AL AZ, ZOETIZL > TRGESNE T,
RAAL NDT A A 7 TOWEIR. BEb, A vyE—VBERE, 7—4 27
VABSIEA I = R L EfAEOEZEX2 )T 0 THRESINET,
X2 VT4 FN—THT (SGT) &7 k=L (SXP) &, CTS #HHR— I 58D
o had 1l D>THY ., AKETIX Cisco TrustSec-SXP & FEOVE J~, Cisco TrustSec-SXP (X, /%
Ty NOX TRIFEERER 72Ny T — 7 T3 ZARRITIP & SGT D31 ROERE R
5, #lfl~7 e b2 TF, Cisco TrustSec-SXP %, IP & SGT DA FEFRy hTU—7 ED
PRERA >V EIBT v T AN — AT NRA ANELET, ZO7avRZED, AL vF,
N—H T AT I —NDEX2 T 4 =R L. TIZERA TN ZANSFE LT A
TUT AT AEREBZD ZENTEET,

« SGT M7 1k 2 )L ORIHESRMLE (61 =—)

« SGT &7 v h a L DOHilFIEH (62 <X—)

« SGT &7 v b 2 /L2 T 5 1EH (62 X—2)

« SGT &ZHa T 11 b AV DFREHE (64 =—)

« SGT &7 v ks 2 /L% ER] (70 ~—)

« SGT a7 11 b )V DEEGDORER (70 _X—)

« SGT &7 v k2 /L ORI (71 X—)

SGT XX 70 O JLDATIRE M
SXP %3 A3 5HIZ, Cisco TrustSec-SGT Over Exchange Protocol (SXP) % v b7 —7 % fifisT.
TOMERHY T, ZORy MU —TIIROFHREERH D £,

» Cisco TrustSec DHEHE & BEAF DL — & TEAHT 5 121%. Cisco TrustSec DEx= VT 4 T A
TUREBEAL TN Z L, L—H B IETEF AT Cisco TrustSec DHEFEN LI GA 1T,
FERNZ, ZDTA B ARFERATAILN—ZIZT VA A R—LENTNDI &,
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B sorxmToraronnsE

*CiscoTrustSec V7 b =7 2T _RTCORy NT—T T, A LETHEITTHZ L,
cTRTORY NIT—T TN AR EHRINLTNWDZ L,

* FREIZIX Cisco Identity Services Engine 1.0 2342 T4, FRFEIZ1E Secure Access Control Server
(ACS) Express Appliance —/S—H i TE £4728, Cisco TrustSec TILT TP ACS
BERED YR — h STV EH A, ACS 5.1 28 Cisco TrustSec-SXP 7 A & > A CTEIEL TW
HT &,

« BB — 2 THEZRDEIC retry open timer =~ REFREL £,

SGTX#E T 0O FaJLDFIFEIE

* Cisco TrustSec ZZ#a~7' 11 b 2 /VITFREEA v ¥ —T7 =2 ATHR—FEINTELT, WA
VH =T oA AT T R— IR THET,

* Cisco IOS XE Everest 16.6.4 LIfED Y ) —ATliE, ¥4 F I v 7 FA M7 kan
(DHCP) AX—E 2 7 WNHEMI 72> T BHE4A. DHCP 2347 v MMI%d % Cisco TrustSec
OWEAIZ, BHARY >—Iltko TS RRAEINET,

SGTXR# 70O b JLICEHT H1EHKR

ZO® 7 a T, SGT AT 1 h a Mz DWW CEA L £,

ST 70O FaJLDIFE

CiscoTrustSec|d, [FHHTEL Ry NT—F TNRAAD RAAL UV EHNLTHZ EIZE->TEFx =
T3y NIT—T BEHELET, RAALCHOET A AL, ZOETIZE > TGRRAESNLE T,
RAALADT A A Y 7 TOWEIL, Kb, A ye—VESERE, 7—4 2 V7
VABSIEA I = AL EfAEOE-EX2 )T 0 THRESINET,

X2 UT 4 S NV—T%27 (SGT) K#a7 o k=) (SXP) %, CiscoTrustSec # VR — F4 %
B OTa haLd15TT, SXPiX, N7y bOZ THIFERERRNAR Yy NU—7 T /81 R
BIRIZIP & SGT DA » ROEFMZFET 5. Hilfl 7 = ~ =/LTF, Cisco TrustSec 1%, )
A BE=T 2 A ATy e T4 V2 ) T LET, T2 RiRA v FEREERRIZ, Cisco TrustSec
RAAL Y (R RRA U FDIPT FLR) IZT 7 BATDHHRA MIEAF I w7 RA Mil#E
7v haj) (DHCP) AX—E VI BIPIPTNNA AN T XU TICLoTT 7 BAT/NA A
TSGTIZEN T b ES, 7278 AFT /34 AL, Cisco TrustSec />— R 7 = 7 xfin i 7105
NA AT, SXPRIETZDT Vv o=y arFqH3AL V RE2RELET, ZRHDT A A
I, BETTDOIP & SGT DAV ROT—T N E/MFELET, 7y ME, X207 7
N—TF T A arba—,L JRKN (SGACL) ZEH+T25Z L2 X Y. Cisco TrustSec />—
R =T HIGT NA AL > THIIA v H =T oA ATT 4N HZ ) 7 & ET, SXPiX, IP
LSGTDARA v FEXy NT—7 EOFBFERA "B T v 7 ARY — A7A4XA£Li
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| seTx#@7nraLnEeE
txayss -7 x5 |}

T, 2O EBRIZELY, AL vF V—F, TrAT VA= NOX=2 T 4 b —ER L,
TIRVATNRAANLEH LIETAT T AT ABRELBZDZ ENTEET,

SGT X, ROV RRA L T FIvigryarybra—i (EAC) 77 AFROWFhn
ZEEHLTHOSTHZ N TEET,

* 802.1X 73[:0‘—‘ ]\/\“»—‘X@%}g\%
* MAC #&FE/3A /XA (MAB)

» Web F&GIE

SXPi%X, T v AR—h 7 hajl LTTCP #H L, ¥z lthd 572912 TCP A— h
64999 2 L %9, SXP L, FBiEE 22T = v 7 1T Message Digest 5 (MD5) Z i L %
9, ZHUTIE, ERSNTE2o0r—LE LT, AV—0— (f=vx=—%) LU RAF— (L
=) BBV FT,

X T4 GIL—TEAXT

X2 T4 ITN—TF T, —BOu—ZEHNYTONDI—EBDI6 By hZ T, 15
Foa—W— TSR EE= T 47T 4 OWHRRAZF L, Cisco TrustSec KA A D AT)
THE T SNET, SXPIX, RAERFICESG LT A AB L2 ——D 7 LTy L%
EHLT, *y hIT—ZIZEATEH Ny heEXa )T 4 70— (SG) THELET,

Z O NA3FEIE, Cisco TrustSec 1 U —27 ~D ANBFIZ Ny » MZE TR Ens 2
EICR VR S nE T, #7ICEkoTry MEIT —# ALK EB LGRS, E¥% =2
TABILOZOMORY) o—EEREH ENET, EXF=2VT 4 Z7V—F %27 (SGT) IZL»
TV RRA Y N T AL RZINT T4 v I BT A NE YT TELDT, xy hT—T~DT
A bha—LRY —OBEHANAREIZ/R Y £7, FAR— MIDIX, A— MIEERFR SN
TREDT Y RARA L FOSGTEA Ny 7T v 7 5D ET,

SGTDEIYHT

Nry bDBXF2 VT 0 T N—T7%7 (SGT) 1%, 737 F) Cisco TrustSec U > 7 TH 7 ff
JENZEE, FRFE—OT U KRSV MR — M TERIEESNZ L &IT, R— F LUV TH|
DETHZENRTEET, BEENT7 Y bOSCT L, ROFETRESILET,

« SGT TH THHT ENT= 7w vMEEEFA— MIERETDE, Xy hOX T3y D
SGT L A ET,

o Ny RSSGT TH AT STV AER, BHETE WA — NMIERBLELE, Ty
FD SGT IFER SN, BT SGT BAR— MIBESNFET,

« NT o MZSGT WNeWa, B 7 SGT IFAR— MIREINET,

SGT #%E|Y BTHRD FIENRYR— I TWET,
«IPM (dotlx. MAB. Web #&zF)
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SeTX# 70 raLoEE |
B sorxTorarozEss

* VLAN & VLAN & SGT O~ v B 7%, fBiEFRB T TIZIP 7 KL A&2EY ¥ ToH
FRGEE AT D U SGT 2t 2RI S NFE T, A A7 ekv AL, = KR
Ao vy arEE=F—L, IP & SGT DA > ROEEF-ITHIEEZ#HE LE T,

«SXP (SGT#at#a~71r kL) Y AF—

SGTX#E T O FaILDERESZE

SO¥v s arTiE, SGTART 0 Fa /L aERET S HEICOWTHHEL £,

FI\1{ X SGT DFEFHRTE

i@ D Cisco TrustSec BNETl, FFE—X—DBT A ANBLREINLI Ny VR, D
TRA AT SGT #EID B TET, WEE—"—lZT7 7B A TE WAL, 35 SGT %
FETHETEE TN, FBREV— =0 D0HF V¥ THN SGT DIEH A, FEITHI Y YT
SGT LV HEHLINET,

TNA AD SGT % FHENCTRET HI2iE. ROEEEZITWET,

FIE
ARV RFERETI Va3 Y BHY
R 7 71 |configureterminal Ja—rOVREE— RERBLET,
fl
Device# configure terminal
ATy F2|ctssgt tag T AMBIEEEND /v FDSGT
Bl - ARELET, tag 518UT 10 ERFLT
Device (config)# cts sgt tag T, FRETE HHPHIT1~65533 T,
ATy 73| exit WEE— FEKTLET,
fi
Device (config) # exit

SXP E7EHDET
W ITDOT A ATSXP E T EEHRARETDHDNLERHY £9, — DT NA AZAE—H—T,

M DOF A T ZAF—I2 0 FET, NAT— NME#EZFEH L TWARESIE. SHTfmr K
IZR C/RAT— REFHL TS 7ZE0,
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\)

sxe erzmozz

6=

TNV EDSXPEETLIPT FLARKEINTE LT, OO SXPEEILT FL AN

FBE SN TWRWEA . Cisco TrustSec Y 7 b = TIIBEFEDOa— AV IP 7 R L A5 SXP ik
G IP 7 RVAZHH L ET, SXPIEEILT R RIX, T35 A5 BME S 545 TCP £5¢
TLIIRRDGERHY 5,

SXP V7 55

FIE

RIET DITIE, ROEEZITVE T,

ARV RFERFTIaY

B8

ATy T

enable
51 -

Device# enable

¥itE EXEC E— FE Az LET,
e NAU—REZASNLET EREN

=58) .

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—_ ) a7 4 Xal—T g
T— FERHIBLET,

ATvT3

cts sxp connection peer peer-ipv4-addr|
sour ce src-ipv4-addr] password {default |
none} mode {local | peer} {speaker |
listener} { vrf vrf-name}

1 -

Device (config) # cts sxp connection peer]
10.10.1.1 password default mode local]
listener

SXP 7 RLU A ERTELET,

F 7L a D source F— T — RIZIX38
[ETCT XA ADIPvA 7 KL AZFEE L
F9, T RLARBES N TN
A BT, T4V FORETLT KL
A (BESINTWDIEE) | 23R —
FOT RLURZEFBEHLET,

password ¥ — 7 — RIZI%, SXP T
AT AU — REHRELET, K
DATarhNHvET,
« default : ctssxp default password =
~V REFEALTRELET 74V
FDOSXP/XAT — REMEALET,

enone: XAU— REEHLZRNWTL
72X,

mode ¥ —VU— FNTiX, VE—hFET 5
NAADOR—VERELET,

elocal : FEELT-FE— Fidu—HLF
NA A BB LET,
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SeTX# 70 raLoEE |

ARV RFERETIVa Y

B8

peer : FREL7CE— RIIET 734
AEZRLET,

espeaker : 77 4/ N DT INA A
DDA Y — I —I272 0 &
7T

o listener : Z DT A A DEEREDOER
W2V A ;=270 £,

FFarowfd—U—FTlE, BT
IZX}9 2% VRE ZfHELE T, T 741
MZF 7 4/ F VRF T,

ATvT4

exit
1 -

Device (config) # exit

Ja—syar74Fal—vay
F— FZf& T L. ¥ EXEC E— FIZ
RO ET,

ATvTh

show cts sxp connections

1

Device# show cts sxp connections

(EE) SXP ez &nr LET,

FIAILEFDSXP/IRRAT— FDERE
F 740 F T, SXPITEER O Yy b T SRR RA U — REEH L EE A,
T 7 H /b SXP RAT — RERET DI, WOEEEZITWET,

FIE

AR NFERERTOVa Y

=)

ATy T

enable
1 -

Device# enable

it EXEC E— FE Az LE T,
¢« NRAT—REASILET (FERX

-5

o

ATv T2

configureterminal

1 -

Device# configure terminal

Jua—N) a7 4 FXal— g

T— FEHBLET,

ATvT3

ctssxp default password [0| 6| 7] password
{5l

Device (config) # cts sxp default
password 0 hello

SXP DT 7 )bk /RAT— R&EREL
9, JIUTTFFARRAU—F (0%
ERTOINT a0 L) £ E
XA —R (6F7Fx 747 v a %k
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T4 D SXPHEETIP T FLADERE .

AU RFERETOVa Y

B8

i) Z AN TEEY, NAV— ROk
REIX32 X5 TY,

ATvT4

exit
1 -

Device (config) # exit

Jr—sL ar T 4 Fal—va
E— FEKT L, FrHE EXEC £— NI
U

o

T74ILEDSXPEETIP7 FLADERTE

SXPIFIEETLIP 7 RLADRE SN2V & Bl TCP 8kt 9XTIZT 7 4/ h DR(ETL IP
T RUVABFEHLET, 774/ FSXPIEREICIPT RLAZHRELTH., BEFD TCP ##i
L EY A,

FTT7 4/ hSXPIEETLIP 7 L RAZRET HITIE., ROEEEITWVET,

FIE

ARV RFERETIVa Y

E:)

&

enable
1 -

Device# enable

HibE EXEC E— RE A% LE,
e NMRAT—KEANLET (FkEhn

58

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR_)L a7 4 F¥alb— g
ET— FEBBLET,

ATvT3

cts sxp default source-ip src-ip-addr

1 -

Device (config) # cts sxp default
source-ip 10.0.1.2

SXP DF 7 4 /)L hOEETLIP 7 KL R
EERELET,

ATvT4

exit
1 -

Device (config) # exit

Ja—sbar7 4 ¥al—vay
E— FZ/T L, FrHE EXEC £— NI
RO ET,

SXP D EI/RABDEE

BTN SXP#E K T DL, WHlA— LV RE Ty X4 ~—RRthSET, NEA—L K
B A== TTHRNCET DEERT 5 & SXPEIFHIM & A ~—2Btt SN E T,
SXP EHIFHIMIZ A ~—0T 7 7 « 7 72, Cisco TrustSec ¥ 7 b U = 7 ILFiRI OB THE L
72SGT~o B = MY ZRFFL, Eh=y MU ZHIBRLET, 7 7 4/L MEIT 120 B
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SeTX# 70 raLoEE |

(24y) TT, SXPHEIFHMZ ORITHRIET D L, XA~—0NT 4 =770, HilEIDEE
oT_Toz M BNHIBRENET,

SXP DRI 2 ZH 4 5121, IROEEZITVET,

FEg
AU RFERET7TIV3 Y B

RTw 71 |enable Kt EXEC E— FZ A LET,
f e NAT—REANLET (FERSh
Device# enable =58 .

AT 72 | configureterminal Ja—\ )L a7 4 ¥z lb—3a
15“ : Tt F‘%B—'ﬁﬁé\biﬁ‘o
Device# configure terminal

R w 73 |ctssxp reconciliation period seconds SXPHEIZRFA~—%EBFLET, T 74
i - VMBI 1208 24)) T, #PHIE 0
Device (config) # cts sxp reconciliation| ~ 64000 TT,
period 360

ATy 74| exit Ja—syar7 4 Xalb—ay
i - ET— R&HT L. FiHE EXEC E— RIC
Device (config) # exit RO ET,

SXP ') bS5 A HARIDERE

SXP U b7 A HWiIZ L > T, Cisco TrustSec ¥ 7 b7 = 7 H SXP ##it & el A T4 A AEFE N %
D F9, SXP N IEF TN SR> T=354A . Cisco TrustSec Y 7 h 7 = 71X SXP Y ~F
AW 5 A ~— DR THRIT, B RBRROMSI 2T LE T, 77 44 MK 120 T,
SXP FRATHIM Z O ISR TET D & X4 A ~—I3 N0 . HIEERITSINETA,

SXP DY 7 A M AZER T HI21E, IROEHXEITHET,

FIE
ARV FERET7IV 3y By

AT w71 |enable ¥iME EXEC E— R& AN LET,
Bl « NRAT—REASLET @ERkEh
Device# enable =88

R 72 |configureterminal Ta— ) ar 7 4 ¥al—g
i - E—RFZBABLET,
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SKP THEBENIIPT KLRESCT Ty EL Y OEEEF % TF v 5100 syslog Ds A% |

AU RFERETOVa Y

B8

Device# configure terminal

ATvT3

ctssxp retry period seconds

1

Device (config)# cts sxp retry period
360

SXPV T4 ZA~—%5EELET,
T 74/ MEX 12080 24y) TY, #i
BHIL 0 ~ 64000 T,

ATV

exit
1 -

Device (config) # exit

Ja—nR)L a7 4 ¥ a2l — g
T— NZ#& T L. F#H EXEC £— NIZ
RO ET,

SXPTEEINZIP7 RLRESGTIVE VI DEREEZX Y TFv T
B1=8D syslog DIERL S i

Ja—sNL a2y 7 4 X a2 b— 3 F— KT assxp log binding-changes =~ > R&RET 5
EVIPT RLRESGT 23 » ROZERE (GBI, HIFR, Z2H) 23347 572N SXP D syslog
(sevSsyslog) DAEMINET, THOLDOEHIISXPHEH CHFEINTEEINET, 774

L MiE, no

cts sxp log binding-changes ¢,

NA T A TDEROUF T oA X—=TMTT D12, ROEEEFITLET,

FIE

ARV RFFEERTIVa Y

=)

ATy T

enable
B -

Device# enable

it EXEC =— RZHI L ET,
s NRAT—REASILET (FERE

-5

o

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 Falb—g v
£ — ]\‘%E:ﬁﬁébi—g«o

ATvT3

cts sxp log binding-changes

1

Device (config) # cts sxp log
binding-changes

IP & SGT DA ROEFEOu X7
PHEMTLUET,

ATvT4

exit
1

Device (config) # exit

Juau—)aryZ7 4 Xal—gy
E— N&/&T L, F#HE EXEC E— NI
U
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SGTX#HTO FIILDRE
B sorximooraromEs

SGT X 70 b )LDEREH!

DR a T, SGT AT v ha DR TEHEZ R LET,

f5] : Cisco TrustSec SXP £ & Uf SXP E 7 E#H D H L

PIFIZ, SXP AL, T34 ZA (RAE—A—) L5341 ZAB (J Z2F—) M
SXP BT HRERET D HFIEOH R LET,

Device# configure terminal

Device (config) # cts sxp enable

Device (config) # cts sxp default password Ciscol23

Device (config) # cts sxp default source-ip 10.10.1.1

Device (config)# cts sxp connection peer 10.20.2.2 password default mode local speaker

LTI, T84 ZAB (U AF—) LTS AA (AE—H—) [HIC SXP &' 7 #fi & ik
ET 2 HEORERLET,

Device# configure terminal

Device (config) # cts sxp enable

Device (config) # cts sxp default password Ciscol23

Device (config)# cts sxp default source-ip 10.20.2.2
( )

#
Device (config) # cts sxp connection peer 10.10.1.1 password default mode local listener

Bl : TIHILEDSXP ISR — REEETIPT7 FLADETE

WIZ, T 74N FDSXP/RAT—REDEETIPT RLRAERET 202 RLET,

Device# configure terminal

Device (config) # cts sxp default password Ciscol23
Device (config) # cts sxp default source-ip 10.20.2.2
Device (config) # end

SGT X T 0 O LDEHDOFER

SXP 1t & T T HITIE, ROTEREEITVET,

avy R EL:y

show cts sxp connections SXP A7 — 4 A LBl BT 2 A A &
/?\‘ Li‘é‘o

show cts sxp connections [brief] SXP A7 —X A LI BET 5 BTG H A £
RLET,
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RIZ. show cts sxp connections 2~ > RO B ZR L ET,

Device# show cts sxp connections

SXP : Enabled
Default Password : Set

Default Source IP : 10.10.1.1
Connection retry open period: 10 secs
Reconcile period : 120 secs

Retry open timer is not running

Peer IP : 10.20.2.2

Source IP : 10.10.1.1

Conn status : On

Conn Version I

Connection mode : SXP Listener
Connection inst# 1

TCP conn fd 1

TCP conn password : default SXP password

Duration since last state change: 0:00:21:25 (dd:hr:mm:sec)
Total num of SXP Connections = 1

IZ. show ctssxp connectionsbrief ==~ > KD FHZ2 R~ L £,

Device# show cts sxp connections brief

SXP : Enabled
Default Password : Set

Default Source IP : Not Set
Connection retry open period: 120 secs
Reconcile period : 120 secs

Retry open timer is not running

Peer IP Source_ IP Conn Status Duration
10.1.3.1 10.1.3.2 On 6:00:09:13 (dd:hr:mm:sec)
Total num of SXP Connections = 1

SGTXR# T O FaJLD#EEERE

ROFIZ, ZOFEY2—/LTuHT 28 EDY U —2ABIUOMERFHRZ R LET,
TN DOEREIE, RSN TWARWRY | BASHY V=R LUEOTXTDY U —XT

EHTE £,
)1y—= HERE P HEIER
Cisco I0S XE Everest SGT &7 m ks =)v SXP %, Cisco TrustSec D/N— K7 =7
16.5.1a PR— BN R Y b T =TT A X
|2 SGT ZfafE L £ 7,

Cisco Feature Navigator ff 35 &, 7T v b 74— BLOY 7 b =T A A=V DY R—
MME# A 3R T& £ 9, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [H5E] 725 7
JEALET,
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SETX#@ 70 raLnEE |
B sorxmTororoneER
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=6~
=% =R

XA YUTF4TIN—TRTOITVETD

Y72y hetvxa T g ZV—TF Z7 (SGT) O~y 7%, f5ELE-Y 7%y FAD
FTRTORARN T RVARIZSGT # R A  RLET, ZOF v B IREITIND L, Cisco
TrustSec I[Z LV | FEEDH TRy MIBT HEEILIP T RUAZFROTLEOEE /T > M
SGT i b E,

* SGT O~ v ¥ 7 OHKFEE (73 ~—)

*SGT D~y B ZIZEAT 2EH (74 X—2)

* SGT O~ v B> T OREFE (76 X—)

* SGT D~ v BV 7 DR (84 ~—)

«SGT D~ v B 7T ORERF (85 _—)

X VT 4 IN—TH T DO~y BT OB (89 ~X—)

SGTDY v EV T DOHFIFIEIE

BTy FESGTDT Y EL S DEHIFEIE
Bl TV T 47 ADIPVAYT T Ry MU =7 2R TE 8 A,

e BT Ry FABEA T KU A, network-map bindingsbindings /X7 A — & 73, $5E L7z
Txy bOV TRy FARZ FOAFEE Y /A& WV, bindings B0DHE, Ex =2V T o
TN—"T%27 (SGT) T/ » RTEFEHA,

e X VT 4T T ha (SXP) AV —H—BILOU A F—RSXPV3UUED R— 3
VEFEITLTWAEEDOR, IPv6 TEER L OUGHERNFEITESNE T,

FIFILRIL—FDSGT Ty EL T D&EIFEIE

T 74N ML — FOREIL, Y7y M0 TOHRZTANGNET, Y73y /0721
Thost-ip DHZ AT HE, DA =V NFRENET,
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tFAUTAIN—TEIDIVELTORE |
B scro~oc sy s

Device (config) #cts role-based sgt-map 0.0.0.0 sgt 1000
Default route configuration is not supported for host ip

SGTDO~ v EVJICET BIEH

TR arTlE. SGT~ v B r ZICBET AR AEM L9,

IRy FESGTDOYTYETDBE

72y hE SGTDO~ v L ZiE, FBELEZY 72y RNOTRTOARZ T R L ZIZ SGT
Z3A R LET, Cisco TrustSec [TEE /N7 v FDOEEITLIP T RLABRRE LY 7 Xy b
BT 2550y MZSGT ##H LET, 71y MLV SGT 1L, ctsrole-based

sgt-map net_address/prefix sgt sgt_number 7' 2— )L a2 7 4 X a b — gy avy REliA

LTCCLITHEEENET, H—DKRAMI, Z0Oa<wr RTvy 7 EN5AREENRH Y 9,

IPv4 % v hU =27 TiE, EX=2D7 47w bajb (SXP) v3 LD /A= 2 (3 SXPv3
BT Y7 % b O net_address/prefix 2 NV 7 EZF L, T CE EI, SXP DLIFTD
N—=V g Tk, SXP U AT — E7IC Y ZAR— T 20N, 7Ry hOT VT 47 A
HARANNAL U ROy MIEBRL LT,

72 z1E, IPva 7 %y b 192.02.024 1ZIRD X HICHBEENET (RARMT RLAD3I E Yy
cDOH)

e ARA M7 FLZ198.02.1 775 198.02.7 : Z 7 FHF SN T SXP BT I L £,

e Xy FT—ZBIUOTE—FF¥ X M7 FL & 198.02.0 5 L10198.028 : Z 7T Xhn
T LEE A

SXPV3 R/ AR— K TEX DLV T H vy h3A 2 ROEKAERIRT 5H121%, ctssxp mapping
network-map 7 o0 — 3L a7 4 Falb— gy avwr KRR LET,

TRy NN T AT EAEZT 47T, TIT 47 KA RNOERIHY FHA, Zh
HIXSGT A VARV Y a Y BIUSGACLD#EMAIc e —H VTl TEE3, 7 %> & SGT
D=y BTN L > THE T F Sy NI, VA% 2 E72X LA ¥ 3 Cisco TrustSec V
I RETEET,

IPv6 %> b U —7 OFE . SXPv3ILSXPv2 F7/2I1XSXPvI BT IV T Xy " XA T 4 VT %
T AR—FTEER A,

VLAN & SGTDY v EV T DBE

VLAN & SGT O~ v Vo JHEREIZ. B E L7 VLAN WS D %7 » MZ SGT #31 » RL &
I, THE, ROLH>RET, LHY—Fy U —27 05 Cisco TrustSec X fnr v b7 —7
~DOBATEBFIL L ET,
L —DAAF, AV L Rary a—TF, TIE®ARALA L, VPNRED, Cisco
TrustSec ¥fhis TIE 72V 3 VLAN %G DT S, A% R— b+ LET,
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| £EF2UF490—TF25DVELTDRE
LAY 3RESLLE—T A RESETORVELY WIFseTTvEYs) oizE [

T =AY =DV —R— KT RA T3 72 D, VLAN B XN VLAN ACL 28 % v
FNU—2 28T D AR T D P A AR L £ T,

VLAN & SGT @734 > KX, ctsrole-based sgt-map vlan-list 7 e2— 3L 27 4 ¥ aL—v 3
v avy R CRELET,

Cisco TrustSec X A A v F LT, AL v FRAEA v Z—T7 A A (SVI) THHTF— T A
NVLAN [ZEID B THNTEBY, TOAL T TIPT AL ARNT XU TREMTI> T
554, Cisco TrustSec 1%, SVIH 7Ry MZv vy B 7SI TWW5H VLAN EOTXTOT 7
T A TIRHRA MIXFLTIP & SGT D31 o REERTE 7,

T 7T 47 VLAN O A KD IP-SGT /XA T 4 U ZIESXP U A F—|Z 7 AR—hEhF
T, v v B ENT4 VLAN O/3A » RiL VRF ([ZEE ST 57z IP-to-SGT 7 — 7 /L4
AEET, VLAN |Z SVI £7-1F ctsrole-based [2-vrf =i~ R Ty b7 EnNEd,

VLAN & SGT D34 o ROELNAM TR HIRLS . SXP F/2IXCLIARA N a7 4 F 2 b—
arvEDFEOMD Y —ANSLDNA Vv REZITER - T25E1, EHREINNET, XA FD
BEANENIX, 31 > R OEIENENL] B2 v a viT aﬁéhfwi#

LAN3H/EBASA A —T A RESGTOTYELSY (BBIFSGT v v E
V) OE

L3IF-SGT~ v V' 7%, AL 2 A 2 —T7 o4 AR, ROLA 3L 2 H—
T2 A ADWTNND T T 4 v 7IZSGT ZEHFE~ vy B 7/ TEET,

=7 v RR—F

«SVI (VLAN A > Z—7 = A R)

LAV 2LR—FDLAXIVTA L X —T AR

e ho XNV A B —T AR

(SGT 7 Y v=—=3 3 /1 Cisco ISE F£721% Cisco ACS 7 7 & A — _"—M L @I EE SN

%) FEED SGT BB XX =2 VT 4 VNV —T4EIEET 51X, ctsrole-based sgt-map
interface 7o — )L a7 4 X alb—y gy avwr KRR LET,

TATUT AT 4 HR— b~ Y (tsA LV H—T 24 AFEY T E—RKar 74 Fal—
T av) BLOL3IF-SGT 738725 IP & SGT D/NA v REMBE LT 584, IPM BMER SN
F9. IP L SGT DA > ROZFDOMOBEEIT. 5142 FEETOEENES) 27 v a iz
U AN EITWDDERIAGLIZHE > TR S E T,

INA VT AVTEETITZAA) T4«
Cisco TrustSec 1355 2E T T IP-SGT /3 v RY —ABOBE R L E T, =& x0E

SGT i policy { dynamicidentity peer-name | static sgt tag! Cisco Trustsec T-#1 > % — 7:1:/( A
EFE—Ravwr R (TATUTAT A A= ~wovbEY) 2FEHLTA VX —7 A AZHEH
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B 7o+ r—roser

tFAUTAIN—TEIDIVELTORE |

ShEd, BHEOBEIBMLOBERNEFE, Kb/hSW (1) 2»bk& (7) £T kROEEYH T
j—o

1. VLAN : VLAN-SGT = v B> IV NEE SN/ VLAN EORX—E > 7 Eifz ARP X7 v
RIPBHEE SN T 4 7

2. CLI : ctsrole-based sgt-map 7 12— 3L 27 4 Fab— gy a<r KO IP-SGT B %
AL TRESNTZT LA UT 4 7,

3. LA¥3A4vZ—TxA4A: (L3IF) B LIEL3IFSGT~ v B IR T ATV T AT 4
R— RN~ TE2FEHTA1IOUEDA v 2 —T 2 ZAEWDHSAEZEHOFIB gL
MU MRRTEBMENTZANL T 4 T,

4, SXP:SXP BT ML EINTANALA T 4T,

5 IP_ARP : ¥ 7t &N72 ARP /37 » R CTS GV v 7 TSN L& cEE ah:
NA VT 47,

6. LOCAL : EPM &7 34 A T v XU 72X o CFE SNTBAEE AR A NDORA T 4
YT ZDEATDNRA T 4 7 , L2 [IIPM S E SR — D ARP A X —E
VO E o TEBENTHa DR b EENET,

7. INTERNAL : B — OV THREESNZIP T LA EF A ZME D SGT I DONRA T 4
7

FI7A4IL kIL— kD SGT

T3V IN— DX )T 4 I N—T%7 (SGT) 1%, T 74/ +b— M SGT HH %
Elp M CTET,

T 7 F I/ h— NI, BESNTA—FE LWL~ FTHDTED, TAN) Y — hDsE
FerDN— T, TTH Mb— NI, V=T 4 T T—TIVICHRANC Y 2 R ER TV
WHR Yy MU= BRI TV Dy hOfRRICER S E T,

SGTOTYEVITDEHRTEARE

OBV arTiE, SGTV Y B V5B ETHHERLET,

FINA R SGT DFEFEHTE

15 D Cisco TrustSec BIETIL, PRFEV— =BT NS ZANLREINDH /7y NHIZ, D
TNA AT SGT #HI D ¥ TEF, BEE— =27 7 A TE WAL, T 5 SGT %
FERTHRETETE TN, B — =0 0E 0 4 TH SGT DIEH 23, FEyTHD KT
SGT LV HEHLENET,

TNA AD SGT % FETHRET D121, WOEEEITWVET,
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FIE

$IxyreseTovyErsonz [

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device# enable

¥i#E EXEC T=— F&EADIZ L £,
e NMRAT—RKEANLET (FERkEh

58 .

ATvT2

configureterminal

1

Device# configure terminal

Juaua—\)L a7 4 FXal— g
T—FzfnL£7,

ATvT3

cts sgt tag
1 -

Device (config) # cts sgt 1234

Cisco TrustSec ® SXP # A x—7 /LI L
\i j—O

ATvT4

exit
1 -

Device (config) # exit

Ja—nR_) a7 4 F¥al— g
E— N&&T L, F#HE EXEC E— NI
RO FE3,

HIRy hESGTOTYEVYDETE

FIE

ARV RFFERERTIVa Y

=)

&

enable
1 -

Device# enable

H5tE EXEC =— RZHI L ET,
e NRAT—KREANLET FEkEh

=%a

o

ATy T2

configureterminal

1

Device# configure terminal

Ja—N)L a7 4 F¥Falb—g
£ F%%ﬁﬁébi—g«o

ATvT3

cts sxp mapping networ k-map bindings
fAi

Device (config) # cts sxp mapping
network-map 10000

eV T Xy FESGT D~ BT D
BRA MEOFIRZFFRE L ET,
bindings 5[4%1%. SGTIZ/3A > K&
L. SXP Y A F—lx= s AHR— |k
TX5H 7Ry MIPHA NDORK
BEEELET,

« bindings: (0~ 65,535) & 7 # /L
ME 0 GHATENDHEERL) T
‘j‘o
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B soxvresetorvervonE

tFAUTAIN—TEIDIVELTORE |

ARV RFERETIVa Y

B8

ATvT4

ctsrole-based sgt-map ipv4_address/prefix
sgt number
1 -

Device (config) # cts role-based sgt-map
10.10.10.10/29 sgt 1234

(IPv4) CIDR £ TY 7% v b ZIEE
LET,

e BT xy bESGT D~ v B 7%
EXMVETICE, Zoa~vr Ro
nERXEHFHLEST, AT v 72
THRET D3 T 4 7 DU,
7T xy FEORARN T RLAOD
B ETHLIMERHD £3 (>
rO—2, BT a— KRy A b
7 RV A%FRL) , sgtnumber ¥ —
J— R, BELEY TRy FOK
RAR T RLVARCAAL V RT 5
FaUT 4 IN—T ZTHEEL
EJaN

«ipv4_address: R MMf& 10 R
TIPv4 X hT—27 7 RL A%
ELiTO

eprefix: (0~30) *v hU—2 7T
RUANODOE y MEERELE T,

* sgt number : (0 ~ 65,535) ¥ =
VF 4 I N—7%7 (SGT) Hi5%x
BELET,

ATvTh

ctsrole-based sgt-map ipv6_address:: prefix
sgt number
fAil

Device (config) # cts role-based sgt-map
2020::/64 sgt 1234

(IPv6) zam > 16 XKL TH 7 £ > b
RHEELET, 7Ry FESGTO~Y v
By REATVHETICIE, Zoavy
RO no FEXZHEHL £7,
ATy T2THRET /M T 4 T D
B, Y7y b EDOEAN T LA
O ETHLLENRHY £ (Fv b
U—7. . BT e—RE¥xy AT K
L A %&FR<) . sgtnumber F—17 — K
X, HELLEY 7Ry ROKRARNT
RUVRIZNRAL  RTHeF2 VT 4 7
N—"T" BT EEELET,
«ipv6_address: =z 16 #EEFL T
IPv6 v N —2 T KL AZRE
LET,
sprefix : (0~128) F> hU—7 7T
FLANOE Y MIERRELET,
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vian & seTow v Ev gz [

AU RFERETOVa Y

B8

* sgt number : (0 ~ 65,535) ¥ =
V74 JN—F4%27 (SGT) &HH%
BELET,

ATvT6

exit
1 -

Device (config) # exit

Jaua—\)L a7 4 Xal—g
E— FEHKT L, FHE EXEC £— RiZ
B0 x4,

VLAN & SGTDT v EV T DERTE

VLAN-SGT v v V' VT hHRET HIZODE AT 7 a—

« %12 VLAN ®[f U VLAN_ID T TrustSec 7731 % _EIZ VLAN % {Ejk L %9,

U RRA LMD TAT U MTH LT, T74N T — T =A1272% X 51T TrustSec
734 AP VLAN (Z SVI Z1ER L £,

s VLAN F7 7 4 v 712 SGT ## ¥ 2 X 912 TrustSec T34 A RELE T,

* TrustSec T8N ZAD P TNA AT v XU T2 LET,

*« VLAN & SGT O~ v B2 778 TrustSec 7 /3 A TRATHZ L 2R LET,

FIE

AT REREETI VI Y

S

&

enable
51

Device# enable

¥iME EXEC T— F&EAIC L £,

e NMAT—REANLET (TR
nN%48) .

ATvT2

configureterminal

1 :

Device# configure terminal

Jua—) a7 4 Xal—g v
T RFERMLET,

ATvT3

vlan vian_id

51

Device (config)# wvlan 100

TrustSec X7 — 7 = A T34 AT
VLAN 100 Z{ER L. VLAN =27 ¢
Xal—agr ¥ 7E— NG LE
TO

ATvT4

[no] shutdown

B :

Device (config-vlan) # no shutdown

VLANI00Z 7 rtya=27LET,
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tFAUTAIN—TEIDIVELTORE |

ARV FFEREETIVa Yy

S

ATy TH

exit
1 -

Device (config-vlan)# exit

VILANZ > 7 4 X2l —1 gy F—FR
PRRTL, Fa—L a7 40X
L—y gy B—RIZEY 9,

ATvT6

interface type slot/port
{1

Device (config)# interface vlan 100

Ao B —T A AT 4F¥=21b—
vayE—RERBLET,

ATy T1

ip address dlot/port
i -

Device (config-if) # ip address 10.1.1.2
255.0.0.0

VLAN100 DA A » FAREA X —T =
A4 A (SVI) ZRELET,

ATvT8

[no] shutdown

1 -

Device (config-if) # no shutdown

SVI A F—T NI LET,

ATvT9

exit
51

Device (config-if)# exit

VLANA VX —Tx=2A A A7 4Fa
L—yaryE—REKTL, Z7r—n
Nary 7 4 Xal—grET—RIRE
DET,

ATv 710

ctsrole-based sgt-map vlan-list vian_id
sgt sgt_number

1 -

Device (config) # cts role-based sgt-map|
vlan-list 100 sgt 10

FRE L7= SGT #8€ L7z~ VLAN % &
DY TET,

ATvIN

ip devicetracking probe [count count
|delay seconds |interval length ]

1 -

Device (config) # ip device tracking

IPTNRAANT X T oA F—T )b
WLET, 7277 47 KA MPBRIEE
node, TNRALRIIPTNAANT
X T T=TNCRO T R EBE
LT,

e IRARDIPT KL A
e IRA MDD MAC T KL A
* IR A ~ D VLAN

« TN AWK A S EBRHLEZA v
H—T xR

o« IR A hODYREE
FTIT 4 T)

(T 7T 47T

. Cisco 10S XE Amsterdam 17.2.x (Catalyst9300 X 1 v F) Cisco TrustSec I J 4 XaL—> 3> A K



| £EF2UF490—TF25DVELTDRE

B e seTovyEvsnEE [

ARV FFEREETIVa Yy

E:)

IPTNRAA NT X T T—T I
BANES Lz AR A MME, EHF7: ARP 7
B—7C Lo TEMRINET, InEN
BONRDSTRA RNRT—T b
HIBREhE 7,

ATvT12

exit
51

Device (config) # exit

Ja—n) a4 F¥al—g
E—REKRTLET,

ATy 713

show ctsrole-based sgt-map
{ipv4_netaddr | ipv4_netaddr/prefix |
ipv6_netaddr | ipv6_netaddr/prefix |all
[ipv4 |ipv6] |host {ipv4__addr |ipv6_addr
}|summary [ipv4|ipv6 ]

1 -

Device (config) # show cts role-based
sgt-map all

({FE) VLAN L SGTDO~ v B 7%
ForLET,

ATV 714

show ip devicetracking {all | interface|
ip | mac}

1

Device (config) # show ip device
tracking all

(FE) IPT A A N T v 70
VERT —H A LE T,

BIFE SGTOTYELSD

FIE

1 =]

ax e

ARV RFERFTIVaY

=)

ATy 1

enable
1 -

Device# enable

¥itE EXEC E— RE A LET,
e NATU—REZASNLET EREN

=55

o

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
T FEIBLET,

ATvT3

ctsrole-based sgt-map interface type
dlot/port [ security-group name | sgt number
]

SGTIFEESNT=A v HZ—T = A A~
DA ST 74y 7IC@HINET,
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tFAUTAIN—TEIDIVELTORE |

ARV RFERETIVa Y

B8

1

Device (config) # cts role-based sgt-map
interface gigabitEthernet 1/1 sgt 77

« interface type slot/port : i F AT BE7R
A B =T A ADY A MEFERL
\i‘g—(}

e security-group name : SGT X7 U
YRR 2 DT 4 T N—T
441 Cisco ISE F 721X Cisco ACS T
BRESNTHET,

s sgtnumber : (0 ~65,535) , ¥ =
V74 I N—F%7 (SGT) &%k
BELET,

ATvT4

exit
1 -

Device (config) # exit

REE—FEfTLET,

ATvTh

show ctsrole-based sgt-map all
1 -

Device# cts role-based sgt-map all

AT 7 4 ZITHRE ST SGT 23
BTSN Z L AR LET,

N—FDT7HF—XA7DITZIal—+

N=RT 2T X —ANTHHEELZONMEATERWEAIL, F—AMTOY 7 b7
Ralb—varEHEHTIEICAA v FERETEET, Y7 My =2T7HF—X NTOMH%
BRETDHITIE. ROEEEITVET,

FIE

ARV RFERFTIVaY

=)

ATy T

enable
1 -

Device# enable

¥itE EXEC E— FE A LET,
e NMATU—REZASNLET EREN

=56

ATvT2

configureterminal

1

Device# configure terminal

Juau—n)aryZ7 4 xXal—gy
F—FzfmLE7,

ATvT3

ctskeystore emulate

1

Device (config) # cts keystore emulate

N= Rz TF—ARTOMRDYIZF—
ARTOY 7 =T TIal—vay
EHEATHEIICAAL v FERELE
R
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Frrnr—roseTonz [

aAvYRFERET7IOIY BRI
ATy 74 |exit RET—RFEZKRTLET,
1
Device (config) # exit
R T 75 |show keystore X¥—ANTDAT—HALNEERRL
i - T, BESNEMBIIERREINEYE
/1/0

Device# show keystore

FTIOHILRIL— D SGT DERTE

188 BRI

iproute0.000 =2~ REMEH LT, 7/ AT 7 4V hb— ERT TR SN TS =
LERMERLET, £ ThRWEA, 774/ Lb—F (T 74/ FLb— D SGT IZfHE) 11X
R e BG4 5720, 7 A MU V' — FO%EsEiE CPU 245 L £7,

FIE
ARV RFEREET7TIVa Y B &

AT w7 1|enable FiHE EXEC E— R AN LE T,
il - e NAT—RE AN LET (HERSh
Device> enable =5%8) .

R 2 | configureterminal Ja—sN) a4 F¥al—vg

I F—FzfmL 7,

Device# configure terminal

R T 7 3| ctsrole-based sgt-map 0.0.0.0/0 sgt number | 57 )L kb— kD SGT H B4 FRE L
i - 9, AL 0~ 65519 TT,
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B scro~ocsomz

ARV RFERFTIVaY B8

Device (config) # cts role-based sgt-map| GE) o hog_addresg/subnet
0.0.0.0/0 sgt 3 . IPvA 7 KL %
(0.0.0.0/0) F7=iL1Pv6
7 R (0:0:/0) DE
b 5T,

T 7 F /v b — h O
ElX, 7 %> 0T
DHZT AN BIE
TP TRy MORL
C host-ip DA% A ST
HELRDOAE—Y
DERINET,
Device (config) #cts
role-based sgt-map
0.0.0.0 sgt 1000
Default route

configuration is not
supported for host ip

AT w74 |exit Ta— ) a7 4 F¥al— gy
il - T—FEKRTLET,

Device (config) # exit

SGTOT v EVTDHEER

WDt s arTiE, SGT vy o 5+ 5 FiEx s LE T,

HIRy bESGTDT Y EL T DERTEMER

H7 Xy hESGT O~ v B VTOREFREFTT DHIZIE, RO show 2~< 2 ROWTNNE

FEHLET,

avy kR B#Y

show cts sxp connections SXP At —Hh—& U R F—DH & . BEA
TR AR LET,

show cts sxp sgt-map SXP UV A —lcx= 7 AHR—FL7IP & SGT
DNRAVT 4 T ERRLET,

show running-config Y7 xy hESGTOa Y7 fFal— g
av s RRETary 74 ¥al—var 7y
ANNIZHDZ L EMHERLET,
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vian £ seT o v Ev oz [

VLAN & SGTD Y v EV T DFEEE

VLAN & SGT OB EFEREF T HITIT. RO show =2~ REFHLET,

x1:

avok E]:g]

show ip devicetracking VLANDT 757 47 HRARDIPT R AL
BTDHIPT AL AD RN T X TDAT—H
AERRLET,

show ctsrole-based sgt-map IP7 RLAESGT DA v REFRLET,

L3IF & SGT O v EV Y DFEER

L3IF & SGT DR EBWMAEFRT HI121E, IRD show 2~ > REFEHALET,

av Uk B#)
show ctsrole-based sgt-map all TRTOIPT RL AL SGT DA REFR
l./jzj—o

T 74 )L bIL— D SGT DR E R
F 7 3V kb b— F D SGT DR EMEZR

device# show role-based sgt-map all
Active IPv4-SGT Bindings Information

IP Address SGT Source
0.0.0.0/0 3 CLI
11.0.0.0/8 11 CLI
11.0.0.10 1110 CLI
11.1.1.1 1111 CLI
21.0.0.2 212 CLI

IP-SGT Active Bindings Summary

Total number of CLI bindings
Total number of active bindings

o
o »;

SGTDT v EVTDEREH

OB arTiE, SGTOV v L TOREFERLET,
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1

1

TINAL R SGT DFEHHF

tFAUTAIN—TEIDIVELTORE |

F/8A R SGT DEFHRE

YIry

Device# configure terminal
Device (config)# cts sgt 1234
Device (config) # exit

N&ESGTDT Y EV T DERTE

OB, SXPv3 ZE{TLTCWAHT N1 X (Devicel & Device2) MDD IPv4 V7 %> k& SGT
D~y B T ERET HHEERLET,

FRA ZAD SXP A —H—/) A F— TV T HRRELET,

Devicel# configure terminal

Devicel (config) # cts sxp enable

Devicel (config) # cts sxp default source-ip 1.1.1.1

Devicel (config)# cts sxp default password lsyzygyl

Devicel (config)# cts sxp connection peer 2.2.2.2 password default mode local speaker

Device 1 @ SXP U 2 —& LT Device2 R ELE T,

Device?2 (config)# cts sxp enable

Device2 (config) # cts sxp default source-ip 2.2.2.2

Device2 (config)# cts sxp default password lsyzygyl
( ) #

Device2 (config cts sxp connection peer 1.1.1.1 password default mode local listener

Device2 T, SXPEHGNAEMEL TWDH Z L2 MERL T,

Device2# show cts sxp connections brief | include 1.1.1.1
1.1.1.1 2.2.2.2 On 3:22:23:18
(dd:hr:mm:sec)

Y7 Xy U —27 M Device | IZHESIND LR ELET,

Devicel (config) # cts sxp mapping network-map 10000

Devicel (config) # cts role-based sgt-map 10.10.10.0/30 sgt 101
Devicel (config)# cts role-based sgt-map 11.11.11.0/29 sgt 11111
Devicel (config) # cts role-based sgt-map 192.168.1.0/28 sgt 65000

Device 2 C. Devicel B DV 7 %y h& SGT OYLEAZ MR L EI, = 22X,
10.10.10.0/30 7% v b U — 27 JHOHLIEMN 2, 11.11.11.029 %7 % v kU —27 [
DYLIEN 6 H. 192.168.1.0128 7% v N U — 27 FOILIEN 14 HIFFET HLER H
U i—a—o

Device2# show cts sxp sgt-map brief | include 101|11111|65000
IPv4,SGT: <10.10.10.1 , 101>
IPv4,SGT: <10.10.10.2 , 101>
IPv4,SGT: <11.11.11.1 , 11111>
IPv4,SGT: <11.11.11.2 , 11111>
IPv4,SGT: <11.11.11.3 , 11111>
IPv4,SGT: <11.11.11.4 , 11111>
IPv4,SGT: <11.11.11.5 11111>
IPv4,SGT: <11.11.11.6 , 11111>

IPv4,SGT: <192.168.1.1 , 65000>
IPv4,SGT: <192.168.1.2 , 65000>
IPv4,SGT: <192.168.1.3 , 65000>
IPv4,SGT: <192.168.1.4 , 65000>
IPv4,SGT: <192.168.1.5 , 65000>
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Bl: FUERU S ERLI1DORR KT H VAN & SETov v EvvoiE [

IPv4,SGT: <192.168.1.6 , 65000>
IPv4,SGT: <192.168.1.7 , 65000>
IPv4,SGT: <192.168.1.8 , 65000>
IPv4,SGT: <192.168.1.9 , 65000>
IPv4,SGT: <192.168.1.10 , 65000>
IPv4,SGT: <192.168.1.11 , 65000>
IPv4,SGT: <192.168.1.12 , 65000>
IPv4,SGT: <192.168.1.13 , 65000>
IPv4,SGT: <192.168.1.14 , 65000>

6. Device | IR Z R L E T,

Devicel# show cts sxp sgt-map
IP-SGT Mappings expanded:22
There are no IP-SGT Mappings

7. Devicel & Device2 DFREZMRFL, Ju— )L a7 X2l —v3ar £— K
T LET,

Devicel (config)# copy running-config startup-config
Devicel (config) # exit
Device2 (config)# copy running-config startup-config
Device?2 (config) # exit

Bl 70RO ZH LIZ1DDFRA MIXT HVLAN & SGTDO T v

ESD

e

ax e

WOFITIE, H—DKRA MX, 727 EAT/NA A LD VLAN 100 (282 L £9°, TrustSec 7 /3
A ADAA v FAHIEA H—T = A ALVLANIOO DT RKiRA > +DF 7 )V b F—F o =
41270 FF IP7 FLA10.1.1.1) , TrustSecT /31 AL VLAN100 05D 37 Mt F =
V7 4 ZV—7%7 (SGT) 10 Zi#H L £,

1. T7T7E®AF A ZEIZVLAN 100 Z1/EK LE T,

access_device# configure terminal
access_device (config) # vlan 100
access_device (config-vlan)# no shutdown
access_device (config-vlan) # exit
access_device (config) #

2. 77%®AV LI L LT TrustSec T3 ADA v F—T 2 ALRELFET, =
RARA L OT 7 A R—FOFEIX, ZOFTITEAKINET,

access_device (config)# interface gigabitEthernet 6/3
access_device (config-if)# switchport

access_device (config-if) # switchport mode access
access_device (config-if)# switchport access vlan 100

3. TrustSec 7 /34 AIZ VLAN 100 Z1ER L £9°,

TS _device(config)# wvlan 100

TS device(config-vlan)# no shutdown
TS device (config-vlan)# end

TS device#

4., FE1EVLAN100 D7 — b7 =4 & LT SVI Z{ER LET,
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B 5 Anf—rcoBFEseTOT Y EL S DR

&
iy

TS_device(config) # interface vlan 100

TS _device(config-if)# ip address 10.1.1.2 255.0.0.0
TS device(config-if)# no shutdown

TS device(config-if)# end

TS device (config) #

5. VLAN 100 ®DFZ MZtxFa VT4 Z—7F Z27 (SGT) 10 ZE| 0 B TE7,

TS device(config)# cts role-based sgt-map vlan 100 sgt 10

6. TrustSec 7/3A ADIP TNAA AR T XU 7 EAMILET, TRBEIEL TV
HIEEMERLET,

TS _device(config)# ip device tracking
TS device# show ip device tracking all

IP Device Tracking = Enabled

IP Device Tracking Probe Count = 3
IP Device Tracking Probe Interval = 100
IP Address MAC Address Vlan Interface STATE

Total number interfaces enabled: 1
Vl1anl00

7. (EE) = RFA U EINOT 74NV NF— Y oA Zping LET (ZOHITIE,
BRAKIPT KLA10.1.1.1) o SGT 10 73 VLAN 100 DR A MI~<w o B 7 ENT
WHZ EEMRELET,

TS _device# show cts role-based sgt-map all
Active IP-SGT Bindings Information

IP Address SGT Source

10.1.1.1 10 VLAN

IP-SGT Active Bindings Summary

Total number of VLAN bindings = 1
Total number of CLI bindings = 0
Total number of active bindings = 1

Bl : AAR—FTOLIF & SGTOY Y E VT DERTE
WO TIE, TRAATA L II—FRDLAYIA L EZ—T 2 AT, T_XTCDOANINT T 4 v

JIZSGT3INZ TfHF ENDLHIICERELET, ERINTET TRy FOT VT 4 v 7 ART
TIZhhsTWET,

1. A F—TxARAERELET,
Device# configure terminal

Device (config) # interface gigabitEthernet 6/3 sgt 3
Device (config) # exit

2. AVHE—T A RAIERBTDHNT 74 I BNHEUNCH TTFEND T LR L
F9,
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Device# show cts role-based sgt-map all

IP Address SGT Source
15.1.1.15 4 INTERNAL
17.1.1.0/24 3 L3IF
21.1.1.2 4 INTERNAL
31.1.1.0/24 3 L3IF
31.1.1.2 4 INTERNAL
43.1.1.0/24 3 L3IF
49.1.1.0/24 3 L3IF
50.1.1.0/24 3 L3IF
50.1.1.2 4 INTERNAL
51.1.1.1 4 INTERNAL
52.1.1.0/24 3 L3IF
81.1.1.1 5 CLI
102.1.1.1 4 INTERNAL
105.1.1.1 3 L3IF
111.1.1.1 4 INTERNAL

IP-SGT Active Bindings Summary

Total number of CLI bindings =1
Total number of L3IF bindings = 7
Total number of INTERNAL bindings = 7
Total number of active bindings = 15

Bl :N—FDx2T7F—RAFT7DITIal—F

WIZ, Y7 b =T F=A T OEMZRER L OMHRT 502 R LET,

Device# configure terminal

Device (config) # cts keystore emulate

Device (config) # exit

Device#show keystore

No hardware keystore present, using software emulation.

Keystore contains the following records (S=Simple Secret, P=PAC, R=RSA):

Index Type Name
0 S CTS-password
1 P ECFOS5BB8DFAD854E8376DEA4EF6171CFEF

Bl - T84 RJL— D SGT DERTE

Device# configure terminal
Device (config) # cts role-based sgt-map 0.0.0.0/0 sgt 3
Device (config) # exit

X1V TATN—TRITDTYELT DHEEEERE
ROKIZ, ZOFT 22— /L THHATLHEDO Y ) — 2B LOHEERE R LET,

DO, FCHR SN TORWIRY | BASALY U —=RLUEOT~THOY J—XT
fEHTE £,
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B cs2v700—T850vE T OBERE

tFAUTAIN—TEIDIVELTORE |

Jiy—=x Hae FERETR IR

Cisco 10S XE Everest X2 VT4 N—TH | VT Ry hESGT D B 7, $5

16.5.1a Ty ELETH 7Ry FNOTXTORA R
7 RLVARIZSGT #1314 RLET, Z
D<y B TNIITEIND &, Cisco
TrustSec 12 LV, FEEDOH 7Ry MR
THREEILIP T RLRAEROTEDE
1537 M2 SGT i b ET,

Cisco 108 XE Gibraltar T 7 4V hb— KSGT D |7 7 # /)L hb— |k SGT 1%, fREI -

16.11.1 Gak| — hE—FL7RVL— MZSGT # 7

Fr R0 L TES,

CiscoFeature Navigator 35 &, 77 v b 74 —A2BI RNV 7 b =T A A=V DV FR—
MEH %2 1% TX 9, Cisco Feature Navigator |21, http://www.cisco.com/go/cfn [JZFE] 226 T

JEALET,
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5 2

Cisco TrustSec VRF xt /it SGT

Cisco TrustSec VRF %fii~ SGT ¥%6EIL. #FE D Virtual Route Forwarding (VRF) A > A X A L
X2 VT4 IN—=T% 2 (SGT) OZHT' v k=) (SXP) HEfez A FLET,

» VRF-Aware SXP (91 ~<—73)

» Cisco TrustSec VRF %fJi~ SGT D% E ik (92 _—)
» Cisco TrustSec VRF %fit~ SGT D% ER] (93 ~—2)

* Cisco TrustSec VRF %f)is SGT DEEHEIBIE (94 ~—)

VRF-Aware SXP

RN —T 4 T BIOT7 U —F 427 (VRF) @ SXP DFEEET, ¥ED VRF & SXP B¢
/N4 RLET, Cisco TrustSec HNITHHIIC, Fy hT—7 FARuTYBLA¥2FEk
LAY 3D VPNIZH L TELLEESINTEY, T XTOVRFREEINTND Z & &I
BLLTWET,

SXP VRF A R— K, RO XHICF LD ENTEET,
+12>® VRF 21X 1 2D SXP #Efi DA Z /A RTEET,
« 3D VRF NEHET D SXP T F7235E7TIP 7 RUAEFSRREMENH Y 97,

« 150 VRF TF¥ GEIME7Z13HIFR) Sh7/-IP-SGT~ v B> 7%, AU VRE KA A T
DHBEHFTEET, SXPHEHITIR/ARD VREICNAA V RENE~v v BV 2Bt 8
lvo SXP H5#5i 58 VRE TR T L2 WEAIX, £ D VRE D IP-SGT ~ v B 71X SXP (2 & »
TEHINETA,

s VRE ZLIZBEEOT7 FL A 77 I UNRYR—FENTWET, ZDO7-®, VRF RAA
D1 >D SXP £ 3 IPV4 I L OV IPV6 M F D IP-SGT ¥ v ¥ o VB Eaik TE £ 97,

« SXP IZ1X VRF 72V OB L OV IP-SGT = v V' ZHOHIRIZH Y T8 A,
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B cisco Trustsec VRF 555 SGT D& E S %

Cisco TrustSec VRF %t & SGT |

Cisco TrustSec VRF x{/iis SGT D% TE A%

Z D7 v a Tt Cisco TrustSec VRF %}iis SGT D ESFIEIZOW T L,

VRF & L1 2VLAN OE|Y B THETE

FIE

AV RFEEETIa Y

S

&M

enable
1 -

Device> enable

¥ibE EXEC E— REZ A% LE 1,
e NMRAT—RKEANLET (FRkEhn

%a

o

ATy T2

configureterminal

1

Device# configure terminal

Juaua—)L a7 4 Xal— g
£ }“%Eﬁﬁébjﬁ‘aﬂo

ATvT3

interface type number

1

Device (config)# interface vlan 101

AVHE—T 2 A RAEHFREL, £ ¥ —
TxAAAT74F2lb— gy T—
NZBta L ET,

ATV

vrf forwarding vrf-name

1

Device (config-if)# vrf forwarding
vrf-intf

VRF A v AH  AETIMER Y T —
DEAE—T oA AEITT A
H—T = A AZBHEA T F T,

GE) EHA LA —T 2 AT
VRF ZRELR2NWTLEE
A

ATvT5

exit
1 -

Device (config-if)# end

A B =T AT 4 Fal—g
VE—REKTL, Fr—rUL av
TA4FX2lb—valryET—RNIRED T,

ATvT6

ctsrole-based 12-vrf vrfl vlian-list 20
B

Device (config)# cts role-based 12-vrf
vrfl vlan-list 20

LAY 2VLAN ® VRF £ VAKX A%
IR L E7,
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I Cisco TrustSec VRF %1 /i SGT
VR & seTov v EvsnEE

AU RFERETOVa Y =)
ATvw71|end Ja—s ) ar7 4 ¥alb—vay
Bl - T— NZA&T L. K EXEC £— RIC
RYET,
Device (config) # end

VRF & SGTOI VY E VY DRTE

Fg
ARV RFERETI a3 Y B#)

AT 71 |enable KHE EXEC T— REAHT L £T,
5l e MAU—REZANLES (ERkSh

7=5%8) .

Device> enable

R T w 72 | configureterminal Ta—r ) ar7 4 Xal— gy
Bl - T REBALET
Device# configure terminal

AT 7 3 |ctsrole-based sgt-map vrf vrf-name FEE 7= VRF O 34w MZ SGT % 1
{ip4_netaddress| ipv6_netaddress| host | fj 1 %4,
{ip4_address|ip6_address} }] sgt
sgt_number IP-SGT /A > Rid, $8& S 4172 VRF
1 ELIPT RLADZ A FITE > TURS

' NBHIP 7 e haLoN—T g | ZBEE

Device (config) # cts role-based sgt-map| 1¢ 57 IP-SGT @5:%7“11/&:]\7‘7 S
vrf red 10.0.0.3 sgt 23 ET,

RTwF4|end su— L ary 7 4 F¥alb—ig
i - T RZKT L, FFHE EXEC £— FIZ

RO ET,

Device (config) # end

Cisco TrustSec VRF x5 SGT D&% E

ZDE 7 ¥ a T, Cisco TrustSec VRF %)t SGT O EM 2~ L £ 7,

{5l : VRF & L 1 7 2VLAN D&Y ZHTDERTE

Device> enable
Device# configure terminal
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Cisco TrustSec VRF % /it SGT |
B 5 weseTovoesvomE

Device (config) # interface vlan 101

Device (config-if)# vrf forwarding vrf-intf

Device (config-if)# exit

Device (config)# cts role-based 12-vrf vrfl vlan-list 20
Device (config) # end

%] : VRF & SGTOT v EV T DEFE

Device> enable

Device# configure terminal

Device (config) # cts role-based sgt-map vrf red 23.1.1.2 sgt 23
Device (config) # end

Cisco TrustSec VRF X1 /ii: SGT 0D #8E B FE

WOFIZ, ZOFY2a—/LTHlTIHED ) UV — 2B I OEE#EEHREZ R L ET,
IO OBREIZ, FRCHR SN TWARWED , EBAINZY U —XLUBEOTXTOHOY J—RT

fFEHCTEET,

)1)y—Xx HERE HEETEER

Cisco 10S XE Everest Cisco TrustSec VRF %}t~ | Cisco TrustSec VRF xf)i» SGT FEREIX.

16.5.1a SGT SGT SXP 5 & H# 7FED VRF A o A X
AL FLET,

Cisco Feature Navigator Z i35 &L, 7T v 74 —LBLONY 7 b =T A A=Y DHR—
N A #5%E C& £ 97, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [FrE] 725 7
JEALET,
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. 8.
=% =R

PTL T4 YOI RESGTR—XDSXP 7 «
W22y

X2 UTFT 4 SNV—TF%7 (SGT) A7 1 k=)L (SXP) 1. CiscoTrustSec W R— 4%
BEOTa haLd1>TT, SXPiX, N7y bOZ THIFEERRNA Yy NU—7 T /81 R
BIRIZIP & SGT DA » ROIFHZRET 2, $lH 72 h =2 TF, SXPIL, IP & SGT ®
NA Y Rty NU—7 FORBFERA "B T v T AR —LAT N ANELET, 207
BERCLY, AL T —F TrATUA—NADEXF2 YT 4 —ER X, T/ ERAT
NAANGFE L= =T AT T4 T A EREBZDZENTEET,
IPF VT 47 AL SGT N—=AD SXP 7 A VH U v ZHERELHMT 2 L\ 1P & SGT D/ A
VREZIJAR—DNELIZA VAR NTAEXICTANEZ VT TEET, ZOT 4V F Y
X, IP VT 4 v 7 A, SGT. £ E O ST OMAEHLEICE SN TEITTEET,

PV T4 I ALEX2 YT A INV—TH T (SGT) X—ADtFX=2 VT 47T 1

) (SXP) 74 F U T ORIFKIEE (95 X—)

IP 7L T 47 AL SGT X—AD SXP 7 4 VAV v BT HEH (96 2—2)

IPFL T 47 AL SGT X—ADSXP 7 4 NH U T ORESHE (97 2—)

IP LT 47 AL SGT R—ZAD SXP 7 A VAV ZTORERF (102 ~<—)

P FL T 4w 7 AL SGT X—AD SXP 7 4 L H U v 7 O (103 ~=—3)

¢ SXP 7 4 NVH U LT D syslog A vE— (105 2—)

IP LT 47 AL SGT X—ZAD SXP 7 4 V&V 7V OEEBEE (106 ~—3)

PILID4vOREEXTAYTATIL—THS (SGT)
R—Z2DEXa)T4XBETA L)L (SXP) T4I)LA
)T DRIFNEIE

T ITATTNARERZ N TN AOYF 2 VT 4 ZHT 1w Fan (SXP) 7—
BR=ATO, IPEFX2 )T 4 T NV—TH7 (SGT) A ¥ ROAT— k7 L7RFEMIO
ATXAZEYT 4O AR—MIHY EHA,
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PTLIAYIRESCTR—ZRDSXP T LYY |
B rooovoreseTr—z0sx 74 L5y v IS AR

C BEAF OB T SR 7 4 L2, T A N E A L R SRR
*Tm&ﬁﬁ’ﬁbiﬁ TANBE, T ANE BT HRNCT 7 AR~ N EIiEA v
H— b SR A v RIS S EE A,

* Virtual Route Forwarding (VRF) [EHD 7 4 VX U 7 I R— S TE6F, 7 IP
WHEESNT T 4V FIZT A A LEOT_TO VRFICEM SN ET,

« 74 NVHZN—LD SGT X, H—D SGTHEEZD Y A MZ/2 £9, SGT OHEHIX Y F—
FEILTWER A,

PTLIDA4YIRESGTARA—ADSXP 74 ILB Y 2T
B89 5 [EER

M=

IP L7 47 AL SGTXR—ZADSXP 7 4 NVE Y ITHEEA AT AL, IP & SGT DA
VREZIAR—DNERIZA VAR TBREEICTANZ VT TEEST, ZOT 4V
1. IP V7 4 v 7 A, SGT. £I1TFOWGFOMBAEOHICE SN TEITTEET,

X2 VT4 NV—T%7 (SGT) »c#a~7 v s =2/ (SXP) 1%, CiscoTrustSec ¥ H— 15
o7 e hanrol5TT, SXPIX, /N7y hOX FHFHEENR VR Y RU—7 F3A R
BRIZIP & SGT DA ¥ ROIFRZEHET 5. i~ e h=a2 T4, SXPIE, IP & SGT ®
NAV REFRy NU—7 EOFFERA VIO T v T AN —LATR_RA ANELET, 207
BERZLY, AT —F, TrATUA—NADEF2 VT 4P =R, T ERAT
NAANLFER L —Y—T AT T4 T AERELZDENTEET,

IP-to-SGT 7 4 VX U L 728V VAT NIRBONA » RIET ZRIRIZA R — b ET

=7 AR— FT&xFET, SXPHEHR TlL. A > RO T AR— FFEi3A R — FHICHEAE

TETANZ Y TIZHEASNT, A= —FFV AT —DEE L0 E LTHIET ST /31
AT A NEEBRETEET,

WA SXP ¥ibe DA, A —H—F 71TV A F—D T 4 L EZRREIILTNDAENE I MT
HASNWT, EHEo0DOHEICTZ A NERHEAINET, ET7BRAE—I—L U A F—DEEFD
TANEITN—T DO ThHdIEGE., 74NMF ) ZIEXmAFRICEHE S ET,

TUANBIT, BTV —ETR—RF T e— VU EATEET (F_To SXP ¥ksio i
HERE) , EFBBEDBEEL, TANRITAE—F—F 713 A F—ICHHATEET,

T4ILE IL—IL

TNA ZHAT HMENRS D7 4 V2L, O T 4V Z — L aH L TER S ET,
%74w5w—wﬂ\%E@Mﬁﬁ%m7w74y&Xﬁ%ﬁoﬂ4yFKﬁbf£ﬁ¢é
ToUvarEfRELET, AU RE, T4 F N LV TRESNMEE RESNET,
BN RO HIE. T A NZ =)V TIRESNRICT 27 7 a Y isEH I ET,
WL 31 v Ri %%1%577/5/ \ﬁ777/a/iti%777/a/T¢OmKH
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| PILI4 YO RESGTR—ZDSXP T4 LB YT
IPTLT 4y 2ESGTR—ZDSXP 74 Loy vongers [

NA Y RO AR—FNEZFA VR — M, A= —F7ZRV A F =TT 4 LEDBEL
2o TWAEES ., NA LV RIZTZANEAL— ST T4 NVEZ ) T ENET,

TAUNEY A RNTARA L RIL—ABEEENTWARWERIT, 747 XA MIFREINT
WAHF Y v F A — NN — LRETENET, v v TF A= —A BN WNEE, e d D31
vORIIREERICHE R S NET,

SXP 74 LB TDARAT

IP-SGT /XA ¥ FiZ, ROWTNLDOFETT 4 Z ) T ENET,

¢ SGTRX—ADT7 4 V2 Y > SGTEIZHASNT SXP##D IP-SGT /N1 R&E 7 4 VX
Vo7 LET,

P FL T4 TAR—ADT A NEY T P LT 4y 7 AEIZEESNT SXP #D
IP-SGT NA »V RETZ 4 NZ Y T LET,

SGTBIURIP LT A4 v I AR—ZADT 4 )NEZ YT SGTEEIP LT (v 7 AHIZ
HSWT SXP 85 D IP-SGT N1 ' K& 7 4V Z U 7 LET,

T 4 N =, & IP-SGT 31 v Niz@EHA &£,

PTLTAYIRESGTR—ADSXP 74 ILA )T D
REAHE

ZD& s v a v TlE, IP-prefix & SGT-cased D SXP 7 (VX U ¥ 7 O EFIEIZ DN THIB L
7.

SXP 74 LRV R FDERTE

ZOAT T TIE, =ty NERFFTL27 402V A MEERLET, ZhbDr—u
I FFATESNTAS V RERGEL, G SN, v FETuy 7952 L2k > T, IP-SGT
NAVRETZ4NZ) T LET, KA—iL, SGT, IP 7V 7 4 w7 A, 721X SGT & IP
VT 4 7 ADEST OMAEORHIZESNVTRETEET,

T4 NH R BMIEFED IP-SGT /3 v K& T HN0— Ll WGE, T 74/ MEIE
Xy v T A== L RERIITWORWIEY | S 2 RIIRFERRMICES S E T,

Fg
AU RFERIETOIa Y B
RTwvF1 |enable M EXEC E— REFAICLET,
e MATU—REZ AN LET (FkS
NS E)
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B seonss—Jowe

PTLIAYIRESCTR—ZRDSXP T LYY |

ARV FFEREETIVa Yy

S

ATv T2

configureterminal

Ja—) a7 4 F¥al—g
t— F‘%Eﬁﬁébjﬁﬁﬁo

ATvT3

ctssxp filter-list filter-name

Cisco TrustSec 7 A4 /L& U A M ZRE
L, Z4NVZ VRN 7 4¥al—
vary ET—RERRKBLET,

ATvT4

sequence-number permit ipv4
ip-address/prefix deny sgt sgt-value

TA4NEY A NDONL—VERELE
KR

ATvTh

exit

TUNEY ANy 7 4 Xal—3
VE—REKTLT, Fe—ay
T4 F¥Xal—varyE—KRIRDFE
R

ATvT6

ctssxp filter-list filter-name

Cisco TrustSec 7 A4 /L& U A M ZRE
L, Z4NVZ VRN 7 4¥al—
vary E—REBRKBLET,

ATy T17

[sequence-number] deny sgt sgt-value
permit ipv6 ipve-address/prefix

TA4NEY A NDONL—VERELE
KR

ATvT8

exit

TUNVEY ANy T7 4 Xal—3
VE—REKTLT, Fe—ray
T4 F¥al—varyE—RIRDFE
R

ATvT9

ctssxp filter-list filter-name

Cisco TrustSec 7 A4 /L& U A M ZFRE
L, Z4NVZ VRN 7 4X¥al—
vary E—RERRKBLET,

ATy 710

[sequence-number] permit ipv6
ipv6-address/prefix per mit sgt-value
per mit

TA4NEY A NONL—VERELE
KR

ATy INn

end

TA4NAZY A a7 ¥zl —T 3
VE—REKRT L, FHEEXECE— R
IR £9,

SXP 74 LR T IL—TDEKRE

IDOAT 7T, BTy hE1DOODITNV—FZFE LD, TOTN—FITT4NVH VA NE
WHLES, 74NV ITN—T1F, AC—H—IN—TFF ) A= —T L LTEHET
EET, TRTCODAL—D—F7FT_XRTCOVRAF—IZR L7 4 F U A bEEAT 52,
Ta—NVAE—T—DT 4 NETN—TFE3 70—V R F—DT 4 )V Z T N—T %

R LET,
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| PILI4 YO RESGTR—ZDSXP T4 LB YT
Fa—mny2F—Fsa—rnze—n—n7 18 50—70%z [

A\

GE) TA4NEITN—=TWTEFTEHLT4NE) ANMEL1LDETTY,

FIE
ARV EFEREETIVa Y EL:Y
A7y 71 |enable FrkE EXEC E— R AL £ T,
NATU—REANLET (BRS
neLma) .
25w F2 |configureterminal Ja—\)ar74Xalb—vagy

E— FERBLET,

25w F3 |ctssxpfilter-group listener listener-name|SXp 7 4 L % 7 )L—TF DY AF— % 3%
EL, ZANETN—T a7 ¥
L—vary B— FERBLET,

25w 74 |filter filter-list-name T4 NE YR NDOL— L EFRELE
TO

25w S5 |peer ipvd-address ETDOIPT FLAZERELET,

ATvT6 |exit TANE TN =T AT L Fa b=

YaryrE—FREKRTLT, ZJr—)L
a7 4Fal—Ta = RNIREY
iﬁ‘o

RFw 77 |ctssxpfilter-group speaker speaker-name| #%> VLAN 7 7 & 2 F— h CEH
VLAN Z&E L £7,

25w 78 |filter filter-list-name TANF YA M ERELET,
ZFwF9 |peer ipvd-address ETDOIPT FLAZHRELET,
25w 710 |end TANETN—T AT 4 Fal—

vary E— REKT L, R EXEC
T— NIZRED £7,

AO—NI)ILYRF—FH-IZSa—NILAE—H—D T4 I E2FI)L—T
SR

ax ;&

Ja— )Y A F =L T a— VA —h—D T A NEBEITN—TEHRETDHE, VAT —F—
RELIFAE =D —F— ROTXTO SXPHEHOR v 7 ALRICT 4 V2B INVET,
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PTLIAYIRESCTR—ZRDSXP T LYY |
B seovsusvoant

TANETN—TIZT 4 VE YA RNEBINTSHE, Ry 7 ABEREINTND T 4 LF T
ARDEY RBR~NVTRARNY 7 E L TERREINET,

\}

GE)  pear a~wr K, Za—n" LY R )= 70— VA= —DT 4 )VZ T NV—TTHEMHT

TEH AL
FIE
AU REEETIV 3 Y B8
AT w71 |enable e EXEC E— RE AN L £,
e NR2AT—REANLET (FEREh
258) .
R w 72 | configureterminal rua—N)ary7 4 Xalb—g
£ — ]\‘%E:ﬁﬁébi—g«o
R 73 |ctssxp filter-group listener global ra—n_pNY 2R F—DT 4 NE T )—F
filter-list-name ARELET,
T 74 | ctssxp filter-group speaker global T —/N)VAE =T —DT f)VH T )—
filter-list-name FEBELET,
AFw 75 |end Ja—n) ary7 4 X¥al—gy
E— FZ#&T L, %/ EXEC E— NI
R ¥Ed,

SXP 24 ILA ) TDAEMIE

SXP7ANHVANETANEZTN—THRELT-ZIE, 74NV 2) T EHMNIT HHLEN

&) D ij—O
FIE
AR RKFERET7IOIY BRI

AT 71 |enable HEHE EXEC BE— REHDICLET,
e NMRAT—REANLET (BEksh
235%8) .

AT 72 |configure terminal Ta—N)L ar 74 F¥al—ay

T— RZBBLET,
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| PILI4 YO RESGTR—ZDSXP T4 LB YT
TIHIN L=V ERLEF Yy FAF—ILIL—ILDRE .

ARV REEET7IVa Y B

AT 73 |ctssxp filter enable A B —T 2 f R —RA T T L—
hERE L ET

25w 74 |exit Ja—\)y a7 4 Falb—g
E— N&HT L. F#HE EXEC E— FIC
R %9,

R T 75 |show ctssxp filter-list filter_name FORYL ATRESINTNDB T L LF Y A
e, £T74NVHYANDT 4 )VH)L—
e EBIZERRLET,

FIAIPIL—ILEEREF Y Y FF—ILIL—ILDORE

FTT7FNNEEER Yy T A== T, T4 NANF VA NNDEDL—LE B —F L
IP-SGT/ ™A > RIZBAINET, T 74/ FA— RN EBEINTHARWNES. 25O IP-SGT
NA v RIFERESNET,

SETATANZIVAINDTANEY AR a7 4 Fal—2 a3y F—FRT, T7H/ALME
Xy v TFA— A NA— L EERELET,

FIE
ARV RERIFTIaY B#
AT 71 |enable e EXEC E— FEARINC L £,
e NMAT—REANLET (FEREh
=58
A 72 |configureterminal Jsua—/N)barZ4FXalb—vay
ET— F&ERHEBLET,
25w 73 |ctssxp filter-list filter-name Cisco TrustSec 7 /L # U A M &FE L,
TA4NHY AN a7 4 FXalb—a
v E®— RZBBLET,
AT 7 4 | permit ipv4 ip-address/prefix SN L T-BEIT 7 A &2H L
i—a‘o
AT 75 |denyipv6 ipv6-address/prefix K —ET DEE, T BAEBESL
3
A7 76| permitsgtall TRTD SCT ITHIET D /3 > R a7
ﬂ‘bij‘o

Cisco 10S XE Amsterdam 17.2.x (Catalyst9300 X 1 v F) CiscoTrustSec I > 7 4 ¥alL—> 3> HA K .



PTLIAYIRESCTR—ZRDSXP T LYY |
B roiovozeseTr—zosxe 74050 v T OBER

avYRFERET7IOI Y BRI
A7y 77 |end TANEZY AR AT 4 X2l —g
v E— REKT L, FE EXEC E— F
IR £97,

PTLIDAYTRESGTR—RDSXP 74 J)LA Y 5D
% TE

IOk varTE P VT 4y 7 AL SGTR—AD SXP 7 AV F ) T OBRGER 7R L
ij‘o

5l - SXP 74 ILR YR FDETE

Device> enable

Device# configure terminal

Device (config) # cts sxp filter-list filterl

Device (config-filter-list)# permit ipv4 10.1.1.0/24 deny sgt 3 4
Device (config-filter-list)# exit

Device (config)# cts sxp filter-list filter2

Device (config-filter-list)# permit sgt all

Device (config-filter-list)# exit

Device (config)# cts sxp filter-list filter3

Device (config-filter-list)# deny ipv6é 2001:db8::1/64 permit sgt 67
Device (config-filter-list)# end

Bl SXP 74 ILRTIL—TDEHETE

Device> enable

Device# configure terminal

Device (config) # cts sxp filter-group listener groupl

Device (config-filter-group)# filter filterl

Device (config-filter-group)# peer 172.16.0.1 192.168.0.1
Device (config-filter-group) # exit

Device (config) # cts sxp filter-group listener global group2
Device (config) # end

Bl :SXP 24 )LR2Y) T DEHIE

Device> enable

Device# configure terminal

Device (config)# cts sxp filter-enable
Device (config) # end
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| PILI4 YO RESGTR—ZDSXP T4 LB YT

Bl : TIAILERIL—ILERIFEFYYTFA—ILIL—ILD

IPJL D«
TR

Bl : FIOAIFIL—ILERLEFR Yy FA—ILIL—ILDETE .

=JL =

ax &

WIZ, TXTOIPVE B L NIPv6 7 KL AIZKHET 51 REFFA[T 5T 7 4L K
DI VT 47 Z— VAR T Dl R~ LET,
Device (config)# cts sxp filter-list filterl

Device (config-filter-list)# permit ipv4 10.0.0.0/0
Device (config-filter-list)# deny ipvé 2001:db8::1/0

WIZ, T_XCTO SGTIZHET BN > REFHA[T 5T 7 4/ D SGT Vv— /v & 1ERL
THEERLET,

Device (config) # cts sxp filter-list filter_ 1
Device (config-filter-1list)# permit sgt all

WHORESGTR—ADSXP 74 ILBZYHD

RIE Z BT DI, WOa~» FefRLET,

debugctssxpfilter events 2~ > Rik, 74X U A RBIONT 4 V& T —TDOERL, HIBR,
FHICBE S 54 X b 2o 2T A0 ESNE T, Zoa<wr R, 74404
YITTRRAD—ET I a VBT HAR NaeX Yy T TF v T LD B S NET,

Device# debug cts sxp filter events

WIZ, SXP AV =T —D7 4 V5 7 )N—T%FK 7 % show ctssxp filter-group speaker
avr POl ZRLET,

Device# show cts sxp filter-group speaker groupl
Filter-group: groupl
Filter-name: filterl
Peer-list: 172.16.0.1 192.168.0.1

WIZ, SXP A —H—D Y A F— 7 )—"T"%FK7T % show ctssxp filter-group listener
a~vy ROl ERLET,

Device# show cts sxp filter-group listener

Global Listener Filter:
Filter-group: groupl
Filter-name: filterl
Peer-list: 172.16.0.1 192.168.0.1
Filter-group: group2
Filter-name: filterl
Peer-list: 192.0.2.1,

Not configured

198.51.100.1, 203.0.113.1
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PTLIAYIRESCTR—ZRDSXP T LYY |
B rooivozesarr—zosxe 7408y v 0RER

WIZ, SXP AE—H—D 7 4 VZ T )—T T 5 iEHIE &2 o~ 1 5 show ctssxp
filter-group speaker detailed =~ > ROl %R L E£7,

Device# show cts sxp filter-group speaker groupl detailed

Filter-group: groupl
Filter-name: filterl
Filter-rules:

10 deny sgt 30

20 deny prefix 10.1.0.0/16

30 permit sgt 60-100
Peer-list: 172.16.0.1 192.168.0.1

W, BEENTZTRTDOT A NVE T N—F 1T D15 %4 7T 5 show ctssxp
filter-group =~ > ROl Z R L E T,

Device# show cts sxp filter-group
Global Listener Filter: Not configured
Global Speaker Filter: Not configured

Listener Group:
Filter-group: groupl
Filter-name: filterl
Peer-list: 172.16.0.1 192.168.0.1
Filter-group: group2
Filter-name: filterl
Peer-list: 192.0.2.1, 198.51.100.1, 203.0.113.1

Speaker Group:
Filter-group: group3
Filter-name: filterl
Peer-list: 172.16.0.1 192.168.0.13
Filter-group: group2
Filter-name: filterl
Peer-list: 192.0.2.1, 198.51.100.1, 203.0.113.1

WIZ, BESNTZTRTO SXP 7 4 VMK T N—T 2T D5 H %2 £ T 5 show
sxp filter-group detailed =~ > ROHFHIE R L £,

Device# show cts sxp filter-group detailed

Global Listener Filter: Configured
Filter-name: globall
Filter-rules:

10 deny 192.168.0.13/32
20 deny sgt 100-200

Global Speaker Filter: Configured
Filter-name: global2
Filter-rules:

10 deny 192.168.0.13/32
20 deny sgt 100-200

Listener Group:
Filter-group: groupl
Filter-name: filterl
Filter-rules:
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SXP 74 LAY 2T D syslog *vt— .

10 deny sgt 30
20 deny prefix 172.16.0.0/16
30 permit sgt 60-100
Peer-list: 172.16.0.1, 192.168.0.13

Filter-group: group?2
Filter-name: filterl
Filter-rules:
10 deny sgt 30
20 deny prefix 172.16.0.0/16
30 permit sgt 60-100
Peer-list: 192.0.2.1, 198.51.100.1, 203.0.113.1

Speaker Group
Filter-group: group3
Filter-name: filterl
Filter-rules:
10 deny sgt 30
20 deny prefix 172.16.0.0/16
30 permit sgt 60-100
Peer-list: 10.10.10.1, 172.16.0.1, 192.168.0.13

Filter-group: group?2
Filter-name: filterl
Filter-rules:
10 deny sgt 30
20 deny prefix 172.16.0.0/16
30 permit sgt 60-100
Peer-list: 192.0.2.1, 198.51.100.1, 203.0.113.1

SXP 74 LR 1) 2T D syslog * v t—

SXP7 4 VB ) T Dsyslog A ve—IlE, Z4N0Z ) o ZIZHETLIIEIERARV M E
IRT T OIERSINLET,

TAILAIL—)LD syslog A v E—
H—D7 4 NHIEETEHL—NVORREIT 128 TT, B—D7 4 VHIIHESINLTND
T 4 VE =)L DEDIHIBRD 20% BT B2, RO A v E—URAERENET,

CTS SXP filter rules exceed %[ ] threshold. Reached count of [count] out of [max] in
filter [filter-name].

B—D7 4 VAITERESNTWEIL—ILOEIN, 74 Z U A MIHFATESNTNDL—/LDR
KED 95% IZETHE . DA v —UNERINET,

CTS SXP filter rules exceed [ ] threshold. Reached count of [count] out of [max] in
filter [filter-name].

WD A vE—T0, %*@74w&fﬂﬁéhtw~w®ﬁﬁ%ﬂéﬂtw—w®%ﬁﬁmé
L. TN ENL— LV EZ B TE 2 WEAICAERINNET,

Reached maximum filter rules. Could not add new rule in filter [filter-name]
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PTLIAYIRESCTR—ZRDSXP T LYY |

B roiovozeseaTr—zosxe 7418 ) LT ORERE

PTLT 4
TR HE R FE

TAILA)R LD syslog A vE—2
BETEZD T4 NH VA NDORERREIT256 TT, BREINTWNWD T 4L U A SO Z OHF|
FRD 20% HEMT 572N, RO A ve—URNERSNET,

CTS SXP filter rules exceed %[ ] threshold. Reached count of [count] out of [max] in
filter [filter-name].

REIINTWDTZ 4 VHFURNDEDN, FAISNTZT 4 NVF VR NDERKRKED 95% IZET D
L RDAvE—URERESNET,

CTS SXP filter rules exceed %[ ] threshold. Reached count of [count] out of [max]

WKDA S E—IlF, BESNNTWE T A NAEZ Y X NOBPTRI SN T 4 VZ Y 2 NDORKREK
WL, TN ET7 4 V2 ) A RNEZBIMTE WA IZAERINET,

Reached maximum filter count. Could not add new filter

WORESGTR—ADSXP 7 4ILBZYHD

ROFIZ, ZOEY 22— /L THHTLHED Y J —2B L UOMEEERZ =~ L £,

T OBEEIZ, FRCHTR SN TWARWED , EBAINZY U —XLUBEOTXTOY J—RT
fFRCcE £,

J1)y—=x HEE FERETR TR
Cisco I0S XE Everest IPFLT7 47 AELSGT|IP L7 4 w7 AL SGT _X—AD SXP
16.5.1a NR—ZADSXP 7 4 NZ Y |7 4 NZ Y v TEEREIL. B\ IP-SGT /S
7 A ¥ ROPLEMEOMEZ R 5728
DT ANEY T AI =X LR L
ESc I

CiscoFeature Navigator 135 &, I v M7+ —ABLRNY 7 M =T A A=V DV FR—
MME# A 3R T& £ 7, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [HE3E] 725 7
JEALET,
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Cisco TrustSec 7 + —JL @ Flexible
NetFlow T X/ R— ~

* Cisco TrustSec 7 4 —/L R ® Flexible NetFlow =27 AR — bk (107 ~X—7)

Cisco TrustSec 7 1+ —JL K@ Flexible NetFlow T4 X 7R—
~

Cisco TrustSec 7 ¢ —/L K ® Flexible NetFlow =27 A 7x— k Cld. Flexible Netflow (FNF) 7 m—
L =1— RN ® Cisco TrustSec 7 1 —/L K& H R — |~ L. Cisco TrustSec A DAEAED 5 444 7= Bl
EO®E=H— "NTFTTNVa—T 147, BIOREELZXELET,

ZDFY 2 —)LTIL, CiscoTrustSec & FNF DA X T 7 2 a /22T &, NetFlow/3— =
9 7mr— La— KD Cisco TrustSec 7 4 —/V RERE L7 AR— T A HFEZHBALE
bé‘o

Cisco TrustSec 7 + —JL K@ Flexible NetFlow T4 X R— F D&HIFEIE

e FENFL a— R T/ AR—rEND2 X2V T4 7 —F %7 (SGT) fHIX. kDT
AT £9,

KIET DTy NI, BEINTA =T = A ANnE, 0DOSGTIHE & HITZFL
£7,

« XT3y MESGT 2 L TRELET,

¢ IP-SGT/V v 7 7 v 7HIZSGT B ENFERFA, Oy FBRSGTARLTZESH
H720, SGTIZR U Xy FHIZE 2D £/ L)

e 7 — Ll a— N|ZSGT ¥/ N—74%27 (DGT) O7 4 —/L K (F7=1FZd2
DDOELLNDT 4 —)V RIET) NEENDIGAE. MFOMEEZ#EHTX/enE LT
. SGT & DGT T 0 # 3 E L= 7 u—2MER S Ed, 7u— L a— Rigit.
SGTH LUDGT 7 4 —/b R & —FEIZ, FEILIBLOSEEIP 7 RLARE ENDHME
N0 ET,
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Cisco TrustSec 7  —JL KO Flexible NetFlow T4 ZK— + |
. Cisco TrustSec 7 « —JL KO Flexible NetFlow T4 X /~— ~IZE3 2155k

Cisco TrustSec 7 + —JL K@ Flexible NetFlow T4 X R— IZBET 51
R

Flexible NetFlow @ Cisco TrustSec 7 1 —JL K

FNF 7 7 — L 22— RIN® Cisco TrustSec 7 4 —/L K, X{E70 SGT B L U%64E DGT 1, EHH
LB 7u =T AT 0T 4T A EROBEEMTICELEET, Yy NT—7 V=73,
TR, BENFY N2 )V —ZABLOT IV r—va ) =R ED L HITHIAH
LTWEPONWTEE LB CEET, ZOEREMFEHL T, BENREX 2 740K Y
S DERERE L TRIET A0, TZE8ABLOT AU r— 900 VY —2E25RBIC
FELCED Y CH RN TEET,

Cisco TrustSec 7 « —/V RIZAJI/HHJI FNF, =% ¥ A N~V FXx¥ A~ T 7 4 v 7 TH
AR—FSNTHET,

WRDT —TWIZ, Cisco TrustSec D NetFlow /X— 3 9 DREBE T 4 —I)V RE A T &R
LE9, T4, Cisco TrustSec D k{5 IL/58 5 SGT @ FNF 7> 7' L— M T SV E T,

JO0—J4—)LFEA4T B2l
CTS_SRC_GROUP_TAG Cisco TrustSec %13 7t SGT
CTS_DST_GROUP_TAG Cisco TrustSec 465G SGT

FNF 7o —L a— RCTBEFO—#T 25 7 1 —/L RIZMx T, Cisco TrustSec 7 o« — /b R3FXE
ENFET, ROFEEMHAL T, CiscoTrustSec 7@ —47 V=7 hadx—7 4 — )L FEIT
FHF¥—7 44—/ RELTFNF 7r—La— RZBiL, 7y NHOKEET L 55D SGT %
HELET,

match flow cts{source|destination} group-tag =~ > Ki&, ¥—7 1 —/L K & L T Cisco TrustSec
T4V REEETATD, dedTbd7e—La— RUTTHRESNET, ¥—7 14—/ FiZ
7=t T 560 TY, 7 —ld, —EHO—BOEARESNTVWET, Tr—1L
a— K& 7o—F=FZ—CHHATH12E. 1 DU EDOF—T =L RBKEIZRY 4, %E
JC SGT. %656 SGT. F72IXZ DMl FIZFIFFIC match 2~ > RERETE £,

Jao—La— R, 7a—F=H—FCTREIN, 7a—F=H—IA X —T =1 A
ENET, INET—H &2/ AR—bTBI00F, 7o— 2 AR—ZEZREL, 70— F=
2 =L FIGENT 2 0ERH D £97,

Cisco TrustSec 7 1+ —JL K Flexible NetFlow T4 X R— FDEZTEFH %

WD 7> 3 Ti, Cisco TrustSec 7 4 —/L KO FNF =7 AR — b RT3 EXF ¥
ATIZOWTHHALET,
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I Cisco TrustSec 7 «« —JL K Flexible NetFlow T4 X7RK—
7A— La—F®O¥— T4 —JL K& LTO Cisco TrustSec 7 + —J)L FDERTE .

JO— LaA—FkOF— T4 —JL K& LTO Cisco TrustSec 7 1+ —)L FDERTE

FIE
OV RFEREETIVa Y B
AFw 71 |enable Kk EXEC E— REAILE T,
£ e MATU—REZ AN LET (ERS
nemae) .
Device> enable
R wF2 |configureterminal Jua—N)LarJ 4 Xal—iay
. T— FEMALET,
Device# configure terminal
25w 73 |flowrecord record-name FNF 7o — 1l a— REERT I, F
B - TZIZBEAFDFNF 7 10— L o— R AL H
L . FlexibleNetFlow 7 ©#— L 22— K
Device (config) # flow record a7 4 Fal—TgrE— Nafth
cts-record-ipv4 L/357f0
s Zpavy NTIE, o7 a—
La—REZEHETLILHTEE
‘a‘o
R w74 |matchipv4 protocol UrE) 7a—1a—RKOFxF—7 41—
i - JLRELTIPVE 1 b Z#iE L E
—§—O
Device (config-flow-record) # match ipvé
protocol
R w75 | matchipv4 source address (EB) IPVA X EXLT RLRE 7o —
B - La—RKDx—7 4 — )L FELTHRE
LET,
Device (config-flow-record) # match ipv4
source address
RF w6 |matchipv4destination address (L) IPVA BT RL 2% 7 —L
B - A= RFDF—7 4 —/LFELTREL
£
Device (config-flow-record) # match ipv4
destination address
Z w7 |match transport source-port (FFvay) 7e—La—RKOx—
i - 74—/ RELT, FTUAR— &
FERAR—FERELET,
Device (config-flow-record) # match
transport source-port
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Cisco TrustSec 7  —JL KO Flexible NetFlow T4 ZK— + |

. ZA—La—FD*— T 4—JL K& LTOD Cisco TrustSec 7  —JL FDEXTE

ARV FFEREETIVa Yy

S

ATvT8

match transport destination-port

1 -

Device (config-flow-record)# match
transport destination-port

(A7 ay) 7a—La— ROF—
74—/ RELT, FTUAR— I
FeAR— FNERELET,

ATvT9

match flow direction

1 :

Device (config-flow-record) # match flow
direction

(F 7 ay) 7oa—NE=F—X1
HHEEXF—T 44— RELTHEL
7,

ATy 710

match flow cts {source | destination}
group-tag

51

Device (config-flow-record) # match flow
cts source group-tag

Device (config-flow-record) # match flow
cts destination group-tag

FNF 7r—lLa— RHNOLa— KD
F—7 1+ —/)L & LT, Cisco TrustSec
DFERFILIT N—T 2 T F 138w
N—T BT ERELET,

e AN

s BBy FTIE, Ny H—
N DHEE. SGT IZiZ~y
H— LR CEA M S v E
T ERRWVIGAETX, 0 23R
ShET,

* DGT fEIZASIAR—FD
SGACLREITIEIELE R A,

- HiT

s propagate-sgt =2~ > RE7=1X
Cisco TrustSec @D £ H 533 H
NA VB —T = A A L TES
fbsftTind &, SGTIX 01
0 ET,

o BIE/%7r » M T, SGT 721X

DGT (2%t 9% SGACL & iE
IFET UL, DGT i 0 LIgk
DB £,

* SGACL Hi IR — M E 721
VLAN CTHEZL ST b
2y, E£7713 7 v — 3L SGACL
O & b STV 55
A, DGTIEZ 01272 £,
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I Cisco TrustSec 7 «« —JL K Flexible NetFlow T4 X7RK—

NetFlow <> S6T ZD T4 xt— k0@ [

ARV FFEREETIVa Yy

E:)

ATy 7N

end

1 -

Device (config-flow-record) # end

Flexible NetFlow 72— L 22— R @2
TA4FXal—vary EB—REKRTL
T. M EXEC =— FICREY £,

NetFlow TD SGT &N LT YU AR— FDEXRTE
Tu— T AR—F LI, 1 ODFEDOHBBYR— N ENET, BHOLICT— 2 A2y
AR—= b TDHEE. OO0 — 2 AR—FZERELTCT7a— =X —ZEY YT DN
HARH Y F£9,

FIE

ARV KRFERERETY Va3 Y

=)

ATy T

enable
1 -

Device> enable

it EXEC E— FE Az LET,
e MR- KRKEASNLET FREN

-55

o

ATvT2

configureterminal

1 -

Device# configure terminal

Ja—_) a7 4 Xal—T g
E— NEBABLES,

ATvT3

flow exporter exporter-name

1 -

Device (config)# flow exporter
EXPORTER-1

Ju— g AR—FZEERT D, F
I FO 7 — 2 7 AR —H B EE
L T. Flexible NetFlow 7 72— T 7 &
R—HF a7 4Fal—arE—FK
B LET,

ATvT4

destination {ip-address | hostname} [ vrf
vrf-name]

1

Device (config-flow-exporter) #
destination 172.16.10.2

T AR—B DR AT LD IP T R
VAEFIIARA M ERELET,

ATvTh

option cts-sgt-table [timeout seconds]

1

Device (config-flow-exporter) # option
cts-sgt-table timeout 1200

T AR—H D SGT ID-to-name 7 — 7
NAT v a ERBIRLET,

« ZDOF T a Tk, FNFIXSGT
EXa VT4 I N—THiIl~ ¥
> 79 % Cisco TrustSec Beims — &
T—TNET ) AKR—hTEET,
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Cisco TrustSec 7  —JL KO Flexible NetFlow T4 ZK— + |

. Cisco TrustSec 7 « —JL KO Flexible NetFlow T4 X /~— kD& EHI

Cisco TrustSec

avYRFERET7IOI Y BRI
AT v 76 |end Flexible NetFlow 7 2 — =7 AR—HZ =
Bl - Y74 Falb—var T RERTL

T. ¥ EXEC F— RICEY 7,

Device (config-flow-exporter) # end

7 4 —JL E® Flexible NetFlow T4 X 7R— + D% E I

DY 7> 3 T, Cisco TrustSec 7 4 —/L KD FNF = 7 AR — h OREICET A0 277 L
iﬁ‘o

fBl: 2A— La—FDOF¥x— J14—JL K& LTO Cisco TrustSec 7 + —JL KDETE

W OBIE, Cisco TrustSec 7 17— 247 =7 k%, IPv4 Flexible NetFlow 7 & — L 21—
KoFx— 74 =)L L LTRETAHEEZRLET,

Device> enable

Device# configure terminal

Device (config)# flow record cts-record-ipv4

Device (config-flow-record) # match ipv4 protocol

Device (config-flow-record) # match ipv4 source address

Device (config-flow-record) # match ipv4 destination address

Device (config-flow-record) # match transport source-port

Device (config-flow-record) # match transport destination-port

Device (config-flow-record) # match flow direction

Device (config-flow-record) # match flow cts source group-tag

Device (config-flow-record) # match flow cts destination group-tag
( )

Device (config-flow-record) # end

{5 : NetFlow T®D SGTZNDIT Y AR— FDHFE

Cisco TrustSec

KIZ. NetFlow TSGT LD I AR— 2R ETHH 2~ LET,

Device> enable

Device# configure terminal

Device (config) # flow exporter EXPORTER-1

Device (config-flow-exporter)# destination 172.16.10.2

Device (config-flow-exporter) # option cts-sgt-table timeout 1200
Device (config-flow-exporter) # end

7 4 —JL F® Flexible NetFlow T4~ X ~— + DH#EEEFE
WOFIZ, ZOFY 2— /LT T2HEDOY UV —AB LOEEEHREZ R LET,

I DO, FHICHR SN TORWRY |, HBASALY U —=2RLUEOT~THOY J—ZT
EHTE £,
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I Cisco TrustSec 7 «« —JL K Flexible NetFlow T4 X7RK—
Cisco TrustSec 7 1+ —JL I Flexible NetFlow T~ X R— + D&EERERE .

)1)—=x HaE B EETEER

Cisco I0S XE Cisco TrustSec 7 £ —/L | Cisco TrustSec 7 £ —/L K ® Flexible NetFlow T 7

Everest 16.5.1a R @ Flexible NetFlow = | A" — k' Cl&, FNF 7 m—L 22— RN ® Cisco
7 ZR— K TrustSec 7 4 —/V RZ ¥R — L. Cisco TrustSec

HADEEN SN TENEDE=4—, FT T
Va—T 4T BROREEZSELET,

Cisco Feature Navigator # i/l 25 &, 77 v b 74 —LBI RV 7 F 72T A4 A=V DY R—
MEHRZ R TE £9, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [JE5H] 7B 7
7EALET,
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Cisco TrustSec 7  —JL KO Flexible NetFlow T4 ZK— + |
. Cisco TrustSec 7 + —JL KO Flexible NetFlow T~ X 7Kk— b DHEERE FE
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I RRA

IVKRRA 7RIy 3 ayba—
ILDEETE

ZDEY 2—/LTlX, TrustSec R b U —27 TOFEIEB L OO DOT KiIRA L M T R
Syvararhru—i (EAC) DT 7 AFRIZTHOWTHAL £,

eV RKKRA VN T FIvay arybo—LoE (115 2—)

o 5] : Example: 802.1X FBREDXE (116 =—)

o B : MAC ZRFENA SZADEZE (116 2—)

o il Web FFE 7 1 XL DOFE (116 <—3)

« ffi| : Flexible Authentication (FlexAuth; 7 L' % 7 /VERGE) v — 7V AB I ONT = — /L4 —

N—ary 7 4Falb—var (11735—2)

«802.1IX R Ak E—F (117 ~—)

e MEFRIA—T v T 7R (118 X—)

« ] : DHCP AX—E v 7B L ONSGT OFID 4T (118 ~X—)

U RRAUNT RIviay ay ha—LOWEEERE (118 2—)

7 FRFIyLararviiko—)ILOBE

TrustSec * > U —27 TiL, /X7y MIRy NI ~ODANTERSEHTT74nE2 ) T
I FET, TrustSec -2 f\‘J‘/]’/ REREETIX, TrustSec KA A > (> RARA L FDIPT KL
) W T 7B ATAHHRAMIDHCP AX—VE U 7TEBIRIPT AN, A R T oH o JI2L-TT
TEATNAATEX2 YT 4 ZA—7 %7 (SGT) IZBEMITFbNET, 77 EAT A
AT, HEGEEICE B SN D EETTIP & SGT DA U F o v 7T —T )V 24 % TrustSec
N R TSI OT A A2, SXPRRETEDOT Y vm— a3y (N U K) Z%FEL
9, Xy MI, BX2 VT 47— ACLS (SGACL) Z@#MH< 5 Z &1k Y. TrustSec
=R 2T HET A AL S THAITTZ A NEZ ) T ENET,

EE&%J:U#TODK&)@I/ KRRAL N T RIvyary arba— (EAC) 77 BALFK
12X, ROBORH Y £,

* 802. IXT }\/\_x@uhp

* MAC #FE/3A /52 (MAB)
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IVERAYF 7RIy ayay ra—LoEE |
B 5 exeample:sozix RiromE

» Web F8GE (WebAuth)

T _RTOR— b_"—ZFEEL, authentication 2~ R CA R—T I TEET, £T 72T
A — ML TEBNCERET H2MERH Y £5, BHROEIEE— RBRESN, 77747
FANEWT D & R — 7 AB LT = — A — _— I L BEE I, 7= —
WA —N—BIRT 4+ — NNy T = UV AERETHIENTEET, 801X KAk E—
RiZ, 802 1X R—hF T LICH TE D RARA > hDFR A AR ELET,

5] : Example: 802.1X F2EL DX 7E

wIZ, ¥y A —H v bR — N TOEERNZ 802.1x DREF 2~ LE T,

Device> enable

Device# configure terminal

Device (config) # dotlx system-auth-control

Device (config) # interface GigabitEthernet2/1

Device (config-if)# authentication port-control auto
Device (config-if)# dotlx pae authenticator

{5 : MAC EZEE/ N1 /N R DEKTE

MAC FBFE A 73X A (MAB) (% 802.1X % TIEZRWAR A N ET21X 7 T4 7 3 802.1X % A
X—=T M LTeRy T —=2ZIZBMTELLIICLET, MAB A X —7 /LT DHIIC,
802 IX FBFLEZE A R —T WM T HXEEIH D TH A,

WOFHITIE, AR MAB R EDOHIZ R LET,

Device> enable

Device# configure terminal

Device (config) # interface GigabitEthernet2/1

Device (config-if)# authentication port-control auto

Device (config-if) # mab

MAB SBIEDBREDTEMIONTIE, T/ AT AL ADALy T4 Falb—var f
A FEZRL TSN,

Bl : Web Z2EE T O+ DEXTE

Web #BFE7' 1 ¥ 2 (WebAuth) (X, = —HF =2 Web 77 U HFEZFEHL T, 727 R T/A X
@ Cisco I0S Web P — X—#%H T Cisco Secure ACS [ /A o J LT U ¥ VEEETEDL L
T HHDOTT, WebAuth [TMSL L TA x—T I TEET, T, 802.1X £721%X MAB
DEEBFILETIEH Y EHA,

WOFITIX, FHTEY b A —P v b R—  TOERZ WebAuth 3R EDFIZR L
F7,

. Cisco 10S XE Amsterdam 17.2.x (Catalyst9300 X 1 v F) Cisco TrustSec I J 4 XaL—> 3> A K



| T FRsv b 7RIy a0 a0 bA—LORE

K

Flexible Authentication (FlexAuth; 7 L %< J)LER5E) &

— L RABEUT—AA—nN—av T FaL—vay ||

Device (config)# ip http server

Device (config)# ip access-list extended POLICY

Device (config-ext-nacl) # permit udp any any eq bootps
Device (config-ext-nacl)# permit udp any any eq domain
Device (config) # ip admission name HTTP proxy http

Device (config) # fallback profile FALLBACK PROFILE

Device (config-fallback-profile)# ip access-group POLICY in
Device (config-fallback-profile)# ip admission HTTP

Device (config) # interface GigabitEthernet2/1

Device (config-if)# authentication port-control auto

Device (config-if)# authentication fallback FALLBACK PROFILE6500 (config-if)#ip access-group
POLICY in

{5 : Flexible Authentication (FlexAuth; 7 L &< 7 )LEEEE)

4

~

4

3

802.1X 7R X

= ORABEV Tz —IA—/IN—a T4 FXaL—

Flexible Authentication (FlexAuth; 7 L ¥ > 7 /LE8GE) v —747 A (FAS) ZfEHT 25 &, 802.1X,
MAB, 5 & WebAuth FBFEFRAICT 7 B AR — hERETE, 1 2L EOBRES A
TERWGRICT A= NNy I o= U AERRETCEET, 774V DT = — VI —/3—
V=V AIRD LB TT,

* 802. IX:ﬁ“#‘Ff\““;(g)muu
* MAC FJRIE S A 73
* Web #JAE

VA ¥ 2GR LA ¥ 3 OFGERNSHEIZEITSINE T, 2F D, 802.1X & MAB I WebAuth
@ﬁﬁ&:%%éa“é%%?ﬁ% nE9,

WOHITIE, MAB. dotlX £ XX WebAuth DNE TR — 7 A EBELE T,

Device> enable

Device# configure terminal

Device (config) # interface gigabitEthernet 2/1

Device (config-if)# authentication order mab dotlx webauth
Device (config-if)# ~Z

FAS OFEAMIZ DUV, [Flexible Authentication Order, Priority, and Failed Authentication)] % %
L TLSIEE,

N— ML TAFBEOPEE— FERETEET,
« Single Host : 1 5> MAC 7 KL A& FfOA L H—T 2 A RXR—ZADE v g
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IVRRAVr7RIvYavavro—LoEE |
B =mir—70 7062

e MultiHost : I"— F T L ICEHOMACT RL A2 EHSf v A —T 2 AR—ZADE v 3
N2

* Multi Domain : MAC+ K XA > (VLAN) v a v

e Multi Auth : IR— s T L IZEH D MAC 7 FL A& DO MAC X—Z2ADE v g v

EFRIA—T > 7o EX

FRRERTA— 72 T 7 & ARREIL. R— FOFEREOFEITRINC, 7 TAT 2 M ETNNA ANRFR Y b
T—0 T2 BRAERGETEAHLICTH5LDTT, ZOTaEARNFEIL, PXENFA LT Y
T ARNCT AL ANKy NT—Z 127 7R L, YU B MRS ENAARENOH 5T —
NA[REA A—T & X D a— R THAXERHDPXEDT — D) U A THUETT,

5l : DHCP RX—E VI E LU SGTDEY KT

FRRET B AR, TN AFRRENBAELET (R xE. XM v 7 VLANEID 4T
ACLZ 07777 E) , TrustSec % v bV —27 DGE, ¥x=2 VT 4 Z—F %7 (SGT)
IZ CiscoACS Da—H— a7 4 Fal—v g EICB8YTonET, SGTIXZEDT
RARA Y FMBDHCP AX—E U ITEBIRIPTNNA A N T X T AV TTARNT I T v %
FERALTCEEENTZ N T 7 4 v 7L FENET,

WOFITIX, 77 EBATRAL ATDHCP AX—E VT BIVIPT A AT vF T
EHINTLET,
Device> enable
Device# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Device (config) # ip dhcp snooping
Device (config) # ip dhcp snooping vlan 10
Device (config)# no ip dhcp snooping information option
( )

Device (config) # ip device tracking

IVRRAV M7 RIS aray bO—I)LOEEERE
WORIZ, ZOFY 22— /LT 28EDY UV —2 B L OBEEEHRZ R~ L ET,

IO OBREIX, FRCHR SN TWARWEED , BAINZY UV —XUBEOTXTHOY J—RT
fECcE £,
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| TvFRav 7Ry Yay 2y bO—LORE
IVRRAv k7RI avay ra—LouEEE |

Jiy—=x HEEE B EETEER
Cisco I0S XE Everest T RARA 2 M7 K2 v |Cisco TrustSec % v h U —727 Tk, /3
16.5.1a

gy aryhia—i 7w MIty hU—7 ~D ATl
SHAOTT7A4NEY U TENET,
Cisco TrustSec = RiRA o FEREET
X, Cisco TrustSec KA A > (= R
AV FDOIPT RLR) 77 ®AT D
ARA MEIDHCP AX—E 7 EBILOIP
FNRAA RN T X AN TT 7k
AT INA AT SGT IZBEA T HivE
R

Cisco Feature Navigator #ff 35 &, 7T v b 74— BLOY 7 bV =T A A=V DY R—
NMEH A #5E C& £7°, Cisco Feature Navigator (2%, http://www.cisco.com/go/cfn [#£5E] 7226 7
7EALET,
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