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E— SN TCPU LK EESND 2D, CPUMHIERNE L 2D £, .

s RDOPBITE W CPU (F1T ATV ) HHRICRDAREMNH Y £,

| . A AHBINT Y B v TF v
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Wireshark &0 1 k54> [

XY T F by arEARF—TMI LESBAREOTEICLT, PHLARAWET
T4 T DN—A NBNEX A,

T T ANFELEF YT Ty Ry T AL TRy T Ty By v a U EEH)
LT, EHIMTRTEOEFICTHE, XTI+ —~ 2 RAFEITT AT L~V ZAORED ]
TR ENET,

o W CPU SR 2B/ NBICHN 2 5121, ROFNEEZEITLE T,
o BN — M IR L E T,

 —HFMERTINII TA o TRMERA L, ZRIZT 78 A VA MEREHLTL
7ZEV, WL ETARETRWEGEEIE, Wi, 1 v I7A4 Y 74V 2R LE
—a—o

o T A IVHE I —)VITEIZHES> TLTEE W, RN N T 7 4 v 7 HZMEONAT Al REMED B
DRE0/ e ACL Tld/e< . BB ACLEZHHL TR T 74 v 7 XA 7 (IPvAD Fr72
E) EHIRLET,

cTAT RNT T 47 DXy 7T % |Z Wireshark ZFH L TWBHAE, QoS HY v—%

—RICEA LT, Fv 7 Fy T n e ARK T TL2ETEEDO T 7 4 v 7 ZHlRT
HTLEBELTIEZEN,

Xy N XY T T BECHIR E NS oy REBICHEICHIR L 9, capture =
VY RONRFGA—=HIZED WEEETH LN TEET,

s ¥ ¥ 7T v W

s XX T F ¥ INT Ty FOK

c T AN YA X

AV L 745 S A (8
XX T F Xy a I, T ADNRT v ARV AET LA H D

Wireshark (2 X 2@V CPU ARSI OA T U EENR2WHERLET, 25 L2RWA
FAELT=%E., Wireshartk ¥ v v 3 &3 IOEIELF9,

cATTANE L BT D DT T 4 v I BIEFITDRN T LAHI LTV BEAR. HIRA
LTk 7 Frbyiara2FETLET,

s Wireshark f > A ¥ VAT K SEETERTEET, peap 77 A NVFELITF ¥ 7T v
Ny 7y inb/ sy NaeT a— RLTERRTDHT 7T 477 show =< FiE, 1 {HDOA
VABUALLTHY S PENET, L, T T A TICTEDLA LV AZ AT
T,

s BITHDOX v FF R IZEHEM T ONTWAET 7B 2§ Y 2+ (ACL) 284+ 584
. Y7 F Y EHESHLCEFZEALEY, Sy FrE2HESHLRVWEES, AR
DTN D L HIZITED ACL 38| Ehix i SN E 1,

Harsry b xv 77y I}



HBAHRHNTY kv TFy |
. Wireshatk SR EDHA KS4 >

7TV aT 4 AT ~DOEZIARL, CPUEZETVIZHEAT EETT, v 7FFrL—
MR DRGEEIE, Ny 77Xy T F v 2EHTLZ L 2BEOLET,

s RERT7AND peap 7 7 ANNEDO/Rry heT a— KLU TERTDH I LT TL
7ZEW, Y IZ, PCIZ .pcap 7 7 A V% H5ik L PC EC Wireshark 2 517 L £,

c A RNL—2 T ATy NEIRGFET A TEDEE . Wireshark ¥ 7 F ¥ Yut X%
BRLGT D AN 07 AR—ADBFHFRE TH D Z L 2R L T &N,

e Ny FEEAZCITIE, ROSEEEZEEBLET,

e TA TRy hOF XY T F ¥ HIIE, AT OH (FrA 7Ty a rwiEE LN
&) BEALET, CPUIZAMMNLNDLEIE (FRZEHEMTE—F) ThaEe b Foxr
WIFERA LW T 72 &0,

STy N RN T NIMET BEOF ¥ T F X R BEE. AT 0 AL 5
T, FLVE Y 7T ¥ BT BRIy 7 7 &2 U T LTS,

T ITANINy T A XEEH L, ATy BRI TWLEE, Ny 77 HA X
AWML Ty PORKZHS I ERTEET,

ALY —NT 4 RUDTA TRy NEEAL L TRART DA, BF ¥ 7T v H
BT Wireshartk T > a V2L FLTWAZ EEHERLTLIEE N,

e a7 T4 NKIFARMR T 4 NE, TIRA VAN, FHITI TR~y SITTEET,
INHEDEATDOHF LT 4 NVAERETDHE, BHFEOLOEBEEHBZ FT,

N

G¥) a7 7 4)vZiL. CAPWAP ho XV A VB —T =2 A Fx 7
F ¥ RA L FOBEGARA L FE L THALTWAEAZBRE, &
HTY,

X ¥ T T X AHRA L MNEERTHHA. FFEQIAFITEM S ETA, CLITHA ST
DHEEE. ¥ T T v KAV N RTA—FELEDNEF CTEFR TEX E9, Wireshark CLI
T, H—ATONRT A= EICHIRIIH D A, ZHUIFY T TF ¥ A M EERTD
SO E R a~wy ROBERIRLET,

Tﬁﬁhj‘4’/]\%[ﬁ%<ff/\f®/\7% 21k, H—fEzEY £3, @H. :l'\?/l\%:ﬁ)&
NTHZLIZEY, HEHLVLDICEZRZI D ENTEET, 2—F—DOMEGR%LIC
XT-L\ZPﬂ@ﬁLb‘Tﬁ%x FAN, HVMEE EEELET, a2~ Rono gL, ﬂéﬁbb\{ﬁ
DATNZZLEIH 0 FHEAN, N7 A—XOHIBRIZIILETT,

s Wireshark Cix 1 LA EOEEiAR A > NEHRETH I ENTEET, HEEOERF A > b
BT DI, FrLWEAR A o hTa~vy REFBANLET, #hA v N a2dlRd
H120F, a~vr FonoBREMH LET, #iiAA o e LTA ¥ —7 = A Rz
BETEET,

7= & 21X, monitor capturemycap interface GigabitEthernet1/0/1in & A L ¥4, ZZ T,
GigabitEthernet1/0/1 (38R A > T3, A > ¥ —7 =1 A GigabitEthernet1/0/2 & #%f5¢ 3

B 8#RH 7y F X TFY
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wireshark &z osrizsl [

HMEN D DAL, D L 9 IZ AT LE 7 monitor capture mycap interface
GigabitEthernet1/0/2 in

« FATTHUEIE, WTHONRT A= BNUETH D0 RE L E$, Wireshark CLI Tl
sart 2~ REANTLHRNAEE DR T A — X BB EERIIEFTTHZ ENTEET,
start A FEAT L L TRTORBHNT A—Z BT S iz & LIZfRI D 7
Wireshark 23BR%& L £97,

o X ¥ T v IRA 2 NOIERERC 7 7 A VBTFEET D56, Wireshark (37 7 A V& EEX
TEAIMEIDEWRLET, F¥Y T TFYRA L MDOT 7T 4 TALERZ T 7 A VFEET
L34 Wireshark 1ZBEFEDO 7 7 A V% FEX L £,

« ORI 7: stop 2~ > K& 57>, automore E— RIZ q & AJJ LT, Wireshark O v
arEETLET, By va it BN Y Ry 7T v OfiliR e E OIS
WDl EN/o L ZI, BFZHBMNICK T T2 0N TEET, W=7 =R E LTS
By ELFV Y =ART Mo T mE (RS, TA AR T 7 A VE— R TT LD
B) IR TTAZENHY ET,

s Fry 7 ENE ATy MIF Y 7T v DRFZICEREINEYA, 7272L, FryaSnz
WA XDy MEOBBRERINET,

Wireshark % € DRI EH

« Wireshark (%, DNA Advantage # 34T L CTWDHAA v FOHTHR— N THET,

* Wireshark D ¥ ¥ 7'F ¥ 7'mt 22T 500, CPULHENRZYTHY ., +H7RAE
U (D7 £ 1 200MB) WMEHFTRETH D Z & & HEsd LE 3, Wireshark & v 7" F ¥ H D
CPUMEH=IL, B SNTFHFIC 8T 57y O Lo TRV ET, o, —2
L7enry hoBRSNTZT 7 ay (RfFE HBEk, R, £EEOWS) 1ITk-T
HLERY FT,

Wireshark %% D Hl#9FE 18

e Wireshark (X, 7o — 3L X7y K F¥ FF v 2P R—FLTWWEHA,

 Wireshark (X, 77 A VA XL DR 7 7 A VA R L—VOHIRZ R — R LT E
A,

cTITATRFXY T Ty ay THASN TV L7 7 A VEHIRT 2L, v 7 F v
Ty arTH LW 7 A VEERTERLS RV ET, X 7T ¥ SO 7 > b
ETRTEDRET, Fv7F By FEEEHTILERSH D £,

s 77 ANHIRIZ, DT T v adDY A XIZBREINET,
» Wireshark (%85G SPAN iR— R T/ v h Xy I ¥ TEEH A,

s Wireshark IX., ¥ 7T ¥ KA MNIT X v TFINdEEmARA b (o F—T A R)
DOWT DR ENEEE LT D EX Yy T TF v 251k LET, & 20X, BEidhA o NMIBhE

Harsry b xv 77y I}



BARAHIT Y b FeTFr |
. Wireshark % D &|#9FE 18

HFENTNDT N ZART AL ZpBH SIS E T, ¥y 7 F v 2T 51
X, FEHTHESLET,

AR =S Fy Ty T— RIEH 1000pps ZHFH— L, By 7 A7 v 7 E— R
F2Mbps (256 /341 k Xy RTHIE) YV FA—FLET, “HITBIT 74007 L—
FRZOEEEZ D L, Ny MBRPSRAET D AREERH Y £,

XY TFANT I T4 TRBE, FXYTFYRA LV F2ETTHZ LT TEEFA,
» Wireshark % floodblock IC X > T Rur v 7FENH 7y haxy 7 ¥ LEHA,

» Wireshark 7 7 A~ > 7 Tlt, 1 2D ACL (IPv4. IPv6, F 721X MAC) OHNBFHF A INF
9,

« ACL 1 ¥ > 7'} L OY Wireshark (21X A HMED B W FH A, Wireshark Z G T DL, %
WMERENET, F—FEOACLuX JICE o Ty 7Ty N b T 74 v o %
EIeT_RTDO T 7 4 v 7%, Wireshark 2V # A4 L7 F & F 9, Wireshark & BH469 %
AIZ, ACLR XU 7 %I ET /T4 7T HEaBBIOLET, ZhEFETLARNE,
Wireshark D b5 7 4 v 71X ACLRX 7 T 7 4 v 715 ENET,

« @[ UAR—FDPACLIBXORACL Dl FAxFx ¥ 7FrvT5&, 1 2Oa—721FH CPU
WCEE SN E T, DTLS B 51k CAPWAP A v H —T = A& X ¥ 7 F v 95 L., Wik
ENTbDOEETFENTZLDD 2 DD 3 B —7) Wireshark 122415 S#vE 9, DTLS i =1k
CAPWAP N7 7 4 v 7 RS LA Y2 A X —T oA ZA%FX Y 7 F v 5 &ECEHERN
WELET, 37 7 4 VFIFSMNE CAPWAP ~» X —ZEE STV ET,

« Wireshark Z 5% E 7 572 CLI TiX, #E% EXEC E— R L DA FETT HMENH Y
F9, BRIIHES 7TE—RTRETLZT 7V ay (Fx7F v KAV MOEFERLY)

X, ROVICEXECE— RIS ET, T _XTOFEEa~ L RIENVGEN DXL T
1272< . NSF & SSO D F U A TIEA X A A==, FIZR SN TR A,

FALZRIAZALD Wireshark (TH AR — F SN TWET R, ROFIREH Y £,
XX TTF X TANFERRT A NZITYR—FEhERA,
T I TATRF Y TTF ¥ OESCITENTE EEA,
« AT BRTD Y U —R L3RR £,

o« HIBIHIFEN X W BRWEIX v 7 F v BB 22 (termlen0 =2~ > R %% L C auto-more
PR— FDOWRRZHEH L7-) Wireshark £ > 3 2 > Tld, 2y VY — L 213K 0ME
HTERLBRDIGENHY £,

Ty R XX TF XD T ANE L LTONT Yy FEOHFIL, FEIPVAIPVE /37 v M B X
O7 I 7 A Meshie Ty FTEYR—FShEHE A,

s T4 NHEELELTONRTy NEOEHFAIZ, o7 42 L L bIFEHTEERA,

B 8#RH 7y F X TFY
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Koy rxvIrvoress i

INTY Y TF v DHREFE

—

INTY T

ZITEH, ATy PR Y T F Y ORTEICOWVWTIMBALET,

B ExvTFrDEE

)

CE) T 470%x 7 F ¥ EEILELIERBICOR, TITATRIXYTFXYARA L Moy AR—

FIE

ATy I

ATy T2

ATvT3

RTv74

FTEET,

Ny 77 F=RFTTry b T—2 X7 F ¥ 2HHT D10, ROFIEEZETLET,

enable
% -

Device> enable
¥t EXEC E— FZ AN L £,
NAT—=REAALES (FERSOEED)
monitor capture capture-name access-list access-list-name

&1

Device# monitor capture mycap access-list védacl

TIBAVRANERXYy h XYy TFFvyDay7 74 F L LTHEL, T4 — X%y 7T F v %
FELET,

monitor capture capture-name limit duration seconds

1

Device# monitor capture mycap limit duration 1000
T=H— Xy T F Y OHIREZFHE L £,

monitor capture capture-name interface interface-name both

1 -

Device# monitor capture mycap interface GigabitEthernet 0/0/1 both

PR A NBXORry N 7a—FREHEELT, E=4— Fx 7T Y ERELET,

Harsry b xv 77y I}
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B =ci7vshrs—soE=4ussrvsroz

ATy TH

ATvT6

ATy 71

ATvT8

ATvT9

monitor capture capture-name buffer circular size bytes

11 -

Device# monitor capture mycap buffer circular size 10

Ry b T—=2%2%x T TFxT 5Ly 77 2R ELET,
monitor capture capture-name start

&1

Device# monitor capture mycap start
FI7T7497 PUL—=RARL L FTAT Y b T—=FDNRNy T 7 ~OF v TF ¥ &hlln L7,
monitor capture capture-name stop

1 :

Device# monitor capture mycap stop

N7 T749 7 FL—=ARL L NTATy b T—=2D0F ¥ 7 F ¥ 24F1L LET,
monitor capture capture-name export file-location/file-name

11 -

Device# monitor capture mycap export tftp://10.1.88.9/mycap.pcap

DT DIZF Y T TF v SNT2T —F T AR—FLET,

end

51

Device# end

HebE EXEC B— NICEY 7,

XN TFNYEINE=T—EDEZARYGEADTFIURX

FIR

&

XX S F Y EINT Y NTF—EZDE=F ) T AT A BT, IROVEEEFELT
LET, v 7 F vy N7 7 Xy T FvRA 2 bOFM, FIEPICERENET,

enable
B -
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Wireshark D&% E /5% .

Device> enable
it EXEC £— REAMT L ET,
WAV —=Re AN LET (ERSNESHE)

AT w72 show monitor capture capture-buffer-name buffer dump

&1

Device# show monitor capture mycap buffer dump

(EE) ¥x¥7TF¥ "y FO 16 ERY L TBIOEDAZ T —F 2R R LET,
AT w73 show monitor capture capture-buffer-name parameter

1 -

Device# show monitor capture mycap parameter

EE) ¥ 7 F Y 2BET LD -a~v Yy ROV R NERRLET,
AT 74 debug epc capture-point
1 :

Device# debug epc capture-point
UER) Ty b ¥ xTF v RA UV DTNy TEEHLET,
AT 75 debug epc provision
151

Device# debug epc provision
EE) "y b Fx7Fy TueVa=r I OT RNy T EAMCLET,
ATv 76 end
£

Device (config) # end

HikE EXEC E— RIZRE Y £,

Wireshark D% E A%
Wireshark 5% ET 2 121%, ROIEARN 2 FIAEEZFITLET,

1L ¥¥7F¥ RA UV EEHELET,
2. XY TTFAARA L PONRNTA—=F B BIMEITERELET,

Harsry b xv 77y I}




B =77tk roes

BHRAHITY k FrTFr |

3. XX T TN RA L NET VT 4T ERIIET 7T 4 T L ET,
4, REZRo726X% ¥ TFvyRA L MEHIBELET,

v TFv R4V FDESE

ZOFIEOHETIE, EFIZ TN RFXY T TF R A L MeERLET, HEITSUT, ¥
TFXRA L bDOTRTONRT A—H % 150 monitor capture 2~ > R TER T £7,

\}

GE) KT LOFX XY 7Ty AA U b ERET DI, #HEiiARA  FEERL, ¥ 7 FryOHmits

FIE

ATy T

ATy T2

ELT, a7 74NV ERELET,

CAPWAP N> RV T A —T 2 ZAEFEHLTIAYVA XY T T ¥ KA NEEKRT
DA, AT 7 ANEAEERTHLEIIH Y A,

¥ T T Y ARA L FEERT DI ROFIEEZFATLET,

enable
1 -

Device> enable
¥i#E EXEC E— RZAZNZLET,
NAT—REANLET FERINEHE)

monitor capture {capture-name} {interface interface-type interface-id | control-plane} {in |
out | both}

&1

Device# monitor capture mycap interface GigabitEthernetl/0/1 in

Xy IF ¥ RA L FEEZRL, ¥ T F v BA 2 FHBFETT SN TW DGR A v - &+
EL., F¥7Fr0lmEHEELET,

F—U— FOERIIRDO LB TT,

- capture-name : XK T HX ¥ 7T ¥ FA LV FOAHITZEELET (B TIE mycap A S
NTVET) . FYTFYAORIFIXFLUTICLTILES Y, P, T F—R=
7 () OHRBFFAIENET

« (f£E) interfaceinterface-type interface-id : & v 7" F ¥ R A > h BBEAHT DL DA A
VR ERELET (BT GigabitEthernet1/0/1 23MEH STV ET)

G
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FYITFr K1V LDER

FFa T, DAY RAVAB L AT D TIDF ¥ T F v RA v N OEOHERR
AV FPBIORITIA—FTRTCEEETEET, ZNHDONRTA—=FIZONTIE, Frv 7
Fx KAV b RTA=ZOETIZET L FIETHIA SN TES, #EFHOYR— NI,
PR A v M A BB X OHIBRT 27201 bEHTE 7,
interface-type [ZIZROWT IO A T > a v EEH L ET,

* AppGigabitEthernet : Bt > k% AppGigabitEthernet & L CHFE L £,

* GigabitEthernet : #f5t7R 1 > k% GigabitEthernet & L THRE L 7,

evlan : #EiRA > b & VLAN & L CTHRELE T,

GE)

TDAHE =T oA AEGARA N E LTHERT 2581, A1 Y 7T ¥ OHM

AIRETT

« capwap : B A > b % CAPWAP b /L& LCTHREL £,

GE)
DA B =T 2 A AEPERARA L P E LTHERATAIHEE, a7 740V EZE2HEHAT S
ZLETEERA,

« (f£E) control-plane: iR > L Carbe—A7L—CZRELET,
«in | out | both: ¥¥7FFxDHAEHEELET,

A7 w73 monitor capture {capture-name} [match {any | ipv4 any any | ipv6} any any}]

51

Device# monitor capture mycap interface GigabitEthernetl/0/1 in match any
AT VAT LADT 4 NVEEEFRLET,
GE)
a7 T 4 VEMERTE R D720, CAPWAP D R v A B —T = A A Z iR
AV PELTHRTAEAEZOFIEZIATLARANTLEE N,
F—U— ROEKRIFIRD LB TT,
« capture-name : T DX ¥ 7 F ¥ RA > FOLAHIZRE L ET (B TiX mycap 23 &

nNTnEd) .
ematch: 74 VA EZIBELET, EEISNTWIRPIOT 4 VEIZaT 7 4 VETT,
GE)

XX TFARA L MIAT VAT AT 4 VE ET213H AR A PR ERISN TRV
A FNET VT4 TNCTAZLITITEERA, ¥ TF AL "R TTOEL A
7ZLTCRY, 7774 7RI T —%EHEL TV Z L 2R LET,

Cipvd : IP X—=V a4 DT 4 VA ERTELE T,

Harsry b xv 77y I}
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B =77« fq>roEs

cipv6 i IP X—T a6 DT A VE ZIRELET,

A7 74 show monitor capture {capture-name} [ parameter]

B -

Device# show monitor capture mycap parameter
monitor capture mycap interface GigabitEthernetl/0/1 in
monitor capture mycap match any

AT T2TERBLIEX YT T ¥ RA LU M RTA—ZERRL, FX¥TTF¥HRA L M2 ER
LlcZ &R LET,

AT 75 show capwap summary
11 -

Device# show capwap summary
TA Y VA XY TF ¥ DEfEARA b & LTHEMATE S CAPWAP o rLa2RKRLET,

GE)
Zoa<wry NI, VAV LA XTI T X 27T D720 CAPWAP b o RV EERIRA > b
ELTHALTWAEAEICORERLET, BIOED CAPWAP OHlZER L T EEW,

AT 76 show running-config
11 -

Device# show running-config

AN R L ET,
AT 71 copy running-config startup-config

51

Device# copy running-config startup-config

UFE) av 74 FXal—Tay 77 A NVICREEHRGELET,

51
CAPWAP #55i RA o P TR 7 F v AV " EERTHITIIREETLET,

Device# show capwap summary

CAPWAP Tunnels General Statistics:
Number of Capwap Data Tunnels

Number of Capwap Mobility Tunnels =0
Number of Capwap Multicast Tunnels = 0
Name APName Type PhyPortIf Mode McastIf

| II $AHAHINT Y b F v TF v
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eIl |

ca0 AP442b.03a9.6715 data Gi3/0/6 unicast -
Name SrcIP SrcPort DestIP DstPort DtlsEn MTU Xact
CaO0 10.10.14.32 5247 10.10.14.2 38514 No 1449 O

Device# monitor capture mycap interface capwap 0 both
Device# monitor capture mycap file location flash:mycap.pcap
Device# monitor capture mycap file buffer-size 1

Device# monitor capture mycap start

*Aug 20 11:02:21.983: $BUFCAP-6-ENABLE: Capture Point mycap enabled.on

Device# show monitor capture mycap parameter

monitor capture mycap interface capwap 0 in

monitor capture mycap interface capwap 0 out

monitor capture mycap file location flash:mycap.pcap buffer-size 1
Device#
Device# show monitor capture mycap

Status Information for Capture mycap
Target Type:
Interface: CAPWAP,
Ingress:

Egress:

Status : Active
Filter Details:
Capture all packets
Buffer Details:
Buffer Type: LINEAR (default)
File Details:
Associated file name: flash:mycap.pcap
Size of buffer(in MB): 1
Limit Details:
Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)
Packets per second: 0 (no limit)
Packet sampling rate: 0 (no sampling)
Device#
Device# show monitor capture file flash:mycap.pcap
1 0.000000 00:00:00:00:00:00 => 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
2 0.499974 00:00:00:00:00:00 => 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
3 2.000000 00:00:00:00:00:00 -> 3c:ce:73:39:¢c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
4 2.499974 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
5 3.000000 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
6 4.000000 00:00:00:00:00:00 -=> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
7 4.499974 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
8 5.000000 00:00:00:00:00:00 -=> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
9 5.499974 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
10 6.000000 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
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11 8.000000 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
12 9.225986 10.10.14.

-> 10.10.14.32 DTLSvl1.0 Application Data

18 9.236987 10.10.14.2 -> 10.10.14.32 DTLSvl.
19 10.000000 00:00:00:00:00:00 -> 3c:ce:73:39:c6:
FN=0, Flags=........

20 10.499974 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........

21 12.000000 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........

22 12.239993 10.10.14.
23 12.244997 10.10.14.
24  12.244997 10.10.14.
25 12.250994 10.10.14.

Application Data
0 IEEE 802.11 Probe Request, SN=0,

2 0
13 9.225986 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
14 9.225986 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
15 9.231998 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
16 9.231998 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
17 9.231998 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data

2 0

6

-> 10.10.14.32 DTLSvl1.0 Application Data
-> 10.10.14.32 DTLSv1.0 Application Data
-> 10.10.14.32 DTLSvl1.0 Application Data
-> 10.10.14.32 DTLSvl1.0 Application Data
26 12.256990 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
27 12.262987 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
28 12.499974 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
29 12.802012 10.10.14.3 -> 10.10.14.255 NBNS Name query NB WPAD.<00>
30 13.000000 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........

NN DN DNDDN

RDBERY

BEGiARA V P2 EBIZBIL, XY TF A RA LV NONRTGA—EZEZEHLTODL, TI/T57 47
bTEET, Fv Ty RA L ME2FOEEMEATHHEIL. AMETE £7,

N

G ZOMEYZTHRISNTWDLHEEZHEML TR Y T TFYRA L bONRNTA—FEERTSHZ
LiITcEEtA,

a—PF—NHESTF ¥ T TF Y L E AT LT2GE . EITEE 723 E LR WA A o~ b
EANNLIEGE, A v TFE=T7 =2/ LET, LLxiE, [F¥7F Y HIE8LFLUTT
HDHMENRDH Y F7, Only alphanumeric characters and underscore () is permitted] 35 L [%
Invalid input detected at '~ marker] ® Xk 72T —%FKRL F7,

XY TFYRAV M NSA—FDEMFEFE=ZF) VY
ST A5 RIS ) R SRTWET A, (LN T FIEA FT LTI EE T £,
U7, 247, EIITHEAT CHIE T £, MEURED TSR eSS v b 2R, LA
YAV ETERTH LT, LEOME L0 RAOMICESHz 5 2 LA TE £, T
ESNTWDREDNRT A =R ZRET L85G, A 2777 4 7IHERTL2LENHY F
¥,

XY TTXYRA L bONRTA =L ZEES DL, ROFIEZHEHLET,

B 8#RH 7y F X TFY



I $AAHINTY B ¥ TF v

FIE

ATy T

ATy T2

ATvT3

ATy T4

ATy T5

FxTFoRAU b RS A—saoEmELRE=5Y > [

1R BHHIIZ
INHOFEEFEHT AR, F¥ TFXYRA L ME2EETHLENDHY 7,

enable

151 -

Device> enable

¥t EXEC E— RE A LET,

WA —=RaE AN LET (FERENTZHE)

monitor capture {capture-name} match {any | mac mac-match-string | ipv4 {any | host
| protocol} {any | host} | ipv6 {any | host | protocol} {any | host}}

1 -

Device# monitor capture mycap match ipv4 any any

ACL 72137 7 A~ v 7 THRMIZER SNIZa T v AT L7 4 V% (ipvdany any) % EF
LET,

ACLEZFEHLCar v AT A7 4 NV HEEHRTEXET, ACL TF'u k2D Ethertype % % iE
T& %7, Wireshark TR U ACL Zi%7E L T, FFED Ethertype ZFi->/37 v hOF ¥ 7 F ¥
EEINCTHENTEET,

monitor capture {capture-name} limit { [duration seconds] [packet-length size] [packets
numj }

51

Device# monitor capture mycap limit duration 60 packet-len 400

BWHEAOYE v a UlR (60) . ¥ 7T v I3y b, F 7213 Wireshark (2 & o THRFF
SINLHNRTry M7 AV MR (400) ZHEELET,

monitor capture {capture-name} file {location filename}

1 :

Device# monitor capture mycap file location flash:mycap.pcap

XX T T WAL MIBAT Y FEFTRT HEF TREF ¥ I T ¥ TE B LI ICT B HAIL,
TrANDT Iz —a o EBEELET,

G
T 7 ANDPIAET D56, EEZIFRENHER L TIEEN,
monitor capture {capture-name} file {buffer-size size}

1 -

Device# monitor capture mycap file buffer-size 100

Harsry b xv 77y I}



BHRAHITY k FrTFr |
. FrTFvRAU R RS A—ADEME:ITE=2Y Y

cNZ 7 4 v N—2Z FOULEIZ Wireshark THEHA I AT N 77OV AEFHEELE
j‘o

X7 76 show monitor capture {capture-name} [ parameter ]

1 -

Device# show monitor capture mycap parameter
monitor capture mycap interface GigabitEthernetl/0/1 in
monitor capture mycap match ipv4 any any
monitor capture mycap limit duration 60 packet-len 400
monitor capture point mycap file location bootdisk:mycap.pcap
monitor capture mycap file buffer-size 100

FTTIWERINTWAEXR Y TT v RA LV b RT A= ERRLET,
ATy 771 end
B -

Device (config) # end

HbE EXEC E— RIZREY £,

INTA—BDEHR
XY TF v 774 IVOREERFFE - (XEES (T AERR

Device# monitor capture point mycap file location flash:mycap.pcap
Device# no monitor capture mycap file

INTY R IN—RMDRIBIZAEY) Ny D7 A XEZHEET S

Device# monitor capture mycap buffer size 100

IPv4 & IPV6 DEAIZ—ET H&SI2. BRMEIT DRATL IJA4IVEFIEEET D

Device# monitor capture mycap match any
N7y bDA—H 24 TOEE

MAC ACL:

Device (config) #mac access-list extended macl

Device (config-ext-macl) #permit any any 0x806 0x0
Device (config-ext-macl)exit

Device (config) #monitor capture mycap access-list macl

IP ACL:

Device#ip access-list extended ipl

Device (config-ext-nacl) #permit 1 any any icmp-message-type
Device (config-ext-nacl)# exit

Device#monitor capture mycap access-list ipl

RDERY
X ST v RA L MIMBERRT A= NTRTCEENLTWDIEEIET 77 4 7k LET,

| . A AHBINT Y B v TF v
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v TFe KA b 55 4—508% |

FxTF v KAk RS A—EOBIR

FIE

ATy T

ATy T2

ATvT3

ATy T4

JERIZFTR SN TWETR, NT A =F ZHIBRT 5 FIRIMEREONEF TITTE £9, 117,
297, EIFHEEBATCHIRTE £ 7, BB M) 2B DD H DR A b &2 ER<
FTRTONTA=ZZHIRTE £,

XX T T YRA L bTA=ZZHIERT L1213, ROFIRZETLET,

1R BHHIIZ

INHDOFNEEFEHLTCxFy Ty RA 2 FEHIBRT RIS, S 7Ty HRA 2 hDO/RT A —
REEHRLTLIIEE N,

enable
B -

Device> enable

K EXEC E— FEZ AN L £ T,
NAT—=FRe AN LET (ERShHE) .
no monitor capture {capture-name} match

1

Device# no monitor capture mycap match

XX 7T ¥ KA b (mycap) TERSNTWNDTRTOT 4 LZEHIBRLET,
no monitor capture {capture-name} limit [duration] [packet-length] [packets]

B -

Device# no monitor capture mycap limit duration packet-len
Device# no monitor capture mycap limit

Wireshark WMEFF L TWbH By v a VIEEFIRE Ny b7 A FEZHIBRLET, ZOfth
DTS NTHIRITZEDEFITARY 5,

Wireshark O3 X TOHillfR%a 27 V7 LET,

no monitor capture {capture-name} file [location] [buffer-size]

1 :

Device# no monitor capture mycap file
Device# no monitor capture mycap file location

T ANVOBEMITEEHRLET, YT F Y ARA My b EFYIFr LR E
T, FNHIFFRRENDDHTT,

Harsry b xv 77y I}



BHRAHITY k FrTFr |
B =75+ 1o ronr

T 7 ANNEOBEEMTEZEIERLET, 77 A NVDEFTE. Fv I F v R A 2 MTEEMT S
NV ELE, FEL, tOEHEINTE- 7 7 A NVOBEEMTIZ. 20T 27 a0 E%:
ZIFEEA,

AT w75 show monitor capture {capture-name} [ parameter ]

1 :

Device# show monitor capture mycap parameter
monitor capture mycap interface GigabitEthernetl/0/1 in

IXNT A —=H DU ERICE T ERZINLTWVAIFY T TF Y RA L PRNTRA—FEFIRLET,
FlEO EOEMETHLZDa~wy REFEITLT, Fv¥ 7 FXRA v MIEEM T R TWE 8T
A= R TEET,

ATv76 end
51

Device (config) # end

HikE EXEC E— FIZREY £,

RDARY
Xy T RA L MIMBERNRT A—EIPNTRTCEENTWBIEEIET 77 4 7L LET,

\)

B X TTFARA L IRT 7T 4 TREXITRT A2 E2HIET D L. A4 vFIZ [Captureis
active] &WIH T —NERRINET,

v TF v RA 2 ~DHIR

Xy T ¥ KAV FEHIRT 51213, ROFIEEZFATLET,

1R BHEIIZ
IHNLDOFIEZFEHLTHIRT IS, F¥ 7 FryRA L ME2EBELET, ¥ T F v RA v

~ZHIBRT D RNCFIE LTS T2 a0y,

FIE

2T v 1 enable
&1

Device> enable
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ATy T2

ATvT3

ATv74

ATy TH

ATvT6

¥i#E EXEC T— &AL £,
INRAT—REANLET (FEREINZEHE)
no monitor capture {capture-name}

1 -

Device# no monitor capture mycap
BEINZX Y 7F v KA (mycap) ZHIFRL E7,
show monitor capture {capture-name} [ parameter]

51

Device# show monitor capture mycap parameter
Capture mycap does not exist

BESNEX Y 7 F v RA 2 bRHIBRENTZ720, TFELRWD
ij—o

end

1 :

Device (config)# end

HrME EXEC E— RNIZEREY £9°,

show running-config

1 :

Device# show running-config

AR LET,
copy running-config startup-config

51

Device# copy running-config startup-config

EE) avr74Fal—vay 77 A VCREERIFLET,

RDEZRY

v 77 v ta v ol [

LERT A E—URFRL

BB L7Z2b D LR CABTIOFRF Yy 7 F R bE2EBRBLET, F¥ 7 F v~ bOES

EZNNORLVETHEIE. TNODOFIHZFETTE LT,

Harsry b xv 77y I}



BHRAHITY k FrTFr |

B o7k re707 0 TEREETIT 4 TI2T D

XN TFYRAVNETOTATERREETIT2TI2T %

FIE

XY T T RA LT 7T 47 EREFHT 77 4 712FT2I1FE ROFIEZFETLET,

1R BRI

AR A v b, a7 VAT AT 4 VH BIOEHEMTI N7 7 A VEADTFHET DHHET
b, FXYTFYRA LV NET 7T 47 TEET, . ZOL IR —ATIX, BFEOT7 7 AL
T EEEINET,

BB 2 7 7 A NELDRNF Y T F v RA v M, R TH2072FCT7 77471 T&EE
T TrANEAPREENTW WS, RFry NIy 77 IREEnEd, 914787 (Fv
TF v HEOFRR) X, 77 ANVBIONRNy 77— RO THEATE £,

FRT ANVEPIRESNTORWGEE, 7y MITA T TERRSNEREA, L, a7y
AT LT 4 NE TR Y TF X SNIAT Yy MIFIRSN, 7 7 40 FOFIRE— NITERH T
R

\)

GE)  CAPWAP ho XV v AV B —T A ANEERRA L FE LTHERESNISS., 27 7 41

ZIIMEH SN EEA, LIER->T, ThALEERTILETH Y THA,

2T v 1 enable

51

Device> enable
M EXEC E— REAICLET,
NAT—=REASNLET (BERENTEEGH)

AT w72 monitor capture {capture-name} start[display [display-filter filter-string] ] [brief | detailed

| dump]
1 -

Device# monitor capture mycap start display display-filter "stp"

Xx TTFxRA L T 7T o7kl Tstp) BEL/NTy NETBERIND L) ICETRE
T4 VAL 9,

AT w73 monitor capture {capture-name} stop

51

Device# monitor capture name stop

XY TTFY KA LTI T 4712 LET,
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I $AAHINT Y B v TF v

ATv74

ATy TH

ATvT6

0 TFoRAU L ETOT 4 IERRET 74 T1255 ||

end

B -

Device (config) # end

Bt EXEC £ — RIZERY £,

show running-config

&1

Device# show running-config

AN B LET,
copy running-config startup-config

1 :

Device# copy running-config startup-config

(EE) av 74 FXal—ay 77ANMVCREZRELET,

RDBRY

XX TTARA L NET I T4 T7BROET 77 4 78T DB, WS OO T —NFAT
HAREMEDRH Y 3, I, BETHHREOH D=7 =DV D00 flZ R LET,

B ARA V FRERINTWARWESIC, [T F 4 _R— g VIR RA V M35 48
Al EWVWHZT—NIEELET,

Device# monitor capture mycap match any

Device# monitor capture mycap start

No Target is attached to capture failed to disable provision featurefailed to remove

policyfailed to disable provision featurefailed to remove policyfailed to disable provision
featurefailed to remove policy

Capture statistics collected at software (Buffer):

Capture duration - 0 seconds
Packets received - 0

Packets dropped - 0

Packets oversized - 0

Unable to activate Capture.

Device# unable to get action unable to get action unable to get action
Device# monitor capture mycap interface gl/0/1 both

Device#monitor capture mycap start

Device#

*Nov 5 12:33:43.906: $BUFCAP-6-ENABLE: Capture Point mycap enabled.

T T4 7T DB T 4 V2 DA

Device# monitor capture mycap int gl/0/1 both
Device# monitor capture mycap start
Filter not attached to capture

Harsry b xv 77y I}
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B o7 Ko ET7 74 TEREET 74 TTD

Capture statistics collected at software (Buffer):

Capture duration - 0 seconds
Packets received - 0

Packets dropped - 0O

Packets oversized - 0

Unable to activate Capture.

Device# monitor capture mycap match any

Device# monitor capture mycap start

Device#

*Nov 5 12:35:37.200: $BUFCAP-6-ENABLE: Capture Point mycap enabled.

Xyr IF X RA L IMTTIZT VT4 7EENTHBEDIZ, BlOFTF v RA LV "ET
T4 LES TS

Device# monitor capture mycap start

PD start invoked while previous run is active Failed to start capture : Wireshark operation
failure

Unable to activate Capture.

Device# show monitor capture

Status Information for Capture test

Target Type:

Interface: GigabitEthernetl/0/13, Direction: both
Interface: GigabitEthernetl/0/14, Direction: both
Status : Active

Filter Details:

Capture all packets

Buffer Details:

Buffer Type: LINEAR (default)

Buffer Size (in MB): 10

File Details:

Associated file name: flash:cchh.pcap

Limit Details:

Number of Packets to capture: 0 (no limit)

Packet Capture duration: 0 (no limit)

Packet Size to capture: 0 (no limit)

Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

Status Information for Capture mycap

Target Type:

Interface: GigabitEthernetl/0/1, Direction: both
Status : Inactive

Filter Details:

Capture all packets

Buffer Details:

Buffer Type: LINEAR (default)

Buffer Size (in MB): 10

File Details:

File not associated

Limit Details:

Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)

Packet Size to capture: 0 (no limit)

Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

Device# monitor capture test stop
Capture statistics collected at software (Buffer & Wireshark):
Capture duration - 157 seconds

Packets received - 0

Packets dropped - 0

Packets oversized - 0

B 8#RH 7y F X TFY
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X TFXYRAV NI ITFDIYT .

Device#

*Nov 5 13:18:17.406: $BUFCAP-6-DISABLE: Capture Point test disabled.
Device# monitor capture mycap start

Device#

*Nov 5 13:18:22.664: $BUFCAP-6-ENABLE: Capture Point mycap enabled.
Device#

X TFvRA NV ITF7FDHYTF

FIE

WDOFINEZH > TRy T 7 ar T Va7 VT E0, M7 7 AR RL—U 8 LR
L/\i‘é—o

\}

GE) RTry baNy Ty NIRTFT DEBOX Yy 7Ty R3b o256, ATV m AZRHT 5720, B

LWy 7F ¥ 2R TARNINNy 7727 VT LTLKEEN, TI2T 4705y 7F ¥ iRA
VERDONRy T E YT LRNTLIEEN,

AFv 71 enable

1 -

Device> enable
Fi#E EXEC E— KA AT LET,
NAT—REANNLET (FERsh=HE) .

A7 w72 monitor capture {capture-name} [clear | export filename]

1 :

Device# monitor capture mycap clear
clear : STy 7 7 ZHIER L E T,

GE)
clear =~ REEITTBH L,

* DNA Advantage 7 f B A Tlid, ZOa<y Ry 7 7 zHBRETICANy 7 7 ONE %
U7 LET

cMMDOFTRTDOIA B ATIZ, ZOa<wy NIy 77 BEZHIBRLET,

Export : Ny 77 TR ¥ T F ¥ Iy NERFL, Ny 77 ZHIBRLET,

AFv73 end

% -

Device (config) # end
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B =75k nvornsu7

e EXEC £— RICEY £,
AT w7 4 show running-config

1 :

Device# show running-config

AN R L ET,
AT 75 copy running-config startup-config
1

Device# copy running-config startup-config

(EE) av74FXal—Yay 77 A MR EZRELET,

Bl: X TFvRA2 Ny T 7DUNIE
XY TFYDIT7AILADIH AKR— bk

Device# monitor capture mycap export flash:mycap.pcap

Storage configured as File for this capture

XY TFYRAVENYITFZFDH)T

Device# monitor capture mycap clear

Capture configured with file options

RDZRY

N

(G¥)  DNAAdvantage UANAD T A BV ATy TF ¥y RA LV ORy 7727 VT LES T L,
A A F 1% [Failed to clear capture buffer : Capture Buffer BUSY] =7 —%2F /R L £7,

| . A AHBINT Y B v TF v
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TIFKRET A FDORFIAVNESBIZS,
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