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« 7 A4~VUSPIL 7T v 2T A ADROMMON OF v 77 L— R

ZOROMMONZHENWIZT v 77 L—REnET, A v T OREGFOV UV —AnbEh
POV Y —=2ZHOTT v 77— KT 5 X2, HLnY U —ZZH LV ROMMON
NR=TarPNHD58E, LA A=V EFHLTAL v F 20O CRENITSH & &ITR
AYTFDON=RY =T NRN= g ANHESNWTTTA U SPL T T v aT /N AD
ROMMON NHEWICT v 77 L— RE&h 1,

« =TSPl 7T v aT /3 AD ROMMON O v 77 L— R

ZOROMMON (ZFEITT v 77 L— R4 2508 H % Y £7°, upgrade rom-monitor capsule
golden switch =~ > R{3f5# EXEC E— K CTAH L £,

GE)

AL FABZ T DOBEINE, TIT AT AL v FEAZ T DTRTDRALUNN—=TT v 77
L—R&EEITLET,

ROMMONMNWT v 77 L —R&Enb &, ROV a— REFRZHENZRD £9, FORIZLETIO Y
Y—ZZELTH, ROMMONIZIZ 7 7L — RSN FEH A, FHkDO ROMMON IZLARTDS
NTOY Y —RA%HPR—FLET,

Cisco 10S XE Amsterdam 17.1.x (Catalyst9300 > 1) —X XA v F) YY—R/— .



ﬁwﬂ%mﬂmmhmﬂu(%ww%wbu—fx4v?)UU—X/—F|
B < ooa—roEm7yTsL—F

v UF ROMMON F1-[&T— b= DN—2 3>

%4 Cisco I0S XE Amsterdam 17.1.1 | C9300 B £ O} C9300L €5 /L CTiZ., ROMMON D/3— 5
I 17.1.1r [FC1] T, WiZHlZ R LET,

<output truncated>

ROM: IOS-XE ROMMON

BOOTLDR: System Bootstrap, Version 17.1.1r [FC1],
RELEASE SOFTWARE (P)

<output truncated>

T—ba—FOT7 v 7T L — KRB INS &, i
Zay Y —)VIZRD L HIFEREINET,

<output truncated>
trrrerrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrn

$IOSXEBOOT-4-BOOTLOADER UPGRADE: (local/local): ### Tue
Nov 12 11:09:47 PDT 2019 PLEASE DO NOT POWER CYCLE ###
BOOT LOADER UPGRADING

<output truncated>

Y403 —FOBEEBTYITIL—F

PoE A A v F £ 721X UPoE AA v F CTCiscolOSA A —T % T v 7 7 L—RELIZFL T T 1L—
N2 &, ST oMb N EEEZRKBT AL ICvA 7 vna— KRBT v /7 L— K&
NET, ¥4 7ma—RFDO7 v 77— K&, PoE XA v FE72IZ UPE A1 v F THOA A —
COT T T — RGFERIIZ T T L— RRHZOAFITENE T, AL v F DU v— R
PoE USNND A A v FTIIHELEHA,

Ty T L= REIOY U =R Lo T, A A M—/VBER £ /237 — b T TR~ A 7
Da—RKOT7 v 7L —RNETINET,

T T L—REIDY J—ATA A= NHFDOvA 73— ROEFHF IR —FEZNT
WRWEE, T T v Ty A o a— RAEHF SN, @E OV o— R
T, ¥4 70a—ROT7 v 77 L—REETTDHO0BMOBM (K453) 2000 F
T, T—brT v B~ A/ aa— KT v 77 L—RINd%6,. T0OMIET—% 7
T4 v 7 OERENPEIELET,

sinstall 2~ FEFEHALTT v 77 L—RKT 2565, A VA M=V HIZ~A, 7 0 a—
RR7 o7 7L — K&, 7— b7 v TRERCEBIMOEERII» D T A, ZOHE, A
A=V DT v T T — R ATRETDHV e— ROFETHIICYA 7 ra— RPEHI
NET, T=F b T 74 v 7 DEREIT v 77 L— Fhbikit S ET,

T o T T L= REFRIZIE T L— ROMBEPIIAAL v F 2 FHEE LWV TL ZEV,
A7 ua—ROT v 7L —FfE, 2V — RO LI B A v —URNERINET,

MM [1] MCU version 111 sw ver 105
MM [2] MCU version 111 sw ver 105

Front-end Microcode IMG MGR: found 4 microcode images for 1 device.

Image for front-end 0: /tmp/microcode update/front end/fe type 6 0 mismatch: 0
Image for front-end 0: /tmp/microcode update/front end/fe type 6 1 mismatch: 1
Image for front-end 0: /tmp/microcode update/front end/fe type 6 2 mismatch: 1

. Cisco 10S XE Amsterdam 17.1.x (Catalyst9300 > ') —X XA v F) YY—R/—F



| Cisco 10S XE Amsterdam 17.1.x (Catalyst9300 ') —X XA v F) JJy—R/— b

votyz7 4o b—nazok |

Image for front-end 0: /tmp/microcode update/front end/fe type 6 3 mismatch: 0

Front-end Microcode IMG MGR: Preparing to program device microcode...

Front-end Microcode IMG MGR: Preparing to program device[0], index=0 ...594412 bytes....
Skipped[0].

Front-end Microcode IMG MGR: Preparing to program device[0], index=1 ...393734 bytes.
Front-end Microcode IMG MGR: Programming device O...rwRrrrrrrw..

Front-end Microcode IMG MGR: Preparing to program device[0], index=2 ...25186 bytes.

Front-end Microcode IMG MGR: Programming device

0...rrrrrrw..0%....10%....20%...... 30%...40%...... 50%....60%...... 70%...80%...... 90%....100%wRr!

Front-end Microcode IMG MGR: Microcode programming complete for device 0.

Front-end Microcode IMG MGR: Preparing to program device[0], index=3 ...86370 bytes....
Skipped[3].

Front-end Microcode IMG MGR: Microcode programming complete in 290 seconds

VIEDIT7A VA —)LaAT Uk

N

GE)

request platform software =~ >~ R | Cisco 10S XE Gibraltar 16.10.1 LLFE TIXBEIE STV ET,
Zoa<y REFAEIOV J—=ZADCLICFK RSN, REWRETT N, 7y 77— REiEs
U7 L— RiZidinstall 2~ > REFHT 22 L AT L £,

Device# request platform software package ?

clean AT 4 TNOERERNR =TT 7 A NVEHEELET,

copy Rolr—VhEAT 4 TICae— LT,

describe Rolr—VONKEHERLET,

expand TN A TRy =V AT 4 TICELET,

install W lr =Dk A VA N—=LLET,

uninstall NRolr—2%7T A VA M=V LET,

verify In Service Software Upgrade (ISSU) YV 7 b7 =7 /N o —
COHRBMEEHERLET,
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VIR T7 AR =)L AT FOBE
Cisco 10S XE Everest 16.6.2 LAfED 1) ) — XA THR—FEShTWET,

BELLEZ7ANEAL ANV LTT 7T 474, Va— FEbLHERFSNDLOICER
oy hTAICE, kOa<vwy FEEITLET, install add file filename [activate
commit]

ALARN=NT 7 ANVEREINIA VA N—V, TZ7T 07 b, 21w b, ik, EIEHIER
T HIE, o~ FE23fTLEJ, install ?

add file tftp: filename AVA =N T AN —Th ) F— b —3 g
YIMBTNRA A Aab =L, FTy FTr—bL A A—
CON=Va Y OREBEF = v 7 ERITLET,

activate [auto-abort-timer] T ANET 7T 4 7L, AL Z2EZVa— RN LET,
auto-abort-timer ¥ — U — R)3A A= DT 77 4 T{b%&
HEIWIZa— "y 7 LET,

commit Va— RELEERRSND LI LET,

rollback to committed BRIZaIy NLEAA—=Va I ElFEE— LNy 7 L
i@qo

abort TrANDT 7T 4 TeEPIEL, BIEDOA VA F—)L
FIEOBMAANCFAT L TR —V g ica— Xy 7
LET,

remove RMEABLOIET 7T 4 7REDY 7 N =T A VA F—

N T 7 ANERIBRLET,

AR M=ILE—FTOT7VTIL—F
ROFNEHEN, A A=V E—RT, HDV UV —=ZANBHOY Y =T v 7 7L —FL
EFT, VI NI =T A A=V DT v 77 L— R&EFITT HITIE, boot flash:packages.conf % i
MLTIOS ZlEE T 2 LE N H Y £,

1R HEIIC
ZOFEZ. KOT TS — RO F VA THFHATEET,
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FIE

ATy T

tvz2b—nE—rTn7yITL—F |}

TyvIFTL—FRIOY ) —R |FERTHIATUFR Ty IFTL—F&ODY)—R
Cisco I0S XE Everest 16.5.1a % | request platform software = ~ | Cisco IOS XE Amsterdam 17.1.1
721 Cisco IOS XE Everest v RO

16.6.1

Cisco 10S XE Everest 16.6.2 LL |install =~ > N'% 72 1% request
2 platform software =1~ > K®

VPR

o7 a o HFIE

» request platform software =~ > N % {fi H§ L T Cisco 10S XE Everest 16.5.1a > & Cisco 10S
XE Amsterdam 17.1.1 IZ7 v 77 L— RFT5HEDO L DT,

e install =~ > RZ&{# ] L T Cisco IOS XE Gibraltar 16.12.1 >& Cisco I0S XE Amsterdam 17.1.1
Ty 7L —RT D550 TT,

V=TT

T2l LA A=V R YEET A7 1GB UL EOERNH A L AR LET, |
IR EE A WAL, WA AN AT AN E T )= T T LET,

* request platform software package clean
« install remove inactive

R OHIIL, Cisco IOS XE Everest 16.5.1a 7> 5 Cisco I0S XE Amsterdam 17.1.1 ~D7 v 77 L —

K7 U 4 C. request platform software package clean =~ > R& i L TREHDO 7 7 1 v
7)== T P LTEGEOHNERLTWET, AZ vy JHNDOTXTDOAL v F &2 s J—r
T I HITIE, switchall &7 > 3 VEEH L ET,

GE) a~v Y ROANFIZ CLIICF RS H hexdump: A v E— 3 LT 7230,
BRICHET A vE—UTIER, 5%DY V=X THIBREND TETT, ZORA Y
TV AUNRAAL T TORLERIN, TI7T AT AL T EIITAZ A R
A v FTEHFREINET AL, KOBIFITIE, AVNRAL v TFTHDLAAL »F 3T
hexdump A v — U RERINTNET,

Switch# request platform software package clean switch all
Running command on switch 1

Cleaning up unnecessary package files

No path specified, will use booted path flash:packages.conf
Cleaning flash:

Scanning boot directory for packages ... done.

Preparing packages list to delete ...
cat9k-cc_srdriver.16.05.01a.SPA.pkg

File is in use, will not delete.
cat9k-espbase.16.05.01la.SPA.pkg

File is in use, will not delete.
cat9k-guestshell.16.05.01la.SPA.pkg

File is in use, will not delete.
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cat9k-rpbase.l6.
File is in use,
cat9k-rpboot.16.
File is in use,

Cisco 10S XE Amsterdam 17.1.x (Catalyst9300 ') —X XA v F) Y 1J—R/— b |

05.0la.SPA.pkg
will not delete.
05.0la.SPA.pkg
will not delete.

cat9k-sipbase.16.05.01la.SPA.pkg

File is in use,
cat9k-sipspa.l6.
File is in use,

will not delete.
05.0la.SPA.pkg
will not delete.

cat9k-srdriver.16.05.01la.SPA.pkg

File is in use,

will not delete.

cat9k-webui.16.05.01la.SPA.pkg

File is in use,
cat9k-wlc.16.05.
File is in use,
packages.conf
File is in use,
done.

done.

Running command

will not delete.
0la.SPA.pkg
will not delete.

will not delete.

on switch 2

Cleaning up unnecessary package files

No path specified,

Cleaning flash:

Scanning boot directory for packages ...
Preparing packages list to delete

will use booted path flash:packages.conf

done.

cat9k-cc_srdriver.16.05.01la.SPA.pkg

File is in use,

will not delete.

cat9k-espbase.16.05.01la.SPA.pkg

File is in use,

will not delete.

cat9k-guestshell.16.05.01la.SPA.pkg

File is in use,
cat9k-rpbase.l6.
File is in use,
cat9k-rpboot.16.
File is in use,

will not delete.
05.0la.SPA.pkg
will not delete.
05.0la.SPA.pkg
will not delete.

cat9k-sipbase.16.05.0la.SPA.pkg

File is in use,
cat9k-sipspa.l6.
File is in use,

will not delete.
05.0la.SPA.pkg
will not delete.

cat9k-srdriver.16.05.01la.SPA.pkg

File is in use,

will not delete.

cat9k-webui.16.05.01la.SPA.pkg

File is in use,
cat9k-wlc.16.05.
File is in use,
packages.conf
File is in use,
done.

Running command

Cleaning up unnecessary
No path specified,

Cleaning flash:

Scanning boot directory
Preparing packages list

hexdump: NVRAM:
hexdump:
head:

all input file
cannot open

will not delete.
0la.SPA.pkg
will not delete.

will not delete.

on switch 3
package files
use booted path flash:packages

will .conf

for packages ... done.
to delete
file or directory
arguments failed
'NVRAM' for reading: No

No such

such file or directory

NVRAM: No such file or directory

hexdump: NVRAM:
hexdump: stdin:
tail:
hexdump: NVRAM:
hexdump:

. Cisco 10S XE Amsterdam 17.1.x

cannot open

No such file or directory
Bad file descriptor

'NVRAM' for reading: No
No such file or directory

such file or directory

all input file arguments failed
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cat9k-cc_srdriver.16.05.01la.SPA.pkg
File is in use, will not delete.
cat9k-espbase.16.05.01la.SPA.pkg
File is in use, will not delete.
cat9k-guestshell.16.05.01la.SPA.pkg
File is in use, will not delete.
cat9k-rpbase.16.05.01la.SPA.pkg
File is in use, will not delete.
cat9k-rpboot.16.05.01la.SPA.pkg
File is in use, will not delete.
cat9k-sipbase.16.05.0la.SPA.pkg
File is in use, will not delete.
cat9k-sipspa.16.05.01la.SPA.pkg
File is in use, will not delete.
cat9k-srdriver.16.05.0la.SPA.pkg
File is in use, will not delete.
cat9k-webui.16.05.01la.SPA.pkg
File is in use, will not delete.
cat9k-wlc.16.05.01la.SPA.pkg

File is in use, will not delete.
packages.conf

File is in use, will not delete.
done.

The following files will be deleted:
[11:
/flash/cat9k-cc_srdriver.SPA.pkg
/flash/cat9k-espbase.SPA.pkg
/flash/cat9k-guestshell.SPA.pkg
/flash/cat9k-rpbase.SPA.pkg
/flash/cat9k-rpboot.SPA.pkg
/flash/cat9k-sipbase.SPA.pkg
/flash/cat9k-sipspa.SPA.pkg
/flash/cat9k-srdriver.SPA.pkg
/flash/cat9k-webui.SPA.pkg
/flash/cat9k_iosxe.16.05.0la.SPA.conf
/flash/packages.conf.00-

[2]:
/flash/cat9k-cc_srdriver.SPA.pkg
/flash/cat9k-espbase.SPA.pkg
/flash/cat9k-guestshell.SPA.pkg
/flash/cat9k-rpbase.SPA.pkg
/flash/cat9k-rpboot.SPA.pkg
/flash/cat9k-sipbase.SPA.pkg
/flash/cat9k-sipspa.SPA.pkg
/flash/cat9k-srdriver.SPA.pkg
/flash/cat9k-webui.SPA.pkg
/flash/cat9k_iosxe.16.05.0la.SPA.conf
/flash/packages.conf.00-

[3]:
/flash/cat9k-cc_srdriver.SPA.pkg
/flash/cat9k-espbase.SPA.pkg
/flash/cat9k-guestshell.SPA.pkg
/flash/cat9k-rpbase.SPA.pkg
/flash/cat9k-rpboot.SPA.pkg
/flash/cat9k-sipbase.SPA.pkg
/flash/cat9k-sipspa.SPA.pkg
/flash/cat9k-srdriver.SPA.pkg
/flash/cat9k-webui.SPA.pkg
/flash/cat9k_iosxe.16.05.0la.SPA.conf
/flash/packages.conf.00-

Do you want to proceed? [y/nly
[17:
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Deleting file flash:cat9k-cc_srdriver.SPA.pkg done.
Deleting file flash:cat9k-espbase.SPA.pkg done.
Deleting file flash:cat9k-guestshell.SPA.pkg done.
Deleting file flash:cat9k-rpbase.SPA.pkg done.
Deleting file flash:cat9k-rpboot.SPA.pkg done.
Deleting file flash:cat9k-sipbase.SPA.pkg done.
Deleting file flash:cat9k-sipspa.SPA.pkg done.
Deleting file flash:cat9k-srdriver.SPA.pkg done.
Deleting file flash:cat9k-webui.SPA.pkg done.
Deleting file flash:cat9k iosxe.16.05.0la.SPA.conf done.
Deleting file flash:packages.conf.00- done.
SUCCESS: Files deleted.

[2]:

Deleting file flash:cat9k-cc_srdriver.SPA.pkg done.
Deleting file flash:cat9k-espbase.SPA.pkg done.
Deleting file flash:cat9k-guestshell.SPA.pkg done.
Deleting file flash:cat9k-rpbase.SPA.pkg done.
Deleting file flash:cat9k-rpboot.SPA.pkg done.
Deleting file flash:cat9k-sipbase.SPA.pkg done.
Deleting file flash:cat9k-sipspa.SPA.pkg done.
Deleting file flash:cat9k-srdriver.SPA.pkg done.
Deleting file flash:cat9k-webui.SPA.pkg done.
Deleting file flash:cat9k iosxe.16.05.0la.SPA.conf done.
Deleting file flash:packages.conf.00- done.
SUCCESS: Files deleted.

[3]:

Deleting file flash:cat9k-cc_srdriver.SPA.pkg done.
Deleting file flash:cat9k-espbase.SPA.pkg done.
Deleting file flash:cat9k-guestshell.SPA.pkg done.
Deleting file flash:cat9k-rpbase.SPA.pkg done.
Deleting file flash:cat9k-rpboot.SPA.pkg done.
Deleting file flash:cat9k-sipbase.SPA.pkg done.
Deleting file flash:cat9k-sipspa.SPA.pkg done.
Deleting file flash:cat9k-srdriver.SPA.pkg done.
Deleting file flash:cat9k-webui.SPA.pkg done.
Deleting file flash:cat9k iosxe.16.05.0la.SPA.conf done.
Deleting file flash:packages.conf.00- done.
SUCCESS: Files deleted

Cisco 10S XE Amsterdam 17.1.x (Catalyst9300 ') —X XA v F) Y 1J—R/— b |

R DFIX, Cisco I0S XE Gibraltar 16.12.1 75 Cisco I0S XE Amsterdam 17.1.1 ~D7 v 77 L—
KU AT, install remove inactive 2~ > REZH L TREHD 7 7 ANV E 7 V=0T v
L7z a ot hEa "L THWET,

Switch# install remove inactive

install remove: START Thu Nov 20 19:51:48 UTC 2019
Cleaning up unnecessary package files
Scanning boot directory for packages
Preparing packages list to delete

done.

The following files will be deleted:
[switch 17:
/flash/cat9k-cc_srdriver.16.12.01.SPA.pkg
/flash/cat9k-espbase.16.12.01.SPA.pkg
/flash/cat9k-guestshell.16.12.01.SPA.pkg
/flash/cat9k-rpbase.16.12.01.SPA.pkg
/flash/cat9k-rpboot.16.12.01.SPA.pkg
/flash/cat9k-sipbase.16.12.01.SPA.pkg
/flash/cat9k-sipspa.16.12.01.SPA.pkg
/flash/cat9k-srdriver.16.12.01.SPA.pkg
/flash/cat9k-webui.16.12.01.SPA.pkg
/flash/cat9k-wlc.16.12.01.SPA.pkg
/flash/packages.conf

done.

Do you want to remove the above files? [y/n]ly
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[switch 17]:

Deleting file flash:cat9k-cc_srdriver.16.12.01.SPA.pkg ... done.
Deleting file flash:cat9k-espbase.16.12.01.SPA.pkg ... done.
Deleting file flash:cat9k-guestshell.16.12.01.SPA.pkg ... done.
Deleting file flash:cat9k-rpbase.16.12.01.SPA.pkg ... done.
Deleting file flash:cat9k-rpboot.16.12.01.SPA.pkg ... done.
Deleting file flash:cat9k-sipbase.16.12.01.SPA.pkg ... done.
Deleting file flash:cat9k-sipspa.16.12.01.SPA.pkg ... done.
Deleting file flash:cat9k-srdriver.16.12.01.SPA.pkg ... done.
Deleting file flash:cat9k-webui.16.12.01.SPA.pkg ... done.
Deleting file flash:cat9k-wlc.16.12.01.SPA.pkg ... done.
Deleting file flash:packages.conf ... done.

SUCCESS: Files deleted.

--- Starting Post Remove Cleanup ---
Performing Post Remove Cleanup on all members
[1] Post Remove Cleanup package(s) on switch 1
[1] Finished Post Remove Cleanup on switch 1
Checking status of Post Remove Cleanup on [1]
Post_Remove Cleanup: Passed on [1]

Finished Post Remove Cleanup

SUCCESS: install remove Thu Nov 20 19:52:25 UTC 2019
Switch#

FLWARA—VET Ty vallat—
a) copy tftp: flash:

TOavwy REEHLT, iLnWAA—VE2 7S5y alizat —LEY (ZOXF v 7%

LA A =% TFTP b — NI BEAT 25813 AFT v 7 L TLEEW)

Switch# copy tftp://10.8.0.6//cat9k_iosxe.17.01.01.SPA.bin flash:

destination filename [cat9k iosxe.17.01.01.SPA.bin]?

Accessing tftp://10.8.0.6//cat9k iosxe.17.01.01.SPA.bin...

Loading /cat9kiiosxe.17.0l.Ol.SPA.bin from 10.8.0.6 (via GigabitEthernet0/0):

[ A I O O

[OK - 601216545 bytes]

601216545 bytes copied in 50.649 secs (11870255 bytes/sec)

b) dir flash:

IDavwr REFHALT, A AR 7T v all EFICat—Snzl L aER L E
j—o

Switch# dir flash:*.bin
Directory of flash:/*.bin

Directory of flash:/

434184 -rw- 601216545 Nov 20 2019 10:18:11 -07:00 cat9k iosxe.17.01.01.SPA.bin
11353194496 bytes total (8976625664 bytes free)

7 — NEREBUE
a) boot system flash:packages.conf

Zoavy REMH LT, 7 — N % flash:packages.conf (25X E L £ 7,
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Switch (config) # boot system flash:packages.conf
Switch(config)# exit

b) write memory

Ioavw s REFHLT, 7— MREERGFLET,

Switch# write memory
c) show boot system

Zoawy REMH LT, 7— N2 flash:packages.conf (ZFR T STV D Z L & HERR
LET,

17712 BOOT variable = flash:packages.conf & £ RS TW\5 Z L ZfER L 7,

Switch# show boot system

ATV VT NI 2TA A= T T2l VA —)b

* request platform software package install
» install add file activate commit

TFTP =R ED Y —AA A=, 7T v ailabt =L TN\ —Af A=V ZIEET
EET, AA=VIELTFIP Y — T I T 4 TRAA T DT Ty a RIA7|IZa—7F5%
TEEWRLET, AVARNAL T (TIT 4 TUNDAAL v F) OT7Tvva RTA4TF
X USB RTI4TN DHA A=V HIBET 2%E. EEMRT T v 2 R4 7 %ITUSB K7
ATERBELRNEA VAR VZRIRLET, L 2IE A A=V RAUNR—=ZL v F 3D
75 vva RTA47 (flash-3) 2B DE5E . switch# request platform software package install
switch all file flash-3:cat9k iosxe.17.01.01.SPA.bin auto-copy O L I ZRET D LENH

nET,

R OHIIL. Cisco IOS XE Everest 16.5.1a 7>& Cisco I0S XE Amsterdam 17.1.1 ~D7 v 77 L —
K+ U 4 C. request platform software package install =~ > K Z{#H L T Cisco I0S XE
Amsterdam 17.1.1 Y7 N =T A A=V %7 T v ¥ allf VA M=V LTIEGAEDOH 1R LT
WET,

Switch# request platform software package install switch all file
flash:cat9% iosxe.17.01.01.SPA.bin auto-copy

-—-- Starting install local lock acquisition on switch 1 ---
Finished install local lock acquisition on switch 1

Expanding image file: flash:cat9k iosxe.17.01.01.SPA.bin

[1]: Copying flash:cat9k iosxe.17.01.01.SPA.bin from switch 1 to switch 2 3
[2 3]: Finished copying to switch 2 3

[1 2 3]: Expanding file

[1 2 3]: Finished expanding all-in-one software package in switch 1 2 3
SUCCESS: Finished expanding all-in-one software package.

[l 2 3]: Performing install

SUCCESS: install finished

[1]: install package(s) on switch 1

--- Starting list of software package changes ---

0ld files list:

Removed cat9k-cc srdriver.16.05.0la.SPA.pkg

Removed cat9k-espbase.16.05.01la.SPA.pkg

Removed cat9k-guestshell.16.05.01la.SPA.pkg

Removed cat9k-rpbase.16.05.0la.SPA.pkg

Removed cat9k-rpboot.16.05.0la.SPA.pkg
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Removed cat9k-sipbase.16.05.01la.SPA.pkg
Removed cat9k-sipspa.l16.05.0la.SPA.pkg
Removed cat9k-srdriver.16.05.0la.SPA.pkg
Removed cat9k-webui.16.05.01la.SPA.pkg
Removed cat9k-wlc.16.05.01la.SPA.pkg

New files list:

Added cat9k-cc_srdriver.17.01.01.SPA.pkg
Added cat9k-espbase.17.01.01.SPA.pkg

Added cat9k-guestshell.17.01.01.SPA.pkg
Added cat9k-rpbase.17.01.01.SPA.pkg

Added cat9k-rpboot.17.01.01.SPA.pkg

Added cat9k-sipbase.17.01.01.SPA.pkg

Added cat9k-sipspa.17.01.01.SPA.pkg

Added cat9k-srdriver.17.01.01.SPA.pkg

Added cat9k-webui.l7.01.01.SPA.pkg

Added cat9k-wlc.17.01.01.SPA.pkg

Finished list of software package changes
SUCCESS: Software provisioned. New software will load on reboot.
[1]: Finished install successful on switch 1
[2]: install package(s) on switch 2

--- Starting list of software package changes ---
0ld files list:

Removed cat9k-cc_srdriver.16.05.01la.SPA.pkg
Removed cat9k-espbase.16.05.01la.SPA.pkg
Removed cat9k-guestshell.16.05.0la.SPA.pkg
Removed cat9k-rpbase.16.05.0la.SPA.pkg
Removed cat9k-rpboot.16.05.0la.SPA.pkg
Removed cat9k-sipbase.16.05.01la.SPA.pkg
Removed cat9k-sipspa.l16.05.0la.SPA.pkg
Removed cat9k-srdriver.16.05.0la.SPA.pkg
Removed cat9k-webui.16.05.01la.SPA.pkg
Removed cat9k-wlc.16.05.01la.SPA.pkg

New files list:

Added cat9k-cc_srdriver.17.01.01.SPA.pkg
Added cat9k-espbase.l17.01.01.SPA.pkg

Added cat9k-guestshell.17.01.01.SPA.pkg
Added cat9k-rpbase.17.01.01.SPA.pkg

Added cat9k-rpboot.17.01.01.SPA.pkg

Added cat9k-sipbase.17.01.01.SPA.pkg

Added cat9k-sipspa.17.01.01.SPA.pkg

Added cat9k-srdriver.17.01.01.SPA.pkg

Added cat9k-webui.l7.01.01.SPA.pkg

Added cat9k-wlc.17.01.01.SPA.pkg

Finished list of software package changes
SUCCESS: Software provisioned. New software will load on reboot.
[2]: Finished install successful on switch 2
[3]1: install package(s) on switch 3

--- Starting list of software package changes ---
0ld files list:

Removed cat9k-cc_srdriver.16.05.0la.SPA.pkg
Removed cat9k-espbase.16.05.01la.SPA.pkg
Removed cat9k-guestshell.16.05.01la.SPA.pkg
Removed cat9k-rpbase.16.05.0la.SPA.pkg
Removed cat9k-rpboot.16.05.0la.SPA.pkg
Removed cat9k-sipbase.16.05.01la.SPA.pkg
Removed cat9k-sipspa.l16.05.0la.SPA.pkg
Removed cat9k-srdriver.16.05.01la.SPA.pkg
Removed cat9k-webui.16.05.01la.SPA.pkg
Removed cat9k-wlc.16.05.01la.SPA.pkg

New files list:

Added cat9k-cc_srdriver.17.01.01.SPA.pkg
Added cat9k-espbase.17.01.01.SPA.pkg

Added cat9k-guestshell.17.01.01.SPA.pkg
Added cat9k-rpbase.17.01.01.SPA.pkg
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Added cat9k-rpboot.17.01.01.SPA.pkg

Added cat9k-sipbase.17.01.01.SPA.pkg

Added cat9k-sipspa.17.01.01.SPA.pkg

Added cat9k-srdriver.17.01.01.SPA.pkg

Added cat9k-webui.l7.01.01.SPA.pkg

Added cat9k-wlc.17.01.01.SPA.pkg

Finished list of software package changes
SUCCESS: Software provisioned. New software will load on reboot.
[3]: Finished install successful on switch 3
Checking status of install on [1 2 3]

[1 2 3]: Finished install in switch 1 2 3
SUCCESS: Finished install: Success on [l 2 3]

G¥) YA RSN TWAENWT 7 AT, 7T vy anbillREnNETA,

W OHIL. Cisco I0OS XE Gibraltar 16.12.1 7>% Cisco I0S XE Amsterdam 17.1.1 ~D7 v 77 L —
K7 U 4. install add file activate commit =~ > K& f# F§ L T Cisco I0S XE Amsterdam 17.1.1
VI NT2TARA—T%T Ty v alld VA M=V LEGEOM T EZ R L TWET,

Switch# install add file flash:cat9k_iosxe.17.01.01.SPA.bin activate commit
install add activate commit: START Thu Nov 20 19:54:51 UTC 2018

System configuration has been modified.

Press Yes(y) to save the configuration and proceed.

Press No(n) for proceeding without saving the configuration.

Press Quit(g) to exit, you may save configuration and re-enter the command. [y/n/qly
Building configuration...

[OK]Modified configuration has been saved
*Nov 20 19:54:55.633: $IOSXE-5-PLATFORM: Switch 1 R0/0: Nov 20 19:54:55 install engine.sh:

$INSTALL-5-INSTALL START INFO: Started install one-shot
flash:cat9k iosxe.17.01.01.SPA.bininstall add activate commit: Adding PACKAGE

This operation requires a reload of the system. Do you want to proceed?
Please confirm you have changed boot config to flash:packages.conf [y/nly

--- Starting initial file syncing ---
Info: Finished copying flash:cat9k iosxe.17.01.01.SPA.bin to the selected switch (es)
Finished initial file syncing

--- Starting Add ---
Performing Add on all members
[1] Add package(s) on switch 1
[1] Finished Add on switch 1
Checking status of Add on [1]
Add: Passed on [1]

Finished Add

install add activate commit: Activating PACKAGE
Following packages shall be activated:
/flash/cat9k-wlc.17.01.01.SPA.pkg
/flash/cat9k-webui.17.01.01.SPA.pkg
/flash/cat9k-srdriver.17.01.01.SPA.pkg
/flash/cat9k-sipspa.17.01.01.SPA.pkg
/flash/cat9k-sipbase.17.01.01.SPA.pkg
/flash/cat9k-rpboot.17.01.01.SPA.pkg
/flash/cat9k-rpbase.17.01.01.SPA.pkg
/flash/cat9k-guestshell.17.01.01.SPA.pkg
/flash/cat9k-espbase.17.01.01.SPA.pkg
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/flash/cat9k-cc_srdriver.17.01.01.SPA.pkg

This operation requires a reload of the system. Do you want to proceed? [y/nly
--- Starting Activate ---

Performing Activate on all members

[1] Activate package(s) on switch 1

[1] Finished Activate on switch 1

Checking status of Activate on [1]

Activate: Passed on [1]

Finished Activate

--- Starting Commit ---
Performing Commit on all members

*Nov 20 19:57:41.145: $IOSXE-5-PLATFORM: Switch 1 R0/0: nov 20 19:57:41 rollback timer.sh:

$INSTALL-5-INSTALL AUTO_ABORT TIMER PROGRESS: Install auto abort timer will expire in
7200 seconds [1] Commit package(s) on switch 1

[1] Finished Commit on switch 1

Checking status of Commit on [1]

Commit: Passed on [1]

Finished Commit

Install will reload the system now!
SUCCESS: install add activate commit Thu Nov 20 19:57:48 UTC 2019
Switch#

(G¥)  install add file activate commit =~ > RZFEITL7=%I1C, AT ATHEICY o—
FLET, VAT L22FEHTIr— T 2L4EEIHY FHA,

dir flash:

VI RNT2T DA VAN—IANERIZEZTLEL, Z0avwy REFEHRHLT, 75 v a3—
F 42 a 10 HDOEF LY pkg 77 ANE2DOD cont 77 ANNHDH T L EHERLET,

RIZ. Cisco I0S XE Everest 16.5.1a 7% Cisco I0S XE Amsterdam 17.1.1 ~D7 v 77 L— K
F VU BT B dirflash: =~ > FOH 1 Z R L £,

Switch# dir flash:*.pkg

Directory of flash:/*.pkg

Directory of flash:/

475140 -rw- 2012104 Jul 31 2019 09:52:41 -07:00 cat9k-cc srdriver.16.05.0la.SPA.pkg
475141 -rw- 70333380 Jul 31 2019 09:52:44 -07:00 cat9k-espbase.l16.05.0la.SPA.pkg
475142 -rw- 13256 Jul 31 2019 09:52:44 -07:00 cat9k-guestshell.16.05.0la.SPA.pkg
475143 -rw- 349635524 Jul 31 2019 09:52:54 -07:00 cat9k-rpbase.16.05.0la.SPA.pkg
475149 -rw- 24248187 Jul 31 2019 09:53:02 -07:00 cat9k-rpboot.16.05.0la.SPA.pkg
475144 -rw- 25285572 Jul 31 2019 09:52:55 -07:00 cat9k-sipbase.16.05.0la.SPA.pkg
475145 -rw- 20947908 Jul 31 2019 09:52:55 -07:00 cat9k-sipspa.16.05.0la.SPA.pkg
475146 -rw- 2962372 Jul 31 2019 09:52:56 -07:00 cat9%k-srdriver.16.05.0la.SPA.pkg
475147 -rw- 13284288 Jul 31 2019 09:52:56 -07:00 cat9k-webui.1l6.05.01la.SPA.pkg
475148 -rw- 13248 Jul 31 2019 09:52:56 -07:00 cat9k-wlc.16.05.0la.SPA.pkg

491524 -rw- 25711568 Nov 20 2019 11:49:33 -07:00 cat9k-cc_ srdriver.17.01.01.SPA.pkg
491525 -rw- 78484428 Nov 20 2019 11:49:35 -07:00 cat9k-espbase.17.01.01.SPA.pkg
491526 -rw- 1598412 Nov 20 2019 11:49:35 -07:00 cat9k-guestshell.17.01.01.SPA.pkg
491527 -rw- 404153288 Nov 20 2019 11:49:47 -07:00 cat9k-rpbase.17.01.01.SPA.pkg
491533 -rw- 31657374 Nov 20 2019 11:50:09 -07:00 cat9k-rpboot.17.01.01.SPA.pkg
491528 -rw- 27681740 Nov 20 2019 11:49:48 -07:00 cat9k-sipbase.17.01.01.SPA.pkg
491529 -rw- 52224968 Nov 20 2019 11:49:49 -07:00 cat9k-sipspa.17.01.01.SPA.pkg
491530 -rw- 31130572 Nov 20 2019 11:49:50 -07:00 cat9k-srdriver.17.01.01.SPA.pkg
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491531 -rw- 14783432 Nov 20 2019 11:49:51 -07:00 cat9k-webui.17.01.01.SPA.pkg
491532 -rw- 9160 Nov 20 2019 11:49:51 -07:00 cat9k-wlc.17.01.01.SPA.pkg

11353194496 bytes total (8963174400 bytes free)

RIZ. Cisco I0S XE Gibraltar 16.12.1 7> Cisco I0S XE Amsterdam 17.1.1 ~®D7 v 7 7' L— K/
F U AIZBIT B dir flash: =~ > ROH I ZR L £,

Switch# dir flash:*.pkg

Directory of flash:/

475140 -rw- 2012104 Jul 31 2019 09:52:41 -07:00 cat9k-cc srdriver.16.12.01.SPA.pkg
475141 -rw- 70333380 Jul 31 2019 09:52:44 -07:00 cat9k-espbase.16.12.01.SPA.pkg
475142 -rw- 13256 Jul 31 2019 09:52:44 -07:00 cat9k-guestshell.16.12.01.SPA.pkg
475143 -rw- 349635524 Jul 31 2019 09:52:54 -07:00 cat9k-rpbase.16.12.01.SPA.pkg
475149 -rw- 24248187 Jul 31 2019 09:53:02 -07:00 cat9k-rpboot.16.12.01.SPA.pkg
475144 -rw- 25285572 Jul 31 2019 09:52:55 -07:00 cat9k-sipbase.16.12.01.SPA.pkg
475145 -rw- 20947908 Jul 31 2019 09:52:55 -07:00 cat9k-sipspa.l6.12.01.SPA.pkg
475146 -rw- 2962372 Jul 31 2019 09:52:56 -07:00 cat9k-srdriver.16.12.01.SPA.pkg
475147 -rw- 13284288 Jul 31 2019 09:52:56 -07:00 cat9k-webui.1l6.12.01.SPA.pkg
475148 -rw- 13248 Jul 31 2019 09:52:56 -07:00 cat9k-wlc.16.12.01.SPA.pkg

491524 -rw- 25711568 Nov 20 2019 11:49:33 -07:00 cat9k-cc srdriver.17.01.01.SPA.pkg
491525 -rw- 78484428 Nov 20 2019 11:49:35 -07:00 cat9k-espbase.17.01.01.SPA.pkg
491526 -rw- 1598412 Nov 20 2019 11:49:35 -07:00 cat9k-guestshell.17.01.01.SPA.pkg
491527 -rw- 404153288 Nov 20 2019 11:49:47 -07:00 cat9k-rpbase.17.01.01.SPA.pkg
491533 -rw- 31657374 Nov 20 2019 11:50:09 -07:00 cat9k-rpboot.17.01.01.SPA.pkg
491528 -rw- 27681740 Nov 20 2019 11:49:48 -07:00 cat9k-sipbase.17.01.01.SPA.pkg
491529 -rw- 52224968 Nov 20 2019 11:49:49 -07:00 cat9k-sipspa.l17.01.01.SPA.pkg
491530 -rw- 31130572 Nov 20 2019 11:49:50 -07:00 cat9k-srdriver.17.01.01.SPA.pkg
491531 -rw- 14783432 Nov 20 2019 11:49:51 -07:00 cat9k-webui.17.01.01.SPA.pkg

491532 -rw- 9160 Nov 20 2019 11:49:51 -07:00 cat9k-wlc.17.01.01.SPA.pkg
11353194496 bytes total (9544245248 bytes free)
Switch#

KOMDBITIZ, 7T vva—=T 433D 220 conf 7 7 A VBRERINTHNET,
* packages.conf : HIL L A A =L L7z pkg 7 7 A MZEEZ B2 SN2 7 4L
* cat9k iosxe.17.01.01.5PA.conf : 1 L < A A h—/L L7 packages.conf 7 7 A /L D/ 7
Ty ar—
Switch# dir flash:*.conf

Directory of flash:/*.conf
Directory of flash:/

434197 -rw- 7406 Nov 20 2019 10:59:16 -07:00 packages.conf

516098 -rw- 7406 Nov 20 2019 10:58:08 -07:00 cat9k iosxe.17.01.01.SPA.conf
11353194496 bytes total (8963174400 bytes free)

AT 76 upgrade rom-monitor capsule golden switch [ number 1RO

ZOa<wry REFEHLTROMMON A=Y g 027 v 77 L—RLEd, a~r FE AL
%, VAT LT T NTCT v 7L — REHERLET,

ZOFHMIZONWTIZ, ZTORF a2 ALY FOROMMON OF v 727 L— K (19 2—3) 2%
LTL &N,
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AR M=ILE—

1oz b—nE—kTnsyrsL—F |

Switch# upgrade rom-monitor capsule golden switch active RO

This operation will reload the switch and take a few minutes to complete. Do you want
to proceed (y/n)? [confirm]y

Switch#

Initializing Hardware...

<output truncated>

Reload
a) reload

Zoawy REFHLT, AfyTFE2Va—RNLET,

Switch# reload

b) boot flash:

AL v FTHE T — FRRESINTOIUE, AX v 7 BH LA A= THBEIICEE) L
T3, TNLUANOEAE L, flash:packages.conf & FE)TEE) L £ 7,

Switch: boot flash:packages.conf

c) show version

AA=TUNEH LS, Z0a~vr REFEHALTH LA A=~V g VAR LE
bdAO

GE) LA A—=VET—FF2L7— =3 HBIICERSNLETR, KRIZ
Je—RENLETEIH LT —br—F "= g VIHNICRRINEE A,

& @ show version =~ > KO H S CTiL, /34 A D Cisco I0S XE Gibraltar 16.12.1 1 A —
VOFEBMPERENTNET,

Switch# show version

Cisco I0S XE Software, Version 17.01.01

Cisco IOS Software [Amsterdam], Catalyst L3 Switch Software (CAT9K IOSXE), Version
17.1.1, RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2019 by Cisco Systems, Inc.

Compiled Sat 09-Nov-19 10:39 by mcpre

<output truncated>

FTOHOVTL—Fk

ZITE B2V Y =ARLHDY U=, A =V E— R TH Y7 L— T 5FIE%E
RLET, YT MT2TAA—TVDX T T L— R&EFATT 5IZIE, boot flash:packages.conf
ZHEALTIOS Z BB T 2HE R H D £,

1R BHHEIIZ
ZOFEZ. OE TS L— RO F Y AT TEET,
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FoUTL—RRIDY )—R |ERTHITUR TV L—REDY)—2R

Cisco IOS XE Amsterdam 17.1.1 Cisco IOS XE Gibraltar 16.12.x

PIFiD U Y — =

install =~ > N'£ 7213 request
platform software =~ > N

WU

Cisco IOS XE Gibraltar 16.12.1 LA Cl, A2 U —ADUPOE A1 »F (C9300-24U, C9300-48U,
C9300-24UX, C9300-48UXM. (C9300-48UN) TIEEE802.3bt # A 7 3 fEHEMIME 2 VR — b5
DI L~ Z7aa— KR EAINTHET, il 7 aa—Rad, ol U —
A LD TN HEMBETH Y FHA, ZO7H, TNHDOY U —2ADWNTANIF T T L— KT
DEEIEI~A 70 a— R AU T L —RTARERSNET, ~f7una—RKoxyr s
L— R&EFETLRWVWE, U7 L— K0 PoE OEREICHE L 4,

By T — KRB ) =R E g JL— RERATLa~<2 R UT, EZT7T 05N
BHDHT Vv a s EROFTHER LT TZINV,

Ao T —R | Zor 7 — R O |fEfT5a~r R |v~f/ra— KXo 7 1L—F
IO Y U —2 JJ—=x DT I ar
Cisco I0S XE Cisco IOS XE Everest | jpstall =< > K v A7a0a— KRNIV 7 NT=2TD

Gibraltar 16.12.1
FITEN LI
DY Y=

16.6.1 ~ Cisco IOS
XE Everest 16.6.6

Cisco I0S XE Fuji

16.9.1 ~ Cisco 10S
XE Fuji 16.9.2

A A N—LDO—E L LT HEI
Za—n_y 7 EnEd, bl
o EIIRE T,

request platform
software 2~ > K
FliF N Fv
77—k

VTN 2T A AT AT T
L— FT 5002, FE#ITvA
a—RKEZ L —RLET,
A rZnaa—REXY 7 L—FR
THNE, Ta— L arr g
Fal—varE—RT

hw-module mcu rollback =~ K

EATILET,

OB T a OB IIFNE, install =< K& L T Cisco IOS XE Amsterdam 17.1.1 72 5
Cisco I0S XE Gibraltar 16.12.1 iZ¥ U > 7 L — KT B55D LD TT,

-3

FIE

AA v FETANBNEANINTZY U —RIT, TOETAOR/N T F 72T 3= 9 0T, b
V)2 L TH L BAINTEAS T ETNAVEX DT L —RTHZ LT TEER
ho BEFDAE v TIZH LWAL v FETNAVEBINT 5561F, BEIFOTXTOAL v F &k
OV —R T v T —RT AL EHRELET,

ATyl 7V =0T w7
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TS5 alZH LA A= ERTEET AT DI 1GB UL EOFEEAH A L 2R LET, |+
IR VWAL, WA AN T A NEI V=T v T LET,

ATvT2

* request platform software package clean
» install remove inactive

wOFIX, install remove inactive =~ > N % ffi ] L T Cisco I0S XE Gibraltar 16.12.1 7 7 A /L

w2 V=27 LB EON 2R L T,
Switch# install remove inactive

install remove: START Mon Jul 22 19:51:48 UTC 2019
Cleaning up unnecessary package files
Scanning boot directory for packages
Preparing packages list to delete
done.

done.

The following files will be deleted:
[switch 17:
/flash/cat9k-cc_srdriver.17.01.01.SPA.pkg
/flash/cat9k-espbase.17.01.01.SPA.pkg
/flash/cat9k-guestshell.17.01.01.SPA.pkg
/flash/cat9k-rpbase.17.01.01.SPA.pkg
/flash/cat9k-rpboot.17.01.01.SPA.pkg
/flash/cat9k-sipbase.17.01.01.SPA.pkg
/flash/cat9k-sipspa.17.01.01.SPA.pkg
/flash/cat9k-srdriver.17.01.01.SPA.pkg
/flash/cat9k-webui.17.01.01.SPA.pkg
/flash/cat9k-wlc.17.01.01.SPA.pkg
/flash/packages.conf

Do you want to remove the above files? [y/n]ly
[switch 17:

Deleting file flash:cat9k-cc srdriver.17.01.01.SPA.pkg done.
Deleting file flash:cat9k-espbase.17.01.01.SPA.pkg done.
Deleting file flash:cat9k-guestshell.17.01.01.SPA.pkg done.
Deleting file flash:cat9k-rpbase.17.01.01.SPA.pkg done.
Deleting file flash:cat9k-rpboot.17.01.01.SPA.pkg done.
Deleting file flash:cat9k-sipbase.17.01.01.SPA.pkg done.
Deleting file flash:cat9k-sipspa.17.01.01.SPA.pkg done.
Deleting file flash:cat9k-srdriver.17.01.01.SPA.pkg done.
Deleting file flash:cat9k-webui.17.01.01.SPA.pkg done.
Deleting file flash:cat9k-wlc.17.01.01.SPA.pkg done.

Deleting file flash:packages.conf done.

SUCCESS: Files deleted.

--- Starting Post Remove Cleanup ---
Performing Post Remove Cleanup on all members
[1] Post Remove Cleanup package(s) on switch 1
[1] Finished Post Remove Cleanup on switch 1
Checking status of Post Remove Cleanup on [1]
Post Remove Cleanup: Passed on [1]

Finished Post Remove Cleanup

SUCCESS: install remove Mon Jul 22 19:52:25 UTC 2019
Switch#

HLWARA—VET Ty allat—
a) copy tftp: flash:
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b)

Coa<w  REFEALT, LA A—VA2 7T v vallat—LEd (ZOAT v 7k
LA A=V % TFTP 4 — "\ BT 258 1EAF v 7L TLLIZEW)

Switch# copy tftp://10.8.0.6//cat9k_ iosxe.16.12.01.SPA.bin flash:

Destination filename [cat9k iosxe.16.12.01.SPA.bin]?

Accessing tftp://10.8.0.6//cat9k iosxe.16.12.01.SPA.bin...

Loading /cat9k iosxe.16.12.01.SPA.bin from 10.8.0.6 (via GigabitEthernet0/0) :
rrrrrrrrrrrrrrrrrrrrrrrerrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrerrrrrrrrrrrerrerrrrrrrrrrrrrreeny

[OK - 508584771 bytes]
508584771 bytes copied in 101.005 secs (5035244 bytes/sec)

dir flash:

Zoawy REFHLT, A A—URT7 Ty v a2l ERIat—SNEl E 2R LE
—é‘o

Switch# dir flash:*.bin
Directory of flash:/*.bin

Directory of flash:/

434184 -rw- 508584771 Jul 22 2018 13:35:16 -07:00 cat9k iosxe.16.12.01.SPA.bin
11353194496 bytes total (9055866880 bytes free)

ARTYT3 VT NY2TARA—VET T T L—R

* install add file activate commit
* request platform software package install

R OFITIE, install add file activate commit =< >~ K% {# fH L T Cisco IOS XE Gibraltar 16.12.1
VIR 2T AA—T T T allf VA=V LTWVWET, v/ 7/ una—ROXy T
L— RLETENET,

Switch# install add file flash:cat9k_iosxe.16.12.01.SPA.bin activate commit

install add activate commit: START Thu Nov 14 23:51:14 UTC 2019
install add activate commit: Adding PACKAGE
install add activate commit: Checking whether new add is allowed

--- Starting initial file syncing ---
Info: Finished copying flash:cat9k iosxe.16.12.01.SPA.bin to the selected switch (es)
Finished initial file syncing

--- Starting Add ---
Performing Add on all members

[1]
[1]

Add package(s) on switch 1
Finished Add on switch 1

Checking status of Add on [1]
Add: Passed on [1]
Finished Add

Image added. Version: 16.6.1.0.202
install add activate commit: Activating PACKAGE
Following packages shall be activated:
/flash/cat9k-webui.16.12.01.SPA.pkg
/flash/cat9k-srdriver.16.12.01.SPA.pkg
/flash/cat9k-sipspa.16.12.01.SPA.pkg
/flash/cat9k-sipbase.16.12.01.SPA.pkg
/flash/cat9k-rpboot.16.12.01.SPA.pkg
/flash/cat9k-rpbase.16.12.01.SPA.pkg
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/flash/cat9k-guestshell.16.12.01.SPA.pkg
/flash/cat9k-espbase.16.12.01.SPA.pkg
/flash/cat9k-cc_srdriver.16.12.01.SPA.pkg

This operation may require a reload of the system. Do you want to proceed?
--- Starting Activate ---

Performing Activate on all members

[1] Activate package(s) on switch 1

--- Starting list of software package changes ---
0ld files list:

Removed cat9k-cc_srdriver.17.01.01.SPA.pkg
Removed cat9k-espbase.17.01.01.SPA.pkg
Removed cat9k-guestshell.17.01.01.SPA.pkg
Removed cat9k-rpbase.17.01.01.SPA.pkg
Removed cat9k-rpboot.17.01.01.SPA.pkg
Removed cat9k-sipbase.17.01.01.SPA.pkg
Removed cat9k-sipspa.l17.01.01.SPA.pkg
Removed cat9k-srdriver.17.01.01.SPA.pkg
Removed cat9k-webui.17.01.01.SPA.pkg
Removed cat9k-wlc.17.01.01.SPA.pkg

New files list:

Added cat9k-cc_srdriver.16.12.01.SPA.pkg
Added cat9k-espbase.16.12.01.SPA.pkg
Added cat9k-guestshell.16.12.01.SPA.pkg
Added cat9k-rpbase.16.12.01.SPA.pkg

Added cat9k-rpboot.16.12.01.SPA.pkg

Added cat9k-sipbase.16.12.01.SPA.pkg
Added cat9k-sipspa.16.12.01.SPA.pkg

Added cat9k-srdriver.16.12.01.SPA.pkg
Added cat9k-webui.l6.12.01.SPA.pkg
Finished list of software package changes
[1] Finished Activate on switch 1
Checking status of Activate on [1]
Activate: Passed on [1]

Finished Activate

--- Starting Commit ---
Performing Commit on all members
[1] Commit package(s) on switch 1
[1] Finished Commit on switch 1
Checking status of Commit on [1]
Commit: Passed on [1]

Finished Commit

[1]: Performing Upgrade Service

$IOSXEBOOT-4-BOOTLOADER UPGRADE: (local/local): Starting boot preupgrade
300+0 records in

300+0 records out

307200 bytes (307 kB, 300 KiB) copied, 0.315648 s, 973 kB/s

/tmp/microcode update/boot pkg/nyquist/usr/platform/polaris_adelphi rommon sb.bin:

such file or directory
MM [1] MCU version 127 sw ver 172
MM [2] MCU version 127 sw ver 172

MCU UPGRADE IN PROGRESS... PLEASE DO NOT POWER CYCLE!!

Front-end Microcode IMG MGR: found 4 microcode images for 1 device.

Image for front-end 0: /tmp/microcode update/front end/fe type 6 0 update
Image for front-end 0: /tmp/microcode update/front end/fe type 6 1 update
Image for front-end 0: /tmp/microcode update/front end/fe type 6 2 update
Image for front-end 0: /tmp/microcode update/front end/fe type 6 3 update

Front-end Microcode IMG MGR: Preparing to program device microcode...

ly/nly

needed:
needed:
needed:
needed:

no
yes
yes
no
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ATy T4

Front-end Microcode IMG
Skipped[0].

MGR: Preparing to program device[0], index=0

...594412 bytes....

Front-end Microcode IMG MGR: Preparing to program device[0], index=1 ...409334 bytes.
Front-end Microcode IMG MGR: Programming device

R B Y B a8 B & o 8 a B
Front-end Microcode IMG MGR: Preparing to program device[0], index=2 ...25210 bytes.
Front-end Microcode IMG MGR: Programming device

O0...rrrrrrw..0%....10%....20%...... 30%...40%...... 50% L60%. ... 70%...80%...... 90%....100%w
% Front-end Microcode IMG download pre-reload on sub=0

Front-end Microcode IMG MGR: Preparing to program device[0], index=3 ...90974 bytes....

Skipped[3].

Front-end Microcode IMG MGR: Microcode programming complete in 263 seconds

SUCCESS:
Install will reload the system now!

Upgrade_Service finished

SUCCESS: install add activate commit Thu Nov 14 23:59:48 UTC 2019

Switch#

GE)
FLET, VAT LZFHT

Jvu— 4508350 £ A,

Reload

a) reload
Zoavw s REEALT, AfvyFE2ue—FLET,
Switch# reload

b) boot flash:
AA vy FTHENT — FRRIE

£9, FNLINDEAE L. flash:packages.conf & F8) CHBE) L 97,

Switch: boot flash:packages.conf

GE)

show version

[

REOEFIZRY 9,

install add file activate commit =~ > F % ST L7212, AT AFHEINICY =—

SNTWHIUE, A2y 7 BH LA A=Y THEIRIZEE) L

VIRNT2TAA=VEZ 7 L—RLTh, 77— hr—XTHBICY D
Jl—FRanEth, FHan

AA=VPEHLES, ZOav s FEFEHLTHLWA A=Y=V a VAR LE

D
GE)

FLWA A=V ET— T 5ELT7— b —XIRHBICEGINETH, RIZ

Jr—REALETITH LN T — hr—F =T g I NICE RIS EE A,

R D show version =~ > KO S TIX, /31 A® Cisco I0S XE Gibraltar 16.12.1 A A —

VOHERPFE RSN TVET,

Switch# show version

Cisco I0S XE Software, Version 1
Cisco I0S Software [Gibraltar],
16.12.1, RELEASE SOFTWARE (fc4)
Technical Support: http://www.ci
Copyright (c) 1986-2019 by Cisco

6.12.01
Catalyst L3 Switch Software

sco.com/techsupport
Systems, Inc.
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Compiled Thu 20-Nov-19 19:26 by mcpre
<output truncated>

Z D& v a TlE, CiscoCatalyst9000 2 U — X A A » FCEMRIEERKEED T A B L ARy
=N OWTHB L ET,

TG4t A LUAN)L
Cisco Catalyst 9300 2V — X XA wF THMARER Y 7 b U = THEREIZ, RO L DT, FAE
72X7 AL DTA B AL~ULIZHFEEINE T,
ERXSA4 VR
» Network Essentials

« Network Advantage : Network Essentials 7 A & o A Cfi fl AfREZ2 S BE & B IEREN G £ %
j—O

TFEXYSA4EUR
T KA T A ' AT, BIHESAME & LT Network Essentials & 7213 Network Advantage 73 /3

TT, TRAVTA B ALYV T, AA v F 21T T < Cisco Digital Network Architecture
Center (Cisco DNA Center) THI ZadDA ) _X— g v &AM EZEONET,

* DNA Essentials

« DNA Advantage : DNA Essentials 7 A & > 2 Tl AT e 7ot AE LB IIEERE NS EN £ T,

7Ty 7 — bYA= MCETAERERE L, BREEAEHTEL T A B A LUV AR
F %121, Cisco Feature Navigator Z{#1 ] L %9, Cisco Feature Navigator {Z7 7 & 24 521,
https://www.cisco.com/go/ctn (ZHEA F 3, cisco.com DT B 7 MINLEDH D £H A,

SAEVREAT
AR T A B AZ A TITRD LY TT,
KN TABL ALYV AR L,
HIHIRIMNE - AR ALV, B4R, SR, FE72013 T EOBI,

« B BRERIR LD T A B A,
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B o toxirn gmE0s(FSA>

FAE VAN FREDHA RS54

« iR T A 2 A (Network Essentials 33 1 O Network-Advantage) O7F 38 I OVEITIX, 7K
ANTARLAEA T DI EIR ET,

7 KA Z A& A (DNA Essentials 3 J. (8 DNA Advantage) OiE3LIE X OVEITIX. A%
HMfE I A A2 A TORERD 7,
e Fy hT—7 TA VLA LAOLETRIR LB AIET KAV ITA B A L_UREENT
WET, DNA OHREZ T 25613, ADMIRPUINOENCT A B A2 HH L THl
EWEMEHT L, T RAVIA BV RAZIET 7T 4 T L THBASL v TFE2Yr— KL
THART A o AERETOERH 2k L £,

CHARTABLRLLEBICT RF L IFA BV AFEAT LS. HA SN TWARLE DY
LR EN TV ARWEASDEICERE L T EEV,

R IHASATLEMHE DY

DNA Essentials DNA Advantage
Network Essentials Yes X
Network Advantage G aJ

S Z DAL HEIL DNA T A £ ADOEHFIC O LA TX F3, DNA-Essentials
PIEEA R IIEACTE EHA,

ML T A B AEEXLTDHILITTEERA, ZNH DT A &2 AL Cisco Smart Software
Manager TiEFF S 4U7°, 90 H CHIRRGIALIZZ2 0 57, FHIi 7 A B AILAA v F T2
JEATE, BAEKRTAZLITTEEYA, T A B ARMYIREINICRD & 2D%
275 B3R EE AT A A v —UNER S, PRI ERERSINES, Va—
RRIZ, ARHROUINTFHET A B RE/ET 77 4 X— b5 2 LITTEEEA,

AT— kS VR

Cisco A" —FFTA B RIIHETA B AFEIU AT ALATHY, Ciscoldfbd Y 7 b =7 5
AL AT RCEEHRLET,

TOTARVAEFEHALT, VA0V 7 by T EEEA, BA, B, B, FHTEE
T, B—Da—YP A o X —T A A% LT, T4 B2 AOFTAWECHE AR ET 5 Hm
N FET,

DYV Y a—varid, Av— 77 k& Cisco Smart Software Manager THERL S AV E T,

A=K T NI AAY T N =T EEOF L TA T N ToHY ., Cisco Smart

Software Manager Z {3 5 72 DI ETJ, Cisco Smart Software Manager Ti%, 71 & &
DEER, BERRER, BT, IRk W\ olo, T4 B AFHICEET 2T XTOX AT #FEITT
EET, 2—VPEZBEMLT, A= T BT PREDAN=F v LT BT MIKHT 277
TR LHEREZFETEET,
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z2v—t+54 220l [
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Cisco A~—h 7 AL RET 7NV THY, T4 BV RAEEHTL-DIMHHTE DMHE—
DIFETT,

AYX—bSA4 2 ADEH

FIE

ATy T

ATy T2

ATvT3

WIZ, FH0HMSEN HORER% Cisco 10S XE Fuji 16.9.1 LIED U U — 22 LT LTV DHT N
A ANGEERBT 270t AOMEE R LET, F£¥ A7 OFITHIECZOWNTUL, 27 ¢
XFal—vary T4 R~DU I bRt LWEREBRTE E7,

cisco.com ? Cisco Smart Software Manager ~0D % v kU — 7 ¥z & St L E 7,

MERVY—ADOY 7 " YT a7 4 FXalb—ar A4 KT, [System Management] —
[ Configuring Smart Licensing] — [Connecting to CSSM| % ZM L T 72 &0,

A= T AT FEAFRLTT 77 4 7T 20, BHEOAS— T AU FTr7 AL

£7.

Aw—hT7HO FEERLTT 77 4 749 511X, Cisco Software Central @ [Create Smart
Accounts| IZT7 7B ALFET, A~— b T AU NeT 77 40 7L TEDDITHREZFFO>2L—
P2 T,

Cisco Smart Software Manager D& v N7 v 7 %&5%E T LET,

Q) AV—hNYT7 U7 T4V UTERICRAIELET,

by N—=F X AT IV NERERRIETREL, HENAN—T Y LT AT hOa—F LT I
At RRE LET,

N=F X AT AT ML, FERE, RS AT T T A—TFREELTIA A%
I 5 OIS L E T,

c) Cisco Smart Software Manager A" — % )L CREk h— 27 VHAERK L, h—27 U ZFHLTT A
ARG L ET,

MERV ) —ZADY 7 N7 a7 4Xalb—ar A KT, [System Management|
— [ Configuring Smart Licensing] — [ Registering the Devicein CSSM) % ZM L T 723V,

FETTHERODLHITRY £T,
« TANA ANKRBINTHHTE DIRREIZRY £7,
MEABHLDTA R ANA— T H v MIERINET,
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B =557 1 2corY— 51 L 20ER

BEBHTINARATDAI— b1V RDER
Cisco I0S XE Fuji 16.9.1 LARETIE, THHMEHZY 7 R =27 "=V a vryinreeya =7
SENTEREFEBLT AL ADYA . FDT A ZADFT_XTDT A & A% Cisco Smart Software
Manager (2883 2 £ TRHliE— FOWREIZ/ZRY £,
MBERV ) —2ADY 7 vy xT a7 4 FXalb—ar A KT, [System Management] —
[ Configuring Smart Licensing] — [ Registering the Device in CSSM] % ZF L T 72 &\,

YIRDITDT7 VT I L—FERREIVUITL—RIZLBDRATY— SV RANDEE

Cisco I0S XE Fuji 16.9.1 LIfEClE, A~— T4 BV ABRT 74V ETHY, ME—DTF A&
ZEHY ) 22— a2 T, TRXRTOITAS BV ARAY— T AL LTEHENET,

EE CiscolOSXEFuji16.9.1 LI TIX, M (RTU) 74 2 AE— R03FEIES ., BIET 5 CLI
® license right-to-use =~ > RHEHTE <720 LT,

A= TA B RAEYR—FLTWVWABV U —ZA~DT v T T L— RKRLAT— T, B R %
FHR—FL TRV U —ZA~DBITIZLE ST, TNAADTA L AN L ST L I2HE
BLTLEE N,
cLIFTIDN ) —ZADNBRAY— b4V REYR— T B )—RIZTYvTIL—FLIG
& BEFDOT X TD T A & AL Cisco Smart Software Manager (Z%8% 75 £ Tlli€— R
DRRBIZZR D E£3, BENTETTHE, A= T AV P THEATEL LT F
7,

MERYV Y —ADY T "y =T a7 4 FXalb—al A KT, [SystemManagement]
— [ Configuring Smart Licensing] — |Registering the Devicein CSSM| % ZM L T 72 &0,

A= bFSAM VAP R—PFEINTWVEWY ) —=RIZFTDVTL—FLEEE : 731
ADTXTDAY = FTA B APIERD T A B RNTEBR S, T3 ADTXTD A
~— F A AFRPHIRSET,

RIF—=Y o TDHARSA Y
HRED A r— 1V v T DHA KT A 2OV TIL, Cisco Catalyst 1000 3V — 2 AA v F DT —
H—
(https:/Awwwcisco.com/c/en/us/products/collateral/switches/catalyst-1000-series-switches/nb-06-cat 1 k-ser-switch-ds-cte-en-htmi)
ML T TZ3N,

HIPRSEIH & HFIFEIR

earbhua—)L L —2ARY Y (CoPP) : system—cpp policy CaRiE SNV T ANT
TN MEOFEEOLE, b0 7 7 AT A #HIE show run 2~ R TRRIN
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FH A, RPOVIZ, FpHE EXEC “E— KT show policy-map system-cpp-policy = 7213 show
policy-map control-plane av U REMHLTIES N,

« Cisco TrustSec DlFIZIA : Cisco TrustSec IIWFLA L H — T = f A TOAFRETE ., wfl
A HE =T 24 ATIERETEEE A

* Flexible NetFlow O fl|[RE1E

o A —H% 3y MEBAR— I (GigabitEthernet0/0) ZfH L T NetFlow =27 AR — k #5%
ETHIEIXTEERA,

e LAY2R—=FF v, =T Ry Mo REDHRHEA L H—T A RT
O—F=XERETHIEIFTEEREA,

cRLA U H =T 2 ADFECHEIZOWT, RALZ AT (IPvd, IPv6, E7oiTT—
Vo7) O7a—t=X 2 BEERETHI LITTEERA,

c AFEV V=7 a XU T ERELTT AL ATEA LW AEE. KEDsyslog £
ﬁiT”/?ﬁﬁuioTX%)) IBRFELET, V—rDL—MIdkEhsn s

B LET, Wi —ATIE, T RAEERBET L0V ET, 2k
@ﬁﬁé X, T3 AT XU 73T 2 N L E T,

* QoS DfillF)FIH

QoS Fa—A VIR —EFRETHEIL, Fa—A TRy 77 DEHI 100% %
BZRNE LT EEN,

CFRELA 2 H =T 2 A ATQoSARY =Y R— FENDDIX, AA v FREA 2 —
7 x=A A (SVD) OAHTT,

e AR—hFF¥r N A L H—T 2 A, R RN E—T oA A BLORZDOMOGHHE
A H =T 2 A ATIE QoS RV v —iFZHFR—hrENFEHA,
et X7 =/ (SSH)

eSSHNN—V a2 HLTLEEV, SSHAA—V g v 1 FPER—FINTWEY
/Uo

* SCP B L U'SSH DIEBALEED FELTHIL, SCPOFHAEY Y uv ANZE TS5 E T,
TNAAD CPUMNEL 2D Z ENHEINET, SCPIX, Xy FTU—F EDAKRA B
MTHOT7 7 A NMEEETR—FLTRBY., X SSH 24 H L E9,

SCP 35 X USSH OAEIZHEIZTNN— R = Tk P THR— F I TV
W=, BEELLEBILD T AN Y 7 N =T TETIND Z & TCPUBE L
720 F9, SCPBILUSSH 7' 1t RIZL D CPUERHEN 40 ~ 50% 1272 5560
HVETHR, TRAANV Yy NEUVENDZEEHY FHEA,

o« AKX 7 RERK
IR ODDAZ Y I AUNTAL v F AL v 7 B TE £,
o FIFEAR X v VHERRD BT R — b Zd, BREAY v 7H#ERIZTAR— SN TWERA,
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C9300 SKU 1. fiho> C9300 SKU & DI AKX v 7 TXxF4, [EFEIC. CI300L SKU I3
o> C9300L SKU & DI AL v 7 TE F£,

WOBIMOHIBRIL, 2V — XD 9300-24UB. C9300-24UXB. # L XC9300-48UB &5
JMCHEAESNET, OO ETARETORRAEZ v 7 THZERNTEET, o
C9300SKU £ AFZ v 73 HZ LIFTEERA,

cHILWA U NRAL v FOHENT v 77 L— R, £ A —=LF— RTOIHSR—h
INET,

« USB OFEGE : CiscoUSB K74 T & AL v FITHRT 5 &, BFOR L FitAx—TC
]\7470)n»quEz)‘uitTTéﬂiT USB K74 7k mL‘uEﬁH@a? Z)‘Jié'fm NN
password encryption aes =~ > K& AJJ9 5 & =2 //—/l/ WZIRD A v B—U 0N %Téﬂi
j—O

Device (config) # password encryption aes
Master key change notification called without new or old key

« A% Application Visibility and Control ¢ | [R =18 :

*NBAR2 (QoS BLUFu b a/LigH) REITAMMELR— bf@&ﬁTéhi?
72 & 21X, VLAN, &"— hFr 1/, BIOMOGREA % —7 = A A72 & ORIE
VE—T 2 A ATEYE—FEINTWHERA,

* NBAR2 X—ZD—EHHAE [match protocol ] (X, v—F 7T 7 arBLUORY &~
YIT Yy ary TORFFAIEIET, NBAR2 —HBILHEIL, o — 1 » JHEBEN R E
ENTWVAHRY —TCIEFFAI SN ETA,

e =87 v ban]  TRTORY —THK256 DFRIFFHZHERL 7w kan,

« NBAR2 LR D NetFlow 1A UA v — 7 = A A CRIBFICRETCEXEHA, 7L,
NBAR?2 & A #t AVC Flexible NetFlow [Z[F] UA % —7 = A4 A CRIFFICRETE £,

e IPv4d =% A ; (TCP/UDP) OHNYHR— hENFT,
¢ AVC (FEEEAR— bk (Gig0/0) TlEHAR—hrSnEHA,

* NBAR2 O#&filL, M T 7 B AR — N TOLFETTHILELIHYET, T 7Y
713, B—DOT7 v 7V 7 THY, R—FF ¥ RO ThithidEsce £4,

e NRT =< A AL v TF AN, 50% KD CPUEHR T, 1 &H7=Y 2000
OEE (CPS) ZAFETEXFET, DL — M5 AVC Y —E R TSN T
/Uo

o YEBEME c A8 HDT VB AR — & 24 HOT 7 AR— T L IZHK 20000 O 5
7 E%%ﬂfif% i—a—o

*YANGT—Z T U o 7 OHIBRHEIHE : V" — b &35 NETCONF D KA v o 3 4
X200k v g TY,
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of
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[
O
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