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TRTOT FLUARILVLAN BT SNE T, 1207 N LA ZHED VLAN IR
TNZEN TR EBZRETEET, 2L 2L, 2=F ¥ A K 7 FL A% VLAN | DR —
F1TEBELOVLANS OAR— K9, 10, 1IZEEETDHE V-T2 ERATRETT,

VLAN Z 212, MBEORET KL A T—7 Ui ShE T, 2 VLAN TigiisnTnd
7 RUARED VLAN Tiiifk S a12id, o VLAN HOR— MZ Lo TEEEIND D, F
72135 VLAN WO R — MZAZ T 4 v ZIZHISTT 6 b Bl d v £4,

MAC7 FLA T—JILDT I+ I FERTE

WDOFRIZ, MACT RLA FT—TNVDF 74+ )V NREEZ R LET,

R2:MACT7 FLADT 74+ FERTE

HERE T4 FERE
=0T B AL 300 7

A FIv T T RLA EEEaE
AET 47 T RLA AR TE

ARP T—J )LDEE

FTNRAALBETHINE A=V 32y P EOT A RRE) | V7 by =T IIHRINEDT N
A ZADISE Y FMACT RLARAERIZue—H L F—F U7 7 RLREZFETAVLENRHY
¥4, IPT RLANSa—h)VTF—% Vo7 T RVAZFEETATav X%, 7 KU ARk
Lk,

7 KU AR 7 b= (ARP) 1%, RA FMIPT RL A%, YT DH5AT 4T £72I1EMACT
R AB IO VLANID ([T £3, IP 7 R AZMH LT, ARP 13%id 5 MAC 7 K
L2A&EROFET, MACT RLARRSMMA L IP & MACT RLALDO%L%E ARP F v
VAL, TR MBTEDLLHICLET, T0K, PT—X T TR @7 L —
M 7TvMfbEn, Fy N —2ZBLTEEINET, A —V %y NSO IEEES02 * v
N =BT DIPT —4 7T L5DH 7 ENMbI LOVARP ZR/IGEIZ DWW T, 7 %> |k
U—2 7 7%A7m ha) (SNAP) THESNTWET, IPA ¥ —7 A ATIL, FEHERN
A =Y F v MEXD ARP 7 72Ul (arpaF—V— R TEEIND) BT 74/ FTA F—
TVICHES N TNET,

FEICTT — 7B E 7z ARP =2 R U IXHIREINIZ e 7200 T, FEICHIBRT 208
NHFET,
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FRAZADEE |
B 7 xozms:

CLI (v RIA v A FZ—Tx=AA) OFIRIZHOWTiX, Cisco.com T Cisco IOS Release
RADV==2TNEZRL TSN,

—

TNAADEERGE

FEIC &L D BT ERRDERTE

Efe7ey AT NRFZNTAEBE & HEENC LV REF S E T8,
MOETFETRETE £,

FEREIIMLERIGEICORMMT 2 Z L 2B LES, 7510 AREHTE 2448 — A5
HbOGHET. VAT LI vy 7 EFETRETDLEITH D FHEA,

\)

6=

AP & RANT S 27 A3 fB LT

FEICTUAT LA B v 7 EZRELTWDLEAIL. T ATEENEAEL THIOAL v 7 A
NN T N, ZADEENZ B/ THNC, ZORELZHRETHALENRH Y £,

SRTFLHYOYHDETE
Fy U —7 BT, NTPH— N7 EORAY — B R BT 29558 Y — AN H 556, FEIT
VAT Ay ERETHLETHY EHA,
VAT A Ay ERETDHICIE, ROFEEFITLET,

FiE
av Y REEEFETFTHIYa Y B
AT w71 |enable HikE EXEC B— RE AN LET,
B - s NRAT—REASILET (FERX
=58 .
Device> enable
AT T2 | RONTHRNEHHLET, WDONWTNPOEXLE > T AT L

« clock set hh:mm:ss day month year
» clock set hh:mm:ss month day year

1

Device# clock set 13:32:00 23 March
2013

rny 7 e FETRELET,

s hh:mmess : 5 (24 BEREESRD) |
g BERELET, fHEINICKE
FNE, RESINTHXA LY —1C
HoSxFET,

eday: HOH CHfZRELET,
smonth : A ZA4RITHRELE7,

. Cisco 10S XE Amsterdam 17.1.x (Catalyst9300 R f v F) AT LBEEBI I ¥alL—av HA K



| 71 zx0EE
46 v—ronz [

ARV RFERFTIVaY =)
eyear : FEEFRELET (KL T
BELRNWTSZEW) |

BALT—VDEE
BA D= E FHTRIET 5I1CE, WO FIEEETLET,

Flig
AU REEET7TIV 3 Y B8
AT 71 |enable ¥iME EXEC £ — RE2HMC L £7,
1 e NMATU—KREASHLET FERSh
=58) .
Device> enable
R 72 |configureterminal Ta— ) ar7 4 ¥al—g
5l - T RERHLET
Device# configure terminal
R Fw 7 3 |clock timezone zone hours-offset AR TELE T,
[minutes-offset] B
WERRERTIE, e SR (UTC) CHfERF
i - SNAHTEH. ZOawy RIEFE RS
s vt elock ti Aﬂ_3ﬁ\ﬁ%%$%T%ET6&%EHK@
zglce(con ig)# cloc imezone ﬂqéﬂiﬁ]
s zone : PRUEREEAH I TV D L&
WCRRENDHA L — 2 DAH]
EANNLET, 7744 NI UTC
‘(“ﬁ‘@
« hours-offset : UTC >0 4 7& » b
FEREE A LET,
o ({£E) minutes-offset : UTC 75 D
F7y NMpBEATILET, B—
T B A N — BN UTC & 1R
DEDEETHILAITHETEE
j—O
AT 74 |end ¥i#e EXEC E— RICRY £,
51 -
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B ==noxx

FRAZADEE |

ARV RFERETIVa Y =)
Device (config) # end
Z 5w 7§ | show running-config AN B LET,
fi
Device# show running-config
X 76 | copy running-config startup-config fER) ary74F¥al—ary 7y
AR EZRIFLET,

1

Device# copy running-config
startup-config

ERMOERTE

TEAERE O RIS E 23 BlARds L OME T4 2 il R 2508 3 21213, IROEEEZITVE

7,

FIE

AU RFEREET7TIVa Y

=)

ATy T

enable
51 -

Device> enable

it EXEC E— FE Az LET,
e NATU—REZASNLET EREN

=55

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 FXal—g
T— F&ERHEBLET,

ATvT3

clock summer-time zone date date month
year hh:mm date month year hh: mm [offset]]

1 -

Device (config) # clock summer-time PDT
date
10 March 2013 2:00 3 November 2013 2:00

FHEEE SN HICBB LU T 5
HiFHzRE LE7,
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| 71 zx0EE

zxmonz I

AU RFERETOVa Y

B8

ATvT4

clock summer-time zonerecurring [week
day month hh:mm week day month hh:mm
[offset]]

1 -

Device (config) # clock summer-time
PDT recurring 10 March 2013 2:00 3
November 2013 2:00

FHAFERE S B ICBIMB LU T4 5
B ZE LET, T XTORZIE,
BHDH A b )= BB LTNE
T, BAARREAI A ERE 2 I L T E
7

TR RTIZE R 2 I L ET,
BRIET 7 4V FCTF 4 B—7 /I
EINTWET, "NFA—F7R2LT
clock summer-timezonerecurring % 8 &
T35 L. BERFEO/L—VITKEO/L—L
T 74V MRESNET,

BRGEA & TH K0 % OGE1E, VAT
AT PERICND E RSN ET,

 zone : RN H /G AT TR S
N5 4 (PDT 72 Y) %#IRE
LE1,

o (F&) week: HOH (1~ 4,
first, E/zidlast) Z2HEELET,

« ({EE) day: #H (Sunday,
Monday 72 &) ZHEL £7,

« ({E&) month : A (January,
February 72 &) ZfELE7,

o () hh:mm: s L O AL T
REE Q4REFIIER) 2T L E7,

« (fEE) offset : ERFHFIZEMNS
DORERRELES, T 74V M
60 T,

ATvTh

end

1 -

Device (config) # end

HbE EXEC E— FIZREY £,

ATvT6

show running-config

1

Device# show running-config

AN B LET,
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FA2OEE |
B vrozz

ARV KRFERIETI Va3
copy running-config startup-config

1

B8

B =27 4Fal—ar 7y
A NMIHREERFLET,

ATy IT17

Device# copy running-config
startup-config

THRARF NPT =TI R—F 7y 72 H2TELT, SMENTP Y — AR TE 220
LEIC, ETAAFERYLT 52D DONTP I A4~V 7uy 7 L LTHRET S Z LI T
FHA, THAARF, B F—ICKTHINA— R =T R—Mbix CWEHA, TOK

O, Fe—s3L a7 4 Fa b— 3 E— KT ntp update-calendar =~ > K & ntp master
avy REMEHTLZEIEITEEREA,

NTP OFERBRIZONTIE, ROEZ S a v E2FBBLTLIFE I,

=1

ax A
NTP OF 7 )V bR &R LET,

NTPDT 7+l k

RKRINTPOT IAIL LERTE

FRRLDERTE

HaE

FI4I MEEE

NTP F&GE

T 4 — T VEERER —IFREINTWEE A,

NTP &7 /73— =TV xzm— g

AREIE

NTP 7o — K&y A b h—E R

T4—=T N, EOA X —T A AH NTP
Ta— KXy X MRTy NEEZELEEA,

NTP 7 7 & AR

T Aay ba—UIHEESN TWERA,

NTP /"y RiEEITLIP 7 KL A

EETLT RLRE, BEA LV H—T oA AT
Lo THRESNET,

NTPIZ, TR TCDOA v H—T 2 A ZATF 7+ N TA FX—

TR ESNTWET, +3TD

A B =T 2 A AL NTP X7y h&EZELET,

NTP SBREZ X ET HIZiE, RO FJEZE

FATLET,
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| 71 zx0EE

NETEl |

FE
ARV FERET7IV3 Y Br
AT 71 |enable F5HE EXEC E— RE2HC LT,
f NRAT—RE AN LET FERENnG
/E[\) o
Device> enable
R T 72 | configureterminal Jsa—\ )L a7 4 ¥z lb—3a
15“ : £— F‘%B—'ﬁﬁé\biﬁ‘o
Device# configure terminal
AT 73 |[no] ntp authenticate NTP LA A X —7 M LET,
f NTP #ZiFEZ N+ 212k, Zoa~
Y ROono A EFEHALET,
Device (config) # ntp authenticate
R 7 4 |[no] ntp authentication-key number {md5 | 282 — % EX L ¥ T,

| cmac-aes-128 | hmac-shal |
hmac-sha2-256} value

1

Device (config) # ntp authentication-key|
42 md5 aNiceKey

cF—TLIT, F—FE XAV B
FOMEZE 1 >FoEELET,

o F—|TRDOWNTNNDZ A T2
iﬁ—o

emd5 : MD5 7L XA %&A#
L 723865,

« cmac-aes-128 : AES-128 7 /L =2
URAAMZE DR ER—Z A >
=K — N (CMAC) %
ER LTR8RE, ¥4 Y= A hD
FSiF128y R T, F—0DR
SIX16 N1 FEIT321 B
<7,

« hmac-shal : SHA1 /v o =
AR LIz Ny 2_—2R
A=K Ba— R
(HMAC) %A L7=i8GE, #
AV APMDOEITI28E Y
T, F—DOEIE1—3231
k9,

* hmac-sha2-256 : SHA2 /~v v =
BE% - fd F L 72 HMAC % 4
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B <>y —=zonPryeI—vavone

FRAZADEE |

ARV RFERETIVa Y

B8

LI, 54 V= 2 PORS
1256 By T, F—DRE SR
1— 3231 T,

SNTP DFRGEXF— 2 HIFRT 25613,
Da<w FonoBEXE2EHLET,

ATy TH

[no] ntp trusted-key key-number
1 -

Device (config) # ntp trusted-key 42

DT ALFTE B LIS BT
DIZ. BT NTP 7 /354 A2 NTP /347 v
b CHRET B B B B RIC & D38
F—%ER L ET

{EHECX 23RREA 4 D12,
a<wr RO noEXEFHLET,

ZD

ATvT6

[no] ntp server ip-address key key-id
[prefer]

1 -

Device (config) # ntp server 172.16.22.44
key 42

NTP % A L H—_—ZL->TY 7 hU=
T ruy 7RSS L OICBIEL
E S

e ip-address : 7 v v 7 [l H#] & $2 it
HEA LY —N—DIPT KL A,

* key-id : ntp authentication-key ==~
v R TER S R —,

cprefer : ZOET &, R &R
HLEFRETICLET, ZOF—TU—
Rix, 707 vy 7Ky 7%
5LET,

P R—TF Vi — g VERET AT
X, Zoa~vr Fon a2 AT LE
—g—O

ATy T1

end

1

Device (config) # end

¥:#E EXEC £ — FIZEREY £,

R—Y G R=ZONTP 7Y I—a DHETE
A=Y I R—ZADNIP T VT —a 2R ETAHICIE. WOFIEEZETLET,
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| 71 zx0EE

K=oy R—z2ONPFULI—varoiE [

Flig
ARV RFEEETIVa Y Br
AT w71 |enable e EXEC E— RE AT L £,
1 - NAT—REANLET (FERaniz
/E[\) o
Device> enable
A 72 |configureterminal Ja—\)y a7 4 Fal—a
Bl T RERHLET
Device# configure terminal
A7 v 7 3 |[no] ntp peer ip-address [version number] | &7 & [FIMILT 57, E-EETICE -
[key key-id] [source interface] [prefer] TREULEND LT, F AL ZADL A
1 - TAIAY I ERELET (B¥TT VY
T—3Y) ,
D‘e’:izio(;o;fig)# ntp peer 172.16.22.44 . ip—addr%s Uy IR A R
5. 37 vy 7EMERILS R
HETDOIPT KLU A,
e number : NTP RN— g &5, #
FHIX, 1~3T%, 774/ KT
W, N—=Ta VINEIRENTWE
7,
* key-id : ntp authentication-key =~
v R CERINTFIEx—,
s interface : IP DEFE LT KLU A& HL
HIa4 0 2—T AR, T T FIV
i, EETLIP 7 R RIIHEE
A B—T A ZAMHEHELET,
sprefer : ZOET &, R EEMET
HERETICLET, ZOF—T—
Rizk v, 7o 82 235680
L\iﬁ—o
V7T Y= g R AT,
Zoa<wry FonoEREEHLET,
27 7 4 | [no] ntp server ip-address[version number] | 4 { 14—/ 3—|2 ko> TRBME S h 5 &

[key key-id] [source interface] [prefer]
1 -

N, THRAADVAT LT 0y ) ok
ELET (P—n"=TVxz—3
).
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B oo—rxvzxrx—zoNPFYLI-vavoEE

FRAZADEE |

ARV RFERETIVa Y

B8

Device (config) # ntp server 172.16.22. 44
version 2

e ip-address: 7 = v 7 [Al ] A f2 {3
HEAA LY —_R—DIPT KL A,

e nuMber : NTP X— 3 &5, #i
PHIZ, 1~3CTJ, T 74/ KT
1T, N—V g UINEININTWE
KR

* key-id : ntp authentication-key =~
v RCER INTZRGEx —,

sinterface : IP DX{E5LT N L A &2 B
BIA4 08 —T xR, T T4V
Tl BETLIP T FLRIIEE
A E—=T oA ADSEALET,

cprefer : ZOET &, R AR
LEFETICLET, ZOF—TU—
RKix., 7D r oy 7Ry 72
bLET,

P—R=T Vo — g AT AT
X, Zoa~r FonlEREANLE
ﬁ—o

ATy TH

end

1

Device (config) # end

b EXEC £ — RIZER YD £,

JOA—KFXFvARR—=XDONIP7YLI—300M

o

a3 JE

TH—RF¥AR—ZADNIP 7 Vi T— g U 2RETHITIE. ROFEEZFEITLET,

FIE

AU RFEERETIa Y

E]:)

&M

enable
B

Device> enable

HibE EXEC E— REZ A% LE 1,
NAT—REZANLET @EREn-8

/E[\) o

ATvT2

configure terminal

1

Jua—)aryZ 4 xXal—gy
F—FzfmLE7,
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| 71 zx0EE

JO—FFr Xk RA—ZONP 7Y I—av0EE [

AU RFERETOVa Y

B8

Device# configure terminal

AT 73 |interfaceinterface-id AVE—T oA AEREL, £ 25—
- Tz AT 4F¥alb—Vg )y FT—
RZBRtE L £,
Device (config)# interface
gigabitethernetl/0/1
R 7w 7 4 |[no] ntp broadcast [version number] [key |NTP 7' — K& ¥ 2 |k /37y p&ET
key-id] [destination-address] ICEEFT AL A —T o Ao A F—T
fi MZLET,
bevice (config-if)é ntp broadcast e number : NTP N—27 = U&7, i
evice(conrig-i n roadcas —
version 2 ? i flX, 1 ~3C9, 774/ KT
I, N—=Ya VIBNEHINET,
* key-id : FRFEF—,
* destination-address : = D A A v F|Z
MLTr7uy 7 AL TWLET
DOIPT FLA,
A B =T A ATONIP7 12— R¥ ¥
A SRy S DORE EEENITT DI,
Zoavr Ron X EEHLET,
Z 5w 75 |[no] ntp broadcast client A B =Tz A ANNTP 77— R¥ ¥y
# - ARy NEZETEDLLIICLE
j‘o
Device (config-if) # ntp broadcast client f B —T = f ATONIP 7 12— R+
VS WA A ML= hias i3] helg RN tell =
Zoavr RonBEREHEHLET,
AT v 76| exit FiME EXEC £— RIZED £,
f
Device (config-if)# exit
R w 77 |[no] ntp broadcastdelay microseconds (1) FANAALENTP 77— R¥ ¥

1

Device (config) # ntp broadcastdelay 100

A R —R—EDT 7 KM v 7B
DOTHANEZEE LET,

T 7 v ML 3000 A 7 afp T, #i
BHIZ 1 ~ 999999 T,
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B vrroexsmoms

FRAZADEE |

ARV RFERETIVa Y

B8

A B —T =2 A ATONIP7 — K& ¥
A oGy N ORAEE BN DI,
Zoavr Rono BREEHLET,

ATvT8

end

1

Device (config) # end

HrME EXEC E— RIZEREY 97,

NTP 7 U £ A HIRDERE

LI Cai4 2 & 912,

TFOECRTGIN—TDEREERIPTIERA JRMDE|YHT
T IO BRI N—TE2ERLTCERIP 727 AU R NEE O Y THITIE, RKOFIEEZFETLE

j—‘O

FIE

20D L~YLTNTP 77 B RAZHIFECE E£9,

ARV RFFERERTI VA Y

=)

ATy T

enable
1 -

Device> enable

HrtE EXEC =— RZHIC L ET,
NAT—REZANLET ERENT-5

/E[\) o

ATvT2

configureterminal

1

Device# configure terminal

Jua—)L a7 4 Xal—g
T—FzfnL£7,

ATvT3

[no] ntp access-group {query-only |
serve-only | serve| peer } access-list-number

1

Device (config) # ntp access-group peer
929

TR AT N—TEERR L, AP T
JEAYANEEIDYTES,

« query-only : NTP it 7 =V,
« serve-only : BREZER,

e serve : BEZIER & NTP HilfHl7 =V
ISR LET, UE—RT A R
W5 T3, 2D IZFFAT L
FEA,
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| 71 zx0EE

FOERTIL—

Tk ERIPTIER YR roEY LT [

AU RFERETOVa Y

B8

. peer : IEZI TR & NTPHilfH 7 = U |
BLOY = b TS AT DT
NA ADFILZFFAT L £ 97

« access-list-number : IP 7 7R U &
FET, FHETE 28T 1~ 99
T

AA o FNIP —ERIZxT27 7%
A EHIBRT ST, Zoa<sr Fo
no B &R LET,

ATvT4

access-list access-list-number per mit source
[source-wildcard]

1 -

Device (config) # access-list 99 permit
172.20.130.5

T AYANEERLET,

« access-list-number : [P 7 7 &A1V A
NERE, fRETE 28T 1 ~99
‘/C:“g‘o

s permit : R —HLIZGEICT 2
TALEFFAILET,

e source : FNA ADT T & AN
Ao

« source-wildcard : £{E07 R L &|Z
BWHENDTIANLREI—FRE Y b,

() TIvA R BNEEKRT D
B, 727ERA URRDEK
FATIHEER D deny A7 — R A
v NIST T 4V N TIRE(E
L. ACL O v [ZEIZET
HETHNRONLR
Mo TXTONRNTr > T
BWHENLZ LICEELT
<TEEW,

SNTP DFRFEXF — 2 HIRT 285613,
Da<w FonoBEXE2EHLET,

ATy TH

end

1

Device (config) # end

HikE EXEC £— RIZRY £,
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FRAZADEE |
B sz0 5Tz 42L0NPH—EROT 42— T L

BEDAVEA—TIAALEDONPH—ERDT1t—T )L
A H—T 2 A ATNIP X7y bOZEETNTTHICE, ROFEEFITLET,

Fg
ARV KRFERETY a3 Y BHY
ATy 71 |enable K#HE EXEC £— R AT LE T,
f5i NRAT—REANLET FERIN
) o
Device> enable
AT w 72 | configureterminal JTa—\ ) a7 4 ¥z lb—3a
Bl T— &ML ET,
Device# configure terminal
R v 73 |interfaceinterface-id Ja—r ) ar7 4 ¥al—i gy
Bl T— BB LET,
Device (config) # interface
gigabitethernetl1/0/1
A7 74 |[no] ntp disable A B —T 2 A ATNIP 7 v hDZ%
51 Fx7 4 =7 M LET,
A H—Tx2A ATNTP X7y hOE
Device (config-if) # ntp disable %%ﬁfﬁﬁ’?ﬁ&:#é&:&i Spawy R
D no JEARZEMEH L £,
AT w75 |end Rt EXEC E— RIZRE D £7,
fi
Device (config-if)# end

VAT LADERE

VAT AL EFETHRET AL, ROFIEEZFEITLET,
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| 71 zx0EE

vzruzngz |

Flig
ARV RFEEETIVa Y Br
AT w71 |enable e EXEC E— RE AT L £,
1 - e NATU—KREASNLET FERkEh
%) .
Device> enable
R T 72 | configureterminal Jsa—\ )L a7 4 ¥z lb—3a
15“ : Tt F‘%B—'ﬁﬁé\biﬁ‘o
Device# configure terminal
AT 7 3 | hostname name VAT AL ERELET, VAT LA E
%l - RETDL, VAT LA T REL
THEHENET,
romotousers | nane 57 4 b FRELE Switch T,
A HiTlZ ARPANET 78 & M4 D JL— /L2
WD VERHY 4, ZONL—/LTIER
A MITICTFTHEY . XFEREET
THDY ., FORIIICTF., 85, 7=
A 7 LIMERTEEH A, ARINC
1T 63 XTFETCHEHATEET,
AFw 74| end HrtE EXEC £— RIZEY £,
1 -
remote-users (config) #fend
remote-users#
R w 77§ | show running-config ANEHERLET,
1 -
Device# show running-config
R w 76 | copy running-config startup-config EE) av74Fal—yar 77y

1

Device# copy running-config
startup-config

AR EZRAFLET,

Cisco 10S XE Amsterdam 17.1.x (Catalyst9300 X f v F) YA TLBEEI I F¥al—2av HM4 K .



FA2OEE |
B onsoxe

DNS D& E

FNRAADIP T RLAZFRA M ELTHERTLIHS, 2O T FLAMEHSR D729,
DNS 7= U3 AELEFA, BUAF R () RLTHRAMNMERETDE, VUL RE, 10
W< T 7 ANV RD RAAL VZBHRA RBITBINE, £DO%TDNS 7 —23Tbi, 4
AiZzIP7 RLRIZw Yy ES T LET, 74NV RO RAL LT, Fa— L a7 X
L—y gy T— RFTipdomainname 2~ RiIZL > CTHESNDETY, mA MR Y 4
K () BHDEAIL, CiscolOS V7 b =T 1d, RA NAIZT 74V bD K AA 4 %8B0
HPTICIP T FLAERBRZELET,

DNS T D K HICAA v FEEETDHIZE. ROFEEEITLET,

FIE
ARV FERET7IVa Y By
AT 71 |enable FEHE EXEC E— RZ2HC LT,
1 - e NR2AT—REANLET (RS
e%E) .
Device> enable
ATy 72 |configureterminal Ja— ) ary 7 4 ¥al—3ig
Bl T— REMELET
Device# configure terminal
AT 7 3 |ip domain name name FEEREMIA A M (K MEE 10 8
Bl R R AL HORVAH) TS
B 7 b2 T BNMERT S, T
Device (config) # ip domain name 7 Fx IV ]\ (D) ]\)( 4’ -\/Zl f&ﬁ?% L\iﬁ—o
Ci .com
seeee R A A 5% RAER DA 7 5 1K) % 72
DIHEH SN D EAIOE Y A R AN
WTL &N,
7 — MREZIZ R A A VAITRRESNLTY
FHAN, TAAL AOFREN BOOTP %
721% Dynamic Host Configuration Protocol
(DHCP) H— " BirbhTn5%
4. BOOTP %721 DHCP 4 — 2k »
TTT7HNVEDRAAL AR EIND
ZENHY ET (ZOFERNY— TR
EENTHWBEES) .
Z 5 7 4 |ip name-server server-addressl KRTE T RLADIRPIHEAT 5 15F
[server-address2 ... server-addresst) FIIEH DX — L —RDT KL 2%
1 - BELET,
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| 71 zx0EE

Message-of-the-Day O %' 1 > /\F—DEEE .

AU RFERETOVa Y

B8

Device (config) # ip
name-server 192.168.1.100
192.168.1.200 192.168.1.300

K6 DDF—A P —R"EEETEE
T, KV =T RLAFAN—ATK
10 £9, BANCHEE ST — 303,
TIA= Y P—RTT, T AT,
7T A <Y P —/3~DNS 7 TV &t
ICEELET, 207 ) NS
BlE, NI T T =N =Y RN
EEEINET,

ATvT5

ip domain lookup [nsap | sour ce-interface
interface]

1 -

Device (config) # ip domain-lookup

(f£&) 531 A2 T, DNS ITH5<
KA RGNS T R ANDOEWE A X —
TMZLET, ZOEEIX. T4k
TA X =TI ENTWET,

Z—PDR Yy NT—T T8, AN, 4H]
DOEID Y CEFIECERNE Y hT—7
WODT S, A LHEfgEd DD D55
B, Ta—rLip g VA —Fy hOFR—
75X (DNS) #fEHLT, =—%
DT INA A BRI DT A A4
EEIICEI D Y CHZ LN TEET,

ATvT6

end
51 -

Device (config) # end

¥i#E EXEC £ — FIZEREY £,

ATy T17

show running-config

1 -

Device# show running-config

AN B LET,

ATvT8

copy running-config startup-config

1

Device# copy running-config
startup-config

EE) =74 Xal—vary 7y
A MR E AT L E T,

Message-of-the-Day O %' 1 > /N\F—DEEE
FLRCE S A 2 L b R CHC RS S LTEL LD A b — 05 F — BT &

B
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. Message-of-the-Day 05 1 > /N F—DERE

FRAZADEE |

MOTD 1 7' A & NP —ZRET DI, ROFIRZFEITLET,

FIE
AU RFEREET7TIVa Y =[]
AT w71 |enable FiHE EXEC E— a2 Az LE T,
i - e NAT—REZ AN LET (FERSh
=%8) .
Device> enable
R w 72 | configureterminal ra—N)ary7 4 Xalb— gy
Bl - T FEHHLET,
Device# configure terminal
AT 7 3| banner motd c message ¢ MoTD Z457E L £7,
i - c: AR FRS B 2»RE. HHOT VU R
X% ANJTL T Return ¥—%H#H L %9,
Device (config) # banner motd # i N S
This is a sezure :it:. Ozly [Z@J@j(%(i/\'j‘ TEA }\O)ﬁéi Y
authorized users are allowed. k/%%?b ) f&?% L/\iﬁ—o fﬁgi@ U] O)[Z@J D'
For access, contact technical i@f&%@j{ibi}%ﬁéﬂiﬁ‘o
support.
# message : 255 LFETO/NF— A vt —
PEANLET, A vE—THIZIEXY
D XFEERTE LA,
ATv74|end FiME EXEC £— RIZERE D 7,
fl
Device (config) # end
Z 5w 7§ | show running-config AN B LET,
{5
Device# show running-config
X 76 | copy running-config startup-config fER) ary74F¥alb—ary 7y

1

Device# copy running-config
startup-config

AR EZHRFELET,
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| 71 zx0EE

Og4 >

INFT—DEERTE

Pl SN2 T RTOEWKR TR 7 A U AT —=RNFERIND LI ITHRETE LT,

OJA4 Y NF—DHRE .

N =PRI S

NH5DIE, MoTD N F—DH% T, ul Ay a7 MRRRENDAITT,
0y Ay NF—ERETHIZIE, WOFEEZFEITLET,

FIE
OV RFEREFET7TIV3 Y By
RT w71 |enable FiME EXEC E— R&ANC L ET,
fA e NMAU—REZ AN LET (FRkIh
e5%E) .
Device> enable
AT 72 | configureterminal JTa—r )L a7 4 FX¥al—3a
1 - T REBHLET
Device# configure terminal
Z 5w 73| banner login c message ¢ RIAY AyE—VEBELET,
1 - c: ARV RiLE (B &, HHOTY
H & NS LT Return F—%#H L 9,
Device (config) # b login $ . —
Aice(s:i ;Zi agthor?xzue‘zruszg;nonly. IX@J D i?&i/\’j“— 7EA I\ @ﬁéi D
Please enter your username and t%gj/) ) 7552% Li‘@—o ?(ﬁgb ) @IX@J D )t
?%Wm- FOBADILFIIEFREINET,
message : 255 XFETORT A Ay
=B AN LET, AvE—URITE
XY CFEFEHTEEREA,
AFw 74| end HiHE EXEC £— RIZREY £,
1
Device (config) # end
R 75 | show running-config ADEHER L ET,
f
Device# show running-config
R w 76 | copy running-config startup-config EE) 274 X2l —vay 77

1 -

AR EERTETE LET,
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FRAZADEE |
B vacrrLzxs—oroesm

ARV RFERFTIVaY =)

Device# copy running-config
startup-config

MAC7 FLR T—JIILDOEE

FRLRI—DVH5 84 LDEE
HAFI I T RLRATF—TADT =D 7 B4 MR B0, WO FIELE £ L ET,

FE
AT RFEERETIVa Y Br
AT 71 |enable ¥5HE EXEC =— RZ2 AN LET,
1 - e NAU—REASNLET FEREh
58 .
Device> enable
R 72 | configureterminal rsa—r )L a7 4 FX¥al—a
Bl T REBHLET
Device# configure terminal
R T 73| mac address-table aging-time [0 | ATy = MU MEREZITE
10-1000000] [routed-mac |vian vian-id] | 4 x}17-7%2 . MAC 7 FL 2 F— 7 LN
15 IZRFF SN DR 2R E L E T,
bevico (confia) ¢ ddress-tabl BECT& D#iPHIT 10 ~ 1000000 £ T
aging time 500 viem 2 o |T. FTAL N30T, 0EASL
THIRYINZT 4 E—T e T 522 %
TEET, RE¥T 4 v 7 T FLAIL,
HWIREINIZ 225 Z & b T — T HHEIER
INHTELHY FEHA,
vian-id : %72 ID 1X 1 ~ 4094 T,
AFw 74| end ke EXEC B— RIZR Y £7°,
B
Device (config) # end
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| 7131 z20EE
mac 7 L2 ZEES ~ 5y T0EE [

ARV RFEEETIIa Y BRI
R 75 | show running-config ADEHER L ET,
I

Device# show running-config

AT w 76 | copy running-config startup-config UEE) 274 X2l — gy 77
i - A TACRTE Z R AT L £ T,

Device# copy running-config
startup-config

MAC7 FLRAZEE@EHM L5y TDHRE

NMSAH A MIMACT RLAZEFHHM T v T E2EETILILICAA v FERETHITIT. K
DFNEEFITLET,

FIE
aAv U RFEREET7TIVaY B
RTwvF1 |enable FiME EXEC E— REAICLET,
11 e MAT—REASNLET (FERE
NS E) .
Device> enable
5w 2 |configureterminal ra— )L a7 4 FXal—a
15'] : £ — ]\\‘%Eﬁﬁé\bij‘o
Device# configure terminal
RTwF3 |snmp-server host host-addr N o T A=V DZEMERTE L
community-string notification-type { E
informs|traps} {version {1]|2c|3}} {
vrf vrf instance name} « host-addr : NMS DA RTE 72137 F
VAZIRELET,
1 -
straps (F 74/ k) AW ARC
Device (config) # snmp-server host S oo, P
172.20.10.10 traps private SNMP 7 >~ %Jiék' Liﬁ—o
mac-notification e informs: A8 A {2 SNMP [ & 1%
FLET,

sversion : B7R— F 35 SNMP /3 —
VaraEfEELET, informs i
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B vacr rLxzEEa S Y T0R

FRAZADEE |

ARV FFEREETIVa Yy

S

NR—=Yarl (T7x/N1) &l
ATEEHA,

* community-string : i#ZIALEE Cik(E
THXFHNERRELET,
snmp-server host =~ > R&fEf L
TZDOXFHNZHRETEETH,
ZDOXFHNEERT HITIL,
snmp-server community 22—/
nNarZ4Xalb—ragravy
R&EfEH L THD, snmp-server
host 2~ R&EMHT 2 Z & a4
T"LET,

« notification-type : mac-notification
F—U—FzHLET,

evifwrf £V AZ AL 0 ZOKRA
O VPN v—T ¢ & T BRIk A
AL AIEELET,

AT w4 |snmp-server enabletraps
mac-notification change

51

Device (config) # snmp-server enable
traps
mac-notification change

FRA AN MAC 7 R L AEF @A
NMS IZEfETE A LHICLET,

25w 75 |macaddresstablenotification change

1 -

Device (config) # mac address-table
notification change

MAC7T RV AL @IWEIEZ A R —7
LI LET,

RFw 76 |macaddresstablenotification change[
interval value] [ history-size value]

1 :

Device (config) # mac address-table
notification change interval 123
Device (config) #mac address-table
notification change history-size 100

FNo o A B—rL XA LLBERE
FT—=TNDY A X AT LET,

« ({EE) interval value : NMS (Z/E

REND N7y 70Ky MO
WEN N T v A o F =L B
MCTHELET, HETE HHEA
120~2147483647 70T, T 7+
L ME 1 BT,
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| 71 zx0EE

mac 7 L2 ZEES ~ 5y T0EE [

ARV FFEREETIVa Yy

E:)

« (f£&) history-sizevalue : MAC
WHBRET — 7 DRk Y
BAEBELET, HETE LM
1£0~500T9, 774/ I
<7,

RFw 77 |interfaceinterface-id AV B —T 2 A AT 42l —
i - vay T—FEMm L, SNMP MAC
T RUVREE T v T A R—T VT
Device (config) # interface THLAY2A L H—T = A ALIEE
gigabitethernetl/0/2 LT,
RTw 78 |snmp trap mac-notification change A B —Tx2A A LETMAC T FL X
{added | removed; BERH T v T oA F—T M LE
i - T
Device (config-if) # t *MACT RUANA =Tz A A
evice (config-i snmp trap . . A - = . —r
mac-notification change added ﬂJM@éﬂt%ﬁh%7y7%4
F—7 ML ET,
*MACT RLABA X —T A A
IZremoved ENT7-H AT N T v
A RX—T NI LET,
ATFwv79 |end ke EXEC E— RICEREY £7,
51
Device (config) # end
AT w710 |show running-config AN EHERLET,
1
Device# show running-config
7w 711 |copy running-config startup-config (fER) ary74F¥alb—var 7y

1 :

Device# copy running-config
startup-config

A TR EZRAFLET,
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B vacr rLzsBEa S ToRE

MAC 7 FLARENER FZ v TDERTE

ch%%L£M3i?¢éﬁAi MAC7T RL &2,

FRAZADEE |

[l CVLANND & 5 AR — F BRI R —

MBI 5 & HIZ, SNMPEHBER SN TRy NT—27FH VAT AZEGF SNET,
WOFNEITHEN, TAA ZEHZHE L, NMSH A MMCMACT R L ABENEE b7 v S 2 %ET
HEHTLET,

FE
AU RFERET7TIV3 Y B#
AT 71 |enable FeHE EXEC E— R HC L E T,
1 - e MRATU—KEASNLET FEREN
e%E) .
Device> enable
R 72 |configureterminal sa—\)aryz 4 Fal—ra v
%l - E— RERBLET,
Device# configure terminal
R T 73| snmp-server host host-addr {traps| NIy T A=V DOZEMEEE L

informs} {version {1|2c| 3}}
community-string notification-type

f
Device (config) # snmp-server host

172.20.10.10 traps private
mac-notification

=75

« host-addr : NMS DA RI£ 7217 R
VAERELET,

straps (T 74/L k) 1 ARAMZ
SNMP 7 v 7ZEELET,

einforms: &~ A b
L%,

(\Z SNMP & % 1%

eversion : %7v— ~ 9% SNMP 73—
VaryEEELET, informs (21X
NR=Tavl (F7x 1) &
TXEHA,

* community-string : B ELER CRE(E T
53CFHN R E LEY, simp-server
host =~ RZMEH LT Z OIS
ERETEETN, ZOXFHNEE
FT 5121, snmp-server
community 7 12—/ L 327 4 F o
L—y gy avy RefL T
5. snmp-server host =~ > RZ&fifi
AT 22 2R LET,
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| 71 zx0EE

mac 7 KL 2BEES k5 v Togz [

AU RFERETOVa Y

B8

« notification-type : mac-notification
F—U—FaEHLES,

ATvT4

snmp-server enabletrapsmac-natification
move

1 -

Device (config) # snmp-server enable
traps
mac-notification move

F A ZN NMS 12 MAC 7 R L A% #)
BN v 7ERETEDRLIICLE
j‘o

ATy TH

mac address-table notification mac-move

1

Device (config) # mac address-table
notification mac-move

MAC 7 R L AR ENEIEEEZ A — 7
I LET,

ATvT6

end

1

Device (config) # end

HkE EXEC £— RIZR Y $£17,

ATy T17

show running-config

1

Device# show running-config

AN B LET,

ATvT8

copy running-config startup-config

1

Device# copy running-config
startup-config

EE) =27 4Fal—ary 77
ANVICREZRT LET,

RDEZRY

MAC T R L ABENEH R T > T OFEEEZT 1 B—7 /T HITi1E, nosnmp-server enabletraps
mac-notification move 7' u— )L 27 4 Xab—Tar a<wr FEERALET, MACT R
L AR Eh@AEEEE A2 T « £ — 7 W2 5121, no mac address-table notification mac-move 2
n—N)Lary 7 4 Xal—ygry avy ReHLET,

FREZWEFR 4 5121%. show mac address-table notification mac-move 44 EXEC =2~ > F% A

HLET,
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B vacLzvmam sy JomE

MAC L ELMEFEE FS v TDHRTE

MAC L EWMIEBHZRETH5581T. MACT RL A T —700 L EVWMEOHIREIZET S
D, TOMEBZLE, SNMPHRANAERIN TRy NT—J BBV AT AMIEEINET,

NMS FRA MZIMAC 7 RLA T—T NV LEVMEBH N v 72 R ETDHIEIICAL v T &7

ET DI,

FIE

ROFNEZFETLET,

FRAZADEE |

ARV RFERFTIVaY

=)

ATy T

enable
R

Device> enable

¥itE EXEC E— FE A LET,

e NMAU—KREANLET (EREHh
=55

o

ATy T2

configureterminal

1 -

Device# configure terminal

Jua—N) a7 4 FXal— g
ET— F&ERHEKBLET,

ATvT3

snmp-server host host-addr { traps|
informs} {version {1|2c| 3}}
community-string notification-type

f
Device (config) # snmp-server host

172.20.10.10 traps private
mac-notification

Ty T A=V OZEREREEL
iﬁ‘o

« host-addr : NMS DA RI£ 7217 R
VAERELET,

straps (T 74/L k) 1 ARAMZ
SNMP 7 v 7ZEELET,

«informs : A" A M2 SNMP [k % %
ELFET,

eversion : %7v— ~ 9% SNMP 73—
VaryEEELET, informs (21X
NR=Tavl (F7x 1) &
TXEHA,

* community-string : B ELER CRE(E T
53CFHN R E LEY, simp-server
host =~ RZ&fEH LTI DILFF
ERETEETN, ZOXFHNEE
F T HITIX, snmp-server
community 7' o —/ 3L 37 4 ¥ o
L—Yaryavy ReHLTH
5. snmp-server host =~ > RZ&fifi
AT L aH#LE L9,
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mac L= MEEs 5y ToiE I

AU RFERETOVa Y

B8

« notification-type : mac-notification
F—U—FaEHLES,

ATvT4

snmp-server enabletrapsmac-natification
threshold

1 -

Device (config) # snmp-server enable
traps
mac-notification threshold

NMS ~® MAC L & WMEEH ~ T v 7
A F—T NI LET,

ATy TH

mac address-table notification threshold

1

Device (config) # mac address-table
notification threshold

MAC 7 F L A L&\ WMl HEERE % 1
R2—T Mz LET,

ATvT6

mac address-table notification threshold
[ limit percentage] | [ interval time]

1

Device (config) # mac address-table
notification threshold interval 123
Device (config) # mac address-table
notification threshold limit 78

MAC 7 R L 2 L XV WMEffIRE =4
Vo T7OLEWEEZALET,

« ({EE) limit percentage : MAC 7
RUAT—T VOB HREEELE
T, AIMEIX 1~ 100% TTT 7
Jb MEE 50% T,

o (f£E&) interval time : %1 D[
ZELET, ARMEIZ 1200
T, 774/ ME 120 TH,

ATy T17

end

1

Device (config) # end

HbE EXEC E— RIZREY £,

ATvT8

show running-config

1

Device# show running-config

AN MR LET,

ATvT9

copy running-config startup-config

1

Device# copy running-config

EE) =27 4Fal—ary 77
A NMIBREERTFLET,
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B vwwomacr7rizs—=vs0F2—T0it

FRAZADEE |

ARV RFERETIVa Y

B8

startup-config

VGANOMAC7 FLRS—=25DF4t—TI)Lit

VLAN TMAC 7 KL AT —=U 7%+ 5 &, MAC 7 KL A %&%%E T& 5 VLAN % 4
T5Z LT, FIAAEERMACT RL AT —T NV AR—ZAZEHTExET, MACT RL AT —
=T ETF 4 =T NMCTAENC, Xy FU—27 FARe YA LSHEML TR TLEEN,

VLAN TMACT7 RV AT == T T 4 2—TMITDE, Xy NIT—ITTTvT 47
Rl T REMERH D £,

VLAN TMACT KL A T —=0 7 %5 4 =7 M2 BI20%, B EXEC £— K CHRDOFIH
BFEITLET,

158 HHEIIZ

VLANOMACT RL A T—=0 7 %F 4 B—7 NI H8%., ROEBFHIIE-> TLEE

Wy,

c A wTFRBA U H—T A A (SVI) AA v TFHREFHSD VLAN TMAC 7 KL A
T T ET A= NMITBGEEE. FOEELTLLEIY, Z05E. AL vTiE
LAY2 AL NZTRTOIP Xy b 27T 95 407 LET,

*MACT RLVAT—=U 7%, 20054094 £ TD 12D VLANID (ff] : no mac address-table

learning vlan223) | F 721X,

INA T RN v~ TR B —1E D VLANID (# : nomac

address-table learning vlan 1-10, 15) T7 4 E—7/LZTE £,

*MACT RLART—=2 7 DT 4 E—7 W bIE, A— r%& 2 25T VLANZIFTIT9H 2 &
EHELET, 3L EDOR—FE2ET VLAN TMACT KL A T—=27%F 4k —7
JNZLTEGETER. AA vy FICERTL2TXTONRT Y ME, ZOVLAN RAAL U TT7 Ty
FA4 7 LET,

et F 27 R—F2Eir VLAN TMAC 7 RL A 5—= 7 %F 4 B—7 I T D84,
ZOR—=KFTMACT RLRA T—= 13T 4 B—7 W20 £H A,

FIE

ARV RFERETIVa Y

B &

&

configureterminal

1 -

Device# configure terminal

Jua—)L a7 4 Xal— gy
£ — F%Fﬁlﬁﬁébij—o

ATy T2

no mac-address-tablelear ning vlan[vian-id
|vian-id | -vlan-id,]

1

FBEENnz 1 >E 721385 VLAN T
MACT RL AT —= 0 %F 4&—7
JZLET,
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| 71 zx0EE
RETF 499 TELR IV M) OBEME & CHIB .

ARV RFERIETY Va3 B#Y
Device (config) # no mac-address-table 1 5@ VLAN ID ;E;J:!Elﬁ'ﬁ; i flli VLAN
learning {vlan vlan-id [,vlan-id | D @%ﬁ%/\/]) — :/iflfiﬁ ‘\/_’\7(_'2‘

-vlan-id]
Plo THRETE £, A%)72 VLANID
OFPHIT 2 ~ 4094 TF, P VLAN X
RETEEEA,
ATw 73 |end e EXEC £— RIZRY £,
i) :
Device (config) # end
R w 7 4 | show mac-address-table learning REEFERLET,
vlan[vian-id ] .
show mac-address-table learning [vlan
i : vlan-id] ### EXEC =~ F&ZANT 5
Device# show mac-address-table learning & . 9 X°C® VLAN., /I3 EL-
[vlan vlan-id] VLANOMACT RL R F—=1 7 DR
T—HRAEFIRTEET,
R T w 75 | copy running-config startup-config B v 74X —Yary 77
%l - ANV EZRIELE T,

Device# copy running-config
startup-config

R Fw 7 6 | default mac address-table learning UEE) Za—)L a7 Xz Lb—
- Y3 EF—RFTVLANDMACT R
AT ==V T HEA R =T ML E

Device# default mac address-table

j‘o

ABATF4 v PRLR IV RM)DEMS K UVHIER
ABT A4 w7 T RUAZBIMNT5I2E, ROTFNEEZEITLET,

Fg
AU RFERET7TIV3 Y B
AT 71 |enable ¥5HE EXEC T— RE2HIC L £,
1 - e NAT—REANLET (FRSh
%E) .
Device> enable
AT w 72 | configureterminal Jua—)Lar7 4 Xal—gy
15“ : t— F%Fﬂlﬂﬁé\ Liﬁ—o
Device# configure terminal
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B -srzxtmacrrLz oqnsy v sonE

FRAZADEE |

ARV RFERETIVa Y

B8

ATvT3

mac address-table static mac-addr vlian
vlan-id inter face interface-id

1

Device (config) # mac address-table
static c2£3.220a.12f4 vlan 4 interface|
gigabitethernet 1/0/1

MACT7 RL AT —TNIZAZT (v F
T RUVAZEBIMLET,

emac-addr : 7 KL X 57— )LICIE

M+ 255 MAC2=F v A 7 R
VAZWRELET, Z0%%T K
A& O/ NDMEE L2 VLAN
WCERTDE, BELIEA VX —
T oA A TEREINET,

sVian-id : 8§ € &7 MAC 7 R L&

ZFFONT y N g1 5 VLAN
ZiEELET, FEETE % VLAN
ID OFIPAIL 1 ~ 4094 T,

e interface-id : {5/ 7 v M HRE S

NHA L HZ—T A AFFEELFE
T, Bhig A v B2 —T A AT, W)
BAR—MERIEZFE—F F¥ XA T
T, AXT 4T < NLFFx A b
T RUADGE, #EOA 2 —
T7xAAXAIDEAN)TEET, AXF
TA YT A=Y ARNT RLAD
o, A v FZ—7 oA ZEFRER 1
DOLMANTEERTA, 72720, [
U MAC 7 RL 23 XUV VLAN ID
PEETH L. avr REEHEA
HTEET,

ATvT4

show running-config

1 -

Device# show running-config

AN B LET,

ATvT5

copy running-config startup-config

1

Device# copy running-config
startup-config

EE) 274 Xal—var 7y
A MR EZ AT L E T,

A=FvAMMACT7 KLR 4ILA Y VTDHRTE

T ABEETE L =F Y A N ARG T 4 97 T RLA%E FRy TT5 55

HITiE, MOFMEZEITLET,

ity
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| 71 zx0EE

A=F¥RXAFMACT7 FLR TR Y VT DEE .

FE
ARV FERET7IV3 Y By
AT 71 |enable F5HE EXEC E— RE2HC LT,
1 - e MNRAT—REANLET (FEREh
Device> enable =88
R 72 |configureterminal Ta— ) ar7Z 4 ¥al—a
. E— NEBBLET,
{5
Device# configure terminal
R Fw 73 |macaddresstablestaticmac-addr vlan | = =%+ X N MACT7 KL A7 4L Z Y
vian-id drop VT EA =TI L, T ADEE
%l - LIekfEnElidsfer=%v A b 2
Device (config) # mac address-table T4 TR VA& bR
static c2£3.220a.12f4 vlan 4 drop Few 7455 ICRELET,
 mac-addr : E(EICE TS =
F¥ ANMACT FLA (48 By
M ZEELET, ZOMACT K
VAZFFONTy NIl vy 7 E
*7,
svian-id : e ESN7ZMAC 7 L&
BREONT y NEZ{ET %5 VLAN
ZHELET, fiETEZ % VLAN
ID O#PHIZ 1 ~ 4094 T9,
AFwv 74 |end ke EXEC E— RICEREY £7,
1 -
Device (config) # end
AT 7§ | show running-config AN &R L ET,
1
Device# show running-config
R 76 | copy running-config startup-config

1

Device# copy running-config
startup-config
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B = 205y rBsvRFOER

TNNAADEZZ ) VI B L UVRSFOEE

avy kR B#

clear mac address-table dynamic TRCOFXATI v M) ERHIBRLET,
clear mac address-table dynamic address BEDODMACT FLAZHIBRLET,
mac-address

clear mac address-table dynamic interface BEINEYER— FERIZR—F Fv %L

interface-id EoFRToOT FLRAEEIBRLET,

clear mac address-tabledynamicvlan vian-id | ¥ &7 VLAN EOFT_THO 7 KL 2 %4l
Igf/%l_/iﬁ—o

show clock [detail] Wil & B OREEFR LET,

show ip igmp snooping groups FXTOD VLAN F 72 [THEE S 472 VLAN 2k
THLAY 2L TFHRYy A = b 2R
L\ij—o

show mac addr ess-table addr ess mac-address HEIN/-MACT RLAD MAC 7 RL &
TN ERE R LET,

show mac address-table aging-time 4T O VLAN F7213$5E &7z VLAN @
TV T B LEFRRLET,

show mac address-table count J_XT D VLAN F 72135 E S 472 VLAN TFfF
FELTWAT RLAEAEFRRLET,

show mac address-table dynamic A FI v MACT RLA 5T—7 )L |k
VOHaeFRRLET,

show mac address-tableinterfaceinterface-name | {5 g Sin7=4f > ¥ —7 =4 AOMACT FL &
T=7 MR EFRRLET,

show mac addr ess-table move update MACT RV A T—7 NV EBEITHEREZFRL
e

show mac addr ess-table multicast ~ILFFY A RDMACT RLADY A M &%k
/?\‘ L/i—a—o

show mac address-table notification {change| |MACEZI/RF A —Z B L OBRETF —T V%3

mac-move | threshold} FLET,

show mac address-table secure X277 MACT FLAZFRRLET,

show mac address-table static AHT 47 MACT RLA FT—T7)L T K

VI ZF&RLET,
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7riq zgEonEs [

av Uk B#)
show mac address-table vlan vian-id BEINZ VLAN DMAC T KL A 5T—T )L
HHRERTRLET,

TINA ZAEBOEE R

Bl RTFLHOYVIDETE

ROBNE, Y AT H 7wy 7 2FETRET S 7iEZR L TOVET,

Device# clock set 13:32:00 23 July 2013

Bl b<v— 3L LDERFE

WIZ, ~—X%A 2733 H 10 HD 02:00 IZBHLE L. 11 A 3 HD 02:00 I T I 2858 DR E
ZHE L TRLET,

Device (config) # clock summer-time PDT recurring PST date
10 March 2013 2:00 3 November 2013 2:00

WIZ, P~—2 A LOBMH LK THZRET D62 LET,

Device (config) #clock summer-time PST date
20 March 2013 2:00 20 November 2013 2:00

5] - MOTD /N F—DEE

WROBNE, BIRB X O TT U I IRV Fits #) 2L T, MOTD N —2RET 5
TR L THET,

Device (config) # banner motd #

This is a secure site. Only authorized users are allowed.
For access, contact technical support.

#

Device (config) #

WIZ, HIOREIZ LW EREINTAATFT—DHZ R LET,

Unix> telnet 192.0.2.15

Cisco 10S XE Amsterdam 17.1.x (Catalyst9300 X f v F) YA TLBEEI I F¥al—2av HM4 K .
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B o oo ir—one

Trying 192.0.2.15...

Connected to 192.0.2.15.

Escape character is '*]'.

This is a secure site. Only authorized users are allowed.
For access, contact technical support.

User Access Verification

Password:

Bl: 042 NF—DERE

wOBFNE, BB IO TT U IZIT RS (8) AL T, iCrZ Ay NF—aRET
LI EERLTVET,

Device (config) # banner login §
Access for authorized users only. Please enter your username and password.
$

Device (config) #

> s > — y S~
Bl : MAC7 FLRAZERBH LT v TDERTE
wIZ, NMS & LT 172.20.10.10 3 EE L., NMS ~D MAC 7 L RA@H ~ T v FDOFEEE A
F—=T NI L, MAC T RUAEFBRIBEREZ A R —T WL, A F— v XA L& 1238
ICRRE L. JBEY A X% 100 = F VICRE L, FEDR— FTMAC 7 FLARBEMS vz
BED T v T oA F—T MIT B RLET,

Device (config snmp-server host 172.20.10.10 traps private mac-notification

)
Device (config) # snmp-server enable traps mac-notification change
Device (config) # mac address-table notification change
)
)

( #

( #

( #

Device (config) # mac address-table notification change interval 123
(
(
(

Device (config) # mac address-table notification change history-size 100
Device (config) # interface gigabitethernetl/2/1
Device (config-if)# snmp trap mac-notification change added

5l : MAC LELMEER FS v TDHRE

WIZ, NMS & LT 172.20.10.10 #35E L. MACT FL A L VWMEBAESEES 4 2 —7 LI L.
AHE =N B A LE 123 FRICRE L., FIlR%E 78% ICERET Az~ LET,

Device (config) # snmp-server host 172.20.10.10 traps private mac-notification
Device (config) # snmp-server enable traps mac-notification threshold
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Bl:MACT KLR F—IL~0R4T ¢ vo 7 ELZDEN [

Device (config) # mac address-table notification threshold
Device (config) # mac address-table notification threshold interval 123
Device (config) # mac address-table notification threshold limit 78

Bl :MAC7 KLRA T—TILADREA T4 v 7 KLADEM

WOHITIE, MACT RUVA T—TNWICAXT 4 v T KU A c2f3.220a.12f4 #1807 25 ik
ZRLET, VLANA TCIDOMACT RLVAZEZLT RLVAE LTRONNTy NeZET5 &,
Ny MIFRE SN R— MoiEE SN E T,

Y
GE) BEOA L EZ—T oA ACRILHHIMAC 7 RUZAZBEMITAZ LI TEERA, a2~ F

ERIOA v H—T 2 ATHEFITTDHE, LA H—T A A ETEHIHIMACT KL X
N EEXINET,

Device (config) # mac address-table static c2f3.220a.12f4 vlan 4 interface
gigabitethernetl/1/1

Bl : A=Y XFMACT7 FLR T4 LR DT DETE

WIZ, 2=2F ¥ A FMMACT RLRA T4 NVE Y U T A F—T T L, c2f3.220a.12f4 D%
TLERITET FLAZFO R v 7y NERET HHERLET, HEILEIT5ek L
LTZIDOMACT RLAZES/7r > R VLANA FTCZEENT-8BE. Xry v oy
EhExd,

Device (config) # mac address-table static c2£3.220a.12f4 vlan 4 drop

TINA REHEICEET S EMEHR

EEEH

BEEIEH I=ZaTFILEA R

TOETCHAT A ROEe R L OME | Command Reference (Catalyst 9300 Series
FFIEDFEM, Switches)

TNA REBEDHERERE

ROFIZ, ZOFEY2— /L THHT2HEDY U - 2B I UOEERFHRZ R LET,
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FRAZADEE |

IO OBEEIX, FRCHR SN TWARWED , EBAINZY UV —XUBEOTXTHOY J—RT

EHTE £,

)1)—=R

tHRE

HREETEHR

Cisco IOS XE Everest
16.5.1a

F A AETE

T ABETIR, VAT LD HBF, YA
T DM, mTA N —&RE L, DNS &
RETEET,

Cisco Feature Navigator /4 25 &, 77 v b 74 —LBI RV 7 F 72T A4 A=V DY R—
MEHRZ R TE £9, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [JE5H] 7B 7

A LET,
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;2

i

J— FESMHOR R

— NEAMORHEMEIZ DN T (47 X—2)
e VT NI 2T ARA—UEN— R =T O (47 2—)
« 7Ty N7 4—ALID LY T bY=TREEOHE (48 =)
e 7 — MESTEOFEMEIC BT 2 BMEH (52 4—)
7 — MNEGTEO AR OBRERIE (52 <—)

J— FESHEDORREICDONNT

T — NEGHEOFHRMEICL T, YRAaD7 Ty b 7x—AID &V T bY =T OEASMEEH
NAfb S, ERWREICARVET, 77y b7+ —A4IDIE, 77 v b7 4 —2085ETLT
AVAR—NLENEID 2R LET, Y7 by =T OREETIET — NEAMEORIEM A A
SR, FNEFALTCT 7y h 73 —2ARNEHETE2a— REEH L TNEINE I E
A CE £,

T—hrTae2fl, VI MU TIE T — b — =T VT AT A DEARAT—DF =

Fhla— RNEERLET,

ZOva— x5 VASBELa—REWEL, YT hU T A A=V RERNE D

ﬁ%%;f%iﬁ ?:/7%Aﬁﬂ*ﬁbfwﬁw PAIT, VAL TERESNTWA
 FRIERARAS—T AL o THEAINTWDEY 7T M 2T A A=V FITL TS
@ﬂ%@i#o

YJ FJt7J:jV’f¢% ~°&:/\__ F'j711770)ﬁﬁmu

TDHAYT T, A v FORIFI/ERINTZTF 2y 7 s a— RERET 5 HEOWD
THIALES, ¥ EXEC E— R TR~ REANLET,
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J—tEatoTEE |
B 75oror—snwevorvzreatorz

\)

(GE) Wwoavwry REIFAFTLEHE T, A vtE—Y % Please Try After Few Seconds 7% CLI IZ#E /R S
LZ2ERHVET, ZHUICLIOEEAZRTHOTIEH Y EHAN, RERHEZEGT 57
DICKERFEE L DA T TFTANT I FYOREEZRLET, HOMMFELT, 2~ M
BERTLEZBEBDLET,

A w&— % Error retrieving SUDI certificate 35 X O % Error retrieving integrity data 1%, £
B> CLI fEFEZ /R LE T,

Fg
OV RFERET7TIV3 Y B
ZF w71 | show platform sudi certificate [sign BEDSUDI DF =y 7 Hh La—K
[nonce nonce] ] AFEELET,
Bl e (AFvay) dgn: BLERLE
Device# show platform sudi certificate| j—
sign nonce 123 « (A7 a) nonce: S AEE
A LET

R Fw 72 |show platform integrity [sign [nonce |7 — FNEYEOF = v 7 A La— K%

nonce] ] FRLET,

i - e (AFvay) sgn: BAERLE

Device# show platform integrity sign —a_

nonce 123 o (X7 ay) nonce: S AEE
AN LET

T729bI4—LIDEYT b T7EEEDHER

T5v b T+ —LID OFER
I, PEMIERTE F 27 REH T /3 A3+ (SUDD F=—r 2R rd 564" LET,
SUDIIZTr a— RENLDIE, lx DT NAA ZOHGID LV TAESTHY MTHDOT
INARANBIRD Ty NT—7 ETT AL A% —EIC# & 9, KHDOFEFZEIX Cisco Root
CA2048 T, 2FEHIZT A D L CA (ACT2SUDICA) TT, EHLHDIEAED,
https://www.cisco.com/security/pki/ TA SN TWNHHDE B L TWANEHERTEET, 3
% H 1% SUDI GEE T,

Device# show platform sudi certificate sign nonce 123
MIIDQzCCAiugAwIBAGIQX/h7KCtU3T1CoxWlaMmt /zANBgkghkiGOw0OBAQUFADAL

MRYwWFAYDVQQKEwW1DaXNjbyBTeXN0ZW1 zMRswGQYDVQQDEXJDaXNjbyBSb290 IENB
IDIWNDgwHhcNMDQWNTEOMY AxNzEyWhceNMJ kwNTEOM] AyNTQyWjALIMRYWFAYDVQQK
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| 7—rBatOTHRE
I35y ko4—b eVt 7EHORE [

EwlDaXNjbyBTeXNOZW1zMRswGQYDVQQDExJDaXNjbyBSb290IENBIDIWNDgwggEg
MAOGCSgGSIb3DQEBAQUAA4 IBDQAWgGEIAOIBAQCWMrmrp68Kd6ficbal0ZmKUeIhH
xmJVhEAyv8CrLgUccda8bnuoqrpuOhWISEWdovyDOMy5jOAmaHBKeNS8hEF570YQXJ
FcjPFtolYYmUQ6iEQDGYeJu5Tm8sUxJIszR2tKySTMcQr/4NEb7Y9JHcI6r8ggBog
VvYgDxFUl4F1pyXOWWqCZe+36ufijXWLbvLdT6ZeYpzPEAPpkOEStzivMW/VgpSdH
FWn0£84bcN5wGyDWbs2mAag8EtKpP6BrXruOIIt6eke01laO06g580BAKhTCytKmg9l
Eg6CTY5]/e/rmxrbU6YTYK/CEdfHbBc11HP7R2RQgYCUTOG/ rksc35LtLgXfAgED
01lEwTzALBgNVHQ8EBAMCAYYwDwYDVROTAQH/BAUWAWEB/zAdBgNVHQ4EFgQUJ/PI
FR5umgIJFg0roIlgX9p7L60owEAY JKWwYBBAGCNXUBBAMCAQAWDQY JKoZ IhvceNAQEF
BOADggEBAJ2dhISjQal8dwy3U8pORFB171R803UXHO]gxkhLtv5MOhmBVrBW7hmiW
Ygpao2TB9k5UM8Z3/sUcuuvVdIcrl8J0agxEu5sv4AdEX+5wiWdg+ffy0vhN4TauYuX
cB7w40ovXsNgOnbFpligRe61JT37mjpXYgyc81lWhJIDtSd91i7rp77rMKSsH0T81lasz
BvtIYAretIpjsJyp8gS5UwGHOGikI3+r/+n6yUA41iGe00caEblfJU9u6ju7AQ7L4
CYNu/2bPPu8XslgYJQkO0XuPL1hS27PKSb3TkL4AEqlZKR4OCXPDJOBYVLOfdX41Id
kxpUnwVwwEpxYB5DC2Ae /gqPOgRnhCzU=

MIIEPDCCAYSgAWIBAgIKYQlufQAAAAAADDANBgkghkiGO9wOBAQUFADAIMRYWFAYD
VOQOKEw1DaXNjbyBTeXNOZW1zMRswGQYDVQQODExJDaXNjbyBSb290IENBIDIwWNDgw
HhcNMTEWNJMwMTc1NjU3WheNMI kwNTEOM] AyNTQyYWj AnMQ4wDAY DVQOKEWVDaXNj
bzEVMBMGA1UEAXMMQUNUMiBTVURJIENBMIIBIjANBgkghkiGOwOBAQEFAAOCAQSA
MIIBCgKCAQEAOM513THIXA9tN/hS5gR/6UZRpdd+9aE2JbFkNjht6gfHKd477AkS
5XAtUs50xDYVt/zEbs1Zg3+LR6gqrgKKQVu6JYvHO5UYLBQC)38s76NLk53905Wzp
9pRcmRCPuX+a6tHF/qRu0iJ44mdeDYZ0o3gPCpxzprWIDPcl1M4 1 YKHUMMOMgmgmg+
xghHIooWS80BOcdiynEbeP5rZ7qRuewKMpllTiI3WdBNjZjnpfjg66F+P4SaDkGb
BXdGj1l30VeF+EYyFWLrFjj97£fL2+80auv43Qrvnf3d/GEgXj7ew+z/sX1XtEO]SXJ
URsyMEj53Rdd9tJwHky8neapszS+r+kdVQIDAQAB04IBW)CCAVYWCwYDVROPBAQD
AgHGMBOGA1UdDgQWBBRIZPHxwnDVW7t8cwmTr7i4MAP4fzAfBgNVHSMEGDAWGBON
88gVHm6aAgkWrSugiWBf2nsvqjBDBgNVHR8EPDA6MDigNgAOh]jJodHRwO1i8vd3d3
LmNpc2NvLmNvbS9zZWN1cmlO0eS9wa2kvY3JIsL2NyY2EyMDQ4 LmNybDBOBggrBgEF
BOCBAQREMEIWQAY IKwYBBQUHMAKGNGhOdHA6LyYy93d3cuY21zY28uY29tL3N1Y3Vy
aXR5L3BrasS9jzXJ0cy9]jcmNhMjAOOC5]) ZXIwXAYDVROgBFUwWUZBRBgorBgEEAQkV
AQWAMEMwWQQY IKwYBBQUHAGEWNWhOJHAG6LYy93d3cuY21zY28uY29tL3N1Y3VyaXR5
L3BraS9wb2xpY¥21llcy9pbmRleC50dGlsMBIGAIUdEWEB/wQIMAYBAf8CAQAWDQYJ
KoZIhvcNAQEFBQADggEBAGhlgclr9tx4hzWgDERm371yeuEmgcI£i9b9+GbMSIbi
ZHc/CcCl01Ju0a9zTXA9w47HI/t6leduGxb4WeLxcwCiUgvFtCa51 Ikl t8nNbcKY
/4dwlex+7amATUQO4QggIE67wVIPu6bgAE3Ja/NnRS3xKYSnj8H5TehimBSV6TECL
i5jUhOWryAK4dvo8hCikijEkzu3ufBTJapnv89g90E+H3VKM4L+/KAkUO+52d3 FKn
hyl47d7cZR4DY4LIUFM2P1As8YyT zoNpK/urSRI14WAI1lplR1InH7KND15618y VP
0IFJZBGrooCRBjOSwFv8cpWCbmWdPaCQT2nwIjTfY8c=

MIIDezCCAmMOgAWIBAgIEAC+JiTANBgkghkiGOwOBAQsFADANMQ4wDAYDVQQKEWVD
aXNjbzEVMBMGAIUEAXMMQUNUMi1BTVURJIENBMB4XDTE3MDgxOTEWNDMzOVoXDTI3
MDgxOTEWNDMzOVowZ zEmMCQGALUEBRMAUE1EOKMSOMzAWLTIOVVggUO4 6RkNXMIEZ
NEwwMEMxDJjAMBgNVBAOTBUNpc2NVMRgWEgYDVQQOLEWIBQ1QtMiBMaXR1IFNVREkx
EzARBgNVBAMTCKM5MzAWLTIOVVgwggEiMAOGCSQGS Tb3DQEBAQUAAL IBDWAWGgEK
AoIBAQDav5txv4THsgXwWC7AxXzHMSMZ28Feqk8FA3tXAVOtV8RXtY4Z9I9XgRzwz
Yw8chknh8LuDMCmGmk8DP+ct++vAF4nkVeIeBeOHnx2RuC9rcR8tuKjCimamDkOM
JHk12w/9+TbdKANBEy6SuehlRPVbuSkl1oQLQcOYW7CsYC5tI1GkJIJkfk1nGEK3ni3
ztIpsi7QHyp6k59yccnbzXSdwoBrtbpIIYEk/iHWFRQAIMUunnfIshI7yPneo7V0
NnPc08wk+CA+8XeXk/fnDeGAsSwKRK1tWIjDP/sY1YubBINJ4TogqQpG6W/hbNvu3Y
NyS24o0sSvnn5Bp70on3REf7eHg9hNIAgMBAAG]bzBtMA4GALUdDWER/WQEAWIF4DAM
BgNVHRMBAfS8EAJAAMEOGALUJEQRGMESgQQY JKwYBBAEJFQIDoDUTMONoaXBJRD1V
WUpPVKVZNEZRTOxSbkpwSUUxaGNpQXhNQOF4Tnpvd05Eb3hNeUFiY1FjPTANBgkg
hkiG9wOBAQsFAAOCAQEASXX+1ZLMVHQIR1/s1Pobm0kP/bYeHsgDTRQPRHbCM1HH
ROfjjDaJMHCspBl7XtcLkNNFOwyUEkjoepyHjpxxhekGIgqgD6Xt4rW6v/058Haw6
QbAhJFGZriVxFoBvW20VQ4ezyaGogA+0I2GZgD/ZggUy6zsVwKmMe6inoEgXcYap
5GgF4weEoty9u+OKqr3ppWU4751xnNm/h+WHbNtunL6r7wZfe5dFQIxR5QP5gwRa
svpSsCoKm6PiwIUhw25CvtZINTgO0tu5t5D7aVexLeR8XbAlp] fgxw/RtSsiNse3+
ZkOgJUESqlxwzxcGULY+VvDINYRQ/sP6y7cT+niTO0A==

Signature version: 1
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. TI39bTH—LIDEYT Y TESHEDORHER

Signature

F 7 a DRSA2048 B4 L, 3 ODFEAE, BAOARA—Ta Bl —H—zk
NIEEXNBF AT A DT,

RSA PKCS#1vl.5 Sign {<Nonce (UINT64)> || <Signature Version (UINT32)> || <Cisco Root CA
2048 cert (DER)> |
<Cisco subordinate CA (DER)> || <SUDI certificate (DER)> }

VAADERY Y a—va A2, EROENEMEIRT SRR S TWET,
LU, OpenSSL =~ REMH LA VX NEHLTT 7y b7+ —A
DID#FRRLTELZHBETHZLELTE, ZHUTE S TYRAID—EDT /A A
ID Zffefr TE £T,

[linux-host:~]openssl x509 -in sudicert.pem -subject -noout
subject= /serialNumber=PID:C9300-24P SN:FD01946BG05/0=Cisco/OU=ACT-2 Lite SUDI/CN=C9300-24P

VI bz 7TEEEDRER

W2, 77— EEEOT = v 7 AL a— RERRTLHHZRLET, Ny = lEMIE, ke
LTCT—hENTEY T MY =T D3 ODDOEEZNENICONWTERINET, TNHD /e
Vak A antEitd 2 EE L i TE T, HANCEATAA T v a v 2T AL
TNFERTH D EZS A ST RNT & ERGET DR RGEY — VoAt 5 asinvEd, V7L
A WEBEINSRHET DD, T RERIEETE £,

)

GE)

cat9k_iosxe.16.10.01.SPA.bin 2~ > RZF(TT 5L, Ny T2 3—HLEHA,

T ANy V2 IMDS Ny v a TiEH Y £ A, N RV T 7 A LTk LT verify/mds

Wiz, A > A h—/LE— KT show platformintegrity sign nonce 123 =~ > KO H 1l &7~ L
F9, ZOHNUI, A VA M=V ENTWDEENRN =V 7 7 A VOREBENEENET,

Device# show platform integrity sign nonce 123

Platform: C9300-24P

Boot 0 Version: MA0081R06.1307262016

Boot 0 Hash: A99EF9F31CE3F3F8533055407F1C88C62176E667E4E1DAOG49EAATALI282F205E0A

Boot Loader Version: System Bootstrap, Version 16.8.0.3, RELEASE SOFTWARE (P)

Boot Loader Hash:

F82826514658055C3993RRI5FS 3512341 RE20F 30C7DA083C980450FACCDBAE08EEG3GRIR1 5D 3414203CED35603F01 974B36 76CAACAE IDCASR2SCDL 039E636CAA
0S Version: 16.10.01

OS Hashes:

cat9k-cc srdriver.16.10.01.SPA.pkg :

DODL55CI DEFTBO3EROCAA05 7ADAAYG /321 1AFA JAOCAAR 7RDOAE935CBORDB4EODODL 55C1 DEFBO3EBOCAA05 7ADAAYG /321 1AFA TOOCARA TEDOAE935CBORCB4ED
cat9k-espbase.16.10.01.SPA.pkg :

3EROCAA05 7ADAAYG /321 1 AR JCOCAAR 7RDOAE935CBORDB4FOD0D] 55C DEFIRO3EBOC6A05 7ADAASG 73621 14FA TOCCARA /FDOARI35CRORDBAEODODL 55C1 TEF43
cat9k-guestshell.16.10.01.SPA.pkg :

BOC64057ADAYG /3621 14FATOCCARA TEDOAES35CROBDBAE0DODL 55C1 DEFTBO3EROCAA05 7ADAAYG /321 1 AFA JAOCAAR 7RDOAE935CBORDB4EOCODL 55C1 TEFBO3E
cat9k-rpbase.16.10.01.SPA.pkg :

4057ADAAYG /3621 14FATO0CARA TEDOAES35CROBDBAEODODL 55C] TEFTBO3EROCAA05 7ADAASG 7321 1 AFA JCOCAAR 7FDOAE935CBORDB4FODODL 55C1 CEFBO3ERICG
cat9k-rpboot.16.10.01.SPA.pkg :

ADARI673E21 1 4FA TO0CRARA 7TEDORFI35CRORDBAEODOD] 55C1 CEFTBO3EBOC6A05 7ADAAYG /3E21 1AFA TCOCARATEDOAEI35CBOBCBAE0DODL 55C] DEFBO3EBOC6405 7
cat9k-sipbase.16.10.01.SPA.pkg :

9673621 14FATC0CARATEDOAES35CBOBCBAE0DODL 55C] DEFTRO3EROCAA05 7ADAASG 7321 1 4FA TCOCAAR 7EDOAR935CRORDB4R0DOD] S5C1 DEFBO3EROCAA0S 7ADAA
cat9k-sipspa.16.10.01.SPA.pkg :
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I35y ko4—b eVt 7EHORE [

E2114FATC0CARATEDOAEI35CBOBDBAEODODL S5C1 CEFTBO3EBOCAA05 7ADAAS6 73621 1 4FATC0CARA TEDOAE 935CROBDBAEODODL S5C1 CEFBO3EBOCAA05 7ADAAYG 73
cat9k-srdriver.16.10.01.SPA.pkg
4FAT00CARATEDOAE935CROBDBAEODODL S5C1 CEFTBO3EBOCA05 7ADGASG 7 3621 14FATO0CARA TEDOAE 935CBOBDBAEODODL S5C1 CEFBO3EBOCAA05 7ADAAYG 73211
cat9k-webui.16.10.01.SPA.pkg

QOCARATEDOAE935CBOBDBAEODODL S5C1 CEFTBO3EBOCA405 7ADAASG 7 3621 14FA TO0CARA TEDOAE 935CROBCBAEODODL S5C1 CEFBO3EBOCAA05 7ADGAYG 7321 14FA T
cat9k-wlc.16.10.01.SPA.pkg

AATEDOAE935CBORDBAEODOD] S5C1 CEFTRO3EROC6405 7ADAAY6 73621 14FA TOTCARA TEDOAEI3SCBORDB4EOD0D1 5SC1 CEFBO3EROC6A05 7ADAAS6 1 3E21 14FATAOCA
PCRO: 9745B571B66D79F0936F4D292B5672B50F50FD1IES56E74248D48A33582E992574

PCR8: 1CC295C233DA41BD3530A6F09C21991E8406BFFC88249D7778CA4BBOBOE71ERT

Signature version: 1

Signature:

WIZ, /N> RLE— R TO show platform integrity sign nonce 123 ==~ > KO IH &7~ L
T TOHINZIE, R RV T AN VA NV ENTWDE NNy r— Y OREMN G F
nEJ,

Device# show platform integrity sign nonce 123

Platform: C9300-24P

Boot 0 Version: MAO081R06.1307262016

Boot 0 Hash: A99EFI9F31CE3F3F8533055407F1C88C62176E667E4E1DAO649EAATAL282F205E0A

Boot Loader Version: System Bootstrap, Version 16.8.0.3, RELEASE SOFTWARE (P)

Boot Loader Hash:

F82826514658055C3993RRI5FS3512341RE20F 30C7DA083C980450FAGCDBA608EEG36REB] 501 3414203CED35603F01 974B36 76CARACAE IDCASR2SCDL 03%E636C40A
0S Version: 16.10.01

OS Hashes:

cat9k iosxe.16.10.01.SPA.bin

FACADOSBEIEF841C3AZE3FDB54082 9F08E 3CBAI336E38EAS669DADBR1 SAD] SE365B922ACBANCODEB63E2806D6A1BAB 7839DDIDCACD /E366A4 ED6A8C1 13440
cat9k-cc _srdriver.16.10.01.SPA.pkg

DOD155CITEFIBO3EBOC6405 7ADGA6 7321 14FA TCOCARA TEDOAEI35CBOBDB4E0D0DL S5C1 EFBO3EBOC6405 7ADGAYE 73E21 14F A TCOCARA TEDOAEI35CBOBOB4AED
cat9k-espbase.16.10.01.SPA.pkg

3EBOC64057ADAAS6 /3621 14FATOOCARA TEDOAEI35CBORDB4E0DOD] 5S5C1 TEFTBO3EBOC6405 7ADAAYG 73621 14FA TO0CARATEDOAE935CBORCBAEODODL S5CI TEEF43
cat9k-guestshell.16.10.01.SPA.pkg

BOCEA057ADAAYG 73621 1 AFATOCCAARTEDOAEI35CROBDB4E0DOD] 55C1 DEFTRO3EBOC6405 7ADGAYE 73E21 14F A TCOCARA TEDOAE935CBOBCBAEODODL S5C1 CEFRO3E
cat9k-rpbase.16.10.01.SPA.pkg

4057ADEAE 7 3E21 14FA TCOCARA TEDOAE935CBOBDBAE0D0DL S5C1 CEFTBO3EBOCA405 7ADAAYG 7 321 1 4FATOTCAAR TEDOAEI35CBORDB4EODOD] 5S5C1DEFBO3EBOCG
cat9k-rpboot.16.10.01.SPA.pkg

ADAAY6 T3E21 14FATCOCARATEDOAE935CBORDBAE0DODL S5CT CEFTBO3EBOC6405 7ADAAS6 73621 14FA TATCARA TEDOAE935CBOBDB4E0DODL 5S5C1 TEFBO3EBOC64057
cat9k-sipbase.16.10.01.SPA.pkg

9673E21 14FATCOCARA TEDOAE35CBORCBAEODODL 55C CEFTBO3EBOCA405 7ADAAS6 3621 14FA TOTCARR TEDOAEI35CBORDB4E0D0DL 5S5C1 DEFBOZEBOC6405 7ADGA
cat9k-sipspa.16.10.01.SPA.pkg
E2114FA700CARATEDOAEI35CBORDBAE0DODL S5CI TEF DBO3EBOC6405 7ADGAS6 7321 14F A TCOCARA TEDOAE935CBOBDB4E0D0DL S5C1 TEFBO3EBOC6405 7TADGAYE 73
cat9k-srdriver.16.10.01.SPA.pkg
4FRTCOCARATEDOAEI35CBOBDB4AEODODL S5C1 TEFTBO3EROCEA05 7ADAAYG /3621 1 4FATOCCAAR TEDOAEI35CROBDB4E0DOD1 55C1 TEFBO3EBOCE405 7ADAAI6 13E21 1
cat9k-webui.16.10.01.SPA.pkg

QOCAARTEDOAEI35CRORDB4E0DOD] 55C1 TEFTBO3EBOC6405 7ADGAYE 7321 14F A TCOCARA TEDOAE935CBOBDB4E0D0DL 5S5C1 CEFRO3EBOC6405 7TADGAIG T3E21 14FAT7
cat9k-wlc.16.10.01.SPA.pkg

AATEDORE935CBORDBAEODODL 55C] CEFTBO3EBOC6405 7ADAAS6 7321 14FA TAOCARA TEDOAEI35CBOBDB4E0D0DL S5C1 TEFBO3EBOC6405 7ADGAYE 73E21 14FATCICA
PCRO: 9745B571B66D79F0936F4D292B5672B50F50FD1ES56E74248D48A33582E992574

PCR8: 1CC295C233DA41BD3530A6F09C21991E8406BFFC88249D7778CA4BBOBIE71EB7

Signature version: 1

Signature:

4 4y
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J—reastoTaH |
B o rzenommmicEy 2emEs

J— FESMORIREIZEY 5 EMFHR

EEEH
ESPEREYS

YX=ZaF7ILEA kL

ZOBETHEHAT S av Rosze /R | Command Reference (Catalyst 9300 Series Switches)
T OME 7L DR,

J— FESMHORRIEDHAEEE

ROFIZ, ZOFEY2a—/LTHHTLHEEDY U —ABLOMEEFHRZ R LET,

IHH ORI, FHCHR SN TOWRWIRY , BASALY U —RLUEOT~THOY J—XT
EATE £,

J1y—2 L 1315 HRETEER

Cisco 10S XE Fuji 168.1a |7/ — MEAMED A | 7— MEAMD TR E>T, v A=0

{63 Ty 7 —ALIDE VT T =T OES
PEFFRA L & 4, EAFTREICZ /20 £77,
77y b7 —ALIDIE, T FTH—A
DOEGEITLTA VA b=V ENTZID 2k L
7,

Cisco Feature Navigator Z i 45 &L. 7T v F 74 —LBLONY 7 b =T A A=Y DPR—

MEHRZ R TE £9, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [JE5H] 7B 7
7EALET,

. Cisco 10S XE Amsterdam 17.1.x (Catalyst9300 R f v F) AT LBEEBI I ¥alL—av HA K


http://www.cisco.com/go/cfn

T
o

Parayl

EL

TFINAADEY b Ty TEHEENDEST

VT NI T A A M )LORIFIFEIE (53 2—3)

c TNA Ry N v IRIEOIATICET D H (53 ~—)

« TNA Ay T v TRREDFETHE (68 X—)

s TNRA ALY NT v TEHEDE=FY 7 (83 X—)

s TNAADE Y NT v TR FITT HHGORER (87 ~—)

« TNA Ry N7 v T OFATICET 2B8MEHR (102 ~X—2)

c TNA Ay N7 v TRREDOFEITICHET HHEREERE (103 ~—2)

YI DT T7 AR M= ILD#HIFEIE

TRy =T DA VA =TT ER—FENTWEREA,

TINA Rty b7y TEREDRETICET S 15K

IP7 FLADE Y YTk XO'DHCP HEREEZ & 0T A ARIEHX A7 % FATT DRI,
TDEVa—NDOEIa rEHRELET,

TINART—Fr7AER
TNNA A& RLET 520, N~ R = TREDA ROFNEIZHE > TT /31 A &2d%iE L CEREK
AL, T34 ZAOWMREEITOMERH Y £7,
WHORH o RAET— b —F Y7 b2 T OEBWEREGEN., LFOT 77 4 BT 4N
FITEINET,

o AL~ CPU #WIHHLZITWE T, CPU L PR Z ZWHHLT A2 Licky, WPl AE
IR B 7 IND5AT. BE, WEREEZHBELET,

cCPU VTV AT LADOEFZRAREZL T 72~ (POST) #FE{TL., A7 L5 DRAM &7
A RLET,
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FRARDEY b7y THREOEFT |
B o7 oxr—roms

VAT AR—=FEDT AN AT LB L £,

T I FNVENDFRL—FT 4 VT VAT T NI 2T A A=V AEVIZe—RKL, T
INA A EE L ET,

T—hu—F2k0, A —TFT 4T VAT AR E— FENDHENT, 77 A AT AT
TIRATHIENTEET, 7—F a—XOFEHBRIZEE, A XV—T 47 VAT A
or— R, B, BIOESHCREINET, AX—TFT 1 7 AT AP CPU il T
HEHBE, T—ra—FE, WIVAT LNy FEINAEDERENBEAINS F TR
T IT 4TI F9,

T A AMEREEID B THITIE, PCERITmAE 2> Y — ViR — MR T 50>, PCEA —
PRy MEEAR— MR LT, PCELIXHRZI 2L —2ary VY7 =T OFR—Lb—h
BXOX¥I7 74 73—~ beT AL AD Y —)LIR— FDORTE & —EHIETELISLEN
HYFET,

e F 74/ FDOFR—L— MK 9600 TT,

T TNV DT —H Ey MI8 TY,
A\

Note F—% vty W47 g %28ICRELESEE. NUT 4473
F ML) ICERELET,

e T 7 FNV DAY T By M2 (A F—) TT,

T I7FN MDY T AFREIL [72L] TI,

VILDTT7 AR M—I)LOBE

VI RT2T A LA R—VERETIZ, A A=V DREA L A=), YT Tx=T ALTF
VAT ST L—FK (SMU) , £ VP —ERA YT T Ty 7T L—FK (ISSU) . BLO
ALY —ERETNVT v T T VL—F (T—=FET NNy =) ol SEIERZATD
Ty T L= RERLCILIICFETTEET,

VTR 2T A VA M—IERRIE, A VANV ET—RTY 7 YT %1 DO~V g
MOBBIDN—2 9 o ~ERBITT DRI L ET, ingtall 2~ 2 R&FHEEXEC £ — R CfEH
LT, Y7 M 2T ARA—VEA AN NERET v 77— RNLET, 72, /{1 A b—
NE=REFEHLCURION=Ya v DY T =T A A—VIZHX U7 L—RT52LY
TEET,

CiscolOSXE Y 7 bV =7 %7 v 77 L— RT57OIMEMNT 2 5T, A4 vy FHRENEL T
WDDNA A M=) F— KPR R E— RN > TRV ET, N RV E—FREE
IIME7 — M E—RFTIE, v—BVFEZITYVE—F B —2 2 5 binimage 7 7 A /L&Al
HLTT A A% T —FLET, {1 A =)L T7—FE—RFTlL, 7— kB —%72 packages.conf
Ty ANEHERLCT A AT — LET,

AA vFTIE ROV T b7 =T A A =R FR—F S TOET,
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| R 1z20€y b7y TREDET
votmzrnI—rE—F |

CABLURTHRY AAYFTDY T "I x2T N RILDA A R—),
CUENMCA VA R— N LT R =y haADY T T2 B—Ibxy 7,

cHRNIA VA N—IEBRNR T =D INT = T T oV 2 FELRWREDORAA A
=1,

YVI+bOIT7DOIT—FE—F

FAL AT, VT T =TSy = VR BRI 512 OROLEROE— K8 HE— LS
TVhET,

e A VA=) E—F

e NV R E—R

AYR =L E—RTOT—F

UFDT7T7 93 alNDY 7 "= T R Nohr—07ae a7 774 0EEEILT, AV
A R—=)LF— R TT A AZEEHTEXET,

Switch: boot flash:packages.conf

N

GE)  #HEY U —AHD packages.conf 7 7 A VIS [V T v 2T Noulr—V DA A =)L) LW
FETHHAT DA VA =L U= 7o —TERENTHET,

Tavva=r s 7 AMiE, B8, v b, ETTLHY 7R =T RNy sr—YDU R
FREENET, A VA=A EINTNDIENNY T —TDISO 77 ANV VAT AT, 7T v
Tambl—h T AN VAT AIEEY T FERET,

N

GE) AVAPM=VE—RCEBITLHLEDIHEHT O Ny r—v T aeya=7 77 AW,
77w allRGETDMENH Y £7, usbflash0 F 7213 thtp: 735 A A h—/L F— K CHEE)
THZ LT R— RSN THEREA,

N ERILE—FTDIT—+
N RV (bin) 77 ANVEFHLT, 734 ZA& N RVE—RTT— M CEET,
switch: boot flash:cat9k_iosxe.16.05.0la.SPA.bin

N RUZEEND TR E Y a =T 774 0T, EORyr—U%E#R), v b, BLY
FATT 202 T 272OIEHINE T, Ny =3 FANLEGS L, RAM IC=
E—&NET, HEX0r—YDISO 77 AV VAT AL, V—F T A TAT AT
rFENRET,

A VARV BT RTORE & [TRRY | N BV E— FTORBTIX, /2 FLOPA X
(ZXIST DY A XOBMAT Y BEA S ET,
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B o-+z=—roz=

J—+rE—FOEE

FRAZRDEY F7 v THEOET |

A VA R—)E— R TOEBEITELRD
HATEET:

* flash:

N2 RV E— R TORBITERD AT 4 7 25 F]

* usbflashO:
* tftp:

N RVT = b E—= RTEITHOT N, R A VA b —/LE— RICEET 5120, 77— M
% flash:packages.conf |Z5% & L C install add file flash:cat9k_2.bin activate commit =~ > K% 5
TLET, a~r ROETH, T A RAFIA VA b=V T —h E—FRTU7—FLET,

YIEDITT7 N T—SDA VR =)L

FRA AN T "N 2T R —T% A & h—F 51214, install add, install activate.
L Wingall commit =~ > R& 4 EXEC E— R CHFEH L £7,

ingalladd =~ RiZ, Y7 v T N hr—22a—hVEITY) — FOERHLT A
Alzae— 1L %9, FTP, HTTP, HTTPs, £7-XTFTP A2 CTEx£4, ZdDa~> KL, bin
T AN DR = MY TRy — L packages.conf 7 7 A VIZHIH LT, F
77 ANERIEL T, A A=Y T7ANANT Ty 7+ —AIZEATHDHZ L 2R L
7,

ingtall activate =~ > RZEMESEDITIE, NoFr—C T NA ADT— 77 v o TEH
FREICT ARENHV T, Zoa~vr RERETHE, bin 77 A ADBLURNTEMN L7

N r—UNT 7T 4 7 &, VAT ARV e—RLET,

ingtall commit 2~ > REFHML LT, BHre s L5 ) n— REKIZHbE>THRELET,
FHAEA L A= TBE, UFIICA VA=V LY T FU 2T A A—UBNEBRINET,
TR ZUEHN 1 DDA A=V DBBA A =L ENET,

D7 —Fy—hT, Y7727 DAL A M—/LOBEWEZFAL £,

R3:VI b7 RNyr—C0azy b

Process with Install Commit

. . Subsequent
Install Add Install Activate Install Commit Reboots
Copies new Installs software Commits the .
software package recently installed rgg:'r‘ftf ‘:ﬁ:fa:lgz
package to the copied in the software package soitwar‘!erz ackage | =
device previous step so that it persists P g .L_Fx

\)

GE)

install activate =~ R, FiILWA A=V 2R LT A 22U e—RFLET,
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| R 1z20€y b7y TREDET
vty z71v2 b—1oiT [

YIMDITT7A R BF=ILOKRT
VI NT2TAA=TDT 7T 4 7RO FIETKR T TEET,

- install activateauto-abort-timer =~ > R&fHLET, LA A—%2T 77 0 7{kL
72T A A% Y m— R4 5 & auto-abort-timer 23 b U H— X+ F 9, install commit =
~ VU REFITTHANZ A ~—DHIROIIIC RS2 6, A VA =T rEARKET L
¥, TR RAFHFHEVr—RKL, fioNRN—=Y3 0DV T7 v T A A=V TREILE
7T

ZDH A ~—%&EIET 5HITi%, install auto-abort-timer stop =2~ K& L £9,

cingall abort 2~ > REEHLET, Z0avr N, HiIiLWY 7 =T DA A h—
JVENZEAT L WA=V g e — Ny 7 LET, ZOa~<r Rid, install commit
a<y RERITTHEIHER L ET,

TINA RFHDENY HT

IPIERZE LM THIZE, TAAD® Y VT v 77 el T L&l 5 ), DHCP —°
PEEAT D HE, ERIETFITEITTHIHERH Y £7,

FEDIPITHEROBRENLERIGE, T ADEy v T o7 7ul 7 A LTI,
ZOTue T T LEMATLE, RAMNMESAF—TNL =T Ly F XRAT—RERETDHZ
L TEET,

72, fEE T, Telnet SR —FZE DY Y (VE— FNEHTOEX2U T 4 HBIEDOT-
W) \ AA T BT TAZODAY REFRIFIA VAR v TF L LT, BDOIWVIAX L RTr v
AL v FELTHELEY TEET,

P — ROFEHIL DHCP — " ZHH LT, IPHEROETEH L BENE Y Y TE2ITVET,

\}

Note DHCP Zfli/] L TWAEAIEX. T/ ARFRNCE D B THNIZIP T FLAEZELTa v
TAX 2= a7 ANEHRPADRETIE, By N T o770 s T A0 08RG L
RNTLZE W,

TNA ADRETIEZ AL T DHRBEE R —FOHEX, T3 A2 FECRELTL
20, FRUSO 22— =T, TS AT — T a A onpage 53 DT T a U TRAL
ey N7y 7T a g AEFHLTSEIN,
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FRARDEY b7y THREOEFT |
B orrrozxqo7tanm

FIH+ILEDRA v FIEHR

Table 4: 77 + L b DR A v FiE#R

HEBE FIAI EEE

IP7 RLABEOHY 7Xxy h~AZ |[IPT FLAFERY TRy F A7 XEZEINTVE
A,

VAN AR = ¢ TIFNVE TF—= b oA TEZINTWER A,

AX—=TN =T Ly hNAT—= R | NZAT—= NIERZINTWEE A,

N N4 HTRRCEI D Y T HNDT 7 + /L hOAR A 41T device
‘(:\TO
Telnet /S A 7 — R INAT— RIIEZEINTWVERA,

7 TR ax s N AL v FikRe TAE—=T

7T AL 77 AZBITERSNEE s

DHCP N—X D BEIREDHME

DHCPiX, A/ > ¥ —% >y REANBIOAS U F—Fy NT—F 2 7 T34, AT EEH & 2t
LEd, Z2o7a balidid, 22o0aryf®—xr bRHY £3, 1 DX DHCP — b5
NARAZAY T 4 Fab—var N"TA—FERMTHa R - 1203 T /31 &
WZFy hI—27 T RLAZEID S CHaR—x N TT, DHCP LV 74 7> hH— R E
TINZFESWTWET, F5E Sz DHCP Yr— 33 BICERE SN DT 31 ATxt LT,
Fy hT—27 T RLZAZEIVY T, a7 4 FXal—ar RTIA—FZE#ELES4, FA
A AlZ, DHCP 7 74 7> hEBXODHCP —/ 3t L CTHRECTE £ 97,

DHCP R—Z DO HEHEETIX., T314 &2 (DHCPZ 4 7 v b) IZ#EEHIZ, IPT FL 2 {E#H
BIOar74Xal—vary 77 A VEFEH L CHBMNICRESINET,

DHCP RX—ADOHBRELZHEHT DL, T34 A ETDHCPZ 74 7 MUADREZELT O W
IH0 EHA, 72720, DHCP 9 — AT, IPT7 RLAICEHE L/-KFEY — R 7> 3 v &%
TETHLERHY £97,

DHCPEZEH L Ty NUV—27 Fpar 7 4 Fal—ar 77 A LVOEFY Y L—T 354
1. TFTP YV —SBLORKA AL v X —A T AT L (DNS) v —RORENNEIZRDZ END
Diﬁ—o

T34 A® DHCP — 3%, AA v F LE U LAN RICEET L2 L, TDT /314 R L idhl
D LAN LICEET S 2 &b T&E9, DHCP — 38725 LAN ETEfEL CW A 54, 7
NA AL DHCP #— 32, DHCP DY L —F NA AEZRETLHMLERNHY T, VI—F
SNA A, B SN TS 2 OO LANM T a—R¥y AN h T 74 v/ 2Rk LE
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| R 1z20€y b7y TREDET

DHCP UV 5147 >

pHeP 2547 roERTnEz [

T —=HFTu— Ry 2 M ATy bEBELERALR, XELLAT Y FOSEEIP T R
ZNZESNTAT Y P EERE L E T,

DHCP _R— 2D HENREIZ. T35 2D BOOTP 7 54 7 v MEREIZIND S DT,

FDERTOEX

TFNRARAZEE LT XIC, TS RZarT7 4 X2l —ar 77 A0 720i4, DHCP
7T T MR E ., DHCPZ 74 7> S DHCP I — NZREEREER L £, =
V74X al—yary TrANDBIEFEEL, TOREIFFEDNLV—T v RA v H—T A AD
ipaddressdhep f > #—7 =2 A A a7 4 Xal— gy avy RREGENSEE. DHCP
TI3AT v MIRFEOH &, DHCP 7 ATV WA v H—T oA AZIP T RLUAFHREHE
KLUET,

WiZ. DHCP 7 5 A4 7> & DHCP 4 — DT INE —#HD A v & —TF,
Figure DHCP 7 5 A 7 > b — /IO A v E£— D

DHCPDISCOVER (broadcast)
SwichA DHCPOFFER {unicast) DHCP server
DHCPREQUEST (broadcast)

DHCPACK (unicast)

4

-«

107

74T N THDHT A AAIZ, DHCP YV — —DHFT 25 E+ 57212, DHCPDISCOVER
Ay —Y%To— ¥y A b LEJ, DHCP ¥ — 3%, DHCPOFFER 2=% % A h A v&—
ICk-oT, HHARER I 7 4 F 2l —var NI A= IPTRLVA, 7%y k<R
7. =R 724 IPT7 RLA, DNSIP7 RL A, IPT RLAHADY —208) 27547
MZ$ERLET,

DHCPREQUEST 71— K% ¥ A b A v —ITlE, 7747 v ME, #ERENZREHHRIC
® LT, DHCPH— NZIEERREREZRE L E T, ZOERRERITTr—R¥x X hahbdiz
W, 7747 b5 DHCPDISCOVER 70— R¥ ¥ A h A vb—V%%(F L4 T
@O DHCP —NX, 7747 MIER LT IP 7 RLAZEHAHTEET,

DHCP #— 3%, DHCPACK =% ¥ A h A vt —T% 7 T4 T MIRTZET, IPT R
VAWT TA T MZHD B ToNTZZ 2R LET, ZOAYyE—ICL-sT, 7947
YREV—RNIEIRNT U REN, 2 TAT Y MEY— DG LERERREFEAHLET, T
NA ZADZNFT HIEHEIT, DHCP Y — _OFEFIEIZ I > TR £,

DHCPOFFER =F% ¥ A b A v E—VIZL o TEEINTZa T4 Falb—T g XTI A—
AN THD (274 Falb—raryaod—nbbd) HBa. 7747 bMX DHCP ¥—
X2, DHCPDECLINE 72— R¥F ¥ A h X vk —V %R LET,

DHCPH— N327 54T MI, B RENTFI L T 4 Fal— g RIA—FNE) Y4 TH
TV, RT A— &aﬁ%:,cn~ﬁ/a/¢P_1:7 MBFRA L2, F72I1ZDHCPOFFER £
T =T DT TAT v hDOIEREN TS (DHCP Y — BT A= ZRD T AT
Y MZEID S TE) LWV BEBRODHCPNAKER 72— KX v A R A ve—U%EELET,

DHCP 7 A 7 > MZ., #%® DHCP ¥ — " F 72} :L BOOTP PRI EZITRY, 20
IHLOEEDIDFZITAND I ENTEETN., BEIIEIICZITER 2R EZITANE
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FRARDEY b7y THREOEFT |
B ovcr ~—xosBBRESLGA—C Ty TF—+

T DHCP 4 — "M OIEREINTZIP T RLABKLTLLE 7 747 MZEID ¥ Tonb bl
THEHVERA, 277, = NFEH, 7947 PBRERICT RLVAZERTLETIET
RLRAEZHELTEBEET, T3 A0 BOOTP 4 — NS DIGE %% 7 A, BEZRET
HPE. FTNRALRATIT A A T 4 Xal—ary T ANVERETA7-9I12, TFTPEK
EI=Fxy A NTHOTEHRLS Te— Ry A MLET,

DHCP R A M A T a kD, TRAZAD T N—TIIRA MBI OERED 7 4 X =2
L— g AR EFEER DHCP r— "= Do G TEEd, 77947 b (T30 R) 1T

DCHPDISCOVER #* vt —YWNIZ, DHCP — =L DR A MBI OO a7 ¢ ¥ =

L—ya vy RIA—=FOERIZHEHA SIS Option 12 7 4 — NV REMXET, 7XTH7 T4
T hDarT 4 Falb—ary 7y AME, DHCP O ORG LIZAR A M ERE, £-o7<
[T TY,

N = N N o~ O —

DHCP R—ZADBEEBREL L VA A - 7Ty IT—+F
DHCP A A—V 7 v 77 L— NEREEZHEHNT 5 &, Xy NT—T D 1 DL EDOT A ATH
LWARA=T T 7 ANLBIOH LWVWary 7 s Fal—raryZryrf ey ra—RT5L59
IZDHCPH—NRERETEET, XY NT—FTHNOTRTDAL v T TOA A—TVEIRar
TA4X 2L —arORET v L —RICE-T, Xy NU—ZIZMz b=+ NEnoH
LWTFNRA AN, RCA A=V, ar 7 4 Xal—a UV ZHEEICRETLILOICRY ET,

DHCP A A—Y 7 v 77 L— KN, HEREBIUOA AT T 7T =1 D250 X A4
NH 0 FI,

DHCP X—X D BEHHREDFHIEE

e Xy NT—ZRNIZEV Y THNTZIPT RLARRL, 129U DL AY3Af v H—T = A
AMEE L TRWIERIEL, RES 2 ADPMEFES N2 DHCP R— A D HEEE 5 L
7,

e HALT T NERELRWIRY | BREMIEE 2 TV 5 DHCP ~— XD AEEXEIXIP 7
KL z2oFx g vo— REEHRICEYIRL £,

e T A4 FKal—ar I rANEE T a— RTEROEEB L TWAEAIT. BE1(
VA R— T at2nMEELET,

«TFTP Hb X U —RIplcar74¥alb—vary 774 W%, ET7ar7 4 ¥a

L—ya rWNOBEFary 7 X2 b—rarb~—3NETN, writememory F721%
copy running-configuration startup-configuration 5##% EXEC =~ > K& AT L2 WRY |
NVRAMIZIRfFESNFET A, XU ra—RINcar7 4 F¥alb—a ViRRAL— Ty
Tarv4Xalb—va NRFESNIEGE, ROV AT LAFEEITIC Z ORET R Y
=3I NEHE A,

DHCP B&hE%E

DHCP HEIFREIX, =2 7 4 Fa2l—3 a9 77 4/% DHCP y—_—mbH %y NU—7H
D1 EDT AR R ZF Yy a—RLET, Fvra—KRahlar74¥al—vayv
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| R 1z20€y b7y TREDET
pHep B84 A —2 7vTF—+ ||

T AME, THRAADFEITa L T4 Fal—2aryT7AMIRYET, ZO7 7AW,
TNAAN)I B —=RENDIET, 77 v va iR VIR FEINTZT— T vy a7 4%
L—yvarva bEXLETA,

DHCP BEI A A — 7w TT—Fk

DHCP H#EIfREL L HICDHCPHENA A=V T v 7 7L —REEHATHE, a7 4 F2b—
TarvBIUOHLWAA—VE Ry FT—2HND 1 DL EOTF AL AZHF T n— R TxE
T, HLnary 74 X2l —varBIOHLWAA—VEF T a—RFLTWA1DFEIT
BEDOT AR, 7T 7 (DF, HWEEOT 7 4V MEREN 7 — RS TWAHIREE) (12
TEET,

AT 4 KX 2= arETTICHE O TWAAL v FICH LAy 7 4 Fal—ra a4y
va—RT5E, Furo—FREnar7 4 Xalb—y a0, A v FIREESN TV D
a7 4Falb—Tary 7rAAViiBNEnET (FOBEFOay 7 4 Falb—Tary Iy
AN, Furn—REhE7 7 A M EEESNERA)

TNNAADDHCP HEA A=V T v 7T — " A F—TWIZTDHITIE, A A=V 774X
Rar 74 Xalb—valy Z7AANNHD TEFTP V—"%, ELWA T a67 (74
X2l —vary Z7ryAN4) . 7366 (DHCP YV — " A R4) ( A7 3150
(TFTP #— 7 FL R) | BLOA T 32125 (CiscoI0S A A— 7 7 A L DFHH) DF
ECHETDHLENRDD £77,

TNA A Xy NU—JIZRETDHE, HEIA A—UT v 77— MEENBBLET, ¥
O— RSNy 74 Falb—2ar 77 AMEITAAL ADET2L T 4 F 2 b—2 g AR
FEN, LA A=Y NF T —RENTT NS AL VA =L ENET, T/ A%
HEETLL, COar 74 X2l —YalNFNAL ADAL T X2 b—3a ARES
£7,

DHCP H—/\EZERDTEEIE
T3 A% DHCP — L L THRET %G, WOFEEFHIZHE-> T ZE0,

¢« DHCP V- —/ NZiE, T8 ZADN—KU =277 RLAIZL > TET /A R EFEOfHT B
TWATFRIBELDY) —AERETHLERNHD 9,

« TNA AIZIP T RUAERZZ(E S HI2IE, DHCP ¥ — NIZRD Y — A4 T v a vk
BETDLERD Y ET,
«JTAT U ROIPT LA (W2H)
I TAT ROV T Ry b v A7 (W)
«DNS #— 1D IP 7 KL A (EE)
N—HDIPT RLA (TAAATHEHNT L7 74V N = 0 =A 7 FLRA) (W
7H)

« FNRA AZTFTP Y — b a7 4 X alb—vay 77 A NVE%ESE554E1L. DHCP
P—NIKD ) —RAF T a U ERETIHLERS D £,
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FRARDEY b7y THREOEFT |
B rrey—roBm

« TFTP ¥ — % (#ZH)

T TFANH (UIAT U IRRBELT DA T 4Fab—ar Ty ANA)
(HE242)

WA M (EE)

« DHCP YV — RDOREICL > T, T8 RAIIPT FLAFRELIZFa 7 4 F 21— g
VT AN, BANNIFOM G EZETEET,

cHIRD Y =2 AT g VERE LR T2A, DHCP Y — N d, RESNTZ/XT A —H
DIREFEH LTI ITAT > POBERIISE LET, IPT FLABIOY 7Ry h~A 70
ISFIZEEN TN RNE, TS AFRESNEREAL, V—FDIPT FL AL 72X TFTP
P RENMRONERP-ST25E. T AXTFTP ER A2 =F ¥ A N LARANTT B2 —
R¥v A NI DHEENHYET, TOMO) —2 AT a0, FHTERLTHBEREY
BB LETA,

¢« TA ZZDHCP — & LTCEET D Z &M TEEYT, 574/ b TliL, CiscoIOS
DHCP#— "B LXODHCP U L —=— = MEREIZT A A L TA X —T7 & T
FTN, HRESNTWEREA, (THUHOEERITEELEHA)

TFTP —/\D B

DHCP " — OB EIZE SN T, T84 ZL TFTP b — "B 1 >FR3ER o= 7 ¥ =
L—Yary 7y e ra—RLE)E LET, TFTP Y — "~DIP RIS ER 9T
DFA T a NTDNWTT A RHET D E D DHCP 2% E L TWBIHAE T, 280>, TFTP
=4, TRLA, BIOar74X¥al—ay 77 A 04 %E L TDHCP +— 1%
RELTOWDEAE, T/ AIEESNIZTFTP b — "M biRESNZary 7 4 X2 b— g
VI ANELX L a—RLEYELET,

AT 4 X2l —var 7y A NG BROTFTP =" E LR o256, £iday
T4 FXal—rvary Iy A NEX T — RTCERPSTEGRIE, T RET7 7 A V4 &
TFTP #— A7 RL 2 &2 S EIFITHARDETCary 74 FXalb—vary I A VEX T
n—RLEOIELET, 77 MM, FFEDa L 7 4 Falb—varTZryA V4 (FETD
BE) EROT7 7 A ADBRE SN TUWET, network-config, cisconet.cfg, hostname.config,
721% hostname.cfg T9°, Z D4, hostname 137 /34 ADHIED KA N4 T, HEIND
TETP H— 7 FL A&, (FET2%6) fRESNI TFTP B — D7 FL A, BX U7
n— RK%Fx¥ A~ 7 KL A (255.255.255.255) BNEFILTWET,

FNRAANEFEICary 74 FXalb—vary 7y A NVEFT7ya— R4 512k, TFTP 3-— D
R—2F 4 L7 NV IZIoFFI3EHRoa s 74 Xab—>ary 774 ANEENRTWRITN
ERD EHA, BODHIEDTEDL T 7 A, ROLEBY TT,

e DHCP /AT EINTWA I 7 4 Xal—2ary 774 (EBEOF AL A a7 4
Xal—Tary7Zr7A4V) .

* network-confg ¥ 72 (% cisconet.efg 7 7 A/ (T 74NV DALy 7 4 Fal—vay 7y7A
JV)
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ons +— 0B8]

s router-confg F 7= [ ciscortr.efg 7 7 A /v (ZNHD T 7 A /WZIE, TXTOT 3 A28
Davy RREENATHET, @H . DHCP 3 XN TFTP $— SN U E STV L
. INHDT7 A ET 7 EASRERA)

DHCP #—/% J — 2 F— & X— 2T TFTP ¥ — 4 2458 T 5B A%, DNS — D5 —4
NR—RZTFTP F— L EIP T FLADS v BV T ARETHI L L METT,

T 5 TFTP — 303, T R L3875 LAN RiZh 856, 737 4 AnT a—
R¥¥ A M7 RLAZEHLTCT 72X LGS GIROTXTOXLEAF RN DHCP — D
INEIZE EN TV RWGEITHAE) 1, U b—%2E LT TFTP %—/ N2 TFTP /N7 v k&4
ETHZMENRH Y F3, WURMRGIEL BERTXTOFEREMFEH L CDHCP Y — &%
ETHZ L TT,

DNS H—/ D B

DHCP #—/ 3%, DNSH—_ZEH L CTFIPH— 4L %ZIPT RL AIZE#H L £9, DNSHV—
NET, TFTP Y —RENHLIPT RLA~ND< vy BV TR ET HHERH Y £§, TFTP H—
NZF, FRARAZADary 74Xzl —Yay Z7AANEELET,

DHCP DJSERRICIP 7 R A2 Ff54 5 DHCP — 3D ) — A F— X _— 2|2, DNS #—3
DIPT FLAEZHRETEXET, V—XF—FZ_X—X 21X, DNSH—RDOIPT7 L X% 2D
FTANTEET,

DNS #— L, T34 AL U LAN RICELGET A2 &6, BIO LAN RICERETAHZ & T
& F 9, DNS — 335D LAN _RIZFET D5A. 73 23— 4 24 LT DNS #—
T 7B ATERITIERY 8 A,

a4 XaL—23Y 774 ILOAFRE

IP7 RLABIRa 74 Fal—ay 77404705 DHCP THHADY —2 & LTHRET
EAEME IS LT, TS AIRD FFIETHREFTREAFLET,

cIPT FLABINRary 74 FXalb—ar T7rANVAN, T3 2RI TS, DHCP
BB (17 7 ANGAIAIRGTR) TRIEITWAEE

T A AL DHCP — " IPT7 RV A, 7Ry k<A77 TFTP #— 7 KL X
BLOar74Xalb—valry 77 ANAEZELET, 73 XX, TFTP h— =
=X XY ARMAvE—VEEEL, HESNEary 74 Xal—Tar Ty A NVEF—10D
NR=2AF 4 VL7 FIDPLEELT, 7= T v 7avR&5%8 T LET,

FRAZADIPT FLABLIRary 74 Xalb—3ary 774 NVANBTHRIENTUVDD,
DHCP J&&IZ TFTP — X7 RLANEGENTWARWES (1 7 7 A VEEARAHRTR)

TA ZEDHCPH— 06 IPT RLA, 7Ry hvRX7 BLPar7 4 ¥alb—
vary Iy ANAEZELET, T AL, TFTPH— N7 —RK¥y A b A vb—
CEEEL, BESNa T4 X2l —var T AN E—ROR—ZF LY R
NOERBELT, 77— Ty 7 7at 22w T LET,
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FRARDEY b7y THREOEFT |

IP 7 RLAFETNTANA AT S, DHCP JRE TRt SN TEBY, =7 4 F =
L—yay 77 ANVAITREESNRVEES Q7 7 A VEHHRIABTTR)

T NA AEDHCP =05 IPT KL A, 7%y h~A7 | BLOTFTP —17 K
VAZRZIELET, 7 AF, TFTP —NZax=F v A b A v —VZ2EFE L,
network-confg £ 721X cisconet.cfg DT 7 4/ h A T 4 Fal—valy Ty A NVEIIEL
F 9 (network-confg 7 7 A LV RFEAIADIRNIGA . T /34 AL cisconet.cfg 7 7 A /L% it
FIABET)

FTIFN N T 4 X2l —ary TrANMIE, T ADFARNNSIPT KA
Oy EVITNEENTWET, T30 AL, 77 A NVDERERA VT —T M EX
A, RARLEAFLET, 77 A VICEHER MBI RWEA. T3 AXDHCPJHE T
BESNTFRA N ZEHLET, DHCPIGE CTHRA MBMRE SN TORNWEAE, T2
A AEIT 7 4V O SQwitch ZARA R ELTHEALET,

TN IO T 4 X2l —vay Ty AVEIIDHCP IWENDLHRA M E AT L
Tete. T3 AFTARA ML ERICARIOa L7 4 Fab— 3 774/ (network-confg
F 7213 cisconet.cfg D &6 6 NI HEAIA E T2 2T)E U T, hostname-confg & 72 1%
hostname.cf) % TFTP $—/ 3/ BEid iAA £ 9, cisconet.efg 7 7 A VD FEARAEINL TN D
BalE, RAMOT 7 A VAT 8 LFITUID B THNET,

network-confg, cisconet.cfg, E72IIHR A M LRI CARIOT 7 A VA GiAAT Z LN TE
WAL T /3 A router-confg 7 7 A V& G IAIFE T, router-confg 7 7 A b i
AT Z ERTE 720G E . T3 Al ciscortr.efg 7 7 A NV EFiHRIABE T,

Note

DHCP JEZE S TFTP —_"E AFETE o834, 2=F v A Mkt L b2y 7 X
L—2ay 77 ANVDOmHRARIT X TR LGS, E7RITTFTP — L% P 7 KL X

BB T X 2 WEAITIE, T8 AXTFTP — "Bk E2 7 e — ¥y 2 M LET,

IRIREROH T E

W ENMET /S 2T, 9600bps ICRESNTWDH Y — gD AEZ B LTS —ha—4
E— RERMBLET, B a— REEERTICT A AER=a— REZE0 4L, [Mode] R4
EHLET, VAT ALED BN U —C OB O R LImE £/ o725, [Mode] A% > %
HMLTHENENVERTAL, 77— b —FDT A AT a7 "RERINET,

TNRAADT —bva—F Y7 by = TIIREBEEOBRELEEEZ VR — T 5720, ZhbO5R
BEBEEH LT, 77— e —X—F7133 AT L TBET 20 Y 7 k7 = 7 OEWEZ I
TEET, 7— b —FORELEKIT, UNIX £721XD0OS v AT LA TRIETE HBRELA L4
BILTWET,

BEEOBEERIL, 799 a 774N VAT ADINIHAHT7 T via AEVITHRIES N
9,

T 7 A NVORATIZNE, BREAA LEFITHO T, ZOLBOMENEEINET, BENGFE
LAWEAIL, Z2HOMITH Y XA, ERXVA MY U7 EFREINEHEIT. BEICHER
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—munEszy ]

RESNTHWET, XV AT 7 (E2E"") PRESNTWD AL, EPRE S
T2EBTY, Z< OREABIIFINCER SN TEY . 774V MEPRES L THET,

BEBOREZETTHIZE, 77— ba—F 27 78 A3 50, CiscolOS =~ RE&#H
LEd, BORETIL, BEAKORELZLETHLETIHY A,

— R LIRIEE
ZORTIE, kb HREREZEOKREIZ OV TR LET,

® 5 —IRNGIREEY

EH J—bto—4 3<% F  |Ciscol0SSO—/NLaVT 4 X2
L—Yarvavwrk

BOOT set BOOT filesystem:/ boot system {filesystem: /file-url ...
file-url ... | switch {number | all}}

H B LT3 | KEOEBRFIC 2 — R4 % Cisco

ﬁ%ﬁﬁé‘ﬁ\zm/fkﬂ4f~9\ﬁi@\%%EL
KUY LNTZFEITRREY 71 | £7, T D~ R, BOOT i
DY A R, WEBOREEEERE LET,

Nylr—=y7aeya=r7 7y
4 JViZ, packages.conf 7 7 A /L &
LI, EBRICED Y 7 K

TxT Ry lr—T%T 7T 4 71k
O 70, VAT
LBMERT 5 6D TY,

e f VA b—LE— FCEEIT
%A, T T 47T B
Ny —VERBET HTZD
2, boot =~ RTHREXN
TeRwlr—yrreya=y
T 77 ANPMERSNET,
7= & 21X, boot
flash: packages.conf T,

e NV RLE— RCEENIT 55
A, BEILEZAV RVICEE
NTWALH Ny r—yo7 e
Cazmr T Ty AN R
JNZEENTNDE /Ny r—
DT 7T 4 TR S E
9, 7= & 21X, boot
flash:image.bin ® X 5 12729
ESr N
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FRARDEY b7y THREOEFT |

ZH

J—ro—4avv kR

Ciscol0OS 4/ O—/\)La> T4 ¥
L—yarvav vk

MANUAL BOOT

set MANUAL _BOOT yes

AA v F OB Z BE)TIT
D INFENTIT O D ERE L
*9,

HEh72EIL 1, yes, 0, B
£ Wno TJ, no £7213 0
ICRRESILTW DA,

T R —H I RAT L%
HEICESHL LS & LE
9, FNLSDOMEIZERE S
NTWa5HEIE. 7—Fh
n—4 E&— Kb FHT
AA - F a2 # T D ED
HYET,

boot manual

R DEBYRFIZ A A > F % FH)T
EECXx A L2 LET,
MANUAL BOOT BREEZAEL D% E
MWERINET,

WIED > AT LFFEEIRFZIEL, A
Ay FIE7— b —FE— KNIk
DVET, VAT LEEHTLHIC
X, boot flash: filesystem:/ file-url
T—bu—Favr REFEHLT
7 — NE[RRIe A A — T DRI ETE
ELET,

CONFIG_FILE

set CONFIG_FILE flash:/
file-url

CiscoIOS DX AT b 23/
T4 X2l —a ORE
Mo v — DA E X IH

boot config-file flash:/ file-url
CiscoIOS 233 A T LR E DA%
PEa v —DFAEZ N T S
TrANBERELET, 0=
~ v RiZ k> T, CONFIG_FILE

M7 7 AN EELEL | BEEENETEINET,
£,
BAUD set BAUD baud-rate line console 0
speedspeed-value
A— L—FERELET,
ENABLE BREAK set ENABLE_BREAK boot enable-break switch yes/no

yes/no

H @) @ D break 2 1 R — 7L
ICLFET, break =~ KD AS
WZ5 2 57 RE I 5 BT,
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e omszy [

TFTP DIIREEH#

A =P Ry NEBAR—FZ2HALTAAL v FIZPCZHEHR L TWDHE, TFTP T7/— ha—4& Iz
SHLTCar74Xal—2alr7rANDT v 7Fa— REREZA 7 a— KR TEET, 20
T—TNVOEBEBNEESINTWDHZ 2R LET,

= 6:TFIP DREEHR

TH £ EA
MAC_ADDR AA v FDOMACT RLAZFRELET,
GE) BHNIEF LW 2L F4,

72, 77— b — XA LI RICEREEE LGS, £213
DOEFPRGE SN TWDIE L R D5451%, TFTP 2 M3 5512
Davr REANLET, FILWVMEEZAENZT A7) By M5
PERDHY £797,

IP_ADDRESS AA v FOREEMT ONTZIPY T Ry MZIPT RLABIOY 7 3w
h~AJ7ERELET,

DEFAULT GATEWAY | 77 4 )L b ¥~ T =AIZIP 7 RLABI OV TRy b v~ 27 %45
ELET,

VIO T A A—=—2D)A—FDR 7 a—1)2)
TNRAALETI 7 v 02T A A—VD)r—RF&E%T BR, BR2ET A 22HFEVHH
LARWNWEEID) T2 L9212, AV a—LEZRETEET, £ (Ry NU—TNOT T
DT NAATY T NI =T %7 v 7T —RTHHEERE) 2y U= 2KTU v— K&[H
BRCATH) 2 TEET,

)

Note Jo—FRDRZ7Ya—d, 24 BUNICRETH2LERH D £7°,

Jr—R A7 a U TOL0RH Y £,

HRE LA, FERMBL OB L LIS, Y7 =T R n—RanE
T, U m— i, K24 RELINICFATT 2L ERH Y £, KK255LFT, Yr—F
DHBZIRETEET,

V7 hU =T DY u— KA Q4WERHIT) EINRERICAECR D £3, A REZEE
THE, BESNZHRHZY a— RBMTOND LA TV a—ARRESNET, AH
EIE LR oTca, U r— RIXY HOBRERZIIThE T FEERZINEBIRZ LY
BOLE) . FTE A ORERZNATONE T FEERZIDNBERL L bRIOEE)
00:00 Z35ET A&, FROKDY n— FRB/EINET,
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FRAZRDEY F7 v THEOET |
B = 2ty 7y TmEORAHE

reload 2~ NIV AT AafFibSEE T, FEITEEHTL 2 EARESNTHRVIRD . &
AT MIHEBAICHER L £,

FERTEBIT2 LT A ADRREINTWDLEE, BAENKENS Y m— REZETLRWT
LTIV, ZNET A ART = be—FE— RN IR5Z L TYE— ha—FRHlH%Z %S F
RBZBG T 5 72 DOHfilFITT,

AT 4 X 2= ar Iy ANEEETLE, Ve —RORHCay 7 4 Falb—a &R
G508 R-T 27007 IR T A AL W FRESNE T, RFHRIERNZ, CONFIG FILE
BB HENT TICEE L RRWAS — Ty a7 4Xal—yay 77 AV ERLTVE
Bt BRIEEFITT DN E I MEVHIHIVWEDLER AT A LHENE T, TORNOE
s e, Ve—KREZEy N7y 7 BE— MR EINET,

R a— VN T TICRESI N m— RE2EY H3 121X, reload cancel $## EXEC =~ K
FEHLET,

— N O = [ — = /- -~
TINAREY N7V ITEREDETHE
DHCP ZfH L CT A AZH LWA A=V BIOH LWary 7 1 Fal—rvarazydoy
02— RT5I21E, D7 b 200T A RERETHLERHY T, 1 DHOT A AT
DHCP #— B X O TFTP — R ERI L L D ITHEEL . 2 DEHDT NA A (T4 T ) X
HlLnwar 74 Xal—vary 770, £REH LV T4 Fal—var T AB
FOHLWA A= T 7 A VAT — RT5 L HICHRESNTWET,

DHCP HEIRTE (A2 74 FalL—2ay 72704 ILEHT) OERE

ZDOHEATTIE, FTLWT A, ZAOHBREEZ T R—FTEB LI, Fy VU —7 NOBERF
DT /XA AT TFTP X° DHCP MR & ® DHCP HER & %179 HikzE R L£7,

Procedure
Command or Action Purpose

ATFwT1 configureterminal Ja—r L ar7 4 ¥al— gy
Example: FT— FEBLET,
Device# configure terminal

RFw 72 |ipdhcp pool poolname DHCP % — 7 R L A 7 — /L DA R %
Example: {ERK L, DHCP 7—/L 217 4 ¥ =

L—vay E—RERBLET,

Device (config)# ip dhcp pool pool
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DHCP BIBNERE (2T« Fal—ay 7740t oiE [

Command or Action

Purpose

ATvT3

boot filename

Example:

Device (dhcp-config) # boot
config-boot. text

T—h A A=V ELTHEREND 2
T4 X2l —ar Ty A NDLRTE
fRELET,

ATv74

networ k network-number mask
prefix-length

Example:

Device (dhcp-config) # network
10.10.10.0 255.255.255.0

DHCP 7 RV A F— L OH 7R k
Xy NV —I7F BRIV~ R T Z1EE
Li‘a‘o

Note TV T7 4w AEIZ, TR
VAT VT 7 AahERL
THEY MIAfEEL £
ERA S N N
FTATV DXy NU—2
VAV ERRET D _HIR—
DFHETT, v T4 w7
AR, ATy () T
BRLET 2 BN H D £ T,

ATvTh

default-router address

Example:

Device (dhcp-config) # default-router
10.10.10.1

DHCP 7 A4 7 v bDF 7 /L k Jb—
XDIPT RLAZFRELET,

ATvT6

option 150 address

Example:

Device (dhcp-config) # option 150
10.10.10.1

TFTP #— "D IP 7 RL AZIEELF
j‘o

ATy T17

exit
Example:

Device (dhcp-config) # exit

Ja—n\)arys7 4 Fal—a
E—RNICRD £,

ATvT8

tftp-server flash:filename.text

Example:

Device (config) # tftp-server
flash:config-boot. text

TFTPH— N FDar 7 4 Xzl —3 3
V77 ANERELET,
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B oovcras s —C7uTF—F (@UTqFAL—VaY TFALBLUAA—D) ORE
Command or Action Purpose
ATFwT9 inter face interface-id a7 4 X2l —ary I AR
Examp'e: 'f%ﬁ‘éﬁ ?4)7:/ ]\O)T ]\]/X%#é‘ﬁ;
LET,
Device (config) # interface
gigabitethernetl/0/4
R 7w 710 |noswitchport AV H—T o A% LAY 3E— RIZ
Example: LETS
Device (config-if) # no switchport
AFw 711 |ip addressaddress mask IP7 RLAREA L HE—T =2 ADT A

Example: y %*E‘E L/ i ﬁ‘o

Device (config-if)# ip address
10.10.10.1 255.255.255.0

AT v 712 |end ¥k EXEC E— RIZEY £,

Example:

Device (config-if)# end

DHCPEE A A —C 7y TT—kF (A I74FXaL—S3> 7740

ELUVA A—

~¢ = ]

) MDEIRTE
ZDOHATTIE, HILWAL v FOA A N—VEYHR— T2 LI ICBEFDOT 7314 A TTFTP
B L U'DHCP ##%E7 % DHCP HEFREICHOW T L E 7,

Before you begin

RONZT NA AT v 7 —RT57F A N7 7 A0 (7z& 21X, autoinstall_dhep) Z{ERLL
FT, TOTFART 7 ANNIZ, FUru— N5 A=V O4RTEZDET (72& 23,
cat9k_iosxe.16.xx.xx.SPA.bin) ,

Procedure
Command or Action Purpose

AT w 71 |configureterminal Jra—r\L Ay 7 4 Fal—g
Example: T FEBIBLET,

Device# configure terminal
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DHCP BIBIA A —S P v FF— bk (Av T4 ¥al—2ay 774 As&042—2) o&E [

Command or Action Purpose
Z7 v 72 |ipdhep pool poolname DHCP#—7 R L2 F— L D4 %
Example: fERE L. DHCP 7¥—/b 27 4 ¥ =

L—vary E— REBmLET,
Device (config) # ip dhcp pool pooll

AT 73 |boot filename T—h A A=VELTHEHIND T 7
Example: A NVDA4FTZFRE L ET,

Device (dhcp-config) # boot
config-boot. text

AT w74 |network network-number mask DHCP 7 KL A2 =L D# 7% v k
prefix-length Xy T BRI L O 2 S R R
Example: LET,
Note FARSYES St NV

Device (dhcp-config) # network

10.10.10.0 255.255.255.0 VAT VT (7 REAER
ToHEy MItaAfEEL £
T VT4 v T RTL 7
FATV MDOFRYy NT—7
VAV ERRET D HIR—
DHETT, V747
AR, AT7vva () T

BT A MERH Y 7,
AFw 75 |default-router address DHCP 7 A4 7 hDF 7 )L k JL—
Example: ZDIPT RLAZRELET,
Device (dhcp-config) # default-router
10.10.10.1
AT w76 |option 150 address TFTP — "D IP 7 RL AZIFEL £
Example: EE
Device (dhcp-config) # option 150
10.10.10.1
AFw 1 |option 125 hex A A= T 7 A NDONRRETIR LT
Example: FARNT 7 ANVDONRRAERELET,

Device (dhcp-config) # option 125 hex
0000.0009.0e05.08661. 7574 . 6GE69. 673. 7461 . 6c6c. 5£64 . 6863

Cisco 10S XE Amsterdam 17.1.x (Catalyst9300 X f v F) YA TLBEEI I F¥al—2av HM4 K .



B oovcram s —o 7o IF—F (QrIaFIL—LaY TFALBEVA A=) DR

0]

M
i

&
it

FNNAADEY b7y T

Command or Action

Purpose

ATvT8

copy tftp flash filename.txt

Example:

Device (config) # copy tftp flash
image.bin

FTNRA R, TRAN T 7 ANET v
7OD_ F\L/i‘a‘o

ATvT9

copy tftp flash imagename.bin

Example:

Device (config) # copy tftp flash
image.bin

TNA R, FTLWA A=V Dtar 7 7
ANET vy Ta—RLET,

ATy 710

exit
Example:

Device (dhcp-config) # exit

Ja—N)L a4 FXal—g
EF—RICEY £7,

ATyvIN

tftp-server flash: config.text

Example:

Device (config) # tftp-server
flash:config-boot. text

TFTP ¥ — X E® CiscoI0S =7 ¢
Xal—vary 77 A NEREELE
TO

ATvT12

tftp-server flash: imagename.bin

Example:

Device (config) # tftp-server
flash:image.bin

TFTP Y —NEDA A=A EIBELF
KR

ATy 713

tftp-server flash: filename.txt

Example:

Device (config)# tftp-server
flash:boot-config. text

Hooa—RTE4 A=V T 7ALD
METEFTR LT AN 77 A VA EE
ELET,

ATy 714

interface interface-id

Example:

Device (config) # interface
gigabitEthernetl/0/4

a7 4 Xal—va I rANVER
BT272947 0 vOT RLVAZEE
LET,

ATy 715

no switchport

Example:

B =T A AL A 3E—FIZ
L/i_a—o

. Cisco 10S XE Amsterdam 17.1.x (Catalyst9300 R f v F) AT LBEEBI I ¥alL—av HA K



| 7120ty b7y TREOEST
DHCP H— M5 77 A LEXS O— KT 555147 roEE |

Command or Action Purpose

Device (config-if)# no switchport

AT v 716 |ip addressaddress mask IP7 RLARLEAS LV E—T 2 AD~ A
Example: 7 EEELET,

Device (config-if)# ip address
10.10.10.1 255.255.255.0

ATy 711 |end F#HE EXEC £— RIZR Y 77,
Example:

Device (config-if)# end

A5 718 |copy running-config startup-config 1E) av 74 ¥al—tar 7y
Example: ANVICREZRFLET,

Device (config-if)# end

DHCP H—/\Hh S 7 7ML EAHYA— KT B954 T2 FDORTE
A\

Note | (Y34 Z—T=f A FERELTAR—TNVICTILERHY £, (RESATVS
a7 4 ¥ a2l —3 3 VODHCPR—ADHENEREIZIP T FLRAZE Y B TRWTLIEEN,

Procedure
Command or Action Purpose

R w71 |configureterminal Ta— ) ar7Z 4 ¥al—a
Example: T FEBLET,
Device# configure terminal

R T w 72| boot host dhcp RSN TS ar7 4 Fal—rav
Example: THEHREEZA F—7 M LET,
Device (conf) # boot host dhcp
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TNAZADEY b7y ()

M
i

&
it

Command or Action

Purpose

ATvT3

boot host retry timeout timeout-value

Example:

Device (conf) # boot host retry timeout
300

(FE) AT LN ary7 4 Falb—
var ZyANEHyru—RLE)
T DEFREZRE L ET

Note BA LT T NERBRE LR
&L VAT NTEHRIC
DHCP #—/"\/ 5 IP 7 R L
AEWHLELO ELET,

ATvT4

banner config-save ~ C warning-message
"C

Example:

Device (conf) # banner config-save “C
Caution - Saving Configuration File
to NVRAM May Cause You to No longer
Automatically Download Configuration
Files at Reboot”C

(FE) a7 4FXal—yary 7y
A% NVRAM IZIRFFL LD T 5 &
ZWIRREINDEEA v =V % ER L
£7,

ATy TH

end

Example:

Device (config-if)# end

HebE EXEC B— NICEY 77,

ATvT6

show boot

Example:

Device# show boot

RELMERLET,

BEHDSVIAD IPFERDOFEIEY BT

TDHRATTIE, BEDOAL v FEIEA o H—T =4 A (SVD) ICIPIH#HRAZFETEIV K TS
FFIEZ DWW TCHA L £,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

Device# configure terminal

Ja—)L a7 4 FXal—g
T— F&ERHEBLET,
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g0 sv~opEgoFsE Y LT ]

Command or Action

Purpose

ATvT2

interface vlan vian-id

Example:

Device (config) # interface vlan 99

A B =T AL T 4 Fal—g
v E®— REBMB LT, IPIEHRNEND Y
THNTWS VLAN Z¥5E L£7, #5
ECE DHEPHIL 1 ~ 4094 T,

ATvT3

ip addr ess ip-address subnet-mask

Example:

Device (config-vlan)# ip address
10.10.10.2 255.255.255.0

IPT7 RLAREH TRy AT E AN
=

ATvT4

exit
Example:

Device (config-vlan) # exit

Ja—\)yaryZ 4 Fal—a v
E— RNIZREY £79,

ATvTH

ip default-gateway ip-address

Example:

Device (config)# ip default-gateway
10.10.10.1

TN ANEFEREE L TNDH R A B
Ry TON—FA B —T A ADIP
T RUVAZANDLES, ZORA vFIT
ET 74NV NP — b A PREEINT
WET, TI7ANINT— U= A1E, T
INAAAAL v TFMNBIEHIP T RV A%
BfS L TWRWIP Sy h&EZELE
7

TIAN KT — R oA BREIND
L. T R, AR N DM
DHHYE—FRy MU =T ITHHETE
3

Note IP CL—FT 4 7F5k5
\ZT A ABBE LT
B, T 74NV MNTF—b Uz
A DR EIIAETT,

Note FIFIVIITF—F T A D

HRIZEE SN T, T3 A
® CAPWAP [ ZHfk A 1T
N—T 4T ENTT 7k
ARA 2 N ETINA RO
BaEAR—MLET,

ATvT6

end

Example:

HHE EXEC B— RIZR Y 17,

Cisco 10S XE Amsterdam 17.1.x (Catalyst9300 X f v F) YA TLBEEI I F¥al—2av HM4 K .



B 5 z0x5—t7vTavis¥aL—vaozE

FRARDEY b7y THREOEFT |

Command or Action

Purpose

Device (config) # end

ATy T17

show interfaces vlan vian-id

Example:

Device# show interfaces vlan 99

BESNEIP T FLAZHRLET,

ATvT8

show ip redirects

Example:

Device# show ip redirects

B/ESNETIAHNVN = oA %
MR LET,

—

T/\

\f ADARA— K7y T aA0T74FaL—3 VDR

VRATL AV IAFX A L= 3 UERAEETTEHEODITIFAILBADIETE

CiscolOS VY7 hU =7 (&, 7 7 4/L FTconfigtext 7 7 A VEEA LT, VAT L a7 4
XFal—varyOREREa—2HAEES LET, HOT7 7 A VAEBETHZEHTEE
Fo WEIDEBIHIIL, ZDHFTDT 7 A VBFHHIAENET,

Before you begin

TORARTTIFAZ L KTy OF N A AEFEHALET,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

Switch# configure terminal

Jua—\)L a7 4 Xal— g
T—FzfnL£7,

ATy T2

boot flash:/file-url

Example:

Switch(config) # boot flash:config.text]

WIE ORI HEAIATe T T F =
L—yay 77ANVERELET,

fileurl : X2 (4L 27 bY) BXO=
Y74 FXalb—ary Ty A4,

Tr7ANLBIOT o L7 MU AE, K
S E N EXBILET,
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214 v7oFHickseH [

Command or Action

Purpose

ATvT3

end

Example:

Switch (config) # end

et EXEC E— RICREY £,

ATvT4

show boot

Example:

Switch# show boot

AN EHEB LE T,

boot 7 m— 3L a7 4 Xal— g
v axy RIZ&E - T, CONFIG_FILE 5
FABORENELINET,

ATy TH

copy running-config startup-config

Example:

Switch# copy running-config
startup-config

EE) =27 4Fal—ar 77
ANVICREZRTFLET,

A Y TFDFEICL HEE

AA vy FIIT 740 P THBNICES LESTD, FEHTESHTLIXIICHRET LI LB TEE

To

Before you begin

TDRAIDAR L RTay AL vFE2HERLET,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

Device# configure terminal

Ja—nR) a7 4 F¥al— g
T FEIBLET,

ATvT2

boot manual

Example:

Device (config) # boot manual

WIEDOEENEFIC, AA v T % FHECEEH)
TEBHLHITLET,

ATvT3

end

Example:

Device (config) # end

¥#E EXEC £ — FIZEREY £,
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FRARDEY b7y THREOEFT |

Command or Action

Purpose

R w 7 4 | show boot

Example:

Device# show boot

AN MR LET,

boot manual 7w — )L a< 2 Kid,
MANUAL BOOT BRIEAEM DX E# ZE T
LET,

KBl AT AEFEE LRSI, R
A vFIET—ha—& F—RIZRY,
T—ha—4E—RKThHsZ &) switch:
TuarF MK TURENET, VAT
Lz L@ 5121, boot
filesystem:fiileurl 7— hue—% a3~ R
EEALET,
s filesygem : A7 LR —RFDOT7 T v
a2 TN AT flash: AL E
R

Switch: boot flash:
ofileurl : X2 (T4 L2 FY) BX

OB AJRE/R A A — P DRI ZHEE
Li‘d—o

Tr7ANLBIOT o V7 PUAE, K
WFE N TFERRLET,

R T 7§ | copy running-config startup-config

Example:

Device# copy running-config
startup-config

EE) =274 FXal—var 7y
AR EERFELET,

AR P=ILE—FTOTNAADT—F

VILDIT7 RNy T—SDA VA M=)

H—oa<wy FEi3@ioa~y REERALTY 7 2T Ny br—V% 4 A =)L L
T, 777474k L, a3y " TCExET, ZOFRITIL, VY7 " 2T —V% AR
k=145 7= install add file activate commit =~ > ROfEHA HEEZR L ET,

FIE

aAvY RFEEIEFT7IIY

B8

AT w71 |enable
fi

¥i#E EXEC T— &AL £,
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#7054 Kvsr—voez [

AU RFERETOVa Y

B8

Device> enable

e NAT—REANLET (ERSh

5a

o

ATy T2

install add filetftp: filename [activate
commit]

1

Device# install add file
tftp://172.16.0.1//tftpboot/folderl/
cat9k iosxe.16.06.01.SPA.bin activate
commit

VIR 2T A VA=) Ry lr—
ZUE—halr—varnt (FTP,
HTTP. HTTPs, TETPZ /N L TC) T34
AlZav—L, 77y b7+ —LBLQ
A A= R= g VOEMMETF = v 7
EFEITL. V7 NUT RNy r—U%
TIT AT L, FONRyr—VEEE
Bl —RFLTbHRisns LI LE
R

Zoavr RiE, bin 7 7 A /L Off
BOAR—=F TNy r—
> L packages.conf 7 7 A /LT HhHY
LET,

DAy ROFTRIZT A A
Ju—RFLET,

ATvT3

exit
1 -

Device# exit

HiME EXEC E— R&&T L, 2—F—
EXEC £— FIZEY £7,

EH IO 5Ly T —SDEE

FIE

ARV RFERERTI VI Y

E]:)

&M

enable
1 -

Device> enable

¥i#E EXEC T— F&EADIZ L £,
e NMAT—REANLET (FERkEh

%6

o

ATy T2

install add filetftp: filename
1 -

Device# install add file
tftp://172.16.0.1//tftpboot/folderl/
cat9k iosxe.16.06.01.SPA.bin

VE— ks —33onb (FTP,
HTTP. HTTPs. TFTPZ/ L T) T34
AW T "7 AV A M—)L Ry
—Tkav—L, Iy hT7r—Lbt
ARA=TDNN—= g DOREWETF = > 7
FEITLET,

e ZDa<w Y FiL, bin7 7 A/LDfA

BoOa Ly R—x NPTy r—
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FRARDEY b7y THREOEFT |

ARV RFERETIVa Y

B8

¥ & packages.conf 7 7 A /LI
L/ iﬁ—o

ATvT3

install activate [auto-abort-timer]

1

Device# install activate

BMOY 7 NI 2T A4 A R—L Ny
r=%7 774 7L, T REY
r—RLET,

e VT NI =T DREEA VA R—LE
FITT 2580, v r—v 77
ANZEIRELRNTLIZEW,

« auto-abort-timer ¥ —U— KRV 7
NI =T ARA—=LDT 7T 4 Tk
HElc e — "y 7 LET,

BLOAA—UNT 7T 4 7o
TFHTHEB YA ~—B N T—Zh
F 9, install commit =~ F& %
1T DRNCH A ~— ORI GINT=
BE. AV A =T ok X IAH)
IR TLET, 71 AR m—
FL., LHIONR—=T g 0D Y 7 b
TxT A A=V TEELET,

ATvT4

install abort
I

Device# install abort

EE) Y7 b= T AL AR—=LDT
7T 4 TbEKT L, BIEOA VA h—
NFNEDRNZFAT L TNz R—T g Z
RNy 7 LET,

e ZDARY NI, A A=YNT
T 4 TALEZ TV BIREE T O 4 A
TEFET, A A—UBaIv SR
TREDOGAIIMEH T EH A,

ATy Th

install commit

1 -

Device# install commit

Ur— R0 RSN THER T 4%
ZITVET,

e install commit =< KT, #HLW
ARA—=DA VA=)V EFET LE
9, HEIZTHA—F A ~<~—0HR
Pz T HEREIOY r—F
BOER TR SN ET,

ATvT6

install rollback to committed
1 -

EE) By L=V g v
W2 — LNy 7 LET,
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N BLE—FTOT/NA RADIELE .

ARV RFERFTIVaY =)

Device# install rollback to committed

25w 77| install remove {filefilesystem: filename| | (F£2) REE L 0T 2 7 4 7 HRTE

inactive} DT T2T AV A=V T7 AL

Bl ZHIRLET,

Device# install remove inactive

Z T 8 |show install summary TIT 4T RNy r— BT A E#RE

15“ : i‘%i_“ Liﬁ—o

Device# show install summary s ZDawr ROMDEF, FREZNT
W5 ingall = > RIZIG U T4k
L\iﬁ—o

N RILE— FTOT /N ADES)

TNRA AZEET DL, WS OPOFERSH Y £3, 120X, TFTPH— =225 bin 7 7 A
N A — L TT A AZEB)T 2 H51ETT, £721%. boot flash:<imagebin> =< > R,
boot usbflashO:<image.bin> 2~ REZHEA LT, T XA A% 77 v a2 F£72FUSB7 T v a
NOESEEETLIZ LB TEET,

DLTFOFIEL, /S RAE— RTTFTP y— =553, 2 &8T5 HiEa T~ LET,

Flg
ATV RFERIEITFTII Y B8
Z 5w 71 |switch:BOOT=<source path of .binfile> | 7' — | <5 2 —Z 22 E L £,
1 -
svitch:BOOB=tEtp: //10.0.0.2/cat% icewe.16.05.01a. S biny
AT 72 |boot TNA AEEE L ET,
1 -
switch: boot
AT 73 |showversion FRAANNY KILE— R THDH &%
R LET,

YIRDIT7 A A—CD)A—FDRAT D 1—ILETFE

TDHATTIE, Y7 MU x2TAA—VEHBTIe—RTDX90T A RERET D HIEIZ
SWTEHIALET,
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FIE

FRARDEY b7y THREOEFT |

ARV RFEEETIVa Y

=)

ATy T

configureterminal

1 -

Device# configure terminal

Jua—N)L a7 4 FXal— g
T— F&EBHEBLET,

ATy T2

copy running-config startup-config

1

Device# copy running-config
startup-config

reload =2~ > R&EHEHT DR, 77341
ADBFREFREAL— T v T a7 4
Fal—va R FELET,

ATvT3

reload in [hh:]Jmm [text]
1 -

Device# reload in 12

System configuration has been
modified. Save? [yes/nol: y

BE L=, 73R L OV o
BmLi-Ltxic, Y7 b7 RN a—
RENDEIATF Y 2a— L EaRELE
T, Ue—RE, 824 BUNIZETT
LUENRHY EF, RKR255LFT, Y
n— NOBHEZHEETCEET,

ATvT4

reload at hh: mm[month day | day month]
[text]

1

Device (config) # reload at 14:00

Y m— Ra RS DML, L 5
HCHRE LT

GE) ax—U—REHEHT LD
X, FAL ADV AT LY
v 7 5 (Network Time
Protocol (NTP) . /~— K
T hH L E— £-0%
FHIT) RESNTWNDHY
BT T, KRN, 7
A R E SN A L
V=Nl HESEET, Y
n— RBEEDOT A X T
[FIRFIZAT DI D K D IZ A
Va—U T HIiE, &
F XA A D2 NTP & [F]
WL TWORENRHY F
R

ATy Th

reload cancel

1 -

Device (config) # reload cancel

RN A Y a—) v r7&ni=Vae—K
Xy e LET,
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| 120ty b7y TREDEST
712y r7yTBEOE=21>5 |

ARV RFEREET7TOVa Y By
27 76| show reload BIRIF /S A A P a2 7 S
i Ur— NZBT2EH), £72i3) e—F
show reload WA a— 7 ENTWDLNERR
LET,

TINAREY TV TEREDE=ZRY Y

Bl: 4 A —ILE—FTOYI D27 IT— 7T T4RTLA
ZOoFTIE, A VAL EF—RTOY T NI 2T T—"NT v FORRERLET,

switch: boot flash:packages.conf
Attempting to boot from [flash:packages.conf]
Located packages.conf

#

validate package: SHA-1 hash:

expected 340D5091:2872A0DD:03E9068C:3FDBECAB:69786462

calculated 340D5091:2872A0DD:03E9068C:3FDBECAB: 69786462
Image parsed from conf file is cat9k-rpboot.16.05.0la.SPA.pkg
SRR

Waiting for 120 seconds for other switches to boot
FHHHHHHEHHEHEEHEHE R

Switch number is 1
Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco IOS Software [Everest], Catalyst L3 Switch Software (CAT9K IOSXE), Version 16.5.1a,
RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2017 by Cisco Systems, Inc.

Compiled Tue 30-May-17 00:36 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2017 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
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with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

FIPS: Flash Key Check : Begin
FIPS: Flash Key Check : End, Not Found, FIPS Mode Not Enabled

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

cisco C9300-48P (X86) processor with 818597K/6147K bytes of memory.
Processor board ID FCW2049G03S

2048K bytes of non-volatile configuration memory.

8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.

11264000K bytes of Flash at flash:.

OK bytes of WebUI ODM Files at webui:.

Base Ethernet MAC Address : 04:6c:9d:01:3b:80
Motherboard Assembly Number : 73-17956-04
Motherboard Serial Number : FOC20465ABU
Model Revision Number : P4B

Motherboard Revision Number : 04

Model Number : C9300-48P

System Serial Number : FCW2049G03S

$INIT: waited 0 seconds for NVRAM to be available

Defaulting CPP : Policer rate for all classes will be set to their defaults

Press RETURN to get started!

ZOFITIE, X RVE=RTOY T =T 77— N7 v 7ORRERLET,
switch: boot flash:cat9k_iosxe.16.05.0la.SPA.bin

Attempting to boot from [flash:cat9k iosxe.16.05.0la.SPA.bin]

Located cat9k iosxe.16.05.01a.SPA.bin

B
Warning: ignoring ROMMON var "BOOT PARAM"

Waiting for 120 seconds for other switches to boot

HHHHHHHHHHHEHAHARHHHEHEHEHEHHEH A

Switch number is 3
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Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco IOS Software [Everest], Catalyst L3 Switch Software (CAT9K IOSXE), Version 16.5.1a,
RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2017 by Cisco Systems, Inc.

Compiled Tue 30-May-17 00:36 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2017 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

FIPS: Flash Key Check
FIPS: Flash Key Check

Begin
End, Not Found, FIPS Mode Not Enabled

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

cisco C9300-24U (X86) processor with 818597K/6147K bytes of memory.
Processor board ID FCW2111GO00X

2048K bytes of non-volatile configuration memory.

8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.

11264000K bytes of Flash at flash:.

15633392K bytes of USB Flash at usbflashO:.

OK bytes of WebUI ODM Files at webui:.
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Base Ethernet MAC Address
Motherboard Assembly Number
Motherboard Serial Number
Model Revision Number
Motherboard Revision Number
Model Number

System Serial Number

FRARDEY b7y THREOEFT |

04:6c:9d:1e:2a:80
73-17954-05
FOC21094MWL

PP

05

C9300-24U
FCW2111G00X

$INIT: waited 0 seconds for NVRAM to be available

Defaulting CPP Policer rate for all classes will be set to their defaults

Press RETURN to get started!

Bl BRA A=

LUFIZ, emergency-install =~ > R E NG5O I Aoflzm L £,

switch: emergency-install

tftp://223.255.254.254/auto/tftpboot/X86/cat9k iosxe.16.05.0la.SPA.bin

WARNING: The system partition (bootflash:) will be erased during the system recovery
install process.

Are you sure you want to proceed?
Starting system recovery
(tftp://223.255.254.254/auto/tftpboot/X86/cat9k iosxe.16.05.0la.SPA.bin)
Attempting to boot from [sda9:cat9k-recovery.SSA.bin]

Located cat9k-recovery.SSA.bin

[yl y/n [n]: y

Warning: ignoring ROMMON var "BOOT PARAM"
PLATFORM TYPE C9300 speed 9600

Booting Recovery Image 16.5.1la

Initiating Emergency Installation of bundle
tftp://223.255.254.254/auto/tftpboot/X86/cat9k iosxe.16.05.0la.SPA.bin

Downloading bundle
tftp://223.255.254.254/auto/tftpboot/X86/cat9k iosxe.16.05.01la.SPA.bin...
curl vrf=2

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

100 485M 100 485M 0 0 5143k 0 0:01:36 0:01:36 --:--:-- 5256k
100 485M 100 485M 0 0 5143k 0 0:01:36 0:01:36 --:--:-- 5143k

Validating bundle tftp://223.255.254.254/auto/tftpboot/X86/cat9k iosxe.16.05.0la.SPA.bin...
Installing bundle

tftp://223.255.254.254/auto/tftpboot/X86/cat9k_iosxe.16.05.0la.SPA.bin....

Verifying bundle tftp://223.255.254.254/auto/tftpboot/X86/cat9k iosxe.16.05.0la.SPA.bin...
Package cat9k-cc srdriver.16.05.0la.SPA.pkg
/temp//stage/cat9k-cc_srdriver.16.05.0la.SPA.pkg is Digitally Signed

Package cat9k-espbase.l16.05.0la.SPA.pkg /temp//stage/cat9k-espbase.16.05.0la.SPA.pkg is
Digitally Signed
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Package cat9k-guestshell.16.05.0la.SPA.pkg /temp//stage/cat9k-guestshell.16.05.0la.SPA.pkg
is Digitally Signed

Package cat9k-rpbase.16.05.0la.SPA.pkg /temp//stage/cat9k-rpbase.16.05.0la.SPA.pkg is
Digitally Signed

Package cat9k-sipbase.l16.05.0la.SPA.pkg /temp//stage/cat9k-sipbase.16.05.0la.SPA.pkg is
Digitally Signed

Package cat9k-sipspa.l16.05.0la.SPA.pkg /temp//stage/cat9k-sipspa.l6.05.0la.SPA.pkg is
Digitally Signed

Package cat9k-srdriver.16.05.0la.SPA.pkg /temp//stage/cat9k-srdriver.16.05.01la.SPA.pkg
is Digitally Signed

Package cat9k-webui.l6.05.0la.SPA.pkg /temp//stage/cat9k-webui.l6.05.0la.SPA.pkg is
Digitally Signed

Package cat9k-wlc.16.05.0la.SPA.pkg /temp//stage/cat9k-wlc.16.05.0la.SPA.pkg is Digitally
Signed

Package /cat9k-rpboot.16.05.0la.SPA.pkg /temp//rpboot/cat9k-rpboot.16.05.0la.SPA.pkg is
Digitally Signed

Preparing flash....

Flash filesystem unmounted successfully /dev/sdb3

Syncing device....

Emergency Install successful... Rebooting

Will reboot now

Initializing Hardware...

System Bootstrap, Version 16.5.2r, RELEASE SOFTWARE (P)
Compiled Wed 05/31/2017 15:58:35.22 by rel

Current image running:
Primary Rommon Image

Last reset cause: SoftwareReload
C9300-24U platform with 8388608 Kbytes of main memory

TFINAADEY 7Y TEEFTTHIEEDETEH

Bl . B OOTS LNy Tr—NDEE

WIS, YT DT 2T Nylr—=2 77 A NVEBINT 26012 LET,

Device# install add file flash:cat9k iosxe.16.06.02.SPA.bin activate commit
install add activate commit: START Mon Oct 30 19:54:51 UTC 2017

System configuration has been modified.

Press Yes(y) to save the configuration and proceed.

Press No(n) for proceeding without saving the configuration.

Press Quit(g) to exit, you may save configuration and re-enter the command. [y/n/qly
Building configuration...

[OK]Modified configuration has been saved

*Oct 30 19:54:55.633: $IOSXE-5-PLATFORM: Switch 1 R0/0: Oct 30 19:54:55 install engine.sh:

$INSTALL-5-INSTALL START INFO: Started install one-shot
flash:cat9k iosxe.16.06.02.SPA.bininstall add activate commit: Adding PACKAGE

This operation requires a reload of the system. Do you want to proceed?
Please confirm you have changed boot config to flash:packages.conf [y/nly
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--- Starting initial file syncing ---
Info: Finished copying flash:cat9k iosxe.16.06.02.SPA.bin to the selected switch (es)
Finished initial file syncing

--- Starting Add ---

Performing Add on all members
[1] Add package(s) on switch 1
[1] Finished Add on switch 1

Checking status of Add on [1]

Add: Passed on [1]

Finished Add

install add activate commit: Activating PACKAGE
Following packages shall be activated:
/flash/cat9k-wlc.16.06.02.SPA.pkg
/flash/cat9k-webui.16.06.02.SPA.pkg
/flash/cat9k-srdriver.16.06.02.SPA.pkg
/flash/cat9k-sipspa.16.06.02.SPA.pkg
/flash/cat9k-sipbase.16.06.02.SPA.pkg
/flash/cat9k-rpboot.16.06.02.SPA.pkg
/flash/cat9k-rpbase.16.06.02.SPA.pkg
/flash/cat9k-guestshell.16.06.02.SPA.pkg
/flash/cat9k-espbase.16.06.02.SPA.pkg
/flash/cat9k-cc_srdriver.16.06.02.SPA.pkg

This operation requires a reload of the system. Do you want to proceed? [y/nly
--- Starting Activate ---
Performing Activate on all members
[1] Activate package(s) on switch 1
[1] Finished Activate on switch 1
Checking status of Activate on [1]
Activate: Passed on [1]
Finished Activate

--- Starting Commit ---
Performing Commit on all members

*Oct 30 19:57:41.145: $IOSXE-5-PLATFORM: Switch 1 R0/0: Oct 30 19:57:41 rollback_timer.sh:

$INSTALL-5-INSTALL AUTO ABORT TIMER PROGRESS: Install auto abort timer will expire in
7200 seconds [1]
Commit package(s) on switch 1
[1] Finished Commit on switch 1
Checking status of Commit on [1]
Commit: Passed on [1]
Finished Commit

Install will reload the system now!
SUCCESS: install add activate commit Mon Oct 30 19:57:48 UTC 2017

Device#
*Oct 30 19:57:48.384: $IOSXE-5-PLATFORM: Switch 1 R0/0: Oct 30 19:57:48 install engine.sh:

$INSTALL-5-INSTALL COMPLETED INFO: Completed install one-shot PACKAGE
flash:cat9k iosxe.16.06.02.SPA.bin

Chassis 1 reloading, reason - Reload command

WIZ, YT hUx=T Ny —3 77 A NVET A RZIEIN L% O show install
summary =~ RO EZR L ET,
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Device# show install summary

[ RO ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Type St Filename/Version
IMG I 16.6.1.0
IMG C 16.6.2.0

WIZ, BINLIZY T b0 =T RNy =77 A NET 77 4 7T 501 2RLET,

Device# install activate

install activate: START Mon Oct 30 20:14:20 UTC 2017
install activate: Activating PACKAGE

*Oct 30 20:14:21.379: $IOSXE-5-PLATFORM: Switch 1 R0O/0: Oct 30 20:14:21 install engine.sh:

$INSTALL-5-INSTALL START INFO: Started install activateFollowing packages shall be
activated:
/flash/cat9k-wlc.BLD POLARIS DEV LATEST 20171029 082249.SSA.pkg
/flash/cat9k-webui.BLD POLARIS DEV LATEST 20171029 082249.SSA.pkg
/flash/cat9k-srdriver.BLD POLARIS DEV LATEST 20171029 082249.SSA.pkg
/flash/cat9k-sipspa.BLD POLARIS DEV LATEST 20171029 082249.SSA.pkg
/flash/cat9k-sipbase.BLD POLARIS DEV LATEST 20171029 082249.SSA.pkg
/flash/cat9k-rpboot.BLD POLARIS DEV LATEST 20171029 082249.SSA.pkg
/flash/cat9k-rpbase.BLD POLARIS DEV LATEST 20171029 082249.SSA.pkg
/flash/cat9k-guestshell.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
/flash/cat9k-espbase.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
/flash/cat9k-cc_srdriver.BLD POLARIS DEV LATEST 20171029 082249.SSA.pkg

This operation requires a reload of the system. Do you want to proceed? [y/nly
--- Starting Activate ---
Performing Activate on all members
[1] Activate package(s) on switch 1
--- Starting list of software package changes ---
0ld files list:
Removed cat9k-cc srdriver.16.06.02.SPA.pkg
Removed cat9k-espbase.16.06.02.SPA.pkg
Removed cat9k-guestshell.16.06.02.SPA.pkg
Removed cat9k-rpbase.16.06.02.SPA.pkg
Removed cat9k-rpboot.16.06.02.SPA.pkg
Removed cat9k-sipbase.16.06.02.SPA.pkg
Removed cat9k-sipspa.l6.06.02.SPA.pkg
Removed cat9k-srdriver.16.06.02.SPA.pkg
Removed cat9k-webui.16.06.02.SPA.pkg
Removed cat9k-wlc.16.06.02.SPA.pkg
New files list:
Added cat9k-cc_srdriver.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Added cat9k-espbase.BLD POLARIS DEV LATEST 20171029 082249.SSA.pkg
Added cat9k-guestshell.BLD POLARIS DEV_LATEST_ 20171029 082249.SSA.pkg
Added cat9k-rpbase.BLD POLARIS DEV LATEST 20171029 082249.SSA.pkg
Added cat9k-rpboot.BLD POLARIS DEV LATEST 20171029 082249.SSA.pkg
Added cat9k-sipbase.BLD_POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Added cat9k-sipspa.BLD POLARIS DEV LATEST 20171029 082249.SSA.pkg
Added cat9k-srdriver.BLD POLARIS DEV LATEST 20171029 082249.SSA.pkg
Added cat9k-webui.BLD POLARIS DEV LATEST 20171029 082249.SSA.pkg
Added cat9k-wlc.BLD POLARIS DEV LATEST 20171029 082249.SSA.pkg
Finished list of software package changes
[1] Finished Activate on switch 1
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Checking status of Activate on [1]
Activate: Passed on [1]
Finished Activate

*Oct 30 20:15:56.572: $IOSXE-5-PLATFORM: Switch 1 R0/0: Oct 30 20:15:56 rollback timer.sh:

$INSTALL-5-INSTALL AUTO ABORT TIMER PROGRESS: Install auto abort timer will expire in
7200 seconds

Install will reload the system now!
SUCCESS: install activate Mon Oct 30 20:16:01 UTC 2017

Device#
*Oct 30 20:16:01.935: $IOSXE-5-PLATFORM: Switch 1 RO/0: Oct 30 20:16:01
install engine.sh: $INSTALL-5-INSTALL COMPLETED INFO: Completed install activate PACKAGE

Chassis 1 reloading, reason - Reload command

WITRT O, showinstallsummary =< > K3y 7 K =7 8y r =D AT — 4 A
BT VT 47 ThHY Ay MRET ERTRT HHAEOHIIHBITT,

Device# show install summary

[ RO ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

IMG I 16.6.2.0
IMG U 16.6.1.0
Device#

wOHFTIL, install commit =< ROFEITHEEZTLTVET,

Device# install commit
install commit: START Fri Jun 23 21:24:45 IST 2017
install commit: Committing PACKAGE

--- Starting Commit ---
Performing Commit on Active/Standby
[RO] Commit package(s) on RO
[RO] Finished Commit on RO
Checking status of Commit on [RO]
Commit: Passed on [RO]
Finished Commit
SUCCESS: install commit Fri Jun 23 21:24:48 IST 2017

Device#

WOHNE, BH 0T T LRy =Ry r—lin— Ry 7§ 5 FikER
LTWET,

Device# install rollback to committed
install rollback: START Mon Oct 30 20:53:33 UTC 2017
This operation requires a reload of the system. Do you want to proceed? [y/n]

*Oct 30 20:53:34.713: $IOSXE-5-PLATFORM: Switch 1 R0/0: Oct 30 20:53:34
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install engine.sh: %INSTALL-5-INSTALL START INFO: Started install rollback
--- Starting Rollback ---
Performing Rollback on all members
[1] Rollback package(s) on switch 1
--- Starting rollback impact ---
Changes that are part of this rollback

Current rp 0 O rp_boot cat9k-rpboot.16.06.02.prd9.SPA.pkg
Current rp 1 0 rp_boot cat9k-rpboot.16.06.02.prd9.SPA.pkg
Replacement: rp 0 O rp_boot cat9k-rpboot.16.06.02.SPA.pkg
Replacement: rp 1 O rp_boot cat9k-rpboot.16.06.02.SPA.pkg

Current : cc 0 0 cc_srdriver cat9k-cc_srdriver.16.06.02.prd9.SPA.pkg
Current cc 00 cc cat9k-sipbase.16.06.02.prd9.SPA.pkg
Current cc 00 cc_spa cat9k-sipspa.l16.06.02.prd9.SPA.pkg
Current cc 1 0 cc_srdriver cat9k-cc_srdriver.16.06.02.prd9.SPA.pkg
Current cc 10 cc cat9k-sipbase.16.06.02.prd9.SPA.pkg
Current cc 10 cc_spa cat9k-sipspa.l16.06.02.prd9.SPA.pkg
Current cc 10 0 cc cat9k-sipbase.16.06.02.prd9.SPA.pkg
Current cc 10 0 cc_spa cat9k-sipspa.l6.06.02.prd9.SPA.pkg
Current cc 10 0 cc_srdriver cat9k-cc_srdriver.16.06.02.prd9.SPA.pkg
Current cc 2 0 cc_srdriver cat9k-cc_srdriver.16.06.02.prd9.SPA.pkg
Current cc 2 0 cc cat9k-sipbase.16.06.02.prd9.SPA.pkg
Current cc 2 0 cc_spa cat9k-sipspa.l6.06.02.prd9.SPA.pkg
Current cc 3 0 cc_srdriver cat9k-cc_srdriver.16.06.02.prd9.SPA.pkg
Current cc 30 cc cat9k-sipbase.16.06.02.prd9.SPA.pkg
Current cc 30 cc_spa cat9k-sipspa.l6.06.02.prd9.SPA.pkg
Current cc 4 0 cc_srdriver cat9k-cc_srdriver.16.06.02.prd9.SPA.pkg
Current cc 40 cc cat9k-sipbase.16.06.02.prd9.SPA.pkg
Current cc 40 cc_spa cat9k-sipspa.l16.06.02.prd9.SPA.pkg
Current cc 5 0 cc_srdriver cat9k-cc_srdriver.16.06.02.prd9.SPA.pkg
Current cc 50 cc cat9k-sipbase.16.06.02.prd9.SPA.pkg
Current cc 50 cc_spa cat9k-sipspa.l6.06.02.prd9.SPA.pkg
Current cc 6 0 cc_srdriver cat9k-cc_srdriver.16.06.02.prd9.SPA.pkg
Current cc 6 0 cc cat9k-sipbase.16.06.02.prd9.SPA.pkg
Current cc 6 0 cc_spa cat9k-sipspa.l6.06.02.prd9.SPA.pkg
Current cc 7 0 cc_srdriver cat9k-cc_srdriver.16.06.02.prd9.SPA.pkg
Current cc 70 cc cat9k-sipbase.16.06.02.prd9.SPA.pkg
Current cc 70 cc_spa cat9k-sipspa.l6.06.02.prd9.SPA.pkg
Current cc 8 0 cc_srdriver cat9k-cc_srdriver.16.06.02.prd9.SPA.pkg
Current cc 8 0 cc cat9k-sipbase.16.06.02.prd9.SPA.pkg
Current cc 8 0 cc_spa cat9k-sipspa.l16.06.02.prd9.SPA.pkg
Current cc 9 0 cc_srdriver cat9k-cc_srdriver.16.06.02.prd9.SPA.pkg
Current cc 90 cc cat9k-sipbase.16.06.02.prd9.SPA.pkg
Current cc 90 cc_spa cat9k-sipspa.l6.06.02.prd9.SPA.pkg
Current fp 0 O fp cat9k-espbase.16.06.02.prd9.SPA.pkg
Current fp 1 0 fp cat9k-espbase.16.06.02.prd9.SPA.pkg
Current rp 0 O guestshell cat9k-guestshell.16.06.02.prd9.SPA.pkg
Current rp 0 O rp_base cat9k-rpbase.16.06.02.prd9.SPA.pkg
Current rp 0 O rp_daemons cat9k-rpbase.16.06.02.prd9.SPA.pkg
Current rp 0 O rp _iosd cat9k-rpbase.16.06.02.prd9.SPA.pkg
Current rp 0 O rp_security cat9k-rpbase.16.06.02.prd9.SPA.pkg
Current rp 0 O rp_webui cat9k-webui.16.06.02.prd9.SPA.pkg
Current rp 0 O rp_wlc cat9k-wlc.16.06.02.prd9.SPA.pkg

Current rp 0 O srdriver cat9k-srdriver.16.06.02.prd9.SPA.pkg
Current rp 1 0 guestshell cat9k-guestshell.16.06.02.prd9.SPA.pkg
Current rp 1 0 rp_base cat9k-rpbase.16.06.02.prd9.SPA.pkg
Current rp 1 0 rp_daemons cat9k-rpbase.16.06.02.prd9.SPA.pkg
Current rp 1 0 rp iosd cat9k-rpbase.16.06.02.prd9.SPA.pkg
Current rp 1 0 rp_security cat9k-rpbase.16.06.02.prd9.SPA.pkg
Current rp 1 0 rp_webui cat9k-webui.16.06.02.prd9.SPA.pkg
Current rp 1 0 rp_wlc cat9k-wlc.16.06.02.prd9.SPA.pkg

Current : rp 1 0 srdriver cat9k-srdriver.16.06.02.prd9.SPA.pkg
Replacement: cc 0 0 cc_srdriver cat9k-cc_srdriver.16.06.02.SPA.pkg
Replacement: cc 00 cc cat9k-sipbase.16.06.02.SPA.pkg
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Replacement: cc 00 cc_spa cat9k-sipspa.l6.06.02.SPA.pkg
Replacement: cc 1 0 cc_srdriver cat9k-cc_srdriver.16.06.02.SPA.pkg
Replacement: cc 10 cc cat9k-sipbase.16.06.02.SPA.pkg
Replacement: cc 10 cc_spa cat9k-sipspa.l6.06.02.SPA.pkg
Replacement: cc 10 0 cc cat9k-sipbase.16.06.02.SPA.pkg
Replacement: cc 10 0 cc_spa cat9k-sipspa.l6.06.02.SPA.pkg
Replacement: cc 10 0 cc_srdriver cat9k-cc_srdriver.16.06.02.SPA.pkg
Replacement: cc 2 0 cc_srdriver cat9k-cc_srdriver.16.06.02.SPA.pkg
Replacement: cc 2 0 cc cat9k-sipbase.16.06.02.SPA.pkg
Replacement: cc 2 0 cc_spa cat9k-sipspa.l6.06.02.SPA.pkg
Replacement: cc 3 0 cc_srdriver cat9k-cc_srdriver.16.06.02.SPA.pkg
Replacement: cc 30 cc cat9k-sipbase.16.06.02.SPA.pkg
Replacement: cc 30 cc_spa cat9k-sipspa.l6.06.02.SPA.pkg
Replacement: cc 4 0 cc_srdriver cat9k-cc_srdriver.16.06.02.SPA.pkg
Replacement: cc 40 cc cat9k-sipbase.16.06.02.SPA.pkg
Replacement: cc 40 cc_spa cat9k-sipspa.l6.06.02.SPA.pkg
Replacement: cc 5 0 cc_srdriver cat9k-cc_srdriver.16.06.02.SPA.pkg
Replacement: cc 50 cc cat9k-sipbase.16.06.02.SPA.pkg
Replacement: cc 50 cc_spa cat9k-sipspa.l6.06.02.SPA.pkg
Replacement: cc 6 0 cc_srdriver cat9k-cc_srdriver.16.06.02.SPA.pkg
Replacement: cc 6 0 cc cat9k-sipbase.16.06.02.SPA.pkg
Replacement: cc 6 0 cc_spa cat9k-sipspa.l6.06.02.SPA.pkg
Replacement: cc 7 0 cc_srdriver cat9k-cc_srdriver.16.06.02.SPA.pkg
Replacement: cc 70 cc cat9k-sipbase.16.06.02.SPA.pkg
Replacement: cc 70 cc_spa cat9k-sipspa.l6.06.02.SPA.pkg
Replacement: cc 8 0 cc_srdriver cat9k-cc_srdriver.16.06.02.SPA.pkg
Replacement: cc 8 0 cc cat9k-sipbase.16.06.02.SPA.pkg
Replacement: cc 8 0 cc_spa cat9k-sipspa.l6.06.02.SPA.pkg
Replacement: cc 9 0 cc_srdriver cat9k-cc_srdriver.16.06.02.SPA.pkg
Replacement: cc 90 cc cat9k-sipbase.16.06.02.SPA.pkg
Replacement: cc 90 cc_spa cat9k-sipspa.l6.06.02.SPA.pkg
Replacement: fp 0 O fp cat9k-espbase.16.06.02.SPA.pkg
Replacement: fp 1 0 fp cat9k-espbase.16.06.02.SPA.pkg
Replacement: rp 0 O guestshell cat9k-guestshell.16.06.02.SPA.pkg
Replacement: rp 0 O rp_base cat9k-rpbase.16.06.02.SPA.pkg
Replacement: rp 0 O rp_daemons cat9k-rpbase.16.06.02.SPA.pkg
Replacement: rp 0 O rp _iosd cat9k-rpbase.16.06.02.SPA.pkg
Replacement: rp 0 O rp_security cat9k-rpbase.16.06.02.SPA.pkg
Replacement: rp 0 O rp_webui cat9k-webui.16.06.02.SPA.pkg
Replacement: rp 0 O rp_wlc cat9k-wlc.16.06.02.SPA.pkg
Replacement: rp 0 O srdriver cat9k-srdriver.16.06.02.SPA.pkg
Replacement: rp 1 0 guestshell cat9k-guestshell.16.06.02.SPA.pkg
Replacement: rp 1 0 rp_base cat9k-rpbase.16.06.02.SPA.pkg
Replacement: rp 1 0 rp_daemons cat9k-rpbase.16.06.02.SPA.pkg
Replacement: rp 1 0 rp_iosd cat9k-rpbase.16.06.02.SPA.pkg
Replacement: rp 1 0 rp_security cat9k-rpbase.16.06.02.SPA.pkg

Chassis 1 reloading,

reason - Reload command

Replacement: rp 1 0 rp_webui cat9k-webui.16.06.02.SPA.pkg
Replacement: rp 1 0 rp_wlc cat9k-wlc.16.06.02.SPA.pkg
Replacement: rp 1 0 srdriver cat9k-srdriver.16.06.02.SPA.pkg
Finished rollback impact

[1] Finished Rollback on switch 1
Checking status of Rollback on [1]
Rollback: Passed on [1]

Finished Rollback

Install will reload the system now!
SUCCESS: install rollback Mon Oct 30 20:54:23 UTC 2017

Device#

*Oct 30 20:54:23.576: $IOSXE-5-PLATFORM: Switch 1 R0/0: Oct 30 20:54:23
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install engine.sh: $INSTALL-5-INSTALL COMPLETED INFO: Completed install rollback PACKAGE
*Oct 30 20:54:25.416: $STACKMGR-1-RELOAD: Switch 1 RO/0: stack mgr:

Reloading due to reason Reload command Oct 30 20:54:31.615 FP0O/0: $PMAN-5-EXITACTION:
Process manager is exiting: reload fp action requested

Oct 30 20:54

&Iz, install removeinactive =~ > RO HfHlZR L E9,

Device# install remove inactive

install remove: START Mon Oct 30 19:51:48 UTC 2017
Cleaning up unnecessary package files

Scanning boot directory for packages

done.

Preparing packages list to delete

done.

The following files will be deleted:

[switch 1]:

/flash/cat9k-cc_srdriver.16.06.02.SPA.pkg
/flash/cat9k-espbase.16.06.02.SPA.pkg
/flash/cat9k-guestshell.16.06.02.SPA.pkg
/flash/cat9k-rpbase.16.06.02.SPA.pkg
/flash/cat9k-rpboot.16.06.02.SPA.pkg
/flash/cat9k-sipbase.16.06.02.SPA.pkg
/flash/cat9k-sipspa.16.06.02.SPA.pkg
/flash/cat9k-srdriver.16.06.02.SPA.pkg
/flash/cat9k-webui.16.06.02.SPA.pkg
/flash/cat9k-wlc.16.06.02.SPA.pkg

/flash/packages.conf

Do you want to remove the above files?

[switch 1]:

Deleting file
Deleting file
Deleting file
Deleting file
Deleting file
Deleting file
Deleting file
Deleting file
Deleting file
Deleting file
Deleting file

flash:
flash:
flash:
flash:
flash:
flash:
flash:
flash:
flash:
flash:
flash:
SUCCESS: Files deleted.

cat9k-cc srdriver.16.06.02.SPA.pkg
cat9k-espbase.16.06.02.SPA.pkg
cat9k-guestshell.16.06.02.SPA.pkg
cat9k-rpbase.16.06.02.SPA.pkg
cat9k-rpboot.16.06.02.SPA.pkg
cat9k-sipbase.16.06.02.SPA.pkg
cat9k-sipspa.l6.06.02.SPA.pkg
cat9k-srdriver.16.06.02.SPA.pkg
cat9k-webui.16.06.02.SPA.pkg
cat9k-wlc.16.06.02.SPA.pkg
packages.conf

[y/nly

done.
done.
done.
done.
done.
done.
done.
done.
done.
done.
done.

--- Starting Post Remove Cleanup ---
Performing Post Remove Cleanup on all members

[1] Post Remove Cleanup package (s)

on switch 1

[1] Finished Post Remove Cleanup on switch 1
Checking status of Post Remove Cleanup on [1]

Post_Remove Cleanup:

Passed on [1]

Finished Post_Remove_ Cleanup

Mon Oct 30 19:52:25 UTC 2017

SUCCESS: install remove
Device#

Wiz, ingtall abort ==~ > ROH I Z R L E£9,

Device# install abort

/usr/binos/conf/chasutils
/usr/binos/conf/chasutils
/usr/binos/conf/chasutils
/usr/binos/conf/chasutils
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install abort: START Mon Oct 30 20:27:32 UTC 2017
install abort: Abort type PACKAGE subtype NONE smutype NONE

This install abort would require a reload. Do you want to proceed? [y/n]

*Oct 30 20:27:33.189: $INSTALL-5-INSTALL START INFO: Switch 1 RO/0: install engine:
Started install abort
--- Starting Abort ---
Performing Abort on all members
/usr/binos/conf/chasutils.sh: line 428: chasfs_is_dominica: readonly function
/usr/binos/conf/chasutils.sh: line 428: chasfs_is_dominica: readonly function
/usr/binos/conf/chasutils.sh: line 428: chasfs_is_dominica: readonly function
/usr/binos/conf/chasutils.sh: line 428: chasfs_is_dominica: readonly function
/usr/binos/conf/chasutils.sh: line 428: chasfs_is_dominica: readonly function
/usr/binos/conf/chasutils.sh: line 428: chasfs_is_dominica: readonly function
[1] Abort package(s) on switch 1
--- Starting rollback impact ---
Changes that are part of this rollback

Current : rp 00 rp_boot

cat9k-rpboot.BLD POLARIS_DEV_LATEST 20171029 082249.SSA.pkg
Current : rp 10 rp_boot

cat9k-rpboot.BLD POLARIS_DEV_LATEST 20171029 082249.SSA.pkg
Replacement: rp 0 O rp_boot cat9k-rpboot.16.06.02.SPA.pkg
Replacement: rp 1 O rp_boot cat9k-rpboot.16.06.02.SPA.pkg
Current : cc 0 0 cc_srdriver

cat9k-cc_srdriver.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 00 cc

cat9k-sipbase.BLD POLARIS_DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 00 cc_spa

cat9k-sipspa.BLD POLARIS_DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 1 0 cc_srdriver

cat9k-cc_srdriver.BLD POLARIS DEV LATEST 20171029 082249.SSA.pkg
Current : cc 10 cc

cat9k-sipbase.BLD POLARIS_DEV_LATEST 20171029 _082249.SSA.pkg
Current : cc 10 cc_spa

cat9k-sipspa.BLD POLARIS_DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 10 0 cc

cat9k-sipbase.BLD POLARIS_DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 10 0 cc_spa

cat9k-sipspa.BLD POLARIS_DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 10 0 cc_srdriver

cat9k-cc_srdriver.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 2 0 cc_srdriver

cat9k-cc_srdriver.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 20 cc

cat9k-sipbase.BLD POLARIS_DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 20 cc_spa

cat9k-sipspa.BLD POLARIS_DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 3 0 cc_srdriver

cat9k-cc_srdriver.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 30 cc

cat9k-sipbase.BLD POLARIS_DEV_LATEST 20171029 _082249.SSA.pkg
Current : cc 30 cc_spa

cat9k-sipspa.BLD POLARIS_DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 4 0 cc_srdriver

cat9k-cc_srdriver.BLD POLARIS DEV LATEST 20171029 082249.SSA.pkg
Current : cc 40 cc

cat9k-sipbase.BLD POLARIS_DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 40 cc_spa

cat9k-sipspa.BLD POLARIS_DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 5 0 cc_srdriver

cat9k-cc_srdriver.BLD POLARIS DEV LATEST 20171029 082249.SSA.pkg
Current : cc 50 cc

cat9k-sipbase.BLD POLARIS DEV LATEST 20171029 082249.SSA.pkg
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Current : cc 50 cc_spa
cat9k-sipspa.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 6 0 cc_srdriver
cat9k-cc_srdriver.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 6 0 cc
cat9k-sipbase.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 60 cc_spa
cat9k-sipspa.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 7 0 cc_srdriver
cat9k-cc_srdriver.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 70 cc
cat9k-sipbase.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 70 cc_spa
cat9k-sipspa.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 8 0 cc_srdriver
cat9k-cc_srdriver.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 8 0 cc
cat9k-sipbase.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 8 0 cc_spa
cat9k-sipspa.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 9 0 cc_srdriver
cat9k-cc_srdriver.BLD POLARIS DEV LATEST 20171029 082249.SSA.pkg
Current : cc 90 cc
cat9k-sipbase.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Current : cc 90 cc_spa
cat9k-sipspa.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Current : fp 0 0O fp
cat9k-espbase.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Current : fp 1 0 fp
cat9k-espbase.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Current : rp 0 O guestshell
cat9k-guestshell.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Current : rp 0 O rp_base
cat9k-rpbase.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Current : rp 0 O rp_daemons
cat9k-rpbase.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Current : rp 0 O rp iosd
cat9k-rpbase.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Current : rp 0 O rp_security
cat9k-rpbase.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Current : rp 0 O rp_webui
cat9k-webui.BLD POLARIS DEV LATEST 20171029 082249.SSA.pkg
Current : rp 0 O rp_wlc
cat9k-wlc.BLD POLARIS DEV LATEST 20171029 082249.SSA.pkg
Current : rp 0 O srdriver
cat9k-srdriver.BLD POLARIS DEV LATEST 20171029 082249.SSA.pkg
Current : rp 1 0 guestshell
cat9k-guestshell.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Current : rp 1 0 rp_base
cat9k-rpbase.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Current : rp 1 0 rp_daemons
cat9k-rpbase.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Current : rp 1 0 rp iosd
cat9k-rpbase.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Current : rp 1 0 rp_security
cat9k-rpbase.BLD POLARIS DEV_LATEST 20171029 082249.SSA.pkg
Current : rp 1 0 rp_webui
cat9k-webui.BLD POLARIS DEV LATEST 20171029 082249.SSA.pkg
Current : rp 1 0 rp_wlc
cat9k-wlc.BLD POLARIS DEV LATEST 20171029 082249.SSA.pkg
Current : rp 1 0 srdriver
cat9k-srdriver.BLD POLARIS DEV LATEST 20171029 082249.SSA.pkg
Replacement: cc 0 0 cc_srdriver cat9k-cc_srdriver.16.06.02.SPA.pkg
Replacement: cc 00 cc cat9k-sipbase.16.06.02.SPA.pkg
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Replacement: cc 00 cc_spa cat9k-sipspa.l6.06.02.SPA.pkg
Replacement: cc 1 0 cc_srdriver cat9k-cc_srdriver.16.06.02.SPA.pkg
Replacement: cc 10 cc cat9k-sipbase.16.06.02.SPA.pkg
Replacement: cc 10 cc_spa cat9k-sipspa.l6.06.02.SPA.pkg
Replacement: cc 10 0 cc cat9k-sipbase.16.06.02.SPA.pkg
Replacement: cc 10 0 cc_spa cat9k-sipspa.l6.06.02.SPA.pkg
Replacement: cc 10 0 cc_srdriver cat9k-cc_srdriver.16.06.02.SPA.pkg
Replacement: cc 2 0 cc_srdriver cat9k-cc_srdriver.16.06.02.SPA.pkg
Replacement: cc 2 0 cc cat9k-sipbase.16.06.02.SPA.pkg
Replacement: cc 2 0 cc_spa cat9k-sipspa.l6.06.02.SPA.pkg
Replacement: cc 3 0 cc_srdriver cat9k-cc_srdriver.16.06.02.SPA.pkg
Replacement: cc 30 cc cat9k-sipbase.16.06.02.SPA.pkg
Replacement: cc 30 cc_spa cat9k-sipspa.l6.06.02.SPA.pkg
Replacement: cc 4 0 cc_srdriver cat9k-cc_srdriver.16.06.02.SPA.pkg
Replacement: cc 40 cc cat9k-sipbase.16.06.02.SPA.pkg
Replacement: cc 40 cc_spa cat9k-sipspa.l6.06.02.SPA.pkg
Replacement: cc 5 0 cc_srdriver cat9k-cc_srdriver.16.06.02.SPA.pkg
Replacement: cc 50 cc cat9k-sipbase.16.06.02.SPA.pkg
Replacement: cc 50 cc_spa cat9k-sipspa.l6.06.02.SPA.pkg
Replacement: cc 6 0 cc_srdriver cat9k-cc_srdriver.16.06.02.SPA.pkg
Replacement: cc 6 0 cc cat9k-sipbase.16.06.02.SPA.pkg
Replacement: cc 6 0 cc_spa cat9k-sipspa.l6.06.02.SPA.pkg
Replacement: cc 7 0 cc_srdriver cat9k-cc_srdriver.16.06.02.SPA.pkg
Replacement: cc 70 cc cat9k-sipbase.16.06.02.SPA.pkg
Replacement: cc 70 cc_spa cat9k-sipspa.l6.06.02.SPA.pkg
Replacement: cc 8 0 cc_srdriver cat9k-cc_srdriver.16.06.02.SPA.pkg
Replacement: cc 8 0 cc cat9k-sipbase.16.06.02.SPA.pkg
Replacement: cc 8 0 cc_spa cat9k-sipspa.l6.06.02.SPA.pkg
Replacement: cc 9 0 cc_srdriver cat9k-cc_srdriver.16.06.02.SPA.pkg
Replacement: cc 90 cc cat9k-sipbase.16.06.02.SPA.pkg
Replacement: cc 90 cc_spa cat9k-sipspa.l6.06.02.SPA.pkg
Replacement: fp 0 O fp cat9k-espbase.16.06.02.SPA.pkg
Replacement: fp 1 0 fp cat9k-espbase.16.06.02.SPA.pkg
Replacement: rp 0 O guestshell cat9k-guestshell.16.06.02.SPA.pkg
Replacement: rp 0 O rp_base cat9k-rpbase.16.06.02.SPA.pkg
Replacement: rp 0 O rp_daemons cat9k-rpbase.16.06.02.SPA.pkg
Replacement: rp 0 O rp _iosd cat9k-rpbase.16.06.02.SPA.pkg
Replacement: rp 0 O rp_security cat9k-rpbase.16.06.02.SPA.pkg
Replacement: rp 0 O rp_webui cat9k-webui.16.06.02.SPA.pkg
Replacement: rp 0 O rp_wlc cat9k-wlc.16.06.02.SPA.pkg
Replacement: rp 0 O srdriver cat9k-srdriver.16.06.02.SPA.pkg
Replacement: rp 1 0 guestshell cat9k-guestshell.16.06.02.SPA.pkg
Replacement: rp 1 0 rp_base cat9k-rpbase.16.06.02.SPA.pkg
Replacement: rp 1 0 rp_daemons cat9k-rpbase.16.06.02.SPA.pkg
Replacement: rp 1 0 rp_iosd cat9k-rpbase.16.06.02.SPA.pkg
Replacement: rp 1 0 rp_security cat9k-rpbase.16.06.02.SPA.pkg
Replacement: rp 1 0 rp_webui cat9k-webui.16.06.02.SPA.pkg
Replacement: rp 1 0 rp_wlc cat9k-wlc.16.06.02.SPA.pkg
Replacement: rp 1 0 srdriver cat9k-srdriver.16.06.02.SPA.pkg
Finished rollback impact

[1] Finished Abort on switch 1
Checking status of Abort on [1]
Abort: Passed on [1]

Finished Abort

/usr/binos/conf/chasutils.sh: line 428: chasfs_is_dominica: readonly function

[1]: Performing MCU Upgrade Service

/usr/binos/conf/provfunc.sh: line 8792: $1 log file: ambiguous redirect
SUCCESS: MCU Upgrade Service finished

Install will reload the system now!

SUCCESS: install abort Mon Oct 30 20:28:21 UTC 2017

/usr/binos/conf/chasutils.sh: line 428: chasfs_is_dominica: readonly function
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&Iz, install activate auto-abort-timer =~ > RO ERLET,

Device# install activate auto-abort-timer 30

install activate: START Mon Oct 30 20:42:28 UTC 2017
install activate: Activating PACKAGE

*Oct 30 20:42:29.149: $IOSXE-5-PLATFORM: Switch 1 R0/0: Oct 30 20:42:29 install engine.sh:

$INSTALL-5-INSTALL START INFO: Started install activateFollowing packages shall be
activated:
/flash/cat9k-wlc.16.06.02.prd9.SPA.pkg
/flash/cat9k-webui.16.06.02.prd9.SPA.pkg
/flash/cat9k-srdriver.16.06.02.prd9.SPA.pkg
/flash/cat9k-sipspa.16.06.02.prd9.SPA.pkg
/flash/cat9k-sipbase.16.06.02.prd9.SPA.pkg
/flash/cat9k-rpboot.16.06.02.prd9.SPA.pkg
/flash/cat9k-rpbase.16.06.02.prd9.SPA.pkg
/flash/cat9k-guestshell.16.06.02.prd9.SPA.pkg
/flash/cat9k-espbase.16.06.02.prd9.SPA.pkg
/flash/cat9k-cc_srdriver.16.06.02.prd9.SPA.pkg

This operation requires a reload of the system. Do you want to proceed? [y/nly
--- Starting Activate ---
Performing Activate on all members
[1] Activate package(s) on switch 1
--— Starting list of software package changes ---
0ld files list:
Removed cat9k-cc srdriver.16.06.02.SPA.pkg
Removed cat9k-espbase.16.06.02.SPA.pkg
Removed cat9k-guestshell.16.06.02.SPA.pkg
Removed cat9k-rpbase.16.06.02.SPA.pkg
Removed cat9k-rpboot.16.06.02.SPA.pkg
Removed cat9k-sipbase.16.06.02.SPA.pkg
Removed cat9k-sipspa.l6.06.02.SPA.pkg
Removed cat9k-srdriver.16.06.02.SPA.pkg
Removed cat9k-webui.1l6.06.02.SPA.pkg
Removed cat9k-wlc.16.06.02.SPA.pkg
New files list:
Added cat9k-cc srdriver.16.06.02.prd9.SPA.pkg
Added cat9k-espbase.16.06.02.prd9.SPA.pkg
Added cat9k-guestshell.16.06.02.prd9.SPA.pkg
Added cat9k-rpbase.l16.06.02.prd9.SPA.pkg
Added cat9k-rpboot.16.06.02.prd9.SPA.pkg
Added cat9k-sipbase.16.06.02.prd9.SPA.pkg
Added cat9k-sipspa.l6.06.02.prd9.SPA.pkg
Added cat9k-srdriver.16.06.02.prd9.SPA.pkg
Added cat9k-webui.1l6.06.02.prd9.SPA.pkg
Added cat9k-wlc.16.06.02.prd9.SPA.pkg
Finished list of software package changes
[1] Finished Activate on switch 1
Checking status of Activate on [1]
Activate: Passed on [1]
Finished Activate

*Oct 30 20:43:39.249: $IOSXE-5-PLATFORM: Switch 1 R0/0: Oct 30 20:43:39 rollback timer.sh:
%INSTALL—5—INSTALLiAUToiABORTiTIMERfPROGRESS: Install auto abort timer will expire in
1800 seconds

Install will reload the system now!

SUCCESS: install activate Mon Oct 30 20:43:44 UTC 2017

Device#
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*Oct 30 20:43:44.615: $IOSXE-5-PLATFORM: Switch 1 R0/0: Oct 30 20:43:44 install engine.sh:

$INSTALL-5-INSTALL_ COMPLETED INFO: Completed install activate PACKAGE
Chassis 1 reloading, reason - Reload command

JILDTT7 AR M—ILDIESR

ATy T

ATvT3

FIE

enable
B -

Device> enable

¥i#E EXEC T— F&EAIZ L £,
¢« NRATU—REANLET (EREINLEGE)

show install log

51 -

Device# show install log

FRA ZDRBEIDEICETENTZTXTOY T v =T A A M= )VEEICT A5 R A For

LET,

Device# show install log

Olinstall op boot]: START Sun Jun 11 15:01:37 Universal 2017
Olinstall op boot]: END SUCCESS Sun Jun 11 15:01:44 Universal 2017
llinstall commit]: START Mon Jun 12 07:27:31 UTC 2017

[

[

[

[1linstall commit (INFO, )]: Releasing transaction lock...

[1linstall commit (CONSOLE, )]: Committing PACKAGE

[remote|install commit]: START Mon Jun 12 07:28:08 UTC 2017

[remote|install commit (INFO, )]: Releasing transaction lock...

[remote|install commit]: END SUCCESS Mon Jun 12 07:28:41 UTC 2017

[1linstall commit (INFO, )]: [1 2 3]: Performing Commit
SUCCESS: Commit finished

[1linstall commit (INFO, )]: install commit: START Mon Jun 12 07:28
SUCCESS: install commit Mon Jun 12 07:28:41 UTC 2017

[1linstall commit (INFO, )]: Remote output from switch 2

[1linstall commit (INFO, )]: install commit: START Mon Jun 12 07:28
SUCCESS: install commit Mon Jun 12 07:28:44 UTC 2017

[1linstall commit (INFO, )]: install commit: START Mon Jun 12 07:28
SUCCESS: install commit Mon Jun 12 07:28:45 UTC 2017

[1linstall commit]: END SUCCESS Mon Jun 12 07:28:47 UTC 2017

show install summary

1 -

Device# show install summary

:08 UTC 2017

:12 UTC 2017

:12 UTC 2017
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ATy T4

ATy TH

vorwz7 12 r—LokE |

TRTCD A NHGAHAEEL = & (FRU) OA A=Y D=V g L Zn5ICxeT %A
VAR VIRREICRET A AR R LET,

e Za~<wry ROWMMIEZ, T Lzingtal =~ Rick > TERARY £3,

Device# show install summary

[ RO ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Type St Filename/Version
IMG I 16.6.2.0

IMG 16.6.1.0

Device#

show install package filesystem: filename
11

Device# show install package flash:cat9k iosxe.16.06.01.SPA.bin

WRELLEY 7 =T A VA= Ny =Y 77 A NVCHETLIEREFRLET,

Device# show install package flash:cat9k_iosxe.16.06.01.SPA.bin

Package: cat9k iosxe.16.06.01.SPA.bin
Size: 333806196
Timestamp: Sun Jun 11 14:47:23 2017 UTC
Canonical path: /flash/cat9k iosxe.16.06.01.SPA.bin

Raw disk-file SHAlsum:
5e9ef6edlf7472b35eddd61df300e44bl4b65ecd

Header size: 1000 bytes
Package type: 10002
Package flags: 0

Header version: 3

Internal package information:
Name: cc_srdriver
BuildTime:
ReleaseDate: Sun-27-Aug-17-09:05
BootArchitecture: none
RouteProcessor: cat9k
Platform: CATI9K
User: mcpre
PackageName: cc_srdriver
Build: BLD V166 THROTTLE LATEST 20170827 090555
CardTypes:

Package is not bootable.
Device#

show install active
1 -

Device# show install active

Cisco 10S XE Amsterdam 17.1.x (Catalyst9300 X f v F) YA TLBEEI I F¥al—2av HM4 K .



FRARDEY b7y THREOEFT |
B o7 oxr—romz

TIF 4TI T RI 2T A A =)L o r—ICBT 2 EHEF R LET,

Device# show install active
[ RO ] Active Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

27w 76 showinstall inactive
51

Device# show install inactive

HTIT 4 TNy —=VICET O ER R LET,

Device# show install inactive

[ RO ] Inactive Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Type St Filename/Version
IMG I 16.7.1.0
Device#

27w 771 showinstall committed
Bl -

Device# show install committed

Ay MEBDONy =BT ORI LET,

Device# show install committed
[ RO ] Committed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

IMG C 16.6.1.0
Device#

2T w78 showinstall uncommitted
1 -

Device# show install uncommitted

a3y FENTWRWRy r—DICET 5 REE R LET,

Device# show install uncommitted
[ RO ] Uncommitted Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted
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IMG U 16.6.2.0
Device#

Bl - /84 A% DHCP Hr—/\ & L TERE

Device# configure terminal

Device (config) # ip dhecp pool pooll
Device (dhcp-config) # network 10.10.10.0 255.255.255.0
Device (dhcp-config) # boot config-boot.text

Device (dhcp-config) # default-router 10.10.10.1

Device (dhcp-config) # option 150 10.10.10.1

Device (dhcp-config) # exit

Device (config) # tftp-server flash:config-boot.text
Device (config) # interface gigabitethernetl/0/4

Device (config-if) # no switchport

Device (config-if)# ip address 10.10.10.1 255.255.255.0
Device (config-if)# end

%] : DHCP B8N A A —2 7 v T T— FDEFE

Device# configure terminal

Device (config) # ip dhecp pool pooll

Device (dhcp-config) # network 10.10.10.0 255.255.255.0
Device (dhcp-config) # boot config-boot.text

Device (dhcp-config) # default-router 10.10.10.1

Device (dhcp-config) # option 150 10.10.10.1

Device (dhcp-config) # option 125 hex
0000.0009.0a05.08661.7574.6£69.6e73.7461.6c6c.5f64.686370
Device (dhcp-config) # exit

Device (config) # tftp-server flash:config-boot.text
Device (config) # tftp-server flash:image name

Device (config) # tftp-server flash:boot-config.text
Device (config) # tftp-server flash: autoinstall dhcp
Device (config) # interface gigabitethernetl/0/4

Device (config-if) # no switchport

Device (config-if)# ip address 10.10.10.1 255.255.255.0
Device (config-if)# end

5l - DHCP H— /MW SO/ EEZA I O0— KT B3E0ODT /N, ADKRTE

KIZ, VLAN99 LD LA ¥ 3SVIA v E—T oA ARFHL, IRESNATWEa L7 X
L' —39 » CDHCP XR—ADBEFHREE A F— T MIT D0 %R LET,

Device# configure terminal

Device (config) # boot host dhcp

Device (config) # boot host retry timeout 300

Device (config) # banner config-save ~C Caution - Saving Configuration File to NVRAM May
Cause You to No longer Automatically Download Configuration Files at Reboot”C

Device (config)# wvlan 99
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Device (config-vlan)# interface vlan 99
Device (config-if)# no shutdown
Device (config-if)# end
Device# show boot
BOOT path-list:
Config file: flash:/config.text
Private Config file: flash:/private-config.text
Enable Break: no
Manual Boot: no
HELPER path-list:
NVRAM/Config file

buffer size: 32768
Timeout for Config
Download: 300 seconds
Config Download
via DHCP: enabled (next boot: enabled)
Device#
RN - & - > ~ O _ -~ »

Bl: VIO T7 A A=) A—FDRToa—1)2Y
WIZ, BHOFH TREI0 IS, Y7 MU= T 27N\ A A2 n— RT561%2 R LET,
Device# reload at 19:30
Reload scheduled for 19:30:00 UTC Wed Jun 5 2013 (in 2 hours and 25 minutes)
Proceed with reload? [confirm]
WIZ, RROARFZIEEL T, Y7 MU =T 27 A A v— R 5612 R LET,
Device# reload at 02:00 jun 20
Reload scheduled for 02:00:00 UTC Thu Jun 20 2013 (in 344 hours and 53 minutes)
Proceed with reload? [confirm]

_— O [ I Al ‘E ==
TN I\ Y I

TINA Rty b7 TOETICET 5EBMER
BEEEN
FAEIEE I=ZaTFILEA ML
FNRAA By NT v avwr R Command Reference (Catalyst

i i ) 9300 Series Switches)
JT—hkpg—% a<w R
N— R =T ORE Cisco Catalyst 9300 2 J — X A
Ay F =T =T HREHTA
S
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| 120ty b7y TREDEST
Fiq 2ty b7y TREOEFET sueEE [

_— O =, == [ e Il [ AN
TINAREY b7y TEREDEITICEHT SHLeEREEE
WOEIZ, ZOFY 2— /L THATIEED Y U —2B L OE#EEREZ R~ LET,
I OBEREIX, FRICHRE SN TWARWRY | MAINTZ Y U —ALEOTXTHOY Y —RAT

fEHCcEE7,

J1)y—2 HHE PERETEHR

Cisco I0S XE Everest FINA ZADE b IP7 KL RE|Y 2L DHCP D HEFRE %

165.1a Ty TR BLT AL ALy by TREEFATTE
iﬁ‘o

Cisco Feature Navigator il 425 &, 77 v b 74 —LBIL RV 7 F 72T A4 A=V DY R—
MEHRZ R TE £9, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [JE5H] 7B 7
7EALET,
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4.
=% =R

AI— b+ S RDRE

c Av— KA BT OFREDORHESRME (105 ~—)
A= TA BV TOBE (105 —)

« CSSM ~D ke (107 ~—2)

« CSSM ~DEEIED T AL AD Y 7 (108 2—)

¢ CSSM ~DEFH DREL TA B A L~LoikE (109 X—)
« CSSM TOF A ZADHEEE (120 2—)

e Av—F FA B ADBREDE=L—1 7 (125 2—)
A= TA BT TDOFRER (126 2—)

« TOMOBEEE (133 ~—)

« Av— 7 A4 B ADOHREDERE (133 ~—)

AX—bSA4 2DV TDEEDAHREN
CSSM IZLA T AL 8T,
«Cisco A~— k7 H Db
1O LEDAR=F LT HT
U277k AMEE RO — Y —m—L

o« FNRA ARBELTAIZIT. CSSMDA~w— R~ VT NI =T A P BICEET
HVERHY £,

« https://tools.cisco.com ~DF v kU — 7 Bz [ aEM:

AX—brSAtEOUVTDBE

V2Aa Aw—h T4V UNT, VA R— N7+ U AREBLIOMEBEATY 7 MY o
TEEIVEEPOHREIC B L THABI OB TE AT TIA B RAETLTY, £,
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ZX—F 1t 2A0EE |
B cssvom=

INEZETY, 2= —N7 78 XATELb0%HETEET, Ax— T4 B A%
THE RO ENAREICRD £,

HERT VT 4 RN— gy Av— IR T, AR THERATELRY 7 T
FABADT—NVEHILLET, PAK (FRT 77 4 _"— 3 % —) [TRETT,

« BHOHKEA © My Cisco Entitlements (MCE) %, fEWFTWAR—Z LT _XTOT A2l
e —EADTERRE 2 —F R L ET,

e TABUADFEM : VT MU =TI N—RU =TI/ —Fr vy 7 SRTWRWED, H
PGS U TTIA B A= MBEICEAB L BETEET,
Aw— KT A B ABFEHT HI121E. £ Cisco Software Central TA~— 7 U h&EFRE
THHMENRSH Y F3 (software.cisco.com) .
VA3 TA B ADFEMIZ OV TIE, cisco.com/go/licensingguide & 2R L T 7Z &0,

CSSM D&

Cisco Smart Software Manager (CSSM) ZfiH3 2 &, 1 DOEFRR—ZLpb 2 ad A
¥~—h VT =T TAR AT RTCEFHTEET, CSSM LT, X=F v LT X
T NERHEND TN —T (FA B AL A U AZ U ZADERIK) TTIA B A LM
FOFRRLET,

[License] % 77" @ [Smart Software Licensing] V 7 %27 U » 7§25 & | https:/software.cisco.com/#
M5 CSSMIZT 7 BATE £,

\}

GE)  CSSM 2T 7+ 24 511X, Chrome 32.0. Firefox 25.0, F7-1% Safari 6.0.5 ® Web 7' T 7%
ERLET, $£72. Javascript LS IEDON—2 9 27 T O CTHEDNCTHLERH Y £,

CSSM Zfl L CTIRD KX A7 AT TEET,

cN=F VT HT SRR, B £RE3FERT D,

c UG A L RE U ADRGR N — 7 RN LOERT S,

c N—F X LT H Y MEEREERTA B AR TIA B AR EET D,
LA AL o A &gk, HIBR, E3FRRT D,

cN—=F X VT AT MIET D LAR— FEFETT D,

BT A—NVIBHORELXELT D,

AT T v MEBREERT D,

CSSM D~V TIE, TIHbDH AT #FTT 2 FNEICOW T L TWVWET,
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| Rx—FS51tv20EE

cssm~oizs i

CSSM ~ D £ #in

WOKIE, CSSM ~DEFGIHEH TCE LS ESE AT arZRLTVET,
5:[Connection] DA T 3 >

HTTPs

Cisco Product

, Transpurt

Gateway or IS
Cisco Product HTTPs Proxy Cisco.com

=
]
m
[}
[

- HTTPs -_

A
Cisco Product Smart Cisco.com
Software
Manager
On-Prem File
Transfer

HTTPs A

" Smart ;
Cisco Product Cisco.com
Software
Manager

On-Prem

356271
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ZX—F 1t 2A0EE |
B cssv~omzEos o0y

1. XA VI NI TTRTIERA: ZOFETEH, YAl A % —3y MEET
Cisco.com [ZfF FRIMIERZ EHHELE LET, BRIZEBNOa RN —3 v MILESHD £
T A,

2. HITPS 7 u X 2 L7c XA VI b T RT 78R ZOFHETIH, vAaflns, A
VA —Fy MER T e XY —"— (CallHome F 7 v AR— " — U = A £7213H
D7 v (Apache 72 £) DWF DY) %S LT Cisco.com (2 AR ULIEH 2 1255 L £
£

3. BERREOA LTV IR LI X EN LT 78 A ZOHFETIE, YA afliEn
5, BT A v XFRFER E UL THRET 2 v — I VICEER S a L7 XIS AR
WERELET, T—F_X—RAORMEHESTZD, A Z OFRSA LTI E T,

4. FEBEERRRED T LI A LI X BN LEMBET 78 A« ZOHETIH, A aflihn
O, BT At AFGER & L THIEET 2 n— b Lo ik izar 7 2
RIERAEEELES, 72 _X—RDRPEROTZD, REMIC (HIZ1REIZRE) A
KD FEAMY S TR 2R IE MO AZHAN FEfti SV E T,

AT a1l L2 REERA T v a vk, ATV a3 & 4Tk 2 7 RREE A
7'va v EEfM L ¥ 9, Cisco Smart Software Manager 4> 7 L X A (IH#F Cisco Smart Software
Manager V7 7 A ~) X, A7 a3 L 40V R—FEEELET,

CSSMADBRFEDS A AD) V)

WD a0, CiscoA~Y— T BTy MEERLRWTIEA LT A 2 ATHETT,
INHDT A AL, Cisco I0S XE Fuji 16.9.1 ~D7T v 77 L— K| CSSM Tl T& 7¢
<KV EFT, OB A—NT 7 L— F&fH LT, CiscoGlobal Licensing Operations (GLO)
F—2IZBEWEbEL I, T 7 L— Nt eERE AL, BFOT7 A8 2%
CSSM @ Cisco A~—hT AT MU 7 F5 K5I8 RLET,

BFA—ILTUTL—F:
%65 : licensing@cisco.com

4, : Request for Linking Existing Licenses to Cisco Smart Account

BFA—ILDOERX :

Cisco.com ID: #####

Smart virtual account name: ##H#H#

Smart account domain ID (domain in the form of "xyz.com"): #####
List of UDIs:

List of licenses with count:

Proof of purchase (Z 0 A —/L & —fEIZEAGEI EAIRA L T2 EW)
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| A==t 512v20%
cssM~iGBEE S o2 LALoBE ]

CSSM ANDIEHDRTEETA LA LRNILDEKTE

ZZTlX. CSSM ~DHGDORETIEL FTA B A L-ULDOREFECOWTHBAL £,

CSSM ~DIERDERTE

WOFEIATIE, CSSM~D LA YI3IPEGERTEL TRy MU — 7 BEREVE 2 MR T 5 k%
S LFET, CSSM ~D LA ¥ 38N T TICHLSNTWAESIT. 2ok 7y a a2
X7 LTLEEN,

FlE
ARV RFEEET7I 3 BHr

ATwv 71 |enable it EXEC E— R&Z A LET,
&1 Ta s NRFRRINTZHNRAT— R
Device> enable f&)\j] Li?‘o

Z5w 72 |configureterminal Jua—sr)yaryrZ 4 FXalb—vay
ﬂm . thA]:%fEﬁﬁéL/§£7ro

Device# configure terminal

RT7wvF3 |{ip|ipv6} name-server server-addressl | K X > F— AL A7 L (DNS) DF#
[server-address 2] [server-address 3] =

[server-address 4] [server-address 5]
[server-address 6]

1 -

Device (config)# ip name-server
209.165.201.1 209.165.200.225
209.165.201.14 209.165.200.230

RFw 74 |ipname-server vrf Mgmt-vrf (£3E) VRFA > % —7 = A ATDNS
server-address 1 [server-address 2] PHELET,
[server-address 3] [server-address 4]
[server-address 5] [server-address 6] GE) Zoaxr RiL ip
i - name-server =~ > RO
' DYITHRET 2HERH Y
Device (config)# ip name-server vrf §E7fo

Mgmt-vrf 209.165.201.1 209.165.200.225
209.165.201.14 209.165.200.230

R w75 |ipdomain lookup source-interface (fEE) DNS KAA Ny 7T v 7 H
interface-type interface-number DY — A B —T 2 f ABBELE
i - R

Device (config) # ip domain lookup
source-interface V1anl00
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ZX—F 1t 2A0EE |

ARV KEEEET7Ia Y B
AFw 76 |ipdomain nameexample.com RAAL B ERELET,
1 -
Device (config)# ip domain name
example.com
RFw 77 |iphosttools.cisco.com ip-address (EE) HEIDNS~ v B2 ZMFEHRAT
Bl - ERWEAIL, DNS AR MaF v v
N N B ALTS w P°
Device (config) # ip host /:Lquf)j—ix b7 R LA~ v B
tools.cisco.com 209.165.201.30 VI EERELET,
AFwv 78 |interfacevian_id LAY3IA v H—T oA AEFELE
1§| : To
Device (config) # interface V1anl00
Device (config-if)# ip address
192.0.2.10 255.255.255.0
Device (config-if)# exit
RF w79 |ntpserver ip-address| version number] |57 L= s 25 A & D — ST VL
[ key key-id] [prefer] T—va Y EBHRLET,
- GE) ntpserver =~ N, 7
e (config) # nt A ZADIFZH CSSM & [F]
Device (con 19 ntp server = . ~
198.51.100.100 version 2 prefer BMIhd L5124 27201
WE T,
R w710 |switchport accessvlan vian_id EE) ZOT7 7 EBAR—FB KT
Bl - 74 v 7 EI5ET 5 VLAN Z AT
L. ENT U T TIEZTfIEDY
Device (config) # interface VIV VLAN A —H% %y b 4 H—
GigabitEthernetl/0/1 Tx2A R LTAVE—T oA A%
Device (config-if) # switchport access| .,
vlan 100 e Lij—o
Device (config-if)# switchport mode N - — . —p .
access GE) CDAT I, AA vF
Device (config-if)# exit R—=hk 7 7R EF— QN
Device (config) # %\%iﬁ%éﬂl@ﬁ%ﬁﬁ L%
ﬁ‘o
X w711 |iprouteip-addressip-mask subnet mask |5 34 2|z — FEBELET,
Bl : GE) ABT 4y — FERIL
A FI w7 )— DN T
Device (config) # ip route 192.0.2.0 T
255.255.255.255 192.0.2.1 NDPERETSET,
AT w712 |licensesmart transport callhome #5125 — K% Call Home & L CHMNIC

1 -

LEJ,
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4L b5 R7 £ 2RO Call Home —E 20 E ]

ARV RERETI3 Y EL:Y

Device (config) # license smart Gx) license smart transport

transport callhome callhome = = > RN T
R

ATy 713

ip http client source-interface
interface-type interface-number

&1

Device (config) # ip http client
source-interface V1anl00

HTTP 7 ATV bD Y —RA A L Z—
T2 A AEFEELET,
G) ip http client
sour ce-inter face
interface-type

interface-number =~ > Ri%
WATTY,

ATy 714

exit
51

Device (config) # exit

(fﬁﬁi) fftlb—/ﬁjb/il)/j7‘{ Xal—
var E—FafT L, R EXEC
T—FIZRY £,

ATvT15

copy running-config startup-config

1 -

Device# copy running-config
startup-config

(B av74Xa2l—Yar 7y
ANVCEEEZRITFLET,

FALY 59 K79 XED Call Home H—

)

EXDERTE

GE)  F 74/ FTIE. CiscoTAC-1 72 7 7 A T T TIZTF AL RAZHRESNTWET, a7y

AND AT —H A& ERT 5121%, show call-homeprofileall =~ > F&H L £,

Call Home #—E R, CSSMIZXLTZ UT 4 IRV AT AAXRY FEBETA—VBIY

(ZiE, ROFIHEZFEITLET,

B8

¥ #E EXEC £— FE BT LET,

Ta T ERERINTZHRRAT— R
AN LET,

Web L Ci@EILE9,
CallHome ' —E R &K TE L TAHZIZ
FE
ARV RFEEETIa Y
ATv 71 |enable
1 -
Device> enable
Z5wF2 |configureterminal

1 -

Ja—nR_) a7 4 F¥al— g
E— FEBRBLET,
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B 5.5 +95% 752 2A0 call Home 4—E 203

ZX—F 1t 2A0EE |

ARV FFEREETIVa Yy

S

Device# configure terminal

ATvT3

call-home
1 -

Device (config)# call-home

CallHome = v 7 4 ¥ =2 b — g F—
FEBRIHL £ 9,

ATv74

no http secure server-identity-check

1 -

Device (config-call-home) # no http
secure server-identity-check

HTTP #5¢ OfeLHRED P —/3— 1D
Fxv 7 ZEHLET,

ATy TH

contact-email-addr ess email-address

1 -

Device (config-call-home) #
contact-email-addr
username@example.com

EEDELS A —/LT RLA&EID YT
4, BFA—NT RL AT p—< v
M2, A—R72 L THoK 200 305
EFTCANTEET,

ATvT6

profile CiscoTAC-1
1 -

Device (config-call-home) # profile
CiscoTAC-1

5 7 # )V hTlX, CiscoTAC-1 717 7
AMIHET VT 47 TT, ZDOF 1
7 7 A /L% Call Home V— & A Cfli
THIIE, TR T7 s ANVERNCT D
PVERDHY F797,

ATy T1

destination transport-method http
1

Device (config-call-home-profile) #
destination transport-method http

HTTP £ H @ Call Home H— B 2 2 H %)
I LET,

ATvT8

destination address http url
i

Device (config-call-home-profile) #
destination address http
hiiys: //tools. ciso.cay/its/service/odthe/services/MFSarvice

CSSM [ZHfe L £,

ATvT9

active

&1

Device (config-call-home-profile) #
active

ST T AN A X—T VI LE
7,

ATy 710

no destination transport-method email

1 :

Device (config-call-home-profile)# no
destination transport-method email

HF A —/LIZ LD Call Home —E &
EIHIC LET,

ATvIN

exit

1 -

CallHome 557 a7 7 A4 27 4
Fa2l—rarE—RE2KTLT, Cal
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HTTPS 7O %S —RER LI SA LY b2 59 K75 £ 2 A0 Call Home —E 20 E ]

AT RERIFTIa Y B
Device (config-call-home-profile) # exit Home 2> 7 « j?:l Lr—>g) F— F
WZREY £,
ATy T 12 |exit CallHome = > 7 4 ¥a l—I g F—
- RE#HTL, Zr—bary7 Fa

L—y gy B—RIZEY £9,

Device (config-call-home) # exit

T 713 |servicecall-home CallHome #§HE% A X — 7 M LET,
B -
Device (config) # service call-home

AT w14 |exit Ta—N)L a7 4 F¥al— gy
Bl - T— FEHT L, FiHE EXEC £— RIC
Device (config) # exit E%K)jiiro

AT 715 |copy running-config startup-config EE) 27 4Falb—ary 77
i - AICEEERIFLET,

Device# copy running-config
startup-config

HTTPS JOX > H—NENLE=4A4 LY 059 F7 XA Call
Home H—E X DEETE

CallHome #—tE A%, HTTPS X P — RN L TRETEET, ZOXRETIL. CSSM
SOOI 2 — PRI SLEDH D TH A,

)

GE)  FREEEN7Z HTTPS 7o X UATIETAR— SN TV EH A,

HTTPS 71 % %41 L C CallHome ¥ —E A ZFRE L CTHIMNIT DI, ROFIEEZFEITLF

j—O

FIIE
AU RFERRETIVa Y B&

A7y 71 |enable FiHE EXEC T— FE AN L £ T,
i Tar T MRERENTZHNAT — R
Device> enable AT LET,

Z 5w F2 |configureterminal Ja—s L ar 7 4 Xal—a v
i - T— NERBLET,
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B HTTPs TR Y —NEA LIS ALY RH S5 KT S £ XA Call Home ¥ — E R DERE

ZX—F 1t 2A0EE |

ARV FFEREETIVa Yy

S

Device# configure terminal

ATvT3

call-home
1 -

Device (config)# call-home

CallHome = v 7 4 ¥ =2 b — g F—
FEBRIHL £ 9,

ATv74

contact-email-addr ess email-address

1 -

Device (config-call-home) #
contact-email-addr
sch-smart-licensing@cisco.com

T HNVEDESFA=NT R A%
sch-smart-licensing@cisco.com & L Ti%

ELET,

ATy TH

http-proxy proxy-address proxy-port
port-number

1 :

Device (config-call-home) # http-proxy
198.51.100.10 port 3128

Call Home Y —E A ~D 74—
NEREBFRELET,

ATvT6

profile CiscoTAC-1
i -

Device (config-call-home) # profile
CiscoTAC-1

57 v h Tld. CiscoTAC-17 17 7
AMIET 2T 47 TT, ZDOFn
7 7 A L% Call Home ¥ — & A Cf#i
THIZE, T T A NVERNITD
VERH D F,

ATy T1

destination transport-method http
£l

Device (config-call-home-profile) #
destination transport-method http

HTTP £ @ Call Home V— & 2 2 &%)
IZLET,

ATvT8

no destination transport-method email

1 -

Device (config-call-home-profile)# no
destination transport-method email

EAF A —/Z X 5 Call Home %—E &
BRI LET,

ATvT9

profile name

1 -

Device (config-call-home) # profile
testl

BESNmE 7T e 7 74 V40 Call
Home 4670 7 7 AV 27 4 ¥ =
L—yaryE—RefthLET, BT
INTske7m 7 7 A VDBFE LR
Be, fEREShET,

ATv 710

reporting smart-licensing-data

1 -

Device (config-call-home-profile) #
reporting smart-licensing-data

HTTP #H @ Call Home —E 2 & D
T IFEERHLET,
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=n
axX

HTTPS TO% L4 —RERLEL ALY b2 59 K752 ZAO CallHome — E20%E [

ARV FFEREETIVa Yy

E:)

RTw 71 |dedtination transport-method http HTTP #A vt — YDk iEE A T —
1§| : 7\/1/L: L/jz‘@ﬁo
Device (config-call-home-profile) #
destination transport-method http

R 5w 712 |destination address http url CSSM (28t L £ 77,
i
Device (config-call-home-profile) #
destination address http
hiiyps: //tools. ciso.cay/its/service/adthe/services/MFSarvice

A7 713 |active ST 0T AN A F—T M LE
i 7o
Device (config-call-home-profile) #
active

AT v T 14 |exit CallHome 585702 7 7 A v a7 4
i - Fal—ralryEv—Ra&TLT, Cal
Device (config-call-home-profile) # exit] HOEle ST A Falb—vars TR

WZRY £,

ATy 15 |exit CallHome = > 7 4 ¥ a2 b—T g E—
R REKTL, Z/a—\Lar7 4 X
Device (config-call-home) # exit b—va st ]\ KE& D iﬁ‘o

AT 716 |servicecall-home CallHome #fEZ A R — 7 /MIT L £ T,
1 -
Device (config) # service call-home

ATy 717 |ip http client proxy-server proxy-address| Call Home H§AE % 1 % — 7 MZ L E T,
proxy-port port—number
11
Device (config) # ip http client
proxy-server 198.51.100.10 port 3128

ATy 18 |exit Ja—sarZ 4 Fal—ay
i - T— FZT L, Kt EXEC £— RIZ
Device (config) # exit RO ET,

X w719 |copy running-config startup-config EE) av74FXal—var 7y

1 -

Device# copy running-config
startup-config

A MR EZRAFLET,
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. Cisco Smart Software Manager 4> 7 L = X D Call Home 4 — E A DHRE

ZX—F 1t 2A0EE |

Cisco Smart Software Manager > 7 L = X D Call Home —E XD

=JL ==

ax AE

Smart Software Manager 4~ 7L I A ([HFF Cisco Smart Software Manager %77 7 4 k) 12D\
T, https://www.cisco.com/c/en/us/buy/smart-accounts/software-manager-satellite.htm] % 22 L C

<TEEVY,

Cisco Smart Software Manager 4> 7 L X A (IH# Cisco Smart Software Manager %7 7 A ) H
? Call Home #— E X &2 ET HI121E, ROTFIEZEITLET,

FIE

ARV RFEEETI 3y

S

ATy T

enable
1 -

Device> enable

¥ikE EXEC E— F&EANZ L £,
NR2AT—REANLET (FERkEnk

%a)

o

ATy T2

configure terminal

51

Device# configure terminal

Ja—n) a4 F¥al—3 v
£ F\;’&E:ﬁﬁé\biﬁ—o

ATvT3

call-home
1 -

Device (config) # call-home

CallHome = 7 4 F =2 b — g v F—
FEBRIEL £9,

ATvT4

profile CiscoTAC-1
i

Device (config-call-home) # profile
CiscoTAC-1

77 4 /v hTlE, CiscoTAC-1 717 7
AMIHET VT 47 TT, ZDOF 1
7 7 A /L% Call Home ¥ — & A Cffi
THIZE, TR ANEENNITD
MERH Y FT,

ATy Th

no destination address http url

1 -

Device (config-call-home-profile)# no
destination address http
htips://tools. ciso.cay/its/ssrvice/ate/services/MMESarvics

T 7/ DT KU ABEIZ L
F7,

ATvT6

no http secure server-identity-check

1 :

Device (config-call-home) # no http
secure server-identity-check

HTTP 5 OfeLHRED B —3— 1D
F=v 7 BEHLET,

ATy T1

profile name

1 -

BEShise 7 m 7 7 A L4 O Call
Home 465707 7 AV 27 4 X =
L—yaryEe— Rt LET, BT
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| R7—F51t€> 208

axX

Cisco Smart Software Manager - > 7’ L = X F® Call Home ¥ — E X DR E .

ARV FFEREETIVa Yy

E:)

Device (config-call-home) # profile
testl

SN T e T 7 A IVBFE LR
A, EREhET,

A7 78 |reporting smart-licensing-data HTTP #H @ Call Home % —E 2 & 0D
15“ . ‘—‘&ij\:ﬁ%fﬁé‘jjbc szng«o
Device (config-call-home-profile) #
reporting smart-licensing-data

R w79 |destination transport-method http HTTP A vt&— T DlE%E k%A A R —
i - T LET,
Device (config-call-home-profile) #
destination transport-method http

A7 w710 |destination addresshttp url Call Home A v & — Y 28 %(E S5 %50
Bl - J6 URL (CSSM) Z @& L £7
Device (config-call-home-profile) # 2{
destination address http
Hhigs://20165 201545 Rero e/ 565 URL O IP 7 R L A E 723588 1E

fii KA A >4 (FQDN) 73, CiscoSmart

E et Software Manager 4> 7' L X A D
Device (config-call-home-profile) # [Sate“ite Name] ‘”XE & nWTHLHIPT
destination address http RFL 2AE77~1% FQDN A LA
T //AD15 2L 58 Rareipng R LET,

R w 711 |destination preferred-msg-format (LB T A A vE—UR S
{long-text | short-text | xml} FLET, F740 I XML TF,
i
Device (config-call-home-profile) #
destination preferred-msg-format xml

AFwF12 |active 7T A NN A X—T I LE
Bl - To TTANRTIE, TrT 7 A
Device (config-call-home-profile) # {";EE}ZH%‘:@:/( =7 /I/&:fi D i‘j—o
active

ATy 713 |exit CallHome 555 777 A4 )V a7 4
Bl - XFal—i g EB—REKTLT, Cal
Device (config-call-home-profile) # exit HOEle 27 A 5{-1 b—va s ' }\

WRD 7,

ATw 14 |exit CallHome = > 7 4 ¥ a2 bL—T 3 v E—

Bl - REETL, Za—bar7o¥a

Device (config-call-home) # exit

L—yay B—RIZREY E9,
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. SAEVALRNLDBRE

Z¥—k 51t 20HEE |

ARV KEEEET7Ia Y B
AT 715 |ip http client source-interface HTTP 7 A T hD Y —A A L H—
interface-type interface-number T ABRELET,
i GE) ip http client
Device (config)# ip http client sour ce-interface
source-interface V1anl00 irﬁaﬁace{ype
interface-number =< > K
x, vif £ > Z—T = A A
T&i%‘zﬁﬁﬁ—o
AT 716 |cryptopki trustpoint name (HFE) FTAMRA U PBLORE
Bl - SNIAHiZEE LT, CA FF A
Device (config) # crypto pki trustpoint] ﬂi4);/ a7 Fal—vart—
SLA-TrustPoint FEBRIEL £ 9,
AT 717 |revocation-check none (R FEEFOMRMERIND Z
1§| : & 755:.':57]? L/i‘é—o
Device (ca-trustpoint) #
revocation-check none
AFwv 718 |end (LE) CANZARIKRA L hary7 g
i - Fal—varE— RE#KT L, K
Device (ca-trustpoint) # end EXEC £— FIZR Y £
X w719 |copy running-config startup-config EE) av74FXal—var 7y

1 :

Device# copy running-config
startup-config

A MR EZRAFLET,

FSAEALURNILDHRTE
ZOFIAIIEETT, WOFIEAERT L, LFOZ ENTEET,
cTAR L ADE YT L= RET T T L— K

TS TVL—=RIA L ADI VT

BET HDENS, BERTIA B ALV ETSA AT

AT A 2 A YRR T A & 2O L LM

RET DB Y £7, Cisco Catalyst

9000 vV —RX AA v FTHEHATEATA B AL-YLTIRD EBY TT,
AT AR

» Network Essentials

* Network Advantage (Network Essentials % 7€ ¢)
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=n
axX

SAEVALNLDERE .

T RATA R D 3E, 5E, ERFTTEOBEHBICHZ2THROITA B R BT TR
oA T TEET,

» Digital Networking Architecture (DNA) Essentials

» Cisco DNA Advantage (Cisco DNA Essentials % & ¢¢)

TAB ALV EBRET DITIE, ROFMAZHENE T,

Fg
AU RFERET7TIV3 Y B#

RT w71 |enable KikE EXEC E— RE A2 LE T,
fl T T IRRREINTCHNNAT — K&
Device> enable ]\jjl/ﬂi?fo

AT 72 | configureterminal Jsa— )L a7 4 ¥z l—3a
15'] : Tt F‘%Eﬂﬁé\ Li‘a‘o
Device# configure terminal

R 73 |licenseboot level license level AL FDITA L AET 7T 4 T
{5 ESE
Device (config) # license boot level
network-essentials

ATy 74| exit HkE EXEC £— RIZR Y £,
1 -
Device (config) # exit

AT 75| writememory TA VL AERE AL v FITRIFLE
fi EE
Device# write memory

AT 76 |show version TAB ALV OEREFR LET,
1 -

Device# show version

Technology-package Current

Technology-package Next reboot

Type

network-essentials

License

network-essentials

None

Subscription Smart License

Smart

None
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B cssvcosirzozsi

Z¥—k 51t 20HEE |

AU RFERET7TIV3 Y B

R Ty 71 |reload TRLANRY m— RENFET,
{5
Device# reload

CSSM TD T /N1 ADE 5%

CSSM TT /A A&EBEFRT HITIE, WOX AT HETTHHERH D 77,

1. CSSMH—ED h—r7 o a2AERLET,

2. HERENTE b =T U EHERALTT AN, A 2B LET,

BEDRRIT D E, TAAATIDREAELZZE LET, ZOHAEILT A RRF S,

ZTNLBEO Y A3 L OFTXRCOBETHEIICHEH SN ET, CSSM T30 B Z & 128 EIEHR
DEF AT ET,

Flo, TA B AOHERRRT — 2 NINES, BH LAR—FREEINRET, LEITST
T, BEBER (RA M, 2—F—4& . NRT— KR LY) BEHRRLER— FDLBI S5
X 91z Call Home F#EE MK T £,

\}

(GF)  CiscoIOS XE Fuji 16.9.1 MO LIRTD Y V= AT NS, A X T T L— Rt 5L, Av—Lh7

ABVARFURDTA B RIBITENET, T ALOTRTOAY— T4 AEH
NHIRENET, T34 A% Cisco I0S XE Fuji 16.9.1 [IZHONT v 77 L— KT 50N H 5
By T ANCSSMIZHBERSNDET, 748V ART—X ALFEE— RO E £ TT,

CSSM A LDFH LN b—D VDAER

ATy T

ATv72
ATvT3
ATvT4
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LWL A VAR RABNR—F LT BT MIBRGET D720, h—27 U ERINE
7,

FIE

https://software.cisco.com/# 725 CSSM I 1 71 » L £,

VAapbipi s — A LR T - REFEH L TR —Z1ca /4 T H0ERE Y
S5

[Inventory] # 7% 7 U v 7 LE7,

[Virtual Account] K> "X 7 U A RNipnbh, MERAN—=F ¥ LT BT M EFERLET,
[Generall # 7% 7 V) v o7 LET,


https://software.cisco.com/

| Rx—F 51t 20%E

ATvTh

ATvT6
ATy T17
ATv78

ATy 710

cssMarsnE L h—5 vosr ]

[New Token] &7 U v 7 L %7

Cisco Software Central > Smart Software Licensing English [ Change ] ; Hello, () Smart Account Name +
Smart Software Licensing Fesdback Support Help
Questi About L ?
Alerts  Inventory License Conversion Reports | Preferences | Satelites | Activity LESUONS ADoLE Loonsng m
Try our Virtual Assistant
Virtual Account: Virtual Account 1~ €@ Major Minor  Hide Alerts
General Licenses Product Instances Event Log

Virtual Account
Description: Account 1

Default Virtual Account: No

Product Instance Registration Tokens

The registration lokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Description Export-Controlled Created By Aclions
ZjgxNzdjYjctOWRhMCOOM2I0L. Expired Token 1 Allowed User 1 Actions +
ZTg2MjBjMzUIN2UONIQONDAKL .3 Expired Allowed User 1 Actions v

[Create Registration Token] 7 > R U ¥ F R I LE T,
[Description] 7 4 —/V NIz, b—27 »OFHAZ AN LET,
[Expire After] 7 4 —/V RiZ, =2 & T 7T 4 71T HRERNHDLAEEANLET,

({LE) [Max. Number of Uses] 7 « —/L RIZ, b—7 > OBFRNHARIEIN D F TOHRKME I
BaE AN LET,

Create Registration Token it

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's created
go to the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account: Virtual Account 1
Description : Token 2
* Expire After: 30 Days

Between 1 - 365, 30 days recommended

Max. Number of Uses:

The token will be expired when either the expiration or the maximum uses is reached

DAIIDW export-controlled functionality on the products registered with this token @

Create Token Cancel

[Allow export-controlled functionality on the products registered with this token] = v 7 7R v 7 2 %
T LET,

IOF 2w IRy I RAeF Nl TDHE, VATKERBIOKEBEGOZ I AR— KR —
BELOTA RTA TR DL D272 £7, FEHIIZ DUV T, https:/www.cisco.com/c/en/
us/about/legal/global-export-trade.html &2 S L T 72X\,

[Create Token] #7 U >~ 7 LC h—27 U EAER L £7,
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ZX—F 1t 2A0EE |
B s or—sozmmyariqzoses

ATYIN =T UEERLIZL, [Copyl &7 Vw7 L, BiLIE LI h—2 v &2 abr—LET,

Create Registration Token ®

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's created
go to the Smart Licensing configuration for your products and enter the token, to register them with this virtual account

Virtual Account: Virtual Account 1
Description : Token 2
* Expire After: 30 Days

Between 1 - 365, 30 days recommended

Max. Number of Uses:

The token will be expired when either the expiration or the maximum uses s reached

Allow export-controlled functionality on the products registered with this token @

Create Token IR

HLWE—O D 2ERAT LT/ ADEE

LD b—7 U2 L TT A, RS 212E, ROFIRZFEITLET,

FIE
AR RFERRTIVa Y =)

ATy 7 1|enable Fit EXEC E— R LE T,
Bl Ty EBRFRENIZBNRRAY— N &
Device> enable A LET,

R 7w 72 |license smart register idtokentoken ID | CSSM »» B AR S 7 h—2 U AER L
5l - T, T, RENy 7T R —"—|C

Bk LET,

Device# license smart register idtoken

AT v 73 |writememory TA U AERE T S, RTRFELE
15'] . TJ—O

Device# write memory

EBRBEOSA LU RRT—RADIESR
BEBICTA B ADAT —F A 2RI 5121, showlicenseall =~ > REZEH L £1,
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Device> enable
Device# show license all
Smart Licensing Status

Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: Smart Account Name
Virtual Account: Virtual Account 1
Export-Controlled Functionality: Allowed
Initial Registration: SUCCEEDED on Jul 13 09:30:40 2018 EDT
Last Renewal Attempt: None
Next Renewal Attempt: Jan 09 09:30:40 2019 EDT
Registration Expires: Jul 13 09:25:31 2019 EDT

License Authorization:
Status: AUTHORIZED on Jul 13 09:30:45 2018 EDT
Last Communication Attempt: SUCCEEDED on Jul 13 09:30:45 2018 EDT
Next Communication Attempt: Aug 12 09:30:45 2018 EDT
Communication Deadline: Oct 11 09:25:40 2018 EDT

Utility:
Status: DISABLED

Data Privacy:
Sending Hostname: yes
Callhome hostname privacy: DISABLED
Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:
Type: Callhome

License Usage

C9300 DNA Advantage (C9300-24 DNA Advantage) :
Description: C9300-24P DNA Advantage
Count: 3
Version: 1.0
Status: AUTHORIZED

C9300 Network Advantage (C9300-24 Network Advantage) :
Description: C9300-24P Network Advantage
Count: 3
Version: 1.0
Status: AUTHORIZED

Product Information

UDI: PID:C9300-24U,SN:FCW2125L046

HA UDI List:
Active:PID:C9300-24U,SN:FCW2125L046
Standby:PID:C9300-24U, SN:FCW2125L03U
Member:PID:C9300-24U, SN:FCW2125G01T

Agent Version

Smart Agent for Licensing: 4.4.13 rel/l116

Component Versions: SA: (1 3 dev)1.0.15, SI:(dev22)1.2.1, CH:(rel5)1.0.3, PK:(dev18)1.0.3
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B cssvmcos i qzosgseotn

CSSM TD T/

Reservation Info

License reservation: DISABLED

\ M ADEZFTFT v oIl

TINARAPA X MU DB ENTESA, ﬁiér]\@f: WZnll @%Fﬁ i Sni=Ga., £-
IFEMFFR (RMA) 7 BtERE2HH L TREEOZOHIZY A TIRE SN EA L, deregister
ﬂ?VF%ﬁﬁbf?ﬂ4x®§ﬁ%?kyth%iTo

TNA RBGRE T X AT BT, RO FIBIZHENE T,

4R8O HREIIC
TN A& EFIRERRERT 5 ITIE, CSSM ~D LA ¥ 3 B M RE T 2 BN D V) %
j‘o

FIE
ARV RFEREET7TIVa Y =LY

ATy 71 |enable FrHE EXEC E— A AT L ET,
E Tu T IPNFRRENTHNRAT — R
Device> enable ANLET,

2w 72 |license smart deregister TR, ADBEEE X v BL L, TS

A &Mt — RIZEE LET, T 5
TS5 N T A —LEDTRTCDAY— KT
A B ARG EREHENEIBR S N ET,
CSSMIZHRIE SN TN DT /31 A B A
VAR UABHIBRESNET,

1

Device# license smart deregister
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AX—h G4V RADEREDE=F—1)2YT

A= TA VUV ADRELETET=HF —T DIT1E,. FHEEXECE— RTROa~<> REMHALE
TO

RIAI—F A EVADBREEE=F—) 25 FHa<vF

avy kR ]3]

show license status Aw— " IA VL ADA LT TAT VARAT—
HA%FRLET, LLFIL, RSN DATHE
HWRHDHAT—ZADY A KT,

e Enabled : A~—hF T A B2 ABREIZ
o TWAZ EERLET,

s Waiting : 7 /34 AN T A & 2 ARERST 5
PR AT o T2 OFIHIRE 2 R L £ 7,
TN ATV A2 L OfE ERENL L,
CSSM IZIEH 28RS ET,

Registered : 7 /31 A3 CSSM & ilifg T
HZE, BEXOTA U AMERMN O
KEBGT DHER AR > TV D Z & &R
LET,

Authorized : T3 AN AL T TAT A
AT =B ATHY, BEREIN714kt
ADEA T IO EFET DR H
HTlERLET, KBAT—FADT
A T7HA LT HTY, EKRELHT D
72, T NA AL 30 HEIZCSSMIZHT L
UMVEFRZRGRELR 2155 L £

Out Of Compliance : 1 DLAED T A& X
WAL T TAT RERITIR > TN D Z
LERRLET, BT A B AZMAT
LMD Y T,

EvalMode : (7734 A1) 90 H LA
PIZ CSSM (2T /3 A A & 8§k 9™ 2D BN
HFET, BELRVEA, T AD
FEmEAE A& T L ET,

Evaluation Period Expired : 7 /3 A A 23 %%
SHTVRWEGEE 773510 Z1390 HZIZ
FHEEIERE TE— NI b £,
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show license all FERFOTRCOMREFRRLET, EHIZ,

BEAHT DTV D T4 B AGERE, 2
TIAT L ART—HZ A, UDL, BILOZEDI

DFFBP TR SNET,

show tech-support license TNy THhEFR R LUET,

show license usage TA B AOHE A RERRLET,

show license summary TRCDT I T AT IRTA B ADEREF
ALET,

AR—brS4 222 0T DEEELH

ZITIE, SFEESERAY— IS B U RADOERERN TR L E T,
5 - CallHome 7O 7 7 A4 JLDFE T

1

CallHome 7’1 7 7 A V& FK/RT HIZ1%, show call-homeprofileall =~ > R&EEH L
ij‘o

Device> enable
Device# show call-home profile all
Profile Name: CiscoTAC-1
Profile status: ACTIVE
Profile mode: Full Reporting
Reporting Data: Smart Call Home, Smart Licensing
Preferred Message Format: xml
Message Size Limit: 3145728 Bytes
Transport Method: http
HTTP address(es): https://tools.cisco.com/its/service/oddce/services/DDCEService
Other address(es): default

Periodic configuration info message is scheduled every 1 day of the month at 09:15

Periodic inventory info message is scheduled every 1 day of the month at 09:00

Alert-group Severity
crash debug
diagnostic minor
environment warning
inventory normal
Syslog-Pattern Severity
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Bl BERAIO M4 €U AFERDERT

1

Bl sm0s (o2 ER0oRTE

warning
L x major

TA v ADMN GG EZFRT DI, showlicenseall =~ RAMEH L £9,

Device> enable
Device# show license all

Load for five secs: 1%/0%;
No time source,

Smart Licensing Status

Smart Licensing is ENABLED

Registration:
Status: UNREGISTERED

Export-Controlled Functionality:

License Authorization:
Status: EVAL MODE
Evaluation Period Remaining:

Utility:
Status: DISABLED
Data Privacy:
Sending Hostname: yes
Callhome hostname privacy:

Smart Licensing hostname privacy:

Version privacy: DISABLED
Transport:
Type: Callhome

License Usage

(C9300-24 DNA Advantage) :
Description:
Count: 3
Version:
Status:

1.0
EVAL MODE

(C9300-24 Network Advantage):
Description:
Count: 3
Version:
Status:

1.0
EVAL MODE

Product Information

UDI: PID:C9300-24U,SN:FCW2125L046

HA UDI List:

one minute:
09:28:07.210 EDT Fri Jul 13 2018

68 days,

0%; five minutes: 0%

Not Allowed

0 hours, 30 minutes, 5 seconds

DISABLED

DISABLED
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Active:PID:C9300-24U,SN:FCW2125L046
Standby:PID:C9300-24U, SN:FCW2125L03U
Member:PID:C9300-24U, SN:FCW2125G01T

Agent Version

Smart Agent for Licensing: 4.4.13 rel/116
Component Versions: SA: (1 3 dev)1.0.15, SI:(dev22)1.2.1, CH:(rel5)1.0.3, PK:(dev18)1.0.3

Reservation Info

License reservation: DISABLED

451
TA v AFERIERE £ T 5HI201%, show licenseusage =~ > K& L9,

Device> enable

Device# show license usage

Load for five secs: 1%/0%; one minute: 0%; five minutes: 0%
No time source, 09:28:34.123 EDT Fri Jul 13 2018

License Authorization:
Status: EVAL MODE
Evaluation Period Remaining: 68 days, 0 hours, 29 minutes, 38 seconds

(C9300-24 DNA Advantage) :
Description:
Count: 3
Version: 1.0
Status: EVAL MODE

(C9300-24 Network Advantage) :
Description:
Count: 3
Version: 1.0
Status: EVAL MODE

1

TRCDOT A AOWE A FKRT 5I121E, show licensesummary =~ > K& H L
iﬁqo

Device> enable

Device# show license summary

Load for five secs: 1%/0%; one minute: 0%; five minutes: 0%
No time source, 09:28:39.986 EDT Fri Jul 13 2018

Smart Licensing is ENABLED
Registration:

Status: UNREGISTERED

Export-Controlled Functionality: Not Allowed
License Authorization:

Status: EVAL MODE
Evaluation Period Remaining: 68 days, 0 hours, 29 minutes, 33 seconds
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License Usage:

License Entitlement tag Count Status
(C9300-24 DNA Advantage) 3 EVAL MODE
(C9300-24 Network Advan...) 3 EVAL MODE
!l
TA B ADAT — X AEREFRT HITIE, show licensestatus =~ > K& H L &
ﬁAO

Device> enable

Device# show license status

Load for five secs: 1%/0%; one minute: 0%; five minutes: 0%
No time source, 09:28:37.683 EDT Fri Jul 13 2018

Smart Licensing is ENABLED

Utility:
Status: DISABLED

Data Privacy:
Sending Hostname: yes
Callhome hostname privacy: DISABLED
Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:
Type: Callhome

Registration:

Status: UNREGISTERED

Export-Controlled Functionality: Not Allowed
License Authorization:

Status: EVAL MODE
Evaluation Period Remaining: 68 days, 0 hours, 29 minutes, 35 seconds

Bl . TINA RDER

151
TR A& BT HITiE, licensesmart register idtoken =~ > R& AL £,

Device> enable
Device# license smart register idtoken

T14UytrNXBzbEslck8veUtWaG5abnZJOFdDalFwbVRa%0AblRMbz0%$3D%0A
Device# write memory
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Bl BEREOSAEVART—ERADERT

451
TA v ADMN GG EZFRT DI, showlicenseall =~ RAMEH L £9,

Device> enable

Device# show license all

Load for five secs: 0%/0%; one minute: 2%; five minutes: 1%
No time source, 09:31:16.387 EDT Fri Jul 13 2018

Smart Licensing Status

Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: Smart Account Name
Virtual Account: Virtual Account 1
Export-Controlled Functionality: Allowed
Initial Registration: SUCCEEDED on Jul 13 09:30:40 2018 EDT
Last Renewal Attempt: None
Next Renewal Attempt: Jan 09 09:30:40 2019 EDT
Registration Expires: Jul 13 09:25:31 2019 EDT

License Authorization:
Status: AUTHORIZED on Jul 13 09:30:45 2018 EDT
Last Communication Attempt: SUCCEEDED on Jul 13 09:30:45 2018 EDT
Next Communication Attempt: Aug 12 09:30:45 2018 EDT
Communication Deadline: Oct 11 09:25:40 2018 EDT

Utility:
Status: DISABLED

Data Privacy:
Sending Hostname: yes
Callhome hostname privacy: DISABLED
Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:
Type: Callhome

License Usage

C9300 DNA Advantage (C9300-24 DNA Advantage) :
Description: C9300-24P DNA Advantage
Count: 3
Version: 1.0
Status: AUTHORIZED

C9300 Network Advantage (C9300-24 Network Advantage) :
Description: C9300-24P Network Advantage
Count: 3
Version: 1.0
Status: AUTHORIZED

Product Information
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UDI: PID:C9300-24U,SN:FCW2125L046

HA UDI List:
Active:PID:C9300-24U,SN:FCW2125L046
Standby:PID:C9300-24U, SN:FCW2125L03U
Member:PID:C9300-24U, SN:FCW2125G01T

Agent Version

Smart Agent for Licensing: 4.4.13 rel/116

Component Versions: SA: (1 3 dev)1.0.15, SI:(dev22)1.2.1, CH:(rel5)1.0.3, PK:(dev18)1.0.3

Reservation Info

License reservation: DISABLED

451
TA v AFERIERE £ 5HI21%, show licenseusage =~ > K& L 9,

Device> enable
Device# show license usage
License Authorization:
Status: AUTHORIZED on Jul 17 09:47:28 2018 EDT

C9300 DNA Advantage (C9300-24 DNA Advantage) :
Description: C9300-24P DNA Advantage
Count: 3
Version: 1.0
Status: AUTHORIZED

C9300 Network Advantage (C9300-24 Network Advantage) :
Description: C9300-24P Network Advantage
Count: 3
Version: 1.0
Status: AUTHORIZED

1

TRCDOT A AOWEEFKRT 5I21E, show licensesummary =~ > K& H L
iﬁqo

Device> enable

Device# show license summary

Load for five secs: 1%/0%; one minute: 1%; five minutes: 1%
No time source, 09:32:13.746 EDT Fri Jul 13 2018

Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: Smart Account Name
Virtual Account: Virtual Account 1
Export-Controlled Functionality: Allowed
Last Renewal Attempt: None
Next Renewal Attempt: Jan 09 09:30:40 2019 EDT
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License Authorization:
Status: AUTHORIZED
Last Communication Attempt: SUCCEEDED
Next Communication Attempt: Aug 12 09:30:44 2018 EDT

License Usage:

License Entitlement tag Count Status

C9300 DNA Advantage (C9300-24 DNA Advantage) 3 AUTHORIZED

C9300 Network Advantage (C9300-24 Network Advan...) 3 AUTHORIZED
15l
TA VL ADAT — X ANEREFRT HIZIE, showlicensestatus =~ > K& H L %
hd‘O

Device> enable

Device# show license status

Load for five secs: 0%/0%; one minute: 1%; five minutes: 1%
No time source, 09:32:00.191 EDT Fri Jul 13 2018

Smart Licensing is ENABLED

Utility:
Status: DISABLED

Data Privacy:
Sending Hostname: yes
Callhome hostname privacy: DISABLED
Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:
Type: Callhome

Registration:
Status: REGISTERED
Smart Account: Smart Account Name
Virtual Account: Virtual Account 1
Export-Controlled Functionality: Allowed
Initial Registration: SUCCEEDED on Jul 13 09:30:40 2018 EDT
Last Renewal Attempt: None
Next Renewal Attempt: Jan 09 09:30:40 2019 EDT
Registration Expires: Jul 13 09:25:31 2019 EDT

License Authorization:
Status: AUTHORIZED on Jul 13 09:30:45 2018 EDT
Last Communication Attempt: SUCCEEDED on Jul 13 09:30:45 2018 EDT
Next Communication Attempt: Aug 12 09:30:45 2018 EDT
Communication Deadline: Oct 11 09:25:40 2018 EDT
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Cisco Smart Software Manager D ~/L"7

Smart Software Manager Help

Cisco Smart Software Manager 4> 7L I &

Cisco Smart Software Manager On-Prem

SRADTHZAIL YR—+

FiEA

>y

VAaDYR— Web A FTiE, vAad
LT 7/ a Y —lETDH T Ty a—
T A TICBESL TR 8910, ==
TARLY —VEI LD LT HEERF S TA
VU Y= RERELTOET,

BHEWORG O X 2 U 7 ¢ fFRCBATE H
Z ANFT5H7HIZ, Cisco Notification Service
(Field Notice 7> & 7 7 & &)
Services Newsletter, Really Simple Syndication
(RSS) 74— F7p EOAFEY — B A ITIMA
TEET,

VAaDY R — K Web A FDY— LT S
T AT 5L, Cisco.com D—H ID BIL
IRAY — RINNETT,

. Cisco Technical

http://www.cisco.com/support

AT— FSAM U RDEBED EFE
WKDORIZ, ZOFY 2a—)LTitHT D) ) —2AB L OEEFBFREZ R LET,
IO OMBEEIL. BFICHE SN TWARWRY  EASNZT ) —ALUKEOTXTHY J—AT

EATE £,
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http://www.cisco.com/support

B x=-ts5 1t zoseome

Z¥—k 51t 20HEE |

)=

HAETRR

Cisco IOS XE Fuji 16.9.1

T RR—=ZADI T =T TR
BV ) 2—2arTh, IA4 R,
N—=R7=T BXOY 7 by =T O
RBLOME A 2 & B X OB C& 9,

OV Y =R, Av— I A B RIT
FTT7FINVEITHY, 748 RAEEHT D
72D TE HME—DETT,

Cisco 10S XE Fuji 16.9.1 LAKETIL, {HFH#E
(RTU) A4t AE— FAEIES, B
H4% CLI D licenseright-to-use 2~ > K 4
FHTE R E L,

Cisco Feature Navigator #ff 35 &, 7T v b 74— BLOY 7 b =T A A=V DY R—
ME®RZMRFE TEZ £J, Cisco Feature Navigator [Z(, http://www.cisco.com/go/cfn 235 7 7 & A

LET,
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B,
=% =R

HIER v k7 —2 T Application Visibility
and Control D% E

« 8 v NU—2 T Application Visibility and Control {22 T (135 ~2—3)

Y R—=FINDAVC I FA Ty TBIORNY =~y 7 D7 4—vv b (136 X—7)
« 4 #% Application Visibility and Control D fi|[R (137 ~=2—2)

« Application Visibility and Control D% E 5L (139 <X—)

» Application Visibility and Control D& =% —1U > 7 (167 ~X—3)

« 5] . Application Visibility and Control D% E (168 ~<X—3)

BRI NT TNV a—T 0 7 D BRIEEE (180 ~—)

« Application Visibility and Control (Z B9 2 BMN{E#H (181 ~=X—)

« H#p2 > b U —27 T Application Visibility and Control OFEREEFE (181 ~<X—)

B 1 v k7 —% T Application Visibility and Control [

2T

Application Visibility and Control (AVC) X, 77U 7 —3 a3 > ~O#Ls 17 7 ) r— a3 >
DA T VT = APETIEDNWT, BB RNy FBROERN G 7 7 v FRB L OF v N
AV a—vaEREISEDLTEOOVATORY HADEELH S TY, Application Visibility
and Control (AVC) (X, v U= X—20D7T 7V r—3 2 Uik (NBAR2) =2 VUi X
DT A—T NNy NA VAR va v HINEER LT Y r—va VRS LET, AVC
. AZ U RT R AL v TFBEIOAL v TFRAE v I OFERT 7 EAR—F RICRETEE
T, NBAR2 (X, 7'm b a /LA AT T D 2 LI K- THARMIZ, £ 721% match protocol
A A ETQOS Y —m T H Z LICL o THEIC, AV X —T =2 A A LTT 7T 4
TN TEEJ, A AVC Flexible Netflow (FNF) %A > % —7 = A A BIZEEEL, A V¥ —
T2 ARZTEDITAT UM, == THVr—a oOfaHERcREEcEES, 2o
L 22— K%, Easy Performance Monitor (Easy perf-mon %7213 ezPM)  application-statistics 35
& WY application-performance 7”& 7 7 1 /L CH|H T & % application-client-server-stats ~ =
T4y VEERERETT,
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B oxrshaac 52y TEEURIS— v TOTF—T Y b

HHR—,FSNBAAVCHIVSRAITYTBEBLEUVERYS—T Y
TNDITA4—<T v k
ZIZTE, PAR—PFEINTWAAVC Y TAR T ERY —< o 7RI OV TR L E 3,

HHR—FENBAVCHISAIYTDI+—< v b

DIRAIVTDIA+—T Y b I FRT Y TOH 7R
match protocol protocol name |class-map match-any NBAR-VOICE ANhEH D
match protocol ms-lync-audio
W7
/fflﬂyf/a\bﬂi‘7 S{ VA class-map match-any NBAR-VOICE AT EHHD
match protocol ms-lync-audio
match dscp ef ﬁﬁji

HR—FENBACKR) S —DT+—<T v b

RYS—DIT+—T v b QoS AL
match protocol 7 4 WV ZIZES AR — | =7 BILORY v —

match protocol 7 4 WV ZIZES ANRY — | v — 7 BILORY v —

WDORT, AVC R U —OFMe 7 +—~ v b, BIOBNZOWTHAL T,

AVCRYS—DIT74A—<v b |AVC R S —D4l A

R—T w7 By k policy-map MARKING-IN ANB IO
class NBAR-MM CONFERENCING

set dscp afdl

N_yyyﬁuy_ policy-map POLICING-IN ADBIOHSH
class NBAR-MM CONFERENCING

police cir 600000
set dscp af4l

A=y 7 ¥y FBLUK Y |policy-map webex-policy ANE L CHIH

. class webex-class
v set dscp ef
police 5000000
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# 4% Application Visibility and Control 0 #|R .

AVCRYS—DT+—< v k |AVC R >—DHpl Al

=7 4k %@U%’E%{@ﬁ > policy-map webex-policy ATTB LU
S 30 N class webex-class

FBEIUORY — set dscp af3l

police 4000000

class class-webex-category
set dscp ef

police 6000000

class class-default

set dscp <>

=
5

éggﬁgﬂfu — policy-map webex-policy )\jUiSJZ(ﬁHjjj

class webex-class
police 5000000
service-policy client-in-police-only

policy-map client-in-police-only
class webex-class

police 100000

class class-webex-category

set dscp ef

police 200000

M%Eg?ﬁﬂij Fi5§:(ﬁﬂ€lJi/“— policy-map webex-policy
class class-default

police 1500000

service policy client-up-child
policy-map client-up-child
class webex-class

police 100000

set dscp ef

class class-webex-category
police 200000

set dscp af31

A 15 Application Visibility and Control @ %[

« NBAR 5)is QoS RV ¥ —REITHBEYWHAR— F TORFATENET, R —REIL,
VLANB I QRZFDOMOFHRIEA v F—T oA AR EOEEA B —T 2 A4 ATIIHAR— &
NTWERA,

* NBAR X—ZA D QoS KV v —g L, FN— FF ¥ R/ AL NKR—hBLOSVIY 7 A
VH—T 2 AR EDIIEA L H—T =2 ATEHY R FENREHA,

¢ NBAR X—ZAD QoS R Y v —&HEIX, VA V2T 7HAR— L T 7R —F, B&
N A¥3L—7T >y RAR— FTHFR—brINLET,

*NBAR L (Tx) AA v F RAR—KT7FFA4% (SPAN) X, RICA v H—T A AT
Y R—FEREEA,
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. A #% Application Visibility and Control 0 %I

o 70 F A NR—=RAFETITEER—AZADONT O R — MMIEFHCER TX 2 DX, NBAR
NR—=2AD QoS AH=ALD 122 TYT, IRO2ODBEHEDHBYAR—FEINET,

« traffic-class

* business-relevance

* 72k WDAVC QoS DilfRHFIHITGI & e & WM S E T,
=X TR T OHRPY R — N ENET,
WA L H—T A AT BT R — S vET,
T V= a VIR A T T A U TIThIS T2, QoS HFICITIEBIEN H Y £
(72770, 7a—0KHD/ 7 ME, 1IEMEZ QoS /P HEDRNCiRE SNET) |

* NBAR2 X— A O —FHHLHAE match protocol (£, ~—F 777 a v BIXOKRY v 77
7y ary TORFISNET, NBAR2 —BUEHEIL, Fa— A U THBERRESNLTVD
RN —TIIFFT S EE A,

o [—EF 7 v hbaj] : TRTORY I —THRK255 OFRFCERLZ 7 b2 8 EY b+
@ HW #ilfR)

« AVC [ZEHAR— b (Gig0/0) TIEHHAR— IR THERA,
¢ IPv6 /N7 POV R — FEILTWER A
¢ IPv4d =% % A  (TCP/UDP) DOLNYHR—hrINET,

*WebUIl : Web Ul 267 Y r—2a OR[N EZFREL, 77V r—rar0e=4F—
Vo7 hRiTCaEd, 77— a UHlENE, CLIZHHAL TCOARFEITTEET,
Web Ul TIZVHR—FENTWEE A,

Web Ul ECHMRAVC O T 7 4 v 7 BEB, FI23F = v 7 $5I120E, B CLI & fF
F L Cip http authentication local & ip nbar http-service 2~ R&ERETHLE N H Y £
R

*NBAR BXOACL X 7%, Fl—AAf vF ETHIHRETDHZ LITFTEEEA,

e Fu b, TV =3 R—2Z2D QoS. BLUEM AVCFENF 1, T 7V
r—=ay R—=AFNFRHLHE—A v F—T oA A LTRIFFICRETHZ &I TEEHE
o T2T2 L. ZNUHOFER AVCHEREIX, AR ETEET, & xX, 7ue hark
H, 77V 57— a vy X—AD QoS, BLUHMAVCFENF X, Fl—A ¥ —7 A AL
TRIRFICRETEET,

cHHE. WEL AV 2BIOLAVYIR—FTORTILENHY T, ZNHDOKR—F
FR=FF RNV D—FEFTLLITTEEEA, FT U R— b ~DOERITTR— S
NEE A,

e RT =< A KAA F AL, 50% KD CPU R T, 1 BH7=10 2000 D
fi (CPS) ZALFRCXFE,
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o JEAEME : 48 DT 7 AR— F T L ITH IR 20,000 DR IFH T a— & 24HDT 7 AR —
rZE1210,000 D HH 7 a—2BTExEd, (TIZ7BAFR—FITEIT~200712—)

* Cisco IOS XE 16.12.1 V U — AL, HrL\vwZr—La—FK (DNS 7ur—La—R) 258
MENFEF L7, DNS 7e—La—RE 5 X7 b a— R TEY, DNS KA A 4
T 4=V R EENTWET, DNSEED Y 4 — /L ROLZEBLET, 2Ol a— i
X, BET7 4 — L RELTDOA L EZ—T 2 A AT 4 —)L RN, TRTDA & —
T2 A AMLDOERNFEIL L a— RICERN SN ET,

Application Visibility and Control D% 5 5%

< - - - - m-gw E I_._I
F#R 4 v kT —2% T Application Visibility and Control D% E
F 7R — b C Application Visibility and Control Z % E7 521X, RO FIEEZEITLET,
AIREDHRTE
s AU H—T A A AT 4F=b— 3 F— FTipnbar protocol-discovery =< K
ZHEHALTA =724 XA LT e ha Bl a AT 22 LT, NBAR2 2P
70T 47 LET, £ H—T A ATOT TV r—a VRidoaME (140 2—
V) wERLTIEEN,
HIERTE - WOFNEIIHEH- T, 77V r—2 3 VIZESOT QoS R v—aHRELET,
1. AVCQoS ARV v —D1ER, AVCQoSR U I —DIERL (140—) ZZMLTLIZEW,
2. AU B =T A A~DAVC QoS RV > —DiHl, AA vF HR—h~D QoS KV —0Dii
M (143 _—=) Z2ZHLTEEN,
7 T)H5r— 3 R—RO Flexible Netflow DEHRFE :
e 7R —IlHF— T 4=V FBIOHF EX— T =V REHFRELT, 7r— La— RE{E/KL
F9, 7u— La— RoER (144 2—2) ZBRL TSN,

e TJu— T AR—EEEH LT Tr— L a—RET 7 AR—FLET, TH—T 7 AR—
ZDOFERL (158 X—) 2SI LT EEW,

e7n— La—RFBILNTe— 2 AR—Z|ZHESINT, 7u— F=F—%FK L £7,
77— =X =0k (159 =) ZZBL TN,

e A UH—T 2 A AT —F = — %P LET, [V H—T 2 ADTO—F=H—
OBEEMT (161 =) LT EEV,

Fa hart, T3y R—=ZAD QoS BEL T Y r—3 3 _X—ZD FNF I3,
FTARTMN L7AREE T, BURTRETHZ &b, FHERICA ¥ —7 = A A TR E
THZEHLTEET,

Cisco 10S XE Amsterdam 17.1.x (Catalyst9300 X f v F) YA TLBEEI I F¥al—2av HM4 K .



B sz 1xcorrvr—varamoanit

A=A RTOT7 T ) r—2 a3 URBEOEFEHE

B4 v k7 —7%2 TO Application Visibility and Control D% TE I

A B =T 2 A A LTT I r—ya b lilie A 32— M7 5I12F, WOFIEEZETLE

—;_O

FIE

ARV KRFERERETY Va3 Y

B8

ATy T

configureterminal

1

Device# configure terminal

Ja—nR_)L a7 4 F¥al— g
ET— FEBBLET,

ATy T2

inter faceinterface-id

1

Device (config) # interface
gigabitethernet 1/0/1

7a kavtiE A x—7 M HA v
H—T oA AEBEL, £ X —TxA
Aary74FXal—vary E—NEH
WBLET,

ATvT3

ip nbar protocol-discovery

1

Device (config-if)# ip nbar
protocol-discovery

NBAR2 =% T 75 4 7b45 2
LT AV E—T A ATT I Y r—
va ViRiEBANILET,

ATvT4

end

1 -

Device (config-if) # end

HrtE EXEC E— RICEY £,

AVC QoS R') >—D1ERL

AVC QoS R U ¥ —ZAFRT 21213, RO—RINZRFIRZFTLE T,
1. match protocol 7 4 VX T T A ~ v 7 E/ERLET,

2. RV =~y 7 E2ERLET,
3 AUHE—T oA RIKRY v—~y T EEHALET,

D3R Ty TDER

match protocol 7 VX ZFRET DRI, 7 T A v TEAERT HMENRHY £, v—F
TRRV TR ED QST r/varva 774y 7 Z#HTEET, AVC @ match protocol
T4 NZIFE ART 7B AR = MIEAENET, YAR- STV e b b OFEIIC O
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| &#+v k7—% TO Application Visibility and Control ® %
Ky o—<vIoks |

WTHE, http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/qos_nbar/prot_lib/config library/
nbar-prot-pack-library.html ZZ M L CT< 72X\,

FlE
AU RFERET7TIV3 Y B#

2w 71 |terminal Jau—)L a4 Xal—gy
Bl T— FEBHLET,
Device# configure terminal

R T 72 |classmap class-map-name 0T A~y TEREKRLET,
fi
Device (config) # class-map webex-class

Z 5 7 3 | match protocol application-name FAY b= a A OB A EE L E
{5 EE
Device (config) # class-map webex-class
Device (config-cmap) # match protocol
webex-media

RATwv74|end FifE EXEC E— RIZRY £9, £/,
i - Ctl+Z ¥—%#MLTH, Zr— L =
Device (config) # end ! Falb—vart— ]\72%@7‘(

TET,
RUS— <y TOER

Fg
ARV RFERETY a3 BHY

R w 71 |configureterminal Jua—N\)aryZ 4 Xal— gy
1 - E— FERBLET,
Device# configure terminal

AT F 2 | policy-map policy-map-name RY ==y TH/EANTHIEIZE-
i - TR V== o T2 Bl L, R —

~v S ary74¥al—ygrET—F
Device (config) # policy-map webex-policy %Fﬂ'aﬁﬁ‘ L/iﬁ‘o

F7 NV ETIE, R — <y ILE
FEINTWVEREA,

RV — =y T DT 74V EOEET
I, N7y R IP Ny DA
DSCP 23012, /N7 > R Z L& DY
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B4 v k7 —7%2 TO Application Visibility and Control D% TE I
B« —~<vionm

ARV RFEREET7TOVa Y BHY
Bl CoS o ITHESNET, RV
YTIEFATENFEE A,

GE) MFEORY v—=~ v 7% H|
B9 %IZi%. no policy-map
policy-map-name 7" & — /3L
a7 4Fal—vgra

vy NEMHALET,
R 5 7 3 | class [class-map-name | class-default] NSy s ONEEERL. FY —
B Ny TUTA AT fXal—vay

£ — ]\‘%Eﬂﬁébjﬁj«o

Device (config-pmap) # class webex-class ?77]_/1/ ~ f‘@i\ TJ‘\G U Sy y7°:1>5J:
O Ay FIXERSNTOVERA,

JClZ classmap 7/ =— VL a7 ¢

Xal—varavwryFaEEHALTH
T4 TANERINTNDLHGE
X, 2@ =~ FTcdassmap-namell-%&
DAFTEEELET,

classdefault 7 7 v 7 7 T ALERE
BEHT, EORY —IZHBINTEE
T ZONIT T4 v 7T RIE EWIZ
N o=~y T ORBICREEINE T,
2R > match any 73 class-default 7 7 A
CEENTWDHE, DT 747
7T AE=H LRy MEIT T
class-default & —% L £,

GE) BEAFD o 7 A~ T & HIBR
9 %IZ1X. noclass
classmap-nameR U o—=<
T a7 4 Xal—g v
avy REFEHLET,

A7y 7 4 | police rate-bps burst-byte DL T 7 4 v 7IZR ) P —2ERHR
15“ : L/ i ‘j‘o

F7ANMRTE, RS- TEHSHT
gizége(config—pmap—c) # police 100000 l/\in._/l/o

srate-bps i, W T T4 v P
L—hZ&zty M (bps) THIEL
F9, FEE T HHIPHIZ 8000 ~
10000000000 T3~
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| &+ k7—% TO Application Visibility and Control D&%

24 v F ti—b~n s Ky o—niEm [

AU RFERETOVa Y

B8

« burst-byte (2%, FEHEAN—Z K Yo
Rz A MECHEELET, AR
FHi%. 1000 ~ 512000000 T,

ATvTh

set {dscp new-dscp | cos cos-value}

1

Device (config-pmap-c) # set dscp 45

Sy MO LWEZERET 5 2 i
FoTUIP T T4 7 & HLET,

« dscp new-dscp (21E. ¥E S 7z B
T4y ZIZEIDYTHH LY
DSCPfEZ AT LET, FEETE D
#iPHIZ 0 ~ 63 TT,

ATvT6

end

1

Device (config) # end

FiHE EXEC E— RIZEDY £9, F7=,
CtlH+Z F—ZLTH, Fr—L o
V74X a2l—varyE—RERKRTT
xFET,

ALY F R—b~AD QS KR —DiEA

FIE

ARV KRFERERETY VY

=)

ATy T

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— gy
E— FEBBLET,

ATy T2

interface interface-id

1

Device (config) # interface
Gigabitethernet 1/0/1

A2 B —T o fAAL T 4 Fal— 7
v E—RERBLET,

ATvT3

service-policy input policymapname

1 -

Device (config-if) # service-policy input]
MARKING IN

AH =Tz AR =T R —
ZEALET,

ATvT4

end

1 -

Device (config) # end

FFHE EXEC E— NIZRE VY £, £/,
Cr+Z ¥—%ML T, Fu—r3L o
V74X al—varyE®—RKEKTT
xFET,
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B4 v k7 —7%2 TO Application Visibility and Control D% TE I
B 565 Ave Flexible Netflow 0z

E#3 AVC Flexible Netflow D& 5E

28— La— FOER

Hi#k AVCENF X, koM Am7an—Lra—REFaE7e—1ra—FK (AhEHD) o2
FHOERBKHA 70— a—FEYR—FLET, GFt4O0DRDDIERKF A7 —1L 2 — R
QooRGm7a—La—RE2o0KmME7a—Lra—R) 2ZREL, 7rn—F=&—|Z
BIHEATIT A 2 EMTEET, ROV F MLV a—RiFZ7 7472 MNP—"=TF Y r—39
VHEHMEHR L a— R ThY . HLWHFEMEL a— RIZARIOT 7 r—3 g UHEHER T
7

WhHB7a—1l a— K

Zu—Lla—K1: NhFm7a—Lra—F

FE
ARV RFEREET7TIV3Y B#)

RFw 71 |configureterminal Ja—r L ar7 4 ¥al— gy
Bl T— REMHLET,
Device# configure terminal

257w 2 |flowrecord flow_record_name Jop—la—Rary74Xal—i3
. o= R LET
Device (config) # flow record fr-wdavc-1

AT w73 |description description (&) 7u— L a— FOFMZER
1 LET
Device (config-flow-record) #
description fr-wdavc-1

RTw 74 |matchipv4version IPv4~y Z—nEDIP A= g D
. —EEEELET.
Device (config-flow-record) # match ipv4
version

AT w75 |matchipv4 protocol IPvd 7o koLt O—HEEELE
11 kK
DEvice (config-flow-record) # match ipv4
protocol

AT w76 |matchapplication name TV = a o ED—BEEEL
15'] : iﬁ—o
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| &#+v k7—% TO Application Visibility and Control ® %

7O—La—Fk1: WAE7A—La—F .

ARV FFEREETIVa Yy

E:)

Device (config-flow-record) # match
application name

GE) Z OEAEIE, AVC YR —
N CIEMAETY, 7r—)
T =g 8T
DI EMARRIZ/R AT
RS

ATy T17

match connection client ipv4 address

51

Device (config-flow-record) # match
connection client ipv4 address

25478 (Zu—A=x—H)
DIPvd 7 FLREDO—H&xfFELE
TO

ATvT8

match connection server ipv4 address

51

Device (config-flow-record) # match
connection server ipv4 address

P—R— (Tr— L AR Z) DOIPv4
T RLRED—HERELET,

ATvT9

match connection server transport port

51

Device (config-flow-record) # match
connection server transport port

P—=R—=D TV AR—FKR—FLD
—HKEBEELET,

ATy 710

match flow observation point

&1

Device (config-flow-record) # match flow|
observation point

Zua—@HA N 7 OBRIEA > b
ID tO—EHAEREELET,

ATvIN

collect flow direction
&1

Device (config-flow-record) # collect
flow direction

R DOFNET collect connection initiator
o< 2 RO initiator % — 7 — R THRE
SNARIFMT7 a—oOEES A (A
=V — A EIIL AR LK) OS5
(ADFERIEFH) Z2IET L LI
feE L£4, initiator ¥—7U— K CHg
E SN DI T T, flow direction
F—U— FIIROEZ &V £,

«0x01=AJS)7m—
c 0x02=H 17—

initiator ¥ —Y — R34 = =—X(Z
BIESNTWDGA, 7e—o ik
Ta—0A ==X INLIRESIN
¥, initiator ¥ —7U — KB L AR F
ICRRE SN TWDIEE, 7r—0kH
X7 —0 L AR AN BIEES N
£, A AVC TIX, initiator ¥—
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. ZO0—La—F1: ®WAEZ7A—La—F

B4 v k7 —7%2 TO Application Visibility and Control D% TE

ARV FFEREETIVa Yy

S

U — R, =3 —FITRIES N
TWET,

ATvT12

collect connection initiator

1 -

Device (config-flow-record) # collect
connection initiator

collect flow direction =~ > K CHE &
Nic7a—oHRICEET 27 —0
fl (f=vo—HFRTVARH)
ZINET H L O ITHRE L £7, initiator
F—U—RNiL, 7u—0FnEicET5
WONEHRZ UL 7,

e 0x0l=A =T —H . T —DiE
ErEEfo( == —& CT1

Hi AVC TiZ. initiator F—7 — FiZ
WA =V T —H IIRESNTVE
7,

ATv 713

collect connection new-connections

1 -

Device (config-flow-record)# collect
connection new-connections

B S TR PR DR 2 INEE T 5 K
INTHELET,

ATy 714

collect connection client counter packets
long

&1

Device (config-flow-record) # collect
connection client counter packets long

TIAT MR RE LNy MR
INET S X HICHRELET,

ATvT15

collect connection client counter bytes
network long

51

Device (config-flow-record) # collect
connection client counter bytes
network long

U IAT v R LI MDA
FEIET B 8O IRE LT

ATv 716

collect connection server counter packets
long

1 :

Device (config-flow-record) # collect
connection server counter packets long

P R—=NE[F LI M A IEE
THEIITHEELET,

ATV T

collect connection server counter bytes
network long

1 -

P N—=PEE LT A MDA %
AT 2 LD IciELET,
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| &#+v k7—% TO Application Visibility and Control ® %

JAo—La—Fk2: WAFEM7A—La—F .

ARV FFEREETIVa Yy

E:)

Device (config-flow-record) # collect
connection server counter bytes
network long

ATv 718

collect timestamp absolute first

1 -

Device (config-flow-record) # collect
timestamp absolute first

WDy R T v — TR I
& E O Z I U BEALTINET D X
INTHE LET,

ATv 719

collect timestamp absolute last
i -

Device (config-flow-record) # collect
timestamp absolute last

BHTORT y R T v — TR I
& E O Z I U BEALTINET D X
INTHE L ET,

ATv7T20

end

1 :

Device (config) # end

FEHE EXEC E— NIZREV £, £/,
CrHZ ¥—%MLTH, Fum—rL o
V74X a2l —varyE—REKRTT
xFET,

ATFvIT2n

show flow record

&1

Device# show flow record

FTRTCHT7a— L a— RT3 ER
ZFRRLET,

Ju—La—R2: WA 7e—La—FK

FIE

ARV RFERRETO Y

=)

ATy T

configureterminal

51

Device# configure terminal

Ja—)L a7 4 Falb—g v
£ F%Fﬁﬁébjﬁj‘o

ATvT2

flow record flow_record name

1 -

Device (config) # flow record fr-wdavc-1

Jo—la—Rary74F¥al— 3
v E— RERGLET,

ATvT3

description description

1 -

Device (config-flow-record) #
description fr-wdavc-1

(EE) 7ou— L a— NOGAZExK
L/i‘@—o

ATv74

match ipv4 version

&1

Device (config-flow-record) # match ipv4
version

IPvd o~ X —NEDIPA—T g D
—EERELET,
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. JOo—La—F2: WAEZ7AO—La—F

B4 v k7 —7%2 TO Application Visibility and Control D% TE

ARV FFEREETIVa Yy

S

ATy TH

match ipv4 protocol

1 -

Device (config-flow-record) # match ipv4
protocol

IPvd 7o haLto—HEEELE
kR

ATvT6

match application name

1 -

Device (config-flow-record) # match
application name

TIVIr—va B ED—HEREL
F7,

G¥) Z OEIX, AVC YR —
N CIMAETY, 7a—n
7TV r—a v —ET
BT EMABEIZIR BT T
7

ATy T17

match connection client ipv4 address

1 -

Device (config-flow-record) # match
connection client ipv4 address

7747 (Ta—A=vT—H)
DIPv4 7 L AL DO—EEfELE
KR

ATvT8

match connection client transport port

) -

Device (config-flow-record) # match
connection client transport port

EE) 7a—La—RKDx—7 4 —
IVRELT, 77472 OB R—
MeDO—HEERBELET,

ATvT9

match connection server ipv4 address

51

Device (config-flow-record) # match
connection server ipv4 address

P—R— (Tr— L ZARZ) DIPv4
T RLAEDO—HERELET,

ATy 710

match connection server transport port

51

Device (config-flow-record) # match
connection server transport port

Y—=N=DrFAR—=hHF=-FLD
—BEEE LT,

ATvIN

match flow observation point

51

Device (config-flow-record) # match flow|
observation point

Tua—@HA MY Y7 OBAA b
ID L D—BZEHELET,

ATvT12

collect flow direction
51

Device (config-flow-record) # collect
flow direction

DO FNET collect connection initiator
a2 RO initiator %+ —7 — R THRE
X HRITE 7 v —OBET A (o
=V = FERIFIVARCE) DN
(ANTELFH) 2ETH LI
e LE4, initiator ¥ —7— KT
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| &+ k7—% TO Application Visibility and Control D&%

JAo—La—Fk2: WAFEM7A—La—F .

ARV FFEREETIVa Yy

E:)

EINAEIZG T T, flow direction
F—U— RIRDfEE &V F9,

«0x01= A )7 —

cO0x02=H7a—

initiator ¥ —Y — N3 = =—X(Z
RESNTWDYAE, 7a—0kmik
Tu—nDA =y z—ZlINbIREESh
%9, initiator ¥ — U%Fﬁvzﬁyﬁ
WICRRESNTWDIEE, 7a—0JH
X7 —D L AR AP BIRE S
F9, A AVC TlL, initiator ¥—
U — RIEIC, == — X IR ESH
TWET,

R T 713 |collect connection initiator collect flow direction =~ > K CfE S
Bl - Nie7n—oFIcEEST 27 —0
Device (config-flow-record) # collect (1= :\/I)—& if&i L X Zh ‘//}7)
connection initiator ZINET A L HITHEELET, initiator
F—U—NiZ, 7a—0FEIZET S
WOEHRZ UL £7,
s 0x0l=A =T —H : 7 —Dik
Bl A == —%T7
A AVC TiE, initiator F—7— R
A =T —H IIRESNTVE
R
Z 35w 714 |collect connection new-connections | &I & 41 7= HERERAA DR IUET S &
Bl 5 I LE T
Device (config-flow-record) # collect
connection new-connections
X 715 |collect connection client counter packets| 7 5 ¢ 7o FREE L= 47 v Nk
long T 5 & ST LE T,
i
Device (config-flow-record) # collect
connection client counter packets long
R Fw 716 |collect connection client counter bytes | 7 5 ¢ 7o FREE LA FEDOES

network long

51

R ET D Lo ICRELET,
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. FEETa—La—FK

B4 v k7 —7%2 TO Application Visibility and Control D% TE

ARV FFEREETIVa Yy E]:g]
Device (config-flow-record) # collect
connection client counter bytes
network long
Z 5w 717 |collect connection server counter packets| - — N — R %(E L= 347 v NI EINE
long THEIICHEELET,
i
Device (config-flow-record) # collect
connection server counter packets long
R 718 |collect connection server counter bytes | 4— X—REE L7314 MDA E %
network long IS5 & D ICHRELET,
i
Device (config-flow-record) # collect
connection server counter bytes
network long
R w719 |collect timestamp absolute first BHID N r s W37 u— TR S
i - & ORMZ IV BHEA TR 5 &
= Lt
Device (config-flow-record) # collect ? h_*aﬂ51/327r°
timestamp absolute first
AT 720 |collect timestamp absolute last WKF Dy NI T n—THER ST
%l - L EORFHAE I Y MHALCIUET 5 &
= ) L
Device (config-flow-record) # collect ? L_*EHEL/ji?rO
timestamp absolute last
AFy721 |end FikE EXEC £— FIZRED £9, £z,
4 - CH+Z ¥—%HLTH, Fm—rUL 2
. . Y7 4F¥ 2l —va = REKTT
Device (config) # end
EET,
ATy 722 |show flowrecord TRTO7u— L a— RZET 51ER

1

Device# show flow record

ZFRLET,

Her7a—1ra—§k

7u—La—R3: FEEr7e—Lra—FK: AJ)

FIE

ARV RFEEETI 3y

=)

ATy T

configure terminal

1

Ja—nR) a7 4 F¥al— g
E— FEBRBLET,
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| &#+v k7—% TO Application Visibility and Control ® %
ZA—La—Fk3: AAKIBE—LI—F: AH .

AU RERETIV Y Bt
Device# configure terminal

R v F2 |flowrecord flow_record_name Jun—lba—Rary7Z 4 FXal—3
15'] : v ' F‘%Eﬁﬁébi‘g—o
Device (config) # flow record fr-wdavc-3

AT 73 |desription description (EH) 7r—La— FOHMZER
i LET

Device (config-flow-record) #
description flow-record-1

RTw 74 |matchipv4version [PV~ X —=NDHDIP A=V g D
- —EAEELET
Device (config-flow-record) # match ipv4
version

25w 75 |matchipv4 protocol Pvd 70 bl b o—F A L
£ kK
Device (config-flow-record) # match ipv4
protocol

AFw 76 |matchipv4 source address IPv4 207 L2 & D—FAh F—
1 - T 4= RELTHRELET,

Device (config-flow-record) # match ipv4
source address

R w7 |matchipv4destination address IPV4 355cT RL AL DO—F A F—
i - TJ4—RELTHRELET,

Device (config-flow-record) # match ipv4
destination address

ATFvT8 match transport source-port RT v AR—FBIETLR— ML D—E
Bl - EXF—T 4L RELTHRELET,

Device (config-flow-record) # match
transport source-port

ZFw 79 |matchtransport destination-port T U AR— MR — e D—FK%E
B - F—T 4=V RELTHRELET,

Device (config-flow-record) # match
transport destination-port

27y 710 | matchinterfaceinput ANA Y5 =T A AL DBk % —
ol 7 4—N FELTHRELET,

Device (config-flow-record) # match
interface input
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. ZO0—La— k4 AAKIA—La—F:

B4 v k7 —7%2 TO Application Visibility and Control D% TE

A

ARV FFEREETIVa Yy

S

ATy 7N

match application name

i
Device (config-flow-record) # match
application name

TV r—varbto—HEREEL
¥,

G¥) Z OEEIX, AVC YR —
N CIESETY, 7a—N»n
7TV = a v —ET
DT ENFREIZIRDT-28T
7

ATvT12

collect interface output

1 :

Device (config-flow-record) # collect
interface output

Ta—MMmoHIA v F—T oA ZAHIN
ETAHIOICEELET,

ATy 713

collect counter byteslong

% -

Device (config-flow-record) # collect
counter bytes long

T u—OA MEERET S X9
ﬁiﬂbi‘jﬂo

ATy 714

collect counter packetslong

1 -

Device (config-flow-record) # collect
counter packets long

Ta—ORr ey NEEIET S L) IZ
BELET,

ATy 715

collect timestamp absolute first

51

Device (config-flow-record) # collect
timestamp absolute first

BRIy N T a— TR SN
XD E I U AL CINET S &
INTHRELET,

ATv 716

collect timestamp absolute last
1 -

Device (config-flow-record) # collect
timestamp absolute last

SOy RN T — TR ST
X O E I U AL CINET S &
INTHRELET,

ATv I

end

51

Device (config) # end

¥rME EXEC — FICEY £7, 7=,
CrHzZ F—%#HLCTH, Fr—L o
V74X a2l —varET—REKTT
TET,

ATv 718

show flow record

1 :

Device# show flow record

TRTCO7u— L a— RIZET 5 ER
ERRLET,

Tn—La—F4:

HiapE7 o —Lra—FK: HA
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| &#+v k7—% TO Application Visibility and Control ® %
Jo—La—rk4: magza—La—r:whn

FIE
AV RFERETI3 Y B#)
X w1 |configureterminal Ja—)aryZ 4 ¥al—g v
. T FEBALET,
Device# configure terminal
5w 72 |flowrecord flow_record_name Ju—lLa—Rary7 4 Xal— 3
15'] : ' F‘%E"ﬁﬁé‘biﬁ‘o
Device (config) # flow record fr-wdavc-4
R w73 |description description (EE) 7ua— L a— ROHAZ/ER
11 LET
Device (config-flow-record) #
description flow-record-1
AT w74 |matchipv4version IPvd~y X = HDIP /A= a3 D
Bl - —HERELET,
Device (config-flow-record) # match ipv4
version
RTw 75 |matchipv4 protocol IPvd 70 koLt O—HAEIEELE
- i
Device (config-flow-record) # match ipv4
protocol
ZFw 6 |matchipva sourceaddress IPv4 EETET RL A ED—F %2 F—
Bl 74— RELTHRELET,
Device (config-flow-record) # match ipv4
source address
R w7 |matchipv4destination address IPv4 385CT RL AL DO—E % F—
Bl 74— RELTHRELET.
Device (config-flow-record) # match ipv4
destination address
Z 5w 78 |match transport source-port T U AR— FREETLR— & D—E
Bl - EX—T 4L RELTRELET,
Device (config-flow-record) # match
transport source-port
Z 5w 79 |matchtransport destination-port kT U AR—= MR — & D—Hx
B - F—T 4=V RELTHRELET,
Device (config-flow-record) # match
transport destination-port
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. ZO0—La— k4 AAKIA—La—F:

B4 v k7 —7%2 TO Application Visibility and Control D% TE

A

ARV FFEREETIVa Yy

S

ATy 710

match interface output

1 -

Device (config-flow-record) # match
interface output

MW v =T oA AL D—F % F—
T4—VRELTHEELET,

ATy

match application name

1 -

Device (config-flow-record) # match
application name

TIVIr—va B ED—HEREL
F7,

G¥) Z OEIX, AVC YR —
N CIMAETY, 7a—n
7TV r—a v —ET
BT EMABEIZIR BT T
7

ATvT12

collect interfaceinput

1 -

Device (config-flow-record) # collect
interface input

Ta—MMmb AN HE—T A A%
E£TAHILOICEELET,

ATy 713

collect counter byteslong

1 -

Device (config-flow-record) # collect
counter bytes long

T =D, MRENES D XD IZE
ELET,

ATy 714

collect counter packetslong

51

Device (config-flow-record) # collect
counter packets long

Ta—ORry MIEETDH X O
BELET,

ATvT15

collect timestamp absolute first

51

Device (config-flow-record) # collect
timestamp absolute first

BAIODO/R A RN T7 o — TR ST
X O E I U AL CINET S &
INTHRELET,

ATv 716

collect timestamp absolute last
11

Device (config-flow-record) # collect
timestamp absolute last

ROy hN T a— TR ST
X O E I U AL CINET S &
INTHRELET,

ATy I

end

51

Device (config) # end

¥5HE EXEC E— FICEY £7, 7=,
CrH+Z ¥ —%MLTH, Fr—r3L o
V74X al—varyE—REKTT
xFET,
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| &#+v k7—% TO Application Visibility and Control ® %

ons 7o—La—k |

ARV FFEREETIVa Yy

E:)

ATy 718

show flow record

1 -

Device# show flow record

T_RTCO7u— L a— RiZET 55
EFRRLET,

DNS7u—1La—F

7u—la—R5:DNS7ue—La—F

FIE

ARV EFEREETIVa Yy

S

&

configureterminal

1 :

Device# configure terminal

Ja—R) a7 4 FXal— g
t— F‘%Eﬁﬁébjﬁﬁ#o

ATy T2

flow record flow_record name

51

Device (config) # flow record fr-wdavc-5

Zo—la—Rarys7 4 FXal—3
Y E—FREBHBLET,

ATvT3

description description

1 -

Device (config-flow-record) #
description flow-record-5

(EE) 71— L a— RO A2 ER
Lij‘o

ATvT4

match ipv4 version

51

Device (config-flow-record) # match ipv4
version

IPvd~o Z—m5DP/A—T gD
—HERELET,

ATy TH

match ipv4 protocol

&1

Device (config-flow-record) # match ipv4
protocol

IPvd 7o b e o—HEEELE
—g—O

ATvT6

match application name

&1

Device (config-flow-record) # match
application name

TV r—va B EDO—HEREL
iﬁ—o

GE) Z OEAEIE, AVC YR —
N CIEMAETT, 7r—)
T =gl —5T
DT EMARRIZ/RAT-OT
T
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B o-—a-rs:onson—La—k

gy kD

— 4% T Application Visibility and Control D% %E

ARV FFEREETIVa Yy

S

ATy IT17

match connection client ipv4 address

1 :

Device (config-flow-record) # match
connection client ipv4 address

254 T (Tu—g(=ixz—H)
DIPvd 7 L REDO—FKE2fEELE
kR

ATvT8

match connection client transport port

1 -

Device (config-flow-record) # match
connection client transport port

7u—lba—RKDOF—7 41— FEL
T, 779472 FOEfgR— kLD~
BafEEL £,

ATvT9

match connection server ipv4 address

1 -

Device (config-flow-record) # match
connection server ipv4 address

HF—R— (Zr— L AR H) OIPv4
T RLAEDO—HEEELET,

ATy 710

match connection server transport port

51

Device (config-flow-record) # match
connection server transport port

Y—=N=DrFAR—=hHR=F LD
—EERELET,

ATvIN

collect flow direction

51

Device (config-flow-record) # collect
flow direction

DO TFNET collect connection initiator
a2 RO initiator +—7 — R TIRE
SN DHRIFE 7 v —OBES A (o
=V FEI VAR LK) OFN
(ADERIFHT) ZIETDHEOIC
e LE4, initiator ¥ —7— KT
E SN DEIZIE U T, flowdirection
F—U— NIROEEX LD £79,

c0x0l = ASj 71—

s 0x02=H 17 mu—

initiator ¥ — Y — R A = = —#F|Z
REINTVDEE, 7u—0Kmix
Ta—0A ==X INLIEIN
i‘?‘o initiator ¥ — 7 — RN L AR A
ICRRESNTWDEE, 7r—0JH
X7 v —D L AR AN LIRE SN
£, A# AVC TIL. initiator %—
J— RIEHEICA == —HIZHREI N
TWET,
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| &#+v k7—% TO Application Visibility and Control ® %

so—La—ks5:oNs 7o—La—F

ARV FFEREETIVa Yy

E:)

ATvT12

collect timestamp absolute first

1 :

Device (config-flow-record) # collect
timestamp absolute first

BRIy N T e —THER SN
L XD E I U AL CINET S &
INTHRELET,

ATy 713

collect timestamp absolute last
151

Device (config-flow-record) # collect
timestamp absolute last

B Oy N T e —THERES N
L EORAE I U MEALTINET S &
INTHERELET,

ATy 714

collect connection initiator

1 :

Device (config-flow-record) # collect
connection initiator

collect flow direction =~ > K CHE &
N7 v —oFCBEEST S 7 a—0
fl (f=vm—FEEI VAR )
ZINET H X OITHRE L £7, initiator
F—U— RN, 7e—FmEicET 5
WONEHRZ UL 7,

c0x0l=A =T —H . Ja—DikE
FrldER oA == — 4 TT

Hi AVC TiZ. initiator F—7 — FiZ
WA =V T —HZ IIRESNTVE
7,

ATy 715

collect connection new-connections

1 -

Device (config-flow-record) # collect
connection new-connections

B S TR PR DR 2 INEE T 5 K
INTHELET,

ATv 716

collect connection server counter packets
long

&1

Device (config-flow-record) # collect
connection server counter packets long

e S B LTSy A IR
T3k ICHEELET,

ATV T

collect connection client counter packets
long

51

Device (config-flow-record) # collect
connection client counter packets long

TIAT MRRE LIy MR
INETSH X IHICHRELET,

ATvT18

collect connection server counter bytes
network long

51

PSSR LTS RO BFE
HET % & O CHRE L E T
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B oo zoxk—sonm

B4 v k7 —7%2 TO Application Visibility and Control D% TE

ARV FFEREETIVa Yy

S

Device (config-flow-record) # collect
connection server counter bytes
network long

ATv 719

collect connection client counter bytes
network long

1 -

Device (config-flow-record) # collect
connection client counter bytes
network long

7 74T 2 RIEE LTS MG
RHENUEET D KO IHREL £,

ATy T2

collect application dns domain-name

51

Device (config-flow-record) # collect
application dns domain-name

DNS RAA 4% DNS 7o —L a—
ROWET 1+ — K& LTHERAT S &
INZRELET,

ATvIT2

end

51

Device (config) # end

¥5HE EXEC E— FIZEY £7, 7=,
CrH+Z ¥ —%MLTH, Fr—r3L o
V74X a2l —varyE—REKTT
xET,

20— I RAR—F2DIER

Tu— T AR—ZEERTHE., 7TO0—DT T AFR— K RFGA—XEERTXET,

FIE

ARV RFERETIVa Y

E:)

&

configureterminal

1

Device# configure terminal

Ja—)ary7 4 Xalb—g v
E—RFZRBLET,

ATy T2

flow exporter flow_exporter_name

1 -

Device (config) # flow exporter
flow-exporter-1

Ta— T JAR—H AT 4 F a2 l—
vay ®—RERBLET,

ATvT3

description description

1

Device (config-flow-exporter) #
description flow-exporter-1

EE) 7u— =7 AR—F D%
TERL L £,

ATvT4

destination { hostname | ipv4-address
| ipv6-address }

1 -

T AR—HTT— X eiEEGT D5k
AT LDHRA N, IPv4 £7213 IPv6 7
RLUAZRELET,

. Cisco 10S XE Amsterdam 17.1.x (Catalyst9300 R f v F) AT LBEEBI I ¥alL—av HA K



| &#+v k7—% TO Application Visibility and Control ® %

70— E=4—0OER .

AU RFERETOVa Y

B8

Device (config-flow-exporter) #
destination 10.10.1.1

ATvTh

option application-table [ timeout

seconds ]
B -

Device (config-flow-exporter)# option
application-table timeout 500

(EE) 7a—J AR—=2DOT 7Y
r—3ay T—TNADOF T a
ELET, timeout 47 = v &S
5HE, Tu—x ) RR—Z OFIRE
ERHN CHRETE T, AR7e®AIX
1 ~ 86400 f/ T,

ATvT6

end

1 -

Device (config) # end

¥iHE EXEC E— RIZER D £9, F7=,
Ctrl+Z ¥—%# L TH, Fu—rL 2
V74X al—varyE®—RKEKTT
xFET,

ATy T17

show flow exporter

1

Device# show flow exporter

TRTCOT7a— 7 AR—Z|ZHT 5
WaRRLET,

ATvT8

show flow exporter statistics

1

Device# show flow exporter statistics

70— TJ AR—HOEHERE TR
LET,

JO0— E=4—DER

Tn— EF=F—HFER LT, 7u— La— RZEEMITHZENTEXET,

FIE

ARV RFEEETI 3y

E:)

ATy T

configure terminal

1 -

Device# configure terminal

Ja—nR_) a7 4 F¥al—g
E— FERBLET,

ATy T2

flow monitor monitor-name

51

Device (config)# flow monitor
flow-monitor-1

Ju—f=F—%EHKL, 7r—F=
F—ar 7 4 FXal— g F— K%
Bt L E 7,

ATvT3

description description

1 :

Device (config-flow-monitor) #
description flow-monitor-1

(fEE) 7o—F=X—0OFHH %2 1ERk
L7,
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. JO0— E=4—0ERK

B4 v k7 —7%2 TO Application Visibility and Control D% TE

ARV FFEREETIVa Yy

S

ATvT4

record record-name

1 -

Device (config-flow-monitor) # record
flow-record-1

FRNZIERR SN L a— ROL4RTZ 15
ELET,

ATy Th

exporter exporter-name

&1

Device (config-flow-monitor) # exporter|
flow-exporter-1

HRNMER E Nz 7 AR —H D4R
ERELET,

ATvT6

cache { entries number-of-entries |

timeout {active | inactive} | type
normal }
1 -

Device (config-flow-monitor) # cache
timeout active 1800

1 -

Device (config-flow-monitor) # cache
timeout inactive 200

&1

Device (config-flow-monitor) # cache
type normal

(EE) 7a—F v v a /T A—H
ERETDHLOITHEELET,
* entries number-of-entries : 7 1 —
FrvraNOoT7a—T N OD
I R¥A 16 ~ 65536 O#IPH CTHRE
LET,

BEEOX Yy v o XA 7D
BN R—FENET,

GE)

ATy T17

end

1 -

Device (config) # end

FEHE EXEC E— IRV £, 7o,
CttHZ F¥—%MLTH, ZFr—L o
V74X a2l —varE—REKTT
xET,

ATvT8

show flow monitor

1 -

Device# show flow monitor

TRTCO7u—F=F—ICHT 5 ER
ERRLET,

ATvT9

show flow monitor flow-monitor-name

&1

Device# show flow monitor
flow-monitor-1

BEL-AEHRAVC 7u— E=F—|T
B4R ERRLET,

ATy 710

show flow monitor flow-monitor-name
statistics

&1

Device# show flow monitor
flow-monitor-1 statistics

i AVC 7 10— =¥ — D5
RTFLET,
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I B+ v kT —% TO Application Visibility and Control )%
1v8—7142~07a—t=s—nmEtt ]

ARV RFEEIETIa Y B
X7 w711 |clear flow monitor flow-monitor-name | {sFE L7 7 01— F =¥ — DK EHEH %
statistics 27 U7 L%%, clear flow monitor
Bl - flow-monitor-1 statistics Z{# fH L 7%
Device# clear flow monitor {Z show flow monitor flow-monitor-1
flow-monitor-1 statistics statistics =~ F&2EH LT, §C
DOFFHEBRMBN IV By NN & %2k
BLET,
Z T 712 |show flow monitor flow-monitor-name | £ A T7 o —F v v 2 DNEE L
cacheformat table TLET,
1

Device# show flow monitor
flow-monitor-1 cache format table

A5 w713 |show flow monitor flow-monitor-name | 7o — L a— R L RBEOA T o —
cache format record Xy viaORAREFRLET,
i

Device# show flow monitor
flow-monitor-1 cache format record

Z 5w 714 |show flow monitor flow-monitor-name  |CSVIERT7u— % v v 2 ODNE %
cache format csv FRLUES,

&1

Device# show flow monitor
flow-monitor-1 cache format csv

A B—DIAA~ADTO— E=Z L2 —DOEEIT

WD FEAEREAL I— RO 2 ORI HEMAVC T=H —% A X —T = A A|Z[H
RRCHEE CX £97,

Flg
AV RFEEIEITI I Y B8

X w 71 | configureterminal Ja—r\ )L a7 4 FX¥al—a
51 T REBBLET,
Device# configure terminal

R T 72 |interfaceinterface-id A VB —TeAAAL T 4 X2l — 3

15“ . \/:E*‘ F%Ffﬁﬁébi—g«o

Device (config) # interface
Gigabitethernet 1/0/1
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B4 v k7 —7%2 TO Application Visibility and Control D% TE I
B verrenzsnrinr—vay

ARV RFERFTIVaY =)

Z 5 73 |ip flow monitor monitor-name { input | | AS %47 R EHFA Ty OB E T
output } FWFNPHOA L F—T = A RIZT
i - n— &= — BT £

Device (config-if) # ip flow monitor
flow-monitor-1 input

AFw 74| end ke EXEC B— NIZRY £4., F£7-.
i - Ctrl+Z F—ZMLTH, Fr—L o
V74 Xal—TaryE— REKTT

Device (config) # end

TET,

NBAR2 hRA L TF7T)4r—ay

NBAR2 ClE, WAZ L 7a bha LV ZfH L CHAF LT ) r— g il casd, b
AH N Tabhant, Tabhanr et T r—yvarEYR—sLETNH, BEDOELE A,
NBAR2 (ZHHR—F L TWEHA,

TRTOREIZBNT, v RAap @t 2 NBAR2 71 2L Ry 7 ORI THh L e —h )L
TV =2 a v BIOKEDT IV r—arBNbEd, a—nA 77 ) r— g 03
RO XD ITHEINET,

cMIEA~DORFEDT T r—va v

 WIEFEOT U r—3 3 v
NBAR2 Tit, 20Xk H%ua—h V77V r—ya b 2FBTHAA~A XT 5 HEZEEL
TWET, Z/r— Y a7 4 F a2 b—3 3 F— KN Tipnbar custom myappname =~ > K
FEHLTC, FEITT 75— a b B DAZSARTEEST, WAXL TV r— g

1, MAALT e ha LIV EREINET, TENENOI AL L T e ha TR, 2—%—
X, VAR—FEMIICHHCE AL 7 X ID 2 E#RTEET,

SEESERFIATOT TV r—ay BDAZ<A ANHY £97,
— A 7O FILDHRETAR
« HTTP

» SSL
* DNS

AVKRDY b EEOEARN T 0 s a kS W A X~ A R server-name
LANIILANADHRETAX
«IPvd 7 KL X

« DSCP fii

« TCP/UDP R — k
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| &+ k7—% TO Application Visibility and Control D&%

HTTPO A RXB <A X

SSLOARZTARX

DNSDARETAX

MDY ECEZE N |

« 7 —kfEILE I3 DT

NAMFTEY b XA v— RORFED AL MEIZHESS DAL A X

HTTP O W A %~ A X|Z, RO HTTP 7 4 —/L FOMBEDHICE SN TEITTEET,
« cookie : HTTP 7 v % —
ehost : VY —2&Z&ETLuDOY—/R—DKRA
« method : HTTP A Y v K
ereferrer @ U Y—2A VU7X MNORFFILOT KA
e url : Uniform Resource Locator ®/ XA
cuser-agent : BREZEET IV Mo THASHTWEY 7 b =T
sversion : HTTP N— 3 v

evia : HTTP &M 7 4 —/L N

HTTPO A X2 <A X

L7 % 1ID 10 372 HTTP AR Ak [*mydomain.com| % ff 9% MYHTTP & FE/E
NDBAF LT TV r—33 0,

Device# configure terminal
Device (config)# ip nbar custom MYHTTP http host *mydomain.com id 10

SSL H— =& 45 (SND H7ziddtdmss (CN) 2Ol L7z i LT, SSLIESE(L |
TTA4 YT THAARYA REATH ZENTEET,

SSLOARZATA X

L7 % ID 11 7= SSL E A4 mydomain.com] %35 MYSSL & MEEILD
AT T r—3r3 v,

Device# configure terminal
Device (config) #ip nbar custom MYSSL ssl unique-name *mydomain.com id 11

NBAR2 (%, DNSERBIOWE N T 74 v 7 2B L, 77U —3 3 2 ~0 DNS &I
BEAFIT 2 2N TEET, DNSIENOLREINZIP T RLAEEF vy v =3, FORE
DT TV r—ya AZFEEMT O TWAERZEDHD Ny b 7a—ERESNET,
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B szerzxs<ax

BEHNRETAX
BLUDOAREIAX

B4 v k7 —7%2 TO Application Visibility and Control D% TE I

ip nbar custom application-name dns domain-name id application-id =~ > R{Z, DNS O X &~
AR ENET, BEOT 7V r—a v &EET 5I121%, ipnbar custom application-name
dns domain-name domain-name extends existing-application =~ > & H L £,

DNS N—ZA DN A H <A XDFEHNZ- OV TIE, http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/
qos_nbar/configuration/xe-3s/asr1000/qos-nbar-xe-3s-asr-1000-book/nbar-custapp-dns-xe.htm] % Zx ff
LTL7ZE0Y,

DNSDHRHZTA X
L7 % ID 12 B 72 DNS KA A >4 mydomain.com] % {3 % MYDNS & M-
BENDZHAZ LT TV r—va,

Device# configure terminal
Device (config)# ip nbar custom MYDNS dns domain-name *mydomain.com id 12

NBAR2 Ti&, HTTP, SSL F£721X DNS|{ZHIND KA AL L AIZESNWCT AU r—ra v mD
AB <A AT HHENREINET,

BEHREATA X

L7 % ID 13 2372 HTTP, SSL £721XDNS K A A >4 [mydomain.com| % {#
925 MYDOMAIN EBEIND I AZ LT T r—a v,

Device# configure terminal
Device (config)# ip nbar custom MYDOMAIN composite server-name *mydomain.com id 13

LAY VLATADI AL~ A XTI, Xy X TNVICESNTEY, 7a—0RHD/ 7
]\Tﬁbz—ﬁb\i‘é—o

BLADHREZITAX

IP7 FL % 10.56.1.10 B L 11 10.56.1.11, B L2 Z ID 14 233 7= TCP 3 L U DSCP ef
IZ—%3 5 LAYER4CUSTOM EFRINA D AZ LT Y r—a s,

Device# configure terminal

Device (config)# ip nbar custom LAYER4CUSTOM transport tcp id 14
Device (config-custom)# ip address 10.56.1.10 10.56.1.11

Device (config-custom) # dscp ef

Bl: ADRALTFIVH5r—30DEZS—) VY

WRBLT7TVr—30DEZRZ—) 25 D=HD show a7 K

show ip nbar protocol-id | inc Custom
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| &+ k7—% TO Application Visibility and Control D&%
NBARZ ¥ F+3 w4 Ev kLR FAkanKvsnryIiL—F |

Device# show ip nbar protocol-id | inc Custom

LAYER4CUSTOM 14 Custom
MYDNS 12 Custom
MYDOMAIN 13 Custom
MYHTTP 10 Custom
MYSSL 11 Custom

show ip nbar protocol-discovery protocol CUSTOM_APP

Device# show ip nbar protocol-id MYSSL
Protocol Name id type

MYSSL 11 Custom

NBAR2 54+ 3IwvH Ev LR A MIAWLNSNYIDTY THFL—FK

Fa hanl Ry I, TRALAADY A VT NI 2T EBEBEWWZ L L0 FALAD
NBAR2 7va ha /L W R— " NE2HEHTLHY 7 ho=7 Ry r— T3, 7Ya har Ny 7z
1. NBAR2 IZ X > TERIZH R —FENTWD, 2L NEHL TNy T EHLOT 7Y r—
Va T AEEAEERTCWET, HET TV =g U ionT, Far hai Ry 7z
W, 77V = aBLET TV r—ya VREOERREENTWET, £V 7 k=T
U Y —21201F, fAAHDT B R Ry IR RLERTHET,

Za han Ny ZIZIFROFFERH Y £7,
o B— RRE G Tk,
WA=V a7 a bRy LT v T L= RLED K=Y a7 e ha
N Ry ZIZR LT T 500K 5,
e Ay FDY m— REMEL L,

i

Warning 2 o F 2% v 7 AT 5581, EAA vy FIZALT R barsy 7 7y A Lpin—
RENTWDLZ L EERLET, AX v I7HNDOT T A~V AA v F Tipnbar protocol-pack
flash protocol-pack-file =~ > R F(TT 5L, T7ANANRR—RINTWVWRNWALZ v Z7NDA
Ay FIE, REOA—BERNFRE T m—RINET,

NBAR2 7' k=)L /Ny 7%, ¥RD URL 76 Cisco Software Center TH# 7 12— R T&EE7 .
https://software.cisco.com/download/home

NBAR2 7O kaJL /3w 4 DRETRE M

FLnrye bar Ny Zxa— RT5FIC, TXTDAL vF A= ETr e hany Ny
JHT Ty allat—3s0ERH Y ET,

Zua bar Xy ke — RNT3(20F. NBAR2 7u oL Xy roua—FK (1662—) %%
LT EEN,
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B mvearesoraon svson—k

NBAR2 7O koL /SwHdA—FK

FIE

B4 v k7 —7%2 TO Application Visibility and Control D% TE I

ARV RFERETIVa Y

E:)

&

enable
1 -

Device> enable

ke EXEC E— N2 B L ET,
e NMAU—KREASNLET FERkEh

-6

o

ATvT2

configure terminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
E— FEBBLET,

ATvT3

ip nbar protocol-pack protocol-pack
[force]

1 -

Device (config)# ip nbar protocol-pack
flash:defProtoPack

1

Device (config)# default ip nbar
protocol-pack

Jabhar Ny rsEa—RKLET,

cHARDTu ha Ry s R—T g
el S NN K [NV I
Za hary s EREL, B— K
$BI121%, force F—VU— N&fEH
LET, ULV, 2L v FDH
EO7m kain Ry 7 THR— K
STV RWEREBHIFRSILE T,

HIIAL DT s ai Ry ZITRDHIT
X, koo~ REFEHLET,

ATv74

exit
B -

Device (config) # exit

HrfE EXEC E— RNIZEREY £9°,

ATy Th

show ip nbar protocol-pack {protocol-pack
| active} [detail]

1

Device# show ip nbar protocol-pack
active

7a ban Ny 7iEREFRRLET,

e ZDATY REMHEHLT, r— RS
N=7a ha) Ry 7 oR— g
YTy ZOMOFEE

BLET,

cfEESNTETE Fan Ry 7O
WA &R DITIL, protocol-pack 5
BAEMLHLET,

T IT 4TI a ANy 7Ol
WEERTRTDHITIL, activeF—T —
REMHLET,
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| &#+v k7—% TO Application Visibility and Control ® %
#:nBaRz 7o han Svson—k [

ARV RFERFTIVaY =)

FEZe T T ooy 7 OEREE
T AL, detall F—U— R&{#
)EH L/ijqo

W : NBAR2 7' & fav Xy rzoua—RK
KOS, HLOT B han Ry s ka— K95 58ERLET,

Device> enable

Device# configure terminal

Device (config)# ip nbar protocol-pack flash:newDefProtoPack
Device (config) # exit

wOBNZ, forceF—T— RZFEHA LTI NA—YarorFa haly rrxo— K45 5%
ZRLET,

Device> enable

Device# configure terminal

Device (config) # ip nbar protocol-pack flash:0ldDefProtoPack force
Device (config) # exit

WOFNT, FARAHZDT T ka3 Ry ZIZERT HEERLET,

Device> enable

Device# configure terminal

Device (config) # default ip nbar protocol-pack
Device (config) # exit

Application Visibility and Control D E=4—1) > 45

oI varyTEH, TV —varyoaEICET I L RIZoOWTHBA L E
-éAO

wDa<w R, AA4 v FBIORT IV BAR— DT 7Y r—y g v OFHEEZE=F—7 2
I fEATEET,

RE:ARAVFOT7 IV r—2avDaRtEE=4—)vFav R

avw Uk Br

show ip nbar protocol-discovery NBAR Protocol Discovery #§HEIZ & > TULEE S 7 #i
[interfaceinterface-typeinterface-number] | sj g8 2 7 L £ 4,

[stats{byte-count | bit-rate | B )
packet-count | max-bit-rate} ] o (BE) RINDHFHEBRAZ R bT D123,

[ protocol protocol-name | top-n number] F—U—FBIOGIEEANLET, ¥—U—
ROZFNENOFEAMZ DWW TIL,  [Cisco I0S
Quality of Service Solutions Command Reference ]
®show ip nbar protocol-discovery =~ > K& %
L c<zEan,
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&
it

. {5 . Application Visibility and Control ®

Hig+ v k7 —% TO Application Visibility and Control D&% |

interface-number

show policy-map interface interfacetype | £+ — 7 = 4 2|l L 7= U & — < » F12o0s

TOfHRERRLET,

7 ID wdavc flows

show platform softwarefed switch A1 » [$§ELIZAA v FOTRCO 7 1 — |2 HHFHE

WEFRLET,

{5 : Application Visibility and Control D £%%E

WIZ, match protocol T7 SV r—a b ZDT 4 NEEBALTY 7 A ~ v 7 E/EHRT D6

R LET,

Device# configure terminal

Device (config) # class-map match-any NBAR-VOICE
Device (config-cmap) # match protocol ms-lync-audio

Device (config-cmap) #end

wIZ, RV ==y 7 2Bl L, 17 QoS DELFED Y T A ~ v T & iE#K S Dl L ET,

Device # configure terminal

Device (config) # policy-map test-avc-

up

Device (config-pmap) # class cat-browsing

Device (config-pmap-c) # set dscp 12
Device (config-pmap-c) #end

(
(
Device (config-pmap-c)# police 150000
(
(

WIZ, R v—=v7%2EKL. ATQoS DEEFD 7 T A <~ v T HERTHH 2R LET,

Device# configure terminal

Device (config) # policy-map test-avc-

down

Device (config-pmap) # class cat-browsing

Device (config-pmap-c) # police 200000

(
(
Device (config-pmap-c)# set dscp 10
Device (config-pmap-c) #end

wIZ, R =~y TE2AA vTF RN— MT#EHT 6%~ LET,

Device# configure terminal

Device (config) # interface GigabitEthernet 1/0/1
Device (config-if) # switchport mode access

(
Device (
Device (
Device (config-if) #end

config-if)# switchport access vlan 20
config-if)# service-policy input POLICING_IN
)

KIZ. NBAR BYEICHASWT Y F 2~y FRIERT A 2R L ET,

Device# configure terminal
Device (config) # class-map match-all
Device (config-cmap) # match protocol

Device (config) # class-map match-all
Device (config-cmap) # match protocol

Device (config) # class-map match-all
Device (config-cmap) # match protocol

Device (config) # class-map match-all
Device (config-cmap) # match protocol
Device (config-cmap) # match protocol

rel-relevant
attribute business-relevance business-relevant

rel-irrelevant
attribute business-relevance business-irrelevant

rel-default
attribute business-relevance default

class--ops-admin-and-rel
attribute traffic-class ops-admin-mgmt
attribute business-relevance business-relevant
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I B+ v kT —% TO Application Visibility and Control )%
{51l : Application Visibility and Control (%5 .

WIZ, NBARBYEICH S 7 T A~y TSR v~ v TEAERT 2%~ LET,
Device# configure terminal
Device (config) # policy-map attrib--rel-types
Device (config-pmap) # class rel-relevant
Device (config-pmap-c) # set dscp ef
Device (config-pmap-c class rel-irrelevant
(
(
(

)
)
Device (config-pmap-c)# set dscp afll
)
)

Device (config-pmap-c class rel-default

#
#
#
Device (config-pmap-c)# set dscp default

Device (config) # policy-map attrib--ops-admin-and-rel
Device (config-pmap) # class class--ops-admin-and-rel
Device (config-pmap-c)# set dscp cs5

HIZ, NBAR BMEICHE S RY v —< v 72 ABAR— MIEHAT 202 R L ET,

Device# configure terminal
Device (config) # interface GigabitEthernetl/0/2
Device (config-if)# service-policy input attrib--rel-types

show 27 > RIZE BBREDRT

show ip nbar protocol-discovery

A G =T 24 ATLDOT 1 b AVBHFEHERO LR — b2 FRLET,
WIZ, A B =T =4 AT L OMFHERO B Z R LET,

Device# show ip nbar protocol-discovery int GigabitEthernetl/0/1

GigabitEthernetl/0/1
Last clearing of "show ip nbar protocol-discovery" counters 00:03:16

Input

Protocol Packet Count
Packet Count
Byte Count
Byte Count
30sec Bit Rate (bps)
30sec Bit Rate (bps)
30sec Max Bit Rate (bps)

ms-lync 60580
55911

31174777
28774864

3613000
93000

3613000
3437000
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Hig+ v k7 —% TO Application Visibility and Control D&% |
. {5 : Application Visibility and Control D% %E

Total 60580
55911

31174777
28774864

3613000
93000

3613000
3437000

show policy-map interface
FTRTOA 2 Z—7 =2 A A LD QoSHEHEMI LUK EFADRY v—~ v T HFRRLET,
RIZ, TRTOA L EZ =T oA RAIREINTZRY v— vy TOHNHZRLET,

Device# show policy-map int

GigabitEthernetl/0/1
Service-policy input: MARKING-IN

Class-map: NBAR-VOICE (match-any)
718 packets
Match: protocol ms-lync-audio
0 packets, 0 bytes
30 second rate 0 bps
QoS Set
dscp ef

Class-map: NBAR-MM CONFERENCING (match-any)
6451 packets
Match: protocol ms-lync
0 packets, 0 bytes
30 second rate 0 bps
Match: protocol ms-lync-video
0 packets, 0 bytes
30 second rate 0 bps
QoS Set
dscp af4dl

Class-map: class-default (match-any)
34 packets
Match: any

show 27> FIZKHEHEAR—ZD QoS FHENDKT
show policy-map interface

TRCOA L H—T A A LEDEER—AD QoS HFHHEHEB LR EFADRY v—~v v
ERARALET,

WIZ, T_XTCDOA v X =T 2 AIHRESINTZR) — <~y TOHFIBERLET,

Device# show policy-map interface gigabitEthernet 1/0/2
GigabitEthernetl/0/2
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| &#+v k7—% TO Application Visibility and Control ® %

Service-policy input:

Class-map: rel-relevant

20 packets

Match: protocol attribute business-relevance business-relevant

QoS Set
dscp ef

Class-map: rel-irrelevant

0 packets

Match: protocol attribute business-relevance business-irrelevant

QoS Set
dscp afll

Class-map: rel-default

14 packets

Match: protocol attribute business-relevance default

QoS Set
dscp default

Class-map: class-default

0 packets
Match: any

show ip nbar protocol-attribute

{51l : Application Visibility and Control (%5 .

attrib--rel-types

(match-all)

(match-all)

(match-all)

(match-any)

NBAR Tffif i Ensd+_ToHO7 e haL@ghrERRrLET,
Iz, —SoBEOH IFEZ R LET,

Device# show ip nbar protocol-attribute cisco-jabber-im

Protocol Name
encrypted

tunnel
category
sub-category
application-group
p2p-technology
traffic-class
business-relevance
application-set

cisco-jabber-im

encrypted-yes
tunnel-no
voice—-and-video

enterprise-media-conferencing

cisco-jabber-group
p2p-tech-no
transactional-data
business-relevant
collaboration-apps

Device# show ip nbar protocol-attribute google-services

Protocol Name
encrypted

tunnel

category
sub-category
application-group
p2p-technology
traffic-class

Cisco 10S XE Amsterdam 17.1.x (Catalyst9300 X f v F) YA TLBEEI I F¥al—2av HM4 K .
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. {5 . Application Visibility and Control ®

K
il

business-relevance
application-set

B+ v kT —% TO Application Visibility and Control

default
general-browsing

Device# show ip nbar protocol-attribute dns

Protocol Name
encrypted

tunnel

category
sub-category
application-group
p2p-technology
traffic-class
business-relevance
application-set

google-services
encrypted-yes
tunnel-no

other

other

google—-group
p2p-tech-yes
transactional-data
default
general-browsing

Device# show ip nbar protocol-attribute unknown

Protocol Name
encrypted

tunnel

category
sub-category
application-group
p2p-technology
traffic-class
business-relevance
application-set

unknown
encrypted-no
tunnel-no
other

other

other
p2p-tech-no
bulk-data
default
general-misc

show a7 > KIZkB 70— E=4—BEFDRT

show flow monitor wdavc

BELIZABAVC 7u— =X —

Device # show flow monitor wdavc

Flow Monitor wdavc:
Description:

BT D EME R LET

User defined

E)
ExE.I

Flow Record: wdavc
Flow Exporter: wdavc-exp (inactive)
Cache:
Type: normal (Platform cache)
Status: not allocated
Size: 12000 entries
Inactive Timeout: 15 secs
Active Timeout: 1800 secs
show flow monitor wdavc statistics
HREAVC 70— E= X —DOREHEREF R LET,
Device# show flow monitor wdavc statistics
Cache type: Normal (Platform cache)
Cache size: 12000
Current entries: 13
Flows added: 26
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| &#+v k7—% TO Application Visibility and Control ® %

{51l : Application Visibility and Control (%5 .

Flows aged: 13
- Active timeout ( 1800 secs) 1
- Inactive timeout ( 15 secs) 12

clear flow monitor wdavc statistics

BELEZ7u— =% —0OkaHEHw%E 27 V7 LEJ, clear flow monitor wdavc statistics % i
JH L 72#1Z show flow monitor wdavestatistics =~ > R&AH L T, T X TOMEHE RN &~
MENFZ &R LET, LAFIZ, 7u—F=—kaHEWw%az 27 U7 L72#% D show flow
monitor wdavc statistics =~ > ROV 7 hER L £,

Device# show flow monitor wdavc statistics

Cache type: Normal (Platform cache)
Cache size: 12000
Current entries: 0
Flows added: 0
Flows aged: 0

show a7V FIZ&BF v v 1 DRBDRT

show flow monitor wdavc cache for mat table

KA TT7r— %y v a2 ONEERRLET,

Device# show flow monitor wdavc cache format table

Cache type: Normal (Platform cache)
Cache size: 12000
Current entries: 13
Flows added: 26
Flows aged: 13
- Active timeout ( 1800 secs) 1
- Inactive timeout ( 15 secs) 12

CONN IPV4 INITIATOR ADDR CONN IPV4 RESPONDER ADDR CONN RESPONDER PORT
FLOW OBSPOINT ID IP VERSION IP PROT APP NAME
flow dirn .....eiiiieineenn..

64.103.125.147 144.254.71.184
53 4294967305 4 17 port dns
Input L e e e
64.103.121.103 10.1.1.2
67 4294967305 4 17 layer7 dhcp
Input ....contd..... .00
64.103.125.3 64.103.125.97
68 4294967305 4 17 layer7 dhcp
Input L e e
10.0.2.6 157.55.40.149 443
4294967305 4 6 layer7 ms-lync
Input L e e e
64.103.126.28 66.163.36.139 443
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B4 v k7 —7%2 TO Application Visibility and Control D% TE

. {5 . Application Visibility and Control D %5

4294967305 4 6
Input contd...........
64.103.125.2 64.103.125.29
68 4294967305 4 17
Input e i e i
64.103.125.97 64.103.101.181
67 4294967305 4 17
Input e e e i
192.168.100.6 10.10.20.1
4294967305 4 17
Input contd...........
64.103.125.3 64.103.125.29
68 4294967305 4 17
Input i e i e e e
10.80.101.18 10.80.101.6
4294967305 4 6
Input e e e e e
10.1.11.4 66.102.11.99
80 4294967305 4
Input contd...........
64.103.125.2 64.103.125.97
68 4294967305 4 17
Input e i i e
64.103.125.29 64.103.101.181
67 4294967305 4 17

Input

show flow monitor wdavc cache format record

layer7 cisco-jabber-im

layer7 dhcp

layer7 dhcp

5060

layer7 cisco-jabber-control

layer7 dhcp

5060

layer7 cisco-collab-control

layer7 google-services

layer7 dhcp

layer7 dhcp

Z7u— lLa— RLEEOERTT7Te— v v 2 ONEEERLET,

Device# show flow monitor wdavc cache format record

Cache type:
Cache size:
Current entries:

Flows added:

Flows aged:
- Active timeout (
- Inactive timeout (

1800 secs)
15 secs)

CONNECTION IPV4 INITIATOR ADDRESS:
CONNECTION IPV4 RESPONDER ADDRESS:
CONNECTION RESPONDER PORT:

Normal
12000
13

(Platform cache)

26
13

1
12

64.103.125.147
144.254.71.184
53

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:
APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:
connection initiator:
connection count new:

4294967305

4

17

port dns
Input
08:55:46.917
08:55:46.917
Initiator

2
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connection
connection
connection
connection

CONNECTION
CONNECTION
CONNECTION

| &#+v k7—% TO Application Visibility and Control ® %

server
client
server
client

packets
packets
network
network

IPV4 INITIATOR
IPV4 RESPONDER

RESPONDER PORT:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:
APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

connection
connection
connection
connection
connection
connection

CONNECTION
CONNECTION
CONNECTION

initiator:
count new:
server packets
client packets
server network
client network

IPV4 INITIATOR
IPV4 RESPONDER

RESPONDER PORT:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:
APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

connection
connection
connection
connection
connection
connection

CONNECTION
CONNECTION
CONNECTION

initiator:
count new:
server packets
client packets
server network
client network

IPV4 INITIATOR
IPV4 RESPONDER

RESPONDER PORT:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:
APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

connection
connection
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initiator:
count new:

counter:
counter:

bytes counter:
bytes counter:

ADDRESS:
ADDRESS:

counter:
counter:

bytes counter:
bytes counter:

ADDRESS:
ADDRESS:

counter:
counter:

bytes counter:
bytes counter:

ADDRESS:
ADDRESS:

{51l : Application Visibility and Control (%5 .

1
1
190
106

64.103.121.103
10.1.1.2

67
4294967305

4

17

layer7 dhcp
Input
08:55:47.917
08:55:47.917
Initiator

1

0

1

0

350

64.103.125.3
64.103.125.97
68
4294967305

4

17

layer7 dhcp
Input
08:55:47.917
08:55:53.917
Initiator

1

0

4

0

1412

10.0.2.6
157.55.40.149
443
4294967305

4

6

layer7 ms-lync
Input
08:55:46.917
08:55:46.917
Initiator

2



. {5 . Application Visibility and Control D %5

Hig+ v k7 —% TO Application Visibility and Control D&% |

connection server packets counter: 10

connection client packets counter: 14

connection server network bytes counter: 6490
connection client network bytes counter: 1639
CONNECTION IPV4 INITIATOR ADDRESS: 64.103.126.28
CONNECTION IPV4 RESPONDER ADDRESS: 66.163.36.139
CONNECTION RESPONDER PORT: 443

FLOW OBSPOINT ID: 4294967305

IP VERSION: 4

IP PROTOCOL: 6

APPLICATION NAME: layer7 cisco-jabber-im
flow direction: Input
timestamp abs first: 08:55:46.917
timestamp abs last: 08:55:46.917
connection initiator: Initiator
connection count new: 2

connection server packets counter: 12

connection client packets counter: 10

connection server network bytes counter: 5871
connection client network bytes counter: 2088
CONNECTION IPV4 INITIATOR ADDRESS: 64.103.125.2
CONNECTION IPV4 RESPONDER ADDRESS: 64.103.125.29
CONNECTION RESPONDER PORT: 68

FLOW OBSPOINT ID: 4294967305

IP VERSION: 4

IP PROTOCOL: 17
APPLICATION NAME: layer7 dhcp
flow direction: Input
timestamp abs first: 08:55:47.917
timestamp abs last: 08:55:47.917
connection initiator: Initiator
connection count new: 1

connection server packets counter: 0

connection client packets counter: 2

connection server network bytes counter: 0

connection client network bytes counter: 712
CONNECTION IPV4 INITIATOR ADDRESS: 64.103.125.97
CONNECTION IPV4 RESPONDER ADDRESS: 64.103.101.181
CONNECTION RESPONDER PORT: 67

FLOW OBSPOINT ID: 4294967305

IP VERSION: 4

IP PROTOCOL: 17
APPLICATION NAME: layer7 dhcp
flow direction: Input
timestamp abs first: 08:55:47.917
timestamp abs last: 08:55:47.917
connection initiator: Initiator
connection count new: 1
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| &#+v k7—% TO Application Visibility and Control ® %

{51l : Application Visibility and Control (%5 .

connection server packets counter: 0

connection client packets counter: 1

connection server network bytes counter: 0

connection client network bytes counter: 350
CONNECTION IPV4 INITIATOR ADDRESS: 192.168.100.6
CONNECTION IPV4 RESPONDER ADDRESS: 10.10.20.1
CONNECTION RESPONDER PORT: 5060

FLOW OBSPOINT ID: 4294967305

IP VERSION: 4

IP PROTOCOL: 17

APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

layer7 cisco-jabber-control

Input
08:55:46.917
08:55:46.917

connection initiator: Initiator
connection count new: 1

connection server packets counter: 0

connection client packets counter: 2

connection server network bytes counter: 0

connection client network bytes counter: 2046
CONNECTION IPV4 INITIATOR ADDRESS: 64.103.125.3
CONNECTION IPV4 RESPONDER ADDRESS: 64.103.125.29
CONNECTION RESPONDER PORT: 68

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 17
APPLICATION NAME: layer7 dhcp
flow direction: Input

timestamp abs first:
timestamp abs last:

08:55:47.917
08:55:47.917

connection initiator: Initiator
connection count new: 1
connection server packets counter: 0
connection client packets counter: 2
connection server network bytes counter: 0
connection client network bytes counter: 712
CONNECTION IPV4 INITIATOR ADDRESS: 10.80.101.18
CONNECTION IPV4 RESPONDER ADDRESS: 10.80.101.6
CONNECTION RESPONDER PORT: 5060

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 6

APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last: 08:55:47.917
connection initiator: Initiator
connection count new: 2

layer7 cisco-collab-control
Input
08:55:46.917
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. {5 . Application Visibility and Control D %5

Hig+ v k7 —% TO Application Visibility and Control D&% |

connection server packets counter: 23
connection client packets counter: 27
connection server network bytes counter: 12752
connection client network bytes counter: 8773
CONNECTION IPV4 INITIATOR ADDRESS: 10.1.11.4
CONNECTION IPV4 RESPONDER ADDRESS: 66.102.11.99
CONNECTION RESPONDER PORT: 80

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 6
APPLICATION NAME: layer7 google-services
flow direction: Input
timestamp abs first: 08:55:46.917
timestamp abs last: 08:55:46.917
connection initiator: Initiator
connection count new: 2

connection server packets counter: 3

connection client packets counter: 5

connection server network bytes counter: 1733
connection client network bytes counter: 663
CONNECTION IPV4 INITIATOR ADDRESS: 64.103.125.2
CONNECTION IPV4 RESPONDER ADDRESS: 64.103.125.97
CONNECTION RESPONDER PORT: 68

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 17
APPLICATION NAME: layer7 dhcp
flow direction: Input
timestamp abs first: 08:55:47.917
timestamp abs last: 08:55:53.917
connection initiator: Initiator
connection count new: 1

connection server packets counter: 0

connection client packets counter: 4

connection server network bytes counter: 0

connection client network bytes counter: 1412
CONNECTION IPV4 INITIATOR ADDRESS: 64.103.125.29
CONNECTION IPV4 RESPONDER ADDRESS: 64.103.101.181
CONNECTION RESPONDER PORT: 67

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 17
APPLICATION NAME: layer7 dhcp
flow direction: Input
timestamp abs first: 08:55:47.917
timestamp abs last: 08:55:47.917
connection initiator: Initiator
connection count new: 1
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I B+ v kT —% TO Application Visibility and Control )%
{51l : Application Visibility and Control (%5 .

connection server packets counter: 0
connection client packets counter: 1
connection server network bytes counter: 0
connection client network bytes counter: 350
show flow monitor wdavc cache format csv
CSVEAT7r—F ¥ v a2 ONEERRILET,
Device# show flow monitor wdavc cache format csv
Cache type: Normal (Platform cache)
Cache size: 12000
Current entries: 13
Flows added: 26
Flows aged: 13
- Active timeout ( 1800 secs) 1
- Inactive timeout ( 15 secs) 12

CONN IPV4 INITIATOR ADDR,CONN IPV4 RESPONDER ADDR, CONN RESPONDER
PORT, FLOW OBSPOINT ID,IP VERSION, IP

PROT, APP NAME, flow dirn, time abs first,time abs last,conn initiator, conn
count new,conn server packets

cnt,conn client packets cnt,conn server network bytes cnt,conn client

network bytes cnt
64.103.125.147,144.254.71.184,53,4294967305,4,17,port

dns, Input, 08:55:46.917,08:55:46.917,Initiator,2,1,1,190,106
64.103.121.103,10.1.1.2,67,4294967305,4,17,1layer7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,1,0,350
64.103.125.3,64.103.125.97,68,4294967305,4,17,layer7

dhcp, Input, 08:55:47.917,08:55:53.917,Initiator,1,0,4,0,1412
10.0.2.6,157.55.40.149,443,4294967305,4, 6, layer7 ms-

lync, Input,08:55:46.917,08:55:46.917,Initiator,2,10,14,6490,1639
64.103.126.28,66.163.36.139,443,4294967305,4,6,layer7 cisco-jabber-
im, Input,08:55:46.917,08:55:46.917,Initiator,2,12,10,5871,2088
64.103.125.2,64.103.125.29,68,4294967305,4,17,1layer7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,2,0,712
64.103.125.97,64.103.101.181,67,4294967305,4,17,layer7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,1,0,350
192.168.100.6,10.10.20.1,5060,4294967305,4,17,layer7 cisco-jabber-

control, Input,08:55:46.917,08:55:46.917,Initiator,1,0,2,0,2046
64.103.125.3,64.103.125.29,68,4294967305,4,17, layer7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,2,0,712
10.80.101.18,10.80.101.6,5060,4294967305,4,6,layer7 cisco-collab-

control, Input,08:55:46.917,08:55:47.917,Initiator,2,23,27,12752,8773
10.1.11.4,66.102.11.99,80,4294967305,4,6,layer7 google-

services, Input,08:55:46.917,08:55:46.917,Initiator,2,3,5,1733,663
64.103.125.2,64.103.125.97,68,4294967305,4,17, layer7

dhcp, Input, 08:55:47.917,08:55:53.917,Initiator,1,0,4,0,1412
64.103.125.29,64.103.101.181,67,4294967305,4,17,layer7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,1,0,350
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B4 v k7 —7%2 TO Application Visibility and Control D% TE I

B zxvnrso0va—7405  mmEems

ERXMGE LS TN a—T07 BEREEE

PUFIZ, A# Application Visibility and Control @ k7 7 /v o —7 ¢ 2 7 (2B 2 FARW) 725 [
LEZEERLUET,

1

BRE :IPv6 F T 7 4 v 7 BBSNTOERE A,

E% : BUEXIPVE N7 7 4 v 7 OBRPIR— SN TOET,

Bl vV FXv AN T 74 v BROGEINTOERA,

B : BT =%% AN N7 7 4 v 7 DHERPR— RSN TVET,
B ping ZXE L2 L ZIC, HBIN TV LN ZHERTEEEA,
@% : TCP/UDP 7' 1 h 2L DA BRI HR— kSR THET,

B/ : SVIIZ NBAR % #fi T& 72V DI 72T D,

[E% : NBAR (IS L ¥ —T =4 ATOHRPR—FENTHET,

BRI EEAEDRT T 4 TN CAPWAP b7 7 4 w7125 TNSDTTR,
T D,

BZE: UAYLAT 7R F— MRS TWRNWT Z7EX R— N TNBAR BEZ)
IR TWNWAHZ L EZMR L TLIZEWN, APDOERETLHTXTO T 7 1 v 7 L capwap
LLTHEENET, ZoHE. EBEOSEIT AP £721X WLC TIThbivET,

B : 7o baBHT, b7 40 v 2 BRAITLOHEETEEEA, EHITZ, <0
RKHDNT 7 4w I BRHY ET,

BZ : ZAUT@EE. NBARDBIERNM N T 7 4 v 7 2R L TWNDZ &R LET, A4l
DRT T4 TIFTI DDA v TF AU NRN—=ZHEIN, b O —FHITHD A R — 25058
SNFET, NI T4 v OWBINHERSINDT 7 A KR— MIOHRNBAR Z##Hi 45 =
EERHLELET, BEOT TV I NBELEAIE. ZOMBEOT-HFNSHITNBAR &
BT A2 LIETEERA, A= F ¥ RN THDHA L H—7 A AZNBAR &
BRELTEGAIC O FRORENREAE L ET,

B : o ha i, TR TCOT7 I = a ryOENE a—NEREINET, B
RIRGEIZED T 7 4 v 7 i R T DI E D LI 60N T,

B : WebUIl 2/ LT, @5 48 ORI R N T 7 4 vV 2RI TEET,

B[ : match protocol protocol-name =~ > RZHEH L THF o2 —X—ADA —7 L AR
VA RETEEEA,

[%Z : NBAR2 X—ADHH TN EHEENDHARY v — Tl shape 5 L ¥ set DSCP D A A3
PAR—=FSHTWET, ki HiEE LTE, AJJTDSCP #5¢&E L, DSCP IS
WTHATY 2= 72T LET,

B A Z—T A AL TWDHNBAR2IIH D AN, NBARZ BWEZIZT
7T 4 TN TWET,
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| &+ k7—% TO Application Visibility and Control D&%

10.

Application Visibility and Control IZB83" 2B /N{ER .

[E1% : match protocol protocol-name # % te 2 7 A~ v 7 3é5H L NBAR A X v 7 T
Ta—rNZT 7T 4 720 T8, M7 7 4w ZIEINBAR VORI GICIT A2 0 £
o ZHUITHISNIZENETHD, VY —XZHELEEA,

BE: 7740 0QOSFa2—DFICrTF 74 w7 R3dYET, £5LTTTN,

BZE : HLVWE70—TlE, 7o—208BL =R =TI REEA VA h—LT 5
72N DDy "aMEbIET, Zofic, 8T IR 2Ry, N7 4w
JIF 7 b Fa—IZ A ET,

Application Visibility and Control 283~ % 1B IN1ER

BE&E

BAEIRH I=aTF7ILEA ML
COBETHEAT S a~v s ROZBERFESCE L UOYHE Co_mmand Reference (Catalyst 9300 Series
F G LD, Switches)

iRy kT —2 T Application Visibility and Control @

HAEERE

ROFIZ, ZOFEY2—/LTHMHTLEEDY U —2ABIUOMERFHRZ R LET,
IO OMEEE, FICHR SN TORWIRY | HASAY U —2LUEOT~THY Y —ZT

fEHCEET,

)1)—2 HRe HRETRER

Cisco IOS XE Everest HA Y NU—27 T |AVCIE, 77V r—a r~OisI1e7
16.5.1a @ Application TV r—vara~DA T ) Ve AT

Visibility and Control | FoS\\\C . B2 %7 v B L OBEEMN D
TIUFBIRF Y XAV Y 2a—va v
ERBIEDLZOOVATORY HADE
HIRER T T,

Cisco IOS XE Fuji 16.8.1a | H#7 7V r— 3 [HEDOZa h 2L TlE7 < . Network-Based

> DFRE L3 | Application Recognition (NBAR) @2 HE-
Fr—L (B WT QoS 7 ZAERY V—2EHRTED K
AVC) JEME~N—2A I FLTZH, WSO DHIRDB S Y

QoS (EasyQoS) F9, AR — F I 5 NBAR B,
business-relevance 33 & O traffic-class D& T
j‘o
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B4 v k7 —7%2 TO Application Visibility and Control D% TE I
. Hig+ v k7 —% TO Application Visibility and Control (D EEFE FE

-2 L 1315 HEETER

Cisco 10S XE Gibraltar DNS 72—l a— R

DNS 7o —Ll a— ROH¥R— FREA IR
16.12.1 F L7, DNS 7H—L a— Rk, 7m—1
a— REEHZRTH-DD collect 7 4 —/V K

L LTDNS RAAL UL ZEHHLET,

CiscoFeature Navigator 35 &, 77 v 74 —ABIRNY 7 b =T A A=V DV R—

MEHRZ R TE £9, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [JE5H] 7B 7
7EALET,
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-6
SDMF+> L — FDERTE

« SDM 7 > 7 L — MZB9 5 15 #, on page 183

*SDM 7 7' L— FOREFHE (183 ~—)

eSDM T FL—FrDE=ZZ—V U ITBLIRA LT T A (184 2—2)
« SDM 7 > 7 L — kDO EH, on page 185

*SDM 7 v 7 L — MIBET 5 BME®R (187 ~—)

«SDM 7 7' L — N ORI (187 ~—)

SDM 57> 7 L— FIZEAT 5155k

SDM T v 7L — LTI AT A Y Y —RERIETD & BEOKEEICST YR — b
Ay NT—INTOTF A ZAOEAFEICS D Tk d 5 2 ENTEET, —EBOMEREIC
BRVAT AMERHFREZRMET X7 L — P 2BIRTE £,

Cisco Catalyst 9300 > U — X A4 v FiL, ROT T —ra P R—FLTWET,
TR

* NAT
TUTL—REEEL, VAT LAEFHEE L%, showsdm prefer #iE EXEC =2~ > K&l
ALT, LT 7 L— FRELXMR TE£7, reload FitE EXEC =~ F& AT 5HI

2, showsdmprefer =~ K& A9 5 &, showsdmprefer =2~ RiZk v, BEEMHL
TWABT T — b BIWNV e —REIT 7T 4 7R 5T 07— MBREREINET,

SDM 7> JL— hDEEAE

SDM 57> 7L — FDERE

SDM 7 7 L — & U CHBEEMEZ Fc iR — b AI12i%. ROFIEEZFEITLE T,
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B osovsooi—toE=8—UrrsLUA07FUR

Procedure

SOM 7> FL—roEE |

Command or Action

Purpose

ATy T

enable

Example:

Device> enable

e EXEC E— FEARINC L £,
INRAT—REASLET EREIN-%

) .

ATvT2

configureterminal

Example:

Device# configure terminal

Jua—\)L a7 4 Xal— gy
T—FzfmL£7,

ATvT3

sdm prefer access | nat

Example:

Device (config) # sdm prefer access

AL F T I EAT L L— MNIRE
LET,

ATvT4

end

Example:

Device (config) # end

FrtE EXEC £— RICEY £,

ATy Th

reload

Example:

Device# reload

FARXV—T 4T VAT AE ) a— R
Li‘g_o

VAT LOTEE%. show sdm prefer
ﬁ%EMESVVF%ﬁ%LT L
WT T L— FRELZER TE LT,
reload % # EXEC 2~ K& A 19 B Hi
2. show sdm prefer =~ > K& AJ)9
5 &, showsdmprefer 2~ RiZLD,
BEHEHA L CWE T 7 L—hB LY
n— RRIZT 7T 4 T bT T —
FRERRSNET,

SDMT>JL—krDE=ZS—1):

DBEUAVTFIUR

ATV R Sy
show sdm prefer fEAFOSDMT 7 L— k&
FRLET,
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| somF7>IL—t+

B

X JE

som7>7L—rozes [

avy kR

S

reload A vFHEIr—RKLT,

LL<EELZSDMT 7L —
NeT 7T 4 I LET,

N

GE)

SDM 7 7L —RZiX, 77— O L LTEREINTNDI AT Y ROANREENT
WET, T L= P TEZEIN TV ARWRIOMEEa~ Y KRBT 7 L— N THEHIZ/R > T
Y4, showrunningeconfig 2~ REZANT25 &, 4T Ha~vy RBERRINET, T2
%1E. SDM 7 > 7 L — k T switchport voicevlan =~ > FEZNC R > TV 584, (SDM

T L — R TIHERINTWEREAN) spanning-treeportfastedge =~ > KL AT 5 2
ENTEET,

SDM 7 > 7L — b &HlRT 5 L. ZO X ) RWOBE S 5 a~ > FHHIFRS LS 720, 7R

FICHERE LR TER 6 £9,

SDM +> L — FDEEH

Bl :SDMT>TL— FDRTK

IZ, Cisco Catalyst 9300 'V —RX AA v FDT 7w AT 7 L— MEREFRT DHH 6%

~LET,

Device# show sdm prefer access
This is the Access template.

Number of VLANs: 4094
Unicast MAC addresses: 32768
Overflow Unicast MAC addresses: 1024
L2 Multicast entries: 8192
Overflow L2 Multicast entries: 512
L3 Multicast entries: 8192
Overflow L3 Multicast entries: 512
Directly connected routes: 24576
Indirect routes: 8192
STP Instances: 1024
Security Access Control Entries: 5120
QoS Access Control Entries: 5120
Policy Based Routing ACEs: 1024
Netflow Input ACEs: 256
Netflow Output ACEs: 768
Ingress Netflow ACEs: 256
Egress Netflow ACEs: 768
Flow SPAN ACEs: 1024
Tunnels: 512
LISP Instance Mapping Entries: 512
Control Plane Entries: 512
Input Netflow flows: 32768
Output Netflow flows: 32768
SGT/DGT (or) MPLS VPN entries: 8192
SGT/DGT (or) MPLS VPN Overflow entries: 512
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soM 7> FL—roEE |
B » sm7oT—rozs

Wired clients: 2048
MACSec SPD Entries: 256
MPLS L3 VPN VRF: 255
MPLS Labels: 2048
MPLS L3 VPN Routes VRF Mode: 7168
MPLS L3 VPN Routes Prefix Mode: 3072
MVPN MDT Tunnels: 256
L2 VPN EOMPLS Attachment Circuit: 256
MAX VPLS Bridge Domains : 128
MAX VPLS Peers Per Bridge Domain: 32

MAX VPLS/VPWS Pseudowires : 1024

These numbers are typical for L2 and IPv4 features.

Some features such as IPv6, use up double the entry size;
so only half as many entries can be created.

* values can be modified by sdm cli.

RIZ. Cisco Catalyst 9300 U — A& AA v FDNAT 7> 7 L — MEME R RTHHNIBIZRL
ij‘o

Device# show sdm prefer nat
This is the NAT template.

Number of VLANs: 4094
Unicast MAC addresses: 32768
Overflow Unicast MAC addresses: 1024
L2 Multicast entries: 8192
Overflow L2 Multicast entries: 512
L3 Multicast entries: 8192
Overflow L3 Multicast entries: 512
Directly connected routes: 24576
Indirect routes: 8192
Security Access Control Entries: 5120
QoS Access Control Entries: 1024
Policy Based Routing ACEs: 5120
Netflow Input ACEs: 256
Netflow Output ACEs: 768
Flow SPAN ACEs: 1024
Tunnels: 512
LISP Instance Mapping Entries: 512
Control Plane Entries: 512
Input Netflow flows: 32768
Output Netflow flows: 32768
SGT/DGT (or) MPLS VPN entries: 8192
SGT/DGT (or) MPLS VPN Overflow entries: 512
Wired clients: 2048
MACSec SPD Entries: 256
MPLS L3 VPN VRF: 255
MPLS Labels: 2048
MPLS L3 VPN Routes VRF Mode: 7168
MPLS L3 VPN Routes Prefix Mode: 8192
MVPN MDT Tunnels: 256
L2 VPN EOMPLS Attachment Circuit: 256
MAX VPLS Bridge Domains : 128
MAX VPLS Peers Per Bridge Domain: 32
MAX VPLS/VPWS Pseudowires : 1024

These numbers are typical for L2 and IPv4 features.

Some features such as IPv6, use up double the entry size;
so only half as many entries can be created.

* values can be modified by sdm cli.
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| soMm7>TL—tomeE
w-somz>TL—rogz |

B :SDMF> T L— FDEXTE

Device (config) # sdm prefer access
Device (config) # exit
Device# reload

Proceed with reload? [confirm]

SDM 7> JL— MZEE9 5 EMNER

EpER=$

REEIEH IZaTFILEA L
ZOBETHPT D~ ROEERMECER LOME M ko | Command Reference (Catalyst
H, 9300 Series Switches)

_— O _ ﬁ‘L\b
SDM 7> 7 L— hDEEEFE
WOKIZ, ZOFY2—/LTHlHTIHED Y V— 2B I OEE#EEREZ R L ET,
T OB, FRICHAR SN TWARWEED , BASINZY U —XUBEOTXTOY J—RAT

fERCTXx %9,

Jjyy—= HERE FERETEHR

Cisco 10S XE Everest SDM 5> 7 L — |k |EH.DOSDMT > AL — 2T 5L, &

16.5.1a AT LY ) —RAERELT, FFEOHIED
PAR— M EeREbTExET,

Cisco Feature Navigator #7255 &, 7T v b 74 —LABIX QY 7 b =T A4 A=V DOHHR—
MME# A 3R T& £ 7, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [F3E] 725 7
JEALET,
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soM 7> FL—roEE |
B sovs o —rousrs
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/rh-7=:=
5 2

DRATFLAYvtE— O NETE

e VAT A AvE—Y B OREICETHEHR (189 X—)

VAT A A= a S ORENE (192 4—)

VAT A A= BT OE=HX) U TBIORACT A (201 X—Y)
c VAT A Avk—Y arOFREH (202 X—)

« VAT A AvtE—v a ZETENMER (203 X—)

« VAT KA vbE—vn S OKRERE (203 X—)

DARATLAYytE— OTDETEIZCET H1ER

DRTFL AyvE—OXY

AL v FIET 74/ N T, VAT A A vE—UB I N debug FiHE EXEC =2~ > Ko %
XU TRBRAZEEFELET, AF Y ITHDAUNRNAL v FIFEVAT LAy E—V% MY H—
TEET, VAT LAy E—VERAERT DA NRNAAL v FiE, ARA M4 % hostname-n DIEZ
mIZAA vF) THRHIML, BOhET 7T 4T AL v TFouax 77avA VX127 FL
FT, TIT 4T AL TNEAZ v T AL NTTR, EOFRAPNZIFVAT A vE—VOFE
BICEMENERA, X7 TRl A vb—U%5m0 GREISUT, vy
7 7. vmARBEFR, UNIX Syslog $—/3\72 &) ICEUMET HALBAZHIBE L 7, n¥> 7 7rkx
X, 2 Y= Ay =V EREELET,

nX T TavANT 4 =T VDA, Avt—UlEar Y= VCORREENET, Ay
T VIAERFRHCEFESND T, AvE—VBLOT Ay ZTHAIZIE T e 7 Rt 2+
Y ROWDPENVIABET, AvE—UNT I T 4T 7Rar ) —WIERRENDLDIE, A v
T —UEER LT ARNK T LTHE T,

A=V OEREEZRELC, aryY—ABIUOERERIIEREINDEA v E—VDX AT %
FHCEET, BT AvbB—VICHA L AZ T HFELTZY ., Syslog iXELT R A&
ELTZD LT, UTAEA DTNy THEER L OEHEZ Mk TE £4, ERENDA Y
T—VICOoNnTiE, 2OV U —RKHET DL AT LA = HA FEBRBL T &,
DX T ENTZVAT A Ay E—VIIT 7B ATHINNE, AL v TFDa~vwr RITA4A X —
7 A A (CLI) ZMHT250, £ EIICRE ST Syslog =N ZNH DT AT A

Cisco 10S XE Amsterdam 17.1.x (Catalyst9300 X f v F) YA TLBEEI I F¥al—2av HM4 K .



SRTFL FyE—o nioRE |
B 27205 29e—voot—<vr

A=V ERFLET, AA v TF Y7 U =TIE, Syslog A vE—VE2AZ L RTRVR
AT EORNHANy 77 IRIFLET, AA v TFRE YT OEFEX, 77747 A4 vF R
BREFLET, AX U RT O AL T ERIT I T4 T AL o FIEEREATLE, Bl %
7T v va A VIREL T RboTehh, rZI3RbILET,

VAT A AyE—U%YE— NTEHET DHITIE, SyslogVh—N—ETr 7 EFRRTIH, bD
Wi Telnet, 2> Y —/LAR— b, Fi3A—V 3y MEFER— MEHTAAS v FIITZ7EAL
FT, AV FRZ v I T, TRTCDAVARAAL v Fary— Lk, ALar Y —iLH
NPHBINET,

)

(GE)  Syslog 7 #+—~ = [iX 4.3 Berkeley Standard Distribution (BSD) UNIX & BHiPER &V 7,

VRAFLAT AvE—SDTA—T Y b
VAFA BT A y—UIRK80 LFEN— L R (%) . BXOFORNICEBE IS
T ar D= U AFERHAA L AT TR BRESNTWADEA) TR STV E
T, AA vFIIEL T, A vE—YEFKROWNTNLDOBRTHFEREINET,

* seq no:timestamp: %facility-severity-MNEMONI C: description (hostname-n)

* seq no:timestamp: %facility-severity-MNEMONIC: description
NR—=tV FLEFDRNZH DA vy =V DHSIE, WO a— L a7 4 Fal—vay a
VY ROREIZL>TRRD T,

* service sequence-numbers

* service timestamps log datetime

« service timestamps log datetime[localtime] [msec] [show-timezone]

* service timestamps log uptime

Table 9: Y AT L OY Ayt—CDER

2R =5 BA

Seq no: service sequence-numbers 72— 3L a7 4 ¥ a b— g 2 2
2V RBRESNTVDIHAILOHR, BT A yE—ViIly—Fr v
AT AL T LET,
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| YZFLAvE—C nI0EE

FIANrOLRTL A vt—s nxvrngz [

BR &5 BA

timestamp formats: Ay B—TERIFANS POARTYT, ZOHEBRNERINDD
mm/dd h h: mm:ss IZ. servicetimestampslog[datetime|log] 72—/ )L 237 4 F o
- L—yay av sy RRRESNNTNDLHEDHRTT,

hh:mm:ss (45 EE))
ER
dh (EHFFHE)

facility A= UNBRT HHEE (SNMP, SYS 72 &) T,

sevexity Ay —YDEREZRT 0~70 1Hioa—RTH,
MNEMONIC Avt—VE—BIRTTFA R R MY LT TT,

description L= R ERTWAA XY FOREMIETRTTXA N AR 7T

ﬁ‘o

hostname-n (A 2 h4
-n)

AB T AUN—=DIRAPMBLOAZ v TNOD AL v FFE,
TITATAAL FIFIAZ T AN TTN, TORA MY
AT ERA =V ORRBIZEBINSHER A,

7__\\72'_“/ I‘O):/Z%A A \y—tl—:) I:I#:?/ﬁ\wg&fé

Table 10: T O A LDV RTL A yE—2 OX D TDHE

Hee T4 MEEE

A= ANDVAT A A=y aXy |4 x—T )b

p

a2 — VO EKE a4

v 7y A IVERE 77 A G DIRETR
L

a2z RNy 77 AR 4096 /XA b

0 J g A X 1 AytE—

B A D AB T TAE—T

EE A=V FA4E—T I

SV VA TAE—T

Syslog y—/"D P 7 KL & KRR E
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SRTFL FyE—o nioRE |
. syslog A v t&—C DHIR

HERE T4 FERE
P — i RE local7
H— DO EKE EEN

syslog X v t— L DHFlE

snmp-server enabletrap 7o — 3L a7 4 Fab—Tar a<wy REfHA LT, SNMP * >
N — AT — a VNCEESND LI Tsyslog A v —V b T v TRBREINTNDHE
HlE. A v TFORBRET =T VICERBIUHMHIN DA v E—VOEREZER TEET,
Flo, BET—TMIEMEND A v —VOBELERT L L TEET,

SNMP h 7 v ZI35EHE~DOBEFEDMEFES LTV, A v B —VIBET — 7 MM S
NWET, 774/ MTIL, syslog M7 v 7RETRWEGESGS, UL warning ThHh D A v
T DB AL L~V D A v =D 1 ONEET — 7 RS E§,

JEIET — T R0 XV D4 (logging historysize 7o — 3L a7 4 Fab—v gy avw
YRTHRELERARA v =Yy PUBICEL TODAHE) X, il AyE—Yx 2 Y
BN CTE DI, bdWwmr NUNRT =T BHIBRENET,

JEIET —7 E, level ¥ — VU — RBLIOEKEZRLET, SNMPAZMEH L TV L5451, &
RKEOMHEN 1 7202 £4, 72& 21E, emergencies 1% 0 Tix7e< 112, critical 132 TiE7e <
31TV ET,

DARATFLAYytE— OFDBEARE
Ayt —URRIBET/INA ADERTE

AvtE—=UaX IR, RX—TNOEE, ar Y —AREIFTRIGEDHINCO A vE—V%
EETEET,

CDRAIIA T a T,

Procedure
Command or Action Purpose

A v 71 |configureterminal Fa—) Ay 7 4 X¥al—g
Example: E—RFZRBLET,
Device# configure terminal

R 7 72 |logging buffered [size] AL v F b, v T A =T ENEN Y
Example: TrIRAFELE T, HRETE DI
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*ye—vEREsT 1 20%E |

Command or Action Purpose

4096 ~ 2147483647 A R TF, F 7 4+
N RDRy T 7 A XL 4096 /81 KT
—g—O

AR RT Ry ALy FIEENAES
. v T T ANET T2 AT
IRIE L W o2 e, u /774
MIkbinEd, A7 v 7422 LT
<IEEW,

Note Ny T 7 A X KRETE
HEICHRELRNTLEE
W, MLOVEEICfER T 5 2
FEUNRRETHZENHY
T, A v FLEOEXT
ok v ALY BERTD
(21X, show memory Fité
EXEC 22~ > R&EMHH L F
T, 2L, FrRSINDHE
EEACEARKIETH D
7o, Ny Ty A X%
OIEIZERE LR TL 2

Device (config) # logging buffered 8192

v,
R 7w 7 3 |logging host UNIX Syslog % —/ 3 R A M A vE—
Example: %L’f%ﬁ Li‘j—o

host (Z1&, syslog —/3& LTS %
RANDOLRTEZILIP 7 FLAEZIRE
LEd,

nJ A ytv—U%%(ET % Syslog —
ANDY A BNZAERRT DIIE, Zoa~vy
RZEEIE AT LET,

Device (config)# logging 125.1.1.100

R 5w 7 4 |logging fileflash: filename [max-filesize |z % F7 oL 24 vF T, 75 v
[min-file-size]] [severity-level-number [type] | < o, X E Y 2B T 7 A I T F A
Example: =V ERFLET,

. . ) ) sfilename: 27 X v E—TD7 7 A
Device (config) # logging file
flash:log msg.txt 40960 4096 3 NG EANDLET,

o (fFE) max-filesze—I|ZiX, v
T 7 ANDRKY A XEfRELE
7, FEIE T E HHiHIL 4096 ~
2147483647 T9, T 7 4 /V ME
4096 /34 K TT,
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B -/ ve—vorumit

a4 Avt—

SRTFL FyE—o nioRE |

Command or Action

Purpose

o« (£EE) minfilesze: 27 77 A
NOF/NYA XEEELET, HBE
T& HHEIPHIL 1024 ~ 2147483647 T
9, T 7 A L2048 XA h T

7T

« (fEE) severity-level-number |type :

X OEREEZFrX T
FATHREELET, BEREICHEE
T&E5HMHIT0~7 T,

AT v 75 |end

Example:

Device (config) # end

HebE EXEC B— NICEY 77,

AT w 76 |terminal monitor

Example:

Device# terminal monitor

BIEDO® Yy v a UM, Y — iR
WAy E—VERFELET,
WRNRFGA—F a7 4 X2l — 3
voawy Rida — WIZERE S, ?/
a O TRITIENZ 0 £,
Ny T A y—VhkFRTDHEET
t//a/_&k;027/7%%ﬁ¢
HILENRH Y FT,

ORI

FrE D = 2 — VAR — R E 72 13 AR b

WZxf LT, FEEERER A v E&— T8 L Udebug

%%EMEZV/%@ﬁﬁ%%E%*Tﬂ41®ﬁﬁkiU7m/7F&ﬁ%éﬁé:Eﬁ?
XFET, BEREDSUTCHRBICHDEN DA v E—VD0F A 7R EBETEET, 77, R
DIERIAA v 2= NHIBRENDAETHRIFELTEL Ay 77 DR RBERET A LB TEXFE

T

HEEFHERA v 2=V EB L Odebug =~ > RN DFEM e £ 7054 X—=7 VDOBGE . XG55
RKF AL AW AN Y — TR E IR S N =121 #%E%*Tﬂ%X#%®mﬁ#

FORETITHIR S E T, FEEEFEHRA vE— /kioﬁmw:v/%®mﬁ
I, AV VIERRENET, LTEN-T, #%@%*%yﬁ%
T NA A NB LT v 7 Mok
ElEH FRHA, FEEEFHRA vE—URERRINTE

A7 a7 MRS n-%Iic
U X Wdebug =~ > FOH AL, 2#1E

HERLET,
TDORATIA T a T,

=2k
SRR

. 2= AT

1DiAENDZ
o, aryy—uia—¥ a7 i
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Procedure

ng Avt—sorgt [

Command or Action

Purpose

ATy T

configureterminal

Example:

Device# configure terminal

Ja—nR_) a7 4 F¥al— gy
E— FEBBLET,

ATvT2

line [console | vty] line-number
[ending-line-number ]

Example:

Device (config)# line console

Ay —VOREnF T
MERELET,

econsole : A vF a2/ —)L i R—
NEZIFA —Y Ry MEBAR— T
DREEELET,

« linevty line-number : & & vty [EI#E D
e 7 %A X—=T AT D)
ZFRELET, Telnett >y g%
L TATON DR EICIL, vty Bkt
A LET, FREFICIEETE
LEPHIL 0~ 15 TF,

(ZRET S E]

16 18 O vty BIFRORRE 2= T —FE
W9 521, kDX Hi Aﬁbiﬁo

line vty 0 15

Fiz, BUEOHERICHEH S TWD 1o
Dty B OREEEETTHZ L HTE
F9, b ZIE. vty [BIRR 2 OFREEE
BT DI, ROEHITATILET,

line vty 2

Zpavy REANTDHE, T4 2
V74 F a2l —v gy T— RNIIRDF
7

ATvT3

logging synchronous [level [severity-level
| all] | limit number-of-buffers]

Example:

Device (config)# logging synchronous
level 3 limit 1000

AvtE—UORInX T A =TIV

I LET,

« (f£E) level severity-level : £ >
t—VOERELVERELE
T, BRENZOMFELLETHD A ¥

—%, R ENET,
EANSWIEEEREIIREL, A
DREWVFEERERE /NS0 F
T, T 74N bME2 TT,
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B oot nxvorie—ont

Command or Action Purpose

o ((EE) level all : ERLEEIZEIMRR
<L FTRTORA vy =PRI
HAsnEd,

o (f£E) limit number-of-buffers :
Xa—A T INDIHARDIN Y T 7
BERTELET, TNEBIDHL
WAy E—UIIBRERESNE T, f5E
T& AHPHIT 0 ~ 2147483647 T
T T 7 A/ MFE20 TT,

ATy 74| end FikE EXEC T— RIZHE Y £,
Example:

Device (config) # end

oAaAXxX 0T t—TILE

Ay—aX o T T4V T X —T VIR ESNTWET, 3 Y — Lo
MOFBINA v =T BRETIHEE, AvE— X a2 X —TNMITIHILERHY
EFT, AvE—VuaX U IINAX—TNOHE, vl Aye—IIunX T Iak RTEE
ENFET, X TR E, A v—UEERTE T r R L EW LW CRRERITICEE
LET,

nX S ITutRET 4 =TT EHE AvE—URary—IEXIAENLETT R
T RN T A R D BN B DT x4/%®%@ﬁfﬂﬁTﬁé ERHY FET,
aX 7 IawART =T VO, Ay AENEKT I @FIXavr R
EBDIATIET) v Y —MIIFRENET,

loggingsynchronous 72— 3L 27 4 Fal— g2 a<vwr Ry, 2y Y —L~DA vkE—
VERIHBLEY, Z0avr REA RX—TMITHE, ReunZH S 2T UEA v E—Y
MFERINEE A,

Avl—=yuaX T T 4 =TI LIZRICHOS, 2—7 /W27 5I21%, loggingon 7 12—
S arZ 4 Fal—varavy RefALET,

TDRATIIF T a T,

Procedure
Command or Action Purpose

R 71 | configureterminal Jsa—r )L a7 4 FX¥al—3a
Example: E— NEBBLET,
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0 Ayt—S084 L RELTDL 7—TNes&UTF+2—Tit [

Command or Action

Purpose

Device# configure terminal

ATv T2

no logging console

Example:

Device (config) # no logging console

Av—aX o 27 4 —T I
L/i—a—o

ATvT3

end

Example:

Device (config) # end

HibE EXEC E— FIZREY £,

Oy Avt—
Lt

CDEZALRETDAXR—TIEE LU T«

—

+t—7J

FI7HNENTEH, B A —II0IZ A b AZ T REA SN TR A,
CDHRAATIIF T a T,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
ET— FEBBLET,

ATvT2

wOWTNIDa~ REeFEHLET,

* service timestamps log uptime
* servicetimestampslog datetimemsec
| localtime| show-timezone]
Example:

Device (config) # service timestamps log
uptime

F7x

Device (config) # service timestamps log
datetime

0 DEALNAR L T F—T T L
7,

loguptime: B2/ A v &=V DH A

DAG Tl F—=T LT, ¥
AT IO BN ORI &
RLET,

+ logdatetime: =7 A vE—T DX

ALRE T oA X —TVIZLE
T, BRLI-A TV 3 IS T T
Q=) AL hRREL L
TBAfE KR (RUM) . A A
S B ERA DN AR T LT
FRTEET,
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SRTLFytE—o ns0RE |

Command or Action

Purpose

ATvT3

end

Example:

Device (config) # end

et EXEC E— RICREY £,

AAyE—2D—4 2 RABEBEDAXR—TIIEELUTaE—TIL

it

BADARZTNEL BT A=V H 556, TNHLDA =V EFRT 51T,
VARG EEN L TA Yy =V EARRTEET, 774N ITIE, B AykE—DIZ
VU AFFIIFRTRINEE A,

CDREATIA T a T,

Procedure

Command or Action

Purpose

&

configureterminal

Example:

Device# configure terminal

Ja—)L a7 4 FXal—rg
ET— F&EBHEBLET,

ATy T2

service sequence-numbers

Example:

Device (config) # service
sequence-numbers

ATvT3

end

Example:

Device (config) # end

HebE EXEC B— NICEY 77,

. S o 2
AvytE—CBEREDESE
Ay —VOBEREZIBEL T, BIRLET AL RZRRENEZ A v E—%HIBLET,
CDEATIIA T a T,
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Procedure

BET—J L& U SNMP [EES NS syslog * v £— SR [

Command or Action

Purpose

ATy T

configureterminal

Example:

Device# configure terminal

Ja—nR_) a7 4 F¥al— gy
E— FEBBLET,

ATvT2

logging console level

Example:

Device (config) # logging console 3

a )= VIRIET D A =V &R
Li‘a—o

FIFIVINT, ary I —UIF vy s
Ayt —v BIXOEMEMIZL VKWL
DA =V EZELET,

ATvT3

logging monitor level

Example:

Device (config) # logging monitor 3

ARERRMCH T2 A v —V & HIR L
i‘a‘o

F I F T, WRIIT ANy T A vkb—
V. BIXUOHEMICZ VRN LD
Aot —VEZIELET,

ATvT4

logging trap level

Example:

Device (config)# logging trap 3

Syslog —/MR(ET D A v E—T %
RLET,

7 7 4V hC, Syslog ¥— N TEHI A >
=, BLOEERIC L VRN~
DA =V EZELET,

ATy Th

end

Example:

Device (config) # end

HikE EXEC E— FIZREY £,

BET—JILE XU SNMP [23£(E

=N % syslog A v tE—L DFIR

ZDH AT TR, BRET — 7V L OVSNMP 241 S5 syslog A v — V2 H#lRT % )71k
WZOWTHHALET,

TDRAIIAT a3 TT,

Procedure

Command or Action

Purpose

ATy T

Cisco 10S XE Amsterdam 17.1.x (Catalyst 9300 X - v F)
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Example:

Ja—_ ) a7 4 Xal—T g
T— FERIBLET,
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B wnixsysiog F—r A0 2 vE—ConxLy

SRTFL FyE—o nioRE |

Command or Action

Purpose

Device# configure terminal

ATv T2

logging history level

Example:

Device (config) # logging history 3

JBIEZ 7 A MTARAF S HL, SNMP H— /3
ISEE SN D syslog A v BE—TDF 7
N LV EEELET,

7 7 4/ kTl warnings, errors,

critical, alerts, ¥ UFemergencies X
T—VILEE I ERE A,

ATvT3

logging history size number

Example:

Device (config)# logging history size
200

JBIET — 7 WAZRAETE % Syslog A >
=Y ORERELET,

F 7 I N TIH1OD A vt — U
ShET, FHETE 28MHIZ0~500 T
K

ATvT4

end

Example:

Device (config) # end

HebE EXEC B— RICEY 7,

UNIX Syslog T—E AN A v E—SDOX 4

TDRAIIA T a3 TT,

\}

GE)

BHT/N— 2 > O UNIX Syslog 7—FE > OHZIE, T 74/ N TRy hU—27 /15O Syslog /¥
Ty NEZTANZNEDORHY T, ZOXIRVAT LDEEIT, Syslog A vE—T DY
T b RF T EA X =TT DI, Syslog 2~ BT A LAZIBINE T FHIBRS 5 0220

HHA T a %, UNIX O mansydogd 2~ > RafiH L CHBIL £,

B8 HHEIIZ

stoot L LTV A U LET,

s VAT A BY AwE—% UNIX Syslog % —/NMZiEEF T 2 HIIC,

T—EERETDLENRDHY 7,

UNIX H—/3 |- T Syslog
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| Y274 4ve—v ns0EE
LRFLAve—vns0E=aY v issUA TR

FIE
ARV FFEREET7TIVa Y =LY
AT 71| /ete/syslog.conf 7 7 A /AR DT % BN eloca7: m¥ v VHREAFRE L £
LET, 7
fi « debug : syslog L-ULEFRE L £
"9’“0 ZDO7 7 AL, syslog T —F
local7.debug /usr/adm/logs/cisco.log _E%Q##@BE#%%)EH??T/r
NTHLLERDY £,

ATFYT2|UNIX v =/ Far 7 NMIkOa~<y R as 77 AV EER L ET, syslogT —

EAJILET, FUNE, ZDOLLVERIIZDT 7 AL
i - DEVENEREL LT yb—U%
' EELET,

$ touch /var/log/cisco.log
$ chmod 666 /var/log/cisco.log

AT 73 |Syslog T —F NTH LWVEREZ R S | FEMIC V0 TiE, ZHEHDUNIX A7
*9, @ man syslog.conf ¥ X Uf man syslogd
i avy REZRLTIESN,

$ kill -HUP ‘cat /etc/syslog.pid’

DARATFLAYE—A0NDEZAY)DTBEUVATF
A

4

A 74 XaL—arvF7—hhA47a9DFE=4L2)YT

avy kR B#Y
show archive log config {all | number arv 74 Xal—Tarulek FRIEESN
[end-number] | user username [ session RS A= pn lEF R LET,

number] number [end-number] | statistics}
[provisioning]
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SRTFL FyE—o nioRE |
B =71 xve—vosozes

DRTL AyvtE—2 AT DKRER

Bl: DATLAYE—DDRE Y IEK

WOBITIE, T2 T 4T AL v TFOEBEIIRAA v F VAT A A=V RAZ 7 AN
(R A M4 1T Qwitch-2) 2R LET,

00:00:46: SLINK-3-UPDOWN: Interface Port-channell, changed state to up

00:00:47: $LINK-3-UPDOWN: Interface GigabitEthernetl/0/1, changed state to up

00:00:47: $LINK-3-UPDOWN: Interface GigabitEthernetl/0/2, changed state to up

00:00:48: SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to down
00:00:48: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/0/1, changed
state to down 2

*Mar 1 18:46:11: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)
18:47:02: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

*Mar 1 18:48:50.483 UTC: %$SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

00:00:46: SLINK-3-UPDOWN: Interface Port-channell, changed state to up (Switch-2)
00:00:47: SLINK-3-UPDOWN: Interface GigabitEthernet2/0/1, changed state to up (Switch-2)
00:00:47: SLINK-3-UPDOWN: Interface GigabitEthernet2/0/2, changed state to up (Switch-2)
00:00:48: SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to down
(Switch-2)

00:00:48: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet2/0/1, changed
state to down 2 (Switch-2)

Bl : RAYVF DRTLAyE—D
KIZ, AL 9 F EDAL vF VAT A PO BERLET,

00:00:46: SLINK-3-UPDOWN: Interface Port-channell, changed state to up

00:00:47: SLINK-3-UPDOWN: Interface GigabitEthernet0/1, changed state to up

00:00:47: SLINK-3-UPDOWN: Interface GigabitEthernet0/2, changed state to up

00:00:48: $LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to down
00:00:48: SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetO/1, changed
state to down 2

*Mar 1 18:46:11: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)
18:47:02: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

*Mar 1 18:48:50.483 UTC: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)
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| v2F7L4vE—v050%EE

25 L 2 yt— 0gicET entEs ]

DARATL AyvE—Y OJICET 5 EMEHR

EEEH

BEEIEE YZaTFILEA I

COETHATHav FOZEERRECE L OMHE Cmmmﬂ@ﬁmm@%Wﬂ%%Sﬂ%
H7E DR, Switches)

VATLAYE—U0T DBEEERE
KORIC, =D Y 2— L CRIT HRIED Y U — =% & OB IA R LET,

TS OBEEIX, FRICHRE SN TWRWRY  BASINTZY U —RLBEOTRXTOY U —RAT
fEfCcEET,

J1y—2 L 1315 HEETEER

Cisco IOS XE Everest

VAT AA =Y VAT AAyE—VHINE, aX T e
16.5.1a = BRICEFEENET, ¥ s TR
0y Aye—Ur%5% GXEITS LT,
278y 77 dARE#E, UNIX Syslog H—
N—72 8) ITEUE T A AR A I AE LS

Cisco Feature Navigator Z 725 &, 7T v b 74 —ABXOY 7 T2 T A4 A=V DY R—

MEH % 1% TX 9, Cisco Feature Navigator |21, http://www.cisco.com/go/cfn [JZFE] 226 T
7EALET,
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SRTLFytE—o ns0RE |
B x50xvte—vosounrs
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, 8

i

+ US4 VBHOBE

I T A W OREICET A FHR (205 X—)

c FTA Bl oRETE (207 N—)

cF U TAUBWDOE=HXV U TBIOA T UA (213 8—Y)
c F U ITA BT A NOBER (213 —)

s A UTA VN T ABMNER (215 X—)

o I T A W EOREREEH (215 N—)

T54 VDX EICET 15

FoIA ol E T L. TN RET VT4 T Ry U= ZICELIcEE, TN
AADN=FY 2T HREEZT A P LTHER TS ET, 74 Bt #Ri—Fo=
T AYR=F Ty 7oy NRBET ARG ENL, T—F N ABLOHIEE S
PR SIVET,

F T4 BT, ROEROBE N BREEINET,

e N— R T aiR—xr h

AV H—T A A (=P b HR—=1 L)

IZATHEL
FToIA4 VEWIE. AT~y R, Ar Y a—2k, ~VAET=HX Y T ERMICSOEET
xFET, ﬂ“/T'?/f“//\Lﬁi CLIDOETENET, AFrya—LEn-2kx. Bt o
Fw NI —=ZIZT R, ANPGRS TND & &L, 22—V EE L-MRR E 721356 € L7-R)
WWETENFET, ~"NAET=ZX Y T1E, Nyl 7T 00 RTCa—TRNRE L-BR TEITE
nNEJ, ~NRAE=FY 7T A ME, T A MIESNTI0, 100, F7201% 150 B Z & I2ELT
INET,

T4 rBWERE LizbE, FEITRET A &L, 7 A MEREFRLEZY T
XFET, Flo, TAARTHESNTNDT A NOFEE, BT TIZFEITEN2HT X b
YR TEET,
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rrs4 vpHngE |
. Generic Online Diagnostics (GOLD)

Generic Online Diagnostics (GOLD)
A\

(B AU TAUBMIT A M A R —T T ARG, aY VAR S h A R T I LT
FRTOEEA v E— VB RRLTL LIV,

e T A MDFEITH, R—FE2WNEIZNL—F L TA MLV AT A MEBITWET, 48T
T4 ITNTAMERICEEBEEZDZENHDHT-D, TXTOR— IRy N T
SNFET, A v TFEEFERBBHICRT 2O, A4 vTFE2Va— RLAgaghuie) £8
oo AA v TFHIB—RTL5avr ReANTLHE, avr74X¥ab—ra a2 R/ TFT5
MNEIDE-INET, a7 4 Fal—a VIFREELRNTL EFE,

MDET 22—V ETTRANEETLTCWAEAE, TAX MBS, BT LEDL, £V a—
NEDEy NTHXLERHD £,

TestPortTxMonitoring

ZOTAMI, AT —F AN UP DF A RIS TWAE Ry hT— 27 RK— b
DEEFDOT —H XA NT 7 4 v 7 #EHMICE=F—1LFT, ZOTA NI, F— b
DIIURLNIZRETLET, £72, ZTOTARTIE, ASICLLTCEBEIV S FEE=H—
LT, A= IR AZ 7 L TWRNWZ 2R LET, 7 A FTldsyslog A v E—URERRS
M, —+—I% Cisco I0S Embedded Event Manager (EEM) %fifH L CTIEIET 7 ¥ a > & FAT
TEET,

diagnostic monitor interval 3 J Of diagnostic monitor threshold =~ > K& ZNEN AT L T,
ReEEfR & LEWEZRE L T, 7 A R TiX, 2N v % %E{53 5 Cisco Discovery Protocol

(CDP) Fm baZRHLET, 7AMITSHILICETIN, BELIVETT 741
FCSICRESNLTNET,

=43 BTLL]

TARTTTATERF ) T ARTTT 4 | )T AARTTT 4T

.

HELEFIH TAE=T M LRNTLIEE N,

774V b #v

SO Y ) —= Cisco 10S XE Everest 16.9.1

ETELE R— MIBEENFEE L2 Z & 27" T syslog A v
t—VEFRFLET,

N— Ry =T FAHR—Fh A= RN W 2 D EEDTRTOE
a—)b
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TestUnusedPortLoopback .

TestUnusedPortLoopback

DT A M, EfTREICA—AAINRNS T ES 22—V EEV 2 — DRy T —T R— MNEDOT—
ARG EMICHER L, ZEXRY NI =0 A X —T 2 A AR — "R3By 7 SHTHDH0
EonEYWLET, ZOTARTIE, LA¥2037y MIT A PR—FBLORA—31
P DA RNy RR— MIBEM T DN VLANIC 7 T v T 4 v 7 SsnvEd, X7y
MITAMR—=F HNZL—T N7 LT, AL VLAN DA—SA P2 P UNZREY £97,

ZOTA NI, F—TARERISNTWDNE D NCBRRL . REHO (EFHEOX T,
DEVR—RIRT Yy MU ENTWD) Rry hT—TR— N TORFETSN, A— b
D1IIUPLANICETLET, ZOTANME, BUEDASICIZ ) VT A AT T T 47 V—"
Ny 7 TARIRRWS, RAELTHEHAIN, 60T EIcE TENET,

B B

FARATTTATENT ) VT ARTTT 4 NI VT ART T T 4T

N

TR F =Tz LW TL &V, CPU 4
RBOA LT, ZoOF 2 MIBELZHERET 5
7~ OICHBIEICT 4 BE—T7 T 0 £,

i
hl

F 7 F b F

BHIDOYU U —2A Cisco [0S XE Everest 16.9.1

fEIEALE A MTBEENRA LT 2 & Zord syslog A »
vt —VEFRLET, A=A PF D
PSADED 22— TliE, TXCTOHR— 7 —
TIEENRBE LGS (& 21X, A—F
ASIC Z L ITHKIE 1 DOR— T, T3TD
R— M ASICOREE L WM& Y £ < EENE
ELESRE) . T4V DOT 7 a3 TR
EVa—AN) Ly hER, Ve k&2
[Tolob L ITEY 2 — IV OBER LAY LET,

N=RT =T FBR— AN NP 2V B FLTNTOE
Va—/

Too4 VDR ERE
j—

TNA A TRITT D27 A M &FRE LT L diagnosticstart £##E EXEC =2~ > RZfEH L
W A N &G LET,

FANZBEBLEL, AN R 20EIRIITEEY A,
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rrs4 vpHngE |

FETH L T A BT A S EBRMGT 51213, IROKME EXEC 2~ > R L ET,

FIE

ARV RFERFTIaY

=)

ATy T

diagnostic start switch number test {name
| test-id | test-id-range | all | basic | complete
| minimal | non-disruptive | per-port}

1 -

Device# diagnostic start switch 2 test]
basic

W7 A AR L ET,

WONTNNDA T g L HERLTT
A NERETEET,

cname: 7 A hDOL4ETEATILET,

ctest-id: TAFNDOIDHFEEEASILE
ﬂqo

e test-id-range : v &g 7T
XY)>TT A b ID O#H &L T
AN LET,

cal : TRTOFA MNEBELET,

e basic: AT A b A1 — &L
L\iﬁ—o

« complete : 58272 T A b AA — k
ML ET,

e minimal : fi/MEO 7 — ~T 7T
AN AL —FERIGELET,

» non-disruptive: / 7 4 AT 7T 4
T TAN AL — b EBRMELET,

s per-port : A"— MELOT A K A
A —hEBRBLET,

ZWE=F Y T A X =T T HENC, EELEWVEBLIOT 2 FORIRBERET 2 0NE
NhHFET,
oS4 UBHDRY DY)

FEEDT SA ZNZOWTHRE L7k, 72138, ., AR TAHU T4 V2 A r v a—
Vo7 TEEd, Arva—U 7 2HRT 0123, a~vr Fono Bz A LET,

-~

Va—
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+o54vpinzrroa—yoy |

FIR
ARV RFERERT IV a Y B &Y

R w 71 |configureterminal sa—\)aryz 4 Fal—ra v
%l - T RERmLES,
Device #configure terminal

R 7 2 |diagnostic schedule switch number test | EE HIFD A > F~ v R2ET X & %

{name | test-id | test-id-range | all | basic |
complete | minimal | non-disruptive |
per-port} {daily | on mmdd yyyy hh:mm|
port inter-port-number port-number-list |
weekly day-of-week hh:mm}

1 -

Device (config) # diagnostic schedule
switch 3 test 1-5 on July 3 2013 23:10

/7*°/°:L*—/l/bi'a‘o

A a— T 5T A NEIRET LIRS
. RO a A2 FHLET,

 hame : show diagnostic content =~
Y ROHNTERINDT A D4
T

» test-id : show diagnostic content =~
Y FOHNCERENDLT A D
ID %% T,

* test-id-range : show diagnostic content
avy FOWMINIERENDST A B
D ID &5 TY,

edl : ¥ XTOTFT A KID

e basic : AR A T~ ROZ
Wr7 2 b & Bis L ET,

s complete : E272 7 A N AL — |k
ML ET,

s minimal : {&/NEBOT— T v 7T
AN AL — b &BltELET,

« non-disruptive: / 7 4 AT 7T 4
T TAN AL = ERBLET,

e per-port : AR— NHELZOT A b A
A—FEBRBLET,

TANMIRDEIICAS Y 2a— L TEE
ﬁ—O
« i H : daily hnimm /35 A — % ZA{f
MALET,

« FEE HEE : on mmdd yyyy hh:mm /<
FA—F MR LET,
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rrs4 vpHngE |
B rxz=zsuvKons

ARV RFEREET7TOVa Y B4
« 1518 : weekly day-of-week hh:mm /<
FA=BEMEHLET,

—_— > =\ i =L

ANILR EZAR) VD ZHDERTE
FNRAANBHTOX Y N =7 IR EN TV LIS, AL v FIIF L~V AE=ZY T
PWT A RNERETEET, FNNAE=X VT T ANOFATHIREHRELTZY, T3 A
EAFX—T ML, T A NGO Syslog A vE—VHAER LD | FFEDT A oA 32—
SN TEFET,
FRANET 4 =TT AIZIE, 2w FOnEREANDLET,
FI 4N NTIE, ~ANAE=Z Y U TETF 4= A TTR, TS 23T 2 N ORI
Syslog A vtE—Y&#ERKLET,

ANNAEZLZY BT A M EREL, A X7 NMITHIIE, ROFIREZFEITLET,

Procedure
Command or Action Purpose
RTFwF1 |enable M EXEC E— F&2 AT LET,
Example: e NRAT—FREANLET (FRE
nNE%a) .
Device> enable
R wF2 |configureterminal Jua—N)ar7 4 Xalb—3 g

Example: FT— FEBIBLET,

Device# configure terminal

X Fw 73 |diagnosticmonitor interval switchnumber | {52 D57 2 Mkt L., ~NV A T —
test {name | test-id | test-id-range | all} Uy S oETRERERELET,

hh: mm: ss milliseconds day
TAMERET HHEGIE, ROVWTH

Example: IDIRT A5 R LT

Device (config) # diagnostic monitor « name : show diagnostic content =~

igterval switch 2 test 1 12:30:00 750 L ROHAICERSINDET A RO
AHITTT,

« test-id : show diagnostic content =
~ v ROMcERRINST A b
D IDF S TY,
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ANLR EZRY VT BEORE .

Command or Action

Purpose

* test-id-range : show diagnostic
content =~ > ROHIIZE R I
57 A D IDFZTT,

call : TATORMT A b,

MR ZRET LA, IRO/RXT A —
HERELET,
ehhimmss: £=% U /7 [#E (K
M, 25, B) . #BEETE HHPHIE
hh7250~24, mMmEBILWssA 0~
60 T,

e milliseconds : =% U > 78k
(RUR (ms) ) . FEETZ D4
PHIZ 0 ~ 999 T,

sday: E=#% VU 7R (B .
FRE T HHiPHIZ 0~ 20 TT,

RXFw 74 |diagnostic monitor syslog L) ~AE=ZY LT FZRD
Example: RHUIRFIZ A A F73 Syslog A > E—
AT DR IITRELET,
Device (config) # diagnostic monitor
syslog
R w75 |diagnostic monitor threshold switch EE) ~NAFE=H—Y T F AR

number number test {name | test-id |
test-id-range | all} failure count count

Example:
Device (config) # diagnostic monitor

threshold switch 2 test 1 failure
count 20

DRBLEWMEZBEL £

TAMERET HHEIE. ROVWTH
MDINT A—=Z 2 LET,

 name : show diagnostic content ==~
Y ROMDIFRENLET A LD
AHITTT,

« test-id : show diagnostic content =
~ Y ROHINZFRRENDLT A B
D IDF 5 TY,

« test-id-range : show diagnostic
content =~ RO AIZFREN
57 A hOIDFZTT,

call: TRTOBWT A B,

JeBi L VMl count IZHEE T & A EH
X0~ 99 T,
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Command or Action

Purpose

ATvT6

diagnostic monitor switchnumber test
{name | test-id | test-id-range | all}

Example:

Device (config) # diagnostic monitor
switch 2 test 1

BED~NNVAE=RY T TANEA
=Tz LET,

switchnumber —U— KX, A% v 7
WAL » FEF T R—F&hx
‘a‘o

TANERETALAE., ROWTH
INDINT A—2EfEHLET,

« name : show diagnostic content =~
Y ROHNIERINDET A RO
AHTTY,

« test-id : show diagnostic content =
~ Y FOHINZRRINDT A B
D ID %5 TY,

* test-id-range : show diagnostic
content =~ > RO IZE RSN
57 A RO ID &EFHTY,

cal : §XTOZWT A b,

ATy T17

end

Example:

Device (config) # end

Mk EXEC B — NIZE Y £,

ATvT8

show diagnostic { content | post | result |
schedule | status| switch }

F o T4 CBWDOT A MERE LU
R—bFENDTAMAAL— b aFIRL
i‘é—o

ATvT9

show running-config

Example:

Device# show running-config

A B LET,

ATy 710

copy running-config startup-config

Example:

Device# copy running-config
startup-config

EE) av74Falb—rvar 77y
ANVCEREEZRIELET,
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ro54oplnE=4U 8L 702 ]

VEMDEZRI)IBLEUVACTFUR

VT X FDEEH

TR ~DRA

WIZ, T A MERELTWHT A M &Bind 5612 L E7,

Device# diagnostic start switch 2 test DiagPOETest

WIT, TRTOEAZWT A S ZaT 262 R~ LE T,

Device# diagnostic start switch 1 test all

ANILREZRZY G TR MDERTE

RIZ, ~"NAEF=Z Y T TAERET DB R LES,

Device (config) # diagnostic monitor threshold switch 1 test 1 failure count 50
Device (config)# diagnostic monitor interval switch 1 test TestPortAsicStackPortLoopback

DM TANDR TS 2—1)0T

WIS, FEDAA v FITH LT, FEDHIFIZZWT A b2 FITT 0L 0ICArYa— 7
TR R LET,

Device (config) # diagnostic schedule test DiagThermalTest on June 3 2013 22:25

ROBITIE, FHESNIAA v F THRBERFEORFIZBHT A 2 E T T 5L 0ICA TV a—
Vo734 5hkERmLET,

Device (config) # diagnostic schedule switch 1 test 1,2,4-6 weekly saturday 10:30

DR

Wiz, AT~y FBBTREE R HHE R LET
Device# show diagnostic ondemand settings

Test iterations = 1
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Action on test failure = continue

I, EEOZMA N NaRRT D0 ZRLET,

Device# show diagnostic events event-type error

Diagnostic events (storage for 500 events, 0 events recorded)
Number of events matching above criteria = 0

No diagnostic log entry exists.

Wiz, W7 A FOBmAEFRRTHHERLET,

Device# show diagnostic description switch 1 test all

DiagGoldPktTest
The GOLD packet Loopback test verifies the MAC level loopback
functionality. In this test, a GOLD packet, for which doppler
provides the support in hardware, is sent. The packet loops back
at MAC level and is matched against the stored packet. It is a non
-disruptive test.

DiagThermalTest
This test verifies the temperature reading from the sensor is below the yellow
temperature threshold. It is a non-disruptive test and can be run as a health
monitoring test.

DiagFanTest

This test verifies all fan modules have been inserted and working properly on
the board

It is a non-disruptive test and can be run as a health monitoring test.

DiagPhyLoopbackTest
The PHY Loopback test verifies the PHY level loopback
functionality. In this test, a packet is sent which loops back
at PHY level and is matched against the stored packet. It is a
disruptive test and cannot be run as a health monitoring test.

DiagScratchRegisterTest
The Scratch Register test monitors the health of application-specific
integrated circuits (ASICs) by writing values into registers and reading
back the values from these registers. It is a non-disruptive test and can
be run as a health monitoring test.

DiagPoETest
This test checks the PoE controller functionality. This is a disruptive test
and should not be performed during normal switch operation.

DiagMemoryTest
This test runs the exhaustive ASIC memory test during normal switch operation
NG3K utilizes mbist for this test. Memory test is very disruptive
in nature and requires switch reboot after the test.

Device#
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54 UMY HEMFER

EEE N
BERE T=aTFI AL R
ZOETHAT A vy RosEe 7R v | Command Reference (Catalyst 9300 Series
fili 515 DFERT, Switches)
Command Reference (Catalyst 9400 Series
Switches)

N - S L EANESL S 4 L6 k=E
54 V2R TEDHEREIFHR
WORIZ, ZOEY 2— LTl THHEED Y ) — 25 LOBEFHEZ R LET,
TS OBREIL, FRICHRE SN TWRWRY  EAINTZY U —RLBEOTRXTOY U —RAT

fERCE £,

)1y—2 Hese HARETE R

Cisco I0S XE Everest | 4> 5 1 Lk FLTA BRI S L A
16.5.1a

AT IT 47 32y NT—T 18R LI-FE
F. TN RAON— Ry = THEEE T A b
L CHERTE £,

Cisco Feature Navigator Z i 425 &, 77 v h 74 —ABILNY 7 b =T A A= DHHR—

MEH % #5538 TX 9, Cisco Feature Navigator |21, http://www.cisco.com/go/ctn [FZ3E] 226 T
7EALET,
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. 9.
=% =R

A4 xXaLb—3 74 ILDOEH

11l

s T 4 Xalb—ar 7 ANVOERORHESRME 217 =)
e LT 4 X2l —Tay T A NDERORKIEIE (217 2—)
e T 4 X2l —ary TrANOEHIZONT (218 X—)
eI 7 4 Xalb— gy T ANMEROEHFE (226 —)
e T 4 Fal—ar T ANLNDOEHOEREERE (257 2—)

W ~ e =
OV I74FXaL—23r 774 IILOEBEORENEER
e 2P —20F, A< L CiscolOSBREEE A~ RIA v A v ¥ —T = A ABT 5
R IR GRS M E T,

« VAT LTI, A LB R/NRORENIATINTND Z EMMETT, EARKa 74
Xal—ary 7rA/ME, setup 2~ REHEHA L TERTE £7,

O 74X aL—23r 774 IILOBEEOFIFEIR

¢ ZDKRF2 AL FTHHEN TS CiscoIOS 2= RDOLL 1L, T/ ZADKED 2
T4 F¥ 2l =g B— R TCORFEHAARETHOMEEL £,

eCiscolOS a7 4 Fal—Y g avwy ROW HONL, BEDTFNNA AT Ty N7 +—
LATCORMEAFRETH Y, a~ 2 FEXITIT T v F 73—l Lo TR DAREMNH Y
e
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AVT4F¥IL—Yav IFALOER |
B - x—varrrrnoemonT

A4 Fa2aL—23Y 774 ILOEEIZDINT

4 Xa2aL—a3  T7AILDEALT

AT 4 K2l —ay TrANCIE, VAT RS AOMEEER D A A~ A AT DHTHD
CiscolOS V7 by =T a~wy RREENTWET, a~vr NI, VAT hZEE Lz L&
(startup-config 7 7 A /L) | Flzliiar7 4 F¥al—varE—RTCLIICaZ~Y FEA
H L& X2, CiscolOS Y 7 b7 =TT k- T (ZHak L OVET) Shxd,

2B = T T ar74¥alb— a7 7A)b (startup-config) I£, Y7 bV =T ARET
LI AT LORBRICHEHNSNET, 7271 Falb—ary 7rAL

(running-config) {Zi%, Y 7 MU =T OBEORENEENTWHET, 22007 4 Fal—
var 7y AMIRIAOEREICTEET, eE, 27 X2 b—ra UEKEN TR
SHEHMPEOETRT 2580760 £9, 208451, configureterminal EXEC =2+ > K% {#
LCIITar7 4 X¥ab—a 2R LETHN, £20ar7 X o b—a Ud copy
running-config startup-config EXEC =t~ > K& L THREFE L EH A,

FEITar 74X al—varELAETDHIOL, 274X a2 —vary T A NVDOEFE (227
~N—) OIETHHAIN TS L DT, configureterminal =~ > Kz L %9, Cisco I0S
AT 4 X2 b—ra - FOMEHRFICIE, B o~y NI CIRE TS, ANEHER
oy 74 Fal—v gy BF—RERTLEBAETETay 74 Xalb—v gy 774 0IC
RIFSVET,

AB— T arz s Xalb—rary 774 VEEFETHIZIX, copy running-config
startup-config EXEC =2~ > REEH L CTAX— Ty a7 ¥ ab—Ta U lF - 72y
TA4X2lb—2ary Ty ANVERET DN, 77 AN == RF =T v a7y
Fal—vaitar7 4 F¥al—ar 74 ab—LEd GEMIcOWTIE, [TFTP
P R—NEF NN Z~ADAL T 4 Fal—ary Trf(lDat’— | 2HBLTLFEX
V)

AVI74FXaL—YarvE—FELUVaY T XaL—23 0 Y—
AMDER

TNRARAETar74F¥alb—yart— RERGET 5I21%, FFHEEXEC 7 1 > 7 | T eonfigure
a< REAJILET, CiscolOS V7 =TIk 7 a7 R TIHEL, MR, A€V,
FEFR Y FT—7 == (R FU—7) RSN 7 7 A vOWThng, a2
T4 X2l —varyavr ROY—RAL LTHRET D LI CEREnET,

Configuring from terminal, memory, or network [terminal]?

WRMNODBRETIT, a~vr R icary 74Xzl —Yaryavwry REANTEET (&
DEZZRLTLLEEY) o o VWL, A4 — Ty a7 4¥al—ary 7y
ANTOaALy7 4 Falb—ayavwy RKOBFEITOHEEZSHRL T ZIN,
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| avoqFar—varv sz L0EE
CUZEEALEaIY T ¥alb—230 77 L0ZE |

Iy NT—=IMWHEDORETIE, F*y hNI—IRATary 74 FX¥alb—varyavr Reag—FK
LTEITTEET, FEMIC OV T, TFTP F— =BT 2D ary 7 f Fa b—z
VI AND A — OEESR L TLIEE,

CLIZEALa> 74 F¥aL—23 Y 774 ILDERE

CiscolOS V7 hU =7 &, 1{TIC2& 1 DDary 74 Falb—rary avy ezt AiLE
T, AT 4 Fal—rvaravy NE, REREFANTEES, a7 Fab—ar
T AN, AN Liza~wy REHHTL2a 22 RE2BMTEET, 2 A2 hORIHITIE,
PR (1) AT ET., 2 A MINVRAMICH a7 4 X2l —vay Ty A LDT Y

T4 7T AT H M E 722, show running-config & 721X more system:running-config
EXECa~ Y RTT VT A TRFED I A M E2RRLTH, a2 MIRRSNEEA, show
startup-config % 721X more nvram:startup-config EXEC E— Ra~v > RTRZ— K7 v av
T4 F¥2lb—valDUARAMEFRRFLTH, aA MIFRRSNEFA, A ME, 2~

T4 X2l =gy T7ANANBTAL R e— RENEEEIZary 74 Xal—vay 77
ANDPBHIBRENET, 27 L, 77 A NEEET2 hav (FTP) . VE—habv—7Fua ha
) (RCP) . #7214 Trivial File Transfer Protocol (TFTP) $— — LBIZKMINTWDE a7 4
XFal—valry77ANVDAA MDY A NIFRTEET, CLIZEHALTY 7 by =T1iF
BRETDEET, 2= —DANHESTY 7 by =TIk avr RBRFETENET,

AVIJ4Fab—3y 7274 IILDEFR
Ay 74 F¥alb—val Ty AME, IROGFNIEMNINET,
cFHTar T 4 X2l —a VIZTRAM IZKERHESNE T,

VT AAT Ty a T7AN VAT AT Ty N7 43— DTRTOT T N7 5 —
AETIZ, AF— R 7y 27 4 Fab—3 3 VIEREREMERAM (NVRAM) (2K
SNFET,

I TAAT T a2 TFAN VAT LIADT Ty F 75 —LETIE, RZ—F T v 7 ayv
7 4 F a2 L—3 3 X CONFIG_FILE BREEAETIHRE SN HATIcEshE+ (7 7%
A7 v a 77A) AT ATOHOCONFIG FILEBREZEHOIRE (251 °4—) DHEZ%E
B LT EEVY) . CONFIG FILE Z#%, 77 4/ b TIENVRAM 2720 £ 23, &
DT 7 AN VAT LDT 7 A ILVHIEETE £,

e nvram: (NVRAM)
oflash: (N7 T v 2 AEY)
« usbflashO: (#& usbflash 7 7 A /L 2 AT A)

« usbflashl; (#1&F usbflash 7 7 A /L 2 AT 1)
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AVT4F¥IL—Yav IFALOER |
. FY LTI —N—DETNARAADAV T4 F2L—23 Y T7/ILOIE—

2YRIT—OH—NN—DBDETNAAADA T4 FXa2aL—30T7
A4J)LOaE—

TFTP, rcp. FILFTP H—N—NETNA ZADFATa 7 4 Fab—a rEFAX— |
Tl ar74 Fal—ar~ary7 4 Xal—ary IV Eat’ —TxFES, 20D
HREIX., ROWT OB AICI YV ETTIHE68H 0 £7,

Ny Ty T arI 4 Xal—vary TrANEETTBED,

CHOFAL ADAL T 4 Fab— gy T A BT B0, =8 2E, BOFq
2EFy NT—ZIGEBIILT, FOFNARA ADAL T 4 X2 lb—2 3 VETOT A AL
FERICT 285G TT. 77 AVEFH LT AL RAZabt =925 L, 77 A NVEEREBEK
L72WT, B2 A E TEET,

cfl—Dar74Xal—rvaravrFeERry NU—FJHNOTRTOT /A RZe— KL
T, TRTOT AL ADAL T 4 Fab—va rZRRICT 5720,

A~y R4 NZavy Re AT LIEE L RIRRIC, copy{ftp: |rep: |tftp:system:running-config}
EXECa~y RIZF A A Car 7 4 Fal—ary 77 A Veua—RLET, a~vr N&A
MTBFET, BMEOETay 74 Falb— g VEIlHESNERA, a—Shi-ar 7y
Fal—vary 77/ N0~y Rk THFEOa 7 4 Falb—vary 77 A /LND
gy RR@EEHRIOND L, BEFOa~y FiZEESnET, ExE, at—snkav
T4 X a2l—vary 77 A MVCENENTWARED < ROIP T RLAR, BEFEDO =
TA4X2L—2 g VITKRIHENTWAIPTY RLRAERBRLZEAIL, avt—Shl-ar 7 4 Xa
L—yaWOIPT RUARERHENET, 2L, EFoary 74X —vaNo—
oo~y R, BEHBzonN0ESCRo720 Lanbobdb 4, Zokrkha~
YRBRBHLGEIE BMFEOa T 4 Fal—vary Tyt art—Shltar7 4 X alb—
vary 7 ANABPHREEDbENE (at—&Nnar T 4 Xalb—vary T A ABMERT
%) ar7 4 ¥al—iary 7y AAMERENET,

a7 4 Xal—valry 7y ANEY— = SN TNDE 7 7 A VDO EMERa e —E L
TEILTHIZE, TOary 7 4Falb—vay 77ANVEAA— T v a7 4 Fa2b—
va ZEEaE— L (copy ftp:| rep:| tfitp:} nvram:startup-config =~ > KZfEfH) . 534
AV ua— RKTH0ERH 7,

P N—=NET R AN T 4 Fal— g 77 NVEabt =450, ROk a3
T+ 54 27 23T LET,

T A7 e hanvig, EHPO—R—DX A4 IS L TEZRY 3, FTP B L WVrep ® b
TUAR= B A =ALE, TFTP LD @ TF —ZBE O EFEELENLTHET, b
DEEIL, FTPEB L Prep D b T U AR — K AH=ZALBaxy > a HO TCPIP A% v 7
FICHEINTEY, ZhEHHLTWATDIZHREIZZR Y £ Lz,

FINA AL TFIP H—/N\—A~ADaAV T4 X2 L— 3> T7A4ILOIE—

—H8D TFTP 23 TliL, TFTP — "— EIZ X I — 77 A VEVER L, D, BXIAR,
BLOETEHFA LTS, I —T7 ANV % FEEXTIHETT 7 ANV Ea L —TIHVERD
DET, FEHIZHOWTIEL, THEADO TFTP O~==27 Va2 BB L T 7E &0,
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FNL AP RPH—A—~Dav 71 FaL—vav Irnat— [

FINAANSRCPH—/N\—~ADA T4 FXaL—>3Y T7A(I)LOOE—

HERE IR

TNRAAPSRCP P —N—a 7 4y X al—gy Jr AV Eab—TxET,

Fv hU—=2%UNIX 2 2=7 4 T V=R LTHERTL2RIORLED 1 D1, VE—Fh
Y=/ (RSH) BLOVUE—hF at— (rep) WENGTENT, VE—F =T mbaro
AR L OEHEIZ SNV £ LTz, shBXOreplc LV, 2—HF—FVE—FTavr RE%E
fTL, XY hI—J LDV E—F BRANERE—NR—IZHDT 7 AV VAT AL EIT
T7AN VAT AT 7 A NE I —FTBHI ERAEEIZRD ET, Y Aad sh B Wrep FE
LT, FHEREE L RAEMNTE XY,

RCP ® copy =2~ > Ri%, UE— K VAT A EDshH—n"— (F72E7—Fy) ZFIHLE
T, rpEEHAL T 7 A A& A —F 572012, TFTPO X 9127 7 A MeAiFO¥— " —%
ERT 24 EEH Y T A, LEL2OIF, VE—bF =/t (sh) Z¥HR— FTHHF—r3—~
DT I AEZTTT (1FEAEDUNIX VAT AR rsh AR —MLTWET) . HDEEHEFTN
SRIOBFIC 7 7 A N A At —F 5720, abt™—xD 7 7 A VT DA FERE 22—
D7 7 A NIKT HEZIAHLMERPMLE TS, ab =7 7 A VRHFELRWEEIEL, rop
LD ERSNET,

TAaADrep FEEEILUNIX D rep E#E (R hT—2 EOV AT AR TTZ 7 A VB2 —) O
B ZTI2L— R L72bDTTR, Y RAama~y I UNIX O rep 2~ > FRESC & 1T
B2 EST, YRAaDrepPAR—MI, repZE P T U AR— b AD=ALE L THEMHT L —E
Dcopy 2vr RERFELTWET, DD rrepcopy 2~ NiE, A =2d TFTP copy 2~
Y RIZEBI L CWETA, @l CEEEOEWT — 2 EE 2 EBT 5B HEEMA T\ D &
W RDBERRDET, TNHDOWEIL, repD T U AR— K A=A LR axrva Mo
TCP/IP A% v 7 FITHFEINTEY, ZREZMEHL TWAHTEOIZAREICZR D £ Lz, rep 2+
YREMEHLT, T ANb Ry N =7 —_— (E72LZ D) ~V AT LA A=VE
JRar 74 Fal—rvary 77y Eat—T&ET,

Flo, ep P AR— 2L X—T NI, VE— AT LAOZ—HF—=RT A AL EIET
INAANT 7 AN A —TELLIITTHILEBARETT,

JE—b2—HF=NT A ZLDMTT 7 A VEAE—T&E5 LI CiscolOS V7 b7 =T
ZIET HITIE, ipremdrep-enable V7 m— L LT 4 X al— gy avy REEHLE
D

RCP 7' ha /L CiX, 7 7472 MEIRCPERITLIZY E— F 2—HF—F % — —[TE(F
THMBENRDHY ET, RCP ZHA L TF A ZANnbH—N"—~ar 7 4 Xal—ar 77
ANEaA—FT B4, CiscolOS V7 F U = TITIROIER CRANE R LA a2 —F—
HEFEELET,

1. copy EXEC a2~ RCTHRESINZZ—H4 (2—TARRBEIN TV DIEHA)

2. ip remd remoteusernameZ B — 3L a7 4 Falb—v g avy RCREINTZ2—
P—2 (a7 FRRESNLTVDIHE)

3. HEDOTTY (iK) uvRABEEMTONTWD Y T—F 2—%—4, 7L 21X, =—
P —73 Telnet Z I L CT A RZHEFREINTEY ., username 2~ R&20 L CRIES
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B rer—v—zicEraEs

H5AE, VE—bha—V—4L L TTelnet t—F—ELNBT XA AV T h =TIk -T
EEINET,

4. FNRAADERA N,

RCP 2 v —ELRAEFICEITTH201IE, Fy hU—7 == L2V E— | 22— —4
DT AT NEERTHIVLENRHYET, ZOV—"—0R3F 4 L7 NIiEEE L ->TWDHE
E. a7 4Xal—yay TrANEREFA A=V, == LDV F— |k 22—V —%
EBEMT OENTET 4 LY FUICEZIAEND D, FOT 4L N hbavt—anEd,
LR, VAT AA A=Y N —N— D= —DKR—L T 4 L7 NVITHDIHEE. *
Da—HF—D4F# Y E—F 22— —ZH L L THRETEET,

ip remd remote-username 2~ > R&MEH LT, X TOab—|xt L Ca—F—HZHEEL
F£9, (remd L, A—"—a2—HF— LV THEHEND UNIX L—F T, PRI A—
FEBICHESWIERHEAF—LZ2 ALYV E—h v~ ETavr F2FETLET, romd
1T TRemote Command (VU E—k a2~ F) | OETY) , FFEDO 2 —EIEICOAFEHNTD
2—P - EEETDHHEE. copy 2~v 2 RN T—HF =L EEELET,

Y= NRN—[ZEBEXIADEA. T A LOa2—PF =250 RCP EXIALIREZIFAND LD

12, RCPH—_"—Z @I ET HLENH D £9, UNIX AT LADGAETL, RCPH—/3—
oV E— R 2—HF—HD thosts 7 7 A M= Y ZBIMTALERHY £, =& 213,

TN AR DOBEETWEENTND & LET,

hostname Devicel
ip rcmd remote-username User0

F XA ADIP 7 KL AN devicel .example.com (224 X 5354, RCP H—/3— D User0 O
thosts 7 7 A /WZIE, IROITHEEND Z LIV ET,

Devicel.example.com Devicel

RCP 1 —H—RICBHT 5 EH

RCP 7v ha/LCiE, 7747 MIRCPERI LIZY ET— kN a—HF =% — " —(T%(F
THULENRSY ET, RCPEFEH L TT A AN —N_"—~ar 7 4 Fal—a 7y
ANE =T 58A, CiscolOS V7 MU = TIEIRONEE CTHRANZFE L LB o —%—
HEEELET,

1. copy EXEC =~ RTHESN-2—¥4 (—FALARHEEINTWDIHE) .

2. ip rcmd remote-username/ B— 3L a7 4 X o b— gy avy RTREI N2 —
P—2 (v FRRESNLTVDLHE)

3 BUEDTTY (K) mivXZEEMTONTVWD Y E—Fa—W—4, 2LE, 22—
B—28 Telnet 21 L CTT /34 ATEHE SN TE D, username =2~ > R4 L CGRIES 1L
H5AE, VE—ba—V—4L LT Telnet 21—V —ELNBNT XA AV T v =72k -T
EEINET,

4, FNRAZADERA N,
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FINAZDS FIPH—ADav T ¥ab—vav I74r0at— |

RCP a2 V' —#RZFE[TTH-OIZIE, Fy hI—F —NR—EZVE—F 2—F—ZDTH
VY MNEERTOIMLENHYET, 2OV —"=RNTF 4 L7 NI EEL LTV DGAE, 2
TA4Xalb—vary T ANEREAA—VEF, == FED ) T— [ 22—V —F L BEA]
oniT 4 L7 MVICEZIAEND D, ZOT 4 L7 MUnbavt—ShEd, =&z,
VAT DA A=VPRY = AN—= EDA—F—DFR—LT 4 L7 FVIZHLIHRIE, D —F—
DA4HZ Y E—F 22— =4 L LTHEELET,

FEMZHOWTIL, THHADORCP —R—D~=a T L EHR LT FEN,

TFINAZADLFIPY—/I\ADaAV T4 FXFaL—23r T74)ILOaE—

FTNRAAMBFIP Y —AN a7 4 FXal—ya Ly 774V ab—T&xE1,

FIPA—HEZE L V/SAT— KOPE

N

GE)
P— RO IP T FLRAEMTTE £ A,

WNAT— R F @) 2505 2 LIdTEETA, X5 T@) 2EMNT25L, a8—T

FTP 7’1 f 2L ClE, FTPERZLICV E— b a—HFAB LR T— &%, 7747 bR

= NZEETHULERDHY ET, FIPEZFEH L TT A AN — "o 7 4 FaLb—

vary 7rANEaAE—F5EE, CiscolOS V7 R U = TIXROIAE TR R LG4

ma—YHEEELET,

1. copy EXEC =~y RTHEINI2—¥4 (—FENBESN TN LIHE) .

2. ipftpusername 7o — 3L a7 4 Fal—vay avy RORESNZ2—V4 (=
<V RBEESNTVDIEHA)

3. Anonymous

TNA AL, RONEE CTHRINCFER LT G322 — RERE L ET,

1. copy 2~ RTHRESNZ/NAT— K (RRAU—FBMEESNHTOWEHER) .

2. ipftppassword 2~ RCHEESNTZ/NATV—FK (a2 RBRFEESNTHDLEE) .

3. T3 AL, username@devicename.domain &\ 9 XA T — &AL L 3, £k username

ITBED | v v g BT b2 — 4 devicename X% EHE A DR A R4, domain
T XA 2D RAA L TT,

a—PLBLUORAT—RiZ, FIP 3 —_"O7 v MCEEMIT SN TWARLERNH Y £
T, = NIZEXRADES. T XA O —FNE0 FTP EXALEREZZITANS LD
12, FTP 4 —RZWUNIRET HLERH Y 9,

IOV =BT 4 L7 NIEE LS TVDLYE, av 74 F¥alb—Yar 7y A VERIEA
A—=IE, =R bEOa—FZ LEEMMTONEZT L7 NVICEZIAENDID, TOT 4 L
J R pbavr—&nEd, ez, VAT A A A=URY =N EDZ—YDE—L T 4
L7 MV DHEAIR. 02— F 042 ) E— b 2—HFH L LTHRELET,
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B wiszo7000a0—

FEAZHOWTIL, ZHEHADFTP 4 — RO~ =a2 7 Va2 BB L T EE W,

TRCOaAb —EEIEHT 22— 4B L OSRA U — RERET HI21E, ipftpusername s
X Wipftppassword 7 o —/3)L a7 4 Fal—var a<wy REFEHALET, FEDa ' —
BIEICOMERHT 22 —F A E2RET H5E1X. copyEXEC 2~ RN T2—HF A4 EIRELE
o

VRFIZK BT 7LD E—

copy 2~ RTHELZ VRFA v ¥ —T7 oA ARHTT 7 A VEaE—TEET, REDOE
HY 7 TR FEEAETICHEERE LA VY — T oA AEEETEXHDT, copy IvY KT
VRF 248§ %1% 0 3l TR T,

Ll
OB, copy 2~ RZMEHLTVRFRBRHETY 7 A VEab—7 5 FikzRLE
R

Device# copy scp: flash-1l: vrf test-vrf

Address or name of remote host [10.1.2.3]7?

Source username [ScpUser]?

Source filename [/auto/tftp-server/ScpUser/vrf test.txt]?
Destination filename [vrf test.txt]?

Getting the vrf name as test-vrf

Password:

Sending file modes: C0644 10 vrf test.txt
!

223 bytes copied in 22.740 secs (10 bytes/sec)

AL YFILRHDRA YFADAV T4 FXaL—232 T7/4)LODaE—

BOLAL Yy FPORIDAL yFICHEL AL —FTHIENTEERT, THEF2AT vy T T ut
ATY, AA v F B TFTP h——ITREZ 2 E— L, RIZ TFTP 2 BHID A A » FITHRE
Eav—LET,

AA v FINLBIEDREZ 2 ¥ —3 5HI21%. copy startup-config tftp: =2~ > K& 3 . fE<
FRRICENE T, BEN TFTP —icav—sh

Wiz, BIDAAL v F~a 4L, copy tftp: startup-config =2~ > K& FEITL T, Fi< fERIC
WEWET, ZTNT, REEFHORAL v FIZat—SnEzT,

RExX A — LIk, ZORELRFET DI, writememory 22~ > K& L, D% A
A v F&Ya— KT 5Hh, £721E copy startup-config running-config =2~ > K& 4T L £,
NVRAM LY KEWaVTsFaL—23> T7A0L

NVRAM LV R&EWar 7 4 Falb—v gy 77 A VEHFFEHT ST, DIEOHEOFEHRE
o TEBSMENDY FT,
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AVT74FaAL—23Y T7AILDEME .

AVI4FXaL—23Y I7M4ILDEHE

service compress-config 72—/ L a7 4 X alb—vay avwy RNE, ary74¥alb—
vary 77 ANEER LT NVRAM T 2 Z L2 ELE S, a7 4 F2lb—var
TrANPERSND L, T RTEFITERELET, VAT LORERHIZ, AT Ald=
VI A4FK 2= a7y ANPEMENTND Z EE2FHRL, EfINcar 7 Fab—
vary 7rANERBLT, EFICOEEZEDE T, more nvram:startup-config EXEC =1+
YRIZEY, arvvaFal—varBnERESNTHLEREINET,

O T4 X al—vary T A NEERET AN, B ARAN— R 2T DAL ARL—Y g
BIOAVTF U A~=aT7 2B LTSN, ZHHOY AT LAOROM M7 7 A VIE
MAEVR—BPLTCWAZEE2HERLET, PR—FLTWRWESE, 7 7 A VEMEZ T HR— b
LTWAHHLWROM A VA R —/LT&xET,

2T 4 Fa2lb—2a DY A XL, NVRAM DY A XD 3EE2B 2 TlIWTEH A, NVRAM
DY A XN 128KB DA, BETEAHRRKOI L 7 4 FXal—aly 77 ALDY A RE
384 KB T,

service compress-config 7 e — L 237 4 Fab— g a<w RiE, CiscolOS Y 7 FU =
7 U U—Z10.0 LD 7 — F ROM &4l L TWAEAICIRY 34T T& £9, #H LV ROM %
A VAR =T BHDIE 1 EIFRY OF/ET, ROM IZ Cisco I0OS Release 10.0 2372 WA 72T 4B
TT, 7—FROM PEMa L 7 4 X2 b—2 a3 U ERBLAWVEAIL, RORA v E—IURE
mAINET,

Boot ROMs do not support NVRAM compression Config NOT written to NVRAM

AV IAXaAL—2avDISAATISYL A TPAILVARTLEDTS Yy 2 AE)ADBIRK

TJITAANT T ad 7 ANV ATLEADTNNAALTIZ, RET7 T v a2 AEI D77 A I)LE
TZIZPCMCIA 211 b D7 T v 2 AFE Y DT 7 A VI CONFIG_FILE BREEZAKARET D
LR, A= T T a7 4 Fal—varE 7Ty a AT ITKMTE T,

FEICOWTIE, VT AAT T vy a Ty A AT A TOH CONFIG FILE BREEEHDOFEE
(251 X—=v) ZZRLTIZI,

REWaAr 74 Xab—ra VEREELIIEET 2581, HETOLERHY £T, 7
Z v = A% Y GEIEE copy system:running-config nvram:startup-config EXEC =< > RA3%
TENDHTERNEHENET, 77 v a AEVO7 7 A VER (ZXHEBORELR & D)
FEEBIIATON R WD, FIRFRER 7 7 v v a AFVICHAEEEZL IS LERH Y F
7. squeeze =~ REMEH LT, HHFAEEREZBERLET, 20MBLUL EORERET T v
Va W= REMHTHZEEHRELET,

Yy rI—OHh6DaAV T4 Fal—YarvavrRkoo—FK
a7 4 F¥alb—a RN REWEAIE, FTP, RCP, TFTP DWW T IO — " —{THH L T
BE, VAT AOEEBIFIZAY 0 —RTAH2 L8 TEET, Xy MU= P—R_—%2EHL
TRHBRREEBNT DI2IE. T3 A0S TFTP h—R—~Dar 7 4 X al— g v
TrANDat— (229%—Y) BIUOar74Xal—rarIZryfLELyra— K15
FTNRA ADEE (226 2—) ODETINLOa~y ROFEMESRL T EE0,
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B - xav—vavorqnzesrn—rea7 1 20%E

AVT4FXAL—2a Y TFAINESVA— RS BT /INA RADERE

VAT ADOERERFICIOFE LT 2o a7 4 X a2l —vary Iy A VEr— R+ AL T
NARAEHRECEET, avr74FX¥alb—ary7Zr7A0E, a~v U R ilavr REA
HLTEGAE ERERIC, AEVICE— RENGHHAENET, TOTD, TXAADI LT 4
Fal—Yaid, TOARE— T v a7 4Xal—aré 1 D2FERE 220080
O—RENFar74FXal—vay Z7AANERELELDICR D 97,

FYRI—=DOERRA MDAV T4 FaL—2a 0 T7A0L

JERRZREEMNG, TARAL ABEYNIF T oa—RT57 74 VL, Ry NT—2 a7 4
Fal—varTZrA/VEMNEINET, T AP2EFHICF Yo a— K757 7 A V%, &
ANarZ4FXal—vary 7rANEMRTINET, 2003 T 4 Fal—vary TrA
ME, Ry NT—7 EOFTRTOT AL AR, H—a~vr FOEZL 2T 258 T
9, Xy hU—7 ar 74 F¥alb—rar TrAME, TRTCOT A AEHRETDHT-
IR Sh A EEa -~ FREERET, RA b ar 74 Falb—Tar 77 A2,
FFED 1 ODORA MIBEFEOa~ L RREENET, 22o0ar7 4 Falb—var 770
Aa—RNT5856, FAMar7 s Xal—rary 7740k, b2 1O07 7 A VL0 E
HEEANERHYVET, Xy T —F a7 4FXal—Tay Ty ANLERAN a7y
X2l —var 77y D) E D, TFTP, RCP, FTP DWWy E I L CRIERRE/R R
=27 == LIZH Y, FAMY ATRETHLILEND Y £,

O J4FXa2Lb—2ay 7274 IVESROEEAE

a4 xXalb—a3y 774 ILIEHRORTE

AT 4 FXalb—var T ANVIETAEREERTRTDHIZNE, 208 g OFNEEFET

L/\i‘é—o
FIE
aAvYRFERET7IOIY BRI
AFw 71 |enable ke EXEC E— REZHAIC L ET,
11 e NAU—KREANLET (EREHh
=548) .
Device> enable
AT 72 | show boot BOOTEREEADONE BREINLTND
i - %) . CONFIG_FILE BBEZAHIC & -
THRESNTWAa Ly 7 4 X¥alb—y
Device# show boot Ve 77’])/1/@%%\ ¥ X XBOOTLDR
BREEHONEEZRLET,
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ARV RFEEETIIa Y BRI
A7 73| more file-url BESNTE-77AVONEEFRLE
1 - KR

Device# more 10.1.1.1

R w 7 4 | show running-config FiTary 74Xzl —ary 77 AL
i - ONEFExFRRTLET (more
system:running-config =~ > KDz~
Device# show running-config FxzA Y 7’;<“57f) °
AT 7 5 | show startup-config A= T v F ar7 4 Xal—a
1 V77 ANVDOARER TS LET,
(more nvram:startup-config 2~ >
Device# show startup-config Da<wy RxAYTRATT) ,

JITIAAT T v TyrAI)V VAT A
779 N7 = LUHNDTITOT T >
7 A=A BT, @H, 774V RO
startup-config 7 7 -f /L1Z NVRAM (Z4%

MINET,

TTAANT T2 774/ AT A
75 v b7 —2A LTk, CONFIG FILE
BRESAHUTT 7 4L b O startup-config

TrANEEELET,

CONFIG_FILE £ D7 7 4V MME
NVRAM (2720 £,

A4 XaL—23Y D74 ILDER

CiscolOS V7 b7 =7 1%, 1{TIZ2& 120ary 7 4 Falb—Tary avy Fexzif AnE
T, AT 4 FXal—Taravr NE, RERFFANTEES, a7 Fa2b—va
T AMIF, AN LTca~vy REFHT5aA 0 MaBINTEET, a2 A FOSEHIZIE,
B (1) 2T ET, 2 A MINVRAMICHL Y 7 4 Xalb—vary 77, VDT Y

T4 T AT BN E L7272, show running-config & 72 1% more system:running-config
EXECa~ Y RTT V7T A TRRED Y A FE2FIRLTH, aAy MIFRSNEE A, show
startup-config & 7= 1% more nvram:startup-config EXEC £ — Ra~v > RCRAZ— K 7 v 7 av
T4 X alb—=varyOURAMZFRLTH, a A MIERSNEYA, A NI av

T4 X2l —vay T7ANANBT AL A Ze— RENcEElZlary74Xal—vay 7y
ANDBHIRENET, 2720, 7y ANk e han (FIP) . VE—habt—7o bha
) (RCP) . %7214 Trivial File Transfer Protocol (TFTP) H—/ SN— LEIZKMINTWBEH a7 ¢
Fal—valrTZ7AN0OaRr OV ANMIFRTEET, CLIZEHALTY 7 by =7 1%
BRETDHEXL, 2=V —DANHSTY 7 by =TICL Y a~vy RRETENET, CLI
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AVT4F¥IL—Yav IFALOER |

FHERALTCY 7 N =T 2R ET DL, FHEEXECE— REZBIAL Tk a~r FEMHAL

£,

FIE

ARV RFERFTIaY

=)

ATy 1

enable
51 -

Device> enable

¥ ME EXEC E— R&ANZ L £,
e NMATU—REZASNLET EREN

=58 .

ATvT2

configure terminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
ET— FEBBLET,

ATvT3

configuration command

1 -

Device (config)# configuration command

VoL T 4 Fal— gy avy
K&EZAFHLET, CiscolOS ¥ == T /L
Y M, 77 ao—RIcRER ST
AT A4 FXalb—var avy R
BHEn WS,

ATv74

KON ZRITLET,

* end
Y4

1

Device (config) # end

a7 4 Fal—raryEyiark

T L. EXEC E— NITEY 7,

GE) Ctrl ¥ — & Z —%[AllFIz
9L, Bz EERE
NET,

ATvTh

copy system:running-config
nvram:startup-config

1 -

Device# copy system:running-config
nvram:startup-config

FifTar 74X al—Tary Iy
BAA— KT o ar7 4 F¥al—g
I ANE L TIRELET,

copy running-config startup-config =~
YRZA YT ABMHTEETN, 20
avy NIFHENEL Wz, FET
HENHY T, 1ZEAEDTT > K
T4 —ALETIH, ZOavwrRcEY =
V7 4 ¥ 2 lb—3 3 UIE NVRAM (2%
FENET, J7AATTvva 77
ANV ATEDT Ty N T4 —ALET
L. ZTOFIHICEDV a7 4 Fa b—
3 2 X CONFIG_FILE BBiZ5 802 X -
THRESNTEGFICRfESNET (F
7 4V b ® CONFIG_FILE 4% T,
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FRAZRDD TP Y——~Dav T F¥aL—vav 77 unat— [

aAvYRFERET7IOIY BRI
7 7 A IVOREIESEIT NVRAM I E &
NTWET)

1

WOBEITIL, THNAADTNA AT T "NAEFRELTWET, BT (1) TRS
Nlca Ay MTITHE, WInoa~sr REFTENEF A, hostname =1~ & R &l [f]
LT, T3 A4 % device 7°5 new name [ZEF L TCWET, Cul+Zz (*Z) F—%#
T, enda~r ReANT5E, a7 4F 21— aE—RFRBETLET, copy
system:running-config nvram:startup-config =~ > RiZ k0, BfEOa 7 1 F 2 L —
VAVIRAZ— R NT v ar7 4 Xab—va UIRGFEINET,

Device# configure terminal

Device (config)# !'The following command provides the switch host name.
Device (config) # hostname new_name

new name (config)# end

new name# copy system:running-config nvram:startup-config

AHL— T v T a7 4 X¥al—a VA NVRAMICH DA 1L, BEDOREGEHRN
a7 4 FXal—varyavr RELTTHFAMERTHRMEN., 774/ LSO
BRIET TIPSR INET, WHET— 20 oR#ET 572012, AV IZTF=v 72 H
HEnEd,

)

GE) —#oORED 3~y R, NVRAM IZIRIEESNBRWEERHV £, Zhbna~vy
RiZ, w22V 7= LI ZIZHANTHLERHY T, ZhbDa~vy RNiE,
Vo a T UCEH SN T ET, V7= hMRICTIEOCLS TS AZFRETEDH LD
I, TUHDOREDOY A MERE L T ZEAMRLET,

—

FINALANSTFIP Y —/N—ADAV T4 Fa2L—32 T74ILD
OE—

TFTP %X v bV —7 H—R_R— EORELZ A E—FT5H|2F, LFOFEEZFEITLET,

FlE
AU RFERET7TIV3 Y B#J
AT w71 |enable FHE EXEC T— FEA L £,
f e NRAT—REANLET (FERSh
e%a) .
Device> enable
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RDEE

AVT4F¥IL—Yav IFALOER |

ARV KRFERIETI Va3 B#

R v 72 | copy system:running-config tftp: TFTP H— R —~FfTFa L 7 1 Xz L —
[[[/Nocation J/directory |/filename ] vary TrANEart—LET,
1 -

Device# copy system:running-config
tftp: //serverl/topdir/filel0

Z T 3 | copy nvram:startup-config tftp: TFIP — R — AKX — T v 2
[[[/Nocation J/directory ]/filename ] T4 X L— gy TrA N —
15'] . L/i‘a‘o

Device# copy nvram:startup-config tftp:
//serverl/lstdir/filel0

1

I, TNRAZMENS TFTP r—R_R—~a v 7 X2 l— gy 77 A VA —
THHERLET,

Device# copy system:running-config tftp://172.16.2.155/tokyo-confg
Write file tokyo-confg on host 172.16.2.155? [confirm] ¥
Writing tokyo-confg!!! [OK]

copy 2~ RERIT L%, BIEREZIZT 7Y a v OfRE RO L7007 FIREREN
LDEGENHY T, BrSndr 7T v 7 M, copy 2~ RTAS LG ER L O file
prompt 72— L a7 4 Fal—v gy avy ROBEOREICEL > TR £,

TNAAMBRCPH—/N—~DaAV T4 XalL—3rT74)LDO

t_

TNNAAPG RCP Y — N2 — (T T a7 4 FXalb—rary 77 A NVERIEFFET
V74X alb—vary TrANNEat—3500%, FHEEXEC T— REBMBL TRDa~
RZEFHLET,

FI&
ARV EFEREET7OVa Y B#
AT w1 |enable KikE EXEC E— RE AR LE T,
fil e NAT—RE AN LET (FERSh
e%E) .
Device> enable
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ARV REEET7IVa Y B8
R 72 |configure terminal Ja—r ) ar7Z 4 ¥al—i gy
51 T NEBBLET,

Device# configure terminal

R w 73 |iprcmd remote-username username UEE) 74NV DY E— F 2—HF—
Bl 4 EERLET,
Device (config) # ip rcmd remote-username
NetAdminl

AFw 74 |end EE) Za— L ar7 4 ¥al—
i - vay E—-RERTLET

Device (config) # end

ATYTS | RONT NN EFITLET, s TNRAADETAL T 4 F 2 b—
« copy system:running-config rcp: ¥4 (/ 77 A VD R(ipjf“‘ﬂ%i
[[[//[username@]location ]/directory RIS D KO ITHRE LT
]/filename ] ' 703
* copy nvram:startup-config rcp:
[[[//[username@]location ]/directory s TN ADAK— K NT v T a7 4
Iffilename ] ¥al—3 g 77 A/LH RCP
il - Pr—_— RIS E D K O ITHE
]\/i-@‘o

Device# copy system:running-config rcp:

//NetAdminlQexample.com/dir-files/filel

l

RCP H—/N\—A~ADETAV T4 FaL—2 32 T7MILDKEMH
WIZ, ttr2-confg & W I ARTDFEI T 7 4 X al—ar 77 A%EIPT KL A172.16.101.101
DY E—h FKA I LEDnetadminl 7 4 L7 bV IZab—3 562 RLET,

Device# copy system:running-config rcp://netadminl@172.16.101.101/runfile2-confg
Write file runfile2-confg on host 172.16.101.101?[confirm]

Building configuration...[OK]
Connected to 172.16.101.101
Device#

RCP H—/N—ADRA— 7y T avT4Xal—>3a3y T74ILDKHM

WIZ, RCPEHHALCTZ 7 A V2 abt—F 5 LItk TC, —R_"—FLiCAX— T w7 =2
V74X 2 —ar Ty A NVEKNT DR E R LET,
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Device# configure terminal

Device (config)# ip rcmd remote-username netadmin2

Device (config) # end

Device# copy nvram:startup-config rcp:

Remote host[]? 172.16.101.101

Name of configuration file to write

[start-confg]?

AVT4F¥IL—Yav IFALOER |

Write file start-confg on host 172.16.101.101?[confirm]

! [OK]

RDIEE

COPYEXEC =t~ > RZFITLT-t. BIEREZIET 7 v a v OMERERD L 7o 7 F vk
IRENDELERHY F4, FRESNDH7 e 7 ME, copy 2~ RTADNLEBHREB IO
fileprompt 72— )b a7 4 Xalb—T gy avwy FOBLEOREIZL > TR 7,

FINAADSFIPH—/IN\—~ADaA T4 FaL—3>T74)LDO

E—

FNRAAMB FIP Y —NRN—~ 2 EZ— T a7 4 Fal—ary 774 NVEHITFET
V74X alb—vary ZrANEat =725l LTFOFIEEZFEITLET,

FIE

ARV RFERETOVa Y

E:)

&M

enable
1 -

Device> enable

HibE EXEC E— REZ A% L,
e NMRAT—RKEANLET (FkEh

=58)

ATvT2

configureterminal

1

Device# configure terminal

FNRA AT a—rvar7 4 Falb—
varE—RFEMmLET,

ATvT3

ip ftp username username

1

Device (config)# ip ftp username
NetAdminl

UEE) 740 FDY T— p 2—H—
HERELET,

ATvT4

ip ftp password password

1 -

T T 74 FNORAT— REFEE
L/\iﬁ—o
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ARV REEET7IVa Y B
Device (config)# ip ftp password
adminpassword
ATw 75 |end T8 Za—r_ L ar7 4 ¥al—
i - vary B—FERTLES, ZOFIH
. 774NV DY E— b 2—F—4
Device (config)# end if:&i/\"x v — F%L%%#%%/ﬁ\ﬂ:fl
FHETT (A7 vy 72803 %S5
)
ATYT6 | RONTINEFITLET, FTP % — " —DFE ST 5T ~F T2
« copy system:running-config ftp: -7 40%1 I/”_:/f’ CELEFAZ—b
[[[//[username [: password Ty7 arT4Xalb—vary TrAg
]@]location]/directory Jffilename] % | /v & FE—LET,

721%

* copy nvram:startup-config ftp:
[[[//Tusername [:password
]@]location]/directory J/filename ]

1

Device# copy system:running-config ftp:

1

FIPH—/\—A~ADETAV T4 FaL—>3>y T74ILDIEMH
WKIZ, runfile-confg & WO ARTOEITaAL 7 Fal—vay 7y A LEIPT KL A
172.16.101.101 ® Y F— K 78 A k E® netadminl &4 L7 RV a b —356% 57 LET,

Device# copy system:running-config ftp://netadminl:mypass@172.16.101.101/runfile-confg
Write file runfile-confg on host 172.16.101.101?[confirm]

Building configuration...[OK]
Connected to 172.16.101.101
Device#

FIPH—N—ADRE— 7y T a0 T4Fxal—3> 774 ILOHEN
RIZ, FTIPEZEA L CTZ 7 AV Eat—352LICk> T, == LIZAF— T v ar
T4 FXalb—rary Ty A NVEBNT 0 ERLET,
Device# configure terminal
Device (config)# ip ftp username netadmin2
Device (config) # ip ftp password mypass

Device (config) # end
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Device# copy nvram:startup-config ftp:

Remote host[]? 172.16.101.101

AVT4F¥IL—Yav IFALOER |

Name of configuration file to write [start-confg]?
Write file start-confg on host 172.16.101.1017?[confirm]

! [OK]

RDIEE

COPYEXEC v R&FIT LIz, BIMEMRETIET 7 v a v OMRERD L T a7 Mingk
IRENDEHENRDHY £, ERENDLZ T T NI, copy 2~ RTADLEZEREB LW
file prompt 7 H— )L a7 4 X al— gy avy ROBEOREICL > TRRY £,

—

TFTP H—/\—H 5
aOE—

TN AANDAVT4F 2

L—S3a> 77410

TFTP — =T N A~T L T 4 X2l —ary TrA N Eabt’ —3320%. LTFDZ
AT EFEITLET,

FIE

aAvY RFEREFIT7II Y

B8

ATy T

enable
1 -

Device> enable

¥i#E EXEC T— F&EADIC L £,
e NMRAT—REANLET (FRkEh

56

o

ATv T2

copy tftp: [[[//location]/directory]/filename]
system:running-config

1

Device# copy
tftp://serverl/dirl0/datasource
system:running-config

TFTP r— =B FEfTa 7 ¥
L—yagr~ary74¥al—ayv
TrANEar—LET,

ATvT3

copy tftp: [[[//location]/directory]/filename]
nvram:startup-config

1 -

Device# copy
tftp://serverl/dirl0/datasource
nvram:startup-config

TFTP YV —N—= A X— T v T o
TA4X¥zlb—rar~ary7 4 ¥al—
vary JyrAEar—LFET,

ATvT4

copy tftp:
[Tcctionjdrestryjilearefleg ] dredtaryKartup-aniig

1

Device# copy

TFTP Y — = A X — T v T 3
T4 F¥al—vgr~aryJ 4 Fal—
Tarv ZrANEar—LET,
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zotez ||

ARV RFEREET7TOVa Y Be
tftp://serverl/dirl0/datasource
flash:startup-config

!l

WIZ, IPT KL A 172.162.155125 5. tokyo-confglt W\ I ARID T 7 A )L V7
MY =T HRETHHERLET,

Device# copy tftp://172.16.2.155/tokyo-confg system:running-config

Configure using tokyo-confg from 172.16.2.155? [confirm] Y

Booting tokyo-confg from 172.16.2.155:!!! [OK - 874/16000 bytes]

RDIEE

COPYEXEC a1~ R&FIT LIz, BIMEMETIET 7 v a v OMRERD L T a7 hingk
IRENDEAENDHY £4, ERENDLZ T 7 ME, copy 2~ RTAN LEZEREB LW
file prompt 7 m— 3L a7 4 X2 b— gy avwy ROBIEOREIZE > TRV E14,

rcp b —/N\N—MWSTNA ZAADAV T4 FaL—32 T74I)LDO
t"_

rep == bE Ty 7 4 Falb—rvarFh3AF— Ny ar7 s ¥al—a
NAYT 4 Falb—vary TrA Neat =353, LTOFIRZIATLET,

FIE
ARV KRFERRETI a3 Y B#J
AT w1 |enable it EXEC E— RZ AT L ET
i) : e NAT—REANLET (ERSh
5 E) .
Device> enable
R T 72 |configureterminal (BB RN bar 7 4Fal—g
Bl - v = FEMMLET, ZOFIER,
TI74NV ROV E— | a—F—4% |
Device# configure terminal %%ﬁé%é\&:f:”'%‘g(j— (25: 770
3 M)
X 73 |iprcmd remote-username username (EE) VE—F a—PF—LEEEL
i) : ESR
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B »

ARV RFERETIVa Y =)
Device (config) # ip rcmd remote-username
NetAdminl
A7y 74 end (EH) /m—r b ar 7 Fal—
51 - varE—REKTLET, ZOFA

X, 774NV FDYE— b 2—HF—4
Device (config)# end if:&i/\"x v — F%L%%#%%/ﬁ\ﬂ:fl
JRETT (RT v 72 %25H) |

ATYTS | ROVT NN EFATLET, rep == B FETa T 4 Fab—
varERIIAZ— N NT v ar Ty
Fal—vagr~ary74¥al—ix
V77 A NVEar—LET,

1

Device# copy
rcp://[userl@example.com/dir10/fileone]
nvram:startup-config

11

rcp @ Running-Config D1 E—

RIZ, hostl-confg EWIHARTIDA LT 4 Fal—val 77y )V%E IPT RLAR
172.16.101.101 ® Y &— h ¥ — 3— EDnetadminl T4 L7 FUmbHat—L, T/ A TCa<
Y RER—RLTHEITTIHERLET,

device# copy rcp://netadminl@172.16.101.101/hostl-confg system:running-config
Configure using hostl-confg from 172.16.101.101? [confirm]

Connected to 172.16.101.101

Loading 1112 byte file hostl-confg:![OK]

device#

%SYS-5-CONFIG: Configured from hostl-config by rcp from 172.16.101.101

rcp @ Startup-Config D1 E—

wIZ, VE— b 2—H¥—% netadminl Z45E T 2612~ LE T, I host2-confg & V> H 44 HTD
a7 4FXal—Tary ZrA N0, IPT FLAD 172.16.101.101 ® U FE— k —s— LD
netadminl 7 4 L7 RUMMBAX— T v a7 4 XFalb—var~at—LFET,

device# configure terminal

device (config) # ip rcmd remote-username netadminl

device (config) # end

device# copy rcp: nvram:startup-config

Address of remote host [255.255.255.255]? 172.16.101.101
Name of configuration file[rtr2-confg]? host2-confg
Configure using host2-confg from 172.16.101.101?[confirm]
Connected to 172.16.101.101
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Loading 1112 byte file host2-confg:![OK]

[OK]
device#

zorz I

%$SYS-5-CONFIG NV:Non-volatile store configured from host2-config by rcp from 172.16.101.101

RDIEE

Copy EXEC =1~ > R&F&1T L 714,

BIMERELZIIT 7 a v OWRERD DL T 7 FRER

RENDGENRHY T, BRI H7 a7 ME, copy 2+ RTAN LB HREL IO
file prompt 72— )L 27 4 Falb—vay avwy ROBREOHRTEIZEL > TRLRY 9,

FTP H—/\—H 5T\

l:_

FIPYV— =B E(Ta s 7 4 X2l —ra VERFAT—
NaALT 4 Fal—vary Iy Ea—3 512, UTOFEEZE

FIE

AAANDAV T4 FXaL—>ay

274I)LMD3

NPy T a7 4 ¥l — gy
TLET,

ARV RFERRTIVa Y

E:)

&

enable
1 -

Device> enable

ke EXEC E— K2 B L FET,

e NMRAT—REANLET (FEksh
=58 .

ATvT2

configure terminal

1

Device# configure terminal

FE) Za—r )L ar7 4 Xal—
varE— REHBTEET, ZOF
IEiX, 5740 DU E— | 2—H—
RETNFIRAT— R o FEXTAEAIC

RPOMETYT (AT v 738X 04%25
B .

ATvT3

ip ftp username username

1

Device (config)# ip ftp username
NetAdminl

(EE) T74/L DY E— h 2—H—
HERELET,

ATV

ip ftp password password

1

Device (config)# ip ftp password
adminpassword

EE) T T4V FORAT— REfEE
Liﬁ—o

ATy Th

end

1 -

EE) Za—\L ar 7 4 ¥al—
YaryE®E—RxETLET, ZOFIA
X, 7740 OV E— | 2—F—4
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B »

avYRFERET7IOI Y BRI

IR — K& EEEXT LIS
THVETT (AT v 73B8L04 %5
ﬁ/g\) o

Device (config)# end

ATYT6 | ROVT N EFATLET, FIPZ@EA LT, Ry hU—2 H— 33—

« copy ftp: ﬁn\&.%?T)i%U i‘t&i‘zﬁzw‘b7\y?
[[[//[usernamel: password]@]location] | =~ 7 A4 Fa b —va a7 1 Xa
/direCtOfy L—ay 77ANED to““biﬁﬂo
Jfilename]system:running-config

* copy ftp: [[[

0000500 @) (8 ey S

1

Device# copy ftp:nvram:startup-config

1

FTP @ Running-Config ® 1 E—

I, hostl-confg E WHLFIDHRA S a7 4 Xal—ay 7y &, IPT KLAR
172.16.101.101 ® Y F— r P —"— E@Dnetadminl 4 L' 7 FUmbabt—L, T4 2 Taw
Y RER—RLTHEITTIHERLET,

device# copy ftp://netadminl:mypass@172.16.101.101/hostl-confg system:running-config
Configure using hostl-confg from 172.16.101.101? [confirm]

Connected to 172.16.101.101

Loading 1112 byte file hostl-confg:![OK]

device#

%SYS-5-CONFIG: Configured from hostl-config by ftp from 172.16.101.101

FTP @) Startup-Config ® 0 E—

Wiz, VE— b 2—H¥—% netadminl Z45E T 25 61%2 7~ LET, KIZhost2-confg & V5 44 HTD
AT 4 Fa2lb—ay TrANE, IPT RLAN 172.16.101.101 DY F— K —— LD
netadminl 7 4 L7 N MWBAZ— T v a7 4 Xal—gr~at’—LET,

device# configure terminal

device (config)# ip ftp username netadminl

device (config)# ip ftp password mypass

device (config)# end

device# copy ftp: nvram:startup-config

Address of remote host [255.255.255.255]? 172.16.101.101
Name of configuration filel[hostl-confg]? host2-confg
Configure using host2-confg from 172.16.101.101?[confirm]
Connected to 172.16.101.101

Loading 1112 byte file host2-confg:![OK]

[OK]

device#

%$SYS-5-CONFIG NV:Non-volatile store configured from host2-config by ftp from 172.16.101.101
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zotez ||

RDIEE

COPYEXEC =1~ > REFIT L7th., BIEREZIIT 7 v a v OMERERD L T a7 hngk
IRENDGENRDHY T, ErREINDH 7T ME, copy 2~ RTADLEEFREB LY
file prompt 7 o — )L 27 4 X alb—v gy a<vy ROBEDRTIZE > THRRY 4,

NVRAM LY KEWharvId4XalL—3>y J74ILDRESE

NVRAM OH A Z%&BxzHar 7 4FXal—ay 77 ANERTFTHICE,. UEotv s 3
VCiHT A XA FEITLET,

aAYvI74Xal—a3r I7A4ILDESE
Ay 74 F¥alb—vary TrANEEMHTHICE, 2087 a VOFIEEFETLTLLES

AN
Flg
ATV RFEEIEITII Y B8
R T 71 |enable HitE EXEC E— K2 LET,
1 - e NRT—REANLET (FERSh
758) o
Device> enable
R w 72 |configure terminal Ta—r ) ar7 4 X¥al— gy
15“ : :E‘b— ]\\‘%Eﬂﬁé\]\/iﬁ—o
Device# configure terminal
AT 7 3| service compress-config Ay 74 X¥al—ay 7y A NEE
Bl - Wit oo L AHRELET,
Device (config) # service compress-config
A7y 74 | end Ju—s 3y 7 4 Ralb—ay
15“ : £ — F%%@T L/iwg‘*o
Device (config)# end
ATV TS| RONTINEFIITLET, HmLnar 7 X¥al— a2 ANL
cHLnWwary 7 4 F¥al—v gk =7
v’ —9 521X, FTP, RCP, TFTP *« NVRAM OH A XD 3ELL o=
EERLET, T4 FXal—YarEu—KRLELD
« configure terminal LtBE, ROZT— A ykB—
1 - DRI INET,
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B oo 30— 300952A75951 7ML VRTLEDTS v AT Y ~OHH

ARV RFERFTIVaY =)
, , , [[buffer overflow - file-size /buffer-size
Device# configure terminal
bytes], |
AT 7 6 | copy system:running-config FITaLr T 4 X2 b—a rOERERE
nvram:startup-conflg bofiro\ %ﬁbb‘ﬂ V74X a2l —g
{ﬁlj : \/%'f%ﬁ L/i‘j—o

Device (config) # copy
system:running-config
nvram:startup-config

151
WIZ, 129KBD a7 4 Fal—ay 77405 1IKBIZEMET AH2 <L E1,

Device# configure terminal

Device (config) # service compress-config

Device (config) # end

Device# copy tftp://172.16.2.15/tokyo-confg system:running-config
Configure using tokyo-confg from 172.16.2.155? [confirm] y

Booting tokyo-confg from 172.16.2.155:!!! [OK - 874/16000 bytes]
Device# copy system:running-config nvram:startup-config

Building configuration...
Compressing configuration from 129648 bytes to 11077 bytes
[OK]

AV I7A4FX2AL—2a3 DISAATSIYV A TFAILNVARATFLENDITIS Y 1 A

) AN D&

AR—= Ty T arza4Xalb—varz77yva AR VIRHTIHICE. Zotsva
YOFIREZFATL TS IZEN,

FE
ARV FFEREET7OVa Y B
AT 71 |enable Rt EXEC E— RE G LET,
fi e NRAT—REANLET (FERSh
=5%a) o
Device> enable
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S9VTAFIL—VIVDITRAATS YL TFAN VRFLLDTS v AEY~0kH ]

AU RFERETOVa Y

B8

ATv T2

copy nvram:startup-config
flash-fil esystem: filename

1

Device# copy nvram:startup-config
usbflashO:switch-config

B LWGITCBIEO A X — v T v/ 2
V74 F2lb—varysykar—L7T, 2
V74Xl —v gy T ANVEER
LET,

ATvT3

configureterminal

1

Device# configure terminal

Ja—n) a7 4 F¥al— g
T— FERIBLET,

ATvT4

boot config flash-filesystem: filename
{5

Device (config) # boot config
usbflashO:switch-config

CONFIG FILE BREEEBARET HZ &
Wk, 77y a2 AEVIZAZ— |
TS a7 4 FXal—ary IrA
NEKMTHZ L EfRELET,

ATy Th

end

1

Device (config) # end

Ja—)L a7 4 Falb—g
£ F%%@T Lij«o

ATvT6

RONT NN EFATLET,

cHLWar T4 FXFal—varEa
v'—74%I\21%, FTP, RCP, TFTP
ZEHLET, NVRAM A XD 3
BEEAOIREIDaAL 74X 2
L—varviEnrn—RLEoET5
ELROTT — X o= URKR
SET, [[buffer overflow -
file-size /buffer-size bytes] |

« configure terminal

1

Device# configure terminal

a7 Xxal—arE2ANL
7,

ATy T1

copy system:running-config
nvram:startup-config

1

Device (config) # copy
system:running-config
nvram:startup-config

ETar 74X L — g VOEEMNRK
bol-b, HrLnar 74 X211 —3
VERTELET,
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il

AVT4F¥IL—Yav IFALOER |

PLTIZ, usbflashO: [T L2 7 4 X2 b— g OB E R LET,

Device# copy nvram:startup-config usbflashO:switch-config

Device# configure terminal

Device (config) # boot config usbflashO:switch-config

Device (config) # end

Device# copy system:running-config nvram:startup-config

2y RIDI—OM6NaV T4 Falb—aravrkoAa—FK

oy R —7 —R—%FH LT, K&EhQhar 74 X2l —a 2 RETAII. 2oty
va rDOFIEEZFETLET,

FIE

ARV RFFERERTI VI Y

=)

ATy T

enable
1 -

Device> enable

e EXEC E— FEARNC L £,
s NRAT—REANILET (FEREX

-5

o

ATy T2

copy system:running-config {ftp: | rcp: |
tftp:}

1

Device# copy system:running-config ftp:

FTar 7 4¥=2b— 3 % FTP,
RCP, TFTP O\ TN DH— X —(Z R
ﬁ]\/\iﬂ—o

ATvT3

configure terminal

1

Device# configure terminal

Jua—\)L a7 4 Xal— gy
T—FzfnL£7,

ATvT4

boot network {ftp:[[[//[username
[:password ]@]location ]/directory
J/ffilename ] | rep: [[[//[username@]location
]/directory J/filename ] | tftp:[[[//location
]/directory J/filename |}

1

Device (config) # boot network
ftp://userl:guessmelexample.com/dirl0/filel

EBEFHCAXY = T v a7 X a
L—vay ZyANVEXy NT—7
== —RTHIEEHEELE
R
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II9VaAAEYNDLRE— R T Y TELRRITAV T4 FaL—2arA0aAY T4 FaL—2a v I7MLDIAE— .

AU RFERETOVa Y

B8

ATy TH

service config

1

Device (config)# service config

VAT AOEEEICa T 4 Fa L —
vary ZrANEXE T r— T AL
INZAAL T oA F—T M LET,

ATvT6

end

1

Device (config) # end

Ja—\) a7 4 ¥al—va
E—FEETLET,

ATy T17

copy system:running-config
nvram:startup-config

1 -

Device# copy system:running-config
nvram:startup-config

RIEERIFLETS

T39S AR LREI— Py TERFEETOV I X2 L—
oaoANAVI4FaL—ar IT77A4ILOaE—

7Ty a AT UMNLEEDNVRAMICHAAF — T v a7 X2l —varEf20E
EiTar 74Xzl —Tar~ar7 4o FXal—ary IrAREHEa—FT512F, &
Ty 20T avr ReE AT LET,

FIE

ARV RFERFTIVaY

=)

ATy 1

enable
I

Device> enable

¥itE EXEC E— FE A LET,
e NMATU—REZASNLET FEREN

=55

o

ATvT2

RONT NN EFATLET,

* copy filesystem:
[partition-number:][filename ]
nvram:startup-config

* copy filesystem:
[partition-number:][filename ]
system:running-config

1 -

Device# copy usbflash0:4:ios-upgrade-1
nvram:startup-config

*NVRAMIZ=Z 7 4 Falb—g
TrANEEZET— RS, £00T
cHBEDOFEITa Ly T4 XFal—ay

iZary 74 Xal—vay 774
NVEar—LET,
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B o5z 740 025 0mMTcRar 70 FaL—vary Jr 4 LDaE—

il

AVT4F¥IL—Yav IFALOER |

WIZ, usbflash0 (2D 7 T v a2 AFY PCH—RO/N—=TFT 423 V4 NET /A A
DAF—R T w7 a7 X lb— 3 ~ios-upgrade-1 & WIHILBIDOT 7 A /L% 2
v—3 5612~ LET,

Device# copy usbflash0O:4:ios-upgrade-1 nvram:startup-config

Copy

[OK]

'ios-upgrade-1' from flash device as

'startup-config' ?

[yes/no] yes

T759a rA2EY) 74 VRATLEITOaAY 74X L—23 Y

TJ7A4ILOaE—

D7 Ty a AR T ANV AT EEMATZT Ty b7+ —AETIE, W77 v a
AEVREDT T2 AFY T7A NV VAT IEANBMOT7 T v 2 AU 7740 VA
TEANT 7 ANEAE—TEET, BRD57T7 932 AFY T ANV AT AT 7 A )V
A —F 52T, HHTOa T 4 X2l —va DRy T v T a bt —E2{ER L, T
NARZAy T 4 X2 b—ragrEZBRcEET, 779y a AEFY 7740 VAT AT
AT 4 FXal—vary I rANEat—350%, EXECE— RTROa~v REHLE

B

FIE

AV RFEEETIa Y

S

&M

enable
B

Device> enable

¥ibE EXEC E— REZ A% LE 1,
e NMRAT—KEANLET FRkEhn

=5a

o

ATy T2

show source-filesystem:

1

Device# show flash:

Ty va AERVDOLALAT Y RERE
EFRRALTC, 77 ANAEHRLET,

ATvT3

copy source-filesystem:
[partition-number:][filename ]
dest-filesystem: [partition-number : ][filename
]

1 -

Device# copy flash: usbflashO:

T vva AEY TS ARTa
TA4FXal—vary Iy Eabt—
LET,

« AT NS AL AT A
AR CIZIITCEERA, 2R
%, copy usbflashO: usbflash0: =
~ v RREEZNTT,
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FIPYH—N—D5TT9 22 AEY FRLRADAV T4 FaL—23 0 T74ILOIE— .

il

WIZ, W7 7 vy a AT DOR—=T (a1 06T 734 A LD usbflash0 /73—
7 4 ¥ 3 > 1 ~running-config & W I LD T 7 A N a ™ —F 5%z R LET, 20D
BITIX, =D —T 4 v a UPIREINTNWRNTZD, T8 APHS—T ¢
VarEF L rBERINET,

Device# copy flash: usbflashO:

System flash

Partition Size Used Free Bank-Size State Copy Mode
1 4096K 3070K 1025K 4096K Read/Write Direct
2 16384K 1671K 14712K 8192K Read/Write Direct

[Type ?<no> for partition directory; ? for full directory; g to abort]
Which partition? [default = 1]
System flash directory, partition 1:
File Length Name/status
1 3142748 dirt/network/mars-test/c3600-j-mz.latest
2 850 running-config
[3143728 bytes used, 1050576 available, 4194304 total]
usbflash0 flash directory:
File Length Name/status
1 1711088 dirt/gate/c3600-i-mz
2 850 running-config
[1712068 bytes used, 2482236 available, 4194304 total]
Source file name? running-config

Destination file name [running-config]?
Verifying checksum for 'running-config' (file # 2)... OK
Erase flash device before writing? [confirm]
Flash contains files. Are you sure you want to erase? [confirm]
Copy 'running-config' from flash: device
as 'running-config' into usbflash0: device WITH erase? [yes/no] yes

Erasing device... ceececececceecceecceecececeecececeececeeceeeceeceeeeeee
...erased!
[OK - 850/4194304 bytes]
Flash device copy took 00:00:30 [hh:mm:ss]
Verifying checksum... OK (0x16)

FIPH—/I\—M 5Ty a AT FINAAANDAV T4 ¥ L—
a3y Ir7AIILOaE—

FIPH—R—n5 75wy a AFY SARA A~ T 4 FXal—Say 77V ab—F
HIiE, IFOFINEZFEITLET,

FIE
ARV KRFERRETI Va3 Y BH#Y
AT w71 |enable it EXEC E— REHIC L ET,
i : e NAT—REANLET (ERSh
=%E) .
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AVT4F¥IL—Yav IFALOER |

ARV RFERETIVa Y

B8

Device> enable

R 72 |configureterminal fFEE) ZJe—)L a7 4 Fal—
B - var®—RFERMLES, ZOFIE
X 774N DY E— =P —4
Device# configure terminal FITRAT — F%L%%#%%{ﬁ\ﬂ:fl
JMETT (AT v 73BL04 %25
M) .
A7 7 3|ip ftp username username (EE) VE—h 2=V —LHZHEEL
i) ESE
Device (config)# ip ftp username AdminOl
RT v 7 4]ip ftp password password (fEE) VE—F RRAU—RZHEEL
f ES R
Device (config)# ip ftp password
adminpassword
AT v 75| end (EE) av 74 F¥al—var £—
Bl REST LET, ZORT v 7RREIC
BRLEDIFE, T7ANL IOV E— | 22—
Device (config) # end ‘H“‘Zl %L%%#é%é\@gfﬁ— (X
Ty 7T 3IBIV4ESHR)
R 76 | copy ftp: [[//location]/directory FTP L TRy hU—2 $—r3—

]/bundle_name flash:
1 -

Device>copy
ftp:/cat9k iosxe.16.11.01.SPA.bin
flash:

METTva AFY FNAL A~
TA4F¥al—Tary IV at’—
L7,

RDEZE

COPYEXEC 1~ > REFIT L7th., BIEREZIIT 7 v a v OMERERD L T a7 Fngk
RENDGENHV ET, rasnd7ar 7 M, copy 2~ RTADLEFHREL LW
file prompt 70— L 27 4 Fab— gy a<vy ROBEOREICEL > TRAE D 1,
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RCPH—NR—M5T5v a2 AE TRARADAY T4 FaL—2aY I7AILODIE— .

RCPH—/IN—MS5 75y a A TN, AANDAV T4 FXal—
a3 IJr7AIILOaE—

RCPH— =57 Ty va AR FALANAY T 4 Fal—vay Ty bkar—F
DITiE, UTOFIRZFETLET,

FIE
ARV KRFERRETY a3 Y B
AT w71 |enable it EXEC E— REZHIC L E T,
i) e NAT—REANLET (FERSh
=%E) .
Device> enable
R w 72 | configureterminal LB Z7a—2)Lar7 ¥zl —
i - var®—RERmLES. ZOFIE
E. T 74NV DY E— | a—F—4
Device# configure terminal FIINNAT— ]“%L%%@—é%{ﬁ\iz@
HMETT (AT v 35S |
R Fw 73 |ip remd remote-username username EE) VE— b 22—V —4%EFEL
f1 ESE
Device (config) # ip rcmd remote-username
AdminO1
25w 74 end EE) v 74 Xalb—v gy £—
1 - REET LET, ZOFIEL 7741
FDYE— b 2—P—ZEIIN AT —
Device (config)# end b%j:%%ﬁ“éb‘,%é}&:@&%%f# (;<
Ty 73 ESH)
R T 75 | copy rep: [[[//[username@]location RCP Z#fEH L Txry FU—7 H—r3—
]/directory] /bundle_name] flash: N T Ty a AT FNA A~
4 - T4 F¥al—rary Ty )NVEar—
LEd, BINE#RE 2 ITHER A RIS
Device# copy FRAZAPSD T MK USE L
r;yi;;{:etadmln@l72.16.101.101/bundle1 4. —oFur7 ML copy I~
RCAS LIzt L O file prompt
avy ROBEDHKEIC L > TR £
D
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AVT4F¥IL—Yav IFALOER |
B revs—i—pnsI591 42U FRURADIY T4 FAL—VaY T4 LOIE-

TFIP H—/N\N—D 5759 a AEY TINAAANDAV T4 FXaL—
vavIJr7rAILDIE—

TFTP — =57 Ty a2 AFY TSR A~NTAL T 4 X2l —ary T VB —
T 512, UTFTOFIEEZEITLET,

FIE
AT RFEEETIV 3 Y Br

AT 71 |enable F5HE EXEC E— REAC L E T,
1 e NATU—REASHLET FEREh

e%E) .

Device> enable

AT 72 |copy tftp: [[[//location ]/directory TFTP ——nbH 7T v 2 A% U
]/bundle_name flash: FRL AT AN E A — L E T,
4 - DNt E 72 iﬁ%n B BRI BT A X?ﬁ)

LbO7Trry T M USELET, Z0

Deviced a7 ME, copy 2w RTANL
E&é&mm@ﬂommm.mm@m.mm@mm 7ot ils L Ot fileprompt =~ 2 KO
flash: HIEORTEIZ L > THRAR Y F4,

51

WIZ, TFTP H—/3—71 5 usbflash0 IZIA SN TNWD 7 T v AEY I— R
switch-config L WA ZRTD AL T 4 X2l —ay Ty A Neabt—F506%2RrLE
T, IE—EINTT 7 A NVDOLEIE new-config IZEE SN ET,

Device#
copy tftp:switch-config usbflashO:new-config

ARA— b7y T a0T74Fa2aL—30 T774ILTHOAYT4F2
L—Y 3y avy ROBEFT
A=K T T a7 4 Fal—ary 770 a<vy REFETTHIZNE. 20T U=
VOFNEEFEITLET,

FIE
ARV RFERIETIaY BH

AT 71 |enable ke EXEC £— RZ AN L £,
1 -
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RE—+TFyFaArvTaFal—2avno U7 .

AU RFERETOVa Y B
Device> enable ‘ /{DX V— }\%j\jj Li—g— (g*éﬂ
7= .
AT 72 |configure memory AH— TS a7 s X¥al—g

V77 ANTary 7 4 ¥ al— g

1
o<y REHEFITLET,

Device# configure memory

ARA—F+ 7y T aArI4FXalL—2a3a Do )7

AB— T T ar7Z  Xal—arnbREFREMEETEET, 7A4X%x&~b
ToFar74Xal—va R L THESLEZEAIE. T A2RIPORETED LD
W2y T3 A, Setup 2~ K772 U7 11 ﬁ%’vﬁbiff AR—=KNT T :‘/74%“;
L—ya vy ORNEE7 VT3 5%, ROFIEEZETLET,

Fg
aAv Y RFERETIOa Y B #
AT v 71 |enable H¥i#E EXEC £— REZAZhC L £,
1 - e NRAT—REASILET (FEREXH
=58
Device> enable
ATy 2 |erasenvram AR — KT oS a7 4 X¥al— g
15“ : V@Wg%ﬁu?bij—o
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B sxchraroxa—var 771 008B

AVT4F¥IL—Yav IFALOER |

ARV RFERETIVa Y

B8

Device# erase nvram

GE)

JITAANT T2 T7A
VY AT DT Ty b

T =LA DT TS
7y 7+ —LTIE, 2O
a< 2 RIZL Y NVRAM 73
WHWESNET, AF¥—F

TS ar7 4 ¥al—

vary ZrANE, ol
AHIBRT D L TE R
ho VIAAT T

T3 ANV AT DT T v
k74— ETiX, erase
startup-configEXEC =1~
NafER+ 5 &

CONFIG FILE BREEZ5401Z &
DHRRESNZary 74X
L—ya iy, T8 AT
LOHIBRINES, ZOZ%E
BN NVRAM %57 LTV
DYGEIE. T ALY
NVRAM MHESNET,

CONFIG_FILE BR5 5003 7
Ty aAEYTNA AL
a7 4 X al—g

T ANLERELTND
AL, 7L A2k =
V74 Xal—var Ty
ANDHIBRESNES, OF
D, FOaLr 7 4Fa2lb—
vay Ty AVET AL R
WZEWEESNDDTIEZ
<. THIBREA] LT

~—7 INET, ZOHRE
TiE, HIBRsN=7 7 AV
ZEETXET,

BEESINF-a T4 FaLl—23y TJ74IILDOHIKR

FEDT T v a 7310 ADHE SNEBEZHIFRT 251213,

£,

TOeZaryOFIEEFETL
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| av74F¥aL—vav oz roEE
DSAATSvLa T AN YRFLTH CONFG_FLE BEZH0EE [

FIR
ARV RFERFTIVaY =)
ATy 7 1|enable FitE EXEC E— FEAMZLE T,
i e NAT—REANLET (ERSh
Z58) .
Device> enable
ATy 72 |delete flash-filesystem:filename KEDT T vy a T/ A EORES
1 - Nr-ary74¥al—ary 7740
ZHIBRL £
Device# delete usbflashO:myconfig GE) S AABEOBTT

aTd ANV AT AT
X, 77 v a AEUND
YeED 7 7 A4 WEHIRT 5
&L EDOT 7 A NVITHIBRE
B LT AT AIZED
~—7 INET, ZHITX
V. undeleteEXEC 2~ > K
ZEHL T, HIBRL7=7 7
ANEHBRTEETE D LD
W22 £9, HEInk
Ty AVEEETE £
Ao BT 4 Fal—3
7 ANEERITHEET
2IZIE, squeezeEXEC =2~
VY REFEHLET, 7T A
C77vvadZyrALT R
T AT, HIfgSN 7 7
ANVFRETEEEA,
CONFIG_FILE Bgi5545 CHg
EE&NT-ar 7 4 X¥alb—
vary Z7rANVEHEEER
ITHIBR L X 9 & LA,
AT BT LY HIBRORER
R DT a T NINFOR
SNET,

SAATSYaT7A4IL I ATLTOHCONFIG FILEIRBLEHDIE

ft 3

JTAANTTv¥a Ty A AT LTI, CONFIG FILE BREA CHRE SN2 A X — b
TwZarZ7 4 Xalb—aryZryrANER— KT 5L 9ITCiscolOS Y7 U =T HRET
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AVT4FaL—2av IFALOEE |
B /52275922 9740 £ 25 LD CONFIG_FILE BEZR DI85

& %9, CONFIG FILE Z¥(D7 7 4/ NI NVRAM 272V £9°, CONFIG_FILE ER5i 445 %
EEFTHIIE, 20872 a OFEEFATLTLEE W,

FIE
ARV RFERIETI Va3 B#Y
AT w1 |enable FrHE EXEC T— &AL ET,
i : « NAT—REANLET (FERSH
=%a) o

Device> enable

R Fw 72 |copy [flash-url | ftp-url | rep-url | tftp-url | | 75 oL a7 7 AN RF AT T 4

system:running-config | Fol—tay TrAAbat—LE
nvram:startup-config] dest-flash-url . EREEHCL. T BT AL AT
il - TryAnma— RIhET,

Device# copy system:running-config
nvram:startup-config

R 73 |configureterminal Ja—r ) ar7 4 ¥al—i gy
15“ . £ — }‘%Eﬂﬁébiﬁﬂo

Device# configure terminal

R T 7 4 | boot config dest-flash-url CONFIG_FILE BREEAH AR E L £,
Bl - ZOFIEC LY TR
CONFIG_FILE BREEAL N AT S E
Device (config) # boot config 172.16.1.1 7ro

AT v 75 |end Ja—r ) ar7 4 ¥al—ay
5l - T REKTLET,

Device (config) # end

R 7 v 76 | copy system:running-config AB—= P T vT A7 4 Fal—va
nvr am:star tup-config VAT w3 TCEITINT-ar T 4
1 Fal—va 2 RELET,

Device# copy system:running-config
nvram:startup-config

R 77 |show boot (fE:#) CONFIG FILE BREEZEHDONE
51 AR TE £

Device# show boot
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RDIEE

zorz I

il

WOWNL, EfFar 74 Fal—ay Z77ALVETF AL A Za’—LET, F0
HB., VAT ANHEIFEISNDLDE DI T 4 Fal— g NAX— T v o
JA4F¥al—var: L THERESRET,

Device# copy system:running-config usbflashO:config2
Device# configure terminal

Device (config) # boot config usbflashO:config2

Device (config) # end

Device# copy system:running-config nvram:startup-config
[ok]

Device# show boot

BOOT variable = usbflashO:rsp-boot-m

CONFIG FILE variable = nvram:

Current CONFIG FILE variable = usbflashO:config2
Configuration register is 0xO010F

AL =R T T ar74 Xalb—ay 774 NVOEFRZEET S &, nvram:startup-config
a<w U RiE, A= T v T ar7 4 FXal—vary 774 VOHFLWEFIOT A YT AL
72 £9°, more nvram:startup-configEXEC 2~ RiZ LV, A¥— T v 7 a7 1F¥=a
L— g VOBATCER AR, A= T v a7 4 ¥ a2l —2a URNERENET, ae
nvram:startup-config EXEC =~ KiZ X ¥, NVRAM ORNEDHE X, CONFIG FILE BRE:
ERTHRESINTE 7 7 A VDBHIBRSIVET,

copy system:running-config nvram:startup-config =~ > KZHHL Tar 7 4 X2l — 3
VERAFELIESAS. T RICE Va7 4 Xal—ay T A NVDESN—T g UE
CONFIG_FILE BREEAHIC L 0 E SN HATICRAFE S, it/ S— 2 13 NVRAM IZfRTF
SNET, WA= ar bz, 778RA VR MEREEGERVI—T 3 2 TY, NVRAMIZ
SERNR—U g DAy I 4 Xalb— gy TrAAREENRTVEEAIL. T3 2 35%EE
NV g vt~V a v TEEXTLZL2EERTLI 707 M 2F R LET, NVRAM
Wi a7 X2 b —2a UREER TV AELAIE, 73 AIERO T e 7 N EFRRL
RO TNVRAM ICHAFEOMB A=Y aroar 7 4 Falb—vary 7y A VE EEET
DALER A D F T,

)

() 7I7vvaF A AZHDT 7 A /% CONFIG FILE Bgi¥ L U CHE LIZHA. copy

system:running-config nvram:startup-config 2~ RCa 7 4 ¥l —ar 77 A V&%
FTH-NNC, Hnar 74 Xalb—rary 7rAME THIBREA) E~—27 Sh, HiLna
VAKX 2L —2ay TFAARBEDTAL RAEENRET, TR Thbinar 7 ¥
L—=ary T ANBAEY 2T L0, &ENICT T v v a A VTR £,
squeeze EXEC 2~ REHHL THWary 74 Fal—rvary 77 AV E2%EL2CHIBRL, 8
WAL T IEEN,
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AVT4F¥IL—Yav IFALOER |

B - xav—vavorqnzesrn—rea7 1 20%E

AV T7A4FXAL—230T7AILEZHDoO—KRT 5T/ ADEKRTE

Fy NT—27 a7 4Fal—2arBIOERANar7 s Xal—vay 77 A4 N040)E
FEftZE ) A NEIRETEE T, CiscolOSXE Y7 U =71k, W%y hU—27 £7213H8 %
fharvrgasFXal—vary 7y neua—RN3TA5ET, ZTOVRXAMNEAFY LET,

VAT ADEEIFICa T 4 X2l —a Ty AN ERT A= TR IICT NS, AR
ET DI, OB v a ryTHIATLIZXA 20l EbH 1 DFEITLET,
Xy NU—T a7 4Xal—ay TrANEX T O— RTAHTFT A ZADORTE

e RAN LT 4Fal—Tary TrANEXT O — RTAHF L ADOHRE
HEPICaZy 74 X2l —ary 7l a— RTERDP-TFIREES, ERENET7 7 A0
RANNOREEINDZET, TARFT10H5TE (F740 MRE) ICHRITLET, &7
MET AT LI, TRARZEVUTORA v E—UNary y—imRICERENET,

Booting host-confg... [timed out]

AR — R Ty a7 s Xal—ay 77AMWIRAULDOMEND =4
74¥1v~yayvyx&ﬁNWMM%ﬁﬁﬁéio_&%énfméﬂAi FNA A
L Setup 2~ 77 v U T 4 IZBITLET,

XY RIT— A0 T74FX2L—230 T7AIILEZOA— KT BTINA ADERE

BB —A—hb Xy hU—7 av T Fal—var Ty Ak yran—RT5 L
212 CiscolOS ¥ 7 b = 7 ZFXET HITIL, WO FNEEZFATLET,

FE
AU RFEREETIa Y B

AT 71 |enable Rt EXEC E— R AT L E T,
1 - e NMAU—REANLET FRIN

725 8) o

Device> enable

AT w 72 | configureterminal JTa— ) a7 4 ¥z l—3a
Bl T REBHLET
Device# configure terminal

A7 v 7 3| boot network {ftp:[[[//[username EBHC A 7 a— R 5%y hT—2
[ZpaSSNOI‘d]@]|OC&tI0n ]/directory _ A 74 Xal—iary TrALABE
Jffilename ] | rep:[[[//[username@]location OIS 57 a k=L (TFTP. RCP.
J/directory /filename | | tftp:[[[//location 713 FTP) %457 Lk ’
J/directory J/filename ]} - A °
M' '29}7—7:V74¥1V_y5

' ¥ 77 AN ERE LRWEE
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ARk AVTqFaL—vay IrALESY O— KT 5T 208E [

AU RFERETOVa Y

B8

Device (config) # boot network
tftp:hostfilel

CiscolOS Y7 R =7 X7 7 4 /v

kD7 7 A V4 O network-confg %
FEHALET, 7 RLAZHE LT
B T RAFT e —REy AT
RLZAZEHLET,

BEDOXxy NT—27 a7 4 Xa
L—yay 77 A NVERETCEE
I, Y7 =TI Xy hU—7
a7 4 Xalb—rary Iy
Zu— RTX5FET, AEhizE
WCEATLET, ZOFIEE, Bird
REHHREFFD, Fy hT—2 H—
NR—Fklica—REnNs7 7 A Vel
BRFFT 258K IHET,

ATv74

service config

1

Device (config)# service config

BEEEFZRAY FU—7 77 A V& H
e — RTDL VAT LEA
R—=T Wz LET,

ATvT5

end

1

Device (config) # end

Ja—nR)L a7 4 F¥al— gy
E—RFERTLES,

ATvT6

copy system:running-config
nvram:startup-config

1

Device# copy system:running-config
nvram:startup-config

FEiTar 7 4 Fal—Ta B AX— |
Ty ary7 4 Xal—ar 774
JVITERAF L E T,

RAROAVIAX2AL—23Y T7A4IILERDA— KT BT/INL ADERTE

BEEF Y —RN— O RA N a7 40 Xal—Yay 774 VEF 7 u— R45 X592
CiscolOS V7 " =7 R ET HIZIE, ROFIEEZFEITLET,

FIE

ARV KRFERERETY VY

=)

ATy T

enable
51 -

Device> enable

¥iHE EXEC E— FEARNC L £,
s NRAT—REASILET (HERXH

=55

o
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B Axravo ®a—var s7q088900— KT B4 ROBE

AVT4F¥IL—Yav IFALOER |

ARV RFERETIVa Y

B8

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 Fal—g v
ET— RZHBLET,

ATvT3

boot host {ftp:[[[//[username [: password
]@]location ]/directory ]/filename ] |
rep:[[[//[username@]location ]/directory
/ffilename ] | tftp:[[[//location ]/directory
Jffilename] }

1 -

Device (config) # boot host
tftp:hostfilel

EEIF A D — RT5KRA R a3
T4 FXal—vary 7rABIOME
A&Ens~7uv k= (FTP. RCP. £7-
X TFTP) Z#HEL T,

e ARAN IV T 4 F2lb—Tay

77 A NVDLRITETRE LR WA,
T A, ENHE O EMEH
LTCHRAMary74F¥alb—3
VI ANLEKLET, O
X EOARNTT RN TUPNLFE
Haxiv, +XTO RAA AFRITHI
BrsAL.  T-config) 2NBMMEIvE
T BA MEOEREFIHTE 20
BAlE, Y7 Ny =TT 740 b
DHEAN a7 4F¥=2lb—vay
7 7 A V4 D device-confg = L
T, 7T RVAZAME LIS E. 7
WA RETB—R¥x AT KA
AL ET,

HEORA a7 4FXa2l—3
V77 ANERRETEET, Cisco
I0OS Y7 ho=T1d, AA L a3
T4 Xal—vary7yrA)Veka—
RT&ELE T, Az T
LET, ZOFIEZK, HporEE
WEFFD, Xy NT—7 P—r3—
kize—RaNnd 7 7 A NVEEER
B oG aIlc& bt T,

ATvT4

service config

1

Device (config)# service config

FHEIFICRA N 77 A V& BB
o0— RTA5E9CV AT LEAR—TIL
I LET,

ATvTh

end

1 -

Device (config) # end

Ja—) a4 Xal— gy
E—-FEKTLET,
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| av74F¥aL—vav oz roEE
avTs®aL—vav rrsrosoukEE [

ARV RFERFTIVaY B8

27 7 6| copy system:running-config FTar74FXal—varskAL—L
nvram:startup-config Ty arZ74FXal—yary 774
15“ : /1/@11'%7[? szwgﬂo

Device# copy system:running-config
nvram:startup-config

il

KU, hostfilel LWV ARTDOARA ka7 4 Fal— 3 77 A /LE X W networkfilel
EWVWILBIDXR Yy NT—7 av 7 4 Xal—vary Z7rANEX 7 ya—RRT5L9
TN AERET D ERLET, 7/ AL TFIP B LT B — R¥¥y AT K
VAEBHL T 7 AV EZRGLET,

Device# configure terminal

Device (config)# boot host tftp:hostfilel

Device (config) # boot network tftp:networkfilel

Device (config) # service config

Device (config) # end

Device# copy system:running-config nvram:startup-config

OV J4FaLb—23y 774 ILOBEEDHEERERE

ROFIZ, ZOEY 22— /L THHTLHED Y J —2B L UOMEEERZ =~ L £,
N6 DOBEREIE, FRCHRR SN TWARWRY | BASHY V=R LEOTXTDY U —XT

EHTEET,

J1)y—=x Hae HERETRR

Cisco IOS XE Everest a7 4F a2l — a7 4 FKFalb—ay 7T, v
16.5.1a vary Ty ANDE | AaBT N, AOMEEE DAL A AT D

i} 728D CiscolOS Y 7 Ny =7 a~<wy KIng
FNTWET, v NiE, YAT7TL%E
B L7- & & (startup-config 7 7 A /L1 5) |
Frliar 74 Fal—var ET—RT
CLIIZzvwY R&E AT L7z & &IZ, CiscolOS
Y7 hU =TI Lo T (Bl KOV
17) SNE7,

Cisco Feature Navigator 55 &, 7 v h 74 —ABLRNY 7 NI =T A A=V DV R—
ME®RZHRFE TEZ £, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [JE5E] 76 7
7EALET,
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AVT4F¥IL—Yav IFALOER |
B - xar—varsrrroeBORRE
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» 10 =

X7 aE—

IORF2 AT, BF 27 23— (SCP) H— "—ffREHICS AT A RAEHET
B FNEZ DWW TR L £,

X 2T a—ORMHESM (259 X—)

* Secure Copy (2B 5 1FH (259 ~—2)

cbEX 2T a—OREHE (260 X—)

cbEX a7 a—OREHE (263 =)

X a7 At —CETLEMER (264 ~—)

X 2T I —OKERHR (264 ~—)

X217 JE—DRHREH

e TNRAALETEX2T =/ (SSH) | FFE. BX O 2RELET,

*SCP X SSH #fiH L CEX o 7T RIREEZ FEITT 5720, T3 AIZIT RSA F—DXT7 )
‘/[Z‘gwc“é_o

Secure Copy IZB83 %15k

Secure Copy Protocol (SCP) H&HEIL. AA v T ORERCA A—Y 77 A NDabt’—|ltxaT
RRBRE SR AR L 97, SCPIZidEX =7 v =/b (SSH) MMETT (Berkeley @ r-tool |2
Ro2eF2 VT4 OENT 7V r—varBl07n FbaLTty)

SCP 1X—3#? Berkeley @ r Y —/L (Berkeley KFMEHD Xy NU—F 7 77V r—a
Ty ) ITESWTEEFSN TS 2D, ZDOEIEN%IE Remote Copy Protocol (RCP) & %8
BILTWET, 72720, SCPIESSHDtEF =2 U7 41 L TV D sUFBRE 9, Nz T,
SCPTlE, = —HF—NIELVMERL NV ZRS>TNWDHZ L 2T NS A ETHITE 5 X912,
RRE, FFR, BLOT AU T 47 (AAA) ZRETHLERH Y 7,

SCP {92 &, copy =~ RaMH LT CiscolOS 7 7 A /L A7 I (Cisco IFS) WNOAE
BO77ANDAE—%F A AL OMTRITTEDDIR, FHELAN 15 Da—F—Dh
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. X217 aF—DREHE

2720 £,

B

\}

t¥a7ae— |

TR SNTEEFILIT — I AT —va b ZOBEZFITTHZI L TEE

GE)

« SSH Z#HERE S 5121, RSA AT — & MEX— DT 2T /314 A T3

V)ij‘o

epscp.exe 77 A NEHHALTWDEAIL, SCPA T a v 2HNLET,
RET HLEND

1ZjF:L77::|t: MNDi EE755£

tHX17IE—DETE

AT INA A

FIE

\Z SCP H— "— I EEDR E % T 5

23, ROFNEZFEITLET,

ARV RFEEETIVa Y

=)

ATy T

enable
1

Device> enable

¥iME EXEC T— F&E AL £,

T T SRFRENIZENAT — R
AN LET,

ATy T2

configureterminal

1

Device# configure terminal

Ja—n)ary7 4 Xalb—g v
E—RFZBRBLET,

ATvT3

aaa new-model

1

Device (config) # aaa new-model

0 J A UEFD AAATRGEERRE L E T,

ATV

aaa authentication login {default |
list-name} methodl [ method2... ]

1 -

Device (config)# aaa authentication
login default group tacacs+

AAAT 7R ha—)L VAT L%k
A =T LET,

ATvTh

username name [privilege level] password
encryption-type encrypted-password

1

:L_AiFéS%Ef{“”;Z<E L/fquuﬂ£¢/;<7‘lA%f
MELET,
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| €%27 23—
SSH 4 —/\T® Secure Copy Protocol M #—J )Lt .

ARV REERTO Ay E]:3)

G¥) TACACS+ <> RADIUS 73 &
DFy T =2 R—= 2D
REA T = A LRRE ST
WHEEIE, ZOFIEEE

Device (config) # username superuser
privilege 2 password 0 superpassword

AT v 76 |ipscp server enable SCP #— MilBkRe 2 AT L £,
fi
Device (config)# ip scp server enable

ATy 77| exit Ja—syar7 4 Xalb—vay
5 - F— F&& T L. M EXEC E— FIZ

RO ET,

Device (config) # exit

AT 78 |debugip scp ({E7) SCP FRAERIEE A fifk L £ 9,

1 -

Device# debug ip scp

SSH H—/\T® Secure Copy Protocol D1 r— T )L 1k

WDH AT T, SCPOYV—N—ASREDRETEEZ TR LET, ZOXRATE, T/ ATY
F—bFDU—T AT =2 a7 7 A NERZRIIA—TE 5 RNRREELRLTWNE

j‘o

FIE
ARV RFERETO3 Y B#

AFwF1 |enable ke EXEC BE— RE AN LET,
Ik FurF MRERENL HART — R

ZANITLET,

Device> enable

RTwF2 |configureterminal sua—s\ L ary 7 4 ¥ al—ig
Bl - T REBELET
Device# configure terminal
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. SSH H—/\T® Secure Copy Protocol MDA —JJL{t

t¥a7ae— |

ARV KEEEET7Ia Y B
R7v73  |aaanen-modd WAL, FEA, TATLT AT
- (AAA) 772 arytm—L &5
NEA F—T M LET,
Device (config) # aaa new-model
RXFw 74 |aaaauthentication login default local | w74 L HEOWIFIC 2 —H LD —
Bl - Pty — s R R BT B L 1T
AAA FRREZFRE L E T,
Device (config) # aaa authentication
login default local
RXFw 75 |aaaauthorization exec default local 2—YP T I REHBETENNTA—%
1l - Ry NU—JICRELET, iFr %z
FE{TL, =—WID TEXEC ¥ = /LD
Device (config) # aaa authorization exec EITEFTE2NEINEERELE
default local To ZO%, AT ATHAZR—H
NWT —=BRX—=RAE T HMERND D
ZEEREELET,
ZF w6 |usernamenameprivilegeprivilege-level | o —4F4, N 2 DIWIEL AT L A FENT
password password L. =4, MR~V B L0
B - W E{b SR U — REHEE LET,
bevice (confia) b N GE) privilege-level 5# D f/IME
evice (conrig username samplename N - N
privilege 15 password passwordl 1L 15 T9, FERL LR
15 KGR OYGG . B LIl
SHnET,
RFw 77 |ipsshtime-out seconds FNA ANSSHZ 5 A T v MK %
B - RSN . A HA TROE L %
j—O
Device (config)# ip ssh time-out 120
AT 78 |ipsshauthentication-retries % A BE—=T A AD Yty ML, REE
Bl - RATT AR ERE LET,
Device (config)# ip ssh
authentication-retries 3
RTwv 79 |ipscpserver enable FRL AT, VE—h U= ZAF—

1 -

Device (config) # ip scp server enable

Ta bR T AN E ALY —T
EAHLHICLET,
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| t%a72€E-
%27 at—oiEsE |

ARV KRFEEETIa Y B
AFw 710 |ip sshbulk-mode (f£&) SSH —#i75 —#fnikE— K%
R A R—=T ML T, SCPDANL—T"y
T p—< 2% LET,
Device (config) # ip ssh bulk-mode
ATy T 1 |exit Ja—r ) ar7 4 F¥al—ay
i - T— FZ#T L, F#H EXEC £— RIZ
R E9,
Device (config) # exit
AT 712 |debugip scp (1) SCP ZRALO[EE B 25 2l
i - BRERt L ET,

Device# debug ip scp

X7 aE—DEREFE

15'] : A— jj)l/nn..\nIE€1§Fﬁ Li=*+a27 3 E)_@EQEE

WDFNL, SCP DV — N—HMEREDFR T HIEEZ /R L TWET, ZOHITIE, B—H/LIEES
N —HFL L2 — REFHLET,

! AAA authentication and authorization must be configured properly in order for SCP to
work.

Device> enable

Device# configure terminal

Device (config) # aaa new-model

Device (config)# aaa authentication login default local
Device (config) # aaa authorization exec default local
Device (config) # username userl privilege 15 password 0 lab
! SSH must be configured and functioning properly.

Device (config) # ip scp server enable

Device (config) # end

Bl ry FD—O N—RFBEEZEERM L 1= SCP Y —/\AIDERTE

WOBNE, %y FU—7 RXR—=ZADFHFEA I = R L ZH ] L7z SCP DY — MARERE D% i )71k
ZRLTWET,

! AAA authentication and authorization must be configured properly for SCP to work.
Device> enable

Device# configure terminal

Device (config) # aaa new-model

Device (config) # aaa authentication login default group tacacs+

Device (config) # aaa authorization exec default group tacacs+
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B cs27oc—cmyzemEs

X773k

t¥a7ae— |

! SSH must be configured and functioning properly.

Device (config) #
Device (config)
Device (configqg)
Device (config)

ip ssh time-out 120

#
# ip scp server enable
# end

" —IZBH9 5B MNTEER

EEEH

ip ssh authentication-retries 3

ESPEREYS

I=—aT7ILAR2A LI

EXaT v RN—=Ta 1 E 20 KR— b

X2 T o ILDORIE

SRAMTY Z AL HR—

B

s

FDOURLIZT Z7E®ALT, YAaDT /=%
VAR — M ERKIBICIEHA LTI,
NoDY =L, V7 "o =ThEA A R—
JIWLTHEELILY, YAapfELT 7 /o

— BT D EINRIRIE A R LT T 5 7
WITHHA LT ZEY, ZDOWeb¥ A b LD
V=W ZT 7 AT B ERIL. Cisco.com D1 7
AV IDBLUSAY — RRPRNLETCT,

-
—

http://www.cisco.com/cisco/web/support/index.html

X217 aE—D#EETER

ROFIZ, ZOFEY2—/L Tl T 28OV V— 2B LOBEEERE R LET,

INOOWEEIT., FHIHRE SN TWRWIRY . A7) Y —=2PUBEDOTXTHY J—AT

ﬁ%f%ifo

1)1y—2= Hre HRETER

f6is§01 I0S XE Everest X7 b — Secure Copy H¥BEIX. T /31 AREE 7137
D.la

NAAAL A=V T 7 A NEA—F 570
DEETHRAES NI T Az L3, SCP
I, SSH, 77U —var, BIW
Berkeleyr > — /L D& & o 7 72 VR FE & 42
g5 7o ha gk ELET,

WD a~ s RPEAFIIELEINE LT,
debugip scp ¥ £ OV ip scp server enanle
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I X277 3E—
#2127 at—omiEs ]

Cisco Feature Navigator #ff 35 &, 77 v b 74— BLOY 7 b =T A A=V DY R—
MEHRZHRFE TEZ £, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [JE5E] 76 7
7 ALET,
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X217 aE— I
B tr27 ac—omens
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s 11 =

a4 xXal—iaroEEéEO—)L
NV D

e T 4 X2l —T g rOEE e — LNy 7 ORHESME (267 L—3)

AT 4 Fal—va D@l a— NNy 7 OFIKEE (268 X—)

e T 4 FXal—IalryOEHLEO—IL Ny TIZHONT (268 X—)

e 7 4 X2l — g rpEla— 1Ny ZOFERTE 271 *—)

e LT 4 X2l —Ta VOEBE =Ny T OFER (279 X—)

e T 4 XAl — gL DBEBE O — LRy Z T A OO EEE (282 2—)
e T A4 F 2l —TarOEBRBIOa T 4 Fal— g rDa—LNy 7 ORI

(282 ~—2)

a4 Falb—a nEBEO—IL/INY Y DHNIRE
%

AT 4 X2 b —aryOEE e — LNy I OEEICRHTAANERDZa T 4 X2 b—
ay 77 ANDERIT. EHED Cisco V7 NV 2T a7 4 FXal—Tary 77 ANLD,
WITRTA T v MRANCHEILL T AR ERH D £,

cHILWTOTARTOavw RiE, avwr R ary 740 Xal—y gy 7F— RV E
D, A>T L THBLET,

el Llary 74 Xal—vagr P TE—FRNOavy Nifk, A= 15 AT b
LET,

L2 a7 4 Xal— g TE—RFRNOavwy Nifk, A= 2Ml45 A 5 v b
L7,

LT, <P TE—FRNOa<v Rt BCE2 AT MLET,

INooA 7 MHANZIE, Y 7 B D =7 7 show running-config <> copy running-config
destination-url 72 XD a~> FDar 7 4 Falb—v gy 77 A NVEERT D HERTERSN
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B oo xar—vavormE0—LA Y s OBKEE

VT4 ¥aL—YavoERED—LAYY |

TWET, VAT FTARALRATERINDI AL 74 F2lb—Tay 77403, TRy H
L7z AN eV E T,

20oDAL T 4 Falb—varyZrA) EEOETaLry7 4 FX¥alb—raré, BEINE
B#Ha 7 X2l —ay) ALYV A ALY RERZBE AT BDNLETT,

a4 FXalb—arvnEBmEO—I)L/N\Y Y DFHIHE

I8

TNA A, 200ary 7 4F¥alb—vary 7740 BEOFETay 7 4 Falb— g
L IREENEER a7 4 X2 —ay) EEbEEY A XL REAREE AT Y RN
WS, 27 X2 b—Ta VEBRBERFEITINER A,

Xy NT—=0 TR 20 a L R—3 b WA o Z—T A A2 L) ([CBET D5ED
Ciscoar 7 4 Falb—raryavrNE Frar7sFal—Ta oW TEMERIX
HIBR4 2 Z L3 CTEERHA, HE2IE a7 Falb—ra VERBEEZIToTH, 204
VR —T 2 A RAINT N A BIZWBICHEET 256, BUEOF Ta 7 4 Fab—va Ui
o interfaceethernet 0 i~ > FITHHIRT 2 Z LIXTE £ A, FEEIZ, interfaceethernet 1
a< KT, FOXIRA B —T 2 ART A A2 BITHEIICEE L WEES, #EfTa
V74X 2 L= a BT EIETEERA, T 4 X2 —va VERBETZO
A TOEFELZRITTDHE, TOREOa~ L MTRKBLEZ LA RTTTI— A v —UN
FrRInEd,

HEEIZENRr—ATTN, V»—Z%2 ) a—RLARWVWEREFEDCisco 2 7 4 Falb— g
AV REFETAY T4 X2 b= a VpDHIRTERNIERHY £, a7 4 Falb—
Va VEBBECIOX A TDOavwr ROHIBRERITT D L, TORED I~ RITHRRIL
Pl ERTZT— Ao UNRERINET,

a4 XalL—arvEBmEA—IL/INYIIZDT

aAYvI4Xal—varTF—h47

CiscolOS 27 4 ¥ a L— a3y 7—hA 71X, configurereplace =~ NI L W igfitsh
Lar74FXalb—rvaron— Ly 7L LT 57202, CiscolOS 27 4 F = L —
AT e ANDT —HA T ORME, BH, FEHETO I EEANE LIEAN=ALTT, &
DOEEEEDE AR, EIfTa 7 4 ¥ = L—3 3 D 3 E—% copy running-config destination-url
av REFHALTREL, v— AU E— MIEHR T 7 A VERECTEE Lz, 72720,

ZOFETIEZ 7 ANVOABEREIT) Z LT TEERFATLE, —H, 2v7 4 Falb—

VarOEE T — LNy TEERETIL, ETar 74X ab—a v 7y A VA& BHBEIRYIC Cisco
0S 274 FXalb—=vary T—=UATIREFETEET, T—IAT7 ST 7A/MTar

T4 FXalb—arDFzyv I RA L R LTEHT 52 LA TE, configurereplace 2~ >
REMHLCUROa 7 4 X2 b—ra VIREBICRT ORI TE £,
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I aAVI74F¥aL—YarvnE#REO—ILINYY

aVvJq4%a

avosxaL—vavoek |

archiveconfig 2~ > REMHATSH L, CiscolOS 27 4 Fal—T g% ar7 4 Falb—
ar T —HATIRETEET, TOGE, BEEOT AL NI T ANKDT VT
AMEREN, X=YarEE (BIOAT Y a s TEALAZLT) NEBICINENE
To N—=Va VB FITE LI T 7 ANVERGFTDZEIZ, 1 DT OREARVET, Z0HK
BEICED ., RfFL7-CiscolOS 2> 7 4 Xal—ary 77 AN E B LTEHITEXET,
T—=HA TNARGFTHEITa L 7 4 X2 b—2a VORIIIEETHENTE XS, 7T—hA
TN T 7 A NVED EREICET D L. RICEFHOTZ 7 A VBIRESND & EIT, &bV
T AN EEMICIEESNE T, showarchive =~ RZ#H3T 5 &, CiscolOS =227 ¢
Xal—val T —IATIRGFEENTNDETRTOaAry 7 Xalb—ray 774 /ZH
THERDPE R SINET,

AT 4 Xalb—Tay Ty ANVERFT D CiscolOS 27 4 Falb—ary T —hA7
I%. configurereplace =~ > R CfEHT % Z &L > T, FTP, HTTP, RCP, TFTP ® 7 7 A
N AT A B ETE £,

L— 3> DE:

configurereplace §5# EXEC =~ RIC Xk V| BIEOFEITar 7 4 Fab—ra v, RIFL
TEBWCiscolOS 2> 7 4 Falb—vay 77 AV TERTILZENTEET, ZOHKRE
I, a7 4 X2 b—va VERFLTBWERE~NRTZOIERTL I ENTE, 202
V74X a2 b=y a VIREEMRIESNTZRICED LD REFENMZ 5 TYH, R —L
Ny 7 S/DHENTEET,

configurereplace =~ > REEHT 5 & X%, BUEDOFATa L T 4 Fab—a vy EEWHRT D
72D, FAFENT- CiscolOS T 7 4 Fal—v gy 7 A NERETAVNENDH Y £7,
BT 7 A VX, CiscolOS T /31 AL o TER EN TR a7 4 FaLb—a v (copy
running-config destination-url =2~ > RiZ L > CTERR SN b D7 L) THDHZ ENVETT,
BHOHVE, BT 7 A NV EINBRNTAER T 255513 Cisco I0S 73 ABMERT 57 7 A VB
KUTERICHERL L TR T UE72 v £ A, configurereplace 2~ > K& AT 5L, BIED
RATar 74 Falb—vayMEESNIEERZ Y7 4 Fab—va i iigdn, —#o
diff WAERSINET, 22007 7 A NVOHBIZHEH S5 7L 2 X LE, show archive config
differencesz~> RCHEHESNDZ DO LRI TT, B 7 4 Fa L — 3 VOREIZRD
£ 9. diff OFERD Cisco 10S S—H—Z Lo THH SN E T, dff OABEH SN D7D, B
EDFITAL 7 4 Falb—r gy BIZT TICHEL TWEREaA~Y Y REFEMNT5 2 LIk
VAL D, BIENRY— A0 EZET bNET, 207V Y XATHE, HEFICEKET S
A<y R (T78AVARRE) ~Dar7 4 Xal—a BH i, HHONAX ok
Zi@ L CRIRIICIAT L E T, BHFORETIX, a7 4 F a2 b—3 g VEREEOE TN
BRNATIDETTHY, V—TINEEL T2 DR RTHRK S DL TITHIRENET,

Cisco IOS copy source-url running-config ###% EXEC =t~ > Ri%, £R1F S 417z CiscolOS =227 o
Xal—varyIZryANVEdT7ar7 4 Fal—rvar~abt =357l IEHSE

9", copy source-url running-config =~ > K % configurereplace target-url £3#% EXEC =~ > F
DOROVIZHERT 256, BRMESE L TRORICERDLETT,

» copy source-url running-config =2~ RiZ~—YEHETHY, Y —RAT7 7 A L EBUEDE
Ty 74 ¥al—va v Ofiioa~y RETRTREEShET, Zoavy FTH,
BEOFITar 74 Xalb—ralilOrEEN, Y—A 7 7 A MIIHFE LR A~
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VT4 ¥aL—YavoERED—LAYY |
B -2 ®ar—vavo—nnyy

RHIBREND Z &1EH 0 £ A, ZHITK LT, configurereplacetarget-url =< > R T
X, BT 7 A NVITHE LRV a sy RRBIEDFETa 7 4 Fa b— a3 U b HIRS
. BT AMEOH LA~y RRBIEDFITaL 7 4 Fab—a ABMENET,

« copysource-url running-config =~ > R Cix, BIfEOEI T2 7 4 X2 b— 3 2T T
FAELTWAMNE D Db b, V=27 7 A AHDOFT_RTOawy FAEASLE
T ZOTNTY ZLTNFEA TRV L GEICRE > TUIY—E2DEEREALET,
ZAUZx L C. configurereplacetarget-url =~ > RTINS ER o~ KO %A
L, BIEDF Ty 74 Fab—va VIHFEL TS a~vy FiTBEH ShEEA,

« copy source-url running-config =~ > R CIXimea s 7 4 Falb—var 7741
abv—spd LA TE £92%, configurereplacetarget-url =~ ROEH T 7 A L& L
THEATELDIE, 584872 CiscolOS 2> 7 4 Fal—vay 77 A VORTT,

AT 4 X ab—va VEBEREIC e v JEEREAVE A S LE L7z, configurereplace 2~ R
BEREND L, ar7aFab—va VEBROBIET, 774V FTETICT 4 K2 L—
Yary ZrANBRR Yy ENET, T0Ou v T AN=ANIE ST, BREWEOEITHICM
DA—P—=NETAL T 4 Fab—va r2EELED & LD, BREIIEORERT R
FETHZ LEPIETEET, nolock ¥ — 7V — K% configurereplace =~ > ROIFELTREZfE
ATsE, Frarr7sXal—varouy x5 4t—7 M TEET,

FTar 74 Xal—varounyZid, a7 X2 b—3 g OBEBREER T ENC E B
W27 U7 EnE$, showconfigurationlock 2~ > REEHT 2 &, BAEERTa 7 4 X2 b—
varilEfInTnbdey 7 2T RTRRTEET,

OV IJ4FXalb—araO—)LiNyy

02—y 7 ORE&IL, T RX—AOEETII T Y v ay ek R BT VCHEL
FT, T—HARX—RA TP I a TR HDHT—FX—ADT—T/I—HEHOET 2Nz
LZENHYET, TO%, BEEFTTL EREAEANCEHAT D) 2, BEEE2e—L
Ny 735 (BEREWEL CTT—7 NV EUROREBIZET) 2E2RRTLHZ LIV ET, 2
TR NNy I RERTEOR, BEORTEGATEY v —T V7 7 A VDS L, (O
EEHLMzHNRNENH Z LT, m— A"y ZEEORKREL LT, MAEERNEA SN
BHRTOIRBEIZERE Y £,

configurereplace =~ > REMHEHTHZ LT, Uaioary 74 ¥al—va VRE~EDHZ L
DHABRIZZR Y, 27 4 Fab— a3 REORIFRICINZ T ER 2RI — LNy 7 &
BB EMTEXET, CiscolOS 27 4 X2l —3I gy a—A_"\y 73, @EHINE—#EHD
EEREEH EIa— Ry JEIWERITH) O TIEZ2L, IRESIN/ZCiscoar 7 4 Falb—ay
T 7 A MIESWERFED L 7 4 Falb—ra RE~EDLEWVW ) a v FEHEHLTW
T, ZOarET NI, T2y I BRA U N (T—ERXR—RADRGFEINTNN—TV 3 y) ITRE
OREEZRGF LT W) | T—FX—2AOF 2 FIAL L TWET,

A7 4FXab—varou—A NNy JERBBRLERGS, a7 4 Falb—a Y OEHE|IT
Je3L 5T CiscolOS FATaL 7 4 Fab— a VEARGFETILERSH Y £, KiZ, a7 4
Fal— g &2EHLE%IC (configurereplacetarget-url =~ RZEAL) ELTZ= v
T4 Xalb—rary 774N EFoTEEEre— /L Ny 7 LET, R{FS4 7= CiscolOS =
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I AV T4 FaL—LavOEBREO—ILINYY
ST ¥al—vava—unvozagz |

T4 F¥al—vary 77ANRLENTHEHRI 7 4 Fal—rar b LTHRETES:
W, —EHOR— NNy T ETTADL I, B ANy T DOHNPHIBENHZEHH D FHA,

OV I74F%alb—ay A—JLN\y O THEESR
AT 4 X2 b—var BNy VEEMEREEREICLY, a7 s Fab—va VERDE
ITICER L THERAZERTHEOA T v a V THRETEET, ZOMREDZETERVWES, 2
V74X ab—va IEENEHSNDSRORBICRINET, ZOAD=AAF, Xv b
D=7 TNRARa—YP—F | IEHT 7Y r—a v EOERIZBNT, ary 7 4 F¥al—
Va ERIZERT AU A IET S L 0T,

a4 Xal—iaroEBmEO—ILN\YIDFA

AL T 4 X2 b —a VOEEEEMIIT— ANy 7 SET, Uo7 4 Falb—
g VIREE~RE D Z LN ATRE,

e FNRAAEY O —RLEY, CLITEf Ty 74 X2l —vay 77 A NMIMRFEEF %
TFEITRIZE LD THZ <, BIEOETay 74 Xal—ralr Ty AV AN —
KT ar7 4 Xal—valy 774 NVEBRTELD, VAT LDE T XA L
RFELTBWELED CiscolOS 22 7 4 Falb—3 g UIREBICET Z & & AlHE,

CGENIRCHIBRDS L E R a <~ RIETNEEINLIGE, T RZERR T 4 Falb—
ar 7y ANEEATOLIENTEDLLD, a7 4FXal—a b OEERRT TV
[

- configurereplace =~ > K % copy source-url running-config =~ > KO & L TEHT S
L. BIEDF ATy 7 4 Fab—ra VIZHOIFO A~ RRBEREH IR0z,
MR L, = 24F DY 27 S EHEESILET,

A IJ4FXalb—arvoEREO—ILINYIDFERA
&

aAVI74FXFab—23a3> 7—h4 TDERK

configurereplace =~ > R&ME {9 % 9 2 THMHESRM L 25 ETH Y £ A, configurereplace
a<wy RE, CiscolOS 27 4 Fab—vay T7T—hA7HLWarchiveconfigz~ > F&D
BERIMEETTN, ar 74 ¥al—ara— ARy 7O F ) FTIERERHERH Y £
4, archiveconfig =~ RAMHT AR, a0 T4 Fal—ary 7T—IATHRELT

BLMERHYET, arv 74 Xal—var T—hATORMEEZHZRETDHICIE. ROEEE
FITLET,
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VT4 ¥aL—YavoERED—LAYY |

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC T— F&EADIZ L £,
e NMRAT—RKEANLET (FERkEh

58

ATv T2

configureterminal

1

Device# configure terminal

Jua—N)L a7 4 FXalb— g
E— FEBRBLET,

ATvT3

archive

1

Device (config)# archive

T—IAT a7 4F¥al— 3
T— RERHBELET,

ATv74

path url
{5

Device (config-archive) # path
flash:myconfiguration

CiscolOS a7 4 Fal—v g T —
HATORFTE, T7ANLDT L
T4 AERELET,

() INAZADEZATTZ7AND
RbovicrF4a v M) &R
ET %A, 74V 27 MY
41X path flash:/directory/ @
ETHRAAT 2%
T H0ERHY £, Z
DAT vy ald7 7 ANV 4
DHATRLEDY £H
ho T4 VY ) EIEET
DA EWE T,

ATy TH

maximum number

1

Device (config-archive) # maximum 14

(&) CiscolOS =z 7 4 Fal—I 3

YT =HATIRAFSND I AT T ¢
Xal—vardD7—hAT 77,
B FREZRELET,

 number 3|%i%. CiscolOS =27 ¢
Xal—ary 7—hATIHRTF
NAFETaLryT 4 Xl —a v
DT —HAT 77 A NVED EIRE
ZRLET, AR EIZ1 ~ 14
T, 774V NI 10 TT,
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avIs¥al—varoigea—Liy s gEozs i

AU RFERETOVa Y

B8

GE) Zoa~vy REefERT 5l
2. path =~ F&EREL
T CiscolOS 27 4 F =2

L—yay T—hA T DN
BT ANL T VLT 4w
J ALRRE L THBMLER
HYET,

ATvT6

time-period minutes

1 -

Device (config-archive) # time-period
1440

({£E) CiscolOS=2> 7 4 ¥ a2 L —'3
VT = A TICFETa T 4 X2 L —
arDT—HAT Ty ANEEHER
F45MEEZRELET,

*CiscolOS Z > 7 4 F¥ a2l — g
T —NA TICBEOFI T 7 4
X2l —arDT—HIAT 774
Vi ERUE EOBETHEIWRET D
D%, minutes 5112 &LV 43 BAL T
fBELET,

GE) Zoawy REMHEHT 5
2, path 2~ RZ®RE L
T CiscolOS =7 4 F =
L—a vy 7 =4 7D
BELET7ANKT VT 4>
J ALFRE L TH LENR
b0 FEF,

ATy T1

end

1

Device (config-archive) # end

HrbE EXEC E— RNIZEREY 97,

ATvT8

archive config

1 -

Device# archive config

BEDOFRITRE T 7 A WERET —HA

TIRIF L ET,

G¥) Zoawy REEHAT 5]
(2, path =2~ R&fET
HENRH D F9,

AV 4Fab—2 a3 VOBEBROO—ILNY VIREDET

IFESNT- CiscolOS 2 7 4 Fal—vay 77 A NLNTHREDE T 7 4 Fal— 3
Ty A NEERT DL, ROEEEZFITLET,
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VT4 ¥aL—YavoERED—LAYY |
B - o xar—varoBsen—LAy s BEORS

\)

GE) ZoOFEORNZ, ar 7 4Fal— a7 —0A4T2EHRELTELERH Y 34, FEMIC
ONWTE, a7 4FXab—ar T—ATOER 2R L TIZ3V, KIZ, BIEDHE
Tar74F¥ab—ra yCHBENELTELRIC, 7T— 47 LTBWeary7 o b—
Ta VCRERTFIROFEMAZ R L ET,

FIE
AV RFERIEITII Y B8
RTw 71 |enable HitE EXEC E— K2 A LET,
1 - e NRAT—REANLET (FERSh
7258) o

Device> enable

ATFvT2 configurereplacetarget-url [nolock] [ist] | f£7F L CTHEU 7= CiscoI0S =7 4 ¥ =
[force] [ignorecase] [reverttrigger [error| | —< 5 77 A LTHIEDEITa L

1 [timer minutes] | time minutes] ] T4 FXal—ary IV aEBL
fi £7,
- target - url 51%0%. archiveconfig =

Device# configure replace flash:

startup-config time 120 <~V F TR SN2 7 4%
L—vay 77 ANRE, BUED
FTa T4 Xal— g L ER
T 5. PRiF &4z Cisco 10S =2
TA4FXa2lb—vary 77D
URL T7 (CiscolOS 7 7 A /LT A
TFLATT 7 RAAERLOD) |,

elig ¥—U—RiX, =27 1F¥=
L—3 g VEBEWED /SR T,
CiscolOS Y 7 b =T /X—H—|Z
LoTHEAEN a2~ K IA4
DYAREFRLET, EIT783N72
INADE B FRREINET,

«force ¥ —VU — K%, BEDET2
V74X 2= gy BIRELE
CiscolOSzZ v 7 4 Falb— g
Ty ANDERE | R
FEHEPICETLET,

« timeminutes ¥ —U — FEB L OF K
X, BEOF T2y 7 4 F 2 b—
Tay 7y ANOBEBHERDOTD
IZ configureconfirm =< > K% A
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I aAVI74F¥aL—YarvnE#REO—ILINYY

avT4¥aL—varnERen—LAy s BE0xG [

AU RFERETOVa Y

B8

FI L7220 F T8 B 72 HIRREFRE (4
HNZ) ZfRE L £, configure
confirm =t~ > RAMEE O il RIF
NICATT &R nWihE, 2v 74
¥ L—a CEEEREIT B BRI
RENFET (0F v, BENFET2
V74X al— gy Ty AN
configurereplace =~ > K A I LLR(
DAL T 4 Fab— 3 RREE~E
EfEEnET)

nolock ¥—Y— RiZ, 27 14 ¥=
L— g UEBERER IO 2 —
P—NFEfTar7 4 F¥alb—rar
EEELRWESIZFE T2 T o
Fal—raryIZyrAleayy
THMRER A 7 ICLET,

reverttrigger x—7— KX, jtdH =
Y74 FX2lb—vary~RT Y
H—%IRONENPOEELET,

eerror : T —HMRIZIED I
TA4X a2l —2a IR LE
R

« timer minutes : $87E L 7= 23
WELETTDOL T 4 F 2L —
vavIilELET,

eignorecase ¥ —"7— RNT, 27 ¢

Xl —va iR a~ FOK
SCF L/ NCFO KR A S D
EMNTEET,

ATvT3

configurerevert { now | timer {minutes |
idle minutes} }

1 -

Device# configure revert now

(EE) KRR Er— Ny 7 &% ¥
AL Ta— Ny 7 ZRIRE N Y T —F
5. EEEREE =Ny 7 DORT
A=V ty FTDHITIE, FHEEXEC
F£— N T configurerevert =~ > K& f#
ALET,

enOW : B— LN HT-EHIT Y
H—1LFT,
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VT4 ¥aL—YavoERED—LAYY |
B #eoz-s—norssvrsirea—540y

AU RFERET7TIV3 Y B
stimer : 274Xzl —vark
TR THA~—%V &y FLF
R
o JCIZ R IIRER] 2 Z AL THT 71T
FRET D121, minutes 514 %
timer X—U—RF& & HIHEH
LET,

CRESNaY T 4 Ko L—
va VITRERTETIT, BENT
OII2WT A RV 2 ek &
MEERELSHFRTEDONERE
T DI, SHALOFEHE & & %
IZidlex—U— RZHHLE
7T

AT v 7 4 | configure confirm (FE) 42 L TIBU= Cisco 10S =2 >
T4F¥al—ary T ANLVOEED

1
FiFar 74 Xal—yary 7y AL
Device# configure confirm ’\@%?ﬁ%ﬁﬁﬁﬁ Ljﬁjﬂo
GE) Z Oz~ Ri&, configure
replace =~ > R® time
seconds ¥ — V7V — RE L 5]
HNEESINTWDLEIC
DOHHEHL ET,
ATy 7S5 |exit o —H#— EXEC E— FIZREY £,
i) :

Device# exit

BEDE=4—) 298XV ITINLYa—TaY
Ay 74 F¥al—ralOEHEO—NARNy I T BN T TN a—T 4 T
T 5120, ZOFEEZFETLET,

FIE

A5 v 71 enable
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I AV T4 FaL—LavOEBREO—ILINYY
BEDE=2—U IB&UrSTLva—F105 ||

IDa<wy REEHALT, FHEEXECE— RE2A/ X —7 M LET, XRRAU—FEANLET
(FERENTZHEE)

1 -

Device> enable
Device#

AT w2 show archive

CiscolOS a7 4 Fal—Tay T—hIA TIRIFESINTWD 7 7 A VICET D E@RE TR
T 5. ko< REFERLET,

1

Device# show archive
There are currently 1 archive configurations saved.
The next archive file will be named flash:myconfiguration-2
Archive # Name
0
flash:myconfiguration-1 <- Most Recent

O Joy b w N

WIZ, EfTar7 4 X2l —varDT—hA4T 774 0%0 L DIMEIE LTZIREE T show
archivez~ >y REFEHALEBESOHAEEZRLET, ZOFTIL, BRESNLIT—IAT 77
ANDEREN ZIITHESNTWET,

51

Device# show archive

There are currently 3 archive configurations saved.

The next archive file will be named flash:myconfiguration-8
Archive # Name

0

1 :Deleted

2 :Deleted

3 :Deleted

4 :Deleted

5 flash:myconfiguration-5
6 flash:myconfiguration-6
7 flash:myconfiguration-7 <- Most Recent
8

9

10

11

12

13

14
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AT w73 debug archiveversioning

avI4FaL—varvoEREO—LAYY |

Zoavwr REFEHLT, CiscolOS 2 7 4 X2 b —v gy T—HATDT VT4 ET 4D
TRy TEHERDLT, a7 4 Xzl —arEfilta— RNy 7 2E=F—BLIOLT
TNy a—T 4T LET,

51

Device# debug archive versioning

Jan 9 06:46:28.419:backup running config

Jan 9 06:46:28.419:Current = 7

Jan 9 06:46:28.443:Writing backup file flash:myconfiguration-7

Jan 9 06:46:29.547: backup worked

AT v 74 debug archive config timestamp

Zoavy REMHALT, ar7 0 ¥ab—r g VEEERIEOS VAR OLIIFHE, B IO

BEFDa L T 4 FXal—2ay T ANDYIARADT Ny T4 X —T M LET,

i -

Device# debug archive config timestamp

Device# configure replace flash:myconfiguration force

Timing Debug Statistics for IOS Config Replace operation:
Time to read file usbflashO:sample 2.cfg = 0 msec (0 sec)
Number of lines read:55
Size of file :1054

Starting Pass 1
Time to read file system:running-config = 0 msec (0 sec)
Number of lines read:93
Size of file :2539
Time taken for positive rollback pass = 320 msec (0 sec)
Time taken for negative rollback pass = 0 msec (0 sec)
Time taken for negative incremental diffs pass = 59 msec (0 sec)
Time taken by PI to apply changes = 0 msec (0 sec)
Time taken for Pass 1 = 380 msec (0 sec)

Starting Pass 2
Time to read file system:running-config = 0 msec (0 sec)
Number of lines read:55
Size of file :1054
Time taken for positive rollback pass = 0 msec (0 sec)
Time taken for negative rollback pass = 0 msec (0 sec)
Time taken for Pass 2 = 0 msec (0 sec)

Total number of passes:1l

Rollback Done

ATv 75 exit
Zoavwy Pl T, 2—%—EXECE— FIZRED £,
1 -

Device# exit
Device>
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I aAVI74F¥aL—YarvnE#REO—ILINYY

avTsF¥aL—vavoBEmsn—LivonEEs ]

OV IJ4Falb—arvnEBEO—IL/NY Y DHETEH

4 xXaLb—2a3r T7T—hA4 TDER

OB, CiscolOS 27 4 Fab—al T—HhA T OYYREE FATT 5 1EERLT
WET, ZOFITIEL, flash:myconfiguration 237 o F o L—3 3 T — A4 7 DRIFNAE
BT 7 ANBDOT VT 4 v 7 AL LTRESN, RIFTHT—IAT 77 A NVDBHRK 10
AR E SNET

configure terminal

|

archive

path flash:myconfiguration
maximum 10

end

PEDETAVI«4FXaL—arr REINT-Ciscol0ST> T 4

FalL—3ay

v D74 CEM

ROBFITIE, flash:myconfiguration &\ 9 A HT THRAF S 472 Cisco I0S 27 f Fa b—3rg
T ANTHEOEITa L 7 4 X alb—ra r2EMBT 5 EE2RLET, configurereplace
av RCE, BRI T N TA U E T 7T 4 7TICBEEED T,

Device# configure replace flash:myconfiguration

This will apply all necessary additions and deletions

to replace the current running configuration with the

contents of the specified configuration file, which is

assumed to be a complete configuration, not a partial

configuration. Enter Y if you are sure you want to proceed. ? [no]: ¥
Total number of passes: 1

Rollback Done

ROFITIE, ar74Fab—rva MERBETICEN SN a3~ R I 2FnmT 5720
(2, list F—=U— RFEFEEL TWET,

Device# configure replace flash:myconfiguration list

This will apply all necessary additions and deletions

to replace the current running configuration with the

contents of the specified configuration file, which is

assumed to be a complete configuration, not a partial

configuration. Enter Y if you are sure you want to proceed. ? [no]: ¥
!Pass 1

!'List of Commands:

no snmp-server community public ro

snmp-server community mystring ro

end

Total number of passes: 1
Rollback Done
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VT4 ¥aL—YavoERED—LAYY |

. RE—+TFyTaAvTaFal—2ar I7M1L~DER

ARA— K7y T aA074FaL—S3Y T74ILADEIR

WOFNZ, configurereplace =~ > K& LT CiscolOS A% — hT7 v 7 a7 4 Fal—
vary 7y ANMELT D HEEZRLET, 06X, A7 arDforced—U— REMEH
LC AV ETIT 47 a—F—=Tar T et —n"—J4 FTHHEZRLTNET,

Device# configure replace flash:startup-config force
Total number of passes: 1
Rollback Done

configure confirm < > FZFEAL-aV 71 Fa L—Y 3 ViEHIE

EDETT

Iz, configurereplace =~ K% timeminutes — 7 — KB X 5[4k & & HIc AT 5601 %
RLULET, BIEDFEfTa Ly 7 4 Xab—ay 77 A NVOEBREFITTHITIE, F5IEOH| REF
[MNIZ configureconfirm ==~ > K& AJ) T 508 & U £9°, configureconfirm =~ > N3 f5
EDHIREFHIPIC AT SR WGE, a7 4 Fa b—r g VEREBFEZIESMICRINET

(DFV, BEOETa 7 4 XaLb— 3 77 A /L) configurereplace =1~ > K A LLAT
DAy T4Falb—va RE~EERSNET) .

Device# configure replace flash:startup-config time 120

This will apply all necessary additions and deletions

to replace the current running configuration with the

contents of the specified configuration file, which is

assumed to be a complete configuration, not a partial

configuration. Enter Y if you are sure you want to proceed. ? [no]: Y
Total number of passes: 1

Rollback Done

Device# configure confirm

KIZ, configurerevert =~ > K% timer ¥—U— R & & HIEAT 202~ L £, FFfRE
02—y Xy L L TR ANy T EQIRFRNY B —T 5, EERREEERr —L /Ny
JDINT A —=H %Yy b 5L, configurerevert a2~ REANTHXLENRH Y £,

Device# configure revert timer 100

OV J4FaL—a3y O— LNy YIBEDETT

ROFNE, BIEETH O 74 Fab—a V~DEEEZITV, TOEREZT— Ly 7§
HHEERLTVWET, a7 FXal—ara—ARNy Z7EfEO—EHE LT, 77 AT
EHEEMZHDENCHEDETA L T 4 Xab—2a VERETHILENHY £4, ZOFIT
L, BIEOFE T2y 7 4 X o L— a3 Y OfR{FIZarchiveconfiga~ > RAMERH S TVET,
configurereplace =~ > RCAERINIZH X, 2 — ANy VEIEZZETT57DI21 DD
ADIHNETINTZZ 2R LET,
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\)

2T %aL—vay a—uny sz |

6=

archiveconfig =~ > K&l [+ 5 E1C, path =~ RZE L T CiscolOS 2> 7 f ¥ = L—

Ay T—HATONBELTFANLT VT 4 v 7 AZELTBSLER™H D £,

RDOE DT, BRET—HA T DOBUEFATT O T 4 Fab—Ta yERFLET,
archive config

FNnh, WOFNTRT EHICary 74 FXal—2a OB HEEANDLET,

configure terminal
|

user netops2 password rain
user netops3 password snow
exit

FiTar 74 Xal—ray 7y ANMIEREMAT %, TNODOEREZ— LNy 7 ZF
T, BHRIO2 7 4 Fa2ab—rva i@ Lz 2o/t LET, showarchive =~ R,
THT 7 ANE L THAENLIRED A= a U EHERT D -0OIEA SN ET, ROFNR
F L 91T, configurereplace 2~ RIFRHHa L 7 4 Fal—Tay 7y AL ~RT DI
HAanxd,

Device# show archive
There are currently 1 archive configurations saved.
The next archive file will be named flash:myconfiguration-2
Archive # Name
0
flash:myconfiguration-1 <- Most Recent

W J o Ul b W N

O

10
Device# configure replace flash:myconfiguration-1
Total number of passes: 1
Rollback Done
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AV F¥alL—YaroBEkEn—LAvYy |
B -0 xa—vavommen—LAvsIcET 2 20mOSEES

a4 FXalb—arvoEREO—I)LANYTIZET S
ZTDMDSEER

EEEH

BEEIE B YZaTFILEA LI

ZOETHEHT S av Rosze /R | Command Reference (Catalyst 9300 Series Switches)
O 7L DR,

A4 F a2 LL—YarvoOEBRSLVOV T4 FaL—
~ N Ll
ayo— LNy DHEEEERE

WOEIZ, ZOFY 2— /L THIATIHEDO D ) — 2B LOEEEREZ R LET,

ZID OBEREIX, FRICHREESNTWARWRY | MAINZ Y U —RALEOTXTOHOY Y —RT

X £,

Jjy—= HEEE BEBETR IR

Cisco I0S XE Everest O 7 4 X a2 L— CiscolOS a7 4 Fal—var7—hA
16.5.1a La v OlEe n— | 713, configurereplace =~ > FIZ & b #ifit

U Enbar74Xal—yaroa—IAsNy
7 ¥EREZ 58 b9 B 721, Cisco I0S =X o
T4 FXal—vary T7ANDT =7
DERAFE, B, HBHETHIZ L2 HNE L
TP A=A LTT,

Cisco Feature Navigator i 425 &, 77 v F 74 —ABILRY 7 b =T A A=V DHHR—
MEH % 1% TX £ 9, Cisco Feature Navigator |21, http://www.cisco.com/go/cfn [FZ3E] 226 T
7EALET,
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i

BIOS R

+ BIOS D (283 ~X—)
«ROMMON 7 v 77 L— R (283 ~=X—)
 BIOS 1 DOIEBEERE (285 ~X—7)

BIOS fREEDHEE

BIOSfRFEREREIZ L W, I —/LT > ROMMON A A=V DOEZAMMEH#EL X2 T T v 77 L—
RNAHEZ72 0 £9°, ROMMON L., T4 ADOEBREZBA T IIHEREES L7- Lo, ~— K
U =7 R L TCiscolOSXE Y 7 " 2T A A=V T — T 57— AT v T 7Tl
TALTY, 77 —L =T EEEZFRT L0, T LOBEREL AR — M4 25121Z. ROMMON O
Ty T U= RBLBIIRLZENDHY ET, BH, ROME=F—0O7 v 77 L— RNIEh
T, CiscolOSXE V7 "o =T D7 w77 L — R EIZIEINEL Y A,

BIOS fREEMEREN 7N, VY7 U2 T DT v 7L — RNPICEEDH DL a— RNtk o Ta—
/L7 > ROMMON 2R 9 2 rlgEE N H 0 97,

ROMMON 7w 745 L—FK

ROMMON A A —21%, 774 <1J ROMMON L= —/L 5> ROMMON & LCSPI 77
VAT N ABFEENET, 774~ VU ROMMONI|L, T34 ADFEIRNA N 70 5D i
BEans-NCEEI LEd, 7714~ Y ROMMON BB L7ZEE. T/, AT —LF v
ROMMON Z{H L TIOSXE V7 "V =T A A=V HBERELET, T4 ART T~V
ROMMON 7> 5idEh4 5 &, =2—/L5 2 ROMMON (d1 v 7 SfuEd, BIOS iz H4 %
L, 9= /L7 ROMMON (FEZXAARE SN, 7T v aax—T 4 VT 4DT v T 7 1L—R
AN=ZALEERLCT v 77— FRT52ENTEERA, 77 EARY —i%, FPGA
Ty =Lz T I Lo TEBENET, FPGA IX, Z—/L 7> ROMMONSPI 7 7 v ¥ 25
A ZTIHFAI SN TWRWEE (BZAR, HERLE) 27vy 7 LET,
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BIOS 25 |
B roerroio—v

\)

GE) Z—AFLROMMONT v 727 L —RiZ, %277 —FFPGAT v 77 L— K72 L TIIAZ)
2720 £4 A,

774~ U ROMMON, 77 A< 1 FPGA, BXOZT—/1FFPGA (&% =77 — FPGA)
. TS ZOEBFHCEBINICT v SV L— P& ET, F—/AF 2 ROMMONIE, # 7t
NT T TL—FREERHLTOART v 7T 1L — R FTEET,

Ty — R RFIAZ L R T a AT AL ER M 2T L TRRY . LT T
L/i‘é—o

AAVKR7OVYVRT LA

AR RTOUTNRAATIE, TAAEBA LA S—=LE—=RTT v 77 L—FFT5L, TN
A ADREFFIZT T A~ U ROMMON BHEIIZT v 77 L—RREnEd, 2—LT
ROMMON (X, 78V T v 77 L —FREEHL T v 77 L—RKT&£9,

S M & U StackWise Virtual & X 7 L

& Al FVERR E DT /3 A ATIL, In-Service Software Upgrade (ISSU) %2379 5 Z L 2 fEE L £
o FPGA D7 v 77 L— NI, ISSU O—fi & L TIThitET,

V=R LTS A M= AE—FTT v 77 b— FEFEITTH581E, MO RX—/3
AVEFRFIZ) 2 — RLRNWTLEE N, AKX 3 A—7U3( # % ROMMON IREEIZ LT,
TIT 4T A=A, P EEE L ET, K A—Sf P TROMMONT v 77 L— RR52 T4
HEFPGABLIRNY 7 MU =TA A=Y RT v 7T L —RanET,

AR N A= SR P HLEN L, AF N, A=A, PRT T L — KL TAZ A
By MREEICRD Ko LET,

hoeLN7y 75 L—FK

HTENT v 77— KT, 2—LFT 2 ROMMON %7 v 77 L— KT 57=%, BAEICT
T4~ UROMMONIZ L > T END X2 T REHD 7B ARER SN, BLSnET,
X 2T REHI T, BT R T T 2 HENYETCT, X TR T Ty
VaiEAEF T e S =2 L CERSIL. 774~ U ROMMON A A — 2B E
THHH T ALOEIEMABIEENE T, B 7 BME, EFaT7h75 v aifflELEL X
T7—h16MB 7T v af A—T%EH L TERESN, BASHET,

TN APEETDH L. 7T A4~ U ROMMON 78 2—/L' 7 > ROMMON O h 72T v 77
L— K& I AH—LET, T—/T 2 ROMMONDA 7ENT v 77 L— REFETT 5L,
¥#HE EXEC &— K C upgrade rom-monitor capsule golden switch =1~ > K& H L £,

HNTENT v T L—RTIE, ROTaEARFTINET,

« THAL AL, X 2T 7 — hFPGAT v 77 L— RBAZHI o T D0 E D a i L
£9, AOTRVES, 7t AFRTLET,
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| Bios R
pios gosEE [

CTHA AL, T b r = —RENARIT o TSN E S NEMERLET, AR TR
$Ha1E. 774~ Y ROMMON, Z—/L7 > ROMMON, £X07' 71~ U FPGA DT
BALT v T 7 L— FRBESnET,

e T — b —F —RENTTIIT 7T 4 TR > TWBEE., I0SIZEX T REHLI 7
N T—hr 7Ty vallat—L, T, AZFEEHLET,

CTHAAANEEET DL, Ty T L= REFTT LDl F a7 REFA TR
RehFd,

BIOS fREEDHAEEFE

ROFIZ, ZOFEY2—/LTuHTHEDY U —2ABIUOMEFHRZ R LET,
IHHOMEEIE, FICHR SN TORWIRY | HASHY U —2LUEDOT~THOY Y —ZT

fEfTE £,

)= 115 HRETRR

Cisco I0S XE Gibraltar | BIOS {7 BIOS {R*7EMIEIC LY, T—1T
16.12.1 ROMMON A A — 30 & AL Rl & % =

TT w7 T L— RRECRY 9,

Cisco I0S XE Amsterdam | 7 7% /L 7 v 7~ |upgraderom-monitor capsuleswitch active =

17.1.1 L—F ~ v R&EH L7 =F—/1F > ROMMON @
HTEVNT v T T L— ROV R— D)
I E L,

CiscoFeature Navigator 35 &, I v b 74 —ABIRNY 7 b =T A A=V DV R—
ME®RZMRFHE TEZ £9, Cisco Feature Navigator (213, http://www.cisco.com/go/cfn [FE5E] 5 T
7EALET,
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VIR DIT AOTFURTYITTL—
.

VI NT2T AT F AT 7 L—FR (SMU) 1E, VAT LA A =L L TEER
X2 VT AR E ) ) —RASNTA A=V TE By =TT,

VT RNT =T ATFURAT T L— ROHFIEE (287 ~—)

VT IT 2T AUTFUARAT v F T L—RIZHONT (287 <X—Y)

VT NI T AUTFUAOEGOEE S (289 L—)

VT NG 2T AT T AT v T T L— ROEER (291 _—)

VTN T AT F VAT v 7T L—RDZDOMDESEEE (296 =—)

VT RNT 2T AT FUAT v T T L— ROKREDIERE (296 ~—)

YIRYTT AVTFFUORTYTHTL— FOHIFEIE

eSMU iF, {1 VA M—NE—REFH LNy TFOLEFR—FLET,

YIRDIT AT FURTYTTL—FIZDONT

SMU D &

SMU . VAT AZA VA=V L TEERLEX 2 T 4 BRE2 ) ) —2AENT-A A—IIT
FHTEDI RNy =TT, SMU Ry =3V ) —RZEBIParR—x b LR
fftxnE4,

SMU (% v hU—27 OBEIZHEIZHICTE D L HICTDH L L biT, LERT A NORFR &
#HPHZHI T 2720, /ERD CiscolOS V7 b = TIZIFEE KA Y » b33H Y F£9, Cisco
IOSXE 77 v k7 4 — ATl SMU O A a2 WHESNCRGEE L, AHMED 720 SMU 131 > &
f—nTEEHEA,

Cisco 10S XE Amsterdam 17.1.x (Catalyst9300 X f v F) YA TLBEEI I F¥al—2av HM4 K .



YIRIIT AVFFURTIIL—F |
B swoo—so0-

T _RTSMU DEFD CiscolOSXE VY 7 F T =27 AT F A U U —RTHESINTWET,
SMU [FHRSZ L7z | OSSR o r— U TH D | BRSO FRERIEH D A, SMUIFE
DEIRIEFTHA VA=V EFEETT VAV A =L TEET,

MU FIEIEA T F RV Y —RATOR, BWRERBV T =T VI —2ADTA TV A7
LZblzoTHR—FENFET,

SMU %A v A b= 5121, ROERRFIEZFEITLET,

1. 77ANVY AT AIZSMU 2L £,

2. VATATSMUET 77 4 7L LET,

3 UE— B VIESNTHRHESE D700 SMU DEEA 2 v FLET,

SMUDT—- o0—

SMU 7t AL, vAaADWAX<v—PR— b~DERIZL > TRBEEINET, DAZX~—H
— MR L. SMU ERAZITWVWET,

SMU Ry r—U R J—R2 X5 & [Cisco Software Download] ~X— IZHHF SN FE T, TD
Nylr—VkhkFyra—RL, £ VA=V LET,

4

SMU /v 5 —

SMU /Xy r—IZiE, Ny —VORNFEFLIRT DN DDA X T —4  BLOSMU B
RENTWDHEFRHOREDEIEE L BT, VY =Ry F AT H7D0O—ED 7 7
ANDBNLODEENTWVWET, SMURRyr—I0%, BAF—A 7T A7 7 F+ (PKI)
aAR—R FORyFH#EAL YR~ LET,

SMUDY)A—Fk

SMU # A 71X, A VA M=/ EZNTNDSMUDBKNET DV AT MG 258 BERLET,
SMU M R T 7 4 v 7B E G2 IV GERR, SMUILE > TTF A ZOHES), Jr—F,
FRFAA T A —N—BRETHGEENRHVET, Va— NBRHBENE ) DNEHERTHIC
I%. show install package flash: filename =~ > K& 3T L £7°,

Ry by FEREMTD L, SMUILT 77 4 THRICAEDZRD AT A2 n—FT%
PVERDHD FHA, SMUB Iy hEdeE, Va— BB IBSNTHEENERLET,
éﬁiof@\%WTﬁNV%?4V7VX?A@Z%wP(%é)UUwFﬁ%g’

HTEBRBVET, ZOT7vaviE, Vae—Rof, NI T4y —IEELET,
a—)L R a— RRKBERIGE, 20—V =37 7 v a v 2RI T 7 IRFEREINE
7T
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| vIr9z7 2053027y TIL—F
VI ryr7 rvrroroagosass [

VIR DIT AT FUOROEHFOEEAE

Z 2T, SMU OFBRICEET 2 EMICO W T LT,

H—na<w y FEmi3Eoa~y FEEALTSMU Ry r—Y DA VA —)b, TIT 4
i, aI v FEITHZEDTEET,

SMU/N\YHS—DDA 2R =)L
TDHRATTIE, SMU Ry r—2% A A =1 572 install add file activate commit =
<~ FOFERAFEEZRLET,

FIE
aAvY RFEREIT7IOIY B
AT v 71 |enable ¥iE EXEC E— RZ2ACLES, 7
51 By MRFRENTHAAT — REA
HLET,

Device> enable

w72 |ingall add fileflash: filename [activate | X > FF o 2AFHHF AN —T% U E— K
commit] O¥FT/ S (FTP, HTTP, HTTPS, &
i) - TIX TFTP ZfEH L C) 731 Rt =
Device# install add file E=L, 77y b 74— LBV A—
flash:cat9k iosxe.BLD SMU 20180302 085005 | /N — g D HHMTF = v 7 % FLT
TWIG_LATEST 20180306_013805.3.SSA.smu.bin | QMU Sy Ar—U% T 7 5 4 L L.
activate commit . . . R

XDy r =V R n— R LTH
MEFFSha L HlcLEd, Zoa~v R
i%, bin 7 7 A VOEBID 7 o AR—
k%7 /3w &r—7 & packages.conf 7 7
A I L&

GE) titp ZfHH L CSMU 7 7 A
e i RVAT S
T—h7 Ty vamMHL
TSMU%7 77 4712 LE

T,
AT v 73| exit ¥itE EXEC E— R&&KT L, 2—P—
i - EXEC E— RIZREY £7°,

Device# exit
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YIRIIT AVFFURTIIL—F |
B swivr—cosm

SMU/X\vH—DNEE

FIE
ARV RFERETI a3 Y BHY
AT w1 |enable FrHE EXEC E— READICLET, 7
Bl - 07 IRFRRENTCHNRAT— RE A
Device> enable JILET,
Z 5w 2 |ingtall add file flash: filename SMU /3w r— % ) — A DTN DT
Bl - NA R —L (Y —=ADYFHRY
Device# install add file T ]\O)j}%é} N 7Ty hTA—hlA
flash:cat9k iosxe.BLD SMU 20180302 085005 | A —YD/N— a VO HEMTF = v 7 %
TWIG LATEST 20180306 013805.3.SSA.smu.bin| EIT L. VB Z IS U T R_RTO R N
/— RETILFRU IZ SMU /Xy 7 —
ZENMLET, Zoa<wr RiE, 774
JVTCHARR IR BT = > 7 B FAT L,
SMU Ry r—U N7 Ty N7 —ALT
PAR—FINTWDHZ bR LET,
F7-. package/SMU.sta 7 7 A VA
o MU BT S LT, AT —4
AEBERL, MEFFCEDLEOICLET,
R w 7 3 |ingtall activatefile flash: filename H¥METF = 72 FT L, Xobr—T%
%l - AVAR=NVLT, Ny T —VDAT—
Device# install activate add file F ADOFEME TR L ET
flash:cat9k iosxe.BLD SMU 20180302 085005 |
TWIG IATEST 20180306 013805.3.SSA.smu.bin|
R T 74 |install commit Uu— R IR THEHET 2 L9
i - T 7T 4 TDEE Ay R LE
e . . T 77T 4 7bDH% T, VAT LD
evice# install commit
s, EITRMIO Y m— F&IC=2I v
NCEET, N T —IVRT 77471
BoTNTHAI Y FINTVRWEGS
3 ROV v— RRIIT 7T 1 7O
ERHETN, 2B HDY =m— M
TUT 4 TIREERDEE A,
ZX 7w 75 |install rollback to {base| committed | id | = N1 2 ZLIFTDA > A2 F— VIR EEIC R
commit-ID} LE9,
1 -
Device# install rollback to committed
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k7 AurFur 7y IvL—roxEs ||

AU RFERETOVa Y

B8

ATvT6

install deactivate file flash: filename
I

Device# install deactivate file
flash:cat9k iosxe.BLD SMU 20180302 085005 |
TWIG LATEST 20180306 013805.3.SSA.smu.bin|

TIT 4 TR lr—V%ET 77 4 71k
L. RNobr—VDAT—H AZHEH L
KR

ATy T1

install remove {file flash: filename |
inactive}

1

Device# install remove file
flash:cat9k iosxe.BLD SMU 20180302 085005 |
TWIG_LATEST 20180306 013805.3.SSA.smu.bin)

BE LT SMUMNIET 77 4 7 E D
BB L, T T 4 T OEETT A
IV AT A HHEIEE L 9, inactive 4
Trait, TV T AT IR lr—
BT 7 ANTAT AL TNTHIRL %
7

ATvT8

show version

1 -

Device# show version

FRAZADA A — "= 5 U EFER
Lij—O

ATvT9

show install summary

1 -

Device# show install summary

R lr—2 DA VA M=)V AT —H AT
B aEREZFRLET, Z0avw R
OHINIE, BRESNTWVWD ingall =2~
Y RITGECTEE L ET,

VIRDITT AVTFIORTYTITL—FD

WIZ, SMU OFEF ZRLET,

5l : SMU O E I
\)

&% 7 151

G¥)

I DBV va T, Ay Xy TF SMU O ZFEHL TWET,

WIZ, SMU 7 7 ANVET7 T v ia2ilat—1 5% R~LET,

Device# copy ftp://172.16.0.10//auto/ftpboot/user/
cat9k iosxe.BLD SMU 20180302_085005_TWIG_LATEST 20180306_013805.3.SSA.smu.bin

flash:
Destination

filename

[cat9k iosxe.BLD SMU 20180302 085005 TWIG LATEST 20180306 013805.3.SSA.smu.bin]?
Accessing ftp://172.16.0.10//auto/ftpboot/folderl/

cat9k_iosxe.BLD SMU 20180302 085005 TWIG LATEST 20180306 013805.3.SSA.smu.bin...
Loading /auto/ftpboot/folderl/
cat9k_iosxe.BLD SMU 20180302 085005 TWIG LATEST 20180306 013805.3.SSA.smu.bin from

172.16.0.10

(via GigabitEthernetO): !
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YIRIIT AVFFURTIIL—F |

[OK - 17668 bytes]
17668 bytes copied in 0.058 secs (304621 bytes/sec)

WIZ, AT FTRAEHFRT 0T T LRy r—0 Ty A NVaBINT 202" LET,

Device# install add file
flash:cat9k_iosxe.BLD_SMU_20180302_085005_TWIG_LATEST 20180306 _013805.3.SSA.smu.bin

install add: START Mon Mar 5 21:48:51 PST 2018
install add: Adding SMU

--- Starting initial file syncing ---

Info: Finished copying

flash:cat9k iosxe.BLD SMU 20180302 085005 TWIG LATEST 20180306 013805.3.SSA.smu.bin to
the selected switch (es)

Finished initial file syncing

Executing pre scripts....

Executing pre scripts done.

--- Starting SMU Add operation ---

Performing SMU ADD on all members
[1] SMU ADD package(s) on switch 1
[1] Finished SMU ADD on switch 1

Checking status of SMU ADD on [1]

SMU ADD: Passed on [1]

Finished SMU Add operation

SUCCESS: install add
/flash/cat9k iosxe.BLD SMU 20180302 085005 TWIG LATEST 20180306 013805.3.SSA.smu.bin Mon
Mar 5 21:49:00 PST 2018

WIZ, SMU R 75— 7 7 A )V T 734 ZTBI L T2 O show install summary =~
v OB Z R L ET,

Device# show install summary

[ Switch 1 ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

sSMU I
flash:cat9k iosxe.BLD SMU 20180302 085005 TWIG LATEST 20180306 013805.3.SSA.smu.bin
MG C 16.9.1.0.43131

Auto abort timer: inactive

WIZ, BINLTZ SMU N r—2 77 ANET 7T 4 76T 2012 R~ L £,

Device# install activate file
flash:cat9k_iosxe.BLD_SMU 20180302 085005 _TWIG_LATEST 20180306 013805.3.SSA.smu.bin

install activate: START Mon Mar 5 21:49:22 PST 2018
install activate: Activating SMU

Executing pre scripts....

Executing pre scripts done.
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--— Starting SMU Activate operation ---

Performing SMU ACTIVATE on all members
[1] SMU_ACTIVATE package(s) on switch 1
[1] Finished SMU_ACTIVATE on switch 1

Checking status of SMU_ACTIVATE on [1]

SMU_ACTIVATE: Passed on [1]

Finished SMU Activate operation

SUCCESS: install activate
/flash/cat9k iosxe.BLD SMU 20180302 085005 _TWIG_ LATEST_20180306_013805.3.SSA.smu.bin Mon
Mar 5 21:49:34 PST 2018

&IZ. showversion =~ RO 2R L £,

Device# show version

Cisco IOS XE Software, Version BLD POLARIS DEV LATEST 20180302 085005 2 - SMU-PATCHED

Cisco IOS Software [Fuji], Catalyst L3 Switch Software (CAT9K IOSXE), Experimental Version
16.9.20180302:

085957 [polaris_dev-/nobackup/mcpre/BLD-BLD POLARIS_ DEV_LATEST 20180302 085005 166]

Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Fri 02-Mar-18 09:50 by mcpre

WIZRT O, showinstall summary 2> R SMU /Ny 7 —V DAT — X A %T 7
TATTHYaIy MRET ERRTLHGOHNIBITT,

Device# show install summary

[ Switch 1 ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Type St Filename/Version

SMU U

flash:cat9k iosxe.BLD SMU 20180302 085005 TWIG LATEST 20180306 _013805.3.SSA.smu.bin
IMG C 16.9.1.0.43131

Auto abort timer: active on install activate, time before rollback - 01:59:50

&Iz, show install active =~ > RO %2R L E T,

Device# show install active

[ Switch 1 ] Active Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

SMU V)
flash:cat9k iosxe.BLD SMU 20180302 085005 TWIG_LATEST 20180306 013805.3.SSA.smu.bin
MG C 16.9.1.0.43131

WOEITIL, ingall commit 2~ ROFEITHEEZ T LTWVET,

Device# install commit
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install commit: START Mon Mar 5 21:50:52 PST
install commit: Committing SMU
Executing pre scripts....

Executing pre scripts done.

--- Starting SMU Commit operation ---

Performing SMU COMMIT on all members
[1] SMU_COMMIT package(s) on switch 1
[1] Finished SMU COMMIT on switch 1

Checking status of SMU COMMIT on [1]

SMU_COMMIT: Passed on [1]

Finished SMU Commit operation

SUCCESS: install commit

2018

YIRIIT AVFFURTIIL—F |

/flash/cat9k iosxe.BLD SMU 20180302 085005 _TWIG_ LATEST_20180306_013805.3.SSA.smu.bin Mon

Mar 5 21:51:01 PST 2018

WIZRT DX, showingtall summary 2~ > R28, BFH v 7r—VnaIy h&nh T
02— RIS CTHRT 5 2 2R T LA OHIBITT,

Device# show install summary

[ Switch 1 ] Installed Package(s) Information:

State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

SMU C

flash:cat9k iosxe.BLD SMU 20180302 085005 TWIG LATEST 20180306 013805.3.SSA.smu.bin

IMG c 16.9.1.0.43131

Auto abort timer: inactive

W2, Bghra 7 7 L5y r—raly Ny r—viie—n Ny 7354 %

RLET,

Device# install rollback to committed

install rollback: START Mon Mar 5 21:52:18 PST 2018

install rollback: Rolling back SMU
Executing pre scripts....

Executing pre scripts done.

--— Starting SMU Rollback operation ---

Performing SMU_ROLLBACK on all members
[1] SMU ROLLBACK package(s) on switch 1
[1] Finished SMU ROLLBACK on switch 1

Checking status of SMU ROLLBACK on [1]

SMU ROLLBACK: Passed on [1]

Finished SMU Rollback operation

SUCCESS: install rollback

/flash/cat9k iosxe.BLD SMU 20180302 085005 TWIG LATEST 20180306 013805.3.SSA.smu.bin Mon

Mar 5 21:52:30 PST 2018

Iz, show install summary =~ > RO Z R LET,

. Cisco 10S XE Amsterdam 17.1.x (Catalyst9300 R f v F) AT LBEEBI I ¥alL—av HA K



| vor9z7 2055027y TIL—F
wl-smuozz [

Device# show install summary

[ Switch 1 ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Auto abort timer: inactive

KIZ, SMU RNy r—2 77 A NVEIET 7T 4 7T 202 R LET,

Device# install deactivate file
flash:cat9 iosxe.BLD_SMU 20180302_085005_ TWIG_LATEST 20180306_013805.3.SSA.smu.bin

install deactivate: START Mon Mar 5 21:54:06 PST 2018
install deactivate: Deactivating SMU
Executing pre scripts....

Executing pre scripts done.

--— Starting SMU Deactivate operation ---

Performing SMU DEACTIVATE on all members
[1] SMU_DEACTIVATE package(s) on switch 1
[1] Finished SMU_DEACTIVATE on switch 1

Checking status of SMU DEACTIVATE on [1]

SMU_DEACTIVATE: Passed on [1]

Finished SMU Deactivate operation

SUCCESS: install deactivate
/flash/cat9k iosxe.BLD SMU 20180302 085005 _TWIG LATEST_20180306_013805.3.SSA.smu.bin Mon
Mar 5 21:54:17 PST 2018

&Iz, showingtall summary =~ > ROl Z R L F9,

Device# show install summary

[ Switch 1 ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

SMU D
flash:cat9k iosxe.BLD SMU 20180302 085005 TWIG_LATEST 20180306 013805.3.SSA.smu.bin
MG C 16.9.1.0.43131

Wz, T34 A6 SMU #HIBRT 50 %2 R~ L £,

Device# install remove file
flash:cat9 iosxe.BLD_SMU 20180302_085005_ TWIG_LATEST 20180306_013805.3.SSA.smu.bin

install remove: START Mon Mar 5 22:03:50 PST 2018
install remove: Removing SMU

Cisco 10S XE Amsterdam 17.1.x (Catalyst9300 X f v F) YA TLBEEI I F¥al—2av HM4 K .



YIRIIT AVFFURTIIL—F |

B oroz7 2057027975 —rozotossay

Executing pre scripts....
Executing pre scripts done.

--- Starting SMU Remove operation ---

Performing SMU REMOVE on all members
[1] SMU_REMOVE package(s) on switch 1
[1] Finished SMU REMOVE on switch 1

Checking status of SMU REMOVE on [1]

SMU_REMOVE: Passed on [1]

Finished SMU Remove operation

SUCCESS: install remove
/flash/cat9k iosxe.BLD SMU 20180302 085005 _TWIG_ LATEST_20180306_013805.3.SSA.smu.bin Mon
Mar 5 22:03:58 PST 2018

Wiz, show install summary =~ > ROHAHZR L E7,

Device# show install summary

[ Switch 1 ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Auto abort timer: inactive

VIR DITAUTFIORTYTTL—FOFDOMDS

ZE&H

BEER
BEEIEH I=ZaTFILEA R

ZOBETHHT S avr RosEe /s | Command Reference (Catalyst 9300 Series Switches)
JOME H 5 1 D FERE,

VIR DITTAUTFIUORT YT L— FOBEEDER

ROFIZ, ZOFEY2—/LTHHTLHEDY U —2ABIUOBEFHRZ R LET,

TN DOEREIE, FFICHRR SN TWARWVIRY  BASHY U —=RLUEOTXTDY U =T
fEATE £,
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-2 - 1315 HEETER

CiscoIOSXE Everest 16.6.1 | v 7 k7 =7 A7 |SMUIL, VAT ALIZA VA b—/L L TELE
FURT T T | R X 2 VT 4R E D ) — RSN A A

k (SMU) DIHRBEARTE B /Sy e DT,

T4 TAVBICEDCIRY, VAT A E Y o—
RTB0ERH D FHA,

Cisco 10S XE Gibraltar Public Key SMU /S /7 —F, PKI 2> R—FR2 RO
16.10.1 Infrastructure (PKI) | Sv FiEf a2+ R — F LET,

CiscoFeature Navigator 35 &, 7T v b7+ —ABI RNV 7 =T A A=V DV FR—
MMEW A 3R T& £ 9, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [FE5E] 725 7
JEALET,
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79593 D740 ORTLOIEE

e T T2 T AN VAT HIONT (299 —)
MHARER T 7 AV VAT ADFER (299 X—)

e T T HINE T AN VAT ADOFRE (302 2—)

T 7 AN VAT EDT 7 A MIET HIEROTR (302 X—)

T AL NIDEEBIWMEET L7 U DOFER (304 2—)
T 4 L7 FNUDOERK (304 X—)

« 77 ANDAL— (305 2—)

o 77 ANVDOIERL, Fox, BLOHH (307 ~—2)

T T va AN VAT KT HEOMOBEEE (309 ~—)
« 7T a T A NY AT AOWEEBEE (309 =*—3)

292 774 VAT LIZDLNT

TTyva TrAN VAT A, T ANVERMTE DR DT Ty v a FTAL AT, Y
ThT=T N RABERaV T Xl —Yay Ty A NOFEE SR O a v R
B TWET, TXAZADT 7NV DT T v a7 7 AN AT A flash: T,

TITATIRTNRARAEINFAZ v T AR L R L flash: lZn—H LT T v 2534
2HEFELET, ZHE, 77 ANV ATEANRFEREINTNDEDLE LTS, AR SN TWH
DT A AT,
—JEIZIANDZ—F—DHR, VT NIz T RN B Ra 7 X2l —vary 77 AL
PEHTEET,

FRAAEELE I 7ML DR TLORT

TN ATHARGER T 7 A VU AT AEFRRT HITIE. show file systems F5#E EXEC =2~ >
REFEHALET RORZ U RTa v T34 A0H%5H)
Device# show file systems

Size (b) Free(b) Type Flags Prefixes
- — opaque rw system:
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- - opaque rw tmpsys:

1651314688 1559785472 disk rw crashinfo:
* 11353194496 9693396992 disk rw flash:
8049967104 7959392256 disk ro webui:

- - opaque rw null:
- - opaque ro tar:
- - network rw tftp:

2097152 2080848 nvram rw nvram:

- - opaque wo syslog:
network rw rcp:
network http:
network ftp:
network scp:
network https:

opaque ro cns:

rw

rw

rw

rw

Device# show file systems
File Systems:

Size (b) Free (b)

* 11250098176 9694093312
1651314688 1232220160
118148280320 112084115456
189628416 145387520
7763918848 7696850944
33554432 33532852

1774 YRTLOERE |

2ovY
Type Flags Prefixes
opaque rw system:
opaque rw tmpsys:
disk rw bootflash: flash:
disk rw crashinfo:
disk rw diskO:
disk rw usbflash0:
disk ro webui:
opaque rw null:
opaque ro tar:
network rw tftp:
nvram rw nvram:
opaque WO syslog:
network rw rcp:
network rw http:
network rw ftp:
network rw scp:
network rw https:
opaque ro cns:

WROBEITIE, TARAZARAZ 7Rk LET, ZOBITIE, 77T 4 TRTFNNA RIAZ v 7 R
V1T, ABZ T AN 2DT 7 ALY AT MZflash-2: E LT, AF YT AU NR3IDT 7
ANV AT KiEflash-3: & LTEREND EWV - EAIC, FThEET, £/2. ZOFITIE,
WD X HIZ, crashinfo7T 4 V27 U & T T 4 TRTNARAH R SNTZUSB 77 v =

FIATHRLET,

Device# show file systems
File Systems:

Size (b)
- - opadque
- - opadque
1651314688
1651507200
1651507200
1651507200
1651507200
1651507200
1651507200

Free (b)

rw system:
rw tmpsys:
1520742400
1516240896
1517289472
1519386624
1524629504
1523580928
1517289472

Type Flags

disk
disk
disk
disk
disk
disk
disk

Prefixes

rw
rw
rw
rw
rw
rw
rw

crashinfo:

crashinfo-1:
crashinfo-2:
crashinfo-3:
crashinfo-4:
crashinfo-5:
crashinfo-6:
crashinfo-7:

stby-crashinfo:
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1651507200 1526726656 disk rw crashinfo-8:
* 11353194496 7916576768 disk rw flash: flash-1:
11353980928 7944011776 disk rw flash-2: stby-flash:
11353980928 7876902912 disk rw flash-3:
11353980928 7944011776 disk rw flash-4:
11353980928 7939817472 disk rw flash-5:
11353980928 7944011776 disk rw flash-6:
11353980928 7944011776 disk rw flash-7:
11353980928 7944011776 disk rw flash-8:
3824013312 3756507136 disk ro webui:

- - opaque rw null:

- — opaque ro tar:

- - network rw tftp:

2097152 2052489 nvram rw nvram:

- - opaque wo syslog:

- - network rw rcp:

- - network rw http:

- - network rw ftp:

- - network rw scp:

- - network rw https:

- - opaque ro cns:

2097152 2052489 nvram rw stby-nvram:

- - nvram rw stby-rcsf:

- - opaque rw revrcsf:

% 11: show file systems @ 7 1« — )L K DEREA

TJ4—ILF ]

Size(b) T7AN VAT LEDAEY AKX (A FHLL) T,

Free(b) T AN VAT LADEEAEY A X (34 MNEAfL) T
7

Type T7AN VAT LDEATTT,

disk: 77 ANV AT AT, 7T v AFY TA R,
USB 7 7 w ¥ =, crashinfo 7 7 A /L H T,

network : 7 7 A )V > A7 AlX, FTP % —/XHTTP —
REDR Y NT—7 TNALZAHTT,

nvram : 7 7 A /L ¥ A7 AIZNVRAM (REEZEMERAM) 5
A AT,

opaque : 7 7 A )L AT AlE, B — A WAL S AL7Z pseudo
T AN TAT L (system 72 E) | ElIFUvr— R A
vHE—T A A (brimux 72 &) TI,

unknown : 7 7 A )L AT LD EZ A TIIRATT,

Flags T 7 AN VAT AOHERTT,

ro: wiAHL Y HHATY,

rw : FEAELD B8 L OE AL T,
wo : HEIALTHTY,
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J4—ILF

fEe

Prefixes

T AN VAT LDTA YT ATT,
crashinfo : crashinfo 7 7 1 /LT,

flash: : 79 v a2 774/ VAT AT,
ftp : FTP % —/ 3T,

http : HTTP #— 3T,

https : &% =7 HTTP % —/3T9,
nvram: : NVRAM T,

null: : I =X N5EHETT, VE—F 77 A L%E X)L~
ab’— LT, VA RXEHBTE £,

rcp : Remote Copy Protocol (RCP) H—/ 3T,

scp ¢ Session Control Protocol (SCP) #—/3T,

system: : FEITaA LT 4 XL —TalEGRVAT A AE
U DS S VTV E T,

tftp: : TFTP *r v b U —27 $—/NTH,
usbflash0: USB 7 7 v = A€ U TY,

ymodem: : YMODEM 7’1 k2 L&A LT, *v hU—
T w7 ANERELET,

TJHILE D74 AT LDERTE

TIANNDT 7 AN VAT LELTHERAEND 7 7 AN VAT AEIZT o V27 MU &R
ET DL, cdfilesystem: #5# EXEC 2~ R&EMHLET, 774V 77 A4V VAT A

ERETDHE, BET D avr RERITT D & &I filesystem: 5I5a A CE £, 7m&x
X, A7 3 o filesystem: 515 E FFO T R CORMEEXEC 2~ > KTl od 2~ RTHRE
N7 AN VAT AME I NET,

FIHNNTIE, T4 77 AN AT AT flash: TT,

cd A~y RTHREINTEBUEDT 74V DT 7 A )V VAT L RAT DHITIE, pwd FrkE
EXEC 2~ REMEALET,

T774IL ATLDIT7AILIZEAT BEHRORT

T 7 AN VAT LAONBEERIETHENC, TOU A NEFRRTEET, & 2E, HFilnay
TA4X 2l —ary 77407 Ty a ARV IZa—F5HIC. 7740 AT AZH
CARIOaY 7 4 Falb—a 77 AAPEMIN TN & EkER T £, Rk,
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I7AL VRFLO T 7 A LT sEHRORT

TV a aryZ 4 Xal—ay T ANENOEFNZa e —d BRI, 77 A VL Lk
BLT, 204D a~<w L RCHERTEEST, 774NV VAT LD 7 A VICEET H1E#H
HFRILT HITIE, IROFRICFH T D54 EXEC 2~ ROWT I zEfEH L ET,

FR12: 774 IIET ERERTT HHDaAT UK

avw >R Lz

[fil esystem: filename]

dir [/all] Tr7AN VAT LEADT 7 AN A MERRLET,

show file systems T7AN VAT LEDT 7 AN EOFMERRLET,

file-url

show fileinformation | &E D7 7 A MZBIT HEHMAF R L ET,

cET,

show filedescriptors | BT\ 57 7 A L ORI T DU A REFRLET, 77 A Vit 1
FBINVTWE 7 7 A L OWNEREE T,
Da—HFIZ L5 TT 7 A ADBEDPITO DN E I DEIRAD LN T

Zoa<wy REFEHALT, 5

722, F7ANVATLADTRTDT7ANADY A NEFRFTHITIL, ’KO L DI dir 4

MEEXEC 2~ REEHLET,

Device# dir flash:
DDirectory of bootflash:/

616513 drwx 4096 Jul 15 2015 07:11:35 +00:00
608402 -rw- 33818 Sep 25 2015 11:41:35 +00:00
608403 drwx 4096 Feb 27 2017 13:56:47 +00:00
608410 -rw- 0 Jun 5 2015 10:16:17 +00:00
608411 drwx 20480 sSep 23 2015 11:50:13 +00:00
624625 drwx 4096 Sep 23 2015 12:29:27 +00:00
640849 drwx 4096 Feb 27 2017 13:57:30 +00:00
608412 drwx 4096 Jun 17 2015 18:12:47 +00:00
608413 -rw- 33554432 Sep 25 2015 11:43:15 +00:00
608417 -rw- 35 Sep 25 2015 20:17:42 +00:00
608439 -rw- 214054 sSep 25 2015 20:17:48 +00:00
608419 drwx 4096 Jul 23 2015 07:50:25 +00:00
616514 drwx 4096 Mar 18 2015 11:09:04 +00:00
608442 -rw- 556 Mar 18 2015 11:19:34 +00:00
608448 -rw- 1131779 Mar 28 2015 13:13:48 +00:00
616516 drwx 4096  Apr 1 2015 09:34:56 +00:00
616517 drwx 4096  Apr 6 2015 09:42:38 +00:00
608440 -rw- 252 Sep 25 2015 11:41:52 +00:00
624626 drwx 4096 Apr 17 2015 06:10:55 +00:00
608488 -rw- 98869 Sep 25 2015 11:42:15 +00:00
608437 -rwx 17866 Jul 16 2015 04:01:10 +00:00
632745 drwx 4096 Aug 20 2015 11:35:09 +00:00
632746 drwx 4096 Sep 16 2015 08:57:44 +00:00
608418 -rw- 1595361 Jul 8 2015 11:18:33 +00:00
system-report RP 0 20150708-111832-UTC.tar.gz

608491 -rw- 67587176 Aug 12 2015 05:30:35 +00:00

608492 -rwx 74880100 Aug 12 2015 05:30:57 +00:00

11250098176 bytes total (9128050688 bytes free)
Device#

.installer
bootloader evt handle.log
.ssh

dc_stats.txt

core

.prst_sync
.rollback timer
orch_test logs
nvram config
pnp-tech-time
pnp-tech-discovery-summary
util

onep

vlan.dat

log.txt

gs_script

tools
boothelper.log
SD_AVC_AUTO_CONFIG
memleak.tcl

ardbeg x86

CRDU

ardmore

mcln x86 kernel 20170628.SSA
stardust.x86.idprom.0718B
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TALIMNIDZEBEREIUCEET ALY FUDERT

T4V M)VEEEL, AEET 4 L2 P 2RRTLHI2E, ROFIEEZETLET,

FIE

ARV KRFERERETY VY

=)

ATy T

enable
1 -

Device> enable

¥iHE EXEC E— FEARNC L £,

e NRAT—KRKEZASLET ERXN
%6

o

ATy T2

dir filesystem:
1 -

Device# dir flash:

BEINTET77AN VATFLADT 4 L
7 NV EERLET,

filesystem: |2id, v AT LA R— KD~
Ty a TN AD flash: ZHEH L F
7

AR T DT IRA AR INDT T v
NR—F 4 a T 7 vAT DI,
flash-nZfEH LE T (niZAZ v 7 A
NESTY) , BlxiE, flash-4,

ATvT3

cd directory_name

1

Device# cd new_configs

fRESNTT 4 V7 R ~BEILET,

o~ REICIE, new_configs &\ ) 4
AIOT 4 L7 b VICBET 5 HEE R L
i‘a‘o

ATvT4

pwd
i) :

Device# pwd

EET L7 P RN LET,

ATvTh

cd
1 -

Device# cd

FTIFNVEIT 4L NIICEBEILET,

T4 L9 )DIER

¥i#E EXEC £ — R&BB LT, T4 L7 b U ZERT DICIIROFIEEZFEITL £,
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FIE

Feuotvonn i

ARV RFEEETIVa Y

=)

RTFw 71 |dir filesystem:
fi

Device# dir flash:

WBESNETZ 7 AN VAT LDT 4 L
7 b EFRLET,

filesystem: 121X, VAT A AR —FRD7

Z w2 T8 AD flash: 2 L
—g—o

R Fy 72 | mkdir directory_name
Bl

Device# mkdir new_configs

LT L7 MU E{ERRLET, A

Tyvva (NMIHEETELT L7 b
VAR 45 LF T, KT E/NLF
DODEHRHY ET, T4 L7 FUAITIE
L, A= AT v =, 5IH
fF, Blavy, Fhidan qifEMAT
xFEHA,

R 7 3 | dir filesystem:
fi

Device# dir flash:

AN EHERB LE T,

T4 LY LY DOHIBR

TA4VI RN E, ZONTEOTRTOT77ANVBLIOYTT 4L 7 MU & ELITHIBRT S
I%. delete/force/recursive filesystem:/file-url £##% EXEC =2~ RZ&fEH L 7,

LAICTHREEINT=T 4 V7 N &, TONEOTRTOV 7T 4L 7 MBI 77 ALt
HICHIBRT 2121E, frecursve ¥ —U— REMEHLEST, 7427 NINOTZ 7 A LT EITER
REND, HIREZHRT 200707 BT HITIE, force¥—T7— REMHLET,
ZOHIBRT v A FETTHE, RIS ERT I r T ERRRINET,

filesystem (X, VAT LA R—FDT7 T v a T3 A0 flash: ZH L £9, fileurl (213,
HIER3 274 L2 R DOLHTIEZEATILET, 74 L7 NIADOTRTOT7 7 A LVEBLOT 1 L

7 N BEIBRSRET,
A

AR T4 L7 MUDHIBRENTZSE, TONFRRETE A,

TJ7A4J)LOaE—

EEILN DI T 7 A VA a e —7 5|21, copy source-url destination-url #7# EXEC =~ >

REMHEH L ET, EExk LU%i%0 URLIZIE,

running-config 33 & O* startup-config % — v —

Kya— by bEEHATEET, =& %X, copyrunning-configstartup-config =~ > Rid,
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B o roumn

BEETHPDa 7 40X a2l —2ay 774027 T2 AFY ODNVRAM 7 > 3 12
BIEL, VAT AL OBSICa sy 7 4 X2l —Yary 7y A LTHEHAINA LY ICLE
ﬂ—o

XMODEM F 7212 YMODEM 7' f a Vv a TRy NT—7 = D7 7 A VIR 5%
Bone UTHBR7e 7 7 A )LV v A7 I (xmodem:, ymodem:) Z{SEL, £Ibabt—35CZ
L TEET,

Fy NU—27 77 A AT AOURLIZIE, ftp:, rep:. tftp:, scp:. http:, https: 72 E3H D |
WESCIR D L 3B 0 T,

* FTP : ftp:[[//username [:password]@location]/directory]/filename

* RCP : rcp:[[//username@location]/directory]/filename

» TFTP : tftp:[[//location]/directory]/filename

* SCP : scp:[[//username [:password]@location]/directory]/filename

* HTTP : http:[[//username [:password]@location]/directory]/filename

* HTTPS : https:[[//username [:password]@location]/directory]/filename

)

GE) R RU—RNIHBRXT @) 2895213 CExEHA, XF @ 2FEHTHE, 28—T
P—RDIP T FLAETTE £ A,

=D EZIALFRER T 7 AV VAT Al flash: 7o ERH Y 9,
EEITLRE L OB OMAG ORI L > T, BORGERH D £, FHZ, WITRTHEAGD
BOEAIT, s —T&FEH A,

cFETAYT 4 Fa L= arpbRITAY T Fa =g

CAF— R T S AT 4 K2l = a DB AZ— T S AT 4 K2 —T g s

o TNXAANBRI CARIOT SA A2 (72L& 21X, copy flash: flash: =~ > Fi3E%h)

774 JLDOHIER

7T vva AEY TNALADT 7 A NP REIZRSTEHEIL, £DT7 7 A )V EKAZHIERT
TET, BEINTT T vy a TRAANLT 7 ANVETIET 4 L7 U ZHIBRT D121,
delete [/force] [/recursive] [filesystem: Jfile-url £ EXEC =t~ R&MEH L £,

TAVIZ N &E, ZONEOTRTCOVTT 4 L7 NIRRT 7 A8 EBIHIBRT DI

X, frecursive ¥ —U— RZHEALET, 7427 NVNOT7 7 ANV T EIZFRENS, HIFR
BRI Do 0 T a7 N ERKT DI, forcex—TU— REFEHALES, ZOHIFRT 1
T RAEFITTDHE, M LERZ T e 7 ERFERESNET, archivedownload-sw =2~ >
RCA VA= SH, RBEICRSTEH WY 7 Ny =27 A4 A=V %HIBRT 5I21%, fforce F—
U— KB XWirecursive ¥ —U— F&fEH L £,
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filesystem: 47> a VEEMTH L. TAL RiFed a2~ RTEELET 7 4/ hDOF A A
EEALET, filewllZiX, HIRT 2774002 (F41L7 M) BIOLRIEEELE
T

TrANEHIBRLE D LT DL HIBROMGEZ RO D T n 7 b RFRSNET,

A

AR T ANANHIBRSNIZSE, TONFIRETE EEA,

TR TIANEIDT T2 AEY TS RND T 7 A L myconfig Z Bl 5 5 &
L/i‘j‘o

Device# delete myconfig

27 A4IILDERK. TR, BXUHH

T ANEBER L TEFINWC T 7 ANEEZAALLEY, 77 ANVNDT 7 A V&Y A FFERLEZ
DN, 7747 7 ALY TEFET ROBEEZSHE)

77 A NVOLERL. NEDFER, BLXOT7 7 A VO 21T 91213, BFHEEXEC 2~ R TIRD
FEZFEITLET,

FIE

ARV RFEERTIVa Y E:9)

Z w71 |archivetar /createdestination-url flash: | 7> A VA ERR L. 2127 7 A L5558
file-url MmUET,
Bl - destination-url {Z1%, B —H /L FEmIT x>
Devicet archive tar Jerest NT—2 757 AN AT LD URL
tftps172.20.10.30/saved. DEA VT A, BLMERT 57 7 A1
flash:/new-configs DA4EIZTRTE LET,
0 —N T T2 Ty AR
7 LB
flash:
« FTP #3C
fip{[/Usered pesnad|a@locionjdredoyiHleane
* RCP #%3C
roqo[/usamamealocation)/drectory)/Hfilename
« TFTP #3C

tftp:[[//location]/directory]/-filename.

flash:flile-url 121X, =—H V7T v =
T AN AT ALED, LW 7 A
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ARV RFERETIVa Y

B8

WDMER SN DT fEE LET, *E
T 4 L7 YRR I T ALE
D7 7ANELEFT L7 NV O—&%
FBELT, iLW7 7 A VBT 5 2
EHTEET, MbEELRVWE, Z0
LYUZBIT 2T XTOT7 7 A VB LW
T4 L7 NUR, FHIERE N7 7
ANMTEZIAENET,

ATvT2

archivetar /table source-url

1

Device# archive tar /table
flash: /new_configs

TrFANONEEFRLET,

source-url 121X, 2—H NV 77 A/ A
TAERIIFR Y NU—T T AL TR
TLDEFEITLURL A U T AEFEL
£9, filename. 1X, £ R-THT 7 AL
T, WOA TV arinhrR—hEhT
WET,

e — N T T2 Ty AR

T LS

flash:

* FTP 3¢

fiplsrangpessad(@losiodretayideare
« RCP #3C

rop:[[/username@l ocation)/directory)/Hfilename
« TFTP #3C

tftp:[[//location]/directory]/-filename.

Tr7ANDEH LT 7 ANEITT 4 L
JRIDUVARNERELT, 77410
FrEHIRTsZ b TEET, HEL
7 7 AN TNFRINET, MbfE
ELRWE, TXTOT77ALBLW
T4 L7 NUBREREINET,

ATvT3

archivetar /xtract source-url flash:/file-url
[dirffile.. ]

1

Device# archive tar /xtract
tftp:/172.20.10.30/saved.
flash:/new-configs

T7ANET T2 774V VAT
LAEDOT L7 FUICHIELET,

source-url 121X, 2—HhH VT 7 AL TR
FLADEEITCURL DA VT X AHFEE
LE7, -filename. 1. 7 7 A L OHH
DT 7 ANTT, IROFT T a R
R—hEnTWET,
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| 75v2a2 7740 SRTLOBKE
75923 T4 LRFLICET sz omomEas [

ARV RFERIETY Va3 B#)

e —HINTTva Ty TR
T LAESC
flash:

*« FTP ##%3C

fipi/Asmarg pessnadi@octionjdredayidleane
« RCP #£3C

rop:[[//username@location)/directory)Hfilename
 TFTP #3C

tftp:[[//location]/directory]/-filename.

flash:/file-url [dir/file..] IZIX, 7 71/
Ot T o= 7T v a
Tr7AN AT A EOEARE L E
T, RO 7 A NAND T 7 AV F
T4V 7 FUDU A RNERRET DI
X, dirffile. 47> a v EZEHALET,
b fREINRNE, TXTOT7 7 AV
T4 L7 PR ET,

R w74 |more[ /ascii | /binary | /ebcdic] /file-url VE—hF 77 AN AT A EDT 7 A4
i - NVEEDT, G AEERT 7 A LD
WAZFRLET,

Device# more
flash:/new-configs

2959174 IL AT LIZET A2 FDOMOEEE R

EpER=
BEEIE YZaTFILEA I

flash: 7 7 4 )V > A5 LD 2= K | Cisco |0S Configuration Fundamentals Command
Reference

— ~ ~ — AN v
25921774 RTLDMEEEFE
KDFEIT, DT 2— L THITHERED Y U — 25 L OB R E = LET,

IS OBREIL, FFICHRE SN TWRWRY  BAINTZY U —RLBEOTXTOY U —RAT
fECcEET,
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B o5 207 xrrousme

75922 77 AN VRATLORE |

IJ I)—X

HaE

HAETRR

Cisco IOS XE Everest
16.5.1a

T a7 A
AT A

T3 a7 7AIVVAT AL, 77 AV
N CTEDLH—DT7 T v a T/84 AT
T, V7 =T RNV BIRa T
Xal—vary 77 A NVOEBITKISHE
Boa<wr Fufiiz TWET,

Cisco Feature Navigator /4 25 &, 77 v b 74 —LBI RV 7 F 72T A4 A=V DY R—
MME A ¥R T& £ 7, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [J3E] 725 7

A LET,
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LY

A

=JL ==

axX ;&

=

BEAD

VT MU =T Ry TFIE, T AL VA=A ST LGEE, IIRE~DY &y R

5 19 =

%U%ﬁEQﬁf?hsd)[)dgfy,r,d)gglﬁ_

« IR E~D U 'y NEITORESRMSE 11 ~—)

c IIERE~D Y ' v NETORIRFEE 311 <—)

s IR E~D Y 'y MIETE#HR 312 4—)

c IR E~D Yy NOFATHIE (313 —)

« MIHIERE~D Y 'y NFEITORRER] (314 <X—)

c MR E~D Y 'y MIETZOMOSEER (314 ~—)
c FIIRRE~D Y v MIET 2B EREE (314 X—)

~D)ty FEITORHEEHE

s MR E~D Y vy T u AERBT RN, BAEDOA A= BE. BLXOWEAT—

HEEGLT_XTOY T T 2TA A=V BRI T o7 ENTWAZ EE2fERLET,

CWHIBE~DO Y £y b7 ARETHOLEET, BROTEN 2N L 2R L ET

c MIPIERE~D VU &> h 7 av A%ZBIAT DHIIC, In-Service Software Upgrade (ISSU) F 7=

I% In-Service Software Downgrade (ISSD) MHEATH TRWZ L 2R L £,

)ty FETOFIESEIE

Tu ARICETTSNEE A,

VIY v arai L factory-resst =< > RORRITIN7=5E6. IR E~D) &> b

T ADRTHRICEy va I ETLSNERA,

B E~DY Y MIAZ L RT R E— RTOLYR—FEN, AZyF I E— R

TV R—-—FShEtA, @Al (HA) E— FTRESNTCEY 2T ¥ =T34
ADBE FA=/N=ANA PE Y 2 — /W TR E~D Y &y R S ET,
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DYPBRE~OY Y FOET |
B oszs~0uty ricpET 2R

DEAREA~ADY) £y MZET 5155

MR EIZY By b E, T RARHFEIN TV DEIBEEEROT — 2 NI X THES
. T AOFEFTHMFOTTOREIHE T INE T, HESNLGT —XIZiE, RE, v
TrAN, T— R NEE, a7 7 A, BLOETEROIEIELE (FIPS) BHEX—722 07 L
TV NG ENET,

PMIBBE~DY £y b7 rt AL, RO2-5OFIVATHASHLET,

e TNA ZADRLFFA] (RMA) : RMA D7=DIZTNA A%y A TRET DN DY
ABlX, TDOT /A 2D RMA FEHEZBSGT 2. BEHEEAGOT —X 2T X THIRL
TLEE,

REEZTETANAADY INY  FAL AR FSN TS F—~ T VT VETT b
T VX NPMREEZTELEE. T ZAEMHREC) By L, TS AL ERE
LTL7EENY,

VIR E~D Y &> MR, T30 A3V v— K&, ROMmon E— RZB#hA L £, #IHE
E~DV Y "ME, TAAL R, V7 U= T7 OMEE v— RICKE 7 MAC_ADDRESSZ
& SERIAL_NUMBER Z# % &3 X CORREAK ZHIFR L £9, ROMmon £— R TUt&
FEFETTH L, BEABIIEBINICHRESNET,

ROMmon E— RTHOY AT AUty b5 T L7=6, USB £721 TFTP % {#H L T Cisco I0S
A A=V EBMLET,

ROFIZ, PHRE~D Yy b7 o ZAPITEEB LR SN T — X OiFf a2 R L E
RS

R B AHEEADY Y FEFISHES L URBESNET—4

HESNET—4 R®EINET—4

BEDT — b A A=V %G9 _XTD Cisco | U E— | Field-Replaceable Unit (FRU) 750D
[0S A A —¥ T4

7Ty valfhen s a7 4 F¥al—ar LYRAZDOME

a—YP—F =& RZ—R T v TBIOFT |—
a7 4F¥a2lb— a3, BLW Serial
Advanced Technology Attachment (SATA) .
SSD, USBAEDY A—NT LA RL—T F

A ZDNE

FIPS B X —72 F DV LT v b Y o T REAT A AikBIF (SUDI) FEHA
EOABRX—A L T7F AT 7F ¥ (PKI)
X— O r LT

FUR—REEr X2/ (OBFL) v/ FA kA
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| #BE~D Yy FOET
pgEE~0Uty o5 ]

HESNDT—4% REFSNDZT—4

—HF—73E0 L 72 ROMmon 24X —

PHRE~ND ) Y FOERTAE

WIIBE~D Y £y b2 T 51203, ROFIRZETLET,

FiEg
ARV FERET7IVa Y By

AT 71 |enable ¥EHE EXEC E— RE2HIC L £,
i Ta T IRRRENTEHNAT— R
Device> enable J\jj L i j—o

R w72 |factory-reset {all | config |boot-vars} |5/ 34 2&HimEOHREIZ VY FLE
1 - LK
Device# factory-reset all factoryreset =~ > REEHAT 572012

VIR AT AREILXH Y XA,
WKDOF T g A TEET,

e al : NVRAM O3 _RTONE, BIfE
DT — A A=V 7T— NS, i
oy 7 4 F¥al— g I ra
V74 FXalb—arDT—4. B
T2 —F—F 25T TD
Cisco I0S A A—V &{HELET,
vAaTial Ay a rofEAE
HEEL TV ET,

sconfig: AX— K7 v ar7y
Fal—varezlky hLET,
 boot-vars : = —H—Z L > CBEINE
N7 — MEEEHEELET,
MR E~D Y &y N av ARIEFIC
SETTDHE, TAAL AN T—HRLT
ROMmon &— RNiZ72 0 £79°,
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B ossx

MEREAD Y Y FDEIT I

ARty FETORES]

DEAREADY) £y FETDEEH

HAER

HAER

W, PRE~D Y &y FEFITT 562" L ET,

Device> enable

Device# factory-reset all

The factory reset operation is irreversible for all operations. Are you sure? [confirm]
The following will be deleted as a part of factory reset:

1: Crash info and logs

2: User data, startup and running configuration

3: All IOS images, including the current boot image

4: OBFL logs

5: User added rommon variables

6: Data on Field Replaceable Units (USB/SSD/SATA)

The system will reload to perform factory reset.

It will take some time to complete and bring it to rommon.

You will need to load IOS image using USB/TFTP from rommon after
this operation is completed.

DO NOT UNPLUG THE POWER OR INTERRUPT THE OPERATION

Are you sure you want to continue? [confirm]

EAD) Y FMET 5 Z0MOSEEH

EpER=
BEEIEE TZaTFILEA I

IOECTHEHATIav ROFEMEBLEBLIN |z~ F IV 77 LA
5 A 7 = DM,

EAND Y MY HEERE

ROFIZ, ZOFEY2a—/LTHMHTLHEEDY U —2ABLIOMERFHRZ R LET,

TS OEEIL, FRICHRE SN TWRWRY  EASINTZY U —RLBEOTXTOY U —RAT
FRCTEET,

)1)—Z L 115 HRETEER

Cisco IOS XE Fuji 16.8.1a | TG RFOARRE~ |FIHIEREIZV £y b D L T30 AT
DYtk (Factory | 7SI TWDRBERER DT — X 039 XT
Reset) HWEII., T3 AORE T RFD T D
RECETTISNET
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| #BE~D Yy FOET

pmEE~0U £y FoET seEE [

IJ I)—X

HaE

HAETRR

Cisco IOS XE Gibraltar
16.12.1

U L—T)L Ak

L— T8, ADH]
HWiskE~D Y v |k

VIR E~DY Y hEFEITTH L.
SATA, SSD, USBRE DY L—_T )L A
ML —2 SR ZAONERBEESNET,

Cisco IOS XE Amsterdam
17.2.1

3-pass LEZIZLD
MR E~D Y & v
~

DMRE~D Y £ o NEEGT DL, 75
A ANEFTRTOALT Y % Jpass E
X TCLRAITHEETEET, secure3-pass¥—
U— RPNEAINE LT,

A K 7 ¥ L X Cisco
StackWise Virtual D #J]
HRE~DY Y b
F7 T a DLk

A B T RERLT 73 A A F L O Cisco StackWise
Virtual XtJinT /XA A CHIHARTE~D Y &
MOV R—IPREAINE LT,

Cisco Feature Navigator Z /425 &, 7T v b 74 —LBIRNY 7 U =T A A=V DY R—

MME# A ¥R T& £ 7, Cisco Feature Navigator (213, http://www.cisco.com/go/cfn [

7 A LFET,

PEFE) DT
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DYPBRE~OY Y FOET |
B osze~outy rcET sREERE
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s 10 =

X217 AML—DDERTE

e BX 2T AN L —UNIZDU T, on page 317
X7 A ML—=UORE/E 317 X—)
kX aT A L=V (318 —)
« AL AT — 2 ZADOMEFR, on page 319
cEFx T AL —VORERHR (319 N—)

X7 A ML—UIZD0VT

X7 AR —UKRETIX, EEAREEHREM L L TRETEET, IR —T,
HEFLEWE, XA 76 D/RXAT— RS L —B IO ED 7 LT vy L aRES{b L%
T A VAKX UREGOREFF—1T, ARICSLINDZ EEBSTZOICN—RT=TD 7
AR T U —ITREENET,

X7 AML—DDFTE

1R BHHEIIZ
ZOMEEIXT 7 4V N TERIC o T ET,

FIE
ARV RFEREET7TIVa Y =)

R 71 |configureterminal Ta— ) ar 7 4 Xal— gy
Bl E— &ML ET,
Device# configure terminal

R T w 72 |service private-config-encryption FNRAATERF 2T AN — RS
15“ : g‘ﬂ”: L/ij—o
DEvice (config) # service
private-config-encryption
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B tx272r—vompi

t¥17 AbL—C0HE |

ARV RFERETIVa Y

B8

ATvT3

end

1

Device (config) # end

HikE EXEC £— RIZRY £,

ATv74

write memory

1

Device# write memory

private-config 7 7 1 /L&A KE B L L, W5
W7+ —~v NTRIFLET,

X7 A FL—DDEDLE

1R BRI

TNAATEFR 2T A P L—UKREEENCT DI, ROZ A7 ZFTLET,

FIE

ARV RFERFTIaY

=)

ATy T

configureterminal

1

Device# configure terminal

Jua—\)L a7 4 Xal— g
T—FzfnL£7,

ATy T2

no service private-config-encryption

1 -

Device (config) # no service
private-config-encryption

FNRAATEX2 U T 4 A L —RE
EEHCLET, EXaTARL—V%
WD L. FRTOZ—P—F— 5
MT L= 7% Z | T NVRAM |ZIRAF
ShEd,

ATvT3

end

1

Device (config) # end

HbE EXEC E— RIZREY £,

ATV

write memory

1

Device# write memory

private-config 7 7 f LV &HZ L, 71—
¥ 74—~y hTRIFLET,
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| t¥27 x-S0

EEIEDAT—F ADHER

WS LD AT — % A &9 5%, show parser encrypt filestatus =~ > K& H L £,

WDz~ REIE, BEEITRIH TE 503,

T AT [ FL—r F%2 ) BATT,

Device#show parser encrypt file status

Feature: Enabled
File Format:

Encryption Version:

X1 T7RAEFL—

Plain Text

T DA

AE

7 7 A IVHKE

geitozx7—s20kR |

FhIRTWRWZ 2R LET,

ROFIZ, ZOFEY 2—/L Tk T 28OV V—2FB LOBEEERE R LET,

I OBEREIX, FRICHR SN TWARWRY | MAINZ Y U —ALEOTXTOHOY Y —RAT
EHCTXET,

)1)—= HRE PEEETER

Cisco 10S XE Everest X aTRARNL— |BXaT AL —URRETIR. BEARE
16->.1a v WAL L TR E 9, I —

X7 FHAHEERE, Y476 DRAT—
B b —B IO ED T LT vy )b
FREEALLET, 4V AZ L AEA DK 5
—X, fERRICE B ENDZ EEELSTED
WCN—R7=zTDrITAN T H—THRE
ENET,

Cisco Feature Navigator #ff 35 &, 7T v b 74— BLOY 7 b =T A A=V DY R—
MME# AR5 T& £ 7, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [F5E] 725 7

78 A LET,
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S

s 117

FHHESESTNYITESOFTTIT14T b
L—AX

o R E TNy FOME (321 2—)

cITUFT T 4T FL—ZAOHE (322 X—)
cREET R T TOFT VT 4T P L—RADRETE (322 =)
cfFET ARy TOR=F =) T (326 %—)

o KT E TN TORER (327 2—)

M ET AR T TOFT T 4T N —RICET A EOMOBEEE (328 %—)
CFMUMET RN T T OFT 7T 47 b L— AOKRERBIE (328 X—)

TINY T DRE

R ET Ny THEREIZ Lo T ER LRI S, HEOHEDT Ny 7B LU RrF
TEBRLUTHMCT HZ N TEET, ZOMREIL, Z<OWELRTF—-hSnNTHDHTR
7T LATHATT,

\}

GE) avhur—L FL—r P —Z2DOHDBYR— SR TWET,

KT ET AN 7T, SEOBRENEASN T TREBICEH L WD %y hU—27128
JDEDHMNRT /Ny THRARETT, ZIUTED ., VAT AN A AR AR LT
b, BRI T Ny ZEFATTEET, T, Tty a0 bLoREDEY v a v
DHET Ny T35 EIRGEIC, EFICHHATT, #MHITEERET 2L TEET,

%ﬁ:kﬁt\ *%%ﬁ‘éif:fj:?%'}f\/?/f%f %l]\b\i‘j‘o 7/1)5‘3‘:/5‘_/],5‘_/‘,61\ /l):/&v—‘ji/r
A, IP7 RLA, MACT FL AR ETT,

)

CE) I R—PFPENI3EMHIIMACT RLATHDZ EDHLTT,
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FHRETNVITESSHTIT4T L—2 |
B so17777 rL—zom=

:;i“ui\ WS DREEEA T V= 7 MBI FICH A Z AR T D, —KIRT Ny 7 a< s B
IR T, BT Ny 7 av s Nid, ZROVAT LY Y =2 EHEL, VAT
LNT F—~ AT LET,

STV T47 FL—RDBE

SOFTITF 47 FL—212k 0, MEMO LNV EZEDIFRET, V2T L208KICHE->
THE T HEMEZBBHIICIATCE £3, £, HEOA Ly N, rtv X B IO
RHLIChE->T, Ty ZERZSEMICESNT (DEBUG LULE T, £7203BED L
NET) WOT2hEEZRELET,

\)

G FTI7HVFDOL~YULEDEBUG TF, 2—HF—FBDO L ~)UZEFETBHZ LI TEEEA,

TOFT I T 4T FL—ATHEX, IROBEEDADIR>TOET,
«IGMP AX—t 7

s LAY 2wNLTF Xy AL

FHHETNVTESOHATITAT FL—RADEXRTEA
P

FHAETNVITELIUVHBAHE FL—X

T ET N 7 EBG ORISR N L — R Ko T, ST #6#~T@£ﬁ:/
TXANET NNy VT EHE—OF Ry FCLIZRETE £, Zhid, Ry 7 ANOHERE
FIFERHE T r— T aERAERHL TR THITH ZENTE, _ﬂ%®7mﬁxf?
Ny T EEBNZHITTOLELH Y /A,

fL—R T 74 ILDIGFT

T 74N BETIE, ML —RAT7 7 AL a J3& 7 vt A CTHER S, tmp/rp/trace %7213
ftmplfpltraces 4 L7 F VICIRESNET, ZO—BF 4L 7 NI T, hL—R2AaZRN7 74

ICEHZRENRET, E7 7 A MEIMBHA XTY, ZOT 4 L7 MU TE, HEDOT nk
ADZH) LIeT77ANE, RR2SHRFTEET, tmp 7T 4L 27 FUD RL—RAT 7 A LR
ZD I MB IR E /21T 7 — MRICRE SN A ZTZE LTSS, v —T7 — 2 a U bAkL,
tracelogs7 4 L7 b U @ erashinfo /S—F 4 v a VDO FIZH DT —H A 7 OLFTICBE L E
7
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| &8 EFNVITESSATIT4T FL—R

znxFv oz [

tmp7 4 L7 RUNBTIODOTBERATREFT DL ML= T 7 A /WL 1DDOHRTT, 77 A /LM
ZDT 7 AN YA ZXOHIRIZET D L B—T— 3 i bAL, lerashinfoltracelogs (28l
LET, 7T— AT T4 L7 NVIZEBEND 7 7 A NVETHRK25 77 AV THY . ZDO%KIL
BOLEHWLOMNLIAIZ, tmp 2O Hzicn—T —Ya Sk 7 7 A VICEBRSIVET,

crashinfo 7 4 L7 N UKN®D b L—RA7 7 A4 JVFZIROFER CTHE S E T,

1. Process-name Process-ID_running-counter.timestamp.gz

{5 : TOSRP_RO0-0.bin_0.14239.20151101234827.gz

2. Process-name_pmanlog Process-ID_running-counter.timestamp.bin.gz

5l : wem_pmanlog_R0-0.30360_0.20151028233007.bin.gz

— »

T/\

FEHATE

v DT

FMATT Ny T HBET DHIT1E. LT OFMRIZHENE T,

FIE

ARV RFERFTIaY

B8

ATy T

enable
51 -

Device> enable

¥itE EXEC E— RE A LET,
e NMATU—KREZASNLET FEREN

=%8)

ATy T2

debug platform condition mac
{mac-address}
1 -

Device# debug platform condition mac
bcl6.6509.3314

BESNTEMACT FLADEMfT T
Ny T ERELET,

ATvT3

debug platform condition start
1 -

Device# debug platform condition start

St E Ty TR LET (EEO
WD ST —ET 5 & HE
L—AZBRBLET) .

ATV

show platform condition &% 7= (% show
debug
il -

Device# show platform condition
Device# show debug

BUERE SN TV O/ EFRLET,

ATy Th

debug platform condition stop
fi

Device# debug platform condition stop

KT E TNy T2 LES (Bt
FL—2%FILLET) .
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B zuc=7 v508%

FHRETNVITESSHTIT4T L—2 |

ARV RFERETIVa Y

B8

R 5w 76 |request platform softwaretracearchive | ((£&%) v 2F AD~—TY /= hL—
[Iast.{number} days] [target {crashinfo: | | zx > - ¢ LopJEER 7 % %5 LEd, H
flashinfo:}] HEEm r— 3 2 DAL DED
fi T AINVE,

# request platform software trace
archive last 2 days

R Fw 7 7 |show platform softwaretrace([filter-binary | (L&) BHO R L —ZX 77 A A5
| level | message] ~v—yahln iR rLET, 77
1l - r—arDOREE, FL—RAEVa2—
Device# show platform software trace WABLO =R L% 3% éi
message A ELETTZ7ANZ T T LET,

s filter-binary : 53 5EY =2 —/L
HTA4NEY T LET,
clevel : FL—Z LULZF L E
ﬂqo
emessage : FL—RA A yE—T0DU
VI ONEERRLET,
GE) T3 A ETITIRMAATHET
R
e Linux ¥ = /L7Z1F T2
,I0SD= > V—)v
MHBMEHTEET,
s v—VENr /T
T ANEERLE
ﬁ—o
ATV VT
LbOHhvw—UE N
TaRRLET,
Z 5w 78 |clear platform condition all TRTOERMEZ VT LET,

1

Device# clear platform condition all
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| &8 EFNVITESSATIT4T FL—R
2eLFErz romggL—2 [

RDBERY

N\

(GE)  request platform softwaretracefilter-binary =~ >~ K & show platform softwaretracefilter-binary
axy FIEERROEMEEZ LEd, ME—DEWNIRD LB Y TH,

» request platform softwaretracefilter-binary : 7—% ¥ —2 & L CgEEr 7 2 H L £7°,
« show platform softwaretracefilter-binary : 7 —% Y —A & L T7 7 v v aDO—WF7 4 L
7 MY EERLET,

ZOHTH, mac log<.date.> X, 73y 795 MAC HORA v —YEIBZ 5720, Kb\
B 7 7 ANV TY, 2+ K show platform softwaretracefilter-binary 4RI L7 7 v o 77
ANEAKR L, 72, EHIZ mac log I LET,

RTILFEXFYRXEOBERREFL—X

RMEDYNVTF X ¥ A MNZEHELFET DL, SMBEEITZENI 74T FOMACT R
VA, IN—TD<NFFxARPT RLABIOAX—E 7 VLANEZBELET, £/,
TNy TDRL—RA LSV EAENILET, 737 LV T, Gl hL—R e RT
LSO EWATER R S E T,

debug platform condition feature multicast controlplane mac client MAC address ip Group
IP address vlan id level debug level

FL—R J7A4ILD#RET—Y J0—
M—R 77 A NVOHLED — 7 7o —OEITRD EBY T,
1. BHEOEMHEO ML —Aa V7 E2ERT D5,
7-&x2i¥1 H,
fFHTa~2 Rid, ko LB T,
Device#request platform software trace archive last 1 day

2. VAT AE, Mlash: e r—2a NO hL—An O tarball (gz 7 7 A/V) ZEMRKLE
j—O

3. AAvTFHITrANEaL—LET, 77ANVEab—35ZLICL-T, 774
ThL—RulBHHTEXET, 774D E—ZHONWTOIEMIT. kDtEI a0 %
ZHLTLEE,

4. /flash:location2>5H hL—An 77 7 A )L (gz) 77 ANVEHIBRELET, ZHicky, o
BRI 7RIS A A FITHER SV E T,

Cisco 10S XE Amsterdam 17.1.x (Catalyst9300 X f v F) YA TLBEEI I F¥al—2av HM4 K .



FHRETNVITESSHTIT4T L—2 |
B cvozxa~0rL—2 771 00aE—

N3

RYDAHNADFL—R T7AILDIE—

=R 77 A NOFIZLLTITRLET,

Device# dir crashinfo:/tracelogs
Directory of crashinfo:/tracelogs/

50664 -rwx 760 Sep 22 2015 11:12:21 +00:00 plogd F0-0.bin 0.gz

50603 -rwx 991 Sep 22 2015 11:12:08 +00:00 fed pmanlog FO-0.bin 0.9558.20150922111208.9z
50610 -rw— 11 Nov 2 2015 00:15:59 +00:00 timestamp

50611 -rwx 1443 Sep 22 2015 11:11:31 +00:00

auto_upgrade client sh pmanlog RO-.bin 0.3817.20150922111130.gz

50669 -rwx 589 Sep 30 2015 03:59:04 +00:00 cfgwr-8021 RO-0.bin 0.gz

50612 -rwx 1136 Sep 22 2015 11:11:46 +00:00 reflector 803 R0O-0.bin 0.1312.20150922111116.gz
50794 -rwx 4239 Nov 2 2015 00:04:32 +00:00 IOSRP_RO-0.bin 0.14239.20151101234827.gz
50615 -rwx 131072 Nov 2 2015 00:19:59 +00:00 linux iosd image pmanlog R0O-0.bin 0
—--More—

Mo —R2 774 MF, RIRTEEIERA T aronvtnunaEHL T, a—TxF
7,

Device# copy crashinfo:/tracelogs ?
crashinfo: Copy to crashinfo: file system
flash: Copy to flash: file system
ftp: Copy to ftp: file system
http: Copy to http: file system
https: Copy to https: file system
null: Copy to null: file system
nvram: Copy to nvram: file system
rcp: Copy to rcp: file system
running-config Update (merge with) current system configuration
scp: Copy to scp: file system
startup-config Copy to startup configuration
syslog: Copy to syslog: file system
system: Copy to system: file system
tftp: Copy to tftp: file system
tmpsys: Copy to tmpsys: file system

TFTP — R — |2 a ' —F 572D 0O — I STk D LB T,

Device# copy source: tftp:

Device# copy crashinfo:/tracelogs/IOSRP_R0-0.bin 0.14239.20151101234827.gz tftp:
Address or name of remote host []? 2.2.2.2

Destination filename [IOSRP_RO-0.bin 0.14239.20151101234827.g9z]7

)

GE)  tracelog 3 JOMLD HEYIZAEH ATRE R B E R EN & D Z & H R T H729DI0, ER Sz LR —
NT =47 77 ANEAL T N7 VT $T5HT ENEETT,

EHHAESTNYVITDEZSZ—1UVT

UTORIZ, FHEMET Ny JOF=F —|THEATE L8 a~ L FERLET,
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| &8 EFNVITESSATIT4T FL—R
g7y ronEs [

av Uk B#

show platform condition BERESNTWOSEMFERRLET,

show debug BERE SN TWDLT Ny V&R L E
e

show platform softwaretracefilter-binary BHDORL—R 774 b —T N1
THaRRLET,

request platform softwaretrace filter-binary VAT A=V ENTE R LR T A LD
JElEa 7 e R L ET,

EHAETINY T DEREH
iz, show platform condition ==~ > RO Bz~ L Ed,
Device# show platform condition

Conditional Debug Global State: Stop
Conditions Direction

MAC Address 0024.D7C7.0054 N/A
Feature Condition Type Value

Device#

WIZ, showdebug =~ > ROHAHIZ R L F9,

Device# show debug

IOSXE Conditional Debug Configs:
Conditional Debug Global State: Start
Conditions Direction

MAC Address 0024.D7C7.0054 N/A
Feature Condition Type Value

_______________________ | —— |
Packet Infra debugs:
Ip Address Port

Device#

RIZ. debug platform condition stop =~ > KD flA /R L £,

Device# debug platform condition stop
Conditional Debug Global State: Stop
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FHRETNVITESSHTIT4T L—2 |
B 246271 90E554707 47 FL—RICBT 52 OMOBERS

FUNETNVITESTHTI T4 FL—RIZET S
Z Dt DEAES

REER

ESPERERS] I=ZaTFILEA R

ZOETHEHT S av Rosze /R | Command Reference (Catalyst 9300 Series Switches)
K OMEH LD FEM,

FHHETNVTESTTOXATI T4 T FL—RDHERE
EE

ROFIZ, ZOFEY 2—/LTHHTLEEDY U —2AB LI OMEEHRZ R LET,
IHH ORI, FICHR SN TOWRWIRY | BASAY U —=2LUEDOT~THOY J—XT

HMTE £,
JDES Hee B Rt
Cisco 0S XE Everest | (& 773y 77 L | Sefbfih & 703 JHEREIC Ko T, E#E LT
16.3.1a FUAT I T 4T b | RIFCESE | WEOBEDT Sy /B k
L—=A Pr¥ 7 e@RLUTAMIT LI ERT
%i‘é—O

CiscoFeature Navigator i35 &, 77 v b 74 —A2BI RNV 7 b T =2T A A=V DV R—
MEHRZRE TEZ £, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [JE5E] 7B 7
7EALET,
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.18
=5 =0

RE =D

s [AE N —7 LV ORREE (329 X—)

« AR =2 BT DEHR (330 ~—)

C VAT AV NT JEADRE RN —7 VKR T A (330 X—)
s [AE F—7 CoREERE (332 X—)

FE F—2 UOHEINEIER

BN ET 7NV N THEDTHY, TN THZ LT TEERA,

« THRAAMLT ¥ LU UNEESNTE., 300LNITISEE AT H0ERHY £9, A
TIL72NETF v L UBRHIREINICR D . FTLWTF ¥ Lo POERDPDLEICR Y 77,

e H—DJRZIX, fST A5 F ¥y Lo Picxt LT 1 EZTERI T,

cN— "Nz VT T B ADRERIKRLZ A LT 7 MX 7T HRETT,

o A v TFF—N—A X L BEFEORIE b—7 o _—ADOEEIT T TR E LT
WEEINET, TDO%, V—ECAT I ®BADH LWEGE—7 VAR FESTILEN D
Diﬁ‘o

s VARADTF ¥ L VBEHY—N—EDORIE b= VISEERIZT VB ATE LD, VA
IREHEEDOHRTT,

VAT AV NT I EADUF VAT, EKBEA LT T SRR ET L, FIEER
= U TEB A~ FICL > T VERRENBIHTRIIICK T ENAE T, V=& KT
LTHERBITET LEE A,

VAT AV NT IV EAOBNEZER LG, FE M7 KT a~vr REBRPICRIT
THZELICEST, VAT AV 2 VOERRBERFKRT T L 2HRE L £,
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mAEr—s> |
B esr—rocmyana

= b—0 VICET 515

FE =7 0%, *v b — 27 EHE & Cisco Technical Assistance Centre (Cisco TAC) DFHHA.
DRFEIZELY, VAT A2V T 72 AT 5Oy MU — 7 EBHE ZERET D 72O
AEnsEx=2V 7 HETT,

—ERDT Ry 7 U F T, Cisco TAC T2 V=T BNEFEDT Ny ZIERENELTZD

B AT L CTIATT Ry T 2FATTEHERGLGERH Y £, 20 L5 A, Cisco
TACTZ Y V=T ld, TAADYV AT AL 2 VIT VAT EHLH)a—HF— (X NU—U
HE) I LET, ME M7 0F, VAT LAV V~DORHET 72 A, HIRT 78X, B
FOExaTT7 7 AERET S, ny s ny JER BIOHR Yy 7 DA =XLTY,

VAT AV 2 NASDT I ABERTDHGEIL, BiEEZ T AMERH Y FT, KHlicav
REEITL, T, ZADFRE b—7 U HH %ﬁﬁbf?kv//%iﬁﬁéz%ﬂﬁwiﬁo
TNRA AL, BAEOF XL PEHADELTERLET, ZOF ¥ L VFHEa—1L,
BFA—NEFRIFIA L AZ L M A=V T ZAaBERYFICEETLILERNLY £,

VAREHLEFIL, BEOTF ¥ LU ULFANENEL, —EOVARCAEARLET, v
z:ﬁmﬁé%i_@vxﬁyziiﬂ%:ﬁwb B A—IVEFIA L AZ L A E—
VTHEELET,

I, ZOVARVALFINET NA A AT EVERHY T, Fr L P/LARS R
&7ﬁ~ﬁﬁék VAT AL AANDT T EARTRENET, —HLAAWEAIT, =T —
ﬁ)%%éﬂ Pt IJ_[E7 2t A %?{fi n J@?Z‘EZ)‘&) D i‘g‘o

VAT AT V7 BA LTS, CiscoTAC T2 V=T NUELTHF Ny JIERAIVE L
FT, VATAV I AANDT I EARETLEL, By arva & TL, TRy 7 Fuktr%
BATLUET,

M6:AER—5 >

_ request challenge
Switch
enter response response

MNetwork
Administrator

DARATLVIILNTIOERADRAE =Y VAR TOEX

ZIZTiE, VAT LAY 2T VB ATAEODORIE F—7 VEAREO T a v R ZOWTERBA L
iﬁ—o
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| REr—Y>

ATy

ATy T2

ATvT3

VATFLVINLNTORRADORE =Y URETOER .

FIE

BEINEHIE, VAT AV 2 V~DT 7B RAZERTLF Y LU UEBAERLET,
1 :

Device# request consent-token generate challenge shell-access auth timeout 900

Device#
*Jan 18 02:47:06.733: %CTOKEN-6-AUTH UPDATE: Consent Token Update (challenge generation
attempt: Shell access 0).

request consent-token gener ate-challenge shell-accesstime-validity-slot =~ > % i fii L“C F v
LU VOEREFEELET, VAT LAY AADT VB RAEERT HHIM (5B |
time-slot-period T,

ZOFOMENX, 'y v a o oHBYIE 900 4T,

FNRAAE, WHEOF ¥ L VEHALE LTERLEYT, ZOF ¥ L PiE, base-64 FED
SLFHTT,

VASBEBEEHICTF ¥ LV THNREE L ET,

THRA AR TERSNTZTF ¥ L VTFHN ", EFA—NVELFA L AZ Ay
T/X:ulh‘ *Hé%‘ 92:1[:1 Lij—o

VAORTEHYFIIEEOTF ¥ Lo U LTHN ML, VAR ABARLET, LAKRSA
HFE 72, [HAHD base-64 LFHITYT, VAAREMRYEILIZDOLV AR ALFSEae—1L,
BAA—NFERFA VAL P A=V TEELET,

TN ANV AR ALFH NS LET,
B -

Device# request consent-token accept-response shell-access

)

% Consent token authorization success
*Jan 18 02:51:37.807: %CTOKEN-6-AUTH UPDATE: Consent Token Update (authentication success:
Shell access 0).

Device# request platform software system shell

Activity within this shell can jeopardize the functioning of the system.

Are you sure you want to continue? [y/n] y

Device#

*Jan 18 02:56:59.714: %CTOKEN-6-AUTH UPDATE: Consent Token Update (authorization for
Shell access 0 will expire in 10 min).

request consent-token accept-response shell-accessresponse-string =~ > K& LT, v A=
REMYEDNLIEE SN VAR ALFHNE AT LET,

Fx LU U/ILARVARTN—ET AL, VAT AL 2 VA~ADT IV EARTFAENET, Fx
VYU VAR ART PN—H LWEGEEIR, =7 —NFRRS, TR — 3 20 K323
NH FI,

KEENDE, BREINFEAALATY NOVATF AL 2 WIIT VB ATXET,
HKBE Yy a v OERVEMN 10 51272b 8, T ATIA v E—VERELET,
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B Asr—sooners

ATvT4

mAEr—s> |

tyvarEKRTLET,
1 -

Device# request consent-token terminate-auth

% Consent token authorization termination success

Device#

*Jan 18 23:33:02.937: %CTOKEN-6-AUTH UPDATE: Consent Token Update (terminate
authentication: Shell access 0).

Device#

VAT AV DT TR APKET Lo b, request consent-token terminate-auth =+ 2 N %
HFHLTEYy a2 TTEET, Z0a~vy REEHA LT, EKRZA LT 7 FOFHITE v
VaramiE T T2 TEET, BERLIEE A LA my FBAHIRUINICRSE, By
arbHEBBICK T LET,

-~ D,
/@*ﬁ%ﬁb 1 ]*_.I}'_:
WDOFRIZ, TOFEY 22— /LTl T5HED Y UV — 2B L UOBEFERZ TR LET,

TNHOEEIL, FRICHRE SN TWRWRY  BASINTZY U —RLBEOTRXTOY U —RAT
fECcEET,

Jjy—= Hae PEBETRER
Cisco 10S XE Gibraltar FEh—2 B h—2 0. %y NU— s L
16.11.1 Cisco Technical Assistance Centre (Cisco

TAC) OHEORIEIZLY ., AT AL =
T 7B AT DMk DR Y N U — 7 EHL
FrRET oIl EN X2 T ¢
HERE T,

Cisco Feature Navigator # 4 25 &, 77 v b 74 —LBIL RNV 7 F 72T A4 A=V DY R—
MEHRZ R TE £, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [JE5H] 7B 7
7EALET,
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5 19 =

VIMDIT7HREDES TN a—Ta Y
5

ZOBETIE, AA v TFBBEIT S CiscolOS VY 7 MU = TICEET RBEA R E L, Rk 5
FEZOWTHALET, MEOHEIZIEL T, a~vr FIf vy A ¥ —7 =14 A (CLID) .
TN, A w3 =% F721 Network Assistant 6 LT, MEAHE LR TEET,
LED D7 Y, NI TNy a—T 4 VT OFMIONTIE, N~ Ry =T A AR —Tg
VA REZHRLTIEEZN,

VT NI 2T RED N T TNy a—T 4 7T HER (333 =)

VTN TRED ST I Ny 2—T 4 7 HE (343 X—2)

VT NI 2T REDNT TN a—T 4 v T OR (357 <—)

VTR 2T RED N T IN Y 2a—T 47D F VA (360 2—)

VTR ZT DRI TN 2—T 2T DFEEN, on page 365

VT NULTHEED NT TNy a—T 4 72T 2:80MEH® (367 X—)

VT RNUTRED ST TNy a—T 4 7 OEERERE (367 =—)

YIRYTTFZEHRED RS TN a—FT 4 UFIZET 315
R

AAYFDY T+ TEE
A F VT N2 TINT v T T — KRR T /K E LT, o7 7 A NAVBAAL v T
AT B— RENFEEHERA A= 77 A APYIRENT-EBERHVET, 25D LD
aBb. AL v FiL, BERBEARFEACZET A b (POST) IZEKET. BEHIIH FHA, V
TRy TREENSEETAICE. VT MY TEENSOREE (3432—) OHETHA S
NTWD FIRIZENET,
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YILIITEED LS TN a—TF 42T |
B 7 xoszxo—remxLrEnt8s

TINARADINRAT— PR LIzDENTIGE

T/

TNAADT 7 H )V "NRETIE, T3 AR EBERIET 2 R2—¥R, AL v FOEFRK
ANRFIZEEB 7o 22 P L THLVWRAY = REASNTEHZLICLY, RAT—=FREZHEL
TFRENSEECE E3, Z 2 TRATHIREFIEEZFEITTDI2E, 735 AZEERIEL T
<TEEV,

)

GE)  ZHHDOTF NS AT, VAT LAEHEILT 7 4V hREICRETHEAICRY = Fa—%—(C
LB AT =RV Y hEFNTDHZLIZE ST, ZOMEDO 2T 1 E—7 M TEE
T, NRAU—REENT 4 B—T7 MR > TWAEAIL, =0 F a—HF =N 2T — K%
Ty hLEDIETDE, AT —HARAvE—UTHE e AOMIET 74/ FOREIRET
T RENET,

)

(GE)  Cisco WLC @&“EM%&@ Cisco WLC [l Tavr—35¢, BB b/ "A U — R $—%mE T
72720 £% (RMA OFA) .

IRAT — REMREFIIEN A FDONRA T — RERETAICE, AT — REEn-35
G OEIE @WA—V)@%Tﬁﬁﬁéiﬁ eV ET,

Power over Ethernet (PoE) +— k

PoweroverEthernet (PoE) A A v F R— FTliL, HKICEIPEEIN TR WNWI L2 2 A v
TR LT E. B L CWAIROT A RZENNHEIICHE S E T,

o VA ATHEUESZFE T /N4 A (Cisco IP Phone < Cisco Aironet 77 & A iRA > k7 )
« IEEE 802.3af #filD 52 L E
« IEEE 802.3at L5 B IEE
ZETNA AMPOE AL vFR— FBIONACERICER I TWAES., TEEHE LTHI

ATEFET, TET A ZANPoER— M tf&ﬁénfwéﬁA %*7A4x ITESE
NI SN E A,

XET A AT DL, A v FIIXET A ZAOBENEMEHE L, ZET N AD
B ZTF A EIIES LET, £, A vy FRWEEENZE=F ) VITBLORY v~
IT4HI LT, HEOENOWEEZ Y T NVIA LITHRIMTEET,

SRRz OW T, [interfaceand Hardware Component Configuration Guide (Catalyst 9300 Switches) |
@ [Configuring PoE| DEZZH L T 7E IV,

PEEDIEINER N T TINY 2—T 4 7 ¥F U A2\ T, Powerover Ethernet (PoE) (2
B35 N7 70 a—T 47O ) U A, onpage 360DHE S L T 7Z&EW,
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I YILIDITRED S TN a—TFa25

=5
="

anxi-&sr—ronzE i

HERICKDER—LDESE

ME?N4xﬁ—bK%ﬁém,Acﬁﬁﬁ%ﬁﬁﬂhméhfwé%*7A4x(Qmup
Phone 7910 72 &) |2 AC &N OB BHE SN2 WEEE . £ DT /3 A AT errdisable A7 —
MZ7ebZ EﬁlﬁJ@iT errdlsableXT“*f\ﬂ%IEl@‘fé X, shutdown A > % —7 = A A
a7 4Falb—raryavry RE AN LTHhH, noshutdown 1 ¥ —7 = Aa<vy N
AN LET, 7L ATHEEEZFHE L, errdisable A7 — FnSEIET L2 L T ET,

T34 ADE | errdisable recovery cause loopback 5 & O errdisable recovery interval seconds
Ja—N)Lar7 4 Xal—valy avy NE, BELZHMEARE L6 & BEINICA »
X —7 x A A% errdisable A7 — F N HEIRSEET,

EY>y 7yTIckbR— FEE

ping

VA AZET NA AR — MIHEE L, powerinlinenever f VX —T A A AT 4 F a2 L —
varvavwry REFEHLTHR—- MERELZSGAIE, REV I T v 7 NEAEL, A—F2
errdisable A7 — MI72 5 Z LR H Y F9, R— h % errdisable A7 — F S EIET HI120F
shutdown 8 L P noshutdown f > #F—7 = A a7 4 X2 lb—v gy avwr FEANLE
7

power inlinenever =~ > RCEE LT — MIVAIZET NA A L7V T a0,

TNA AXIP O ping AR —FLTEY, ZNEHEHLTY E— FKRA MOEEHEZT A b
T&EET, pingld7 FLRIZZma—FR ATy FEFEL, IEEZFHDLET, pinglTROWT
NIPDIGE 2R L ET,

o EHRINE  EWRINE (hostname WIEET D) 1. *y bY—27 b T 7 4 v 7Ilb &
DEFTB, 1~ 10N THAELET,

BEEDINETR L ARA RBISE LARWRS . noanswer XA v —IUNIRENET,
« REHZ2AR A B AR A RMEE L2V EE . unknownhost X v E— I RNIRENF T,

CSERIEARRE T AN N = RV oA BEEINTE Ry T = IZBETERWGE,
destination-unreachable X v E— 2N I VE T,

e Xy NT—Z F-I1FRA FADEFERRE : V— N T—FNVICHRA NEFIZRY NT—2 D
= U NRWEES . network or host unreachable X & — 28R ENE T,

ping OENMEZ BT 5121, ping DT, on page 354DHZ B L TL 72 &0,

LA4v2 L—XRI)L—F

LAY2 b L—Zb— MEREIZE D, N7y RANERIBT DEETTT A ADDSELT A A F
TOYENRAZHATEET, LA Y2 L —A— MNE, ==F v A MDOE[E LI L 0%k
MAC 7 RL AT Z2HR—FLET, FL—2—hE, RANICHAT /A 2D MAC 7

RUAT—=TNWEFERALTAZH#BILET, T3 ARNANTLA V2 ML —RAL— %
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YIRIIFREO RS TN a—T427 |
. LA 20 traceroute DHA K54 >

PAHR—=F L TCWRWNT NS RERIMLTZEE, TN A F VA Y2 FL—RX7 ) 2385 Lt
J. XA LT 7 MZLET,

T AL BEILT A RIPBSSET NA ANDRNADBEHHTEET, N7y M @R
T5H. FMETLRA RPLIEEILT A AL T, £1I50ET A ANDIEEHRA FETO/AR
AT E EH A,

LA 20 traceroute D HA K54 >

« v NI =7 NOFTXTDT /34 AT, CiscoDiscovery Protocol (CDP) %A F—7 /L|Z7
DRENHY T, LA ¥ 2traceroute VYN EMET H720H1Z, CDP 2RI L7V T
TEEW,

W R ZANDT /34 A3 CDP 2% L CTHBMREE. A v FIXINODT A A&
WTHNRAEFAITEER A,

« PINGFFHEEXEC 2~ > &M LTt A T A b TE UL, ZDOF 31 ZFHIDOT A A
DOLEFERETH DL EERTEET, WH SZANOTRTOT A AL, HOT A 20
SAREIZEIERRE TR T UL T8 A,

« PNAN TR ATEE AR AR AS » T HUT 10 T,

s EETLT NANA A LFET AN ADBOWEL R ANIZ /2N T S A AT, traceroute mac ¥ 7=
I¥ traceroute mac ip OFfHE EXEC =2~ > REFEITTEET, NANDOTXTOT /A R
X, ZORA v FHEERBETRITIVUIZRD £5 A,

cFEESNTEE LB I O%EET FLANE L VLAN ICH 5854, traceroutemac =< > R

HOE LAY 2 XA FRLET, BELEEEILBLUSE MAC T RLAR, 2h®
2D VLANIZE L TV DA, LA Y2 3 dG@Blsnd, =79 — X vte—Un
FoRINFET,

e WILF XY A MDEETLELIISEE MAC T RLAZIRET S &, SR EFIENnT, =
T— A ob—UNERINET,

e EETLEITSEIEMACT R U AR O VLANIZET 554813, HETE L U%i%E MAC
7T RVADOWENRRE L TWAVLANEZIEETHALERH Y £, VLANZIRE LRV &,
NRAFENENT, =T — A vb—UNRRRINFET,

CHRESNEEE LB IUSEDIP 7 RLUARFE—OY 7% v MNIZH D4 . traceroute
macip 2~ RHAT LA Y2 2% FR LET, IPT RLVAEBELELRE, T/3 A
I% Address Resolution Protocol (ARP) ZfEf L, IP 7 KL A & ZHIZxficd 5 MAC 7 R
L AB LN VLAN ID Z %t SHFE T,

HEEDIPT RLAD ARP D> b U NFELTWAEE, 7351 R ZE#EAMT 5
7-MACT RLUAZMER L, W ASZZ#5 L £,

*sARP D> MU DBMFIELRWEGA, T34 ALARP 7 = U ZXFL, IPT RL A%
R L&D ERAFET, IP T RUARBER I NG EIE, SR End, =
T— Ao —UNRERINET,
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| vIr9z78EO ST 2a—FaY
P rr—z2r—t+ [

cFEEDT NA AMANT S LTI OOR— MR SN TV DS (& 213850 CDP
FAN—RHR— F TR ESNZHE) . LA Y 2traceroute BEREIT VAR — F SN ER A, #
D CDP XA N—=3 1 DOR— FTHRHINTZHE, LA V2R TRESNT, =7 —
Ave—UNFREINET,

« ZOMREIZ, =22 U7 VLAN TiI¥AR— S EHA,

LA4Y2 hb—RA)— ML, 2—H F—4%7F L7 bz (UDP) &R— k2228 TU A
=27y bERREET, ZOR— NI AEEDOIPVE T RLAZEHALTY £— Fh
LT 7 BATE, RAHIVNEDH Y FHA, ZOUDP Y7 v MLV, VLANIHER, VU
7. FEEDOMACT KL ADIFE, BLUCDP A N—1FHE T A AL EtARD 2 &
MTEET, ZOEREERTLIZLICLY, BRENICLASY2xy hT—7 AR YO
PRGEEETEET,

LAY2 R L—RA—NIT 74V FTHIIR->TEBY, Fe—rbar7 4Xal—
3y E—RTnol2traceroute =~ > REZFETTHZ LIZL o THIHIZTEES, LA
Y2 RL—RAN—FEBEADHICTLITE, Fe— a7 Falb—var E—F
Tl2traceroute =< R&MH L £9,

P rL—XRIL—F

IP traceroute Z#fEfH 3 2 &, X FU—27 ET/X 7y FARBIRT BN A %Ry INA KRy 7T
AT EET, Zoavr FEFEITTLE. NI T4 v 7RI EET S ETISERT D
N—=BIpEDTRTORY hT—TE (LA T 3) T ARERINET,

T A AL, traceroute FifE EXEC i~ > ROE[FmE /i35t s LTHRETE 4, /-,
traceroute 2~ RO TH Y 7L LTERINDIGERH D £9, T34 A % traceroute D
sde & T D L. AA T, traceroute D) THRAE D5 & L TFRSNET, FT /A A
2 T VLAN WCR— NE D7 DT U w2 7121 %247 9 $34 . traceroute D H A2 H
MAAL v FIEFRENERA, 2720, FRIT AL ABEFED /Ny Ne—T 4 7T 5~
IWF LA XTNA ADEFE., T DT 34 AT traceroute DH FIZE Y & L TERRINFET,

traceroute 4 EXEC =2~ o RiZ, IP ~» ¥ — DO Ffi Alaelef (TTL) 74—/ REHEH L
T, V= EABEIOY—A_"TEHEEDI F— A v —U0NERREND X 512 LE T, traceroute D
FATE, 2=V FT—F 7T A Fa ka (UDP) T—H% 77 L%, TTL 74—V KPS 1T
ESNTWDSERA MAEETLZLENDMHEY £, V—F TTTLIEA 1 £72130 TH
HZlrBHTDHE, T—E TRy L, A =3y MilIA vE—Y 70 Fa

(ICMP) time-to-live-exceeded A » & — % 6{5 JLIZ {5 L £ 7, traceroute {X, ICMP
time-to-live-exceeded A v E— DEETT FLA 74— )L REFART, YDAy 7OT R
VAL £,

X7 AR Ry FEHBT 72912, traceroute 1L TTL {5232 O UDP /347 v F&EXELET, |1
TDONL—HX, TTLZ 4 — /L ROMENSH 1 ZZ LG WTIRONLVL—FIZT—X T 7 L% EEFL
£9, 2F/DONL—Z|L, TTLEN 1 THDHZ L 2WHRTIE, ZOT—F 7T LEREEL,
time-to-live-exceeded A v B — U FEEL~KLFET, ZDOX DI, T—X T T ANSEHEKRA B
WCEIET HFE T (7203 TTL ORKMEICET 5 £ T) TTL OISy S, LAFERET S
7,
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. Time Domain Reflector i1 K51 >

T =R T T NN RIE LT2Z & 2B T 572D, traceroute X, T —# 77 A D UDP %d
SeR— FEEZ ., 5 A A ROMEHT A ATREMED 2 VKR E REICRE L E T, AA R, o—
ANTHERAINBRWSEER— NEFEFRF OB TOT —Z2 77 0%2%ET5&, H#ET
IZICMP AR — FEEARE= 7 — 2 X EFELET, A— MIERRET T —ZRTITOT T —|X
TRy 7B REEND 2O, A— FIERETT —2ZETHENIZEEF, ZOA Y
USRI OEREINT I EEERLET,

Bl - TP 7R A NZxFT 5 traceroute D 5217, onpage 36612 A, IP traceroute 7' 1 & XA D% B L
TLEENY,

Time Domain Reflector i1 K54 >

Time Domain Reflector (TDR) #EEAZ AT 2 &, 7r—7 VEROREEZZE L TR T F
4, TDR BB, o —H )L TR, 2T —T V52N L TRESEERE LT, NCEELEE
B EINTETELAET,

TDR IR D — T A EEEZ R L E T,

VA RRNT =T NOEROA—T 2 B, G ERN Y E— h T ANLD
AT B S TU 7RV REE,

o VA RNT =T NOEROT a— b BN EWICEA L TWOAIRE, F7213) -
b TR R G DBARHE L TWDIREE, 72 2T VA RN T =T D —FHD
AR b9~ HOEBIIIATTT EN TV DA, YA AT F—7 1Dy a—k
NRAELET,

VAR R OERO—F N A —T N o TWABRES, TDRIZA—7 > T 5iE
MOESE#HRHTEET,

WOV TTDR A LT, 7 —7 I EEZZB L OMRE L T &N,

o T NS AD AL
R m—F >y FORE
o U U DBRESL TE W, FRITEUNICEMEL TWRWESIZBIT S, 2 205314 ZA[E 0D
BEDO N T TINY a—T 4 T

TDR D FELTHE, IROBAITT A AT EHERERE LA—FLET,

Xy NV IO —TNANRERaT r—T

o A —T L R —T )L KK
TDR D FELTHE, IROBAEITT /3, AT ERERERE LFR— R LEEA,

X Ty MU ITHADTI—TNANYA A NT =T )k iR S - R o T

=7

« U7 H 10 Mb F£ 7213 100 Mb

s XU —T

. Cisco 10S XE Amsterdam 17.1.x (Catalyst9300 R f v F) AT LBEEBI I ¥alL—av HA K



| vIr9z78EO ST 2a—FaY

debug o< K .

o J 7 /X— K —7 Cisco IP Phone

o« J U s— R —N [EEE 802.3 ITHEHL L T2

TDR D FEITE L OHERDFEIR, on page 3551288 L, TDR D~ REfER L £,

debug <> F
AN\

Caution

TNy THINECPU 7 ATET TA XV T A BFE VY ToHNTWDID, T3y 7
BATHD EVAT AN TE RS D2 E08HV 9, Lz ->T, débuga~r REMAT
HD1%, FEDOHBED N T TNy a—T 4 VTR, 3V A 30T 7 =) R— MEYE
BRI TN a—T 4 TEITOGRICRELTLESW, Xy NI—=T "NTFT7 w7
B2 —THEN DRI debuga v~y REHERTLIZ 2B LET, T3y X 7%
IO XD REMENZITY &, debug < R DA — R—oy RO LY 2T LDff

RN S SPTREME M < 72 0 F97,

debug =~ > RIZT X THRHFEEXECE— RTEITLET, 1FLAEDdebug =~ > Rids515%
Y FHA,

VAT L LKR—F

VAT A LIR— M FE =L crashinfo 7 7 A MIZiX, YA aDT 7 =KL YR — MEYE M Cisco
I0SA A—VOREE (75 vva) PRETREE ZMEET Ay 7345 & & 0T 215E0
RSN TWET, BAMRE L BEEMEORWEER Y T v ¥ a (FlRE2 Bl OMEFICINET 5 2
ERMBETE, EBIT, ZOFROIUE L R RN, BED T T vy 2 OFEAITK LEEL
TFFENRTED L) R FIETIThbND 2 EBETT,

AT A LAR— MIROWRRTERINET,

s AL v TEEOLEE : VAT A LIR— MIEERRE LA U AA—TEREINET, X
2 JIROMD A L R—TII U R— MIERSNETA,

« A v FA—N—DLE VAT A LR—MINA TXA TV T ¢ (HA) DAL N—
AA v F TORERSNET, FEHA AL N—ZONTILR— MIERSNEEA,
U — RERHI VAR — MIERSNET A,
7T yya It ARHL, WOIERNAA v Fonba—H RS ET,
1. E&RR7T EEA core
2. hL—2z2n1”s
3. 10S D syslog FET 7T 4777 T vy aDPEAIIIHGESNERA)
4. VAT AT utkAEFR

5. 77—+ 7rv7uas
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6. Ve—FKkme

7. ¥EEDH A T D proc [HH

ZOERITER D 7 7 A MK EN T, T—IA T ENTIODONY RVZJERM SN E
T, ZHICEY, 799y adDARFyTvay hEIOOEFTERG LT, SO DICR Y
JAMIBENTEX D LRV ET, ZOLER— I, AA v F 2 ROMmon/7 — F @ —F|Z
AT ARNCAR SN ET,

e core BER ML —2a 7 PAITHFA N 77 A4 LT,

a7 X7 EARKT HITIE, request platform software process corefed switch active =~ > K%
EHLET,

Device# request platform software process core fed switch active
SUCCESS: Core file generated.

Device# dir bootflash:/core
Directory of bootflash:/core/

16430  -rw- 10941657  Apr 6 2022 00:15:20 +00:00

Switch 1 RP 0 fed 18469 20220406-001511-UTC.core.gz

16812  -rw- 1 Apr 6 2022 00:01:48 +00:00 .callhome
16810  drwx 4096 Jan 18 2022 21:10:35 +00:00 modules

crashinfo 72 7 1 JL

F 74V h TR, RSN AT A ViR— N 7 7 A Vit Jerashinfo T 4 L7 R VIS
F9, Ifit 1%, AR D728 crashinfo /N—7 4 ¥ a3 VIRFETE A, ZD7=9, /flash
T4 L7 NVIBRFEENET,

77 A INVEFRTAHIZIX, dir crashinfo: =<2 FE2 AL ET, WKIZ crashinfoT 4 L7 RV
O E R LET,

Device# dir crashinfo:
Directory of crashinfo:/

23665 drwx 86016 Jun 9 2017 07:47:51 -07:00 tracelogs

11 -rw- 0 May 26 2017 15:32:44 -07:00 koops.dat

12 -rw- 4782675 May 29 2017 15:47:16 -07:00 system-report 1 20170529-154715-PDT.tar.gz
1651507200 bytes total (1519386624 bytes free)

VAT ALIR— I, IROFEXT crashinfo 74 L7 FUIZH Y £,

system-report [switch number] [date]-[timestamp]-UTC.gz

AL TFNT Ty valleb, VATAVR— N7 7 A NVEHERLET, KEBICERINZYV
AT KL R— K7 7 A Vi crashinfo 7 4 L2 kU @ FIZ last_systemreport & \N9 7 7 A L4 T
REINET, MEO N T TNy a—T 4 VT EITIEE. VAT A LAR— b LW erashinfo

77 A D TAC DZIZSEH E T,

AR ENTZY AT A LiR— M, TETPRHTTP 2 E WL 20047y a V2R LT, &5
IZabe—T&£7,

Device# copy crashinfo: ?

crashinfo: Copy to crashinfo: file system
flash: Copy to flash: file system
ftp: Copy to ftp: file system
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http: Copy to http: file system
https: Copy to https: file system
null: Copy to null: file system
nvram: Copy to nvram: file system
rcp: Copy to rcp: file system
running-config Update (merge with) current system configuration
scp: Copy to scp: file system
startup-config Copy to startup configuration
syslog: Copy to syslog: file system
system: Copy to system: file system
tftp: Copy to tftp: file system
tmpsys: Copy to tmpsys: file system

TFTP % — R — |2 a v’ —F 57D DO — A2/ 0Tk D L B Y T,

Device# copy crashinfo: tftp:

Source filename [system-report 1 20150909-092728-UTC.gz]?
Address or name of remote host []? 1.1.1.1

Destination filename [system-report 1 20150909-092728-UTC.gz]?

AB T DEAN—=NEO ML —Aa J X, trace archive 2~ RERITT5H 2 & TINET
TFET, Zoavr NI, R T a v R’b E9, a vy FEUIRO LB TT,
Device# request platform software trace archive ?

last Archive trace files of last x days
target Location and name for the archive file

crashinfo: £721% flash: 7 4 L7 F VI I N TV DIEE 3650 HLAND b L— 21 7 23 Eifs
TExEJ,

Device# request platform software trace archive last ?

<1-3650> Number of days (1-3650)

Switch#request platform software trace archive last 3650 days target ?
crashinfo: Archive file name and location

flash: Archive file name and location

Y

(B —Favr—shib, VATALALVR—= ML —RADT =0 AT % flashT 4 L7 N £/

crashinfoT 4 L7 RUMBZ U T L, Fl—2u07REDMo B T 2 ER 2 i
HT ENEETT,

AAYFOFUR—KEEOXVS

FrR— REFERrF 27 (OBFL) HREZ MM UL, 73510 R T 2 Wz INETE 7,
Z OERIITRBIFRE, BE, BEREDERNPETENTEY, Y2207 7 =INHFR—|
FLLENT AL ZAOMEE N T TN a—T 4 T T LRI E T, OBFLIZA Rr—7 /b
WCLTBE, 77y va AERVIRFSNET —ZITHISRNWE D ICT D L2 #E L E T,

OBFLI|%., T 7 #/V hTA X —7 /M7 > T ET, T34 A KO Small Form-Factor Pluggable
(SFP) EV 2 — /MZHEATDERMPNESINE T, T30 AT, ROERET T v 2 AEY
R LET,

sCLIZ~Y R : AZ LU RTa TN RAERIFAAL v F AL v 7 AN AT E 4172 OBFL
CLI =~ ROk,
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CERIET — X AX L RT OV T N RAETNIAAL v TFAH v 7 A NEB L O ST
BT RTO FRU T3 AD—E DT /34 2 ID (UDD) fE#H., #4ID (PID) . N—V =
v ID (VID) . BIOV Y T AEE,

Ayt = ZAZ U RT O UTFRAAL ZAEFINIAA v FAZ w7 AN R ARENT-
N R =2 TEEOL AT LA vE— 056,

» Power over Ethernet (PoE) : A ¥ KT BT NA ZAETNIAAL T AE v 7 AL 3D
PoE 7R — ~ OIHEE T DFtk,

R AF U RT BTN AETNIAA v TF A v 7 A SDIRE,
c BIFHE : AZ U RT BTN, ZAETNIAA v TF A 7 A R EE ST EEORE

G, TN ARFEEBINHAH, BIXOT S AN REICHEEZE S CLERDO BB
o

BIE : AX L RTOUTNAA A ERIFIAAL vF AL T AU ROV AT LEE
VAT ARFEHE, FEICHRAZRET D, Fi2iEdry hU—2 XA A 7 haji (NTP)
PHEHATHLOICRELET,

T ZDOFE I, show logging onboard #i# EXEC =2~ > REHAT L2 L2k,
OBFL 7—# Z#WGT& £3, TA RAEENRELIEHEDOT —F OBSEHIEIC 2N T
T, BEEHY O R a7 7 =Y R— MIEFIZBEWEDE L TZ &0,

OBFL 3 A R —T VI 5> TWBT NA ARFEEB INZHE. FTLWT — X Oiedk s Bithd
HETIZ 10 5HOBEENH Y 97,

T 74N T, ZOBEEIXT + E—T7 T3, BEREAEE2=> } (FRU) F7-IXERLE
BEOBEO7 7 o NHE LGS, T4 A E Ty y hET VRS, (kOLHBRTT— A
T—UNRERINET,

Multiple fan (FRU/PS) failure detected. System may get overheated. Change fan quickly.

TNA APBIRIEL 2D vy MU UTHILEHY ET,

7 7 VEEERELY A R — T ST DT, %/stem env fan-fail-action shut #### EXEC =2~ > R
EANNLET, T ANOBEED 7 7 ANEENREE LG, T35 AXEEMICY v v
ML, IRDEH 7T — R ‘)?H\‘/“ﬁ@%ﬂ“éhi?o

Faulty (FRU/PS) fans detected, shutting down system!

BHDT 7w OIS, 7L 2825 HDT 7 OREEERET 5 . 751 AL 20 B
BLThb vy R F UL LET,
TN A BEEITHI1I21E, BREZAZZICLTHOLHEESVICTAIRNERHY £7,
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CPU EAZEA

cPuEAEABLESIEIY 5> a5k ]

SWMEEISECY S HER

CPUMEMZNAm T E 5 2 & TROBERDBFAET LMD H Y £925, tOJRKTRAET LY
BbdHYET, RIZEO—EERLET,

s ANR= TV — MR VOER
« ENEIWr SN 7272 01T EtherChannel V 7 3% w7 L=

« HEER (ICMP ping, SNMP D% A A7 7 b, K# 72 Telnet £721L SSHE v a») (2
JEETE RN

UDLD 77 v &7

SLA DINENHFRARER LEVEE B 2722 21285 IP SLA DAL

AA  FNRBERZERE LRV, EITERITSE LA WE4 O DHCP % 721 TEEE 802.1x
DILFE D HB

YVILDITEED S TN a—T 4 20T hHE

Y7 bz T7EEMNMSDMEIE

ATvT1
ATvT2
ATvT3
ATv74
ATvTH
ATv7T6

Before you begin

TR T AEIETFIEE FEATT HITIE, AL v TFHEERIETOILERS Y £7,
CZTHRNTAFIETIE, BHR LA A=Y 77 AV E I REY A A= 7 7 A L DA
#21Z boot loader =~ > KB L NTFTP ZfEH L £,

AA v F DAL= )LR—= DT 74 b L— b THDH9600 £~ h/E (bps) & —EFKT 5 LD
W2, BiAROAR—L— MEEELET, A—L— F539600bps IS DEIZEE S AV TWDHEHE,
WENT 74V MIRDE T Y —I~DT 7 AFLbET,

Procedure

PC T, Ciscocom/N5H Y7 "y =T A A—Y 77 AL (imagebin) #Xv>u—RKLET,
TFTP #— =V 7 N =T A A=Y % —RRLET,

PC % AA v F DA —HFy NMEHF— MR LET,

2L v FOE PR — 2RI LET,

[Mode] R 7 &4 L6, &= — Fa A1 v FICHER L £,

J—hr—F—=7a 7 T, TFTP — =T ping xETTE L L 2R L £ T,

a) AAvFDOIPT RLAZFELET : set IP ADDRESSip_address

Example:
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switch: set IP_ADDRESS 192.0.2.123

b) AAvTFOHT xRy h~AZ ZFRELET : set IP_ SUBNET_MASK subnet_mask

Example:
switch: set IP_SUBNET MASK 255.255.255.0

) FIANIT— U= %#HELET : set DEFAULT_GATEWAY ip_address

Example:
switch: set DEFAULT ROUTER 192.0.2.1

d) Oz~ REFEITLT, TFTP H— " —|Zping #FEITTEH Z L & L £ 7, switch:
pingip_address of TFTP_server
Example:

switch: ping 192.0.2.15

ping 192.0.2.1 with 32 bytes of data...
Host 192.0.2.1 is alive.

switch:

ATV TT RONTIPERRL ET,
e 77—t —X—7a 7 KT, boottftp 2~ REFMBLET, ZHickD, AA vFT
VTN zTA A=V ERGICEETEET,

switch: boot tftp://10.168.0.1/cat9%/cat9k_iosxe.2017-08-25_09.41.bin
attempting to boot from [tftp://10.168.0.1/cat%k/cat9%k iosxe.2017-08-25 09.41.SSA.bin]

interface : ethO

macaddr : E4:AA:5D:59:7B:44

ip : 10.168.247.10

netmask : 10.255.0.0

gateway : 10.168.0.1

server : 10.168.0.1

file : cat9k/cat9k iosxe.2017-08-25 09.41.bin

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

cisco Systems, Inc.

170 West Tasman Drive
San Jose, California 95134-1706
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Cisco IOS Software [Everest], Catalyst L3 Switch Software (CAT9K IOSXE), Version
16.6.1 RELEASE SOFTWARE (fc2)

Copyright (c) 1986-2017 by Cisco Systems, Inc.

Compiled Thu 24-Aug-17 13:23 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2017 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

FIPS: Flash Key Check : Begin
FIPS: Flash Key Check : End, Not Found, FIPS Mode Not Enabled

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

cisco C9XXX (X86) processor (revision VO00) with 869398K/6147K bytes of memory.
Processor board ID FXS1939Q3LZ

144 Gigabit Ethernet interfaces

16 Ten Gigabit Ethernet interfaces

4 Forty Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

15958516K bytes of physical memory.

11161600K bytes of Bootflash at bootflash:.

1638400K bytes of Crash Files at crashinfo:.

OK bytes of WebUI ODM Files at webui:.

$INIT: waited 0 seconds for NVRAM to be available

Press RETURN to get started!

DANRNYN=F 4 2arhDbY 7 NyxT b A=V LET, ZOREA XA =TI,
emergency-install B§EEZ 6] L ClRIE 2 £ 4 55510 E 20 7,

a) [EEASR—=TFT g (sda9:) IZEHEA A—UNGFET D Z 2R LET,

Example:
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b)
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switch: dir sda9:

Size Attributes Name

7 —bhu—F—7v 7 T, emergency-install BEEEZ B L E 79, T OREEFEHTS
LA YT TY T RO 2T A A=V ERBIZAIE TE ET, B : emergency-install =~
VREEITTDHE, T T T v a KN HEEINET,

Example:

switch: emergency-install

tftp://10.255.254.254/auto/tftpboot/X86/cat9k iosxe.16.05.0la.SPA.bin

WARNING: The system partition (bootflash:) will be erased during the system recovery
install process.

Are you sure you want to proceed? [y] vy/n [n]: y

Starting system recovery

(tftp://10.255.254.254/auto/tftpboot/X86/cat9k iosxe.16.05.01a.SPA.bin)

Attempting to boot from [sda9:cat9k-recovery.SSA.bin]

Located cat9k-recovery.SSA.bin

Warning: ignoring ROMMON var "BOOT_PARAM"
PLATFORM TYPE C9X00 speed 9600

Booting Recovery Image 16.5.1la

Initiating Emergency Installation of bundle
tftp://10.255.254.254/auto/tftpboot/X86/cat9k iosxe.16.05.0la.SPA.bin

Downloading bundle
tftp://10.255.254.254/auto/tftpboot/X86/cat9k iosxe.16.05.0la.SPA.bin...
curl vrf=2

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

100 485M 100 485M 0 0 5143k 0 0:01:36 0:01:36 —--:-—:—- 5256k
100 485M 100 485M 0 0 5143k 0 0:01:36 0:01:36 —--:--:—- 5143k

Validating bundle

tftp://10.255.254.254/auto/tftpboot/X86/cat9k iosxe.16.05.0la.SPA.bin...

Installing bundle

tftp://10.255.254.254/auto/tftpboot/X86/cat9k iosxe.16.05.0la.SPA.bin....

Verifying bundle

tftp://10.255.254.254/auto/tftpboot/X86/cat9k iosxe.16.05.0la.SPA.bin...

Package cat9k-cc_srdriver.16.05.0la.SPA.pkg
/temp//stage/cat9k-cc_srdriver.16.05.0la.SPA.pkg is Digitally Signed

Package cat9k-espbase.16.05.0la.SPA.pkg /temp//stage/cat9k-espbase.16.05.01la.SPA.pkg
is Digitally Signed

Package cat9k-guestshell.16.05.0la.SPA.pkg
/temp//stage/cat9k-guestshell.16.05.0la.SPA.pkg is Digitally Signed

Package cat9k-rpbase.16.05.0la.SPA.pkg /temp//stage/cat9k-rpbase.16.05.0la.SPA.pkg
is Digitally Signed

Package cat9k-sipbase.16.05.0la.SPA.pkg /temp//stage/cat9k-sipbase.16.05.01la.SPA.pkg
is Digitally Signed

Package cat9k-sipspa.l16.05.0la.SPA.pkg /temp//stage/cat9k-sipspa.l6.05.0la.SPA.pkg
is Digitally Signed

Package cat9k-srdriver.16.05.0la.SPA.pkg /temp//stage/cat9k-srdriver.16.05.01la.SPA.pkg
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is Digitally Signed

Package cat9k-webui.l6.05.0la.SPA.pkg /temp//stage/cat9k-webui.l6.05.0la.SPA.pkg is
Digitally Signed

Package cat9k-wlc.16.05.0la.SPA.pkg /temp//stage/cat9k-wlc.16.05.0la.SPA.pkg is
Digitally Signed

Package /cat9k-rpboot.16.05.0la.SPA.pkg /temp//rpboot/cat9k-rpboot.16.05.01la.SPA.pkg
is Digitally Signed

Preparing flash....

Flash filesystem unmounted successfully /dev/sdb3

Syncing device....

Emergency Install successful... Rebooting

Will reboot now

Initializing Hardware...

System Bootstrap, Version 16.5.2r, RELEASE SOFTWARE (P)
Compiled Wed 05/31/2017 15:58:35.22 by rel

Current image running:
Primary Rommon Image

Last reset cause: SoftwareReload
CI9X00 platform with 8388608 Kbytes of main memory

HAHWE, Telnet /1T EFIAR— 2B U TCTFTP b2 —H VT T o allf A=V ab—
LIz, =N T T anb T A, AT —FLET,

/QZU?'—fséhu*1fd§4&aﬂjﬂE

AL FDOT 7NV FRETIH, A v T 2EEBET LI Fa—UR, X1 v T OEFREK
ANEHZEE 7o A2 FW L CHLWARRT—REANTHZEIckD, XRU—FREHmEL
TREEN R CE T, 2 THRATAEE FIAZ EZITT 51213, A v T2 EEHREL T
<IEEW,

\ )

Note =-HoDRAAYF T, VATFLAEHFIET 740 FREICETHRAICRY = Fa—F |2k
HZRAT— ROV ty N TH2LICLoT, ZOBED 2T 1 E—7 M TxF
T, RNRU— REENRT 4B —T Mo TWAEAIT, =y Ra—FR 27— K& & v
FLEDETHE, BHETBEADR, AT —F A XAy E—VIZEZOERRRINET,

Procedure

ATV 1 WREFIZIPCEAA v FITHEF LET,

AR ELITMARTI 2 L= a VT MY =T BBBL TV LPCEAS vy TF DY —
WR— MR LET, A v F AL v 7 ORAV— REEET 51T, 7277 47 %
A v FDa Y —R— MR L £ T,
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B <xo—rzenrseons

ATy T2
ATvT3
ATvT4

ATy TH

ATvT6

*PCZA—VFy MEBAR— MR LET, A vF AF v 7 ONRATU— FEEETS
BaldE., AZ v 7 AUNROA =Yy MEHR— MIERLET,

TIal—Yary V7 My =T ORKEEEZ 9600 A —IZRELET,

AB U RT Y AL v FEINIAA vF AE v 7 RIROERZ LI L E T,

AA Y FEET VT 4 T AL v FIZER T — FEBEER LET, A7 A LED A& L7
5, 7T<IZ [Mode] A& &2 —=3HLTHLET, AA »FiE ROMMON E— FZBALE L
e 8

Jo— RHRIZROa Y — LA v e—URNRRENET,

Initializing Hardware...

System Bootstrap, Version 16.6.1r [FCl], RELEASE SOFTWARE (P)
Compiled Sat 07/15/2017 8:31:57.39 by rel

Current image running:
Primary Rommon Image

Last reset cause: SoftwareReload <---- Start pressing and releasing the mode
button
C9300-24U platform with 8388608 Kbytes of main memory

attempting to boot from [flash:packages.conf]

Located file packages.conf

#

FHAHFHFF AR R R

Unable to load cat9k-rpboot.16.06.02b.SPA.pkg
Failed to boot file flash:user/packages.conf

ERROR: failed to boot from flash:packages.conf (Aborted) <--- will abort
switch:
switch: <---- ROMMON

[RAT— REENRA F—T IR > TWBHEOTFIE] BV v a AiGE#HInN WA FIEE
EITLET,

NRAT— ROEER, Ay FELET VT4 T AL v FEYr—RFLET,

AL v FOLE

Switch> reload
Proceed with reload? [confirm] y

TITF 4T AL v FOEE

Switch> reload slot <stack-active-member-number>
Proceed with reload? [confirm] y

AH  TNOFEY DAL v T ICEREHRALET,
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KAT— FEELA +— Iz oT3Ba0TE |

NRT— REELA R—TILIZIE>TWRIEEDFIRE

&M

ATy T2

ATvT3

ATvT4

ATy Th

ATvT6

ATy T17

ATvT8

ATvT9

Procedure

WDa<wy REFRALT, A¥— Fy X ar 74 ¥al—TarralBELET,

Device: SWITCH IGNORE_STARTUP CFG=1

packages.conf 7 7 A WV TCAA v F %7 T v ahb 7 —hLET,

Device: boot flash:packages.conf

No &IHE L THIIRREX A 7T v 7k T LET,

Would you like to enter the initial configuration dialog? [yes/no]: No

AA T a7 NT, ¥ EXEC E— R&Bth L £,

Device> enable
Device#

AF— KTy arZs Fal—rarz&rary74Falb—rariiar—LFET,
Device# copy startup-config running-config Destination filename [running-config]?

MEREROD T 7 MZ, Retum ZH LUK LET, 2T, ary74¥al—v gy
TrANAN)e—REN, W"ATV—REEAETEET,

Jua—ar7 4 Xal—varET— 2B LT, 41 R—TIRNRAT—RELEFLET,

Device# configure terminal
Device (config) # enable secret password

Rt EXEC £ — RIZER Y £,

Device (config) # exit
Device#

EfTary 74X 2 —a v BARAY— Ty T a7 4 FXal—ay 77 AVICEXAL
\i—g«O

Device# copy running-config startup-config

FHT— F T FRA R—T RTINS L AR LET,
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Device# show boot

BOOT variable = flash:packages.conf;
Manual Boot = yes
Enable Break = yes

ATYTNN TALZADY r—F,

Device# reload

A7 71 SWITCH IGNORE STARTUP CFG /X7 A —HX % 0 |[ZF%E L E T,

Device (config) # no system ignore startupconfig switch all
Device (config) # end
Device# write memory

ATYT12 7T v 2 packagesconf 7 7 A N EFEH LT, T34 A&EEL F7,

Device: boot flash:packages.conf

ATYTB TAAAPREBLIEL, T/ ATFH 7 — BRI LET,

Device (config) # no boot manual

NAT—KREENT 4 E—TILIZEHE->TWRIEEDFIE
NRRAT— REE A H =R AR T 4 B—TLDEE. RO A vE—UNERINET,

The password-recovery mechanism has been triggered, but
is currently disabled. Access to the boot loader prompt
through the password-recovery mechanism is disallowed at
this point. However, if you agree to let the system be
reset back to the default system configuration, access
to the boot loader prompt can still be allowed.

Would you like to reset the system back to the default configuration (y/n)?

A\

Caution /X4 2%F 7 4 /L bR EICRT L, BEORENTNTEDNLET, VAT LAEHAICHN
AT, Ny I T w7 T4 AL VLAN (RAELAN) 207 4 Falb— gy 77 AN
HEMNE I D EMHR LT EEN,

en (no) ZAJITHE, Mode RZ L HX o 2B/ LRI, BHFOT—F Fatk
AR INFET, T—han—FFa T MUIT 7B ATEERAL, LEZR-T, #HL
WRAD—REANTEERA, RKOAvE—UBRFRRENET,
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ATy

ATy T2

ATvT3

RTv74

ATy TH

ATvT6

KRD— FEERT 4 £ —INiczoT28a0FE [

Press Enter to continue........

ey (yes) ZAJ1T25E, 77y va AEVNOa Ly 74 Fal—Tay 774 L0EBLN
VLAN 7 =4 X—Z 77 A LRHIRENET, T 74/ PRENE—REND L &I,
NAT— K&V &y FTXET,

Procedure

NAT — FEHEFIEOMe 28I 5 & BIFOREN KDL E T,
Would you like to reset the system back to the default configuration (y/n)? Y

7T vva AEYVONKEFERLET,

Device: dir flash:

FNRAADT 7 AN AT ABRRENET,

Directory of flash:/

i

15494 drwx 4096 Jan 1 2000 00:20:20 +00:00 kirch

15508 -rw- 258065648 Sep 4 2013 14:19:03 +00:00

cat9k caa-universalk9.SSA.03.12.02.EZ2P.150-12.02.EZP.150-12.02.EZP.bin
162196684

VAT AEREBLET,

Device: boot

Yty N v Tl aEEESTALYICkOONET, NAY— FEETFIEEZ T DI
X, a7 MINEADLET,

Continue with the configuration dialog? [yes/no]: N

TNRA AT a7 N T, FiHE EXEC E— RZEBtA L £7,

Device> enable

Ja—r ) ar7 4 ¥al—vay ET— RERBELET,

Device# configure terminal

NAT— REEFELET,
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Device (config) # enable secret password
=2 by h RAT— NI~ 25 LFORPFTT, BFTHODL LN TEET, KLF
ENSCFNRERSFL, A=A EFEHTEETH, ITAN—RFEH I ET,

2Tw T e EXEC E— FIZEY £9°,

Device (config) # exit
Device#

ATFYT8 Effar 7 4 FXal—Ya B RE— Ty a7 4 ¥al—ay 77 A VIEXAR
N

Device# copy running-config startup-config

HLWARAT— R KN A — Ty a7 4 Xal—ya AlBAETznE L,

ATYT9 2T, THRAAREHRETDHDVLERHY T, VAT LEHEFIZL-T, Xy I T v 7T
AAELEVLAN 27 4 Falb—vay 77 A NANPERAARICREINTWAEEIR. b
A LET,

BEFAISI—2a OF—HOMBLE

IEEE 802.3ab HEj* F v = —3 2> 71 h 2L E (10 Mbps, 100 Mbps, 33 L Y SFP €

T a—LR— LA D 1000Mbps) BLOT 27 Ly s A (ETEHELIFECE) BT LT
NAADOREZEIHLLET, 2071 Fa/VTRELZHETNTHEL 2NV LR, 20855
FNRT =~ AR T LET, R —BUIROFMETHRAELET,

c FRYCRELIEEEEIITT 27 Ly 7 ZAD/RT A—=203 HfiA— F ECFBTRIES
NIHEETZZT 27 Ly 7 ADONRT A—F LR IS5 TWBEE,

e R— hEAHBIR TS o —3 g VICRE LR, #EeR— MIgE#Ir I o — g &2 ff
ALRWE_EICTREESNTWAHA,
FORAADNRT F—< AT RBICIZH L TY 7 ZERT HI2E. ROWTHOOER
HIEIZWEST, 727 b ABIOEEOREZZET L TLZE,

EHELT 2T Ly I ADOMFITONT, WiFOR—F THEIR I o —2 g VEFE(TEHE
iﬁ—o

cHHOMM TR FORELT 2T Ly 7 ADNT A —=Z ZFETHREL LT,

\}

Note prii/eilb@ENHEIR AL T —2 a L ZEITLAVERIL. 200KR— DT 27 by 7 ARE
HEwEd, HEART A—ZT, BREOR— FRHEIR I o — g VEEIT LRV
ATH HEFRE N ARE T,
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SFP €

5

SFPEDA—LOEFa YT« ERBAETEFS TN a—TavY .

Da—IlDEFa T4 EBANETESI T TN a—Ta

A 2@ Small Form-Factor Pluggable (SFP) ¥ = —/Lif, TV a—LD Y 7 AEE, R
H—p X F—ID, —EOEX2) 74 a—F, BLOKEILEMAE (CRC) MEMIi
72>V 7V EEPROM (BAMICHEEETT 1/ 7 I 7 A[RE72 ROM) iz T\ %9, 7
INA RZSFP BV a— L& EETHL . F/NAL XY 7 N7 7L, EEPROM %3540 - T
UTINEE, XoF—4, BLXOXRVZ—ID%E#RL, E%=2VU 72— K& CRC ZHiHH
L9, YUTAES, X F—4, XUF—ID, EX=2 U7 1 a— K, £7215 CRC M EL)

BREAE. V7 =T, X2 VT 2T A=V EERL, A F—T A A
errdisable 27— M L E T,

)

Note

tX=2UT 4 =7 — A vE—L, GBIC SECURITY 2 &M L EJ, AA v FIiE, SFP
V2= VEYR-FLTOETA, GBIC (XU Y b AU F—T xR AL —4) &

Va—FItAR— L TWEHA, =TT — Ay E—YTFANMNI GBICA V" F—T A A3
FOEDV2—=VE2ZRLETH, EX2 VT4 Avt—I0F FEREIESFP EY 2 — LB I

:E:/vl_}l//l) ‘/&»—7:}:41%7}3%1—/1‘3_0

D SFP B 2 — V2 H L TWAEES. T ANSSFPEY 2— /L2044 L, &
ADEFEY 2 — /IR LE T, Y AITDSFPEV 2 —/LE&LEE LS, erdisablerecovery
causegbic-invalid 7 e — )L 27 4 Xalb—v gy avry REfHLTR—FDORAT—%
Az ffggd L. error-disabled IRE2~ & [H1E 9~ 2 Wi 2 A L £, Z ORI @S 5
&L TN AT error-disabled IREEND A o F—T = A A& EE S, BAEEFRITLET,
errdisablerecovery =~ o ROFEMIZOWTIL, 2DV U =R IZHIGTHa~v R 77 by
AHEBRLTIIEEN,

EVa— ARV AAMSFPE Y 2 — /L E LTHBI SN 0b b T, VAT AR X —
T — 2 EWRE TS TEDOERDIEFENE D D EHERTE /N E, SFPEY 2 —/)L =5 —
Aot —UNERSINET, ZOHAE. SFPEY 2 — A FRY AL THMEE LT E S0,
FNTHREENEET LA, SFPEY 2 — AR AR THLAREERH Y 3,

SFPESA—ILRAT—R2ADE=RY Y

show interfacestransceiver %4 EXEC 22~ > R&fEH 35 &, SFP £ 2 — /L O £ 7-13H)
ERAT —Z AEMRTEET, Zoavy NI, BESPKEDA ¥ —7 =1 A LD SFP €
Va— VOB EOBNERT —H AL TI—LAT—HRAEFRRLET, £/, Z0a~w
Y REFHLTSFPEY 2 — LOREBI T 27 Ly 7 AREBMERTE LT, FFMco»
Tk, 2OV Y —=RIZkETDHa~wr R 77 L A2 H 5D showinterfacestransceiver =< o/
REZRLTLEE0,
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. ping DE1T

ping D E1T
BIDOIP Y7 Hy hT—TNOKRA M ping #EITTHHEIE. XY NI =T ~DRAET v

JNV—RNEERTDIN, FRITINOLOY TRy NETL—T 473N DH LI IZIPLV—T o
VI ERETDHLENDY £,

PL—T 471X, T74/VETIETR_RTCOT A ATT 4 B—=T M0 9,

Y

G pinga~y FCH. fio7m hals—T— R L EHTETTR, 20U U —2 T F—

SINTWVEEA,
Zoawy R, TAAANL Ry NU—7 EOMOT A AT ping & FEITT D BT
LET,
avw vk B

ping ip host | address IPEITARA MRE Y hU—27 7T RLRAZEELTY) T— k&

A MZ ping ZFATLET,
Device# ping 172.20.52.3

BREDE=RYYY

TR ANTRESRM =2 — L, BEBEREFEH L CT7 7 26 L 9,

RO, IREE. LEWHEZFRT 521X, show env temperature status 454 EXEC =~ > R
EHEALET, BEOEIX, T34 ANORETHY , HMEOEETIEIHY THA, system
env temperaturethreshold yellow value 72— )L 227 4 X al—v g a~vy RaEfifAL
TATZr—DLEWEL~L (BR) ZHEREL, A Zr—0OLEWMEBIOL Y FOLZ
VVMEOZEEZZRECTEET, 7V —rFRELy ROLEWEITRETE FHA, FHIZOWNT
X, 2OV YV —20a<vwr R Y77 Lo 22BRBLTLEFEN,

MIBINNRADE=Z) Y

WOWTNMNORHMEEXEC 2~ > RZHHA LT, X7y b@ilad 5., BHETT A A bsd
BT NA A~OYH A ZE=F TEET,

Table 14: IB/IRZADE=2 1) Y

avUR =E]:g]

tracetroute mac [ interface interface-id] FREDEETLMACT KLU AMND, FREDIEI

{source-mac-address} [ interface interface-id] MACT RLAETE A RAEET S LA
{destination-mac-address} [ vlan vian-id] [detail] Y2 RNAEERLET
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IP traceroute (D217 .

av YR S]]

tracetroute mac ip {source-ip-address| BEDKEILIP 7 RLVAELITFA MM

source-hostname} {destination-ip-address | 5. EEDFEIPT FLAEFIIHRA %

destination-hostname} [detail] WSy ROLA Y 2 <A ERLE
R

IP traceroute M E1T

N

(GE)  traceroute 74 EXEC =2~ RTIX, o7 v ha L x—U— RLEHRETTN, 20V
Y—ATIEEPR—FENTHER A,

avw vk B

tracerouteip host Zy hT—27 T

Device# traceroute ip 192.51.100.1 oy R S N
2B L E T,

TDR DEFTHE L UVHRDOERTR
TDRIX, A X —T = A A ETEITTDHGEG. 77T 4 TAAL v F ETHAF v 7 AN ET
HEITTEET,
TDR %3479 5121, test cable-diagnosticstdr interfaceinterface-id 4## EXEC =2~ > R & A )
L/iﬁ‘O

TDR D % £ ~x4 5 121%, show cable-diagnosticstdr interface interface-id 4#5#% EXEC ==~ >
REFATLET,

TNV ITELVIST—AyvtE—HADUSEALY B

TN RTIE, Fv hU—7 % —MNdebuga~> RNLOH N EV AT AT — A vE—
VEwayY—MIEELET, ZOT 74NV NOREXEHT GG, 2 Y — LA —E
ToEA — Py MEEAR— MO T 2 02, AR ERERIC Lo T Ny S BT =
X —T&FET,

fBECE D50 e LT, a2y — ik, WEANy 77 B WBsysloghr— % FITL
TS UNIX AR A F23HD £77, Syslog 74—~ v ME, 43BSDUNIX BELRZEDONY =—
ar L HEBERH Y T,
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6=

TRy TOWNIEN T AT LDOF— "=~y RICEBEE G252 NN EITERLTLE
SV, AvbE—UEkary—)UIFEET 5 L. FEFITENA— =y FRBELET, B
MRICA vE—VERET DL, BETLHL—N—~y NIHFELL 72D 7, Syslog —/ T
Av—vaXrETH L, A=y NIZELINEL 72D, NEANy 7 7 Thiudh
INRTTHET,

VATFA A yE—0ouX NIl TAEMICONTIR, VAT A A= aX s o
WIE] BB LTLEE N,

show platform forward 2 < > K D&

show platformforward £ EXEC 2~ > RO NN GIE, A v 4 —T = A AZERETDH 7
FRT AT L% UCEE SN HEOBEERICEAT IAEERERERAN O G L E
T, X7y ML TADENTZRT A= ST, BT — 7 VEER, fmgssi e oFHIC
fFHENDAR—F vy 7, By b~y 7 BROHMIOFEHRPERINET,

ZOavy FCHASNDHEROIZE A LIE, FIT, T35 ZAOFEE R T ERER (ASIC)

BT D EEME R AT 27 7 = R — MRS EF RSSO TE, L, X7y b
BREERII N T I a—T 4 I BB E T,

show debug <> FOFERAE

show debug =~ > NIIHFHE EXEC E— RCANLET, ZDa~vr Nk, AA v F CTHEMHW
BRTRTOT ANy AT varawRrLET,

TRTCOFMGET Ny AT a v EFRT HI2iE. =+ > K show debug condition % 517
LET, 2~v2 Rid. &M 1D<1-1000> 7ol al &2 RINT 52 & T BRRTEET,

TNy TN T 521X, nodebugall =~ REMHALET,

A

IE

OBFL DX

TNy THNIECPU TR B A THE T FTA GV T A ME DL TENTWDETZD, T3y T
BATHD EVATAMMERTE RS D2 ENHYV T, Lizh-> T, débuga~r REMHT
LHO1X, FFEORED NI TNy a—TFT 4 TR, AT 7 =R — MY E
LB N T TN a—T 4 T ETOHEICREL T IZEV, EHIT, debug=~ 2 R,
Xy NU—=T 7T 4w 03l a—Feblenb XIHERATLIZEEMELES, 7
Ny X7 %208 ) RERHICITH & debug 2~ > RAELD 4 — R—~~ v RO LY
AT LMD K SATREMEMELS 22 0 7,
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« OBFL % A 31— 7 /LIZ3 5 1Zi1%. hw-switch switch [switch-number] logging onboar d [message
level level] 7 o — 3L a7 4 Xab—varyavry ReEHLET, A4 v F Tk
switch-number (ZF5E CTE 2#iHIZ1~9TT, A v FRERLTT T v a AEVITHR
T H =R TEED A =Y OEKEZETET D121, messagelevel level /X7
A—B A LET,

*OBFLT7 —#Zu—ANTRy NI =7 EIIFEDT 7 ANV AT AMIatt—F 5
copy logging onboard switch switch-number url url-destination 45+ EXEC =2~ > K %ﬁiﬂ% L/
\i‘a—O

* OBFL % A 3 —7 /L2 A1Z1%. nohw-switch switch [switch-number]logging onboar d [message
level] 7 u— 3L a7 4 Falb—vay avwr REERALET,

« 7T v a AT ) NOBBIFE & CLI 2~ RFHRUSNOT X CTOOBFLT—4 %7 V7
9 51Zi%, clear logging onboard switch switch-number #### EXEC =~ > R&fEH L £,

77w ¥a A ) NOBRERFLSOFTXTO OBFL 7 —4% %7 U 74 5I121%, clear
logging onboard RP active {application} #### EXEC =~ > RZEH L £,

YIMDITEREDRSI TN a—T 4 2T DHERR

OBFL [F#R D FR R

% 15: 0BFLESRERTT H1=hDaAT UK

av vk BHY
show onboard switch switch-number clilog AR RTRY AL v TFERITHRES
Device# show onboard switch 1 clilog NIeARE 7 A NTANEINTE

OBFLCLI i< REHRRLET,

show onboard switch switch-number environment 2R RTRY AL vFEFITIEE X
Device# show onboard switch 1 environment NIEASZ T A NBROER ST

W5 T _TD FRU T34 A0 UDI 1§
. PID, VID, BXOV Y T NLE %

FRLET,
show onboard switch switch-number message 2B RTRY AL vFELITEES
Device# show onboard switch 1 message NI=AH 7 ANl > TERKR S
IoN—RU=zTEHEORA vy E—T%FR
~LET,
show onboard switch switch-number counter AR RTRY AL vFFRITREEL
Device# show onboard switch 1 counter TEAB T AR A IERE TR
% Li‘a‘o
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avy kR

=)

show onboard switch switch-number temperature

Device# show onboard switch 1 temperature

2E v RTay 2L v FEIIEES
NTEAA v F AZ T AUNDIREE
FRLET,

show onboar d switch switch-number uptime

Device# show onboard switch 1 uptime

AR RTrYy AL v FFITEE S
NIZAH o 7 A NN L 7R,
AR RT Ry AL v FEITRES
NIZARE w7 AU NPNEEE S -3
B, BEORZ U RT7er A vFF
TIXRESNIZ AL v 7 A SNk
(ZFEE) S U TLUR OB BN 2 R
L9,

show onboar d switch switch-number voltage

Device# show onboard switch 1 voltage

AE L RTa Yy AL v FFEITIRES
NTZAR T AUNDU AT NEBER
FRLET,

show onboard switch switch-number status

Device# show onboard switch 1 status

AH L RT s AL v FFERITRES
NIZAHE 7 AU ROREEZFRRLE
KR

Bl - Uy CPU ERARICEHI SR8 L IRE DR

CPUEHBENEWNZ ERFE L 725 TV D008 9 BT 5 12i%, show processes cpu sorted
FMEEXEC 2~ RE AN LET, HABIO 11TRICH LD TPV ESITIER LT 7ES

Wy,

Device# show processes cpu sorted

CPU utilization for five seconds: 8%/0%; one minute: 7%; five minutes: 8%
PID Runtime (ms) Invoked uSecs 5Sec 1Min 5Min TTY Process
309 42289103 752750 56180 1.75% 1.20% 1.22% 0 RIP Timers
140 8820183 4942081 1784 0.63% 0.37% 0.30% 0 HRPC gos request
100 3427318 16150534 212 0.47% 0.14% 0.11% 0 HRPC pm-counters
0.
0

192 3093252 14081112 219 0.31% 14% 0.11% 0 Spanning Tree
143 8 37 216 0.15% 0.01% 0.00% Exec

;éﬁtput truncated>
ZofNE, EFR CPUMMERZRLTWET, ZOHNCLD &, HED 5 O =R
8%/0% & 72> TWETA, ZOEWKIIRDLELBY TH,

* Cisco [0S DALFRFR & B 0 AL DAFIZ D37 o T2 2 & 72 CPU O& i =R
BIRD 8%

o BV AT DALFRIZ 3Dy o TR RIT 2R D 0%
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- mu cpu A=Y srEe FRoRR

= 16:CPUEREIZET IMED S I a—Ta2T

MBS 1T R&A EIEE

FIVAB D=1 ME |[CPUR Ry N = DX | Ry NT—7 Xy hD Y — A&
WEFTO CPUMHIRDE | ET 237 v MR LT E | T2, 7 —Z Oz ERrT 520,
LIFIFRBECE D % ALy FORELLEELET,

[ Analyzing Network Traffic (%> b
U—2 bT 74y 7 O | DIE
ZZMR LT TZEN,

TV IAFOPTERF XA | CPU KM A28 IV E T 5 | 72 A X M ERE L CTHRARR 22
INRTH 57212 b 73D | Cisco IOS LBEM 1 LI A7 | [ & fi#iH 35,  [Debugging Active

579 CPUDAEFHER RN |[TET 5, Ziudds, WP |Processes (7277 4 77 atADT
50% %z D BT T4 TT AR | Ny 7)) | Ok arESRLTL
MZXoThrBhENnET, |[7230,
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B oroz7gxorsinva—5ov005 04

YIMITTEHEED NS TN Aa—TFT 429D F)HF

Power over Ethernet (PoE) ICEE9 A ST a—TFT 420D FY)
j_

Table 17: Power over Ethernet |IZB8 9 3 S T a—F 4 20D+ U F

FEAR F = (X FERE ZEALONDREEBRE

PoE 23 72\ AR — ME 1 DIZ[ED F
A,

1 DDAA v F R— MR [E
NFEES D, ZDOR— hTIXPoE
4E1E & PoE FEXRPIGC D ILE DN
HEWELZ2WS, DR — KT
IFEMEL £,
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Power over Ethernet (PoE) IR 3 bS5 T a—Fa oD+ )T .

fER F - IS RERE

FALONDREEBRE

ZDZETNA ADMMLO PoE AA—  TEWES 5 AT

o

)

show run % 7213 show interface status == —%" EXEC ==~ >
REZEHLT, A"—=F3T vy RF T LT, &
7-1% error-disabled (272 > TWR W EHER L E T,

Note FEAEDRAL T IER— "B Yy DT
LTWaEXIAR— hoENMUGEA7IZLE
9, ZiUE, IEEEfLER TN A7 T a iz
BESINTWHHEBRERETT,

BT HA B —T = A AETIEA— M power inline
never N E STV WT L ZfER L ET,

ZETNAAPHAAL v T R—=FETOAL—Y Ry kN Fr—
TNAOENENIERE ThD Z Lt LET, BRI
BERI D IEH 72 POE JEXH S DA —H v NEEE LA —V %
Nr—TNEEER LT, BTN, AR U B Ll
DIFRARNERNT T4 7 BT H L el LET,

Note VAaGEEEIZ, ANL—K F—T7NLTO
LESEELET, 7 u x4 — N r—T LTl
BELEREA,

AA v FDTaLy NINRFNVINSZET N AETOr—7
NEOREN100 A— MU T THDLZ LEMRLET,

AL v F B— b A—FFy b r—T A& LET,
A —Hxy Nr—T7VEEHLT, BEROIER 7814 —
T xry hEEE AL v TFOTa Y R NFAD Ry T
SNRPFVTIERY) ZOR— MIEEERE LET, i
FoTA—Y Ry N VI BHELINBORANE T
T4 AR TELZLEMERLET, HDHNIE, A—
N ®D VLANSVI Cping # EITL T3, RIZ, ZET
A A% ZDOR— ML, BIRNA D 2 & A
RBLET,

Ky F a— KEAL v F K MOBERELCOEET
AZDEFRNA ARSIV Bt T D% ET A AD
Bt E AL v FOENNTY =y b (M ATREZR PoE) &
Z i L C< 72 &0y, show power inline =~ > R&fH L
T, FIHATREZR B &2 MR L E T,
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. Power over Ethernet (PoE) IR 3 bS5 T a—Fa oD+ UF

fER F - IS RERE FALONDREEBRE

TRCOR—FELIZIODR—
~ 7 )L—7"T PoE 2M¥HE L 72
W,

FTRTOAAL v F KR— K CRIE
DRAET D, BB STV
RNA =Y Ry MEEN E DR —
NCHA—HY x>y U7 5k
NETETS, PoEEEEDERN A
W70 EHE A,
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Power over Ethernet (PoE) IR 3 bS5 T a—Fa oD+ )T .

fER F - IS RERE FALONDREEBRE

BT 57 7 — A0S AT D Wil 3
T4, FREHERTLIHEEIE. B Thi iaﬁ{ﬁ%/;
NEHLET B => FTY) . £9H Th

WIGEBIXAAL v T 2L T EE W,

ST AEEOR— M TRERH DO, T XTOR—
N CRIEEN AT 50 TIER WS, BIEOME T2
WEEZ B, AA v FDPoE L F o L—Z |CHE L7 R
WORREMENH D £,

PoE DR AT — X ADEFRIZOWN TR EICHE SN T
WABT T —LEITT AT A A v =020, show
log 4 EXEC =2~ > R&2MH L Cil<E 9,

T T — ANV GE X, showinterfacestatus =~ > R & fif
MLT, R=FBT vy FETL TR, 20T

error-disabled {272 > CTWARWOEIER LET, &— b2

error-disabled D34, shut 3L P noshut 1 & —7 = A
A aryZ4FXal—yay avy REERLT, B—b
EHEANILET,

show env power 33 L UY show power inline #5#£ EXEC =2~ >
REMFHEMA LT, PPEOAT =X ABINE VY b (ff
M FIREZR PoE) Z il ~E 7,

FITa T 4 F¥F a2 b—a EFMT, power inline never
MDZDR—MIEEINLTWRNZ EZ2HERLET,

ZELTW WA — Ry MNMEEZ AL vF R— MNMIER:
e LET, #ERIZITEW Sy T a— RETEEHALE
T, WEF OB — 7 M L7 T 72 &0, shut 3
Jnoshut A v —7x2Af A a7 4 Fal—gra
~UREANL, 41—y N I BHELSNTND Z
LEMRLET, ELSERHLTWDEA, By T
a—REFEHLTRET A AZZOR— NI L, &
BNA N7 2R LET, 4*%@“"3{%7532“/
ool b, TRTOHEIN Y F /U NIE L EEft ST
WHMPHER L TS TIEEN,

I RZRS T RXTOA =Ry NTr—TNEAL vTF R—
FbikE £, By F a—FRE#HALT, 1250
PoE R— NMIZTZET NA A& LET, A1 vTF
A= MO DOZEICHE LT, ZET AL ANELL DE
EVELE LN EEERLTLIEEN,

show power inline ¥4 EXEC ==~ > R&fH LT, RN— }\
By vy NE T SRTORWESIC, ZET A A
TR EINAZ LR LET, HHWVIT, '_L'EET/\/])
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. Power over Ethernet (PoE) IR 3 bS5 T a—Fa oD+ UF

fER F - IS RERE

FALONDREEBRE

AEBER L TERERNA AR D I EEHER LTSN,

| BDOZET NA RIZTNAA v FICHHE L TV DHERICE
TSNS 5A. &Y OR— kT shut B X O no shut
AV H—TxAA AT 4Falb—Taryavy FxA
LT, A=Yy Nr—T V% AA v F DPoEHR—
MZ 1T ART OB LT 2 &V, showinterfacestatus 35
& O show power inline & # EXEC =~ > RZEHA LT, 1
VIA R —DFFHERE R — NDAT — X A E=H
LET,

T_NTOR—FT, £7ZPoENHERE L7AaWEAIE, EIFLE
BOPOEEV v ar Tt a— X% 2 LN TXAEEMN
bV ET, ZOGE. TIT—LDBERIND OB —EKAYT
T, MEIZVAT LA vE—UTT I —ARHEEN T
RO, B %) —ETF oy 7 LTSN,

A A ATREES AR E L, DT
FEFVEy hERLET,
EFICEIEL7-% T, YA aEs
HEMWrgirlc) m— R L7720,
PoE o8&z LE9,

AL FINDZET NA AL TOT R TOEXRM % MR
LTCLZ&EW, [BHEEOEROWERHE, B O Pz
BT NA AOBEENARLZEILRDIRERE R ZET A
A DWiit ) 72 BIlre ) 1 — R ERRAELET,

A o F K MBRET /S AETO I —F VRS 100
A—PABTFCoHSZ LEMRLT LS,

AL v FHREE SN TWDIGITCERERRIZED L 5 7%
bR H 50, YIKIHEZ, ZET /A AN E Do
WTHEELTLEE N,

Y ERIRFIC =T — A v —UNERINZPERELE
3, showlog ### EXEC 2~ > R&MHL T, =7 —X v
-V ERMERELET,

U 1 — ROFAERIIZ IP Phone 7> & Call Manager ~0 7 7
TANKDN TR L T ZE W (PoE DFEEH T
X372 Xy NT—Z ICHERBEEL TV DHEARH Y £
SR

KRBT N A& POE G DL L, HEAIE LS
B}ET D 2 L 2B LET, PoE EMICOREEIZY > 7 &
FELERNT T —RBHLGE, A v F A—hEZE
TS A e DARIIE DR — 7 VA R 0O 7]
REMERH Y ET,
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fER F - IS RERE

FALONDREEBRE

IEEE 802.3af #E#L ¥ 7= i3 IEEE
802.3at ¥ERLDOZFEIEE X, Cisco
PoE A A »F CTIIHERE L £H A,

VA PoE AA » TR T D
VA APINDZET NA ATEIR
DG S, BIFERAL T
ITERDAGIIE T, PoEFEXSIS
EREITERICEEL X7,

show power inline =~ > R&MH LT, Z&ET /A ZADH:
GERITRIC, AL v FOBEHNY =y b ([ ATEE/R PoE)
DB L T W iR L E 9, ZET A A8k T 5
AN, ZOX A TOIEEIZ B INMERETH L Z
EERERLET,

showinterfacestatus 2~ > K& L T, BT 5
LT NAANPAL v FITRHEND Z L 2R LET,

showlog =~ > & LT, &— hOlbEGCIKEEZ W
LTIV AT A =N 00 MR L4, FERE EhE
WZRFE LT EE W, RAUNCEIINZET A AT S
. D%, B S DIREETT A, T OHAIE. MBI
OOV — &R (RAER) BEERT, A— hOERE
FR L VMED B L7 mliEEn H 0 £7,

YIRS TN aAa—TFT42TD

{5l : IP 7R X @ ping
iz,

Device# ping 172.20.52.3

Type escape sequence to abort.
Sending 5,
Success rate is 100 percent
Device#

Table 18: ping D 1 71 %KX F

100-byte ICMP Echoes to 172.20.52.3,

(5/5), round-trip min/avg/max =

&% 7€ 151

IP AR A MZ ping ZFEATT 5012 RLET,

timeout is 2 seconds:

1/2/4 ms

3z | Description

=

DO LIS X 1 RIOREEZE LI s 2R LET,
BV R1IEICHOEINEFELOMICR Yy NI —7 $—RDF A LT T M1 EFEELZ
ZEERLET,

U |55k ERETT —PDU 225 L= L 2R LET,

C |WFEICEBR L=y haZE L2 RLET,

I |a—WickvTr A bdlranz2 2R LET,
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. 5 : IP KRR ~IZx$d % traceroute (DEFT

3z | Description

=

? NNy N AT RARPTT,

& |y MO A BE Lo 2 L AR LET,

pingt vy v arEKTTHIIE, ZATF—F = A (T 74 FTIECHX) ZATIL
TLEEY, Crl F—, ShiftF—, BIO6F—ZFIFICHL ThoHBL, TOHXF—%24
L9,

B - IP7/RR MIZxi9 5 traceroute D E1T

Iz, IP 7R A MC traceroute 2 E179 552~ LE T,

Device# traceroute ip 192.0.2.10

Type escape sequence to abort.
Tracing the route to 192.0.2.10

1 192.0.2.1 0 msec 0 msec 4 msec

2 192.0.2.203 12 msec 8 msec 0 msec
3 192.0.2.100 4 msec 0 msec 0 msec
4 192.0.2.10 0 msec 4 msec 0 msec

FTAATVUAIZIL, BREEND3I>OTa—T LI, Ay T h 7, L—HDIPT KL
A BIRXT R RN 2 A0 (R UMHEA) BNERRENNET,

Table 19; traceroute D H H KRR XF

3z | Description

T RNEA LT MR E LR,

? |y N B AT RERTT,

A |EHE BIERRETT, @E. ORI TIZ2RR VAR NI T 4w o BT
LTWAZ EEELTWHET,

H |7R2 MR EARRE T,

N %y bo—s BEERIETT,

P | 7o ha VN BIERGETY,

5fa 7L

U | R— FREEARE T,
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YIRS TPREDFSINL1—T ¢ o Tt pemiEg ]

FETH OB EKR T AIC0E,. =2 RAr—7 32— R (T 740 FTHEHCH+HAX) ZASHLT
<TZ&EW, Ctl F—. ShiftF—, BLO6X—Z R L THLHIL, TOHXF—Z2ML
F7,

YIRYTTF7HREDRS TN a—FT 4 U FIZEHT 5B
I0E

BEEEHR

BEEIEE T=aTFILEA NI
COBETHAT S a3~ ROERpE TR X O kot | Command Reference (Catalyst
A 9300 Series Switches)

E ] — N\ ~ — IRY N
VIR T7EED STV a—T 4 00 D EEERE
WOKIZ, ZOFY 2— /LT T 28D Y J—2B LOBEEFHREZ R LET,
TN OREEIL, FRICHIRES N TWRWRY  BASINTY U—RLBEOTRXTOY U —RAT

fECcEET,
Uy—2 He HERENE SR
Cisco 10S XE Everest VI NI 2THRED | VT NI 2T REDNTFT TN a—F 4
16.5.1a NG TNy a—TF 4 | Tl AL v FBBEET 5 CiscolOS V7
N b= 7B ET A MEE FE L. fifikd
2B HOWTEA L E1,

CiscoFeature Navigator 35 &, 77 v 74 —ABI RNV 7 b0 =T A A=V DV R—
MEMH % 1% TX 9, Cisco Feature Navigator IZ{%, http://www.cisco.com/go/cfn [JZFE] 226 T
7EALET,
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