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AR TMKAT® v a URHESL SN DT, MKA/MACsec 1R — b F ¢ RIVICEFE L 8
oo
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| MACsec mrES1E
macsec 557+ o242+ [l

\)

GE) R—PFFrxLO—EL LTRSS EtherChannel V o 7 1%, SlEIFE-IZEBEOWNTNT
T, D2FED . U7X MACsec B 27 £7213FE MACsec B 2 7 OWT Iz 0 £97,
R—FF¥XNLD—FFDOR—F AL NPMACsec lZRESNTWVWARWEASTH, R— kAN

IO MKA > a UBNHESLESNET,

R—= R F XXV DOEXa VT 4 28T D0, TXTD ALK — F TMKA/MACsee %

AT HZLaB/IOLET,

MACsec lE 57TV RAR A b+

W7 T2 A b afATLL, YTV hedA—k T 4 =23, ERETROD
MACsec 55 A A — MERRAFHAEIZT TV ATEES, AU Do heF—k T4 r—&
DS, VAR—FENDEKROLEWEMACsechiEFE AL — FEFE L, MKAE YT g DX —

HREFALCbOEEMLET,

\ )

GE)  MKARY V—THREIN TS MACsec 55 A A — MERETZ TR, A—k T 4 r—420b
YFUA L NCTF U ASNET,

EAPOL 7D A X MIIX2 oD% A4 7TRHV 97,

X aT TS UL AAL K (EAPOLPDU) : X277 F 7 A A 2 MME, MACsec
B A — MERELZIEE X 2 T R HFIETIRIET D EAPOL 7 F UV A A R TT, Zihb
DT F T ARX NI, BREORICMKA Ty ¥ g VNERT LR —DIEEZIRET D720

WS ET,

e kX aTTF AR (MKPDU) X277 F AR M, UENIFEES =2
TTF T AR FTHE I T MACsee 552 A — MEREZ THMEE L £,

Ty va N REEEENLA &, EAPOL 7’7”7/2% VRENLTCZESNEZETHENE X 2
TTFTOUAAY NTHRGESNE T, HEICA—E1H 556, MKA & v g idgllr s

nE7,

\}

CE) SV B A —vr T4 r—FBDOMKA T YT a3 1%, MFICHE S MACsec 5
AA — MERENRLEOK S A A — MR LRWEATHLHI S EHE A,

o
MACsec FE S 1L DERTE A&
P 73 3 Tk, MACsec B 5 LA BT 288 F X2 A7 T R TR LE
R
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B VKA &5 U MACse D3z

MKA & & U MACsec O

)

ax ;&

MACsec DRES1E |

7 7 4V h TlE, MACsec I[ZE4hTF, MKA R U > — I EINTWERA,

MKA K1) —DERTE

MKA 7w b 2L iR Y = Z2ARpd 5 121E, R EXEC T — N TIROFIHZ 31T L £9. MKA
TIE802Ix A F—TMCTHILHBHMETH L Z LITHEE LTSN,

FIE

ARV FFEREETIVa Yy

S

&

enable
1 -

Device> enable

¥ikE EXEC E— N2 B LET,

Ta T ERERINTEHRRAT— R
AN LET,

ATvT2

configure terminal

1 -

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
E— FERBLET,

ATvT3

mka policy policy-name

51

Device (config) # mka policy mka_policy

MKA 7R U > —%$57E LT, MKA R
—ar 74 Xal—T g E—RE
BItA L F9, R v —ADOE SITRK
T 16 LFTT,

GE) MKA RV > —HNDT 7 %
JL b @D MACsec i 5 A A —
MIHIZ TGCM-AES-128]

TT, T35 AN
[GCM-AES-128] B X
[GCM-AES-256] Difi )i
DOig A EYR—FLT
WAHEAIT, 22— —ER
D MKA R —%EEFHKL
THEAL, BREIZSTT,
128 BL 8256 'y by
DR EEED D, E2lE
256 £ N DOHBDOEEEEE
HHZEEMSBEIOLE
7

ATvT4

. MACsec DEES 1t

key-server priority

51

Device (config-mka-policy) # key-server|
priority 200

MKA F—H— 47> a3 VEREL.
BB ZRELET (0~255D
i) o
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mka % o —niE [}

ARV FFEREETIVa Yy

E:)

GE) F— P =TT A FY
T 4 D% 255 2% E LT-
BAE, ETIEF— V=T
BRHZEITTEEEA,
F— P — N —DESNERL D
X MKA PSK IZ%F L TP
HANTT, MKAEAPTLS
WXL TIEAEDTIEH Y F

A,
Z5 w75 |include-icv-indicator MKPDU @ ICV A ¥ ¥ — 4 I
bl - LT, IOV A >V hr—8 iz T
beus o 521X, Zoa~y Ronoz i
evice (config-mka-policy) #
include-icv-indicator LZ j‘o
Z5 w76 |macsec-cipher-suite {gcm-aes-128 | 128 B b E721F 256 £ v RRFEALIZ
gem-aes-256} £V SAK & B3 % b Ol 5 A A —
1l - FERELET,
Device (config-mka-policy) #
macsec-cipher-suite gcm-aes-128
AT w71 |confidentiality-offset offset-value EWHEA Vo —T = A ATHEEYE (R
Bl BE) A7y hERELET,
Device (config-mka-policy) # GE) F 7> MEIE, 0. 30,
confidentiality-offset 0 F7 1% 50 ff?‘é‘ﬁff% ¥
4, 7I7A4T T
Anyconnect Z i L T\ %
BAE, A7y F0oEH
HToZ La2BEIDLE
7
A5y S8 |ssti-based-on-sci ({£#&) Secure Channel Identifier (SCI)
%l - B2 35T Short Secure Channel
Device (config-mka-policy) # Iden\\tiEer (SS?I) fifzft5 L £, SCI
ssci-based-on-sci EREVIEE, SSCHEIFILLS 22 &
‘a‘o
AFv7S9 |end MKA RY S — a7 4 Fal—s
i - Y E—FZKTL, FEEXECE—F
Device (config-mka-policy)# end (LRY ET
A7 710 |show mkapolicy MKARY & —REEREZR R LET,

1 -

MACsec D551t .



B =< v7p5h2 b~ MACsec DEES 1L

B

axX ;e

MACsec DEF St |

ARV FFEREETIVa Yy

S

Device# show mka policy

AL YFMhBHKRRA FAD MACsec DIESILERTE

TR DO MACsec By a v T —2HIZ1 DD MACseec ¥ ¥ a UINFIET HA v
K —7 A AT MACsec R ET HITIE, WOFIAEEITLET,

FIE

ARV RFERRTI VA Y

E[:)

&M

enable
&1

Device> enable

¥i#E EXEC T— F& A 32 —7 ML ZF
j—O
s u T ERFIRINTEH, /XA
J—REASTLET,

ATy T2

configureterminal

1 :

Device# configure terminal

Jua—)LaryZ7 4 ¥al—g v
E—RFZRBLET,

ATvT3

inter face type number

&1

Device (config) # interface
GigabitEthernet 1/0/1

MACsec f v H—7 = A A&EIRTE L.
A H =T 2 A AT 4 Fa2l—
varE—FNEHKBLET, A F—
T x A AIWEA L H—T = AT}
TR0 FH A

ATv74

switchport access vlanvlan-id

&1

Device (config-if)# switchport access
vlan 1

ZOR—F DT 7 EAVLAN R E L
\ij_o

ATy Th

switchport mode access

51

Device (config-if) # switchport mode
access

A HE =T 2 A AET JEAR—FE
LCHELET,

ATvT6

macsec

&1

Device (config-if) # macsec

A HF—T A AT 802.1ae MACsec
A RX—T7WIZLET, macsec I
FEFHTDE, AL v TFNRBERA L
~D VY > 7 TOIH MKA MACsec 3
NI £9,

ATy T17

. MACsec DEES 1t

authentication event linksec fail action
authorize vlan vian-id

1 -

(ER) FEREORITIZRI L= T,
AN— ~ _EOHIRAF & VLAN 23] 5%
ZLiZE o T, 2— VP —FERENER
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24 v FhohA f~n MAcsec DEEEEEE [

ARV FFEREETIVa Yy

E:)

Device (config-if) # authentication
event linksec fail action authorize
vlan 1

éﬂfcﬁb\muuﬁ) VXU T g @Fﬁ
E AL v FPURSTHZ L E2fRE
i‘a‘o

ZFw 78 |authentication host-mode multi-domain | 7k 2 k & EFET /34 ADOM A, 802.1x
{;“ : ﬁ%j‘éht_ P‘]‘J:Tmuuﬁéhéi
Device (config-if)# authentication ? V’ Hﬂhﬂ]\J:O>w“ﬂ%<?;ﬁbq>/*7q}hg
host-mode multi-domain RERELET, HEINTWRWNG
H. T THNVERDRARNE— RIZT v
A
AFw 79 |authentication linksec policy must-secure| LinkSec ¥ % = U 7 4 KU v — %% E
- LT, E7Z2FHTEDHAIC
Device (config-if)# authentication MACsec E’E v ‘/%{Z o 7}: L
linksec policy must-secure FT, RESNTWARWEE, 774
)V Ml lE should secure T4,
Z 5w 710 |authentication port-control auto AN— FTD802.1x BFEE A R —T /T
i - LES AA v F L7747 MO
Device (config-if)# authentication ??ﬁEﬁaﬁﬁiiii’DY\7:ﬂiij]\ﬁ3§$fq5<
port-control auto T MELITEF AT — MIEDY
7,
AT w711 |authentication periodic EE) —oFR— FOFHIIELEDE
. F T LET
Device (config-if)# authentication
periodic
X w712 |authentication timer reauthenticate UEE) 17205 65535 FTOME (F)
15“ . A Liﬁ’ P —7n %ﬁmuu
H.
Device (config-if)# authentication /]) aldl ]7 ]\fﬁ%ﬂ& T Li‘a‘ T 7 AV
timer reauthenticate ]\ @ﬁ:munﬁﬁjﬂ?laﬁ 3 3600 %)Tﬁ‘
w713 |authentication violation protect HLWTF AL ZARR— MRS
1 Jﬁm . ETIERKE DT NA APKR—
Device (config-if)# authentication yi%%ﬁk§j%fi?§ L%ﬁllb\jf/\/fiiﬁ>
violation protect ZDOR— MIEfE S NS A IS, TH
L72WEE MAC 7 KL A& 5
EOFR—FEHRTELET, HEINT
WRWIEA, T 740 TR — &
Yy M FTULET,
AT v 714 | mkapolicy policy-name BEfFO MKA 72 haL R o—%A

1 -

VE—T A AZHAL, fHF—
7z A AETMKA A4 X—7/LICL

MACsec D551t .
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MACsec DRES1E |

ARV FFEREETIVa Yy

S

Device (config-if) # mka policy
mka policy

F9, MKARY > —%E LighoTz
%4 (mkapolicy 7 e — )L 227 ¢
Xal—vagravwr ReANL

T) o

ATvT15

dot1x pae authenticator

1 :

Device (config-if) # dotlx pae
authenticator

R— %2 8021x R— h7 /AT
7474 (PAE) A—kr T 47 —4
ELTHRELET,

ATv 716

spanning-tree portfast
151

Device (config-if) # spanning-tree
portfast

RE#4 59 _TDVLANND A > X —
T A AT, AX=>2 7"V J —PortFast
A X —7 T LET, Port Fast HEHE
WA X —TNVDOEE, A F—T =L
2ET7 ey F T AT — DT
J—F 4 VT AT — MIEEBITLE
T ZORRIZ, O AR= T
V=27 — MIZLDLY FHA

ATv 11

end

1

Device (config) # end

A B —T A AT T 4F2L—
vary E®—REKT L, FHE EXEC
EF—FNIZRED 7,

ATv 718

show authentication session interface
interface-id details

51

Device# show authentication session
interface GigabitEthernet 1/0/1

Frasni-tyrarotxa VT g
AT —H ADFME MR LET,

ATy 719

show macsec inter face interface-id

&1

Device# show macsec interface
GigabitEthernet 1/0/1

A B —T A AD MACsec AT —#
AEMERLET,

ATy T2

show mka sessions

&1

Device# show mka sessions

MESLSNT-MKA By a o ZiERL
\iﬁ_o

. MACsec DEES 1t



| MACsec mrES1E
PSK % &7 L 7= MKA MACsec 0% ]

PSK Z{£f L 7= MKA MACsec D&%

PSK %#{# FH L 1= MACsec MKA ()% 5E

F&E
AU bFEREETIVa Y B#Y

AT 71 |enable FitE EXEC E— REZ AT L E T,
f5l e MAU—REZ AN LET (EkSh
Device> enable =58 .

R T w 72 | configureterminal Jau—\)Lar7 4 Xal—gy
Bl T R LET
Device# configure terminal

R T 73| key chain key-chain-name macsec X¥—Fz—VERELT, F—Fxz—
i - yarZ4Xal—varyET—RK&2H
Device (config) # key chain keychainl ML ET
macsec

AT 7 4 | key hex-string F—F = — U NOKF—DEAFHI 1%
15 - HEL, ¥—F =z—rDF— a7 4
Device (config-key-chain) # key 1000 Falb—vart— ]\%‘}Eﬂﬁébi#o

GE) 128 ¥ MEFBALDGA I

1 ~323FD 16 EH = — jc
FH %A Li% 256

MG EOBEIT. 64 XFED
16 HHF— X%ﬂ%ﬁﬁﬁ L
iﬁ—o
AT 7 5 |cryptographic-algorithm {aes-128-cmac | 128 By NEFIZ256 By MEERIZ X B
aes-256-cmac} BACERIET LT R AERELET,
fl -

Device (config-key-chain) #
cryptographic-algorithm aes-128-cmac

AT 76 |key-string {[0]6]7] pwd-string | pwd-string} | 2-—Sr 8D /R AT — RARE L £,
i - 16 B DLF D% NJ1T D BN B
D i‘g_o

Device (config-key-chain) # key-string
12345678901234567890123456789012

7w 717 |lifetimelocal [start timestamp {hh::mm::ss | it — IR 4R ELE T,
| day | month | year}] [ duration seconds |

MACsec D551t .



MACsec DRES1E |
B rskz@EmLE. 125 —7 14 2TD MACsec MKA D3

ARV RFEREET7TOVa Y BHY
end timestamp {hh::mm::ss | day | month |
year}]

1 -

Device (config-key-chain)# lifetime
local 12:12:00 July 28 2016 12:19:00
July 28 2016

AFwv 78 |end F—Frx—r a7 4 F¥al—ig
Bl - T— F&T LT, 534 EXEC T— N
(R = S

Device (config-key-chain) # end

PSK #&FEHL-. 12— x4 XATOD MACsec MKA D& E

FIE
ARV RFERIETY a3 Y B#Y
AT 71 |enable FiHE EXEC E— REHIT L E T,
fl e MAU—REZANLES (EkSh
Device> enable =58 .
AT 72 | configureterminal JTa— )L a7 4 ¥z lb—3a
15'] : Tt — F‘%B"ﬁﬁé\biﬁ‘o
Device# configure terminal
A7 7 3 |interface type number A B =Tz fA AL T 4 Fal—T g
i - v REBE LT
Device (config-if) # interface
GigabitEthernet 0/0/0
2w 7 4 | macsec network-link A B —T A A} TMACsec & A F—
Bl - T LET,
Device (config-if) # macsec network-1link
R T 75| mkapolicy policy-name MKA RV > —%%E LET,
1 -
Device (config-if)# mka policy
mka policy
R 7w 7 6 | mka pre-shared-key key-chain key-chain | MKA it —DF—F = — 24 %
name RELET,
i) :
Device (config-if) # mka pre-shared-key
key-chain key-chain-name

. MACsec DEES 1t
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iHE~—2 MACsec S 0BT [

AU RFERETOVa Y

B8

ATy IT17

macsec replay-protection window-size
frame number

1

Device (config-if) # macsec
replay-protection window-size 10

U7 L A{%#D MACsec 7 4 > K7 3
ARXREHRELET,

ATvT8

end

1

Device (config-if)# end

AU HE—T o2 AT 4 Fal—3
v E— REKT L, FHE EXEC E— K
WZRD £,

RDBRY

t v g VOFEITHIZ MKA PSK 2%

RESNIEA L H—T A ATMKARY > —2EHS 5

EIIEREINER A, L, BEBIMERGEE, ROLIIIR) U —EHERETHHE

NV ET,

1. nomacsecnetwork-link =< > F&{#H L T, %201/ — F® macsec network-link 3% & % Hl|
BRL., BEEO® vy v a 2SI L £,

2. mkapolicy policy-name =2~ > R&EH LT, £&M /) — RDA  Z—7 = 2ATMKA R
Ui—aRELET,

3. macsec network-linkz< > REHHA LT, £2M/  —RFTHLWEy v a v 240 L E

‘@40

EFBAZEAR— X MACsec FEE LD RTE
RARY—RA U7 TMKAIZEL D MACsee R ET HITIE. DX AT HFITLE

B

AL E R R D RBUE

o F— AT DA

+ SCEP B¢k Dk &

FERRE O FE)HRE

AR Y o —DHRE

* FERAEA— 2 MACsec K551t~ 0 7 7 A /L & IEEE 802.1x 1 7' A NEHROZRE

==

o U H—T = A ATHHE—Z MACsec I 5L #1955 MACsec MKA DR E

MACsec D551t .
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F— RNTDERK

FIE

MACsec DRES1E |

ARV RFFERERTIVa Y

=)

ATy T

enable
B -

Device> enable

5t EXEC =— RZHI L ET,

e NRAT—REASILET (FERX
-5

o

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 F¥Falb—g v
£ — ]\‘%Eﬁﬁébi—g—o

ATvT3

crypto key generatersa label label-name
general-keys modulus size

1 -

Device (config) # crypto key generate
rsa label general-keys modulus
2048

BB I ORES{LHIZ RSA ¥ — X7 %
ERR L £,

label F¥— U — R&fEHT 2 &, £F—
NRTWCT_XINVEEN B THZ L TEE
T, ZOTUE, F— T AR
HREIZARNKRA Y Mo TEBEINE
T, ToULEED Y TR TG

& — T2 <Default-RSA-Key> &\
2 T UL HBIRNCAHT HILET,

BMOF—U— REER LRWEGEAE, 2
D=y RIZILHARSA F— X7 % 1D
AR L ET, RBDMEE STV W
HlE, TN FOF—REKTH S 1024
MEHSNET, TOMOIREY A X%
HET 5121, modulus F—V — K& ff
FALET,

ATv74

end

1 -

Device (config) # end

Ja—sLar 7 4 ¥alb—vay
F— R&HT L, Kt EXEC £— R
BYET,

ATvTh

show authentication session interface
interface-id
1 -

Device# show authentication session
interface gigabitethernet 0/1/1

HAENT-EyaroFa T
AT =B AR LET,

. MACsec DEES1E
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SCEP [Z &k 2 &R DERTE

scep - £ azR0%E [

Simple Certificate Enrollment Protocol (SCEP) %, HTTP Zffi ] L TRRGER (CA) F =388

(RA)

ZAE M b — R 22 7T

FIE

LEETD, VAaPRFE LIRS e F LT, SCEPIE, ZRIs L UREHF D%

ARV RFEEETI 3y

S

ATy T1

enable
1 -

Device> enable

ke EXEC E— F&ANZ L £,

e NMAT—REANLET (TR
N8558 .

ATvT2

configure terminal

&1

Device# configure terminal

Ja—n)arys7Z 4 Fal—a
£ F‘;&E:ﬁﬁé\]\/iﬁ—o

ATvT3

crypto pki trustpoint server name

1 -

Device (config) # crypto pki trustpoint]
ka

N7 A RKRA Y FBIORESNIZ4
AiZES LT, CARTARKA LR
a7 4 X2 lb—arE— ek
LET,

ATvT4

enrollment url url name pem

1 -

Device (ca-trustpoint) # enrollment url
http://url:80

T A ADGEEER 2 %595 CA
@ URL 5 E L E T,
URL O IPv6 7 R L A IR CHTe

VERH Y £3, 72L& 2L, http://
[2001:DB8:1:1::1]:80 T3,

pem F—7U — NE, FERAFERIZ
Privacy Enhanced Mail (PEM) DHE5t%
BANLET,

ATy TH

rsakeypair label
1 -

Device (ca-trustpoint) # rsakeypair
exampleCAkeys

AEIAEIC BT D F— T 2fRE L
£,

GE) rsakeypair 4 1%, FHEAA
VR E B LTV DHNE

NV ET,

ATvT6

serial-number none

1 :

Device (ca-trustpoint) # serial-number
none

none¥— 7 — Ki%, FEBAEZRICT Y
TNEFNEENRN EEEELE
TO

MACsec D551t .
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MACsec DRES1E |

ARV FFEREETIVa Yy

S

ATy IT17

ip-address none

1 :

Device (ca-trustpoint) # ip-address none|

none & — v — Ni%, FEAAEZERIZIP
T RUAREGENRNZ EE2FBELE
KR

ATvT8

revocation-check crl

&1

Device (ca-trustpoint) #
revocation-check crl

BT OFEAENRRYE I TWRNE
L EAMERTHHEL LTCRLAFEEL
iTc

ATvT9

auto-enroll percent regenerate

1 -

Device (ca-trustpoint) # auto-enroll 90
regenerate

HEhg ka2 A4 x—7 VL Ed, Zh
Wk, 27947 MEICANLHE
FIZ 2 — A — N—FFAEZ TR T X
E3

HEVREEN A R — T L TRWEES, GF
BAEORMEIC T4 T M &FET
PKI IZHBGTHMLENHY £9°,

T7 ANV ETIE, TR ADRAAL
F—I AT L (DNS) 4720 H3EE
ZIZEDOLNET,

BT OREFFE O AR MG E DS —
T T —VICELR EEIT, HTLWGE
HENERIND L) IHRET DI
I%. percent 5EZEH L £7,

AR E O =T TIFET HHE
ThH, AEAEOH LF—% T 5
(21X, regenerate ¥ — 7 — RZ&{HH L &
R

00— /LA —R_R—DF— TN T R
R— ARG S, HLVF—T%
T AR—FARETT, IRDI AL |
MRITARNKRA L har7 4 FXab—
Va U IERREN, F=XT BRI A
N— NH[REMNE D D RENET,
RSA key pair associated with trustpoint is
exportable. |

LW —_TF, BX=2VT7 0 £
B EIC ST A - DI AR TH 2 b &
HEBE L £,

ATy 710

. MACsec DEES1E
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spozpz

ARV FFEREETIVa Yy

E:)

Device (ca-trustpoint) # exit

V74 F 2l —valryE—RIIEDE
TO

ATy 7N

crypto pki authenticate name

1 :

Device (config) # crypto pki
authenticate myca

CAGEHIEZIFL T, BAELET,

ATvT12

end
51

Device (config) # end

Jaua—)Lary7 4 ¥al—g v
E— R&EH&T L, FpbE EXEC £— RiZ
s

ATy 713

show crypto pki certificatetrustpoint name

1 -

Device# show crypto pki certificate
ka

¥R A > P OFEAEICET 2 1EH %
FrRLET,

CAMNSCEP Z#HR—FLARWERES., £-130—% L CARBOX Y U — 7 Bk 3R Al REZ 3R
A, FEICOMEHERGARTT HI21E. ROEEEZFEITLET,

FIE

ARV RFERRTI VA Y

E[:)

ATy T

enable
51

Device> enable

¥ibE EXEC T— F&EAIC L £,

e RAT—FREANLET (FERE
N8548 .

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—\)LaryZ7 4 ¥Xal—g v
£ F‘%‘:Eﬁﬁébij‘o

ATvT3

crypto pki trustpoint server name

&1

Device# crypto pki trustpoint ka

NI A RKRA Y FBILORE S N4
AiZES LT, CA NT A MKRA b
a7 4 Fal—arE— REBG
L%,

ATvT4

enrollment url url-name

1 -
Device (ca-trustpoint) # enrollment url
http://url:80

TN ADGEHEERZEET D CA
@ URL ZHE LT,

URL N IPv6 7 K L R I$EINC e
VERH Y ET, =& ZIEL http:/
[2001:DB8:1:1::1]:80 T,

MACsec D551t .
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B zso=mn:

ARV RERETI3 Y EL:Y
pem ¥ —7 — RE, GEEZRIC
Privacy Enhanced Mail (PEM) DHE5 %

BIMLET,
AT 75 |rsakeypair |abel AEEIC ST 2 F— T ZHEE L
11 SR
Device (ca-trustpoint)# rsakeypair
exampleCAkeys
AFw 76 |serial-number none RERAEZCRICV Y TAER BN E ENR
5l WL ERELET
Device (ca-trustpoint) # serial-number
none
RTFw 1 |ip-addressnone none ¥ — U — RNX, FERAEHZRIC IP
B - T RUANGERRNZ L 2T LE
Device (ca-trustpoint) # ip-address none| ?ro
5w 8 |revocation-check crl B 7 OB ENTY STV RN D
i - & ZHERR YT 5 J7i & LTCRLZFRE L
ij—o

Device (ca-trustpoint) #
revocation-check crl

AFv79 |exit CANTFAPMRALV hary 7 4 Fal—
B - Yar®—FazfkTL, Fr—La
Device (ca-trustpoint) # exit w74 Falb—vart— F‘W_ﬁ% v i
K
Z 5w 710 |cryptopki authenticate name CAGEAZEZIFG L T, BAEL 7,
i -
Device (config) # crypto pki
authenticate myca
RT v 711 |cryptopkienroll name AERAEELR 2 AR L, GEBE Y — N —
il - ICa BB RUNR—2 N B
RKEFRLET,

Device (config) # crypto pki enroll mycal
Tu T RERSNIE D, BERER
AANLET, L xiE REHEZER
T /8 ADFQDN BLO'IP 7 KL
AE@HHMNE I INEIRELET,

a2 =)V RIC KR U CREFAEE R &
BT HMDICONWTHBBIRTE F9,

. MACsec DEES 1t
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21 v FEo Macsec Dz itE ]

ARV FFEREETIVa Yy

E:)

VBRI U C. Base64 4 5 barAE %
PEM ~ > X —Z A1 ¢, F72034009
WCFERLET,

ATvT12

crypto pki import name certificate

51

Device (config)# crypto pki import mycal
certificate

HR ENTFEREARG T 2 Y —
VISR T, TETPIZ X » CiFHEAR 1
A—rLET,

TN AN, YIRS Treq) 205

lert) AR INZZ EARWNT, 2
KOBGBIHERLEZRI L7 7 A V4%
LT, #Frl S7RERE % TFTP
WL THELL D ERAET, Hig
F—itAEOYLE, LR T -sign.crt]
BEW T-encrert] NMEHINET,

TNA AL, ZAE LT T 7 A VB RN
LCiEEEMGEL ., fFHEE A1 >
FONERFEHET —# _X— R |ZfA L
e

GE) —HBD CA 1%, FEAEZR
D g —1E A L L
WHBROFERAEEZFIT L
F9, THEHO CA MFEH
EIRO MR —1EHE K
WA 2561%, WHARNO
REAEE TR A v AR— L
TLESW, —HF, A&
BEINB2O0DF— T D
WL BEH L EE A,

ATy 713

end

1 -

Device (config) # end

Jua—nN)ary7 4 FXal—g
E— R&E&T L, F#bE EXEC £ — RiZ
ED ij‘o

ATy 714

show crypto pki certificatetrustpoint name

i
Device# show crypto pki certificate
ka

fEHEARA > FOFEHZEICET 2 HR A
ForLET,

XA v F D MACsec DIZEE{LERTE

ZEAAEAN— 2 MACsec I3k Z2f#H L T MKA MACsec A % — 7 = A AZHAT 5121,
WDHE AT ZFEITLET,

MACsec DIES 1t .



B =700 MAcsec DmEE LT

FIE

MACsec DEF St |

ARV RFERRTI Y

E[:)

ATy T

enable
B -

Device> enable

¥iME EXEC T— F&EAIC L £,

e NRAT—FREANLET (FERE
nN=%48) .

ATvT2

configureterminal

1 -

Device# configure terminal

Juaua—)ary7 4 Xal—g v
T RFERMBLET,

ATvT3

inter face type number

51

Device (config) # interface
gigabitethernet 0/2/1

MACsec f ' X —7 = A AZFE L,
B =Tz A A AT (Fal—
arE—RNERBLET, A ¥—
T oA AIWEA U H—T = A AT
TR0 A

ATvT74

macsec networ k-link

51

Device (config-if) # macsec network-link|

A B —T A4 AFETMACsec &1
F—7 WMz LET,

ATvT5

authentication periodic

1 :

Device (config-if)# authentication
periodic

ZOH— FOMBIAEA F—T ML
i‘a‘o

ATvT6

authentication timer reauthenticate
interval

&1

Device (config-if)# authentication
timer reauthenticate interval

FRBRERAIMR 2 e L £

ATy T17

access-session host-mode multi-host

&1

Device (config-if) # access-session
host-mode multi-host

RANMIAVE—T oA A~DT 7 &
RAEFALET,

ATvT8

access-session closed

&1

Device (config-if) # access-session
closed

A B =T 2 A~DERFRIET 7 &
2 &Ik LET,

ATvT9

access-session port-control auto

1 -

Device (config-if)# access-session

port-control auto

R— OB REZRE L ET,

. MACsec DEES1E
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macsec XeN 0z [

AR RFEREFT7TIVa Y

E:)

ATy 710

dot1x pae both
1 :

Device (config-if)# dotlx pae both

AN—hF%&802AXHR—F 77 kR =

7474 (PAE) OY 7 U hr bk
W=k T4 =2 L L THRELE
R

ATvIN

dot1x credentials profile
1 -

Device (config-if)# dotlx credentials
profile

802.Ix 7 LTy ur r A VE
A B —T A RTEIY B TES,

AT T12

end

1 -

Device (config-if)# end

A E—T 2 A AT fF2l—
vay E—REKT L, ¥ EXEC
E— RNIZRED £7,

ATy 713

show macsec inter face interface-id

51

Device# show macsec interface
GigabitEthernet 1/0/1

A B —T A AD MACsec DEH %
FRLET,

=L

MACsec XPN D:%E

XPN @ MKA R!) & —®

[ 19—

ax &

MKA R Y o —TCXPN 2% ET DI, WOFIEEFEITLET,

FIE

ARV RFEERT VI Y

E:)

ATy T

enable
1 -

Device> enable

¥i#E EXEC T— FEAIZ L £,

Ta T RRFRRINZH/RAY— RE
AN LET,

ATy T2

configureterminal

1

Device# configure terminal

Ja—)L a7 4 Falb—g
£ F%Fﬂlﬂﬁébiﬁo

ATvT3

mka policy policy-name

1 -

Device (config) # mka policy mka_ policy

MKA R Y > —Z$EEL T, MKARY
—ar 74 Xal—arE—RE
BltE L EJ, RNV o —ZDOREIITHRKT
16 L5 T,

MACsec D551t .



B oxenmka Ry S — %4 28— T RISERT S

MACsec DRES1E |

ARV RFERETIVa Y

B8

G¥) MKA R Y > —HNDT 7 4 )b
k@ MACsec 55 A A — k
13512 TGCM-AES-128] T
To TN AN
[GCM-AES-128] B X
[GCM-AES-256] D)5 d
e & R— LT
LA, 2—F—E&RD
MKARY v —%EFHK L TE
AL, HEIZSTT, 1288
L V256 v hMili DK S
o DH, £721E 256
By NOHDOESEEZD D
ZEERMSBEIOLET,

ATvT4

macsec-cipher-suite { gcm-aes-128 |
gcm-aes-256 | gcm-aes-xpn-128 |
gcm-aes-xpn-256}

1

Device (config-mka-policy) #
macsec-cipher-suite gcm-aes-xpn-256

XPNAHDO 128 By hEBXO256 > I
FEEIZ LD SAK G952 DlE &
A — R ERELET,

ATy TH

sak-rekey interval time-interval
{1 -

Device (config-mka-policy) # sak-rekey
interval 50

(fE&) SAK — Pkl g 2 f0 BT
T E LET, #PHIX 30 ~ 65535 T

9, 7 7 A4/ N TiE, SAK F—H4ERK
RfRIE. A v Z—7 oA AREITE T
BEHICHAE L £7,

SAK F—FARF A ~—%EIET DI
X, Zoa~r FOn EXREAHEHLE
ﬁ—o

ATvT6

end

1

Device (config-mka-policy) # end

MKARY v—ar7 4 Fal—var
E— FZKT L, FHE EXEC £— NI
U

XPNMKARY) o—%4 03— x4 RIZEABT S
XPNMKA RY S —% A B —T oA ZAZHMAT HITIE, ROZ AT ZFETLET,
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FIE

H— FF v 2 LAO MKAMACsec DT [

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC T=— F&EADIZ L £,
e NMRAT—RKEANLET (FERkEh

58 .

ATvT2

configureterminal

1 -

Device# configure terminal

Juaua—\)L a7 4 FXal— g
T—FzfnL£7,

ATvT3

interface interface-name

1 -

Device (config) # interface
gigabitethernet 1/0/1

MACsec A v Z—7 = A AZEL., A
VHE—T 2 Af A AT 4 Fa2l—3
vE—RERBLET, /¥ —T =
A AIEA o H—T = A ZATRITUE
D EHA,

ATvT4

mka policy policy-name

1

Device (config-if)# mka policy

mka-xpn-policy

XPNMKA 71 kLB L—% A
A —T xA ATHEHLET,

ATy TH

end

1 -

Device (config-if) # end

AR —TxAfAAL T 4 Fal— 3
VE— RERKT L, i EXEC E— K
IR £9,

R— kF ¥ &JLAD MKA/MACsec @

PSK Z{# A L 1=/K— kF ¥ )LD MKA/MACsec D% E

FIE

=L ==

ax &

ARV KRFERERETY VY

=)

ATy T

enable
1 -

Device> enable

¥HE EXEC E— FE AR L £,
e NRAT—FREANLET FEREh

=568)

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 Fal—g v
ET— RZHBELET,

MACsec DIES 1t .



B sk #@m LiK— FF L0 MKAMACsec D3

MACsec DEF St |

ARV RFERETIVa Y

B8

ATvT3

interface interface-id

1

Device (config-if) # interface
gigabitethernet 1/0/3

A HA =T AT 4 Fal—3
v E—RERGELET,

ATvT4

macsec networ k-link

1

Device (config-if) # macsec network-1link

AV H—T A AL TMACsec & A F—
TMZLET, LA V2BLOLA Y3
R— hF v FAEHH—FLET,

ATvTh

mka policy policy-name

1 -

Device (config-if)# mka policy
mka policy

MKA RV o —%FELE T,

ATvT6

mka pre-shared-key key-chain
key-chain-name
fi

Device (config-if) # mka pre-shared-key
key-chain key-chain-name

MKAFEFHEEF—DOF—F = — 4%

HELET,

G¥) MKA Faidb i —i%, P
A EE—T A AEITY
TA B —T 2 ATRE
TEETH, WM TRET
HZliFTEEHA,

ATy T17

macsec replay-protection window-size
frame number
fi

Device (config-if) # macsec
replay-protection window-size 0

VL A{%#D MACsec 7 4 > K7 3
A RXERELET,

ATvT8

. MACsec DEES 1t

channé-group channel-group-number mode
{auto|desirable} | {active| passive} | {on}
1 -

Device (config-if) # channel-group 3 mode
auto active on

F X RN T N—TNIZHR— M ERE L,
E—RFERELET,

GE) A B —T A4 A TMACsec
ERELRNE, Fy 3L
TN—TDR— NEFRET
TFEHAL, TDODRTTD
AN, A7 v 73,4, 5. B
e ma~vy REHRTET
HRENRH Y 9,

channel-number OF5E T DL 1 ~
4096 TH, AN— b F ¥ RABRNEGH
E. ZOF v 1T N—TICBESTT B
- AR — N F v A0 HEEICERR S
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PSK % {8 L 7= 7K— hF v L0 MKAMACsec D352 ]

AU RFERETOVa Y =)
£9, = NI UTOF—=U—FDOW
Tz ERL £,

cauto : PAgP 7/ A AR S 7
BAIZRY . PAgP AT L E
T, "—hERy 7 xdvxT—
vary AT7T—hMILET, D
Ay A= MIZAET 5 PAgP N7 v
MINE LET A, PAgP X7 v b
FAvT—a VRGBT LT
HFEHEA,

GE) EtherChannel A /373,
AL FARAE v 7IZH
DEILDAA T DA
YR THDHYE, auto
F—U— NIHF—
SNFEHA,

desirable : fES{EIZ PAgP & A #0IZ
LES, R—r &7 2s5 47 34
vr—i gy AF—MILET,
ZO%A . R— MEIPAgP X7 v b
PIRETHZLICL ST, #HTFER—
eIy m— g EBMALE
R

GE) EtherChannel A >/ 73,
AA o FAHE 2 TITH
HRIRDHBAAL v TF DA
YNTHh LA,
desirable ¥—7 — RX
PAR—FEINEHA,

on : PAgP £ 721X LACP %+
WA — R DSFREIFC T ¥ 2L &
¥4, onE— FTiL. EtherChannel
PAFIET D DIE, on E— FDHR—
~ T N—T3 onE— RORIDHR—
T N— NS DR T2 T
7T

s active : LACP 7 /34 A3 H S
=AY . LACPEZARNC L%
T, K— b &TITF 4T RAvE—
var AT—RILET, 20
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B .« v 2eherchannel D&— FF v L

BB —T A4 ADBEFE

MACsec DRES1E |

ARV RFERETIVa Y

B8

. R— MILACP 37 v F & %E
THZEILL-T, HIFER—FED
Fxdvr— g R LUET,

passive : ;R — k ECLACP #4%)
LT, R—=FE2Ry v 7 2Ty
T—Tay AT7T—RMNILET, T
DOYe . A— MEEZET 5 LACP Y
oy MIORE L ET A, LACP X
iy hxrIve— g UERBTS
ZEEFEHY FEREAL

ATvT9

end

1 -

Device (config-if)# cend

A HR—TxAfAAL T 4 Fal— 3
VE— RERKT L, B EXEC E— K
IR £9,

L 4 %7 2 EtherChannel D/ R— b F ¥ RILIGHEA V23 —T 24 ADEKTE
L A ¥ 2 EtherChannel DR — k F v R/ A v Z—T = A ZAEVEKRT D101, IROVEEEITW

i‘@_o

FIE

ARV RFFERERTIVa Y

E]:)

&

enable
1 -

Device> enable

¥i#E EXEC T— &AL £,
e NMAT—REANLET (FERkEh
7256

o

ATv T2

configureterminal

1

Device# configure terminal

Ja— ) a7 4 Falb— gy
£ — F%%ﬁﬁébi—g«o

ATvT3

interface port-channel
channel-group-number
i) :

Device (config) # interface port-channel]
1

A=k FxFN A H—T A A%
L, f X —T xR AT 4FXa
L—vay E—ReftbLET,

() AR—h Fxr 2N A H¥—
7 A AxHIBRT DITIE,
Zoawr RO nolBR Al
ALET,

. MACsec DEES1E



| MACsec DE5S1t

L 1 % 3 EtherChannel D7 — k7 v #x LA v 2 —7 24 20%E [

AU RFERETOVa Y

B8

ATvT4

switchport

1

Device (config-if)# switchport

LAY 3E—=NZRoT0NLH A F—
TxAf A%, VAT 2RIEDLA Y2
T R B ET,

ATy Th

switchport mode {access| trunk}

1 -

Device (config-if) # switchport mode
access

FTRCOR—= 2 AEZT 4 I T 7 EX
A—F & LTHELUE VLAN (2% 4T3
D, FRF RN T ELTRELET,

ATvT6

end

1 -

Device (config-if)# end

A B —T A AL T 4 Fal— 3
v E— REKT L, ¥ EXEC E— K
WRY £,

L 4 7 3 EtherChannel M 7R—

FF v RILRIBA VA —T 24 ADHRE

L A ¥ 3EtherChannel DR — k F¥ p) A X —T = A ZAEAEKT BITIE. IROEZEZITWD

\32—;«0

FIE

ARV KRFERERETYVa Y

=)

ATy T

enable
1 -

Device> enable

it EXEC E— FE Az LET,
e MR- KEASNLET FREN

=55 .

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 FXal—rg
T— F&ERHEBLET,

ATvT3

interface interface-id

1

Device (config) # interface
gigabitethernet 1/0/2

AU HF—T oA Aa T A Fal—3
v E—RERGLET,

ATvT4

no switchport

1

Device (config-if)# no switchport

LAY2E—RIZRoTWNWAAL U H—
T A%, LAVIFREHIZILA Y3
E— NIZEID B2 ET,

ATy Th

ip address ip-address subnet-mask
fi

Device (config-if) # ip address 10.2.2.3
255.255.255.254

EtherChannel IZIP 7 KL AB IOV
Xy b A7 EEID L TET,
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B vacsecmm=7ro 22 roBE

MACsec DRES1E |

ARV RFERETIVa Y

B8

ATvT6

end

1 -

Device (config-if)# end

B =T AfAALT 4 Fal—37
v E— REKT L, FE EXEC E— F
IR £97,

MACsec BEBS 7+ A A FDEE

JU =

na

PIeDE 7 2 a o Tid, MACsec 557 F U RAERET DO IFETIERZ A7 ICET S
Bz R LET,

TXATT7FIOURAVFOMKARY —DERTE

MKA 72 F IR > —%2ER L TMKPDU CEF a7 7 F U A A NI T AT,
K MEEXECE— R CIRDOFIEEZFITLET, T 74/ TR, BXaT7 T7FHF oA X MIE
N> TWVWET,

FIE

ARV RFERFTIVaY

=)

ATy T

enable
1 -

Device> enable

¥itE EXEC E— RE A LET,

T T RRFRINTZHNRATY— K%
A LET,

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR) a7 4 F¥al— gy
T FEEIBLET,

ATvT3

. MACsec DEES1E

mka policy policy-name

1 -

Device (config) # mka policy mka policy

MKA RV > —ZfEE LT, MKARY
v—ary 74 F¥al—LaryE— K%
BIfALET, R —HDOESITHKT
16 3LF T,
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t%277+902 4 roMKAKRY v—n%E [

AU RFERETOVa Y

B8

GE) MKARY > —DF 7 /L b
® MACsec B 5 A A — X
GCM-AES-128 T¥, T/
A A% GCM-AES-128 5 X
Y GCM-AES-256 Difi J7 D
5 &R — kLT
LA, 2—F—EERD
MKARY > —%EFHK L TE
AL, HEIZSTT, 1288
FOV256 £ Ml O
BB, FT20X 256
'y NOWEOHREETD D

TLERHELET,
AT 7 4 |key-server priority MKA ¥ —H—"—F7 > 3 VERE
i - L. 0~ 255 O CHEIGNIAN 2 5808 L %
Device (config-mka-policy) # key-server 7r°
priority 200 GE) X — I — R — OB SLIER D
% 255 IZRGE LT235E
ETIEF == D
ZriITEEYA, F—
Y= N — DESENERL O
MKAPSK {Z%f L COHH L)
T9, ZAUIMKAEAP-TLS
ZITEH S EE A,
Z Fw 7 § | send-secure-announcements TR T T TR RA L NOFEEEFLR
Bl - CLET, EXaT T T U RA RO
Device (config-mka-policy) # %1§%ﬁ§jﬂ:j—é S ‘: DA~y RO
send-secure-announcements nofEXE=MH LES, 774/ F Tl
EXaT T T U URARA Y MBS
TWET,
ATy 7 6 | macsec-cipher-suite {gcm-aes-128 | 128 By hE721E256 £ R BAIC L
gem-aes-256} D SAK Z BT % 720 O A A — b
1 - ERELET,
Device (config-mka-policy) #
macsec-cipher-suite gcm-aes-128
A7y 77 |end MKARY v —ar7 4 Fal—av
i - F— F&EHT L, Kt EXEC £— R

Device (config-mka-policy)# end

R £E9,

MACsec D551t .
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B cx27779oz20 rovo—gs

ARV KRFERIETI Va3 B#

R T 7 8 | show mka policy MKA KU v—% &R LET,
1 -
Device# show mka policy

X AT TFIOURAD MO O—NILERE

et EXEC B— R BIAD T, WROFEICHES T, TXTHOMKA RY > —2bi-> TERA
TFHO AR N T a— VAN LET,

FIE
ARV RFEREET7TIVa Y B#J

AT w1 |enable it EXEC E— RZAMIC L ET,
i Tu T IPNFRRENTCHNRAT — R
Device> enable AL ET,

R 72 | configureterminal Ja—\ ) a7 4 FX¥al—a
Bl T— FEMHLET,
Device# configure terminal

R T v 7 3| mkadefaults policy MKA 7R U ¥ —%4r L7= MKPDU TO&
send-secur e-announcements X T T T RAY NOEERHFIC
i - LET, F74A FTR, EF2T 7T
Device (config) # mka defaults policy VIAAL ] 53:?@37)%@:@ 2Tl \iﬁ‘o
send-secure-announcements

A7y 74| end Ju—sN 3y T 4 Ral—ay
i - F— F&HT L, Kb EXEC £— R
Device (config) # end UESE

A 2B —TTAATHDEAPOLT7 F I AAL FDEHETE

A H =T xA ATEAPOL 7+ 7 A XV M ERET HIT1E, $#HE EXEC £— R TRRIGA L.
WDOFIEEZFEITLET,

FIg
ARV KRFERRETI a3 B#J

AT w71 |enable it EXEC E— RZAMIC L ET,
il - T T ERFRINCHNAT— R &
Device> enable AJTLET,

. MACsec DEES1E
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Cisco TrustSec MACsec D% .

ARV REEET7IVa Y B8

R 72 |configureterminal Ja—r ) ar7Z 4 ¥al—i gy
- T FEMBLET,
Device# configure terminal

25w 7 3 |interfaceinterface-id MACsec A > #—7 = A ZA&4REL, A
i - VHE—T 2 Af A AT 4 Fal—3
Device (config) # interface vE-REmLET. A '\/ﬁb—jl‘\
gigabitethernet 1/0/1 A ANIERA o H—T = A AT

0 FEHA,

AT 7 4 |eapol annoucement EAPOL 7+ 7 v A AL R EAMZLE

i - T EAPOL 7 F 7 A A | & BghiC

TAHI2E, a~r FonBEXEFEHL
¥4, T 74/ TlX. EAPOL 7F v
VAR Y MBI o TWET,

Device (config-if) # eapol announcement

ATy 75| end A AT 2 f AT Fal— g
f v E— REET L, ¥ EXEC E— K
RV £,

Device (config-if)# configure terminal

Cisco TrustSec MACsec M i%E
FEE— KFTO Cisco TrustSec X1/ vy FREU Y £Xx1) T4 DHRTE

1R BHHIIZ

A H—T x4 AD Cisco TrustSec % FENTHRET &AL, RO X 9 72 Lo EEIR,
BIOHFEAZEE L T EE,

¢ SAP XT A=A NEHZIN TV WEE ., Cisco TrustSec 7 7 AL E 7= 13554 kidd T
nNEHEA,

*SAPENIEE—FL L TGCM Z&INTHE, v AIDMACsec 55y 7 ho=7 F 4%
VANKETYT, NERTA AR L TGCM BEIRLZSEE, A v F—T = A ATV
I RREIZR D F,

o ZIUD DO LULIE, SAP @ Pairwise Master Key (sap pmk) Zi%/ET A2 AR — K
INET,

* SAP NERE STV ¢ ARFEITAT DAL,
+ sap mode-list gcm-encrypt gmac no-encap : fRENEE LW HE TRV,

« sap mode-list gcm-encrypt gmac : BE A HELRE S, SERMEITNE, REIXT U D
Y ROBREIGCUTH T U B Mok TERIRENF T,

MACsec D551t .
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. FHE— FTD CiscoTrustSec X1 Yy FREIU U X)) T4 DHRE

+ sap mode-list gmac : FEE&MED A,
+ sap mode-list gecm-encrypt : FE% S K ZE,
« sap mode-list gmac gcm-encrypt : SERVENNETH D HELES NS, HMEMEIITE,

* MKA 7> 5 Cisco TrustSec SAP (F721XF D) ICRTEEELETHHIIC, A v H—T A A
DOFRTEEHIRT D L2 HRLET,

B Cisco TrustSec 7 /3 A~DA o H—7 = A AT Cisco TrustSec Z FH TR ET HIZi%.
¥ EXEC T— R CIRDOFNEEZFEITL £,

Flg
ARV REEEFET7IVa Y B

X w 71 | configureterminal Ja—\ )L a7 4 Xal—a
Bl T— FEMBLET,
Device# configure terminal

R Fw 72 |interface interface-id A B —T 2 f AEBEL. A X —
i - TxA A AT 4 Fal—T gy F—

> A

Device (config) # interface Fabiin L £9
tengigabitethernet 1/1/2

AT 73 |ctsmanual CiscoTrustSec FE#j= 7 4 ¥ a2 L — 3

B - Y E-RERBLES,

Device (config-if) # cts manual

X7 74 |sap pmk key [mode-list model [ mode2 ({EE) SAP @ Pairwise Master Key
[mode3 (moded] 1] ] (PMK) & BEE— RZFELET,

- Cisco TrustSec @ FH)E— K TiL, SAP

Device (config-if-cts-manual) # sap pmk &iﬁ: g k VC? A ?_7‘/141720 T
1234abcdef mode-list gcm-encrypt 35?”0

no-encap o« key : SCFHODMBEELAE Tk 32 T
D 16 HEE,

SAPEIEE— FOF 7> a iFkD L

b TI,
 gcm-encrypt : FBRER L O Eb
GE) V72T T4

AN MACsec B 51t %
YR— I T D555,
MACsec DFRGE & B
mm:®%~h%@ﬁ
LET,
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AU RFERETOVa Y

B8

e gmac : PBFE, KiEfb7e L

s no-encap : 1 b L

ATy Th

no propagate sgt
1 -

Device (config-if-cts-manual) # no
propagate sgt

BT 0 SGT U TE 2 WA, 2

a2 RO no BEAXZHEHLET, no

propagatesgt =~ R&fiH4 2% &

A VB —T =2 ANEETIT SGT ik
Faniele 7,

ATvT6

exit
1

Device (config-if-cts-manual) # exit

Cisco TrustSec 802.1x 1 ' H—7 = A A
a7 44X al— gy EB— REKT
L%,

ATy T17

end

1

Device (config-if)# end

HkE EXEC £— RIZR Y 17,

ATvT8

show ctsinterface [interface-id | brief
| summary]

(IEE) TrustSec fHED A v X —T = A
;z¢§ﬂ£%f§§ﬁ%L/Tj\ ﬁ%ﬁz%ﬁﬁﬁwul/EE7fo

ATvT9

copy running-config startup-config

1

Device# copy running-config
startup-config

(EE) 274 X2l —Yay 77
A IWVICREZHRTFELET,

MACsec

1

a5 1L DEREH

PIED ¥ 7 > 3 > Tld, MACsec B8k

MKA & & U MACsec DE%TE

WIZ, MKA R Y =& Bl D012 L ET,

Device> enable
Device# configure terminal
Device (config) # mka policy mka_policy

Device (config-mka-policy) #
Device (config-mka-policy) #

Device (config-mka-policy) # ssci-based-on-sci
Device (config-mka-policy) #end

(
(
Device (config-mka-policy) #
(
(

wix, £ v X —7 = A AT

EplE R LET,

key-server priority 200
macsec-cipher-suite gcm-aes-128
confidentiality-offset 30

MACsec iR ET HHTT,

MACsec D551t
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Device> enable

Device# configure terminal

Device (config) # interface GigabitEthernet 1/0/1

Device (config-if)# switchport access vlan 1

Device (config-if) # switchport mode access

Device (config-if) # macsec

Device (config-if)# authentication event linksec fail action authorize vlan 1
Device (config-if)# authentication host-mode multi-domain

Device (config-if) # authentication linksec policy must-secure

Device (config-if)# authentication port-control auto

Device (config-if)# authentication periodic

Device (config-if) # authentication timer reauthenticate
Device (config-if)# authentication violation protect

( ) # mka policy mka_policy

( ) # dotlx pae authenticator

( ) # spanning-tree portfast

( ) # end

Device (config-if
Device (config-if
Device (config-if
Device (config-if

5] : PSK % {£FH L 7= MACsec MKA D& %E

wIZ. PSK ZfHH LT, MKA MACsec % ET D012~ LE T,

Device> enable

Device# configure terminal

Device (config) # key chain keychainl macsec

Device (config-keychain) # key 1000

Device (config-keychain-key) # cryptographic-algorithm aes-128-cmac

Device (config-keychain-key) # key-string 12345678901234567890123456789012

Device (config-keychain-key)# lifetime local 12:12:00 July 28 2016 12:19:00 July 28 2016
Device (config-keychain-key) # end

WIZ, PSK ZfEFH LT, A v % —7 = A A MACsec MKA # R ETAHZ R LET,

Device> enable

Device# configure terminal

Device (config) # interface GigabitEthernet 0/0/0

Device (config-if) # mka policy mka_policy

Device (config-if) # mka pre-shared-key key-chain key-chain-name
Device (config-if) # macsec replay-protection window-size 10
Device (config-if)# end

MKA-PSK : CKN E1{EDZEH

Cisco IOS XE Fuji 16.8.1 U U — A LI, MKAPSK & v a > OF4E, CKNIE, EED 32 /34
T, F—D 16 EXTHIE LTRIESN TS CKN & £ 72 <A EIXFHI &M L%
R

Device> enable

Device# configure terminal

Device (config) # key chain abc macsec

Device (config-keychain) # key 11

Device (config-keychain-key) # cryptographic-algorithm aes-128-cmac

Device (config-keychain-key) # key-string 12345678901234567890123456789013
Device (config-keychain-key)# lifetime local 12:21:00 Sep 9 2015 infinite
Device (config-keychain-key) # end

PAFIE, ERROFEIZHT 5 show mkasession =< > RO H ST,

Device# show mka session
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5l : SEBIE~— R MACsec F5 51t % 7 L 1= MACsec MKA 0% [

Total MKA Sessions....... 1

Secured Sessions... 1

Pending Sessions... 0

Interface Local-TxSCI Policy-Name Inherited Key-Server
Port-ID Peer-RxSCI MACsec-Peers Status CKN

Et0/0 aabb.cc00.6600/0002 icv NO NO

2 aabb.cc00.6500/0002 1 Secured 11 *Note that

the CKN key-string is exactly the same that has been configured for the key as
hex-string.*

—FCCKNBMENEE I N, &9 TCKNEMENREFE I TWRN2 DDA A— MO
HIERMEOSE, F—0 16 #EHCCFINIX 64 SCF0 16 EHCFH THLMLERNH Y £, Z
DOLFHNE, CKN BHENEFE INTA A=V 5 FFOT N, ATEWET D L o8B X5 0 v
TENTWDOIRENRSY 7T, ROFEZZHLTITZEN,

CKN F—CFHOEHENE T SN TUVZRWVERIE ¢

Device# configure terminal

Device (config) # key chain abc macsec

Device (config-keychain) # key 11

Device (config-keychain-key) # cryptographic-algorithm aes-128-cmac

Device (config-keychain-key) # key-string 12345678901234567890123456789013
Device (config-keychain-key)# lifetime local 12:21:00 Sep 9 2015 infinite
Device (config-keychain-key) # end

CKN F—XFHNOEENET SNIZRIE -

Device# configure terminal

Device (config) # key chain abc macsec

Device (config-keychain) # key
11000000000000000000000000000000000000000000000000000000000000000

Device (config-keychain-key) # cryptographic-algorithm aes-128-cmac

Device (config-keychain-key) # key-string 12345678901234567890123456789013
Device (config-keychain-key)# lifetime local 12:21:00 Sep 9 2015 infinite
Device (config-keychain-key) # end

sEBAEAN—X MACsec 551t Z{# A L /- MACsec MKA D&% 7E

ZOFITIX, FEAEA— A MACsec Z1{#f L 72 MACsec MKA OEF 5L TIEIC DWW TR L £
@—O

Device> enable

Device# configure terminal

Device (config) # interface Gigabitethernet 1/0/1
Device (config-if) # macsec network-link

Device (config-if)# authentication periodic

Device (config-if authentication timer reauthenticate interval

)
) #

Device (config-if) # access-session host-mode multi-domain

Device (config-if)# access-session closed

Device (config-if) # access-session port-control auto

Device (config-if) # dotlx pae both

Device (config-if) #dotlx credentials profile

Device (config-if)# dotlx supplicant eap profile profile_eap_tls
)

Device (config-if)# end
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Z OB, MACsec MKA XPN R Y 3 —&RETLHHEEZRLTOET,

Device> enable

Device# configure terminal

Device (config) # mka policy mka-xpn-policy

Device (config-mka-policy) # macsec-cipher-suite gcm-aes-xpn-256
Device (config-mka-policy)# end

ZOfFNE. MACsec MKAXPN AR Y o —% A v X —T = A ACEAT A HEZ L TWET,

Device> enable

Device# configure terminal

Device (config) #interface Fo 1/0/1

Device (config-if)# mka policy mka-xpn-policy

Device (config-if)# end

WIZ, 128 B v k XPN Hf 5 A1 — h &% E L7284 O show mka sessions details ==~ > Rt
IR R LET

Device# show mka sessions details

MKA Detailed Status for MKA Session

Status: SECURED - Secured MKA Session with MACsec

Local Tx=SCI.....vvvuunnn 204c.9e85.eded/002b

Interface MAC Address.... 204c.9e85.ede4d

MKA Port Identifier...... 43

Interface Name........... GigabitEthernetl/0/1

Audit Session ID.........

CAK Name (CKN)........... 0100000000000000000000000000000000000000000000000000000000000000
Member Identifier (MI)... D46CBEC05D5D67594543CEAE

Message Number (MN)...... 89572

EAP Role...vviiiiiinnnnnn NA

Key Server........ovveu.. YES

MKA Cipher Suite......... AES-128-CMAC

Latest SAK Status........ Rx & Tx

Latest SAK AN............ 0

Latest SAK KI (KN)....... D46CBEC05D5D67594543CEAE00000001 (1)
Old SAK Status........... FIRST-SAK

Old SAK AN. . ivvvieeeeennn 0

Old SAK KI (KN).......... FIRST-SAK (0)

SAK Transmit Wait Time... Os (Not waiting for any peers to respond)
SAK Retire Time.......... 0s (No Old SAK to retire)

MKA Policy Name.......... P2

Key Server Priority...... 2

Delay Protection......... NO

Replay Protection........ YES

Replay Window Size....... 0

Confidentiality Offset... O

Algorithm Agility........ 80C201

Send Secure Announcement.. DISABLED

SAK Cipher Suite......... 0080C20001000003 (GCM-AES-XPN-128)
MACsec Capability........ 3 (MACsec Integrity, Confidentiality, & Offset)
MACsec Desired........... YES

# of MACsec Capable Live Peers............ 1

# of MACsec Capable Live Peers Responded.. 1
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Live Peers List:
MI MN Rx-SCI (Peer) KS Priority

38046BA37D7DA77E06D006AY 89560 c800.8459.e764/002a 10

Potential Peers List:
MI MN Rx-SCI (Peer) KS Priority

Dormant Peers List:
MI MN Rx-SCI (Peer) KS Priority

wIZ, 256 € b XPN B3 A A — b iR E L7284 D show mka sessions details =< > KD H
Tl &R LUET,

Device# show mka sessions details

MKA Detailed Status for MKA Session

Status: SECURED - Secured MKA Session with MACsec

Local Tx-SCI.....ouovuuvnn. 204c.9e85.eded/002b

Interface MAC Address.... 204c.9e85.eded

MKA Port Identifier...... 43

Interface Name........... GigabitEthernetl/0/1

Audit Session ID.........

CAK Name (CKN)........... 0100000000000000000000000000000000000000000000000000000000000000
Member Identifier (MI)... D46CBECO5D5D67594543CEAE

Message Number (MN)...... 89572

EAP Role...iiiiiiinnenn. NA

Key Server.......covvvinn YES

MKA Cipher Suite......... AES-128-CMAC

Latest SAK Status........ Rx & Tx

Latest SAK AN............ 0

Latest SAK KI (KN)....... D46CBEC05D5D67594543CEAE00000001 (1)
0ld SAK Status........... FIRST-SAK

Old SAK AN. ..t vviveennnnn 0

0ld SAK KI (KN).......... FIRST-SAK (0)

SAK Transmit Wait Time... Os (Not waiting for any peers to respond)
SAK Retire Time.......... Os (No 0Old SAK to retire)

MKA Policy Name.......... p2

Key Server Priority...... 2

Delay Protection......... NO

Replay Protection........ YES

Replay Window Size....... 0

Confidentiality Offset... O

Algorithm Agility........ 80C201

Send Secure Announcement.. DISABLED

SAK Cipher Suite......... 0080C20001000004 (GCM-AES-XPN-256)
MACsec Capability........ 3 (MACsec Integrity, Confidentiality, & Offset)
MACsec Desired........... YES

# of MACsec Capable Live Peers............ 1

# of MACsec Capable Live Peers Responded.. 1

Live Peers List:
MI MN Rx-SCI (Peer) KS Priority

38046BA37D7DA77E06D006AS 89560 c800.8459.e764/002a 10
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Potential Peers List:
MI MN Rx-SCI (Peer) KS Priority
Dormant Peers List:
MI MN Rx-SCI (Peer) KS Priority

5l . PSK 28 A L1=7R— kF ¥ )LD MACsec MKA D% E

Etherchannel E— F - Static/On
RIZ., EtherChannel E— K23 AL DT NA A1 BIORTNSA R 2 OREFERLET,

Device> enable

Device# configure terminal

Device (config) # key chain KC macsec

Device (config-key-chain) # key 1000

Device (config-key-chain) # cryptographic-algorithm aes-128-cmac
Device (config-key-chain) # key-string FC8F5B10557C192F03F60198413D7D45
Device (config-key-chain) # exit

Device (config) # mka policy POLICY

Device (config-mka-policy)# key-server priority 0
Device (config-mka-policy)# macsec-cipher-suite gcm-aes-128
Device (config-mka-policy)# confidentiality-offset 0
Device (config-mka-policy) # exit

Device (config) # interface gigabitethernet 1/0/1
Device (config-if)# channel-group 2 mode on
Device (config-if) # macsec network-link
Device (config-if)# mka policy POLICY
Device (config-if)# mka pre-shared-key key-chain KC
Device (config-if)# exit

Device (config) # interface gigabitethernet 1/0/2
Device (config-if) # channel-group 2 mode on

Device (config-if) # macsec network-link

Device (config-if
Device (config-if
Device (

)
) # mka policy POLICY
) # mka pre-shared-key key-chain KC
config-if) # end

L 41 7 2 EtherChannel §%7E

TNA A

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2
Device (config-if)# switchport

Device (config-if)# switchport mode trunk
Device (config-if)# no shutdown

Device (config-if)# end

TN X2
Device> enable
Device# configure terminal

Device (config) # interface port-channel 2
Device (config-if)# switchport
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Device (config-if)# switchport mode trunk
Device (config-if)# no shutdown
Device (config-if)# end

&IZ, show etherchanne summary =~ KO 12~ L 5,

Flags: D - down P - bundled in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer2
U - in use f - failed to allocate aggregator

M - not in use, minimum links not met
u - unsuitable for bundling

w - waiting to be aggregated

d - default port

A - formed by Auto LAG

Number of channel-groups in use: 1

Number of aggregators: 1

Group Port-channel Protocol Ports

2 Po2 (RU) - Tel/0/1(P) Tel/0/2(P)
L 4 7 3 EtherChannel 3% 7E
TRA A

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2

Device (config-if) # no switchport

Device (config-if)# ip address 10.25.25.3 255.255.255.0
Device (config-if) # no shutdown

Device (config-if)# end

TN R 2

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2

Device (config-if) # no switchport

Device (config-if)# ip address 10.25.25.4 255.255.255.0
(config-if) # no shutdown

Device (config-if)# end

&IZ. show etherchannel summary =~ > ROl Z R L £,

Device

Flags: D - down P - bundled in port-channel
I - stand-alone s - suspended
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Hot-standby (LACP only)
Layer3 S - Layer?2
in use f - failed to allocate aggregator

not in use, minimum links not met
unsuitable for bundling
waiting to be aggregated

default port

formed by Auto LAG

Number of channel-groups in use: 1
Number of aggregators: 1
Group Port-channel Protocol Ports

4+
T

2 Po2 (RU) -

Tel/0/1(P) Tel/0/2(P)

EtherChannel =— K - LACP
RIZ. EtherChannel T — RN LACP DT A A 1 BIXOT A X2 OREWZ /R LET,

Device> enable

Device# configure terminal

Device (config) # key chain
Device (config-key-chain) #
Device (config-key-chain) #
Device (config-key-chain) #
Device (config-key-chain) #
Device (config) # mka policy
Device (config-mka-policy) #
Device (config-mka-policy) #
Device (config-mka-policy) #
Device (config-mka-policy) #

KC macsec
key 1000

cryptographic-algorithm aes-128-cmac
key-string FC8F5B10557C192F03F60198413D7D45
exit

POLICY

key-server priority 0

macsec-cipher-suite gcm-aes-128
confidentiality-offset 0

exit

Device (config) # interface gigabitethernet 1/0/1

Device (config-if) #
Device (config-if) #
Device (config-if) #
Device (config-if) #

channel-group 2 mode active
macsec network-link

mka policy POLICY

mka pre-shared-key key-chain KC
exit

Device (config) # interface gigabitethernet 1/0/2

Device (config-if) #
Device (config-if) #
Device (config-if)

Device (config-if)
Device (config-if)

(
(
(
(
(
(
(
(
(
(
Device (config-if) #
(
(
(
(
(
(
(
(
(
(

channel-group 2 mode active
macsec network-link

# mka policy POLICY

# mka pre-shared-key key-chain KC
# end

L 4 ¥ 2 EtherChannel &%

TINA A

Device> enable

Device# configure terminal
Device (config) # interface port-channel 2
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Device (config-if) # switchport

Device (config-if)# switchport mode trunk
Device (config-if)# no shutdown

Device (config-if)# end

FTNA A2

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2
Device (config-if)# switchport
config-if) # switchport mode trunk
config-if)# no shutdown
config-if) # end

IZ. show etherchannel summary =~ > KOl %~ L £,

Device
Device

Device

Flags: D - down P - bundled in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer2
U - in use f - failed to allocate aggregator

M - not in use, minimum links not met
u - unsuitable for bundling

w - waiting to be aggregated

d - default port

A - formed by Auto LAG

Number of channel-groups in use: 1

Number of aggregators: 1

2 Po2 (SU) LACP Tel/1/1(P) Tel/1/2 (P)
L A 4 3 EtherChannel $%3E
TRA A1

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2

Device (config-if)# no switchport

Device (config-if)# ip address 10.25.25.3 255.255.255.0
Device (config-if) # no shutdown

Device (config-if)# end

TN R 2

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2

Device (config-if) # no switchport

Device (config-if)# ip address 10.25.25.4 255.255.255.0
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Device (config-if)# no shutdown
Device (config-if)# end

I, show etherchannel summary =~ > KOl &~ L £,

Flags: D - down P - bundled in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer2
U - in use f - failed to allocate aggregator

M - not in use, minimum links not met
u - unsuitable for bundling

w - waiting to be aggregated

d - default port

A - formed by Auto LAG

Number of channel-groups in use: 1

Number of aggregators: 1
Group Port-channel Protocol Ports
2 Po2 (RU) LACP Tel/1/1(P) Tel/1/2 (P)

EtherChannel E— F - PAgP
IZ, EtherChannel E— K73 PAgP D7 /XA A 1 BLOT A R 2 OFEFZRLET,

Device> enable
Device# configure terminal
Device (config) # key chain KC macsec
Device (config-key-chain) # key 1000
Device (config-key-chain) # cryptographic-algorithm aes-128-cmac
Device (config-key-chain) # key-string FC8F5B10557C192F03F60198413D7D45
Device (config-key-chain) # exit
Device (config) # mka policy POLICY
Device (config-mka-policy)# key-server priority 0
Device (config-mka-policy)# macsec-cipher-suite gcm-aes-128
Device (config-mka-policy)# confidentiality-offset 0
Device (config-mka-policy) # exit
Device (config) # interface gigabitethernet 1/0/1
Device (config-if) # channel-group 2 mode desirable
Device (config-if) # macsec network-link
Device (config-if)# mka policy POLICY
Device (config-if) # mka pre-shared-key key-chain KC
Device (config-if)# exit
Device (config) # interface gigabitethernet 1/0/2
Device (config-if) # channel-group 2 mode desirable
Device (config-if) # macsec network-link
Device (config-if)# mka policy POLICY

( ) # mka pre-shared-key key-chain KC

( ) # end

Device (config-if
Device (config-if
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L 4 + 2 EtherChannel &7

TN A

Device> enable
Device# configure terminal
Device (config) # interface port-channel 2
Device (config-if)# switchport
Device (config-if)# switchport mode trunk
Device (config-if) # no shutdown

( ) #

Device (config-if end

TN R 2

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2
Device (config-if)# switchport

Device (config-if)# switchport mode trunk
Device (config-if)# no shutdown

Device (config-if)# end

IZ. show etherchannel summary =~ > RO FHIZ R L £,

Flags: D - down P - bundled in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer2
U - in use f - failed to allocate aggregator

o= c =
I

- default port

A - formed by Auto LAG

Number of channel-groups in use:
Number of aggregators:

- not in use, minimum links not met
- unsuitable for bundling
waiting to be aggregated

1
1

2 Po2 (SU) PAgP

L 4 4 3 EtherChannel £

ki
filt

TNA A

Device> enable

Device# configure terminal

Device (config)# interface port-channel 2
Device (config-if) # no switchport

Device

(
( )
Device (config-if)
Device (config-if)

no shutdown

#
# end

TN, A2

Tel/1/1(P)

config-if)# ip address 10.25.25.3 255.255.255.0

Tel/1/2(P)
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Device> enable

Device# configure terminal

Device (config) # interface port-channel 2

Device (config-if)# no switchport

Device (config-if)# ip address 10.25.25.4 255.255.255.0
Device (config-if)# no shutdown

Device (config-if)# end

&Iz, show etherchannel summary =~ > ROl ZR L ET,

Flags: D - down P - bundled in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer2
U - in use f - failed to allocate aggregator

- not in use, minimum links not met
- unsuitable for bundling

waiting to be aggregated

- default port

Q= c <
I

>
|

formed by Auto LAG

Number of channel-groups in use: 1

Number of aggregators: 1
Group Port-channel Protocol Ports
2 Po2 (RU) PAgP Tel/1/1(P) Tel/1/2(P)

TI9T4THMKAEY S 3 Vv DRTE
WIZ, TR_RTOT 7T 4772 MKA By a v 2FrLET,

Device# show mka sessions interface Tel/0/1

Interface Local-TxSCI Policy-Name Inherited
Key-Server

Port-ID Peer-RxSCI MACsec-Peers Status
CKN

Tel/0/1 00a3.d144.3364/0025 POLICY NO

NO

37 701£.5390.b0c6/0032 1 Secured
1000

5l : MACsec lES 7T OV AR AL FDEERTE

WIZ, BEXa2aT T FILAAL RO MKARY O —0OREHEZ R LET,
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Device> enable

Device# configure terminal

Device (config) # mka policy mka_policy

Device (config-mka-policy) # key-server 2

Device (config-mka-policy)# send-secure-announcements

Device (config-mka-policy) #macsec-cipher-suite gcm-aes-128confidentiality-offset 0
Device (config-mka-policy)# end

WIZ, EXa2aT 7T AR " OTa— VR EFlZRLET,

Device> enable

Device# configure terminal

Device (config) # mka defaults policy send-secure-announcements
Device (config) # end

I, A v B —T A ATDEAPOL 7T T A A NOBREHZRLET,

Device> enable

Device# configure terminal

Device (config) # interface GigabitEthernet 1/0/1
Device (config-if) # eapol announcement

Device (config-if)# end

WIZ, EAPOL 7 7 v A A > R INEIT 72 > T 5 show running-configinter faceinterface-name
avr PO ZRLET,

Device# show running-config interface GigabitEthernet 1/0/1

switchport mode access

macsec

access-session host-mode multi-host
access-session closed
access-session port-control auto
dotlx pae authenticator

dotlx timeout quiet-period 10

dotlx timeout tx-period 5

dotlx timeout supp-timeout 10

dotlx supplicant eap profile peap
eapol announcement

spanning-tree portfast
service-policy type control subscriber DotlX

WIZ, EXa T T7F o AR BRI 72 - TV show mkasessionsinter faceinterface-name
detail =~ FOH B Z R~ L ET,

Device# show mka sessions interface GigabitEthernet 1/0/1 detail

MKA Detailed Status for MKA Session

Status: SECURED - Secured MKA Session with MACsec

Local Tx-SCI....vvvuuunn. 204c.9%9e85.eded/002b
Interface MAC Address.... 204c.9%e85.eded

MKA Port Identifier...... 43

Interface Name........... GigabitEthernetl/0/1

Audit Session ID.........
CAK Name (CKN)...........
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0100000000000000000000000000000000000000000000000000000000000000

Member Identifier (MI)... D46CBEC05D5D67594543CEAE

Message Number (MN)...... 89567

EAP Role.......cvvvivn. NA

Key Server............... YES

MKA Cipher Suite......... AES-128-CMAC

Latest SAK Status........ Rx & Tx

Latest SAK AN............ 0

Latest SAK KI (KN)....... D46CBECO5D5D67594543CEAEQ0000001 (1)
Old SAK Status........... FIRST-SAK

Old SAK AN. ... iivinnenn 0

Old SAK KI (KN).......... FIRST-SAK (0)

SAK Transmit Wait Time... Os (Not waiting for any peers to respond)
SAK Retire Time.......... Os (No Old SAK to retire)

MKA Policy Name.......... p2

Key Server Priority...... 2

Delay Protection......... NO

Replay Protection........ YES

Replay Window Size....... 0

Confidentiality Offset... O

Algorithm Agility........ 80C201

Send Secure Announcement.. DISABLED

SAK Cipher Suite......... 0080C20001000001 (GCM-AES-128)
MACsec Capability........ 3 (MACsec Integrity, Confidentiality, & Offset)
MACsec Desired........... YES

# of MACsec Capable Live Peers............ 1

# of MACsec Capable Live Peers Responded.. 1

Live Peers List:
MT MN Rx-SCI (Peer) KS Priority

38046BA37D7DA7TTEO06DO06AY 89555 c800.8459.e764/002a 10

Potential Peers List:
MT MN Rx-SCI (Peer) KS Priority

Dormant Peers List:
MT MN Rx-SCI (Peer) KS Priority

WIZ, BxXaT 7T T AR NN - T 5 show mka sessions details =< > KD H
i E R L ET,
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Device# show mka sessions details

MKA Detailed Status for MKA Session

Status: SECURED - Secured MKA Session with MACsec

Local Tx-SCIl...uvueeenunn. 204c.9%9e85.ede4/002b
Interface MAC Address.... 204c.%9e85.eded

MKA Port Identifier...... 43

Interface Name........... GigabitEthernetl/0/1

Audit Session ID.........
CAK Name (CEN) ..veueeenon..

0100000000000000000000000000000000000000000000000000000000000000

Member Identifier (MI)... D46CBECO5D5D67594543CEAE

Message Number (MN)...... 89572

EAP Role. ...t NA

Key Server............... YES

MKA Cipher Suite......... AES-128-CMAC

Latest SAK Status........ Rx & Tx

Latest SAK AN............ 0

Latest SAK KI (KN)....... D46CBECO5D5D67594543CEAE00000001 (1)
0ld SAK Status........... FIRST-SAK

Old SAK AN. ..t vt e 0

O0ld SAK KI (KN).......... FIRST-SAK (0)

SAK Transmit Wait Time... 0Os (Not waiting for any peers to respond)
SAK Retire Time.......... Os (No Old SAK to retire)

MKA Policy Name.......... p2

Key Server Priority...... 2

Delay Protection......... NO

Replay Protection........ YES

Replay Window Size....... 0

Confidentiality Offset... O

Algorithm Agility........ 80C201

Send Secure Announcement.. DISABLED

SAK Cipher Suite......... 0080C20001000001 (GCM-AES-128)
MACsec Capability........ 3 (MACsec Integrity, Confidentiality, & Offset)
MACsec Desired........... YES

# of MACsec Capable Live Peers............ 1

# of MACsec Capable Live Peers Responded.. 1

Live Peers List:

MI MN Rx-SCI

38046BA37D7DA7TEO06DO06AY9 89560

Potential Peers List:

(Peer) KS Priority

c800.8459.e764/002a 10
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MT MN Rx-SCI (Peer) KS Priority

Dormant Peers List:
MT MN Rx-SCI (Peer) KS Priority

Wi, X7 T7F T AR FNENIZ 22> T % show mka policy policy-name detail =~
Y RO ZRLET,

Device# show mka policy p2 detail

MKA Policy Configuration ("p2")

MKA Policy Name........ P2
Key Server Priority.... 2
Confidentiality Offset. O
Send Secure Announcement..DISABLED
Cipher Suite(s)........ GCM-AES-128

Applied Interfaces...
GigabitEthernetl/0/1

5l : MKA [BERD R~

&Iz, show mkasessions=~ > RO IFIZRLET,

Device# show mka sessions

Total MKA Sessions....... 1

Secured Sessions... 1

Pending Sessions... O
Interface Local-TxSCI Policy-Name Inherited Key-Server
Port-ID Peer-RxSCI MACsec-Peers Status CKN
Gil1/0/1 204c.9e85.ede4/002b p2 NO YES
43 c800.8459.e764/002a 1 Secured

0100000000000000000000000000000000000000000000000000000000000000

Iz, show mka sessionsinterfaceinterfacename =~ > KO 1Bl Z R~ L E T,

Device# show mka sessions interface GigabitEthernet 1/0/1

Summary of All Currently Active MKA Sessions on Interface GigabitEthernetl/0/1...

Interface Local-TxSCI Policy-Name Inherited Key-Server
Port-ID Peer-RxSCI MACsec-Peers Status CKN
Gil/0/1 204c.9e85.eded/002b p2 NO YES

43 c800.8459.e764/002a 1 Secured

0100000000000000000000000000000000000000000000000000000000000000
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#l: mka tEmoER

&Iz, show mka sessionsinterface interface-namedetail = <> FOH Il 2R L £9°,

Device# show mka sessions interface GigabitEthernet 1/0/1 detail

MKA Detailed Status for MKA Session

Status: SECURED - Secured MKA Session with MACsec

Local Tx-SCI.....ouevvunn. 204c.9e85.eded4/002b

Interface MAC Address.... 204c.9e85.ede4

MKA Port Identifier...... 43

Interface Name........... GigabitEthernetl/0/1

Audit Session ID.........

CAK Name (CKN) ........... 0100000000000000000000000000000000000000000000000000000000000000
Member Identifier (MI)... D46CBEC05D5D67594543CEAE

Message Number (MN)...... 89567

EAP Role...iiiiiiinnnnnn. NA

Key Server............... YES

MKA Cipher Suite......... AES-128-CMAC

Latest SAK Status........ Rx & Tx

Latest SAK AN............ 0

Latest SAK KI (KN)....... D46CBEC05D5D67594543CEAE00000001 (1)
0ld SAK Status........... FIRST-SAK

Old SAK AN....vvvveeennnn 0

0ld SAK KI (KN).......... FIRST-SAK (0)

SAK Transmit Wait Time... Os (Not waiting for any peers to respond)
SAK Retire Time.......... 0Os (No 0ld SAK to retire)

MKA Policy Name.......... p2

Key Server Priority...... 2

Delay Protection......... NO

Replay Protection........ YES

Replay Window Size....... 0

Confidentiality Offset... 0

Algorithm Agility........ 80C201

Send Secure Announcement.. DISABLED

SAK Cipher Suite......... 0080C20001000001 (GCM-AES-128)
MACsec Capability........ 3 (MACsec Integrity, Confidentiality, & Offset)
MACsec Desired........... YES

# of MACsec Capable Live Peers............ 1

# of MACsec Capable Live Peers Responded.. 1

Live Peers List:
MI MN Rx-SCI (Peer) KS Priority

38046BA37D7DA77E06D006AS 89555 c800.8459.e764/002a 10

Potential Peers List:
MI MN Rx-SCI (Peer) KS Priority

Dormant Peers List:
MI MN Rx-SCI (Peer) KS Priority

RIZ. show mka sessionsdetails =~ > FOHAHIZ R L £,

Device# show mka sessions details

MKA Detailed Status for MKA Session

MACsec D551t .



B » vaEsoxs

Status: SECURED - Secured
Local Tx-SCI......uvvvvnnn
Interface MAC Address....
MKA Port Identifier......
Interface Name...........
Audit Session ID.........
CAK Name (CKN) v vvvewunnn. 0
Member Identifier (MI)...
Message Number (MN)......
EAP Role......iiiiivunnn
Key Server...............
MKA Cipher Suite.........

MACsec DRES1E |

MKA Session with MACsec

204c.9e85.eded/002b
204c.9%e85.ede4

43
GigabitEthernetl/0/1

100000000000000000000000000000000000000000000000000000000000000

D46CBEC05D5D67594543CEAE
89572

YES
AES-128-CMAC

Latest SAK Status........ Rx & Tx
Latest SAK AN............ 0
Latest SAK KI (KN)....... D46CBEC05D5D67594543CEAE00000001 (1)
0ld SAK Status........... FIRST-SAK
Old SAK AN. ..t iviieennnn 0
0ld SAK KI (KN).......... FIRST-SAK (0)
SAK Transmit Wait Time... Os (Not waiting for any peers to respond)
SAK Retire Time.......... Os (No 0ld SAK to retire)
MKA Policy Name.......... p2
Key Server Priority...... 2
Delay Protection......... NO
Replay Protection........ YES
Replay Window Size....... 0
Confidentiality Offset... 0
Algorithm Agility........ 80C201
Send Secure Announcement.. DISABLED
SAK Cipher Suite......... 0080C20001000001 (GCM-AES-128)
MACsec Capability........ 3 (MACsec Integrity, Confidentiality, & Offset)
MACsec Desired........... YES
# of MACsec Capable Live Peers............ 1
# of MACsec Capable Live Peers Responded.. 1
Live Peers List:
MI MN Rx-SCI (Peer) KS Priority
38046BA37D7DA77E06D006AY 89560 c800.8459.e764/002a 10
Potential Peers List:
MI MN Rx-SCI (Peer) KS Priority
Dormant Peers List:
MI MN Rx-SCI (Peer) KS Priority
Wiz, show mkapolicy =~ > RO fFlERL£T,
Device# show mka policy
MKA Policy Summary...
Policy KS Delay Replay Window Conf Cipher Interfaces
Name Priority Protect Protect Size Offset Suite(s) Applied

*DEFAULT POLICY* O

pl 1

. MACsec DEES 1t
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#l: mka tEmoER

p2 2 FALSE TRUE 0 0 GCM-AES-128 Gil/0/1
iz, show mka policy policy-name ==~ > KOH Ffl AR LE T,

Device# show mka policy p2

MKA Policy Summary...

Policy KS Delay Replay Window Conf Cipher Interfaces
Name Priority Protect Protect Size Offset Suite (s) Applied

p2 2 FALSE TRUE 0 0 GCM-AES-128 Gil1/0/1

%Iz, show mka policy policy-name detail =~ > KO H Al R L £9,

Device# show mka policy p2 detail

MKA Policy Configuration ("p2")

MKA Policy Name........ p2
Key Server Priority.... 2
Confidentiality Offset. O
Send Secure Announcement..DISABLED
Cipher Suite(s)........ GCM-AES-128

Applied Interfaces...
GigabitEthernetl/0/1

&Iz, show mka statisticsinterfaceinterface-name =~ > FOH Il Z R L £7,

Device# show mka statistics interface GigabitEthernet 1/0/1

MKA Statistics for Session

Reauthentication Attempts.. 0O

CA Statistics

Pairwise CAKs Derived... 0
Pairwise CAK Rekeys..... 0
Group CAKs Generated.... O
Group CAKs Received..... 0

SA Statistics

SAKs Generated.......... 1
SAKs Rekeyed............ 0
SAKs Received........... 0

SAK Responses Received.. 1

MKPDU Statistics

MKPDUs Validated & Rx... 89585
"Distributed SAK".. 0
"Distributed CAK".. 0

MKPDUs Transmitted...... 89596
"Distributed SAK".. 1
"Distributed CAK".. 0

IZ., show mkasummary =~ RO HHIZR L ET,

Device# show mka summary

Total MKA Sessions....... 1
Secured Sessions... 1
Pending Sessions... 0

MACsec DIES 1t .



B » vaEsoxs

MACsec DRES1E |

Interface Local-TxSCI Policy-Name Inherited Key-Server
Port-ID Peer-RxSCI MACsec-Peers Status CKN
Gil/0/1 204c.9e85.eded/002b p2 NO YES

43 c800.8459.e764/002a 1 Secured

0100000000000000000000000000000000000000000000000000000000000000

MKA Global Statistics

MKA Session Totals

CA

SA

Secured. ...t 1
Reauthentication Attempts.. 0

Deleted (Secured).......... 0
Keepalive Timeouts......... 0
Statistics

Pairwise CAKs Derived...... 0
Pairwise CAK Rekeys........ 0
Group CAKs Generated....... 0
Group CAKs Received........ 0
Statistics

SAKs Generated............. 1
SAKs Rekeyed............... 0
SAKs Received.............. 0
SAK Responses Received..... 1

MKPDU Statistics

MKPDUs Validated & RX...... 89589
"Distributed SAK"..... 0
"Distributed CAK"..... 0

MKPDUs Transmitted......... 89600
"Distributed SAK"..... 1
"Distributed CAK"..... 0

MKA Error Counter Totals

Session Failures

Bring-up Failures................
Reauthentication Failures........
Duplicate Auth-Mgr Handle........

SAK Failures

CA

SAK Generation...................
Hash Key Generation..............
SAK Encryption/Wrap..............
SAK Decryption/Unwrap............
SAK Cipher Mismatch..............

Failures

Group CAK Generation.............
Group CAK Encryption/Wrap........
Group CAK Decryption/Unwrap......
Pairwise CAK Derivation..........
CKN Derivation............covuvun..
ICK Derivation..............vou.
KEK Derivation...............oou..
Invalid Peer MACsec Capability...

MACsec Failures
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Rx SC
Tx SC

Creation......ouvivinnenn.
Creation......ouvevinnenn.

Rx SA Installation...............
Tx SA Installation...............

MKPDU Fa
MKPDU
MKPDU
MKPDU
MKPDU

&Iz, show macsec interface =~ > KO 15l &R~ LE 4,

Device# show macsec interface HundredGigE 2/0/4

MACsec
Replay
Replay
Includ
Use ES
Use SC
Admin

ilures

Rx Bad Peer MN.............
Rx Non-recent Peerlist MN..

is enabled

protect : enabled
window : O

e SCI : yes

Enable : no

B Enable : no

Pt2Pt MAC : forceTrue(l)

Pt2Pt MAC Operational : no

Cipher
Confid

Capabil
ICV le
Data 1
Max. R
Max. T
Max. R
Max. T
Valida
PN thr
Cipher

Access

Transmi
SCI
SC sta
Elaps
Start
Curre
Previ
Next
SA St
Confi
SAK U
SA Cr
SA St
SC st
Auth
Auth

GCM-AES-128
entiality Offset : O
ities
ngth : 16
ength change supported: yes
x SA : 16
x SA : 16
x SC : 8
x SC : 8
te Frames : strict

eshold notification support
s supported : GCM-AES-128
GCM-AES-256

GCM-AES-XPN-128
GCM-AES-XPN-256

control : must secure

t Secure Channels
3C5731BBB5850475
te : inUse (1)

ed time : 7w0d
time : 7w0d

nt AN: O

ous AN: -

PN: 149757

ate: inUse (1)
dentiality : yes
nchanged : yes
eate time : 00:04:41
art time : 7w0d
atistics

-only Pkts : 0
-only Bytes : 0

Encrypted Pkts : O
Encrypted Bytes : 0
SA Statistics

Auth
Auth

-only Pkts : 0
-only Bytes : 0

Encrypted Pkts : 149756
Encrypted Bytes : 16595088

0

#l: mka tEmoER
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Port Statistics
Egress untag pkts O
Egress long pkts O

Receive Secure Channels
SCI : 3C5731BBB5C504DF
SC state : inUse (1)

Elapsed time : 7w0d

Start time : 7w0Od

Current AN: O

Previous AN: -

Next PN: 149786

RX SA Count: O

SA State: inUse (1)
SAK Unchanged : yes
SA Create time : 00:04:39
SA Start time : 7w0Od
SC Statistics
Notvalid pkts O
Invalid pkts 0
Valid pkts O
Late pkts O
Uncheck pkts 0
Delay pkts O
UnusedSA pkts 0
NousingSA pkts 0
Validated Bytes 0
Decrypted Bytes 0
SA Statistics
Notvalid pkts O
Invalid pkts 0
Valid pkts 149784
Late pkts O
Uncheck pkts 0
Delay pkts O
UnusedSA pkts 0
NousingSA pkts 0
Validated Bytes 0
Decrypted Bytes 16654544

Port Statistics
Ingress untag pkts O
Ingress notag pkts 631726
Ingress badtag pkts 0
Ingress unknownSCI pkts 0
Ingress noSCI pkts 0
Ingress overrun pkts 0

MACsec F5=1EIZBE 9 5 EMIFEHR
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