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L7 hans e (H7JWCCP 72 &) IXGRERMIIC LA V3R A > FORIICH Y |
Wireshark Tld¥ v 7' ¥ ShEH A,

* SPAN : Wireshark %, SPAN%GEE L CRESINTZA L HX—T =24 ATy " aed v 7
F¥ TEEHA,

» SPAN : Wireshark 1%, AJ7 5@ SPAN 25t E LTCREINTIA » H—T7 = A AT
Ty hexy Ty TEET, HAOSFMTHHEH TS RERH Y £7°,
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LT TICFEET 554 . Wireshark (ZBEfEO 7 7 A V% FEX LET,

« B/RAY7: stop 22~ > K& 57>, automore € — KiZ q & A ) LC, Wireshark Dt »
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N &Y Ty mz s AR— N HHEE,

c SESERFMLANNLTHR Yy I TFy SNTT—F Ny T a— 150k,
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Rry b TF—=2 X T F i, N7 7ICBNENDET—X Xy hOF ¥ I F ¥ T, X
o b TR Xy T TF XL, CBOLRIENRT AR EANTDHZLIZL > TERLET,

COLEXRYTF TR ROT 7 a Ly EFEITTEET,
A UH—T 2 A ATOX YT F DT 7T 4 71k,

XY T F Y IRA L bA~DT 7 A2 br—L )AL (ACL) X7 T A~ v 7O H,

N

(G¥)  Network Based Application Recognition (NBAR) & MAC A ¥ A )L
D77 A=y 7E, PR—hSRTHEEA,

o X ¥ FF v ORI,

e ARBA TR EDNNY T 7 AL — RT A—FDIRE, A XOHPMIL 1 ~ 100
MB T¥, 774/ Oy 77 3B TT, ©I 1 OOy 77 F7 v a VFHERT
ﬁ‘o

e b IPT FLA, AR—k 7 RLVARIZETAIEREE L —EEEDIRE,

INTY v TF v DEREHE
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Wireshark D %€ /5%
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1. ¥¥7F v AV MEERLET,

2. XX TTF X RA L FONRTA—FEZBMELITERLET,

3 XTI TF KAV NET VT 4 TCEIIIIET 77 4 7L LET,
4. FxTFx BA L P ERASBREMLROVGEITHIRL X,

FrvITFvy R4V FDER
ZOFIAROHTIX, IV TN exdy T Ty KAV hEERLET, LEIDSLT,
monitor capture 2~ KD 12D A LV AZ L ZAZMHL TRy FFyRA 2 hEZDTXTO
T A =B EERTEET,

A
GE)  BpARA U b, F¥TFF Y00, BIOaT 74V EZBEETLF v 7T v RA LV M2
DEIERTHILERHY 9,

a7 TANBEERTHLENRLNDIL, CAPWAP ho R v T A B —T A ZAZFEHL
TIAX VA XY T TF v RV FNEERTIHAETT, ZOHA, 27 74 NVZITIERLE
Hh, ZHUIEHATEEEA,

Y TF KA N EEERT B, ROFIEEFATLET,

FIE
ARV FFEEET7TIVa Y =LY

AT w1 |enable ¥ EXEC £ — REAZIC L ET,
i) : NAT—=REANDLET (FERaniz
Device> enable a8 .

R T 72| monitor capture YT Ty RAMEERL, T

{capture-name} {interface interface-type |-+ 4.1 o K ASEDEAHT STV SRS
interface-id | control-plane} {in | out GRS R AEEL. Fv 7T v DK

| both} EHELET

| .
Bl ST — ROBIKIERO L350 T,
Device# monitor capture mycap interface|

GigabitEthernetl/0/1 in s capture-name : EFXT HF v 7T %

A NOLRTERELET (BT
% mycap MEH SN TWET)
F¥ T F v HORSITLFLUFIZ
LTLIZEN, 37, T H—2A
a7 () OHRPFHFAINES

« ({EE) interfaceinterface-type

interface-id : ¥ 7 F ¥R A kR
BEEfTT HAVAEEEAR A v R EFRE
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FYyTIFy R4V FDES

AU RFERETOVa Y

B8

L %9 (fHTiX GigabitEthernet1/0/1
DEHINTWET) |

G¥) F7varc, Zoa
v RAVAF A
DTIDXF¥ 7T ¥ K
A v N OO
A MBLUIRT A—
I _XTHEERCTEE
T, TIHDNRT A—
ZNWZHONWTIE, Fx 7
Fy¥ RA L b XT A —
2 OZEFIZEAT 2 FIA
T INTWET,
HPHOY R — ML, B
BeARA v N EEMB X
QHIBRT B 72012 B
HATxET,

interface-type (ZIZR DWW 0% fiF
ALET,

« GigabitEthernet : B4R A > k
% GigabitEthernet & L CHEE L
iﬁ‘()

evlan : #EfiAR A > % VLAN
ELTHEELET,

GE) DA HE—T =
A AT ARA
M LTHEHATS
Baid, Ay
7T DIRHIA[EE
<7,

« capwap : #EfiARA b &
CAPWAP k%L & LTHE
Liﬁ‘o

GE) DA UHE—T
A AL ARA
ML THERT S
k. a7 T4 NH
IfFEHTEEY
Puo
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Ry bEr IFe0BE |

ARV RFERETIVa Y

B8

« (f£E&) control-plane : iR A
rELTayha— L —r %
'ﬁi_‘[./gzjqo

ein | out | both: ¥v¥ FF¥DJ
mEZHEELET,

ATvT3

monitor capture {capture-name} [match
{any | ipv4 any any | ipv6} any
any} ]

1

Device# monitor capture mycap interface
GigabitEthernetl/0/1 in match any

AT VAT ADT A NEEERLET,

GE) a7 T4 VA PNMEATE R
72%72%, CAPWAP ® k
RV T A E—T A
A TG ARA v b & LR
AT 258X 0FIEELHE
fTLZR2NTL &,

F—U— FOEKRIZKRDOLFY T,

- capture-name : EFET HF ¥ I T ¥
AV NOLRIERELET (BT
I mycap MEH I TWET) |

ematch: 74 VX Z2BELET, T
BINTWAENIDOTZ 4 VZiZaT
T A4NHETT,

GE) ¥ 7 TF ¥ AA R
. a7 VAT AT 4
VB LR A VN D
EbbbERINTW
RWEARNRT 2T 47
ICTEERA, 2D
DOEN: & 7= LT e
Wk 7T KA R
77T 4 7L ED
ET5E =T7—0E
EnET,

cipvd i IPX—T g 4D T 4NV E K
BELET,

cipv6 i IP/XN—Ta 6D T 4 VK K
BELET,
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FYyTIFy R4V FDES

AU RFERETOVa Y
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ATvT4

show monitor capture {capture-name} [
par ameter ]

1

Device# show monitor capture mycap
parameter

monitor capture mycap interface
GigabitEthernetl/0/1 in

monitor capture mycap match any

AT v T2 TERLIF Y I TF v KA
YENRTA=BEFRIRL, v T Ty
A NEERLIEZ MR LET,

ATy TH

show capwap summary
1 -

Device# show capwap summary

TAYXY LR Fx T F v OBHERA b
L LTHEHTE S CAPWAP F o L%
FRLET,

GE) ZhoavwrRiE, VAL
AXY T T Y EFRATT D7
DI CAPWAP b v L& 32
BARA L PELTHEALT
WA AIZOAERH L E
9, BIDOIED CAPWAP D)
EHR LTSN,

ATvT6

show running-config

1 -

Device# show running-config

AN B LET,

ATy T17

copy running-config startup-config

1

Device# copy running-config
startup-config

EE) 274 Xal—vary 7y
A MR E ZRAF L E T,

1

CAPWAP 855t AR A v P TX ¥ 7 F v " A v FEEFZT DITIIREEITLET,

Device# show capwap summary

CAPWAP Tunnels General Statistics:

Number of Capwap Data Tunnels
Number of Capwap Mobility Tunnels
Number of Capwap Multicast Tunnels

[ |
o

Type PhyPortIf Mode

McastIf

Cca0

AP442b.03a9.6715

data Gi3/0/6

unicast -
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Name SrcIP SrcPort DestIP DstPort DtlsEn MTU Xact

Ca0 10.10.14.32 5247 10.10.14.2 38514 No 1449 0

Device# monitor capture mycap interface capwap 0 both
Device# monitor capture mycap file location flash:mycap.pcap
Device# monitor capture mycap file buffer-size 1

Device# monitor capture mycap start

*Aug 20 11:02:21.983: $BUFCAP-6-ENABLE: Capture Point mycap enabled.on

Device# show monitor capture mycap parameter

monitor capture mycap interface capwap 0 in

monitor capture mycap interface capwap 0 out

monitor capture mycap file location flash:mycap.pcap buffer-size 1
Device#
Device# show monitor capture mycap

Status Information for Capture mycap
Target Type:
Interface: CAPWAP,
Ingress:

Egress:

Status : Active
Filter Details:
Capture all packets
Buffer Details:
Buffer Type: LINEAR (default)
File Details:
Associated file name: flash:mycap.pcap
Size of buffer(in MB): 1
Limit Details:
Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)
Packets per second: 0 (no limit)
Packet sampling rate: 0 (no sampling)
Device#
Device# show monitor capture file flash:mycap.pcap
1 0.000000 00:00:00:00:00:00 => 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
2 0.499974 00:00:00:00:00:00 => 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
3 2.000000 00:00:00:00:00:00 -> 3c:ce:73:39:¢c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
4 2.499974 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
5 3.000000 00:00:00:00:00:00 -=> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
6 4.000000 00:00:00:00:00:00 -=> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
7 4.499974 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
8 5.000000 00:00:00:00:00:00 -=> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
9 5.499974 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
10 6.000000 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
11 8.000000 00:00:00:00:00:00 => 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
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12 9.225986 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
13 9.225986 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
14 9.225986 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
15 9.231998 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
16 9.231998 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
17 9.231998 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
18 9.236987 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
19 10.000000 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,

FN=0, Flags=........
20 10.499974 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........

21 12.000000 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........

22 12.239993 10.10.14.
23 12.244997 10.10.14.
24  12.244997 10.10.14.
25 12.250994 10.10.14.

-> 10.10.14.32 DTLSvl1.0 Application Data
-> 10.10.14.32 DTLSv1.0 Application Data
-> 10.10.14.32 DTLSvl1.0 Application Data
-> 10.10.14.32 DTLSvl1.0 Application Data
26 12.256990 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
27 12.262987 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
28 12.499974 00:00:00:00:00:00 -=> 3c:ce:73:39:¢c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
29 12.802012 10.10.14.3 -> 10.10.14.255 NBNS Name query NB WPAD.<00>
30 13.000000 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........

NN DNDDNDDNDDN

RDBERY

IOLRDBEHARAL I EBNMLT, %Y T7F XY RA L IDORTA—HEERT L, 777471
TEET, FHE, ¥ T FARA U FEFOEFEFERLI-WESITTSICT 77 40 7kt %
ZEHLTEES,

\)

GE) ZOMEYZTHBHAINTWAEA Yy REFALTX Y 7T v RA 2 bONRT A —F BT
HIEITTEEREA,

=P =Bl F ¥ T F v 4, ETITENAELRWEERRA N EANTHE, ALy
F1%. [Capture Name should be less than or equal to 8 characters. Only alphanumeric characters and
underscore () is permitted | 33 X T° 1% Invalid input detected at " marker] ® X 9 7= F — % FKIR
LET,

XY TFY RAV M NRTA—F2DEMEITER

NI A—=ZDEEFRET 2 FIAIL, EFICU A hSNETH, LEOIEFTEITTEET,

?iZH\iti@ﬁﬁf%ﬁf%i?o@ﬁ%iﬁﬁ%&%ﬁﬁ%yb%%%\ﬁbﬁf&a
VEBERTDHIET, FREOEEZLVEEDMEICEZIAX 5 LN TEET, T TICHEES
NTRFED/INT A—FNERINTOWDERIE, A VX T 7T 4 TICHERTHIVLERS Y £
7

¥ TT ¥ RA L FDONRTRA=ZEEETT LI, ROFIREFITLET,

1R BHEIIZ
PITOFRIEEFEITTHEICK Y 7T ¥ R"A LV FPEERTHLERDH Y £,

| Ny rxrIFroge I



B =75 K1k $52x—s0EMELRES

FIE

Ry bEr IFe0BE |

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC T— F&EADIZ L £,
e NMRAT—RKEANLET (FERkEh

58

ATvT2

monitor capture {capture-name} match
{any | mac mac-match-string | ipv4
{any | host | protocol} {any | host}
| ipv6é {any | host | protocol} {any
| host}}

1

Device# monitor capture mycap match
ipv4 any any

ACL 72137 7 A~ v 7 CH/RIICE
TINTZaT VAT LT 4% (ipv4
any any) ZiEFRLET,

ATvT3

monitor capture {capture-name} limit
{ [duration seconds] [packet-length
size] [packets num] }

1

Device# monitor capture mycap limit
duration 60 packet-len 400

MHALOE v >3 VIR (60) . Fv 7
F v SN Ty b F 72 IE Wireshark
IR o TR ESNDXry BT A
rE (400) ZHELET,

ATvT4

monitor capture {capture-name} file
{location filename}
{5

Device# monitor capture mycap file
location flash:mycap.pcap

X ST v BA L BNy M EER
TOHRET TR F Y I FHrTELH LI
THERE. 77ANDT ) m— g
VEBELET,

G TTIZT 7 A VDFAET D
e, s EEZ D ATRE
INE D e MERT DALEN
b ET,

ATvT5

monitor capture {capture-name} file
{buffer-size size}
fi

Device# monitor capture mycap file
buffer-size 100

2747 N—ZX FDOLHEIT
Wireshark TEHIND AEY Ny 77
DY A XEHRELET,

ATvT6

B 7y brFrTFro

show monitor capture {capture-name} [
parameter ]

1

Device# show monitor capture mycap
parameter

monitor capture mycap interface
GigabitEthernetl/0/1 in

monitor capture mycap match ipvi4

BRE

PIANCERZ LTZX vy 7T v RA b X
FA—HEFRLET,



| oy bFrIFrosE
v TFe KA b 55 4—508% |

ARV RFEREET7TOVa Y Be
any any
monitor capture mycap limit duration
60 packet-len 400
monitor capture point mycap file
location bootdisk:mycap.pcap

monitor capture mycap file
buffer-size 100

AFw 71 |end HHE EXEC E— RICRED £,
B -

Device (config) # end

INSA—BDERE
Xy TF v 774 IIVOBEERFFEIBEESS (FAERR

Device# monitor capture point mycap file location flash:mycap.pcap
Device# no monitor capture mycap file

INTY R IN—ZXFDRIEBIZAEY) Ny D7 HA XEIEET S

Device# monitor capture mycap buffer size 100

IPv4 & IPV6 DBAIZ—ET H&SC. BRMEIT DRATL J4IVEFIEEET D

Device# monitor capture mycap match any

RDARY
Xyx T ¥ RA L MIRLBERRTA—INT R TEHEENTWDIEEIET 7T 0 7L LET,

v TFv RA 2k 185 A —2 DEIR

JERIZFR SNTWETR, T A=F ZHIBRT 5 FIRIMEEONEF TIITTE £9, 117,
247, EITBEBATTHIBR T E 9, BEDSWREREERIAR A &~ M ZRW T, RO/ T A=
ZHIFRTE £,

X ST v BA L NONRT A—ZEHIFRT DI, ROFIAEZEITLET,

1R BHEIIZ
X T BA L RT A=, LTFTOFINEEZFEH L THIBRT DENCERTOLERH Y
7,

"oy rxrIFroiE )



B =77 v ket isx—s0HK

FIE

Ry bEr IFe0BE |

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC T— F&EADIZ L £,
e NMRAT—RKEANLET (FERkEh

58

ATvT2

no monitor capture {capture-name}
match

1

Device# no monitor capture mycap match

X 7F v RA b (mycap) TERHES
NTWDLTRTOT 4V ZHIBRL E
D

ATvT3

nomonitor capture {capture-name} limit
[duration] [packet-length] [packets]

1 -

Device# no monitor capture mycap limit]
duration packet-len
Device# no monitor capture mycap limit]

Wireshark |Z &> TREESN S Ev 3
VAL ARIBEB IOy BT A
MEEHIBRLET, TothofiE s
FIRIZZDOE EIZ72 £9,

Wireshark O3 X COHl|fEZ 27 V7 LF
—é‘o

ATvT4

no monitor capture {capture-name} file
[location] [buffer-size]

1

Device# no monitor capture mycap file
Device# no monitor capture mycap file
location

77 ANVOBEEMITEAHIBRLET, Fv
TFxRA L MINT Y bedy T F v
L7a<7mh F9, RIETHETSNE
—g—O

7 7 A NMLEOBEA T A IR L E T,
T 7 ANMLEITFX Y ST ¥ RA b
BT o< 9, EL,
D EFR SN T 7 A NVEERF T IZZ 0
T vaillo T EEZ T EH
Ao

ATy Th

show monitor capture {capture-name} [
parameter ]

1 -

Device# show monitor capture mycap
parameter

monitor capture mycap interface
GigabitEthernetl1/0/1 in

T A—=Z OHIRBERICE T ER I
TWAXF Y TTF v IRA 2 b XTA—H
ZFRLET, ZOavr RI, v 7
F ¥ ™A N EBEEFT HNDNT A—
B E MRt A - DI FIEOEZE OIS T
FITCTEET,

ATvT6

end

1 -

Device (config) # end

HikE EXEC E— FIZREY £,

B 7y bR IFrvOBE



| oy bFrIFrosE

RDBERY

v 77 v ta v ol [

XX TT ¥ RA L MIBBERANTA—=IPTRTHFENTWDHEIET 77 4 7L L £,

\}

GE)

XX TFFARA U N T I T4 TREXIINRTA—EDHIREND L, AL vTFIL 47

FXMWT 2T 47 TT (Captureis active) | &WVH =T —HFRKRLET,

X TF ¥ R4 2 FDHIRR

¥ 7Ty RA 2 PEHIRT 2123, ROFIRZETLET,

B8 DRI

Xr 7T ¥ RA L ME LTOFIEEZMEH L THIBRT 2RNCERT H2LERH Y 7, HIbRT

DHANZ, ¥¥ 7T ¥ RA L MFIETHULERH Y 7,
FIE
ARV KRFERRETY V3 Y BeY
ATy 71 |enable FEHE EXEC E— FEFMCLET,
i  NAT—REASNLET (ERSh
Device> enable =58 .
A 72 |nomonitor capture {capture-name} RESNEXYy 7F v KAV b
Bl - (mycap) ZHIFRLET,
Device# no monitor capture mycap
ATy 7 3 |show monitor capture {capture-name} [ |$57E S 7=F ¥ 7 F v BA > HTHIKR
par ameter ] ENFTDFE LRV EERT A v
- E—-VERRLET,
Device# show monitor capture mycap
parameter
Capture mycap does not exist
A7y 74 |end F#HE EXEC £— RIZRY £,
f5l
Device (config) # end
A7y 75 | show running-config AN EHERBLET
il -
Device# show running-config

"oy rxrIFroiE )



Ry bEr IFe0BE |
B o7k re707 0 TEREETIT 4 TI2T D

ARV RFEEETIII Y BRI
R 76 | copy running-config startup-config B v 74Xl — g 77
Bl - A MCRE R R LT,

Device# copy running-config
startup-config

RDEZRY

IR LD LR CARIOERI Y 7F v AL FE2ERTEXET, 20O FNEITE .
Xy 7F ¥ RNA L POERELCYDELIEWEAIZEITLET,

XY TF RAVNETIT4TERIETIT12TIZTH
XY TFY RNA L NET 7T 4 TERIIIET 7T 4 7T BI00E. ROFIEEZEFTLET,

IR B

iR A v B L OaT VAT A T4 NAVENREREIN, BEMTONTZT 7 A4 V4B T TIZ
FHETIHIHEAETH, Sv T TF Y RA L MNIT 2T 4 7T HENTEET, 2L )R —
ATIE, BFEO7 7 A M EEXSNET,

BE T2 7 7 A VAL DRNF Y TF v IR"A v ME, ERTEEZDIEZFICT 7T 4 712 TEF
T, T7ANEABEEINTWRWE, Ny MRy 77 IBRESNET, 914 7FR (Fy
TFXYEEOER) X, T ANVBIONRNy T 7 = ROWGFTHEATE £,

FRT A NEEBRELZWGEA, X7y MITA TFRREINT, a7 VAT AT 4 LHXITL-
THEXYTF v ENTZTRTCONNTy MBRFRENET, T 7 4/ bDOFERE— Nidbrief T,

)

GE) CAPWAPD Fo RV T A B —T A AEFRA L N LTHERTRE, 27 74 L%
WA SN2z, ZOBARITIERTIXLETIH D A,

Flig
ARV RFEEETIIa Y B8

RT w71 |enable HHE EXEC T— RZAMIc L ¥,

1 - NRAT— REATTLET @FRIn=%
Device> enable &) .,

ATvT2 monitor_ capture _{Captur_e-name} Xy Ty RA L BT I T 47 L,
start [display [display-filter [stpl Z&ie 7y NEFRAERSH
filter-stl’ing] ] [brief | detailed | LY ERETANE LET,
dump]

B 7y bR IFrvOBE |



| sy brFrFFro

]

X JE

0 TFoRAU L ETOT 4 IERRET 74 T1255 ||

ARV RFERFTIVaY B

1

Device# monitor capture mycap start
display display-filter "stp"

Z 5w 73| monitor capture {capture-name} Stop | xy FF ¥ KA L FEIET VT 4 T
fi LET,

Device# monitor capture name stop

AT v 74 |end HebE EXEC B— NICEY 7,
B

Device (config) # end

Z 5 7 5 | show running-config AN E MR LET,
i

Device# show running-config

X 7 6 | copy running-config startup-config (fER) ary74F¥alb—ar 7y
%l - AR EZRAFLET,

Device# copy running-config
startup-config

RDBRY

XX TTFXYRA L NeT 7T 4 TRBLOHET 7T 4 72T BT, WL OO T —RN3AT
HAREER SV T3, WIZ, BETDHAREOH DT —DNL O OflERLET,

T 7T 4 7T DB AR A N DA

Device# monitor capture mycap match any

Device# monitor capture mycap start

No Target is attached to capture failed to disable provision featurefailed to remove

policyfailed to disable provision featurefailed to remove policyfailed to disable provision
featurefailed to remove policy

Capture statistics collected at software (Buffer):

Capture duration - 0 seconds
Packets received - 0

Packets dropped - 0

Packets oversized - 0

Unable to activate Capture.

Device# unable to get action unable to get action unable to get action
Device# monitor capture mycap interface gl/0/1 both

Device#monitor capture mycap start

Device#

*Nov 5 12:33:43.906: $BUFCAP-6-ENABLE: Capture Point mycap enabled.

"oy rxrIFroiE )



B o7k re707 0 TEREETIT 4 TI2T D

T T4 7T DB T 4 V2 DA

Ry bEr IFe0BE |

Device# monitor capture mycap int gl/0/1 both

Device# monitor capture mycap start
Filter not attached to capture
Capture statistics collected at software

Capture duration - 0 seconds
Packets received - 0

Packets dropped - 0

Packets oversized - 0

Unable to activate Capture.

Device# monitor capture mycap match any
Device# monitor capture mycap start
Device#

*Nov 5 12:35:37.200:

(Buffer) :

$BUFCAP-6-ENABLE: Capture Point mycap enabled.

v T F v RS N TTIZT 7T 4 7EEINTWBEDIZ, BIOFyTF ¥ RA L V&2 T

T47bL LD ETD

Device# monitor capture mycap start

PD start invoked while previous run is active Failed to start capture

failure
Unable to activate Capture.
Device# show monitor capture

Status Information for Capture test
Target Type:

Interface: GigabitEthernetl/0/13,
Interface: GigabitEthernetl/0/14,
Status Active

Filter Details:

Capture all packets

Buffer Details:

Buffer Type: LINEAR (default)
Buffer Size (in MB): 10

File Details:
Associated file name:
Limit Details:

Number of Packets to capture: 0
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)

flash:cchh.pcap

Maximum number of packets to capture per second:

Packet sampling rate: 0 (no sampling)
Status Information for Capture mycap
Target Type:

Interface: GigabitEthernetl/0/1,
Status Inactive

Filter Details:

Capture all packets

Buffer Details:

Buffer Type: LINEAR (default)
Buffer Size (in MB): 10

File Details:

File not associated

Limit Details:

Number of Packets to capture: 0
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)

Maximum number of packets to capture per second:

Packet sampling rate: 0 (no sampling)
Device# monitor capture test stop
Capture statistics collected at software

B 7y bR IFrvOBE

Direction:
Direction:

Direction:

: Wireshark operation

both
both

(no limit)

1000

both

(no limit)

1000

(Buffer & Wireshark):



| 7y rErTFFroiE
X TFXYRAV NI ITFDIYT .

Capture duration - 157 seconds
Packets received - 0

Packets dropped - O

Packets oversized - 0

Device#

*Nov 5 13:18:17.406: $BUFCAP-6-DISABLE: Capture Point test disabled.
Device# monitor capture mycap start

Device#

*Nov 5 13:18:22.664: $BUFCAP-6-ENABLE: Capture Point mycap enabled.
Device#

XN TFRA NNV TFDI YT

WOFNEIZH- TRy T 7 a7V u2 7 VT 350, 7 7AW A ML —U 8 UTRTFE
LET,

N

GE) Xy hEaRNy 7y NIRET AEEROX Yy T F ¥ 0384, AEY a AT A0, 5
LWy 7Fy 2T 2NNy 77227 U T LTKEE, T2 T 4 7% v 7F v KA
VEDONy Ty H I YT LRNTLTEEN,

FIig
ARV RFERERT7TIVa Y B#J

AT w1 |enable it EXEC E— RZAMIC L ET,
il - e NATU—=REANLET (BRI
Device> enable e5%a) .

R 72 | monitor capture {capture-name} [clear |clear : 522Ny 7 7 ZHIBR L ET,

| export filename] B
Gx) clear 2~ R&FETT 5
1 - &

Device# monitor capture mycap clear

* DNA Advantage 7 1 &
VATIX, ZToaxr
NiZ Ny 7 7 ZHlbRE
TNy 77 ODNK %
U7 LET

cMOFTRTHOTA B
AT, ZDhav R
3y 7 7 BIREHIBR
LET,

export : /N 7 7 TH ¥ I TF ¥ IR
Ty bERAFL, Ny 77 ZHIBRLE
ﬁ—o

"oy rxrIFroiE )



Ry bEr IFe0BE |
B sco5cx1vrnivor0u7

avYRFERET7IOI Y BRI
AT v 73 |end b EXEC B— RNICRE Y 9,
B -

Device (config) # end

Z 5w 7 4 | show running-config AR LE T
I

Device# show running-config

R 77§ | copy running-config startup-config FEE) a7 4F2lb—vary 77
1 ANVITREZRTFLET,

Device# copy running-config
startup-config

Bl: X TFv R4V Ny T 7D0E
FvTFYDITF7AINLADIY AR— b+

Device# monitor capture mycap export flash:mycap.pcap

Storage configured as File for this capture

X TFoRAVE NV I7FDHYT

Device# monitor capture mycap clear

Capture configured with file options

RDBERY

)

(¥)  DNAAdvantage UANADT A B A TRy TF ¥y RA LV FORy T 727 V7 LESETD L,
A A v F 1 [Failed to clear capture buffer : Capture Buffer BUSY] =7 —%F R~ L £,

B <7y brErIFroRE |



| "7y bxrdFrokE
@ara iy kv IFvnzsrs ]

HBARAFAINT Y b F X TF Y DEEHIE

NTY R T—2 T TFrvDEE
A

GB) 77547 ¥ TFF¥RA L hDOT 7 2R — L. DNAAdvantage DA THR— F STV
F9, MOTXTOIATDITA B ATIE, FTHFY 7T ¥ &2FELLTNLT I AR — &
TOMENDHY £,

Ny 77 F=FTATy b 7T—2 Fx 7 F ¥ 2EHT DI, KOFIEEZETLET,

FIig
=l VN N3 il = A7 = B

RTw 71 |enable FitE EXEC E— RE BT LET,
fi NRAT—REANLET EREN-%
Device> enable &) .

AT 72 | monitor capturecapture-name accesslist | 7 7t 2 U X &/ kN F¥ S F ¥
access-list-name 0):17’ 7 4/1/5' LLTHEL, £=4—

Device# monitor capture mycap access-p|
list wvdacl

R w 73 | monitor capture capture-name limit T — Xy P FrOHIEERTELE
duration seconds +.
1 -

Device# monitor capture mycap limit
duration 1000

R w 7 4 | monitor capturecapture-name interface |#&ER A P B LUy B 7 r—F
interface-name both MAEAEELT, T o — v I F v %
fil - miELET,

Device# monitor capture mycap interface
GigabitEthernet 0/0/1 both

25w 7§ | monitor capture capture-name buffer Nry b T=R XX T TF¥TDHED
circular size bytes RNy 77 B ELET,
U

Device# monitor capture mycap buffer
circular size 10

| "oy rxrIFroiE )



B =77 rvsnr7—s0r=8ussex05502

Ry bEr IFe0BE |

ARV RFERETIVa Y

B8

ATvT6

monitor capture capture-name start

1

Device# monitor capture mycap start

N7 4y FL—RARA L BT
Ty NT=HDONy T 7 ~DFXTFx
B L E T,

ATy T17

monitor capture capture-name stop

1 -

Device# monitor capture mycap stop

N7 497 RL—RARAL RT
oy RN T=HOX Yy T F v BEIELE
ﬁ—o

ATvT8

monitor capture capture-name export
file-location/file-name

1

Device# monitor capture mycap export
tftp://10.1.88.9/mycap.pcap

S DT-DITH Yy TF ¥ ENT-T—F %
T AR—NLET,

ATvT9

end

1

Device# end

HrME EXEC E— RNIZEREY £9°,

Fv TFvEINET—EDE=ZR)TEAVTFUR

XX T F¥YEINTNT Y FTFT—EZDEF=Z YT AT RAET O, ROVEEEELT
LET, Fv7F ¥ Ny 7 70iFEME Xy 7F v RA v FOFEMEERLET,

FIE

ARV RFERFTIaY

=)

ATy T

enable
R

Device> enable

¥itE EXEC E— FE Az LET,
RAT—REANLET FEREIN-8

) .

ATvT2

show monitor capturecapture-buffer-name
buffer dump

1 -

Device# show monitor capture mycap
buffer dump

EE) ¥ 7F v "7y b 16K
o TBIOZEDAZ T =22 FR L E
-é‘o

ATvT3

show monitor capture capture-buffer-name
parameter

1

B 7y bR IFrvOBE

(ER) Fv 7T v 2HET D2 0IfE
Ashiza~vy FoY A paFRLE
ﬁ—o
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AU RFERETOVa Y

B8

Device# show monitor capture mycap
parameter

ATvT4

debug epc capture-point
1 -

Device# debug epc capture-point

HEE) "y b Fx7Fx KAV b
DTNy THEFNZLET,

ATvT5

debug epc provision
1 -

Device# debug epc provision

fEE) "y b FxY7F v Fob
Vam T OT NNy T EAMILET,

ATvT6

end

1

Device (config) # end

HibE EXEC E— RIZR Y £,

INTy B TF e DFRTEH

ROET v aNNTy bR TTF X OREREZRLET,

Wireshark @ % 5E 5

DY 7 5 1T Wireshark DR EFlZ < L E T,
5l - pcap 77 A IILH LD EH DR

WDOEHIZATILT, peap 7 7 A NDHLDOM N R R TEET,

Device# show monitor capture file flash:mycap.pcap brief

Starting the packet display

1 0.000000000 10.10.10.2 -> 10.10.10.1
seq=0/0, ttl=254

2 0.000051000 10.10.10.1 -> 10.10.10.2
seq=0/0, ttl=255 (request in 1)

3 0.000908000 10.10.10.2 -> 10.10.10.1
seq=1/256, ttl=254

4 0.001782000 10.10.10.1 -> 10.10.10.2
seq=1/256, ttl=255 (request in 3)

5 0.002961000 10.10.10.2 -> 10.10.10.1
seq=2/512, ttl=254

6 0.003676000 10.10.10.1 -> 10.10.10.2
seq=2/512, ttl=255 (request in 5)

7 0.004835000 10.10.10.2 -> 10.10.10.1

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

ICMP

Press Ctrl + Shift + 6 to exit

114 Echo (ping) request 1d=0x002e,
114 Echo (ping) reply 1d=0x002e,
114 Echo (ping) request 1d=0x002e,
114 Echo (ping) reply 1d=0x002e,
114 Echo (ping) request 1d=0x002e,
114 Echo (ping) reply 1d=0x002e,
114 Echo (ping) request 1d=0x002e,

IRy R TFvDHRE

"
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. 5 : .pcap 7 7 A ILH S DFEME HDRTF

Interface id:

0

seq=3/768, ttl=254

8 0.005579000 10.10.10.1 -> 10.10.10.2 ICMP 114 Echo (ping) reply 1d=0x002e,
seq=3/768, ttl=255 (request in 7)

9 0.006850000 10.10.10.2 -> 10.10.10. ICMP 114 Echo (ping) request 1id=0x002e,
seq=4/1024, ttl=254

10 0.007586000 10.10.10.1 -> 10.10.10. ICMP 114 Echo (ping) reply 1d=0x002e,
seq=4/1024, ttl=255 (request in 9)

11 0.008768000 10.10.10.2 -> 10.10.10. ICMP 114 Echo (ping) request 1id=0x002e,
seq=5/1280, ttl=254

12 0.009497000 10.10.10.1 -> 10.10.10. ICMP 114 Echo (ping) reply 1d=0x002e,
seq=5/1280, ttl=255 (request in 11)

13 0.010695000 10.10.10.2 -> 10.10.10. ICMP 114 Echo (ping) request 1id=0x002e,
seq=6/1536, ttl=254

14 0.011427000 10.10.10.1 -> 10.10.10. ICMP 114 Echo (ping) reply 1d=0x002e,
segq=6/1536, ttl=255 (request in 13)

15 0.012728000 10.10.10.2 -> 10.10.10. ICMP 114 Echo (ping) request 1id=0x002e,
seq=7/1792, ttl=254

16 0.013458000 10.10.10.1 -> 10.10.10. ICMP 114 Echo (ping) reply 1d=0x002e,
seq=7/1792, ttl=255 (request in 15)

17 0.014652000 10.10.10.2 -> 10.10.10. ICMP 114 Echo (ping) request 1id=0x002e,
seq=8/2048, ttl=254

18 0.015394000 10.10.10.1 -> 10.10.10. ICMP 114 Echo (ping) reply 1d=0x002e,
seq=8/2048, ttl=255 (request in 17)

19 0.016682000 10.10.10.2 -> 10.10.10. ICMP 114 Echo (ping) request 1id=0x002e,
seq=9/2304, ttl=254

20 0.017439000 10.10.10.1 -> 10.10.10. ICMP 114 Echo (ping) reply 1d=0x002e,
seq=9/2304, ttl=255 (request in 19)

21 0.018655000 10.10.10.2 -> 10.10.10. ICMP 114 Echo (ping) request 1id=0x002e,
seq=10/2560, ttl=254

22 0.019385000 10.10.10.1 -> 10.10.10. ICMP 114 Echo (ping) reply 1d=0x002e,
seq=10/2560, ttl=255 (request in 21)

23 0.020575000 10.10.10.2 -> 10.10.10. ICMP 114 Echo (ping) request 1id=0x002e,
seq=11/2816, ttl=254

——-More«

~ = —
{5 . .pcap 7 7 A LD DEFHE HDORTR

WDOEHIZATILT, peap 7 7 A VO TJFEM AR R TEET,
Device# show monitor capture file flash:mycap.pcap detailed
Starting the packet display ........ Press Ctrl + Shift + 6 to exit
Frame 1: 114 bytes on wire (912 bits), 114 bytes captured (912 bits) on interface 0

(1)
2015 11:44:48.322497000 UTC

Encapsulation type: Ethernet
Arrival Time: Nov 6,

[Time shift for this packet: 0.000000000 seconds]

Epoch Time: 1446810288.322497000 seconds

[Time delta from previous captured frame: 0.000000000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]
Frame Number: 1

Frame Length: 114 bytes (912 bits)

Capture Length: 114 bytes (912 bits)

[Frame is marked: False]

[Frame is ignored: False]

[Protocols in frame:
Ethernet II, Src: Cisco f£3:63:46
(00:el:6d:31:f1:c6)

Destination: Cisco 31:fl:c6

Address: Cisco 31:fl:cé6

eth:ip:icmp:data]

(00:el1:6d:£3:63:46), Dst: Cisco 31:fl:cé6

(00:el:6d:31:£f1:c6)
(00:el:6d:31:£f1:c6)
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LG bit: Globally unique address (factory default)

N = IG bit:
Source: Cisco f3:63:46 (00:el:6d:£3:63:46)
Address: Cisco f3:63:46 (00:el:6d:£3:63:46)

Individual address

(unicast)

.0. = LG bit: Globally unique address (factory default)
FR R O = IG bit: Individual address (unicast)
Type: IP (0x0800)
Internet Protocol Version 4, Src: 10.10.10.2 (10.10.10.2), Dst: 10.10.10.1 (10.10.10.1)
Version: 4
Header length: 20 bytes
Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00: Not-ECT (Not
ECN-Capable Transport))
0000 00.. = Differentiated Services Codepoint: Default (0x00)
..00 = Explicit Congestion Notification: Not-ECT (Not ECN-Capable Transport)
(0x00)
Total Length: 100
Identification: 0x04ba (1210)
Flags: 0x00
0... = Reserved bit: Not set
.0.. = Don't fragment: Not set
.0. = More fragments: Not set
Fragment offset: 0
Time to live: 254
Protocol: ICMP (1)
Header checksum: 0x8fc8 [validation disabled]
[Good: False]
[Bad: False]
Source: 10.10.10.2 (10.10.10.2)
Destination: 10.10.10.1 (10.10.10.1)
Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: 0
Checksum: Oxeddb [correct]
Identifier (BE): 46 (0x002e)
Identifier (LE): 11776 (0x2e00)
Sequence number (BE): 0 (0x0000)
Sequence number (LE): 0 (0x0000)
Data (72 bytes)
0000 00 00 00 00 09 c9 8f 77 ab cd ab cd ab cd ab cd ....... Weeowuonn
0010 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... i,
0020 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oo,
0030 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... i ii.,
0040 ab cd ab cd abcdab cda Lol
Data: 0000000009c98f77abcdabcdabcdabecdabecdabedabedabed. . .
[Length: 72]
Frame 2: 114 bytes on wire (912 bits), 114 bytes captured (912 bits) on interface 0
Interface id: O
~ O N —
B : .pcap Z 7 A ILD STy b FUTHADKRFE
WDEITAN LT, oy N X TOMNERRTEET,
Device# show monitor capture file flash:mycap.pcap dump
Starting the packet display ........ Press Ctrl + Shift + 6 to exit
0000 00 el 6d 31 f1 c6 00 el 6d £3 63 46 08 00 45 00 ..ml m.cF..E
0010 00 64 04 ba 00 00 fe 01 8f c8 0Oa 0Oa 0a 02 0a Oa R
0020 0Oa 01 08 00 e4 db 00 2e 00 00 00 00 00 00 09 c9 ...
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0030 8f 77 ab cd ab cd ab cd ab cd ab cd ab cd ab cd W e e e
0040 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oL
0050 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... ool
0060 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... o oL
0070 ab cd

0000 00 el 6d 31 f1 80 00 el 6d 31 f£f1 80 08 00 45 00 .oml....ml... . E.
0010 00 64 04 ba 00 00 ff 01 8e c8 0Oa 0a 0a 01 Oa Oa R
0020 0Oa 02 00 00 ec db 00 2e 00 00 00 00 00 00 09 c9 ... iiiiiinnnnnn
0030 8f 77 ab cd ab cd ab cd ab cd ab cd ab cd ab cd W e e e
0040 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... ool
0050 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oo
0060 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... o oL
0070 ab cd

0000 00 el 6d 31 f1 c6 00 el 6d £3 63 46 08 00 45 00 ..ml....m.cF..E.
0010 00 64 04 bb 00 00 fe 01 8f c7 0Oa 0Oa 0O0a 02 0a Oa [ N
0020 0Oa 01 08 00 e4 d7 00 2e 00 01 00 00 00 00 09 €9 ... iiiiiinnnnnn
0030 8f 7a ab cd ab cd ab cd ab cd ab cd ab cd ab cd e e
0040 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... o oL

Bl RIRT4IEZEFERAL=.pcap 774 ILDS D/ Y FDRTR
WDOL AN LT, HI1&7z peap 7 7 A NVD/Rry NERRTEET,

Device# show monitor capture file flash:mycap.pcap display-filter "ip.src == 10.10.10.2"
brief
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=0/0, ttl=254

3 0.000908000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=1/256, ttl=254

5 0.002961000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=2/512, ttl=254

7 0.004835000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=3/768, ttl=254

9 0.006850000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=4/1024, ttl=254

11 0.008768000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=5/1280, ttl=254

13 0.010695000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=6/1536, ttl=254

15 0.012728000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x002e,
seq=7/1792, ttl=254

17 0.014652000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x002e,
seq=8/2048, ttl=254

19 0.016682000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=9/2304, ttl=254

21 0.018655000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=10/2560, ttl=254

23 0.020575000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=11/2816, ttl=254

5 : pcap Z 7 A IIZF ¥ TFv Int=/\ry FOEERT
RDOEIIZATILT, peap 7 7 A MTF ¥ TF ¥ SNTTy FOREERRTEET,
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Device# show monitor capture file flash:mycap.pcap packet-count

File name:
Number of packets: 50

/flash/mycap.pcap

B : pecap 77 A ILDSE—NTy F ZUTDORTE
WOEDIZATNILT, peap 77 ANDBHE—DONRT sy N XU T RRRTEET,

Device# show monitor capture file flash:mycap.pcap packet-number 10 dump
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

0000 00 el 6d 31 f1 80 00 el 6d 31 f£f1 80 08 00 45 00 .oml....ml... . E.
0010 00 64 04 be 00 00 ff 01 8e c4 0Oa 0Oa 0a 01 Oa Oa R
0020 0Oa 02 00 00 ec ce 00 2e 00 04 00 00 00 00 09 c9 ... iiiiiinnnnnn
0030 8f 80 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ..... .. L.
0040 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oo
0050 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oo oL
0060 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd .. ... o oL
0070 ab cd

Bl : peap 77 A IIZF v TF v Inf=/\7ry FOMEHFRERT
WRDEHIZATILT, peap 7 7 A MZH ¥ 7 F v ST 7y hOFEHEREERTEET,

Device# show monitor capture file flash:mycap.pcap statistics "h225,counter"

RAS-Messages:
Call Signalling:

H225

Message and Reason Counter

Bl - B v TF B LURT

wOFNE, VA V¥3IA =T 2 AXHEY A=V Ry N1 TrT T 407
A= =T B HEERLTOVET,

ATFYTL:ROEIICANLTCHERN T 74 v 7 T—HTHFYyTFF ¥ RAV b &
FEFLET,

Device# monitor
Device# monitor
Device# monitor
Device# monitor

capture
capture
capture
capture

mycap interface GigabitEthernetl/0/3 in
mycap match ipv4 any any

mycap limit duration 60 packets 50
mycap buffer size 100

CPUEHERD LR AZBET A7-0, #HIRBE L TR BIEW Ny M L O 2 3% E &
nTnET,
ATYT2: ROEIICANLTHRY T F ¥ RAV FDREMHICERSINLTWDL I LA
i N =

Device# show monitor capture mycap parameter

monitor capture mycap interface GigabitEthernetl/0/3 in

monitor capture mycap match ipv4 any any
monitor capture mycap buffer size 100
monitor capture mycap limit packets 50 duration 60

Device# show monitor capture mycap
Status Information for Capture mycap
Target Type:
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Interface: GigabitEthernetl/0/3,

Direction:

Ky rxv IFvoiE |

in

Status Inactive
Filter Details:
IPv4

Source IP: any

Destination IP:
Protocol: any
Buffer Details:
Buffer Type: LINEAR
Buffer Size (in MB):
File Details:

File not associated
Limit Details:

Number of Packets to capture:
Packet Capture duration: 60
Packet Size to capture: 0O
Packet sampling rate: 0

any

(default)
100

50

(no limit)
(no sampling)

ATV T3 Ty FFv I AEEBL. EREAFRLET,

Device# monitor capture mycap start display

Starting the packet display

1 0.000000 10.10.10.2 -> 10.
seq=0/0, ttl=254

2 0.003682 10.10.10.2 -> 10.
seq=1/256, ttl=254

3 0.006586 10.10.10.2 -> 10.

seq=2/512, ttl=254

4 0.008941 10.10.10.2 -> 10.

seq=3/768, ttl=254

5 0.011138 10.10.10.2 -> 10.

seq=4/1024, ttl=254

6 0.014099 10.10.10.2 -> 10.

seq=5/1280, ttl=254

7 0.016868 10.10.10.2 -> 10.

seq=6/1536, ttl=254

8 0.019210 10.10.10.2 -> 10.

seq=7/1792, ttl=254

9 0.024785 10.10.10.
seq=8/2048, ttl=254
--More--

2 -> 10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

Press Ctrl + Shift + 6 to exit

10.

10.

10.

10.

10.

10.

10.

10.

10.

1

ICMP 114 Echo (ping) request 1d=0x0030,
ICMP 114 Echo (ping) request 1d=0x0030,
ICMP 114 Echo (ping) request 1d=0x0030,
ICMP 114 Echo (ping) request 1d=0x0030,
ICMP 114 Echo (ping) request 1d=0x0030,
ICMP 114 Echo (ping) request 1d=0x0030,
ICMP 114 Echo (ping) request 1d=0x0030,
ICMP 114 Echo (ping) request 1d=0x0030,
ICMP 114 Echo (ping) request 1d=0x0030,

ATYT4: ROEIIICANILT, F¥7TF v R"A LV FEHIBRLET,

Device# no monitor capture mycap

N\

G¥)

HIRARE L TH Y, LTOHIRIZET D L F v 7 F Y ITHBIIFLT 5720, 20

KRED/r—ATIL, stop 2~V RIIMEH Y FHA,

pecap OFEFHE B H 9~ 2 HESCOFERIZ OV TE,

ZZRLTIZEN,
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Bl B v TF vy B L UREE

ROBPNT, 74 NZIZRTy Pady TF v 355 1EEZRLTVET,

ATFYT1L: KDODEHICASALT, HBEF I 7 4 v T—HTDHF% v 7TF ¥ R"A b
EERL., TNET 7 A VICBEMT £,

Device# monitor capture mycap interface GigabitEthernetl/0/3 in
Device# monitor capture mycap match ipv4 any any

Device# monitor capture mycap limit duration 60 packets 50
Device# monitor capture mycap file location flash:mycap.pcap

ATYT2: ROEIICAN L TH Y T F ¥ RA Y FDREMHICERSINLTWDL I A
N =

Device# show monitor capture mycap parameter
monitor capture mycap interface GigabitEthernetl/0/3 in
monitor capture mycap match ipv4 any any
monitor capture mycap file location flash:mycap.pcap
monitor capture mycap limit packets 50 duration 60

Device# show monitor capture mycap
Status Information for Capture mycap

Target Type:
Interface: GigabitEthernetl/0/3, Direction: in

Status : Inactive
Filter Details:
IPvéd

Source IP: any
Destination IP: any
Protocol: any
Buffer Details:
Buffer Type: LINEAR (default)
File Details:
Associated file name: flash:mycap.pcap
Limit Details:
Number of Packets to capture: 50
Packet Capture duration: 60
Packet Size to capture: 0 (no limit)
Packet sampling rate: 0 (no sampling)

ATYT I3 ROEIICAT LTy MEBLET,
Device# monitor capture mycap start

ATV TAERDEICASILTETHOZ 7 2T Ry I F v eHEma < L E
—g—o

Device# show monitor capture mycap capture-statistics
Capture statistics collected at software:
Capture duration - 15 seconds
Packets received - 40
Packets dropped - 0
Packets oversized - 0
Packets errored - O
Packets sent - 40
Bytes received - 7280
Bytes dropped - 0
Bytes oversized - 0
Bytes errored - 0
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Bytes sent - 4560

AT 9T 5 HREHOREZRIC, KOXIICANLTEFY 7 FrafFl LET,

7 /3A A4 monitor capture mycap stop
Capture statistics collected at software (Buffer & Wireshark):
Capture duration - 20 seconds
Packets received - 50
Packets dropped - 0
Packets oversized - 0

)

GE) oD, FERORBE 2137y b T FBR—FEL72#%IZ, ¥ 7 F v #lEx B
TS D 2L TEET,

mycap.pcap 7 7 A MIIE, F¥ T TF ¥ LioXTry ERgENRET,

ATFYTERDODEIICAN L TEILBOT I 2T Ry 7F v O BEREFERL
ij—o

Device# show monitor capture mycap capture-statistics
Capture statistics collected at software:

Capture duration - 20 seconds

Packets received - 50

Packets dropped - 0

Packets oversized - 0

Packets errored - O

Packets sent - 50

Bytes received - 8190

Bytes dropped - 0

Bytes oversized - 0

Bytes errored - 0

Bytes sent - 5130

ATFYT T ROEIICASIL Ty FERRLET,

Device# show monitor capture file flash:mycap.pcap
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=0/0, ttl=254

2 0.002555000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=1/256, ttl=254

3 0.006199000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=2/512, ttl=254

4 0.009199000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=3/768, ttl=254

5 0.011647000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=4/1024, ttl=254

6 0.014168000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=5/1280, ttl=254

7 0.016737000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=6/1536, ttl=254

8 0.019403000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=7/1792, ttl=254

9 0.022151000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=8/2048, ttl=254
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10 0.024722000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=9/2304, ttl=254

11 0.026890000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=10/2560, ttl=254

12 0.028862000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=11/2816, ttl=254

—--More--

peap OFEHFRIME AT HHELOFHEMOVTIE, [ZOMOBEGER] E7 v ar
ZZRL TS,

ATYT8:MDIITATILT, F¥TFx KAV MEHIBRLET,

Device# no monitor capture mycap

Bl: Ny T 7DXTFrDER

RIZ, Ny T77DF v T F ¥ 2 M 5062 RLET,

ATYTL1:ROEIICAINL TRy 77 F¥ T F ¥ A7 a TRy 7 F ¥ by
varEEihLEI,

Device# monitor capture mycap interface GigabitEthernetl/0/3 in
Device# monitor capture mycap match ipv4 any any

Device# monitor capture mycap buffer circular size 1

Device# monitor capture mycap start

ATVT2: ROEICANLTHRXY T T XYRT VT4 T ThHLNE I PERELE
D

Device# show monitor capture mycap
Status Information for Capture mycap

Target Type:

Interface: GigabitEthernetl/0/3, Direction: in
Status : Active

Filter Details:

Ipv4

Source IP: any

Destination IP: any

Protocol: any
Buffer Details:

Buffer Type: CIRCULAR

Buffer Size (in MB): 1
File Details:

File not associated
Limit Details:

Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)
Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

ATV T3:IDOEHICAN LTI U H A LRFIZHEES ¥ 7 F v O#EERE T L
\iﬁqo

Device# show monitor capture mycap capture-statistics
Capture statistics collected at software:

Capture duration - 88 seconds

Packets received - 1000
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Packets dropped - 0
Packets oversized - 0
Packets errored - O
Packets sent - 1000
Bytes received - 182000
Bytes dropped - 0

Bytes oversized - 0
Bytes errored - 0

Bytes sent - 114000

ATFYT4: ROEHIICASILTHR Yy I F v 2B LET,

Device# monitor capture mycap stop
Capture statistics collected at software (Buffer):
Capture duration - 2185 seconds
Packets received - 51500
Packets dropped - 0O
Packets oversized - 0

ATYT 5 RO X IICAT UTHEILZOIEESX ¥ 7' F v OFGHEREZ £ R L E T,

Device# show monitor capture mycap capture-statistics
Capture statistics collected at software:

Capture duration - 156 seconds

Packets received - 2000

Packets dropped - 0

Packets oversized - 0

Packets errored - O

Packets sent - 2000

Bytes received - 364000

Bytes dropped - 0

Bytes oversized - 0

Bytes errored - 0

Bytes sent - 228000

ATYT6: RODEIICAN L CHRY T FXYNRT 7T 47 THLHMNE I MERELE
ﬂ—o

Device# show monitor capture mycap
Status Information for Capture mycap
Target Type:
Interface: GigabitEthernetl/0/3, Direction: in

Status : Inactive
Filter Details:
IPv4

Source IP: any
Destination IP: any
Protocol: any
Buffer Details:
Buffer Type: CIRCULAR
Buffer Size (in MB): 1
File Details:
File not associated
Limit Details:
Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)
Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

ATFYVT T MOEICAN L TNy T 7Oy bERRFLET,
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Device# show monitor capture mycap buffer brief
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40057/31132, ttl=254

2 0.000030 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40058/31388, ttl=254

3 0.000052 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40059/31644, ttl=254

4 0.000073 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40060/31900, ttl=254

5 0.000094 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40061/32156, ttl=254

6 0.000115 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40062/32412, ttl=254

7 0.000137 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40063/32668, ttl=254

8 0.000158 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40064/32924, ttl=254

9 0.000179 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40065/33180, ttl=254

10 0.000200 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40066/33436, ttl=254

11 0.000221 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40067/33692, ttl=254

12 0.000243 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40068/33948, ttl=254

—--More—--—

NT sy RNy T I AT Z EITHER LTS EE N,
ATy T8 DFERE— Ty hERRLET,

Device# show monitor capture mycap buffer detailed
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

Frame 1: 114 bytes on wire (912 bits), 114 bytes captured (912 bits) on interface 0

Interface id: O

Encapsulation type: Ethernet (1)

Arrival Time: Nov 6, 2015 18:10:06.297972000 UTC

[Time shift for this packet: 0.000000000 seconds]

Epoch Time: 1446833406.297972000 seconds

[Time delta from previous captured frame: 0.000000000 seconds]

[Time delta from previous displayed frame: 0.000000000 seconds]

[Time since reference or first frame: 0.000000000 seconds]

Frame Number: 1

Frame Length: 114 bytes (912 bits)

Capture Length: 114 bytes (912 bits)

[Frame is marked: False]

[Frame is ignored: False]

[Protocols in frame: eth:ip:icmp:data]
Ethernet II, Src: Cisco f3:63:46 (00:el:6d:£3:63:46), Dst: Cisco 31:fl:c6
(00:el:6d:31:fl:co6)

Destination: Cisco 31:fl:c6 (00:el:6d:31:f1:c6)

Address: Cisco 31:fl:c6 (00:el:6d:31:fl:c6)
O ceee oo ... .... = LG bit: Globally unique address (factory default)

e ... 0 oo ... ... .... = IG bit: Individual address (unicast)
Source: Cisco f3:63:46 (00:el1:6d:£3:63:46)
Address: Cisco f3:63:46 (00:el:6d:£3:63:46)
00 e oo ... o... = LG bit: Globally unique address (factory default)

0 ... oo ... .... = 1IG bit: Individual address (unicast)
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Type:

Header length:

I

P (0x0800)
Internet Protocol Version 4,
Version: 4

20 bytes

Src:

Differentiated Services Field:
ECN-Capable Transport))
0000 00..

(0x00)
Total Length:
Identification:

0000
0010
0020
0030
0040

Flags

0x0

0...
.0..
.0.
Fragment offset:
Time to live:
Protocol:
Header checksum:
[Good: False]
[Bad: False]
10.10.10.2

Sourc

e:

00 =

0

ICM

Destination:
Internet Control Message Protocol
request)

Type:
Code:

8
0

(E

Checksum:

Identifier
Identifier
Sequence number
Sequence number
(72 bytes)

Data

00
ab
ab
ab
ab

00
cd
cd
cd
cd

00
ab
ab
ab
ab

Data:
[Length:

Frame 2:

cho

Oxa

10

Differentiated Services Codepoint:
Explicit Congestion Notification: Not-ECT (Not ECN-Capable Transport)

0

Oxabdd

(43997)

0x00

(DSCP 0x00:

= Reserved bit: Not set
Don't fragment: Not set
More fragments:

25
P (

10.10.10.1

(ping)

620

(BE) :
(LE) :

00
cd
cd
cd
cd

0b
ab
ab
ab
ab

0
4
1)

Oxe8a4

(10.10.10.2)

[correct]
(0x0038)

56

14336
(BE) :
(LE) :

15
cd
cd
cd
cd

30
ab
ab
ab
ab

(0x3800)
(0x9c79)
(0x799¢c)

400
311

63
cd
cd
cd
cd

57
32

ab
ab
ab
ab

cd
cd
cd
cd

10.10.10.2

Not set

ab
ab
ab
ab

(10.10.10.1)

cd
cd
cd
cd

ab
ab
ab
ab

Ry bEr IFe0BE |

(10.10.10.2), Dst: 10.10.10.1 (10.10.10.1)

cd
cd
cd
cd

[validation disabled]

ab
ab
ab
ab

Default; ECN: 0x00: Not-ECT (Not

cd
cd
cd
cd

Default (0x00)

000000000b153063abcdabcdabecdabecdabecdabedabedabed. ..

72]

114 bytes on wire

(912 bits),

114 bytes captured (912 bits) on interface 0

Device# show monitor capture mycap buffer dump

Starting the packet display

0000
0010
0020
0030
0040
0050
0060
0070

0000
0010
0020
0030
0040
0050
0060

00
00
Oa
30
ab
ab
ab
ab

00
00
Oa
30
ab
ab
ab

el
64
01
63
cd
cd
cd
cd

el
64
01
65
cd
cd
cd

od
ab
08
ab
ab
ab
ab

od
ab
08
ab
ab
ab
ab

B 7y bR IFrvOBE

31
dd
00
cd
cd
cd
cd

31
de
00
cd
cd
cd
cd

f1
00
a6
ab
ab
ab
ab

f1
00
a6
ab
ab
ab
ab

c6
00
20
cd
cd
cd
cd

c6
00
1d
cd
cd
cd
cd

00
fe
00
ab
ab
ab
ab

00
fe
00
ab
ab
ab
ab

el
01
38
cd
cd
cd
cd

el
01
38
cd
cd
cd
cd

od
e8
9¢c
ab
ab
ab
ab

od
e8
9¢c
ab
ab
ab
ab

f3
a4
79
cd
cd
cd
cd

f3
a3
Ta
cd
cd
cd
cd

63
O0a
00
ab
ab
ab
ab

63
O0a
00
ab
ab
ab
ab

46
Oa
00
cd
cd
cd
cd

46
O0a
00
cd
cd
cd
cd

08
Oa
00
ab
ab
ab
ab

08
O0a
00
ab
ab
ab
ab

00
02
00
cd
cd
cd
cd

00
02
00
cd
cd
cd
cd

45
O0a
0b
ab
ab
ab
ab

45
O0a
0b
ab
ab
ab
ab

00
O0a
15
cd
cd
cd
cd

00
O0a
15
cd
cd
cd
cd

Press Ctrl + Shift + 6 to exit
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0070 ab cd

ATFYT I KDODEIICASIL TNy 7727 YT LET,

Device# monitor capture mycap clear

\}

GE E: AN T77%270735L, TONKLE LBy 77 PHIBRISNET,

\)

GE) RNy 77ONBEEZERTILEND DAL, show 2~ ROH%IT clear 2~ K&
EITLET,

AT T10: "I 747 EFHHL, 10> THBRODEIIICAH LTy 7 7
arvTF Y ERRLET,

)

CE) XY TFYBT 7T 47X, Ny T 7 b show DFEITETHI LIFTEEHE
loo 2N T 7 D35 show HFEITT DHHNC, ¥¥ 7 F ¥ 2L T 2L ERHY £3, L
L., 77 A4NVBLUONy 77 E—= ROBFIZBEWTH Y T TF Ay NT 7T 4 772 &IT
pcap 7 7 A /L Tshow DFATNTEET, 77 A/VE—FTIE, F¥TFYNT 774
Tl XL, BHEOX YT Ty alDpeap 7 7 A NVTHry heERRTHIE
HTEET,

Device# monitor capture mycap start
Device# show monitor capture mycap

Status Information for Capture mycap

Target Type:

Interface: GigabitEthernetl/0/3, Direction: in
Status : Active

Filter Details:

IPv4

Source IP: any

Destination IP: any

Protocol: any
Buffer Details:

Buffer Type: CIRCULAR

Buffer Size (in MB): 1
File Details:

File not associated
Limit Details:

Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)

Packet Size to capture: 0 (no limit)

Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

ATFY TN KOEHITANILT, Xy b XY T7F ¥ E2EFEIEL, Ny T77ONE
FRLET,

"oy rxrIFroiE )
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Device# monitor capture mycap stop
Capture statistics collected at software (Buffer):
Capture duration - 111 seconds

Packets received - 5000

Packets dropped - 0

Packets oversized - 0

ATVT1R2: ROEICANLTCHF YT F A RT VT4 T THHNE I PERELE
j—o

Device# show monitor capture mycap
Status Information for Capture mycap
Target Type:
Interface: GigabitEthernetl/0/3, Direction: in

Status : Inactive
Filter Details:
IPv4

Source IP: any
Destination IP: any
Protocol: any
Buffer Details:
Buffer Type: CIRCULAR
Buffer Size (in MB): 1
File Details:
File not associated
Limit Details:
Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)
Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

ATYT B ROEIICAN LTy T 7Oy FeRRLET,

Device# show monitor capture mycap buffer brief
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=0/0, ttl=254

2 0.000030000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=1/256, ttl=254

3 0.000051000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=2/512, ttl=254

4 0.000072000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=3/768, ttl=254

5 0.000093000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=4/1024, ttl=254

6 0.000114000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=5/1280, ttl=254

7 0.000136000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=6/1536, ttl=254

8 0.000157000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=7/1792, ttl=254

9 0.000178000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=8/2048, ttl=254

10 0.000199000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=9/2304, ttl=254

11 0.000220000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=10/2560, ttl=254

12 0.000241000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=11/2816, ttl=254

—--More«

B 7y bR IFrvOBE



| sy brFrFFro

K
it

Bl whBADry rolEtFy TF v LURE

RT9T U ROLHIZATI LT, W flash: storage 7 731 AN mycapl.pcap 7 7
ARy Ty avT IR RELET,

Device# monitor capture mycap export flash:mycap.pcap
Exported Successfully

\}

G BEOZ I AR—FEETIE, a~r R2ETTHE, =7 28— MT Btk &
FIN, =Pl T M ERTHEICEET LEYHA, 2T, 77 A /LT
7y NOFIREFITT HENT, Wireshark 73D 22 Y — VI A v B—UNRRINDHD
T AMEN DY 7,

AT T ROLIICAN LT T 7 AADEF Yy TF v Xy hEERLET,

Device# show monitor capture file flash:mycap.pcap
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=0/0, ttl=254

2 0.000030000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=1/256, ttl=254

3 0.000051000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=2/512, ttl=254

4 0.000072000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=3/768, ttl=254

5 0.000093000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=4/1024, ttl=254

6 0.000114000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=5/1280, ttl=254

7 0.000136000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=6/1536, ttl=254

8 0.000157000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=7/1792, ttl=254

9 0.000178000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=8/2048, ttl=254

10 0.000199000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=9/2304, ttl=254

11 0.000220000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=10/2560, ttl=254

12 0.000241000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=11/2816, ttl=254

—--More--—

AT T16: ROLIICASNLT, F¥7F v FA U FEHIBRLET,

Device# no monitor capture mycap

Bl HABEMD/NT Y FOFERGEF v TF v BELURE

WOHNE, 74 NZIN Ty baexy P TFYyT5HEEZRLTOVET,

ATFYTLROEICANLT, BH#E N7 4 v/ T—HTD5F ¥ 7F ¥ HA b
FEFEL. FNET 7 A NMCBEMTE T,
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Device# monitor capture mycap interface Gigabit 1/0/1 out match ipv4 any any
Device# monitor capture mycap limit duration 60 packets 100
Device# monitor capture mycap file location flash:mycap.pcap buffer-size 90

ATYT2: ROEIICANLTHR Yy T F ¥ AA v PRERICERINTNDZ L&
st L 9

Device# show monitor capture mycap parameter
monitor capture mycap interface GigabitEthernetl/0/1 out
monitor capture mycap match ipv4 any any
monitor capture mycap file location flash:mycap.pcap buffer-size 90
monitor capture mycap limit packets 100 duration 60

Device# show monitor capture mycap
Status Information for Capture mycap

Target Type:
Interface: GigabitEthernetl/0/1, Direction: out

Status : Inactive
Filter Details:
IPv4

Source IP: any
Destination IP: any

Protocol: any

Buffer Details:

Buffer Type: LINEAR (default)

File Details:

Associated file name: flash:mycap.pcap
Size of buffer (in MB): 90

Limit Details:

Number of Packets to capture: 100
Packet Capture duration: 60

Packet Size to capture: 0 (no limit)
Packets per second: 0 (no limit)
Packet sampling rate: 0 (no sampling)

ATFYT3:KDODEHIICAS LTy FEBIRL £,

Device# monitor capture mycap start
A file by the same capture file name already exists, overwrite?[confirm]
Turning on lock-step mode

Device#
*Oct 14 09:35:32.661: $BUFCAP-6-ENABLE: Capture Point mycap enabled.

\}

GE)  FFoORBEIZIAAr Yy ST R B LRI, v 7T v EEE BEIRICE L
IHTLEEN, HARKD A v 2=V RFEREINTZHAT. ¥ 7 F v LB MEIE
LTWAZEEEWRLET,

*Oct 14 09:36:34.632: %$BUFCAP-6-DISABLE ASYNC: Capture Point mycap disabled. Rea
son : Wireshark Session Ended

mycap.pcap 7 7 A MIIE, F¥ T TF ¥ Lo Ty G ENET,

ATYT A4 ROLDIICAN LTy hERRLET,

Device# show monitor capture file flash:mycap.pcap
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

0.000000 10.1.1.30 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002

B 7y bR IFrvOBE



| sy brFrFFro

K
it

waranry k xeIFeoEs [

1.000000 10.1.1.31 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
2.000000 10.1.1.32 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
3.000000 10.1.1.33 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
4.000000 10.1.1.34 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
5.000000 10.1.1.35 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
6.000000 10.1.1.36 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
7.000000 10.1.1.37 => 20.1.1.2 UDP Source port: 20001 Destination port: 20002
8.000000 10.1.1.38 => 20.1.1.2 UDP Source port: 20001 Destination port: 20002
9.000000 10.1.1.39 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002

ATFYTE5: RDEIICATILTHE Y 7F v ™A FEHIBRLET,

Device# no monitor capture mycap

HARFINT Y kT TF v DEREH

WwDE 7 a3 N2 EPC ORER 2R LET,

Bl: /Ny b T—2 XX TFrDEE
WOBITIE, "y b F—% %5 FF v 2 BT 5 HEE R UET,

Device> enable

Device# monitor capture mycap access-list védacl

Device# monitor capture mycap limit duration 1000

Device# monitor capture mycap interface GigabitEthernet 0/0/1 both
Device# monitor capture mycap buffer circular size 10

Device# monitor capture mycap start

Device# monitor capture mycap stop

Device# monitor capture mycap export tftp://10.1.88.9/mycap.pcap
Device# end

Bl : X TFEN=T—EDEZR)TEADTFUR
WOHIE, ASCHIEXT R ry b F o725 HEEZRLTHVET,

Device# show monitor capture mycap buffer dump

Starting the packet display ........ Press Ctrl + Shift + 6 to exit
0

0000: 01005E00 00020000 OCO7AC1D 080045CO .."....vvuennn. E.
0010: 00300000 00000111 CFDCO91D 0002E000 .0....uovuvuennn.
0020: 000207C1 07C1001C 802A0000 10030AFA ......... Koo
0030: 1D006369 73636F00 0000091D 0001 ..example.......

1

0000: 01005E00 0002001B 2BF69280 080046CO .."..... +oo... F.
0010: 00200000 00000102 44170000 000O0EO0O0 . ...... D.vvunn
0020: 00019404 00001700 E8FFO000 0000 .......cuovunn.

2

0000: 01005E00 0002001B 2BF68680 080045CO .."..... +oo... E.
0010: 00300000 00000111 CFDBO91D 0003EO000 .0....uvvuvuvnnn.
0020: 000207C1 07C1001C 88B50000 08030A6E .....vuevuvunnen. n
0030: 1D006369 73636F00 0000091D 0001 ..example.......

3

0000: 01005E00 OOOAOO0LC OF2EDCO0 080045CO ..".......u... E.
0010: 003C0000 00000258 CE7F091D 0004E000 .<..... Xevewennon

0020: 000A0205 F3000000 00000000 00000000 ....venenenon.n.
0030: 00000000 00D10001 000COL00 01000000 ....nvuenenon...
0040: 000F0004 00080501 0300

| "oy rxrIFroiE )
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WOBNE, mycap & WD ARTOF ¥ 7' F ¥ O EIMHEHT L2~ KO Y R NEeRRT HHIE

R L TWET,

Device#
monitor
monitor
monitor
monitor

Device# monitor

*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
21

*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
epc _class capl

*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.

show monitor capture mycap parameter

capture
capture
capture
capture

ROBNE, F¥TTF ¥ RA L FaT Ny 75 5EEZRLTOVET,

Device# debug epc capture-point
EPC capture point operations debugging is on

mycap interface GigabitEthernet 1/0/1 both
mycap match any

mycap buffer size 10

mycap limit pps 1000

capture mycap start

463:
463:
463:
463:
463:
463:
464:
464:
464:
464:

464:
464:
464:
464:
464:
464:
464:
464:
464:
464:
464:
464:
464:

464:
464:
464:
464:
464:
465:
465:
465:
465:
465:

EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC

EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC

EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC

CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:

CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:

CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:

Starting the capture capl

(brief=3, detailed=4, dump=5) = 0

final check before activation

setting up c3pl infra

Setup c3pl acl-class-policy

Creating a class

Creating a class : Successful

class—-map Created

creating policy-name epc policy capl

Creating Policy epc policy capl of type 49 and client type

Storing a Policy

calling ppm store policy with epc policy
Creating Policy : Successful

policy-map created

creating filter for ANY

Adding acl to class : Successful

Setup c3pl class to policy

Attaching Class to Policy

Attaching epc class capl to epc policy capl
Attaching Class to Policy : Successful
setting up c3pl gos

DBG> Set packet rate limit to 1000

creating action for policy map epc policy capl class map

DBG> Set packet rate limit to 1000

Activating Interface GigabitEthernetl/0/1 direction both
Id attached 0

inserting into active lists

Id attached 0

inserting into active lists

Activating Vlan

Deleting all temp interfaces

SBUFCAP-6-ENABLE: Capture Point capl enabled.
EPC CP: Active Capture 1

Device# monitor capture mycapl stop

*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun

4

I A L

4

14:17

14:17:

14:17

14:17:

14:17

14:17:

14:17

:31.
31.
:31.
31.
:31.
31.
:31.

epc_class_capl

*Jun
*Jun
*Jun
*Jun

4

4
4
4

14:17
14:17
14:17
14:17

:31
:31
:31
:31

B 7y bR IFrvOBE

.964:
.964:
.964:
.964:

963:
963:
963:
963:
964:
964:
964:

EPC
EPC
EPC
EPC
EPC
EPC
EPC

EPC
EPC
EPC
EPC

CP:
CP:
CP:
CP:
CP:
CP:
CP:

CP:
CP:
CP:
CP:

Stopping the capture capl

Warning: unable to unbind capture capl

Deactivating policy-map

Policy epc_policy capl

Deactivating policy-map Successful

removing povision feature

Found action for policy-map epc_policy capl class-map

cleanning up c3pl infra

Removing Class epc class_capl from Policy
Removing Class from epc policy capl
Successfully removed
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*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun

B D D DD D DD

14:
14:
14:
14:
14:
14:
14:
14:
14:

17:
17:
17:

17

17:
17:
17:
17:
17:

31.
31.
31.
:31.
31.
31.
31.
31.
31.

964 :
964 :
964 :
964 :
964 :
964 :
965:
965:
965:

EPC
EPC
EPC
EPC
EPC
EPC
EPC

CP:
CP:
CP:
CP:
CP:
CP:
CP:

Removing
Removing
Removing
Removing
Removing
Removing
Removing

zomwnszay |

acl mac from class

acl from class : Successful
all policies

Policy epc_policy capl
Policy : Successful

class epc_class_capl

class : Successful

SBUFCAP-6-DISABLE: Capture Point capl disabled.
EPC CP: Active Capture 0

WOENL, ARy v F ¥ TF v (EPC) O7nvya=r T u2TF Ry 74355 EER
LTCWET,

Device# debug epc provision
EPC provisionioning debugging is on

Device# monitor
*Jun 4 14:17:54.

epc_class capl

*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun

Device# monitor

4

[ A S Y N

14:
14:
14:
14:
14:
14:
14:
14:

17
17
17
17
17
17
17
17

:54.
:54.
:54.
:54.
:54.
:54.
:54.
:54.

*Jun 4 14:18:02
*Jun 4 14:18:02
*Jun 4 14:18:02
*Jun 4 14:18:02
epc_class_capl

*Jun 4 14:18:02
*Jun 4 14:18:02

capture mycap
EPC PROV:

991:

991:
991:
992:
992:
992:
992:
992:
992:

start

EPC PROV:
Attempting to install service policy epc policy capl
EPC PROV: Attached service policy to epc idb subblock

EPC PROV:

EPC PROV:
Attempting to install service policy epc policy capl

EPC PROV:

No action found for policy-map epc policy capl class-map

Successful. Create feature object

Successful. Create feature object

$BUFCAP-6-ENABLE: Capture Point capl enabled.

capture mycap stop

.503:
.504:
.504:
.504:

.504:
.504:
class epc_class_

capl

*Jun 4 14:18:02.504:

T DDSE &R

EPC
EPC
EPC
EPC

EPC
EPC

PROV:
PROV:
PROV:
PROV:

PROV:
PROV:

Successful. Remove feature object

Successful. Remove feature object

Destroyed epc idb subblock

Found action for policy-map epc_policy capl class-map

Deleting EPC action
Successful. CLASS REMOVE, policy-map epc_policy capl,

SBUFCAP-6-DISABLE: Capture Point capl disabled.

EEE M
MERR R=aTFILEA L
FRT L IVH FRT AN HFORENZHOWTIL, UTFEZZBBLTFEW,
[Display Filter Reference]
peap 7 7 A /VEEEHE R | peap 7 7 A AARFHEWR O FRIEH T 5OV L, BLRT I-
z] A7 a rOFMESRLTIEIN,
[ Tshark Command Reference]
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https://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi

INT Y bRy TF v EREDHE

REFE I & 1RER

WORIZ, ZOFY 2a— /LTl LI-HRICET ) UV —AE#EZ R LET, ZORIL, V7
o727 UU—Z P A U TEBEDTR—IPNEASNEZLEEDOY 7+ 2T V) —R7
FERLTWET, ZTOMKEEIT. FFICWr D BNV RY . ZRLBEO—#HO Y 7 by =7 J U —

ATHbHAR—bFShET,

£ 2:87 Y bR v TF v BEDOHEESR

HRES )1)—x HRETEER
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https://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi

BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



