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HEEIERR DR

THEHOY 7 R 27 VU —ATHE, ZOET2a— LT ENAT XTOBENRYFR— &
NTND EIFRY £¥ A, BFTOBERRE L OEERICHOWTIE, BHTE2 7Ty b7+ —24
BIO®Y 7 =7 JVU—2ADBugSearchTool LY U —R /—FEZRBL T ZE0,
ZOEY 2= /VIZRHMI TV HERBOFEM AR L, SHERTAR—FrShTns Y J—=2
DY AN EERT2HEIE. ZOFY 22— VORZICH DEEHEHRORESRL TIIZI0,
Ty R T =D R—FBIR AT YT " 2T A A=V DOV R— MIET HHERE M

9 51Z1E, Cisco Feature Navigator Zf#i ] L £9°, Cisco Feature Navigator (213,
http://www.cisco.com/go/ctn 7267 7 A L EJ, Ciscocom DT I 7Y MIVEHY FHEA,

EHfAETNAYTOBE

KT E TSy TREEIC L > T, ERLERMFICESE, HEOHEDT Ny 7 BL PR F
TEBERLUTHNCT 22 ENTEET, ZOBREIE, Z2<OBENFR—-—PShTHH TR
7 LATHATY,
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B 170547 r—zom=

\)

GE) ayvha—nL FlL—y FhL—ADLNRYFE— KNI TWVET,

St E TN 7T, SEOBRENEASH T TREBICEEH L WD 3y hU—27128
T2 ZOMMNeT Ry ZNERETT, ZHICED, VAT ANOMNeA A HK AR LT
b M T Ny T EFATTEES, UL T oy a0 bR EDEY T a v
DHFET NNy 7T 5 X RGEIC, FEFICAEHTT, F#MHIIEERET S22 b TEET,

SMREF, BEEETRIITAT T AT A VNET, TAT T AT 41E A v F—T oA
Z,IPT7 RL A, MACT RL &7 &T1,

\}

CE) P R—FENDIEMEIIMACT RLATHDLZ EDOHRTT,

ZAUE, BT ARRES TV 2/ M EKBETICHEART D, —RRT Ny S aw s R
CIIAIRAI T, BT NNy aw U Rt SEOVAT LA Y Y —AEEEL, VAT
BT f— RN F T,

SOXTIOT147 FL—ROWEE

TOFT I T 4T FL—RZE D, TEEDO L~V EEDIDIRET, VAT ADOLERIZHZ-
THWE T HEMEZBEHIICIATCE £3, £, BEOA Ly KN, rtv X B IO
RHLIChE->T, Ty ZERZSEMICESNT (DEBUG LULE T, 7203 BED L
NET) WOT2hEERELET,

\)

G FTI7HVFDOL~YULEDEBUG T, 2—HF—FBDOL~WZEFETBHZ LI TEERA,

TOFT I T 4T FL—ATHEX, IROEEDADZR > TOET,
«IGMP AX—t 7

e LAY 2</ILFHy A
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EHREFAvTESUFT 71T bL—zogEsE

FHMETNVTESOFATIOT4T FL—RADETEA
%

FHHETNVITEIUBAHRFL—X

KM E TRy 7 EHABEDET G N L —R 2k o> T, FHCEET T RTOFE T
TXANET Ny TTLHHE—OFT Ny ZCLIZRGTE T, Zhid, RNy 7 ANOKEIED

iéi&ﬂﬁ7m~7mtx% Tk L TR CTHITHI 2 ENTE, ZhbD7rt|vATT
Ny TERERNCRATT B H Y £ A,

fL—RXIT 74 ILDIGRT

TNV ENTIEH, PL—RAT7 7440 87347 e A TAEKRI N, tmp/rpftrace 7213
tmplfpltrace” « L' 27 M VICRIFSNET, ZO—KT L7 FU T, Pb—AurlRn77A

WCEZRAENET, 77 A /MXIMB A AT, ZOT7T 4 L7 M) TiE, FFEOT vk
ADZ ) LTET 7 ANE, RRR2SHRFETEET, tmp 7T 4L 27 FUD RL—RAT 7 A LR
ZD 1IMBHIREILT — MFICHRE SNV A RZELEGES, a—T—Y a3 UM boi,
tracelogs 7 4 L' 7 kU @ [erashinfo /S—F 4 > a D FIZH DT — I A 7T OBFTICHEBE L E
D

tmp7 4 L7 RUNTIODOTBEARATHRFT DL ML —AT7 7 A VL1 DORTT, 77 A /LN
ZDT7 7 AN YA XOHIRIZET D L, v—T— 3 b AML, lerashinfoltracelogs (2 FEf
LET, 7= AT T4 L7 MVICEBEIND 7 7 A MIRK2S 77 AL THY, DKL
BEOEWHLONLIRIL, tmp OHiice—T—Ta I 7 7 A VICEBESNET,

crashinfo 7 4 V7 FUKHND L —A7 7 A VTR O CTERE SN ET,
1. Process-name Process-ID_running-counter.timestamp.gz

5l : TOSRP_RO-0.bin_0.14239.20151101234827.¢z
2. Process-name pmanlog Process-ID running-counter.timestamp.bin.gz

f5 : wem pmanlog R0-0.30360 0.20151028233007.bin.gz

EHAETNYITDERE

KT N ZHFET DI2UE. LT OFIRICHENET,

FIEOHE

1. enable
2. debug platform condition mac {mac-address}
3. debug platform condition start
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F IR D FH

debug platform condition stop

®No o

clear platform condition all

FHRETNVITESSHTIT4T L—2 |

show platform condition & 7213 show debug

request platform software trace archive [last {number} days] [target {crashinfo: | flashinfo:}]
show platform softwaretrace [filter-binary | level | message]

ARV RFEERTIVa Y

=)

ATy 71 |enable FitE EXEC E— R LE T,
i « NAT—REANLET (FRINTZHE) .
7 /3A{ A> enable

A7y 72 | debug platform condition mac {mac-address} FRESNIEMAC T RV ADRMIS & TNy 7 &5k
15“ : e Li—g—o
T /3A A# debug platform condition mac
bcl6.6509.3314

A7 7 3 | debug platform condition start FFET ANy 72K LET (ERROWT o
Bl RPHC—ET 5 L HORR b L— X R BE L ET) |
7 /34 A# debug platform condition start

R 7w 7 4 | show platform condition % 7= (3 show debug BAERESNTHDHFRMERRLET,
i -
7 /34 A# show platform condition
7 /34 A# show debug

A7y 75 | debug platform condition stop Gt ET ANy eIl LET (BN —2%
15“ : 1'3E“JJ: Li'@‘) o
7 /31 A4 debug platform condition stop

Z T 7 6 | request platform softwaretracearchive [last {number} | (f£&) L AFLD~v—I SN RL—RAT 7 A )L
days] [target {crashinfo: | flashinfo:}] DB 7 A F R LET, AEFIInr— gy
%l - DIHEDED T 4 L4,
T /3 A# request platform software trace archive
last 2 days

R 77 |show platform softwaretrace [filter-binary | level | EE) HDO ML —RT7 7 A b~ — 3N

message]

1

T /3A A# show platform software trace message

B EHRETNAVTESSHTIT4T FL—2Z

nJ%FRLES, T r—a OdREE, b
L—RAFVa—NA4BLORRMNL—X LLEXE
SERMLELETT 4N E Y T LET,

s filter-binary : AT H5EY a— V&7 (LK
Vo7 LET,
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2eLFErz romggL—2 [

AU RFERETIVa Y

B8

elevel : FL—X LV EZFRIRLET,
emessage : NL—RX A v E—TUDY T ONE
rFRRLET,
GE) TN, A ETITRMBARE T,

o Linux ¥ = /L7217 T/ <, 10S D=
VYA BHEHATE LT,

v —UENIa S TT 7 A INVEAERK
LET,
ATV T ZY TN DI
VEanln 7R RLET,

R 7 8 |clear platform condition all
{5

T /3 A# clear platform condition all

FTRTORMNZEZ7 VT LET,

RDBERY

\}

(GE)  request platform softwaretracefilter-binary =~ >~ K & show platform softwaretracefilter-binary
axy FIRERROEEEZ LEd, ME—DEWNIRD LB Y TH,

» request platform softwaretracefilter-binary : 7—% ¥ —2 & L CgEHEr 7 2 H L £7°,

« show platform softwaretracefilter-binary : 7—% Y —RA L L T7T7 v =2DO—F7 1 L

7 MY R LET,

ZOHTH, mac log<.date.> X, T3y 795 MAC HORA vt —YEIBZ 5720, kbE
B 7 7 ANV TY, 2+ K show platform softwaretracefilter-binary 4RI L7 7 v o 77
ANEAKR L, £72. EHIZ mac log I LET,

RTILFEXFRXCOBEREFL—X

BEOZNLVTXFXY A NEELZ/RET DL, SBWEEREFZEMI 747 O MAC T R
VA, IN—TDO=LFFHr A RPT FLABIURAX—E U VLANZEELE T, £/-.
TR TD =R LULEFNZLET, T30 7 LULTIE, i hL—RE T RT

LD WA RS L E T,

debug platform condition feature multicast controlplane mac client MAC address ip Group

IP address vlan id level debug level
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B =7 romm5—570—

KL—R D74 ILDHED—H 70—

M= 77 A NVOHRED — 7 7o —OEITRO LB 0 T,
1. HEORMHO N L —2u 7 28R T D545,

& zi¥1 A,

AT~y Nix, ko LB0 TT,

valakt Atftrequest platform software trace archive last 1 day

2. VAT AIX, Mlash: v —2a YNO hb—Z2a O tarball (gz 7 7 AV) HAEKLE
j‘o

3. AAvTFHMIT AN Ea—LFET, IJrANVEabt—d95ZLIlL-T, 774
ThRL—RuZRNEFHTEEST, 7740 —|2OWTOEMT. OB Z7S 3%
ZHLTL &N,

4. /flash:location2>H N —2a 7 77 A )V (gz) 77 ANEHIBRLET, ZHicky, tho
BRI 7R B A A FITHER S VKT,

RYDANADRL—R T7A4)LDAE—

fo—Z2 77 A4 NVOEZELLTIRLUET,

7 /3A A4 dir crashinfo:/tracelogs
Directory of crashinfo:/tracelogs/

50664 -rwx 760 Sep 22 2015 11:12:21 +00:00 plogd F0-0.bin 0.gz

50603 -rwx 991 Sep 22 2015 11:12:08 +00:00 fed pmanlog FO-0.bin 0.9558.20150922111208.9z
50610 -rw- 11 Nov 2 2015 00:15:59 +00:00 timestamp

50611 -rwx 1443 Sep 22 2015 11:11:31 +00:00

auto_upgrade client sh pmanlog RO-.bin 0.3817.20150922111130.gz

50669 -rwx 589 Sep 30 2015 03:59:04 +00:00 cfgwr-8021 RO-0.bin 0.gz

50612 -rwx 1136 Sep 22 2015 11:11:46 +00:00 reflector 803 R0O-0.bin 0.1312.20150922111116.gz
50794 -rwx 4239 Nov 2 2015 00:04:32 +00:00 IOSRP_RO-0.bin 0.14239.20151101234827.gz
50615 -rwx 131072 Nov 2 2015 00:19:59 +00:00 linux iosd image pmanlog R0O-0.bin 0
—--More—

L= 77 AME, WIORTIESERT T v aronThinrzelfiL T, ar—C&ZE
D

7 /5A A4 copy crashinfo:/tracelogs ?
crashinfo: Copy to crashinfo: file system
flash: Copy to flash: file system
ftp: Copy to ftp: file system
http: Copy to http: file system
https: Copy to https: file system
null: Copy to null: file system
nvram: Copy to nvram: file system
rcp: Copy to rcp: file system
running-config Update (merge with) current system configuration
scp: Copy to scp: file system
startup-config Copy to startup configuration
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syslog: Copy to syslog: file system
system: Copy to system: file system
tftp: Copy to tftp: file system

tmpsys: Copy to tmpsys: file system

gtz FRvsor=2—7 |}

TFTP — = a B —F 57O — 2SIk D LB Y T,

T3 A4 copy source: tftp:

TINA A4 copy crashinfo:/tracelogs/IOSRP_RO-O.bin_O.14239.20151101234827.gz tftp:

Address or name of remote host []? 2.2.2.2

Destination filename [IOSRP RO-0.bin 0.14239.20151101234827.g9z]°?

\)

(GE)  tracelog B L UMD HAICHE A FIRER S X HREN H H Z L 2B T 72012, ARSIz LR—

NT—=HAT Z7ANEAL v FNH 7 VT 52 ENEETT,

FEMAESTNVIDE=SZ—1) 2T

UTORIZ, FET ANy FOF=2—|THATE /M a~ PR LET,

avyU kR

S

show platform condition

BUERE SN TWDLRIFEZRRLET,

show debug

BERTESNTNAT NNy F&hrFrLE
K

show platform softwaretracefilter-binary

BKHDORL—A T4 b=V E N0
TEFRRLUET,

request platform softwaretracefilter-binary

VAT A=V ENTE R LR T A LD
gt e JhEFRR LET,

EHFETINY T DHREH

Iz, show platform condition =~ > KD H Hfil &7~ L £,

7 /34 A4 show platform condition
Conditional Debug Global State: Stop
Conditions Direction

MAC Address 0024.D7C7.0054 N/A
Feature Condition Type Value

WIZ., showdebug ==~ > RO A&7 L ET,

/3 A4 show debug
IOSXE Conditional Debug Configs:
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Conditional Debug Global State: Start
Conditions Direction

MAC Address 0024.D7C7.0054 N/A
Feature Condition Type Value

_______________________ | ——— |
Packet Infra debugs:

Ip Address Port

Iz, debug platform condition stop =~ > KDl AR L £,

7 /3A A4 debug platform condition stop
Conditional Debug Global State: Stop

FUERMESTNVITESOFTIT4T FL—RIZET S
Z DD EE M

EEE N

BAEIE H R=ZaT7ILEA ML

ZOETHEHT S av Rosee /R | Command Reference (Catalyst 9300 Series Switches)
OV 7 15 DR,

MIB

MIB MB®D')>Y

AV YV —=ATYR—=F 2T |FIRL7ZTT Y F 74+ —2A4, CiscolOSV U —2A, BEIORT 14—
~TC P MIB Fr vy MIETHMBEZELTH U rn— R 5I2iE, &K

@ URL {23 % Cisco MIB Locator ZfH L £,

http://www.cisco.com/go/mibs
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SRADTY ZAHI YR—F

A s

AADYR— kWebH A FTix, v AaDHEEGET 2 v v — | httpr//www.cisco.com/support
BTNy a—T 4 U 7B RILTWEET 5 L )12,
NEaT ARV =N EFI LD ETLEERA T ) Y =A%
R L TnET,

BHEVORGL DX 2 U 7 4 FRSBINEREAFTH20IZ,
Cisco Notification Service (Field Notice 757 7 = A) | Cisco

Technical Services Newsletter, Really Simple Syndication (RSS)
74— R EOFREY —EAITMATE £,

Y AaDYIHR—k Web A bDY—WIT 7B AT BHERIL,
Cisco.com D —H ID B LA T — RN MECTY,

FUERMETNVITES XTI T 4T FL—RADHEER
EE

WDOFEIZ, ZOFY 2a—/LTHTLHEEED Y UV —2AB L OEEEHREZ R LT,
I OREIX, FRICHIRESNTWRWRY  BASINTY U—RLBEDOTXTOY U —RAT

fERTEET,
e e R
Cisco IOS XE Everest S %75 7 & |2 = 78 o THEIE L o C . 3 LI
16.5.1a TOXT T 4T b | ESE, BEOKEDT Ny 7B X
b= CRXL 7 E2RRLTHNCT 52 LRT
RSN

CiscoFeature Navigator 35 &, 7T v 74 —ABIRNY 7 b =T A A=V DV R—
ME#HRZMRFE TEZ £9, Cisco Feature Navigator (213, http://www.cisco.com/go/cfn [FE5H] 75 T
7EALET,
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