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cHEXaTTFULAAL N (EAPOLPDU) : 3EEF 2T 7F 7 A A ML, MACsec
BB AL — MEREZIEE X 2 T R HIETIRET D EAPOL 7 F UV A A R T, Zhh
DT F 7 AA L M, BAEOFNCMKA v v a VAT 23— DEERET 5720
WA ESNET,

ek FXaTTF L AAL N (MKPDU) X aT7T7FhorxAy M. UEiddEtx =
TT7F 7o ARA Yy N THAE TV MACsee I3 A A — MNMEREZ FHHEEL £ 97,

Ty va UBRRIEEND L EAPOL 7F VU A A Y b LCRIE SN T HIEN X 2
TTFUUAAY PCEBGRESNE T, BREICA—EDH 258, MKA v v a U Tbilr s
nEJ,

\)

GE) HFUDBL e —k T4 —FBOMKA XY a 1%, MGICHEE I MACsee i 5
A A — MERENILBOR B A2 A — MR LR WA THLEIlENE A,
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| MACsec NS5 1t
MACsec EE7F 922 4o M@ a4 FE [

MACsec IEE 7+ X A2 MZBEAT 4I9FE1E

*MACsec Bf 577U AA L NI, AL v TFDRBERARADY 7 TOHRYFR— b S E
KR

TN e A= T 4 Fr—FED MKA v a iE. MFICERE 117 MACsec
B A A — MEENILBEORE 5 A A — MIZ2LRWEETHHI SN EEA,

o= I
MACsec lE S {L DEXTE AL
PIeDE 7 > a > Tlidk, MACsec B B b 2T 2 S E S E R X AT ICHET B E#RE T LE
K
MKA & & U MACsec D% E
7 7 4/ h TlX, MACsec I[Z#%hTT, MKA R U > — I ESINTWERA,
MKA 7R o —DERE

MKA 72 k2L R Y —%2ERT 51213, FFHEXECE— R TROFIEEZETLET, MKA
TIE 821X 2 A X —TNMZTHZEBMETHDZ LITHEEL TN,

FIRDHE
1. enable
2. configure terminal
3. mka policy policy-name
4. key-server priority
5. include-icv-indicator
6. macsec-cipher-suite {gcm-aes-128 | gcm-aes-256}
7 confidentiality-offset offset-value
8. ssci-based-on-sci
9. end
10. show mka policy
F gD FH
ARV KRFERETI VA Y EL:Y
ATv71  |endble FiHE EXEC T— FE AL £ T
i Ta T ERRRINTZHNRATY—RE AT LE
Device> enable "9’*0
Z5wF2 |configureterminal Ja—s v ar7 4 ¥alb— gy ®— &R
1 LET.

MACsec DIES 1t .
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MACsec DRES1E |

ARV FFEREETIVa Yy

S

Device# configure terminal

RTw 73 |mkapolicy policy-name MKAR Y —ZFEEL T, MKARY > —ar 7 ¢
451 - Fal—TaryET—RZBLET, NU—4%
Device (config) # mka policy mka policy Df SIFHRT 16 LFTH,
GE) MKA RV v —HNDT 7 4/~ D
MACsec 22 A — MIFIC
[GCM-AES-128) T, T /34 AN
[GCM-AES-128] B LW
[GCM-AES-256] DiliJi D555 X%
PAR—=FLTWDEHEEIEL, =2 —F—F
FOMKARY —2ERLUTHEAL,
MEIZS T T, 128 BEL V256 v |
WH DR &S50, 1213256 £
NOBZDEEEEED D Z &AL B
HLET,
RTwF4 |key-server priority MKA ¥ —H%—_F7F g o aRkiE L, BEIER %
%l - RELET (0~255 DfF)
Device (config-mka-policy) # key-server priority GE) F— P =T34 F YT 2 DEE 255
200 CRRELTESHE, BT EF— =
RHZLIFTEETA, F—F——
DIESENERT D IE MKA PSK (25t LT
DHFZENTT, MKAEAPTLS (25 L C
XA TIEH Y TR/ A,
AFw 5 |include-icv-indicator MKPDU D ICV A > T — X G LET, ICV
i - ALV =SB NCT HITE, ZOIT RO
Device (config-mka-policy)# include-icv-indicator| no ﬂ?fﬁ%ﬁfﬁ}ﬁ L/ji7r°
RTw 76 |macsec-cipher-suite {gcm-aes-128 | gcm-aes-256} 128 By R E721E256 By MFELIZL Y SAK %
5l - W 2720 OM 5 A — b EBRELET,
Device (config-mka-policy) # macsec-cipher-suite
gcm-aes-128
27w 77 |confidentiality-offset offset-value BWFRA R —T = ATHEENE (W) 47

1 :

Device (config-mka-policy) # confidentiality-offset]
0

Ty bERELET,

GE) A7% v MEZ 0, 30, £721350 &
fRETCEEY, /94T T
Anyconnect Z{E ] L TWA5AIX, 4
Ty FOZRMEMRTLZEEBEIDL
S5
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24 v FhohA f~n MAcsec DEEEEEE [

m IV N3 i = A7 B B
ATy S8 |ssci-based-on-sci (f£&) Secure Channel Identifier (SCI) fEIZE:DW
il - “C Short Secure Channel Identifier (SSCI) fifi% G5
Device (config-mka-policy) # ssci-based-on-sci l}:ij‘o SCI 1E7ji[%b ME & + SSCI 1E&if& < fi v i
ATwv79 |end MKARY > —ar7 4 ¥al—i gy F— %
Bl - T L. i EXEC E— FIZRED £7,
Device (config-mka-policy) # end
AT w710 |show mka policy MKA R Y > —FEHRE LR LET,
51

Device# show mka policy

AL YFMhBHRRA FAD MACsec DIESILERTE

TR OO MACsec By a v T —2HIZ1 D0 MACseec ¥ ¥ a UINFIET HA v
K —7 A AT MACsec R ET HITIE, WOFIREEITLET,

FIRDEE

©eONDAAWN=

enable

configureterminal

interface type number

switchport access vlanvian-id

switchport mode access

macsec

authentication event linksec fail action authorize vian vian-id
authentication host-mode multi-domain

authentication linksec policy must-secure
authentication port-control auto

authentication periodic

authentication timer reauthenticate

authentication violation protect

mka policy policy-name

dot1x pae authenticator

Spanning-tree por tfast

end

show authentication session interface interface-id details
show macsec interface interface-id

show mka sessions

MACsec D551t .



B <1 o7»5h2 FAd MACsec DEESIEEE

MACsec DRES1E |

FED FF 4
OV RFEREEFETIVaY By

AFwS1 |enable FiHE EXEC E— FZ& A 2 —7 M LET,
i s T IMREFRINTL, NATY—RKEAS
Device> enable LZE,

25w 2 |configureterminal ra—\)ar 7 4Xalb— gy ®— REth
1 - LET.
Device# configure terminal

Z5vw 73 |interfacetype number MACsec{ > X —7 = A A&ZEL, f L FX—T =
i - AR T4 X2l —varT—REBLET,
Device (config) # interface GigabitEthernet 1/0/1 4:)/57*—:7::/f}Kfi$@ﬂ%/f3/57*—?7::/f;i7?i£VfiL

T30 A,

R w74 |switchport accessvlanvian-id ZOR—F+OT VA VLAN 2ZELET,
1 -
Device (config-if) # switchport access vlan 1

A5 w5 |switchport mode access AN B—=T 2 A AET IHAR—FELTHEL
i - ER
Device (config-if) # switchport mode access

AT 76 |macsec A H—T = A A LT 802.1ae MACsec % 1 F—
il - WZLET, macsec I~y REFHEATHE, A >
e . FINBHRA R~D Y 7 TOIHMKAMACseec 3 A

evice (config-if) # macsec o
T2 797,

X w77 |authentication event linksecfail action authorizevlan | ({T7&) ZEEEORITICRM L2 T, R"— b EOH#l
vian-id BRfF& VLAN &7Fr[ 95 2 Lo k> T, 22— —
WI] : nfbﬁ}z}iﬁ)mu%éﬂfﬁb\muuﬁj V7 EFX a2l TA4D
Device (config-if)# authentication event linksec F”%EE%X/r /%ﬂ)@ﬂﬁ_é = & %j: H}fbiﬁ_o

fail action authorize vlan 1

R w78 |authentication host-mode multi-domain AN EFFETNL ZADOMHN. 802.1x THA[ S
15“ : 7L\_j— ]\J:TmuniEéﬂ%)J: 9 \-\ j— ]\J:OD;]ALMJ
Device (config-if) # authentication host-mode ;T /“ﬁ T ]‘%Eu XEIJEETfO %Zig?§jtjfb\iﬁb\
multi-domain WA, TNV EDERANE—RIZ 7L TC1,

A5 w79 |authentication linksec policy must-secure LinkSect¥ = V7 4 RU—Z2FELT, BT %

1 -

Device (config-if) # authentication linksec policy]
must-secure

FATEHHAIC, MACsec Ty v aviabtda
TICLET, RESNTWARWEA. T 74/ M#
I3 should secure T3,

. MACsec DEES 1t
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zz I}

A4 Y FMHHRA FA~D MACsec DIEE 1L

ARV FFEREETIVa Yy

E:)

T 710 |authentication port-control auto A— hTO 802.1x ik x A X —T WM LET, A
15“ . /]) /9:&77’])7/ ]\Fﬁ@muuﬁﬁc*ﬁ %@b‘fﬂf—
Device (config-if)# authentication port-control b 78 ']?jXTH DS iﬁ%n$727‘~ h GZ/TRE}’) s
auto —’91«0
A7 w711 |authentication periodic EE) ZOR— FOFRIA L AN EITEDCL
1 - 7%
Device (config-if)# authentication periodic
AT w712 |authentication timer reauthenticate (Ei)lﬂg“ﬁsiﬁ@f(ﬁ)%ﬂﬁbi
15“ . ﬂ— ']j-“—/\“_ﬁ)%ﬁnuuftg/r AY'? F{E‘%E&
Device (config-if) # authentication timer T T 7 # Vb ODEM‘ HEH#F”? 43600 i/(—g—
reauthenticate
AT w713 |authentication violation protect HLWT A ANRF— M IN-8E. $-20%
Bl - BRBDT /3 A AR — MR S &I LV
Device (config-if)# authentication violation 7oA %75)%0)71:_ b Kﬁ%ﬁéﬂfl%?\ﬁf\ %’ﬂ&q}/
protect RWEEMACT RVAZRWHESTH L )R — M &%
ELET, RESNTOHARWES, T 74/ Tk
R—hr&Erxyy b ¥y LET,
AT w714 |mkapolicy policy-name BEEO MKA 70 haL RS —& A B —T =
B - A AZ#EHAL, A v X2 —T7 A4 ALETMKA %A
Device (config-if) # mka policy mka_policy 7“—7/1/51 Liﬁ_—o MKA ZKU yF%E&E L/7L£75>O
72%4 (mkapolicy Z7u— 3L 27 ¢4 o b—
vagravw yReEAHLTO) .
R T 715 |dotlx pae authenticator R—F % 8RIXR—K T /AT 4T 4
Bl - (PAE) A—t T 47 —4 L LTHELET,
Device (config-if) # dotlx pae authenticator
AT 716 |spanning-tree portfast BT 5T~ TOVLANKNDA » F—T = A X T,
i - A= 7 ) —PortFast & A 3 —7 /M LET,
Device (config-if) # spanning-tree portfast PoﬂFa§t$%% bz} /])Z\ 7/1/0)%6\‘ /]) \/&;—73:‘/]’
AF TRy XF T AT NS TH T —T 4 T A
— MIE#EBITLES, 2O, DA/ =
YY) =T — MNIEDLY EFHA
AFwvF17 |end AV B —T 2 AT 4 Fal—ay EF—FK
Bl - ZHET L. FFME EXEC E— NIZR Y 7,

Device (config) # end

MACsec D551t .



B sk 2 L7 MKA MACsec 3E

MACsec DEF St |

AR RFEREFT7TIVa Y

S

Z 5w 718 |show authentication session interface interface-id TNty raroexa VT 4 AT —HAD
details P TR L E T
{1
Device# show authentication session interface
GigabitEthernet 1/0/1
X w719 |show macsec interfaceinterface-id A B —T A AD MACsec AT — X A %Rl L
{1 ESE
Device# show macsec interface GigabitEthernet
1/0/1
AT 720 |show mkasessions LSV MKA By v a VAR LET,

1

Device# show mka sessions

PSK # {3/ L 1= MKA MACsec 0%

JL

gl

on

PSK Z{$ /A L /= MACsec MKA D%

FIRDEE

FEDFEHM

lifetimelocal [start timestamp {hh::mm::ss| day | month | year}] [ duration seconds| end timestamp

1. enable
2. configureterminal
3. key chain key-chain-name macsec
4. Kkey hex-string
5. cryptographic-algorithm {aes-128-cmac | aes-256-cmac}
6. key-string {[0]|6|7] pwd-string | pwd-string}
7
{hh::mm::ss| day | month | year}]
8. end

aARVKRFERERETY VY

=)

5w 71 |enable it EXEC E— FE Az LE T,
11 - e NRAT—RKEADLET (ERENEHR) .
Device> enable

A7 72 |configureterminal Ju—)ar 7 4 ¥ab—ar E— NERA

1 -

Device# configure terminal

LET,

. MACsec DEES 1t
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PSK £fEM L1=. 1 2% —7 1 2T0 MACsec MKA D&% I}

AU RFERET7TIV3 Y B
AT 7 3 | key chain key-chain-name macsec F—F = ERELT, ¥F—Fxz—r ar7y
1) - Xal—yaryE—RF2BBLET,
Device (config) # key chain keychainl macsec
R T v 74| key hex-string X —F = — L NOK X — DB T 252E L
%l - X — %:“—/0)5%“—3/7/(5?:.1/“—“/5/{—“—
Device (config-key-chain) # key 1000 }séesﬁﬁél/EEjfo
G¥) 128 By MNEHALDOE AT, 1 ~323CF
D16 R F—CFHN 2 H L E T, 256
vy MESOEAIL. 64 50 16 #E
#—I%ﬁu%ﬁiﬁﬁ LET,
R T 75 | cryptographic-algorithm {aes-128-cmac | aes-256-cmac} | 128 £ v k%7213 256 v hEF 52 K 2K 51Lids
i - TI Y ALEFELET,
Device (config-key-chain) # cryptographic-algorithm
aes-128-cmac
R T 76 |key-string { [0]6]7] pwd-string | pwd-string} X —FHNDONAT — REFHELET, 165D
i - FTOREANNTDHLERNDY £,
Device (config-key-chain) # key-string
12345678901234567890123456789012
R 5w 77 |lifetimelocal [start timestamp {hh::mm::ss| day | month | g4 A F— DGR EH/EL 9,
| year}] [ duration seconds | end timestamp {hh::mm::ss
| day | month | year}]
1
Device (config-key-chain)# lifetime local 12:12:00
July 28 2016 12:19:00 July 28 2016
ATy 78 |end F—Fxz—rarr74Fal—varE— ek
Bl - T LT, %M EXEC £— FIZREV £,
Device (config-key-chain) # end
PSK =L, 418 —TJ x4 XATOH MACsec MKA DE%FE
FIEDO#HE
enable
configureterminal
inter face type number

macsec networ k-link
mka policy policy-name

©oaprwDdA

mka pre-shared-key key-chain key-chain name

MACsec D551t .



B rskz@EmALE. 4252 —7 11 2TD MACsec MKA DEE

FIED

MACsec DEF St |

7. macsec replay-protection window-size frame number

8. end

ARV RFERFTIaY

=)

ATy 71 |enable Fi#E EXEC £ — R&2 A2 LET,
i e NMAT— R AN LET ERINTHE) .
Device> enable

R w 72 | configureterminal Ja—xN) ar7 4 Xal—iay T— REBLG
15“ : Li‘g—o
Device# configure terminal

R T 7 3| interface type number A B —TxzAf A AT 4 Falb—YaryET—FN
Bl EBAtE L £,
Device (config-if) # interface GigabitEthernet 0/0/0

ATy 7 4 | macsec network-link A B —TxA A ETMACsec %A 12— M LE
i o
Device (config-if) # macsec network-link

A7y 75 | mkapolicy policy-name MKA R Y v —%3%E LET,
fi
Device (config-if) # mka policy mka policy

AT 7 6 | mka pre-shared-key key-chain key-chain name MKA HR{HEAF—DF—F = — L ERELET,
f
Device (config-if) # mka pre-shared-key key-chain
key-chain-name

R v 7 7 | macsec replay-protection window-size frame number U7 L AEEDOMACsec 7 4 > R P A4 XEREL
f5i ESE
Device (config-if) # macsec replay-protection
window-size 10

RTwv 78 |end A B =Tz A AT 4 Fal—ar F—F
i - EHT L. FiHE EXEC £— FIZREY £,

Device (config-if)# end

RDBERY

Yol a U DOETPIZMKAPSK BNREENTZA LV H—T =2 A TMKARY O —%2 LT3
T EIFHEREINER A, L, BERPMERGSIE, ROLIICR) V—2HRETHHLHE

NV ET,
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iHE~—2 MACsec S 0BT [

1. nomacsecnetwork-link =< > F&{#EH LT, %201/ — F® macsec network-link 3% & % Hl|
L., BFEOt vy a v 28HcLET,

2. mkapolicy policy-name =~ > RZfH L T, £&M /) — RDA ¥ —7 = A ATMKA R~
Ui—aRELET,

3. macsec network-link=z~> FEFEHL T, &M/ —FTH LWy v a v 2Fhc L
j‘o

iFBAEAR—X MACsec fEES1t DR TE

RA L RV —RA L N U7 TMKAIZE D MACseec iR ET HITIE. ROF AT H#FITLE
7,

FERAER R DR E
o — T DARK
* SCEP & Fk DX E

AIERA D FENER E

LR Y o —DOFRE
o ZER 2 — 2 MACsec K5 2{t 72 7 7 4 /L & IEEE 802.1x 1 7' A &R DR E

o A H—T A ATHEAER—Z MACsec 7 51t % #i 9 5 MACsec MKA OFRE

F— RT7DERK
FIE
av Y RERF7IVa Y B #
AT 71 |enable FHE EXEC £— FZ AW LE T,
{5l e NAU—REZANLET (BFERINTHEHH) .
Device> enable
R T 72| configureterminal ya—sL ary 7 4 X¥alb—v gy EB— REHA
1 LET

Device# configure terminal

25+ 7 3| cryptokey generate rsalabel label-name general-keys | B4, 5 J UM LT RSA % — <7 Z (R L £,

modulus size -
label ¥ —V— Fzflifl+5 L, £F—_7I127Ur
- EEDYTHIEHTEET, ZOTULE, F—
Device (config) # crypto key generate rsa label T EFEHTARNTITARNRA L ML TEHREN
ggzgral—keys modulus I, SAAEEY Y TRISTIBE . F— T

MACsec D551t .
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MACsec DRES1E |

ARV RFERETIVa Y

B8

I% <Default-RSA-Key> &\ 9 T ~UL73 H BRI fH T
bIVET,

BMOX—U— &2 LR2NWGAE, Z0oav s R
IZILH RSA 5 — X7 % 1 o4k L9, B0
EINTORWESIE, 7740 bOF—FZHThH
%1024 NMER ESNET, ZOMOREY A X%
FETAHI21%. modulus ¥—V— R&FEHLET,

AT7v 74| end Jra—sarZ 4 ¥al—vary T REkT
Bl - L. i EXEC £— FICR Y £,
Device (config) # end

Z v 75 | show authentication session interface interface-id A XNy arDEX2 T 4 ATF—H A%

1

Device# show authentication session interface
gigabitethernet 0/1/1

B L £

SCEP [Z &k 5 B FRDERTE

Simple Certificate Enrollment Protocol (SCEP) X, HTTP Zffifl L TRBGER (CA) F 7= 388
(RA) LBfET 5, AP LB 1w 2/ CF, SCEPIE, R JUREHFED®
ZERCR b R SN D HFATT,

F&E

AV RFERETI3 Y B#Y

AFw 71 |enable FikE EXEC €— A AL ET,
i e MAU—RZ AN LET FEEREn755)
Device> enable

AT w72 |configureterminal Ja—s) ary7 4 X¥al—yay EB— REBE
15'] : L/jz—g—o
Device# configure terminal

AT w73 |cryptopkitrustpoint server name FIARRA U FBRLUORESNT-ARAIZES L
i - CT.CANIFARMRAV Fary74FXalb— gy
Device (config) # crypto pki trustpoint ka ToFEMBLET,

AT w74 |enrollment url url name pem TN ANGEFEE R Z%ET D CA O URL & f5

51

Device (ca-trustpoint) # enrollment url
http://url:80

. MACsec DEES 1t

ELET,

URL WD IPv6 7 R L A IFEINCTHT BN H Y E
9, 7= & 21X, http:/[2001:DB8:1:1::1]:80 T,
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scep - £ azR0%E [

ARV FFEREETIVa Yy

E:)

pem ¥— U — NiX, FEBFEZEKIC Privacy Enhanced
Mail (PEM) OEiftZziBNL £9,

ATy 75 |rsakeypair label AEAEIC B T B % — T HEELE T,
i GE) rsakeypair 44 (%, fGHHAR A M4 L& —
Device (ca-trustpoint)# rsakeypair exampleCAkeys BHLTCWALENSHY £9,

A7 w76 |serial-number none none ¥ — U — Ri&, FEAEFZECRIZV U 71855
Bl - BENBRNZ L EFELET,
Device (ca-trustpoint)# serial-number none

AFw 71 |ip-addressnone none ¥ —U — R, GEAEZSRIZIPT FLARE
Bl - ENRNZ EEREELET,
Device (ca-trustpoint)# ip-address none

AT w78 |revocation-check crl BT OFEAFERE DM S TWRWE & AT 5
Bl Jiikk LT CRL &4 L £,
Device (ca-trustpoint) # revocation-check crl

AT w79 |auto-enroll percent regenerate HEPESRE A x—7 M LET, ZucLv, 77

1 :

Device (ca-trustpoint) # auto-enroll 90 regenerate|

A7 2 MICANS BEIWIZ v — /LA — R —FERE
FIRTEFET,

HENVSRERN A 2 — 7 L TRWGEA, AEHEO
\27 A7 v b&FE)T PKLICEREERT D LB
HFEI,

FIT AN ETIH, TRAADRAL Y F—Lh VA
7L (DNS) AT BFEAFICETDONET,

BATORERFEO AWM E D/ S —E T — VI
LI X, FILWGERENER D K o IThs
ET HITIE, percent BE A H L 9,

AT E DX =R TIHFET 255 TH, GEHE
DOF LNF—Z LT 5121, regenerate ¥ — 7 —
RafEH L £,

12— )L A —/N—HDF— RXT N7 AR — hAEE
BGE. HLOF—_T b7 ZR— FMA[RETT,
WROAA N RTAMRA L bar7 ¥ al—
Ta IR EIN, F— RXT R AKR— MA[HE
MEIDPRENET, 1 RSA key pair associated
with trustpoint is exportable. |

FLnF— 7%, BX 2 VT ¢ EORBEITERL
FTRODITERTHZ L AHELET,
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B zso=mn:
ARV RFERETI3Y EL:Y

AT w710 |exit CANTARRA v bar7 4 ¥al—varE—
%l - RERTL, Zr—rb a7 4 Falb—ay
Device (ca-trustpoint) # exit T FICRY ETS

A7 711 |cryptopki authenticate name CAGEHEZEAL T, BIELET,

&1

Device (config) # crypto pki authenticate myca

ATv7 12 |end Ju—sLar7 4 Xal—ary BT— REKT
i - L. H# EXEC £— FIZREY =7,
Device (config) # end
R T w713 |show crypto pki certificate trustpoint name BHERA v FOFEHFICET HHERERTLET,
i
Device# show crypto pki certificate ka
SROFHHRTE
CA 73 SCEP ¥ AR— s LRWGS, Fldn—2 & CAMOR y bV — 7 BN R RE/R Y
Bo FEITOREHAFIRBRARET HITIE, ROEELFTLET,
FIE
ARV NFERERETIVa Y EL:Y
ATy 71 |enable FiHE EXEC E— REAMTLET,
i - e NAT—REANLET ERENTHE) .
Device> enable
5w F2 |configureterminal ra—sYb ary 74 Xalb—ay ®— FeBkh
i LET
Device# configure terminal
ZFwF3 |cryptopki trustpoint server name R 2 RHEA Y B LORESNELRIEZES L
- T, CAMNIFARMRA Y hary74¥al—vay
Device# crypto pki trustpoint ka T }‘%F}ﬁﬁé‘biﬁ—o
A7 w74 |enroliment url url-name TNA ADGEHIEERZXET 5 CA D URL %45
15“ : /\':.E_‘I_/i‘a‘o
Device (ca-trustpoint)# enrollment url URLNDIPv6 7 R L A IFGINCHTe LERH D £
http://url:80 4, 7= & ZiE. http:/ [2001:DB8:1:1::1]:80 T,
pem F— U — NiE, FEPFEEKIT Privacy Enhanced
Mail (PEM) OEEFRZBINL £,
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spozpz

ARV FFEREETIVa Yy

E:)

AT 75 |rsakeypair |abel AEAEICBEA T DX — NT AEE L E T,
1 :
Device (ca-trustpoint)# rsakeypair exampleCAkeys
A7 76 |serial-number none FEAEELRIZV Y TAR SR EENRN L 24T
15'] : L/iﬁ—o
Device (ca-trustpoint)# serial-number none
AFw 71 |ip-addressnone none ¥ —7 — Ni&, GEAEZERIZIP 7 KL ANRE
Bl - ENRVWI EEEELET,
Device (ca-trustpoint)# ip-address none
RTw S8 |revocation-check crl BT OFEAENI H STV 2 & 2T 5
Bl FikE LT CRL &ifiE LT,
Device (ca-trustpoint) # revocation-check crl
AFv 9 |exit CAFIAIRA L har7 4 Xalb—var E—
i - KE#ETL, o= a7 4 F¥al—var
Device (ca-trustpoint) # exit T ]\a:)j:% D iﬁ‘o
7w 710 |crypto pki authenticate name CAFEHEZIMA LT, AL E T,
11
Device (config) # crypto pki authenticate myca
AT 711 |crypto pki enroll name AERAFEORAE AR L, SEREY——lcabr—F &
i - UAN—2 M B blc Bk e For LET
Device (config) # crypto pki enroll myca Ta T EREREINTES, BEEREATILE
T, T2 &z, REEERIZT N1 A0 FQDN
FOPT7 RLVRZEDLNEIDERELET,
a2 — VIR RICK U CRE LR 2 R4 5 08T
DONTHBRINTE LT,
MBS UC, Base 64 £ 5{LAEIE % PEM ~
H—% T, EliEfoFicERrLET,
Z 5w 712 | crypto pki import name certificate SN EEE A TG 5 o Y — LR T

1 -

Device (config) # crypto pki import myca
certificate

TFTP IZ L » CEEAELAZ A v R— ML FET,

ToSA AE, JEEETDY Treq) 205 Tert) (AR S
NieZ EH#BRWT, ZROBEITHEALZF L7 7
ANA LT, 7l S -EEHE Z TFTP (2
FoTHEL L9 ElAaEd, Higx—irtEDY
& Lokt T-signert) BEOY T-encrert] 2MEH &
nET,
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MACsec DRES1E |

ARV FFEREETIVa Yy

S

TNA AT, ZAE LT T 7 A VENT L CIEREZ
WL, FEI % A A FOWEREII#T — 5 ~—
AWHALET,

G¥) —HRD CA 1%, FEHEZEROHEF—
Bz AL, UH B OFEE A%
fTLET, THHD CA MFEHEER
O HEF — I E BT 5551, I
AEMOFFAERL T2 A >R —KFLT
LTIV, —2F, AEInb 2o
DF—XTONTHUHHEHLETA,

ATy 713

end

1

Device (config) # end

Ta—N\)ary7 4 Xal—ay T— REKT
L. ¥ EXEC E— FIZED £,

ATy 714

show crypto pki certificate trustpoint name

51

Device# show crypto pki certificate ka

AR A > S OREHFICET 2R AR R LET,

24 v FRED MACsec DIEEALIRTE
SEBAEAN— 2 MACsec B 51 b2 LT MKA MACsec & A > Z—7 = A A+ 51203,

WDEAY HFITLET,

FIE

ARV RFERRTI VA Y

El:)

RATwv 1 |enable FitE EXEC E— RZ AL E T,
i - « RAT—REANLET GERENEHH) .
Device> enable

RTwF2 |configureterminal sa—sL ar 7 4 ¥ a lb—3 gy B— RER
i - LET.
Device# configure terminal

A7 w73 |interfacetype number MACsecA{ 4 —7 = A AZIREL, A v F—T =
- ARALT 4 Fab—varE— REfBLET,
Device (config) # interface gigabitethernet 0/2/1 /]):/5 —7 = A AIYEA A =T = A ATRRT I

720 £ A,
ATy 74 |macsec network-link A v H—T x4 A ETMACsec &A1 F—7 /L2 L

1
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24 v 70 MAcsec DS ez ]

ARV FFEREETIVa Yy

E:)

Device (config-if) # macsec network-link

25w 75 |authentication periodic = DK — FOBERIAEA F—T M LET
i -
Device (config-if)# authentication periodic
ZFw 76 |authentication timer reauthenticateinterval MR AR E LE T,
11 -
Device (config-if) # authentication timer
reauthenticate interval
RFwJ7 |access-session host-mode multi-host FARCA LV E—T oA ANDT VB RAEBZFRLE
1 kK
Device (config-if) # access-session host-mode
multi-host
RTw S8 |access-session closed AU B —T 2 A ASOFEFREIET 7 B A %P1k UE
1 - kK
Device (config-if) # access-session closed
AT w79 |access-session port-control auto F— FOBAREAZTELE T,
i
Device (config-if) # access-session port-control
auto
AT w710 |dotlx paeboth A= % 802IXKR—h T 78R ZUT 4T 4
Bl - (PAE) OHF TV MBLUA =T 4 =4
U
Device (config-if) # dotlx pae both ELTRELETS
A7 w711 |dotlx credentialsprofile 82IXZ LT iy Fu T s A Nl A —T =
Bl A ATEY HTET,
Device (config-if)# dotlx credentials profile
ATwvF12 |end Ao B =Tz A AT 4Fal— g F—F
Bl - ZFET L. FFME EXEC E— NIZR Y %7,
Device (config-if)# end
T 713 |show macsec interface interface-id A B —T 2 A ADMACsec Dt A FR LET,

1 :

Device# show macsec interface GigabitEthernet
1/0/1
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B wacsec xen oz

MACsec XPN D% 5E

XPN O MKA 7R!) & —DERTE

MKA 7R U & —TCXPN 2% ET HIZiE, ROFNEEZFITLET,

FIEDHE
1. enable
2. configureterminal
3. mkapolicy policy-name
4. macsec-cipher-suite { gcm-aes-128 | gcnmraes-256 | gcmr-aes-xpn-128 | gcm-aes-xpn-256}
5. sak-rekey interval time-interval
6. end
FIED FHH
ARV FFERET7IVa Y B#
ATy 71 |enable FEHE EXEC E— RZ AW LET,
fi Ta s NRRREINTZHNAT—RFEASLE
Device> enable 7fo
R w 72 | configureterminal Jra—N) ary7 4 Xal—iay T— REELG
15“ : Li‘g—o
Device# configure terminal
AT 73 |mkapolicy policy-name MKARY o —%EL T, MKAKRY >— a7 ¢
B - Falb—rvar®—RaLET, KU =40
FE SRR T 16 LFTT,

Device (config) # mka policy mka policy

Gx) MKA R Y > —NDOF 7 /L s D MACsec
B3 A A — MEEIZ TGCM-AES-128)
T, T3 A0 [GCM-AES-128] B
L O TGCM-AES-256) Difi )7 O#E =I5
RZ2VPR—F L TWEHEAIT, 22— —
EFD MKA RV 2—ZE# L CEA
L. HEITGECT, 128X 256 £
Nl 5 DR 552 & 50, £7213 256
By NOHDOWFEZDH Z L &R B

@j&) Lij‘o
2w = 4 | macsec-cipher-suite { gcm-aes-128 | gcm-aes-256 | XPN DO 128 By FBLUN256 By RiFEITLD
gcm-aes-xpn-128 | gcm-aes-xpn-256} SAK #Eifa4 2 7= DR B2 (4 — R 23 E LET,

1
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XPNMKA Y S—% 4 v a—T x4 21EATS |

AU RFERETIVa Y

B8

Device (config-mka-policy)# macsec-cipher-suite
gcm-aes-xpn-256

R T 75| sak-rekey interval time-interval (fEE) SAK F— A RkFIMR 2 FD AL TRROE L &
Bl - T, HEPHIL 30~ 65535 T, T 7 A4/L b TIE, SAK
Device (config-mka-policy)# sak-rekey interval 50 %*‘ﬁéﬁk%ﬁﬁ[’%fi\ A= =4 X@EL:FE\ L<
BEHICHAE L £7,
SAK ¥ —FAEK S A v —%2EILTHITiE, Zoav
> K no A A L £ T
AT v 76 |end MKAR) v—ar7 4 Falb—var T—Raik
Bl - T L. i EXEC £— FIZRY £,

Device (config-mka-policy) # end

XPNMKA R >—%A4 03 —T x4 RIZHEAT S

XPNMKA RY v—% A o Z—T = A |

AT DR, ROZ A7 ZFATLET,

FIE
ARV RFERETI a3 Y B#J
AT w71 |enable b EXEC E— RZ AL ET,
i) : e NMAT—REANLET (ERINTEHE) .
Device> enable
AT 72 | configureterminal 7Ta— )L a7 4 X2 lb—3ay B— REELG
15'] : L/iﬁ‘o
Device# configure terminal
R T w 73 |interface interface-name MACsec { > Z—7 oA ZA&EL, {4 —T =
B - A AT 4 Fal—varT—FEBLET,
Device (config) # interface gigabitethernet 1/0/1 /])‘\‘/57“*7::/]’?Wji¢@fi/f \/57%7I/])X—(“&Hﬂ
720 £ A,
A7 7 4 | mkapolicy policy-name XPNMKA 7’0 h LR Y —% A v H—T xR
15“ : L:iﬁﬁﬁ Lij—o
Device (config-if)# mka policy mka-xpn-policy
AT w5 end AV B =Tz R AT 4 Fal—ar F—F
i - E#ET L. FiME EXEC £— FIZREY £,

Device (config-if) # end

MACsec D551t .



B« 7m0 MKAMACsee DEE

R— kF ¥ =JLAD MKA/MACsec @

MACsec DRES1E |

=JL =

ax ;&

PSK Z{# A L 1=/K— kF ¥ )LD MKA/MACsec D% TE

FIEDHE
1. enable
2. configureterminal
3. interfaceinterface-id
4. macsec network-link
5. mka policy policy-name
6. mka pre-shared-key key-chain key-chain-name
7. macsec replay-protection window-size frame number
8. channel-group channel-group-number mode {auto | desirable} | {active | passive} | {on}
9. end
FED
aAv U RFERET7TIV3 Y B
AT 71 |enable Rt EXEC E— REAICLET,
{5 e NMATU—REANLET (FERINEHA) .
Device> enable
A7y 72 |configureterminal Ja—s L Ay 7 4 Falb—ar ®— ek
15“ : ]\/i‘g_o
Device# configure terminal
R 7 3 |interface interface-id AR —TxA A AT 4 Fa2l—arET—F
I - 2R LR
Device (config-if) # interface gigabitethernet 1/0/3|
R T 7 4 | macsec network-link A H—T xAALTMACsec &1 F—7/MIC L%
i - T, LAV 2BIVOLAYIFR—bFrrLit
Device (config-if) # macsec network-link ﬂ:;d % L/jETfO
R T 75| mkapolicy policy-name MKA RV > —%&%E LET,
1 -
Device (config-if) # mka policy mka policy
25+ 7 6 | mka pre-shared-key key-chain key-chain-name MKA FH % — D% — F = — £ 2 3E LET,

1

Device (config-if)# mka pre-shared-key key-chain
key-chain-name

(6=3)) MKA Fridefgx—1%, YAf o ¥ —
T ARAERIYTA L H—T = AT
RETEETH, MAFTRETDHZ LI
TEEHA,
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PSK % {8 L 7= 7K— hF v L0 MKAMACsec D352 ]

ARV RFERETI Va3 B#)
ZFw 77 | macsec replay-protection window-size framenumber | ) 7 L (£ D MACsec ™7 4 > K7 ¥4 REREL
1 - E3
Device (config-if) # macsec replay-protection
window-size 0
Z 5 = 8 | channel-group channel-group-number mode {auto | F ¥ TN I N—TNIZHA— FEHFEL, T— Fai

desirable} | {active| passive} | {on}

1

Device (config-if) # channel-group 3 mode auto
active on

ELET,

GE) A HF—T A ATMACsec &% E L7
W, Fr AT N—TDR— b ERE
TEEHA, ZDOAT v FORIT, A
T304, 5, BLXO6enavwr NE
BRETHDLENLY £,

channel-number D5 & T & 2 §iHIE 1 ~ 4096 T,
N—=FF XY RVBRNEET, ZOF v RIVT—
FICBEA T B AR — BT RV B BRI VERR
SNET, TR, UTFOF—U—FonFin
PERLET,

e auto : PAgP 7 /A AN ST EIZIRY |
PAgP #H N LET, "—hE/ vy 7 32
YI—vary AT7T—hMILET, ZOHA,
N— MIZIET % PAgP X7 v MIGELET
23, PAgP "7y hRrIvm—v 3 U ERRLGT
HZEEFEHY EFA,

GE) EtherChannel X 33, A A v F R
B I HDBBRIRBAL T DAL
NTHHEE. autoF—U— KLY

R—hShEHE A,

« desirable : MESFIC PAgP 2N LET,
R—h T 747 XIvE— a3y AT —
MZLET, 2086, A— MIPAgP T >
FNERETAHZ Ik T, fHIFER— DX
Ty T—T g EBLET,

GE) EtherChannel X 33, A A v F R
B I HDBBRIRBAL T DA
NTHHYE . desrablex—U— R

I AR—F SN EEA,
eon : PAgP F 721X LACP Z i 92K — k3

EMICT v 2L SN ET, onE— KT,
EtherChannel 2371 A DX, on E— RDOAKR—
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MACsec DRES1E |

ARV RFERETIVa Y

B8

T N—T0, onT— ROJIDOKR— k7 )—7
T A AT T,

s active : LACP 7 /N1 A3 SN 7-5EICR
D, LACPEHMZLET, "—h 2T 7T+«
T xIdvr—y g AF—MILET, 2D
BE. R—MILACP N7y FERETHZ &
Lo T, fFEFR—PLORITvZ—va %
Bt L7,

s passive : ;"— h ECLACP A% LT, K—
MRy v 7 2dvo—v g AT — R L
F9, ZOHA. F— MIZET D LACP R
7y MORELETA, LACP X7y hxra v
T— arERBETLHZEEHY A,

ATw 79 |end
1 -

Device (config-if)# cend

AV H =T xAAXAaryT7 4 Falb—raryET—FK
T L. HHE EXEC E— RIZREY £,

L 4 7 2 EtherChannel D7/R— b F ¥ RILHIEA o F—T 24 ADERTE
L A1 ¥ 2 EtherChannel DR — ks F ¥ R/b A X —T = A A BT HITi%, IROEEZITWH

£,

FIRDOEE

enable
configure terminal

switchport
switchport mode {access| trunk}
end

o prwDd2

F IR D 8

interface port-channel channel-group-number

ARV KRFERERETYVa Y

B8

25w 71 |enable
1

Device> enable

it EXEC E— FE Az LET,
e NRATU—REANLET (EERENEHE) .

R w 72 | configureterminal

1 -

Device# configure terminal

sua—N)L ar 74X alb— gy B— REBk
L\i—g_qo
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L 1 % 3 EtherChannel D7 — k7 v #x LA v 2 —7 24 20%E [

ARV REEET7IVa Y B
R 7 3 |interface port-channel channel-group-number R—bFF¥rRfNV A H—T A AEERL, 1
Bl - RB—T oA AT 4 Fal— gy EF—RR&H
Device (config) # interface port-channel 1 ﬁéngijr°
G¥) PR Fx RN A F—T A A%H|
4312k, Zoa<r RO nofEks
ERL £,
R T 7 4 |switchport LAY 3IE—RIZRS>TWAL X —T = A A%,
i - LAV2REDLA T 2E—RIZUIDEXET,
Device (config-if)# switchport
AT 75 |switchport mode {access| trunk} FTRTCOR— R NERAEZT A 7T I7RAR—MEL
%l - THIUVLANIZEID ¥ TH, FHRITFT727 80
Device (config-if) # switchport mode access 7:§%ﬁ§L/357f0
RATwv 76 |end A B —TxAf ALy T 4FXal—ayF—FR
i - ZAET L, FiME EXEC E— NI £,

Device (config-if)# end

L 4 ¥ 3 EtherChannel ®7R— kF ¥ RJL

FIEDHE

F IR D EFH

ML VA —T 14 ADEKTE

L A ¥ 3EtherChannel DR — k F¥ p) A X —T = A Z&AEKT BI2IE. IROEEZITWD

£7.

1. enable

2. configureterminal

3. interfaceinterface-id

4. noswitchport

5. ip addressip-address subnet-mask
6. end

ARV RFERERTI VA Y

=)

AT 71 |enable ¥iME EXEC T— R& A LET,
1 - ¢« NRAT—REANLET (EREINEHE)
Device> enable

Z 5 72 | configure terminal Ta—\ ) ar7 4 Xal— gy T— NS

1 -

LET,

MACsec D551t .
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MACsec DRES1E |

ARV RFERETIVa Y

B8

Device# configure terminal

AT v 7 3 |interfaceinterface-id A B —T s A A AT 4 Fal—TaryET—F
Bl - BB L ET,
Device (config) # interface gigabitethernet 1/0/2

AT 7 4 |noswitchport LAY 2E—RIZRoTWNWAA v H—T = A A%,
i - LAY IREMILA Y 3E—NIZOIWELET,
Device (config-if) # no switchport

A Fw 75 |ip addressip-address subnet-mask EtherChannel [ZIP 7 RL ZAB LY 7T %y kA7
15 - ZEID YCET,
Device (config-if)# ip address 10.2.2.3
255.255.255.254

RATFv 76 |end Ao B =T R AT 4F¥al—ar E—R
i - ZAET L, FibE EXEC E— FIZR D £,

Device (config-if) # end

MACsec 5 S 7T A A FDERTE

PIeDE 7 > a o TliE, MACsecl5 57 T U AEHRETHODOIFEIFERZ A7 IZET S

EXaATT7FTIOURAEFDMKARY —D

FIRDEE

THHaE R~ LET,

=L =

a2 AE

MKA 72 F 2 LRY > —ZER L TMKPDU TEF a7 7T 7o XA NEHENTTHITIL,
FAEEXECTE— R CROFNEEZFEITLET, T 74/ T, BFXFa2T7T7F U2 AL MNIE

T 72> TWET,

enable

configureterminal

mka policy policy-name
key-server priority
send-secure-announcements

end
show mka policy

NSO A WN
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F IR D

t%277+902 4 roMKAKRY v—n%E [

ARV RFEEETIVa Y

=)

AT w71 |enable FiHE EXEC E— RE AT L £,
B T T NIRRREINTZHNRNRAT—RE AN LE
Device> enable 7,
Z 5 2 | configure terminal Ta— ) ar7 4 Xal— gy T— NS
51 - LETS
Device# configure terminal
R T 73| mkapolicy policy-name MKARY v —%$EEL T, MKARY v—ar 7 4
5l - Falb—raryT—FRathLET, KU =40
Device (config) # mka policy mka_policy ks 6i%j(($ 16 i$(ﬁ—°
G¥) MKA R Y > —DF 7 /v kD MACsec
5 A A — b X GCM-AES-128 T¢, 7
INA AN GCM-AES-128 38 LY
GCM-AES-256 D] J; OG5 5%
A—hFLTWDIEHEAIL, 22— —ERD
MKA R o—Z2ER L THEHAL, #E
WG L T, 128BX U256 B Ml HD
BEEEhDh, 213256 £y hORK
FOREEDDHZEEMELET,
AT 7 4 |key-server priority MKA ¥ —H—N—FF g U E2FHEL, 0~255D
#l - I CHEEIINENL 2 5% E L E T,
Device (config-mka-policy)# key-server priority GE) X —H— X — D SENAN ODfE % 255 1T7%
200 FLESRA, BT EF—F——t 25
ZEITEEA, T —DEL
JIEAZ DA 1E MKA PSK (2% L COHAL)
T4, ZAIMKAEAP-TLS (Zid#H &
NEH A,
AT 7 5 | send-secure-announcements BX T T T URRA L NOEEEAENILET,
) - CX 2T TFURAL NOREERINT DI
- o . —oavy Rono X AEALET, 774
evice (config-mka-policy) # .
send-secure-announcements JVRTIX, BFaT7T7FH 00 A A MIEGZR -
TWET,
AT 7 6 | macsec-cipher-suite {gcm-aes-128 | gcm-aes-256 128 ' hFE 7213256 £ hEE{BIZ & W SAK % Y

1 -

Device (config-mka-policy)# macsec-cipher-suite
gcm-aes-128

HETA-00REAAL — MR TELET,
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MACsec DRES1E |

ARV RFERETIVa Y

B8

ATvJ17|end MKARY S —ar 7 4 Xal—3gr E— REK
Bl - T L. M EXEC E— RNITREY 7,
Device (config-mka-policy) # end

R T 7 8 | show mka policy MKA R U v—% &R LET,
il -

Device# show mka policy

TXaATTFOVRA DT B—NL

19—

63 AE

Ki#E EXEC & — RO T, ROFIBIZHE-T, T XTDOMKA R Y —IZbl-o TEE
TFT U ARA L N T a— N VICENC L ET,

FleD#HE
1. enable
2. configureterminal
3. mkadefaults policy send-secure-announcements
4. end
FIED %
AU RFERET7TIV3 Y B
R T 71 |enable FEHE EXEC E— FZHC L E T,
i : Tar 7l ERERRINTZHENRT—RE AN LE
Device> enable 7,
R w 72 | configureterminal ra—)L a7 4 ¥l — gy F— N2t
{1 - LETS
Device# configure terminal
R T v 7 3 | mkadefaults policy send-secure-announcements MKA R VU > —%A L7 MKPDU TOt®F =277 7
Bl - VAR POEEEAMILES, TT7ALET
Device (config) # mka defaults policy li\ T 77-}— ]7 ALY ]\ 6iﬁ3§§<j]ﬁl7l£ 2Tl \i
send-secure-announcements j‘o
25w F4|end Ju—r\ )b a7 4 Fal—ary ET— RERT
i - L. FH EXEC E— RIZRY £7,

Device (config) # end
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128714 2TOEAPOLTFH o224 koBE [

AB—TDITARATHDEAPOL 7 F IR AV FDETE
A B =T 2 ATEAPOL 7T U AA L NERTET HIZIE., ¥i#E EXEC = — N TR L.,

FIEDHE

F IR D

ROFNEZFEITLET,

enable

configure terminal
interface interface-id
eapol annoucement
end

appwbdR

ARV RFERETIVa Y

E:)

RTw 71 |enable ¥iME EXEC =— F& AT LET,
1 Tu T INRRRENTZLNRAT—REASNLE
Device> enable TO
AT 72 | configureterminal 7Ta—r )L a7 4 X2 lb—3ay B— REELG
15'] : L/iﬁ‘o
Device# configure terminal
AT 73 |interfaceinterface-id MACsec f v % —7 = A ZA&EEL, A v X —T =
B - AAALT 4 Fal— g E— ReBEBLET,
Device (config) # interface gigabitethernet 1/0/1 /])‘/57 —7=AA Li%‘}fi/‘) V=T = A AT PEL
X730 Fd A,
AT 7 4 |eapol annoucement EAPOL 7 7 v A A M &EHNZ L £, EAPOL
il - TFUUAAY FEFENIT DI, A~ Fono
e . EXEFEHLET, 7740 b TiEL, EAPOL 7
evice (config-if)# eapol announcement N
T ARX Y NI > TWET,
AFw 75 |end AV HA—TxAfA AT 4 Fal—gr F—FR
i - ZAET L, FibE EXEC E— FIZERE D £,

Device (config-if) # configure terminal
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. Cisco TrustSec MACsec D% E

Cisco TrustSec MACsec D& E
FEE— FTO Cisco TrustSec X1/ v FRU Y X)) T4 DHRTE

18 HHIIZ

A B —T A AP Cisco TrustSec % FEITHRET HHEIL. RO L O 72 EDOFEEFIA,
BIOHHFELZEE L T EE0,

¢ SAP XT A — I NEZRIN TV RWIEA . Cisco TrustSec # 7L E 7= 1385 5 kidd T
NERE A,

*SAPENMEET—RL L TGCM ZBINT H L, VATDMACsec 55k 7 ho=7 14k
VANKETY, NI A AR L TGCM BEIR LS. A v —T oA ALY
V7 HETREEICR D £,

s ZH DL ~ULIE, SAP O Pairwise Master Key (sap pmk) ZiRET DL AT AR—F
INET,

« SAP NERE STV AW - I TfT b EE A,
+ sap mode-list gcm-encrypt gmac no-encap : RENEE L WODMZE TR,

+ sap mode-list gcm-encrypt gmac : B IS HERE X, eI, PRI U
VROBREIGLTH T B ML > TEBRSNET,

« sap mode-list gmac : 5E MDA,
+ sap mode-list gcm-encrypt : FEE L M ZH,
« sap mode-list gmac gcm-encrypt : SERVENNETH D HERES D, EMEIXTE,

* MKA 7> 5 Cisco TrustSec SAP (F721ZF D) ICHRTEEZELETHHIIC, f X —T A A
DRTCEHIRTH L 2HRELET,

B Cisco TrustSec T /XA A~D A o Z—7 = A AT Cisco TrustSec 2 FH) CTHRET HI2i%.
¥ EXEC £ — R CIRDOFNEEZFEITL £,

FIRDOHE

show ctsinterface [interface-id |brief |summary]
copy running-config startup-config

1. configureterminal

2. interfaceinterface-id

3. ctsmanual

4. sap pmk key [mode-list model [mode2 [mode3 [moded] 1] ]
5. no propagate sgt

6. exit

7. end

8.

9.
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FEE— FTOD Cisco TrustSec X1 vy FR) > X1 T4 DHRE .
FlEDEEM
ARV RFEEETIVa Y Br
R 7w 71| configure terminal Jua—s\ar7 4 Xal—vay E— KEHh

1 -

Device# configure terminal

LET,

ATvT2

interface interface-id

1

Device (config) # interface tengigabitethernet 1/1/2

AH—T oA AEREL, A/ F—T A
TA4Xal—varEw—RERBLET,

ATvT3

ctsmanual

1

Device (config-if)# cts manual

Cisco TrustSec FHE=z > 7 4 ¥l —> g F— R
ZEIE L F9,

ATvT4

sap pmk key [mode-list model [mode2 [ mode3
[mode4] 1]

1

Device (config-if-cts-manual) # sap pmk 1234abcdef
mode-list gcm-encrypt no-encap

({EE) SAP O Pairwise Master Key (PMK) & @h{E
F— FE2RELZET, CiscoTrustSec DFEfT— KT
X, SAPIZT 74V b CT 4 B—T NI/ > TV E
j‘o

o key : SCTEDMBEUE THoK 32 CTF 0 16 HE,

SAPEIfEE— RO 7> a Ikd LB T,
FRRER L OWE 51k

VT v xT T4 AN MACsee
bz R — F T 5854,
MACsec DFBAE & B 5AbIiZ Z DOF—
RAEBIRLET,

« gcm-encrypt :

G

s gmac : @ik, Hsfbia L

s no-encap : 7 7L L

A7 75 | no propagate sgt BTN SGT ZUFLTEX e WGE, Zoa~vr Ko
i - no XA L %7, nopropagatesgt =~ > K%
Device (config-if-cts-manual) # no propagate sgt {%ﬁﬁﬁé L AT =T = ADD ETIZSGT 753)35

FEahialeb £,

T v 76 |exit Cisco TrustSec 802.1x f v H¥—T = A A 27 4 F =
i - L—raryE—FReKTLET,
Device (config-if-cts-manual) # exit

RTFwF7|end ¥iME EXEC ©— NIZRED £,
fi

Device (config-if)# end

MACsec D551t .
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ARV RFERFTIVaY =)

R 7 8 |show ctsinterface [interface-id |brief |summary] (fT3) TrustSec BhEHD A > ¥ — 7 = A A% T2
RLT, REZMHERLET,

R w 79 | copy running-config startup-config L) arv74Xal—ary 774 VIEERY
15“ : 1%{? Li—a‘o

Device# copy running-config startup-config

MACsec B5 51t D& E 5l

LD ® 7 3 3 > Tlik, MACsee B Bb OB EFZRLET,

51 : MKA & & U MACsec MEEE

WIZ, MKA R U > —%1ERT 202~ LET,

Device> enable

Device# configure terminal

Device (config) # mka policy mka_policy

Device (config-mka-policy) # key-server priority 200

Device (config-mka-policy) # macsec-cipher-suite gcm-aes-128
Device (config-mka-policy)# confidentiality-offset 30
Device (config-mka-policy) # ssci-based-on-sci
Device (config-mka-policy) #end

WX, £ X% —7 A A2 MACsec R TET HH] T,

Device> enable

Device# configure terminal

Device (config) # interface GigabitEthernet 1/0/1
Device (config-if)# switchport access vlan 1

Device (config-if)# switchport mode access

Device (config-if) # macsec

Device (config-if) # authentication event linksec fail action authorize vlan 1
Device (config-if)# authentication host-mode multi-domain

Device (config-if)# authentication linksec policy must-secure

Device (config-if)# authentication port-control auto

Device (config-if)# authentication periodic

Device (config-if) # authentication timer reauthenticate

Device (config-if)# authentication violation protect

Device (config-if) # mka policy mka_policy

Device (config-if) # dotlx pae authenticator

Device (config-if)# spanning-tree portfast

Device (config-if)# end

5l - PSK Z#{# 8 L 1= MACsec MKA D% FE

Wiz, PSK Z{#fl L T. MKA MACsec R ET A2 LET,

Device> enable
Device# configure terminal
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) - PSK % {7 L - MACsec MKA 03z I}

Device (config) # key chain keychainl macsec

Device (config-keychain) # key 1000

Device (config-keychain-key) # cryptographic-algorithm aes-128-cmac

Device (config-keychain-key) # key-string 12345678901234567890123456789012

Device (config-keychain-key)# lifetime local 12:12:00 July 28 2016 12:19:00 July 28 2016
Device (config-keychain-key) # end

WIZ, PSK LT, £ & —7 =1 A2 MACsec MKA ZHET HHlZ R LFET,

Device> enable
Device# configure terminal
Device (config) # interface GigabitEthernet 0/0/0
Device (config-if) # mka policy mka policy

(config-if) # mka pre-shared-key key-chain key-chain-name
Device (config-if) # macsec replay-protection window-size 10
Device (config-if)# end

Device

MKA-PSK : CKN Bi{EDZEE

Cisco IOS XE Fuji 16.8.1 U U —ALIF:, MKAPSK > a3 > DA, CKN X, EED 32 /34
F T, F—D 16X THNE L TRIESINTND CKN & E o7 [ UCFHNEHEH L £
—é—O

Device> enable

Device# configure terminal

Device (config) # key chain abc macsec

Device (config-keychain) # key 11

Device (config-keychain-key) # cryptographic-algorithm aes-128-cmac

Device (config-keychain-key) # key-string 12345678901234567890123456789013
Device (config-keychain-key)# lifetime local 12:21:00 Sep 9 2015 infinite
Device (config-keychain-key)# end

DA, FEoREIZHT 5 show mkasession =t~ > KO H 151 CT1,

Device# show mka session

Total MKA Sessions....... 1

Secured Sessions... 1

Pending Sessions... 0

Interface Local-TxSCI Policy-Name Inherited Key-Server
Port-ID Peer-RxSCI MACsec-Peers Status CKN

Et0/0 aabb.cc00.6600/0002 icv NO NO

2 aabb.cc00.6500/0002 1 Secured 11 *Note that

the CKN key-string is exactly the same that has been configured for the key as
hex-string.*
— G CCKNEMERERE S, &9~ TCKNEENEE SN TWRN 25D A A —T[HDH
HERMEDOS G, F—0 16 EHSUTIL 64 70 16 EESLTINITH L MENH Y £3, =
DILFHNE, CKN BENER INToA A =D HFFOT A ATEIET 2L 5128 T 0
TENTWOLRENRDY £, ROPIZZMLTIZE N,

CKN F—CFHOBHENE T SN TWVZRWVERIE ¢

Device# configure terminal

Device (config) # key chain abc macsec

Device (config-keychain) # key 11

Device (config-keychain-key) # cryptographic-algorithm aes-128-cmac

MACsec DIES 1t .
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Bl FERAE AR —

MACsec DEF St |

K
it

Device (config-keychain-key) # key-string 12345678901234567890123456789013
Device (config-keychain-key)# lifetime local 12:21:00 Sep 9 2015 infinite
Device (config-keychain-key) # end

CKN F—XFHNOEENL T SIZRIE

Device# configure terminal

Device (config) # key chain abc macsec

Device (config-keychain) # key
11000000000000000000000000000000000000000000000000000000000000000

Device (config-keychain-key) # cryptographic-algorithm aes-128-cmac

Device (config-keychain-key) # key-string 12345678901234567890123456789013
Device (config-keychain-key)# lifetime local 12:21:00 Sep 9 2015 infinite
Device (config-keychain-key)# end

A MACsec ig51t Z{EH L 7= MACsec MKA D% 7E

Z OHITI, FEHEAN— R MACsec Z i L 72 MACsec MKA DI AL TIEIZ DWW TERBA L £
7,

Device> enable

Device# configure terminal

Device (config) # interface Gigabitethernet 1/0/1

Device (config-if) # macsec network-link

Device (config-if)# authentication periodic

Device (config-if) # authentication timer reauthenticate interval
Device (config-if) # access-session host-mode multi-domain

Device (config-if) # access-session closed

Device (config-if)# access-session port-control auto

Device (config-if)# dotlx pae both

Device (config-if) #dotlx credentials profile

Device (config-if)# dotlx supplicant eap profile profile_eap_tls
Device (config-if)# end

{51 : MACsec XPN D% 7E

Z DOFlE. MACsec MKA XPN R Y o —&RETDHHEEZRLTOET,

Device> enable

Device# configure terminal

Device (config) # mka policy mka-xpn-policy

Device (config-mka-policy) # macsec-cipher-suite gcm-aes-xpn-256
Device (config-mka-policy) # end

ZOFNE. MACsec MKAXPN AR Y o —% A v X —T = A ACEATHHEZ R L TWET,

Device> enable

Device# configure terminal

Device (config) #interface Fo 1/0/1

Device (config-if)# mka policy mka-xpn-policy

Device (config-if)# end

WIZ, 128 B K XPN 55 A A — R 2R E L72%4A @ show mka sessions details =~ > RO
TlER~RLUET,

Device# show mka sessions details

MKA Detailed Status for MKA Session

Status: SECURED - Secured MKA Session with MACsec
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1 : MACsec XPN D& E .

Local Tx=SCI.....ovvuun.n 204c.9e85.eded/002b

Interface MAC Address.... 204c.9e85.ede4

MKA Port Identifier...... 43

Interface Name........... GigabitEthernetl/0/1

Audit Session ID.........

CAK Name (CKN)........... 0100000000000000000000000000000000000000000000000000000000000000
Member Identifier (MI)... D46CBEC05D5D67594543CEAE

Message Number (MN)...... 89572

EAP Role. .. viiiiiiinnnen. NA

Key Server............... YES

MKA Cipher Suite......... AES-128-CMAC

Latest SAK Status........ Rx & Tx

Latest SAK AN............ 0

Latest SAK KI (KN)....... D46CBEC05D5D67594543CEAE00000001 (1)
0ld SAK Status........... FIRST-SAK

Old SAK AN. ..t vviiiennnn 0

Old SAK KI (KN).......... FIRST-SAK (0)

SAK Transmit Wait Time... Os (Not waiting for any peers to respond)
SAK Retire Time.......... Os (No 0ld SAK to retire)

MKA Policy Name.......... p2

Key Server Priority...... 2

Delay Protection......... NO

Replay Protection........ YES

Replay Window Size....... 0

Confidentiality Offset... 0

Algorithm Agility........ 80C201

Send Secure Announcement.. DISABLED

SAK Cipher Suite......... 0080C20001000003 (GCM-AES-XPN-128)
MACsec Capability........ 3 (MACsec Integrity, Confidentiality, & Offset)
MACsec Desired........... YES

# of MACsec Capable Live Peers............ 1

# of MACsec Capable Live Peers Responded.. 1

Live Peers List:

MI MN Rx-SCI (Peer)

38046BA37D7DA77E06D006AY 89560 c800.8459.e764/002a

Potential Peers List:

MI MN Rx-SCI (Peer

Dormant Peers List:

MI MN Rx-SCI (Peer)

KS Priority

10

KS Priority

wIZ, 256 € b XPN B3 A A — b iR E L7284 D show mka sessions details =< > KD H

TR L ET,

Device# show mka sessions details

MKA Detailed Status for MKA Session

Status: SECURED - Secured MKA Session with MACsec

Local Tx-SCI......ovuunn. 204c.9e85.eded/002b
Interface MAC Address.... 204c.9e85.ede4d

MKA Port Identifier...... 43

Interface Name........... GigabitEthernetl/0/1

MACsec D551t .
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B 5 Pk £ LR~ F v %L MACsec MKA D E5E
Audit Session ID.........
CAK Name (CKN)........... 0100000000000000000000000000000000000000000000000000000000000000
Member Identifier (MI)... D46CBEC05D5D67594543CEAE
Message Number (MN)...... 89572
EAP Role.....civvviiinnnn NA
Key Server............... YES
MKA Cipher Suite......... AES-128-CMAC
Latest SAK Status........ Rx & Tx
Latest SAK AN............ 0
Latest SAK KI (KN)....... D46CBEC05D5D67594543CEAE00000001 (1)
0ld SAK Status........... FIRST-SAK
Old SAK AN. .. iiviiennnn 0
0ld SAK KI (KN).......... FIRST-SAK (0)
SAK Transmit Wait Time... Os (Not waiting for any peers to respond)
SAK Retire Time.......... Os (No 0ld SAK to retire)
MKA Policy Name.......... p2
Key Server Priority...... 2
Delay Protection......... NO
Replay Protection........ YES
Replay Window Size....... 0
Confidentiality Offset... 0
Algorithm Agility........ 80C201
Send Secure Announcement.. DISABLED
SAK Cipher Suite......... 0080C20001000004 (GCM-AES-XPN-256)
MACsec Capability........ 3 (MACsec Integrity, Confidentiality, & Offset)
MACsec Desired........... YES
# of MACsec Capable Live Peers............ 1

# of MACsec Capable Live Peers Responded.. 1

Live Peers List:
MI MN Rx-SCI (Peer) KS Priority

38046BA37D7DA77E06D006AY 89560 c800.8459.e764/002a 10

Potential Peers List:
MI MN Rx-SCI (Peer) KS Priority

Dormant Peers List:
MI MN Rx-SCI (Peer) KS Priority

5l . PSK 28 A L1=7R— kF ¥ )LD MACsec MKA D% E

Etherchannel E— F - Static/On
IZ. EtherChannel £ — RN AL DTFNRA 21 BLIOIT AL 22 OREHMZEZRLET,

Device> enable

Device# configure terminal

Device (config) # key chain KC macsec

Device (config-key-chain) # key 1000

Device (config-key-chain) # cryptographic-algorithm aes-128-cmac

Device (config-key-chain) # key-string FC8F5B10557C192F03F60198413D7D45
Device (config-key-chain) # exit

Device (config) # mka policy POLICY
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8 : PSK %4 L f=K— k F % )Lo> MACsec MKA 025z I}

Device (config-mka-policy) # key-server priority 0

Device (config-mka-policy) # macsec-cipher-suite gcm-aes-128
Device (config-mka-policy)# confidentiality-offset 0

Device (config-mka-policy) # exit

Device (config) # interface gigabitethernet 1/0/1

Device (config-if) # channel-group 2 mode on

Device (config-if) # macsec network-link

Device (config-if)# mka policy POLICY

Device (config-if) # mka pre-shared-key key-chain KC

Device (config-if)# exit

Device (config) # interface gigabitethernet 1/0/2

Device (config-if)# channel-group 2 mode on

Device (config-if) # macsec network-link

Device (config-if)# mka policy POLICY

Device (config-if) # mka pre-shared-key key-chain KC
Device (config-if) #

L 4 * 2 EtherChannel %7

TA A

end

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2

Device (config-if)# switchport
(config-if)# switchport mode trunk

Device (config-if)# no shutdown

Device (config-if)# end

Device

FISA A2

Device> enable

Device# configure terminal

Device (config)# interface port-channel 2
Device (config-if)# switchport

Device (config-if)# switchport mode trunk
Device (config-if)# no shutdown

Device (config-if)# end

KIZ. show etherchannel summary =~ > RO IHIZ R L ET,

Flags: D - down P - bundled in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer?2
U - in use f - failed to allocate aggregator

- not in use, minimum links not met
- unsuitable for bundling

waiting to be aggregated

- default port

o= e X
|

A - formed by Auto LAG

Number of channel-groups in use: 1
Number of aggregators: 1

MACsec DIES 1t .
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Group

Port-channel Protocol Ports

MACsec DRES1E |

4+
T

2

Po2 (RU) -

L 4 * 3 EtherChannel &7

TN A

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2
Device (config-if)# no switchport

(

Device (config-if) #
Device (config-if)
Device (config-if)

TN R 2

no shutdown

#
# end

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2
Device (config-if) # no switchport

(
Device (config-if) #
Device (config-if)

Device (config-if)

no shutdown

#
# end

Tel/0/1(P)

ip address 10.25.25.3 255.255.255.0

ip address 10.25.25.4 255.255.255.0

Tel/0/2 (P)

IZ, show etherchannel summary =~ > ROl %R~ L E7,

Flags: D - down P - bundled in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer2
U - in use f - failed to allocate aggregator
M - not in use, minimum links not met
u - unsuitable for bundling
w - waiting to be aggregated
d - default port
A - formed by Auto LAG
Number of channel-groups in use: 1
Number of aggregators: 1
Group Port-channel Protocol Ports
2 Po2 (RU) - Tel/0/1(P) Tel/0/2(P)
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8 : PSK %4 L f=K— k F % )Lo> MACsec MKA 025z I}

EtherChannel — F - LACP

&IZ. EtherChannel E— K73 LACP DT A 2 1 BEI T NA 22 OFREHZRLET,

Device> enable

Device# configure terminal

Device (config) # key chain KC macsec
Device (config-key-chain) # key 1000

Device (config-key-chain) # cryptographic-algorithm aes-128-cmac
Device (config-key-chain) # key-string FC8F5B10557C192F03F60198413D7D45

(

(

(

Device (config-key-chain) # exit

Device (config) # mka policy POLICY

Device (config-mka-policy)# key-server priority 0
Device (config-mka-policy)# macsec-cipher-suite gcm-aes-128
Device (config-mka-policy) # confidentiality-offset 0
Device (config-mka-policy) # exit

Device (config) # interface gigabitethernet 1/0/1
Device (config-if)# channel-group 2 mode active
Device (config-if) # macsec network-link

Device (config-if)# mka policy POLICY

Device (config-if)# mka pre-shared-key key-chain KC
Device (config-if)# exit

Device (config) # interface gigabitethernet 1/0/2
Device (config-if)# channel-group 2 mode active
Device (config-if) # macsec network-link

Device (config-if
Device (config-if
Device (config-if

L 4 % 2 EtherChannel %7

# mka policy POLICY
# mka pre-shared-key key-chain KC
#

)
)
)
) # end

TNA A

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2
Device (config-if)# switchport

Device (config-if)# switchport mode trunk
Device (config-if)# no shutdown

Device (config-if)# end

TN, A2

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2
Device (config-if)# switchport

Device (config-if)# switchport mode trunk
Device (config-if)# no shutdown

Device (config-if)# end

IZ, show etherchannel summary =~ > KOl %~ L £,

Flags: D - down P - bundled in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer2
U - in use f - failed to allocate aggregator

=
|

not in use, minimum links not met
u - unsuitable for bundling
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w - waiting to be aggregated
d - default port

A - formed by Auto LAG

Number of channel-groups in use: 1
Number of aggregators: 1

MACsec DRES1E |

+

2

TN A

Po2 (SU) LACP Tel/1/1(P) Tel/1/2(P)

L 4 * 3 EtherChannel %7

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2

Device (config-if)# no switchport

Device (config-if)# ip address 10.25.25.3 255.255.255.0
(
(

)
Device (config-if)
Device (config-if)

FIA A2

no shutdown

#
# end

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2

Device (config-if) # no switchport

Device (config-if)# ip address 10.25.25.4 255.255.255.0

(
( )
Device (config-if)
Device (config-if)

no shutdown

#
# end

&IZ, show etherchanne summary =~ > KOH 1B %2R L £,

Flags:

Number
Number

Group

. MACsec DEES 1t

W mH

Q=5 c <

b=

- down P - bundled in port-channel
stand-alone s - suspended

Hot-standby (LACP only)

Layer3 S - Layer?2

in use f - failed to allocate aggregator

not in use, minimum links not met
unsuitable for bundling

waiting to be aggregated

default port

formed by Auto LAG

of channel-groups in use: 1
of aggregators: 1

Port-channel Protocol Ports
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8 : PSK %4 L f=K— k F % )Lo> MACsec MKA 025z I}

2 Po2 (RU) LACP Tel/1/1(P) Tel/1/2(P)

EtherChannel £— F - PAgP
IZ, EtherChannel &— K723 PAgP OF A A 1 BLOT A X2 OREFIZRLET,

Device> enable

Device# configure terminal

Device (config) # key chain KC macsec

Device (config-key-chain) # key 1000

Device (config-key-chain) # cryptographic-algorithm aes-128-cmac
Device (config-key-chain) # key-string FC8F5B10557C192F03F60198413D7D45
Device (config-key-chain) # exit

Device (config) # mka policy POLICY

Device (config-mka-policy) # key-server priority 0
Device (config-mka-policy) # macsec-cipher-suite gcm-aes-128
Device (config-mka-policy)# confidentiality-offset 0
Device (config-mka-policy) # exit

Device (config) # interface gigabitethernet 1/0/1
Device (config-if) # channel-group 2 mode desirable
Device (config-if) # macsec network-link

Device (config-if)# mka policy POLICY

Device (config-if) # mka pre-shared-key key-chain KC
Device (config-if)# exit

Device (config) # interface gigabitethernet 1/0/2
Device (config-if) # channel-group 2 mode desirable
Device (config-if) # macsec network-link

Device (config-if) # mka policy POLICY

Device (config-if) # mka pre-shared-key key-chain KC
Device (config-if)# end

L 4 * 2 EtherChannel %7

TINA A

)
)
)
)

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2
Device (config-if)# switchport

Device (config-if)# switchport mode trunk
Device (config-if)# no shutdown

Device (config-if)# end

FIA A2

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2
Device (config-if)# switchport

Device (config-if)# switchport mode trunk
Device (config-if)# no shutdown

Device (config-if)# end

&IZ, show etherchannel summary =~ KOH 1%~ L £,

Flags: D - down P - bundled in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer?2
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U - in us
M - not 1
u - unsui
w - waiti
d - defau
A - forme

of channe
of aggreg

Number
Number

e

X JE

e f - failed to allocate aggregator
n use, minimum links not met
table for bundling

ng to be aggregated
1t port
d by Auto LAG

1
1

l-groups in use:
ators:

MACsec DRES1E |

+

2 Po2 (SU)

L 4 7 3 EtherChannd i

TINA A

Device> enable

PAgP Tel/1/1(P) Tel/1/2(P)

Device# configure terminal
Device (config) # interface port-channel 2

Device (config-if) #
Device (config-if) #
Device (config-if) #
Device (config-if) #

no
ip
no
FIA A2

Device> enable

switchport
address 10.25.25.3 255.255.255.0
shutdown

end

Device# configure terminal
Device (config) # interface port-channel 2

Device (config-if) #
Device (config-if) #
Device (config-if) #
Device (config-if) #

no
ip
no

Iz, show etherchann

Flags: D down
Hot-s
Layer

in us

cwmH

not i
unsui
waiti
defau

Q=5 c <

b=

forme

Number of channe

. MACsec DEES 1t

switchport
address 10.25.25.4 255.255.255.0
shutdown

end

e summary =~ > RO OB Z R L ET,

P - bundled in port-channel

stand-alone s - suspended

tandby
3

e

(LACP only)

S - Layer?2

f - failed to allocate aggregator
n use, minimum links not met

table for bundling

ng to be aggregated

1t port

d by Auto LAG

l-groups in use: 1
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B : MACsec 27+ o2 4w roEE

Number of aggregators: 1
Group Port-channel Protocol Ports
2 Po2 (RU) PAgP Tel/1/1(P) Tel/1/2(P

FHT4THEMKAE Y 3 VvDRTE
WIZ, T_XTCOT 7T 47 MKA® vy avrz2FrLET,

Device# show mka sessions interface Tel/0/1

Interface Local-TxSCI Policy-Name Inherited
Key-Server

Port-ID Peer-RxSCI MACsec—-Peers Status
CKN

Tel/0/1 00a3.d144.3364/0025 POLICY NO

NO

37 701f.5390.b0c6/0032 1 Secured
1000

5l : MACsec BE S 7T O RA AL FDEXTE

WRIZ, EXaT TFILAA L RO MKARY —0FEFZ R LET,

Device> enable

Device# configure terminal

Device (config) # mka policy mka_policy

Device (config-mka-policy) # key-server 2

Device (config-mka-policy)# send-secure-announcements

config-mka-policy) #macsec-cipher-suite gcm-aes-128confidentiality-offset 0
config-mka-policy)# end

Device

(c
(
(
Device (

WRIZ, EXaT TFT U AA L NOTa— VR EHZRLET,

Device> enable

Device# configure terminal

Device (config) # mka defaults policy send-secure-announcements
Device (config) # end

WIZ, A£ 2B =T 2 A ATDOEAPOL T T UL AR FOFREWZEZRLET,

Device> enable

Device# configure terminal

Device (config) # interface GigabitEthernet 1/0/1
Device (config-if) # eapol announcement

Device (config-if)# end

WKIZ, EAPOL 77 U A A v M BEZNT 72 - TV % show running-configinter faceinterface-name
avry RO ZRLET,

Device# show running-config interface GigabitEthernet 1/0/1
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switchport mode
macsec

access-session
access-session
access-session

MACsec DRES1E |

access

host-mode multi-host
closed
port-control auto

dotlx pae authenticator

dotlx timeout quiet-period 10

dotlx timeout tx-period 5

dotlx timeout supp-timeout 10

dotlx supplicant eap profile peap

eapol announcement

spanning-tree portfast

service-policy type control subscriber DotlX

WIZ, BXaT T ARA L MBNERIC 72 - TV % show mkasessionsinter faceinterface-name
detail =~ > RO B E R~ L ET,

Device# show mka sessions interface GigabitEthernet 1/0/1 detail

MKA Detailed Status for MKA Session

Status: SECURED - Secured MKA Session with MACsec
Local Tx-SCI
Interface MAC Address....
MKA Port Identifier......
Interface Name...........
Audit Session ID.........
CAK Name (CKN)
0100000000000000000000000000000000000000000000000000000000000000
Member Identifier (MI)... D46CBEC05D5D67594543CEAE

204c.9%9e85.ede4d/002b
204c.9%e85.eded

43
GigabitEthernetl1/0/1

Message Number (MN)...... 89567
EAP Role. ... ... NA
Key Server........covvvu YES

MKA Cipher Suite......... AES-128-CMAC

Latest SAK Status........
Latest SAK AN............ 0

Latest SAK KI (KN)....... D46CBEC05D5D67594543CEAE00000001 (1)
Old SAK Status........... FIRST-SAK

Old SAK AN.....ivvveen... 0

Old SAK KI (KN).......... FIRST-SAK (0)

SAK Transmit Wait Time... Os (Not waiting for any peers to respond)
SAK Retire Time.......... Os (No 0Old SAK to retire)

MKA Policy Name.......... P2

Key Server Priority...... 2

Delay Protection......... NO

Replay Protection........ YES

Replay Window Size....... 0
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Confidentiality Offset... O

Algorithm Agility........ 80C201

Send Secure Announcement.. DISABLED

SAK Cipher Suite......... 0080C20001000001 (GCM-AES-128)

MACsec Capability........ 3 (MACsec Integrity, Confidentiality, & Offset)
MACsec Desired........... YES

# of MACsec Capable Live Peers............ 1

# of MACsec Capable Live Peers Responded.. 1

Live Peers List:
MT MN Rx-SCI (Peer) KS Priority

38046BA37D7DA7TTEO6DO06AY9 89555 c800.8459.e764/002a 10

Potential Peers List:
MT MN Rx-SCI (Peer) KS Priority

Dormant Peers List:
MT MN Rx-SCI (Peer) KS Priority

WIT, BFXaT T FH I RARA L N7 > TV % show mka sessions details =~ > RO
Iz R L ET,

Device# show mka sessions details

MKA Detailed Status for MKA Session

Status: SECURED - Secured MKA Session with MACsec

Local Tx-SCIl...uiueuenunn. 204c.9%9e85.ede4/002b
Interface MAC Address.... 204c.%9e85.eded

MKA Port Identifier...... 43

Interface Name........... GigabitEthernetl1/0/1

Audit Session ID.........
CAK Name (CEN) ..veuweenon.
0100000000000000000000000000000000000000000000000000000000000000

Member Identifier (MI)... D46CBECO5D5D67594543CEAE
Message Number (MN)...... 89572

EAP Role.. ..., NA

Key Server............... YES

MKA Cipher Suite......... AES-128-CMAC

Latest SAK Status........ Rx & Tx

Latest SAK AN............ 0
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Latest SAK KI (KN)....... D46CBECO5D5D67594543CEAEQ0000001 (1)

O0ld SAK Status........... FIRST-SAK

Old SAK AN. ... iveinnnnn 0

Old SAK KI (KN).......... FIRST-SAK (0)

SAK Transmit Wait Time... Os (Not waiting for any peers to respond)
SAK Retire Time.......... Os (No Old SAK to retire)

MKA Policy Name.......... p2

Key Server Priority...... 2

Delay Protection......... NO

Replay Protection........ YES

Replay Window Size....... 0

Confidentiality Offset... O

Algorithm Agility........ 80C201

Send Secure Announcement.. DISABLED

SAK Cipher Suite......... 0080C20001000001 (GCM-AES-128)

MACsec Capability........ 3 (MACsec Integrity, Confidentiality, & Offset)
MACsec Desired........... YES

# of MACsec Capable Live Peers............ 1

# of MACsec Capable Live Peers Responded.. 1

Live Peers List:
MT MN Rx-SCI (Peer) KS Priority

38046BA37D7DA7TTEO06DO06AY 89560 c800.8459.e764/002a 10

Potential Peers List:
MT MN Rx-SCI (Peer) KS Priority

Dormant Peers List:
MT MN Rx-SCI (Peer) KS Priority

WIZ, BX 2T 7T F U AR MR 72 > Tu 5 show mka policy policy-name detail =<
v RO Z R L ET,

Device# show mka policy p2 detail

MKA Policy Configuration ("p2")

MKA Policy Name........ p2
Key Server Priority.... 2
Confidentiality Offset. O
Send Secure Announcement..DISABLED
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Cipher Suite(s)........ GCM-AES-128

Applied Interfaces...
GigabitEthernetl1/0/1

5] : Cisco TrustSec XA v FR) o tx*a1)T+«

Z OBIlIL, Cisco TrustSec AA v FMDOEF =2 VT L ITHBELRREZRLTWEST, Vo7 &
F=2 U7 4 HICAAA B LU RADIUS R ETDMLENH Y £3, ZOFITIE, ACS-1 725
ACS-3 I EE DY —/X—4  cts-radius IZ Cisco TrustSec Yr—/3— T3,

Switch(config) #aaa new-model

Switch (config) #radius server ACS-1

Switch (config-radius-server)#address ipv4 10.5.120.12 auth-port 1812 acct-port
1813

Switch (config-radius-server) #pac key ciscol23

Switch (

Switch (config) #radius server ACS-2

Switch (config-radius-server) #address ipv4 10.5.120.14 auth-port 1812 acct-port
1813

Switch (config-radius-server) #pac key ciscol23

Switch (config-radius-server) #exit

Switch (config) #radius server ACS-3

Switch (config-radius-server) faddress ipv4 10.5.120.15 auth-port 1812 acct-port
1813

Switch(config-radius-server) #pac key ciscol23

config-radius-server) #exit

(
(
(
(

(

Switch(config—radius—server)#exit

Switch(config) #aaa group server radius cts-radius

Switch (config-sg-radius) #server name ACS-1

Switch (config-sg-radius) #server name ACS-2

Switch (config-sg-radius) #server name ACS-3

Switch (config-sg-radius) #exit

Switch(config)#aaa authentication login default none

Switch(config) #aaa authentication dotlx default group cts-radius
( #aaa authorization network cts-radius group cts-radius
( taaa session-id common

Switch (config) #cts authorization list cts-radius

Switch (config) #dotlx system-auth-control

Switch (config

Switch (config

)
)
)
)
)
)

Iz, A % —7 = A AIZ Cisco TrustSec il % FEIT— N CHRET HHEZ R~ LET,

Switch# configure terminal

Switch (config) # interface tengiigabitethernet 1/1/2

Switch(config-if)# cts manual

Switch (config-if-cts-manual)# sap pmk 1234abcdef mode-list gcm-encrypt null no-encap
Switch (config-if-cts-manual)# no propagate sgt
Switch (config-if-cts-manual)# exit
Switch(config-if)# end

Bl : MKA [ D KR~

&Iz, show mkasessonsz~ > KO HfFlZ R LET,
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Device# show mka sessions

Total MKA Sessions....... 1

Secured Sessions... 1

Pending Sessions... O
Interface Local-TxSCI Policy-Name Inherited Key-Server
Port-ID Peer-RxSCI MACsec-Peers Status CKN
Gil/0/1 204c.9e85.ede4/002b p2 NO YES
43 c800.8459.e764/002a 1 Secured

0100000000000000000000000000000000000000000000000000000000000000

RIZ., show mka sessionsinterfaceinterfacename =< KO il 2~ L E T,

Device# show mka sessions interface GigabitEthernet 1/0/1

Summary of All Currently Active MKA Sessions on Interface GigabitEthernetl/0/1...

Interface Local-TxSCI Policy-Name Inherited Key-Server
Port-ID Peer-RxSCI MACsec-Peers Status CKN
Gil/0/1 204c.9e85.eded/002b p2 NO YES

43 c800.8459.e764/002a 1 Secured
0100000000000000000000000000000000000000000000000000000000000000

IZ, show mka sessionsinterface interface-name detail =~ > KO H /1l 2R L £,

Device# show mka sessions interface GigabitEthernet 1/0/1 detail

MKA Detailed Status for MKA Session

Status: SECURED - Secured MKA Session with MACsec

Local Tx-SCI......ovuunn. 204c.9e85.eded4/002b

Interface MAC Address.... 204c.9e85.ede4d

MKA Port Identifier...... 43

Interface Name........... GigabitEthernetl/0/1

Audit Session ID.........

CAK Name (CKN)........... 0100000000000000000000000000000000000000000000000000000000000000
Member Identifier (MI)... D46CBECO5D5D67594543CEAE

Message Number (MN)...... 89567

EAP Role...iiiiiiinnenn. NA

Key Server.......ovvvvnn YES

MKA Cipher Suite......... AES-128-CMAC

Latest SAK Status........ Rx & Tx

Latest SAK AN............ 0

Latest SAK KI (KN)....... D46CBEC05D5D67594543CEAE00000001 (1)
0ld SAK Status........... FIRST-SAK

Old SAK AN....vviveeennnn 0

0ld SAK KI (KN).......... FIRST-SAK (0)

SAK Transmit Wait Time... Os (Not waiting for any peers to respond)
SAK Retire Time.......... Os (No 0Old SAK to retire)

MKA Policy Name.......... P2

Key Server Priority...... 2

Delay Protection......... NO

Replay Protection........ YES

Replay Window Size....... 0

Confidentiality Offset... O

Algorithm Agility........ 80C201
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Send Secure Announcement.. DISABLED

SAK Cipher Suite......... 0080C20001000001 (GCM-AES-128)

MACsec Capability........ 3 (MACsec Integrity, Confidentiality, & Offset)
MACsec Desired........... YES

# of MACsec Capable Live Peers............ 1

# of MACsec Capable Live Peers Responded.. 1

Live Peers List:
MI MN Rx-SCI (Peer) KS Priority

38046BA37D7DA77E06D0O06AY 89555 c800.8459.e764/002a 10

Potential Peers List:
MI MN Rx-SCI (Peer) KS Priority

Dormant Peers List:
MI MN Rx-SCI (Peer) KS Priority

&Iz, show mka sessionsdetails =~ > KO /12~ L £,

Device# show mka sessions details

MKA Detailed Status for MKA Session

Status: SECURED - Secured MKA Session with MACsec

Local Tx-SCI.....ouevuunn. 204c.9e85.eded4/002b

Interface MAC Address.... 204c.9%9e85.ede4

MKA Port Identifier...... 43

Interface Name........... GigabitEthernetl/0/1

Audit Session ID.........

CAK Name (CKN) ........... 0100000000000000000000000000000000000000000000000000000000000000
Member Identifier (MI)... D46CBEC05D5D67594543CEAE

Message Number (MN)...... 89572

EAP Role. ..t NA

Key Server............... YES

MKA Cipher Suite......... AES-128-CMAC

Latest SAK Status........ Rx & Tx

Latest SAK AN............ 0

Latest SAK KI (KN)....... D46CBEC05D5D67594543CEAE00000001 (1)
0ld SAK Status........... FIRST-SAK

Old SAK AN. ... vvvveennnn 0

0ld SAK KI (KN).......... FIRST-SAK (0)

SAK Transmit Wait Time... Os (Not waiting for any peers to respond)
SAK Retire Time.......... 0Os (No 0ld SAK to retire)

MKA Policy Name.......... p2

Key Server Priority...... 2

Delay Protection......... NO

Replay Protection........ YES

Replay Window Size....... 0

Confidentiality Offset... 0

Algorithm Agility........ 80C201

Send Secure Announcement.. DISABLED

SAK Cipher Suite......... 0080C20001000001 (GCM-AES-128)
MACsec Capability........ 3 (MACsec Integrity, Confidentiality, & Offset)
MACsec Desired........... YES

# of MACsec Capable Live Peers............ 1

# of MACsec Capable Live Peers Responded.. 1
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Live Peers List:

MI MN Rx-SCI (Peer) KS Priority

38046BA37D7DA77E06D006A9 89560 c800.8459.e764/002a 10
Potential Peers List:

MI MN Rx-SCI (Peer) KS Priority
Dormant Peers List:

MI MN Rx-SCI (Peer) KS Priority

&Iz, show mkapolicy 2~ RO B 2R LET,

Device# show mka policy

MKA Policy Summary...

MACsec DEES1E

Policy KS Delay Replay Window Conf Cipher Interfaces
Name Priority Protect Protect Size Offset Suite(s) Applied
*DEFAULT POLICY* O FALSE TRUE 0 0 GCM-AES-128

pl 1 FALSE TRUE 0 0 GCM-AES-128

p2 2 FALSE TRUE 0 0 GCM-AES-128 Gil1/0/1
Iz, show mka policy policy-name =~ > KD H Sz~ L £,

Device# show mka policy p2

MKA Policy Summary...

Policy KS Delay Replay Window Conf Cipher Interfaces
Name Priority Protect Protect Size Offset Suite(s) Applied

p2 2 FALSE TRUE 0 0 GCM-AES-128 Gil/0/1

iz, show mka policy policy-name detail =~ > KOH HFlA R L £,

Device# show mka policy p2 detail

MKA Policy Configuration ("p2")

MKA Policy Name........ P2
Key Server Priority.... 2
Confidentiality Offset. O
Send Secure Announcement..DISABLED
Cipher Suite(s)........ GCM-AES-128

Applied Interfaces...
GigabitEthernetl1l/0/1

RIZ., show mka statistics interface interface-name =2~ > FOH 1l a2 R L E£9,

Device# show mka statistics interface GigabitEthernet 1/0/1

MKA Statistics for Session

Reauthentication Attempts.. 0O

CA Statistics
Pairwise CAKs Derived... 0
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Pairwise CAK Rekeys.....
Group CAKs Generated....
Group CAKs Received.....

SA Statistics
SAKs Generated..........
SAKs Rekeyed............
SAKs Received...........
SAK Responses Received..

MKPDU Statistics
MKPDUs Validated & Rx...

"Distributed SAK".. O
"Distributed CAK".. O
MKPDUs Transmitted......
"Distributed SAK".. 1
"Distributed CAK".. O

iz, show mkasummary =2~ > RO HHZR L E9,

Device# show mka summary

#l: mka tEmoER

Policy-Name
MACsec-Peers

Inherited Key-Server

CKN

Total MKA Sessions....... 1
Secured Sessions... 1
Pending Sessions... 0
Interface Local-TxSCI
Port-ID Peer-RxSCI
Gil1/0/1 204c.9e85.eded/002b p2
43 c800.8459.e764/002a 1

YES

0100000000000000000000000000000000000000000000000000000000000000

MKA Global Statistics

MKA Session Totals

Secured. ...t
Reauthentication Attempts..

Deleted (Secured)..........
Keepalive Timeouts.........

CA Statistics

Pairwise CAKs Derived......
Pairwise CAK Rekeys........
Group CAKs Generated.......
Group CAKs Received........

SA Statistics

SAKs Generated.............
SAKs Rekeyed...............
SAKs Received..............
SAK Responses Received.....

MKPDU Statistics

MKPDUs Validated & Rx......

"Distributed SAK".....
"Distributed CAK".....

MKPDUs Transmitted.........

"Distributed SAK".....
"Distributed CAK".....
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MKA Er

ror Counter Totals

Sessio
Bri
Rea
Dup

SAK Fa
SAK

n Failures

ng-up Failures................
uthentication Failures........
licate Auth-Mgr Handle........

ilures
Generation............ ...

Hash Key Generation..............

SAK
SAK
SAK

CA Fai
Gro
Gro
Gro
Pai
CKN
ICK
KEK
Inv

MACsec
Rx
Tx
Rx
Tx

MKPDU
MKP
MKP
MKP
MKP

&Iz, show macsec interface =~ > KO 15 &R~ LE 4,

Device# show macsec interface HundredGigE 2/0/4

MACse
Repl
Repl

Encryption/Wrap..............
Decryption/Unwrap............
Cipher Mismatch..............

lures
up CAK Generation.............
up CAK Encryption/Wrap........
up CAK Decryption/Unwrap......
rwise CAK Derivation..........
Derivation..........coovue...
Derivation..........cooevuen..
Derivation.........covuvuen..
alid Peer MACsec Capability...
Failures
SC Creation......covvvviinnn..
SC Creation.....ovviiviinnn..
SA Installation...............
SA Installation...............

Failures

DU TRttt it i ittt teeeeeeeeneeas
DU Rx Validation..............
DU Rx Bad Peer MN.............
DU Rx Non-recent Peerlist MN..

c is enabled
ay protect : enabled
ay window : O

Include SCI : yes
Use ES Enable : no

Use

Admi
Pt2P
Ciph
Conf

Capab
ICcVv
Data
Max.
Max.
Max.
Max.
Vali

SCB Enable : no
n Pt2Pt MAC : forceTrue(l)
t MAC Operational : no

er : GCM-AES-128
identiality Offset : O
ilities

length : 16
length change supported: yes
Rx SA : 16

Tx SA : 16
Rx SC : 8
Tx SC : 8

date Frames : strict

PN threshold notification support

Ciph

ers supported : GCM-AES-128
GCM-AES-256
GCM-AES-XPN-128
GCM-AES-XPN-256
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Access control : must secure

Transmit Secure Channels

SCI : 3C5731BBB5850475

SC state : inUse (1)
Elapsed time : 7wOd
Start time : 7w0Od
Current AN: 0

Previous AN: -

Next PN: 149757

SA State: inUse(1l)
Confidentiality : yes
SAK Unchanged : yes

SA Create time : 00:04:41
SA Start time : 7w0Od

SC Statistics
Auth-only Pkts : 0
Auth-only Bytes : 0O
Encrypted Pkts : O
Encrypted Bytes : 0

SA Statistics
Auth-only Pkts : 0
Auth-only Bytes : 0O
Encrypted Pkts : 149756
Encrypted Bytes : 16595088

Port Statistics
Egress untag pkts 0
Egress long pkts O

Receive Secure Channels
SCI : 3C5731BBB5C504DF
SC state : inUse (1)

Elapsed time : 7w0d
Start time : 7w0Od
Current AN: 0
Previous AN: -
Next PN: 149786
RX SA Count: 0
SA State: inUse (1)
SAK Unchanged : yes
SA Create time : 00:04:39
SA Start time : 7w0Od
SC Statistics
Notvalid pkts O
Invalid pkts 0
Valid pkts 0
Late pkts O
Uncheck pkts 0
Delay pkts O
UnusedSA pkts 0
NousingSA pkts 0
Validated Bytes 0
Decrypted Bytes 0
SA Statistics
Notvalid pkts O
Invalid pkts 0
Valid pkts 149784
Late pkts O
Uncheck pkts 0
Delay pkts O
UnusedSA pkts 0
NousingSA pkts 0
Validated Bytes 0
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Decrypted Bytes 16654544

Port Statistics
Ingress untag pkts O
Ingress notag pkts 631726
Ingress badtag pkts 0
Ingress unknownSCI pkts 0
Ingress noSCI pkts 0
Ingress overrun pkts 0

MACsec E55 1L D#EEEIF IR
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