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FIEDHE
1. enable
2. configureterminal
3. radiusserver radius-server-name
4. tls[connectiontimeout connection-timeout-value] [idletimeout idle-timeout-value] [ip {radius
sour ce-inter face interface-name |vr f forwar ding forwarding-table-name} ] [port port-number]
[retries number-of-connection-retries] [trustpoint {client trustpoint name| server trustpoint name} |
5. end
FIE D
ARV RFERIETY Va3 B#Y
AT 71 |enable FitE EXEC E— REZ AT L E T,
fl - s TR U ENRRINTZHNAT—REATIL
Device> enable F9,
AT w 72 | configureterminal rTa— )L a7 4 X2 b—3ay B— FEEG
15“ : L/iﬁ—o
Device# configure terminal
R T 7 3 |radiusserver radius-server-name RMME#%AM“E@%W%EmwwAww
%l - Credential (PAC) O v by a = 7 HIZIEE
Device (config) # radius server R1 RADIUS "j-»—/v—A ﬂi%»— %%Fﬁﬁébij—"
R 7 4 |tls[connectiontimeout connection-timeout-val ue] TLS NTA—FEHELET, IRO/INT A —X 53

[idletimeout idle-timeout-value] [ip {radius

sour ce-inter face interface-name |vrf forwar ding
forwarding-table-name} ] [port port-number] [retries
number-of-connection-retries] [trustpoint {client
trustpoint name | server trustpoint name} |

1

Device (config-radius-server) # tls

connectiontimeout 10
Device (config-radius-server)# tls idletimeout 75
Device (config-radius-server)# tls retries 15

Device (config-radius-server)# tls ip radius
source-interface GigabitEthernet 1/0/1

Device (config-radius-server)# tls ip vrf
forwarding table-1

Device (config-radius-server)# tls port 10

Device (config-radius-server)# tls trustpoint
client TP-self-signed-721943660
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cip i IPIKETLNTA—ZERELET,
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Device (config-radius-server)# tls trustpoint
server isetp
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end

1

Device (config-radius-server) # end

RADIUS V— RN a7 4 X2l — g F— K%
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TLS CoA D ENRIERR] D ERTE
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1. enable
2. configureterminal
3. aaaserver radiusdynamic-author
4,
[server-tp server-tp-name] | vrf vrf-id ]
5. end

client {ip-addr | hostname} [tls [client-tp client-tp-name] [ idletimeout idletimeout-interval ]

ARV RFEEETIa Y
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RT w71 |enable ¥iME EXEC E— R&ADIC L ET,
{1 e NMATU—REANLET (FEREINEHS) .
F /34 A> enable
R 72 | configureterminal sJua—)L a7 4 Xal—ay T— &G
i - LET,
F/3A A# configure terminal
R T w 7 3 |aaa server radius dynamic-author A FI v 7BAa—H)L —N_R— a7 4 X
- L—Yary = FzlBL. 734 ARRAILRE
)34 R conEia) 4 , , . (CoA) %=z Ak, ERZHLY M9 RADIUS 7 7
7 (config)# aaa server radius dynamic-author /],7:/ ]\%?ﬁﬁbiﬂ‘o ’7‘\‘/\‘/I)X7%AAA "j_‘—/\“—
ELTRHEL, IMBARY o—H— " — L& O % 7]
e e
X 7w 7 4 | client {ip-addr | hostname} [tIs[client-tp client-tp-name] | AAA —— 27 S 47 L FDIP 7 RL AE7-1TA

[ idletimeout idletimeout-interval ] [server-tp
server-tp-name] | vrf vrf-id |

1 -

7 /34 A (config-locsvr-da-radius) # client

10.104.49.14 tls idletimeout 100 client-tp tls ise
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ERETEET,
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server-tp tls _client

B8
sclient-tp: 7747 b TARKRA B
EHRELET,
«idletimeout : DTLS 7 A KAV A A7 7 b
BEEHRELET,
esarver-tp : —/3— K7 X FARA N &R
ELET,

svrf: 7 5 A7 ~® Virtual Routing and
Forwarding (VRF) 1D,

ATvTh

end

1

T /3A A (config-radius-server) # end
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dtls [connectiontimeout connection-timeout-value] [idletimeout idle-timeout-value] [ip {radius

sour ce-interface interface-name |vr f forwar ding forwarding-table-name} ] [port port-number]
[retries number-of-connection-retries] [trustpoint {client trustpoint name| server trustpoint name} |

1. enable

2. configureterminal

3. radiusserver radius-server-name
4.

5. end

AR NFERERTIVa Y
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AT 71 |enable HiHE EXEC E— REFNC L E T,
B - s T ENREREINTZEH/NNATU—RE AL
Device> enable F9,

AT 72 |configure terminal Jua—)L a7 4 FXalb—ay T— NaBith
i) : LET
Device# configure terminal

R 73 |radiusserver radius-server-name RADIUS #— /N —37E D4 Bi % Protected Access

1

Device (config)# radius server R1

Credential (PAC) o7 uvYa=r7HICHEEL.
RADIUS #——iEE— FZ2Bta L £ 7,
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ATvT4

dtls[connectiontimeout connection-timeout-value]
[idletimeout idle-timeout-value] [ip {radius

sour ce-inter face interface-name |vrf forwarding
forwarding-table-name} ] [port port-number] [retries
number-of-connection-retries] [trustpoint {client
trustpoint name | server trustpoint name} |

1

Device (config-radius-server) # dtls
connectiontimeout 10

Device (config-radius-server)# dtls idletimeout 75
Device (config-radius-server) # dtls retries 15

Device (config-radius-server)# dtls ip radius
source-interface GigabitEthernet 1/0/1

Device (config-radius-server) # dtls ip vrf
forwarding table-1

Device (config-radius-server) # dtls port 10

Device (config-radius-server) # dtls trustpoint
client TP-self-signed-721943660

Device (config-radius-server) # dtls trustpoint
server isetp

DILS RT A—HEHELFET, WDORTA—H %
WETEET,
« connectiontimeout : DTLS #5584 A4 A7 7 ME
ERELET., T4 MISBHTT,

- idletimeout : DTLS 7 A R/AZ A L7 7 Mi%
HRELET, T 74/ MI60BTT,

ip: IPEEILNTA—HERELET,

port : DTLS A— "ESERELET, 77 4
Jb hiE 2083 T,

retries : DTLS #5e ladfTO S 2% E L £,
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end
1 -

Device (config-radius-server) # end
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FIEDHE
1. enable
2. configureterminal
3. aaaserver radius dynamic-author
4. client {ip-addr | hostname} [dtls [client-tp client-tp-name] [ idletimeout idletimeout-interval ]
[server-tp server-tp-name] | vrf vrf-id ]
5. dtls {ip radius source-interface interface-name | port radius-dtls-server-port-number }
6. end
FIED
OV bERETIVa Y B#Y
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F /34 A> enable

ATvT2

configureterminal

1

F /34 A# configure terminal

Ta—N)L ary 74X al—3ay T— NEBG
L/ij‘O

ATvT3

aaa server radius dynamic-author

1 -

T /3A A (config)# aaa server radius dynamic-author

HAFI v ZRAG—H L —N— a7 ¢ X
L—Yay®—RERBL, 75 APRGEATER
(CoA) %ZIFAI, ZERZHLY 54 RADIUS 7 7
AT RNERELET, 73 A% AAA —3—
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ATvT4

client {ip-addr | hostname} [dtls [client-tp
client-tp-name] [ idletimeout idletimeout-interval ]
[server-tp server-tp-name] | vrf vrf-id ]

1

F/3A A (config-locsvr-da-radius) # client
10.104.49.14 dtls idletimeout 100 client-tp
dtls ise server-tp dtls client

AAA YV —R_R— 54T FDIPT RLAFERITR

AMEZRELET, ROLT T a DT A—X

EERETEET,

edtls: 747> h® DILS AN LET,

sclienttp: 7747 8 FTZARKRA B
ERELET,
e idletimeout : DTLS 7 A K/ XA LT 7 b
HEHZRELET,
eserver-tp : —/N— K7 X MARA U M EE
E’L\i‘g—o

evrf : 7 A7 > k® Virtual Routing and
Forwarding (VRF) 1D,

ATvT5

dtls {ip radius source-interface interface-name | port
radius-dtls-server-port-number }

1 -

T /3A A (config-locsvr-da-radius) # dtls ip radius
source-interface GigabitEthernet 1/0/24

?5§4ﬁx(config—locsvr—da—radius)# dtls port 100

RADIUS CoA #— " iE L ¥, IRD/ANT A—H
ERETEET,
« ip radiussour ce-inter faceinterface-name : RADIUS
CoAH—"—DRETLT RLADA v F—T =
A AEELET,
« port radius-dtls-server-port-number : = — 7 /L
DTLS RADIUS #— =731 v A F 5HR—h
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ATvT6

end
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T /3A{ A (config-radius-server)# end
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show aaa servers

TLS 5 X OXDTLS V— 3 — (ZB# 4~ 2 154 %
FRLET,

clear aaa countersserversradius {server id|all} |RADIUS TLS [ 4 & 7214 DTLS &4 O#EFHE

WwE7 VT LET,

debug radius radsec

RADIUS RadSec 73w 7 & HiZ LET,

RadSec )% E 5

WROHIIL. RadSec D% E & HAFET 5 DKL B E T,

{5 : RadSec over TLS D& E

Device> enable

Device# configure terminal
Device (config) # radius server
Device (config-radius-server) #
Device (config-radius-server) #
Device (config-radius-server) #
Device (config-radius-server) #
Device (config-radius-server) #
Device (config-radius-server) #
Device (config-radius-server) #
Device (config-radius-server) #
Device (config-radius-server) #

5l : TLS CoA M ENRIEER D EXTE

Device> enable
Device# configure terminal

R1

tls
tls
tls
tls
tls
tls
tls
tls
end

connectiontimeout 10

idletimeout 75

retries 15

ip radius source-interface GigabitEthernet 1/0/1
ip vrf forwarding table-1

port 10

trustpoint client TP-self-signed-721943660
trustpoint server isetp

Device (config) # aaa server radius dynamic-author
Device (config-locsvr-da-radius)# client 10.104.49.14 tls idletimeout 100 client-tp tls_ise

server-tp tls_client

Device (config-locsvr-da-radius) # dtls port 100

Device (config-radius-server) #

end
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Device> enable

Device# configure terminal

Device (config) # radius server Rl

Device (config-radius-server) # dtls connectiontimeout 10

Device (config-radius-server)# dtls idletimeout 75

Device (config-radius-server) # dtls retries 15

Device (config-radius-server)# dtls ip radius source-interface GigabitEthernet 1/0/1
Device (config-radius-server)# dtls ip vrf forwarding table-1

Device (config-radius-server)# dtls port 10

Device (config-radius-server)# dtls trustpoint client TP-self-signed-721943660
Device (config-radius-server)# dtls trustpoint server isetp

Device (config-radius-server) # end

5] : DTLS CoA D ENRIZERI DR TE

Device> enable

Device# configure terminal

Device (config) # aaa server radius dynamic-author

Device (config-locsvr-da-radius)# client 10.104.49.14 dtls idletimeout 100 client-tp
dtls_ise server-tp dtls_client

Device (config-locsvr-da-radius)# dtls ip radius source-interface GigabitEthernet 1/0/24
Device (config-locsvr-da-radius)# dtls port 100

Device (config-radius-server) # end
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Cisco I0S XE Everest 16.6.1 RadSec over DTLS D% & RadSec over DTLS 1%, Z4 72
h RN ENS L TERESND
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