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A =P =L OIERIZHE T2 7 4 — )V RERETDI10E, ROEEEFITLET,

B PKI COEREOHAL L UVRHDHE |
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FIRDEE

a5 —i—s o P ganEz [

\)

(GE)  authorizationusername =~ RTH 7V =7 hMp b LTal F—U— REFHT LB, RO
HRFEEZETILELHY £,

s —HDAAA T —A—TE, 2= —HORIMVHIRSNET (L AIF 64XFET)
ZORER, AEAFEOREKOY 7V =7 b, = A"—DHFIRE LY RS TEEH A,

« —EBD AAA Y ——TiL, =P —RIMEHTE LTy FAFIRESLET (& Z
i, A= () BLOES (5 2@HTERVWEERHY ET) . 20X RXF
v FOHIREH H AAA I — =T, al ¥F—UV—FEHTE £ A,

e T A RMKRA L FRED subject-name =~ RiE, LT L ERED AAA Y7V =7 b
VPRV A, FEEZESRICESEM KA A >4 (FQDN) . v U 7 EE, £izidn—
ZDIPT RUARZGENTWDLEEIR, BITENHENEDY TV =7 M7 4 — VR
HINHDaryR—R IREENET, 2 R—R &4 72T 5H12iE, fqdn,
serial-number, 3 L Wip-address ®4 =< Rz nonex— 7V — F&EH L x4,

CA Y — "—DFEREEZREITTDHE, CAV—"—F, BRLEVT D=7 N7 41—
REERTHZENBY ET, 2Lz, —HORXUZ—0D CAYV—"—RER LIV
Y/ NAOMRERRI4 (RDN) %2 CN, OU, O, L, ST, BLOCIzUlv ExE4, 7=
2L, B CAY—_"—F, FRELZLDAPT 4 L7 F VU Jb— |k (O=cisco.com 7% &) %
FORL7eH 7 V7 NMAORBIGENT 2560860 £77,

AEAEORTHIGERT 2 Y —c K> TE, 7Y =2 h O RDN OFIRINEF A3 272
HZENHY ET, CiscolOS Y7 b v =7 Tik, HEENFIKO RDN 2 EFHICRKT L E
7%, Open Source Secure Socket Layer (OpenSSL) 72 & D, oY 7 b7 =7 Tik, HE
ENfEORDN # e8I F R LET, LiaBn- T, wa&keili4 (DN) (7 v=2 b
&) EFFOAAA == RG22 =P =4 & LTRET DHBIE, CiscolOS Y 7 b
VT AZAN (DFED | HEENEIKO RDN ZEHICER) BEHAsh Tl L%
MR LT EEN,

enable

configure terminal

aaa new-model

aaa authorization network listname [method]
crypto pki trustpoint name

enrollment [mode] [ retry period minutes] [ retry count number] url url [pem]
revocation-check method

exit

authorization username subjectname subjectname
10. authorization list listname

11. tacacsserver server-name

12. address {ipv4 |ipv6} ip-address

13. Kkeystring

©WeONDAAWN=
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14. end

FIED %
ATV RFERETIVa Y B

ATwv 1 |enable FiHE EXEC £— REZAMIC L £,
£ Ty ERERINTEENRNRAT—RE AN LE
Device> enable =

Z5 w72 |configure terminal ra—s ) ar’ 4 Xa b—var E— N2
1 - LETS
Device# configure terminal

ATwv 73 |aaanew-model AAAT V¥ 2 3y bu— L EFNEA F—T T
il L&
Device (config) # aaa new-model

X w74 |aaaauthorization network listname [method] Xy NI =T ~Da—Y— T 7 ZAZH|[BT 5%
15“ : ?)‘_5%%/ﬁiﬁbi@—o
Device (config) # aaa authorization network maxaaal « method : groupra@ius\ group tacacst, F 70T
group tacacs+ group group-name M\ 4170,

A7 S5 |cryptopkitrustpoint name RTZARRA Y PBRUORESNIARTEZES L
- T.CARNTARRAV bar7 Xzl —vay
Device (config) # crypto pki trustpoint msca q}»—}s%ESﬁﬁéL/ji?fo

X w76 |enrollment [mode][retry period minutes] [ retry count | CA W DX EE/3F A —Z 2 EE L E9,

number] url url [pem]

&1

Device (ca-trustpoint)# enrollment url
http://caserver.myexample.com

ER

Device (ca-trustpoint)# enrollment url
http://[2001:DB8:1:1::1]:80

B PKI COEREOHAL L UVRHDHE

o (EE) CA VAT ANBER (RA) ZHft
T 584, modeFx—U—RKELTRAE—F
FRRELEY, T 74/ FTIE, RAE— RiX
mEh <,

o (£E) retryperiod ¥— 7 — K} X U minutes
F180%. CAICHIDREMHEERAZXET L ET
J— 5 RS 2 B & S AL THRE L £,
BIMEIL1~60 T, 774/ MI1TT,

o (f£&) retry count & — 7 — R X O number
SIEUE. ERTOERICKT DIEEEN—F 3%
B L7aWGE, —2 DNGEAETER 2 FEE T
LI EEE LET, ARRMEIX, 1~100T
T, 774/ ME10 TT,

S url BT, b2 G EERR & B(E Y5 CA
® URL T,
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a5 —i—s o P ganEz [

ARV FFEREETIVa Yy

E:)

GE) IPv6 7 K L A1 http: Bk XU
BINCTEET, 2L 2
http://[ipv6-address]:80 T3, URL
WD IPV6 7 K L A LRI C R T4

ERHY E£T,

o (I£E) pem ¥—U— Fi&, FEHEZERICT
F A N—iifb A —/L (PEM) DR %8B0
LET,

R wF7 |revocation-check method (EE) iERHEORIWAT —Z A F v 7 LE
151 e
Device (ca-trustpoint) # revocation-check crl

ATy S8 |exit CANIFAMNKRA LV Farv 74 X¥al— gy E—
i - FEETL, Zuo—Sbary7 4 F¥al—ay
Device (ca-trustpoint) # exit T ]\ é:b:’% D i‘a‘o

ZTF w79 |authorization username subjectname subjectname | AAA = —F—4& ORESL|IC(FE T 2 B /p A AFH

1

Device (config) # authorization username
subjectname serialnumber

TA—IVRDNRT A= ERELET,

subjectname 518X, IROWT N EFEETE X
R

cal : FERFOMRIA (T =s M) AR,
« commonname : FiEE D ILIEA,

« country : AEFED[E,

« email : AEHEDOET A —IL,

e ipaddress : FEBIZED IP 7 R L A,

« locality : iFBAE O Hitk,

« organization : FIEFIE DA,

« organizationalunit : FiEB EEORLEL AT,
« postalcode : FiEHAE D EFH -,

« serialnumber : GEFAED U 7L E S,
- state : FEHIFEOM 7 1 —/L R,

« streetaddress : FERE O LT,

. title : FERAEDO X A b,

PKI coIREDH TS L UEBOEE I}
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ARV FFEREETIVa Yy

S

« unstructuredname : FFAAEDOIEARAL,

ATy 710

authorization list listhame

1 :

Device (config) # authorization

list maxaaa

AAA B[ Y A R ERELET,

ATvIN

tacacs server server-name

51

Device (config) # tacacs server

yourserver

TACACS+ —R_—%ZELET,

AT T12

address {ipv4 | ipv6} ip-address
{1

Device (config-server-tacacs) #
192.0.2.2

address ipv4

TACACS H—_"—DIPT7 FLAZZRELET,

ATy 713

key string
i

Device (config-server-tacacs) #

key a_secret key

AA v F & TACACS — =L ORI THEA SN D
PR L O s — 2R ELET,

ATy 714

end

% -

Device (config-server-tacacs) #

51

end

Rt EXEC £ — RIZREYD £,

SIS a—F42FDEY R

CAEN—EBDA L EZT I aDRL—2 (Avbe—UF A7) IZHETAT Ry 7 Ay E—
ThFRT HITIE. debugceryptopkitransactions =~ > RZEA L4 (o725
LTLEE, ZIZTlE, AAATF— =ML ORP) L7 PRI A, 38 L NAAA — " —%2
Bl ORI L= PKIFEEZEZRLET) o

BTh L =32 #E

Device# debug crypto pki transactions

Apr 22 23:15:03.695: CRYPTO PKI: Found a issuer match
Apr 22 23:15:03.955: CRYPTO PKI: cert revocation status unknown.
Apr 22 23:15:03.955: CRYPTO PKI: Certificate validated without revocation check

[CRYPTO PKI AAA] L FRENTWHEITIL. AAARAF = v 7 OREZRLET, &
AAA AV XT PRSI, BAITF = v 7 OFERPERINET,

Apr 22 23:15:04.019: CRYPTO PKI AAA: checking AAA authorization (ipsecca script aaalist,
PKIAAA-L, <all>)

Apr 22 23:15:04.503: CRYPTO PKI AAA: reply attribute ("cert-application™ = "all")
Apr 22 23:15:04.503: CRYPTO PKI AAA: reply attribute ("cert-trustpoint" = "CAl")
Apr 22 23:15:04.503: CRYPTO PKI AAA: reply attribute ("cert-serial" = "15DE")

B PKI COEREOHAL L UVRHDHE
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Apr 22 23:15:04.503:
Apr 22 23:12:30.327:

LERL =3

K
iy

PRISERERT—4 R Fxvo0%#r h=XL0%E [

CRYPTO PKI AAA: authorization passed
CRYPTO PKI: Found a issuer match

Device# debug crypto pki transactions

Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr

22
22
22
22
22
22
22
22
22

23:
23:
23:
23:
23:
23:
23:
23:
23:

11:
11:
11:
11:
11:
11:
11:
11:
11:

13
14
14
14
14
14
14
14
14

.703:
.203:
.203:
.203:
.203:
.203:
.203:
.203:
.203:

CRYPTO PKI AAA: checking AAA authorization =

CRYPTO PKI AAA: reply attribute ("cert-application" = “all”)
CRYPTO PKI AAA: reply attribute ("cert-trustpoint"= “CAl")
CRYPTO PKI AAA: reply attribute ("cert-serial" = “233D")

CRYPTO_PKI_AAA: parsed cert-lifetime-end as: 21:30:00
CRYPTO_ PKI_AAA: timezone specific extended
CRYPTO_PKI_AAA: cert-lifetime-end is expired
CRYPTO_ PKI AAA: cert-lifetime-end check failed.
CRYPTO PKI AAA: authorization failed

EREDRIG L7z T, REITEARZ L TV ET,

PKIEAZERX T—H R Fx v Y DERYAH = XLDEE

SEAESh A 7 = X5 (CRL £721X0CSP) & L TCRLZHEL. PKIDIFHAED 25 —H& R
ATy 7 3T5HI20E, WOEEEZFITLET,

revocation-check 1<% > K

revocation-check 2~ > R&EHA L, 7 OEHAZENIEHIIINTWRNWI & 2HERT D729
D HE. (OCSP, CRL, F7-I13kNF v 7 DAX ) 20t 1 oBELET. HHK
DO RERET %G, FXZEAT2IEF L. Z0oa~r RCTRELZIEFICRY £3,

J—Z A AREZ: CRL 7372 <, W CRL b UG TE 2 WA, H 5% OCSP H—

Ne=NT T —%IRKTHE, REICnone ¥ —V— REEDRVNED | L—X | IET OFEHE
EHEGLET, none¥— 7V — RERELILGA, KT = v Z7I3FETINT, GEEITFIC
ZIFANLNET,

OCSP H—N—LDF U ABLVETEE

OCSPZE{ET 5 L. OCSPH— —L D ETEERHT, OCSPEXRICET L2 (EAHA
B BT 74V b TEEINET, FUrRAEFHTLZLICLD, BT &£ OCSPH— 3 —fH]
W% o 7 TREEEOBVIEE T ¥ RABHSLINE T,

OCSP H— N—=NF L A% PR = L TWVWRWVWGEAIE, T ADOEEET =TI TEF
ZEHNIE. OCSP — D<= 7 AV EBB LTI X,

B

1R BRI

« 7 TA T MEHEEZFRITT DN, Y — A= THEbRRE (CDPORER L) Z1T 4
ERHYET,

¢ OCSPH— =5 CAY—N"—DRPAT =X A% T L IICHET D & XX, CAY—
IN—FEAT LT OCSP IS E B4 FEH#E%E OCSP — R — IR ETHLERH Y £, B4
FEAENELWT =~y FTHDLZ LR L T EEV, BAMAED 7 +—~ v b
DIEL S 2WGE, v—Z1E, OCSPILEZ = L EH A, FEMICONTIEL, OCSP O~
=27V EZERLTIEIN,

PKI coIREDH TS L UEBOEE I}
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GE) *OCSPi%, HTTP 2 L TA v &=V ZHRIETBHD T, OCSPH— _—|{ZT 7 & AT B

(CEIERS AT HEE N DY £,

¢ OCSP h— =N, RIWAT—H ADF = v 7 Zi@% O CRL FRITHEIFE L TV DA

CRL MOEIEIX OCSP I b S ET,

FIRDHE
1. enable
2. configure terminal
3. crypto pki trustpoint name
4. ocsp url url
5. revocation-check methodl [method2 method3]]
6. ocsp disable-nonce
7. exit
8. exit
9. show crypto pki certificates
10. show crypto pki trustpoints [status| label [status]]
F gD F%H
ARV FFEREETIVa Yy EL:Y
RTFwvF1 |enable FibE EXEC E— RZAMIC L E T,
11 : e NMAT—REANLET FERINTHE) .
Device> enable
5w F2 |configure terminal ra—sYb ary 74 Xalb—ay E— FiBkh
1 LET.
Device# configure terminal
A7 w73 |cryptopkitrustpoint name FNT7ARRA L PBRUORESNIARTEES L
4 - CT.CANITARMRAV Fary74FXalb—Tay
EF—RNZBBLET,
Device (config)# crypto pki trustpoint hazel
RTwvF4 |ocspurl url url 5IE0E, B F A RRA » BFEHERT —H
Bl - ZFx v/ TEDHEIITOCSP #—/3—0D URL %

Device (ca-trustpoint)# ocsp url
http://ocsp-server

ER s

B PKI COEREOHAL L UVRHDHE

fRELET., ZOURLIZE, GEFAED AIA LEHIC
fRE ST b OCSP H—3—D URL (ffET 5
Be) wbhFEILET, RELLF I A FRA T
(ZBHES 5~ TOFEMAEFIL, OCSP H— 31—



| PKITOBRENHATLELUELDOHE

OCSP H—N—LDF VRABLUVETEIE

ARV FFEREETIVa Yy

E:)

Device (ca-trustpoint)# ocsp url
http://10.10.10.1:80

F72iX

Device (ca-trustpoint)# ocsp url
http://[2001DB8:1:1::2]:80

Lo THERINET, FHAHEEZ URL X, Ak
L IPvA T RLA, £/ IPv6 7 RL AT,

RFw 75 |revocation-check methodl [method2 method3]] SEREDRIA T —H A F v LET,
i ecrl : CRLICK > CitEAT = v 7 LET,
IUNT T AN DX T arTY,
Device (ca-trustpoint) # revocation-check ocsp none|
enone : sEAEDTF = v 7 A WL L E 5,
socsp : OCSP Y — =2 L > CAEHFEEZF = »
7 LET,
2FH L 3FHOFIELIRE LIZGE., &HIETE
DEAIOFETE T —PNREINTHE (F— =)
L TWAHERE) ZEFHEHINET,
AT w6 |ocsp disable-nonce EE) OCSPH— \—L BT R@EET D L X2,
il - T A (OCSPEERICEIY 2 AR ) 23518
SNBRNVEDITHEELET,
Device (ca-trustpoint)# ocsp disable-nonce
27w ST | exit Ju—sL ar7 4 F¥al—vary E—RIRY
i - *7,
Device (ca-trustpoint) # exit
ATv7r8 |exit b EXEC £— RIZREY £,
i
Device (config) # exit
A7 79 |show crypto pki certificates (EE) FEAEICET 2 ERER R LET,
i
Device# show crypto pki certificates
RTw 710 |show crypto pki trustpoints [status| label [status]] | /L —Z ICRRESH TS F T A FRA v MCBT 5

1 -

Device# show crypto pki trustpoints

Rz RRLET,
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AREOHTS S VEHORE

AERAENR— A ACL OfRE, K F = v 7 IR UIGEHEOEE, FEck 57 7 40
k@ CDP OFTd E#EX . FENZL D OCSP h— —ED EEX, CRLF¥ v v 7O
E. HOWTFEAEV Y T AEZIZESS By v a VOSEHAESTOREZIT 5 1I2iE, LEIZ
I U CIROIEEZFEITLET,

KNF vy EERTHEDITEAEN—R ACL 3R E

AEEN—ZX ACL 2l L T, K&F = v 7 B L ORGEAFE L BRI 5 L 91— F 2
ETHITIE, ROFINEEZFATLET,

cBEFED N T A RRA L FOFRBET I T OFEHEOKGHHEH SN H LW F T A bR
AV NEERLET, FTAMRA U ERELERBIESNTORWEGAIL, BIELTLES
VW MBI CT, —HFEZDFT A MKRA Y MIBETE £9, match certificate =
~ > K& skip revocation-check ¥ — 7 — REZEHT 55615, N7 A MKRA v Mot

23 D CRL Zi%E LW TL 72 &0y,

FEAEBKRD CRL #F = v 7 T 2 MBERRVIEAEOBEA ORI L | FFal T 2 0LE R H
D RANFEHZF O EA ORI L £,
HIDAT v 7 CHER LTt — BT Dt E~ v 72 ER L ET,

DO FNETYERR E/ITHRE L7z 7 A hARA > MZ, match certificate =~ > R & skip
revocation-check % — U — K, match certificate command & allow expired-certificate &% —
U— RZiBNT&E£7,

GE)  GEHFE< Y ETOAHAF—AF Yy v a2 SN TV OLETHHERSNET, LA,
ETICE o TARMF—2Fy v adnTEBY ., fSEAEY Y 72 T 2 RMRA » MBS
TREAENEIE SN D & GEAE~ vy 7RAEDTRY £, Tk, A EER S
. BB SN TV DR EZ RS 7 T4 7 MR T 22 L2 EET,

SEBAERND COP DFHICLHELEEE

a—W— %, FH)THE L= CDP TAEBHEND CDP # FE X TX F7, FEHED CDP O F
LD EEXT, FFEOY — —RERHFIH T X 20WEGAIER T, TD CDP =&
FFAEOTRTEZEIBITLARL Th, FFHEDCDP Z URL £72137 4 L7 F UIEEICE < #
ZBTEMTEET,

FENIZ K DHFBAED OCSP H—N\—FBREDLEE

BEEE XY 74 7 > FREBE O Authority Information Access (AIA) 7 4 — /L RIZHEE & iz,
Tl ocspurl 2~ REFIT L CERE IH7Z OCSP — "—DFREME FEX T,
match certificateoverrideocsp =~ > F&fEHT 2 &, 1 DEITEED OCSP H—~"—% 7 F
AT MEAET LI, FRIZIZITA4 T MEAEO V- T LICFETIRETE ET, K
NF =y VRHZ 7 T4 7 MEREPTERE~ » FITIEFICRE S 786 . matchcertificate
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overrideocsp 2~ REFRITTHE. 7747 haEHEAIA 7 4 —/V RE7=iX ocspurl 2~
v RREN EEEXINET,

\ )

GE) 1507747 FiEHEIZIX, OCSP ——% 1 ST fEETE £7,

CRL¥ v v a1arhbO—/ILORETE

T7 AV PTIE, BUER ¥ v a2 ENTWD CRLAKS T DL, HLOWCRLAY V7 rm— R
ShET, AL, orl cacheddete-after =~ FZFITL T, CRL AF v v 3 = [TIRFFS
N DRI (B ZFRET DA, orlcachenone 2~ REFEITLTCRLF ¥ v =%
MhZ T& £9, crl-cachedelete-after =~ KE7-(% crl-cachenone =~ > RO & FE TX
F9, NTAMNKRA LV MNCHFOa~r REANLELGER, RICETINZa~ 2y RBPERD
IR0, Avb—URERENET,

crl-cachenone =~ > K% 721X crl-cachedéete-after =~ > FOWTFNEF(TL THIHEF v »
T2 EN TS CRLICEZEIIH Y 8 A, crl-cachenone =~ REZRELTZHA, 2o~
Y RERITTDHE, XU e—RENTETXTOCRL TF v v =3nuEHA, col-cache
delete-after 2~ RERELZRES. Z0a~y RORBITRICREINTZTA 7 XA L2000
Ay u— RSz CRLICEE L £,

Z OMREIX, CADKRZNH Z4EERTICCRLZRITT A, HOIWIXRDBE DB Z E21X
FEMZIZA > TV AEAICESL L T,

SIBREDVYT7ZIILESEY a3y ary bO—ILDERE

SEAERGEE RN v a v D R T A MRA v M EoTZIFANONS, FIELR SN
EIOGEHE Y TAVESEBETCEET, iEHEOV I T AE Sy v a vy ary hr—LZ
FoTE, iEHENETZADTHH-CTH, By a UPNEEINDEENH Y T, FEHED
VI TNEFEy Y arary be—d, serial-number 7 4 —/L REEOIERE~ v ¥
1 AAA BEOWT a2 LT cert-serial-not =< RCRETE £,

vy varariiae— i E~ y TEERTH L, FHEIX 1 OOFERAESY T AE S
EIRECTEET, AMMBEMEZERT L, BHEEIL, By ar ary b —/LZGERHEVY

TNERGERETEET,
4a & SRS
cFEHES v T E T A FARA 2 MCBEEMT RN, T A RRA L FEER L, WRET
LMENDH Y T,

«CDP A — /"5 4 RESBEZ BT 5, F£7-1% serial-number =< > RE (T SRS, 3
AE<y TE2RETIOILERNDHY T,

¢ PKI & AAA —_—L OFie L., TEEHERT—X ZAD7-D® PKI & AAA H—/N—D
WAl OPHAO LB VIZ AAA BHEEFEHA L CIEFICE T TA2HERH Y £77,

PKI coIREDH TS L UEBOEE I}
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FIEDHE
1. enable
2. configure terminal
3. crypto pki certificate map label sequence-number
4, field-name match-criteria match-value
5. exit
6. crypto pki trustpoint name
7 RONTNNEFITLET,
« crl-cache none
« crl-cache delete-after time
8. match certificate certificate-map-label [allow expired-certificate | kip revocation-check |
skip authorization-check
9. match certificate certificate-map-label overridecdp {url |directory} string
10. match certificate certificate-map-label override ocsp [trustpoint trustpoint-label]
sequence-number url ocsp-url
1. exit
12. aaanew-mode
13. aaaattributelist list-name
14. attributetype {name}{value}
15. exit
16. exit
17.  show crypto pki certificates
FIED %
AU RFERIETOIVa Y B
RATwvF1 |enable R EXEC E— RE A LET,
£ e MAU—RZEANLET FERENTHE)
Device> enable
RFwF2 |configure terminal Ja—s\ L ar 7 4 X a lb—3 gy B— REBth
15'] . L/jz—g—o
Device# configure terminal
RAFw 73 |cryptopki certificate map label sequence-number AFAEICRNTC, T2V ERS HEE 1T

1 -

Device (config)# crypto pki certificate map Group
10

THMBENIMEE EFRE L, CAFEFHE~ Yy a2
T A4X 2l —T gy B— RERBGELET,

B PKI COEREOHAL L UVRHDHE
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HREOL Y FLESEyvay oy ko—LoiE |

ARV FFEREETIVa Yy

E:)

ATvT4

field-name match-criteria match-value

1 -

Device (ca-certificate-map) # subject-name co
MyExample

1 OFRIFEHOGERE 4=V FE, 26D
74—V RO—EILHEB L ORATA2EEREELF
KR

field-name |21, IROWFIADARTTHI (KX
FTLANLTF B L) FIFAMERELE
EE

« alt-subject-name
* expires-on

* issuer-name

* name

* serial-number

* subject-name

* unstructured-subject-name

 valid-start
() Aff7 4=V RO7 4 —~ > ML, dd
mm yyyy hh:mm:ss & 7213 mmm dd yyyy
hh:mm:ss T3,

match-criteria |2 1%, ORI E T-OWT g
BELET,

eco By HEIBIOV I TIEZTT 4 —)b
R TOHELD)

ceq LV (KT, T U T AEE, BEUH
74— R THZD)

ege : Uk (Bft7 40— K CTORERN)
oIt Kl (B 4 — v RTOREL)
enc: HERY EHIBIOITILEST 4 —
L R TOHRER)
ene : LAV Hai, VI TAEE, BX
WHAZ 4 —v R THZD)

match-value |%. match-criteria TE| Y 24T H N7

HHE A2 H LT A M AL4RTE-IZAMT
7,
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ARV FFEREETIVa Yy

S

G¥) *@:vyrm AFAEAN— X ACL %
RIET DAL, KhTF =y
7 F iﬁ%fﬁ L7-REE A AT 5 &

IICFFHER— A ACL # R ET DA

;iﬁﬁbﬁw1<téwo

ATy 75 |exit Ja—s )L arZ 4 Xal—yar E—RNIREY
15'] : iﬁ—o
Device (ca-certificate-map) # exit
AT w76 |cryptopkitrustpoint name FNTZARRA Y PBRUORESNIARTEZES L
%l - T.CARNTAIRA L bar7 o Falb—ray
FT— FEBLET,
Device (config)# crypto pki trustpoint Access2
ATV T [ ROWTIDLEFETLET, (EE) N7 A MRA » MIBEMT Bz T
« ofl-cache none DCRLOCRLF ¥ v T HZERIIT 4 E—T b
_ W LET,
» crl-cache delete-after time
crl-cachenone 2~ K& FE(TLTH, BEF v v
Bl L2 &HTS CRLICESBIIH Y A, Z0=
v . <~V RRRESNIBICF T — RInDT T
evice (ca-trustpoint)# crl-cache none
1 D CRLIE, ¥ vradhEti,
5
(EE) N7 A MKRA » MIBEMT Bz T
Device (ca-trustpoint)# crl-cache delete-after 20 @ CRL W—E?EJ L/T\ CRL 753\#‘“\7 /f/la:{%:ﬁéﬂé
RRRHZFEELET,
«time : CRL 2MHlIER =415 £ TORH (43
fr) .
crl-cachedelete-after =~ RZFE{TLTH, HIE
Fr v 2 EIN TS CRLICEZETH Y XA,
WMESINTZTA XA LT, Z0a<vwy RRHRES
NTeBIZF U m— RENT CRL 2T ICRE L E
TO
AT w78 |match certificate certificate-map-label [allow (fEE) FEBE~—2 ACL (crypto pki certificate

expired-certificate | skip revocation-check | skip
authorization-check

&1

Device (ca-trustpoint) # match certificate Group
skip revocation-check

B PKI COEREOHAL L UVRHDHE

map 2~ FIZL o TERSNTWD) & FT A
FARA » MTEEMT £,
« certificate-map-label : crypto pki certificate map

A~ R L CHRE L7 label 51%s —#
TOMENRDHY £,
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HREOL Y FLESEyvay oy ko—LoiE |

ARV FFEREETIVa Yy

E:)

« allowexpired-certificate : J<%h L 7= 5 & 4 M
RLES,

* skip revocation-check : k7 A kAR A > R a3,
e DFEEZBRS CRL Z#HATE 5L 51
LET,

« skip authorization-check : AAA —/3— LD
PKI i ZET D L. EHED AAA F = v
I Axy T LET,

ATvT9

match certificate certificate-map-label overridecdp
{url | directory} string

51

Device (ca-trustpoint)# match certificate Groupl
override cdp url http://server.cisco.com

({£#) URL £72137 ¢ L7 b 2MEE SLaE
HED, BFEOCDP = h) 2 F#TEEX LE
TO

« certificate-map-label : = —H%—fREED 7 ~L,
HHCEFE S 7= crypto pki certificate map =
~ v RICHRE L7z label 514 & —Bd 5 BN
b ET,

eurl : 3EFHE® CDP 73 HTTP % 72 1% LDAP URL
TEEXINALHITEEELET,

« directory : FEFA#E® CDP 28 LDAP 7 4 L 7 |
VHECTEEZIND LY WCHEELE T,
estring : URL £72137 «+ L7 b U IRE,
G¥) —H T TV r— g A, TRTO
CDP N ITENDHNIH A LT 7 b
HZENDY, =TF7— AvE—TUTH
HLET, =7 — AvE—UiI—%
WL RIFLER A, £7-. Cisco
I0S Y7 v =7 i%, +XTHCDP N
ITENS E TCRLOESG A HiATL =
7

ATy 710

match certificate certificate-map-label overrideocsp
[trustpoint trustpoint-label] sequence-number url

ocsp-url
i -

Device (ca-trustpoint) # match certificate
mycertmapname override ocsp trustpoint mytp 15
url http://192.0.2.2

(fEE) OCSPH—"—% 27 T4 7 hiEHET &
oy FFT TA T 2 NEREO I NV —T T LT
E L, BEEIRIT L C, BN OCSP H— N—35 &
W7 FA47 > FEEORE (VO PKI B fE %
ate) AfRETEET,

- certificate-map-label : BEfFDFEE~ »~ 74,

« trustpoint : OCSP #r— N —GEE & MEET 5
EXIHERIND NTAMKRA R,

PKI coIREDH TS L UEBOEE I}
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ARV FFEREETIVa Yy

S

* sequence-number : match certificate override

ocsp v ¥ R & RRAEX S ORE 2 H 9
DIEF, MEDEARD > —7 v AR T 06 ik
D=l P ARFICFTENET, ACy—7
VARG TCHBOa~ REFITT D L, RO
OCSP #—/\—F— T 1 FREN EEX I
£,

eurl : OCSP #—,"—® URL,

FEEN R E SNt E~ vy e —8T 5L, 7
TAT v REHED AIA 7 4 —V R X OLLHEIIZ
FITENT-ocspurl 2~ REREMEIL, FEE ST
OCSP #—N"—T EEXINET,

<2 S R—ZD—FNFAE L WEE . Bl XXk
D2DODIr—ANT AT FiEBHEICEA SN E
j—O

+OCSP #Rh FikE LTHRET D &, AIA
T4 =)V REN 7 TA T v FEEHEIC S i
WHINET,

s ocsp url FZENTFIET 841X, ocsp url 3% 7E
NE|Xfix 7 547 v FEARICER S E
ﬁ—o

ATy 1 |exit Ju—Lar7 4 ¥al—vary E—FIREY
1§| : jﬁ‘j—o
Device (ca-trustpoint) # exit

AT v 712 |aaanew-model (EE) A A A7 78R a2 ha—)L ET)VEA
Bl F—T M LET,
Device (config)# aaa new-model

2w 713 |aaaattributelist list-name (&) —HlZa—HhH/LTAAARMEY 2 N & E
i - F L. config-attr-list > 7 4 Fa b — g E—

RaBsm L E7,

Device (config)# aaa attribute list crl

AT v 714 |attributetype {name} {value} (EE) V—F D AAABMEY & Mice—BVICiE

51

Device (config-attr-list)# attribute type
cert-serial-not 6C4A

B PKI COEREOHAL L UVRHDHE

MMEND AAA BHEA A T H2EFR L FET,

SFRAEOV U T NAE Sy gy ay ha—Lab ik
ET AT, THEIL, value 7 4 —/L ROEE
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ARV RFERETI Y S

DOFEEZ . name’ cert-serial-not ([ZEXE STV
HY U TNEGIZIESEZIT ANDL D, HET S0
RETEET, iEHEO V) TVESPEMES A 7°
RETHEINT-V I TARSE =B LSS, §
HEFITES SN ET,

FEFAIRE7: AAAJBMES A T DY A B FRTHIT
IZ. show aaaattributes =~ > RZFETLTLEE
A

AT v T 15 |exit
1 -

1 -

Device (ca-trustpoint) # exit

Device (config-attr-list)# exit

Jua—r )L ary 74 F¥al—vary E—RIIRED
£

AT w716 |exit
1 -

Device (config) # exit

b EXEC B— NICEY 7,

AT v 717 |show crypto pki certificates (EE) CAFEHIENHIEINT-H, L—F|TA( v

51

Device# show crypto pki certificates

A M=V ENTFEAEO 2 AR —R U FEFRRLE
j—O

1

Wiz, Y NRERELZR L E 9, OCSP BEEDOYLE IR 2 H L O inE

B

Certificate:

Version: v3
Serial Number:0x14
Signature Algorithm:SHAwithRSA - 1.2.840.113549.1.1.4
Issuer:CN=CA server,OU=PKI,O=Cisco Systems
Validity:
Not Before:Thursday, August 8, 2002 4:38:05 PM PST
Not After:Tuesday, August 7, 2003 4:38:05 PM PST
Subject :CN=0CSP server,OU=PKI,O=Cisco Systems
Subject Public Key Info:
Algorithm:RSA - 1.2.840.113549.1.1.1
Public Key:
Exponent:65537
Public Key Modulus: (2048 bits)
<snip>

PKI coIREDH TS L UEBOEE I}
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Extensions:
Identifier:Subject Key Identifier - 2.5.29.14
Critical:no
Key Identifier:
<snip>
Identifier:Authority Key Identifier - 2.5.29.35
Critical:no
Key Identifier:
<snip>
! Identifier:0CSP NoCheck:- 1.3.6.1.5.5.7.48.1.5
Critical:no
Identifier:Extended Key Usage:- 2.5.29.37
Critical:no
Extended Key Usage:
OCSPSigning

Identifier:CRL Distribution Points - 2.5.29.31
Critical:no
Number of Points:1
Point O
Distribution Point:
[URIName:ldap://CA-server/CN=CA server,OU=PKI,O0=Cisco Systems]
Signature:
Algorithm:SHAwithRSA - 1.2.840.113549.1.1.4
Signature:
<snip>

WOHNE, BEfFD v —7r o ADYEEAIZ match certificate override ocsp =1~ > K& BN
Lzt &ndfrar 74 Xalb—ya VW hoda R LET,

match certificate map3 override ocsp 5 url http://192.0.2.3/
show running-configuration

match certificate map3 override ocsp 5 url http://192.0.2.3/
match certificate mapl override ocsp 10 url http://192.0.2.1/
match certificate map2 override ocsp 15 url http://192.0.2.2/

WOFNE, BEFF match certificate overrideocsp =2~ > RV EE Az b, b7 A b
A P PIREOPKIBSEZER T2 Ko IcfESNBED, EfTar74Fab—
vartihogRE R LET,

match certificate map4 override ocsp trustpoint tp4 10 url http://192.0.2.4/newvalue
show running-configuration

match certificate map3 override ocsp trustpoint tp3 5 url http://192.0.2.3/

match certificate mapl override ocsp trustpoint tpl 10 url http://192.0.2.1/

match certificate map4 override ocsp trustpoint tp4 10 url
http://192.0.2.4/newvalue

match certificate map2 override ocsp trustpoint tp2 15 url http://192.0.2.2/

STV a—TaoTDEV
KNTF = v 7 FIZ KD UIGEHEZ Y L2 H6013, HRICRELHETOLENRH Y
T REAE v TN YHEOGEAEELIIFF T OEAE. HDOVEAF Y T THAAATF = v

B PKI COEREOHAL L UVRHDHE
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anzFr—0iz [

7 DWFI L EOIC B LT D 2 L RHERL T E S, FES NIRRT, %Y Y

TEERLCTHEEEBVIHEEL TWHRWLDEHBLET,

ABAEF T — U DERE

BT REAFEOGEAET = — 2 SRR L~V B R ET DI, ROEEZFATLET,

1R8O HHEIIZ
« TN A% PKI WGBS DMERH Y £,
B — T A RENER ISR T D MR D Y £,

)

GE) o JL— b CAIBIEMITOENIZ R T A ALV MME, RO LI L THEMIZ2D X1

RETE £EA,

chain-validation =~ > KiZ, /\— b CAIZESEST 57 b T A FARA > b HIZ continue &% —
U—RERBELTHRELFT, =TT A vE—IUNEREIN, Fo—rRBIETF 741D

=1

chain-validation =~ > FZHEICRY £,

FIEDHE
1. enable
2. configure terminal
3. crypto pki trustpointname
4. chain-validation [{stop | continue} [parent-trustpoint]]
5. exit
F IR D8
ARV KRFERRETI a3 Y B#J
AT w1 |enable FiME EXEC E— RZ A L £,
il - c NAT—=REANLET ERINhTHE)

Device> enable

R 7w J2|configure terminal ra—) ary 7 4 ¥ab—ay E— Rk

1 LET,

Device# configure terminal

AT 7 3 |crypto pki trustpointname FZARKRASV PBIORESNTLET2ES L

E— FEBRBLET,

Device (config) # crypto pki trustpoint ca-subl

U T.CANIFAINRA L a7 4 Fal— g

PKI coIREDH TS L UEBOEE I}
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ARV RFEEETIII Y B8
R T w 7 4| chain-validation [{stop | continue} [parent-trustpoint]] | FEFHETF = — 223, T _XTOFPEHE (F)L CA FFH
1 - HETLe) TUHINDHLANLVERELET,
. . . - . estop F—U— R&fH LT, GEHENT TILE
Di;/i:ig;:a—trustpoult) # chain-validation continue *E\-T% é = & %Eﬁﬁ? Li‘j_o :j’b7ﬁ7j7j‘}l/ ]\
DRGETT,
scontinue ¥—V— REFEHL T, FFRX KA
MZBSEAH T B vz FAL CA GEFEZ B I
THMNENSDZ EEPRLET,
« parent-trustpoint 51 %%, FEMIEFEZ AT 2L
BDHLIEHNTA IR MNAERRELET,
ATy 75 |exit Ja—sULar7 4 Xalb—ary = RIREY
1 - ERR

Device (ca-trustpoint)# exit

HEEELOE TR PR S9[)

PKI AAA

i

FFAI DEX

% TE 15

E B J: UEE ﬂ'b\@{ﬁ“

Z 2T, PKIAAA GB7]

I—BREETE
R show running-config =~ > R /JIE, AAA Y—/S—HEE & @ PKI

DEREF 2R LET,

Z LT, VPN

Pl iP5 K O ICRES NN —F OBEREZ R L ET,

Device#show running-config

Building configuration...

|

version 12.3

|

hostname router7200router7200
|

aaa new-model

|

!
aaa
aaa
aaa
aaa
aaa
aaa
aaa

aaa session-id common

B PKI COEREOHAL L UVRHDHE

authentication login default group tacacs+
authentication login no_tacacs enable
authentication ppp default group tacacs+
authorization exec ACSLab group tacacs+
authorization network ACSLab group tacacs+
accounting exec ACSLab start-stop group tacacs+
accounting network default start-stop group ACSLab



| PKiToEEHEED

HABELUVEDD
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ip domain name example.com

crypto pki trustpoint EM-CERT-SERV

enrollment url http://192.0.2.33:80
serial-number
crl optional

rsakeypair STOREVPN 2048
auto-enroll
authorization list ACSLab

crypto pki certificate chain
certificate 04

30820214
17311530
31393232
55040513
312E6772
30818902
7D2357A6
5CA162FF
3792A369
FD904043
16861468
030205A0
341AE612
12F42A56
08DEEFF2
15A60D5A
EC1F160C
quit

3082017D
13060355
30323535
07314437
696C2E63
818100BD
BCC8596F
8C3ACA4F
236F8561
0F555702
7474703A
301F0603
D1300D06
2A6384BC
0E813A73
8A13F06D
1ABC8DO03

certificate ca 01

30820207
17311530
31363231
55040313
01050003
589223AB
54229870
E9DE981E
22D6EE75
FF040530
16041420
30168014
F70D0101
BD572026
0AF19C4E
12AFB1C3
3963E363
quit
|
|

30820170
13060355
34373432
0C454D2D
818D0030
99A7DC14
TET7363FF
B733B868
7D6CF133
030101FF
FC4BCFOB
20FC4BCF
04050003
528E92ED
70BD3CB5
2E27CB27
F2989FB9

A0030201
0403130C
5A170D30
45424434
6F6D3081
F3B837AA
A38A9B10
B3EE9F27
8748AA3F
03010001
2F2F3633
551D2304
09228648
ACBE22FE
D79E0FA9
51043D37
49FB11B1

A0030201
0403130C
5A170D30
43455254
81890281
04F74EF2
3CD1F991
AA8916CO
7TF1B515F
300E0603
1C56F5BD
OB1C56F5
81810085
02F3A0AE
0OADDSDES
EC74E1FC
795BA8

crypto isakmp policy 10

encr aes
group 14
|

crypto ipsec transform-set ISC_TS 1 esp-aes esp-sha-hmac

EM-CERT-SERV

02020104
454D2D43
35303131
301C0609
9F300D06
D925F391
47435626
8B031642
BC41F012
A3573055
2E323437
18301680
86F70D01
F1D6187F
D62DC20D
ES56E45DF
DAOBED6C

02020101
454D2D43
36313231
2D534552
8100C14D
AAEEESF5
F5A37CFF
AB8048607
32830203
551DOF01
4CO060AFD
BD4CO60A
D2E386F5
1803F2AE
8EF636BD
AEE2F5CF

300D0609
4552542D
38323230
2A864886
09228648
2B64DA14
D59A8F2A
B618AELB
B859BDIC
30250603
2E313037
1420FC4B
01040500
DA5D6737
8E2798CD
A65F43D7
463E1090

300D0609
4552542D
35323134
5630819F
833641CF
E3BFAE97
3FFDD3D0
D34B83CO
010001A3
01FF0404
4E67341A
FD4E6734
4107116B
AA4COED2
24410DF4
AA80B439

crypto ipsec profile ISC_IPSEC_PROFILE 2
set security-association lifetime kilobytes 530000000
set security-association lifetime seconds 14400
set transform-set ISC_TS 1

22864886
53455256
3235355A
F70D0109
86F70D01
9C2EA031
123195BB
40F2E3B4
DB4F75EE
551D1F04
2E393330
CFOB1C56
03818100
COE241AC
2C1DC3EC
4E836093
F34C59E4

2A864886
53455256
3734325A
300D0609
D784F516
F2F980F7
9E486C44
64BDC101
63306130
03020186
E612D130
1AE612D1
AD3AC990
0F59F18D
DB62DAFC
615AA8D5

F70D0101
301E170D
3030312E
02160F37
01010500
5A7203C4
BESALE74
F996BEFE
3CEE2829
1E301C30
0B060355
F5BD4C06
79E97018
AAAECT75D
3B2505A1
9689784D

F70D0101
301E170D
30173115
2A864886
DA6B50CO
D88I9E6AL
A2E34595
161FC103
0F060355
301D0603
1F060355
300D0609
CBE84063
7B50264F
67DA6ES8
6D6DEDC3

w-r—szz I}

04050030
30343031
300E0603
3230302D
03818D00
92F8D6A8
B1AA5AEO
382C7283
704BD68F
1AAO018A0
1D0F0404
OAFD4EG67
FB955108
3C743F59
3897330C
C45FD61D

04050030
30333132
30130603
F70D0101
7B3CB3C9
2C726C69
C2D078BB
13C06500
1D130101
551DOE04
1D230418
2A864886
S5FB2A6B5
30442c41
3879AA3E
TE9C2CT9
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controller ISA 1/1

interface

TunnelO

PKI COFEREDHAE L UEMOEE |

description MGRE Interface provisioned by ISC
bandwidth 10000
ip address 192.0.2.172 255.255.255.0
no ip redirects
ip mtu 1408

ip nhrp map multicast dynamic
ip nhrp network-id 101

ip nhrp holdtime 500

ip nhrp server-only

no ip split-horizon eigrp 101
tunnel source FastEthernet2/1
tunnel mode gre multipoint

tunnel key 101
tunnel protection ipsec profile ISC IPSEC PROFILE 2

interface FastEthernet2/0

ip address 192.0.2.1 255.255.255.0
duplex auto
speed auto

interface FastEthernet2/1

ip address 192.0.2.2 255.255.255.0
duplex auto
speed auto

tacacs-server host 192.0.2.55 single-connection
tacacs-server directed-request
tacacs-server key company lab

ntp master 1

end

5 - BZh L1= PKIAAA ZFR] DT /8w &'

R @ show debugging ==~ & R jiE, AAA ——fRE L O PKIFEAZMH LT, B L7z
APl R LET,

Device#show debugging

General OS:
TACACS access control debugging is on
AAA Authentication debugging is on
AAA Authorization debugging is on

Cryptographic Subsystem:

Crypto PKI Trans debugging is on

Device#

May 28 19:
May 28 19:
May 28 19:
May 28 19:

May 28 19:
<all>)

May 28 19:
May 28 19:
May 28 19:
May 28 19:
May 28 19:

36:11.117:
36:12.789:
36:12.805:
36:12.805:
36:12.813:

36:12.813:
36:12.813:
36:12.813:
36:12.813:
36:12.813:

CRYPTO PKI: Trust-Point EM-CERT-SERV picked up

CRYPTO PKI: Found a issuer match

CRYPTO PKI: cert revocation status unknown.

CRYPTO PKI: Certificate validated without revocation check

CRYPTO PKI_AAA: checking AAA authorization (ACSLab, POD5.example.com,

AAA/BIND(00000042): Bind i/f

AAA/AUTHOR (0x42): Pick method list 'ACSLab'

TPLUS: Queuing AAA Authorization request 66 for processing
TPLUS: processing authorization request id 66

TPLUS: Protocol set to None ..... Skipping

B PKI COEREOHAL L UVRHDHE
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May 28 19:36:12.813: TPLUS: Sending AV service=pki

May 28 19:36:12.813: TPLUS: Authorization request created for 66 (POD5.example.com)
May 28 19:36:12.813: TPLUS: Using server 192.0.2.55

May 28 19:36:12.813: TPLUS(00000042)/0/NB_WAIT/203A4628: Started 5 sec timeout
May 28 19:36:12.813: TPLUS(00000042)/0/NB_WAIT: wrote entire 46 bytes request

May 28 19:36:12.813: TPLUS: Would block while reading pak header

May 28 19:36:12.817: TPLUS(00000042)/0/READ: read entire 12 header bytes (expect 27
bytes)

May 28 19:36:12.817: TPLUS(00000042)/0/READ: read entire 39 bytes response

May 28 19:36:12.817: TPLUS(00000042)/0/203A4628: Processing the reply packet

May 28 19:36:12.817: TPLUS: Processed AV cert-application=all

May 28 19:36:12.817: TPLUS: received authorization response for 66: PASS

May 28 19:36:12.817: CRYPTO PKI AAA: reply attribute ("cert-application" = "all")
May 28 19:36:12.817: CRYPTO PKI AAA: authorization passed

Device#

Device#

May 28 19:36:18.681: $DUAL-5-NBRCHANGE: IP-EIGRP(0) 101: Neighbor 192.0.2.171 (TunnelO)
is up: new adjacency

Device#

Device# show crypto isakmp sa

dst src state conn-id slot
192.0.2.22 192.0.2.102 OM IDLE 84 0

5l - BEL71= PKIAAA SFA] DT /N 5

R show debugging =~ > RHIJIE, /v—2 723, VPN 2 H L COE & 7] S TH720
ZLERLET, ZOAyE—VIE, 20X RRRTERIND AR A v —2TT,

ZOBIIBWTE T 2—% 4%, Cisco Secure ACS @ VPN Router Disabled & FE{E41 2 Cisco
Secure ACS 7L —F BB T2 2 LIZL D, Al sh Tt s LTREShE L,
JL—4  (router7200.example.com) %, fE& D 712 VPN 8t &2 #2345 RiIZ, Cisco Secure
ACS AAA — NIZHER T2 K O ITRESNTWVET,

Device#show debugging

General OS:
TACACS access control debugging is on
AAA Authentication debugging is on
AAA Authorization debugging is on
Cryptographic Subsystem:
Crypto PKI Trans debugging is on

Device#

May 28 19:48:29.837: CRYPTO PKI: Trust-Point EM-CERT-SERV picked up

May 28 19:48:31.509: CRYPTO_ PKI: Found a issuer match

May 28 19:48:31.525: CRYPTO PKI: cert revocation status unknown.

May 28 19:48:31.525: CRYPTO _PKI: Certificate validated without revocation check

May 28 19:48:31.533: CRYPTO PKI AAA: checking AAA authorization (ACSLab, POD5.example.com,
<all>)

May 28 19:48:31.533: AAA/BIND(00000044): Bind i/f

May 28 19:48:31.533: AAA/AUTHOR (0x44): Pick method list 'ACSLab'

May 28 19:48:31.533: TPLUS: Queuing AAA Authorization request 68 for processing

May 28 19:48:31.533: TPLUS: processing authorization request id 68

May 28 19:48:31.533: TPLUS: Protocol set to None ..... Skipping

May 28 19:48:31.533: TPLUS: Sending AV service=pki

May 28 19:48:31.533: TPLUS: Authorization request created for 68 (POD5.example.com)

May 28 19:48:31.533: TPLUS: Using server 192.0.2.55

May 28 19:48:31.533: TPLUS(00000044)/0/NB_WAIT/203A4C50: Started 5 sec timeout

May 28 19:48:31.533: TPLUS(00000044)/0/NB_WAIT: wrote entire 46 bytes request

May 28 19:48:31.533: TPLUS: Would block while reading pak header

May 28 19:48:31.537: TPLUS (00000044) /0/READ: read entire 12 header bytes (expect 6 bytes)

P coERE0HAS L UEM0EE [l
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FAIL
or AAA server not

Failing.

May 28 19:48:31.537: TPLUS(00000044)/0/READ: read entire 18 bytes response
May 28 19:48:31.537: TPLUS(00000044)/0/203A4C50: Processing the reply packet
May 28 19:48:31.537: TPLUS: received authorization response for 68:

May 28 19:48:31.537: CRYPTO PKI_AAA: authorization declined by AAA,

found.

May 28 19:48:31.537: CRYPTO PKI AAA: No cert-application attribute found.
May 28 19:48:31.537: CRYPTO PKI_AAA: authorization failed

May 28 19:48:31.537: CRYPTO PKI: AAA authorization for list 'ACSLab',

'POD5.example.com’

and user

failed.
May 28 19:48:31.537:

$CRYPTO-5-IKMP INVAL CERT: Certificate received from 192.0.2.162

is bad: certificate invalid

May 28 19:48:39.821: CRYPTO PKI: Trust-Point EM-CERT-SERV picked up

May 28 19:48:41.481: CRYPTO PKI: Found a issuer match

May 28 19:48:41.501: CRYPTO PKI: cert revocation status unknown.

May 28 19:48:41.501: CRYPTO PKI: Certificate validated without revocation check

May 28 19:48:41.505: CRYPTO PKI AAA: checking AAA authorization (ACSLab, POD5.example.com,
<all>)

May 28 19:48:41.505: AAA/BIND(00000045): Bind i/f

May 28 19:48:41.505: AAA/AUTHOR (0x45): Pick method list 'ACSLab'

May 28 19:48:41.505: TPLUS: Queuing AAA Authorization request 69 for processing

May 28 19:48:41.505: TPLUS: processing authorization request id 69

May 28 19:48:41.505: TPLUS: Protocol set to None ..... Skipping

May 28 19:48:41.505: TPLUS: Sending AV service=pki

May 28 19:48:41.505: TPLUS: Authorization request created for 69 (POD5.example.com)

May 28 19:48:41.505: TPLUS: Using server 198.168.244.55

May 28 19:48:41.509: TPLUS(00000045)/0/IDLE/63B22834: got immediate connect on new 0

May 28 19:48:41.509: TPLUS(00000045)/0/WRITE/63B22834: Started 5 sec timeout

May 28 19:48:41.509: TPLUS(00000045)/0/WRITE: wrote entire 46 bytes request

May 28 19:48:41.509: TPLUS(00000045) /0/READ: read entire 12 header bytes (expect 6 bytes)

May 28 19:48:41.509: TPLUS(00000045) /0/READ: read entire 18 bytes response

May 28 19:48:41.509: TPLUS(00000045)/0/63B22834: Processing the reply packet

May 28 19:48:41.509: TPLUS: received authorization response for 69: FAIL

May 28 19:48:41.509: CRYPTO PKI AAA: authorization declined by AAA, or AAA server not
found.

May 28 19:48:41.509: CRYPTO PKI AAA: No cert-application attribute found. Failing.

May 28 19:48:41.509: CRYPTO PKI _AAA: authorization failed

May 28 19:48:41.509: CRYPTO PKI: AAA authorization for list 'ACSLab', and user

'POD5.example.com’

failed.
May 28 19:48:41.509:

$CRYPTO-5-IKMP INVAL CERT: Certificate received from 192.0.2.162

is bad: certificate invalid
Device#
Device# show crypto iskmp sa
dst src state conn-id slot
192.0.2.2 192.0.2.102 MM KEY EXCH 95 0
- — ~ =
BBl : KN A D= XLDERTE

Z I T PKIDKRMA N = AL ERHET HBIHEATE S

5 - OCSP H—/\—D{TE
WROFITIE,

RIEPIEZRLET,

AEAE O AIA JEFRER CHEE Sz OCSP Y — "—Z2 il 2 & 9 Iov— 2 &k

B R R LET

Device (config) #crypto pki trustpoint mytp
Device (ca-trustpoint) #revocation-check ocsp

B PKI COEREOHAL L UVRHDHE



| PKITOBRENHATLELUELDOHE
B - cRL s 0csP F— 1 —nisE [

{5l : CRL DIETE & D OCSP H—/A\—DIEE

WOHTIE, CRLEZCDP O XU —RT5 L9V —X&RETDHHEAZRLET, CRL
ZRAHTE 2W0IGEIE, FEAED AIA RS CHEE S5 OCSP r— —n Ml H I E T,
W FOF Ty a R LGA, FEEORGED KR L 97,

Device (config) #crypto pki trustpoint mytp
Device (ca-trustpoint) #revocation-check crl ocsp

{5l : OCSP H—/\—DIETE

LU FIZ, HTTPURL Ihttp://myocspserver:81] (23 5 OCSP Y — _—&HiHT 5 L H I r—4 %
RETDHHZRLET, ZOV—R=0NFT 0 L TWEEEIE., K F =y 7 idftrbhEd
/L/o

Device (config) # crypto pki trustpoint mytp
Device (ca-trustpoint) # ocsp url http://myocspserver:8l
Device (ca-trustpoint)# revocation-check ocsp none

5l : 0OCSP H—/N\— L DRBIETD TV ADEME

WOFNE, OCSPERIZBIT BT 2 (EAFRDIIER) 25, OCSPH— — L DEETT 1 &—
TN TWDHGADOBIEERLET,

Device (config) # crypto pki trustpoint mytp

Device (ca-trustpoint) # ocsp url http://myocspserver:81l
Device (ca-trustpoint) # revocation-check ocsp none
Device (ca-trustpoint) # ocsp disable-nonce

Bl SEERERSF vV AICHRRY A FTNHNITIL—2 2T 5

ROFITIE, HEDOTF70F 7 4 Rk TV YA b~ EZRIEEL TSV T
VYA NZHDNT V=R ERLET,

TITUTFFT 4 ALEMD IPSec hrRNEFHHA LT, 77 0F 47 ¢ AMCHEHBMAIZE
fgcxfd,

CAIX, BV "I A MIHHLHITP Y —X—DCRLEZABRLET, B NI VA1 M,
KT L IPSec RNV ERETHHAE, TOETDOCRLET =7 LET,

OB TIL, IPSec iREE TR LET A, PKIBEEOFREL T EZRLET,

R—L A T4 ADINTHE

crypto pki trustpoint VPN-GW

enrollment url http://ca.home-office.com:80/certsrv/mscep/mscep.dll
serial-number none

fgdn none

ip-address none

subject-name o=Home Office Inc,cn=Central VPN Gateway
revocation-check crl
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Device# show crypto ca certificate
Certificate
Status: Available
Certificate Serial Number: 2F62BE14000000000CAO0
Certificate Usage: General Purpose
Issuer:
cn=Central Certificate Authority
o=Home Office Inc
Subject:
Name: Central VPN Gateway
cn=Central VPN Gateway
o=Home Office Inc
CRL Distribution Points:
http://ca.home-office.com/CertEnroll/home-office.crl
Validity Date:
start date: 00:43:26 GMT Sep 26 2003
end date: 00:53:26 GMT Sep 26 2004
renew date: 00:00:00 GMT Jan 1 1970
Associated Trustpoints: VPN-GW
CA Certificate
Status: Available
Certificate Serial Number: 1244325DE0369880465F977A18F61CA8
Certificate Usage: Signature
Issuer:
cn=Central Certificate Authority
o=Home Office Inc
Subject:
cn=Central Certificate Authority
o=Home Office Inc
CRL Distribution Points:
http://ca.home-office.com/CertEnroll/home-office.crl
Validity Date:
start date: 22:19:29 GMT Oct 31 2002
end date: 22:27:27 GMT Oct 31 2017
Associated Trustpoints: VPN-GW

TSUFAT4RIL—FBDESRA RS2+

crypto pki trustpoint home-office

enrollment url http://ca.home-office.com:80/certsrv/mscep/mscep.dll
serial-number none

fgdn none

ip-address none
subject-name o=Home Office Inc,cn=Branch 1
revocation-check crl

SFHE~ TN T T F T 4 A —HIZ AN ENE T,

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
branchl (config) # crypto pki certificate map central-site 10
branchl (ca-certificate-map) #

T R T AY A FOANTI—H FTRITE I showceertificate =~ > RO 1 CiE, FEAEN
PTFICEoTHITENTZZ L ERLTWVET,
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cn=Central Certificate Authority
o=Home Office Inc

D27, AT RS0 = () ZHEALTIUHTICHE S4. 2O 2T 8 EM D —K
AL LTBMESLTHET,

Device (ca-certificate-map) # issuer-name co cn=Central Certificate Authority, ou=Home
Office Inc
!The above line wrapped but should be shown on one line with the line above it.

Y b TN YA R A—ZOEAEOHAEELIZOVTE, FLLIICHAADENTWET
( TName:] THEEDITIE. FIEEL O T2, FFAEZE~ v 7 HUEL VBT 2 BRI B0

TAHANENDGDZLICEBELTLEZEEY) , ZRERAE~Yy 7 TREAESNA YT V27 M4

<

cn=Central VPN Gateway

o=Home Office Inc

Device (ca-certificate-map) # subject-name eq cn=central vpn gateway, o=home office inc

IHT. LENCRESNTHRHE Yy TN T R FRA » MOBInEShET,

Device (ca-certificate-map)# crypto pki trustpoint home-office
ca-trustpoint) # match certificate central-site skip revocation-check
ca-trustpoint) # exit

config)# exit

RENTF =7 SNET (KEZOREITRINTVEEAL) |

Device
Device

Device

Device# write term
'Many lines left out

crypto pki trustpoint home-office

enrollment url http://ca.home-office.com:80/certsrv/mscep/mscep.dll
serial-number none

fgdn none

ip-address none

subject-name o=Home Office Inc,cn=Branch 1

revocation-check crl

match certificate central-site skip revocation-check

|

!
crypto pki certificate map central-site 10

issuer-name co cn = Central Certificate Authority, ou = Home Office Inc
subject-name eq cn = central vpn gateway, o = home office inc

'many lines left out

/\?ﬁ@t7®uﬁfﬁik DREDT=DIT, FITELDITE YTV =7 MADITRFJELRNE D

WCH 74—~y SN TWVAZ LIZHEELTLZEN,
TIUFFT A ANAAAETF = 7T HHEAIL. PTAMKRA Y MIIRO X5 T35 0
‘ij—o

crypto pki trustpoint home-office
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auth list allow_list
auth user subj commonname

EEE IR ERROLIICERIND E, RO~ RR R T A RMRA v MBMEN, &
VEIAHABRANATDAAA F v IR AFy TINET,

match certificate central-site skip authorization-check

W GDr—AZBNWCT T F A b —HZ, CRLOF = v 7 £721L AAA H— L iEfE
T 572D, B M TV YA MIIPSec b RAVEMESLT HMENH Y £7, 72721, match
certificate =~ > K & central-site skip authorization-check (argument and keyword) % i/ L 72
We, TTFFHT 4 AN CRLETNTAAA Y — N —% T2 F T, bR VAT D 2
LixTcx £ A (match certificate =~ K& central-site skip authorization-check 51%t¥s & OY
F—U—REMHLRWVERY, FrpUIfErSinEEA)

T TFHA NMZHDHT A ADOGEHENRZ L TNT, ZOEAEZTHT L7212k
FTNYA MR RNV EMSLT HMEN G 56, &Y 7084 kT match certificate 2~
> k& allow expired-certificate % — 7 — R & T £,

LRSS PIL—ED SR RSB

crypto pki trustpoint VPN-GW

enrollment url http://ca.home-office.com:80/certsrv/mscep/mscep.dll
serial-number none

fgdn none

ip-address none

subject-name o=Home Office Inc,cn=Central VPN Gateway
revocation-check crl

T53U0F1YA R L—E2D LSRRI K

Device# show crypto ca certificate
Certificate
Status: Available
Certificate Serial Number: 2F62BE14000000000CAO
Certificate Usage: General Purpose
Issuer:
cn=Central Certificate Authority
o=Home Office Inc
Subject:
Name: Branch 1 Site
cn=Branch 1 Site
o=Home Office Inc
CRL Distribution Points:
http://ca.home-office.com/CertEnroll/home-office.crl
Validity Date:
start date: 00:43:26 GMT Sep 26 2003
end date: 00:53:26 GMT Oct 3 2003
renew date: 00:00:00 GMT Jan 1 1970
Associated Trustpoints: home-office
CA Certificate
Status: Available
Certificate Serial Number: 1244325DE0369880465F977A18F61CA8
Certificate Usage: Signature
Issuer:
cn=Central Certificate Authority
o=Home Office Inc

B PKI COEREOHAL L UVRHDHE



K
iy

| PKICOIBIEDHA S & UEHOD
pl: sEmgoAsLvEnoRE [

Subject:
cn=Central Certificate Authority
o=Home Office Inc
CRL Distribution Points:
http://ca.home-office.com/CertEnroll/home-office.crl
Validity Date:
start date: 22:19:29 GMT Oct 31 2002
end date: 22:27:27 GMT Oct 31 2017
Associated Trustpoints: home-office

SEHE Y IR M T YA B A—HIZAENE T,

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Device (config) # crypto pki certificate map branchl 10

Device (ca-certificate-map) # issuer-name co cn=Central Certificate Authority, ou=Home
Office Inc

!The above line wrapped but should be part of the line above it.

Device (ca-certificate-map) # subject-name eq cn=Brahcn 1 Site,o=home office inc

SEAE~ v N R T A MRA v MOBIMENET,

Device (ca-certificate-map)# crypto pki trustpoint VPN-GW

Device (ca-trustpoint)# match certificate branchl allow expired-certificate
Device (ca-trustpoint) # exit

Router (config) #exit

RENT =7 SNET REDOKBAIITTRESNTVEREA)

Device# write term

'many lines left out

crypto pki trustpoint VPN-GW

enrollment url http://ca.home-office.com:80/certsrv/mscep/mscep.dll
serial-number none

fgdn none

ip-address none

subject-name o=Home Office Inc,cn=Central VPN Gateway

revocation-check crl

match certificate branchl allow expired-certificate

|

!
crypto pki certificate map central-site 10

issuer-name co cn = Central Certificate Authority, ou = Home Office Inc
subject-name eq cn = central vpn gateway, o = home office inc
! many lines left out

match certificate =~ >}, branchl allow expired-certificate (51%& & —U— F) I OGEH
Ex o R, TITTFA—EBH LOGEIEZ IS L% T SICHIBRT D20 ERH Y £7,
5 . SEBAZE DRI B L UKRIIDERTE

COETIX, CRL¥ Y vz ary ha—LVOREEZITGFEAEO SV T NLE Sy a v o
v he— LV ERETAGAICEHAT ARENE R LET,

CRL¥ v wvia1arhbO—JILOETE

WOFITIE, CAl b7 A MRA v MIEEMTOENTZTXTOCRLD CRL F v v 7%
T4 =TT DB HFEERLET,
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crypto pki trustpoint CAL
enrollment url http://CA1:80
ip-address FastEthernet0/0
crl query ldap://ldap CAl
revocation-check crl
crl-cache none

FROBIOREZFEIT LIEERIL, EREBEDO CRL BT v v =2 STV ET,
Device# show crypto pki crls

CRL Issuer Name:
cn=name Cert Manager,ou=pki,o=example.com,c=US
LastUpdate: 18:57:42 GMT Nov 26 2005
NextUpdate: 22:57:42 GMT Nov 26 2005
Retrieved from CRL Distribution Point:
ldap://ldap.example.com/CN=name Cert Manager,O=example.com

BIfED CRL B3R T 5 &0 IROTHFETH LWV CRL B—H X v ra— RInET,
crl-cachenone =2~ > RBREIZ/2D . R T ARKA LY RO CRLIZTRTH v v o Ini<
0 ET, e, Fr v 2 TEITRY £9, showceryptopkicrls v R&FEITL T,
CRLAF ¥ v ¥ SN TN EZHERTEET, v v aILTNDCRLAZRNTZD,
HANER RSN EE A,

OB TIE, CAl b T A RARA v MZBEEMT ONZTXTO CRLIZ2 O KTIA 7 XA
LEBRETDHHEERLET,

crypto pki trustpoint CAl
enrollment url http://CA1:80
ip-address FastEthernet0/0
crl query ldap://ldap CAl
revocation-check crl
crl-cache delete-after 2

CRLDIEK T A 7 2 A DARET 212D LRRBIOBRE L FAT LIZEZ TH, KRBED CRL
DX Y vaInEd,
Device#t show crypto pki crls

CRL Issuer Name:
cn=name Cert Manager,ou=pki,o=example.com,c=US
LastUpdate: 18:57:42 GMT Nov 26 2005
NextUpdate: 22:57:42 GMT Nov 26 2005
Retrieved from CRL Distribution Point:
ldap://ldap.example.com/CN=name Cert Manager,O=example.com
When the current CRL expires, a new CRL is downloaded to the router at the next update
and the crl-cache delete-after
command takes effect. This newly cached CRL and all subsequent CRLs will be deleted after
a maximum lifetime of 2 minutes.
You can verify that the CRL will be cached for 2 minutes by executing the show crypto
pki crls
command. Note that the NextUpdate time is 2 minutes after the LastUpdate time.

Device# show crypto pki crls

CRL Issuer Name:
cn=name Cert Manager,ou=pki,o=example.com,c=US
LastUpdate: 22:57:42 GMT Nov 26 2005
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NextUpdate: 22:59:42 GMT Nov 26 2005
Retrieved from CRL Distribution Point:

ldap://1dap.example.com/CN=name Cert Manager,0O=example.com

SEFAZEDC Y FILESEY 3y ary bO—ILDERTE

WOHEITIE, CAl hT A MRA > MOGEHE~ vy 72 FEH LEZEAZEO VT AVESFE Y v 3
varhae—LoOREERLET,

crypto pki trustpoint CAl
enrollment url http://CAl
chain-validation stop

crl query ldap://ldap server
revocation-check crl

match certificate crl

|

crypto pki certificate map crl 10
serial-number co 279d

)

GE¥)  match-criteriafi2’ co (&ie) TlE7e< eq (FHELWY) ITHESINTWDIEHE, VU 7T AESE
A=A E GO T, HEY Yy TOV Y TIIVESICEMIC T 20BN H Y £5,

WOHITIE, AAA BHAZER L-iFAZEO Y 7L E By ay vy ha—/LORELE R
LET, ZOHA, FHEIZV U TAES [4ACA] BT, A&7t C%)
AnbiEd,

crypto pki trustpoint CAl

enrollment url http://CAl

ip-address FastEthernet0/0

crl query ldap://ldap CAl
revocation-check crl

aaa new-model

|

aaa attribute list crl

attribute-type aaa-cert-serial-not 4ACA

Y= a2 VI TAES [4ACA] &R OREEMEG SN2 LA R LTVET, FE
HEOHEGIT, REF TERRSNET,

Dec

3 04:24:39.051: CRYPTO PKI: Trust-Point CAl picked up
Dec 3 04:24:39.051: CRYPTO PKI: locked trustpoint CAl, refcount is 1
Dec 3 04:24:39.051: CRYPTO PKI: unlocked trustpoint CAl, refcount is 0
Dec 3 04:24:39.051: CRYPTO PKI: locked trustpoint CAl, refcount is 1
Dec 3 04:24:39.135: CRYPTO_PKI: validation path has 1 certs
Dec 3 04:24:39.135: CRYPTO PKI: Found a issuer match
Dec 3 04:24:39.135: CRYPTO PKI: Using CAl to validate certificate
Dec 3 04:24:39.135: CRYPTO PKI: Certificate validated without revocation check
Dec 3 04:24:39.135: CRYPTO_PKI: Selected AAA username: 'PKIAAA'
Dec 3 04:24:39.135: CRYPTO PKI: Anticipate checking AAA list:'CRL'
Dec 3 04:24:39.135: CRYPTO PKI AAA: checking AAA authorization (CRL, PKIAAA-L1l, <all>)
Dec 3 04:24:39.135: CRYPTO PKI AAA: pre-authorization chain validation status (0x4)
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Dec 3 04:24:39.135: AAA/BIND(00000021): Bind i/f

PKI COFEREDHAE L UEMOEE |

Dec 3 04:24:39.135: AAA/AUTHOR (0x21): Pick method list 'CRL'

Dec 3 04:24:39.175: CRYPTO PKI_AAA: reply attribute ("cert-application" = "all")
Dec 3 04:24:39.175: CRYPTO PKI_AAA: reply attribute ("cert-trustpoint" = "CAl")
|

Dec 3 04:24:39.175: CRYPTO PKI_AAA: reply attribute ("cert-serial-not" = "4ACA")
Dec 3 04:24:39.175: CRYPTO PKI_AAA: cert-serial doesn't match ("4ACA"™ != "4ACA")

Dec 3 04:24:39.175: CRYPTO PKI_AAA: post-authorization chain validation status (0x7)

Dec 3 04:24:39.175: CRYPTO PKI: AAA authorization for list 'CRL', and user 'PKIAAA'

failed.

Dec 3 04:24:39.175: CRYPTO PKI: chain cert was anchored to trustpoint CAl, and chain

validation result was: CRYPTO PKI_CERT NOT AUTHORIZED
1

Dec 3 04:24:39.175: %CRYPTO-5-IKMP INVAL CERT: Certificate received from 192.0.2.43 is

bad: certificate invalid

Dec 3 04:24:39.175: %CRYPTO-6-IKMP MODE FAILURE: Processing of Main mode failed with

peer at 192.0.2.43

EAEF T — UIRAEDERTE

ZOHETIE, T AGEHEOENET = — B L~V R IRET D5 B ET T 2 RER &

TLET,

E7h5)L— b CA~NDIIAEF = — VRIEDERTE
WOFRERFTIE, T, SubCAll, SubCAl. LU RootCA DT X TOFFHENMGEINE

B

crypto pki trustpoint RootCA
enrollment terminal
chain-validation stop
revocation-check none

rsakeypair RootCA

crypto pki trustpoint SubCAl
enrollment terminal
chain-validation continue RootCA
revocation-check none

rsakeypair SubCAl

crypto pki trustpoint SubCAll
enrollment terminal
chain-validation continue SubCAl
revocation-check none

rsakeypair SubCAll

E7H S TFHCA~NDIIBAEF T — VBRI OHRTE

WOFERITIZ, 7 FEPER KO SubCAL FEBIER AR

crypto pki trustpoint RootCA
enrollment terminal
chain-validation stop
revocation-check none
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rsakeypair RootCA

crypto pki trustpoint SubCAl
enrollment terminal
chain-validation continue RootCA
revocation-check none

rsakeypair SubCAl

crypto pki trustpoint SubCAll
enrollment terminal
chain-validation continue SubCAl
revocation-check none

rsakeypair SubCAll

SAEF T — U ORFHEREDRTE

WOFEFITIT. SubCA1 S, BREWF LD CiscolOS BEBIZIZ S, SN EF = —
VTCETILL o THRENZEHEELTWVET,

VTN, RHENZFEHET = — 2 T SubCAl FEAEAZ IR LT2HE. BT, SubCAll, B &
' SubCA1 DEFEHEDRE N/ 77,

v, B SN REHET = — 2 TSubCAL SEFAEZ IR LA WGEE, = —  ORiETk
MLUET,

crypto pki trustpoint RootCA
enrollment terminal
chain-validation stop
revocation-check none

rsakeypair RootCA

crypto pki trustpoint SubCAll
enrollment terminal
chain-validation continue RootCA
revocation-check none

rsakeypair SubCAll
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Cisco Feature Navigator #ff 35 &, 77 v b 74— BLOY 7 b =T A A=V DY R—

MME# A 58 CT& £ 7, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [H5E] 725 7
7EALET,
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