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NMLTEEINET, Bl A U IR Ty MR Ray7INb KA v NORNCH DY
&, Wireshark (337 v badx v 7 F v LET, ZNLUANDEEIL, Wireshark (/37 > b
EXXY 7T LETA, I2E 2 . ANFO VA Y 2EEGERA MO S5 Wireshark
DX ¥ TF ¥ R =T AFYINTER—ADEF 2V T 4Bl L>T ey &N
Ny haeXxy 7Ty LET, MBI, HAOFRO VA Y 38R MR 5
Wireshark O ¥ v 7 F v R U o —(F, LA V20— ADtX =2V T 4 HHEICKY Fa v
TENTEART Yy FEXY T LET,

=Ty RB— R BEOALS v TS v F—T = A X (SVIs) : SVIOHAMHEE S
N33 MI CPU TAEKEN D728, Wireshark 1X SVIOH 12 %+ 7F ¥ TE FH
No TNHDONRT y NaXY 7 F 35121, ar he— 7 L—r AL heL
TEDET,

B 7y bR IFrvOBE |
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Wireshark &0 1 k54> [

e VLAN : CiscoIOS U U — 2 16.1 LA%. VLAN 7° Wireshark D#EkiR A > & LTHEA I
TWABEAE, 7y ¥y 7T v, ANTFmMEBIIFROBED L2 & L3 THR—k
SnET,

s UXA VLT a U BRE  AJHMITHE, VA4 F¥3 (PBREXOWCCPAE) TUX ALY
NENAHERE ST 7 4 v 7 1%, LAY 3 D Wireshark DR A > b LV LEREMICHE T
9, Wireshark X, % CHOLA Y3 AL H—T oA AV XA LT bINDATREMNENH
DA TH, TNy haXy 7Ty LET, RIS, LA ¥3I2koTY A
L7 REnDHIERE (HJWCCP72 &) I3FERIIIC LA Y 38k AR A > FORIZH Y |
Wireshark TldF v 7' ¥ ShvEH A,

» SPAN : Wireshark /%, SPAN%65CE L CRESNTZA VX —T =2 A AT/ ry My 7
Frx T&EHA,

* SPAN : Wireshark (%, AJJHM® SPAN 457t & L TRESINTZA VX —T = AT
Ty heXx 7Ty CExET, HAOFMTHLHEHTE 2a8EERH D £,

« ACL N H STV WS, &K 1000 D VLAN NS /8 7y b — X ¥ 7 F ¥ TX
*9, ACL 2N H SN TV B A, Wireshark D T& A — R o = 7HEIT L 0 A7
KBRVET, FRELT, Xy b 2y I FHIC—FIHEHTE 5 VLAN O i KEUTK
<72 F9, 1000 LLED VLAN b vz —FE 2l L2, ACL #2545 L7
PENRVFERNBAECD AR £3, 21X, TV T 4 B 7T 5 HEMER
HoET,

)

GE) @RI CPUMMIC S22 Y . FHISHLRW AN— FT = 7EIEDJR
EIRD AN B DT, BRI DB AR A~ A2 — I
Ty 7 Fr LN L2 BEIDLET,

Wireshark SR EDHA K54 >
s Wireshark TO/X7 v b ¥ 7 F v 2, N— KT = TEREDBREIRFICEA L ET,

o Ny MBIEIIN— Ry =27 TEEEITINDZD, Xy ME, Y7 by = TAEHO
OIZCPUIZa " —ENFEHF A, Wireshark D 47 > b ¥ 7F ¥ DA, 2347~ MMICPU
I B — &, BUE ST, 2 CPU BEMROEMCS7en 0 £,

s RDGEIZEW CPU (F721ZAEY) FEHRICRDA[REMELRH Y 77,

XY TIF ¥ by alrEA X NI LEMBAREDOEEICLT, FHLAEW LT
T4 T DNR—=A SBERXTZHA,

VT T ANFEEEIF Y T Ty Ry T EHEHL TRy Ty By a U EEE
LT, EHMBEAREOETFICT AL, N7 4—< 2 RAEHIE VAT A~V ZAORENE|
SEZENFET,

«CPUEMREZES LWV EHICT5I12iF, ROFIHEZFTLET,
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s —BERMERTITIZ T A~y TEMEML, ZIRIZT 78 A U A MR LT
EEV, WIFNBFETARETRWERIE, WIRrR, A T4 T4 Z 2L E
—a—O

o 74 VABRANCIE LS ER ST F T, BRI NnzoTiEe<HlBr7e ACL T, b7
T4 T ZBATE (IPvd ODHIREID) HIRL T, RER NI 74 v 7 &5 2HLE
—a—O

cTAT RNT T 47 DXy 7T % |Z Wireshark ZFH L TWBHAE, QoS KU v—%
—HEICEA LT, ¥ 7T 7o AR T T HETERD T 7 1 v 7 ZHIRT
HTEEEZBRBLTIIEZN,

-Nﬁxh%vf%v%@wﬁﬁitiméﬁﬂﬁyF%%Kﬁﬁﬂ@bifommm:
R RDONRTA=ZIZKY, REWEETDHIENTEET,

o X v 7T v HIH

s X ¥ ST X NI T y N

e 77 AN YA X

AV L 745 S NA A (8
-%%7?%?y75V¢K\?N{X@N7f—7VX%AwXC%@¢57 B0 dH 5

Wireshark (2 X 2@V CPU ARSI OA T UEENR2WMHERLET, 25 LRWR
FAELT=%E., Wireshartk ¥ v v 3 &3 IOEIELF9,

c AT TANG L —HF D T T 4 v I BIEITH RO EBHII LTV BHAIE, HIRAR
LCHxFyFF v oyl araETLET,

s Wireshark f > A ¥ VA TR K SHETERTEET, peap 77 A NVFEITF ¥ 7T v
Ny 7y inb/ sy NaeT a— RLTERRTDHT 7T 477 show =< FiE, 1 {HDOA
VABUALLTH Y PENET, HEL, T T A TICTEDLA LV AZ AT
T,

« BT O X v FF I IZEEA T S ACL NEF SN HA1L%I1C. ACL ZEE A2 A9
Téﬁd%&f%v%ﬁi@#é%%#%@iTo%%7?%%ﬁtﬁbﬁwk\ﬁﬁﬁ
DILD ACL ke L THEAH S E T,

e T Ty a T4 AT A~NDEEIART., CPUICAMONNIEBETHITD, v T F v
L— " BRTDRBE. N7 7 ¥ T F vy OEHEBEIOLET,

s RERT7AND peap 7 7 ANNED/Rry T a— KL TERTDH I &l TL
7ZEv, R YIZ, PCIZ .peap 7 7 A V% H5ik L PC FC Wireshark 2517 L £ 7,

c ARNL—V T ANy FEBRIFT D TEDOYE . Wireshark v 7 F ¥ Yot 2%
BRIAT D RN 07 AR—ADRFIHARETH 5 Z & 2R L T &0,

e Ny FEEZCITIE, ROSEEZEEBELET,
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CTAT Ny FeXx T F X LTOLHIE, CPUICAFMOPNLBETH LT 22—
FERRTIEAR < (BRI detailed E— RDOFE) | RIFOHEMH L ET (display 4
Tya v ERELRWEES)

Ty FENY T 7 RIRFT 28EBOX Y 7 F v Bb2%GE. AT n A%#HT 5
72, LWy 7 F ¥ 2B T 2RIy 77227 U T LTLEEN,

c T T HNVE RNy Ty A XEFHL, Ny EBRKDILTWDLEA, Ny 77 A
REBMLU TNy hOEBRELSZENTEET,

e O V=L U4V RUDTAT NNy T a— RRLTERT L5551, Wireshark &
TarNENx Yy I FYHBIIC Lo TR SN TWAZ E 2R LET,

« a7 T4 NHIFIARMGR T 4 NE, TIRA VAN, FHRITIITA Yy SIZTEET,
INHLDHEATOHF LNWT 4NV ERETDHE, BHEOLOEBEEHB L ET,

A\

GE) a7 74X E, CAPWAP No RV A o X —T =2 A Fv S
F v RA L FOEEGRARA L FELTHERLTWAEAZRE, &
AT,

FEEDNEFILF ¥ 7 F ¥ A v M2 ERTLGAIITEHA S NEE A, CLITHFAIENT
WAIEEDIEFTX Y 7 F ¥ BR"A v b NTA—F EFEFTXFEJ, Wireshark CLI Ti,
H—ATONRT A—2FIZHIRITH 0 FHA, ZHEIF Y 7T v RA U FEERTDHDIC
VEEp o~y ROERIRL 9,

BB A R EERS T RTONRNT A=2F, B—OEZRY £9, @i, a2~ FZHEA
NTHZLIZEY EEHFLWODIZESMMA D ZLNTEEY, 2—F—DOMRRIZY
AT LDH LWMEZZ T AN, BVMEZ EEES LET, 2~ FonofBE, B LU ME
DADNNTHENTH D FEAD, /T A —Z OHIBRIZITLE T,

* Wireshark Ti& 1 DL EOEEGAR A > MEFEET H 2 N TEXET, BHEOBRAA K
BT DI, FTLWERIRA > hTa~y REFANLET, BkdhA > ey
HIiE, awr PO noJEREZMM L ET, 8RR A b & LTA ¥ —7 = A%z
BETEET,
7= & 21X, monitor capturemycap interface GigabitEthernet1/0/1in & A L ¥4, ZZ T,
GigabitEthernet1/0/1 [3#%f5e R A > N T3, A ¥ —7 = A A GigabitEthernet1/0/2  #Z#5i 3

HVEND HEEIX, RO X H I AJI L EJ monitor capture mycap interface
GigabitEthernet1/0/2in

o SUTT DAL, WITNDONT A—ZPMUATHDL0EPRE L FT, Wireshark CLI Tid,
start 2~ REANTHRNAEEDONRT A—F R BEETIIEET L ENTEET,
start A~ REANTD L, TRTOMENRT A—=F N ATl Ll L7z &Iz o
Wireshark 23BR#E L £ 77,
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XX T F v KA FOVERKHT 7 7 A V3T TICIFET 284, Wireshark 127 7 A V&
EEXTEZDEINE IOV THWEDLEET, ¥ 7T v RA v FOFMUEFZT 74
ANTTICFEET S, Wireshark [ZBEFED 7 7 A V% FEX LET,

« /R 7R stop == > K& 357>, automore E— RIZ q = AJJ LT, Wireshark D& >
arERTLET, By, IRy b ¥ ST v OfilRAR &0 LD S
Ml SN & 2, BRI T LET,

s Ny ENT 7y MIF ¥ 7 F Y ORBIZEREINEYA, 72720, Fay7rEn-
YA ZEBDO Ny MO ABNERINET,
F 74 L kD Wireshark D& E

WDOFEIL, T 7 4/ D Wireshark DR EZ R L TUWVET,

Hae T4 LERE
FrfocsfH] iR 7 L

Ny b HilFR 72 L

Ry bR HIRRZR L (7L 7w B)
Ty AN P AR HillR7e L

Vo7 774 ARL— L

Ny 77 DAML—Y F—R =R

HARAHINT Y X TFHIZDOUNT

EPClE. X7 v hD R —R & FF TN a—TF (o I OMIIA TR S AT IWE PR HE
AL E, ZOMREAHHTHE. Xy NT—Z BT, VAT T, ZEHAD T B0
WET L7 —F Ty haeXxy I Fy TEET, Xy NI EFHEFIL, v T TFr Ny Ty
PARXELZAT PEREITV=T) BERXF YT TF X THE Ty hORRAL NEER
TEHEAENRHVET, Ty b FrTFx L— NI EAEEAEAER LAY N
VITEET, FexE TR ar b= L VA MEFEHL TRy T F v KRGy b
EITANEN o TTHEFT T a e, Ry N Fy 7Ty L— NEREFH TV T
FROFRER EOFEMREREIT O AT > a U IFIHTEET,

HHARAHINT Y B X TFrDF A

¢« TNARATIPVABIOIPVG X7y Xy T TE, MAC 7 A VX EFERALEZD .,
MACT KL Z2&<oF &0 LT, FEIP Ty bbF v 7 F v AlfE,

Xy N XX T Ty RA L N EAINIT DIREFRERA VT TA RN T I T v T T ¥
RAY M, Ty "R Ty I, Ny Ty EEEMTEND VT T v RT v
Ty b AwRA L RTT,
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Nry b T—2F%vTFv .

WY — NV EER LT Lz N7 v b ¥ 7 F ¥ 77 A (PCAP) BT/ 7w
k% FF ¥ 2T AR— T SRR,

s SEIERFHFMLANNTHR Yy T TFy SNTT = Ny T a— 150k,

Nry b T—8 XvTF~v
STy N Fel R T Tl Ny T T IEMENS T~ sy hOXR X T T T, S
Iy kTt Ry T FlE, —EOAMERT A= EANTH T LT RS TERLET,

COLEXRYTF YT ROT 7 a Ly EFEITTEET,
A UH =T 2 A ATOX YT F DT 7T 1 71k,
XY T F Y IRA L b~DT 7 A2 br—L AL (ACL) X7 T A~ v 7O A,

Y

(GE)  Network Based Application Recognition (NBAR) & MAC A ¥ A )L
DI TAXY T, PR—FSNTHERA,

« X IF v ORI,

s A RXRH AT IR EDNRy T 7 AN — RT A—=HDIRE, VA AOFFHIX 1~ 100
MB T¥., 774V DRy 77 3#ETT, 9 1ODONy T 7 A7 v a A3ERT
7,

e bha, IPT RLA, R—b 7 RLRIZETAIEREEGTe—EILMEDTRE,

INTY Y TF v DEREHE

TITE, Ny R T Ty OREICOWTHHALE T,

Wireshark D% € 5%
Wireshark % & E 3 21213, ROIEARN R FIAZFETLET,
1. ¥ 7Fx¥ "M bEERLET,
2. X TTF X RA L IDONTRA=FZBINETITERLET,
B XXTTF X RA L NET T4 TERIIHT 7 T4 T LET,
4. XX T T ¥ RA U FEASREMA L2WGEITHIBRL £,
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v TFy R4V MDER

ZOFNEOHE T, FEFICV TN Xy T Fx AU hEERLET, LEIDELT,
monitor capture 2~ > KD 1ODA Y AX LV AEFH L THX Yy 7 F ¥ RS b EZDOTRTOD

FIEDHE

F IR D

NIA—BEERTEET,

N

Ry bEr IFe0BE |

GE)  BARA v b, ¥ TFv0hm, BEIOaT 74V EABEETHF v 7 F v RA v MaF

DEIERT HLENDY £,

a7 T ANBEERTHLENRRNDIL, CAPWAP ho RV v A B —T x4 AEFHL
TUAVLAFYTF v AV FEEERETIHETT, ZOHA. a7 74 V2T EHELE

Fh, ZHIEMTE A,

XY T T ¥ RA 2 PEEET DI, ROFIEEZFATLET,

-—

enable

N

| out | both}

show capwap summary
show running-config
copy running-config startup-config

NoO oA w

monitor capture {capture-name} {interface interface-type interface-id | control-plane} {in

monitor capture {capture-name} [match {any | ipv4 any any | ipv6} any any}]
show monitor capture {capture-name} [ parameter ]

ARV RFEEETIVa Y

=)

ATy 71 |enable FiHE EXEC E— RE AT L ET,
il - NAT—=FRZ AN LET (BERINTZHE)
Device> enable

A w 772 | monitor capture {capture-name} {interface XY ITF v RAV FNEEHFEL, ¥ 7T ¥ AV

interface-type interface-id | control-plane} {in | out
| both}

1

Device# monitor capture mycap interface
GigabitEthernetl/0/1 in

B 7y bR IFrvOBE

M ABRE AT STV B EERIARA o M EREE L,
X ST DFAERELET,

F—U— ROERIIRD LB TT,

e capture-name : BT HF ¥ 7 F ¥ KA D
ZAiERELET (B TiEmycap BEHINT
WET) . FX T TFXAOREIILLFLUFIC
LT &, BT, 7o¥—2a7 ()
DHNBFFAISIET
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FYyTIFy R4V FDES

AU RFERETIVa Y

B8

+ ({£E) interfaceinterface-type interface-id : % v

TF xR A SRBEEMT DD EAA b
ZIEE L £ 9 (HITlX GigabitEthernet1/0/1 23
HEhnTnEd) .

GE) FTarsT, IDavwrs KAy
AL AL DTIDOXR YT F v R
A v FOBEOBHARA B EIW
INFGA—HFTRTCEERTEET,
INHD/NT A—ZIZONTIE,
X T T BA LN RTA—=HD
ERIZET HFIECHHA I TWE
T, OV R — NI, BEa A v
k2 BINE L OHIBRT 7212 b
HATxET,

interface-type (ZIZRDOWF 2 L £ 7,

+ GigabitEthernet : Bkt~ 1 > b %
GigabitEthernet & L CHEE L £,

evlan : #EfiAR A &2 VLAN & L THREL

ij‘o

GE) DA B —T A RAEERRN
A4 Me LTHERT 2581,
ANFx T F v DIHHARET
7T

« capwap : iR A1 > k% CAPWAP b %
NVELTHRELET,
GEx) DA B —T A RAEERN
A e LTHERTSE, a7
T4 NI TEEE A,

+ ({EE) control-plane : ##fihA >~ L T=
vhu— AT L— R RELET,

«in | out | both: ¥ 7F ¥ DOHMEIEEL
iﬁ—c

ATvT3

monitor capture {capture-name} [match {any |
ipv4 any any | ipv6} any any}]

a7 VAT LADT A NEEERLET,

"oy rxrIFroiE )



B =77 ®oroes

Ry bEr IFe0BE |

ARV RFERETIVa Y

B8

1

Device# monitor capture mycap interface
GigabitEthernetl/0/1 in match any

G¥) a7 T4 NEPMERTE 27257,
CAPWAP D bRV T A X —T =
A AT GRA v B LTRSS

X OFNEEZFEITLARNTL I,

F—U— FOERIIRD LB TT,

e capture-name : T HF ¥ 7 F ¥ KA D
ZAiERELET (B TiEmycap BEHINT
WET)

smatch : 74 VXA EBELET, TEINTW
BEHIDT 4 NEZ 3T 7 4 VHTT,

G¥) X FFyv RA LM, a7 VA
THTANE ERERRA Y FOE
HHBERINTWRWERITT 7
T4 T TEERA, 25 DER
il L CWRNWR v T F ¥ R A
Y ENET T 4Tk L LD ETD
L. mT—NERERET,

cipvd  IP R—T a4 DT VA EIRELE

‘a‘o
cipv6 : [P N—T 3 6 DT 4 VX ERELE
j—O
A 7 4 | show monitor capture {capture-name} [ parameter] | 25 v 72 CEZBE LT v FF ¥ RA v h /8T A —
Bl - ZoaRRL, FYTTFXYRA U PEERLEZ LT
Device# show monitor capture mycap parameter E@ﬁgl/giiro
monitor capture mycap interface
GigabitEthernetl/0/1 in
monitor capture mycap match any
R T 75 | show capwap summary TAY VA XY TF v DAL F& LTHEHT
Bl - &% CAPWAP b Rz FoRr LET,
Device# show capwap summary GE) Zha<w NI, VA VYL ARy S F ¥
& FATT D720 CAPWAP ko RV %
BEgiARA o P LT L TV D 5HEIC
DHMEM L ES, HlDOED CAPWAP O
Bl LT 7EE0,
A7y 7 6 | show running-config AN R L ET,

1 -

B 7y bR IFrvOBE
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Device# show running-config

ATy T17

copy running-config startup-config

1

Device# copy running-config startup-config

ER) av74FX¥al—Yary 77y A NVICREL
RIFLETS

1

CAPWAP 5 RA v R TRy FF v AV "NEERT AITITREEITLET,

Device# show capwap summary

CAPWAP Tunnels General Statistics:

Number of Capwap Data Tunnels =1
Number of Capwap Mobility Tunnels =0
Number of Capwap Multicast Tunnels = 0
Name APName Type PhyPortIf Mode McastIf

Ca0 AP442b.03a9.6715

Name SrcIP

CaO0 10.10.14.

data Gi3/0/6 unicast -

SrcPort DestIP DstPort DtlsEn MTU Xact
5247 10.10.14.2 38514 No 1449 0
mycap interface capwap 0 both

Device# monitor
Device# monitor
Device# monitor
Device# monitor

*Aug 20 11:02:21.983:

capture
capture
capture
capture

mycap file location flash:mycap.pcap
mycap file buffer-size 1
mycap start

$BUFCAP-6-ENABLE: Capture Point mycap enabled.on

Device# show monitor capture mycap parameter
monitor capture mycap interface capwap 0 in
monitor capture mycap interface capwap 0 out
monitor capture mycap file location flash:mycap.pcap buffer-size 1

Device#

Device# show monitor capture mycap

Status Information for Capture mycap

Target Type:

Interface: CAPWAP,

Ingress:

Egress:

Status : Active
Filter Details:

Capture all

packets

Buffer Details:

Buffer Type:
File Details:

LINEAR

(default)
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Associated file name: flash:mycap.pcap
Size of buffer(in MB): 1
Limit Details:
Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)
Packets per second: 0 (no limit)
Packet sampling rate: 0 (no sampling)
Device#
Device# show monitor capture file flash:mycap.pcap
1 0.000000 00:00:00:00:00:00 -> 3c:ce:73:39:¢c6:60 IEEE 802.11 Probe Request, SN=0,

2 0.499974 00:00:00:00:00:00 -> 3c:ce:73:39:¢c6:60 IEEE 802.11 Probe Request, SN=0,
3 2.000000 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
4 2.499974 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
5 3.000000 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
6 4.000000 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
7 4.499974 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
8 5.000000 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
9 5.499974 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
10 6.000000 00:00:00:00:00:00 -> 3c:ce:73:39:¢c6:60 IEEE 802.11 Probe Request, SN=0,
11 8.000000 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
12 .225986 10.10.14.
13 .225986 10.10.14.

14 .225986 10.10.14.

9 -> 10.10.14.32 DTLSvl.
9
9
15 9.231998 10.10.14.
9
9
9
0

-> 10.10.14.32 DTLSvl.
-> 10.10.14.32 DTLSv1.0 Application Data
10.10.14.32 DTLSv1.0 Application Data

0 Application Data
0
0
0
-> 10.10.14.32 DTLSv1.0 Application Data
0
0
6

Application Data

16 .231998 10.10.14.
17 .231998 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data

18 .236987 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data

19 .000000 00:00:00:00:00:00 => 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........

20 10.499974 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........

21 12.000000 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........

22 12.239993 10.10.14.
23 12.244997 10.10.14.
24 12.244997 10.10.14.
25 12.250994 10.10.14.

NDNDDNDDNDDNDDNDDN
1
\

=

-> 10.10.14.32 DTLSv1.0 Application Data
-> 10.10.14.32 DTLSv1.0 Application Data
-> 10.10.14.32 DTLSv1.0 Application Data
-> 10.10.14.32 DTLSv1.0 Application Data
26 12.256990 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
27 12.262987 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
28 12.499974 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
29 12.802012 10.10.14.3 -> 10.10.14.255 NBNS Name query NB WPAD.<00>
30 13.000000 00:00:00:00:00:00 -=> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........

NN DN DNDNDN

RDBERY

SOLRDPBEHARA L FEEBIMLT, %Y T7FXYRA L FORTA=FEERT L, 777471
TEET, FE, S T F vy ARA U 22O FEHFHLI-WEAIITSICT 7740 7635
e TEET,
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$vTFv KLUk K5 i—anemErEzE [

\)

() ZOMEYZTHHSNTWAAY vy REFHLTEFY 7 F v RA L FORT A =X B EHS
HIEITTEEREA,

AP =P oTe X v ST v 4, ETITEDFE L RVEERAA AT HE ALy
F1Z. TCapture Name should be less than or equal to 8 characters. Only alphanumeric characters and
underscore () is permitted] 35 T 1% Invalid input detected at '*' marker] @ X 5 2= — % IR
LET,

XxTF o RAY b RS A=A DEMEIZER

INTA=ZDEZRET L FIEL, NEFIZY XA PSHETH AEREDIHFTEITTEET, 1
170 247, FIFEEATTIRE TS £9, BEIREN TSR A » h2RE, AT =
YEHERTLHILET, EEOHEA L VEREDEICESHA L ZENTEET, §TIHRES
NIERFEDNT A= ZPERINTWDEGEIE, A 2T 0T 4 TICHERT DRERH Y £
R

¥ TT ¥ RA L FDONRTRA=ZEEET DI ROFIREFETLET,

JR 8O DRI
UTOFIEZETTDRICF ¥ 7 F v RA P2 ERTLLENDHY 77,

FIRDHE
1. enable
2. monitor capture {capture-name} match {any | mac mac-match-string | ipv4 {any |
host | protocol} {any | host} | ipv6é {any | host | protocol} {any | host}}
3. monitor capture {capture-name} limit { [duration seconds] [packet-length size] [packets
num] }
4. monitor capture {capture-name} file {location filename}
5. monitor capture {capture-name} file {buffer-size size}
6. show monitor capture {capture-name} [ parameter ]
7. end
F gD ¥4
ARV KRFERETI a3 Y B#J
AT w71 |enable FiHE EXEC T— N2 AT L E T,
i) : e NMAT—REANLET (ERINTEHE) .
Device> enable
R 7 72| monitor capture {capture-name} match {any | ACLE 72137 7 A~ v I THRMICER I N2 T
mac mac-match-string | ipv4 {any | host | VAT LT 4 VA (ipvdany any) FERLET,

protocol} {any | host} | ipv6 {any | host |
protocol } {any | host}}

| "oy rxrIFroiE )
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Ry bEr IFe0BE |

ARV RFERETIVa Y

B8

1

Device# monitor capture mycap match ipv4 any any

R 73| monitor capture {capture-name} limit { [duration |fbEfTOE v 3 VHIE (60) . v 7F v S
seconds] [packet-length size] [packets numi ) Sy b, E 1% Wireshark (2 o T S5 /<
Bl Ty RS AY R @00) EHRELET.
Device# monitor capture mycap limit duration 60
packet-len 400
R w 7 4 | monitor capture {capture-name} file {location v P FvRBA L NIy NEERTBEIT TR
filename } KXY TF¥ TEDLITTBHBEL, 77 A 1D
Bl - TYvIT—va rERELET,
Device# monitor capture mycap file location G¥) TTIZ T 7 A IVDFEET LS. Fn
Flashimycap.peap EEE BN L D MR T B LN
% D iﬁ—O
Z 5 7§ | monitor capture {capture-name} file {buffer-size NT 7 4 w7 N—2 OB Wireshark T &
Size} NDAEY Ny 77O A XEHELET,
i
Device# monitor capture mycap file buffer-size
100
ATFvT6 show monitor capture {capture-name} [ parameter] |DIFICER LT ¥ 7 F ¥ RA L F RNTA—F %
15“ : E%i—“ [/ji—a«o
Device# show monitor capture mycap parameter
monitor capture mycap interface
GigabitEthernetl/0/1 in
monitor capture mycap match ipv4 any any
monitor capture mycap limit duration 60
packet-len 400
monitor capture point mycap file location
bootdisk:mycap.pcap
monitor capture mycap file buffer-size 100
A7y 77 |end F#HE EXEC £— RIZR Y £,
f5il

Device (config) # end

INGA—BDER

X TFv T7AIOBER (T F 1= IXBIE (T ERER

Device# monitor capture point mycap file location flash:mycap.pcap

Device# no monitor capture mycap file

B 7y bR IFrvOBE
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v TFe KA b 55 4—508% |

Ny R IN—ZX FDOWMBIZAEY Ny T7 YA XEHEET S

Device# monitor capture mycap buffer size 100

IPv4 & IPV6 DEAIZ—ET A LS, BTRMEDT7 VRATL FJ4ILE3EEETD

Device# monitor capture mycap match any

RDHRY
XX T T ¥ RA L MIBBERANTA=IPTRXTHFENTWDHEIET 77 4 7L L £,

v TFv RA2 kIS A= DHIRK

NEFIZ R RSN TWETR, NT A —=F ZHIRT 5 FIRIMEEONEFF CEITTE £, 117,
247, EIFEEBATTHIBR T E £9, BEDSAIREREERARA » P ARV T, ARED/NNT A —H
AHIRTE 9,

¥ TT ¥ RA L FONRTRA=Z2HIBRTLHI2E. ROFIREZFETLET,

188 BRI

XY TTF v RA L b AT A=ZF, UTOFIEZEHEN L THIBRT 2RNCERT 2LENDH Y
ij_o

FleDHE
1. enable
2. nomonitor capture {capture-name} match
3. nomonitor capture {capture-name} limit [duration] [packet-length] [packets]
4. nomonitor capture {capture-name} file [location] [buffer-size]
5. show monitor capture {capture-name} [ parameter ]
6. end
FIED %
ARV RFERETI a3 Y B

AT w71 |enable
fAi

Device> enable

¥i#E EXEC T— F&EADIZ L £,
e NRAT—=RZADLET (ERENTEZHES) .

Z w72 |nomonitor capture {capture-name} match ¥ 7F ¥ KA F (mycap) CTEZEINTWSDT
Bl RTOTAAH EHHRLET,
Device# no monitor capture mycap match

Z T =f 3 |nomonitor capture {capture-name} limit Wireshark 12 X > TIRE SN DBy > 3 Z A L
[duration] [packet-length] [packets] RELO STy b7 AV MEFREIBRLET, 20

1

OFEE SNTHIRITEDE TR £,

"oy rxrIFroiE )
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Ry bEr IFe0BE |

ARV RFERETIVa Y

B8

Device# no monitor capture mycap limit duration
packet-len
Device# no monitor capture mycap limit

Wireshark O3 X TOHIfR%E 27 V7 LET,

A7 7 4| nomonitor capture {capture-name} file [location] | = 5 1 L ORIHEAHF ZHIR L £, ¥+ 7F v HA
[buffer-size] VRIS baRy TF oy L R0 T, #R
i EINRFEITSNET,
Device# no monitor capture mycap file 774’/1/4j§@%@ﬁ-5j‘7&ﬁ|”g%bijﬂo 77’/])/14?:
Device# no monitor capture mycap file location %031%’(’707"(’ BAL P& ﬂiﬁﬁﬁﬁ‘ﬁ' SRR 72D
F9, L, fOERS N7 7 A VEEAT X
ZOT Vv a il i o UL Z T WA,
R 75 | show monitor capture {capture-name} [ parameter] | X5 2 —Z OYIGEFERICE R ERZ SN TV A X ¥
Bl TFx RA LR RTA—HERRLET, Zo=
e . ~ Y RiE FXY T F v RS EEEMST BN DN
evice# show monitor capture mycap parameter _ N o e
monitor capture mycap interface T A —H EHERT DT DI FNEDEE O M THELT
GigabitEthernetl1/0/1 in T ij*o
ATwv 76 |end Rt EXEC E— RIZE D £,
f

Device (config) # end

RDEZRY

XY T TF v RA Y MIBBERNRNTA=ZPRTXTEENTWLHEIET 774 7L LE T,

\}

6=

XX SFRA L BT I T 4 THEXIINTA—EANYIEREND L, AL v FIT THx 7

FXMNT 2T 47 TT (Captureisactive) | &WVH =T —2RKRLET,

Fv TF ¥ KA 2 LDBIRR
X T B M EHIRT I, ROTFIREFATLET

FIRDEE

48 HREIIC

Xy TF v RA L ML, UTOFIEEZMEH L THIBRT AENCERT ALERH Y 4. BT
DHNZ, ¥ TF ¥ RA LV FEEIETAIZLERDY 4,

1. enable
2. nomonitor capture {capture-name}

3. show monitor capture {capture-name} [ parameter ]

B 7y bR IFrvOBE
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4. end
5. show running-config
6. copy running-config startup-config

0 TFoRAU L ETOT 4 IERRET 74 T1255 ||

F gD &
AR NERERETI V3 Y =LY
ATy 71 |enable FiHE EXEC E— RE AT LET,
i : e RAV—REASLET (FERINZHE) .
Device> enable
Ay 72 |nomonitor capture {capture-name} BESNEF v 7 F ¥ BA L b (mycap) ZHIHL
il - ENE
Device# no monitor capture mycap
Z 7 73 | show monitor capture {capture-name} [ parameter ] | $&7& S L7z ¥ 7F ¥ HA o MIHIR S iz 7201
5l - ELARNI L ERT A v = Ve foR LET,
Device# show monitor capture mycap parameter
Capture mycap does not exist
ATy 74 |end FiHE EXEC £— RIZEY £,
i -
Device (config) # end
A7y 75 | show running-config AN ZRER L ETS
{5
Device# show running-config
R 76 | copy running-config startup-config EB) av74FX¥alb—vary7r7AVIRERY

1

Device# copy running-config startup-config

RDBERY

BIER L7260 & [/ LA OFRF + 7F v KA M EERTEET, ZhbOFIELES,
XX TF v RA L POEBRBERVELIEWEAICETLET,

X TF RAVNETOT4TERIFETIT12II2T 5
X T Fv RA L NET I T 4 TEITIET 7T 4 72T DI, ROFIEZFE(TLET,

"oy rxrIFroiE )



Ky bFeIFeniE |
B o7k re707 0 TEREETIT 4 TI2T D

1R BHHEIIZ

B A VR BX T VAT L T4 A RERSH, BT DT 7 A LA BTTIC
THETIHATH, Y TF Y RA L MIT 7T 4 T 520N T&EET, 2ok Her—
ATk BEfFO 7 7 A M EEX SN ET,

BT A7 7 A NZLDIRNWFT Yy TTF v IRA L ME, BT BEDEFIET 7T 4 7 TEE
T, T ANADBRESN TN E Xy NIy 77 IREESRET, 74 78R (Fv
TFXEEOFRR) X, T ANBIONRNy 77 = KOWFTHEATE £,

FRT ANBERELRWES, 7y MITATERRENT, a7 VAT L T4V HZ (k-5
THXFY T F v ENTZTRTCONRTy MBRFERENET, T 7 /0 FDOFERE— Nidbrief TI,

\ )

GE) CAPWAPD Fo RV A A —T oA AEHERA L N LU THERTALE, 27 7404
WER SN2V, ZORSIIERTLILEITIH Y FHA,

FIEDHEZE
1. enable
2. monitor capture {capture-name} start[display [display-filter filter-string] ] [brief | detailed
| dump]
3. monitor capture {capture-name} stop
4. end
5. show running-config
6. copy running-config startup-config
FIED %
ATV RFERET7TIV3 Y B
AT w71 |enable it EXEC E— RZ AT L ET
i - e NATU—RKEANLET FERENTEHE)
Device> enable
A 72 |monitor capture {capture-name} start [display Xy TFxY RS T T o7kl Istp) B
[display-filter filter-string] ] [brief | detailed | Ty MEIREREIND LSICETE T AL
dump] LET,
1 -
Device# monitor capture mycap start display
display-filter "stp"
A 73| monitor capture {capture-name} stop Xv I TFxv KA NEHET 7T 4TI LET,
i) :
Device# monitor capture name stop

B 7y bR IFrvOBE |
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X3
it

0 TFoRAU L ETOT 4 IERRET 74 T1255 ||

ARV RFERFTIVaY =)

AFwv 74 |end
I

Device (config) # end

HikE EXEC £— RIZRY £,

A7y 75 | show running-config AN EHERBLET

1 -

Device# show running-config

A7y 7 6 | copy running-config startup-config EE) 2y 74FXal—Tary 77 A VICRER

1

Device# copy running-config startup-config

RFLETS

RDBRY

XX TTARA L NET I T4 T7BROET 77 4 72T DB, WS OO T —NFAT
HAREMDRH Y 3, W, BETHHREOH D=7 =DV OO flZ R LET,

T 7T 4 AT DB R A R DS

Switch#monitor capture mycap match any

Switch#monitor capture mycap start

No Target is attached to capture failed to disable provision featurefailed to remove

policyfailed to disable provision featurefailed to remove policyfailed to disable provision
featurefailed to remove policy

Capture statistics collected at software (Buffer):

Capture duration - 0 seconds
Packets received - 0

Packets dropped - 0

Packets oversized - 0

Unable to activate Capture.

Switch# unable to get action unable to get action unable to get action
Switch#monitor capture mycap interface gl1/0/1 both

Switch#monitor capture mycap start

Switch#

*Nov 5 12:33:43.906: $BUFCAP-6-ENABLE: Capture Point mycap enabled.

TIT 4 AT BRI T 4 VX AR

Switch#monitor capture mycap int gl1/0/1 both
Switch#monitor capture mycap start

Filter not attached to capture

Capture statistics collected at software (Buffer):

Capture duration - 0 seconds
Packets received - 0

Packets dropped - 0

Packets oversized - 0

Unable to activate Capture.

"oy rxrIFroiE )
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B o7k re707 0 TEREETIT 4 TI2T D

Switch#monitor capture mycap match any

Switch#monitor capture mycap start

Switch#

*Nov 5 12:35:37.200: $BUFCAP-6-ENABLE: Capture Point mycap enabled.

Xx IF X RA L IMTTIET VT4 7{EENTHBEDIIZ, BlOFTF v RA L "ET
T4k LES TS

Switch#monitor capture mycap start

PD start invoked while previous run is active Failed to start capture : Wireshark operation
failure

Unable to activate Capture.

Switch#show monitor capture

Status Information for Capture test

Target Type:

Interface: GigabitEthernetl/0/13, Direction: both
Interface: GigabitEthernetl/0/14, Direction: both
Status : Active

Filter Details:

Capture all packets

Buffer Details:

Buffer Type: LINEAR (default)

Buffer Size (in MB): 10

File Details:

Associated file name: flash:cchh.pcap

Limit Details:

Number of Packets to capture: 0 (no limit)

Packet Capture duration: 0 (no limit)

Packet Size to capture: 0 (no limit)

Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

Status Information for Capture mycap

Target Type:

Interface: GigabitEthernetl/0/1, Direction: both
Status : Inactive

Filter Details:

Capture all packets

Buffer Details:

Buffer Type: LINEAR (default)

Buffer Size (in MB): 10

File Details:

File not associated

Limit Details:

Number of Packets to capture: 0 (no limit)

Packet Capture duration: 0 (no limit)

Packet Size to capture: 0 (no limit)

Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

Switch#monitor capture test stop
Capture statistics collected at software (Buffer & Wireshark):

Capture duration - 157 seconds
Packets received - 0

Packets dropped - 0

Packets oversized - 0

Switch#

*Nov 5 13:18:17.406: %BUFCAP-6-DISABLE: Capture Point test disabled.
Switch#monitor capture mycap start

Switch#
*Nov 5 13:18:22.664: $BUFCAP-6-ENABLE: Capture Point mycap enabled.
Switch#
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FYTFY RAV N IT7DO YT

X TFXYRAV NI ITFDIYT .

WOFINEIZH S TNy T 7 arT oV 7 VTT 50 N7 7 ANMA ML= 8 ULTRETE

LE7,

A\

=)

Ny NaRNy T 7 NIRRT 2BBOF Y 7 F xR L50. AFY a AZRT 5720, #

LWk ¥ 7 Fy ZBIGT RNy 7727 VT LTLKTESV, T T 4T Fx 7F v KA
YDy TR YT LIRNTLIZIN,

FIED#E
1. enable
2. monitor capture {capture-name} [clear | export filename]
3. end
4. show running-config
5. copy running-config startup-config
F gD FH
ARV RFERETY a3 Y BHY
AT 71 |enable HHE EXEC T— RZAMIc L £,
fl e NAU—RZANLET (BERINTHR) .
Device> enable
Z w72 | monitor capture {capture-name} [clear | export |clear : 52y 7 7 H#HIBELET,
filename]
GE) clear =~ REFETTH L&,
fi
. i * DNA Advantage 7 1 £ A Tlid, Z
Device# monitor capture mycap clear . .
DA<y NIy 77 2HIBRETI
Ny 77 DODNEZ7 VT LET
MOTXTOITA B ATIE, 20D
awr RNy 77 BIREHIBR L £
R
export : /Ny 7 7 TX ¥ I TF ¥ SN Tw LR
FL. Ny 77 ZHIBRLET,
ATwv73|end Rt EXEC E— RIZIRD £77,
fi

Device (config) # end

"oy rxrIFroiE )
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B wona sy b xeTFv0RESS

ARV RFEEETIII Y BRI
R 7 4 | show running-config ADEHER L ET,
I

Device# show running-config

R T w 75| copy running-config startup-config ER) =274 Fal—valry 77 NVICREL
15“ : 1%?? Lij‘o

Device# copy running-config startup-config

Bl: X TF R4V b Ny T 7D0E
FvTFYDITF7AINLADIY AR— b+

Device# monitor capture mycap export flash:mycap.pcap

Storage configured as File for this capture

T TFYRAVE N IT7DHYT

Device# monitor capture mycap clear

Capture configured with file options

RDBERY

)

((F) DNAAdvantage UANADTA BV ATHF X TF Y HRA L FONy 7727 VT LEIETDHE,
A A F1% [Failed to clear capture buffer : Capture Buffer BUSY] = F —ZF&/RL 9,

HHAHIAFHINT Y B X TF v DRERE

Wy b 7—8 Xx TF v OERE
S

GB) 77547 Rh¥xTFFvRA L hDxT 7 ZKR— L. DNAAdvantage DA THR— F STV
F9, MOTXTOIATDITA B ATIE, FTHFY 7 F ¥ 2FELLTNLT T AR— &
TOMENRD Y £7,

Ny 77 F=RFTATy b 7T—=2 v 7 Fy2EFHT DI, ROFIEZETLET,

B 7y bR IFrvOBE |



| oy bFrIFrosE

R’y k=2 xx7F7v0eE |

FIEDHE
1. enable
2. monitor capture capture-name access-list access-list-name
3. monitor capture capture-name limit duration seconds
4. monitor capture capture-name interface interface-name both
5. monitor capture capture-name buffer circular size bytes
6. monitor capture capture-name start
7. monitor capture capture-name stop
8. monitor capture capture-name export file-location/file-name
9. end
FIED %
ARV RFERRETI Y B
ATy 71 |enable F#ME EXEC E— REZAMICLET,
1 : NAT—=REANLET (FERInZBE) .

Device> enable

ATvT2

monitor capture capture-name access-list access-list--
name

1

Device# monitor capture mycap access-list vé4acl

TIRAVRANER Ty N XX Fry0ar 74
NEELTHREL, T —F vy 7 F vy 2R TLE
7,

ATvT3

monitor capture capture-name limit duration seconds

1

Device# monitor capture mycap limit duration 1000

T=H = F X T TF Y ORIRZRELET,

ATv74

monitor capture capture-name inter face interface-name
both

1

Device# monitor capture mycap interface
GigabitEthernet 0/0/1 both

AR A P BIOR Yy b 7u—FHREfHETE L
T, E=XA— Xy I F 2R ELET,

ATy TH

monitor capturecapture-name buffer circular sizebytes

1 -

Device# monitor capture mycap buffer circular size|
10

Ry T =2 %2Xx T Fx T 5Ly T 7%
RELET,

ATvT6

monitor capture capture-name start

1 -

Device# monitor capture mycap start

FNI7T749 7 RL—=RARAL L FTHRTy b T—H
DNy T 7 ~DX ¥ 7T ¥ 2L ET,

"oy rxrIFroiE )
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Ry bEr IFe0BE |

ARV REEEFET7IVa Y B
R 777 | monitor capture capture-name stop N7 497 FNLV—=RARA L TRy b FT—X
{5 DF ¥ FF v zfEIE LET,
Device# monitor capture mycap stop
R 7 8 | monitor capture capture-name export file-location/file-- | 547D 7= D12 ¥ FF ¥ ST — X 5T 7 AHR—
name FLET,
1
Device# monitor capture mycap export
tftp://10.1.88.9/mycap.pcap
AFv79|end ke EXEC E— RICEREY £7,
1 -

Device# end

FoTFvENET—EDEZR)UTEADTFUR
XX ST EINT Ty N T —EDE=F ) T e AT RELTH I, IROIVEEEFLT
LET, v 7F v N7 7DFMESTY 7F ¥ KAV bOFMEFRRLET,

FIRDHE

F IR D

1. enable

2. show monitor capture capture-buffer-name buffer dump
3. show monitor capture capture-buffer-name parameter
4. debug epc capture-point

5. debug epc provision

6. end

AU RFEEETIVa Y

=)

A7 w71 |enable Fibe EXEC E— FEHMIC LET,
E NAT—= R AN LET (ERSNESS)
Device> enable

R 72 | showmonitor capturecapture-buffer-name buffer dump | (L&) S+ 7F ¥ &7y v hD 16 EH X 7EB &

1

Device# show monitor capture mycap buffer dump

VEDAZT—=H KR LET,

B 7y bR IFrvOBE
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i’y rxrIFenzes

AU RFERETIVa Y

B8

X 73 | show monitor capture capture-buffer-name parameter | (1) ¥ 7F ¥ 2 EETAE-DIFEHINTE- =2
Bl - ~YROY R P ERALET,
Device# show monitor capture mycap parameter

R T 7 4| debug epc capture-point ERE) "y hxx7Fxv KA NDOT Ry 7
15“ : %ﬁ&ﬁjbz Lij—o
Device# debug epc capture-point

R 7w 7 5 | debug epc provision ULE) N7y b X7 Fy Fueya=rro
I - FRy T EAMLET,
Device# debug epc provision

AT 76 |end e EXEC £— RICEY £,
{5

Device (config) # end

INTY B TF v DFRTEH

WD v a A ry REF Y 7T v D

Wireshark @ % 5E 5

WwDtx 7 a 2 Wireshark DR TEF 2~ LE T,
5l - pcap 77 A ILHSDMEH DR

WRDOEHIITAN LT, peap 77 ANINPEDOHNERRTEET,

REFIEZRLET,

Device# show monitor capture file flash:mycap.pcap brief

Starting the packet display

1 0.000000000 10.10.10.2 -> 10.10.
seq=0/0, ttl=254

2 0.000051000 10.10.10.1 -> 10.10.
segq=0/0, ttl=255 (request in 1)

3 0.000908000 10.10.10.2 -> 10.10.
seq=1/256, ttl=254

4 0.001782000 10.10.10.1 -> 10.10.
seq=1/256, ttl=255 (request in 3)

5 0.002961000 10.10.10.2 -> 10.10.

seq=2/512, ttl=254

Press Ctrl + Shift + 6 to exit

10.1 ICMP 114 Echo (ping) request 1d=0x002e,
10.2 ICMP 114 Echo (ping) reply 1d=0x002e,
10.1 ICMP 114 Echo (ping) request 1d=0x002e,
10.2 ICMP 114 Echo (ping) reply 1d=0x002e,
10.1 ICMP 114 Echo (ping) request 1d=0x002e,

IRy R TFvDHRE

"



. 5 : .pcap 7 7 A ILH S DFEME HDRTF

Ry bEr IFe0BE |

6 0.003676000 10.10.10.1 -> 10.10.10.2 ICMP 114 Echo (ping) reply 1d=0x002e,
seq=2/512, ttl=255 (request in 5)
7 0.004835000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=3/768, ttl=254
8 0.005579000 10.10.10.1 -> 10.10.10.2 ICMP 114 Echo (ping) reply 1d=0x002e,
seq=3/768, ttl=255 (request in 7)
9 0.006850000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=4/1024, ttl=254
10 0.007586000 10.10.10.1 -> 10.10.10.2 ICMP 114 Echo (ping) reply 1d=0x002e,
seq=4/1024, ttl=255 (request in 9)
11 0.008768000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=5/1280, ttl=254
12 0.009497000 10.10.10.1 -> 10.10.10.2 ICMP 114 Echo (ping) reply 1d=0x002e,
seq=5/1280, ttl=255 (request in 11)
13 0.010695000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=6/1536, ttl=254
14 0.011427000 10.10.10.1 -> 10.10.10.2 ICMP 114 Echo (ping) reply 1d=0x002e,
segq=6/1536, ttl=255 (request in 13)
15 0.012728000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=7/1792, ttl=254
16 0.013458000 10.10.10.1 -> 10.10.10.2 ICMP 114 Echo (ping) reply 1d=0x002e,
seq=7/1792, ttl=255 (request in 15)
17 0.014652000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=8/2048, ttl=254
18 0.015394000 10.10.10.1 -> 10.10.10.2 ICMP 114 Echo (ping) reply 1d=0x002e,
seq=8/2048, ttl=255 (request in 17)
19 0.016682000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=9/2304, ttl=254
20 0.017439000 10.10.10.1 -> 10.10.10.2 ICMP 114 Echo (ping) reply 1d=0x002e,
seq=9/2304, ttl=255 (request in 19)
21 0.018655000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=10/2560, ttl=254
22 0.019385000 10.10.10.1 -> 10.10.10.2 ICMP 114 Echo (ping) reply 1d=0x002e,
seq=10/2560, ttl=255 (request in 21)
23 0.020575000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=11/2816, ttl=254
——More«
~ = —
{5 . .pcap 7 7 A LD 5 DEFHE HDORTR
WDOEHIZATILT, peap 7 7 A VO TJFEM AR R TEET,
Device# show monitor capture file flash:mycap.pcap detailed
Starting the packet display ........ Press Ctrl + Shift + 6 to exit
Frame 1: 114 bytes on wire (912 bits), 114 bytes captured (912 bits) on interface 0

Interface id: O
Encapsulation type: Ethernet (1)
Arrival Time: Nov 6, 2015 11:44:48.322497000 UTC

[Time shift for this packet: 0.000000000 seconds]

Epoch Time: 1446810288.322497000 seconds

[Time delta from previous captured frame: 0.000000000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]
Frame Number: 1

Frame Length: 114 bytes (912 bits)

Capture Length: 114 bytes (912 bits)

[Frame is marked: False]

[Frame is ignored: False]

[Protocols in frame:
Ethernet ITI,

eth:ip:icmp:data]

Src: Cisco £3:63:46 (00:el:6d:£3:63:46), Dst: Cisco 31:fl:c6
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(00:el:06d:31:f1

Bl peap 77 A Ud B8y k #uTmhngE |

:C6)

Destination: Cisco 31:fl:c6 (00:el:6d:31:f1:c6)
Address: Cisco 31:fl:c6 (00:el:6d:31:fl:c6)
.0. = LG bit: Globally unique address (factory default)

O N IG bit:
Source: Cisco f3:63:46 (00:el:6d:£3:63:46)
Address: Cisco f3:63:46 (00:el:6d:£3:63:46)

Individual address

(unicast)

.0. = LG bit: Globally unique address (factory default)
FR R O = IG bit: Individual address (unicast)
Type: IP (0x0800)
Internet Protocol Version 4, Src: 10.10.10.2 (10.10.10.2), Dst: 10.10.10.1 (10.10.10.1)
Version: 4
Header length: 20 bytes
Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00: Not-ECT (Not
ECN-Capable Transport))
0000 00.. = Differentiated Services Codepoint: Default (0x00)
..00 = Explicit Congestion Notification: Not-ECT (Not ECN-Capable Transport)
(0x00)
Total Length: 100
Identification: 0x04ba (1210)
Flags: 0x00
0... = Reserved bit: Not set
.0.. = Don't fragment: Not set
.0. = More fragments: Not set
Fragment offset: 0
Time to live: 254
Protocol: ICMP (1)
Header checksum: 0x8fc8 [validation disabled]
[Good: False]
[Bad: False]
Source: 10.10.10.2 (10.10.10.2)
Destination: 10.10.10.1 (10.10.10.1)
Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: 0
Checksum: Oxeddb [correct]
Identifier (BE): 46 (0x002e)
Identifier (LE): 11776 (0x2e00)
Sequence number (BE): 0 (0x0000)
Sequence number (LE): 0 (0x0000)
Data (72 bytes)
0000 00 00 00 00 09 c9 8f 77 ab cd ab cd ab cd ab cd ....... Weeowuonn
0010 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... i,
0020 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... i,
0030 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... i,
0040 ab cd ab cd abcdab cda L.,
Data: 0000000009c98f77abcdabcdabcdabecdabcecdabedabedabed. . .
[Length: 72]
Frame 2: 114 bytes on wire (912 bits), 114 bytes captured (912 bits) on interface 0

Interface id: O

#l:.peap Z7 ATy b U THADRT
WDOEIICATILT, "oy N F U TOHNER R TEET,

Device# show monitor capture file flash:mycap.pcap dump
Starting the packet display Press Ctrl + Shift + 6 to exit

"oy rxrIFroiE )
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B 5 =50 L5%68ALE poap 77 A LD D8y FORT

0000 00 el 6d 31 f1 c6 00 el 6d £3 63 46 08 00 45 00 ..ml....m.cF..E.
0010 00 64 04 ba 00 00 fe 01 8f c8 0Oa 0Oa 0a 02 0Oa Oa [ N
0020 0Oa 01 08 00 e4 db 00 2e 00 00 00 00 00 00 09 €9 ... iiiiiinnnnnn
0030 8f 77 ab cd ab cd ab cd ab cd ab cd ab cd ab cd W e e
0040 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... o oL,
0050 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oo
0060 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oo
0070 ab cd

0000 00 el 6d 31 f1 80 00 el 6d 31 f£f1 80 08 00 45 00 .oml....ml... . E.
0010 00 64 04 ba 00 00 ff 01 8e c8 0a 0Oa 0a 01 Oa Oa R
0020 0Oa 02 00 00 ec db 00 2e 00 00 00 00 00 00 09 c9 ... iiiiiinnnnnn
0030 8f 77 ab cd ab cd ab cd ab cd ab cd ab cd ab cd W e e
0040 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... o oL
0050 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... o oL
0060 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... o oL
0070 ab cd

0000 00 el 6d 31 f1 c6 00 el 6d £3 63 46 08 00 45 00 ..ml....m.cF..E.
0010 00 64 04 bb 00 00 fe 01 8f c7 0Oa 0a 0a 02 0a Oa [ N
0020 0Oa 01 08 00 e4 d7 00 2e 00 01 00 00 00 00 09 €9 ... iiiiiinnnnnn
0030 8f 7a ab cd ab cd ab cd ab cd ab cd ab cd ab cd e
0040 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oo

Bl RIRT4IBZEFERAL=.pecap 77 A ILDS D/ Y DR
WDOL AN LT, H1&7Tz peap 7 7 A NVD/Rry NERRTEXET,

Device# show monitor capture file flash:mycap.pcap display-filter "ip.src == 10.10.10.2"
brief
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=0/0, ttl=254

3 0.000908000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=1/256, ttl=254

5 0.002961000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=2/512, ttl=254

7 0.004835000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=3/768, ttl=254

9 0.006850000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=4/1024, ttl=254

11 0.008768000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=5/1280, ttl=254

13 0.010695000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=6/1536, ttl=254

15 0.012728000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x002e,
seq=7/1792, ttl=254

17 0.014652000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x002e,
seq=8/2048, ttl=254

19 0.016682000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=9/2304, ttl=254

21 0.018655000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=10/2560, ttl=254

23 0.020575000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=11/2816, ttl=254
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il : peap T 7 A ILICF ¥ TF v Inf=/\ry FOBERT .

il : .pcap T 7 A ILICHF ¥ TF ¥ Int=/\7y FOFERT
WDOEHIZATILT, peap 7 7 A MIF ¥ T F ¥ SNTTy NOBERRTEET,

Device# show monitor capture file flash:mycap.pcap packet-count

File name:
Number of packets: 50

/flash/mycap.pcap

5 : .pcap 77 A ILDNBE—/N\Ty F FUTDORTE
WD ESIZANI LT, peap 77 A ADBE DR o F ¥ FRRRTEET,

Device# show monitor capture file flash:mycap.pcap packet-number 10 dump
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

0000 00 el 6d 31 f1 80 00 el o6d 31 f1 80 08 00 45 00 .oml....ml....E.
0010 00 64 04 be 00 00 ff 01 8e c4 0Oa 0Oa 0a 01 Oa Oa e
0020 0Oa 02 00 00 ec ce 00 2e 00 04 00 00 00 00 09 c9 ...
0030 8f 80 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ..... .. i L.
0040 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... ii.,
0050 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... i iia.,
0060 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oL
0070 ab cd

5 : pcap Z 7 A ILIZFHF ¥ TF v Int=/47ry FO#HEHEREZRT
WD EHIZATI LT, peap 7 7 A /WNZF ¥ FTF ¥ SN2 v FOFEHEME R R TEET,

Device# show monitor capture file flash:mycap.pcap statistics "h225,counter"

RAS-Messages:
Call Signalling:

H225

Message and Reason Counter

Bl BGF v TFvELUVRT

wOFNE, VA V3 E—T 2 AXHEY A=V Ry M 10/1 ThT T 407
A=A =T B HEEZRLTOVET,

AFYT1L:ROEHICANLTEE N T 7 4 v T—HT LR TF ¥ R"AV M
EFRLET,

Device# monitor
Device# monitor
Device# monitor
Device# monitor

capture
capture
capture
capture

mycap interface GigabitEthernetl/0/3 in
mycap match ipv4 any any

mycap limit duration 60 packets 50
mycap buffer size 100

CPU RO L5k T 5720, HillRE L TR BV T v M L ORFRIERE &
NTWET,
ATYT2: MOEIICANLTHR YT F ¥ AA v PRERICERINTNDZ L&
i L £9

Device# show monitor capture mycap parameter

monitor capture mycap interface GigabitEthernetl/0/3 in

monitor capture mycap match ipv4 any any
monitor capture mycap buffer size 100
monitor capture mycap limit packets 50 duration 60

"oy rxrIFroiE )
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Device# show monitor capture mycap
Status Information for Capture mycap

Target Type:

Interface: GigabitEthernetl/0/3,

Status
Filter Details:
IPv4

Source IP: any

Destination IP:
Protocol: any
Buffer Details:
Buffer Type:
Buffer Size
File Details:

File not associated

Limit Details:

Number of Packets to capture: 50
Packet Capture duration: 60

Packet Size to capture: (no limit)
Packet sampling rate: (no sampling)

Inactive

any

LINEAR
(in MB) :

(default)

100

Ry bEr IFe0BE |

Direction: in

ATV T3: Xy 7T ¥ TuvAEMBL, BREERLET,

Device# monitor capture mycap start display
Starting the packet display

1 0.000000

seq=0/0, ttl=254

2 0.003682 10.
seq=1/256, ttl=254

3 0.006586 10.
seq=2/512, ttl=254

4 0.008941 10.
seq=3/768, ttl=254

5 0.011138 10.
seq=4/1024, ttl=254

6 0.014099 10.
seq=5/1280, ttl=254

7 0.016868 10.
seq=6/1536, ttl=254

8 0.019210 10.
seq=7/1792, ttl=254

9 0.024785 10.
seq=8/2048, ttl=254
—--More--

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.

10.10.10.2 -> 10.10.

10.

10.

10.

10.

10.

10.

10.

10.

Press Ctrl + Shift + 6 to exit

10.

10.

10.

10.

10.

10.

10.

10.

10.

1

ICMP 114 Echo (ping) request 1d=0x0030,
ICMP 114 Echo (ping) request 1d=0x0030,
ICMP 114 Echo (ping) request 1d=0x0030,
ICMP 114 Echo (ping) request 1d=0x0030,
ICMP 114 Echo (ping) request 1d=0x0030,
ICMP 114 Echo (ping) request 1d=0x0030,
ICMP 114 Echo (ping) request 1d=0x0030,
ICMP 114 Echo (ping) request 1d=0x0030,
ICMP 114 Echo (ping) request 1d=0x0030,

ATV T4 ROEIITATLT, FX¥7TF ¥ KA FEHIBRLET,

Device# no monitor capture mycap

\}

6=

HIRARE L TH Y, ZOHRIRIZET D L F v 7 F Y ITHBTIELT 5720, Z0

BRED/r— AT, stop 2~ RiIpnEH Y £H A,

peap OFEFHE WU 9~ DML OFERIZ SV T,

ZERLTLEE N,

B 7y bR IFrvOBE

(ZoosEER £ 7 a v



| sy brFrFFro

K
it

Bl sunrr IFvsLven [

Bl B v TF vy B L UREE

ROBPNT, 74 NZIZRTy Pady TF v 355 1EEZRLTVET,

ATFYT1L: KDODEHICASALT, HBEF I 7 4 v T—HTDHF% v 7TF ¥ R"A b
EERL., TNET 7 A VICBEMT £,

Device# monitor capture mycap interface GigabitEthernetl/0/3 in
Device# monitor capture mycap match ipv4 any any

Device# monitor capture mycap limit duration 60 packets 50
Device# monitor capture mycap file location flash:mycap.pcap

ATYT2: ROEIICAN L TH Y T F ¥ RA Y FDREMHICERSINLTWDL I A
N =

Device# show monitor capture mycap parameter
monitor capture mycap interface GigabitEthernetl/0/3 in
monitor capture mycap match ipv4 any any
monitor capture mycap file location flash:mycap.pcap
monitor capture mycap limit packets 50 duration 60

Device# show monitor capture mycap
Status Information for Capture mycap

Target Type:
Interface: GigabitEthernetl/0/3, Direction: in

Status : Inactive
Filter Details:
IPvéd

Source IP: any
Destination IP: any
Protocol: any
Buffer Details:
Buffer Type: LINEAR (default)
File Details:
Associated file name: flash:mycap.pcap
Limit Details:
Number of Packets to capture: 50
Packet Capture duration: 60
Packet Size to capture: 0 (no limit)
Packet sampling rate: 0 (no sampling)

ATYT I3 ROEIICAT LTy MEBLET,
Device# monitor capture mycap start

ATV TAERDEICASILTETHOZ 7 2T Ry I F v eHEma < L E
—g—o

Device# show monitor capture mycap capture-statistics
Capture statistics collected at software:
Capture duration - 15 seconds
Packets received - 40
Packets dropped - 0
Packets oversized - 0
Packets errored - O
Packets sent - 40
Bytes received - 7280
Bytes dropped - 0
Bytes oversized - 0
Bytes errored - 0

| "oy rxrIFroiE )
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Bytes sent - 4560

AT 9T 5 HREHOREZRIC, KOXIICANLTEFY 7 FrafFl LET,

7 /3A A4 monitor capture mycap stop
Capture statistics collected at software (Buffer & Wireshark):
Capture duration - 20 seconds
Packets received - 50
Packets dropped - 0
Packets oversized - 0

)

GE) oD, FERORBE 2137y b T FBR—FEL72#%IZ, ¥ 7 F v #lEx B
TS D 2L TEET,

mycap.pcap 7 7 A MIIE, F¥ T TF ¥ LioXTry ERgENRET,

ATFYTERDODEIICAN L TEILBOT I 2T Ry 7F v O BEREFERL
ij—o

Device# show monitor capture mycap capture-statistics
Capture statistics collected at software:

Capture duration - 20 seconds

Packets received - 50

Packets dropped - 0

Packets oversized - 0

Packets errored - O

Packets sent - 50

Bytes received - 8190

Bytes dropped - 0

Bytes oversized - 0

Bytes errored - 0

Bytes sent - 5130

ATFYT T ROEIICASIL Ty FERRLET,

Device# show monitor capture file flash:mycap.pcap
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=0/0, ttl=254

2 0.002555000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=1/256, ttl=254

3 0.006199000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=2/512, ttl=254

4 0.009199000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=3/768, ttl=254

5 0.011647000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=4/1024, ttl=254

6 0.014168000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=5/1280, ttl=254

7 0.016737000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=6/1536, ttl=254

8 0.019403000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=7/1792, ttl=254

9 0.022151000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=8/2048, ttl=254
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10 0.024722000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=9/2304, ttl=254

11 0.026890000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=10/2560, ttl=254

12 0.028862000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=11/2816, ttl=254

—--More--

peap OFEHFRIME AT HHELOFHEMOVTIE, [ZOMOBEGER] E7 v ar
ZZRL TS,

ATYT8:MDIITATILT, F¥TFx KAV MEHIBRLET,

Device# no monitor capture mycap

Bl: Ny T 7DXTFrDER

RIZ, Ny T77DF v T F ¥ 2 M 5062 RLET,

ATYTL1:ROEIICAINL TRy 77 F¥ T F ¥ A7 a TRy 7 F ¥ by
varEEihLEI,

Device# monitor capture mycap interface GigabitEthernetl/0/3 in
Device# monitor capture mycap match ipv4 any any

Device# monitor capture mycap buffer circular size 1

Device# monitor capture mycap start

ATVT2: ROEICANLTHRXY T T XYRT VT4 T ThHLNE I PERELE
D

Device# show monitor capture mycap
Status Information for Capture mycap

Target Type:

Interface: GigabitEthernetl/0/3, Direction: in
Status : Active

Filter Details:

Ipv4

Source IP: any

Destination IP: any

Protocol: any
Buffer Details:

Buffer Type: CIRCULAR

Buffer Size (in MB): 1
File Details:

File not associated
Limit Details:

Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)
Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

ATV T3:IDOEHICAN LTI U H A LRFIZHEES ¥ 7 F v O#EERE T L
\iﬁqo

Device# show monitor capture mycap capture-statistics
Capture statistics collected at software:

Capture duration - 88 seconds

Packets received - 1000
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Packets dropped - 0
Packets oversized - 0
Packets errored - O
Packets sent - 1000
Bytes received - 182000
Bytes dropped - 0

Bytes oversized - 0
Bytes errored - 0

Bytes sent - 114000

ATFYT4: ROEHIICASILTHR Yy I F v 2B LET,

Device# monitor capture mycap stop
Capture statistics collected at software (Buffer):
Capture duration - 2185 seconds
Packets received - 51500
Packets dropped - 0O
Packets oversized - 0

ATYT 5 RO X IICAT UTHEILZOIEESX ¥ 7' F v OFGHEREZ £ R L E T,

Device# show monitor capture mycap capture-statistics
Capture statistics collected at software:

Capture duration - 156 seconds

Packets received - 2000

Packets dropped - 0

Packets oversized - 0

Packets errored - O

Packets sent - 2000

Bytes received - 364000

Bytes dropped - 0

Bytes oversized - 0

Bytes errored - 0

Bytes sent - 228000

ATYT6: RODEIICAN L CHRY T FXYNRT 7T 47 THLHMNE I MERELE
ﬂ—o

Device# show monitor capture mycap
Status Information for Capture mycap
Target Type:
Interface: GigabitEthernetl/0/3, Direction: in

Status : Inactive
Filter Details:
IPv4

Source IP: any
Destination IP: any
Protocol: any
Buffer Details:
Buffer Type: CIRCULAR
Buffer Size (in MB): 1
File Details:
File not associated
Limit Details:
Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)
Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

ATFYVT T MOEICAN L TNy T 7Oy bERRFLET,

B 7y bR IFrvOBE



| Wy bxrTFFrn

=110
X3

luly

#l:nyrroxrIFronm [

Device# show monitor capture mycap buffer brief
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40057/31132, ttl=254

2 0.000030 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40058/31388, ttl=254

3 0.000052 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40059/31644, ttl=254

4 0.000073 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40060/31900, ttl=254

5 0.000094 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40061/32156, ttl=254

6 0.000115 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40062/32412, ttl=254

7 0.000137 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40063/32668, ttl=254

8 0.000158 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40064/32924, ttl=254

9 0.000179 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40065/33180, ttl=254

10 0.000200 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40066/33436, ttl=254

11 0.000221 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40067/33692, ttl=254

12 0.000243 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0038,
seq=40068/33948, ttl=254

—--More—--—

NT sy RNy T I AT Z EITHER LTS EE N,
ATy T8 DFERE— Ty hERRLET,

Device# show monitor capture mycap buffer detailed
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

Frame 1: 114 bytes on wire (912 bits), 114 bytes captured (912 bits) on interface 0

Interface id: O

Encapsulation type: Ethernet (1)

Arrival Time: Nov 6, 2015 18:10:06.297972000 UTC

[Time shift for this packet: 0.000000000 seconds]

Epoch Time: 1446833406.297972000 seconds

[Time delta from previous captured frame: 0.000000000 seconds]

[Time delta from previous displayed frame: 0.000000000 seconds]

[Time since reference or first frame: 0.000000000 seconds]

Frame Number: 1

Frame Length: 114 bytes (912 bits)

Capture Length: 114 bytes (912 bits)

[Frame is marked: False]

[Frame is ignored: False]

[Protocols in frame: eth:ip:icmp:data]
Ethernet II, Src: Cisco f3:63:46 (00:el:6d:£3:63:46), Dst: Cisco 31:fl:c6
(00:el:6d:31:fl:co6)

Destination: Cisco 31:fl:c6 (00:el:6d:31:f1:c6)

Address: Cisco 31:fl:c6 (00:el:6d:31:fl:c6)
O ceee oo ... .... = LG bit: Globally unique address (factory default)

e ... 0 oo ... ... .... = IG bit: Individual address (unicast)
Source: Cisco f3:63:46 (00:el1:6d:£3:63:46)
Address: Cisco f3:63:46 (00:el:6d:£3:63:46)
00 e oo ... o... = LG bit: Globally unique address (factory default)

0 ... oo ... .... = 1IG bit: Individual address (unicast)
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Type:

Header length:

I

P (0x0800)
Internet Protocol Version 4,
Version: 4

20 bytes

Src:

Differentiated Services Field:
ECN-Capable Transport))
0000 00..

(0x00)
Total Length:
Identification:

0000
0010
0020
0030
0040

Flags

0x0

0...
.0..
.0.
Fragment offset:
Time to live:
Protocol:
Header checksum:
[Good: False]
[Bad: False]
10.10.10.2

Sourc

e:

00 =

0

ICM

Destination:
Internet Control Message Protocol
request)

Type:
Code:

8
0

(E

Checksum:

Identifier
Identifier
Sequence number
Sequence number
(72 bytes)

Data

00
ab
ab
ab
ab

00
cd
cd
cd
cd

00
ab
ab
ab
ab

Data:
[Length:

Frame 2:

cho

Oxa

10

Differentiated Services Codepoint:
Explicit Congestion Notification: Not-ECT (Not ECN-Capable Transport)

0

Oxabdd

(43997)

0x00

(DSCP 0x00:

= Reserved bit: Not set
Don't fragment: Not set
More fragments:

25
P (

10.10.10.1

(ping)

620

(BE) :
(LE) :

00
cd
cd
cd
cd

0b
ab
ab
ab
ab

0
4
1)

Oxe8a4

(10.10.10.2)

[correct]
(0x0038)

56

14336
(BE) :
(LE) :

15
cd
cd
cd
cd

30
ab
ab
ab
ab

(0x3800)
(0x9c79)
(0x799¢c)

400
311

63
cd
cd
cd
cd

57
32

ab
ab
ab
ab

cd
cd
cd
cd

10.10.10.2

Not set

ab
ab
ab
ab

(10.10.10.1)

cd
cd
cd
cd

ab
ab
ab
ab

Ry bEr IFe0BE |

(10.10.10.2), Dst: 10.10.10.1 (10.10.10.1)

cd
cd
cd
cd

[validation disabled]

ab
ab
ab
ab

Default; ECN: 0x00: Not-ECT (Not

cd
cd
cd
cd

Default (0x00)

000000000b153063abcdabcdabecdabecdabecdabedabedabed. ..

72]

114 bytes on wire

(912 bits),

114 bytes captured (912 bits) on interface 0

Device# show monitor capture mycap buffer dump

Starting the packet display

0000
0010
0020
0030
0040
0050
0060
0070

0000
0010
0020
0030
0040
0050
0060

00
00
Oa
30
ab
ab
ab
ab

00
00
Oa
30
ab
ab
ab

el
64
01
63
cd
cd
cd
cd

el
64
01
65
cd
cd
cd

od
ab
08
ab
ab
ab
ab

od
ab
08
ab
ab
ab
ab

B 7y bR IFrvOBE

31
dd
00
cd
cd
cd
cd

31
de
00
cd
cd
cd
cd

f1
00
a6
ab
ab
ab
ab

f1
00
a6
ab
ab
ab
ab

c6
00
20
cd
cd
cd
cd

c6
00
1d
cd
cd
cd
cd

00
fe
00
ab
ab
ab
ab

00
fe
00
ab
ab
ab
ab

el
01
38
cd
cd
cd
cd

el
01
38
cd
cd
cd
cd

od
e8
9¢c
ab
ab
ab
ab

od
e8
9¢c
ab
ab
ab
ab

f3
a4
79
cd
cd
cd
cd

f3
a3
Ta
cd
cd
cd
cd

63
O0a
00
ab
ab
ab
ab

63
O0a
00
ab
ab
ab
ab

46
Oa
00
cd
cd
cd
cd

46
O0a
00
cd
cd
cd
cd

08
Oa
00
ab
ab
ab
ab

08
O0a
00
ab
ab
ab
ab

00
02
00
cd
cd
cd
cd

00
02
00
cd
cd
cd
cd

45
O0a
0b
ab
ab
ab
ab

45
O0a
0b
ab
ab
ab
ab

00
O0a
15
cd
cd
cd
cd

00
O0a
15
cd
cd
cd
cd

Press Ctrl + Shift + 6 to exit
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0070 ab cd

ATFYT I KDODEIICASIL TNy 7727 YT LET,

7 /3A A4 monitor capture mycap clear

)

GE) E:ANoT77%270735L TONKFE LBy 77 BHlRSNET,

)

CE) RNy T770ONEEFRRTIVLENDDHEEIL. show 2~ ROHIZ clear =~ R &
FATLET,

AT T10: v I 747 EFHL, I0PF->THLRODEIICAHL TRy 77
arvTF UV EFRRALET,

\)

GE) XX 7 TFABT T4 7REXIT, Ny T b show DFEITETLHZ LIXTEEH
oo 73 7 7B show ZEITT HRNC, Fv 7T ¥ 2EIETINERHY 9, Lo
L. 77 ANVEBIONRNy 77 = ROMFIZBEWTEF Y Ty N7 774 Tl X
peap 7 7 A /L Tshow DFATHTE LT, 77 A/VE—RTIEL, FX¥TFXYNT 774
TR EIC, BEOX Yy T Ty vy a s Dpeap 7 7 ANTHNT y NEFRRTHI L
HTEET,

Device# monitor capture mycap start
Switch# show monitor capture mycap

Status Information for Capture mycap

Target Type:

Interface: GigabitEthernetl/0/3, Direction: in
Status : Active

Filter Details:

IPv4

Source IP: any

Destination IP: any

Protocol: any
Buffer Details:

Buffer Type: CIRCULAR

Buffer Size (in MB): 1
File Details:

File not associated
Limit Details:

Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)

Packet Size to capture: 0 (no limit)

Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

AT T ROEIHITAALT, Xy b Fx 7 FraEILEL, Ny 77 ONEE
ForLET,

"oy rxrIFroiE )
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Device# monitor capture mycap stop
Capture statistics collected at software (Buffer):
Capture duration - 111 seconds

Packets received - 5000

Packets dropped - 0

Packets oversized - 0

ATVT1R2: ROEICANLTCHF YT F A RT VT4 T THHNE I PERELE
j—o

Device# show monitor capture mycap
Status Information for Capture mycap
Target Type:
Interface: GigabitEthernetl/0/3, Direction: in

Status : Inactive
Filter Details:
IPv4

Source IP: any
Destination IP: any
Protocol: any
Buffer Details:
Buffer Type: CIRCULAR
Buffer Size (in MB): 1
File Details:
File not associated
Limit Details:
Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)
Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

ATYT B ROEIICAN LTy T 7Oy FeRRLET,

Device# show monitor capture mycap buffer brief
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=0/0, ttl=254

2 0.000030000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=1/256, ttl=254

3 0.000051000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=2/512, ttl=254

4 0.000072000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=3/768, ttl=254

5 0.000093000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=4/1024, ttl=254

6 0.000114000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=5/1280, ttl=254

7 0.000136000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=6/1536, ttl=254

8 0.000157000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=7/1792, ttl=254

9 0.000178000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=8/2048, ttl=254

10 0.000199000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=9/2304, ttl=254

11 0.000220000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=10/2560, ttl=254

12 0.000241000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=11/2816, ttl=254

—--More«

B 7y bR IFrvOBE
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Bl whBADry rolEtFy TF v LURE

RT9T U ROLHIZATI LT, W flash: storage 7 731 AN mycapl.pcap 7 7
ARy Ty avT IR RELET,

Device# monitor capture mycap export flash:mycap.pcap
Exported Successfully

\}

G BEOZ I AR—FEETIE, a~r R2ETTHE, =7 28— MT Btk &
FIN, =Pl T M ERTHEICEET LEYHA, 2T, 77 A /LT
7y NOFIREFITT HENT, Wireshark 73D 22 Y — VI A v B—UNRRINDHD
T AMEN DY 7,

AT T ROLIICAN LT T 7 AADEF Yy TF v Xy hEERLET,

Device# show monitor capture file flash:mycap.pcap
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=0/0, ttl=254

2 0.000030000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=1/256, ttl=254

3 0.000051000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=2/512, ttl=254

4 0.000072000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=3/768, ttl=254

5 0.000093000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=4/1024, ttl=254

6 0.000114000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=5/1280, ttl=254

7 0.000136000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=6/1536, ttl=254

8 0.000157000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=7/1792, ttl=254

9 0.000178000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=8/2048, ttl=254

10 0.000199000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=9/2304, ttl=254

11 0.000220000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=10/2560, ttl=254

12 0.000241000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=11/2816, ttl=254

—--More--—

AT T16: ROLIICASNLT, F¥7F v FA U FEHIBRLET,

Device# no monitor capture mycap

Bl HABEMD/NT Y FOFERGEF v TF v BELURE

WOHNE, 74 NZIN Ty baexy P TFYyT5HEEZRLTOVET,

ATFYTLROEICANLT, BH#E N7 4 v/ T—HTD5F ¥ 7F ¥ HA b
FEFEL. FNET 7 A NMCBEMTE T,

| "oy rxrIFroiE )
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Device# monitor capture mycap interface Gigabit 1/0/1 out match ipv4 any any
Device# monitor capture mycap limit duration 60 packets 100
Device# monitor capture mycap file location flash:mycap.pcap buffer-size 90

ATYT2: ROEIICANLTHR Yy T F ¥ AA v PRERICERINTNDZ L&
st L 9

Device# show monitor capture mycap parameter
monitor capture mycap interface GigabitEthernetl/0/1 out
monitor capture mycap match ipv4 any any
monitor capture mycap file location flash:mycap.pcap buffer-size 90
monitor capture mycap limit packets 100 duration 60

Device# show monitor capture mycap
Status Information for Capture mycap

Target Type:
Interface: GigabitEthernetl/0/1, Direction: out

Status : Inactive
Filter Details:
IPv4

Source IP: any
Destination IP: any

Protocol: any

Buffer Details:

Buffer Type: LINEAR (default)

File Details:

Associated file name: flash:mycap.pcap
Size of buffer (in MB): 90

Limit Details:

Number of Packets to capture: 100
Packet Capture duration: 60

Packet Size to capture: 0 (no limit)
Packets per second: 0 (no limit)
Packet sampling rate: 0 (no sampling)

ATFYT3:KDODEHIICAS LTy FEBIRL £,

Device# monitor capture mycap start
A file by the same capture file name already exists, overwrite?[confirm]
Turning on lock-step mode

Device#
*Oct 14 09:35:32.661: $BUFCAP-6-ENABLE: Capture Point mycap enabled.

\}

GE)  FFoORBEIZIAAr Yy ST R B LRI, v 7T v EEE BEIRICE L
IHTLEEN, HARKD A v 2=V RFEREINTZHAT. ¥ 7 F v LB MEIE
LTWAZEEEWRLET,

*Oct 14 09:36:34.632: %$BUFCAP-6-DISABLE ASYNC: Capture Point mycap disabled. Rea
son : Wireshark Session Ended

mycap.pcap 7 7 A MIIE, F¥ T TF ¥ Lo Ty G ENET,

ATYT A4 ROLDIICAN LTy hERRLET,

Device# show monitor capture file flash:mycap.pcap
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

0.000000 10.1.1.30 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002

B 7y bR IFrvOBE
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1.000000 10.1.1.31 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
2.000000 10.1.1.32 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
3.000000 10.1.1.33 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
4.000000 10.1.1.34 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
5.000000 10.1.1.35 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
6.000000 10.1.1.36 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
7.000000 10.1.1.37 => 20.1.1.2 UDP Source port: 20001 Destination port: 20002
8.000000 10.1.1.38 => 20.1.1.2 UDP Source port: 20001 Destination port: 20002
9.000000 10.1.1.39 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002

ATFYTE5: RDEIICATILTHE Y 7F v ™A FEHIBRLET,

Device# no monitor capture mycap

HARFINT Y kT TF v DEREH

WwDE 7 a3 N2 EPC ORER 2R LET,

Bl: /Ny b T—2 XX TFrDEE
WOBITIE, "y b F—% %5 FF v 2 BT 5 HEE R UET,

Device> enable

Device# monitor capture mycap access-list védacl

Device# monitor capture mycap limit duration 1000

Device# monitor capture mycap interface GigabitEthernet 0/0/1 both
Device# monitor capture mycap buffer circular size 10

Device# monitor capture mycap start

Device# monitor capture mycap export tftp://10.1.88.9/mycap.pcap
Device# monitor capture mycap stop

Device# end

Bl : X TFEN=T—EDEZR)TEADTFUR
WOHIE, ASCHIEXT R ry b F o725 HEEZRLTHVET,

Device# show monitor capture mycap buffer dump

Starting the packet display ........ Press Ctrl + Shift + 6 to exit
0

0000: 01005E00 00020000 OCO7AC1D 080045CO .."....vvuennn. E.
0010: 00300000 00000111 CFDCO91D 0002E000 .0....uovuvuennn.
0020: 000207C1 07C1001C 802A0000 10030AFA ......... Koo
0030: 1D006369 73636F00 0000091D 0001 ..example.......

1

0000: 01005E00 0002001B 2BF69280 080046CO .."..... +oo... F.
0010: 00200000 00000102 44170000 000O0EO0O0 . ...... D.vvunn
0020: 00019404 00001700 E8FFO000 0000 .......cuovunn.

2

0000: 01005E00 0002001B 2BF68680 080045CO .."..... +oo... E.
0010: 00300000 00000111 CFDBO91D 0003EO000 .0....uvvuvuvnnn.
0020: 000207C1 07C1001C 88B50000 08030A6E .....vuevuvunnen. n
0030: 1D006369 73636F00 0000091D 0001 ..example.......

3

0000: 01005E00 OOOAOO0LC OF2EDCO0 080045CO ..".......u... E.
0010: 003C0000 00000258 CE7F091D 0004E000 .<..... Xevewennon

0020: 000A0205 F3000000 00000000 00000000 ....venenenon.n.
0030: 00000000 00D10001 000COL00 01000000 ....nvuenenon...
0040: 000F0004 00080501 0300

| "oy rxrIFroiE )
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WOBNE, mycap & WD ARTOF ¥ 7' F ¥ O EIMHEHT L2~ KO Y R NEeRRT HHIE

R L TWET,

Device#
monitor
monitor
monitor
monitor

Device# monitor

*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
21

*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
epc _class capl

*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.

show monitor capture mycap parameter

capture
capture
capture
capture

ROBNE, F¥TTF ¥ RA L FaT Ny 75 5EEZRLTOVET,

Device# debug epc capture-point
EPC capture point operations debugging is on

mycap interface GigabitEthernet 1/0/1 both
mycap match any

mycap buffer size 10

mycap limit pps 1000

capture mycap start

463:
463:
463:
463:
463:
463:
464:
464:
464:
464:

464:
464:
464:
464:
464:
464:
464:
464:
464:
464:
464:
464:
464:

464:
464:
464:
464:
464:
465:
465:
465:
465:
465:

EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC

EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC

EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC

CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:

CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:

CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:

Starting the capture capl

(brief=3, detailed=4, dump=5) = 0

final check before activation

setting up c3pl infra

Setup c3pl acl-class-policy

Creating a class

Creating a class : Successful

class—-map Created

creating policy-name epc policy capl

Creating Policy epc policy capl of type 49 and client type

Storing a Policy

calling ppm store policy with epc policy
Creating Policy : Successful

policy-map created

creating filter for ANY

Adding acl to class : Successful

Setup c3pl class to policy

Attaching Class to Policy

Attaching epc class capl to epc policy capl
Attaching Class to Policy : Successful
setting up c3pl gos

DBG> Set packet rate limit to 1000

creating action for policy map epc policy capl class map

DBG> Set packet rate limit to 1000

Activating Interface GigabitEthernetl/0/1 direction both
Id attached 0

inserting into active lists

Id attached 0

inserting into active lists

Activating Vlan

Deleting all temp interfaces

SBUFCAP-6-ENABLE: Capture Point capl enabled.
EPC CP: Active Capture 1

Device# monitor capture mycapl stop

*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun

4

I A L

4

14:17

14:17:

14:17

14:17:

14:17

14:17:

14:17

:31.
31.
:31.
31.
:31.
31.
:31.

epc_class_capl

*Jun
*Jun
*Jun
*Jun

4

4
4
4

14:17
14:17
14:17
14:17

:31
:31
:31
:31

B 7y bR IFrvOBE

.964:
.964:
.964:
.964:

963:
963:
963:
963:
964:
964:
964:

EPC
EPC
EPC
EPC
EPC
EPC
EPC

EPC
EPC
EPC
EPC

CP:
CP:
CP:
CP:
CP:
CP:
CP:

CP:
CP:
CP:
CP:

Stopping the capture capl

Warning: unable to unbind capture capl

Deactivating policy-map

Policy epc_policy capl

Deactivating policy-map Successful

removing povision feature

Found action for policy-map epc_policy capl class-map

cleanning up c3pl infra

Removing Class epc class_capl from Policy
Removing Class from epc policy capl
Successfully removed
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*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun

B D D DD D DD

14:
14:
14:
14:
14:
14:
14:
14:
14:

17:
17:
17:

17

17:
17:
17:
17:
17:

31.
31.
31.
:31.
31.
31.
31.
31.
31.

964 :
964 :
964 :
964 :
964 :
964 :
965:
965:
965:

EPC
EPC
EPC
EPC
EPC
EPC
EPC

CP:
CP:
CP:
CP:
CP:
CP:
CP:

Removing
Removing
Removing
Removing
Removing
Removing
Removing

zomwnszay |

acl mac from class

acl from class : Successful
all policies

Policy epc_policy capl
Policy : Successful

class epc_class_capl

class : Successful

SBUFCAP-6-DISABLE: Capture Point capl disabled.
EPC CP: Active Capture 0

WOENL, ARy v F ¥ TF v (EPC) O7nvya=r T u2TF Ry 74355 EER
LTCWET,

Device# debug epc provision
EPC provisionioning debugging is on

Device# monitor
*Jun 4 14:17:54.

epc_class capl

*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun
*Jun

Device# monitor

4

[ A S Y N

14:
14:
14:
14:
14:
14:
14:
14:

17
17
17
17
17
17
17
17

:54.
:54.
:54.
:54.
:54.
:54.
:54.
:54.

*Jun 4 14:18:02
*Jun 4 14:18:02
*Jun 4 14:18:02
*Jun 4 14:18:02
epc_class_capl

*Jun 4 14:18:02
*Jun 4 14:18:02

capture mycap
EPC PROV:

991:

991:
991:
992:
992:
992:
992:
992:
992:

start

EPC PROV:
Attempting to install service policy epc policy capl
EPC PROV: Attached service policy to epc idb subblock

EPC PROV:

EPC PROV:
Attempting to install service policy epc policy capl

EPC PROV:

No action found for policy-map epc policy capl class-map

Successful. Create feature object

Successful. Create feature object

$BUFCAP-6-ENABLE: Capture Point capl enabled.

capture mycap stop

.503:
.504:
.504:
.504:

.504:
.504:
class epc_class_

capl

*Jun 4 14:18:02.504:

T DDSE &R

EPC
EPC
EPC
EPC

EPC
EPC

PROV:
PROV:
PROV:
PROV:

PROV:
PROV:

Successful. Remove feature object

Successful. Remove feature object

Destroyed epc idb subblock

Found action for policy-map epc_policy capl class-map

Deleting EPC action
Successful. CLASS REMOVE, policy-map epc_policy capl,

SBUFCAP-6-DISABLE: Capture Point capl disabled.

EEE M
MERR R=aTFILEA L
FRT L IVH FRT AN HFORENZHOWTIL, UTFEZZBBLTFEW,
[Display Filter Reference]
peap 7 7 A /VEEEHE R | peap 7 7 A AARFHEWR O FRIEH T 5OV L, BLRT I-
z] A7 a rOFMESRLTIEIN,
[ Tshark Command Reference]
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https://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi
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