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Cisco I0S XE Gibraltar 16.12.3, Ty T = RENHAEEERH Y £, KICHIZRL
Cisco 10S XE Gibraltar 16.12.3a. F9,

Cisco 10S XE Gibraltar 16.12.4, ROM: TOS-XE ROMMON

Cisco IOS XE Gibraltar 16.12.5, BOOTLDR: System Bootstrap, Version 16.12.2r, RELEASE
Cisco I0S XE Gibraltar 16.12.5b, | SOFTMARE (2)

Cisco 10S XE Gibraltar 16.12.6. C9300L EFT /LTI, 7— b —FB3/"—T 32 16.12.2r
Cisco 10S XE Gibraltar 16.12.7 £7- [ IC7 v 77 L — REN L AR H Y £, KICHIZ R
1% Gibraltar 16.12.8 Z #]&O CEHE) ¥ | L £ 7,

L85 ROM: IOS-XE ROMMON

BOOTLDR: System Bootstrap, Version 16.12.2r, RELEASE
SOFTWARE (P)

ingall =2~ > R&EERA LTV 7 "o =T %27 v 77 L—F
TH5A. A VA M= AEPIZRO X HICFEREND
ZERHY ET,

FEEREEEEEE e rrrrrrrrrrrrrrrrrrrrrrrrnn

$IOSXEBOOT-4-BOOTLOADER UPGRADE: (rp/0): ### Wed Jul
31 18:03:28 Universal 2019 PLEASE DO NOT POWER CYCLE
### BOOT LOADER UPGRADING

waiting for upgrades to complete...
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B < ooa—roEm7yTsL—F

b F J—brO—520OEHEE

Cisco IOS XE Gibraltar 16.12.1 ®#]|C9300 EF /L Tld, 7 — ha—F B3 "—T g

(] e B e 16.12.1t[FCIIZ T » 77 L— R ENH A REMERH Y £,
Wil rm L ET,

ROM: IOS-XE ROMMON
BOOTLDR: System Bootstrap, Version 16.12.1r, RELEASE
SOFTWARE (P)

C9300L EF L TlE, 7 — hu—F B =g
16.11L.IFC21Z7 v 77 L— RSN D WREMED B 0 £,
WRIZH =R L ET,

ROM: IOS-XE ROMMON

BOOTLDR: System Bootstrap, Version 16.11.1r, RELEASE
SOFTWARE (P)

ingall =~ F&ZfERALTCY 7 v =T 527 v 77 L—F
THHEE. A VA M= VB PIZRO L H IR REND
ZENRHY ET,

PEErrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrerrrrrrrrrerrrrrrrrrrrrrrrrnn

$IOSXEBOOT-4-BOOTLOADER UPGRADE: (rp/0): ### Wed Jul
31 18:03:28 Universal 2019 PLEASE DO NOT POWER CYCLE
### BOOT LOADER UPGRADING

waiting for upgrades to complete...

Y4 0a— KBTI L—FK

PoE A4 v F £ 721X UPoE AA v F CTCiscolOSA A —T % T v 77— RELiZFL v 71—
N2 &, ST MR N EEEZRKMT DLy A 7 na— KRBT v /7 L— K&
nNEt, ~f7u0a—Ko7 v 771 —KRiE, PoE AL vF £721X UPoE A1 v F THOA A—
POT v L— RRFEIEFIF T T — RRRICOARIATINE T, A vFDY m— R
PoE USNND A A v FTIIHELEHA,

Ty 7T L—=FREIOY V=2 KoTE, A A= VRBEPE7TT— b7 v TR~ A 2
na— ROT v T L— RRETSNET,
T T T L —REIDOY J—=ATA A=A HDOvA 71 a— ROEHFRYR—FINT
WRWGE, T T v TR A 7 aa— RBEF S, @E OV v— REFRICN X
T, ¥4 270a—RKOT7 v 77— REETTHROOEMORER (K457) 23000 F
T, 7= T v TR~ Af 7 aa— RRT v 77— RNEnd5G6, ZOMIET—4% +7
74 7 OEREMEIE L E T,

singall 2~ > FEFEHLTT v 77 L— R385, A A M=V HiIZ~ A 7 1 a—
RWRT v 77— K&, 77— 87 v FRICEBMORERII )0 /A, ZO%E,
A—=TDT v T T =R ATRET L) o— FOFITRNIvA 7 2 a— KR EH S
NET, =X T 74 v 7 OEEEET v 77 L— R bk S E 7,
Ty T = RERIIF T T L— ROWEPIIA A v F2H/EE LR T EE N,
~A7aa—ROT vy T 7 L—RfiE, ary—UIRO X I A vE—URERENET,
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MM [1] MCU version 111 sw ver 105
MM [2] MCU version 111 sw ver 105

Front-end Microcode IMG MGR: found 4 microcode images for 1 device.

Image for front-end 0: /tmp/microcode update/front end/fe type 6 0 mismatch:
Image for front-end 0: /tmp/microcode update/front end/fe type 6 1 mismatch:
Image for front-end 0: /tmp/microcode update/front end/fe type 6 2 mismatch:
Image for front-end 0: /tmp/microcode update/front end/fe type 6 3 mismatch:

o = = O

Front-end Microcode IMG MGR: Preparing to program device microcode...

Front-end Microcode IMG MGR: Preparing to program device[0], index=0 ...594412 bytes....
Skipped[0].

Front-end Microcode IMG MGR: Preparing to program device[0], index=1 ...393734 bytes.
Front-end Microcode IMG MGR: Programming device O...rwRrrrrrrw..

Front-end Microcode IMG MGR: Preparing to program device[0], index=2 ...25186 bytes.
Front-end Microcode IMG MGR: Programming device

0...rrrrrrw..0%....10%....20%...... 30%...40%...... 50%....60%...... 70%...80%...... 90%....100%wRr!
Front-end Microcode IMG MGR: Microcode programming complete for device 0.

Front-end Microcode IMG MGR: Preparing to program device[0], index=3 ...86370 bytes....
Skipped[3].

Front-end Microcode IMG MGR: Microcode programming complete in 290 seconds

VIMDIT7AVA—)LaAT Uk

YILITT7AVA =)L OATY FOBME
Cisco 10S XE Everest 16.6.2 LIfEMD 1) ) — R THHR— kEShTWVET,

BELET7ANEBAL L AN—LLTT 7T 4 7fbL., Va— &L IND LI ICEE
Zaly MTHIKE, ROoavwr FEFEITLET,

install add file filename [activate commit]

ALARN=NT 7 ANVEREINIA A N—IV, T7T 074, 2w b, Fik, E2IEHIBR
THITE, WOa~vy REEITLET, install ?

add filetftp: filename ALAFN—I)L T AN RN Fr—2R)F— bl —3 g 00
LT NRAAZa—L, YTy "7+ —LEA A=V D/R—
CarvOHBMF = v 7 BFEITLET,

activate [auto-abort-timer] |7+ A L& 7 275 4 T{b L. A 2%V ua—RLET,
auto-abort-timer ¥—U— KX A A=V D7 77 4 7{bx HE)
Bz — Ny 7 LET,

commit U E— RS BB SIS LS IC LET,
rollback to committed B2y FLIA—D g A H i A m— Ny s LET,
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VIR T7 AR =)L AT FOBE
Cisco 10S XE Everest 16.6.2 LAfED 1) ) — XA THR—FEShTWET,

abort TrANDT 7T 4 kxR L, BIEDA v A h—/LFIED
BIARTICET L TV AA—=D g icre— A"y 7 LET,

remove REHBLOET 7T 4 TRED Y 7 "I =27 £ VA R—)L
Ty A NLEHIRLET,

Y

GE)  request platform software =~ > K| Cisco IOS XE 7 7 /L # /L 16.10.1 LA CIIFE I ST
Y, ZOavr FFAEIOY Y —ZAOCLICE RS, #EFRETT R, 7y 77 L— &
iEF 7= Rididingal av > REfERT 52 &2 HRLET,

request platform software 1< > KD E

Device# request platform software package ?

clean AT AT INOREIRN o r =TT 7 AV EHELET,

copy Ny lr—=V & AT 4T7IZae—LET,

describe Rolr—YONEEHRBLET,

expand F=NA TR =% AT 4 TICERLET,

install Nyl —h A VA =L LET,

uninstall Ny lr—=%7T oA A=V LET,

verify In Service Software Upgrade (ISSU) Y7 b7 =7 /Xy —T D
AR L E T,

AVAC—=ILE—FTOT7YTIL—FK
WOFNEZHENDN, £ A =N F—RT, HDHVV—ANGHDOI UV —R T v 77 L —FRL
T, VI NIV 2T A A=V OT v 77 L— REFEITT HITIL, boot flash:packages.conf %
FALTIOS ZEE T 2L ENH Y £9°,
1R BHEIIZ
ZOFEIL, ROT IS — RO F VA THEHATEET,
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FIE

&M

tvz2b—nE—rTn7yITL—F |}

Ty IFTL—FEiDYY)—R |[ERTSHITUF TyvITL—F#EDYY—R
Cisco IOS XE Everest 16.5.1a % | request platform software =2~ | Cisco IOS XE Gibraltar 16.12.1
7213 Cisco IOS XE Everest v RO

16.6.1

Cisco 10S XE Everest 16.6.2 LL |install @~ > FE 72 1% request
2 platform software =~ > K®
WL

Ok a O AFIL,

- request platform software =~ > K Z{#i H§ L T Cisco 10S XE Everest 16.5.1a 7> Cisco 10S
XE Gibraltar 16.12.1 {27 v 7' 7' L— R 25550 LD TT,

einstall =< K& A L T Cisco IOS XE Everest 16.6.3 7>% Cisco I0S XE Gibraltar 16.12.1
W7y T 7= R 5560 HDTT,

V=T

TS5 allH LA A=A ERTAEDIZIGB U FLOFEEAH A L 2B LET, |+
SIREE N VWAL, F WA A=A T A NEI V=T v T LET,

* request platform softwar e package clean
« install removeinactive

W OHE, Cisco I0S XE Everest 16.5.1a 5 Cisco I0S XE Gibraltar 16.12.1 ~O7 v 77 L — K
> U 4T, request platform software packageclean =~ > K& L CREHDO 7 7 4 L%
IV =T T LTSGR E R L TWEST, AZ vy VDT RXTORL vF a7 ) —r
7 v T DI, switchal A7 v a VEEHLET,

G¥) a< 2 ROANFFIZ CLIIZE R S5 hexdump: A v E— VI FEAL T &0,
BEREICRET 5 A v b=V TlER<, A%DV U —ATHIRENL TETT, 2D
A —=VIERANAAL v F TOREREN, TIT 4T AL v FELIFAZ N
AZA v FCEHERINETA, ROHNFITIZ, ANRAAL v FTHDLAA v F
3 CThexdump A v =Y NFRINTWVET,

Switch# request platform software package clean switch all
Running command on switch 1

Cleaning up unnecessary package files

No path specified, will use booted path flash:packages.conf
Cleaning flash:

Scanning boot directory for packages ... done.

Preparing packages list to delete ...

cat9k-cc srdriver.16.05.01la.SPA.pkg

File is in use, will not delete.
cat9k-espbase.16.05.01la.SPA.pkg

File is in use, will not delete.
cat9k-guestshell.16.05.01la.SPA.pkg

File is in use, will not delete.
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cat9k-rpbase.l6.
File is in use,
cat9k-rpboot.16.
File is in use,

Cisco 10S XE Gibraltar 16.12.x (Cisco Catalyst9300 ') —X X4/ v F) J1J—R/—Fh |

05.0la.SPA.pkg
will not delete.
05.0la.SPA.pkg
will not delete.

cat9k-sipbase.16.05.01la.SPA.pkg

File is in use,
cat9k-sipspa.l6.
File is in use,

will not delete.
05.0la.SPA.pkg
will not delete.

cat9k-srdriver.16.05.01la.SPA.pkg

File is in use,

will not delete.

cat9k-webui.16.05.01la.SPA.pkg

File is in use,
cat9k-wlc.16.05.
File is in use,
packages.conf
File is in use,
done.

done.

Running command

will not delete.
0la.SPA.pkg
will not delete.

will not delete.

on switch 2

Cleaning up unnecessary package files

No path specified,

Cleaning flash:

Scanning boot directory for packages ...
Preparing packages list to delete

will use booted path flash:packages.conf

done.

cat9k-cc_srdriver.16.05.01la.SPA.pkg

File is in use,

will not delete.

cat9k-espbase.16.05.01la.SPA.pkg

File is in use,

will not delete.

cat9k-guestshell.16.05.01la.SPA.pkg

File is in use,
cat9k-rpbase.l6.
File is in use,
cat9k-rpboot.16.
File is in use,

will not delete.
05.0la.SPA.pkg
will not delete.
05.0la.SPA.pkg
will not delete.

cat9k-sipbase.16.05.0la.SPA.pkg

File is in use,
cat9k-sipspa.l6.
File is in use,

will not delete.
05.0la.SPA.pkg
will not delete.

cat9k-srdriver.16.05.01la.SPA.pkg

File is in use,

will not delete.

cat9k-webui.16.05.01la.SPA.pkg

File is in use,
cat9k-wlc.16.05.
File is in use,
packages.conf
File is in use,
done.

Running command

Cleaning up unnecessary
No path specified,

Cleaning flash:

Scanning boot directory
Preparing packages list

hexdump: NVRAM:
hexdump:
head:

all input file
cannot open

will not delete.
0la.SPA.pkg
will not delete.

will not delete.

on switch 3
package files
use booted path flash:packages

will .conf

for packages ... done.
to delete
file or directory
arguments failed
'NVRAM' for reading: No

No such

such file or directory

NVRAM: No such file or directory

hexdump: NVRAM:
hexdump: stdin:
tail:
hexdump: NVRAM:
hexdump:

cannot open

No such file or directory
Bad file descriptor

'NVRAM' for reading: No
No such file or directory

such file or directory

all input file arguments failed
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cat9k-cc_srdriver.16.05.01la.SPA.pkg
File is in use, will not delete.
cat9k-espbase.16.05.01la.SPA.pkg
File is in use, will not delete.
cat9k-guestshell.16.05.01la.SPA.pkg
File is in use, will not delete.
cat9k-rpbase.16.05.01la.SPA.pkg
File is in use, will not delete.
cat9k-rpboot.16.05.01la.SPA.pkg
File is in use, will not delete.
cat9k-sipbase.16.05.0la.SPA.pkg
File is in use, will not delete.
cat9k-sipspa.16.05.01la.SPA.pkg
File is in use, will not delete.
cat9k-srdriver.16.05.0la.SPA.pkg
File is in use, will not delete.
cat9k-webui.16.05.01la.SPA.pkg
File is in use, will not delete.
cat9k-wlc.16.05.01la.SPA.pkg

File is in use, will not delete.
packages.conf

File is in use, will not delete.
done.

The following files will be deleted:
[11:
/flash/cat9k-cc_srdriver.SPA.pkg
/flash/cat9k-espbase.SPA.pkg
/flash/cat9k-guestshell.SPA.pkg
/flash/cat9k-rpbase.SPA.pkg
/flash/cat9k-rpboot.SPA.pkg
/flash/cat9k-sipbase.SPA.pkg
/flash/cat9k-sipspa.SPA.pkg
/flash/cat9k-srdriver.SPA.pkg
/flash/cat9k-webui.SPA.pkg
/flash/cat9k_iosxe.16.05.0la.SPA.conf
/flash/packages.conf.00-

[2]:
/flash/cat9k-cc_srdriver.SPA.pkg
/flash/cat9k-espbase.SPA.pkg
/flash/cat9k-guestshell.SPA.pkg
/flash/cat9k-rpbase.SPA.pkg
/flash/cat9k-rpboot.SPA.pkg
/flash/cat9k-sipbase.SPA.pkg
/flash/cat9k-sipspa.SPA.pkg
/flash/cat9k-srdriver.SPA.pkg
/flash/cat9k-webui.SPA.pkg
/flash/cat9k_iosxe.16.05.0la.SPA.conf
/flash/packages.conf.00-

[3]:
/flash/cat9k-cc_srdriver.SPA.pkg
/flash/cat9k-espbase.SPA.pkg
/flash/cat9k-guestshell.SPA.pkg
/flash/cat9k-rpbase.SPA.pkg
/flash/cat9k-rpboot.SPA.pkg
/flash/cat9k-sipbase.SPA.pkg
/flash/cat9k-sipspa.SPA.pkg
/flash/cat9k-srdriver.SPA.pkg
/flash/cat9k-webui.SPA.pkg
/flash/cat9k_iosxe.16.05.0la.SPA.conf
/flash/packages.conf.00-

Do you want to proceed? [y/nly
[17:
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Deleting file flash:cat9k-cc_srdriver.SPA.pkg done.
Deleting file flash:cat9k-espbase.SPA.pkg done.
Deleting file flash:cat9k-guestshell.SPA.pkg done.
Deleting file flash:cat9k-rpbase.SPA.pkg done.
Deleting file flash:cat9k-rpboot.SPA.pkg done.
Deleting file flash:cat9k-sipbase.SPA.pkg done.
Deleting file flash:cat9k-sipspa.SPA.pkg done.
Deleting file flash:cat9k-srdriver.SPA.pkg done.
Deleting file flash:cat9k-webui.SPA.pkg done.
Deleting file flash:cat9k iosxe.16.05.0la.SPA.conf done.
Deleting file flash:packages.conf.00- done.
SUCCESS: Files deleted.

[2]:

Deleting file flash:cat9k-cc_srdriver.SPA.pkg done.
Deleting file flash:cat9k-espbase.SPA.pkg done.
Deleting file flash:cat9k-guestshell.SPA.pkg done.
Deleting file flash:cat9k-rpbase.SPA.pkg done.
Deleting file flash:cat9k-rpboot.SPA.pkg done.
Deleting file flash:cat9k-sipbase.SPA.pkg done.
Deleting file flash:cat9k-sipspa.SPA.pkg done.
Deleting file flash:cat9k-srdriver.SPA.pkg done.
Deleting file flash:cat9k-webui.SPA.pkg done.
Deleting file flash:cat9k iosxe.16.05.0la.SPA.conf done.
Deleting file flash:packages.conf.00- done.
SUCCESS: Files deleted.

[3]:

Deleting file flash:cat9k-cc_srdriver.SPA.pkg done.
Deleting file flash:cat9k-espbase.SPA.pkg done.
Deleting file flash:cat9k-guestshell.SPA.pkg done.
Deleting file flash:cat9k-rpbase.SPA.pkg done.
Deleting file flash:cat9k-rpboot.SPA.pkg done.
Deleting file flash:cat9k-sipbase.SPA.pkg done.
Deleting file flash:cat9k-sipspa.SPA.pkg done.
Deleting file flash:cat9k-srdriver.SPA.pkg done.
Deleting file flash:cat9k-webui.SPA.pkg done.
Deleting file flash:cat9k iosxe.16.05.0la.SPA.conf done.
Deleting file flash:packages.conf.00- done.
SUCCESS: Files deleted

OB, Cisco I0S XE Everest 16.6.3 7> Cisco I0S XE Gibraltar 16.12.1 ~O7 v 77 L— K
v+ U AT, ingall removeinactive 2~ REFH L TREHO 7y A NVE7 U—2T v 7L
=HAaoHhERLTONET,

Switch# install remove inactive

install remove: START Mon Jul 22 19:51:48 UTC 2019
Cleaning up unnecessary package files
Scanning boot directory for packages
Preparing packages list to delete
done.

done.

The following files will be deleted:
[switch 17:
/flash/cat9k-cc_srdriver.16.06.03.SPA.pkg
/flash/cat9k-espbase.16.06.03.SPA.pkg
/flash/cat9k-guestshell.16.06.03.SPA.pkg
/flash/cat9k-rpbase.16.06.03.SPA.pkg
/flash/cat9k-rpboot.16.06.03.SPA.pkg
/flash/cat9k-sipbase.16.06.03.SPA.pkg
/flash/cat9k-sipspa.16.06.03.SPA.pkg
/flash/cat9k-srdriver.16.06.03.SPA.pkg
/flash/cat9k-webui.16.06.03.SPA.pkg
/flash/cat9k-wlc.16.06.03.SPA.pkg
/flash/packages.conf
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Do you want to remove the above files? [y/nly

[switch 17]:

Deleting file flash:cat9k-cc srdriver.16.06.03.SPA.pkg done.
Deleting file flash:cat9k-espbase.16.06.03.SPA.pkg done.
Deleting file flash:cat9k-guestshell.16.06.03.SPA.pkg done.
Deleting file flash:cat9k-rpbase.16.06.03.SPA.pkg done.
Deleting file flash:cat9k-rpboot.16.06.03.SPA.pkg done.
Deleting file flash:cat9k-sipbase.16.06.03.SPA.pkg done.
Deleting file flash:cat9k-sipspa.16.06.03.SPA.pkg done.
Deleting file flash:cat9k-srdriver.16.06.03.SPA.pkg done.
Deleting file flash:cat9k-webui.16.06.03.SPA.pkg done.
Deleting file flash:cat9k-wlc.16.06.03.SPA.pkg done.
Deleting file flash:packages.conf done.

SUCCESS: Files deleted.

--- Starting Post Remove Cleanup ---
Performing Post Remove Cleanup on all members
[1] Post Remove Cleanup package(s) on switch 1
[1] Finished Post Remove Cleanup on switch 1
Checking status of Post Remove Cleanup on [1]
Post_Remove Cleanup: Passed on [1]

Finished Post Remove Cleanup

SUCCESS: install remove Mon Jul 22 19:52:25 UTC 2019
Switch#

HLNWA A=V ET T vy allat’—
a) copy tftp: flash:

Zoavwry REFERALT, FillLWA A=V 7Ty allat —LET (ZOZXT v i

H LA A—=T% TFTP =" BT 25813 A v 7L TLEEW)

Switch# copy tftp://10.8.0.6//cat9k_iosxe.16.12.01.SPA.bin flash:

destination filename [cat9k iosxe.16.12.01.SPA.bin]?

Accessing tftp://10.8.0.6//cat9k iosxe.16.12.01.SPA.bin...

Loading /cat9k_iosxe.16.12.0l.SPA.bin from 10.8.0.6 (via GigabitEthernet0/0) :

[ A I O O

[OK - 601216545 bytes]
601216545 bytes copied in 50.649 secs (11870255 bytes/sec)
dir flash:

ZOawy REFHLT, A A—UNRT7 Ty v a2l ERICat—SNEl E 2R LE
ﬁ—O

Switch# dir flash:*.bin
Directory of flash:/*.bin

b)

Directory of flash:/

434184 -rw- 601216545 Jul 22 2019 10:18:11 -07:00 cat9k iosxe.16.12.01.SPA.bin
11353194496 bytes total (8976625664 bytes free)

7 MR RE
a) boot system flash:packages.conf
Zoawy REMFEH LT, 7— M #% flash:packages.conf [Z3%E L £,
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Switch (config) # boot system flash:packages.conf
Switch(config)# exit

b) write memory

Zoawry FEHLT, 7— FREEZRTFLET,

Switch# write memory
¢) show boot system

Zoawy REMALT, 7 — FEE flash:packages.conf (2R E STV 5D Z & & HERR
LET,

Hi771Z BOOT variable = flash:packages.conf & /RSN TW5DH Z & &R L £,

Switch# show boot system

VIMNT2TARA—=T%T T2l VA —)b

» request platform software package install
« install add file activate commit

TFTP == LD Y —=AA A =M, 7T v vallabt—LTEWoY —Af A=V EIEE
TEET, AA=VETFIP Y —N=0T I T A TRAA T DT T v a FTATIZa—
THZEEWRLES, AR AAvTF (T I T A TUSNDAL vF) OT7T w2 RIAT
FITUSB RIA T oA A=V HIBEST DHE. EMRT7 T v a R4 7 £7213 USB
RIATEBELRNEA VA R=MZRIILET, 22T A A—TUBAUNRNAL VT3
D772 R7A - (ﬂash—3) K%éi}ﬂ%/ﬁ\\ Switch# request platform software package

install switch all file flash-3:cat9k_ iosxe.16.12.01.SPA.bin auto—copy(z)i 5¢C?§ﬁ§qu)

WERH Y £,

W OFE. Cisco I0S XE Everest 16.5.1a 7> & Cisco 10S XE Gibraltar 16.12.1 ~O7 v 77 L — R
U AT, request platform softwarepackageinstall =< > K% i L C Cisco I0S XE Gibraltar
16121 7 "0 2T A A=V &2 7T vy allf VA=V LTEEAEOH 12 R L TVET,

Switch# request platform software package install switch all file
flash:cat9 iosxe.16.12.01.SPA.bin auto-copy

--- Starting install local lock acquisition on switch 1 ---
Finished install local lock acquisition on switch 1

Expanding image file: flash:cat9k iosxe.16.12.01.SPA.bin

[1]: Copying flash:cat9k iosxe.16.12.01.SPA.bin from switch 1 to switch 2 3
[2 3]: Finished copying to switch 2 3

[1 2 3]: Expanding file

[1 2 3]: Finished expanding all-in-one software package in switch 1 2 3
SUCCESS: Finished expanding all-in-one software package.

[1 2 3]: Performing install

SUCCESS: install finished

[1]: install package(s) on switch 1

--- Starting list of software package changes ---

0ld files list:

Removed cat9k-cc_srdriver.16.05.01a.SPA.pkg

Removed cat9k-espbase.16.05.0la.SPA.pkg

Removed cat9k-guestshell.16.05.01la.SPA.pkg

Removed cat9k-rpbase.16.05.0la.SPA.pkg

Removed cat9k-rpboot.16.05.01la.SPA.pkg

Removed cat9k-sipbase.16.05.0la.SPA.pkg

Removed cat9k-sipspa.l6.05.0la.SPA.pkg
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Removed cat9k-srdriver.16.05.01la.SPA.pkg
Removed cat9k-webui.16.05.01la.SPA.pkg
Removed cat9k-wlc.16.05.01la.SPA.pkg

New files list:

Added cat9k-cc_srdriver.16.12.01.SPA.pkg
Added cat9k-espbase.16.12.01.SPA.pkg
Added cat9k-guestshell.16.12.01.SPA.pkg
Added cat9k-rpbase.16.12.01.SPA.pkg
Added cat9k-rpboot.16.12.01.SPA.pkg
Added cat9k-sipbase.16.12.01.SPA.pkg
Added cat9k-sipspa.16.12.01.SPA.pkg
Added cat9k-srdriver.16.12.01.SPA.pkg
Added cat9k-webui.l6.12.01.SPA.pkg

Added cat9k-wlc.16.12.01.SPA.pkg
Finished list of software package changes

1vz2t—rE—kTo7yTiL—k |}

SUCCESS: Software provisioned. New software will load on reboot.

[1]: Finished install successful on switch 1

[2]: install package(s) on switch 2

--- Starting list of software package changes ---

0ld files list:

Removed cat9k-cc_srdriver.16.05.0la.SPA.pkg

Removed cat9k-espbase.16.05.01la.SPA.pkg

Removed cat9k-guestshell.16.05.01la.SPA.pkg

Removed cat9k-rpbase.16.05.0la.SPA.pkg
Removed cat9k-rpboot.16.05.01la.SPA.pkg
Removed cat9k-sipbase.16.05.01la.SPA.pkg
Removed cat9k-sipspa.l16.05.0la.SPA.pkg
Removed cat9k-srdriver.16.05.01la.SPA.pkg
Removed cat9k-webui.16.05.01la.SPA.pkg
Removed cat9k-wlc.16.05.01la.SPA.pkg

New files list:

Added cat9k-cc_srdriver.16.12.01.SPA.pkg
Added cat9k-espbase.16.12.01.SPA.pkg
Added cat9k-guestshell.16.12.01.SPA.pkg
Added cat9k-rpbase.16.12.01.SPA.pkg
Added cat9k-rpboot.16.12.01.SPA.pkg
Added cat9k-sipbase.16.12.01.SPA.pkg
Added cat9k-sipspa.16.12.01.SPA.pkg
Added cat9k-srdriver.16.12.01.SPA.pkg
Added cat9k-webui.l6.12.01.SPA.pkg

Added cat9k-wlc.16.12.01.SPA.pkg
Finished list of software package changes

SUCCESS: Software provisioned. New software will load on reboot.

[2]: Finished install successful on switch 2

[3]: install package(s) on switch 3

--- Starting list of software package changes ---

0ld files list:

Removed cat9k-cc_srdriver.16.05.01la.SPA.pkg

Removed cat9k-espbase.16.05.01la.SPA.pkg

Removed cat9k-guestshell.16.05.0la.SPA.pkg

Removed cat9k-rpbase.16.05.0la.SPA.pkg
Removed cat9k-rpboot.16.05.0la.SPA.pkg
Removed cat9k-sipbase.16.05.01la.SPA.pkg
Removed cat9k-sipspa.l16.05.0la.SPA.pkg
Removed cat9k-srdriver.16.05.01la.SPA.pkg
Removed cat9k-webui.1l6.05.01la.SPA.pkg
Removed cat9k-wlc.16.05.01la.SPA.pkg

New files list:

Added cat9k-cc_srdriver.16.12.01.SPA.pkg
Added cat9k-espbase.16.12.01.SPA.pkg
Added cat9k-guestshell.16.12.01.SPA.pkg
Added cat9k-rpbase.16.12.01.SPA.pkg
Added cat9k-rpboot.16.12.01.SPA.pkg
Added cat9k-sipbase.16.12.01.SPA.pkg
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Added cat9k-sipspa.16.12.01.SPA.pkg

Added cat9k-srdriver.16.12.01.SPA.pkg

Added cat9k-webui.l6.12.01.SPA.pkg

Added cat9k-wlc.16.12.01.SPA.pkg

Finished list of software package changes

SUCCESS: Software provisioned. New software will load on reboot.
[3]: Finished install successful on switch 3

Checking status of install on [1 2 3]

[1 2 3]: Finished install in switch 1 2 3

SUCCESS: Finished install: Success on [l 2 3]

G¥) T ARINTWAEWNWT 7 A0, 7T v adbillRENERA,

W DOHFIX. Cisco I0S XE Everest 16.6.3 7>5 Cisco I0S XE Gibraltar 16.12.1 ~O7 v 77 L — K
v U A ¢, ingall add file activate commit =< > K& F L T Cisco I0S XE Gibraltar 16.12.1
VTR TARA—T % T T allA VANV LESGEOH N EZRLTWET,

Switch# install add file flash:cat9k_iosxe.16.12.01.SPA.bin activate commit
install add activate commit: START Mon Jul 22 19:54:51 UTC 2018

System configuration has been modified.

Press Yes(y) to save the configuration and proceed.

Press No(n) for proceeding without saving the configuration.

Press Quit(g) to exit, you may save configuration and re-enter the command. [y/n/qly
Building configuration...

[OK]Modified configuration has been saved
*Mar 06 19:54:55.633: $IOSXE-5-PLATFORM: Switch 1 R0/0: Mar 06 19:54:55 install engine.sh:

$INSTALL-5-INSTALL START INFO: Started install one-shot
flash:cat9k iosxe.16.12.01.SPA.bininstall add activate commit: Adding PACKAGE

This operation requires a reload of the system. Do you want to proceed?
Please confirm you have changed boot config to flash:packages.conf [y/nly

--- Starting initial file syncing ---
Info: Finished copying flash:cat9k iosxe.16.12.01.SPA.bin to the selected switch (es)
Finished initial file syncing

--- Starting Add ---
Performing Add on all members
[1] Add package(s) on switch 1
[1] Finished Add on switch 1
Checking status of Add on [1]
Add: Passed on [1]

Finished Add

install add activate commit: Activating PACKAGE
Following packages shall be activated:
/flash/cat9k-wlc.16.12.01.SPA.pkg
/flash/cat9k-webui.16.12.01.SPA.pkg
/flash/cat9k-srdriver.16.12.01.SPA.pkg
/flash/cat9k-sipspa.16.12.01.SPA.pkg
/flash/cat9k-sipbase.16.12.01.SPA.pkg
/flash/cat9k-rpboot.16.12.01.SPA.pkg
/flash/cat9k-rpbase.16.12.01.SPA.pkg
/flash/cat9k-guestshell.16.12.01.SPA.pkg
/flash/cat9k-espbase.16.12.01.SPA.pkg
/flash/cat9k-cc_srdriver.16.12.01.SPA.pkg
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ATy TH

1vz2t—rE—kTo7yTiL—k |}

This operation requires a reload of the system. Do you want to proceed? [y/nly
--- Starting Activate ---

Performing Activate on all members

[1] Activate package(s) on switch 1

[1] Finished Activate on switch 1

Checking status of Activate on [1]

Activate: Passed on [1]

Finished Activate

--- Starting Commit ---
Performing Commit on all members

*Mar 06 19:57:41.145: $IOSXE-5-PLATFORM: Switch 1 R0O/0: mar 06 19:57:41 rollback timer.sh:

$INSTALL-5-INSTALL AUTO_ABORT TIMER PROGRESS: Install auto abort timer will expire in
7200 seconds [1] Commit package(s) on switch 1

[1] Finished Commit on switch 1

Checking status of Commit on [1]

Commit: Passed on [1]

Finished Commit

Install will reload the system now!
SUCCESS: install add activate commit Mon Jul 22 19:57:48 UTC 2019

Switch#
G¥) install add fileactivatecommit =< > RZFIT L72&IC, AT AZEEBHNICY v —
FLET, VAT L2EFEHTIn—RT2X4ETIHY FHA,
dir flash:

VI RT 2T DA VAS—IANERFIZEZTLESL, Z0avwy REFEHLT, 79 v a8—
T4 a A 10 EOF LW .pkg T7ANE3ZOD conf 77 ANNHDI EEERLET,

RIZ. Cisco IOS XE Everest 16.5.1a 7> 5 Cisco I0S XE Gibraltar 16.12.1 ~O7 v 77 L— K
U AIZEB TS dir flash: o~ RO #lZ R LET,

Switch# dir flash:*.pkg

Directory of flash:/*.pkg

Directory of flash:/

475140 -rw- 2012104 Jul 26 2017 09:52:41 -07:00 cat9k-cc_srdriver.16.05.0la.SPA.pkg
475141 -rw- 70333380 Jul 26 2017 09:52:44 -07:00 cat9k-espbase.16.05.01la.SPA.pkg
475142 -rw- 13256 Jul 26 2017 09:52:44 -07:00 cat9k-guestshell.16.05.01la.SPA.pkg
475143 -rw- 349635524 Jul 26 2017 09:52:54 -07:00 cat9k-rpbase.16.05.01la.SPA.pkg
475149 -rw- 24248187 Jul 26 2017 09:53:02 -07:00 cat9k-rpboot.16.05.01la.SPA.pkg
475144 -rw- 25285572 Jul 26 2017 09:52:55 -07:00 cat9k-sipbase.16.05.01la.SPA.pkg
475145 -rw- 20947908 Jul 26 2017 09:52:55 -07:00 cat9k-sipspa.l16.05.01la.SPA.pkg
475146 -rw- 2962372 Jul 26 2017 09:52:56 -07:00 cat9k-srdriver.16.05.01la.SPA.pkg
475147 -rw- 13284288 Jul 26 2017 09:52:56 -07:00 cat9k-webui.1l6.05.01la.SPA.pkg
475148 -rw- 13248 Jul 26 2017 09:52:56 -07:00 cat9k-wlc.16.05.01la.SPA.pkg

491524 -rw- 25711568 Jul 22 2019 11:49:33 -07:00 cat9k-cc_srdriver.16.12.01.SPA.pkg
491525 -rw- 78484428 Jul 22 2019 11:49:35 -07:00 cat9k-espbase.16.12.01.SPA.pkg
491526 -rw- 1598412 Jul 22 2019 11:49:35 -07:00 cat9k-guestshell.16.12.01.SPA.pkg
491527 -rw- 404153288 Jul 22 2019 11:49:47 -07:00 cat9k-rpbase.16.12.01.SPA.pkg
491533 -rw- 31657374 Jul 22 2019 11:50:09 -07:00 cat9k-rpboot.16.12.01.SPA.pkg
491528 -rw- 27681740 Jul 22 2019 11:49:48 -07:00 cat9k-sipbase.16.12.01.SPA.pkg
491529 -rw- 52224968 Jul 22 2019 11:49:49 -07:00 cat9k-sipspa.l16.12.01.SPA.pkg
491530 -rw- 31130572 Jul 22 2019 11:49:50 -07:00 cat9k-srdriver.16.12.01.SPA.pkg
491531 -rw- 14783432 Jul 22 2019 11:49:51 -07:00 cat9k-webui.1l6.12.01.SPA.pkg
491532 -rw- 9160 Jul 22 2019 11:49:51 -07:00 cat9k-wlc.16.12.01.SPA.pkg
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11353194496 bytes total (8963174400 bytes free)

RIZ. Cisco I0S XE Everest 16.6.3 7> Cisco I0S XE Gibraltar 16.12.1 ~D7 v 77 L — K
U FIzBiF 5 dir flash: =< ROHEEIZ R LET,

Switch# dir flash:*.pkg

Directory of flash:/

475140 -rw- 2012104 Jul 26 2017 09:52:41 -07:00 cat9k-cc srdriver.16.06.03.SPA.pkg
475141 -rw- 70333380 Jul 26 2017 09:52:44 -07:00 cat9k-espbase.16.06.03.SPA.pkg
475142 -rw- 13256 Jul 26 2017 09:52:44 -07:00 cat9k-guestshell.1l6.06.03.SPA.pkg
475143 -rw- 349635524 Jul 26 2017 09:52:54 -07:00 cat9k-rpbase.16.06.03.SPA.pkg
475149 -rw- 24248187 Jul 26 2017 09:53:02 -07:00 cat9k-rpboot.16.06.03.SPA.pkg
475144 -rw- 25285572 Jul 26 2017 09:52:55 -07:00 cat9k-sipbase.16.06.03.SPA.pkg
475145 -rw- 20947908 Jul 26 2017 09:52:55 -07:00 cat9k-sipspa.l16.06.03.SPA.pkg
475146 -rw- 2962372 Jul 26 2017 09:52:56 -07:00 cat9k-srdriver.16.06.03.SPA.pkg
475147 -rw- 13284288 Jul 26 2017 09:52:56 -07:00 cat9k-webui.16.06.03.SPA.pkg
475148 -rw- 13248 Jul 26 2017 09:52:56 -07:00 cat9k-wlc.16.06.03.SPA.pkg

491524 -rw- 25711568 Jul 22 2019 11:49:33 -07:00 cat9k-cc srdriver.16.12.01.SPA.pkg
491525 -rw- 78484428 Jul 22 2019 11:49:35 -07:00 cat9k-espbase.16.12.01.SPA.pkg
491526 -rw- 1598412 Jul 22 2019 11:49:35 -07:00 cat9k-guestshell.16.12.01.SPA.pkg
491527 -rw- 404153288 Jul 22 2019 11:49:47 -07:00 cat9k-rpbase.16.12.01.SPA.pkg
491533 -rw- 31657374 Jul 22 2019 11:50:09 -07:00 cat9k-rpboot.16.12.01.SPA.pkg
491528 -rw- 27681740 Jul 22 2019 11:49:48 -07:00 cat9k-sipbase.16.12.01.SPA.pkg
491529 -rw- 52224968 Jul 22 2019 11:49:49 -07:00 cat9k-sipspa.l16.12.01.SPA.pkg
491530 -rw- 31130572 Jul 22 2019 11:49:50 -07:00 cat9k-srdriver.16.12.01.SPA.pkg
491531 -rw- 14783432 Jul 22 2019 11:49:51 -07:00 cat9k-webui.1l6.12.01.SPA.pkg

491532 -rw- 9160 Jul 22 2019 11:49:51 -07:00 cat9k-wlc.16.12.01.SPA.pkg
11353194496 bytes total (9544245248 bytes free)
Switch#

WOHENFITIE, 7703 a3%—F 4330220 conf 7 7 A VIBFRENTWET,
* packages.conf : LA VA M=V L7 pkg 7 7 A WMICEZWZ b7 7 A )V
* cat9k iosxe.16.12.01.5PA.conf : #1 L < A ¥ A h— L L7z packages.conf 7 7 A /L D/ 7
Ty ar—
Switch# dir flash:*.conf

Directory of flash:/*.conf
Directory of flash:/

434197 -rw- 7406 Jul 22 2019 10:59:16 -07:00 packages.conf
516098 -rw- 7406 Jul 22 2019 10:58:08 -07:00 cat9k iosxe.16.12.01.SPA.conf
11353194496 bytes total (8963174400 bytes free)

Vme—F

a) reload
Zoavwry REHFHLT, AfAyFrIae—RKLET,
Switch# reload

b) boot flash:
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AA v FTHEB T — FRBRESNTOIIE, AZ v 7 BB LA A=Y THEIRICESR L
F9, FNUSNDEAIE, flash:packages.conf % T8 CHE) L 97,

Switch: boot flash:packages.conf

¢) show version

AA=VPEB LIS, ZOavr R L TH LA A—=—VONR—Va U2l LE
ﬁ‘o

GE) LA A=V %7 = 5LT7— =X HBICEHRT SN E T2, RIS
Jr—RENDETEIH LT — hr—F A=V g SNIHNICRRSLER
hoe

KD show version =~ > RO /HITIX, 7734 AD Cisco I0S XE Gibraltar 16.12.1 1 A —
VOFMPERRSINTVET,

Switch# show version

Cisco I0S XE Software, Version 16.12.01

Cisco IOS Software [Gibraltar], Catalyst L3 Switch Software (CATS9K IOSXE), Version
16.12.1, RELEASE SOFTWARE (fc4)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2019 by Cisco Systems, Inc.
Compiled Tue 30-Jul-19 19:26 by mcpre

<output truncated>

A 2R M—=ILE—KTOEYHSL—F

T BDVYV=ARBHDY V=R VA = LE— RTH T T L— 5 FlH%E
RLET, Y7 MU 2T ARA—VDOXE Y7 L— REFEITT 5121, boot flash: packages.conf
AL TIOS ZiEE T 2 MENRH Y £,

1R BHHIIZ
ZOFNEX, ROF T L — RO F U FTHEATEET,

o L—FRRIO) ) —R |ERATHaITUE By L—F&EDY)—X

Cisco IOS XE Gibraltar 16.12.1 |jnstall ==~ > K %7213 request | Cisco I0S XE Gibraltar 16.11.x
platform software =~ > K> |LARTO U U —2A
WP

Cisco IOS XE Gibraltar 16.12.1 A& T, A U — XD UPOE A1 v F (C9300-24U, C9300-48U.
C9300-24UX, C9300-48UXM, C9300-48UN) ~TIEEE802.3bt & 7' 3fEUEM I AR — h 9%
DI LA 7 aa— KREAINTWHWET, LA 7 ra—RigE, —#f@oV Y —
AL D MLEBETH Y FHAL, TOTDH, TNHDOT Y —ZADNWTHNCF T 7 L— T
LRI~ A 70 a— R XL — RTHRERHYES, v~ (M /rna—RKoxu T
L— REFETLRWVWE, XU 7 L — RO PoE OIRBIZHE L £,
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Ao T =KD ) =R Xy 7 L— RUERAT D a2~ RIS U T, FETT 508N
AT arEROFTHERLTLIEIN,

X7 L—K
Ao Y U —=

B 7 L— KD
JJ—=

fFHTa~ K

v A/ a—ROEy LT L—R
DT Ivarv

Cisco IOS XE
Gibraltar 16.12.1
F TN
DY Y=

Cisco IOS XE Everest

16.6.1 ~ Cisco I0S
XE Everest 16.6.6

Cisco 10S XE Fuji

16.9.1 ~ Cisco IOS
XE Fuji 16.9.2

ingall =~ > K

~A70a— KRNIV 7 =T D
A A M= DO—ERE LTHEIN
lZr— RNy 7 IivEd, Zitlh
EOBEFARETT,

request platform
software =2~ > R
EN el AN N2
7=k

VT RT2TARA—TEL T
L— R4 20, FETv A7 R
a—REHXTUTL—RLET,
~f/mna—RKEXy 7 1L—R
5120, Fa— L ar7 g
Fal—arE—FRT
hw-module mcu rollback =~ > K
EANITLET,

Zokv s a o HENIT.,

install =@~ > K& {# L T Cisco I0S XE Gibraltar 16.12.1 7> % Cisco

10S XE Everest 16.6.1 ICX > 7 L— KT ABEDHDTT,

| o

BE AV —REEH L TH LLEBASNEAAS, v TFETINERZ T T L—RTAZ LI TEE
Hho TLWAAL v FETIAAREYINEHR L TEAINEZY UV —2AN, FOTTLOFR/NI T
N7 2T N—=T a3 TY, BFEOARY v 7IZH LWAAL v T BTN EBINT 56T, BEfFED

TRCDAAL v FZEHFDOV ) —ACT v F 7L —RTHZ L Z2HEEL£T,

FIE

ATV 7 V—=vT w7

TI v allH LA A=V EERT DI IGB UL EOHENSH S Z L 2R LET,
IR N IR VAL, WA VA N T s AN BT )= T v T LET,
* request platform softwar e package clean
« install remove inactive

/<N

BV —=rT T LSO R L TWET,

Switch# install remove inactive

install remove: START Mon Jul 22 19:51:48 UTC 2019
Cleaning up unnecessary package files

Scanning boot directory for packages ...

done.

Preparing packages list to delete ...

install removeinactive =< > K& L T Cisco I0S XE Gibraltar 16.12.1 ® 7 7 A1 )b
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done.

The following files will be deleted:
[switch 17]:
/flash/cat9k-cc_srdriver.16.12.01.SPA.pkg
/flash/cat9k-espbase.16.12.01.SPA.pkg
/flash/cat9k-guestshell.16.12.01.SPA.pkg
/flash/cat9k-rpbase.16.12.01.SPA.pkg
/flash/cat9k-rpboot.16.12.01.SPA.pkg
/flash/cat9k-sipbase.16.12.01.SPA.pkg
/flash/cat9k-sipspa.16.12.01.SPA.pkg
/flash/cat9k-srdriver.16.12.01.SPA.pkg
/flash/cat9k-webui.16.12.01.SPA.pkg
/flash/cat9k-wlc.16.12.01.SPA.pkg
/flash/packages.conf

Do you want to remove the above files? [y/nly

1oz b—nE—kTnsgvsL—F ||

&

[switch 17]:

Deleting file flash:cat9k-cc srdriver.16.12.01.SPA.pkg done.
Deleting file flash:cat9k-espbase.l16.12.01.SPA.pkg done.
Deleting file flash:cat9k-guestshell.16.12.01.SPA.pkg done.
Deleting file flash:cat9k-rpbase.16.12.01.SPA.pkg done.
Deleting file flash:cat9k-rpboot.16.12.01.SPA.pkg done.
Deleting file flash:cat9k-sipbase.l16.12.01.SPA.pkg done.
Deleting file flash:cat9k-sipspa.16.12.01.SPA.pkg done.
Deleting file flash:cat9k-srdriver.16.12.01.SPA.pkg done.
Deleting file flash:cat9k-webui.16.12.01.SPA.pkg done.
Deleting file flash:cat9k-wlc.16.12.01.SPA.pkg done.

Deleting file

flash:

packages.conf done.

SUCCESS:

Files deleted.

--- Starting Post Remove Cleanup ---
Performing Post Remove Cleanup on all members
[1] Post Remove Cleanup package(s) on switch 1
[1] Finished Post Remove Cleanup on switch 1
Checking status of Post Remove Cleanup on [1]
Post_Remove Cleanup: Passed on [1]

Finished Post Remove Cleanup

SUCCESS: install remove Mon Jul 22 19:52:25 UTC 2019
Switch#

LA A=V ET T vy allat’—
a) copy tftp: flash:

Zoawr REFEHLT, :iIilLWwA A=V T7Tyvaizat—LET (Z0ZXT v 7

H LA A—=T% TFTP =" BT 25813 A v 7L TLEEW)

Switch# copy tftp://10.8.0.6//cat9k_iosxe.16.06.01.SPA.bin flash:

Destination filename [cat9k iosxe.16.06.01.SPA.bin]?

Accessing tftp://10.8.0.6//cat9k iosxe.16.06.01.SPA.bin...

Loading /cat9k_iosxe.16.06.01.SPA.bin from 10.8.0.6 (via GigabitEthernet0/0):

FELEEEEE et e e e e e e e e e e e

[OK - 508584771 bytes]
508584771 bytes copied in 101.005 secs (5035244 bytes/sec)

b) dir flash:

Zoawy REFHLT, A A—YNRT7 Ty v a2l ERIat—SNEZ E 2R LE
ﬁ—O
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Switch# dir flash:*.bin
Directory of flash:/*.bin

Directory of flash:/

434184 -rw- 508584771 Jul 22 2018 13:35:16 -07:00 cat9k iosxe.16.06.01.SPA.bin
11353194496 bytes total (9055866880 bytes free)

ATYT3 VT U2 TARA—VEA T T L—F
« install add file activate commit
* request platform softwar e package install

®OFEITIL, ingall add file activate commit =~ > R4 L T Cisco I0S XE Everest 16.6.1 ~/
TRV 2TAA—TVHT T allf A=V LTWET, ¥/ 7/ ra—ROX 77 L —
REFITSNET,

Switch# install add file flash:cat9k_iosxe.16.06.01.SPA.bin activate commit

install add activate commit: START Tue Jul 30 23:51:14 UTC 2019
install add activate commit: Adding PACKAGE
install add activate commit: Checking whether new add is allowed

--- Starting initial file syncing ---
Info: Finished copying flash:cat9k iosxe.16.06.01.SPA.bin to the selected switch (es)
Finished initial file syncing

--- Starting Add ---
Performing Add on all members
[1] Add package(s) on switch 1
[1] Finished Add on switch 1
Checking status of Add on [1]
Add: Passed on [1]

Finished Add

Image added. Version: 16.6.1.0.202
install add activate commit: Activating PACKAGE
Following packages shall be activated:
/flash/cat9k-webui.1l6.06.01.SPA.pkg
/flash/cat9k-srdriver.16.06.01.SPA.pkg
/flash/cat9k-sipspa.16.06.01.SPA.pkg
/flash/cat9k-sipbase.16.06.01.SPA.pkg
/flash/cat9k-rpboot.16.06.01.SPA.pkg
/flash/cat9k-rpbase.16.06.01.SPA.pkg
/flash/cat9k-guestshell.16.06.01.SPA.pkg
/flash/cat9k-espbase.16.06.01.SPA.pkg
/flash/cat9k-cc_srdriver.16.06.01.SPA.pkg

This operation may require a reload of the system. Do you want to proceed? [y/nly
--- Starting Activate ---

Performing Activate on all members

[1] Activate package(s) on switch 1

--- Starting list of software package changes ---
0ld files list:

Removed cat9k-cc_srdriver.16.12.01.SPA.pkg
Removed cat9k-espbase.16.12.01.SPA.pkg

Removed cat9k-guestshell.16.12.01.SPA.pkg
Removed cat9k-rpbase.16.12.01.SPA.pkg

Removed cat9k-rpboot.16.12.01.SPA.pkg

Removed cat9k-sipbase.16.12.01.SPA.pkg

Removed cat9k-sipspa.l6.12.01.SPA.pkg

Removed cat9k-srdriver.16.12.01.SPA.pkg
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Removed cat9k-webui.16.12.01.SPA.pkg
Removed cat9k-wlc.16.12.01.SPA.pkg

New files list:

Added cat9k-cc_srdriver.16.06.01.SPA.pkg
Added cat9k-espbase.16.06.01.SPA.pkg
Added cat9k-guestshell.16.06.01.SPA.pkg
Added cat9k-rpbase.16.06.01.SPA.pkg
Added cat9k-rpboot.16.06.01.SPA.pkg
Added cat9k-sipbase.16.06.01.SPA.pkg
Added cat9k-sipspa.16.06.01.SPA.pkg
Added cat9k-srdriver.16.06.01.SPA.pkg
Added cat9k-webui.l6.06.01.SPA.pkg
Finished list of software package changes
[1] Finished Activate on switch 1
Checking status of Activate on [1]
Activate: Passed on [1]

Finished Activate

--- Starting Commit ---
Performing Commit on all members
[1] Commit package(s) on switch 1
[1] Finished Commit on switch 1
Checking status of Commit on [1]
Commit: Passed on [1]

Finished Commit

[1]: Performing Upgrade Service

$IOSXEBOOT-4-BOOTLOADER UPGRADE: (local/local): Starting boot preupgrade

300+0 records in

300+0 records out

307200 bytes (307 kB, 300 KiB) copied, 0.315648 s, 973 kB/s

/tmp/microcode update/boot pkg/nyquist/usr/platform/polaris adelphi rommon sb.bin: No
such file or directory

MM [1] MCU version 127 sw ver 172

MM [2] MCU version 127 sw ver 172

MCU UPGRADE IN PROGRESS... PLEASE DO NOT POWER CYCLE!!

Front-end Microcode IMG MGR: found 4 microcode images for 1 device.

Image for front-end 0: /tmp/microcode update/front end/fe type 6 0 update needed: no
Image for front-end 0: /tmp/microcode update/front end/fe type 6 1 update needed: yes
Image for front-end 0: /tmp/microcode update/front end/fe type 6 2 update needed: yes
Image for front-end 0: /tmp/microcode update/front end/fe type 6 3 update needed: no

Front-end Microcode IMG MGR: Preparing to program device microcode...

Front-end Microcode IMG MGR: Preparing to program device[0], index=0 ...594412 bytes....
Skipped[0].

Front-end Microcode IMG MGR: Preparing to program device[0], index=1 ...409334 bytes.
Front-end Microcode IMG MGR: Programming device

R B o B a8 B & A 8 a B

Front-end Microcode IMG MGR: Preparing to program device[0], index=2 ...25210 bytes.

Front-end Microcode IMG MGR: Programming device

O0...rrrrrrw..0%....10%....20%...... 30%...40%...... 50%....60%...... 70%...80%...... 90%....100%w

)

% Front-end Microcode IMG download pre-reload on sub=0

Front-end Microcode IMG MGR: Preparing to program device[0], index=3 ...90974 bytes....
Skipped[3].

Front-end Microcode IMG MGR: Microcode programming complete in 263 seconds

MCU UPGRADE COMPLETED!!... SUCCESS: Upgrade Service finished
Install will reload the system now!
SUCCESS: install add activate commit Tue Jul 30 23:59:48 UTC 2019
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Switch#

G¥) install add fileactivatecommit =< > RZFIT L72&IC, AT AZEEBHNICY v—

FLET, VAT L22FHTY n—FF24ETIH D A,

ATyT4 Um—F

a)

b)

¢)

reload
Zoavwy REFEALT, A vyFEVue—RFLET,

Switch# reload

boot flash:

AA v FTHEB T — FRBRESNTOIUE, AZ v 7 BB LA A=Y THEIRICER L
F9, FTNUSDEAIE, flash:packages.conf % T8 CHE) L 97,

Switch: boot flash:packages.conf

GE) VIRNT2TARA—TEHZT 7L —RLThH, 77— =X TAEMICK T
YZb—FR&EhEth, EHSNIREOE IR £7,

show version

AA=VUPNEH LD, ZOavr R LTHLWA A—YONN—Va U2l L E
B

GE) LA A=V E2T = 3 5L7— b u—XTABCE S E T, KIZ
V= RSNAHAETIEHH LT — o —F R—=Ua VIR RINER
Ioe

RO show version =~ > RO AHITIX, 57354 AD Cisco I0S XE Everest 16.6.1 4 A —
DIFHRNFRENTWVET,

Switch# show version

Cisco IOS XE Software, Version 16.06.01

Cisco IOS Software [Everest], Catalyst L3 Switch Software (CAT9K IOSXE), Version
16.6.1, RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2017 by Cisco Systems, Inc.

Compiled Fri 16-Mar-18 06:38 by mcpre

<output truncated>

Z Dk 7 a3 TlE, CiscoCatalyst9000 2 U — & A A » F CHEAARERMERED T A v A%y
=IOV L £,
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G4t RNV
Cisco Catalyst 9300 >V — X 2 A v F THEMAREZR Y 7 b7 = THEEEIX, RO X DT, FEARE
I X7 KA DT B AL~"ULIZAEINE T,
BERXSA4 VR
* Network Essentials

» Network Advantage : Network Essentials 7 1 -z > A CfE ] FIRE 72 HRE & 1B NKEEDS & v &
R

FEXY SR
T KA T A ' RIZIE, mitESE & LT Network Essentials & 72 /3 Network Advantage 73 2

T, T RATA B ALV TIL, AA »F 72T T7 < Cisco Digital Network Architecture
Center (Cisco DNA Center) TH I AaDA J N— g LR EEELNET,

* DNA Essentials
« DNA Advantage : DNA Essentials 7 A &z > A Cff ] rl e /e AE LB IIERE NS E N E T,
7Ty b7 — LY R MIETOEREHBEH L, WELZHEHTE2 748 ALV E R

92121, Cisco Feature Navigator Z{# ] L 9", Cisco Feature Navigator |27 7 & A3 5214,
https://cfang.cisco.com (Z#EFAFE T, ciscocom DT AT MILEDH D FH A,

SAEVREAT
FEHARER 7 A B A F A TITIRO LBV TT,
c KA TA B ALAUL, HEHHIR L,
IR E  TA AL, 3B, S, F0E 7T EORIR,

Pl BERTR L DT A B A,

FAE VANV FREDHA RS54

« JiARKT A 2 A (Network Essentials 33 1 O Network-Advantage) O7F 38 L OVEITIX, 7K
INTGARAZATDRHRERYD ET,

7 KA F A& A (DNA Essentials 33 J: (8 DNA Advantage) OiE3LE X OVEITIX. A%
MM I A4 AZ A TOIRETRD 97,

e Xy hT—7 TABUVA LSV ERRLIEGAIET AV ITA BV AL NAREENT
WET, DNA OREZ T 25615, ARSI SR T A B A2 HH L THl
XX T 0, T RAVIFTA RV AREET VT 4 7L LTHBAAL vFH YV r—FRL
THEART A o AERETOMEM 2k L £,
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. Cisco Smart Licensing

CHEARTA L AL EBICT FAY T AEMATEHE, FATSH TV EMBE DY
LA SR TOARNEAADEICEE LTS,

R 3:FRISA TV SHlAEDLE

DNA Essentials DNA Advantage
Network Essentials PO FEXT I
Network Advantage K2 %t it

S 2 OAEDEIIDNA T A &2 2D FE PO A TX £3, DNA-Essentials O
PIEEEA R IIEATE EHA,

G T A B AERELT D EITTEERA, ZIH DT A & AL Cisco Smart Software
Manager CiEBIF 413, 90 H THIRREINICZ2 W £7°, FHli 7 A B RXAAL » F T
JEATE, BEKRTAZLIETEEYA, M7 A B ARHIROINIZ D &, ED%
275 HiIZ R EE AT A A v —UNER S, R UBRI3ERERSET, Va—
Ri&C, A2HIROUINTZFM T A B AEHET 77 4 X— T 52 LIXTEEHA,
A — b IR RIZOREA SNET, M7 A & AO&IX, RY o—%fH
ALl A~— I/ A Z3@EHA SN ER A,

Cisco Smart Licensing

VA Av—h T4V UTNE, VAT R—= T3 VAR IO EKRTY 7 Fy e
7 a LV EENORBEIC - E L THEABLOEH T MR T RAETVLTT, Fi,
IR ETT, 22—V —RT7 7 BATEZLH0%HIETEET, Av— b T7A B RAEMHH
TBHE, RO ENAREICZR Y T,
CHHERT VT 4=y gy Av— I AU A, MERAKRCHERTEXS Y T Ry T
TABADT = NVEFHNSLLET, PAK (LT 277 4 _X— a3 % —) [IRETT,

« FELOH A : My Cisco Entitlements (MCE) (%, VLT WAR—F L TTRXTOT Rl
mEP—EADEERE 2 — %R L FT,

e TARVADEIRNME : VT N =TI N RV =TIZ /= Faey 7 ST RNWED,
IS LTI B AR MRICERB L NRE T ET,
A<w— T4 ABERAT 521X, £ Cisco Software Central CTA~— hT WD hZFHT
THVENRHY 7 (http://software.cisco.com) ,

| &

EE Cisco Av—FrI7A4 B RIIT 74NV EFTHY, T4 BV RAEEHTH-OCEHTE 5HE—
DHETT,

VA T4 ADFERIIOWTIE, cisco.com/go/licensingguide Z &M L TL 72 &1,
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z2v—t+54 220l [

AYX— bAoA DEMH

FIE

ATy T

ATy T2

ATvT3

WIT, B0 HNSHEN HDRB % Cisco I0S XE Fuji 16.9.1 IED U U — 2 &2 34T L TV AT N
AADGHEBEFRGET 570 2AOMEE R LET, FEX AT OFITHIEO WL, 274
Xal—rary A R~DU I pbRELWEREZRTX £,

cisco.com @ Cisco Smart Software Manager ~D % v kU — 7 £ & et L £ 7,

MRV —ADY 7 "Ny =T a7 4 Xalb—3 3 A4 KT, [System Management| —
[Configuring Smart Licensing] — [Connecting to CSSM] % &M L T 72 &\,

A=K T AT FRfERLTT 77 4 7T 50, BMFOA~ =T D hTr AL

£7

A=K T NefE LTT 277 4 74t 5HIZI%, Cisco Software Central @ [Create Smart

Accounts] |27 7 EBALET, A~— K T AV NeT 77 4 7 TELDFMRERF > —

P—72 T,

Cisco Smart Software Manager Ot >~ N7 v 7 &5%E T LET,

Q) AV—hNYT7 =T T4V TEBRICAIELET,

by N—F X AT BT NERLEREIETREL, ENN—F ¥y LT U hO2—F—LT 7
T AMERELET,
N=F LT AU ME, FERM, WA 7 TN —TRERLTIA B 2%
B LD b E T,

c) Cisco Smart Software Manager 8 —# L CHEk h— 27 V& ERK L, h—27 v ZFEHLTT A
A R BER L ET,

MRV ) —2ADY T v =T a7 4Xalb—ar A RT, [SystemManagement]
— [Configuring Smart Licensing] — [Registering the DeviceinCSSM| Z#ZH L T 72 &0,

SETTHERDEHITRY F9,
o TN AP INTHATE DIREIZR Y 97,
BEABEBLDTA B ANA— R NTHT Y MIFERINET,

BEBRATNNARATDRAI—FZM 2V ADER

Cisco 10S XE Fuji 16.9.1 LI TIE. THIHMHHIY 7 hy =27 A=Y g vl ratda =/
SNTZREFHT NA ZADGH., TDTNA ZADTXTD T A &2 AL Cisco Smart Software
Manager (Z%88k 9 2 £ TRHIE— ROWKBIZ/R Y £,

MBERVY—ZADY 7 N7 a7 4 F¥ab—3 a4 T, [System Management| —
[Configuring Smart Licensing] — [Registering the Device in CSSMJ ZZ ML T 2 &0,
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B oo z707 0 7L FEERED T L= FIZk B5RT— F 54 £V R~DHE

YIRDTT7DT7YTITL—RFERIFETOUITL—FRIZKBRAYI— b SA BV RADEE

Cisco I0S XE Fuji 16.9.1 LI TlE, A~—hTA BV ABRT 74V R THY | ME—DT7 A&
ZEBY ) 22— a0 T, TRTDOIA BV ARAY—FTAL B 2L LTEHINET,

| &

BEE  CiscolOSXEFuji16.9.1 LAETlE, HHME (RTU) 74t AE— KBRS, BT % CLI
® licenseright-to-use =~ > Rl T < L7,

Aw—hTA B AEZYFR—=FLTWVWABV U —A~DT v 7T L— KRLRA7— ]“5/1"[?‘/X%
PAR—=FL TNV U —=ZA~DBITIZE ST, T ADTA B ATHENRSZ LI
BLTLEE N,
cLIEIDY J—AMBRAY— S AMEVREYR— B ) —RIZT7Yv TSI L—FLI=5
& BEFOT_TD T A & A1 Cisco Smart Software Manager (2887 5 £ Talit— F
DIRFEIZHR D 3, BEPRTETTHE, A= NT AT NTHEATELLIICRD E
7

MERY ) —ADY T v =27 a7 4 F¥alb— g HA KT, [SystemManagement|
— [Configuring Smart Licensing] — [Registering the Device in CSSM| # &ML T 72 &
A

e AX— b, IA VAN R—FSINTWVEWY Y—=RIZFIVTL—F LGS T3 A
ADTNTDAY = TA R APERD T A £ AL S, THAA ADTNTOR
~— F 7 A RIEBRMHIRS N ET,

RF—I2TDHA Z4 Y
HEREA r— V) L T DA KT A 2O TIE, IROBFATIZEH 5 Cisco Catalyst 9300 3 J — X R
Ay FOTFT =2 — R TIEI0,

http://www.cisco.com/c/en/us/products/collateral/switches/catalyst-9300-series-switches/
datasheet-c78-738977.html

HIPRSE IR & HFIFIR

e b — L L —r IR (CoPP) : system-cpp policy CERIE ST T AT
T4V MEOEEDOEE, b0 7 7 AT A E#RIL showrun =+ R TERR S
FH A, RO VIZ, ¥ EXEC &— KT show policy-map system-cpp-policy % 7= (% show
policy-map control -plane =~ > R L T 7ZE 0,

» Cisco TrustSec DI|FIEFIH : Cisco TrustSec 1IMFLA L X —T = A A TOHHKETE ., imH
AE—Tx2A ATIHEETETETA,

» Flexible NetFlow O fl|[RZE1E
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o A —Hxy MEBEAR— I (GigabitEthernet0/0) % /] L T NetFlow =27 AR — F & 5%
ETDHZLIETEERA,

cLAV2R—=FFr b, =T Ny T MU RAREDGREA L H—T 2 A RTT
n—E=XEHRETHIELIFITEETA,

cFAULA v H =T A ZADRCHFANIZOWT, FLHXA 7 (IPv4, IPv6, E£721ET7 —#
V>7) O7u—F=HEBEERETDH I LITTEERA,

* QoS Dfill#)FIH
e QS Fa—A LI RY V—FRETIHIEIL, Fa—A TRy T77DEFHN100% &
B2 NWEIICLTLEE N,
A TA U E—T 2 A ATORY) VT BIO~—F VR V=R R— T
9,
c AA FIEA v H—T =2 A A (SVI) TORY —DO~v—F% L IR YR—rINT
WET,

e AR—=FFXRNVALE—T 2 f A R RNMA L H—T A4 A BLOZOMOGHER
A H =Tz ATIE QoS R Y v —iFHhAR—FEhFEtA,

AR I X a—A L TEBIOART Y 2a—T 7 (SQS) 1. 1.4Gbps #i# 2% CPU N
TRy he Ray X LET,
e ¥ =27 =/ (SSH)

eSSH R—=V g 2 %A LTL7ZEEY, SSHAA—=V g v 1TV ER—FENTWHER
oo

* SCP 35 L UNSSH DI 5L ED FATHIL, SCP DFAIY 7 utE ANE T HE T,
TNRAAD CPUNEL 2D ENHESNET, SCPIX, *v hY—727 EDOF R b
MTHO7 7 ANREEZTR—FLTERY, X SSH Z2#EH L E9,

SCP £ XU SSH OB ZEE I N— R = T b= P THR— F SR T
Wiz, BB L EE LD 7o v AN Y 7 by 2T TIEITSNDZ & TCPU MBEL
720 FEF, SCPEBLUSSH D7 1t A 2L % CPU EHZRAN 40 ~ 50% (272 HHBA M
BVETR, TNXAARY Yy NEDU LV ENDZEEHY THA,

o« AKX U RERK
RS ODDAE T AUNINTARA vF ALK v 7 HHERTEET,

JREB AL v JRERIIY AR — h & TWEH A, Cisco Catalyst 9300 U — X A A v F
% Cisco Catalyst 3850 U — X A A » FX° Cisco Catalyst 9300 > U — R XA v F D
C9300L ET/VERILAZ v 7I2EH5H Z LT TE EH A,

CHLWAVARZAL v FOHET v 77 L—RiE, A VA b—/LE— FTORYHR— L
SET,

Cisco 10S XE Gibraltar 16.12.x (Cisco Catalyst9300 ') —X XA/ wF) JY—R/—F .



mwmmncmmmwawmmhmm%myu—2x4w¥)UU—X/—F|
B smsmcsnss

* TACACS L /v —a~ v R L —tacacs-server host =~ > RZRE LRV TL 12 &
W, Zoawy REFEILESNELE, A ALETETINTWNWD Y 7 Ry T "= g
>3 Cisco I0S XE Gibraltar 16.12.2 EAfED U U — A ThH L56E, LIy —a~xr R&fEH
T5 EREIEN KT D AREENH Y £3, /e—b a7 4 Fal—r g F—RT
tacacs-server 1< RZfEH L £,

« USB DFEFE : CiscoUSB R A 7% ZA v FITHfi+ 5 & . BUAFONE LR A% —T
RIA 7 ORFEPFITINET, USB T A 7T BITFEREH O F —0 %% E Sz
password encryptionaes =~ K& AJj425 & —/LITIRD A /‘12“—“/75‘2%/7“35?11?
R

Device (config) # password encryption aes
Master key change notification called without new or old key

* VLAN OHllfR: AA v FORRERFIZT — X £ %b%%/%ﬁib X4/%x&/7£
RCH R VLAN L3872 57 — ¥ VLAN ZH#EFFT 51218, PIRICER SN oBEZ1T O
ZLEBEOLET, 10D E—T A A DT — && %b%4/ IxLTREE

VLAN SR E SN TWAHEA, CPUMRERNEL 2D T35 AN EE T 5 a[GEMEN
HYET,

« F % Application Visibility and Control il [REFITH :

*NBAR2 (QoS B LU wm ka/ufgtl) REITHMMYIEAR — N CTCOHLFAISNET,
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