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B T ER=ADT v T NHICKEL R D720 T, 794~ U =7 L TEH
VIP RAA L EESZEMRTEET, TIA 7Y F—N—DRATF—F R, F/A RN
AT — RPBESNTWVDIHETH, BENIr—RLED, FAAL DT A—FNE
HLTnEEkbinnET,

o = N—F— KD VTP X— 3 > 3 TiL. VLAN #kl% vian.dat 7 7 A /WIZERIE S IV E
To FTZUAXT LY ME—RFOLAEDO X 51T, VLAN #5UIE NVRAM IZIRES L EH
No AA Y TRERRD /Ny 7T THAERKT D & XU, vilandat 7 7 A VDY 7T v 7
TERRT D BN H D £77,
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VIP J)L—

virTn—=>4 |

\}

—

GE)  VIP A=V 3 v 1 BLO2 3HEH VLAN (VLAN 1 — 1001) D&
XT3 aTE, JEEVLAN (VLAN1006 —4094) 1377 v~
Va RTIATERFFE Ty 74X ab— 3 lu—I VTR
FENET, VIP/N—V 3 2 31%, VIP KA A U 2RICHEIE VLAN
XT3 aTE, JLIEVLAN Z 2 — B VICIRGFE S LER A,

9

VIP I N—= T 5T E, VT 7 4 v 7 DT A AZBZET DO fEH LT
BN NT T VI ~DT7 T T 47 b T T 4w 7 BHIREND DT, fFHARER
Fo MU — 7 BRAE X £, VIPZL—=0 V2R LARWERE., 731 2 3ZEM0F
INAATEEINDIAREENH-TH, VIP RALHNOTRTO R 7 V7112, Tu—
REFE¥Y AR, vLFFX¥ A, BIORHOZ=F Y AN NT T4 w0527 T T 47 LE
9, VIP 7V—= 73T 74V N CT 4 8—7NVTT,

VTP 7 )Vv—= 7%, T—= 0 70k U A MIHE S VLAN R 7 27 R— h~ORE
7T T4 NI T4y EHIELET, S—= 0 JERE U A MZHRE & 4172 VLAN
TN, TN—=2 T OG0 £9, 7 74/ FTiX, VLAN2 ~ 1001 NS —=7
WK T NSNA AT 7 R— T, FI—=r 7R & L TRE L7 VLAN [ZOW T,
BlERiExT7 T v T 4 M ThhEd, VIP 7 b—=0 33T _XTHAA—2 3 D VIP TH
A—hSnEd,

1LVIPILN—=V 5 2ERALEBEWMEAD IS VT4V T b5T7499

VIP 7N—=0 70k, AL vF K Xy NU—7 TIEEGHTT, 754 AADE—F 1 BLO
TNAZD DOR— b 21F, Red &) VLANIZEID Y THATWET, 734 X A ITHHE &
NIEEARNL T —REY A MREEEINTEZHE. T AAIX, 2070 —KRK¥y A b &
779747 LET, Red VLAN IR — FZFZR20T A A C, E, FHEHT, v b
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B vresnazzays

R2:VIPTN—=2FI2&kBT59T49 b5 T4 99 OREL

VIP 7 V—=2 713, AL v F KXy hI—7 TIEENTT, T4 AAPLDT B— K%y
AN N7 497, T AC, E, FIZIFEESNERTA, KIRENTWD Y V7 R—
F (FARALAZABDR—F5, BIOFSAADDAR—F4) T, RedVLAND FF 7 ¢ v 7 )N
TN—= T ENBNHTT,

.............

Switch E / Flooded traffic —~ |
B prunad.

Switch F Switch C Switch A, i

VIP RX—Va v 1 BIOR2 TIE, VIPV—NR"—TIN—= T2 F—TNVICTDHE, ZD
VIP RAA VEETTN—=0 TNA F—=T M N E£F, VIPX— 93 TlE, RAA
VHWOETNAALETTFENC L > TIN—=20 T EFENCT 208N H Y £3, VLAN 27
== TR E T IIANER & L CRET DG, WEEZITHDIE, D 77 EOVLAN
DI N—=2TTFTT (VIP FAAL VDO TRTOT A RNEET LD TIEH D FH
A) e

VTP 7V —= 7%, A X —T /WML TOLHEBRICADNC/RY £3, VIP S L—=2TR
FEDOVLANISD R T 7 4w 71, Th—= 7T OR8240 £8 A, VLAN1E L OVLAN
1002 ~ 1005 (XFIZ TN —=V TR T, ZTNHDVLANDLLD T 7 4 v 737 —=
VT TCEER A, JEEFPH VLAN (1005 ##8 % 5 VLANID) & 7 /L—=2 7 R T9,

VIP ETINA RRBZ YYD

VTP BEIT. THAARREZ Y I DT RTDALNANTR—TT, TN, ZAREZ v 7 BN VIP H—
N—FTNL T TA T bE—RIZ72>TWBERIF. AX v 7RO TXTDOT /A ZAD VTP

RIENFE IR0 ET, VIPE—RFRN F T AT LU FOBEAIL, AZ v 71X VIP I3
ALEHA,
c AKX TIZHBMULTZTNA AL, VIPBIORVLAN O a5 42T 75 4 7T F 34 A
MOHEE L F9,

s T RTDOVIP T v 7T — hd, AX v 7 2R CHREINET,

s AHy ITNDTNAZADVIP E— RNEHEIND L, TOAX v 7T NOEDMOT /34
2% VIPE— RELEH L, T8 AD VLAN 57— Z _X— 20— B R -nE1,

VIPR— g 0313, AZ L RTayFRALATHAZ 7 THLRERICLIITHEEL 425, &
A VFAZ Y INVIP T —E_XR—=2ADT T A< U P —N_"—THILEATTIIFN T, =D
WA, 77747 F AL ZAOMACT RLANT T4 <) H—_"—IDE L THEHINET,
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TOF AT TR AR B FEIEERA 7SR B L BT 77 4 775 AR
nET,

cBHEMAC T RLUABSEEZRE LW E, BILWT 77 4 7T 3 ARBREIND &
TIA Y —NR=L LTHLWT 7T 4 T MAC T RLANGTRENTZT A 74—
N=RA b —U%EELET,

e [HE MAC 7 RLUAREEIINLTWAEA, FILWT 77 4 773, ATHEIINLTND
A A—HOMFHE L £9., ZORMNIZLRIOT 77 4 7T /34 RAWAS > 7 IZHSIN
LARdE, iILWT 2T 4 TR ANT AT == Ao —U%ITLET,

VIP SR ERFDFESIR

ZZTIE, VIP REROEEFHIZOWTHA L ET,

VIP DEEEH
VTP % ET DHEIE. TAA AN RAAL VHNOMODT /NA AL VIP 7 KXY A X %5545
T&EHL912, TV IAR—bERETHVLENDY £7,
VIP X—V a1 BLO2 X774 _X— K VLAN 2 HR—FLEHA, VIPX—T 33
TIEF 74 _X—F VLAN ZHR— b LET, 774 3—hF VLAN 2RE LIZBE, T34 &
VTP TV AXRT L hE— RTRIFUIIRD ¥ AL, 7T 14—k VLAN RT3 AT
RESNTVWEHRE, VIPE—FEZ F T VAT LY FE—RIL 7 I T v hE— ROH—
N—F— RIZEF LRV TLIEEN,

VIP D& E

VTP fE#1EL VTP VLAN 7 — # X— X ZMRF SN E T, VIP T— KB GZRMTH L5545, VIP
RAAL HBLOE—REIT A RFTar 7 4 Fal—Tary Iy VIRFSNET, 2
DIERET NAARZ— R T v a7 4F¥alb—aly 77 A MURFET DT, copy
running-config startup-config ### EXEC =2~ > KZ A LE T, 7314 A%Vt b L7=HE
IZH, VIPE—FRZ h 7 AXRT Ly R ELTRIFT DI, Zoa~wy REERT L08R
HoET,

FNRAADAZ— R T v F a7 4¥al—ay 77 A NMIVIPIERERGFE LT, T34
AL HEENTLH L. T, ZDOFREITRD L HITEIREINE T,

CAF— R T T ar7 4 F¥al—va rBIXOVLAN 7— 4 X—ZANOD VTP £— R b
FUART LY R THY, VLANT —HR—RLAF— T v T ar7 Fal—a
V77 ANDNVTP RAAL AR —8T 58615, VLAN 7 —FZ X—2Ap3 Mg (7Y
TEN) AF— R Ty ar74Xal—ary 77 AANDOVIPEB LN VLAN RE
MEF SN ET, VLAN T —H R_R—ZAND VLAN T —F _X—Z J ¥ g U FFILFE
nNEEA,

AR —RNT TS ar7 4 X2l — 3 HNOVIPE— REFIZRAA 47 VLAN 57—
A= —F LA, VLANID 1 ~ 1005 D R A A >4, VIPE— K., BLO VTP
REIZIE VLAN 7 — & _— 2 ER N EH SN E T,
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VIPEZEDT=HD FA A4

VTP WO THET H L XX, T FAALAEZFH VY THMERHY £F, £/=, VIP §
AL HNOTRTOTNA A% R AL A TRELRITNIERY EFHA, VIP T R
RT LY FE— FROFAL ZE, OF AL ZE VIP A v b=V 2L ERA, ZNHD
A b —FZOWNWTIEVIP AL VA ZRETHLELH Y £ A,

\}

()  NVRAM 3 L ' DRAM OB A +312H 55 E1E, VIP RAAL VHNOTRTOT A A%
VIP % —/N"—F— RIZTHLERLY £,

FE T RNTOTF A ANVIP Y FA4 7 FE— RTEEL TWDHEAIE. VIP AL VEHREL
BRNWTLEEN, RALVEBRETDHE, FORAL LD VLAN BRELZLEETEX 20 F
T, VIP RAAL VHNDOD R EH1HBEDT N, A% VIPH— " —F— RIZRE L T Z &V,

VIP KA 2VD/INRT—F

VIP RAA L D/RAT— RERETEETH, LATIEIH D A, RAAL L NRAT—RFEH
ETDHAE, T_XTORAS T AL ATREASAY =R L, BERAAL CHAOTA
A AT LAY = FERETLLEN DY ETF, NAT— FORNT /A A ETiF R
U— RBARERa bu—F1d, VIPT RAX A X&HELET,

RAAL NI VIP NATU — RERET LS. VIPHRER L TEI LT NA AL, ELWWR
AT —REERALTHRELRWED, VIPT RRE A RXEZE LERA, REE. T35 AT
FI LAY = RBXORRAAS VA EERALIZRDO VIP 7 K2 A4 R eZE LET,

VIPBEREZ FFDBEF DRy U —ZIZH LWWT A A& BIMLTZ5E. ZOH LT /3 AT
WO RAT = RERELTHIOT, £DOar ha—J X RAAS A x2FELET,

A

bz

et

VIP RAA U RAT—=REZFRTELIZICHED Db BT, RAL VHNDOETSNA RTEBRA A
IRAYT — REE|N Y THRnolG8I10E, BE AL UBNEFIZEELEEA,

VIP/\—2a Y
FAF B VIP A= 3 Y RRET 2/ AE, ROTEEFHIHE- TS,

e VIP KA A VHNDTRTDTNA ZALE U RA S L EFEHTHIVERS D 308, T
THEIC VIP X—=V g VB FITTA20EITH Y FH A,

cVIP RX—= g L 2RGEDTNA A LETVIP A=V a V2 BT 4 B—T VIR EIINL T
D86, VIP N—2 3 V2 IGT S, Ald, VIP A= 3 U 1 #FITLTWDHT /A A
ERICVIP RAAL U TEECTEET (T 74/ TIEVIP A=V 3 2137 4 B—T b
272> TWET) |
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e VIPR—U g U 1 HETLTWSEDD, VIP A= 9 U 2 IZKHETTREZR T 234 A3 VTP
N=Da 37 RNEAREZFETLHL, Z0aryba—Z 3 VIP A=Y a V2 ICHE)
MICBITLET,

sVIP X—T g U3 2FITLTWVAET NRAL ANRVIP A= g v 1 ZFEITLTNDT/NA X

[CHEft T D &L VIP A=V a U 1 DT /8 ZE VTP A=Y 3 210847 L, VIPA—V 5
VIDTFNAAL RE, AT KT LIN—D 5 DVTP Ny N HET 7295, VIP
N=T gV 2F AL AFHY DT —F =A% T v 77— hTEET,

s VIP N— 3 > 3 BFITT BT /N1 AL, $LIE VLAN 2R O8A13 3 —Ta v 1 £20F
2T TEEH A,

«[{— VTP AL HNDOTRTDOT A AN 3 2 2 (TIGT DA ERE, T34
AETCTVIP A=V g 2% F—T /I LBRNWTLEEW, 1 DODT/NNA ATNR—T g
2EAF—TNMITDHE, RALLADTRTON=T 3 V2 BT N, ATNR—=T 3
WA =TT, N=Ta VIHEHADOT AL AN AL ATEHEENTVDLHEA.
Zoary b —JF = a U 2%ET A AL OMTVIPERELZBLTE A,

cVIP A=V g 1 BLXR2F A ZF, VIPR— 3 037 RARZ A AR NEHEEET
XN, Xy NI Oy DIRETDH I EEBEID LET,

« HABRBIIC TIBRE B XN TICRF h—27 >V > 7 X v FU—I BNEENTVDHHAIT,
=22V 27 VLAN AA v F o 7Hiea ELBESE L2, VIP A=Y a2 F
TlFN—=Ta 3 5ARX—TNVICTHIRERNHVES, Fh—7 2V TBIXON—22
V7 Net ZFATTHEAIE. VIP R—Va 245257 4 v—7 LI LET,

s VIP N"—T g 1 BXUUI—Ta > 2018, $RIERF VLAN (VLAN 1006 ~ 4094) OFEE
BHREEHELETE AL, TNUOOVLANIIREE CFHCL > TRETHLELH Y 77,
VTP /N\— 3 o 3 3 PRiE#iH VLAN & YRR VLAN 7 — % X— 2 DE#E % R — b
L/iﬁ‘o

VIP R—=T g U 3HEBD T 7 R—= IR VIP RX—=V a3 U 2HEBNLDA v —T %%
FELIEEA. ZOEIX, VLANT —Z X=X E A r—E2 o L, TOBED T
ETCVIP A=V a0 27—~y FEFHLTEFLET, VIP N—T 3 3 HEET,
BONZZED NT 7 R—=FTVIP A= 2 287y FEZELRWIRED, VTP /3—
Var274—<yv hONNTy NEEELERA,

cVIP X—T g U 3EEN, HDHFTF70 7 R—FTVIP A=V g V2 EEEHE L8
By MHFDORANR=NE— T 7 ETCHETEL L1, VIPR—=V a2y b2
TR VIP A=V 3 3 37y FOREE kR L £,

e VIP N— 3 U 38EEIT, VIP A=V 3 U2 T3 —V 3 0 1 OEEND OFREEH
IZ AN ERE A,

2ODVIP A=V a3 —=Va g, VIPA—Va 1 U —Va v E i —Va v
20—V a3 TiE, FIUART LY N B— RTETEETEET,

cVIP N—2 g » LIRS T 245 IR, VIP N—2 3 U 3E L OMEERIITE £
A,
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B vrozes:z

s VIP N—T g 1 BXUOUR— 3 > 201%, $LIEFF VLAN (VLAN 1006 ~ 4094) OFE
BHRELIE L EHEA, 25O VLAN 2% E FICTECRET DML ERDH Y £7,

VIP DR E 77 iE

Z I TIE, VIP OFREIZOWTHHA L E T,

VIP £E— FDKTE
WKDONTNDINZVIP F— REBRETXET,

¢ VIP #—_— F— R : VTP #—_— E— R TlL, VLAN OREZLZH L, Xv hT—7
BRIAGIHE S N TEET,

VIPVF5A T2 FE—R:VIPZ5A4 7> F F—RKTlE., VLAN OZEFLE X 4
ho 74T NFNAL A E, VTP RAA VN VTP H—"— 85 VIP 7 v 75— MM
HEZEL, TNICESWTHREEZELAELET,

eVIP h T AT LU FE—FR :VIP F T VAT L hE— KTliE, /354 AT VTP
MNT 4 B—T NI ET, TAALVIP T v 7T — F B EET., T 314 2xm
LBZELEVIP T v 7S — MBS LERA, 72720, VIP A=V g 2 2ETT 5
VIP b7V AXRT LYy bE— ROT A XL, T D5 87027 U7 7T, %5 L2 VTP
T RS A X EEELET,

eVIPA 7 F— R :VIPA 7 F— RiX, VIPT RARZ A AREREI N WESMNI. VTP b
SUANRT LY N E®—RERLTT,

RE LT RAAL 40E, HIBRTEER A, BID RAL NTT AL ZEFHOEID L TEHLnd Y

FHA,
FE
ARV RFERET7IVa Y )
AT 71 |enable ¥iME EXEC E— R& AT LET,
fi INAT— REATTLET (FREhi=5
/E[\) o
Device> enable
AT w 72 | configureterminal Ja— )L a7 4 ¥z lb—3a
Bl T REBHLET
Device# configure terminal
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VIP E— KDHE .

AU RFERETOVa Y

B8

ATvT3

vtp domain domain-name

1

Device (config) # vtp domain eng_group

VIPEH R AL VA ZRELET, 1~
2 XFOL4RIEEHTCEET, F—%
HTIZhHD VIP —_—F— NE 72T
JIAT v RE—ROTINA AE, T3
THRUL RAA VAICRET DHLENH Y
£7,

=N E— FUAMZITZ D2~ R
fEETY, VIPYV—E— RKTIT KX
A VB IPMETT, T/ AB VTP K
AA NN T U TR SIVTO DA
FRA AL R AL ND VTP Y—3—
Mo RAAL ARG LET,

LD VTP /T A —H 3% ET DRI,
VIP RAA VEERETDHVLENDHD F
KR

ATvT4

vtp mode {client | server | transparent |
off} {vlan | mst | unknown}

1 -

Device (config) # vtp mode server

VIPE—K (A4 Tk, P—r3—,
KT UART LU M, £20347) ©OF
A ZADRRIE,
svian : [ HERE SN TWVRWEEAIX
VLAN T — & _R—ZNF 7 )L T
‘j‘o

emst: VLT ANR= T VY —
(MST) 7= ~—2A,

s unknown : 7 — X X—RZ X A 71X
KRBT,

ATvT5

vtp password password

1

Device (config) # vtp password mypassword

(f£&) VIP RAA VHDO/RAT— K
EHELET, SRAT—RIfEHTx 3
LTFHIE 8 ~ 64 LFTY, VIP /XA
U— RERELZICHDDD BT, FX
A VNDOET A AZFRI L/NAT — R &
B Y TR TGEIZIE, VIP R A
A URIEFIZEE L 8 A,

ATvT6

end

1

Device (config)# end

HrbE EXEC E— RNIZEREY £9°,
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ViP oEE |

ARV RFERETIVa Y

B8

ATy IT17

show vtp status
{5

Device# show vtp status

2R 72 [VTP Operating Mode] 35 KX OY
[VTP DomainName] 7 ¢ — /L K DR E %
B LE7,

ATvT8

copy running-config startup-config

1 -

Device# copy running-config
startup-config

UEE) A4 — T v ar7 44X
L—ay 77 A NMCBRERRELE
£
FNRALADFT L T 4 Fal—a
WRESN, AZ— b T v a7
Fal—ralry 7740 ab—Tx
DL, VIPE—FBIORAA U4
72T,

VIP/A— 3 3DINRAT— RDERTE

FRRA ATVIP A=V a0 3DNRRAT— RERETE£7,

FIE

ARV RFERFTIaY

=)

ATy T

enable
1 -

Device> enable

¥itE EXEC E— RE A LET,
NAT—READLES ERES-8

) .

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 Falb—g v
T— RZHBELET,

ATvT3

vtp version 3

1

Device (config) # vtp version 3

F XA ATVIP N—V 3 v 3 2HC
LET, 774/ MIVIP A=V 3 >
1 T,

ATvT4

vtp password password [hidden | secret]

1

Device (config) # vtp password mypassword

(EE) VIP FAA VHDOARAT — R
FERELET, SAU—RIZEATE S
SCFHET 8 ~ 64 LFET,
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AU RFERET7TIV3 Y B

hidden « (fEE) hidden : /$A U — R3CFF
DO ARR S DR X — 3,
nvram:vlan.dat 7 7 A JVITARTF
ENET, VIP 794~ $—
N BRELTTA I A—R—%H
ELLIETDHE, NAT—FRDOH
AN ZBERINVET,

(=) secret : /SAU— K& E#

RELET, >—Z Ly hRRAT—
NIZIZ 16 T4 3283 0 5
EHRH Y 7,

GE) INAT— KRNI YT TFA
FCERRSINRNLE DT,
secret F 7213 hidden 4 ~°
varEFEHLTAAAT—

RERETDHZ LEaHELEL
ij‘o
ATFw 75 |end ke EXEC &— RICEREY £7,
1 -
Device (config) # end
AT 76 | show vtp password ANzt LET,
1
Device# show vtp password
X 77 | copy running-config startup-config ER) ary74F¥alb—ar 7y
5l - A MCRERRAF L E T,

Device# copy running-config
startup-config

VIP/N\—2 32307547 —/\DETFE

VIP YV —"RZVIP 7T A4~ =L LTRETDE., T4 7 A —"—EENRMGLINLE
7,
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B vrr—sarorrz—onk

Flig
ARV FERET7IV3 Y Br
AT F1|vtpversion 3 FRA ATVIP X—T 3 v 3 ZHMIC
i - LET, 774/ MIVIP A=V g
1 T9,
Device (config) # vtp version 3
R 5w 72| vtp primary [vlan | mst] [force] TNAADEAT — bt &Y
i - YP—N— (FT7HF) PHTTA~<Y
P N—ZEF L, TOREE FAA

2T RARZAXLET, T/ ZAD/SR
U — K28 hidden IZERE SN TWAEBEES
. SAT— ROBANEZER S NE
D
o ({£E) vlan : 7 A 7 A —/N—HEE
L LT VLAN 5 — & ~_— Z %2384
LEJ, ZUIT 740 K TT,

(&) mst: 7 A 74— S—f§hE
LLToNF AR TV Y —
(MST) 5 —#_X—2&ER L £7

Device# vtp primary vlan force

({ER) force: BET D — 0D
MEN EEXINET, force & A
TILIWGE, T4 7 A — " —D3E
ITRNCHER A RO HIVE T,

VIP \—23>DA4x—TILiE

FIAIRTVIP A=V 3 0 2BV 03135 48— 2> TWWET,
1 ODTNAAETVIPRA—=U g 2% 3 —TMITHE, VIP KA AL NDO VTP /3—

Va2 ZHIGRRRIR TN T DT /N, A TNR—=T g 20N, X—T W30 £3, VIP
N=Ta 3% A F—T T HIZNE, T A A LETFICL > TRETHLERDH Y
£7

VIP A=V a U 1 BIOR2TIE, 2OR—V g UEARETELSDIE, VIP —_"—F—
FEFIZ T AT LY hE— ROT AL RAPET T, T, AR VIP A= 303
BEFITL, DOT A ANT T4 T > hE— ROEA, BEFOILE VLAN RBEF0O 7
A ~_X— R VLAN 72 <, NAU— PRI FERRICHESNTORNE ETHIUT, N—T =
V2OEETEET,
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viri—varoqx—Iut ]

A

FE [F VIP RAAL VNOT A A LT, VIP A=Y 321 & VTP
NR=Ta V2IIMAERATEEHA, VIP RAAL VHAOTRTO
FNRAANVIP NR—=V 3 2 PR —F L TWHEHEEERRE,
VIP X— 3 2 A F—T /I LRV TL E &0,

* TrCRF 5 X O'TIBRF h—7 > U U BT, b—2 U 7 VLAN XA v F 2 JHRE
ZELLEMES TS0, VIP A=V a0 2 £2XVIP X—V a3 3 52 A X —TMZ
THOILERHDET, b=V ITRBIOPM—27 U T Net AT 4 7 DFEIE, VIP
N=T a2 2%T 4 =M LET,

A

AE OVIP A=V a 3T, 7794~ =B h Y =
DOWFTRRAALLHND 1 DDA LV AZ L RATIFETEET,

FIE
AT REEETIV 3 Y Br
A5 71 |enable ¥EHE EXEC E— RZ2HINC L E T,
i NRAT—REANLET FEREN-H
/E[\) o
Device> enable
R 72 | configureterminal Ja—r\ )L a7 4 FX¥al—a
1 T REIHLET,
Device# configure terminal
AT F3|vtpversion {1]2]3} FNRAATVIP A=V a V2D L
B - F9. T7A/NVNMIVIP A=V a1
‘(\‘j—()
Device (config) # vtp version 2
AFw 74| end ke EXEC £ — FIZEDY £,
1 -
Device (config) # end
RFw75|end WM EXEC E— RIZRED £7,
I
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virosE |
B vror—=rs0rx—T0t

ARV RFERFTIVaY =)

Device (config) # end

R 76 | show vtp status S XU VTP N— 0 g VA e
i) : NThHDHI LEERLET,

Device# show vtp status

R 77 | copy running-config startup-config Ut
J

B) ary74X=a2lb—rar 7y
f5l - AT

ErRFELET,

Device# copy running-config
startup-config

VIP JIL—=25D 4 r—TJLiE

1R BHHIIZ

VIP 7NV —=V I VIP TV AT L kB — FTIIMHEE L AW X D ICREFEN TV E
T, XY RT—ZRNICVIP FS U ART Ly hE— ROF AL AN | BEITEREET 5
B, WOWTNHOBEEZFEITTH2XLERH D £,

e X NU—I 2RO VIP I —=2 T F 712 LFET,

e VIP TG VAT LY "TFNRAZADT v T AR —LANZHET A ZAD T 7 T,
TR_RTO VLAN 2 S N—= T ARBEHEIZTHZ LI L » T, VIP v —=0 T %4 7IZ
LT,

AUH =T A AIVTP T N—= 7 %R ET HIZIEL, switchport trunk pruningvian > & —
TxARAAr7 4 Falb—varav s RefEfLEY, VIPIL—=U 7%, A4 —T =
AANDNT X TEFITLTCODIHEEIMEH LET, VLAN 7 b—=2 7 OuEkgtEiL, VTP
RAALLUTVIP FN—=2 T RA F—T I THLHE I D, FFED VLAN BFET H1E D
N BIOA U H =T 2 A ARBER T U F U T HFEITLTOENE I N hb LT, RE

TEET,

FIE
OV bREREETIVa Y B#Y

AT 71 |enable HHE EXEC £— FZ AW L £,
fi NAT—READNLET FEREniy
Device> enable é§)
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| virosE

R— FEfLO VTP DERFE .

AU RFERETOVa Y

B8

ATv T2

configureterminal

1

Device# configure terminal

Jua—\)L a7 4 Xal— g
£ — F%Fﬁlﬁﬁébijﬂo

ATvT3

vtp pruning
il -

Device (config) # vtp pruning

VIPEHE RNAAL L TCIN—= T A
F—7T Mz LET,

TN—=U T, T 7 AN NTIET 4
=T IR ESNTWET, VIPH—
N—=F—=KRD1IEDT A A LIZR->T
TN—== 0 T oA =T T D BN
HoET,

ATv74

end

1 -

Device (config) # end

HibE EXEC E— FIZREY 97,

ATvTh

show vtp status
fi

Device# show vtp status

</~ &7 [VTP Pruning Mode] 7  — /L
RORE &S LET,

[e] . L E I-LI
R— FELGLD VIP DX TE
VIP/N—T 9 3Tk, A— MEMNLTVIP 2 A F—T N FEET =T /M TEET, VIP

. b7 F—FOR—F ETEFAR—TMZTEET, VIP T 7 4 v 7 DEREE
BREEFTe v 7 S, BRI EEA,

FIE

ARV KRFERERETY VY

=)

ATy T

enable
51 -

Device> enable

¥t EXEC E— FE A LE T,
RAT—REANLET FEREIN-8

) .

ATy T2

configureterminal

1 -

Ja—)L a7 4 FXal—g
T— F&EBHEBLET,
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B virrxqo~ovirss57 roem

ViP oEE |

ARV RFERETIVa Y

B8

Device# configure terminal

ATvT3

interface interface-id

1

Device (config)# interface

AVE—T A AEHREL, £ F—
Tz A a7 4F¥alb—Vg )y F—
RZBG L ET,

gigabitethernet0/1
ATy T 4|Vip FRE LR —bD VTP A 32 —7 LI
15'] : L/ i ‘j‘o

Device (config-if)# vtp

ATy TH

end

1

Device (config) # end

HibE EXEC £— RIZRY £,

ATvT6

show running-configinterfaceinterface-id

1 -

Device# show running-config interface
gigabitethernet 1/0/1

R— FOEFE LR L ET,

ATy T17

show vtp status
fi

Device# show vtp status

RIEEMES LETS

VIP FAAL UADVIP Y 5472 FDEM

VTP RAA BT HENCTAIA A LETVIP a2y 7 4 X2l —yary VED g VB2
BBIOU Y bT2120F. ROFINEIZRENE T,

188 BRI

VTP 7 7 A4 7 2 8% VTP KA A BT 2R, 4T VIPa2 7 4 Fal—var e
CalBE SN VTP RAAL VHOMDT NS, ZAD a7 4 Fal—ary Jevar&Haly
INEWZ L ZHEER L TLIEEV, VIP KA A VINDT A A XHFIZ, VIP 27 4 ¥ a2 —
ar I eVarBZBENEROT AL ADVLAN I 7 (X2 —v g o EFHLES, VIP
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| virosE
VIP K44 2~ VTP 254 7> toam [

NR=Tg 1 BLO2THEE, VIP FAL VRO EY g VB FIVERERIEY g & E%
FoT A ZAZBMNTHE, VIP YV —"—=BLUVTP KA A 2353 _TD VLAN [EHATH
EENBEENDH Y TF, VIP X—T 3 3 Tld, VLAN BB HESINDLZ L IIHY 8
/L/o

TNAAETVIP 2T 4 B—7 ML, VIP RAAL L NOMDT NS R BE 525 L
72 < VLAN %A ¥4 % (21%. vtp modetransparent 70— 3L 27 4 a2 L—3 g
a~v U R LET,

FIE
AV RERETI3 Y EL:Y
ATy 71 |enable F#HE EXEC T— R AT LE T,
11 NAU—REANLET (FERShi
BE) o
Device> enable
RTwv T2 |showvtp status VIP2Z V7 4 Fal—arybeys
15“ . V%%%%I‘Y& L/iﬁ—o
. FGWODLEIT, T/ A% VTP R
Device# show vtp status A A :/&:\Ej][]bi'a‘o
FEMNO L0 REWIEEIE, ROFIE
WZREWE T,
s FAA A EEHBEZHOET,
e T 4 FXFal—ar BT
CEGEEZIHOET,
cRDAT » FNTHEAT, T/31 A
DayT74F¥al—ar e
Var¥nxzlkty FLET,
A5 w 73 |configureterminal Jau—N)Lar7 4 Xal—iay
. T R LET,
Device# configure terminal
AT w74 |vtpdomain domain-name RKAA %2, AT v 7 1 TERRIN
i - T2 TEDART» B LWARNCAEE L E
R
Device (config) # vtp domain domainl23
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B vroz=4

ViP oEE |

ARV FFEREETIVa Yy

S

ATy TH

end

1 -

Device (config) # end

FEHE EXEC E— NIZREV £, 734
ADVLANTERONEH SN, 27 4
Fal—raryrJEeEYa FEENOIZ
Uty hanEd,

ATvT6

show vtp status
{1

Device# show vtp status

a 74 Xal—vary Y g
EN0IIZ Yy hENTWDZ &2
ALET,

ATy T1

configure terminal

1 -

Device# configure terminal

Ja—nR_) a7 4 F¥al—g v
TNzl £7,

ATvT8

vtp domain domain-name

51

Device (config) # vtp domain domain012

TNAADTED AL 2 H AT LE
7T

ATvT9

end

1 -

Device (config) # end

¥EkE EXEC B— FICREV £, T34
A D VLAN [HHAEH S E T,

ATy 710

show vtp status
11

Device# show vtp status

UEE) RAALVEABAT T 1Dh
DEFRILTCTHY, a7 4 F2lb—
varJevalrEFeNoThHhrI L
R LET,

VIPDE=#

ZZTIE, VIPD

jibg«o

REEXTFRBLOE=ZY T30t R~y RizoW TR L
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| virosE

virozzsl [

VTP DRREEH (RAA 4, BUEDOVIP A=Y 5 0 VLANE) 2F£FT5Z LIk T,
VIPZE=H LES, T30 ATEZEENTT FAZA XZET DEHER e RRT o2 L

HTEET,

R2:VIPE=%# A< F

avyU kR

Sl

show vtp counters

EZEEINZ VIP A vE—|

show vtp devices [conflict]

RAAL NOFSTO VTP 2
TA~Y = NEHEETD VI
devices =< Rk, T /31 A7
TIHFHREERLEE A,

show vtp interface [interface-id]

TRCDOA v H—T =2 A AET
T—HABLIOREEFE LT

show vtp password

VTP RA T — RBRE ST

show vtp status

VTP 7 /34 AR EFRE TR |

VTP D% 7E 51

Iz, VTP OFEHZ R~ LET,

Bl: TINARET A4 )Y —nN—ELT
iz,

=N
X

EY B

NAT = FPRHEFRRELITT—7 Ly MCRESN TV DHAEIC, VLANT —ZR_X—2R

DT TAS VP == (FTT7H/F) ELTT A ZAERET DHEOHZRLET,

Device# vtp primary vlan
Enter VTP password: mypassword

This switch is becoming Primary server for vlan feature in the VTP

VTP Database Conf Switch ID

domain

Primary Server Revision System Name

VLANDB Yes

Do you want to continue (y/n) [n]? y

RDIEXE

VIP 2R E LD, WOEBAZHRETEET,
« VLAN

00d0.00b8.1400=00d0.00b8.1400 1
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B otos=as

*VLAN T F 7

« 37 VLAN

« 77 A ~— |} VLAN

ZTDMDSEER

EEEH

ViP oEE |

HEIEE

I=_aFILEA ML

COETHHT A ROELRETB IV
5 F 7 DR,

Command Reference (Catalyst 9300 Series
Switches)

BEES S URFC

=4E/RFC

24 kL

RFC
1573

Evolution of the Interfaces Group of MIB-II

RFC
1757

Remote Network Monitoring Management

RFC
2021

SNMPv2 Management Information Base for the Transmission Control Protocol using SMIv2

VTP D4 RERE FE

ROFIZ, ZOEY 22— /L THHTLHED Y J —2B L UOMEEERZ =~ L ET,

B OREREIL, FFIZH

LENTWARWERY  BAINEZY Y —ALUBEDTXTHOY Y —AT

fEHATEET,

1)1)—=x HERE HREIER

Cisco 10S XE Everest VLAN b7 %7 |[VIPIZ, LAV 2DAvE—Y 7 bhaj
16.5.1a

7a h=)L (VIP)

ThHY, F*v hU—72K|Zbi=->TVLAN
OB, HIFR, AAOERZEHTH L
IZE D, VLANRREDOEAM /MR L £,
VTPIZ LY, VLANAOEME, 3572 VLAN
A TORE, BX2 VT 1E L, &
FIFRMEEZGEEZ L RZRVEED
D R B R/NRICI A bIvET,
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| virosE
vir oigeeEE |

=2 e HaetEeE

Cisco I10S XE Gibraltar VTP show vtp show vtp password =2~ > RO JjiE, /XA

16.12.4 password 2~ RH | U — RRBEINTWVEINE I MEFRL
FDIEIE F4,

Cisco Feature Navigator i 425 &, 77 v F 74 —ABILNY 7 b =T A A=Y DHHR—
MEHRZ R TEZ £, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [JE5E] 76 7
7EALET,
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ViP oEE |
B vrowers

. Cisco 10S XE Gibraltar 16.12.x (Catalyst9300 X1 v F) VLANO > J 4 ¥alL—L 3> HA4 K



VLAN D% E

« VLAN OH#EGEME  (27 <X—)

« VLAN OffilfFmE (27 <X—)

« VLAN [Z2W T (28 2—Y)

* VLAN O EFHE (33 X—)

s VLAN ODF=H 1 7 (42 _—)
« WDIEHE (42 ~—2)

« TOMDOBZEEE (43 X—)

* VLAN OREEERE (43 ~X—2)

VLAN DRIl

VLAN % ERFOFIHESRMN & BEFHARIR L ET,

« VLAN Z{ER T A8, VLAN RS %2 Fu b=z (VIP) #EHL TRy hU—7
DI —s3L78 VLAN REZHFFTHDE I DERETHLENH Y £97,

e TN ATEHD VLAN ZRE L, V—T 4 7 BG4I LWTFEDEHFEIL, Switch
Database Management (SDM) B&RE% Access 7> 7' L— MIKELET, ZHIZXY | &
KED2=F ¥ A FNMACT RLRAEZVR—=FTBELICTVATLY V—ANEKEINTE
‘a‘o

« VLAN 7 )L —IZ VLAN ZBIITT& 2 L 912 B2, VLAN X531 R THEEL T
HVENH Y F£7,

VLAN O Fl$95=18

KIZ, VLAN O#FEEZRLET,

¢ Per-VLAN Spanning-Tree (PVST) &— R %7213 Rapid PVST E— KD A/NR= 7V J —7F
7 kb (STP) AR — ho¥UL, T2 7 OBIZT 77 4 772 VLAN O & i)
T EAR— OB E R UTEIZESEE T,
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VLAN 0E |
- ETEESS

STPRIER—h=FrF 7 X 07 DT 75 4 TR VLAN+H KT 7 R— s D¥,
WOFPNZDNTEZ THET,

c AL TIZAMEDO T I HR—F (BT 7IZ100HDOT 77 4772 VLAN) &
SMEHDOT 7B AR— "B HBEES. ZDAA v F O STP HAER— h DT 40 X 100 +
8 =4,008 T9,

e AL FIZ8 DD T I HR— (KT TIZ200 DT 7T ¢ 772 VLAN) & 40
BOT 72 AR—RHDHE. ZDAA T O STP AR — DL 8 X 200 + 40
=1,640 T

STP {KAEA— h THAR— F SN TWAILIERMEIZHOWTIEL, 2L T 7E &V, Cisco
Catalyst 9300 ~' UV —X A A v F F—H L — |,

« TNNAAE, A=V Xy B R—=FMEEDVLAN 7 7 ¢ v 7 %{5)720L L CTIEEE802.1Q
N UxTEYR—NLET,

e AU H—T7xA AVLANIZIZT 7 4/ N TTTIZMAC 7 RLAREID ¥ THA TN E
T, £ Z—T7xAAVLAN ® MAC 7 KL 2%, mac-address =~ > RZ&{#ifl LT L&
XTEXET, ZOa<wr R, LAV3DA P hENT Ny hANE LT HH—
DSVIE72IN—F R — F TRESNTWDLEE, 754 A LOMOT X TOSVI£721%
—F v KR—Ft, MACT KL RADEFID4>O8 AL~ b (4MSB) THRET B4
ERHY ET, 7oL 2iE. SVID MAC 7 R L A% xxxx.yyyy.zzzz \ZiX E T H %6, o
T _XTOSVID MAC 7 R AT xxxx.yyyy CHHED K IICHRELET, LA Y3 DA
Y I ATy BMERENRWES, ZORIRITEH S VEEA,

N

(6=3) ZHE, TRTOLA VIR —b, SV, BLWL—F v RKR—
M SN E9, 2T GigabitEthernet0/0 78— 21X A S h
FHA,

e AU H =T A ADFPFNNR FrEND L, VLANA VX —T7 = A ADORERRE T ITR—
FF v XN TORTIMENDLY T, £H LN E, Ao X —T oA AN—HFEIELE
K

s PG T NA AD MAC 7 RLARZEE SN TV ROMHIBRIN TR Y, HEOR— 2B
K ED VLAN L v BV 7T ENTWAEEE, T3 A T2{E 7= traceroute TRITx L
THEED ICMP LB R HEE SN ET,

VLAN [CD T

Z ZTlE. VLAN (ZBEHT 2 EMICHOWTHB L £,
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| viaN oz

wEryr7—2 ||

wmERAY FTJ—

Vumﬁ:a~f@%ﬁ%ﬁﬁ% CEMRARL . HERE. eVl N F—A, FRET T r—
Va s ETREMICOBISNTEAAL v TF R Xy NU—27T9, VLAN (L, B LAN &[T
Eﬁ%#mfﬁsziﬁﬂ\FHJANtﬁf/%L%ﬁm IHEISN TRV K R

T—varb I N—bTEET, EOLIRTNAAR—FTH VLANIZETHZ &N T
E, 2= A, TE—FXFx A b, wATFFX ROy NI, FDO VLANNO=T
RAT =y a Pk E I 77 v T o o7 anEzd, £ VLANIZ 1 DOfREHR Y hU—
7 ERIREI, VLANIZJB S RWAT — 3 5D/ 7y ME, v—ZF I 7 +— A"y 7
TV oV T Y R— T 5T, A REEA L TUsELRITIERY £, AL v TF AL
27 TlE., VLANIZAZ v 7 BIRIZE TR HEEOR— MIRETE LT, VLANITZZEAZN
MNE LBl y hU—27 L RARASNDHDT, VLAN ZEMADT Y v PEHFRN— A

(MIB) @03 H0, A= 7Y ) —OMEHOFEEE Y R— N TEF7,

REMICERSN-RY FT—2 £ LTO VAN

Engineering Markating Accounting
WLAM VLAN WLAM
e Y v \ / \ e \\
' f I
L [

||I | | Floora

Gigabit | II .| | |
Ethernst ﬁ | | - |
m 2= ; |
. || Floor 2

{ f - .l f

} — fh {

\ fi‘jikf H;;LJ

- \-;l/ B,/ |\ =

VLAN (Hil% ., IP V7 3y hT—2 It onEd, & 21X, FEDIPH 7 R M
BENDHTU R ZTF—2 3 VI T TR VLANICBLES, A A LA v Z—T =4
Z D VLAN A 83— 7T, 4V& Tz A AT LICFEITEHOYTES, ZOHETT
INAAAL B —T 2 A A% VLAN IZEID Y TRGE, e v F—T oA AR—R (F=
ix&74/ﬁ)WANf/A~y/7&@Ui¢o

R

VLAND NF 7 4 v 713, =T 4 v TTHULERNHY £,

FONA AE, T AR v Z—T =4 A (SVD) ZEHALT, VLANRBIThrI 74 v 7 &
N—F 4 7 TExFET, VLANEIC AT 7 4 v 7 B V—TF 4 7T 510, SVI ZBRAGICER
ELTIPT RLAZEID Y CHVLENHY £9,
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B s+ rxnzvan

VAN DEEE |

HR— kEh 5 VLAN

VLAN K—

TFNRAAE, VIP 2 FA T b, b=~ BIRF T VAT L hDOKET— KT VLAN
ZYHAR—FLTWET, VLANIE, 1~4094 OF 5T LEd, VLAN1IZT 7 4/ ks VLAN
T, VAT APIHEHRICERR SN E T,

Wﬁ%%@VMN%TA%X CHRETEXET, 7L, TNTOVLAN ZRRCT 75 7
IZTELDITTIEDY FHA,

MSTP E— R TlX, EEDOE T 1000 DT 75 4 7 VLAN ZRETZ£7,
VLANID 1002 ~10051%. h—2 2V ZBIONT 7 A4 BT —H 4 H— 7I41(Hmn

VLAN T4, 1002 ~ 1005 Zf&< T _XTO VLAN N2 —HF —FED - DI TXx £1,

VIPR—V a1, X"—=Var2 BLONR—=Ta323D32OVIPAA—VarNbhET,
FTXTO VTP N— 3 VU MEAER X OEE#EF VLAN Offi 5 2 7R — h LE T3, VIP /N—
Va3 DIENT A AMEREYLRHEIP] VLAN i E A F24 7 U E 3, JRaEHIPH VLAN 23 VTP
W= a1 BLO2 TERINTZHE,. REFRIBESNEEAL, TM A EOr—F 1L
VIP 7 —4XR—2x > N EHF SN EHAN, JREFFH VLAN R EHRSAER S v, E1T
Ay 74 Xal—ary Ty A NMVMRESNET,

Kk AN—wTE—FR

VLANICATET AA—ME, AvN—v o7 ET—RFE2EDYTHILTHRELET, A /3—
Uy ET—RE, SR IBPGEETEXAS N T 74 v 7 OfEHE. BXUOPETE % VLAN O3
FIRELET,

AR— LR VLANICFTRT 2 L. 773 A VLAN BT, R— MIHIET 57 FL A z28E
LTHEHELET,

RIKR—FDAVNR—2 9T E—FEZFDOHEHN

AUN—yTE—F VLAN A 2/\—2y TO4ME | VIP D44

ART AT TR AT 47 T I7RBAR—F|VIPIIXLAETIIH D FHA,

X, FEICEID Y TH, 12| VIPIZYZ v —VIERE
D VLAN 72 ICFTg LET, |[fSERVWE 1T 256

¥, VIPE— F% F T A
Ty hE—RIIRELE

9, VTP IZMAT BHiZiE, Bl
DT INA AETNEIT A AR
AP/ & el N e
BINTWBT NS RET
TINA ARL 7 B2 7<
EH 125D T 7R — R

L[Z‘%:wc‘ﬁ‘o
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| viaN oz

VIANZ > T s Fab—var 7740 ||

ANn—ywTE—FK

VLAN A 3—w T4

VTP 04514

k> 7 (IEEE 802.1Q)
+ IEEE 802.1Q : U= HD
cT RS h TR
FHATT,

TITHIVET, b T T A=
M IFIEIRFEP VLAN % & ¢
~RTD VLAN D A R TT,
Tl L, A=y TIEEFF

VTP ZH#E5E L 928, MZHT
EH Y FHA, VIPIZ, X
U —27 2KIZHTZ> T

VLAN O3B0, HIBR, 4R1TZE

Al VLAN U 2 M &2 E LTl | B2 E BT 52 212k,

[RCxxd, £72. 7/b—= |VLAN X E DAV 2 HERF L
VUMY A NEEE LT, | £9, VIPIZNTZ 2V s
VA NMIEELIE N Z 7 LU TOT SA R L

AN—HKFEDVLAN~D7Z > |VLAN 27 4 X 2L —7
FUALT "I T4y TR | v A=V WL £,
THIELTEET,

%75 VLAN 7% VLAN AR— ~ &, CiscolP | VTP [ ZAZETY, VTP 1TFH
Phone {285t L. EEAGHICEH S | VLAN (2% L CTHEZ) T,

NTZT A ANLDER T
7 4w 712120 VLAN %,
F—H NTT 4 7ITHD
VLAN Zffi 4% & 9 IZE%E
ENET7EAR— T,

VIGAND>J4Fal—3r 7741

VLANID 1 ~ 1005 @R E L vlandat 7 7/ /b (VLAN T—HFX—2R) [ZEZ&EAEhFE T, =
DRRE & FR1T 5HIIE, show vlan #i#E EXEC 2~ R&Z AN LE4, vlandat 7 7 A ML~
Tova AEVIEMENET, VIPE—RRF T AT L2 k= ROHA, TA5HD
REBTNAADFATaLr 7 4 ¥ alb—rvay 7y A VIRFESILET,

FRAARARZ 7Tl AZ v 7 ERFE—O vlandat 7 7 AV EFEfTar 7 4 Fal—i g
VEEHLET, —HOTF AL AT, vlandat 7 ANDBT I T 4 TTFNRAL ADT T v a
AEVIBRFESNET,

EBIT, AV H =T AT T4 Fa2l—aryT—FREHEALT, F—FDANRR—T
7 E— ROEFK., VLAN IZXHT AR — FOBEMB X OHIREZITWET, Zhboa~vy Ro
FITRERIL, FTar 74X a2b—va 77 AMIEZRAENET, ZOT7 7 A NVERRT
%121, show running-config ##4# EXEC =~ > K& AL £,

VLAN B X OV VTP 3 (JLoE#EPH VLAN BREF#HR 2 &) 2AX— T v 7 a7 X
L—3ar 77 AMURFEL T, T, AZHEETE & TS ZAOREITRD X 5 IR
SNFET,

CAA— KT T a7 4 X2l —a VBELOWVLAN 7 — X _X—ZNO VTP £— 8 k
FGUANT L FTC, VLANT —AR—R L 2F— T w7 a7 4 ¥al—ar 7y
AND VTP RAAL AR T H5E1E, VLAN 7 — 2 _X—2ANEH I (Z VT &

) . AF— R Ty Far74Xal—ar 77 AAND VTP I LN VLAN 3% EDME
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VLAN 0E |
B =zaEvansesozass

HAENET, VLANT—F_X—ZANODO VLAN T —Z _X—2X J vV g VB ILEFINE
A,

cARX— K T T a7 4 Fal— g NOVIPE— REFIZIRAA 4D VLAN 7 —
HR—2 L —F LW ES. VLANID1 ~ 1005 D KA A 4%, VIPE— K, BLOVTP
FIEITIT VLAN 7 — Z _R— 2 EFRMEH SN E T,

VIP X—T g 1 BX2 T, VIPE— FRV—RTH D54, VLANID 1 ~ 1005 O
RA A 4 & VLAN & E T VLAN 5 — & R— 2 {ERAFEH SN ET, VIPX—T 3 3
IZ. VLAN 1006 ~ 4094 &, ¥R — k LE9,

£ A= 15.002)SE6 1B vip R T2 ANT Ly B EOAT E— KT, VLAN 134
VE—=T oA AT IR WEE T, startup-config 2> HAERK S AV E T,

G AA v TFOREZY Y FTDHAENC, writeerase a2~ FEEH LT, a7 4 X2 b—
ary TNl —EiZvlandat 7 7 A A EHIRELTCLEXW, Zhickn,. Uty MEFIZA
A v FNIELL FHEELET,

PEAEERH VLAN SR ERF DT EEIE
FEHEEL P VLAN (%, ID 28 1 ~ 1005 ® VLAN T,

Fy b U —7 NCEHERPE VLAN & ERCE 713 EE T 238581001, ROEEFHIHE-> TS
ZE,

o FEYEEH VLAN (%, 1~ 1001 OF S Tikpl L£4, VLANEH S 1002 ~ 1005 X, +—7
> 7B L OFDDI VLAN B T,

*« VLAN 1 ~ 1005 @ VLAN % &I, %12 VLAN F—Z RXR— 2 [T MEN £, VIPE— K
BEFT AT LY hE— FOBPE. VIPLE VLANDOREL TN, ADE[TaL 7 4 Fa
L—yay 7y A VIR TEENE T,

e TN AR VTP r—_R—F— REILVIP T AT L b E— FOEAIL, VLAN
F—HZ_X—ZAND VLAN 2 ~ 1001 OREZBM, B2E, £/-3HkRcxx4, (VLAN
ID 135 LTV 1002 ~ 1005 (X HEMERR S 41, HIFRTE EHA) |

VLAN Z1ERk$ B E012. T35 2% VIP —S—F— RE/IIVIP h S AT L b
F— RIZTEHMERH D F9, T/, AN VTP B —_"—ThH AL, VIP KA A
FERTAHILENDY T, VIP RASL UV EZERLARNWE, VIPITHEREL I A,

TN, AL, b= VT EEFDDIAT 4 7 &YV AR — s LER A, 77351 AILFDDI,
FDDI-Net, TrCRF, F£72IX TrBRF F 7 7 « v 7 Z#5pk L A, VIP 4 LT VLAN
BREELELET,

« FRA AL 256 [HDANR= Y Y — 4 U AZ L AP R—KFLET, Zik, Cisco
I0S XE Gibraltar 16.11.1 UV U —2ZLIFE, 128 2OHHIMLTWET, AL ADT 7T 47
7RVLAN 3, AR —FENTVNDBANR=Z T YV Y — L VAR 20 H L2 0EE
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| viaN oz

smarmE N EesoxEsE

ANR= 7 ) —13 256 D VLAN TA 2 —T7 I TEE9, 0V D VLAN T, A=
T —iIF =T £

TNA R EOHERFRER AN TV Y — A VAP AT _XRTHENY > T LE -T2tk
IZ, VTP RAA U OHIZEHIZHID VLAN B35 &, ZOT A R EIZANR= T
VU =B L7 VLAN BERSILE T, TOT A ZAD KT 7K — K ETT 7+
JVERDOFFRIY AN (TXTO VLAN 27775 U A B) BRESNTWDHE, T3TD
727 AR —FEZH LD VLAN REID Y THRET, *y hT—27 bR itk - T
X, LW VLAN EC, UIEr &SN —703 4/ Sns 2 EnH 0 9, R, B
DERET NA ATANR=Z TV — A VAR AT XTEHLTLE S TWDLEAICIE
BENPVETT, A= Y ) — R Z L ADEN) Y TEMENEZ LT, 2D b
FUTR—=PNIHFAIVRANERETDHZLICED, 20Xk o2 EnTEE
7

TR, A LD VLAN OBNR PR —FENTND AR T e f VRAZ U ADFREL
BHAZ DA, 7731 A _EIZIEEE 802.1s Multiple STP (MSTP) % #% 7 L C. #%? VLAN
EH—DAN=Z TV — A VAR LRIy B T THT LR LET,

HLaREE R VLAN SR ERF DT EF IR

VLAN O3

YEAE&EH VLAN 1%, ID 2% 1006 ~ 4094 & VLAN T,
PEARHPH VLAN Z{E 9 2 & S IIROEBFHEICHE > TLEE W,

o JEIEEIPH O VLANID 1T, T34 AR VTP N— 3 o 3 34T L TV WIES T VLAN
T—ERX= R RAF ST, VIP TR SN EH A,

o T—= 0 VK EIH I YEIREIPH VLAN 2895 Z LidTE A,

e VIP X—V g U 1 EHF2 TR, Fe— a7 4Falb—2 gy F— KT, VIP

T—RE R T UART LY MIRETEET, VIPF T AT LY hE— RTT A R
NN T AL HI12, ZORELZAX— T v 7T a7 4 Xab—y g JNURGFT DHEN
HVET, 20XV E, TS ZAE Yy b LGS, YEEEFH VLAN %€
BERDONWET, VIP N— 3 > 3 THLERF VLAN 2B 2356813, VIP X—T a3 v
lERF2EFTCEEE A,

« AA TF RAH T TlE, AX v I RENRR—DFITar 7 4 ¥al—a L REEESNT
WHar 74 ¥alb—varyeEALTRY, YEEHFH VLAN [F#RIZA ¥ v 7 &R cdk
HEInFEd,

ik

T 2T, FEYEEIFE VLAN 3 X OWEIEHIF VLAN OB EICOWTHEA L £,
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VLAN 0E |

B =zamvan ozess

BAEE B VLAN O E A E

VLAN 7 — & _— 2| LOEERIPA VLAN Z/ERK L7210 . VLAN 7 — % X— XN DOBEfFD
VLAN 22 H L7z T 556, WONTA—F 2R ETEET,
« VLAN ID
« VLAN 4,
* VLAN % A 7
e a2
* Fiber Distributed Data Interface [FDDI]
*FDDI *v hU—2 =27 47 4 XA bV [NET]
* TrBRF & 721% TrCRF
o h—r YT

e« h—27 VU 7 Net

* VLAN 27— & (777 4 7 E£7=13HH)

* Security Association Identifier (SAID)

« TrBRF VLAN O 7' U v ik Bl 5

* FDDI 3 X O TrCRF VLAN O U > 7%

« TrCRF VLAN ®O#l VLAN %=

« TtTCRF VLAN D A= 7"V U — Fu ha)v (STP) 44 7

« 7% VLAN % A 71510 VLAN % A F\CEHT 5 L X195 VLAN &5

vlandat 7 7 A V& FEITHIBR L L 9 &35 &, VLAN 57— X X— R IAREENE U 25 Al getk
N0 FET, VLANREEZEZETHHEIE. ZOHOFIRIZHES T EIWY,

A —Y2xy ~VLAN DERFE-IEEE

18D HHIIZ

VIP R—2a v 1 BLU2 TFRAL AN VTP b T AT L hE— ROEEIT, 1006 % #4
25 VLANID 8|V ¥ THZENTEETN, Z1H% VLAN T — X RX—RA BN TE £H
/l/o

FRA 2T, A=Y Ry " A v B —T=2A AT E2YR—FLTWET, FDDIBLINF—7
YUY VLANIE, e—B A TIEHAR— SN2 DOT, FDDIBI R =27 U T AT 4
T EAE OEEIX., DT A ZTKTT A VIP 72— L7 RARZ A RCOBRBRELET,

COTFNRARTIN—=T ) TR EYR— L TCOERAR, b= ) TR EITo T
WABVE—= TR A%, YR—= BT ARAZADOIBLO 1 BLEHTEEY, VIP /N—
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4—44y r VAN O EREZE ]

Calr2BZBEHLTCNWBET NS AL, RO b—27 U 7 VLAN IZET B 1ERE T RRZ A

ALET,

« h—2 VU 7 TrBRF VLAN

e« h—2 21U 7 TrCRF VLAN

FE
aAv Y RFEEEETFTIYa Y B8
X w 71 | configureterminal Ja—r\ )L a7 4 FX¥al—a
Bl T REBtHLET,
Device# configure terminal
AT w72 |vlanvian-id VLANID #AJJL T, VLAN 27 ¢
15 - Xzl —TaryET—REBBLET,
FHL O VLANID % A7) LT VLAN % {E
Device (config) # vlan 20 BT 50, FI3EEFEO VLANID 2 A
SILTEDVLAN #ZE L x4,
GE) ZOawy RTHRETE?
VLAN ID #iPHIE 1 ~ 4094
‘/Gﬁ‘o
AT 7 3| namevian-name ({E) VLAN O4dixz A LET,

1 -

Device (config-vlan) # name test20

VLANA 457 Lis o 2B E812iE. 7
74 hE LT, VLANE W) FEDHE S
\ZHEAT P e & o7 vian-id [EAHINE
nET, =& xIiEX. VLANADT 7 4L
@ VLAN 4 1% VLAN0004 [Z72 V) F
7

WOEMVLAN 2> 7 4 X2 L—3 3
vawy RA T g URNMERATRET
7,

sare: Z® VLAN @ All-Route
Explorer (ARE) 7w 7O K%
ELET,

« backupcrf : VLAN ©O R 77 > 7
avkry hL—4% U L—fE
(CRF) £— R&A x—7/VEIX
Fa4—T7nICLET,
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B o= rvanormErzE

VLAN D&%

ARV RFERETIVa Y

B8

s bridge : FDDI-Net £72/%X h—7
Vo7 32y b ZA7OVLANIZT
Vo URGOMEERELET,

EHzZBEAL, YEeva %k
LT, BTLET,

- exit :
Reiis
emedia: VLAND AT 4 7 # A 7%
HELET,

no: 2~y REIET 74V M &dE
HLET,

parent : FDDI ®$l VLAN ° b —7
Y V7 2 A 7D VLANIZID O
EERELET,

remote-span : U “E— b SPAN VLAN
ERELET,

ring: FDDI £721X h—2 > U 7
XA 7D VLAN VU > /& EE%E
ELET,

said : IEEE 802.10 SAID Ol # % &
L/\gz—g—o

shutdown : VLAN 2 A v F o 7%
Yy AU LET,

state : A LD VLAN 25— + %
AT EIIEERICERELET,

este: VLAN DA NR= 7V ) —
J A7 —= (STE) OK v 7T Dhx
KEAEFRTELET,

*stp : VLAN D A /3=
P2 E LET,

N MRS S

ATvT4

media { ethernet | fd-net | fddi | tokenring
| trn-net }

1 -

Device (config-vlan) # media ethernet

VLAND AT 4 7 XA THFRELET,
g RAFa N3k EBY T,

sethernet : VLAND AT 4 7 A 7
A —H Ry MIRELET,

efd-net : VLAND AT 4 7 X A 7%

FDDI-net {288 E L £,
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vian sz [l

avyREEEF7OV3 Y BRI
«fddi : VLAN D AT 4 7 Z A T %
FDDI (2% E L £ 7,

«tokenring : VLAN X5 47 XA 7
Eh—=2 L VU TIZRELET,

strn-net : VLAN X547 A 7%
=2 Uo7 Ry MIERELE

‘j‘o
AFw 75 |end ke EXEC B— RIZR Y £7°,
1 -
Device (config) # end
ATw 76 |end i€ EXEC £ — RIZREDY £,

1

Device (config) # end

X 77 |showvlan { namevian-name | id vian-id} | A /3238 1L £ 9,
1 -

Device# show vlan name test20 id 20

VLAN O #l[f&

VTP % —/3F— RDT /A A5 VLAN ZHIBRT B &, VIP RAAL VDT TOT /3 A
D VLAN 7 — % _X— 25 Z® VLAN IS E T, VIP h 7 VAT L hE— KD
T INA ADE VLAN ZHIR L7256, TOREDT /A A LIZIRY VLAN 3 HIBR S E 9,

A —H%F> F VLAN1 BLOFDDI, £7/2iXh—27 VU 7 VLAN 1002 ~ 1005 D, AT 4T
HATRIDOT 7 40 b VLAN [THIBRTE £H¥ A,

A\

FAE VLAN ZHIBR+ 5 &, £O VLANIZEID Y THNTW 2T _XTOR— MRIET 7T 4 7127
Diﬁ INHOR— I, HTLWVLANIZE D ¥ CTHNBET, O VLANIZ GET 7T 4
T) ST b= EE T,
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FIE

B vwN~0z55 195 7oA K- ORI ST

VLAN 0E |

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC T— F&EADIZ L £,
NRAT—REZ AN LEST @EREn-8

/E[\) o

ATy T2

configureterminal

1

Device# configure terminal

Ja—nR)L a7 4 F¥al— g
ET— FEBBLET,

ATvT3

no vlan vian-id

1

Device (config)# no vlan 4

VLANID # A/ LT, VLAN ZHIkx L
F9,

ATvT4

end

1 -

Device (config) # end

HebE EXEC B— RICEY 7,

ATvTh

show vlan brief

1

Device# show vlan brief

VLANDHIBREN-Z L 2fER L ET,

ATvT6

copy running-config startup-config

1 -

Device# copy running-config
startup-config

EE) av 74 X2l —var 77
ANV EERTELET,

VLAN NDRAT 499 7OEREKR—FDEY YT
VIP 2T 4 B—7WMZT 52812k >T (VIP F AT LU b E—R)

. VTP (Z VLAN

BREBWE 70— )W EHESETN, R¥T 47 T8 AKR— %2 VLANIZE Y H TS
ZEMNRTEET,

TFHELRWVLANZ A V' H—T = A A&EIDBTHE HLW VLAN 2MER S ET
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VIAN~ADREF 1 v 7o+ K—rogiysT [

FIg
ARV KRFERRETI a3 Y B#J
AT w1 |enable it EXEC — REHIZ L E T,
fi NAT—REANLET FERINS
/E[\) o
Device> enable
R T 72 | configureterminal Jsa—\ )L a7 4 ¥z lb—3a
15'] : Tt F‘%B—'ﬁﬁé\biﬁ‘o
Device# configure terminal
R 7w 7 3| interfaceinterface-id VLANISENT 54 v 4 —T oA A% A
15“ : jj szwg«o
Device (config) # interface
gigabitethernet2/0/1
Z v 7 4 | switchport mode access A=k (LAF¥2T77EZAR—F) O
i - VLAN A =2y 72— FEEHRL
5
Device (config-if) # switchport mode
access
AT 75 | switchport access vlan vian-id VLANIZAR— hEEID Y CTET, FHET
Bl - & % VLANID O#ifH i3 1 ~ 4094 T,
Device (config-if)# switchport access
vlan 2
RTwv 76 |end ¥HE EXEC T — NIZRY £,
fi
Device (config-if) # end
R 77 | showrunning-configinterfaceinterface-id| f > % —7 = f ADVLAN A >/ 3—3 v
Bl 7 = FERRLET,
Device# show running-config interface
gigabitethernet2/0/1
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VLAN 0E |
B szamvan ozEss

ARV RFERETIVa Y =)
AT 7 8| show interfacesinterface-id switchport | /% X417 [Administrative Mode] 7 -t —
- )LV R L O [Access Mode VLAN] 7 ¢ —
N ROBEEHER L ET,

Device# show interfaces
gigabitethernet2/0/1 switchport

R 79 | copy running-config startup-config EE) av74FXal—yar 77
i - A MTRERRAF L E T

Device# copy running-config
startup-config

YLsREREE VLAN D% E /&

P —E R T — LR VLAN 2T 52 Lk, A V7T A NT 7 F v &L
EL T, ZEOBEICHSTE £7, JREFFH VLANID X, VLANID 23FF Al &L TV 5
switchport 2~ > RCEHATE 7,

VTP N— 3 > 1 7213 2 TOPLIRHPH VLAN OF%E X VLAN 7 — F N— X TR S &
ho 2120, VIPE—RKRF TV ART LY hTHDHIZD, TR ADFETaL T 4 F 2 lb—
vary 7y ANMIEHENET, £, REEAY— N Ty ar7 4 Xal—var Iy
AMNRAFTEET, VIP N— 3 3 TIER S 72 PRaR#HIFH VLAN X, VLAN 7 — & ~X—
ANRAFENET,

PERRFLFH VLAN (DWW TIEI MTU 4 X, 7T A ~_X— Kk VLAN, B XY E— k SPAN &€ A
T—hFLERTEEHA, BOOTXTOREILZT 740 MREEOE ETHRITITZ2D £8

/L/O
YR EEEH VLAN D 1ERK

Flg
ARV REEEFET7IV3 Y B

A5 71 |enable FitE EXEC E— R L E T,
1 - NAT—REANLET @EREn=8

IN

Device> enable m) ’

2w 72 | configureterminal Ja—\)ar74Xal—vay
15“ : £ — ]\\‘%F’lﬁﬁébi—a—o
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saeaaE viaN o e ]

AU RFERETOVa Y

B8

Device# configure terminal

ATvT3

vlan vian-id

1

Device (config)# wvlan 2000
Device (config-vlan) #

YEAE#PH VLANID 2 A7 L C. VLAN
a7 4 Xal—ar E— Rk
LET, HEE T HHMAIL 1006 ~ 4094
‘(“ﬁ‘o

AT 7 4 |remote-span (f£&) RSPAN VLAN & LT VLAN %
15“ : %ﬁﬁ Lij—o
Device (config-vlan) # remote-span

AT v 75 |exit a7 4 FXal—TaryE—RIED
15'] : ij‘o
Device (config-vlan) # exit
Device (config) #

AFw 76 |end ¥5HE EXEC £— RIZR Y £,
1
Device (config) # end

AT 71 |showvlanid vian-id VLAN MERR S 7= 2 & 2 feagd LT,
1 -
Device# show vlan id 2000

R w 7 8 | copy running-config startup-config B av 74Xl —> a3y 77

1

Device# copy running-config
startup-config

ANIEEERGE LET,
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B vwwoz=5y>y

VLANDE=R1)2YH

RAHEXECRRITUF

VLAN 0E |

avy kR

S]]

show interfaces[ vlan vian-id]

FNA A FICBESNTETRTOAL X —T 2 AETITEE
@ VLAN OftE xR R LET,

show vlan [ access-map name
| brief | dotlq { tag native } |
filter [ access-map |vlan ]|
group [ group-name name ] |
id vian-id | ifindex | mtu | name
name | private-vlan
remote-span | summary |

FTNA A EDOFTRTO VLAN 721345 E D VLAN D37 A —
2EFRLET, ROa~<wy R A7 a o AMERTRETT,

saccessmap : VLAN 77 B A~ v 7 HFR LET,
s brief : VTP VLAN O A7 — X AH 2 KR L E T,
+dotlq : dotlq /X7 A —X K RLET,

«filter : VLAN 7 4 V2 1WA R R L ET,

s group : VLAN 7 )V—7 "% 7 )L—"7"2, L {f Al e 7e ¥ it i
A VLAN & —f#IZRRLET,

eid : #BIFE SR VIP VLAN A7 — X A2 FR L ET,
« ifindex : SNMP iflndex %/~ L7,

emtu : VLAN MTU ff#&ZF R L E£7,

* name : f§E S7-44 10D VTP VLAN fE# A o L £,
e private-vlan : 77 A ~X— F VLAN fffZ £~ L E7,

s remote-span : U E— k SPAN VLAN # %R L E7,

e summary : VLAN O EH) 2R R LET,

GE) T3 AD CLLIZE /RS 415 privatevlan 2~ K
I aF AR S RER A,

RDIEXE

VLAN 2% E L7 L, IROEBEZHRETEET,
s VLAN F %7 7ua k=L (VIP)

* VLAN 77

« 77 A ~— | VLAN
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zomwnszay |

&7 VLAN

T DDSE &R

ESPER=
BEEIEE T=aTFILERAL ML

TOETHHAT S av ROESHECE Lt | Command Reference (Catalyst 9300 Series
i 5 O FER, Switches)

BRES ZURFC

EXRFC| 21 L

RFC Evolution of the Interfaces Group of MIB-II
1573

RFC Remote Network Monitoring Management
1757

RFC SNMPv2 Management Information Base for the Transmission Control Protocol using SMIv2
2021

VLAN DD #HE B FE

RDOFIZ, ZOFEY2—/LTHHTL2HEDY U —2ABIUOEERFHRZ R LET,
TN DOEREIE, RSN TWARWVIRY  BASHY V=R LUEOTXTDY U =T

fECcE £,

Jjyy—= HHE BERETER

Cisco I0S XE Everest VLAN VLAN %, —F Ol E 2Bk 7
16.5.1a <, BggE, Ymy=Z F F—2L4, FET

T r—a Ui BRI B S i
AA v F K Fv hU—27T9, VLAN I,
WFLLAN LR UEMEZ T XU TWET
2. A UCLAN® 7 A > M CWFLH)ICRLE &
TN K ATF—varb /i n—>7
fbc&x 7,
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VLAN 0E |
B vwnorereE

-2 L 1315 HEETER

Cisco 10S XE Gibraltar A=) — A

ZDY Y —ALIEE, PVST+ %7213 Rapid
16.11.1

VAR AZADEOE |PVST+E— RTIX, 581 ZAF 0135734
MoV R— K, AAHS < TR K256 DANR= T Y —
ALAR AT R— N LET,

CiscoFeature Navigator 35 &, 77 v 74 —ABIRNY 7 b =T A A=V DV R—
MEHRZ R TE £9, Cisco Feature Navigator |27 7 £ 29 51TI%, https://cfhng.cisco.com/ (T
HHET,
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VLAN 5 >0 DERTE

* VLAN k7 > 7 ORHZESME (45 X—)
* VLAN k7 7 OflfIFEE (46 X—)
¢« VLAN K F o ZI12OW\WT (46 ~<—3)
* VLAN ~ 7 7 O&EHE (50 X—)
« MO (63 ~—)

« LOMDBZEEE (63 X—)

* VLAN k7 7 ORI (63 ~—)

VLAN +35 27U ORiltleEH

IEEE802.1Q 7 v 71X, Xy NU—7 D s Z7 > F 7 HRIZOWTROFHKINSH Y £,

«IEEE 802.1Q F 7 > 7 il L TH&fi L T 5 Cisco T3 AD X MU —27 Tk, ¥/
ARINT 7 ETHREND VLAN ZEI21 DDAR= U IV Y — A L AH v A%
FLET, T A AE, §CTH VLAN TRANR= TV ) — f VAF VA% ]
DOV IR—=NTLGERHY £7,

IEEE802.1Q k7 > 7 %Al L T Cisco 7 /3 A A &AM BLDT /34 R i3 5854, Cisco
TNRA AT, FTU T DVLANDANR= Y T J—f VAX 2 A 3L IEEE 802.1Q
TNNARADANR=Z T — A AZ L RAEFEELET, 72720, & VLAN D A/R=V
7 U —iEHIE, RO IEEE802.1Q T /3A AB 725 7 T 7 RIZ X Y 438 & 7= Cisco
T, AN K o THEFF S E T, Cisco 7734 A& 439 5 itk o> IEEE 802.1Q 7 7 7
RiZ, TA AEOE—~ T 2707 LTHRbRUET,

«IEEE 802.1Q h 7 > Z\Zxkt)&5T DR AT 4 ZVLAND, hT7 27 Uo7 Ol c—H LT
WRITEZe D A, N7 ORMORA T 47 VLAN & BHUIO R A 7 1 7 VLAN
NHERIpSTNDHE, AR Y Y — =T 0T HAREMERH Y £,

e Xy FT—7 EDOFTRTOXRAT 47 VLANIZOWTC AR IV ) —%F v —T 1
\ZHEFIZ, IEEE802.1Q N7 7 DF AT 47 VLAN LDOANR= 7Y ) —%T & —7
MZTDH e, ANR= TV ) — =T PR ETHT ERHY £, IEEE802.1Q N7 7
DRAT 4 7 VLAN ECANR= TV Y —2 A X —TNVOEFICLTEL D, FRiTRY
N7 —27 EOFT_XTDVLAN TAR= IV ) =T 42 —T NI T 52 L aHERLE
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VIAN F5 2o 0z |
B v rsooosmsEs

T, Fl2. Xy N =TI —T NNV EE2HERL TN, AN TV —%T 4
T—T M L TL &V,

VLAN ~5 > O#FIFIFEE

&IZ, VLAN b Z 7 ZBET 20 FERE R LET,
s T U IT R—FEabEFaT R—MNITAHZEITTEEEA,

o TV R— k& F L ®HTEtherChannel R— k J L —F2T 52 LI TEEITN, F—

THOTRTORNT U7 IZFAUHREETIMNERHY £3, FA—T%20D TER LIz &
2L, T N—TITRAINBMENTZR— F DT A= ZREWEE2T X TOR— R
FIEMEET, WRITRTRITA=ZDONWTNDOREEERTTDHE, T4 AT, ASE
NI ExR T NV—THNOTXTOR— MU=IE L T,

« #F A VLAN U & K,

* % VLAND STP R— K 7IZ7A4 AV T 1,

* STP PortFast M % E 1,

e NTUT AT —H A
R=F I N—=THNDI1ODKR—=F RN T 7 TRRBE, TRTDOR—=FN T
7 TR0 ET,

e "I AR—FTIEEESR.IX A X—T NI L L9 LT BL, =5F— AvbB—INHK
REH., IEEE802.1X %A R —T7 /272 0 £ A, IEEESO2IX KGR — FDE—FREZ T
VIWERLELY>ELTH, A=k == FNILFEINETA,

c HAF IV T T—RFOKR— I, RAN—L TGV R— b ~DEFEE R T— T

HEENHY £, FAF v 7 R—FTIEEESR.Ix 2 A *—7 ML LD 95 &,
TT— A vbE—UnNEREIN, IEEE802.1x IT1A X — 7 NMIZ72 0 £¥ A, IEEE 802.1x %f)ix
R=P XA FIvIICEFLELY)ELTH, R—F T— FILEFINE A,

KA FIv 7 bTrxT Fa han (DTP) X VAR — F TR AR—FERTW
FH A,

e TNRARIVAYI T I BV R—FLERHA, LTERST, TS X —T A A%
HELEY, LA V34X —7xAATencapsulation ¥—7— F&HHA L7V T 52
LIITEERA, EEL, T RIL, AEOHEEZHATZLATY2 N7 78X LA
Y 3VLAN f v X —T7 = A A%V R—FLET,

VLAN 5 272DV T

ZZTiX, VLAN F T2 2712 OW T L ET,
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rsoxvvomE [

S UX U TDME
rZv7 liE 1 OFERITEEOA =YXy A v 2 —T oA ALDOR Y FT—F L FF N
A A (=&, ariao—IRkY) OBORL L NI —RA L V7T, £ —P %y kb
T3 10 I EN L THEED VLAN N T 7 4 v 7 Bk dT 50T, VLANZ R b
U — 7 EIRICYEECTE £7,

IEEE 802.1Q CEFUEHED N T v F 7 h 7w ER) 23, 3 _XTHOA —H¥ xRy hAR—FT
EHTEET,

kS UF2T E—F
A—H Xy b bF T A0 F =T A AT, SESERIFF T FT—FEFAR—FLE
T AVH—T 2 A ARE N TRV T ERIFERNT XU T ELTRELZY, R N—A
=Tz A AL T UFR T ORIALT—2a EBi 7o 0T ICHRETEET, FTv

XU EHBF AT a T BT, AV F—T = A ARFE L VTP R A A VIHET
VERHY £,

oLy FTdvE—va ik, BA Y RV —EAL L R T khan (PPP) THHXATI vV
vy 7 7a han (DTP) Lo CEHENET, =72 L, — ¥ v F—Fy hU—
LT TR AL S TDIP 7 L — A NARIEICHRIEEINT, FELEREERIEENHD
7,

LANV24 22— 4R E—F

R5:LAV24 3 —D AR E—F

Tk L 115

switchport modeaceess| > % —7 = A A (7 7B A R— ) &kl T ¥ 7 E—
RizLC, Vo2 D3k T T VoI~ fE T =— M LE
T AVH =T REL, FAN—ALE—T A ANNT T A
VE—=T A ANE PR, IENT U A E—T 24 X T

20 E7,
switchport mode AVE—T A AR) I HBNT T VU TIZEBRTELLHICLE
dynamic auto T, A B —T oA AT, FANRN—A 2 HZ—T A ZADtrunkE 7213

desrablet— RIZERESNTWAELESE, NI v I A2 —T7 x4 AT
ROFET, TRTCDOA—V Ry A F—T A ADT 7 4V FDA
A v FAKR—F F— KT dynamic auto T,

switchport mode ABE=T 2 A ANV T DT T VI ~DEET 7T 4 71T
dynamicdesirable | gt 5 LHICLET, A H—T 2 A KA S, L H—T =
A A7 trunk, desirable =773 auto F— RICERTESNTWBHIES.
NI A B —T xR ET,
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switchport modetrunk | f o % —7 = f 2 & Kk&EH2 R T o X 7 B— RIZL T, FA /73—
Voo DT Vo ~OEER I — M LET, A ¥ —
TxA AL FANR—A LB =T 2 A AN T T A F—T oA
ATRHRWEATH, T A0 F—T A A2V ET,

switchport nonegotiate| 4 > % —7 =4 AN DTP 7 L— L&A LENVESICLET, =D
avwy RiE, A =72 A A AL v FHR— |k E— K7 access F7-
IEtrunk OGEIEFERATEET, 07 U7 EBMELT HITIE
FHTHRAN—A I =T 2 AA R N T T A F =Tz AL L
THETLHLENRHD £7°,

switchport mode 7F A _X— |k VLAN £— RZRELET,
private-vlian
k> 2% TOEFTE VLAN

S D R—

FI7HN T, P07 R—FMITRTOVLANICH LTI 7 4 v 7 2EZELET,
K NT 7 TTXTOVLANID (1~4094) RHFRISNET, 7272 L, FATY X 5 VLAN
PHIRT 22 &Ik, ZNOEDVLANMNSD F I 7 4w IR T 07 RGN E ST
THZENTEET,

ANR=Z T Y= V=T ELFA =D U 27 262, 7Y A 2D VLAN 1 &
HIBR L CEl % ® VLAN h 77 R—RhDVLAN1 27 4 E—7McC& £, hT 7 K—
F226 VLAN 1 ZHIBR L7256, A % —7 = A A1E51&#HEE VLAN 1 T Cisco Discovery
Protocol (CDP) . A— hMEKZ v h =2/ (PAgP) . Link Aggregation Control Protocol (LACP) .
DTP, BLOVIP R EDOEH T 7 4 v 7 2 5ZFELET,

VLAN1 %7 42— WLz T 07 K= BIERT 7 R—MNIRD L, ZOR— MT
T 7B AVLANIGEBIENET, 7278 AVLAND LIZRE SN S &, switchport trunk allowed
DOREITIFERZ <, A= MIVLANLIGEMENET, A— b ETT 4 2—7 2 >TH
HAEE D VLAN IZOWTRBRO Z EDRYTIEED £,

NZ 27 R— NI, VLANDBA F—T /I ->TEY, VIPBAVLAN Z8 % L., B2k —
rOFFRTY A MZED VLAN 3B ER SN TWAEEIZ, VLAN DA U ANIZRBZENTEE
Fo VIPBH L A F—T7 /T &7 VLAN 385k L. £D VLAN S h T > 7 R— hOFFA]
URAMIBEINTWDIEE, P77 RA— MIBHEIIZZD VLAN O A N2 0 97,
VTP 288 LW VLAN 2% L., D VLAN B b7 > 7 R— FOF AU A MIEEE I TR
WIEAIZIX, T 27 R—KEFD VLAN O X N\ ZE72 0 $H8 A,

FTHORF D

ARSI ED . T R L CTWDH T LV b T 7 O B EE A B S v E
4, STPILET. NW—7 %L B0, T/ A/ T1HOD/RT L)LY 7 LA DT T
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NRIVIV b T ERETEET, VLANIZ N T 7 0 w7 208 L., V7 nkbhizghe
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HAEEDEE/EH
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s "T U I R—FEtEFaT R—MNITAHZEITTEEEA,
e NTF U R— FEF LD TEtherChannel R— ks 7L —12¢ 52 LIETEETMN, 71—
THNOFTRTO T ZIZRIUREEZTAMLENDLY I, JNV—T%2POTIER L L
T, FOTN—TITHRONTBMENTZR— FD/RNT A —FREMEE TR TOR— 2N
FIEHEET, WITRTRNTA—ZDOWNWTNNORELZLEETLHE, T, A F, ANE
NIERELE T N—THNOTXTOR— MURE L £,

ZFA] VLAN U R b,

e X% VLAN O STP R— b 7T A4 A4V T 1,
* STP PortFast DX EfH,
e "NTUT AT —H A

R—=F I N—=THNDIODDR—=FR T 7 Th{dL, TXRTOR—=FRFT
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REH. [EEE802.1X %A X —7 iz ¥ £8 A, [EEE8Q2AX ISR — FDE—RFEZ b5
VIWRERLEIELTH, R—F E—FEIEEENEEA,

cHAFIvI FE—ROR— NI, XFAN—E R T A= ~OEFT 2RI =— T
LHBENRBYET, ¥4Iy 7 R—FTIEEE80.Ix & A F—7/MZL Lo &TD L,
TT— A v—UNE/RII, IEEE802.1x (4 X —7 W27 W £ A, IEEE 802.1x Xfi&
A= XA FIVvI7ITERLEI>ELTH, A—bF EF—FEIEFEINEFEA,

VLAN 5 29U DEEAE

rT U OBEREZBET D202, DTPEVR—F LARWT A R TR S v 4 —T =
A ANMDIP 7L —AZERELRNEIIC (DFEVDIPE2A7ICTHLEOI10) RELTLES
W,

cINHDY 7 ETRT UR T EITODRWGEIEL, switchport modeaccess 1 & % — 7 =
AR ary74F¥alb—varavryRFaefLT, FIUrR s ET 4 E—T I LE
R

*DTP AV AR —FLTWRWT A AND T X2 T hA X —TMZT 52, switchport
modetrunk ¥ X OF switchport nonegotiate 1 > % —7 = f A a7 4 Falb— 3 a~v
VREMBHALT, AH—T 2 A ANKNT 7o THDIP 7 L— L&A LAV L
INTRELET,

FSUOR—FELTDA—YRY A 3—T 14 ADERE

TIZTHEH. A=Y Ry b A E—T 2 A% T IR—F & LTRET DITIECHOWTHA
LET,

Sy R—FDERE
N7 7R —RMIVTIP T RNZ A X k259 50T, VIP #M3T 25561, 7351 A L
THREBLIDOD TV I R—FERBRESNTEBY, O 77 THR—IFBBDOTNA R
DRTF U IR—=MUEERINTWD I L EHERTHIMLENHD £, 9 TRWGEE, T8
ZIEVIP 7 RARY A X eZETEEHA,

48 HHEIIZ

TI7ANVBITIE, A =T 2 A RAFVATV2E—RTT, LAY 2A4 X —T A ADT
7 4 /v FE— R, switchport modedynamicauto C9, A v X —T7 = A AN FTF o F
THPAR—bML, bTUFR T EFATHRIICRESNLTWDEA, Vo ZidLA V27
VI TCY, o, AVE—T A AN LA Y 3E— ROHAIL, switchport £ > % —7 = A A
Ay 74 Fal—raravr ReEANTHELAY2 VT2 ET,
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| VAN FS oy mEE

rsoy K- ronz [

FIg
aAv U RFEREEFET7TIVaY B
RTwvF1 |enable FiME EXEC E— R&EACLET,
&1 NAT—REANDLET (FERsniz
Ba) o
Device> enable
5w 2 |configureterminal rTa— )L ary7 4 Xal—a
Bl T REBHLET
Device# configure terminal
RFw 73 |interfaceinterface-id NS 72 ETAR— FEEE
- A H =T AR :/74%11/»*
varyE—RERBLET,
Device (config) # interface
gigabitethernet 1/0/2
R w74 |switchport mode {dynamic {auto | AR =T 2 A AR LAY NFL T

desirable} | trunk}
i -

Device (config-if)# switchport mode
dynamic desirable

ELTRELET (M ¥ —T A
MLAX2T 7B AR—=FERIFT M
*wf FCHY, FTUF T E—

ARETDGAITRY MEL D F
T)o

« dynamicauto : R4 /N— A X —
7 A A trunk £ 7701% desirable
E— FIIREINTWDIEHAEIT,
A B = 7i4X%%7/7)V
7ELTRELET, ZhixT
7+ )V FTY,

dynamic desirable : A /X— A
A —7 = A A trunk, desirable,

F 72T auto E— FIZERE I LTV
LHBEB, A H—T oA A% b
T V7 ELTHRELET,

strunk : RAN— A H—T = A
AN T T A H—T 2 A AT
RWBAETH, AV F—T A A
i 74 A NV S/ AE SEel N i
WRELT, Voo uab T U
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VIAN F5 2o 0z |

ARV FFEREETIVa Yy

S

JICEMT DI Hicxrdym— b
LiTO

ATy Th

switchport access vlan vian-id

1 :

Device (config-if)# switchport access
vlan 200

UEE) A F—Tx2AABFNTF
YT EBIE LG AICHERT 57 7 4
/b~ VLAN Zf5E L£7,

ATvT6

switchport trunk native vlan vian-id

51

Device (config-if)# switchport trunk
native vlan 200

IEEE 802.1Q T > 7V DR AT 4 7
VLAN Z5E LET,

ATy T17

end

51

Device (config) # end

HebE EXEC B— RICEY 7,

ATvT8

show interfaces interface-id switchport

1

Device# show interfaces
gigabitethernet 1/0/2 switchport

A B =T 2 A ZADAAL v F HR— Ik
E&ZFor LE T, [Administrative Mode]
¥ L U [Administrative Trunking
Encapsulation] 7 4 —/V RIZFR RSV E
R

ATvT9

show interfacesinterface-id trunk

1 -

Device# show interfaces
gigabitethernet 1/0/2 trunk

AV B—=T A ADNT T DFREE
FRLET,

ATy 710

copy running-config startup-config

1 -

Device# copy running-config
startup-config

EE) av74Xal—vary7y
ANVCREERIELET,

k320 THEFEI VLAN O FE

2
=

VLAN 1 1%, T_XTD Cisco T3 ZADTRTCD NT 7 R—~DF 74/ s VLAN T, LU
i, ¥ XCO T2 1) 7 TVLANI 2094 F—T NI THMLENHY £ L7-, VLAN
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k32U TOHOEFRIVLAN OEE

1 DE/IMEHERERfEA LT, ix D VLAN F5 > 27 U7 TCVLAN1 25 4 B—7VICRE
TEFET, kY, 22— T T7 197 (AR=2 TV Y =T RRZ A X702 E) IIVLAN
] TREZEINRLS D ET,

FIE

ARV RFERETOVa Y

B8

&

enable
1 -

Device> enable

Hi#E EXEC £— &A% LE T,
NAT—REAHLEST @RS

) o

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 Fal— gy
E—RFEBRBLET,

ATvT3

interface interface-id

1

Device (config) # interface
gigabitethernet 1/0/1

WETHR—bEfREL, 17 —T =
A AaAvT 4 FXal—YarE—KzE
BRAE L £

ATvT4

switchport mode trunk

1

Device (config-if)# switchport mode
trunk

A2 =T xA A% VLAN FT7 7
R b e LTRELET.

ATv 75

switchport trunk allowed vlan { word | add
| all | except | none | remove} vian-list

1

Device (config-if)# switchport trunk
allowed vlan remove 2

UEE) bT7 v 7 ETHAEEND VLAN
DYV AFERELET,

vian-list /X7 A — %%, 1~ 4094 DH.—
D VLAN F 5., £721L2 2D VLAN %
T UNSWIRE, " 7 TXYI%)
THE SN VLAN &4, o~
TR 72 VLAN RT A —X D], £
T2l3nA 7 o THRE L7-FH ORI,
AR—=A e AR TL 7280,

T 7 4V hTTiE, TXTD VLAN 23FF
EINET,

ATvT6

end

1

¥t EXEC £ — RIZERYD £,
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VIAN F5 2o 0z |

ARV RFERETIVa Y

B8

Device (config) # end

ATy T17

show interfaces interface-id switchport

1

Device# show interfaces gigabitethernet]
1/0/1 switchport

7~ 47 [Trunking VLANSs Enabled]
74—V FOREEMRLET

ATvT8

copy running-config startup-config

1

Device# copy running-config
startup-config

L) av 74 Fal—Lay 77
AR EERIFLET,

JI—=

VBRI A NDER

FN—= 7Y A ME, bTo 7 R—FEFCERENET, hTr 7 R—RhZ LM
HOWEHEU A SBHY Fd, ZOFIEEZHENITHITIE. VIPTV—=0 TNA 2 —T VT
EZIINLTWALENRHD 7,

FIE

ARV RFFERERTI VA Y

B8

ATy T

enable
1 -

Device> enable

it EXEC =— RZHFI L ET,
NAT—REZANLET EREN-5

) o

ATy T2

configureterminal

1

Device# configure terminal

Jua—)L a7 4 Xal—g
£ — F%Fﬁlﬁﬁébi‘a—o

ATvT3

interface interface-id

1 -

Device (config)# interface
gigabitethernet0/1

VLAN ' Vv—= 7 %@+ 77
R—FE®RL, /¥ —T AR 2
V74X al—yvarE®—FERBL
ESc
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| VAN FS oy mEE
551uLE5 71 voRr4 717N oEE [

ARV RFERFTIVaY =)

AT 7 4 |switchport trunk pruning vian {add | NI MWD TN T E TS
except | none | remove} vian-list [,vian VLAN ® U 2 R %22 E LET,
[Man[,,]]

add, except., none ¥ & U remove F—
U — ROEHFIEZOWTIE, 20V
U—RIZkETHavr R 77 LA
EHBLTIEEIN,

Hift L CUWRWVLANID 1%, o~
(A—27p L) TRV EJ, IDD
FHIIANA 7o THRELE T, A7
ID #iPHIZ 2 ~ 1001 T, HLIRFIPH
VLAN (VLAN ID 1006 ~ 4094) X~
N—= T TEFERA,

TN—= TR DOVLANIL, 77 >
TAYT NI T4 v EZELET,
FI7 4L T, FN—= TRFE X
L% VLAN ® U Z MZiE., VLAN2 ~
1001 B EENET,

AT v 75 |end et EXEC E— RIZED £,
1 -

Device (config) # end

R T 7 6 | show interfacesinterface-id switchport | %< &7 [Pruning VLANSs Enabled]
I - 74—V RORE LR LET,

Device# show interfaces gigabitethernet]
1/0/1 switchport

X 77 | copy running-config startup-config fER) ary74Falb—ary 7y
i - A MCREE R LET,

Device# copy running-config
startup-config

BGH LS T4 v IBRM T« 7 VLAN DRE

IEEES802.IQ Z XU IMBESNIZ v T 7 R—RMI, #I/GE T 7400 7B 7721
N7 4y DM GFEZETEET, TIHLIITIE, TAARIETRLNT T4 v T %,
R— MIRESINTEHARAT 47 VLAN IZHEEE L E T, XA 7 47 VLAN L, 7 7 4/ h Tl
VLAN 1 T,
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VIAN F5 2o 0z |

FA T 47 VLAN IZIFEZE D VLANID #EI 0 M TAHZ LN TXET,

2847y RO VLANID N H IR — DA T 1 7 VLANID & B U ThHIVUL., FDO7 v MIH
ThLUTEREENET, £A4 7 47 VLANID & B LT, T/ RIFDORry W& X
TrrETCEELET,

FIE

AU RFEREERTIVa Y

E:)

&

enable
I

Device> enable

HibE EXEC E— RE A% L,
NRAT—READLEST @RS

) o

ATvT2

configureterminal

1 -

Device# configure terminal

Ja—_ ) a7 4 Xal—T g
T— FERIBLET,

ATvT3

interface interface-id

1

Device (config) # interface
gigabitethernet 1/0/2

IEEE802.1Q N7 7 L LTHRET HA
VE—T A ABERLT, A F—
T AT 4Falb—r gy F—
RZBRIE L £,

ATvT4

switchport trunk native vlan vian-id

1

Device (config-if)# switchport trunk
native vlan 12

NI R—=KETHE TR LNT T 4>
7 HEZETH VLAN 2R E L7,
vian-id [ZHE T 2#iPHIX 1 ~ 4094 T
K

ATy TH

end

1

Device (config-if)# end

b EXEC £ — NIZER Y £,

ATvT6

show interfaces interface-id switchport

1 -

Device# show interfaces gigabitethernet]
1/0/2 switchport

[Trunking Native Mode VLAN] 77 . — /L
ROBRELMEB L ET,
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| VAN FS oy mEE
rSoo R—roaEstnzEs [

ARV RFEEETIIa Y BRI
R 77 | copy running-config startup-config EE) 2y 74 X2l — gy 77
Bl - A MCRE R R LT,

Device# copy running-config
startup-config

S0 R—FORFSBDEKRE

ZIZTIE, BAMSEHAO R T 7 R— FOBRIEICOWTHBHALE T,

STPR—k T34 AV TAIZKBERDEDERTE

AA Y TF WAL v F AL v 7 DA /3—=Th D56, spanning-tree[ vlian vian-id] cost priority
Ao B =T 2 A AT 4FXalb—rar avy RO YIZ, spanning-tree[ vian vian-id]
port-prioritycost f > X —7 = A A a7 4 FXal—raravr REFEHALT, 74 7—
TAVITAT = MIT A4 F—T =2 Z&BIRTDHUERH Y £, RPITRRSEL A
=T A X NI X MEZEFID H T, BEBISRIRSELA =T oA X ZFmV =
A MEZEID S TET,

WOFNATIZ, STPR—F T TAF VT 4 2 LIAMIBEHEEL TRy MY —27 Z30E
T 5 HECONTIH L E T,

FIE
ATV RFERETI3 Y B#)
ATw 71 |enable FibE EXEC E— RZAMIC L E T,
11 NAU—REANLET (FERShi
5E) o
Device> enable
5w 2 |configureterminal FNRAAATTr—)Lar7 X
i - L—ya vy E— R LET,
Device# configure terminal
RFw 73 |vtpdomain domain-name VIPEBL R A A V&R ELET,
i 1 ~32LFDORAAL U HEFEHTEE
R
Device (config) # vtp domain workdomain|
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VIAN F5 2o 0z |

ARV FFEREETIVa Yy

S

AT w74 |vtp mode server FRA A A% VIP —"— L LT
i ELET
Device (config) # vtp mode server
ATv75 |end ¥t EXEC T — FIZREY £7,
{1
Device (config) # end
AT w76 |show vtp status FTRA AA LT A ABODIl 7 TVTP
5l - RUE R R L E T
. 728 &7z VTP Operating Mode 35 £ O
Device# show vtp status VTP Domain Name 7 f —/L K& F =
7 LET,
RTFw 71 |showvlan TR AADT —HRX—Z|ZVLAN 3
Bl - FAELTVND D L AR LT,
Device# show vlan
5w 78 |configureterminal JTa— ) a7 4 Xal—3a
Bl T— FEMBLET,
Device# configure terminal
RFw 79 |interfaceinterface-id KNS 7 L TCHRETAA LA —T =
Bl - A ARERL, A F—T = A Ay
TJA4FXal—varE—RERBLE
Device (config) # interface 7ro
gigabitethernetl/0/1
AT 710 |switchport modetrunk R—h 2T FR—FELTHREL
151 £
Device (config-if) # switchport mode
trunk
AFv71 |end Kt EXEC &— FICRY £7,
11 -
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| VAN FS oy mEE

STPR— 7514 UFcicksaEstnsz [

ARV FFEREETIVa Yy

E:)

Device (config-if)# end

Z 5w 712 |show interfacesinterface-id switchport |VLAN OB TEE MR L F 3,
i -
Device# show interfaces
gigabitethernet 1/0/1 switchport
AT T | FTAAL 2D 2FHDR— MK LT,
FNRAAATELROFEAE Y R L F
j‘o
ATY T4 | T34 ZAB CTHHROFNEEMED KL,
TNAAATHELIE N T 7 AR —Fh
BT D T IR — N EBRELE
R
RTw 715 |show vian NIV TNT T 472D
Bl - &L VTP RT3 ZABIZVIP BXL W
VLAN [§HZELET, ZDav R
Device# show vlan X, T ABMNVLANGREZ 4 L
Tl L aERLET,
X5 w716 |configureterminal FNRAAATTa—)Lar7 X
i - Lb—vay = ReliaLE7,
Device# configure terminal
AT w717 |interfaceinterface-id STP DR— K FFZAF VT 4 ZFRET
B - HAVE—T 2 AEERL, AV
B =Tz f AT 4 Fal—g
Device (config) # interface Tt — }‘%E“ﬁﬁé\ biﬁ—o
gigabitethernet 1/0/1
AT 718 |spanning-treevlan vian-range fRE SN VLANHEPHIZ AR — F 75 A
port-priority priority-value FVUF 4 ZE B TET, 0~ 240 D
1 R—=hF TIAF VT HEEATILE
To A=K TTA4FVT 1 fEIZ16 T
Device (config-if)# spanning-tree vlan| D4y L F9,
8-10 port-priority 16
AT w19 |exit Ja—\)arZ4FXal—vagr
B - T— NICRY £
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VIAN F5 2o 0z |

ARV FFEREETIVa Yy

S

Device (config-if)# exit

ATy T2

interface interface-id

1 -

Device (config)# interface
gigabitethernet 1/0/2

STPDR— bk FT7AF VT 4 ZRET
HBAVHE—T A AEERL, 1
R—T AT 4 Fa2l— 3
E— RZRBLET,

ATv7T2An

spanning-tree vlan vian-range
port-priority priority-value

&1

Device (config-if) # spanning-tree vlan|
3-6 port-priority 16

FBE &7 VLANFPHIC AR — kN 75 A
FVT 4 ZEY Y TET, 0~240 D
R—hr T34 F VT 4 HEZATILE
T, ™=K T T7A4F VT 1 flIL 16 T
SOHS L ET,

ATvT2

end

51

Device (config-if)# end

HebE EXEC B— RICEY 7,

ATvT23

show running-config

1 -

Device# show running-config

AN E MR LET,

ATy T2

copy running-config startup-config

51

Device# copy running-config
startup-config

EE) av74Fal—rvar7r
ANVIEREERTFLET,

STP /AR IR MK HARDBDERTE

ROFNATIZ, STP/RA TR M2 L7ZAMOMEEL TRy Y —27 ZRET D HIEIL
DOWTHHA L ET,

FIE

ARV RFERRTO Y

E:)

&

enable
) -

¥ibE EXEC E— REZ A% L1,
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stP iz a2 bz pafstonz [

ARV FFEREETIVa Yy

E:)

Device> enable

WA —=R&E AN LET (FERESn

58)

o

R w 2 |configureterminal FTNRAAATTe—)Lar 74X
1 - L—ya vy E—RFEBLET,
Device# configure terminal

AT w73 |interfaceinterface-id FNTZv 7 ELTRETHA v H—T =
- A AEERL, f VX —T A AT

T4 F¥ a2l —varE—REBBLE

Device (config) # interface ?ro
gigabitethernet 1/0/1

AFw 74 |switchport modetrunk R—hE2brT7 7R =L LTHREL
11 E3
Device (config-if) # switchport mode
trunk

ATy S5 |exit Jya—s) ary 7 4 X¥al—gy
B - T— NICRY £
Device (config-if)# exit

ATYT6 | THAAAFTET N, AARL v
WORIDA B —T 2 f ATAT v
2~4 %R LET,

RAFwvF71 |end ¥ifE EXEC E— NIZEY £7,
1
Device (config) # end

RF w78 |showrunning-config AN EHRLUET, WEH T, ¥ —
Bl - T A ABNT LY K b LTRE

SNTNDHZ EZMERLTIEEN,

Device# show running-config

AFw 79 |showvlan NIV TR T T 4 TN D
Bl - LT AANS D —HDOT /A A

MO VIPE#REZZELEST, 202~
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VIAN F5 2o 0z |

ARV FFEREETIVa Yy

S

Device# show vlan

v RiZ, FAL AANVLAN 7 ¢
Xal—Tarz@H Lzl b el
LET,

ATy 710

configureterminal

51

Device# configure terminal

Ja—) a7 4 Falb—g v
E—RFZRBLET,

ATvIN

interface interface-id

1

Device (config)# interface
gigabitethernet 1/0/1

STP 2 A "N ERET DA H—T =L
AHERL, AV E—T A A A
T4 ¥zl —TarE—RFEREBLE
‘a‘o

AT T12

spanning-tree vlan vian-range cost
cost-value

&1

Device (config-if) # spanning-tree vlan|
2-4 cost 30

VLAN2 ~ 4 DANR= L F Y — %%
IANE30ICRELET,

ATy 713

end

151

Device (config-if)# end

Juau—n_)ary7 4 X¥al—g v
E—FIZED £,

ATV 714

TNRAAAITRELTZL ) DT
YIA =T 2 A ATAT v T 9~
13240 L, VLANS, 9, L0
DANR=Z T Y — 23 A N&230(2
HELET,

ATvT15

exit
51

Device (config) # exit

HebE EXEC B— RICEY 7,

ATy 716

show running-config

1 :

Device# show running-config

ANNZEERLET, WMAFDNT 7 A
VE—T A RTK L T/NR TR IR
ELLSHFHESNTND Z L Z2FRTHE
BLET,
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zorz I

AR RFEREFT7TIVa Y S

w717 |copy running-config startup-config (EE) avy74Fa2lb—vary7y

- S MCBRE BRI LET,

Device# copy running-config
startup-config

RDIEXE

VLAN F 77 %2R ELTEL, WOEHEZRETEET,

* VLAN

« &7 VLAN

o« 77 4 ~X— K VLAN

T DDSE &R

EEEH

ESPERES

X=-aT7ILAR2A LI

TOETHEAT S av ROESHECE IOt | Command Reference (Catalyst 9300 Series
i 7D FER, Switches)

BRES ZURFC

Z4E/RFC

24 bV

RFC
1573

Evolution of the Interfaces Group of MIB-II

RFC
1757

Remote Network Monitoring Management

RFC
2021

SNMPv2 Management Information Base for the Transmission Control Protocol using SMIv2

VLAN 35 > U O#EEERE

RO,

DY 2—/)LTCHATIHED Y UV —AB X OBEEFEREZ T LET,

Cisco 10S XE Gibraltar 16.12.x (Catalyst9300 X1 v F) VLANO > J 4 ¥XaL—>3 > AA4 K .



VIAN F5 2o 0z |

B v rsovonsre

IO OBEEIX, FRCHR SN TWARWED , EBAINZY UV —XUBEOTXTHOY J—RT

FHCTE £,

1)1)—=x HEEE HRETRIR

Cisco 10S XE Everest VLAN k7> 7 FTZ oo EiE 1 OFRITEEDO A —Y Ry
16.5.1a hAVHE—T oA ALDOR Y FT—F

TTNRAR =&, arita—777Y)
DEDORA L BV —RA 2 Y 7T,
A—H% Ry s hT 71T 15DV T &S
L CHEED VLAN N7 7 ¢ v 7 kT 5
DT, VLAN %3 v U — 27 2{KIZJEET

TET

Cisco Feature Navigator #ff 35 &, 7T v b 74— BLOY 7 b =T A A=V DY R—
MEH A #FE C& £7°, Cisco Feature Navigator |27 7 & 23 521X, https:/cfong.cisco.com/ |Z

A E T,

. Cisco 10S XE Gibraltar 16.12.x (Catalyst9300 X vF) VLANO>J s ¥alL— 3> A4 K


https://cfnng.cisco.com/

& 7E VLAN D% E

« %7 VLAN ORiHESME (65 <—)

« &7 VLAN OHfl#)FHE (66 =—)

« B VLAN [ZBI3 21 (66 ~X—2)

« 7 VLAN O EHE (68 ~—)

« HFHE VLAN D=4 ) 7 (72 5—)
« WDIEZHE (72 2—)

« TOMDOBEEE (73 X—)

s %75 VLAN OREEIRE (73 ~X—2)

H = VLAN O HREH

H 7 VLAN ORiESM1E, ko LBV T,

BT VLAN REIITNRA ADT 7B AR— T THR—FENTEBY, FT 7 R—
Tl FR— PN TWWERA,

)

GE) k77 A= M, EAEVLAN & RIS, EEOEDEH VLAN
ERETEET, bT7r 7 A= T FHF VLAN OFERY
R—hEnEEA,

« 7 VLAN 2 A 202 51T, trust devicecisco-phone f v X —7 = A 227 4 X
L—yaryavwrReEANL, T34 A LD QoS AN LET, Auto QoS HEHRE % i
THE, TNHIXHBMICRESNET,

¢ CiscoIPPhone IZ2 7 f F a2 b —3 3 U &EETH72HIZ, Cisco IP Phone 128569 55
NAAR—=F ETCOPEA F—TMITHRLENRHY £9, (T 74V Fi%ETIiX. CDP
NI RXRTOT NN, ALV BZ—T =2 A AT a—rUIA =TIV TT, )
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B VLAN 0% |
B == wnwonwss

E7= VLAN O #1$9E18

FHEVLANIZIE, AT 497 EXa2T7 MACT RLAZRETXEHA,

E VLAN [CRET 515k

ZZTIE, EE VLAN ICOW T LE T,

&7 VLAN

HE VLAN e A+ 2 L, 7278 AR —FTIPPhone "HDIPHEFH b T 7 4 v 7 Binik
T&EE7, 734 A% Cisco 7960 IP Phone (Z#5#5i 3 % & . 1P Phone I LA ¥ 3IPfEIL L OV LA
Y2H—ERAZ T (CoS) EEMHLT, EF NI 74 v/ &FELET, EHLDMELT
TAN N TIESICRESNE T, T — X EENEEMEICRIT 584, 1P Phone DEE MK T
BBV ET, FOH, ZOT 31 AFIEEE 802.1p CoS (233 < Quality of Service
(QoS) #Y¥AR—HFLTWET, QoSiF, WEBLIOAFVa—U 7 EHERHLT, 73 X
MHEDAXy NI—27 8T 7 47 &2 THARER FIETERFLET,

Cisco 7960 IP Phone (X% & FIHE7/2 7 /31 AT ¥ | IEEE802.1p DELEIZIESWT T 7 1 v
I HEERET AL IICRETE E I, CiscolPPhone IZL > THEIVUBTENZNT T 4 w7 DOFE
TEAEFELZY, A—N—=TF A4 RLEVTHLITT S AERETEET,

CiscoIPPhone DEF LS5 74 v

Cisco IP Phone L #5527 7 A R—br&2, 1 DO VLANIZIEZEF b7 70 v 7 HIZ. 95 1
20 VLAN I Cisco IP Phone 1255t L TWATSA AMBEDT —X 77 ¢ v 7 AT 5
X OIZERE T& £, CiscoDiscovery Protocol (CDP) /N7 v h&EETDHEH. T34 A LD
T BEAR—NERETEET, CDP /X7y M, ¥t 7 2 IP Phone (2% LT, IROWTH
MOFTETER N T 74 v 7 T3 RAEETHI >R LE T,

s LA ¥ 2CS T TAF VT 4D X 7 +EFH VLAN IZ X B4

e LA ¥ 2CS TTAF VT 4D X A& T /& &X VLAN I L DR

« 277 L (LAY 2CoS 7IAH VT Al L) DT 7+ A VLAN I £ % %3

Y

GE) WIFhORETH, BF 774 v 7131 A ¥ 3IPprecedence fE (EH 77 4 v 7137 7+
VTS5 EEGI ST 7 4 v 2133) 2inkLET,
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&7 VLAN 0%
CiscoIP Phone D7—4 5714 [

Cisco IPPhone D7 —%2 C5 74w

T34 AL, CiscoIP Phone DT 7 & AR — MIER I NTZT A AdbEbND, X 7 &
T—% 877 4v7 (IEEE802.1Q £7-IXIEEE802.1p 7L — ALK A T D KNT 7 ¢4 v ) &HL
BT L b TEET, COPAT Y bERETDES, TAA A LDOLAF2T 7 EAKR— I
HXETEXET, CDP /Y7 M, ##i7 25 IP Phone (2%} L T, ROWTNNDE— KTIP
Phone 7 7 E AR — M 2R ETDHL 2T~ LET,

o trusted ((EfEMDNSH D) F— FTlL, CiscoIP Phone 7 7 & A iIR— MR TZE L=
RTDO T T 4 v 7 NZDFEF IP Phone Z i L F 9,

« untrusted ((EHEMEN720Y) £ — R CiX, Cisco IP Phone D7 7 A iR— MR TZE L=
IEEE 802.1Q 3 X TNIEEE 802.1p 7 L —ADFTRTD T 7 4 v 7|2, RESHI-LA Y
2CoSfEA52FF, T74/NLFDOLA ¥ 2CoSIEIZ0TY, BHEHTERVWE— RN T 7 4
LV NERETT,

\ )

GE)  CiscoIPPhone \IZHERE SNTZT XA AWML D X 7L 8T 7 4w Z71%, IPPhone DT 7 & A iR—
~ OEFEIRIEICBESR 72 <. £ D F F IP Phone Z @i L E T,

&= VLAN SR ER DEEFIR

« Cisco 7960 IP Phone IE, PCCZ DD T NA AL O bR —F L TNWEDT, T34
A % CiscoIPPhone ([Z#5f5t 9 AR — NI, SEIFEREEO N T 7 4 v 7 BGETEET,
A= RERETHZLIZL ST, CiscolPPhone ICLAEHF T 74 v 7 BLOFT—% b
T 4T DREFEERETETET,

« IP Phone T 7% VLAN {E 3@ YN THON D I2IE. T34 A LIZH 7 VLAN MELE L,
77%47“@Jxofu\éz~%75:&>0i% VLAN BEE L TWEMNE I N EERT DT
I%. showvlan ¥4 EXEC =~ > REMHEH L4 (VR FTERENET) . VLANRY
A N STV RWEEIE, B VLAN Z{ERk L £,

» Power Over Ethernet (PoE) T /34 A1, A :!5'517#’5_%0)%5'57/\/]’ A F 721X IEEE 802.3af
W DOZET NA AN ACERNOENZE I TV RWESIZ, 2o DZET A
\—Eibé/j (= ﬁ%{/\#ﬁf%i‘é‘o

+ %7 VLAN 3% T % &, PortFast#§EENS HEIRIIZ A 2 —T W20 9, & VLAN &
T4 E—7 I LTh, PortFast #EEITHEIMICT 4 B—7 LT D £H A,

« Cisco IP Phone & % @ IP Phone (ZH5f5¢ S 727 /314 A3[E U VLAN EICH H35E, WL
HLEICIPY 7Ry MIBLTWARITHIERY A, ROFENEZ SN TWDEAIX
[ U VLAN Eicdh v £,

o M5 & H IEEE802.1p 7134 /72 L7 L— A %MHT 5,

* Cisco IP Phone 73 IEEE802.1p 7 L — LA &M L, TA ANZ 772 L7 L— L %Ml
T 5,
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B VAN 0z |
B z=rwnwomes:

* CiscoIPPhone 3% 77 L7 L —AZMEH L, 7734 AN IEEE802.1p 7 L — A &
T 5,

* Cisco IP Phone 7% IEEE 802.1Q 7 L — A ZffH L, %7 VLAN 237 7 £ A VLAN & [A]
CThd,

¢ CiscoIP Phone & IPPhone IZ#56: S /=T /314 AL, [A—VLAN, F—¥% 7 x> b FizH -
TH, FHT 27— XA TRRERLGARITEETEERA, VT 74 v 73R~V
Fy N ETL—FT 4 v T ENRVWINSETT L—F 4 o TI2E > T 7 Lb—Ah %A FOHE
DPEREINET) |
« TR VLAN R— MIIZRDOR— K~ ZA4 TndH 0 £4,
cHAT IV TUEA BB,

« IEEE 802.1x #GFH— k.,

\)

GE) %7 VLAN 233%7E S0 Cisco IP Phone 23 Kt STV DT 7 £ A
AR— kT IEEE 802.1x Z H M L7236, £ @ IP Phone 7> H 7 /3
A ASOHEEREDIRKR 30 B KDILET,

o REER— K,
« SPAN ¥7-1Z RSPAN v ¥ a v OEETLA— N EFIT5E LR — I,

e bX T KR— b,

GE) HFHFVLAN BREL WSS HX—T 2 A ALETHR—-KtF%=
VT 452 A X =T MIT D56, R—FCTiHFEShL2EXaT7 7
RLUADRREE, 778 AVLANICBITSEX=27 7 KL &
DRI 2 2R LTEBICRET HDMERH Y £, A— %
CiscoIP Phone (255t L CUL 5354 TP Phone (Zix K T2 2D MAC
T R U ANKLEIZZ2 Y £9, IP Phone D7 R L A%, ¥ VLAN
THEEHIN, T7EBAVLAN THFE SN GE1H Y £9, PC
% IP Phone |Z#5#5i 9~ D854, 1B MAC 7 R L ARKLEEIT/RY
£7,

B = VLAN O T A

Z 2Tk, B VLAN ORTEICOW T LET,
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7 VLAN D%

Cisco IP Phone D=7

k>4 9T DERTE

Cisco IP Phone D&% 57 ¢ v o 0%z [

Cisco IP Phone (Z CDP /X% v b % 2%{Z L CIPPhone (Z L 55/ b7 7 1 v 7 DEE T IEERE
T % X 91T, IP Phone |Z#2f¢ 3 D AN — h &5 E TE £, IP Phone I3F5/E S 7 H 7 VLAN

\Z. LAV 2CoSfliZAH LT, IEEE802.1Q 7L —2DHEHR T 7 4 v 7 ZArETE £7,

IEEE 802.1p D7 T A F VT 4 # 7 &EHT DL, BFRMNT 74 v Z7ICEDICEmWT T A A
TH4EHEZ, TRTOEFR N T T4 v 7 EXAT 47 (77 ER) VLANRRH CTEETE E

F, CiscoIP Phone |I¥ 772 LDEFR b T 7 4 v 7 2K ETH, EITMBEBORELFHEHL T
TIRAVLAN CER N7 74 w7 2B ETH2LHTEET, WTHORETH, %75 b
774 71X A ¥ 3IPprecedence i (7 7 4/ MES5) ZBELET,

FIE

ARV KRFERERETY Va3 Y

=)

ATy T

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
E— FEBBLET,

ATy T2

interface interface-id

1

Device (config) # interface
gigabitethernetl/0/1

IPPhone [ZH#t T DA vV X —T = A A%
BEL, Ay ¥ —Tzf AT 41X
L—y gy B—REHBELEST,

ATvT3

trust device cisco-phone

1

Device (config-if)# trust device
cisco-phone

Cisco IP Phone DFEE N T 7 4 v 77 /X
by beEETH I OIS v —T A
AEHBELET,

ATvT4

switchport voicevlan {vlan-id | dot1p |
none | untagged}

1

Device (config-if) # switchport voice
vlan dotlp

7 VLAN 2@ L £,

sMan-id: TRXTCOFEF T 7 4 v 7
DMFFIE D VLAN Z#8H L TRk X
5 X 92 IPPhone R EL £7°,
5 7 # /L h TliX. Cisco IP Phone %
IEEE 802.1p 77 A AU T 1 5 %ZAff
ALTER NI 74 w7 Zlak L%
4, fEE T %5 VLAN ID O#ipHIx
1 ~ 4094 T,

«dotlp : VLANIDO (A7 147

VLAN) D% 73T ohi-EriE
F T — X IEEE802.1p 77 A A U
T4 T L—LEZITAND LS, T
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&7 VAN 0% |
B ciscorrhone nEE ST v o 0RE

ARV RFERFTIVaY =)

NAAZERELETST, 774/ KT
X, T /3 AL VLANO DX 7 53
W RTOEFRBLIOT—H ~7
T4 v & Fry 7 LET, 802.1p
WZHRHET 5 L 9FREIID &, Cisco
IP Phone & IEEE 802.1p 77 A 4 U
TASEHFEHALTCRNT 7 4 v 7 &R
ELET,

» none : IP Phone 23 H D% € % 1
LCH TR LOEBER NI T4 v I %
Jé,fﬁﬁdéc]: 9 k—[_/i‘j‘o

euntagged : ¥ 772 LOHER T
T4 w7 ERETHLOICEREH

H/:E‘L/ij_o
AFw 75 |end ke EXEC B— RIZRY £7°,
1
Device (config-if)# end
ATV T6 | ROVTIEHHALET, HH VLAN OF%E, F721% QoS B LW

i =yl
- show interfacesinterface-id switchport | 7/ VLAN OBE 2 fEGE L %77

« show running-config interface
interface-id

1

Device# show interfaces
gigabitethernetl/0/1 switchport

EtEe
Device# show running-config interface
gigabitethernetl/0/1
R w 77| copy running-config startup-config UEE) v 74 X2l — gy 77
Bl A ARE B RAF LE T

Device# copy running-config
startup-config
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7 VLAN 3%
#EF—2 7L—L0T51 4y 71+8% [

C O m— — =
BEET—R2 IL—LDTS5A4F) T 4KE
PC £ 721X DD T —% 77314 2% Cisco IP Phone R — M CE £4, ¥/ ft& T —4
N5 7 ¢ v % (IEEE802.1Q £7-1% [EEE 802.1p 7 L'— 1) ZLBI4%7-I2. CDP /<% v k
EEETHLOIT AL RAEZHRETEET, CDP /Y7 v M Cisco IP Phone (Z5%F L C, IP Phone
EOT 7R AR—= MR SNTZT AL AN OT =237y MEEHiEZERLET, PC
1L, CoSTEMENV Y ToHN//Try hEAKRTEET, BT 31 A0>5 IPPhone DA — MZ
W7 =D T TAF VT 4 ZER LR (BT 5) £FLEFEETL (EBEHLZY) X
912, IP Phone Zf%ECX £,

Cisco IP Phone CHEFR— "D OZETHT—X bT 74 v I DT ITAF VT 4 ZRETDH
2. RO FNEZIENE T,

Flg
AU RFEEIETI I Y B8
AT 71 |enable ¥5HE EXEC E— RE=A L ET,
1 RAT—REANLET FEREIN-85
) .
Device> enable
R w 72 | configureterminal rua—N)ary7 4 Xalb— gy
M: %*W%ﬁWébiﬁo
Device# configure terminal
AT 7 3 |interfaceinterface-id Cisco IP Phone (Z#fi T 5 A » F—7 =
B - A RABEL, A VI —T = A A
T4F¥al—varE—FERBLE
Device (config) # interface 7ro
gigabitethernetl/0/1

AT 7 4 |switchport priority extend { cosvalue| | Cisco IP Phone D7 7 & A iR— k25 5%
trust} BLIET—% NI 7 497 DT T4 F
151 - U7 42RO EDITHRELET,

s cosvalue : PC 72138 L T\ D

TNA ANBZE LT TAFY
T 4 %, fRED CoS fHIZA—/N—
F4 R45X95, IPPhone ZiXE L
F9, EHIT0~7TY, T8 \KED
FIAFVT 4T, TT7HNLED
TI7AF VT 41%, cos0 T,

Device (config-if) # switchport priority]|
extend trust
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B z=rvwnwoz=syoy

B VLAN 0% |

ARV RFERETIVa Y

B8

strust : PC 72138 LTV BT
AAWOLZE LT TA4F VT 4 %
{E%E4 5 X 9 IP Phone 7 7 & A
R—MEFELET,

ATy TH

end

1

Device (config-if)# end

HHE EXEC £— FIZR Y 17,

ATvT6

show interfaces interface-id switchport

1 -

Device# show interfaces
gigabitethernetl/0/1 switchport

AN B LET,

ATy T17

copy running-config startup-config

1 -

Device# copy running-config
startup-config

(L&) 2v74Fal—var 7y
AICREZRIFLET

EZEVIANOE=A )Y

AU H—T A ADEF VLAN % E X R T HI121E, show interfacesinterface-id switchport 4f
MEEXEC 2~ R&EMHHALET,

RDEXE

7 VLAN 2R ELI-BIT. ROBREEITI

* VLAN

*VLAN T F 7

* VTP

« 774 ~— | VLAN

TENTEET,
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7 VLAN O
zonszas |}

ZTDMDSEER

EpER=
BEEIEE TZaTFILEA I

ZOETHEAT S v ROSESHESCE IOt | Command Reference (Catalyst 9300 Series
fili 515 DFERT, Switches)

BEES X URFC

ZAERFC| 21 L

RFC Evolution of the Interfaces Group of MIB-II
1573

RFC Remote Network Monitoring Management
1757

RFC SNMPv2 Management Information Base for the Transmission Control Protocol using SMIv2
2021

~xr =+ L,
=7 VLAN O)#48EE FE

WOFRIZ, ZOFY 2— /LT T2HEDOY UV —AB LOEEEHREZ R LET,

TN OREEIX, FRICHIRES N TWRWRY  EASINTY U —RLBEOTXTOY U —RAT

fEHTE £,

- tHaE HREIFHR

Cisco IOS XE Everest Voice VLAN 7 VLAN R AT A L. T/ &R
16.5.1a HR— R TIPPhone >SN P R T 7 4 v

7 #ARiET& ¥ 9, Cisco IP Phone |Z CDP
XAy N &EEE L TIP Phone IZ L AFF b
T4 w7 OFEEFEEZRET DH LI,
IPPhone I35t DR — R AR ETE E T,
IP Phone [3#5/& S 727 VLAN (2, LA
Y 2CoS % f#H LT, IEEE802.1Q 7 L —
LOEFNT T 4 v 7 HRETEET,

Cisco Feature Navigator #ff 35 &, 7T v b 74— BLOY 7 b =T A A=V DY R—
NMEHZ R C& £7°, Cisco Feature Navigator |27 7 & 23 % 1Z1%, https:/cfong.cisco.com/ |Z
EHET,
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https://cfnng.cisco.com/

EEVIAN 0F%E |
E7 VLAN D RERE FE
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B,
=% =R

754 R— Kk VLAN O%E

« 7°7 A ~X— k VLAN OFi#eRM (75 =)
o 774 ~_— K VLAN OHfHEE (75 X—)
o 7F7 A4 ~_X— K VLAN |[ZDWT (77 =—7)

« 77 A ~X— k VLAN OREE (88 X—)
¢ 74— K VLAN DFE=HF — (98 ~X—)
« 77 A4 ~_— K VLAN OFREH] (98 ~<—)

s WOIEE (100 =—7)

« TOMOBEEE (101 ~—)

o 7' 4 ~X— h VLAN O#REERE (102 =*—2)

754 R— |k VLAN ORZ &

TTFARX—=KVLAN &7 A ATRETHEEZ, 2a=F ¥ A L—rebAF2 Y
EDOMDOTV AT LY ) —=ADNNT U RAERD O, WITT 7 4 /v ;@ Switch Database
Management (SDM) 7> 7L — FZfEH L TS 72 &W, BIOSDM 7 > 7' L— FAERIE ST
WAEATE, sdmprefer default 7 o — 3L a7 4 Xal—v g avwy REHERHLTT 7+
NEDT T L— RERELET,

\}

GE) 77 A4 _X—K~VLAN X, VIP1, 2. BLO3D T AT L N F—RRTHR— SN ZE
4, 77 A4 _X— kK VLAN X, VTIP3 OV —_R— F— KK THLHPR—bhENFET,

754 A— k VLAN O #I#FE18
~

GE) —EORMTIE, =T — A v b—UREREINTITRENZITANLNET, =< Nl
NENH Y FH A
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F54 ~A— VAN O E |
B 75 ~—rvanosinss

¢« 7T A _X— K VLAN DR ESINTWVWDET NN, ATIL, 74— NN\ 7T VoI ThH
ELRWTL &N,

« UE— K SPAN (RSPAN) %774 _X— K VLAN DT A< U 721X H ¥ U VLAN
ELTRELRNTLIEE N,

c RD XD I T OMMOBEERN R E LA v ¥ —T = A ATlE, 774 —h VLAN 7" —
MEBRELRNTLEEN,
e HAFI v TV EAKR—KVLAN AL R— v
e HAF v bFrX s Fu ha (DTP)
oIP V—RX H—F
« IPv6 Security Group (SG)
« R— MEFK T 1 F =L (PAgP)
« U2 EHHET e k2 (LACP)
e /LFHF¥ XK VLAN LY ZX FL—32 5 (MVR)
« ¥ VLAN

* Web Cache Communication Protocol (WCCP)

« I[EEE 802.1x R— F _X—R3BGE%E 7 7 A ~X— h VLAN "R — MIFRETE £9725, 802.1x &
A=k E¥=2UF ¢, FFH VLAN, £713R— MO —% — ACLIE, 774 X—}
VLAN R— MIEETE XA,

¢« 7T 4 _— K VLANZK A b F 7213 EER] R — MEISPANSEIEAR— MIIZTE £ A, SPAN
SR — &2 T T A4 X~ VLAN R— MIRELTZHE. A—NMIFET 7T 4 712720
7,

« 774~ VU VLAN OfEERIR— N TRAET 4 v 7 MACT RLAZRET H%H1E, T
TOBEES XY VLANIZRILAZ T 4 v 7 7 RUAZBENT 20850 £ A,
FEEIC, A% U VLAN ODFRA N R— KN TAXT 4 v 7 MACT RLAERET 5
Gl B#E 77 A4~V VLANIZRICAZ T 4 v 7 MACT RLZAZBIMT 5063 3H0 F
Hh, EBIT, AXT 47 MACT KL A% T T A4 _X— kK VLAN R— k25 BB 5 B
12, BESNTWEMACT RLADTRTDA LV AX A% T T A ~— k VLAN /> 5 Hl
BRI BHMLETIH Y TR A,

\}

() FI9A4A_X—=FVLANDEHFY VLAN THEELEZF AT Iy
7 MAC7 FL AL, B#E~7 T A ~1U VLAN CERlsnE4, 7
FZAYUVLANI O 877 4 v VWA SNDHEETH, 73T
DOMAC > hVixkEH &Y VLAN TEEENET, MACT
RUANT T4 <1 VLAN CEIIIZFE S o561k, Bkl
> %) VLAN TRl s n A,
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| 754 ~—FVIAN D3
F51~—rvanizont i

s VA FV3VLANA U H—T =2 A (AL TS X —T =4 RX) 2774~V VLAN
W RELTLIE&E W,

 [f] U VLAN ET MACsec 721348~ 7 A4 ~— F LAN #—E & (VPLS) F72iZ Cisco
SD-Access YV =—va U EEH L THREINZT T A ~— k VLAN [FHERE L £ A,

TZ4~R—KVLAN [ZDIVT

ZZTHL. FTA =k VLANIZOW T L £,

TJ53ARX—KVLAN FA A >
PVLANHMEREZEAT 2 L, —ERXR Tu XA XN VLANZMHH L7z & SICHEET 5 220
B L TE £,
* Network Essentials & 7= {% Network Advantage 7 1 &> A 3T L TV 554, KT 4094
DT 7T 47 VLAN BT NA A THR—FESNET, P—ERA Ta R/ X—N1H A
H<—5H7 1 50O VLAN 2E|ID Y CTARLE, —EX Tu XM X—R PR —FT&2
B AR <=L KBS £,

cIPNV—T 4 T A X—TNWZT BHITIE, & VLANIZH 7 Ry b 7 RUVRZEMEZIZT
FL R 7oy 72808 CTETN, I, REHAOIP 7 L AREEKIZR2YD, IP
7 RLUADOFHICHEN K E 9,

H4:TS5AR—KVIAN ALY

774 _X— MVLANDOEH TR —J B 7 ¢ OREICHATE, h—ERX T r A X2l o
TIEHIP 7 RLAFEH EOFIERLTEH S, IAXv—IZH LTI P2 X2 T 4 %
fefftcx 9, 774 X—h VLAN TiX, 8% D VLAN RA A YT KA AL N2 EILE
T, T RAASL N, T4~V VLANE B S XU VLANDORT TRENET, 774 —
N VLAN 213D VLAN X7 ZHEARE T, V7T RAAL AZHOX 1 XTIV £, 7
7 A X— K VLAN NOFTXTPD VLAN X7 ZR U774~V VLAN 2F L9, b4
U VLANID IZ, &% 7 RAAL CORBNEH S ET,
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IS4 _R— VAN OFE |
B trosuvan

oo S Frimary

VLAN

Private
VLAN
domain

Subdomainfﬂ/ -—Eub$main

(@9 &)

Secérldary // '\\ Secoydary /
communityMLAN, __isolated VLAN

3
ilmos3

+Hh>%1) VLAN

v h o Z Y VLANIZiX, RO 2FEERH Y 7,
« M2 VLAN : J152 VLAN NOR— I, LAY 2 LYV TIIMEICHBETE YA,

ea23a2=7 44 VLAN: 23 2= 4 VLAN NOR— MIEWIIEETEETN, LAY
2L HDHMD I =T s NOFR— FEFEBEETETETA,

754 RX— K VLAN /R— k

754 ~_X—k VLAN Tl&, AL 94 X—F VLAN NOR— ~MiZ LA v 2 THEEL £7,
77 A4 ~_X— K VLAN A" — ME, ROWTNOORBUZRT 57 7 EX R— FTH,

o MEER] - MEIERR— ML, 7I9A4X—FVLANIZEL, 794~V VLAN &L T
5B FY VLANIZET 23 2=7 4 F— FOMIARA N R— e Lo, ¥TD
AV H—T oA ALBIETEET,

o ST JUSEAR— ME, SIS U F U VLANIZE L TWAARZ b R— T, i,
HERIR— F &R, WU 7 T4 X— K VLAN NOMOD KR — ki LA ¥ 2 TRAEIS
SN TWET, 774 X—hk VLAN [T, BEHFR—IFNOD NI 7 4 v 7 ZFRE 4
MAR—=RED T T 4T T _RTC Ty LET, MR — M0 oZESNZ T 74y
7%, EERR— M TERESNET,

d\

AN

Y=

*TIa=T 4 1 2Ia=T 4 B-ME 12902 I2=7F 4 ¥HFY VLANIZEL T
WAHKRARNR—=FTYT, aIa=7 4 A= ML [F—23I2=71 VLAN OZDftLd

A—bh, BEOEEHR—FEWBELET, 2NODOA U F—T oA AT, O I 2=
TADMDTRTOA v H—T x4 ZB LT T A <— b VLAN NOMINLAR— k& LA
Y2 oS hES,
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| 754 ~—FVIAN D3
2y bo—2m0T54<—rvan [

\)

GE) Ko7 R—FiE, BEOVLANNOD N T 7 4 v 7 5BEL, FT7T7 A4~ V., MAT
iUS::%T4WAN#%@%774/7%E%LiTO

FIA<IBINEDIFY VLAN [ZIZRD L D 2 R H 0 £,

« 7744~V VLAN: 774 _X— K VLAN (ZlZ, 77414~V VLAN % | D72} ETE £
T, T4 _X—=hK VLANNOTRTOR— kX, 774 ~VU VLAN DA R—T7F, 7
74~ Y VLAN [Z, BERIR— " OOH—~FM 774y 7 DX T AN — A%,
MIBLPaIa=74) TR F— FBILOMMOEER R — hMEE L ET,

« 32 VLAN : 7°F A ~X— k VLAN OFSZ VLAN 1% 1 7717 T3, M2 VLAN iT'h o4&
U VLAN TH Y, RA FDSLEENR— FBLIOF— by oA IC@nd BH—JHH -7
T4 TovT AN —LE2WHELET,

o::1%74vum aIa2=7 4 VLANIX, 77 AN —A T T4 vV %Iz
=T 4 A= P LEERFR— N~ =2 A BLOREI LI 2=7 s NOMODE A b R—
MRk T 58 %Y VLAN TF, HHDaI2=7 1 VLANZ | DDT T A ~— |
VLAN [ ETEET,

MEZER[R— T, 1 2D 7T A~ VU VLAN, 1 DDOMSZ VLAN, B D =3I 2 =5 ¢+ VLAN 7~
JCEETEET, LA V37— MU= A1 38, EBERNAR— NE2I LTT 3 RTER S
T, WERIFR— hTIE, L#EERT N AT TA_X—=KVLANDT 7 EA KR ML
THEHCEET, LExE, T XCOT T4 _X— b VLAN b —NR—2EFHT—7 27— 3
VINHEER LTI Ny 7Ty LT T HDIC, BERR— NEEHTEET,

2y kT—9RNDT 54 ~— k VLAN

A o F U TERETIE, xR 27—y a i, FRE@msnn—>nox 0 K X5—
va Az, AO T T A _— | VLAN X, %@?6mﬂ7z/b%ﬂbéfé EMTEE
RS I/b%7 T ET I AN = T2 EDOBEEITHOIET T, T4 R_N— |
VLAN OB EBET 52 &N TEET,

TIARX—KVLANZEA L, ROFETZ U RAT—2 a0 ~DT7 7 ATt £,

eIV RAT— g VIS TWA A v Z—T = AZTBIR L TSR — & LTHRE
L. VA P20BEEZLRVEIICLET, XX, =V FAT—va B3 —1n—0
B, TORTEIZI D —_"—FDOLA ¥ 2BENTERLBRYET,

e FIFNN =M ABIOER LD R 2T =gy (Nl T v H—r—7p
E) RSN TNWDA v A —T 2 AEBBEERFR—F L L THREL, T3THT KA
Ty aVNT I F NN = N2 AAIT IV BATELL I LET,

BE DT A 222D X DT T4 ~_— k VLAN Z8Ed 5121, 774~ VU VLAN, M
3. VLAN, BX W2 I==7 ¢ VLAN %, 774 X— K VLAN ZH% KR — b T BDT /A1 X
WhI7oF o LET, HTHTI7A4A =K VLANRED X2V T 4 2R LT, 77
A ~X— |} VLAN & L CERE S 17z VLAN Mo BRI S e nwXk 5 ic351cid, 774
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I54 A= VAN OEE |
. FSAR—KVIANTOIP7 KLy U5 A

~N— [ VLAN R— FBRNT A 22 ZD T, $XTOHRMT /A ZTF T A ~— | VLAN
ERELET,

TJ53AR—KVLIANTOIP7Z7 LY UTAK
BHAH<—IZfHBD VLAN ZEID Y THE, IROEIICIPT Kby o 7 HRANRIERER
270 F9,

s WAX<—VLANIZT RLADOT7ay 728048 THrE, RERAIP T FLAREAT D
ZERHY FI,

s VLANINDO T /S ZFREM L7256, FAUCHIGT 2720007 LU AZE Y 4 Chh
WERENH Y 1,

ZORMEIE, 774 ~<— b VLAN 2135 LB L ET, 771 — b VLAN TiE, 77
A=k VLAN DFRTD A L 8=73 7T A~ U VLANIZEID Y THR TV AT KL
AZEMELAT 272D T, RA MIEHIF Y VLAN IS S, 774 < U VLAN (2]
DYTHLRTNAST RLADTE w716 IP 7 KL A7 DHCP H—/3—(2 k5 THR % ko
DY THNETN, FAI—7F74~Y VLANNOEAD XU VLAN IZITEID Y THREE A,
EEEEREH XY VLAN DA A ~— F 8 ZITIFHEREIP 7 FLANE D HTHRE
To HLWT AL ZAZBINTHE, 7Ry FT RLAOERT—ANLRIHEHTE ST K
LA, DHCP #——I2 k> THIY Y THhET,

Y72 — » — > O >

BEOTINA RZE=NB TS5 4 ~X— |k VLAN
R 5:EHDRA Y FIZELHND TS R—~ VIAN
WEH D VLAN E[FEEIC, 7T 4=k VLAN Z88ED AL v FICENDH LI ICRETE £
T, FF 7 R—MIF T4~V VLANBLOEL U ZY VLAN Z#EA A v FIzt L £
T, FTU T R—FITTA—F VLAN Zftho> VLAN & L THWET, BHEDO AL v FIT
F7-0B 7T A4 X— bk VLAN ORSBEDEHE LT, A4 v F AICHDIMYEAR—EMHD T
T4 ITIEAA v TF B EOMSIAR— MZREL AL
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754 ~—rviaN oftrigte s oaEER

Trunk ports

Carries VLAN 100,
201, and 202 traffic

VLAN 100 = Primary VLAN
VLAN 201 = Secondary isolated VLAN
VLAN 202 = Secondary community VLAN

774 ~X—KVLAN X, VIP1, 2, BEXUR3DF T AXT LY N F—RTHR—FEIhF

T, 794 _X— K VLANIZVIP3 ODHP—_R—F— R THLHPR—FENET, VIP3ZEHL
TRELET— =2 AT MRBIGE, T—"—ICREINTWVWDH ST A X— s VLAN
74T P EICKBIEALERHD FI9,

754 ~— | VLAN O fthigae & DRE

ZZ T, 7T A4 X—  VLAN O OFEEE & OEHEIC DWW TEBH L £ 4,

TSAAR—KVIAN EA=-F v R b, JA—FFXF¥ R+, BEUTILFEYRF S
T4979

EH D VLAN Ti, R U VLANIZH DT 34 AL LA T2 LYV THWIZEE LET 2, 5l
DVLANIZHDHA VB —T oA AR SNTZT NA AL LAV 3 LV THET M
N ET, 774 ~— K VLAN OE, BER|IKR—MITT7A4~Y VLAN DAL N—Th
D, RARFR—=MNIEDZY VLANIZBELET, BEH XY VLANIZZ 74~V VLAN |Z
AT ENTNDETZD, THHDVLAND A N F LA 2L~V THWIBETE 9,

WBE DO VLAN OIS, 72— FF ¥ 2 MIFD VLAN OFT_XRTOR— MIiEEInET, 7
FAXR—=KMVLANO 7 B — R¥ ¥ A MOIREL, ROLHICTe— Xy A NEEETHFR—
MZE-oTREY £7,

CHSTAR— M, BSERIR— R EIE R T s Ko REHCT n— R R hERELE
T

s I 2= 4 A—ME, TRTOEERFR—K, T2 7 R—b F—aIza=74
VLAN OFR— hZ7 o —RExy A ME2EELET,

o BSERIR— NI, 7T A=K VLAN DT XTOR— b (ZOMOEER R — K, T
VI OR— b, MNAR—F, aa=FT 4 FA—F) T e—FXyr A FEEELET,
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I54 A= VAN OEE |
B s ~—rvanesu

YNVFEXXYAN N T T4 ITDV—T 4 T TV o7, 794 X— bk VLAN B/ %
Bilr L Cfrbh, H—aI2=7 4 VLANINTHITOIET, v LVFFY A T 7427
13, Fl—MH372 VLAN OR— FE., 72013082 D H 24U VLAN OFR— MNEATEEINEH
/L/o

75 4 _X— | VLAN O~ /LFF ¥ & MNEEITROERRE Y FR— N LET,

o E{FMA VLAN FMIFET D AMREMEDR H U | ZEMA VLAN R A A CHNIZHFEEL TV D
RN D D,

« E(EMA VLAN WIZTFET D AMREMEDR H 0 . Z{EMA VLAN R A A HMZHFEAEL TV D
RN B D,

« REMA L ZEMAF—Da I 2=7 1 VLAN ITFHEL TWD RN ® 5,

754 RX— |k VLAN & SVI

AA o FRIA v Z—T =4 & (SVI) IZTVLANDLA Y3 A X —T = Z%HFLET, L
AV 3T NA AL, EHHFY VLAN Tix7e<, 774~V VLANZFZ N LTT 71 X—
FVLAN LBIELET, LA Y3IVLANA VX —T A A (SVD) 774~V VLANIZ/Z S
RELTLIEEY, LLAVYIVLANA v H—T oA A&t H &) VLAN HICRETE 4
Ao VLANDBEA L Z U VLAN & L TRRESNTWARE, XU VLANOSVIIZT 77 «
T2 0 FH AL

*SVINT 77 47 ThHDHVLANZ LN U VLAN & L TRET 256, SVIZT (& —
T LiEnE | ZOREFHFTINEE A,

et H U HY VLAN & L CRESN TS VLANIZSVI ZER L L2 LCeD &Y
VLAN 39 TIZLA ¥ 3~ v B 7 ENTWAEA, SVIMER SN, =7 —NiKE
NET, SVINL AT 3IZv v BT ENTWARWEA, SVIITER SN E T2, HEI
vy y M ENRET,

774~V VLAN 2t 14U VLAN L BEffiF Cv oy B 7358, 774~ VLAN ©
RENEH XY VLAN O SVIILEfFEINET, 72& 21X 774~V VLAN O SVLIZIP ¥
Txy hEEVETCHE, 2OV TRy bME, TTIAX—=FVLANEEKDOIPY T Xy b 7K
LVAIZIR D £,

TSAR—KVLAN ERAYF XA Y

TT A=K VLAN I A A v TF A v JNTEWET D LB TE, 774 ~—F VLAN ;RK—
MIAZ Y ITNDIEIERAVRAL v FIFAETDHIENTEET, 7L, AX I %
WDXITEFRTHE, FF 14—k VLAN OEIEICEEN K SATREMENH Y 3,

« AH T T A_X— bk VLAN EER R — I 0N 1 DT EFEN., ZOR—FE2ED7 A
UNAA T WAL v I OHIERENTZSGE, 7T A4 X— K VLAN DR A fR— k&7
Z A ~_X— | VLAN 4} & OGN ARBEIZ /20 £,

« AZ y ITNIZT T A _X— K VLAN EZEJR— DN H LT 7T 4 T AA v FITEEN
FELT-GE., FREAZ 72K L, TILWT VT 4 T AL v FEIRENZHEE, &
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| 754 ~—FVIAN D3
54+2yo MACT KLR%EZ=T51~—rvian [

WT 7T 4 T AL v FICBERR— 03D T T A X—F VLAN DIRA RFR— K & 75
A ~_X— K VLAN %} & OEHRA NGRS Y £,

2ODAK I INRE LTEA. MEREEE LT A% v 7 D7 T4 ~_X— | VLAN (32 %
ZTFERAN, AL v TFEHEI LI E X, HRIZBEE LRSI AL v TFOT T A
~N— F VLAN BREN KD ET,

B4+ 2y MACT FLRZHZ =TS 4 ~— k VLAN

Y H %Y VLAN THB X7 MAC 7 RL A E7 T4~V VLAN CEEISNETR, 20
Wixb D EFHA, ZHITED, "R T 2T DL2CAMAR—RAEZHHTEET, T4~V
VLAN [X#1Z, W HRTES X 2T T 2DIFEHINET,

X4 FIv 7 MACT RLVAIL, 774 X—KVLAN D771~V VLAN TFEIND &
MEZIE U T, ¥4 U VLAN CHEBE S ET, & 21FE MACT RLAREA 2T
VLAN TEIMIZZEEND L, 914~ VLAN O—# & LTHEE SN ET, Rt VLAN ©
e, MUMACO7 vy 7 SNz FUIEIMACT RLAT—7 Dk h &Y VLAN|Z
BIMENET, 20D, O HY RAALVOFAMR— M TEEINZMACIE, 71wy
JEINEEATDOZ R ELTA A= ENET, T4~ Y VLANDDH T 7 4 v
INANENDHBETH, TRXTOMAC > hUidEH &Y VLAN TEE SN ET,

MAC 7 RUAMNTZ A~V VLAN TEIICFE SN bG48, BEtE %Y VLAN Cii@EHl
INEFA,

AE2T4 VY MACT FLRZ{EZT=TZ4 ~— | VLAN

a—HP—i%, FERBD L 51 FF A4 _X— K VLAN DARZ MZAZ T v 27 MACT FL A CLI
HERT A NIEIH D T AL

1l

cHERDET AT, 2—F—IAXT 4 vV MACT RLAZRET DL, B#H VLAN N
WHRICAZT 427 MACT RLRAZBIMTHLERHY L1z, =& xE, MACT
KL A A VLAN 101 ®R— bk 1/0/1 T2—HP—RE S, VLAN 101 TiZt b4V
VLAN T, VLAN100 3774 < U VLAN THHEEIT, 22—V — IR ETHILERH Y
E3ch

mac-address static A vlan 101 interface G1/0/1
mac-address static A vlan 100 interface G1/0/1

« DT NRAATIE, —HF—|IBH VLAN IZ MAC 7 R LA ERT 208 3H 0
/\/o J:?E@WJ@;%VG\ :L*‘Hj_figﬁi'@‘éd\é\gﬁ%m iﬁ_o

mac-address static A vlan 101 interface G1/0/1

754 RX— | VLAN & VACL/Q0S & DHEEEA

7T A4 X— K VLAN L, 2OT A ZADEE, MDO7Z7 v N7+ —20 THIHH] &R,
BFHTT,
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F54 ~A— VAN O E |
B >~ rvansrvHagR— -

LAY 2 OESX#%ICIL. @872 VLAN = v B2 703 7o, T _TOH /) VLAN ~<X—
ZDOHEREIC X ARSI VLAN O F % A2 FTEITESNET,

LAY2DT7 L—bNTS T4 _X—FVLANNTEEEIND &, ATl E Il E TVLAN~ &~
THREHENET, 7L —ANT T A — ] VLAN ORI SR — MTv—T 4 7 &
NAHEE. 774 = FVLAN~ v 7B ANANCER S E T, RIS, 7 L— 2390 R—
BT T A4 _X— K VLAN V=T 4T &5 L, 7T 4=k VLAN (T MA@ &
NEFT, T, TV v PENTE N T T4 =T 4 T ENTENT T 4 v 7 O ITICHE
AEnEd,
Ty y .
e DL HY VLANDS T4 <Y VLAN ~DT v FA NI — A N5 7 4 v 7 OHEE. &
H1 2% ) VLAN @ MAP [Z AN E A S, 774~ U VLAN @ MAP i3 H 80 A
EhET,

e 54~V VLAN D LEH A Y VLAN ~DX T X N — L N7 4 v 7 DA,
77 4~<1U VLAN ® MAP (I A 5B THEAH I, Bh %Y VLAN OMAP (X H 71514
TEAINET,

W—T427

77 A4 ~X— K VLAN RAA 27325 (PV1 (secl, priml) FBLUNPV2 (sec2, prim2) ) 5
GEEMELET, PVIDDLPV2IIL—T 4 V7 END T L—AICOWNWTIRD L D172
e

esecl O MAP B X W priml @ L3 ACL 1, ANAR—hMaEHAESnET,

e sec2 D MAP B L W prim2 @ L3 ACL (%, HAR— MI#EH S ET,
DEESIEARA B AR— b DEERIR— b ~DT v T AN —LEFF T AN Y — LI
Iy FOBEA, BES T VLAN O VACL IZ A A A S, 774~ Y VLAN O

VACLIZH A Fmic#EA S ET, 2k, 22— =R UL 774~ U VLAN KA A D
WDEH o ZY VLAN IZHE 222 VACL 2% ETHZ &N TEET,

\}

GE) ZDTNAATDTS T A= K VLANITFEICHFRTH D720, BEFMOD 2 I =2=7 4 VLAN
IIARETT,

TZ4 R— bk VLAN 8 & U HA H7R— k

PVLANIZ, mrlHME (HA) BEREL v — A LR THEEE L E3, UV EX ORI, 777 4 7 A
AV TIWZHDTTA =K VLAN L, UIVBEZZ LR THIMLERHD T LT 7
T4 T AA v FITI0S M L O, FED I S5 CLARTID T 7 7 4 7 A A v F L [AkED PVLAN 7%
ENBETT) |
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| 754 RXR— |k VLAN D%
F51~—rvangzsnzEsE

754 RX— K VLAN REROIEEIE

ZIZTIE, I T7A— ]k VLAN REROIEBEFIHEIZOWTHA L £,

TS5AR—FKVIANDT 74 JL FEFE
74 _R— K VLAN IR ESNTWEE A,

HUSF)VIAN B LUV TS 4 <) VLAN DR E
75 A4 _X— |k VLAN OFRERIT. WOEBEFHEIZHE-S> T &N,

« 77 A4_— K VLAN X, VIP1, 2. BLXO3D T AT L b F— RTHHR—F &
NET, TXAATVIP A=V a1 ERE203BE L TOWD5EAIL. VIPZ R T A
X7 LU ME—RICRETLO2LENRHY £9, 774 X— M VLANZ & E L2 T, VTP
EF—REIITAT U MERIFYV—AN—IEETEXEHA, VIPR—Ta 3, TTOH
T~ RTTF74 X~k VLAN 2% 7HR—F LFET,

e VIP N— 3 21 £72142 TF 74—k VLAN %% /& L7=1. copy running-config
startup config ### EXEC =2~ REMH LT, VIP h 7V AXT L hE— REE LT
FAX—=KMVLANREEZT A AAX— T v T ar7 4 FXalb—rar 7y VIR
FLET, RIFLAWVWE, TRA 252V Yy NLESE, 7740 EOVIP Y ——F—
Kiz7e, 774 _X—hKVLAN %R — b L72<72ET, VIPX—T a3 TE77
A ~_X— kK VLAN Z#H%R—hrLET,

VIP N—T a3 > I BLO2 TlE, 774 X— k VLAN ZEDEF I TOhERA, 77
A X— K VLAN KR — F BRUILIRT N, A TVIP A=V 3 U 3NETEN TR WAL,
VTIP3 (X774 X— N VLAN Z5#ET 572, DT A A ETT T A ~X— K VLAN %%
ETHHENHY 3,

« VLAN 1 £721% VLAN 1002 ~ 1005 % 7514~V VLAN £7213¥ % U VLAN & LT
FETEFEH A, ¥53E VLAN (VLANID 1006 ~ 4094) 175 A ~X— K VLANIZB@T 5 =
LINTEETS,

« 74~V VLAN |ZiX. 1 DO, VLAN B L OEE D 2 I = =5 ¢ VLAN Z Hdif 1)
B EMTEET, MY VLANEZ X2 I 2= 1 VLANIZIZ, 1>DF 54~V VLAN
P N TEET,

o 74—k VLAN (213D VLAN N EENE T, 774 <X— k VLAN 2K THEIT
WREIRAN= 7Y Y — T ra haj (STP) A Y AZ AL 1 DT TT, A&
VLAN 7377 A4 < U VLAN [ZBHE# T TV ba %A, 774~ 1Y VLAN @ STP /N7
A=A NS Z ) VLAN IS E,

o TFTP % —/"—/n5 PVLAN R Ex 2 — L, ZNE2FEITHOREICEA L TH,. PVLAN
OBR#EMITIIER SNETA, T4~V VLAN BT _RTOEH & U VLAN IZFEFEIC
BhEAHT O TWA Z L AR T HALERH Y 97,

copy flash:config_file running-config?> {X.4> ¥ (Zconfigure replace flash: config_file forcez i
M2 bTEET,
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F54 ~A— VAN O E |
THUFYVIAN LU TS 4 <7 VLAN DRTE

«DHCP AX—Y 73774 X—FVLAN L CA RX—T I TEEd, 77 A~V VLAN
TDHCP AX—¥Y V%A =T /WZTHE, DHCP AX—E 71Xk H %Y VLAN
WAni& &£, ¥H % U VLAN TDHCP #%EL T, 774~ VU VLAN 24 Tl
E L TWAHEE, DHCP REIFAMNTL D £H A,

¢ 77 A _X—=KFVLANKR—FTIP VY —RA H—RFR&AX—TNITIEHERIT. T4~

VLAN TDHCP AX—¥Y VoA X —T T HRENH Y 7,

¢« 7TARX—=KVLAN ChT 7 4 v 7 HIRELBRNT NNAADNT I nD, 74—
N VLAN 2 7 —=0 745 2 L 2R L9,
+ 7Z4<1U VLAN, 3. VLAN, BL U2 I =2=7 4 VLANIZIL. B4 ® Quality of Service
(QoS) FXEAMHTEET
s sticky ARP |21, ROZBEFHENIH Y £7,
esticky ARP =2 RV LiE, SVIBIRNLA Y3 A F—T oA A LTEHINDHT
FNUTE, oo ML, HIREIZRDZ EiEH 0 A,
sip sticky-arp 72— 3L a7 4 X2 b— gy avy NiE, 774 X—} VLAN
WZBT 5 SVI TR AR —bhEhET,
sipdticky-arp f V' #—7 =2 A AT 4 Fal—var avry Nd, LFTORYT
R—hSnEd,

LA ¥IA LU H—T A A
« JE¥E VLAN IZJ& T 5 SVI

« 7 4 ~_X— K VLAN IZJE& 9 5 SVI

ipsticky-arp 7 a— 337 4 Fab—va B X Wipgicky-arpinterface= 7 «¢
Xal—varavwy ROEROFEMCOVWTE, 20V Y —ADavr RN 77 L
VAR TLLIESN,

e T4~ VLANB LRI ZY VLAN CVLAN Vv v PR ETCEET7-7-L, 77
AR—=KVLAND T 74V RBIPEHIF U VLANIZRI U VLAN v v 72 R ETH 2
EEHELEL F9,
* PVLAN [ H R TT, Zhbid, ANAIE EDRIOm G IZ#EHE S ET,
LAY 2DT7L—LNTF7A4_X— K VLAN NTERIEEIND &, ANl & HMHIT VLAN
~ v I HREHINET, 7L —2NT T A X— F VLAN DI BAER— Mo—T 4
VITENDEA. 77 A4 X— bk VLAN ~ v 7R ADMNCEH S E T, Rk, 71—
AR R— " FA4_X— K VLANIZV—F 4 &b &, 754 ~<— |k VLAN
WEHEAANCEA SN E T,
T
e H U HYU VLAN XS T 54~ VLAN ~DT v T AR —L T 7 4 v 7 D
G, Bh U # U VLAN ® MAP iZ AN EH Siv, 774~ Y VLAN @ MAP /3 H]
SN E A S NET,
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754 R— | VLAN D&%
754 ~— AN £— oz [

« 54U VLANIDSED VY VLAN ~DE T AN —A 57 4 v 7 DS
X, 774~ 1U VLAN ® MAP (I A FmCHEA I, Bh %Y VLAN ODMAP i
HAGmcHEAsShEd,

N—=T 4T
7T A4 _X— K~ VLAN FAA R 2-> (PVI (secl, priml) L OPV2 (sec2, prim2) )

HAGEERELET, PVI L PV2IIL—FT 4 o T ENAB T L —AIHONTIIRD L
IR £,

e secl O MAP B X W priml @ L3 ACL IZANAR— MMZ@EH I ET,
e secl O MAP 5 X O prim2 @ L3 ACL (XH /1A — MI#EH S E 9,

s MEESINTEARA N BR— I BEER R — b ~DT v AN —AFZEFZXT A
U—AITHEH 737 bOFE, yBES - VLAN @ VACL (X A FEICEH S,
7541 VLAN ® VACL |[ZH A miciEf S nE+, kv, =—F—IF
U754~V VLAN RAA »ORIDEH &Y VLAN IZH72 % VACL Z%ET 5 =
ENTEET,

TFIAR=KMVLANOKTEIP N T 7 4 v 72T 4 NE D 73 BI120%,. 774~V VLAN
BIXOEDFY VLAN DM FIZ VLAN v v 72 AT 50BN H Y £97,

s 7F 4~V VLANSVIIZZE I /L—# ACL ZiH T £9, ACLIZZ I/~ UV RBILOED
VHEUYVLANDLAY3 b T 7 40 w7 I EASNET,

¢« 7T A _X—=KVLANN LA V2 THRAMEGEELTNTH, BFANMILVLAY 3 THEWIZ
WETEET,

« 754 ~_X— |k VLAN Tlx, ROAA vF KRR — K 7FF 4% (SPAN) BEREN T R— k
EnEd,
e 77 A4~X— K VLAN % SPAN £Z 7 R— h & L TCEHETE 7,

« 7J 4= 1U VLAN, 3. VLAN, BX U2 I 2=7 ¢ VLAN LT VLAN X—2 D
SPAN (VSPAN) Z{lifiL7=9, BE—® VLAN FCTSPAN 2 L~=0 LT, HHF
T4 FFEIFIAN T 7 4 v 7 BENERT D e TEFET,

754 R— |k VLAN ;R— F DR TE
77 A ~_—k VLAN R— F O ERHEL, IROTEBEFHEIIHE > TLEEW,

« 754~ VU VLAN, 32 VLAN, £33 2= ¢ VLANIZCHR— FZ2E Y M4 THITITL,
TFIANXR—FVLAN 27 4 Xal—Yay avwr REFEEALEST, 794 <
VLAN, 37 VLAN, F72¥2I2=7 ¢ VLAN & L CEET 5 VLAN [ZEID ¥ THiu
TWABLAY2T 7 EAR—=FMI, ZOVLAN BT Z A X—k VLAN OFEICEHEENT
WAGAE, TV T 4T TT, VA Y2 T A H—T A AXSTP 74V —T 4
VI AT DOEFETT,
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IS4 ~R— VAN OFE |
B 75 <~ rvanomErsz

« PAgP %7213 LACP EtherChannel IZJE 3 2R — 4, 77 A4 X—F VLAN AR"— | & LT
ELRNWTLIEEN, R—= "N T T4 _X— FVLANDOREIZEGEENTWAMIL, TOR—
k @ EtherChannel R EIIWITNHIET 7T 4 7 TT,

MEI AL DSTPL—TDREZEFHE, STPa L NN—V = A% @il d 2120%, AL
RARR—=IFBEXOPaI2=7 ¢ KA AKR— b _ETPortFast 33 X O'BPDU /' — K& A % —
TMZLET, 43— VD4, STP LT X T D PortFast 235X E L7 LA ¥ 2 LAN
AR— NI BPDU #'— FEEREZi# H L %9, PortFast 3 X U'BPDU 4 — K Z =R R — T
ARX—=T M LRNTLTEE N,

« 754 ~_— | VLAN ORETHEHA S D VLAN ZHIET25 & 20O VLAN I[ZEEER T 5
NT=7T T A4 _X— K VLAN R— " WBNIET 7T 4 7270 F£97,

e X NT—=I FTRA BN TR L, 774~ VLANBLI UL % U VLAN 8
T MBEIBRENTWARWES, 774 _X—FMVLANKR— MISESE xRy FU—
7 FRAA A ETHATEET,

O & =L == N
754 ~X— Kk VLAN OEREHE
ZZTIE, I AN—F VLAN OFREICOWTHA L £,
754 ~N— K VLAN D% FE
7T A4 _—F VLAN ZRET D21, WOFINEEFITLET,

\}

GE) 77 A4 _X—KMVLAN X, VIP1, 2. BLO3D T AT L N F—RRTHR—FENZE
T, 74—k VLANIZ. VIP3 DY —N"—F— RFTHLHR—FENET,

FIE

ATYT1 VIPE— RERICREL 7 : transparent
G¥) E:VIP3 DA, V—_"—F 7 F 7 AT L FE— FOWTHICHE—F
ERETEET,
AT T2 774~V BLOEDI U Z U VLAN Z{ER LTI b 25t LET,
[75 4 ~— | VLAN N® VLAN O ER L ORI T ] 2B LTSN

GE) VLAN N E7EEREN TV WEE, 7794 X—F VLANREI 0 A TIh%E
TERR L £,

RATFVT3 A EF—T A RAEMIR—FEFIFZIa=T 4 RAF R—FMIERELT, FA K R—F
IZ VLAN A U= T HE ) YT FEF,
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| 754 ~—FVIAN D3

O

72

ATy T4

ATy TH

ATvT6

754 A— k VLAN ) VIAN O 6 & Usiistt i+ ]

[T A4 _XR—KFVLANFA R R—FELTOLAVY2A L E—T A ADRE] #HRLT
ZEWN

AVHE =T oA A WERIFR—FELTHREL, BENR— 277/~ UBLNED L ZY
VLAN OXRTFIZ<w v 7 LET,

[ 75 4 ~_—F VLAN BER R — R L LTOLA V2L F—T 2 ADHEE] BB LT
<7ZEWN

VLAN i —F 4 v 72 L TWAEE. 794~ SVIZREL., B4 U VLAN %
754 <Y SVIIZv vy L7 LET,

%Y VLAN D7 Z A< VLAN LA Y 3VLAN A VX —T = f A~D< v BT
EHEBLTLLZEWN

774~V VLAN REX MR LET,

4 R— k VLAN R ® VLAN D% TE & & Ut 1+

VLAN 27 4 Falb—ay B— Re 73 5FE T, privatevlan =2~ RIZFITIEH Y
FHA,

77 A ~_X— K VLAN W VLAN #3%E L. BEAT 2121, ROFPIEEZFEITLET,

Fl&
ARV RFERRETO Y E]:g]
ATv7F1 |enable FiHE EXEC E— REAZNC L £,
i - NAT—R&Z AN LET (ERIhic
BE) .
Device> enable
RFwJ2 |configureterminal rTa— ) ary7 4 Xalb—3a
15“ . £ — F%F?ﬁﬁé Li‘a—o
Device# configure terminal
AT w73 |vtpmodetransparent VTP E— K% kT v AT Lo Mk
i - ELET (VIPEZT 4 E—7 I LE
7).
Device (config) # vtp mode transparent GE) VTP3 O)é%é§\ PN F
TZE T AT LR
T=FOVFIUSHE—F
ERETEET,
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B 75 ~—rvianmo viaN o s & U

754 R— | VLAN D& E

ARV FFEREETIVa Yy

S

ATvT4

vlan vian-id

1 -

Device (config) # wvlan 20

VLANZY> 7 4 ¥al— 3 F—FR
ZBIR LT, 774~V VLAN &£ 72 %
VLAN #4587 € £ 72 13E L £9, VLAN
ID O#FPFHIL 2 ~ 1001 3 LT 1006 ~
4094 T,

ATvTh

private-vlan primary

1 -

Device (config-vlan)# private-vlan
primary

VLAN #7354 <1 VLAN & L CHE
Liﬁ‘o

ATvT6

exit
1 -

Device (config-vlan) # exit

Ja—n\)ary7 4 Fal—g»
E—FIZREV ET,

ATy T17

vlan vlan-id

51

Device (config) # wvlan 501

(FE) VLANa V7 4 F 2L — g
v E— F&BAGAE LT, ML VLAN & 72
% VLAN Z 45 E 72 I13Ek L £,
VLAN ID O#iJHIZ 2 ~ 1001 38 L O
1006 ~ 4094 T,

ATvT8

private-vlan isolated

51

Device (config-vlan)# private-vlan
isolated

VLAN #3372 VLAN & LCHEL
KR

ATvT9

exit
51

Device (config-vlan) # exit

Ja—)L a7 4 Falb—g v
T RIZREY £7,

ATy 710

vlan vian-id

1

Device (config)# wvlan 502

(f£%) VLAN 27 ¥ al—i 3
v E—REBMBLT, 23a=T~4

VLAN & 72 %5 VLAN Z#87E £ 72 13 1ERL
L £, VLANID O#iPHI% 2 ~ 1001
B L TV1006 ~ 4094 T,

ATFyvINn

private-vlan community

51

VLAN #23 =2=7 4 VLAN & L CHs
ﬁiﬁb\ijqo
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| 754 ~—FrVLAN D%

754 A— k VLAN ) VIAN O 6 & Usiistt i+ ]

ARV FFEREETIVa Yy

E:)

Device (config-vlan)# private-vlan

community
ATy T12 |exit ya—s\ary 7 4F¥al—ig
B - T— NICRY £
Device (config-vlan) # exit
RTv 713 |vlanvian-id (fEE) VLAN 27 4 X a2l —v g
Bl v E—FEMIBLT, 232274
VLAN & 72 % VLAN #4578 £ 72 13 1ERk
Device (config)# wvlan 503 Li‘@‘o VLAN ID @%ﬁli 2 ~ 1001
5 LTV 1006 ~ 4094 T,
AT w714 |private-vlan community VLAN # =12 = =7 ( VLAN & L C#§
15'] . ﬁiﬁb\ijqo
Device (config-vlan) # private-vlan
community
AT F15 |exit sua—r L ar 74 ¥al—iay
15'] : £ — F‘&:ED iﬁ—o
Device (config-vlan)# exit
AT v 716 |vlanvian-id ATy T4 THRELEZTI7A4~ Y
Bl - VLAN (ZBHLTVLAN 27 ¢ ¥ 2
L—vay E— RERHBLET,
Device (config) # vlan 20
RTw 7171 |private-vlan association [add [ remove] | & > 4% U VLAN 27 F A ~ U VLAN

secondary_vlan_list

1 -

Device (config-vlan) # private-vlan
association 501-503

WCBEMTET, D774 <—Fh
VLANID T4, E£721d/ A 7 > THifl
L7277 A4 ~X—hKVLANID THL 0 E W
FHA,

* secondary_vlan list /~x7 A —#|Z
£, AR=2ZEZORNTLEE
W, = TRYI- B OEA
EEHHIENTEET, FHH
ELTANTELDIR, B—D7
Z A ~— N VLANID £ 72131 7
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B 75 ~—rvianmo viaN o s & U

I54 A= VAN OEE |

ARV FFEREETIVa Yy

S

VCHME L2 T A X— k VLAN
ID T1,

* secondary vlan list /37 A —Z 21X
B D=2 2=7 1 VLANID 2 &
O BHAILET A, ML VLANID i3 1
DT TY,

« secondary_vlan list # A 7195 7>,
¥ 7213 secondary vlan list T add
¥—U—F&fEEL, B XY
VLAN & 77 A < U VLAN % P43
T E7,

e BN H Y VLAN 7T 4 <
VLAN HOB#ff T2 7 V7%
(213, secondary vian list (Z remove
F—U— 2R LET,

e ZDa<wr NiE, VLAN =7 ¢
Xl —2aryE®T—RERTTS
FCHEBEL A,

ATv 718

end

&1

Device (config) # end

HebE EXEC B— RICEY 7,

ATv 719

show vlan private-vlan [type] or show
interfaces status

1 -

Device# show vlan private-vlan

RE e LET,

ATy T2

copy running-config startup config

1 -

Device# copy running-config
startup-config

TARAAZ = T T ar7 ¥z
L—a vy 77 A VICEREHE B 2717
L\i—g_‘o

. Cisco 10S XE Gibraltar 16.12.x (Catalyst9300 X vF) VLANO>J s ¥alL— 3> A4 K



| 754 ~—FVIAN D3
TS R—FVIANAKR b f—hELTOLA V242 8—T x4 20%E [

T5A4R—KVLAN/RRA M R—FELTDLANV2M 3 —T (4R
DEETE

LAY2A =T 2 A A% T TAX—KVLANKA M R—FL LTHREL, a7 T4
~VEBIXOtEL XY VLAN [ZBEM T 212X, RO FIEEZFEITLET,

)

GE) MY BLIO=aIza=5 4 VLAN TN bt H 4 Y VLAN T,

FiE
ARV FERET7IVa Y By

RT w71 |enable ¥iME EXEC E— R&AICLET,
fi NRAT—REANLET FERENG

/E[\) o

Device> enable

AT w 72 | configureterminal JTa— )L a7 4 ¥z lb—3a
15'] : £ — F‘%B"ﬂﬁé\biﬁ‘o
Device# configure terminal

R T 7 3 |interfaceinterface-id RETHLAY2A L HZ—T = A RITH
%l - LT, A F =Tz AT 4Fa

L—y gy ®—RE0BLET,

Device (config) # interface
gigabitethernetl/0/22

R 7 4 | switchport mode private-vlan host L AY2HR—F+%7F5 A4 ~— K VLAN

. RARFR—FELTEELET,

f1
Device (config-if) # switchport mode
private-vlan host

R w 75 |switchport private-vlan host-association | L1 ¥ 2 — %75 A4 ~X— F VLAN
primary_vlan_id secondary_vlan _id L EEATT £,
i - GE) R LA 2 —

Ccomfiaoif)s switchoort 7 = A A|Z PVLAN % B
Device (config-i switchpor N .
private-vlan host-association 20 501 ﬁftf%if:&bcgiéégiiﬂ3ME7f
TO
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I54 A= VAN OEE |
B s~ rvangEgsk—reLToL v2408—T 1 ROEE

avYRFERET7IOI Y BRI
AT v 76 |end b EXEC B— RNICRE Y 9,
B -

Device (config) # end

R Fw 77 |show interfaces [interface-id] switchport |z @ %R L £9,
fi

Device# show interfaces
gigabitethernetl/0/22 switchport

X 7 8 | copy running-config startup-config (fEE) 20 74Fal—var 7y
1 A ISR R LE T

Device# copy running-config
startup-config

T54R—KVLAN EEZRIR—rELTOLANV24283—T (4R
DEETE

LAY 2A B —Tx2A A% T T4 _X— K VLAN EZERFR—FE LTHREL, 2hE 7 T4
VUV BIOELI U FY VLANICY v B 7T 5120, IROFIEZEITLET,

)

GE) MBI =I=a2=5 4 VLAN TN bt H &Y VLAN TF,

Fg
AU RFERET7TIV3 Y B
RTF w71 |enable Kt EXEC T— FZ A L ET,
1 - NAT—REANNLET @ERENn%
) o
Device> enable
AT w 72 | configureterminal Jua—N)Lary7 4 Fal—g v
) ET— RZHBLET,
fi
Device# configure terminal
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| 754 ~—FVIAN D3
TIAR—FVIANEZRR—FELTOLA V2L 08 —T 24 ROHRE .

ARV RFERFTIVaY B
R 7y 7 3 |interfaceinterface-id A LA DA o H T o1 Ak
K LT AV =Tz A AT (Fa

L—y gy B—REHBLEST,

Device (config) # interface
gigabitethernetl1/0/2

R v 7 4 | switchport modeprivate-vlan promiscuous| L 1 % 2 — %75 A4 ~X— | VLAN
- ENR—FELTHRELET,

Device (config-if) # switchport mode
private-vlan promiscuous

A7y 75 | switchport private-vian mapping 774 ~<— bk VLAN #EE5IHK— k& 7
primary_vian_id {add | remove; F A~ VLAN, #XUSR L7t~
secondary_vian list ¥ VLAN [Zv v BV 7 LET,
fi

« secondary Vlan list /37 A —Z 1213,
Device (config-if)# switchport AT A %é\&)iﬁb NS S o 7
private-vlan mapping 20 add 501-503 VVT[X@JOfi%Eiﬁ@IE H {/é\&)é
TENTEET, FHEHELTAS
T&EHDF, D7 T A4 ~—}h
VLANID, F7zi3 A 7 o Tl
L7277 A ~— h VLAN ID D[
<.

e H XY VLAN 7 T4~
VLAN % 77 A ~X— | VLAN f7=
BIR— M~ v B 7451213,
secondary vian list, F£7-/3add ¥ —
U — R & 457 L 7= secondary vian list
2R L ET,

&%) VLAN & 75 A _X— k
VLAN 2R AR — D~y B 7 %
fiffR9 5I2i%, remove ¥ —U— K
% ¥57E L 7= secondary vian list % f#
ALET,

ATFvJ6|end HrME EXEC E— RNIZEREY £9°,
1 -

Device (config) # end

Cisco 10S XE Gibraltar 16.12.x (Catalyst9300 X1 v F) VLANO > J 4 ¥XaL—>3 > AA4 K .



I54 A= VAN OEE |
B 7 5 VAND TS VAN LA T 3VIAN (28— T 24 RADT Y EL Y

AU RFERET7TIV3 Y B#
R 77 | show interfaces [interface-id] switchport |25 E 2 MR L £ 9,
1 -
Device# show interfaces
gigabitethernetl/0/2 switchport
R 7 8 |copy running-config startup config FRAARARRE— KT v a7 X
i - L—v gy 77 AVICEREHRH ZIRIF
LET,
Device# copy running-config
startup-config

HUSFYVIAND FS5SA <Y VLAN LA 3VLANA >3 —T (4 R
~DIVETT

75 4 ~— |k VLAN 7 VLAN )L —F 4 VIR EN 554, SVIZ 7514~ VLAN I
FHELTEDLZY VLAN # SVIIZw v B I T E T,

\)

GE) MyBIXaIz=J 4 VLANZWWTNbEH &Y VLAN T9,

EH U HYVLANEZ 7T A~ Y VLANDSVIICY v BV LT T4~ K VLAN b 77 ¢ v
TJDULAYIAAL v F U7 EZABEICT DITIE, ROFIEZFATLET,

FE
AV RFEEIEITI I Y B8
A5 71 |enable FiHE EXEC E— REBAC L E T,
1 WNRAT—=REANLET FERIN7-H
) .
Device> enable
Z 5 72 | configureterminal Jua—N\)aryZ 4 Xal— g
11 - T FEHBLET,
Device# configure terminal
A5 7 3 |interfacevlan primary_vian_id 754 <YU VLAN TA »Z—T = A &
B - a7 4 F¥alb—var E— FaBlh
LT, VLANZSVI & L CHRELET,
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| 754 ~—FVIAN D3
£HUFYVIAND TS 4T VLAN LA ¥ 3VLAN A v —T x4 2~0TvEVS [

aAvYRFERET7IOIY BRI
VLAN ID O#iH 1% 2 ~ 1001 3 X T 1006
~ 4094 T,

Device (config) # interface vlan 20

2 5w 7 4 | private-vlan mapping [add | remove] v %Y VLAN #7514~ 1 VLAN
secondary_vian_list DUAF¥3IVLAN A X —7 = A AT
15 - ~y 7 LT, 774 ~— |k VLAN
AT T4 TDVAYIAL v F

Device (config-if) # private-vlan mapping| ﬁf%fﬁTﬁEﬁz.L/Ekvik
501-503
GE) private-vlan mapping - >

HF—T A A AT £ F =2
L—vay avy NiE, v
AY3IAAL v F L r7ranT
Wb 7Z A4 ~— K VLAN k
T4 v IR EEE
XET,

e secondary van_lig /37 A —XZ 121X,

AR—=ALGHIRNWTLIEEN, &
Ve TCREI S TEBOEBEED D
TENTEET, FHEEELTAS
TEXHDIE, H—D7 T A X— |
VLAN ID F 72131 7 Cifs L
7275 A4 ~<— K VLANID T7,

« secondary vlan_list 2 A 1357,
F/oidadd ¥—U—R&EHFEELE
secondary vian list Zf#H LT, &
714 ) VLAN % 77 A <Y VLAN
W~y B LET,

sremove ¥ —U— RZHEE L7172
secondary vian_list ZffH L C, &
B U VLAN & 7514 <1 VLAN
DO~y BT EMERLET,

AT v 75 |end HebE EXEC E— NICEY 7,
1 -

Device (config) # end

R T w 76 | show interfaces private-vlan mapping NEAERLET,
fi

Device# show interfaces private-vlan
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B s x—rvanoz=s—

I54 A= VAN OEE |

ARV RFERETIVa Y

B8

mapping

X 77 | copy running-config startup config
i

Device# copy running-config
startup-config

TNAAAF = NT v a7 4F=
L—Yay 7y A VCREHER 2R 1F
L/i‘g‘o

T5A4AR—FVIANDE=3 —

WDFEIZ, T4 _X—hK VLAN 2F =X —FT57-DIEHT o~ REEHLET,

RE6:TSAR—FVANE=A2Y) V5 a< K

avy kR

B

show interfaces status

B9 % VLAN & Te, A 2 HF—"

show vlan private-vlan [type]

AA o F AL 7 DT T A=k \

show interface switchport

A B =T A ALDT T A X—}

show interface private-vlan mapping

VLANSVID 77 A _X— s VLAN~

754 R— k VLAN D& E 5l

Wt s a7 A4 ~—hk VLAN OREMZRLET,

il : 754 ~— k VLAN A® VLAN D% E # & UBEE ST (1

&IZ. VLAN20 #7514~ Y VLAN., VLAN 501 #1537 VLAN. VLAN 502 33 LTt 503 % =
Ra2=7 4 VLAN L LTEHEL, 256 %2774 X— h VLAN N CBIEfHT LT, RELHE

T Pl R LET,

Device# configure terminal

Device (config)# wvlan 20

config-vlan)# private-vlan primary
config-vlan) # exit

config)# wvlan 501

config-vlan)# private-vlan isolated
config-vlan) # exit

config) # wvlan 502

config-vlan)# private-vlan community
config-vlan) # exit

Device
Device
Device
Device
Device
Device
Device
Device
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| 754 ~—FrVLAN D%

Bl RA R F—reLTDso8—T 14 20%E [

Device (config)# wvlan 503

Device (config-vlan) # private-vlan community

Device (config-vlan) # exit

Device (config) # vlan 20

Device (config-vlan)# private-vlan association 501-503
Device (config-vlan)# end

Device# show vlan private-vlan

Primary Secondary Type

20 501 isolated
20 502 community
20 503 community

Bl . RRARFHR—FELTDA A —T 214 ADETE

Bl T34 AR

=

E

R, A 2B =T A 2% T FA_X—KVLANFRA R R— L LTHEEL, TNE T T A X—
F VLAN _T7IZE#EAT T T, FORELZHERTHH 2T LET,

Device# configure terminal

Device (config) # interface gigabitethernetl/0/22

Device (config-if) # switchport mode private-vlan host
Device (config-if) # switchport private-vlan host-association 20 501
Device (config-if)# end

Device# show interfaces gigabitethernetl/0/22 switchport
Name: Gil/0/22

Switchport: Enabled

Administrative Mode: private-vlan host

Operational Mode: private-vlan host

Administrative Trunking Encapsulation: negotiate
Operational Trunking Encapsulation: native

Negotiation of Trunking: Off

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

Administrative Native VLAN tagging: enabled

Voice VLAN: none

Administrative private-vlan host-association: 20 501
Administrative private-vlan mapping: none

Administrative private-vlan trunk native VLAN: none
Administrative private-vlan trunk Native VLAN tagging: enabled
Administrative private-vlan trunk encapsulation: dotlg
Administrative private-vlan trunk normal VLANs: none
Administrative private-vlan trunk private VLANs: none
Operational private-vlan:

20 501

<output truncated>

— M VLAN EERIAR—FELTDA A —T 24 ADExR

WOBTIE, A X —T A A% T T A4 X— ) VLAN HEZER|R— KL LTEREL, Thiz Y
F A _R—KVLANIZ= v B 7T 5 5EEZRLET, A v F—T7 A A%, 771~ VLAN
20 DANRT, BHUFY VLANSOL ~ 503 i~ v B 7 &N ET,
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754 R— | VLAN D& E

B 5 ero g VANETSARU VAN A 28— T2 A RIZRVELTT S

Device# configure terminal

Device (config) # interface gigabitethernetl/0/2

Device (config-if)# switchport mode private-vlan promiscuous
Device (config-if)# switchport private-vlan mapping 20 add 501-503
Device (config-if)# end

show vlan private-vlan & 7= 1% show interface status #### EXEC =2~ > RZHEH LT 714~V
BLOEDHY VLAN £ 531 2 EDF T A4 _— k VLAN R— F & FR LET,

Bl: 2AVFYVIANZTSAIYVIANA 23 —T 2/ RITT Y E

9%

Bl . TS5ARN

RDIEXE

WIZ, VLANS0Ol BE V502 DA v H—T = A A% 7T 4~V VLAN 102~ v B2 74 54
ZRLET, 2L, I A4X—h VLANS501 BL502 25D H &% U VLAN AJ)
NT 747 DN—T ¢ > TREHRRIZ 72D £7,

Device# configure terminal

Device (config)# interface vlan 20

Device (config-if)# private-vlan mapping 501-503
Device (config-if)# end

Device# show interfaces private-vlan mapping
Interface Secondary VLAN Type

vlan20 501 isolated
vlan20 502 community
vlan20 503 community

— rVLANDEZ=AS 1) Y

&Iz, show vlan privatevian =2~ > KO IHI 2R L E T,

Device# show vlan private-vlan

Primary Secondary Type Ports
20 501 isolated Gil/0/22, Gil/0/2
20 502 community Gil/0/2
20 503 community Gil/0/2
KOREEATAET,

* VTP

* VLAN

*VLAN T F 7
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| 754 ~—FVIAN D3
zomwnszay |

¢« VLAN A > R_R— PR Y — H—3— (VMPS)

« 37 VLAN

ZTDhDSEER

EhEEE YZaTFIL B4 ML
TOETHAT S av ROESECE Lt | Command Reference (Catalyst 9300 Series
i FI 7B DR, Switches)
RES ZURFC
#/RFC 24 RIL
RFC 1573 Evolution of the Interfaces Group
of MIB-II
RFC 1757 [Remote Network Monitoring
Management Information Base ]
RFC 2021 Remote Network Monitoring
Management Information Base
Version 2 using SMIv2
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IS4 _R— VAN OFE |
B 75~ rvanonerE

MIB MB®')>Y

ARY Y —=ATHAR— hT25FXTH MIB BRL7 Ty P74+ —24 CiscolOS U VU —
A, BLOYTZ 4 —F ¥ £y MIET 5 MIB &
L TH¥ Yo m— KT 51X, URL

* CISCO-BRIDGE-EXT-MIB http://www.cisco.com/go/mibs (Z & % Cisco MIB

« CISCO-CDP-MIB Locator Zffif L ¥

« BRIDGE-MIB (RFC1493)

« CISCO-PAGP-MIB
« CISCO-PRIVATE-VLAN-MIB

« CISCO-LAG-MIB

+ CISCO-L2L3-INTERFACE-CONFIG-MIB
« CISCO-MAC-NOTIFICATION-MIB

« CISCO-STP-EXTENSIONS-MIB

+ CISCO-VLAN-IFTABLE-RELATIONSHIP-MIB
+ CISCO-VLAN-MEMBERSHIP-MIB

« CISCO-VTP-MIB

« IEEE8023-LAG-MIB

« IF-MIB (RFC 1573)

« RMON-MIB (RFC 1757)

« RMON2-MIB (RFC 2021)

(@ J— R =
75 4 R— k VLAN D #ge B FE
WDORIZ, ZOFY 2a— )L THATIHEED Y V —AB L OHEEFREZ R LET,

IHHOMEEE, FICHR SN TORWIRY | HASAY U —2RLUEOT~THOY J—ZT
EATE £,
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| 754 ~—FrVLAN D%

754 ~— rvaN oiieEE ]

J1)y—= Hae PREETER
Cisco IOS XE Everest 754 ~_— |k VLAN |VLAN #pEZ 4 2 L. —tx7Fa
16.5.1a

A XN VLAN ZFEH L= & XICE/RT 5
BEIZALTE £,

* Network Essential % 72 1% Network
Advantage 7 A B AR EIT LTV D
B K TA4094HDT 7 7 1 7 VLAN
TS ATYH— P ENET, P
ER TN TN DAE =BT
1 >® VLAN ZH|0 4 TH5E, —
ER Fa N ZRYPR— N TEDLHA
Z~—HITZHICHIBR S E T,

IPIN—T 4 T A X =T MITT DI
I, % VLANIZY 7 Ry b T KL A%
MEET FLA 7 ay 7 280 24T
EITH, ZhiCK, REHOP T F
U ANEERIZ 720 | IP T R L RAOEH]
(ZRED & 97,

CiscoFeature Navigator i35 &, 77 v b 74 —ABI RNV 7 b =T A A=V DV R—
MME#H % 58 T & £, Cisco Feature Navigator (27 7 2 A9 5 (Z1X, https://cfang.cisco.com/ |Z

HEHET,
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I54 A= VAN OEE |
B 75~ rvanonerE
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=6~
=% =R

LANIYITAR3—T 24 ADERTE

TDEV2—)VTIE, AT A I FRIZFEATIvI V=T 47 Fu barszfEHLT
IPv4 3 L OVIPV6 /37 v R &BIDTNA RZHEET D, LAY 3 A ¥ —T7 x4 A TO dotlq
VLANY 7 A U H—T 2 ADFEHFIEZOWTHBHALET, LA V2T 747 DIPL—
T 4 v 78 L OWER Virtual Local Area Network (VLAN) —7 4 U ZIWZiZL A ¥ 3 A v Z—
T A ANMERTEET,

L AYIVTAUE—T oA AOFKEIZET HHOFE (105 ~X—)
L AYIVTA U H—T oA AT HEHR (106 X—)

L AYIVTA =T oA ZADFKETE (107 =)

Bl L AYIVTA L E—T oA ZADFHE (109 ~2—)

LAY IVT AU H—T oA AOREREIE (109 ~<—)

LAXNIYTA 3 —D 24 ADEEICHT HHIKEIE

e StackWise A8 Y o 7 TliE, 37 A v F—T =24 ATV R—FENTWEEA,

» Software-Defined Access (SD-Access) AT 2V 7 A v X —T7 = A X IV HR— I
A,

=T v KA v H—T 2 A A, SVIf VHF—T =2 f A, BIOYTA U H—T AR
ZETe 4000 ZBRALVAYIA L H =T 2 A AERELBRNTLIEZE N,

e E R 1000 DSVIA L Z—T 2 A ANV R—FEINET,

« native % — 7 — K& 8312, IEEE802.1Q k7> 7 ®*A 7 1 7 VLAN TH 7/l

ZRE LW TL 72 &V, VLANID 73 [EEE 802.1Q * 1 7 1 7 VLAN @ ID O34, dotlq
vlan =~ R? native ¥ — U — RZXLFHEH L T ZE0,

e T A B —T o 4 A CHEVEEF VLAN 23 E 35548, VLAN FF %771 |k
2 (VIP) F— R%& NI ART LY "L EETXEHTA,

e LAY 3IKR—=NIFRAT 47 VLAN & L Tdotlq NBREINT=H T A U H—T = A AN
HE . ZAT 4 7T VLAN YT A o ¥ —T7 = 4 AOEEEZTEIT A2, LAY 3K —h
=T 4V TEEDOBREE TN L B R L4,
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LA¥34 T4 08— 1 RDEE |
B 39050 8—ozqzz8T 518

LAYVIHTAE2—D x4 RIZET HIFH

dotlgVLAN Y7 A U H—T = A AL, V—T v RYBiA > % —7 = A A LD VLANID (2B
(T BAVTARAE CiscoI0S £ 2 — T = A ATY, HlA V¥ —7 oA AIYEF— FTT,
TA L E—T A RE, LAYIWEHA L Z—T 24 ZATHLAVIR— b F ¥ R THIER
T%iTO#74V&~7:4x@\m?FVyyyﬁ\%%f)y—<®mw&%m%
(QoS) KU v—, EXxaUT4RY —7lOSEIE2MEICEEMNTSZ EnTEE
7

BA L E—T oA RIYTA 2 —T oA A K> THEEDORIEA L H—T7 =4 ZHEIEN
T, INOLORBA X —T A AZIPT RLARKAFIv I V=T 47 T a khajin
REEBEDLAYINRTA—HEEY B THZENTEET, KV TA L H—T A ADIP
T RVAZ, BIA LV E—T 2 A ADMDY T A X —T oA ADHT F v b EFERRD T,

BT B =T A AL, BA ¥ —T = A AD4HI (72 & 213 HundredGigabitEthernet
1/0/33) +EUA R () +ZDA L Z—T oA ZMAOFSTT, =& 23,
HundredGigabitEthernet 1/0/33.1 &\ 9 44 Hii® HundredGigabitEthernet f > % — 7 = A A 1/0/33 ®
PTA L H =T oA ABMELTEE T, 22T, AR TS v F—T =4 2R LET,

Y TA B =T 2 A AT HE, BA v H—T oA AN R— b$ 5% VLAN ([T H D
LAXYIA VB =T oA AZEBTEET, ZOEA. BA L Z—T A ZIROF A 2D
LAY2 T F 7 R—=bMNIBRLET, YT A =T =2 RAERELTZH 802.1Q h T
VXL V&> T VLANID ICBERM T A Z R T £,

VIP h T %77 a bajy (VIP) b7 AT Ly ME— KT, EEOEREF £ 721X
JEBEEIPAD VLANID 2 L C, 7 A4 v X —T =24 A%FHETZET, VLANID 1 ~ 1005
1. VIP RKAAL T/ a—LThHY, VIP KAAL VNOMO Ry hU—2 T34 2 ETE
TTDZLENTEDED, VIP Y 74T 2 MY — 3—F— R TlL, JLEFPH VLAN 721) &
TAVHE—T 2 A AL EHIMERATHZENTEET, VIPZ 74T MNYP—R—F— T
X, BEYEFHDPH VLAN BNV 7 A V2 —T = A AL SR ET,

N—T 4 r7Ennra haroT ) vy FE{THICIE, VLANA VX —T = A A LT
Vol N—T%HLET, ZET7 =N 77 ) w27 IR Ed, VLANA
VHE—T 2 A ADT Y T N—TFF, — s TakyY RP) V7 huT7 THR—KEN
7

LAY 2VLAN £72Z VA P3VLAN A U X —T =2 AA AL LA VIV T A X —T A AT
R U VLANID 2 ETE £,

LAXY3VT AU H—T oA ATIE, WOME L 72 ha Bl R— I THET,
T RLyi v eN—F 47  IPv4d & IPv6,

e =% % A h)L—7 ¢ 7 : Open Shortest Path First (OSPF) . Enhanced Interior Gateway
Routing Protocol (EIGRP) . Routing Information Protocol (RIP) . AR"—4%— 47— k7 = A
Zu bz (BGP) . BLOARLIT 4 v I N—T 47,
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| LA¥39TA08—T(RDHE
LAv39I1ra—Tzq20%es% [

s ¥ )LFFx A f)L—F ¢ 7 . Internet Group Management Protocol (IGMP) .
Protocol-Independent Multicast Sparse Mode (PIM-SM) . Source Specific Multicast (SSM)
F £ O Multiprotocol Label Switching (MPLS)

e 77y —A MKy FNEYE ha)l (FHRP) : Ay hARAZ A )b—F I ha
(HSRP) . (RfEL—&MRE7u h=2/l (VRRP) BIO®F— oA B — R X5
27 7u k=L (GLBP) .

BUFIT 4 0 —F 4 >Vt (BFD) . =%y A b U R— X8R iEE (WRPF) | B LU
Mo 2 h= L F R (ECMP)

« RRAZEHAL (MTU) BXOIPv4 77 7 2 M,

« Virtual Routing and Forwarding (VRF) Lite,

N—=F T IEA A= YA MBIORY —_—2L—F 42 (PBR) .
« Quality of Service (QoS) : ¥—F L7 BIOKRY v 7,

e —VE R Xy NU—I T RLALEHL (NAT) IPv4, X2 VT 4 JNV—T T 7R a
v ha—L U AL (SGACL) O, DHCP H—/3—/J L—_ SGT 2Z#~7' 1 k2L
(SXP) . B LT NetFlow,

« L 1 -¥ 3 EtherChannel,

LANIYTA 3= 14 ADEEAE

N—T > RA B =T oA AT DETNTERDOY T A =T = A AEZRETEET, no
switchport =2~ > R LT, BlA v ¥ —T = AEN—T v KA U H—Txf AL LTE
FELET, BiA v —T7 oA X 2E, MEDOIP 7 LA, R >— BIORELIRINTE
F9, A—NMIEETDIX IR LINT 74 v 7 BIOX & NTF 7 0 v 7 F£IXVLAN (F
TAUH—T 2 A AT IR 1L, Bl v ¥ —T oA ATRIINET,

FIg
ARV RFERRETY a3 Y B

AT w1 |enable it EXEC E— R AR LET, 7
5l - By M SERSNI B AR — FEA
Device> enable JILET,

R 72 |configureterminal ra—n)ary7 4 Xalb—3 gy
%l - E— FEBRBLET,
Device# configure terminal

ATv73 interfac_e {type switch / slot / A BT 2 A REIFA L F—T A
port.subinterface} ZEFEERRINL T, T B —T = A
i - Aary74F¥al—Tary T—FRK&2B
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LAV3IH TS o8-z 14 20%E |

ARV KRFERIETI Va3 BHY

Device (config)# interface h LT, (/]’ VA —T A RAEYIET
ndr i i rn .2

HundredGigabitEthernet 1/0/33.201 HICE. —O Ay RO no T3 % 1

EilE LEJ, )

Device (config)# interface range
HundredGigabitEthernetl1/0/33.201-
HundredGigabitEthernetl1/0/33.204

o ZOFNIRT L DT, BEEfIT B
72 dotlqVLANID & & £, > &% —
T A AOFPEIETHZLHT
TFET

ATvT4

encapsulation dot1qg vian-id [native]

1 -

Device (config-subif)# encapsulation
dotlg 201 native

YTA B =T 24 ADR021Q I &
IbERGE L ET, FETE 25T
~4000 9, (HTAH—T AR
D 802.1Q 1 AL ZHIRT B2,
Zoa<wr Rono RN EEHLE
o)

s native : Y7 A L H—T =/ A%
A= NMIERTLHZ IR LTy b
DT T v by RIIZT BT,
ZOXF—U—REHFEHLEST, 20
F—U— RV TS H =T AR
TREL, IPBLOZOMOKE
DHA LA —T 24 ATHRESN
TWAEA, ZOF—U— RiI#HA
VE—T A ADREE FEELE
T, ZOF—U—KiE, 7 A
B—T A ATEET DD, BA v
H—T A ATRFIZRELET,
GE) shutdown ¥ £ T no
shutdown =<2 R&#EH L
T, B{A 2 —T A RAF
iY77 4 2 —7 =
A AZBRTHNT T 4 v
B E 5 29, FFE
DY TA L H—T A AT
Tx oy MU UERIR
vy v MU DO ERE E
ITCEET,

ATy TH

end

1

Device (config-subif)# end

YT B =T AF—FREKTL
T. ¥ EXEC E— NITEY £,
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B Lav3gIqra—Tr1 208z |

Bl: LANVIYTA 3 —T 14 ADEKE

WIZ, VAF¥3IA L HE—T 2 A ADY T A v H—T 2 AR ETDHHERLET,

Device> enable

Device# configure terminal

Device (config) # interface HundredGigabitEthernet 1/0/33
Device (config-if)# no switchport

Device (config-if) # no ip address

Device (config-if)# exit

Device (config) # interface HundredGigabitEthernet 1/0/33.201
Device (config-subif) # encapsulation dotlqg 201 native

Device (config-subif)# end

WIZ, VAYIR—F"F¥yRXNDYTA LB —T oA ARETHHEZRLET,

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2

Device (config-if) # no switchport

Device (config-if) # no ip address

Device (config-if)# exit

Device (config)# interface port-channel 2.10

Device (config-subif) # encapsulation dotlqg 10

Decvice (config-subif)# ip address 10.10.10.11 255.255.255.0
Device (config-subif) # end
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