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e NAT— RBIOHERIZE D AL v F T 72 2AOHIEOHFIEE (1 2—)
« NRAT— RBLOMERICED AL v F T 7 2 AHBNIBET H1EHR 2 2—)
¢ RAT = RBILUHRIZE DAL v F T 78 AOHKREHE (63—)
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e NRAT— RBXUHERIZ LD AL v F T 7 2 AOHIHOERERBRE (22 2—)

NRAT—FBEEMERIZEDRA Y FT7 I EADFIED
Hl#9FEH

NAT— FBLUMEIRIZ LA AL vF 772 2AOHIEOHKEEIT. RO LBV TT,

ebootmanual 7 e — )L 2T 4 Fal—aravry REFEHELT, A vF2FEHT

EETALIICHREL TWAEAIT. SAUV—REELZTF 4 E—7 L TExFEHA, 2O
a<wr Rit, A v TFOBROFEAL, 7—Frun—% a7k (snitch:) ZFRIH
\i—a—(}

AR T— K24 TOHHNBIEEHA KSA4 Y

s RAT—REATORBINTIE, mRAT—=REZA T 6ICEETHIONET, LEEN->T,
z Y —) b, Telnet, SSH., WebUI, NETCONF ~DEHE 0 7/ A ANMFEHENDH /AT —
FEALTOBLOZA T TIE, RAT—=KRZ AT 6IIBITTHHLELRSH Y £3, CHAP,
EAP 2 XD — A NI TCa—HPF—LZ L XAT— KR EZ A TOBLINEZA T TOHRE. T
7 va VIIARETT,

CAA— R T T AT 4 X2l —va L NIHAT6DIRAT—RKBHY, AT 6DI/RA
J— RN R =PI TR — g N2 E T T —RT B2 SR ANGR YT
T NINAHBEERHD I,
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FA[HNRAT— K24 TOFHIHNEBIEEHA KoM

e —YHL—I Ly FRRT =R XA TS5BIOA F—T N —F Ly hRAT— R X
A7 505, KON AT—RE A T8 EIILITBATT HDHLENRDH Y £3, FEHIICH
W, TEBRICE D2 2= A B0, 2—=T NV =7 Ly b RAT— FOfR#
@~—2) | ZBRLTLIIZIN,

FRAADAB = T v T a7 4 Xalb—g NEMERZATI—2 Ly kb (8148
TIHEHNNATU—R) BbiHGE, ¥ U7 b— NI R A 79— Ly Ryt
R=FINTWHLIV Y —=ZATORFETTEET, L1179 —2 Ly M, Cisco
10S XE Gibraltar 16.11.2 IED Y U —ATHR—bSnET, AX—F T v T a7y
Xal—a BRI AT 9 — T Ly B EENTEY ., Cisco I0S XE Gibraltar
16,112 X VRETOV Y —RZHF T T L — KT HE A Anbry 777 hSVET,

BRI AT 9 —T Ly R R— RS TWRWY U= ZH T 7 L— T 5H]

o, MR ZAT9V—2 Ly b SUS TIHEDNAT—R) F3FAT50—0 Ly
b (818 TIHEDLNRAT—R) TERL, #A 79— Ly b ($98 TIHED AT —
R) MAZ =R T w7 arv7 4 Fal—valHGEEnT0bE I L 2R LET,

T /NA A3, Cisco IOS XE Fuji 16.9.x, Cisco I0S XE Gibraltar 16.10.x, & 721 Cisco I0S XE
Gibraltar 16.11.x 7> Cisco IOS XE Gibraltar 16.12x ~7 v 77 L—RFIhb &, XA 75
= by MIEMER ATV =T Ly b 148 TIHE D /XA T — K) ICHEEH S
iﬁ‘o fi&iﬂi\ username userl secret 5 $1$dNmW$7jWhqgdtzZ2gBVz2R4CSZZCO % username
userl secret 9 $14$dNmWSQykGZEEGmiEGrESCIOD/fD0czicOtgaZzhalCTa2sgygilOLeyw3/cLgPY426

WHBIERENET, T, ART v 77 L— RENT-5, %M EXEC £— FTwrite
memory 2~ REFEIT L, MR A AT IV~ Ly hERAX— T v a7 4Xa
L— g VKNI E X IALFE T,

s L —2 T XA RNRRAY— RX, RO 5L/ XA T — RE A 79 ICEHIVET,
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GE)  ZHhiE. CiscolOS XE Gibraltar 16.10.1 LAED U U — 2 THAR— K
éﬂ‘(b\ivé—o

=Ly F RAU—=RZA T 4T R—-— I TWEEA,

NRAT—FBEMERICE DR v F 70 AR
ERCICE

T NRAY = RFBIOMRIZE DAL v F7 7 AHIENCET 2 RE R L E T,
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RETVEADMLE

REZ—H—I2 LD, A v FOHFRECHKEHTROMELIETEET, —BATIE, Ry
Y=V EHENS AL v F~DOT 7B RAZFH T 5—0, FERPA—-FE2HNTxy FU—
THMNEEAYNAVT v T8 Ha—P—, VITHAR—-F2@EL TRy NI —I4NEE
et pa—Y— FlFu—bLxy NT—INOMWRELIZT—7 AT —2 3 VbR
Ha—HP—Z kBT 7 AEHIBLET,

ALy F~OARET 72 ZBhIET 51213, kOEF2 VT A HREEL 1 DEZITEBHRE L E
D

KB DOEX 2T 4 L LT, FAAL v T R— M TR - RBLUOMREZHELET,
ZONRAT—RiE, A vy FIZa—VIRESNE T, 2—F—=20R— M EIEERZ
HWUTAA yFIT7EALEI ETHLE, A= MELEFERRICIEEES NI NAT— R
EADLTOLETRITFUE, AL v FIITI7BATEERA,

cBMOEF2Y T4 LAY LELT, 2—F—HENRT—FET TRETEET, Z0

NTEAA v FTr—=AVIRFESNES, ZOXTIFERREZITR— MIEHD L TH
N, Fa—V2EELE3, 2—PIIRER, A v FICT 7B ATE T, MRV
EEFRLTWVDLEAIT, 22— P ENRAT— ROFETITFREDHER L~V Z | 3Hsd 2
MM L OMER L L HITHID Y THZEHTEET,

o —WHENRT = ROXT ZHH LW, EOXT 2a— L TiEZa FROPF—N
WIRFELTEWEAIE, EF 2T 4 =R EDOTFT = _R—=X R FETEET, 2k
D, BEOFY N2 7 FARA AR LT —F _X—A %M H L T2 —VEiEE# %
(WENZIS U CRFrIfE®Y) B2 2N TEET,

cE, R Lcn 7 A Uit n Z1SREET o A VRREEE L A R —T T H T L
LbTEET, vl A LRI, RELEEEOr 74 U RELESH L1, £hUEDR
TACRIT TRy 7T HDICHRETHIE B TEET,

FIAIEDIRRT— REEVHER L RILERE

Fy NU—J THMROT 78R a3y ha— &7 ) e 5ET, SAT— R&EH L THER
LAV EEDYTHZ LT, RAU—FNRECL-T, Xy NUV—7 F /3y bU—27 5
INA ZASNDT 7 EARFIRENET, HRELSUIZE-ST, Xy hI—F FAALRI2a A
#B, 2—VPNEDI >R a~vr REBHTEIREEINET,

WDOEIZ, T 74NV FDONRAT— REBLXOMERL VR EEZRLET,

RUTIHILEDNRRT— REITERLARLEE

HEBE FTIO+ILEEE

A F—=T NIRRT = REBLXOME | SAV = RNEEEINTWEYA, T 74V MEIL~UL 15
fR L~ L TF (FHEEXEC L~L) o NRATU—RiE, a7 4 F¥a
L—yay 77 A VNTIERE S LS TORUVIRIETT,
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B enoszo—rexaysag

HEHE TIO+ILEEE

A FZ—=TN =T Ly b RA |[NRAU—REIEEINTWVWERA, T 74/ MIL~UL 15
U— REBXOMER L~ T (Fi#E EXEC L~L) , /RAT— RiE, Bk T
MhbaL 74 FXal—ay Ty A NMCEXAENET,

[[ER/ S AT — R INAT— RIZERZINTWOEREA,

EBMNMOINRAT—FK %) T4«

X2 VT 4 LUV ERIET AT2DIZ, FRCRy NU—7 B % H/3A T — KX Trivial File
Transfer Protocol (TETP; fii5 7 7 A NMEET 0 ha)L) —_R—|ZRFEE N/ AT — RiZo
WT, Za— 3L ary 7 4¥al—3 g a< K enablepassword ¥ 7213 enable secret % fif
HAT&ET, a2~ FOEMAIZELELHRILETYT, Zoavwr Rk, BefbaIni X
U— RERECTEET, FHEEXECE— R (F 74/ MRE) EITREOHERL T 7
TATLH2—WIE, ZONRRT—=REANTHLERH D 7,

LV EERERALT AT XANEHESNDHD T, enablesecret =~ REFEHTH 2 & 24t
"LET,

enablesecret =~ REZRTEL7HE. 2D~ Rt enablepassword =~ > FX Y HEL
SN, B2 o0a~<y REEDIETEXEEAL

NAT— ROWEEbEA F—TMZTDHE, 22— —Z AT — R FBREF— AT — K A
F—=T N avw s R ARAT—=R, a3V —LEBXOMFERRERR SA T — N Y, 3 To8
AU —RNIZEAEINET,

INXTJ— KD EE

AL o FITWEENZT VB ATE D2 Ra—WE, T 74/ h T, AA v FOEFREARZ
T— kB RZEIN AR, BTLWRAT—REANTHZ LI -T, Kbz AT— R
ZEETEET,

NAT— REMET 4B —7 /UGB TIL. OO —#H%2T 1 E—7 M T5Z LIk X
AV TFDINAT— R~DT 7 B AZR#ETEET, ZOEENA X—T VO E, = Fa—
FiE, VAT LET 74V MNREICRT Z EICRBE LS AICRY . 77— h ek X2EH DA
L2 eNTEEST, NRAT—KEEEZT =7/ LTH, 77—k 7FaBRZEHDIAALTN
AT —REEETEETN, a7 4F¥a2b—var 774/ (configtext) 355N VLAN
F—H_—A 77 A/ (vlandat) IZHIBRSNET,

NAT—REEZT 4 B—7 VT 551X, = Ra2—FR7— K 7mgXZEVIALT
VAT LET 74 NORBIZET L) REEIHER, EXaT —Ntar 74 Fab—
YAy IZrANDONy 7T v at—EREFELTE I EEHRELET, A vyF ETa
TAX 2L =23y T7ANDNy I T v ab—%RELRNTLZE, VIP (VLAN
NZvdrr 7ahan) FTUANXT LY N E— RTAL v TFREHEL TODEAITE.

VLAN 57— 2 X=X T 7 A VDN 7T v 7 at—4FRICES 27 —NIRBFELTLE
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srEHo Tenet 5z [

SV, AA VTRV ARATLADT 7 )V FREICRE -T2 L &2, XMODEM 7' kv Z2fEHA L
T REFELET77ANEBAAL v FIF T a— R TEET,

INAT — ROEE %2 F O 12— 7 /W23 5I121E, no system disable password recovery switch
number |all 7 o — L a7 X alb—vary avwr REERALET,

iF R EHE D Telnet % E

MO TAA Y FICEREZZEATLE, Bty b7 o7 7u s 7 A& LT IP HF#REHEND
BT, ZOBBTTHEMTELLICT 74V MREEERLET, &2, By b7y
07T hE, RAT—RIZLD Telnet 7 7 B AHICAA v FE2RETHZ L HERLET,
Yy Ty T T TADFEITRICZORAT — RERE Lo 25A01E, WARERR S
5 Telnet NAVU — RERET D EEIIHRETEET,

A—HRZENRT—FKFORF

R L AL

D—PRHLSAT = FOST ERETEET, ZOXTEAL v F L Tr—I RS E
T, ZONTIEEREZIIR— MBI Y Toh, F2—VE2RFELET, 2 —VFIIFEFE%.
ALy FIZT 7 EATEET, HELSLEZERL TWAHEAIE, 2—FAH L 2T —FDK
NRTNFEOHER L~V % ST HHERBLOMERE &IV YU TH L TEET,

VAT NA AT, MERLVASVEFERL T, AL v FEMEORLR D L~UZR L TRRAT —
ReXxa T2 LET, T 74/ FTIE, CiscolOSXEY 7 b7 =T %, NAT— Rtk
X2 0T 4D2o0F— K (HERLV-~V) TEELET, =—F—EXEC (L~UL 1) BLW
Fi#E EXEC (L~UL15) TY, HE— N2, K16 HEDOBEL~VnbRD a~vy ReRiE
TEFET, BEONRRY—RERETDHZ LI, 2—F TN —TRNHEEDa~ L R~D
T RAEHATHIENTEET,

E#RDIER L )L

a—H—iF, BRI AL, BIOHER L~V EGIHKET HZ LI2L Y, privilegeleve
FAvar74FXalb—rvaravy FEHLTRESNTHERL~LE EEEXTEET,
F7o, disblea~ 2 FEEHT L2 EICED, HRLNAVEGIETTF LI ENTEET, Kir
DHEFR L)L D/SXAT — KRR TOIUE, 2—FIEZDO/RAT — RE#H LT EALOHER
LAV A X =T M TEET, BEHROEHZHIRT 5L, 2 Y —VERRICE W LV E
TEITHER L~V ZFRE LTSN,

72Ez21E, L oa—H|Zdearlinea~y RFADT 7 v AZHATHEA, LUL20E X
U7 4 %5 E T, L 2O/ RT — REJRFIFAO 2 —VFICEAfiCE £9, F7=, configure
g~y ROT7 7w AR EZ#RILT2581F, LA3OEX2 YT 0250 Y T, Z2DRR
UJ— RERON-a2—F N —T 1A T 5 b TEET,
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B s ixo—FrELESUTRE—BEF—

av Y FERLAIL

aAvy RaebHLHERLNVCRET DL, PRt a~vy RO 7wy hThda~vy R
TRT, TOLVWIERESNE T, =& 2, showiptraffic 2~ R& LUV 15 ICRET
% &, showz<> FEshowip 2~y Rid, B2 LoYLIEBNTERE LARWRY | HEFR L~
JVITHBIZ 15 ICRRE SNE T,

AES /82T — RIS S B L UT R4 —REEF—

INA ) —

ik

TRIIT, KEER[REZR 128 By N DO EERE S (AES) AT — KB (¥4 7 6 K551k
EH\Y) EAEMITEET, XA TS bOFEAERRET 521X, AES/SA T — RiFEAb
HWREEZ AL, RAV—REEBIEBIMERT 27200 AX —edr—%2XELET,

AES /SR U — RIFBALE AN L T AX —F—%2RET D &, A T 632U — R %
BN L72WRY | P AR—FENTWDET U r— a OBFB L OWER SN2 V7
THXABNRRAT— KRN TRC, XA T 6REFALOERNTHREFEESNE T, /2, BEEFEOTH NI
TORFBALNAT — RE X A TR b/ S AT — RIZEHT 5 L OICT A RAERETH L
HTEET,

AES /RA U — RISV RE & ~ A ¥ = B — DR EENTWAEE. A 7 0B IR T DR
2T —RZ&ZA T 6 ICHIEWTE 9,

N

GE) o 2 —W—HRRAT — KD KX A7 6 DI E{b’X AT — KL, CiscoIOS XE Gibraltar 16.10.1 LA
DY Y —ATHR—FINTWET, NRAT— KX AT 6 ~DOHBZEHIL, Cisco I0S

XE Gibraltar 16.11.1 IED YV UV — A THHR— h S TWET,
o B AT 6 Da—YW —4 L XA T — K| Cisco I0S XE Gibraltar 16.10.x & . A HMED &

Y £9, CiscolOS XE Gibraltar 16.10.1 LV EiD V) )V —R I FO T L—R+5E, AT
6 DZ—W—4 L RXAT— RNIERINET, BEIEKEL, FHE AT RKRZ 7
L— RPIZHESESNARWE D19 51213, BEEn /4 (BT 7vR) EHERD

PNAT— REREWHIRSA T — K2 A FIZFEBTBITLET,

FEXUVHERICKDRSMIYFT7ILADEEA

AT A9 B NNAT—KOEELHIIEE

A =TI RAT — RiL, BHEEXECE— R~DOT 7B RAEHHLET, ZZT 4 v 7 A F%—
TV RRAY — K& F Tfitiﬁﬁﬁ“‘é X, ROFNEZFEITLET,
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FIE

25854950 B 27— FoBeErzE |

ARV RFEEETIVa Y

=)

ATy T

enable
1 -

Device> enable

¥i#E EXEC T=— F&EADIZ L £,

T T SRFRENIZENAT — R
AN LET,

ATv T2

configureterminal

1

Device# configure terminal

Jua—N)L a7 4 FXalb— g
T— REMHBELET,

ATvT3

enable password password

1 -

Device (config) # enable password
secret321

¥ EXEC E— I T 7B AT A57-9
DFTLWWRAT — REEFRT D0, BEAF
DIRAT— REEHELET,

F7 4 F T, SR T— RIFERIN

FHA,

password (21X, 1 ~ 25 SCFEOHERTFD
ARV T EBELET, AN T H
BFrTIHD D Z EIETEERA, KT
EINTFHEXRIL, AN—RAEfHATX
FAMN, TR R TR S ET,
BERIFE (2) 1%, SNAU— RZMERT 5
ez, B o[ Culty 2 A7
i c&E 4, ek, AT —
Rabc?123 Z#1EpkT 5 & 1%, kD LD
WZLET,

1. abcEANLET,
2. Ctrl+v Z A JLE7,
3. 2123 & AJILET,

VAT EANBA R—T )V NAT— K&
ANT D IR NG, SRR
DRI Ctrltv 2 A )T 2 BT 72 <,
RNRAT—=RKDT a7 MIZEOEE
abc?123 L AJJTE £,

ATvT4

end

1

Device (config) # end

Jua—)aryZ7 4 Xal—gy
E— N&/&T L, F#HE EXEC E— NI
=D E9,
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B esticssr2—TLBL002—TL o—s Ly b RRT— FORE

BEICKDM R—TILEIUVAR—TILO—I Ly F/IART—F
DIREE

KHEEXECE—F (T 7/ 1) FHRIFEEESNHEL~WIIT 78 AT 50— —
NATITDHEND DAL/ S AT — REMLT D I2E, ROFNEEFEITLET,

Fg
OV RERET7TIV3 Y B
AT w71 |enable FitE EXEC E— REfAIcLET, 7
- 0y NRRRINTEHNNAT— K& A
SILET,
Device> enable
R 72 | configureterminal Ja—rary7 4 F¥al—3 gy
#l - E—RFZBBLET,
Device# configure terminal
ATy T3 ROVTINEEALET, « FiHE EXEC E— RIZT 78R T %
+ enable password [level level] TDDF LV SAY — FEERT S
{unencrypted-password | . BEFO/SAD — REERE L&
encryption-type encrypted-password} 7

* enable secret [level level]

o~/ — N o N i 2
{unencrypted-password | =7 Ly h RRAU—REERL

encryption-type encrypted-password} EF o AU LT
- AL TRFEINET,
If -
Device (config) # enable password level * <{£E) level K:‘FEEVG% 6%1
12 examplel23 PHIZ0O~15T%, UL 1n
S W O —Y EXEC & — FHE

[BTT, 71k LoULT

Device (config) # enable secret 9 N e
$9$sMLBsSTFXLnnHTk$0L82 é;()fj‘ (%}*@ EXEC & ]\ *%

« unencrypted-password (Z{%, 1

~ 25 LT OFBF DL TN %
fRELET, ANV 78T
ThhHH Z EILTEERHA, K
LT AL, AN—
AEMEHTEETH, KITA

N FEHINET, T+
JVRTIE, RNAT— RITERS
WEH A
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ARV RFERFTIVaY =)

« encryption-type P4, enable
password (2 FaE 72 47
valIFA7 0L 7, enable
secret |IZfE M vlREZR A 7 2 g v
%470, 5. 8, BLOVI9T
T, BEb¥ A T EBET 5%
Bl B bEn/e AU —FR
EHATOINERHY T, 2
DIEEAL AT — R, Bl =
A FORENPHIE—LE
T, =7 Ly MgEEZ AT
NILVEETHDIT-D, T v
T = RERIIF T T L—
RIFICIREDS R AE L7 KD
W2, ZATIEERT L L%
HELZ L 9,
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SISk B F—TNBEEUA F—TL =5 Ly k ix7—FogE [

AU RFERETOVa Y

B8

v—27 L v bk
IRAYT— KD
IR (P
EHE L2
Wa . A
U— RiZZA
79 I HEW
A S E
. ZHE,
Cisco IOS XE
Gibraltar

16.10.1 LA D
U U —ACil
AEhEd,

Kb A 7
ZRELTY
U7 7% b
INAYT— R%&
AN LT5E
X, =T —N»
BELET,

Jua—N)L =
V7 4F =
L=z
T— KT
algorithm-type
scrypt =2~ >
RZzfEH L
<, ¥—7
Ly h/NA
U—RNZHA
79 Wb &
FEITRET
HZEbTE
£, WITH
R LET,
Device (config) #
username
userl
algorithm-type

scrypt secret
cisco

EJ e
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B <zxo-rE#OF2—Tt

AU RFERET7TIV3 Y B
Device (config) #
enable
algorithm-type
scrypt secret
clsco
¥¥HE EXEC
&— R Twrite
memory =~
v R&FET
L, #1479
=71 b
e AH— |
Ty ar
T4 F 2l —
v a K
A E Z A
ESc RN
R T 7 4 | service password-encryption (EE) NAU— FOERRFEZITERE
- DEXALIRHZ, RAT— FEREL
e
it e WRILETD &, 2274 ¥al—
¥ 77 ANHNT/RAYT — RGEARD
"RER R D D EBIETX 9,
AFw 75 |end Jua—)arz 4 ¥al—ia
1 - F— F&AH#&T L, FbE EXEC £— FIZ
RO ET,
Device (config) # end

NRAT— FEEDT 1+ E—T L1k

NRAT—=ROEEZT 42— WML TAL v FOF2 VT 4 2E#ET DL, ROFIEE
FITLE T,

4R8O HHEIIZ

NAT—REEEZT 4= MCTH5HEF, = Ra2—FRT7— K 7ae R ZHVIAAT
VAT AETFT 7N NOREIZET LY REAIMEZ. X aT =N Zar 7 4 X2 L—
Ay T rANDNRYy I T T abt—EEHFEL TR AR LES, A vF LT
TA4Xal—vary TrANDNRy I T v 7 abt—%FFLRNTLZEY, VIP (VLAN
NZvdr s Fabhan) hFUANT LU R = RTAL v FREEL T D 5HE1E,

VLAN 7= RX—=Z T 7 A NVDNRy 7T v 7 abt=4EEICES 27 —NREFELTLE
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W, AA VTNV ARATLEADT 7 4 )V FRTEILRE -T2 L &2, XMODEM 7' ko /L& L
T REFELET77ANEBAAL v FIF T a— R TEET,

FiE
ARV REEET7IVa Y B
RTw 71 |enable K EXEC E— RZ AT LE T,
1 T NRERINTEHRAT— N
ABLET,
Device> enable
AT 72 |configureterminal ya—r\ L ar7 4 Xal—a

i - F—FzflmL 7,

Device# configure terminal

R Fw 73 |system disable password recovery switch | X2 U — REIEA T 4 E—7 L2 LE

{all | <1-9>} -
K call: AX Y I NDAAL v FTREE
| | _ TNET,
Device (config) # system disable password
recovery switch all . <1-9> :fﬁ%&l,fiJl/f:yfF%§5%7f§Q
EXITVET,

DFREIL, 7T v aAEYDOHT,
\*‘FD Z I LN CiscolOS A A—
DT 7B ATELHEBICRAFINET
N, T77ANVAT AT EENEE
o o, 2=V —NRT 7R FTHZ L

ITTEEEA,
A7y 74 |end b m e T %
fl F— F&#&T L. ¥HE EXEC £— FIC
R ET,

Device (config)# end

RDZRY

disable password recovery % Hl|f&9 % 1Zi%. nosystem disable password recovery switch all 2
o—/N)L a7 4 FXal—yaryavr ReEHLET,

IR EHRIZ%T T 5 Telnet /SR T — FDERTE

Bt SN2 URR RIS %3 5 Telnet /R AU — R&FRET B 121, = —V —EXEC E— K THKD
FIEZFITLET,
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B sxE5o87 2 Tenet /<2 7— FO®E

1R BHHEIIZ

e T3 2l —Ya VI N 2T EAT-PCERIZIV—I AT —Va A, vTF av
V=)L IR— MIBERET A0y, £/2EPCE2A —V 3y MEFLR— MIEm LE T,

¢« ALYV ILR— DT T H I DT —ZEEIL. 9600 A —.

87 —# v 1Ay

Ey b, RNRUT 4R LT, a2 R4 7ar 7P WRERENDE T, RetunF—%
a3 LE R H D F9,

FIE

ARV RFEEETIVa Y

B8

&M

enable
B

Device> enable

¥ M EXEC T— F&E AL £,

T T MRFIRENTZHNAY — R E
ABLET,

ATvT2

configure terminal

1

Device# configure terminal

Jua—\)L a7 4 Xal— gy
T—FzfnL£7,

ATvT3

linevty 098
fi

Device (config) # line vty 0 98

Telnet &> = > (ERR) OFERE
L. 94> a7 4Fal— g
T— REBBELET,

o< 2 K%t device Ti., &K 99 O
T a VERETT, 08 K ON98 1,
FHEZR T D 99 Telnet ¥ v > a v %
RELTWHZ EEZERLET,

ATvT4

password password

1 -

Device (config-line) # password abcxyz543

1 DFETITEEL O RIFRIZ KT 5 Telnet
NAT— RERELET,

password (21X, 1 ~ 25 SCFEOERTFD
ANV TEBELET, ARV 7%
BETHODZ LI TEERA, KT
ENSCTFERBIL, AN—REFHTE
FTN, FATAN—RIELAINET,
F7 4L N T, AT — RITEHR SN
FHA,

ATy Th

end

1 -

Device (config-line) # end

HrbE EXEC E— RICEY £,
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| SRT—FEECHERLALIZEDBRA v F 79 ZAOHIH
a—vsgenzr—rox7oxz [

A—HZENRT—FDRT DEEE

A= PR L RRAT — ROXT ZRET HI2IE, ROFIREZFTLET,

FIE
ARV KRFERETY a3 Y BHY
AT 71 |enable KHE EXEC T— REAHT L £T,
f1 T T IRRREINTCHNNAT — K&
ANLET,
Device> enable
2w 72 | configureterminal Fa—/NLaryZ4Xal—vay
| - E—FZBBLES,
il -
Device# configure terminal
R w 7 3 |username name | privilege level] { HKa—FDOa—HL  FERL~L, S
password encryption-type password} U— RERELET,
il - snamelll¥, =—¥—ID%17—FK

THRET 0. £IEIMACT KL
AEEELET, A—R LB|AYG
I TE £ A,

a—H4 & MAC 7 4 )V DOl 1T
L. R1200007 54T &
ERNZ R ETE £9,

(EE) levd ITI%, 77 & AWML
- — P — TR ET D HERR L ~L
ZIEELET, fRETE 40
~ 15 TY, LU 15 Tk
EXECE— RTHOT 7 & A A[fE
T, LUL 1 T, =—¥% EXEC
E—RTOT7EBALZVET,

Device (config) # username adamsample
privilege 1 password secret456

Device (config) # username 111111111111
mac attribute

encryption-type (2, H5BA(L i T
RVVRAT — R AICH S B ElE
0 AN LET, HFRRNATU—F
PRSI AT T2 A LE
T, B b SNz 2T — Rintg A
W< BARIE6 AT LET,

password (Z1E, T /3A AZT 7k
AT 7Ol a—F—=NANT D
BEDHLHNRAT— RERELET,
RAT— RiE 1~ 25 LFT, H
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B == rosEL~Lone

ARV RFERFTIVaY =)

JIAFANR— R B TE | username
gy RORBEOA T a e LT
FBELEd,

AT T4\ RONT RN EFEALET, SA4yar 74 Xal— gy EF—F
ZRMAEL., Y —AR— 1 ([E#R0)

* line console 0 :
EITVTY [E#R (B0~ 98) Z&E

* linevty 098

LET,

fi

Device (config)# line console 0

E e

Device (config) # line vty 0 98

AT 75 |end Ao 7 4Fal—v gy E— K%

5l - T LES, kT, FFbE EXEC £—

RIZRY £77,

Device (config-line)# end

O FOYFELRILDETE

Az ROMR LV ERET D11, ROFIEZETLET,

Flg
OV REEEFET7IVa Y B
AT 71 |enable FiHE EXEC E— REBC L E T,
1 T T NREREINTEHRAT— R
ABLET,
Device> enable
AT 72 | configureterminal JTa— )L a7 4 ¥z l—3a
15'] : £— ]\\‘%Eﬁﬁé\bij‘o
Device# configure terminal
R w 7 3 |privilege mode level level command a<wy ROEHEL_LVERELET,
fi emode 21X, Y u— L T 4
Xal—ary ET— FOBEAIT
Device (config) # privilege exec level . R N
14 confiqure configure %, EXEC &— FDOHE
lexec, f VF—T xR
T4 X2l —v gy T— ROGA
IXinterface, 74> 227 ¢
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B%0T7 74+ rEELALOZE [

AU RFERETOVa Y

B8

Xzl —arE—FOEEIEline
EENENADLET,

o level OFPHIZ 0 ~ 15 T3, L~b
1 2338 % O — % — EXEC & — FHE
[RTd, L 151%, enable/S%
J—RIZL o TFHFrIESNDLT 78R
LUL T,

« command (21X, 77 B AEZHIEL
IFnwa< o RERELET,

ATy T4

enable password level level password

1 -

Device (config) # enable password level
14 SecretPswdl4

MER L~V % A R—T T BT b DX
AT — REZRELET,

o level OHEIPHIZ 0~ 15 T, L-~UL
1 2N O —H —EXEC E— N
[RCd,

« password (21, 1 ~ 25 SLFOHEL
FOARN) 7 H#BELET, A b
U 7w T Thhdb Z LIxTEE
Hh, RILFENLTFEERIL, A
R & TEETN, KITA
N2 IEHENES, T 74
TiE, NAT— NIEREINEHE
Ao

ATv 75

end

1

Device (config) # end

Jua—)L a7 4 Xal— g
E— FEHKT L, FHE EXEC £— NiZ
R0 Ed,

E#EOT I7A4IL FMEELRILOZEE

FBE LB OT 7 40 b ORIV 2 EE S 21203, ROFIRZFATLET,

FIE

ARV RFERETIVa Y

E:)

ATy T

enable
1 -

Device> enable

¥ibE EXEC E— REZ A% LE,
NAT—READLET ERESn-8

) o
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HKRT— FBEUVERLALIZE SRS vF 7o ZA04E |

ARV RFERETIVa Y

B8

ATv T2

configureterminal

1

Device# configure terminal

Jua—\)LaryZ7 4 Xal— g
£ — F%Fﬁlﬁﬁébijﬂo

ATvT3

linevty line

1

Device (config)# line vty 10

7 7 A A RS D (AR AR AR A 2R
LET,

ATy T4

privilege exec level level

1 -

Device (config-line)# privilege exec
level 15

FIFROT 7 4V NGFHEL VA BT L E
£

level DFPHIZ 0~ 15 T, L-~UL 1R
@ H O —H —EXEC E— FHERR T,
L~L 15X, enable /N2 U — Rz k-
THAENDET 7B A LYULTT,

ATvT5

end

1

Device (config-line)# end

ARtz 7 X2l —3 a3y F— K%
KT LET, VT, 48 EXEC £—
NIZREY £79,

RDBERY

a—H—iF, BRI AL, BIOHER L~V EGIEET HZ LI2L Y, privilegeleve
T4 ar7 4 Xalb—varavy RefH L TRESNTHERLLVE EEXTEET,
Fiz, disablez~ > REMEHTHZ LICLY, HRL~LVESIETFTFDZ N TEET, R
DR LIV D /RAT — KRR D-> TOUE, 2—WFIEZ DA T — R&@H L T LA OMER
LAV A R —T I TEET, FRROMEHEZHIRT 512X, 2 Y — VERRIZE W L~ E
TAIMER LRV ZHE L TS0,

IRELANILADOTA VB IURT

FBELIMRL~ Ve A oT5, ETIFEE LIEHERLSALEKTTHICE, =2—F—
EXEC E— RCIKRDFINEEZFATLET,

FIE

ARV KRFERERETY V3 Y

=)

ATy T

enable level
1 -
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metsmaar—oxz [

AU RFERETOVa Y

B8

Device> enable 15

ZOWHTIE. UL 15 35 EXEC
F£— KT,

level IZHEECTX 280~ 15 TY,

ATvT2

disable level
1

Device# disable 1

FRELIREL L/ T LET,

ZoFTix, Lo i —%—EXEC
£— FTY,

level IZIRECTE %X 0~ 15 T,

oz =JL ==
EFILEEEF—DHETE
B AR — AT 5101, KO FIEA AT L%

FIE

ARV RFERFTIaY

=)

ATy T

enable
51 -

Device> enable

it EXEC E— FE Az LET,
RAT—REANLET FEREIN-8

) o

ATvT2

configure terminal

1

Device# configure terminal

Ja—nR) a7 4 F¥al— gy
T FEIBLET,

ATvT3

key config-key password-encrypt [text]
fi

Device (config) # key config-key
password-encrypt

HAT 6 DEEFX—%T T4 X— |
NVRAM ([ZRTFEL £ 9,

o (Entar ¥—ZfEHLT) 157

7T 4 TNZx—AR— FEEEIT 9 45
Gy BT =TI/ ET AU,
Old key, New key, Confirm key &
WIo3onTar 7 hnFREINE
7

A BTIT 4 TITH—R— FEE
AT O %E. WiE ¥ — A E LT
X, Newkey, Confirmkey &9
20T T NINFRREINET,
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B xo—rssvERCE A vFF I ERDE=S—

ARV RFERETIVa Y

B8

c TTICK SN TNDNAT— R
ZHFRL LD &35 L, kDT m»
T IRFERENET,

WARNING: All type 6 encrypted keys
will become unusable. Continue

with master key deletion?
[yes/nol:"

ATvT4

password encryption aes

1

Device (config) # password encryption
aes

He BRI % — D F— T L

ATy Th

end

1 -

Device (config) # end

Ju—svar74Xal—vay
F— F&f& T L. M EXEC E— FIZ
Ev)i—g—o

INRAT—FBELVIERICE DRI YFTIEZRADE=S—

R2FELAVERERTT 5=HNaT UK

avU kR

HER

show privilege

MERR L~V D

REZFRRTLET,

INAT—FBEVIERLARIVIZEBDRSAYFTIOELAD

&% 7€ 151

Bl : RATF A YD A FL—TILINRAT—KDEHREF-IILTE

ROBIT, A R—T /S AT — R |112c3kdy5 IZEE T 5 ka2 R L TVET, SAT— R
LSRN TEL T, LIV I5OT 7 EABRGXbNET (EROKEEXECE— RN 77t

z) o

Device> enable

Device# configure terminal

Device (config) # enable password llu2c3k4y5
Device (config) # end
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Bl BSILICE B R—TLBEUA R—TL o= Ly b i27—FoiE [

Bl BEIIZEBAART—TILELUVAR—TILO—Y Ly f/INR D —
FDREE

I, HEBR L~ 2 |Z5%F L CTHRF S b XA U — K $9$sMLBSTFXLNNHTK$OL82 % 5% & ¥ 5 fll & 7R
L/iﬁ‘o

Device> enable

Device# configure terminal

Device (config) # enable secret level 2 9 $9$sMLBSTFXLnnHTk$0L82
Device (config) # end

Bl - IHFREFRIZXTT B Telnet /XX T — KDERTE

&I, Telnet 72U — K% |et45me67in89 | ET Al A2~ L £,

Device> enable

Device# configure terminal

Device (config)# line vty 10

Device (config-line) # password let45me67in89
Device (config-line) # end

Bl : AT FOERLANILDEKXTE

WOHFNE, configure =2~ > REMHER L~V 14 ZREL, 2—FNL~YL 14 Do~y Raeff
AT 258 ANT /20— L LT SecretPswdl4 # €39 5 HiEaRLTWET,

Device> enable

Device# configure terminal

Device (config) # privilege exec level 14 configure
Device (config) # enable password level 14 SecretPswdl4
Device (config) # end

= s —
Bl - EEELEFIEET—DERTE
LTI, #4776 OFFiEA X2 To 2GR ORENZRLET, ZOHIZIE,
a—PIHF L TERINLE T T RRA v =8 EENTWVET,

Device> enable

Device# configure terminal

Device (config) # password encryption aes

Device (config) # key config-key password-encrypt

New key:

Confirm key:

Device (config) #

01:46:40: TYPE6_PASS: New Master key configured, encrypting the keys with
the new master key

Device (config) # end
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HKRT— FBEUERLALIZESDRA vF 7Y 2RO |
B 20— rs5UBRICE R4 9 F 7 L ROHEOERE

INRAT—FBIUVHERIZEDSRS Y FT7 I EADHIEHD
B EE e FE

WORIZ, ZOFEY 22—/ T 28EDY UV — 2B L OEEERZ T~ L ET,

IO OMEREIX, FRCHRR SN TOWRWRY | BAIhZY YV —ALUBEOTXTOY J—RT

HHTEET,

Jiy—=x HERE HERETEHR

Cisco IOS XE Everest | 2D — RIS L OMEIR | R AT — REEIC L > T, Xy hU—2 7=
16.5.1a kB ALvF T2 [1xFy NT—2 TS ZA~DT 7 & AR

ML HIT | EhExd, HERLVE-T, Xy hT—
JFNRALAZa A o, 22— RED LD
awy R TR ERSINET,

Cisco I0S XE Gibraltar | % 4 0B L OZ A 7| 2DV J—2PBEIT. 24 70BLIONTD2—

16.11.1 TDOZ—=P—Z L RANP—Z L NRAT— K& X AT 6 ICHBERT
T—RDEAT6~D | ZFET,
EEUPSI

CiscoFeature Navigator i35 &, 77 v b 74 —ABI RNV 7 b =T A A=V DV R—
MEH % 1% TX 9, Cisco Feature Navigator |21, http://www.cisco.com/go/cfn [JZFE] 226 T
7EALET,
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