2y D=0 EHOTUR

s description (ERSPAN) (4 ~X—73)

« destination (ERSPAN) (5 =—72)

s et-analytics (11 ~X—2)

» et-analytics enable (12 ~<—737)

s erspan-id (13 ~X—7)

« event manager applet (14 ~X—737)

« filter (ERSPAN) (18 X—%)

« header-type (20 ~X—2)

s inactive time (21 ~X—737)

s ip flow-export destination (22 ~X—1)

ipdscp (ERSPAN) (23 ~X—)

«ipttl (ERSPAN) (24 ~X—7)

sipweep (25 %—)

« map platform-type (27 ~X—3)

« match platform-type (28 ~X—73)

* monitor capture (interface/control plane) (29 ~—3)
* monitor capture buffer (31 ~<X—1)

* monitor capture clear (32 ~X—737)

* monitor capture export (33 ~X—3)
« monitor capture file (34 ~<—7)

* monitor capture limit (36 ~—13)

* monitor capture match (37 ~<—1")
* monitor capture start (38 ~X—1)

* monitor capture stop (39 ~<X—13)

* monitor session (40 ~X—7")

* monitor session destination (42 ~X—73)
* monitor session filter (46 ~X—73)

* monitor session source (48 ~X—737)

* monitor session type (51 ~X—73°)
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emtu (ERSPAN) (53 ~<—7)

e origin (54 ~—)

* show capability feature monitor (56 ~X—)

» show class-map type control subscriber (57 ~—73)

+ show flow monitor etta-mon cache (58 ~—73)

« show ip sla statistics (59 ~<—37)

* show monitor (61 ~—3)

+ show monitor capture (64 ~<—73”)

« show monitor session (66 ~~—3)

» show parameter-map type subscriber attribute-to-service (68 ~X—13)

» show platform software et-analytics (69 ~X—3")

« show platform software fed switch active fnf et-analytics-flow-dump (70 ~<—3")
* show platform software fed switch ip weep (71 ~X—3°)

« show platform software swspan (73 ~<—1”)

e shutdown (E=%tviar) (715~X—)

« snmp ifmib ifindex persist (76 ~<—7)

+ snmp-server enable traps (77 ~X—3)

« snmp-server enable traps bridge (81 ~—73)

* snmp-server enable traps bulkstat (82 ~X—1)

« snmp-server enable traps call-home (83 ~<—73”)

* snmp-server enable traps cef (84 ~—3)

« snmp-server enable traps cpu (85 ~X—1)

+ snmp-server enable traps envmon (86 ~X—1)

« snmp-server enable traps errdisable (88 ~X—71)

* snmp-server enable traps flash (89 ~<—1)

* snmp-server enable traps isis (90 ~X—3)

+ snmp-server enable traps license (91 ~X—737)

« snmp-server enable traps mac-notification (92 ~X—3)

+ snmp-server enable traps ospf (93 ~X—1)

* snmp-server enable traps pim (95 ~X—3)

* snmp-server enable traps port-security (96 ~~—1”)
« snmp-server enable traps power-ethernet (97 ~X—1)
* snmp-server enable traps snmp (98 ~X—3)

+ snmp-server enable traps stackwise (99 ~—73)

« snmp-server enable traps storm-control (102 ~X—73)
* snmp-server enable traps stpx (103 ~X—13)

« snmp-server enable traps transceiver (104 ~<—13”)
* snmp-server enable traps vrfmib (105 ~<—73°)

« snmp-server enable traps vstack (106 ~—13)

« snmp-server enginelD (107 ~~—2)

+ snmp-server group (108 ~—73)
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« snmp-server host (112 ~<X—73)

s snmp-server user (117 ~<—737)

« snmp-server view (122 ~~—2)

+ source (ERSPAN) (124 ~X—7)

» switchport mode access (125 ~X—73")

« switchport voice vlan (126 ~—37)
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B cescription (Erspan)

description (ERSPAN)

Encapsulated Remote Switched Port Analyzer (ERSPAN) iX{57tt v v a v Z#HT 51213,
ERSPAN E =X Gtk vy a vy a7 4 X2 b—3 g £— K Tdescription =~ RZ&ff
HALET, FHZHEIRT 22T, Zoavr Rono ERNE2EHLET,

description description
no description

X DiRHA description —ot v a DS aT 4 IZOWTHBHLET,

AT R T4  aIERESHTOVEREA,

ATV RE—F ERSPAN E=#XfGxkt vy g a7 1 Fab— 3 F— I (config-mon-erspan-src)
vy RERE )1)—= EERNE

Cisco 10S XE Everest Zoawy RBREAINE LT,

16.5.1a

FEEEDHA K54 > description 51%E 240 SCFLINTHRE L £,

Bl wIZ. ERSPAN &{Ect vy a 23T 50257 LE1,

Device (config) # monitor session 2 type erspan-source
Device (config-mon-erspan-src) # description sourcel

BEa<w> R av U R Bz

monitor sessiontype | m— 7 /LM ERSPAN (S £ 72 13sidet v v a v ARE L £
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destination (ERSPAN) [J|f

destination (ERSPAN)

Encapsulated Remote Switched Port Analyzer (ERSPAN) X{Etk v a v DmiL R ET DI
&, ERSPAN E =X XEtt vy a s a7 4 Fab—3 a3 F— FTdesination =2~ F
PHEHALET, sidtty i a r2HlRT 212X, Z2oavwr Rono BRAFEHLET,

destination
no destination

X DERHA ZOawy FIESIEELITF -V —NEH Y A,

ATV RFI4AR FEILEY VI OEEITRESNTOVETA,

ATV R E—FR ERSPAN E=4 {5ty ay a7 4 Fab— 3 F— K (config-mon-erspan-src)
av Yy FERE )1)—2 EEARE

Cisco IOS XE Everest 16.5.1a Z oo~ Np#EAINE L7,

Cisco I0S XE Amsterdam 17.1.1 [Py ERSPAN O HF— F & LT, EExLtE v g vamikeay
T4 X2l —va B RiZipv6 F—U— FRBMEhEL
77

FERALEDHA KS4> ERSPAN 77 ¢ v 7%, GRE B 7/ LENTZSPAN T 7 ¢ » 7 T, ERSPAN 5iit v
Vasilko TR S NET,

destination =~ > KEZ AT HE, avr RE—RRE=FEEFEikyrary ary74¥a
L—3 3 EF— I (config-mon-erspan-src) 72HikfEIukE Yy asifiar7 4 Falb—g
> %&— R (config-mon-erspan-src-dst) (ZE10 D £, ZOE—RTHEATELa~vRD
—EEFRTHICIE, VAT AT T FCRME () ZEANLET,

erspan-id erspan-1D ERSPAN + 7 7 ¢ v 7 #4572, sidet v v a o Cfff
ME2 ID i E LEd, AZREORPMIE 1 ~ 1023 T
R

exit F=4 ERSPAN %t v v a ViHETL T BT 4 B— R %
MTLET,
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B cestination (ErsPAN)

Fy kD—sgBEavUR |

ip { addressipv4-address |
dscp dscp-value | ttl ttl-value }

IP 7T A2 BELET, ROFTva rERETEE
R
« addressipv4-address : ERSPAN %6t v a v D IPT K
VAZBRELET, 93CDERSPAN %{E0k v =
v (K8) DFEHIPT RLUANE—THLHILELH Y
FHA,

ERSPAN £fE7c v ¥ a D3 IP 7 KL AN (BEik
AA v F EDA U H—T 24 ATHEZID) . ERSPAN
ey v a VMR — MO ET AN T T4 v D
KETTT, XETttkyvarBlowttyra o
W —DT L AZFEELET,

e dscp dscp-value : ERSPAN 5 7 ¢ v 7 DNy B
DiffServ =— KA >k (DSCP) fliZ&sELE£T ., A%
X 0 ~ 63 T,

DSCP fi & HI &3 5 121,
JALET,

o ttl ttl-value : ERSPAN kT 7 v 7 D34 > b D fEHG Al
BERFR] (TTL) fEAREL £, A&MEIL2 ~255 T
KR

TTL {8 % HIBRT 5120,
L\i‘j_‘b

Zoa<wr RO no B A& ff

ZOa<r RO no B E2#H A
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3l

destination (ERSPAN) [J|f

ipv6 { addressipv6-address |
dscp dscp-value | flow-label
ttl ttl-value }

IPV6 7 a7 4 AR ELE T, ROAT T3 v ERETEE
B

« addressipv6-address : ERSPAN %64t v+ a2 > D IPv6 7
RLAZBZRELET, T XCTHOERSPANEE L v g
v (K8) DFHIPV6 T KL ANE—ThHMLEILH
D EH A,

ERSPAN %fE70t v a »D%asE IPv6 7 KL A (51
FZA v F EDA B —T 24 ATHRESND) |
ERSPAN 585t v o a U5 AR— MIEETH T
T4 v I DEFELTT, EExEya rBILU%Eg
Ly a O HICE—OT7 RLAZHRELET,

e dscp dscp-value : ERSPAN 5 7 o v 7 D87y FOD
DiffServ =— KR A > b (DSCP) fEZ&RELET, A%
fEI% 0 ~ 63 TY,

DSCP fEZHIFRT BI1ZiE, 2D a<> Ro no B &4l
JALET,

s flow-labdl : 7o —F L EFRELET, HRRMEIZ0~
1048575 T,

« ttl ttl-value : ERSPAN k5 7 ¢ v 7 O 37 v kN OLFERE Al
RERFME] (TTL) AR ELET, AEMEIL2 ~255 T

KR
TTL % IRt 511X, Zoa~<> RO noFER A H
L1,

mtubytes

ERSPAN O8I ) #5ChOHx KRGk => F (MTU) ¥4 X%
BELET, 774/ MEIK 9000 /X1 FTT,

origin { ip addressip-address
| ipv6 addressipv6-address}

ERSPAN F T 7 4 v 7 ODEELERELET, IPv4T RL- X
F71XIPv6 7 RL A B ASTX T,

vrfvrf-id

%6558 » & 3 > @ Virtual Routing and Forwarding (VRF) % &%
ELET, VREID ZANLET,

ERSPAN k7 7 ¢ v 71X, GRE 7 7/ b & 7= SPAN T 7 ¢ v 7 T, ERSPAN %ifct v
Va Nl ko TCFITRBEENE T,

%Iz, ERSPAN £tk v ¥ =3

VDR EEHE L, ERSPAN =455ty g o

V74X 2l —varyE®—REMBLT, SETe T 4 2RETHHERLET,
WOFITIE, 587 a7 ¢ ip ZfRELET,

Device (config) # monitor session 2 type erspan-source
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B cestination (ErsPAN)

Device (config-mon-erspan-src) # destination
Device (config-mon-erspan-src-dst) #ip address 10.1.1.1
Device (config-mon-erspan-src-dst) #

Wiz, 5%t v 3D ERSPANID #3RETAHZ - LET,

Device (config) # monitor session 2 type erspan-source
Device (config-mon-erspan-src) # destination
Device (config-mon-erspan-src-dst) # erspan-id 3

WIZ, ERSPAN 57 4 v 27 ® DSCPEZRET AHZRLET,

Device (config) # monitor session 2 type erspan-source
Device (config-mon-erspan-src) # destination
Device (config-mon-erspan-src-dst)# ip dscp 15

WIZ, ERSPAN 57 4 v 7 O TILEZHET HH 2R LET,

Device (config) # monitor session 2 type erspan-source
Device (config-mon-erspan-src) # destination
Device (config-mon-erspan-src-dst) # ip ttl 32

WOFITIE, 3807 037 ¢ ipv6 FE L £,

Device (config) # monitor session 3 type erspan-source
Device (config-mon-erspan-src)# destination

Device (config-mon-erspan-src-dst) #ipv6é address 2001:DB8::1
Device (config-mon-erspan-src-dst) #

&IZ. ERSPAN 57 ¢ v 7 IPv6 @ DSCP [BAZEET AW AR LET,

Device (config) # monitor session 3 type erspan-source
Device (config-mon-erspan-src)# destination
Device (config-mon-erspan-src-dst)# ipvé dscp 10

WKIZ, ERSPAN T 7 4 v 7 IPv6 D7 a—F~YLEZHET HH 2R LET,

Device (config) # monitor session 3 type erspan-source
Device (config-mon-erspan-src)# destination
Device (config-mon-erspan-src-dst) # ipv6é flow-label 6

WIZ, ERSPAN K57 (v 7 IPv6 O TTLEZ R ET AP Z L E T,

Device (config) # monitor session 3 type erspan-source
Device (config-mon-erspan-src)# destination
Device (config-mon-erspan-src-dst) # ipv6é ttl 32

KIZ. 1000 /SA RO MTU Z$5ET 502~ LET,

Device (config) # monitor session 2 type erspan-source
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destination (ERSPAN)

Device (config-mon-erspan-src) # destination
Device (config-mon-erspan-src-dst)# mtu 1000

WIZ. ERSPAN 2 it v a v DIP T RLARHBRET A 2R LET,

Switch (config)# monitor session 2 type erspan-source
Switch (config-mon-erspan-src) # destination
Switch (config-mon-erspan-src-dst) # origin ip address 192.0.2.1

WIZ, ERSPAN EETetE v a v D IPv6 7 RL A ZRET AHZRLET,

Switch (config) # monitor session 3 type erspan-source
Switch (config-mon-erspan-src) # destination
Switch (config-mon-erspan-src-dst) # origin ipvé address 2001:DB8:1::1

Wiz, 5ty 3D VRF ZRETHH 2L E1,

Switch (config)# monitor session 3 type erspan-source
Switch (config-mon-erspan-src) # destination
Switch (config-mon-erspan-src-dst) # vrf vrfexample

& @ show monitor session all Bz IE, BEILE Yy v a o DmHDOELRDIP T R

VABRRENTWET,

Device# show monitor session all

Session 1

Type : ERSPAN Source Session
Status : Admin Disabled
Description : sessionl
Destination IP Address : 10.1.1.1

Session 2

Type : ERSPAN Source Session
Status : Admin Disabled
Description : session2

Destination IP Address : 192.0.2.1

Session 3

Type : ERSPAN Source Session

Status : Admin Disabled

Description : session3

Destination IP Address : 198.51.100.1

Session 4

Type : ERSPAN Source Session

Status : Admin Disabled

Description : session4

Destination IP Address : 203.0.113.1

Session 5
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B cestination (ErsPAN)

Status : Admin Disabled
Description : sessionb
Destination IP Address : 209.165.200.225

BEEav R avw U R SR AR

monitorsessiontype| o — 7 /L ERSPAN E{E e £ 721356kt v v a v AR EL £,
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et-analytics

et-analytics .

71 —s3)b et-analytics 227 4 ¥ = b—3a v B— RERHTHITE, Ju—S L a7y
Xol—3 3 F— RTetanalytics =2~ REMFHLET,

et-analytics
FESCDERA et-analytics 71— /%)L et-analytics = >
T4 F¥al—raryE—F%
Bt L E£7,
AXURFIALE TAE—TN

aAvU R E—F

Jua—s)L a7 4 Fab— 3 (config)

avwy FERE

Jj1y—= ZERNAE

Cisco 10S XE Everest Zoawy RREAINE LT,
16.5.1a
1 :

WIZ, et-analytics 2> 7 4 X2 b —v gy T— N&ET 502 LET,

Device>enable
Device#configure terminal
Device (config) # et-analytics
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Fy kD—sgBEavUR |

et-analytics enable

FEDA 4 —7 = A A Cetanalytics iX EX HNZT HITIE, A v F—T A A a7 ¥
L — 3 ¥ E— KT et-analyticsenable =~ > K& il L £7, etanalytics %7 1 &—7/LZ
THHAE, Zoavr FonBEXEHEHLET,

et-analytics enable
no et-analytics enable

B DEREA

AR R FI4ILE

ATV R E—F

et-analytics enable ¥BEDA 2 —T7 A ALT
et-analytics £ *—7 /LI L%
R

TAE=TN

AH—TxA AT fFalb— 3 (config-if)

2v Y KRR

J1)y—= EEAR

Cisco I0S XE Everest Toavwry RRNEAINE L,
16.5.1a
1 -

WIZ, A & —7 = A A GigabitEthernet1/0/2 C et-analytics = AN T HHl 2R LET,

Device>enable

Device#configure terminal

Device (config) # interface gil/0/2
Device (config-if)# et-analytics enable
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erspan-id

erspan-id .

Encapsulated Remote Switched Port Analyzer (ERSPAN) k7 7 ¢ v 7 k53 5701256801 v
varyMERTSID 2R ET HICI1E, ERSPAN E=4 —%ifit vy ary ary7 4 ¥al—
Yar E— RTeaspan-id 2~ FEEHLET, REZHIFRT 521X, Z0oa~v2 KD no
A ZEH L ES,

erspan-id erspan-ID
no erspan-id erspan-ID

BX DA

aAavv R TFI4ILk

AR E—F

erspan-id gt v o = U AME 4% ERSPANID, AZhMEIX 1 ~ 1023 T3,

SE5et v 3 0O ERSPANID IR ESN TWEHF AL

ERSPAN E=# —%@ct v a v a7 ¥ b—3 3 F—F (config-mon-erspan-src-dst)

avy FERE

3l

J1y—= EERNAE
Cisco 10S XE Everest Zoawy RREAINE LT,
16.5.1a

Iz, %85t v 3 D ERSPANID # R ET AH 2~ LE T,

Device (config) # monitor session 2 type erspan-source
Device (config-mon-erspan-src)# destination
Device (config-mon-erspan-src-dst) # erspan-id 3

EEav> R

avw> R Description

destination ERSPAN%GE v a v EHREL, 567 087 4 ZHEELE T,

monitor session type | = —J% /L ERSPAN %/E 0 £ 72135656 v v a VAR ELET,
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Fyko—sg@Ea<T R |

event manager applet

Embedded Event Manager (EEM) 27 7L v 2B L TT Ly hary 7 4ol —a v
E— RERBTHICIE, Ze— a7 o ¥ a2 b—3 3 E— KT event manager applet =
~U REHMLES, 77V y FEBRRMERT 5123, Zoavr FonoB e LT,

event manager applet applet-name [authorization bypass] [class class-options] [trap]
no event manager applet applet-name [authorization bypass] [class class-options] [trap]

B DEREA

ARV R TIAIE

ATV R E—F

avy RNERE

applet-name | 7L v k 7 7 A L D4R,

authorization | ({£&) 77V v hD AAAFFRI XA THEELE T,

bypass (fEE) EEM O AAAFFA[ X A T ONRA N2 E/ELE T,

class (L&) EEMARY o — 7 5 2 %EELET,

classoptions | ({£&E) EEM KUY — 7 T A, ROWTNNEIFEETE£T !

o Classletter : R Y L —27 T AEHHT D A~ZDOLF, EED dassetter
1O ETEET,

sdefault : 77 A b7 T RCEGEINTEAR) U—EEELET,

trap (EE) RV v—RN I =N xIfigxy hUV—78H 70 han
(SNMP) +7 v 7 &AL ET,

EEM 7 7L v MIBEGFINEE A,

Jua—)L a7 4 ¥ ab—3 3 (config)

avy RERE

FEREDHA FS1 Y

J1)—=x EERNE
CiscoIOS XE Everest16.5.1a = o< RBNEAINE LT,

EEMT7 7Ly ME, A_XV M AT V== FREYEL A R MRARICEITT AT 7 a v s
EFRT DR ITETT,

Ty har 742l —2g TlEE, eventa 7 4 Falb—y gy avy ReE 1270
HTXET, 77y b ar74FX¥al—ary B 7EF—RBKT L., event 2~ RAME
FELZRWGAIE, 77 by MIA XY ERBEMT SN TN & 2R 8E RN EZRENE
Ty AN MBI ESNTWRWEES, 20T 7Ly MIBESZ L SN W=D, 7
Ty MIERENERA, ZOT Ty MIT 7 a U REID L THERRWEA, A2 b
LRV T—=SNETH, T7aiF3FETEINEEAL, 1207 Ty hary7 s Falb—
va ryNTHEED action 7 7Ly b a7 4 Falb—vay avy RBEHTE 9, Bk
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event manager applet .

HEHDOT 7Ly hEFRT HIZIEL, show event manager policy registered =~ > &2 H L £
D

Ty har7sgXalb—rvaryE—REKTLRWEBFOT 7Ly PREEHZ B
22, EEM T 7' Ly REERTLHHNC, Z0a~y RO no R EHH L CTRERE kR L
Ft, 7Ly b ar7 4 ¥al—varE—RTCT7 ALy FEBETTH-TH, BEFED
Ty hEFETTEET, Ty b ar7 4 Xal—var ®—R2RT7TT5L, Hn
Ty RRBEREEISN, BTl A= g URBEREINET,

\}

GE) ORI ETIIITHhRVWTL7ZE&V, EEM X, Tl J%%ézhfb\%ﬂ”) U= DERIH IR I
EAEYR—FLEFA, EEM AU —F, BF CTEHEGEKT DRI, FICEGEAERT 2 MBI
% D iﬁ‘o

actionaI > 7 4 Fal—gravwy NI, labd BIEAFERT L2 L T—EICHTE £1,
1wd%ﬁ’iﬁiwiiﬂfﬁﬁmféiﬁ T vavid, ladgl#E Y — h¥—L LT,
TETOX—DFNEIZY — S, ZOIEFTEITSNET,

EEMIE., AU T —BHEKICEENTNDA X FOFRENFIZESNT, R v—%2RAFrVa—
Vo TBIOETLET, 77by b ar74FXalb—vary B— KR TTHEX, EEM
X, A&z event 2~ K& action 2~ REZBAEL, FEEINTZA XV FDOFRARFIZE
TENBEHTT Ty hEBELET,

EEM 7R U —1%, BEIh7- & &1 classclassletter 238 € S TWABBAIL T T R ITE D Y
THONET, 7T AR LU THREINT EEM &R U v —Id, mmm77x UDéTBMiﬁ

defaultz 7 7 2 &L LTERFFT 2 A Ly RiZ, ALy RBMEEICFIARETHDL L&, T 741
7 Z A —EREZRUELET, FFEDOZ T ALFIZEHV Y TOHNIZAL Y Rk, ALy R
PMEERICHRRECTH D L&, 7V TALTEN—HTHEEORY o—%2Hh—EALET,

EEM 3TA Ly R, EESNTZ T ADKRY U —FATICHHAARETRWEE T, 7 7 AD
AV a—F V= PHEESNTWDIEEIL, AU =TS 7 T ADA Ly RBFEITAIHEIZ
HETRELET, RCANAXRY IS MY A—SNRRY —id, F—DFfTAL >
RIZA T Y a— ST g7z v £8 A, AU v —IX, queue priority & ¥ = —A > ZJAF &
LTHEHL, &7 7ADHADF 2 —lFa—A 7 INET,

RY =N R H—3INnd e, AAARRESINTVDLEAIT, FFAlD72DIZ AAA T — N THE
% L %7, authorization bypass — U—k@ﬁ&Abﬁ%ﬁﬁbﬁfMA#~NA@§ﬁ%
AX T L, R —%EHIZFEITTDHIENTEET, EEMIE, AAANXNA XA KRY v—
L VAPMMBEFELET, 2OV ARMI, RV—nNMN)T—EnEXIImBEIsnEd, —
BN RO 7285, AAA FIIANA N2 SN E T,

EEM R Y =l Lo CTHREINT=a~ 2y ROFZHBET 57212, EEM X AAA 235
AT E ARV AN EFERHLET, ZN604FITEHFAY X ME, <~y T 2720
FIolTRETEET,

WIZ, AAA OB EFZRLET,
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. event manager applet

ZOFEIX., 192.168.10.1 DR — 10000 & TACACS+ H— " ZHE L TV ET, TACACS+
PN A X—T N TRWEES, a7 4 FXalb—raryavwy Rig, 2y Y — L THAIN
¥4, 727 L. EEMRY > —L 77> kN CLI OFEBEITRILET,

enable password lab
aaa new-model
tacacs-server host 128.107.164.152 port 10000
tacacs-server key cisco
aaa authentication login consoleline none
aaa authorization exec consoleline none
aaa authorization commands 1 consoleline none
aaa authorization commands 15 consoleline none

line con O

exec-timeout 0 0O

login authentication consoleline
aaa authentication login default group tacacs+ enable
aaa authorization exec default group tacacs+
aaa authorization commands 1 default group tacacs+
aaa authorization commands 15 default group tacacs+

authorization ¥—7 — K, dass¥—7— K, trap ¥— 7 — RIFMEEOMABEDOE CHEATE
\iﬁqo

B A2, IPSLApingl & W) 4RO EEM 77 L v R VB S, F5E SL7- SNMP 47
Y7 MIDOfEE R TS (IEH 72 IP SLAICMP — a2 —@i{E2£d) HEICE
TENAHIERLET (Zhupingz~y RICHS LET) , = —/ERK LT
GEIL4 0T 7 a N R T—E, ARV N E=F Y 712 BIHOKME E
TTF4—T7nicanxd, 43—~ ICMP = a—8fENKKLTI-Z L Z2RT Ay
T — U0 syslog 12155 S4L. SNMP k7 » 7B S, EEMIZT 7Y 77— 3 L [H
HDANRY "&T7 Y w2 L, IPSLAIF E WO W7 A ME 1 TS SET,

Router (config) # event manager applet IPSLApingl

Router (config-applet) # event snmp oid 1.3.6.1.4.1.9.9.42.1.2.9.1.6.4 get-type exact
entry-op eq entry-val 1 exit-op eq exit-val 2 poll-interval 5

Router (config-applet) # action 1.0 syslog priority critical msg "Server IP echo failed:
OID=$_snmp_oid val"

Router (config-applet)# action 1.1 snmp-trap strdata "EEM detected server reachability
failure to 10.1.88.9"

Router (config-applet) # action 1.2 publish-event sub-system 88000101 type 1 argl 10.1.88.9
arg2 IPSLAEcho arg3 fail

Router (config-applet)# action 1.3 counter name _IPSLAlF value 1 op inc

ﬁl\%%mm JITANTT Ly NERGEL, A~— ARV NT 4TI HN
WO ZTECAR 2 NI =TTy b ar7 4 Xalb—varyt—Fa2H
WM ohlERLET, A XN MY T—SDH L, actionsydog 2~ RIZk b,
syslog IZ A vt — Thelloworld] NEZAENET,

Router (config) # event manager applet one class A

Router (config-applet) # event timer watchdog time 10

Router (config-applet) # action syslog syslog msg "hello world"
Router (config-applet) # exit

WIZ, ZAjone, 7 7 AATT 7Ly NEaBETDHEXIT, AAAFTFRZ A RRT 5
Bz~ L ET,

. Yy hID—YEBOTUF
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event manager applet .

Router (config) # event manager applet one class A authorization bypass
Router (config-applet) #

BEa<w> R avw Uk SR BA

show event manager policy registered | & LTV % EEM AR U o —% %5 L7,

rvro—vgBEa<>F ]



B riter (ErsPan)

Fy kD—sgBEavUR |

filter (ERSPAN)

Encapsulated Remote Switched Port Analyzer (ERSPAN) i5{57T28 b7 27 R— h DA,
ERSPAN i£{55C VLAN 7 4 V5 U U 7 %% ET H121E, ERSPAN E=4 {5k vy v a v =
Y7 4FXalb—rvaryE—RNCfiltee a~> FE2EHLET, REZHIRTHICIE, Z0a~
Y Rono BXEHFERALET,

filter {ip access-group {standard-access-list extended-access-list acl-name} | ipv6 access-group
acl-name | mac access-group acl-name | sgt sgt-id [{,}] [{-}1| vlanvan-id[{,}] [{-}]1}
nofilter {ip [{access-group | [{ standard-access-list extended-access-list acl-name}]}] | ipv6
[{access-group}] | mac[{access-group}] | sgtsgt-id[{,}] [{-}]] vianVian-id[{,}] [{-}]}

B DEREA

AR TFI4ILE

aAvU R E—F

ip IP 7 7 &AL — LA EELET,

access-group T AGE S —FEEEELE T,

standard-access-list JEAEP 7 7= XU & |,

extended-access-list JBEIP 7 72U Rk,

acl-name TIEAY A N,

ipv6 IPv6 7 7 & AL — L A HEE L E T,

mac Media Access Control (MAC) /L—/L&#EE L £,

sgt sgt-ID X2 VT 4 I N—TF %27 (SGT) %IEELET., ARMEIL 1 ~ 65535
<7,

vlan vian-1D ERSPAN {570 VLAN Z48E L £ 3, AZ72MEIE 1 ~ 4094 T,

, (T BlD VLAN 2T LET,

- ({EE) VLAN O#iZHEELE7,

FEETTVLAN 74V Z ) U IR ESNTOVER A,

ERSPAN E=#F Xty ay a7 4 F¥ab—T a3 E— R (config-mon-erspan-src)

avy FERE

FREDHA FS14 Y

J1y—= EERNE
CiscoIOS XE Everest 16.5.1a Z o<y RRNEAINLE LT,

Cisco IOS XE Gibraltar 16.11.1 gyt ¥ — U — RAAEA S E L7z,

BEEITLVLAN &L 7 4 LV Z VLAN 2RI Lty v g L ZEGn b2 LIxTEER A,
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filter (ERSPAN) .

Fo XA EINTE N TG4 E—T oA A L TCiltar 2~ REZRE LS. BESN - VLAN
Yy b EDONT T4 ETIRE=EINET,

Bl WIC. EIETEVLAN 7 4 L2 U v 7 et Bl a7 L £,

Device (config) # monitor session 2 type erspan-source
Device (config-mon-erspan-src)# filter vlan 3

BEa<w> R avw Uk 52 B

ol

monitor session type | = — 7 /L ERSPANEE e £ 721350t v v a V2 REL £77,

rvro—vgBEa<>F ]
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. header-type

header-type

H 7 NALD ERSPAN ~v X —H A T H5%ET 5121%, ERSPAN =4 %E kv ar o
V74 F¥al— gy E— FTheader-type 2~ REMMALET, RELXHIRT 10T, =
Da<wr Rono BRXEHEHLET,

header-type header-type
no header-type header-type

X DERHA header-type ERSPAN ~v &' —4 A 7 Hhip~v Z—4 A4 F132HB L3 TT,

AT R FI4)k  ERSPANAN o Z—H A FT2ITHRESNTNET,

ATV R E—F ERSPAN E=#XfGxkt vy g a7 1 Fab— 3 F— I (config-mon-erspan-src)
av Y RER )1y—2 EEANR

CiscoIOS XE Gibraltar 16.11.1 = p=a<> FRNEAIILE LT,

i WIZ, ERSPAN ~v X —X% A4 7% 3 ICEET 5B E2RLET,

Device (config) # monitor session 2 type erspan-source
Device (config-mon-erspan-src) # header-type 3

BEEavT R avw R SRER

monitor sessiontype | i —7# /LD ERSPAN E{E Tt £ 721350kt v v a v 2RELE T,

. Yy hID—YEBOTUF
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inactive time .

inactive time

et-analytics 37 7 7 4 7 H A ~—fHEZFXET HITIL, et-analytics 227 f Fa b — 3 E—
R T inactivetimeseconds =~ > Rl L£§, 44 ~v—REZENTDHITET, Z0aw
Y RO noEXEFEHLET,

inactivetime seconds
no inactivetime seconds

X MEREA inactivetime T IF 4T B —lE e
E’Li—a—o
seconds FPHALO & A ~—Dfl, #iH
X1~ 604800 T, &7+ /L k
1% 60 # T,

ARVRTFIALE TAETT

AT R E—F et-analytics 7 i€ (config-et-analytics)
av Yy FERE )1)—2x EERNE
Cisco 10S XE Everest TOawy RREAINE LT,
16.5.1a
£

W, T 7T 47 ZA~—% 10 ITRET DB R LET,

Device>enable

Device#configure terminal

Device (config) # et-analytics

Device (config-et-analytics)# inactive time 10

rvro—vgBEa<>F ]
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. ip flow-export destination

ip flow-export destination

ya—sLa by X0 IP T RUAZKET HITIL, et-analytics 227 f Fa b— 3 v
£ — KT ip flow-export destination ip_addressport =~ > R&EH L EJ, 2 L7 X D35 IP
7 RLUAZRHIRT DI, Zoa~vr RonoBEREHEHLET,

ip flow-export destination ip_address port
no ip flow-export destination ip_address port

X DEREA ip flow-export destination Ja—LalL s X0 1P
T RUVALR—bMEHRELE
j—o
ip_address SLSEDIP T R LA,
port SR — b,

ARYRFIANL TAETTV

aAav>v RE—F et-analytics & & (config-et-analytics)
avy FNEE J1)—2 EEAR
Cisco IOS XE Everest ZOawr RREAINE L,
16.5.1a
i
WIZ, 7a—xJ AR—=FD5EHIPT L A% 10.1.1.112, R— F% 205527 ET D
BlaRLET,
Device>enable

Device#configure terminal
Device (config) # et-analytics
Device (config-et)# ip flow-export destination 10.1.1.1 2055
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ip dscp (ERSPAN) .

ipdscp (ERSPAN)

Encapsulated Remote Switched Port Analyzer (ERSPAN) K7 7 ¢ v 7 @ DiffServ = — R7RA >

L (DSCP) %X ET 521X, ERSPAN T=4 —%iftt v ar ary 7 4¥al— a3
F— RTipdscp =2~ REZMEMA L ET, DSCPIELZHIFRT HICIX, ZDa~<wr Fono X%
HHRLET,

ip dscp dscp-value
no ip dscp dscp-value

BX DA

aAavU R TFI4ILE

AU kRE—F

dscp-value DSCP i, HZh72fEIZ0~ 63 TY,

ZDawr NICTF 740 COBEEIHMEITZH Y EE AL

ERSPAN E=# —%gct v a v a7 ¥ =2 b—3 3 F—F (config-mon-erspan-src-dst)

avwy FERE

3l

)1)—= EEAR
Cisco IOS XE Gibraltar 16.11.1 =<y FREAINLE LT,

IZ, ERSPAN 57 ¢ v 7 ® DSCPIEZRET AHZRLET,

Device (config) # monitor session 2 type erspan-source
Device (config-mon-erspan-src)# destination
Device (config-mon-erspan-src-dst)# ip dscp 15

EEav> R

avUk Bl

destination ERSPANSE et v v a v AHREL, sk 7 a T 4 ZEELET,

monitor session type | = — 7 /L. ERSPAN IXE t £ 721351kt v a vV E2REL £,

rvro—vgBEa<>F ]
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B v ersean)

ip ttl (ERSPAN)

Encapsulated Remote Switched Port Analyzer (ERSPAN) 7 7 ¢ w7 O/37r » kO TFft ol HERE
M (TTL) ZFET 5I21L, ERSPAN E=4 —%it v ar ar7 4 Fal—a v £—
RCipttl a~> FE2EHLET, TILEZHIRT 512X, Zoa~vr Fono BRAEEHL
£

ip ttl ttl-value
no ip ttl ttl-value

EX Dt ttl-value TTL OfE, AZMEIL2 ~ 255 T,

AT R Fo4 )0+ TILfEIZ255 L LTRESNET,

AT R E—F ERSPAN E =X —%ict v g a7 X2l —3 3 %F—F (config-mon-erspan-src-dst)
avy FERE )1)—= EEAR

Cisco 10S XE Everest Zoa<wy RREAINE LT,

16.5.1a
& WIZ, ERSPAN R 77 1 v 7 O TTLEARET 2H0% R~ L ET,

Device (config) # monitor session 2 type erspan-source
Device (config-mon-erspan-src)# destination
Device (config-mon-erspan-src-dst) # ip ttl 32

BEEa<T YR avw vk Description

destination ERSPAN%ESEE v a UV AREL., 57 a5 1 ZHBELET,

monitor session type | = —J% /L ERSPAN /G0 £ 7-13%6%c v v a VAR ELET,
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ip weep .

Ip wecep
Web ¥ ¥ v ah—EREAX—T ML, TV r—va vz VU TERSINZL AT
Ry E RIS T DY —E ARG ERET HITIE. T A Tipweep 7 = —/30 A
T4 Falb—raravrs PeffiLEd, Y—E227 1t —T7 0T 51T Zoav s
RO no A& L ET,
ipwcep {web-cache | servicenumber} [group-address groupaddress]  [group-list accesslist]
[redirect-list access-list] [password encryption-number password]
no ipwccp {web-cache | servicenumber} [group-address groupaddress]  [group-list
access-list]  [redirect-list access-list] [password encryption-number password]

WX D5 web-cache Web 3+ v &2 F—EREIRE L ET (WOCP/A— = v

AR TIFILbE

aAvU R E—F

1ERX—=T302)

service-number FAF Iy F—ERID, ZOV—ERDERIL, Fr v
VallkoTUrREhET, FA4 T Iy 7 —EREFIT0
~ 254 DFHTHE CTE 7, —ERDEREK
(web-cache ¥ — U — R THEET SH Web ¥ ¥ v ¥ a2t —1
AzELe) 13256 T,

group-addr ess groupaddress (EE) V—ERAITIN—TIZBNT 572D T 1 2B X
T 7V r—va vz Py MERT AL T A RS
N—TF T RLA%EELET,

group-list access-list (fEE) v~ VFXx AN —FT7 FLAMEA S AW
Be. Y—EATA—TITMALTWABT 7 r—ya >
TV NCKIET AERIPT FLADY X v EEELE

R
redirect-list access-list UEE) RAIDLBEEDORA NEFIIETEDO Ny O
VXAV N —ERXERELET,
password encryption-number UEE) BB FE2HEELET, HETE 28I 0 ~
password 7TF, BELLAAVEAIE0, MEOBAIFTEENLE

T, 0. T UFLUNTARAAT— R4 ZEELET, 7
A AZ, /XA T — K& MD5 §8GEHEZMAEHhE T, T3
ARET I r— gy ERICEX2 ) T 4
EHERLET, T 74 FTEH, NAT—RIZRESINT
BHT, BAELFETINTWERA,

WCCP ' —EANRT N, AT, X—TNMZENTWERA,

Ja—R) a7 4 F¥al—T g

rvro—vgBEa<>F ]



. ip weep

vy ko—bgBavUF |

avy FNERE

J1)y—= EERNE
Cisco I0S XE Everest 16.5.1a Zoawry RREAINE LA,

EREDAARZA4

VAA LI AT VAR T AT =T 4 T AA o F U T INAF—T DL E WCCP D)
Xy TRy V=2 7 RUAZEH (NAT) Z3A %A LET, ZoREICxHLT 5
Wi, BEFMTWCCP ZHF v v v 7 EREL, ATy m oV A8 —T xR
T Cisco Express Forwarding A1 v F > 7 Z4)Z L, ip weep web-cacheredirect out =< > N
ZERELET, Sy v all@lT b0 —% A% —7 = A A Tipweep redirect excludein =<
YREREL, WA v F—T A ADOEEHAIZ WCCP #RELET, ZOREIL. £D
AE=T A ABEFE LAy OV FA VT g U &ERELET,

P—E R ITN—TERETLHLEZILVFA LI N VA MEEODLTEHLTEET, fAESHN
7eUVHA L7 b UARME NAT GXEJT) IP7 RLAZETe Ty hE2fESEL T, V¥ AL
7 va ik LET,

Zoawry RiE, BESNEY—EAFFELITIWeb Fv v ahr—EALDOYR— & A
F—=TNELET 4 =T MIT D LI TS AR LET, V—EAF ST 0~ 254 D
PHCHEECE T, V—ERFESERIILFNA R—T MDD e, V—Z TP —E R T —
TORESLIZEINTE 7,

noipweep 2~ RIMANIND &, THAL AP —ER T N—T~OBMEHKET L, 5l &
EH—EARBESNTNDA L Z—T oA ZANRTIUTTEROE ) 4 TEAMER L, thoH—
EARBRIE SN TORITIUXWCCP # A7 Z## T LET,

web-cache |27 < ¥ — U — R & service-number 5|83 47 a > C, (EEDIEBFCTHRETE E
T2, 1 ELMEETEETA,

151

WIZ, WebF¥yrva, 7TV r—ary o0 Fmidh—NIcEisn- A
=Tz A, BEOXTITAT 2 MIERTHA =T =2 AEBRETHHZRL
F7,

Device (config)# ip wccp web-cache
Device (config) # interface gigabitethernetl/0/1
Device (config-if) # no switchport
Device (config-if)# ip address 172.20.10.30 255.255.255.0
Device (config-if)# no shutdown
Device (config-if) # exit

Device (config) # interface gigabitethernetl/0/2

Device (config-if) # no switchport

Device (config-if) #

*Dec 6 13:11:29.507: $LINK-3-UPDOWN: Interface GigabitEthernetl/0/3, changed state to
down

Device (config-if)# ip address 175.20.20.10 255.255.255.0
Device (config-if)# no shutdown
Device (config-if) # ip wccp web-cache redirect in

( )# ip wccp web-cache group-listen

( ) #

exit

Device (config-if
Device (config-if
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map platform-type .

map platform-type

WRIA=E=2y TRET A NG EEE T Ty N T — LG A TITHRET DT, NTA—F
~ w7 4V F— KT map platform-type =~ > RZHHL 9, ZOREEEHIFRT S
X, Zoavr FonBEXEHEHLET,

map-number map platform-type {{eq | not-eq | regex} platform-type}
no map-number map platform-type {{eq | not-eq | regex} platform-type}

BX DA

AU R TFI4ILE

AR E—F

map-number <5 A — 5~ o FE R,

eq TANEEAL TN T T N T —BEATLERLTHAI LR EELE
b@‘o

not-eq TUANBEEALTEZNT T N7 —LHATLHERUTRNWIEEZRELE
j—o

regex TANEEA THENERERTHDL L E2RELET,

platformrtype T X —F < o TRMET 4 VA IEED T T v N T F— LB AT,

77 4V FOBIEREIZH Y EE A,

INTG A —=H <77 4)LH (config-parameter-map-filter)

avy FERE

3l

Jy—2 FENE
Cisco 10S XE Gibraltar 16.12.1 Zoawy RBEAINEL
776

WIZ, WIA—H<y TRMETANEENEE T T N T —LH A TICRET D6 %
RLUFET,

Device> enable

Device# configure terminal

Device (config) # parameter-map type subscriber attribute-to-service Aironet-Policy-para
Device (config-parameter-map-filter)# 10 map platform-type eq C9xxx

BEaT YR

avU kR Bl

parameter-map type subscriber T AT TANNGA—=H <y TEHREL, /NT A—

attribute-to-service o P T4 NE AT 4R 2 L— g v F— REE
BLUET,

rvro—vgBEa<>F ]
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. match platform-type

match platform-type

7Ty N7 k=L EATIZESWTHIE Y 7 AZ5HMIT 212X, 2 hr— L 7 I 2A<y
7 4 VX F&— KT match platform-type =~ > F&HHA L £, ZOFKEEZHIBRT LI, 2
Da<r ROonBEREHEHALET,

match platform-type platform-name
no match platform-type platform-name

BXDERH platformname 75 k74— AD4
E-ILJ.O

ATV R TFI4NN T ANV NOBEBERMEITH Y A,

AT R E—F ayvbha—) I T A<y 7 4% (config-filter-control-classmap)
avy FERE )1)—=x EEAR
Cisco 10S XE Gibraltar 16.12.1 Zoawy RPREAINEL
77
Bl WIZ, VIAR YT T ANETT Ty v T3 —bX A TERETDHEHIZERTT HH
R LET,

Device> enable

Device# configure terminal

Device (config) # class-map type control subscriber match-all DOT1X_NO_AGENT
Device (config-filter-control-classmap) # match platform-type C9xxx

BEa<w> R avw U R SRBA

class-map type control subscriber | #4127 5 2 &2 {ERR L. &7 S A~y 7 4 V¥ T— K%
BAtE L £ 97,
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monitor capture (interface/control plane) .

monitor capture (interface/control plane)

B4 hBLUON Ty b7 u—MEREL TCE=A Xy 7T vy RS hERETDH, £
71X X 7 F ¥ ARA U MR A M &BEINT 5I12i%, F7HE EXEC & — K C monitor capture
avy REFRHLET, BELEERAA L PRIy b7 —HHTE=X ¥ /T ¥
BT D, EEF v T TF vy RA 2 N EOEBOERAA » hOWT g BT DI
X, Zoa<wr FonoBERNEFEHL T,

monitor capture {capture-name} {interface interface-type interface-id | control-plane} {in |
out | both}

no monitor capture {capture-name} {interface interface-type interface-id | control-plane} {in
| out | both}

B DEREA

AR R TFIAILE

capture-name ERTDF ¥ 7T v DAL
inter face interface-type interface-type 35 & Ninterface-id & DA > % —7 = A R &4 RA
interface-id YRELTHELET, sIBOEWKITKRDLEBY TT,

+ GigabitEthernet interface-id : ¥4 &~ k 4 —¥% % v bk IEEE
8023z A X —T7 A A,

e vlan vian-id : VLAN, vlan-idO#apHiL 1 ~ 4095 T4,

control-plane aybo— FL—r R, o e LTRELET,
in | out | both FYTTFXYTDIT 74 v 7 OHMERELET,

Wireshark & v 7 F ¥ IR E SN TV ER A,

aYY K E—F FrHE EXEC
av Y REE )1y—2 RENE
Cisco IOS XE Everest 16.5.1a Zoavwy RNREAINE L,

EREDAARZA

AR A IR ZDa<wy REFERL TR Y 7 F vy RA v MCEEMNT N L, FIaZE®E
THME—DFEIL, Zoa~xr FonoBERNE2HH L TR A > FEHIBRL, B LW AR
B AR A > N T A LT, kA v oM EEXTEEEA,

Bt AR A 2 R v T TF v RA 2 FIBHIBRS L 1 DDA A OB DBEEMNT 5T

WBEA. T T Ty BA L MERICEIER S U E T

ZDawy REJOBERRA L N THEITTDHZ LT, BEOERARA V ey 7F ¥ A
v hEBEMT A EMTEET, RICHIERLET,

rvro—vgBEa<>F ]



Fy kD—sgBEavUR |
. monitor capture (interface/control plane)

A H =T 2 ADOHITFHHNTF ¥ T F ¥ N7y ME, AA v FOEESH I > TT
bh7-ZEHF (TTL. VLAN ¥ 7' CoS. F=v 7% A, BLOMACT KL A, DSCP. L5
v, UP 72 L) BEBEN2NZ ELHD FT,

FREDIAFIZF ¥ 7 F v B > M ERT 2HAICITEA SN EEA, EEDIEF T ¥ 7
Fx RA L FRTRA—=HEEFHETEE T, Wireshark CLI Tlix, H—TD /T X —ZHIZHIFR
IV ERFAL, ZNEFY 7T ¥ FA Y NEERETAHALDICKLE /R a~vy FOREFHIIRL E

R
VRE, BBEAR— b, 77 A4 _X—F VLANZW TR b EHR A > b e LTHEHT L Z 813 TE £
NS

Wireshark (%85G SPAN iR— R T v b Xy I ¥ T EH A,

VLAN 73 Wireshark D8R A > b & LTHEHA SN TWAEE, X7y ME, ANTFRTO A
Xy IFrYENEJ,

451
WA VB —T 2 A AR A L FE LTHEAL TRy 7 F ¥ R"A bEEETD
IR EFEITLET,

Device# monitor capture mycap interface GigabitEthernetl/0/1 in
Device# monitor capture mycap match ipv4 any any

\}

GE) 2o0HOa< R, v 7Fvy RA L MDaT 74 V2 EEZELET, 2L,
¥y TF v BA Y PIRET B E T

BEOERARA » MR oX ¥ 7 F ¥ RA U P EERTDHITFKREETLET,

Device# monitor capture mycap interface GigabitEthernetl/0/1 in
Device# monitor capture mycap match ipv4 any any
Device# monitor capture mycap control-plane in
Device# show monitor capture mycap parameter
monitor capture mycap interface GigabitEthernetl/0/1 in
monitor capture mycap control-plane in

EHOBEGRA P TEBINTZF v 7 F v AV ISR A » FRHIBRT 51
IR EFATLET,

Device# show monitor capture mycap parameter
monitor capture mycap interface GigabitEthernetl/0/1 in
monitor capture mycap control-plane in

Device# no monitor capture mycap control-plane

Device# show monitor capture mycap parameter
monitor capture mycap interface GigabitEthernetl/0/1 in
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monitor capture buffer .

monitor capture buffer

T Xy 7F ¥ (WireShark) DNy 7 7 ZRET HI21%. FibE EXEC & — K T monitor
capturebuffer a2~ REMHALET, TE=F X 7Ty N 77 2 WHT 5, F2id Ay
T RN T NS T 7 4L hOBIEA Y 7 7 IR, Zoa<v s RO no ERE
HLET,

monitor capture {capture-name} buffer {circular [size buffer-size ] | size buffer-size}
no monitor capture {capture-name} buffer [circular ]

XX DEREA capture-name Ry 7 7 RREINDF ¥ 7T ¥ DL HI,
circular Ry 77 WMERIA T THLHZEEIRELET, BREZA 7Oy 7 713,

Ny 77 BNEE SNBSSy 7Ty ENT— 22 LEXTDHZ L
TT—ZDX v 7F ¥ ikl LEd,

sizebuffer-size  ((£3&) Ny 77OV A XEFELET, &HEIT 1~ 100 MB T,

ARV RTFI4LE MRy T 7 BABRESHLET,

aYURE—F i EXEC
avy FER Jiy—=x EERNE
Cisco 10S XE Everest 16.5.1a Toawy RMEAINE LT,

FEREDHA K54 I WireShatk D v 7'F ¥ ZRET D & INBUEDOTER N 7 7 BDRE SN ET,
1

IMB O A ZOYEERN Y 7 7 R ET D5 EITREFATLET,

Device# monitor capture mycap buffer circular size 1

rvro—vgBEa<>F ]
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. monitor capture clear

monitor capture clear

E=H Xy 7T v (WireShark) Ny 7 7 %27 U7 352X, FrHE EXEC &— K C monitor
captureclear =~ > R&EHEHA L £,

monitor capture {capture-name} clear

XDt capture-name N 7 7RI U T ENDHF ¥ T F ¥ DL R,

ATV RTFI4NE DN TrOarFTrevFr VT IRERY A,

ATV R E—F FiHE EXEC
avy RER Jy—= EEAR
Cisco I0S XE Everest 16.5.1a Zoawy RREAINE L,

FEREDHA RSy FTY7F v, £33 1 DL EORMEMDNTZ S 477> monitor capturestop =2~ > K& A
H U222 ¥ 7 F v MEIE S22, monitor captureclear =~ > RZEH L ET, Fv
7F ¥ MEIE L7212 monitor captureclear =~ > FE AN LA, Ny 771 0F% vy 7 F ¥
ENT Ty ERBRNTZD, T 7 AN~DF Y T F ¥ Iy hO a7 2 ORIFICHE
F 417 monitor captureexport =~ > NIZITHETIH Y XA,

Ny ey 7 7 NIRET DB Oy T F ¥ b o84, AT a RAEZBT A0,
LW X 7Ty BT 2RIy 7727 VT LTL7EE,

il

mycap X ¥ 7 F ¥ T ROy Ty arT oY E 7 VT HITITREFETLE
D

Device# monitor capture mycap clear
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monitor capture export .

monitor capture export

77 AMIE=SEF ¥ T F v (WireShark) &7 AR— T 5I121%, Kb EXEC E— R T
monitor captureexport =2~ R&fH L £,

monitor capture {capture-name} export file-location : file-name

BX DA capture-name T AR— " HF ¥ 7T v DL,

file-location: filename ((1&) ¥ 7F v A ML —2 77 A VOB LT 7 A V4 %
fRE LE 7, filelocation (Zff FH rIEEZfEIZ IR D & BV TT,

eflash: A AR—K 7T via A hL—

« :USB K747

ATVRFEI4IR XX TTFXENLEART Y MIMRESNEE A,

ATy R E—FR s #E EXEC

2% FRE Jy—2 EENE

Zoavwry RREASnE LK,

FRLOHA KSq4y AMPL—VD5ENFY T F v /Ny 77 ThHhDHEHEIZOI monitor captureexport 2~ > N &
FEHLEST, 7743V E—MTHba =DV HLRETEET, S 7 F v Eid sy
Y I FrBEERICCOavy REFEALET, 7y by 7 Fvid, 12 EOKT S
AN 72 ST=35A . £ 721% monitor capturestop =~ K& AN+ 5 &I L £,
WireShark 73 2 % > 7 ND A A > FTEHINDY%E. N7 > bF ¥ 7 F ¥ L8 O file-location
THREINTT 77 4 T AL v FICHERENDT A A LICOBRAFEISNET, # : flashl |X
TIT 4 TIRAAL w» FITHHF SN TOET, flash2iZ A X U 2L v FIEHRINTNET,
LA Ty b FX TTF ¥ ORIFITHEMN TE 2013 flashl 7207 TY,

)

CE) I R—PFPENTWARWTRAL ZREFNIT VT 4 TR AA v FITHERE SN TOARNT /S 2%
T MFYTFYERELLDETH LT —NRATHHREERH Y 7,

£l
Xy 7 TF ¥ Ny 77 ONEZ% flash K7 A 7@ mycap.pcap |27 AR — b HITILK
EFEITLET,
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monitor capture file

EFE=HFX v 7T ¥ (WireShark) A bL—T7 7 A VEBHEEZRET DT, %%EXEC;E% N
C monitor capturefilez~ > FEEMLET, A ML=V 7 7 A VEEZHIRT HI21E 20
avr ROnoBERAERLET,

monitor capture {capture-name} file{ [ buffer-size temp-buffer-size ] [ location file-location

: filename 1 [ ring number-of-ring-files ] [ size total-size ]}

no monitor capture {capture-name} file{ [ buffer-size 1[ location ][ ring 1[ sSize 1}
BX05H capture-name BEF %% v 7 F v DL,

buffer-sizetemp-buffer-size  ({L&) —Kf Ny 7 7 O A XEfEE L E T, temp-buffer-sized
FiPHIZ 1 ~100MB CT9, Ziud 7 v MEEKEZHIET 57201

BESNnET,
I_ocation file-location : EE) ¥ 7F ¥ AP L—Y 77 A VOEFABIRT 741
file-name % HRE LET, filelocation |26 FTRE /3K D & 50 T,

eflash: o AR—R 75932 A FL—

« :USB K747

ring number-of-ring-files (EE) ¥ T TF A DER T 7 AN F = — AR EIND &
B4V VU THOT7 7 ANV ERELET,
sizetotal-size (EE) ¥x 7T ¥ 77 A NVORTA REBELET,
ARVEFIALL BL
aAavYRE—FK FHe EXEC
avr FERE J1y—2 FERNE
Cisco I0S XE Everest 16.5.1a Zoavy RPREHEAINE LT,

FRLEDHA KS1 Y

A ML= DR T 7 A VT h DHYEI1Z0 & monitor capturefile 2~ REEHA L £,

T AMIVE—MIb B —ANVICHRIFETEET, T vk ﬂFJVﬁ?’NN:JH’ﬁ IZpaw
VREMHLET, N7y bRy I TFrld 1 DU EOKRT RN SN £00T
monitor capturestop =~ K& AJJT 5 EfEIEL £9,

WireShark XA % v 7 WD AA v FTHEASINDGAE, X7 v %+ 7 F x iZai1R O filelocation
THESNTET 7T 4 7T AAL v FICER SN DT A A EICORRAFEIET, f : flashl 1X
TIT A TIRAA v TSN TWET, flash2id v &V A1 v FICEHRI N TOET,

ZO%E. N7y b F v TTF o ORIEITHEN T E DO flashl 7217 T,
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\)

GE)  FJR—=PFPENTWARWT RS REFINIT 7T 4 TR AL v FITER I TOARNT /A Z T8
oM FYTTFXYERFLIDETA LT —BRET L AREELRH Y 97,

il

77 vva RIATIREINTWD 7 7 A V4 mycap.pcap T H Z & ZIEET D
WZIFREFITLET,

Device# monitor capture mycap file location flash:mycap.pcap
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monitor capture limit

X ¥ 7T v HlRERET DI, FiHE EXEC “E— K C monitor capturelimit =~ > K& L
F1, Fr I FYHIREZERTHIE, Zoa~vr FonoBRAHEHA LT,

monitor capture {capture-name} limit { [duration seconds] [packet-length size] [packets
numj }
no monitor capture {capture-name} limit [duration] [packet-length] [packets]

B DEREA

AR TFI4IE

capture-name Xy 7 FrHlREF D L TOEND F ¥ 7T ¥ DAHI,

durationseconds  ({£&) v 7 F v HiM () Z2#EELE4, #PHIZ 1~ 1000000 T3,

packet-lengthsize  ({13) <7 v FE (N4 b) ZEELET, EEO AT v MIREED R
SEVRWGE. BHRAA FEIBIC K> TORSND|ADE v FD/SA b
DHPRIFENET,

packets num (EE) Fr 7 F YT L TR EIND Ty FEERELET,

X I F Y HIBITRTESNEE A,

avURE—F FrHE EXEC

avy FERE Jiy—=x EERNE
Cisco IOS XE Everest 16.5.1a Zhawr RPREAINE LA,
£

60Dt YT a VEIRB L4004 DRy BT AV NEEZRTETHIZITIRE
FITLE T,

Device# monitor capture mycap limit duration 60 packet-len 400
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monitor capture match

FE=4% (Wireshark) ¥ ¥ 7 F ¥ IZx L THIRICA T4 a7 7 4V EZ EZEFRT HITIEL, FF
¥E EXEC € — FC monitor capturematch =~ > F&2FEH LT, 207 4 X Z2HIRT 51
X, Zoavr FonBEXEHEHLET,

monitor capture {capture-name} match {any | mac mac-match-string | ipv4 {any | host
| protocol} {any | host} | ipv6 {any | host | protocol} {any | host}}
no monitor capture {capture-name} match

B DEREA

AR FI4ILE

capture-name a7 T4 NEEEIDYTHND XY 7T ¥ D4,

any TRTONT y FPEEELET,

mac mac-match-string L ¥ 2 %4 v M AT LE T,

ipv4 IPv4 7y NEFRELET,
host RA P EEELET,
protocol 7m haLEfRELET,
ipv6 IPv6 /7 R EFREL 7,

a7 T4 NZTRESNTWVER A,

avURE—FK FiHE EXEC

2wy REE yy—2 RENE
Cisco IOS XE Everest 16.5.1a Zoa~wry RRNEAINE LT,
451

V= AFE TSR FOEEDIP A=V g 4y N—HT 5%y 7F v RA 2 b
I L TE Y TF Yy RA L MBI RaT 74 VB EEHRTHITIL. WEFETLET,

Device# monitor capture mycap interface GigabitEthernetl/0/1 in
Device# monitor capture mycap match ipv4 any any
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monitor capture start

Ko7 497 FL—=RARA L FTRT Y b T —=Z DNy 77 ~DX ¥ 7FF v ZAT 51203,
¥#HE EXEC £— K C monitor capturestart =~ > R&fiH L £,

monitor capture {capture-name} start

BXDEREA capture-name  fihqd % % v 7 F ¥ D4R,

ATV RFILLE DN TrOarTEZ I VT ENET A,

avU R E—F F#HE EXEC
avy FERE Jy—=x EEAR
Cisco IOS XE Everest 16.5.1a Zhawr RREAINE LA,

BERALEDHA KSAY TYTTFYRA L PRERSNIRICNT v T =2 %% 7 F v 263 512iE, monitor
captureclear =~ FEEHLET, N7y hTF—20OF ¥ 7F ¥ Z4F1L3 511X, monitor
capturestop =~ RZEHA L £,

CPUBIXUOAEYREDUVAT A Y Y —ANF Y 7 F v OBMBANEHATRETH D Z L &1
BLET,

1

Ny Ty arvFTryYOxy 7F ¥ ElET DI REEITLET,

Device# monitor capture mycap start
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monitor capture stop

NT7T7497 RL—RARA L NTATy T —=Z D% % 7T v 2513 DI1TIE. FikE EXEC
& — K C monitor capturestop =~ > RZHH L F9°,

monitor capture {capture-name} stop

BXDEREA capture-name (= (k4% % ¥ 7 F ¥ DA R,

ATV RTFI4LE T N T T T F e NEITHTT,

avU R E—F e EXEC
avy FERE Jy—=x EEAR
Cisco IOS XE Everest 16.5.1a Zhavwr RREAINE LA,

FEHEEDHA KS4 > monitor capturestop =~ > Rz ffifl L T, monitor capturestart =~ > N2 & - THAM L7728
Ty bTF=2OX YT Ty 2EIL LET, BB LOBERO 2 SO XA T DX ¥ T F ¥ Ny
T ERETEXET, BNy 77 BN TN RS T A, F—% X v 7 F v LA B
ELET, EBEAY 77BN STV D E . T—X v 7T VIR LEG L. T—# %
EEESNET,

1

Ny Ty ATy VOxXY 7 F v EEIET DR EFZITLET,

Device# monitor capture mycap stop
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monitor session

Fy kD—sgBEavUR |

R—=REDNZ 7 4 v VGO DIZ, A —% Ky h A vF RAR—F7F74% (SPAN)

tyvar, VE—MAAL v F RKFR—KT7FZ74H% (RSPAN) & v 3>, F7-i%Encapsulated
Remote Switched Port Analyzer (ERSPAN) &> g dDar 7 ¥ o b—3 a v EFRIERT
L, BEEOE vy arDary 7 4 X o b—y g BT 5I21E. monitor session 7 i —
NarZgXalb—varavy REHLES, By alz22 73503, Zoav

Y FOno Bz L E7,

monitor session session-number {destination | filter

€rspan-source} }

| source | type {erspan-destination |

nomonitor session {session-number [destination | filter | source | type {erspan-destination

| erspan-source}] | all | local | range session-range | remote}

BX DA session-number tyva Tl EN LYy v a
all TRCOE=HF By arzs U7
local

TRTOE—H)EF=H vy gy

range session-range

fEESNEHEOE=F tyia

remote

TRCOYFE—h =X v g

JVDF?jj'}bl“ EFE=HFkEyva V&i%ﬁé“fl/‘it}:/\/o

AT R E—FR Ja—sN v aryZ 4 X¥al—ia

avy FERE )1)—=x

EERE

Cisco IOS XE Everest 16.5.1a

Zoavwy RRHEAINEL
7=,

Cisco IOS XE Gibraltar 16.11.1

type {erspan-destination |
erspan-source} ¥—7U— R
BAINE LT,

FEREDHA KS4 220 —H/LSPAN £ v a VB LUNRSPAN XE7tt v & a U AMAG DR o BRI AR
ETDHIENTEET, A v TFERIFAAL v TF AKX v 7 T, G566 D SPAN, RSPAN,

BIXOWERSPAN v g VA RAETXET,

=L

A% E & e 5 121E, show monitor £ EXEC ==~ > K% AJJ L %7, show running-config
HiME EXEC 2~ R&Z AT 5L, AA »F D SPAN, RSPAN, FSPAN, FRSPAN, BL
ERSPAN D% E 4 Fand 52 ENTEE T, SPAN HFHRITHE N OREMTICERINET,
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il

monitor session .

Wiz, m—HI/VSPAN &~ 31 Z1E L T Pol3 (EtherChannel &"— k) ® kF
T4 EE=HF L, By g DSPAN T 7 ¢ v 7 % VLAN 1281 DRIZBET S
BlarLET, BN 7 4 v 7ITRETEER L 3, ANEREILA R—T /T2

D EHEA

Device (config) # monitor session 1 source interface Pol3

Device (config) # monitor session 1 filter vlan 1281

Device (config) # monitor session 1 destination interface GigabitEthernet2/0/36 encapsulation

replicate

Device (config) # monitor session 1 destination interface GigabitEthernet3/0/36 encapsulation

replicate

Wz, ooy 8Ty FEIEEZ5ET L7z O show monitor session all =<2 KD

HhzRLES,

Device# show monitor session all

Session 1
Type
Source Ports
Both
Destination Ports
Encapsulation
Ingress
Filter VLANs

: Local Session

: Pol3

: Gi2/0/36,G13/0/36
: Replicate
: Disabled

1281

rvro—vgBEa<>F ]
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monitor session destination

Fy kD—sgBEavUR |

HHUCAAL v F RAR— T F 7449 (SPAN) & v 3 F£7/13 U E— F SPAN (RSPAN) %@
ey varwfBL, Xy hU—27 X2 YT ¢ T8 A (CiscoIDS Sensor 7 /7 A 7
272 E) OFEFER—F EOANNT ST T 4 v 7 A F—T ML, BEfF® SPAN % 721X RSPAN
vy alr AU X —T A AEBIMEZIFHIERT 5121%. monitor session destination 7' 7 —
SNV ar 7 4 FXalb—vary avwy REHLET, SPAN 721X RSPAN & v ¥ = » ZHIFR
L7V, SPAN £721X RSPAN & v v 3 UM bsidfeAf v ¥ —7 = A AZHIBRT AT, ZD=

< RO no X EHEHLET,

monitor session session-number destination {interface interface-id

[, | -1 [encapsulation

{replicate | dotlq} 1 {ingress [dotlg | untagged] } | {remote} vlan vian-id
no monitor session session-number destination {interface interface-id [, | -] [encapsulation
{replicate | dotlq} 1 {ingress [dotlg | untagged] } | {remote} vlan vlian-id

X DA session-number

SPAN F£721Z RSPAN & v > 3 > Tk
‘Gﬁ—o

interface interface-id

SPAN 7213 RSPAN ¥ v o 3 > D%ii
i A v H—T = A AIYEEHR— b
FEEl) TY, #EIXA ¥ —Ta
T2 ALALTTHY, FBRETE D

(fEE) BEOA I —T = A A ET
VP =T = A AFE UL VLAN OHi[H %

EE) A v X —T7 A AFETZIT VL
AEANINET,

encapsulation replicate

BB 5ideAf v B —7 = A AR
EEBELET, BIRLAWEEDT
v ORETY,

WDF—T — KL, 2—HF/L SPAN
VLANID % LEX 3570, "7y
Fva i, no R TIER S E

encapsulation dot1q

(&) %801 v 7 —7 = A A IEE
Bry FEZITAND L) ITHEEL
WDF—TU— KL, m—7h/L SPAN &

VLANID % EEX 57D, 7y
Fa . no B TITER SN E

ingress

AN BT T4 v TR T A X —T VK
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AR TIAIE

AR E—F

monitor session destination .

dotlq (f£E) $BESNT- VLAN &5 7
EE My bEZIFANET,

untagged (f:&) $B/ESHIZ VLAN 25 7
INT oy M ERZITANET,

id ISL # 7 Afb &L TAT) R

remote RSPAN =207/~ 1351%ct v 3 =
2 ~ 1001 F 721X 1006 ~ 4094 T
RSPAN VLAN |Z VLAN 1 (57 %
2772 7% X OFDDI VLAN |Z-

vlan vian-id ingress¥—"U — R & DOAEH Z 4

ZRE LET,

FToX By va VEIRESNNTOEREA,

1 — 77 /L SPAN D%5 45— kT encapsulation replicate M8 E SR o 284, 237 v MZ
NT'NMMEDZ T2 L DORA T 4 TR TEREFEINET,

ATHERITISE AR — R TRET 4 BE—T7 2> TWET,

all, local, rangesession-range, remote % nomonitor session 2~ NIZFRETHZ & T, T
T® SPAN 3 L UVRSPAN, X TP —7B/L SPAN, #il, +XTCHORSPAN v a2 v %7
V7 TEET,

Ja—)L a7 4 FXal—g

avy RERE

EREDAARZA4 Y

)1y—= EERNE
Cisco I0S XE Everest 16.5.1a Zoawry RPREAINEL
77

8 DD —H/)LSPAN v g U BIORSPAN £ETLtE v a v EAHASbE-RRELZ
ETHIENTEET, AA v T EHITAAL vTF AKX v 7 BT, G166 D SPAN I L ("RSPAN
tyva AR TEET,

SPAN F 721X RSPAN D% IR — N THLHILENH Y F7,
AL o F FEIFIAAL v F AF w7 ET, K64 D3R — M EEAETE £,

oy a NUFEEDO AN ERIIHIIOEETTR— P ELIXIVLAN 2505 2 LR T F
TN, 120ty a NTEEILER— N EEREILVLAN ZHAEDLEDL Z EIETEERHA,
K va NIEEOR TR — FERAETEET,

VLAN-based SPAN (VSPAN) Zffifl LT, VLAN £721Z—H®D VLAN NDO %y hTU—2 5
T4 v 7 BRI DA, B¥E5C VLAN O _XTDOT 7T 47 "— A SPAN F 72 1% RSPAN

Yy bID—YEBOTUF .
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vy ko—bgBavUF |

Ty arOEETR— MRV ET, FTF 7 R—MIVSPAN ODEETHR—FE L TEE
N, F=F VY 7 E N VLANID O/ o 208 s65e R — MIEE SN ET,

1 DOAR— K, 120 VLAN, —#HOR— r, —i#@ VLAN, 7~— MiPH, VLAN i <C K7
TA I HEE=HTEET, LA T varzEHLT, #EELEF—ERHOA ¥ —T <
A4 AFE7-1X VLAN 2 E LET,

—HD VLAN 72031 v F—T 2 A ZAZHRET H EXIEL, o~ () ORIEICASN—ZARN
FETT, VLAN £7203A v F—T = A AOHPFHEZRET D & X1, " 72 () OHIZICA
/\0\__2 75‘;%‘%‘?@—0

EtherChannel 7K — b 2 SPAN =% 721% RSPAN %55 — h & U CERE CTX £9°, EtherChannel 7
N—T DA NTHDHIWER— NI, sl — e L THEHATEET, 7272 L. SPAN D%l
L U CHERET A3, EtherChannel 7V — FIZBIITEX FH A,

SESEAR— R & LT L TWAAR— ML, SPAN £ 721X RSPAN EETLAR— MTT 52 21X T
XFEHA, /2. FRFIEROE Y a3 Vo O%EER—MNITHZ EITTEERA,

SPAN % 7213 RSPAN % — s TH DA — b _ETIEEE 802.1X iRiEE A F—T /WZT 52 &
IXTEFET, A— FASPANFESE L L CHIBR S 415 £ T IEEE 802.1X #BREiIX7T 4+ E—7 LT
9, IEEE 802X FGENAR— h ETHEATER2WGE, A v FIE= T — A vt —UZIRLE
9, SPAN F 7213 RSPAN %5 oA — b TIL IEEE 802 IX JBFEA A R — 7 M T 52 LN TX
7,

AN T T4 JBERLY NT—0 X2 T 4 T ATA X —TVDOEE. SBlER—
MILAY2ThRT 74 v 7 R LET,

SESER— MIRD &9 REMEELRETE £7,

» monitor session session_number destination interface interface-id Zfth % —7— K72 L TA
NTTbE. MO TvMEIZZ TR LERD . ATEREZA F—T MR £/ A,

» monitor session session_number destination interfaceinterface-idingress # A7) L 7235414,
WA 7w klz Z 772 LT, ATTD T vIiZZ0dH LIk F—TU— K23 dotlg &
untagged DWW TH DT I > TIRE Y 97,

* monitor session session_number destination interface interface-id encapsulation replicate % il

DF—U—RRLTANTLE, WHOBTRMMULY —AAL F—=T = 2D TRV
fbEER L, ATEREIEA R —T 220 A (Ziude — /L SPAN 72 ICHE A L %
¥, RSPAN (30U 72/ UEDOERZ YA —F LTWEEA)

» monitor session session_number destination interfaceinterface-id encapsulation replicateingress
AN LT EE. BT vBITERE A v 2 —T = AN T e bEER L, AT
T MMEITZEDH & 1K< F— T — K3 dotlg & untagged DWT I TH LN L - T
WEDET (ZHIEr—H /L SPAN 72 L £ 3, RSPAN X4 7 AboER %+
AR—=HFLTWEEA) .

RE & WeRB4 H12i%, show monitor ### EXEC =2~ F% AJj L £4, show running-config
FEHE EXEC =2~v > R&E AT 5L, AA v F D SPAN, RSPAN, FSPAN, 35 J TN FRSPAN O
REEFRRTHIENTEET, SPANHFHRITH I OREMTICFERENET,

. Yy hID—YEBOTUF



| #vybro—bEBa<oR
monitor session destination .

il

OB TIE, m—HVSPANTE Yy a1 #ER L. AF w7 AN 1 OFEETLR—
MIMWBAZ YT A2 DMEHERN— R 2ICEZETD NI T4 v 7 T ZT D)
HEERLET,

Device (config) # monitor session 1 source interface gigabitethernetl/0/1 both
Device (config) # monitor session 1 destination interface gigabitethernetl/0/2

WOFITIL, 5EER— FEBfEDO T — AL SPAN & v g U bHIRT 5 HiEEZ R L
i—a‘o

Device (config) # no monitor session 2 destination interface gigabitethernetl/0/2

WROEITIE. HAEETA A —T 2 A% F=F ) 7+ HRSPANEETE v 3
V1 EFHEL., 5T RSPAN VLAN 900 2% ET 5 HEEZRLET,

Device (config) # monitor session 1 source interface gigabitethernetl/0/1
Device (config) # monitor session 1 destination remote vlan 900
Device (config) # end

WOFITIX, TE=ZV T EINTNT T 4 v 7 &#ZETDHAA »FIZ, RSPAN 584E
Tty ar 10 ZRETHHFEERLET,

Device (config) # monitor session 10 source remote vlan 900
Device (config) # monitor session 10 destination interface gigabitethernetl/0/2

WOFITIE, IEEE 802.1Q 7 72k E YR — T o tx= V7T ¢ HE@EEFEH L T,
VLANS DA 8T 7 4 v 7S T 250 — 2R ET D hiEErLET, 1)
N7 74y ZITEETLDO I S b EER L E3, A NT 7 4 v 71X IEEE 802.1Q
7' fbEERLET,

Device (config) # monitor session 2 destination interface gigabitethernetl/0/2 encapsulation
dotlqg ingress dotlg vlan 5

WOHEITIE, 7 EMMbEFR— LW eXx2 T 0 S84, 2% LT, VLAN
SEODATI T 7 4 v 7 DR — NeRHET D HEERLET, BN T 7 497
BIOAN T T4 w7135 772 L TT,

Device (config) # monitor session 2 destination interface gigabitethernetl/0/2 ingress
untagged vlan 5
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. monitor session filter

monitor session filter

7 1 —~_—2Z SPAN (FSPAN) t v 3 X7 @ —~—2Z RSPAN (FRSPAN) %{E7CF 721356
ety varEH LBBT D, £ ED VLAN ICK L CTSPANEEIL b T 7 4 v 7 &
HIFR (7 4 V2 ALEE) 9 5121%. monitor session filter 7 o2 — )L 27 4 Falb—v g o
~» REMHALET, SPAN /21X RSPAN © v v a Vb 7 4 VX EHIBRT 5121, o=
~ RO no B ZMHEHA L E9,

monitor session session-number filter {vlan vlan-id [, | -] }
no monitor session session-number filter {vlan vian-id [, | -] }

XA session-number SPAN F£7-IXRSPAN v v 3 U Cilkhll S nt -
~ 66 T1,

vlan vian-id SPANEETE b T 7 « w7 HHREED VLANIZHI R

o740 ZE LTVLANDY A MERELET,
4094 T,

, £E) 5o VLAN #f5E LE3, 721X VLAN
B OHBICAR—A % ANLET,

- ({EE) VLAN O&ZfHEELET, N1 7 DR

ATV R FIFLL  EFEX By VI ERESHTOETA,

avY R E—FK Ja—s ) arz 4 ¥al—iar
av Y FERE J1)—=x ETEANE
Cisco I0S XE Everest 16.5.1a ooy RRNEASHE LS,

EELEOHA KS4> 220 —H/LSPAN v v a VB L O'RSPAN IME Lt v v a U AHAE O T i K E 2 3%
ETLHIENTEET, AA v T EIFAL v TF AZ v 7 T, G766 D SPAN 35 L U'RSPAN
tyiarERATEET,

120 VLAN, &7 EHBOF— b2 VLAN, FEERHOK— O VLAN TR T 71 v 7 %
=xTEET, EHEITEREO VLAN ZH8ET 51003, [ A7 v a v 2R LET,

BED VLAN Z457ET 5 L 13, B~ () ORRICAS—ZABRKNETYT, VLAN O#iH %
BETHEXIZ, M7y () ORIBIZASN—ZARNNETT,

VLAN D7 4 VB2V U 70%, b7 7 OFEIA— b ET@EIRSL7z—1# D VLAN O > k
T—2 NI T4 v I ESZRLET, T 74/ N T, $XTD VLAN 3 b7 7 OEFE
JEAR— FTE=H VU 7 EHE T, monitor session session_number filter vianvian-id 2~ > R %
T HE, FTU I EETLAR— RO SPAN hT 7 ¢ v 7 Z4RE S4L7z VLAN 72 RE T
XFET,
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monitor session filter .

VLAN OF =%V 7B IO VLAN O 7 4 L2V o 73 EIZHM A 22 B3f% T4, VLAN
%ﬁﬁ®%é\WAN@74w5UV7m4*~7wKT%iﬁAOWAN@74w&Uy7
DRESNTVDLEA., VLAN IZEETTIC R N TEEEA,

ROE & BT H12iE, show monitor £##E EXEC =2~ F% A L £, show running-config
HE EXEC o~ REAJ195H &, A4 »F D SPAN, RSPAN. FSPAN. i3 J OYFRSPAN ®
REEFRRTHI LN TEET, SPANFHITZHE N OREMTICERENET,

il

WOHITIE, BEFO® > a D SPAN T 7 ¢ v 7 ZFRED VLAN 72 IZHIR T 5
FiEERLUET,

Switch (config)# monitor session 1 filter vlan 100 - 110

WIZ, B—H/VSPANTE v a1 ZERLTAZ v 7 AN ORETAR—F1 &
AB 7 AUN2DIEHAR— NDOEZIEWM D NI 7 4 v 7 H2FE=F 1L, FSPANt v
Yar CT I RBA VA NESIREZHEHLTIPVEG T 7 4 v 7 %7 4 VAT 5450
L/i—a—o

Device (config) # monitor session 1 source interface gigabitethernetl/0/1 both
Device (config) # monitor session 1 destination interface gigabitethernetl/0/2
Device (config) # monitor session 1 filter ip access-group 122

Yy bID—YEBOTUF .
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Fy kD—sgBEavUR |

monitor session source

AA v F RiR— K T7FFA4H% (SPAN) v g %7213V E— FSPAN (RSPAN) %#ETE v
varEBGT D, FIEEEFO SPAN £721E RSPAN v 2 a U TA V¥ —7 = A A% B
* 721 3HI 4 2121, monitor sessionsource 7/ e — %)L 27 4 X al—v gy avw s Ky
fEFILEJ, SPAN £/2/ZRSPAN v g U ZHIBR L7V, SPAN £7/2/ZRSPAN & v 3
MHEETLA VX —T = A ZEHIBRT I, Zoa~vr FonoBEXEFHLET,

monitor session session_number source {interface interface-id [, | -1 [both | rx | tx] |
[remote] vlan vlan-id [, | -] [both | rx | tx]}
Nno monitor session session_number source {interface interface-id [, | -1 [both | rx | tx]
| [remote] vlan vlan-id [, | -1 [both | rx | tx]}
XX DEREA session_number SPAN 721X RSPAN & v > a > Tl s> a V&5, i

AR TFI4ILE

ETEL%MIL 1~ 66 TY,

interface interface-id SPAN £7-1XRSPAN B v ¥ g VDEETA LV F—T7 =4 AZIRE
L9, BRRA L H—T A RIWEFR— (XA T, AHA VD
AN BV 2=, K=’ EFEEL) T, EExM % —
T oA ADGHEIL, R—F Fx XNV HNRA L E—T 2 A A X
A7 THY, FBETE LML ~48 TT,

UEE) BEOA X —T 2 AFETIXVLAN ZHELET, £
7713, BIO#EHENS A v Z—T7 =4 A F 7213 VLAN O#iH %2 258
LET, T~ ORMBICAL—2E ANET,

- EE) A1 v H—T7 x4 AE721Z VLAN O&HZIEE L E T,
A 7 DORIBIZAR— A E ANET,

both | rx | tx (EE) E=X2V 735774 0NA%ERELET, b
T4 v DOFMERE LRWGA, BETLA V¥ —T7 oA RTEZ
O 747 BEELET,

remote (f£&) RSPAN %fE /2136t v a DY £ — bk VLAN %
FBELET, B5ETX HEMIZ2~1001 F 77131006 ~ 4094 T7,
RSPAN VLAN (X VLAN 1 (57 # /L F® VLAN) . £7-1% VLAN

ID 1002 ~ 1005 (b—2Z >V > 7% JL O FDDI VLAN (2 FKI%) 1T
BDHZEIFTEEE A

vian vian-id ingress % — v — KR CHASLESHE. AN T T4 v 20T
7 AV D VLAN Z#%E L7,

T By va VIERESNNTOVEREA,

EETLA LV E—T 2 A ADT 7 H VTR, ZIEN T 74 v 7 ERENT T4 v IO &2
=2V 7 LET,
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avU R E—F

monitor session source .

EETR—FELTHEAESNA T A F—T A A ETIZ, TXTD VLAN BRE=F
Vo r7anEd,

Ja—nN) a7 4 F¥al— g

avy FERE

FEREDHA K42

Jyy—= EEAE
Cisco I0S XE Zoawy RPREAEINE L,

Everest 16.5.1a

EEITEAR— P ERITHF L VLAN ZHHA Y 5 7 7 713, SPAN F 7213 RSPAN % {#
LCE=HTEET, BFETLAR— FERITEE LT VLANICL—T 4 7 END T T 4 v 7
ITE=FTXEHA,

2oMu—H)LSPAN v 3 B EIONRSPAN #E 0t vy a v A A S bR AL &R
ETHIENTEET, A v T ELEFAA vF AX v 7 BT, A4FH66 D SPAN 15 L ' RSPAN
oy varERETEET,

WER— K, A—F Fx /b, VLAN BDEE TR D ZENTEET,

Koy a NIEROA N ELIIHEIIOEE TR — P ERLIZIVLAN 2505 2 LT E
TN, 120y a NTEETLR— b EXETVLAN ZHAEDED Z LIXTE EHA,
Kt va NIEBORIEAR— N ERAETEET,

VLAN-based SPAN (VSPAN) % ff L C. VLAN £7213—#ED VLANNDO Ry hU—7 +F
T4 7 BT 52855 BEIC VLAN OFTXTOT 77 1 7 AR— b7 SPAN % 721% RSPAN
oy arOEEITR— MRV ET, T R— MIVSPAN OEEILAR— M E LTEE
., E=F Y 7SI VLANID O/ v METB5E0EHR— MIEE S ET,

1 DOAR =K, 1250 VLAN, —#OR— r, —#® VLAN, 7~— MNP, VLAN & <C K7
T4y I HEE=HTEES, LA T varzEHLT, #ELT—EGHHOAN ¥ —T =
A4 AF 1L VLAN 25 E LET,

—#D VLAN F/203 A v X —T = A AEBETH X, o~ () ORIRICAX—ADB P,
ECY, VLAN 72031 v X — T = AOHFAEZEEST H L XX, ~A 7> () ORIRIZA
NR— A ﬁ§‘\ \%:»/C\\ﬁ‘o

#l %2 D R— M TZH 5728 EtherChannel IZB M L TWAMBE=Z U 7452 ENTEE T,
F£7-. RSPANEIETTA ¥ —7 =A A& LT port-channe & 5 %5 % Z & T EtherChannel
R RNV EE=F ) T 52 ENTEET,

SEEAR— R E L THERA L TWAAR— ME, SPAN £7-1Z RSPAN EETLAR— MTT 52 21X T
XFHA, 0. FARFICEROE Y a3 o O5EER— MCTAZ LT TEERA,

SPAN % 721 RSPAN i%{Z 70" — N TIZIEEE 802 IX SRFF & A X — T T A N TE £,

RIE & eRT D I121%. show monitor #54 EXEC =~ > K% A/ L %9, show running-config
¥i#E EXEC a2~ > R&E AT 5 L, A4 »F D SPAN, RSPAN, FSPAN, I5J ONFRSPAN @
BEERTTHIENTEET, SPANFHRITH N OEZMAEICEIINET,

rvro—vgBEa<>F ]



Fyko—svE@Eavw R |
. monitor session source

il

OB TIE, m—H/VSPANTE Yy a1 #ER L. AF w7 A1 OFEETLR—
MIMWBAZ YT A2 DMEHERN— R 2ICEZETD NI T4 v 7 T ZT D)
HEERLET,

Switch (config) # monitor session 1 source interface gigabitethernetl/0/1 both
Switch (config) # monitor session 1 destination interface gigabitethernetl/0/2

WOHITIE, BEOEE LA X —T = A%FE=X Y 7925 RSPAN #Etk v
Tar 1l EHFREL. SHIT5% RSPAN VLAN 900 2R ET 5 HiEE R LET,

Switch (configqg)
Switch (configqg)
Switch (config)
Switch (configqg)

# monitor session 1 source interface gigabitethernetl/0/1
# monitor session 1 source interface port-channel 2 tx

# monitor session 1 destination remote vlan 900

# end
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monitor session type .

monitor session type

2 — 77 /L@ Encapsulated Remote Switched Port Analyzer (ERSPAN) & > ¥ = U ZFET HITIE,
Jua—/)L ary7 ¥ ab—3 32 F— KT monitor sessiontype =~ > R&2HH L £9,
ERSPAN & E & BT 5I12iE, o=~ Fono Bz LET,

monitor session span-session-number type {erspan-destination | erspan-source}
Nno monitor session span-session-number type {erspan-destination | erspan-source}

X DERHA span-session-number | 7 —# /L ERSPAN £ v ¥ 3 > OFK =, AZMEIL 1 ~ 66 T,

ATV RTFI4)0k  ERSPANRE L E/iFsifet vy va VidRES LTV E A,

ATy R E—FR Ju—s)b ary7 4 Falb—a s (config)
avr FERE J1)—x EERE

Cisco IOS XE Everest 16.5.1a | = a~> RWNEAINE LT,

Cisco IOS XE Gibraltar 16.11.1 erspan-destination ¥ — 7V — RB3EA I E LT,

FEREDHA K54 span-session-number B3 E Oy v a v ¥ A 7id, REBRITEALTEEEA, By a Y EHIER
THIZE, Zoavr FonBREHEHL, ity a D EREFHLOVEY 3 >
AT TRy a rEEERLET,
ERSPAN #EZt v a v 5 IP 7 RL AR GBideAA v F LA v 2 —T = A ATHRE
SNHVENRSH D) . ERSPANSEILE v a VASEER— MIEETE T 7 4 v 7 DEET
T9, ERSPAN E=#%itekt v ar a7 4F¥al—var F—FTipaddress =~
LT, #METLEyarvesbtya v OMFICRAILT RLAZRETXET,
F UL BEINT-ERSPAN® v 3 3. 7 7 4L b Tshutdown OUREEIZ 72 Y F£9°, ERSPAN

gt FETLA X —T A A, ERSPANID., ERSPANIP 7 KL A7 Dt D V78
BREE EBITnoshutdown 2~ RRRESNDIETHET 7T 4 7TDEETT,

ERSPANID {2k VY, [RUFEEIP 7 KL RIZHEET 5 ERSPAN T 7 1 v 7 L §72 % ERSPAN
EETEyYa v EREBIENET,

o — 7 /L ERSPAN 2ETE v ¥ 3 v ORFREIZ S ICHIES N TWET,

Bl WIZ. ERSPAN EtE v v a v BB AB/ETAHERLET,

Device (config) # monitor session 55 type erspan-source
Device (config-mon-erspan-src) #

rvro—vgBEa<>F ]
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. monitor session type

EEa<w ok avwUk Bl

monitor session type ERSPAN %t vy a v FEEEidsdit vy a v &x
ZVERT A0y, By a I L CERSPAN By v g v =
V74X al—ary T— REBBLET,

show capability feature monitor |+ = xeicB+ A EHE2FERLET,

show monitor session ERSPAN. SPAN. RSPAN Ot v ¥ = 2T A15#H % For
LE7,
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mtu (ERsPAN) |

mtu (ERSPAN)

ERSPAN Y] 0 $5 C R Kfnik=2=v b (MTU) YA X&EET H121E,. ERSPAN £ =% 58
tyvagraryy s Xal—raryrE—RFTmua~vy FREfEHALET, MTUBEZTTOT
T4 MEZETIZE, 20oa<wry RFonEBEREHEALET,

mtu bytes
no mtu

B DEREA

bytes |MTU %+ X (31 FHAZ) . MTU OF 7 4 /4 Ml 9000 34 ~ T4,

ATV R E—F

ERSPAN E=# —%istt vy ar a7 4 ¥ = b —3 3 »F— K (config-mon-erspan-src-dst)

avy RERE
av Yy RER )1)—= TEAR
CiscoIOS XE Gibraltar 16.11.1 oo~y RBEAINE L,
Bl WIZ. 1000 /A k> MTU 24573 5 61% 5% L £,
Device (config) # monitor session 2 type erspan-source
Device (config-mon-erspan-src) # destination
Device (config-mon-erspan-src-dst)# mtu 1000
E&Ea< R avo kR siER
destination ERSPAN%ESEE v v a VAREL, 5887 03T 1 ZHEELET,

monitor sessiontype | iz — 7% /L ERSPAN ¥{E 0 £ 71358kt v v a v AR ELET,

rvro—vgBEa<>F ]



. origin

origin

Fy kD—sgBEavUR |

Encapsulated Remote Switched Port Analyzer (ERSPAN) k7 7 4 v 7 OfEmeE L THRMT S
IP7 RLAZRIET HITIE, ERSPAN E=4 =%ty gy a7 Falb—va v £—
RTorigin a2~ R LET, RELHIRT LI, Zoa~vr Fono BRE2HH L E
R

origin ip-address
no origin ip-address

BX DA

aAavv R TFI4ILk

AR E—F

ip-address ERSPANEELE v a v D4 IP T KL AEEELE T,

FEITLIP T RLVAFHRESIN TWVERA,

ERSPAN E=# —%gfct v a v a7 ¥ b—3 3 F—F (config-mon-erspan-src-dst)

avy FERE

FEREDHA RKS4 Y

3l

J1y—= EERNAE
Cisco 10S XE Everest Zoawy RREAINE LT,
16.5.1a

ZA »F O ERSPAN #{E 7t v ¥ a »id, origin 2~ RZEA LT, SESEREETIP
T RUVRAEFHTEET,

WIZ. ERSPAN 20t v a v DIP T RLARRET A 2R LET,

Switch (config)# monitor session 2 type erspan-source
Switch (config-mon-erspan-src)# destination
Switch (config-mon-erspan-src-dst) # origin ip-address 203.0.113.2

& @ show monitor session all =~ > RO B TIX, B2 EETLIPT FLAD
ERSPAN Z[Et v ¥ a U NERSINFE T,

Session 3

Type : ERSPAN Source Session

Status : Admin Enabled

Source Ports :

Both : Gil/0/13

Destination IP Address : 10.10.10.10
Origin IP Address : 10.10.10.10

Session 4

Type : ERSPAN Source Session
Status : Admin Enabled

Destination IP Address : 192.0.2.1
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origin .

Origin IP Address : 203.0.113.2

BEav Uk avw R Description
destination ERSPAN 5t v ora U AREL, sk n/ 7 4 245
Eb\i—é—o

monitor session type erspan-source |z —3# /L0 ERSPAN %Eitt v a VAR ELE T,
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. show capability feature monitor

show capability feature monitor

T X REICBIT DI A R 512X, FiE EXEC £ — KT show capability feature monitor
avy REMEHLET,

show capability feature monitor {erspan-destination | er span-source}

BX DA erspan-destination 3% 7 @ Encapsulated Remote Switched Port Analyzer (ERSPAN) 3%{F
kv va NCETLERER I LET,
€rspan-source TRTCOBEFLD T O — VAL T T L— N eFERLET,
avy R E—FK i EXEC (#)
av Y FERE 1)) —2 EERNE
Cisco 10S XE Everest ZOawy RREAINE L,
16.5.1a
Bl iz, show capability feature monitor erspan-source =2~ > RO HHZ R L £,
Switch# show capability feature monitor erspan-source
ERSPAN Source Session Supported: true
No of Rx ERSPAN source session: 8
No of Tx ERSPAN source session: 8
ERSPAN Header Type supported: II
ACL filter Supported: true
Fragmentation Supported: true
Truncation Supported: false
Sequence number Supported: false
QO0S Supported: true
KIZ, show capability featuremonitor erspan-destination =~ > RO H il 2 /R L £ 9,
Switch# show capability feature monitor erspan-destination
ERSPAN Destination Session Supported: false
EEav>F avw vk ieR
monitor session type ERSPAN Xf5tt v v a VFESZAENT 57, Byay
érspan-source ICXLTERSPANE v gy ary 7 4 Xal— gy T—
N&Bia LET,
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show class-map type control subscriber .

show class-map type control subscriber

RESILTWDLHIHARY =D 7 7 2~ v i & T 51203, %l EXEC E— R T
show class-map type control subscriber ==~ > F&#H L 9,

show class-map type control subscriber {all | name control-class-name}

BX DA all FRCOEIEAEY > —D 7 F =
<o FhEHER A TR LET

name control-class-name BELEZHERY o—nr T 2
~ v IHEHEHRAERRLET,

Qv VR E—F e EXEC (#)
2%y REE yy—2 EENF
Cisco IOS XE Everest 16.6.1 Thavwry RREAINEL
7
i RIZ. show class-map typecontrol subscriber name control-class-name =~ > K ® H 734
o LET,

Device# show class-map type control subscriber name platform

Class-map Action Exec Hit Miss Comp
match-all platform match platform-type C9xxx 0 0 0 0
Key:

"Exec" - The number of times this line was executed

"Hit" - The number of times this line evaluated to TRUE

"Miss" - The number of times this line evaluated to FALSE

"Comp" - The number of times this line completed the execution of its

condition without a need to continue on to the end

rvro—vgBEa<>F ]



. show flow monitor etta-mon cache

show flow monitor etta-mon cache

ETAE =4 % v v v a2 O ZFrnT 5121, F#E EXEC € — K showflow monitor etta-mon

cache =< RZfEHA L1,

show flow monitor etta-mon cache

ATV R FIALE BL

ARV R E—F Frfte EXEC

avwy FERE J1)—Xx EERNAE
Cisco IOS XE Everest Zoavwry RREAINE LA,
16.5.1a
1 -

WIZ, BTA 70— E=4 X v v aDFfME KT o062~ LET,

Device>enable

Device#configure terminal

Device# show flow monitor etta-mon cache
Cache type: Normal (Platform cache)
Cache size: 10000

Current entries: 4

Flows added: 6

Flows aged: 2

- Inactive timeout ( 15 secs) 2

IPV4 DESTINATION ADDRESS: 15.15.15.35
IPV4 SOURCE ADDRESS: 72.163.128.140
IP PROTOCOL: 17

TRNS SOURCE PORT: 53

TRNS DESTINATION PORT: 12032

counter bytes long: 128

counter packets long: 1

timestamp abs first: 06:23:24.799
timestamp abs last: 06:23:24.799
interface input: Null

interface output: Null

. Yy hID—YEBOTUF
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show ip sla statistics .

show ip sla statistics

Cisco IOS IP —E X L~ULHK] (SLA) OT X COEMEE /I E SN T-8EOHREE-1X
ERESNTZEEAT — 2 2B L OEHERZ FR T 5121%. =—9 EXEC &— RN £ 721358
EXEC “£— KT show ip dastatistics =~ > R&fEH L £,

show ip dla statistics [ operation-number [details] | aggregated [ operation-number |
details] | details)
EXDERH operation-number (EE) BIEAT — X 2B LOWGHEW A KT 2EIfED
Fiz, ZIT AL DIEOHIHIL 1 ~ 2147483647 T,
details (EE) sFMHDEREL 7,
aggregated (fEE) 1P SLA MR &2 faE L £,

aAavv R TFI4ILk

B L TWAT_XTOIPSLA B0 hE R R LET,

sESTE = =~ EXEC
¥#HE EXEC
avy FRER J1)y—=x EERNE
Cisco I0S XE Everest 16.5.1a Zoawy RREAINE L,

FEREDHA K4V

BEDE D ORKGERER . BERT 77 4 7 E 5 0, 58 TRZIZ: & TP SLA BiEDBIEDIR
RBZ KT 5I21E, showip dadtatistics /] L9, HAZIE, &EO (RFET L)

BEICH L TRSNTZE=Z Y 7 T—2 b B ENET, ZOERSNTEBFEID X, X~
T F v A MREICR LT, EBEREROERFFO—HE L Tshowipda= 7 4 ¥ =
L—Yayavy REHT L ERREINET,

HDVARS K LT Z R T 51213, ZOREOBRIEIDIZshow =z~ RE AT LE
j—O

Ll
Iz, showip dastatistics =~ > ROl Z R~ L £T,

Device# show ip sla statistics

Current Operational State

Entry Number: 3

Modification Time: *22:15:43.000 UTC Sun Feb 11 2001
Diagnostics Text:

Last Time this Entry was Reset: Never

Number of Octets in use by this Entry: 1332

Number of Operations Attempted: 2

Current Seconds Left in Life: 3511

Yy bID—YEBOTUF .
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. show ip sla statistics

Operational State of Entry: active

Latest Completion Time (milliseconds): 544

Latest Operation Start Time: *22:16:43.000 UTC Sun Feb 11 2001
Latest Oper Sense: ok

Latest Sense Description: 200 OK

Total RTT: 544

DNS RTT: 12

TCP Connection RTT: 28

HTTP Transaction RTT: 504

HTTP Message Size: 9707
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show monitor

show monitor .

TRTDAAL v F RR— 7 FFA4 Y% (SPAN) BL Y E— k SPAN (RSPAN) v =
BT AR A FRT DI, EXEC E— KT show monitor =~ > RaAEH L £,

show monitor

[session {session number | all | local | range list | remote} [detail] ]

X NN session

(L) HBESNIZSPANtE v 3 v OEHREFRR L
i‘g—o

session_number

SPAN ¥ 721ZRSPANE v v a > THBllENnNstE v 3
V&S, IBETEHHIAIXZ1 ~ 66 TY,

all

ULE) ¥ _XTOSPAN Y3 v 2R R LET,

local

UEE) v—HIVSPAN B g v PIT2RRr<LE
7,

rangelist

(FE) —E#HMEDOSPANE v a v 2FRLET,
list X% 72t v a OB TY, range [TH—D
tovar, FRE2OOKTE/NSWVET DA
T TRty v a voOBATY, I~ XEY
DIRT A=K, F2FA 7 FREOFRFIC AR—
AFANLERA,

GE) ZOF—U— KL, $# EXEC E— KD
BET A RE T,

remote

(riE) VE—FSPAN v avPidaErLE
‘a‘o

detail

(ER) fHEIN=ty v a v OFEMEREZFR T L E
R

av YR E—FK =— EXEC
ke EXEC

avy FERE J1)—x

Cisco IOS XE Everest 16.5.1a

Zoawy RpREAShELE,

FELOHA KS4> showmonitor =< > F& show monitor session all =~ > RO )% FE C T,

SPAN Gt v vra v ORKE : 2 (EETEIOe—Lr vy a i)
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. show monitor

51
&Iz, show monitor ==—# EXEC =t~ > FOHIflZRLE7,

Device# show monitor

Session 1

Type : Local Session

Source Ports

RX Only : Gi4/0/1

Both : Gi14/0/2-3,Gi4/0/5-6
Destination Ports : Gi4/0/20
Encapsulation : Replicate
Ingress : Disabled

Session 2

Type : Remote Source Session
Source VLANs

TX Only : 10

Both : 1-9

Dest RSPAN VLAN : 105

wOETIE, v —H /L SPAN EETLtE v 3 > 1 IZxF$ % show monitor =——4% EXEC
avr RO ERLET,

Device# show monitor session 1
Session 1

Type : Local Session

Source Ports

RX Only : Gi4/0/1

Both : Gi4/0/2-3,G1i4/0/5-6
Destination Ports : Gi4/0/20
Encapsulation : Replicate
Ingress : Disabled

OB TIE, AT NT 7 4w Z#Ri%E%E A 3 — 7 W LT25A @ show monitor session all
2—HW EXEC 2~ RO ADERLET,

Device# show monitor session all
Session 1

Type : Local Session

Source Ports

Both : Gi4/0/2

Destination Ports : Gi4/0/3
Encapsulation : Native

Ingress : Enabled, default VLAN = 5
Ingress encap : DOTI1Q

Session 2

Type : Local Session

Source Ports

Both : Gi4/0/8

Destination Ports : Gi4/012
Encapsulation : Replicate

Ingress : Enabled, default VLAN = 4
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show monitor .

Ingress encap : Untagged
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. show monitor capture

Fy kD—sgBEavUR |

show monitor capture

F=H Xy 7T (WireShark) ONE % FX/RT HIT1E. $#E EXEC £— KT show monitor
capture 2~ > R&EEHA L £,

show monitor capture [capture-name [ buffer ] | file file-location : filename ][ brief |
detailed | display-filter display-filter-string ]

B DEREA

aAavv R FI4ILk

capture-name (EE) RrRT2F v 7 F Yy O4uIEHEELET,

buffer ULE) ESNEF Y 7 F v Tl 53y 7 7 BRRRES
norZEEfEELET,

filefile-location : file-name EE) ETRTHFYTFY AL =T 7A0DT7 7 AV
e AR fRE LET,

brief (EE) RrNEOMELFRELET,

detailed (EE) MR TAARERELET,

display-filter display-filter-string display-filter-string |29t > TFRRNAEZ 7 4 L ZEL L 9,

FTRTCOF Y 7T F Yy ORNBEEFRLET,

avY R E—F FiHE EXEC
avy FERE 1)1)—=x EEAR
Cisco IOS XE Everest 16.5.1a Toavwry RPREAINEL
77
4l

12, show monitor capture =~ > RO B ZR L ET,

Device# show monitor capture mycap

Status Information for Capture mycap

Target Type:
Interface: CAPWAP,

Ingress:
0

Egress:
0

Status : Active
Filter Details:

Capture all packets
Buffer Details:

Buffer Type: LINEAR (default)
File Details:
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show monitor capture .

Associated file name: flash:mycap.pcap
Size of buffer(in MB): 1

Limit Details:

Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)
Packets per second: 0 (no limit)
Packet sampling rate: 0 (no sampling)
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. show monitor session

show monitor session

AA v F RAR— KT+ 7 A% (SPAN) . UE— |k SPAN (RSPAN) . 3 K U Encapsulated
Remote Switched Port Analyzer (ERSPAN) Ot v ¥ 3 VIZBET A1 &R T 5121E,. EXEC
& — K C show monitor session =~ > K& L £,

show monitor session {session_number | all | erspan-destination | erspan-source | local
| range list | remote} [detail]

T DERER session_number SPAN F 721X RSPAN v = .
all TRTHOSPAN > a3
er span-source %1370 ERSPAN & v v 3 V720
erspan-destination %65% ERSPAN & v v 3 7217
local 2 —71/L SPAN & v v a U720
range list —E#PHD SPAN ¥ v 3 %

F21E 2 DOET E /N SV
. F72ld A 7 A5 EDOHP

GE) ZDOF—TU— N,
remote UE£— FSPAN v a 720
detail (H-8) EESNEy v g
avv R E—F =—4 EXEC (>)
¥iHE EXEC (#)
avwy FERE Jiy—=x EERNE
Cisco IOS XE Everest 16.5.1a Zoavwy RPREAINE LA,
Cisco I0S XE Gibraltar 16.11.1 erspan-destination Xr—1— ]\7jn§,)\ XNnFE LA,
GEREDHA KS4> ©—7/L®ERSPAN X5t v v a v O REIL 8 TF,
151
WIZ, v—H/VSPAN X5tk v 3 > 1IZ%d % show monitor session =~ > RO H
&R LUET,

Device# show monitor session 1
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show monitor session .

Session 1

Type : Local Session

Source Ports

RX Only : Gi4/0/1

Both : Gi4/0/2-3,Gi4/0/5-6
Destination Ports : Gi4/0/20
Encapsulation : Replicate
Ingress : Disabled

WIZ, AT 7 4 w7 OERENERNT 78> T B354 0 show monitor session all =
< FOEIBEZRLET,

Device# show monitor session all
Session 1

Type : Local Session

Source Ports

Both : Gi4/0/2

Destination Ports : Gi4/0/3
Encapsulation : Native

Ingress : Enabled, default VLAN = 5
Ingress encap : DOTI1Q

Session 2

Type : Local Session

Source Ports

Both : Gi4/0/8

Destination Ports : Gi4/012
Encapsulation : Replicate

Ingress : Enabled, default VLAN = 4
Ingress encap : Untagged

IZ. show monitor session erspan-source 2~ > RO A#l AR L £9,

Device# show monitor session erspan-source

Type : ERSPAN Source Session

Status : Admin Enabled

Source Ports

RX Only : Gil/4/33

Destination IP Address : 20.20.163.20
Destination ERSPAN ID : 110

Origin IP Address : 10.10.10.216

IPv6 Flow Label : None

&IZ. show monitor session erspan-destination =~ > KO 1 %2R L £,

Device# show monitor session erspan-destination

Type : ERSPAN Destination Session
Status : Admin Enabled

Source IP Address : 10.10.10.210

Source ERSPAN ID : 40
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. show parameter-map type subscriber attribute-to-service

show parameter-map type subscriber attribute-to-service

IRTA—=F < TORFE R T DI, FiiE EXEC “E— KT show parameter-map type
subscriber attribute-to-service =< > K& L £,

show parameter-map type subscriber attribute-to-service {all | name parameter-map-name}

BX DA all TRTDONTG A=< T O
AFEFRLET,
name parameter-map-name BB LI RT A=A~ v T DR
RHEFRRLET,
avY RE—FR ¥rHE EXEC (#)
2<% FEE =2 EENE
Cisco 10S XE Everest 16.6.1 Zoawy RPREAINEL
72
Bl RIZ, show parameter-map typesubscriber attribute-to-service name parameter-map-name

avr ROWNFZRLET,

Device# show parameter-map type subscriber attribute-to-service name platform

Parameter-map name: platform
Map: 10 platform-type regex "C9xxx"
Action(s) :
10 interface-template critical
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show platform software et-analytics .

show platform software et-analytics

et-analytics X & & £/RT D IZI1%. K5 EXEC “E— K C show platform software et-analytics = <
YREMEALET,

show platform software et-analytics {global | interfaces}

EX DA global 71 —/3)L et-analytics i € & #x LET,

AU B—T A A UH—T x4 Retanalytics ik E & Fm LET,
A

ARy RFIALE AL

ARV FE—F FiHE EXEC

av Yy FERE 1)1)—= TEAR
Cisco IO0S XE Everest Toavwy RRNEAINE L,
16.5.1a
{1

RIZ, 7' —,3)L et-analytics RE LA RR-T DR LET,

Device>enable
Device#configure terminal
Device# show platform software et-analytics global

ET-Analytics Global state

All Interfaces : Off

IP Flow-record Destination: 10.126.71.20 : 2055
Inactive timer: 0

ET-Analytics interfaces

GigabitEthernetl1/0/3

RIZ, 7' —,3)L et-analytics R E X FRT DR LET,

Device>enable
Device#configure terminal
Device# show platform software et-analytics interfaces

ET-Analytics interfaces
GigabitEthernetl1/0/3
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. show platform software fed switch active fnf et-analytics-flow-dump

show platform software fed switch active fnf
et-analytics-flow-dump

A B —7 A Ret-analytics 7 10— X T EERKRT HITIL, FiHEEXEC & — R T show platform
software fed switch active fnf et-analytics-flow-dump ==~ > RZ&H L £,

show platform software fed switch active fnf et-analytics-flow-dump

aATYRFI+LE AL

ARV R E—F Frite EXEC

avy FERE Jiy—=x ZERNAE
Cisco IOS XE Everest Zoawry RREAINE LA,
16.5.1a
51

WiZ, A v H—7 = A A et-analytics 7 01— X T ERTHH 2R LET,

Device>enable
Device#configure terminal
Device# show platform software fed switch active fnf et-analytics-flow-dump

ET Analytics Flow dump

Total packets received (27)

Excess packets received (0)

(Index:0) 72.163.128.140, 15.15.15.35, protocol=17, source port=53, dest port=12032,
flow

done=u

SPLT: len = 2, value = (25600,0) (128,0)

IDP: len = 128, value = 45:0:0:80:f0:6¢c:0:0:£f9:11:

(Index:1) 72.163.128.140, 15.15.15.35, protocol=17, source port=53, dest port=32356,
flow

done=u

SPLT: len = 2, value = (59649,0) (128,0)

IDP: len = 517, value = 45:0:2:5:¢3:1:0:0:£9:11:

(Index:2) 15.15.15.35, 72.163.128.140, protocol=17, source port=12032, dest port=53,
flow

done=u

SPLT: len = 2, value (10496,0) (128,0)

IDP: len = 69, value = 45:0:0:45:62:a2e:40:0:40:11:

(Index:3) 15.15.15.35, 72.163.128.140, protocol=17, source port=32356, dest port=53,

flow

done=u

SPLT: len = 2, value = (10496,0) (128,0)

IDP: len = 69, value = 45:0:0:45:62:ad:40:0:40:11:
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show platform software fed switch ip weep .

show platform software fed switch ip wcep

7F v~ 7 #— LKAE Web Cache Communication Protocol (WCCP) &% #£/Rr9 5121%. show
platform software fed switch ip weep 74 EXEC =2~ > RZEH L £,

show platform software fed switch{switch-number |active|standby}ip
wccp{cache-engines |interfaces |service-groups}

B DA switch {switch_num| active| standby} {&# 4 5345 73 2,

s switch num: A4 v FIDEAHLET, FEEINZ
A FIZET DIERERRI L ET,

sactive: 777 4 T AL v FDIEFREF R LET,
e standby : FAET D56 AX A AL v FOE#R

ERALET,
cache-engines WCCP ¥ vy o oYU aFRLET,
interfaces WCCP A > X —7 = A A%FRLET,
service-groups WCCP —tE R J—T%2F R LET,
ATV RE—FK ke EXEC
av Y FERE 1)1y —= EEAR
Cisco IOS XE Everest 16.5.1a ZOavwr RPREAINE LA,

COTvy Bk, T =P MRS L b BRI AT O A ER LT 7
SV, T = A PR MR T D3 ROMA R R LA LSMT IR LT
CESW,

Zoawy R, FAA AR H—ERAT 4 —F vty bEETLCODHETEH
‘(“j—(}

FRLEDHA KSA Y

WIZ, WCCP A v Z—T7 =2 A% F T 502~ LET,

Device# show platform software fed switch 1 ip wccp interfaces

WCCP Interface Info

*x**x% WCCP Interface: Port-channell3 iif id: 000000000000007c (#SG:3), VRF: O Ingress

WCCP ***x*
port handle:0x20000£f9

List of Service Groups on this interface:
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. show platform software fed switch ip weep

* Service group 1d:90 vrf id:0 (ref count:24)

type: Dynamic Open service prot: PROT_TCP 14 type: Dest ports priority:
35

Promiscuous mode (no ports).

* Service group i1d:70 vrf id:0 (ref count:24)

type: Dynamic Open service prot: PROT_TCP 14 type: Dest ports priority:
35

Promiscuous mode (no ports).

* Service group i1d:60 vrf id:0 (ref count:24)

type: Dynamic Open service prot: PROT_TCP 14 type: Dest ports priority:
35

Promiscuous mode (no ports).

***x% WCCP Interface: Port-channell4 iif id: 000000000000007e (#SG:3), VRF: O Ingress
WCCP * % % %
port handle:0x880000fa

List of Service Groups on this interface:

* Service group 1d:90 vrf id:0 (ref count:24)

type: Dynamic Open service prot: PROT_TCP 14 type: Dest ports priority:
35

Promiscuous mode (no ports).

* Service group i1d:70 vrf id:0 (ref count:24)

type: Dynamic Open service prot: PROT_TCP 14 type: Dest ports priority:
35

Promiscuous mode (no ports).

<output truncated>
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show platform software swspan .

show platform software swspan

AA v F RR— KT FZ 4% (SPAN) iz rT H121%, FHE EXEC £ — KT showplatform
softwareswspan =2~ > &AL £,

show platform software swspan {switch} {{{FO | FP active} counters}|RO | RP active}
{destination sess-id session-ID | source sess-id session-ID}

B DEREA

switch A v FICHET DIERE TR LET,

FO Embedded Service Processor (ESP) A v b 0 (ZBI9 2 & #
~LET,

FP ESP ICBT DiF e & LET,

active ESP £7213/— |k Futy¥ RP) OT7 VT 47 A L AZ A
BT oM AEFRRLET,

counters SWSPAN # vt — B & 2FRLET,

RO RP 2w b 0BT DlifHaZRLET,

RP RPIZBIT DM E R LET,

destination sess-id session-ID

EESN 5ty a VBT AIEREF R LET,

sour ce sess-id session-1D

RESNIE Gty v a VICETEREFR TR LET,

v RKRE—FK FrtE EXEC (#)

avy RER Jiy—=x EERNRE
Cisco 10S XE Everest ZPDa~< Rk, CiscolOSRelease 16.1.1 £V LD Y Y — 2Tl
16.5.1a

FEREDAHA RS2

3l

AShFE L,

o a VESNEELRVD, SPANE Yy v a v B E— MERiSEE Yy a v oRs, av
v FH77121E 1% Error: No Information Available] @ X v — U NFKREINE T,

iz, show platform software swspan FP active source =~ > KO H /16l &~k L £,

Switch# show platform software swspan FP active source sess-id 0

Showing SPAN source detail info

Session ID : 0

Intf Type : PORT
Port dpidx : 30

PD Sess ID : 1
Session Type : Local
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. show platform software swspan

Direction : Ingress

Filter Enabled : No

ACL Configured : No

AOM Object id : 579

AOM Object Status : Done

Parent AOM object Id : 118
Parent AOM object Status : Done

Session ID : 9

Intf Type : PORT

Port dpidx : 8

PD Sess ID : 0

Session Type : Local
Direction : Ingress
Filter Enabled : No

ACL Configured : No

AOM Object id : 578

AOM Object Status : Done
Parent AOM object Id : 70
Parent AOM object Status : Done

&IZ, show platform software swspan RP active destination =~ > KO H %z~ L E
D

Switch# show platform software swspan RP active destination
Showing SPAN destination table summary info
Sess-id IF-type IF-id Sess-type

1 PORT 19 Remote
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shudown (E=4tvsa>) |

shutdown (E=42 v 3)

B DEREA

aAavv R TFI4ILk

aAvU kR E—F

BESNTZERSPAN By v a v 2T 4 E—7MICT AI121%. ERSPAN E=% % ETLE v =3
varZ4¥al— gy F— RTshutdown 2~ > RZEH L £, 3%E N7 ERSPAN
tovalrEA RF—TNITHIZE, Zoavr FOono X EEHLET,

shutdown
no shutdown

ZOawy RIIBIEELIIF—U— REH Y £ A,
HLSREENTZERSPAN By v g id, v v ME T ORRBICAR Y £97,

ERSPAN E=4 &5tk vy ay a7 4 Fab—3 3 F— K (config-mon-erspan-src)

avy FERE

J1)—X ZERNAE
Cisco 10S XE Everest ZOawy RREAINE L,
16.5.1a

FEREDHA KS4 Y

1

ERSPAN ¥ v ¥ = %, noshutdown 2~ RRRESNDIETHT /T4 7 DEETT,

&Iz, noshutdown =< > RZHFEH L TCTERSPAN ¥ v a %27 7T 4 72T 50%
RLET,

Device> enable

Device# configure terminal

Device (config) # monitor session 1 type erspan-source

Device (config-mon-erspan-src) # description sourcel

Device (config-mon-erspan-src) # source interface GigabitEthernetl/0/1 rx
Device (config-mon-erspan-src)# destination

Device (config-mon-erspan-src-dst) # erspan-id 100

Device (config-mon-erspan-src-dst) # origin ip address 10.10.0.1
Device (config-mon-erspan-src-dst)# ip address 10.1.0.2

Device (config-mon-erspan-src-dst)# ip dscp 10

Device (config-mon-erspan-src-dst) # ip ttl 32

Device (config-mon-erspan-src-dst) # mtu 512

Device (config-mon-erspan-src-dst) # vrf monitoring

Device (config-mon-erspan-src-dst) # exit

Device (config-mon-erspan-src)# no shutdown

Device (config-mon-erspan-src)# end

BEEavTY R

avw > kR EL:l

monitor session type |ERSPAN ({E it v a v &R Lot v a v BB 1ERT 50,
o a X LTERSPAN Yy gy a7 X2l —v gy T—
FEBRIEL £ 7,
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Fy kD—sgBEavUR |

snmp ifmib ifindex persist

BXDERA

AR FIAILE

AU R E—F

FREDHA FSA4 Y

3l

HEFFSH % iflndex fEZ 72— U ZA 2—T WL, U7 — MMeEbHEFFSnD L HIc LT,
Simple Network Management Protocol (SNMP) TEHTX 5 X 9129512l Fu— L 3
74X al—v 3y E— R Tsimp ifmib ifindex persist =~ > K&/ L %9, iflndex /{—
VAT U R E T A= ULT =T T HIE, Zoavr RO no B EEHLET,

snmp ifmib ifindex persist
no snmp ifmib ifindex persist

Zoawy RIOIBIEEAITIZF—T—REIH Y A,
F XA AD iflndex /83— AT VART 4 B—T 20 £,
Jua—)Lar7 ¥ al—v a3 (config)

snmp ifmib ifindex persist =2~ Rif, 4 V¥ —7 = A AEHAFOREELA— 1 —TF7 4 FLZF
Fh, iflndex S—V AT UADAL UH—T 2 A AFFGOREIF, A1V F—T A A AT 4
Fal— g EF— RKTomp ifindex persist =~ > K& snmp ifindex clear =~ > K% {
LTREINET,

snmp ifmib ifindex persiss =~ RiZ, 4 % —7 = A AMIB (IF-MIB) @ iflndex 7—7 /L
WO ifDeser =2 b Y & iflndex =2 MU AL T, Vv—T 4 7T A A LDFTXTDA
H—T A AD iflndex /S—V AT VAL A F—T M LET,

iflndex /S—3 AF L A L1x. V7 — %S IF-MIB N O ifIndex fli & {767 S H. SNMP % ffi 4
HEEEDA v HE—T oA ZADID BRSNS L 512 LET,

ifindex /X—3 27 > 2 no snmp ifindex persist =2~ FZMHL T, HEDA ¥ —7 =
A R LTURNZT 4 B—=T7 v ENTWIHEA. iflndex S—Y ATV AFZEDA L H—T =
AATIEF 4= NADEF LR T,

WIZ, TRTCDOA v Z—T =24 ZADiflndex X—L AT A% A X—T WM T 56 % 7~
LET,

Device (config)# snmp ifmib ifindex persist

BEEavTY R

avU R ERBA

snmp ifindex clear  |DIFfICHEEED A v X —T oA AT L TA v B —T oA A AT 4 Fa
L—3 g — FORAT SR EW # snmp ifindex =~ &2 U
TI/i-ﬂAO

samp ifindex persist |[F-MIB TV 7' — & b#FF45  (ifindex persistence) ifIndex il % 1 % —
T LET,
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snmp-server enable traps .

snmp-server enable traps

TNAATH Yy U= EHIZT L (NMS) 124 74— LBERRLSEISER T v TO
Simple Network Management Protocol (SNMP) 1% £ FIREIC T HI2I%, /7 r— VL a7 ¢
Fal— 3 EF— FTamp-server enabletraps 2~ RZEH L E9, 77 4/L FEEIC
RIIE, Zoavr Rono BREEHLET,

snmp-server enable traps [ auth-framework [ sec-violation] | bridge | call-home
| config | config-copy | config-ctid | copy-config | cpu | dotlx | energywise
| entity | envmon | errdisable | event-manager | flash | fru-ctrl | license |
mac-notification | port-security | power-ethernet | rep | snmp | stackwise |
storm-control | stpx | syslog | transceiver | tty | vlan-membership | vlancreate
| vlandelete | vstack | vitp ]

no snmp-server enable traps [ auth-framework [ sec-violation] | bridge | call-home
| config | config-copy | config-ctid | copy-config | cpu | dotlx | energywise
| entity | envmon | errdisable | event-manager | flash | fru-ctrl | license |
mac-notification | port-security | power-ethernet | rep | snmp | stackwise |
storm-control | stpx | sydog | transceiver | tty | vlan-membership | vlancreate

| vlandelete | vstack | vtp ]

BX DA

auth-framework ({£&) SNMP CISCO-AUTH-FRAMEWORK-MIB 7 v~
A X —T NI LET,

sec-violation (f£&) SNMP camSecurityViolationNotif %1% A *—7 /L
L%,

bridge (fI:7) SNMPSTP 7V v ¥ MIB F 5 v 75 A X—7LIC
l./ \i j—O *

call-home (ff:7) SNMP CISCO-CALLHOME-MIB k J v 7% A 3—
T LET, *

config (fEE) SNMPRE T v Fa A X —7 I LET,

config-copy (&) SNMPREaEY— T v T2 A F—7 M L%
S

config-ctid (f£&) SNMPRECTID b7 v 7% A F—7/WIZLET,

copy-config (EE) SNMPa B —RE T v T4 F—7 M LET,

cpu (&) CPUBM N T v T2 A F—T M LET, *

dot1x (&) SNMPdotlx F 7 v 7 & A Rx—T M LET, *

energywise (fE) SNMPenergywise b 7 v 7% A X —7 /W LET,
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. snmp-server enable traps

Fyko—sg@Ea<T R |

entity (f£E) SNMP=> T 4T 4 b T v 7oA X—T M LZE
T

envmon (fEE) SNMPEREEE =% F T v 7 H2 A X—7 NI LE
ﬁqo *

errdisable (fEE) SNMP=F5—F 4 —T7 1V FTF v T Eh A F—T )L

ZLET, *

event-manager

(fEE) SNMPHHAIAIZRA N b v 32—V % N T v T & A
R—=T M LET,

flash

({EE) SNMP 7 7wy 2@ b7 v 74 x—7 T L
9, *

fru-ctrl

EE) =7 47« BGscfnlie=~= > b (FRU) il
NIy TEARLET, TAAL AL I TIE, ZO T
TNEAZ v TIZRBIT DT AL ADTEANEY /L2 ER L F
7,

license

(EE) 948 A FT T BAAR—T NI LET, *

mac-notification

({EE) SNMPMACHEH N7 v 7% A x—7 NI LET,

*

port-security

(fEE) SNMPR—FEx2 VT4 T v T oA F—T )b
CLES, *

power-ether net

(fEE) SNMP/SU—A —H XKy b Ty TaAR—=T
CLET, *

rep (fEE) SNMP LY U=y b f —HF v k Fr b=l b
T T EAF—=TMILET,

snmp (fEE) SNMP +5 v 7% A F—7 M LET, *

stackwise (IT%) SNMPStackWise k7 v 7% A % —7 L LET,

*

storm-control

(fEE) SNMP A h—Affilfll T v P INT A —F & f 22—
TN LET,

stpx (f£&) SNMPSTPXMIB b7 v 7 %A 3 —T7 MIZLET,
%

syslog (fLE) SNMPsyslog h 7 v 7 & A X —7WMIZLET,

transceiver (L&) SNMP FhF oo —N vF o FE AL 2—7 VI LE

‘ﬂ—o *
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aAavy R FI4ILk

AR E—F

snmp-server enable traps .

tty (=) TCPH: L7 v 7 ARELET, ZORERTT 7+
VR TA X =T N2> TVET,

vlan-member ship (F:8&) SNMPVLAN A > N—2 T N5 Tl 3—7
MZLET,

viancreate (FE75) SNMPVLANERL k5 v 7% 1 F—F i LEF

viandelete (f£7) SNMPVLANHIR F 5 v 7% A %—7 Mz LET,

vstack (EE) SNMPA~Y—h A Y A b=/ b T v T hA %—F
T LET, *

vip (f£%) VLAN b5 %227 7r hal (VIP) b5 v~

A x—T W LET,

SNMP b7 v 7 DEEET 4 B—T M LET,

Jua—n)ar7Z 4 Xal—rar

avy FERE

FEREDAHARFS1Y

1)1)—=x EENE
Cisco IOS XE Everest 16.5.1a Thavwry RPREAINEL
77

FROEOTAEZY) AT NN TWbavwy RAF g0l 7 a~r b4, =
NHEOHT a<wr ROFEMZOWTIE, B~y ROEEZZBL T30,

snmp-serverhost 72— 3L a7 4 XFalb—rvarav s REEALT, NIy E22ET
HARAR (NMS) ZHELET, M7 v 7 ZATERBELRVESRIE. TXTO NIy T ¥
A TINEESNET,

N7y TERITERP IR —F SN TOLHEIZ, ZTRODREZA X—T /I DI,
snmp-server enabletraps =~ K& L £3,

N

GE)  fru-ctrl, insertion B X RremovalF— T — KiL, a2~ KT D~V TA MY U TICERE

NETHR, T RATHR—PFEINTHERA, snmp-server enableinforms 7 o — 3L 22
T4 FXal—Yaravy NI, FR—FSTOEEA, SNMPIERIBAIOFEEEZ A X —7
ST T AHITIEL, snmp-server enabletraps 72—/ )L 2> 7 4 Falb—ay avr e
snmp-server host host-addr informs 72— )L 27 4 Fa b—a v avy ReflAhbbd
THEHLET,

)

GX)  SNMPvl TiE, HHIIVR—F S TWEEA,

Yy bID—YEBOTUF .
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. snmp-server enable traps

DT v TEA T oA F—TMITDHITIE, FT v T XA 72 LI snmp-server enable
traps 2~ > REEBINC AT HHERH Y £,

i W, D SNMP T v T B4 F oA F—F T Bl 5T LET,

Device (config) # snmp-server enable traps config
Device (config) # snmp-server enable traps vtp
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snmp-server

snmp-server enable traps bridge .

enable traps bridge

STP 7V vy ¥ MIB 7 v 7 Z2AERT HIIE, ZFr— b ar74F¥al— 3 F—RT
snmp-server enabletrapsbridge =~ > FZEH L E7, 774/ FREICETIZIE, 0=~
Y RO noEREHEALET,

snmp-server enable traps bridge [newroot] [topologychange]
no snmp-server enable traps bridge [newroot] [topologychange]

BX DA

AU R TIAIE

ATV R E—FR

newr oot f£E) SNMPSTP 7 U v U MIBHiBi/L— K N7 v 72 AA 3x—T7 I LE

(
R

topologychange  ({1:7) SNMPSTP 7V v MIB "R VLT T v P54 F—T I L E
7,

7 U wYSNMP T v T OEEIET 4 B—T NI 9,

Ja—)L a7 4 F¥Falb—g v

av Y RERE

FRLEDHA KS1 Y

)1)—x EZERNE
Cisco I0S XE Everest 16.5.1a Zoavwry RPREAINE L,

symp-serverhost 7 = —/ 3L a2y 7 4 Fal—varyavy REERLT, N7y 7 E2%ET
HARARN (NMS) #8ELET, M7 v T XA TEBELRVWEGEIEL, TXTONT v T ¥
A TREESNET,

\)

() SNMPvl Tix, BEHIZVR— I TWEHA,

3l

BEDNT T2 T oA X—TNVIZT DT, NT v T Z AT T LT snmp-server enable
traps 2~ REMEBNZ AT HHERSH D £9°,

WOHFITIE, NMSIZT7 Y v UL — b NI v 7R ETLHHEERLET,

Device (config) # snmp-server enable traps bridge newroot

rvro—vgBEa<>F ]
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. snmp-server enable traps bulkstat

snmp-server enable traps bulkstat

T—HIEMIB N7 v T oA X =TT HIZIE, Fe— b a7 4 Falb—T gy E—
R -G snmp-server enabletrapsbulkstat =~ > K& L E9, 77 4/V FREICRETITIE, =
Da<r ROonBEREHEHALET,

snmp-server enable traps bulkstat [collection | transfer]
no snmp-server enable traps bulkstat [collection | transfer]

B DEREA oletion  ({f:7%) 7 —XIEMIBIE b7 v 7 & A 2 —T /ML ET,

transfer  ({£8) F—FUWEMIBEE N T v FE A X —TMIZLE T,

ATV RFEI4NLR THAWEMIB N7y TOREETT 4 =T TR ET,

ATV R E—FR Ja—nR_) a7 4 F¥al—T g
2%y REE yy—2 EENE
Cisco IOS XE Everest 16.5.1a Zoawy RREAINE L,

FEHEDAA KS4 > simp-serverhost 7 m— Vb ary 7 4 Falb—varyavy RaifiLT, N7y 7 a2%ET
DAL (NMS) ZIEELET, M T v T AT EELRVERIE, T XTO LT v T X
A TREFESNET,

N

GE)  SNMPvl TiE, HHIIV AR — SN TWERFA,

DO NT TR T oA FX—TMZT DHITE, T v T XA T T LI snmp-server enable
traps =~ RN AT LHLERH Y £,

Bl WIC. F—AIUE MIBIUE b5 v 7R AT A% 5= L £+,

Device (config) # snmp-server enable traps bulkstat collection

. Yy hID—YEBOTUF
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snmp-server enable traps call-home .

snmp-server enable traps call-home

SNMP CISCO-CALLHOME-MIB + 7 v 7% A4 X—T WZTHITiE, ZFrn— L a7 4 Xz
L— 3 F— FTsanmp-server enabletrapscall-home 2~ > R&EEHLET, 774/ bk
FICETIZE., 2oa<ry FonEREZFEHLET,

snmp-server enable traps call-home [message-send-fail | server-fail]
no snmp-server enable traps call-home [message-send-fail | server-fail]

X DA message-send-fail (1) SNMP 2 v E—VEERK N T v T E5 A F—T M LET,

server-fail (EE) SNMP H—[EE T v F oA 2—T I LET,

AT K FI4J)k  SNMPCISCO-CALLHOME-MIB k7 v 7 OX(EIXT 4 B—7 W20 £,

ATV R E—FR Ja—R_) a7 4 F¥alb— g
2%y REE yy—2 EENE
Cisco IOS XE Everest 16.5.1a ZThOavwr s RREAINE LA,

FEHEDAA KS4> simp-serverhost 7 m— b ary 7 Falb—varyavy RaifiLT, N7y 7 a2%ET
DAL (NMS) ZIEELET, M T v T AT EIELRVERIE, T XTO LT v T X
A TREFESNET,

N

GE)  SNMPvl TiE, HHIIV AR — SN TWERFA,

DO NT v TR T oA FX—TMZT DHITE. T v T XA T T LI snmp-server enable
traps =~ FZEBNC AT LMLERH Y £,

I W, SNMP R vt — USRI R T v T a4 5 H 57 LET,

Device (config) # snmp-server enable traps call-home message-send-fail

rvro—vgBEa<>F ]
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. snmp-server enable traps cef

snmp-server enable traps cef

SNMP Cisco Express Forwarding (CEF) K7 v 7% A x—7 /2T HI2iF, Fm— L ar 7y
Fa b —3 3 F— FTomp-server enabletrapscef 2~ > RE2EHALET, 77 4/L Fa%iE
WRTIZE, Zoavy Rono EREHEHLET,

snmp-server enable traps cef [inconsistency | peer-fib-state-change | peer-state-change |
resour ce-failure]

no snmp-server enable traps cef [inconsistency | peer-fib-state-change | peer-state-change
| resource-failure]

X DA inconsistency (f£&) SNMPCEF ¥/ b7 v 7 & A X —7 ML E T,

peer-fib-state-change  ({1:%) SNMPCEF E°7 FIB 27— "NEH 5 v P52 A4 X—7LIC L E
—a_o

peer-state-change (f£&) SNMPCEFET 27— NEH NI v T oA X —TMILET,

resource-failure (E&) SNMP U Y —R[EE T v T oA F—T M LET,

A<V RFI4)k SNMPCEF 7 v 7OREETT 4 =T MR £7,

avy FERE 1y —= —
Cisco IOS XE Everest 16.5.1a S o~y FAREASHE LI

FEREDHA K54 simp-serverhogt 70— 3L a7 g Falb—Yaravy NefALT, N7y 7 2%ET
HEAR NMS) #f8ELET, "I v 7 XA TERELRZWESIZ, IT_XTO M T ¥
A THREEEINET,

)

GE)  SNMPvl TiE, FHHIIVAR—F SN TWEFA,

BEDONT v TEAT oA X—TMITHITE, VT v T XA 7T LI snmp-server enable
traps 2~ > REERNC AT HHERH Y £,

#l WIZ, SNMP CEF ¥J& b7 v 7% AK$T 50 %R~ LET,

Device (config) # snmp-server enable traps cef inconsistency

. Yy hID—YEBOTUF
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snmp-server enable traps cpu .

snmp-server enable traps cpu

CPUBMZ A F— T T AL, Y u—rb a7 4 X2 b—3 g F— K Tsnmp-server
enabletrapscpu 2~ FZFEMALET, 774V FREICRTIZIE, Z0a~r RO no B
EREHLET,

snmp-server enable traps cpu [threshold]
no snmp-server enable traps cpu [threshold]

BX DA threshod ({£#%) CPU L &\ M@ Z A 2 —7 /W LET,

ATV RFI4)k  CPUBHIORGIELT 4 B—T M) £7,

avY Y RE—FK sa—s\)aryz 4 Fal—ra v
av Yy FER Jiy—=x EEAR
Cisco IOS XE Everest 16.5.1a Zoawry RREAINE LA,

EELEOHA KSq4> simp-serverhost /e — L ar 7 4 Falb—vayavy REEALT, N7y 7 E2%ET
HARAL (NMS) 2HELET, M7 v 7 A TERELRWERIT, TXTO T v T ¥
A TBREESNET,

\}

GEX)  SNMPvl TiE, HHIIVAR—Fr SN TWEEA,

DT v THA T oA F—TMITDHITIE, FT v T XA 72 LI snmp-server enable
traps 2~ > REEBNC AT HHERH Y £,

i Wi, CPU L & Ml & 4 s 5 4 7 L £,

Device (config)# snmp-server enable traps cpu threshold

rvro—vgBEa<>F ]
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. snmp-server enable traps envmon

snmp-server enable traps envmon

SNMPBIE NS v 2 A4 X —T7NZT 323, Fe— L a7 4 Xal— g3 F—RT
B4

snmp-server enabletrapsenvmon =~ > & LET, 774/ FRECETIZIL, Z0=
~ U RO noBEXEHEHLET,

snmp-server enable traps envmon [fan] [ shutdown] [ status] [ supply] [temperature
]

no snmp-server enable traps envmon [fan] [ shutdown ] [ status] [ supply ] [
temperature ]
X DEEA fan TR 77v N7 T2 A =TI LET,

shutdown  ({£&) BREES Y v MUV E=F v T v TP 2 —T M LET,

status (fEE) SNMPEREBEAT —HAEENT v T oA 3 —T MILET,

supply (B8 BEBHRE=% 7 v 7oA x—7 M LET,

temperature  ({£:&) BREREE=Y 7 v T2 A RX—T7 VI LET,

ATV RTFI4IR  BESNMP T v T OREIEIT BT TR0 £,

avY R E—FK Jyua—s\ ) arz 4 ¥al—iars
2wy FEE yy—2 EENE
Cisco IOS XE Everest 16.5.1a Zoavwry RPREAINEL

77

FEREEDHA KS4 > stmp-serverhost /7 m— L a7 4 Falb—aryavys RefILT, M7y 7 E2%ET
HAEAL (NMS) HELET, b7y T A TEBELRVWEGRIE, $XTONTF v T ¥
A TREESNET,

\)

GEX)  SNMPvl TiE, HHIIVAR—F S TWEEA,

BEONT v THA T oA F—TNMIT DI, bT v T HA 7T LI snmp-server enable
traps 2~ REEBNC AN T HLERH Y £,

i Wic, 77 FT T RART AEETLET,

Device (config) # snmp-server enable traps envmon fan

. Yy hID—YEBOTUF
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snmp-server enable traps envmon .

Bl WIC. AT — B REW LT v TR ART 5% L ET,

Device (config) # snmp-server enable traps envmon status

rvro—vgBEa<>F ]
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. snmp-server enable traps errdisable

snmp-server enable traps errdisable

TT7—7 4 B—T/VDSNMPEIZ A X —T7 /I THITE, Frm— v ar7Z o ¥al—va
> E&— FCsnmp-server enabletrapserrdisable 2~ > R&HHALET, 77 40 bREIZRET
Wik, Zoa~vr FonoBEXEHEHLET,

snmp-server enable traps errdisable [notification-rate number-of-notifications]
no snmp-server enable traps errdisable [notification-rate number-of-notifications]

X D3 notification-rate (FEED) ML — b2 LT 1 9%72 ) OMmOKERE L
number-of-notifications F9, ZIT AL DHEOFPHIL 0 ~ 10000 T,

ATV R FI4ILE TT— T 4E—T /D SNMP BHEEIET 4 =T MR £,

AUk E—F Jra—r)ary7 4 ¥al— g
avy FER 1) —2 F—.
Cisco IOS XE Everest 16.5.1a Ty RBREASHE L.

FEHEDHA KS4> simp-sarverhost 7 m— VL ary 7 4 Falb—varavy ReLT, N7y 7 a2%ET
HARAR (NMS) ZfELET, FT7 v T A TEZBELRVWERE, TXTORNT v T 2
A TBREESNET,

\}

GE)  SNMPvl TiE, HHITVAR—F SN TWEEA,

BEDONT v TEAT oA F—TMITHITE, VT v T XA 7T LI snmp-server enable
traps 2~ > REEBNC AT HHERH Y £,

il KIT, TF5— F 4 —7 L0 SNMP @A E 2 ICRET A%k LET,

Device (config)# snmp-server enable traps errdisable notification-rate 2

Yy hID—YEBOTUF
sa



| #vybro—bEBa<oR
snmp-server enable traps flash .

snmp-server enable traps flash

SNMP 7 7 v ¥ = ilifl e A F—T MIT 52, Fa— )b ar7 4 Xalb—var E—FK
T snmp-server enabletrapsflash =~ FEZEH LET, 774/ FRECETIZIL, Z0=
< RO noXEHHLET,

snmp-server enable traps flash [insertion] [removal]
no snmp-server enable traps flash [insertion] [removal]

X DERHA insartion  ({L&) SNMP 7 v ¥ affi A% A F2— 7 M LET,

remova  ({£E) SNMP 7 T v ¥ =B H Lils&E A r—7 LI LET,

ATV RFI4) Rk SNMP 77 vy a@HMOEEILT 4 E—7 AT,

ATV R E—FR Ja—R_) a7 4 F¥alb— g
av Y REE y1y—2 RENE
Cisco IOS XE Everest 16.5.1a Thavwr  RREAINE LA,

FEHEDAA KS4> simp-serverhost 7 m— b ary 7 Falb—varyavy RaifiLT, N7y 7 a2%ET
DAL (NMS) ZIEELET, M T v T AT EIELRVERIE, T XTO LT v T X
A TREFESNET,

N

GE)  SNMPvl TiE, HHIIV AR — SN TWERFA,

DO NT v TR T oA FX—TMZT DHITE. T v T XA T T LI snmp-server enable
traps =~ FZEBNC AT LMLERH Y £,

Bl Wiz, SNMP 7 5 v & = A& LRk 5 il %7 L £

Device (config) # snmp-server enable traps flash insertion

rvro—vgBEa<>F ]
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. snmp-server enable traps isis

snmp-server enable traps isis

Intermediate System-to-Intermediate System (IS-IS) U Y27 AF—hk b—F 4 7 Fua ha) k
T T A F—TMITHIZE, Fa— L a7 X b— g F— KT snmp-server
enabletrapsisis =~ > F&EHLET, 7 74/ MREICETIZIE, 202~ KO no B
AL ET,

snmp-server enable traps isis [errors | state-change]
no snmp-server enable traps isis [errors | state-change]

X DERA errors EE) IS-IS=F— "I v 7B A X—T NI LET,

datechange ((£&) IS-ISAT— MEBE T v 7% A4 F—7 M LET,

ARV R FI4IAL ISISDO T v TREET =TT £,

AT R E—F sa—) a7 4 F¥al—Tg v
2wy REE yy—2 RENE
Cisco 10S XE Everest 16.5.1a Zoavwy RREAINE LT,

FEALEDHA KSq L smp-serverhost 7 m—/ b ar 7 4 Falb—varyavwy RefiLT, M7y 7 &e%ZEFT
HARAL (NMS) ZEELET, NIy T IATEEELLRVERIE, T XTORT v T X
A TRERENET,

\)

() SNMPvl Ti, IR — RS TWEHEA,

D NT T HA T oA =TT DHITE, T v T H AT T LI snmp-server enable
traps 2~ REMEBNZ AT THHERSH D £97,

#l KT, SIS T — kT v FRART B HI% R LET

Device (config) # snmp-server enable traps isis errors

. Yy hID—YEBOTUF
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snmp-server enable traps license .

snmp-server enable traps license

FTAVLANT v T A F—TNMZT BT, Zar— b ar 7 4 Fal—v gy F—KT
=g

snmp-server enabletrapslicense =~ > FZEH L E7, 774/ FREICETIZIE, Z0a~
Y RO noBERAEEHLET,

snmp-server enable traps license [deploy] [error] [usage]
no snmp-server enable traps license [deploy] [error] [usage]

BX DA

AR TFIAILE

aAvU kR E—F

dploy ((£E) A B REBALT v T A X—T M LET,

error - (f£g) 948 AT — N7 v T EA =TI LET,

usage (f£E) FA B AEM T v T2 A RX—T NI LET,

FAB VA NI T DOREEITT 4 =T NITHRY ET,

Ja—)L a7 4 Falb—g

avy FERE

FEREDAA RZM4 Y

Jjy—= EEAR
Cisco IOS XE Everest 16.5.1a Zoavwry RREAINE LA,

snmp-server host 70—/ 3L a7 4 X ab—varya<wr REHLT, Ty 7E2%ET
HAEAN (NMS) ZHEELET, M7 v T XA TEBELRVWEEE, TXTORNT v T 4
A TINEESNET,

\}

GE)  SNMPvl TiE, HHIIVAR—F SN THEEA,

il

DT v THA T oA F—TMITDHITIE, FT v T XA 72 LI snmp-server enable
traps 2~ REEBINC AT HHERH Y £,

WRIZ, TA B RAEANT v T2 ERT D02 L ET,

Device (config) # snmp-server enable traps license deploy

rvro—vgBEa<>F ]
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. snmp-server enable traps mac-notification

snmp-server enable traps mac-notification

SNMPMAC#H k7 v &2 A R—=TWIZT DL, Zr— a7 4F¥alb— gy E—
K¢ snmp-server enabletraps mac-notification =~ > F&MiH L £d, 774/ hREITRET
Wik, Zoa<wr FonoBEXEfHALET,

snmp-server enable traps mac-notification [change] [move] [threshold]
no snmp-server enable traps mac-notification [change] [move] [threshold]

X DA change ({E&E) SNMPMACZEW + T v F &2 A x—7 M LET,

move ({EE) SNMPMACEBE#I T v oA X—7 W LET,

threshdd  ({£7%) SNMPMAC LEVME T v~ 7% A %—7 M LET,

AT RFI4)k  SNMPMACHEE kT » T OREIET 4 B—T W20 £7,

avY RE—FK sa—s\)aryz 4 Fal—ra v
av Yy FER Jiy—=x EEAR
Cisco IOS XE Everest 16.5.1a Zoavwry RREAINE LA,

EELEOHA KSq4> simp-serverhost /e —/ VL a v 7 4 Falb—varyavy REEALT, N7y 7 E2%ET
HARAL (NMS) 2HELET, M7 v 7 A TERELRWEAIT, TXTO T v T ¥
A TBREESNET,

\}

GEX)  SNMPvl TiE, HHITVAR—Fr S TWHEEA,

DT v THA T oA F—TMITDHITIE, FT v T XA 72 LI snmp-server enable
traps 2~ > REEBINC AT HLERH Y £,

i Wiz, SNMP MAC M 5 o 7% ARk 2 47 L ET,

Device (config) # snmp-server enable traps mac-notification change

. Yy hID—YEBOTUF
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snmp-server enable traps ospf .

snmp-server enable traps ospf

SNMP @ Open Shortest Path First (OSPF) ~ 7 v 7% A 32— /W2 T HIZiL, Za—r3L 3
74 ¥ 2 b— a3y T— KT snmp-server enabletrapsospf =~ > R&HLET, 7741
FEEICETICIE, 20oa~<w2r FOno R EHERLET,

snmp-server enable traps ospf [cisco-specific | errors | Isa | ratelimit ratelimit-time
max-number-of-traps | retransmit | state-change]

no snmp-server enable traps ospf [cisco-specific | errors | Isa | ratelimit rate-limit-time
max-number-of-traps | retransmit | state-change]

BX DA cisco-specific (ER) YAa@HDO N T v T oA X —T M LET,
errors ER) =9— "I T mBAFX—TNMIZLET,
Isa ER) Vo7 AT—RFT KREZAL XA~ (LSA) b7 v 7 %A F—
T LET,
rate-limit ({EE) V—hHIR N7 v 724 3—T M LET,
rate-limit-time UEE) L— IR N T v 7OREOE S 2R TIHELET, IHETE

HAEIL 2 ~ 60 TI,

mex-number-of-traps  (fF) #XE L7-RFHIPNICEET 2 L— MR b 7 » 7 DR EFEE L

iﬁ‘o
retransmit (EE) "7y MEFEFT vy TE2A R—T VI LET,
state-change (EE) REEE T v T2 X =TT LET,

ATV RFI4)k OSPFSNMP k7 v 7OREITT 4 =T IR £7,

ATV R E—F Ja—nR_) a7 4 F¥al— g
2<% FEE Y y—2 EERE
Cisco 10S XE Everest 16.5.1a Zoawy RREAINEL

77

FEHEDAA KS4> simp-serverhost 7 m— b ary 7 Falb—varyavy RafifiLT, N7y 7 ax%ET
HAAN (NMS) ZIFELET, N7 v 7 A TEFEELRVERIE, ITXTO T v T X
A TREESNET,

\

(GE)  SNMPvl Ti, IR — RSN TWEEA,

rvro—vgBEa<>F ]
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. snmp-server enable traps ospf

DT v TEA T oA F—TMITDHITIE, FT v T XA 72 LI snmp-server enable
traps 2~ > REEBINC AT HHERH Y £,

i Wic. LSA T v T E A F—T Mt BllAE R LET,

Device (config) # snmp-server enable traps ospf lsa

. Yy hID—YEBOTUF
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snmp-server enable traps pim .

snmp-server enable traps pim

SNMP 71 k a)Visi Bl F % ¥ A b (PIM) bT v 7 %A 32— M BI2iE, Za—nN
Va7 4 ¥ ab— gy E— K Tsnmp-server enabletrapspim 2~ > RafHLET, 7
TN RBREICETICE. 2oa<wry RonERXEHEHLET,

snmp-server enable traps pim [invalid-pim-message] [ neighbor-change] [rp-mapping-change]
no snmp-server enable traps pim
[invalid-pim-message] [nheighbor-change] [rp-mapping-change]

X DERHA invalid-pim-message  ({1-&) ##7/2 PIM A vt — v I v oA X —7 I LET,

neighbor-change (&) PIM XA N—EF T v T A F—T ML E T,

rp-mapping-change ({£&) 757 —HRA > b (RP) v~ v BV I ERENT v T hA F—T
M LET,

ATYRFI4I R, PIMSNMP 7 v FOREIFT 4 E—7 M0 7,

avY Y RE—FK sa—s\)aryz 4 Fal—a v
avy RER Jiy—=x EENE
Cisco IOS XE Everest 16.5.1a Zoawry RPNEAINE L,

FEREEDHA KS4 > simp-serverhost 7 m— L a7 4 Falb—aryavy RaifILT, M7y 72%ET
HERAR NMS) #IEELET, N7 v T XA THRIBELRVERIZ. T_XTCO T T X
A TREEENET,

\}

GEX)  SNMPvl TiE, HHIIVAR— S THEEA,

DT v THA T oA F—TMITDHITIE, FT v T XA 72 LI snmp-server enable
traps 2~ > REEBINC AT HLERH Y £,

i WiT, BN PIM A vbE— h Ty T hA F—T M DR R LET,

Device (config) # snmp-server enable traps pim invalid-pim-message

rvro—vgBEa<>F ]
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. snmp-server enable traps port-security

snmp-server enable traps port-security

SNMP R— h X a7 4 T v T a2 A X =TI THIIE, Z7a—b ar 7 1 Fal—
v 3 v F— R T snmp-server enabletrapsport-security =~ > RZ2FEHALET, 77 4/ Fi%
EWCRTICIE, Zoa~<r Rono ERZ2HH L £,

snmp-server enable traps port-security [trap-rate value]
no snmp-server enable traps port-security [trap-rate value]

X DR trap-rate EE) 1 BMIICEETIR— X274 Ty 7OEREEZHRTELE
value +, FEETEBEPHIL 0 ~ 1000 T, F7 44 MI0 T GHIRIZARL . k
S FIIRETHENCEEEINET) |

ATV RFEI4NLRE A= EFXF2UT 4 SNMP FT v TOREIXT 4 =TT FT,

ATV R E—F Ja—nR)L a7 4 F¥al— g
avy FERE )y—x TEAR
Cisco IOS XE Everest 16.5.1a ZThavwr RPREAINELE,

FEEHEDAA KS4> simp-sarverhost 7 m— Vb ary 7 4 Falb—varyavy RelLT, N7y 7 a2%ET
HARA L (NMS) ZELET, M T v A TEBELRVERIE, $XTOLF v 7 ¥
A TREESNET,

)

GE)  SNMPvl TiE, HHIIVAR—F SN TWEEA,

BEDONT v TEAT oA FX—TMITHITE, VT v T XA 7T LI snmp-server enable
traps 2~ > REEBNCANTHUERH Y £7,

#l Wiz, 1FM7 1 200 DHJETH— F X o VT 4 FF v P oA F—T AT D0
FLET

Device (config) # snmp-server enable traps port-security trap-rate 200
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snmp-server enable traps power-ethernet .

snmp-server enable traps power-ethernet

SNMP @ Power over Ethernet (PoE) ~7 v 7% A X —T MIZTBHIZE, Fr— b a7 4
X2 L—3 g F— KT snmp-server enabletraps power-ethernet =~ > R&EHLET, 7
74 MERBICETICE, 20avy RO noBRE#HEHLET,

snmp-server enable traps power-ethernet {group number | police}
no snmp-server enable traps power-ethernet {group number | police}

BXDEREA group BELIEIN—THBECTTHEA L TA L NI — TN —TF X=X NT v T HA
number F—T M LET, ZIFANSLNAEOHPIL 1 ~9 T,

police A TA RT—=R)V T v Iy TPl X—T I LET,

AT K FI4J)L+  Powerover Ethernet ® SNMP 7 v T ORFEIET 4 B—7 M7 £,

:Ivylg‘:E_F‘ 7\\\3‘—/\‘/1/:!:/74’\—’?11/‘—:/9:/
2wy REE yy—2 RENE
Cisco 10S XE Everest 16.5.1a Zoavwy RREAINE LT,

FEALEDHA KSq >y smp-serverhost 7 m—/bar 7 4 Falb—varyawy RefLT, M7y 7 &e%ZEFT
HARAL (NMS) ZEELET, NIy T IATEEELLRVERIE, T XTORT v T ¥
A TRERENET,

\)

(GE)  SNMPvl Ti, I AR — RSN TWEHEA,

BEDNT TR T oA =TT HITE, T v T H AT T L1 snmp-server enable
traps 2~ REMEBNZ AT THHERH D £97,

il Iz, 7 v—7"1 @ Power over Ethernet (PoE) b7 v 7% A 2 —T7WIZT BHZ R L
ij‘o

Device (config) # snmp-server enable traps poower-over-ethernet group 1

rvro—vgBEa<>F ]
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. snmp-server enable traps snmp

snmp-server enable traps snmp

SNMP b7 v 7 %A F—TMITHIF, Fa— )b a7 4Xalb—v gy E— KT
snmp-server enabletrapssnmp =2~ > K& LET, 774V PRECRETIZIE, Z0a~
Y RO noERXAEHEALET,

snmp-server enable traps snmp [authentication ] [coldstart ] [linkdown ] [linkup

] [warmstart]
no snmp-server enable traps snmp [authentication ] [coldstart ] [linkdown ] [linkup
] [warmstart]
BX DA authentication  ({L&) F8FE N7 v 7% A X —7 M LET,
coldstart (fEE) 2—VRKAZ—K T T A F—TWIZLET,

linkdown HEE) Voo Zvy by T2 X—7 VI LET,

linkup EE) Voo 77 b7 F—T NI LET,

war mstart EE) VA—LAX—F T v T oA F—TNMIZLET,

ATV RFI4IR SNMP T v TOREEET -7 M LET,

avY R E—FK Jyua—s\ ) arz 4 ¥al—iars
av Y REE ) 1y—2 KENE
Cisco IOS XE Everest 16.5.1a Tawy RRAEAINE LR,

FEREDHA KS4> stmp-serverhost /e — L a7 4 Falb—varyavy ReHLT, M7y 722 ET
HARAL (NMS) ZHEELET, M T v 7 A TEBELRVEGRIT, T XTDO LT v X
A TREFEISNET,

\}

GX)  SNMPvl TiE, HHIIVR—Fr S TWEEA,

BEONT v THA T oA F—TNMIT DI, b T v T HA 7T LI snmp-server enable
traps =2~ > REMEBNZ AT HHERH Y £97,

I WRIZ, U —Db AF—FDSNMP T v %A X—TNCTHH0ERLET,

Device (config) # snmp-server enable traps snmp warmstart

. Yy hID—YEBOTUF
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snmp-server

snmp-server enable traps stackwise .

enable traps stackwise

SNMP StackWise b7 v 7% A F—T7 /T HITIE, Fr— b a7 4 Xalb— g F—
R ¢ snmp-server enabletrapsstackwise =~ > RZH L %9, 77 +/L FREICRETITIE.
Zoavwr RonBERXEFEHLET,

snmp-server enable traps stackwise [GLS] [ILS] [SRLS]

[insufficient-power ] [invalid-input-current]

[invalid-output-current] [member-removed] [member-upgrade-notification]

[new-master ] [new-member ] [port-change] [power-budget-warning] [ power-invalid-topology]
[power-link-status-changed] [ power-oper-status-changed]

[power-priority-conflict] [ power-version-mismatch] [ring-redundant]

[stack-mismatch] [unbalanced-power-supplies] [under-budget] [under-voltage]

no snmp-server enable traps stackwise [GLS] [ILS] [SRLS]

[insufficient-power ] [invalid-input-current]

[invalid-output-current] [member-removed] [member-upgrade-notification]

[new-master ] [new-member] [port-change] [power-budget-warning] [ power-invalid-topology]
[power-link-status-changed] [power-oper-status-changed ]

[power-priority-conflict] [ power-version-mismatch] [ring-redundant ]

[stack-mismatch] [unbalanced-power-supplies] [under-budget] [under-voltage]

B DEREA

GLS (£5&) StackWise A% v 7 EIRGLS b7 v 7 ZH A R —T7 T L
*7,

ILS (f£&) StackWise A% v 7 EIFILS b7 v 7% A x—7 WML
i—j—o

SRLS ({T-%) StackWise A% v 7 B SRLS T v 7% A X —T NI
LET,

insufficient-power (£E) Stackwise A ¥ vV BIROREMEIR 8T v T oA R—
T LET,

invalid-input-current (fE&) Stackwise A ¥ v 7 BIRDBNATIER T v T oA F—
T LET,

invalid-output-current (fEE) Stackwise A ¥ v 7 BEIROMAH SIEIR T v T &5 A F—
Tz LET,

member-removed (f£&) StackWise A% v 7 AU ANHIR R T v T oA 32— ILIC
L/iﬁ—o

member-upgrade-notification  ({1:#) StackWise A > D7 v 77 L —KfHVa—RK F v
A F—T I LET,

new-master (fEE) StackWise DFHI 77 A~V b T v %A X —T /L
i‘j‘o

rvro—vgBEa<>F ]
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. snmp-server enable traps stackwise

new-member (fFZ) StackWise DFHIA LN v T v TP A 2—T T LE
R

port-change ({£&) StackWise DA X v 7 R—  NEW T v P x—T )L
I LET,

power-budget-war ning (fE) StackWise 2% v 7 &JRNY = v NEL T v 7% A

F—T Nz LET,

power-invalid-topology ({EE) Stackwise A ¥ v 7 EJROEh hAFAu Y VT v T w24
F—7 W LET,

power-link-status-changed  ({1:7%) StackWise 2 % v 7 &R 7 AF — X ZAEHERNT v 7
A R—T T LFET,

power-oper-status-changed  ({£:7) StackWise 2 % v 7 BIFEAR— FNEIWEA T — & A HE |
T T F—=TMILET,

power-priority-conflict (&) StackWise A% v VEFRD T TA XV T 45 T v 7
A RX—T W LFET,

power-ver sion-mismatch (f£#&) StackWise 2% v 7 EFDONA—V g U A—H T v T %
A4 F—T Mz LET,

ring-redundant (f£#) StackWise DV > VIR N T v T oA F—T ML F
‘g—o

stack-mismatch (f£#&) StackWise A X v 7V R—F N T v T A X —T7 /W LE
KR

unbalanced-power-supplies  ({£:%) Stackwise A ¥ v 7 BIROREMEIR T v Fh A F—
T LET,

under-budget (f£E) StackWise A% v VBIFRORRENRY 2 M T v T %A
F—T M LET,

under-voltage ({EE) Stackwise A ¥ v 7 ERORNREILE ST v T oA x—
Lz LET,

ATV RFI4)L R SNMP StackWise 7 v 7 DFEILT B —7 1220 £,

AT R E—F Ja—) a7 4 F¥al—T g
2% REE yy—2 EERE
Cisco IOS XE Everest 16.5.1a Zoawy RRNEAINE L,
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FEREDHA KS4 > snmp-serverhost /e — L a7 4 Falb—varyavy ReHLT, M7y 722 ET
HARAL (NMS) ZIEELET, FT7 v 7 A TEIBELRVEGRIT, T XTDO LT v X
A TBREFEINET,

\)

GE)  SNMPvl TiE, HHIIVAR—F S TWEEA,

BEDONT T HAT oA F—TNMITHITIEX, bT v T XA T T LIZ snmp-server enable
traps 2~ REMEBNZ AT HHERSH D £7°,

Bl WIT. StackWise % % v 27 D GLS 5 v 7 & A+ A H 27 L £+,

Device (config)# snmp-server enable traps stackwise GLS

rvro—vgBEa<>F ]
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snmp-server enable traps storm-control

SNMP 2 h—2AMlfll 8T » T RTA—=F oA X—=TNVICT DL, Fr—rb a7 4Fa
L —3 3 » F— KT snmp-server enabletrapsstorm-control =~ > R&MHL £, 77 4+/1
FREIWCETICIE, Zoa<wr Fono XA HH L £,

snmp-server enable traps storm-control { trap-rate number-of-minutes }
no snmp-server enable traps storm-control { trap-rate}

BX DA trap-rate ({EE) SNMP A b —2filil 7 v 7 L— N &AL TIRELEYT, %
number-of-minutes 5 A, 541 2 EOFFIE 0 ~ 1000 T9, 77 4 /L ME 0 TT,
fE 01X, HIRPEH ST, BETLHLEWC N7 vy IBREEINDH T &
ZRLET, RETDHE., showrunall 2~ R JJIZ no snmp-server
enable traps storm-control NE/RINET,

ATV RTI4IR SNMP R =AMl h T v T NT A= DRETT 4 =T IR FT,

ARV FE—F Ja—r L Ay 7 4 Xa L—g
av Yy FER 1) —2 —
Cisco IOS XE Everest 16.5.1a L

FEHEDAA KS4> simp-saverhost 7 m— VL ary 7 4 Falb—varavy RefiLT, N7y 7 a2%ET
HARAN (NMS) Zf8ELET, FT v T A TEZBELRVERE, TXTORNT v ¥
A TBREESNET,

\}

GE)  SNMPvl TiE, HHITVAR—F SN TWEEA,

BEONT v TEAT oA FX—TMITHITE, VT v T XA 7T LI snmp-server enable
traps 2~ > REEBNC AT HHERH Y £,

#l Wic. SNMP A b—REIE R T v 7 L— b 1 3BT 10 T v FIcBET 2045
LET,

Device (config) # snmp-server enable traps storm-control trap-rate 10

. Yy hID—YEBOTUF



| #vybro—bEBa<oR
snmp-server enable traps stpx .

snmp-server enable traps stpx

SNMPSTPXMIB k7 v 7% A R—T7 /W ZT DI, Ze—bary7 4 Xal—va s E—
R C snmp-server enabletrapsstpx =~ > REMHEHLET, 774/ MREICETITIE, 20
a<v Rono B EHERALET,

snmp-server enable traps stpx [inconsistency] [loop-inconsistency] [root-inconsistency]
no snmp-server enable traps stpx [inconsistency] [loop-inconsistency] [root-inconsistency]

X DiRHA inconsistency (f£&) SNMP STPXMIB FEHH F 7 v T oA X —T I LET,

loop-inconsistency  ({1:7&) SNMPSTPXMIB/L— 7 FJEEH T v T A F—7 VI LET,

root-inconsistency  ({1:&%) SNMPSTPXMIB/L— R FJEFH R T v T %A F—T M LET,

AT RFTI4)k  SNMPSTPXMIB 7 v 7 OEEIET 4 =707 0 £,

avY RE—FK sa—sN)aryz 4 Fal—ra v
av Yy FER Jiy—=x EEAR
Cisco IOS XE Everest 16.5.1a Zhavwr RREAINE LA,

EELEOHA KSq4> simp-serverhost /e —/ L a7 4 Fal—varyavy REEALT, N7y 7 E2%ET
HARAL (NMS) 2HELET, M7 v 7 A TERELRWEAIT, TXTO T v T ¥
A TBREESNET,

\}

GE)  SNMPvl TiE, HHIIVAR—F SN THEEA,

DT v THA T oA F—TMITDHITIE, FT v T XA 72 LI snmp-server enable
traps 2~ REEBINC AT HHERH Y £,

i K12, SNMP STPX MIB FJEHH kT v F & AT H61% 5 LET,

Device (config) # snmp-server enable traps stpx inconsistency

rvro—vgBEa<>F ]
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snmp-server enable traps transceiver

SNMP b T > v —NEF T oA F—TMITHITIE, Fr— b a7 4 Xal— gy
£ — KT snmp-server enabletrapstransceiver 2~ > RZHHALET, 774/ bR EIZRET
Wik, Zoa~vr FonoBEXEHEHLET,

snmp-server enable traps transceiver {all}
no snmp-server enable traps transceiver {all}

BX DA d (EZ) TR_RCTOSNMP F T2y —R T v T E A F—T M LET,

ATV RTI4IR SNMP T v—A Ty TOREFIXT 4 =T TR T,

avY Y RE—FK ra—s\)aryz 4 Fal—ra v
av Yy FER Jiy—=x EEAR
Cisco IOS XE Everest 16.5.1a Zoavwr RREAINE LA,

EELEOHA KSq4> simp-serverhost /' m—/ L ar 7 4 Fal—varyavy REEALT, N7y 7 E2%ET
HARAL (NMS) 2HELET, M7 v 7 AL TERELRVEAIT, TXTO T v T ¥
A TBRERESNET,

\}

GEX)  SNMPvl TiE, HHIIVAR—F S THEEA,

DT v THA T oA F—TMITDHITIE, FT v T XA 72 LI snmp-server enable
traps 2~ > REEBNC AT HLERH Y £,

A WIZ, T_XTOSNMP b7 v —N NI v T2 RETHHEZRLET,

Device (config) # snmp-server enable traps transceiver all

. Yy hID—YEBOTUF
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snmp-server enable traps vrfmib

SNMP vifmib 7 v 7 &3 AI2F, Fe—"L a7 4 Xa2lb— 3 F—RT
snmp-server enabletrapsvrfmib =~ > NEFEHLET, 774/ MREICETICIE, Z0=
<~ ROnoEREHEALET,

snmp-server enable traps vrfmib [vnet-trunk-down | vnet-trunk-up | vrf-down | vrf-up]
no snmp-server enable traps vrfmib [vnet-trunk-down | vnet-trunk-up | vrf-down |
vrf-up]

X DERHA vnet-trunk-down  ({£:&) vrfmibtrunk 7> F 5 v FE A F—T I LET,

vnet-trunk-up  ({£&) vrfmibtrunk 7 v 7 N T v FEA F—T I LET,

vrf-down (E=E) vifmibvif ¥ 7> R v TR A 2—T NI LET,
vrf-up (fEE) vifmibvef 7 v 7 b7 v T E A 2= NI LET,

ATV RFI4)k  SNMPvrfmib 7 v T ORETT 4 E—T TR0 £7,

AR E—F Ja—nR_) a7 4 F¥al— g
avy FERE 1y —= —
Cisco IOS XE Everest 16.5.1a Sha~wy FAEASHE LI

FERAEDHA KS4> smp-serverhost 7 u—/3 b3y 7 4 Falb—varavy ReALT N7y 7 a%ET
HEARN NMS) #f8ELET, "I v 7 XA TERELRZWVWESIZ, I _XTO M T T ¥
A TREFESNET,

)

GE)  SNMPvl TiE, HHIIV AR —F SN TWEFA,

BEONT v TEAT oA X—TMITHITE, VT v T XA 7T LI snmp-server enable
traps 2~ > REERNC AT HHERH Y £,

1l = OFliE, vefmib trunk X7 kT v FEAERKT D HEE R LTOET,

Device (config) # snmp-server enable traps vrfmib vnet-trunk-down

rvro—vgBEa<>F ]
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. snmp-server enable traps vstack

snmp-server enable traps vstack

SNMP A~ —h A VA M=) b T v T oA X—T/NITHIZIE, Zr— a7 4 Fal—
v 3 v E— KT snmp-server enabletrapsvstack =2~ > R&EFEHA LE T, 77 4/0 bk EICE
FIZiE, Zoa~vr RonoBEREHHLET,

snmp-server enable traps vstack [addition] [failure] [lost] [operation]
no snmp-server enable traps vstack [addition] [failure] [lost] [operation]

¥ESTDEREA addition (f£%) 7947 v Mo ko TBMENT- T v P2 A 2 —T ML ET,
failure  (£&) 7747 v 7u—REF v rn—RKNEENT v T2 F—T I LE
‘aAo
lost UEE) 2947 FOHEENT v T2 A X—T M LET,

operation  ({£&) EEE— RELE T v 7 E A F—7 M L% T,

ATV EFI4IE SNMP AR —b A VA b—/b F T v T OREIET 4 B—T MR £,

AT R E—F Ja—) a7 4 F¥al—T g
2% REE yy—2 EEAE
Cisco IOS XE Everest 16.5.1a Zoawy RNEAINE L,

FEALEDHA KSq L smp-serverhost 7 m—/ b ar 7 4 Falb—varavwy RefLT, M7y 7 &e%ZEFT
HARAL (NMS) ZEELET, NIy T FATEEELLRVERIE, T XTORT v T X
A TREFENET,

\)

(GE)  SNMPvl Ti, IR — RS TWEEA,

D NT TR T oA =TT HITE, T v T H AT T LI snmp-server enable
traps 2~ REMEBNZ AT T HHERSH D £97,

#l HIT. SNMP A~ — k£ v A /b 2 5472 MEM R T v FEART 5 0% 57 L
—é‘O

Device (config) # snmp-server enable traps vstack addition
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snmp-server enginelD

SNMP O —H L a b —£723 ) T — Fa A ERET DT, Zr—L a7y
Fal— 3 EF— KT snmp-server enginelD =2~ R&fiHLET,

snmp-server enginelD {local engineid-string | remote ip-address [udp-port port-number]
engineid-string}

BXDEREA

avY kK E—FK

local engineid-string ~ SNMP =t E'"— DA RIC 24 CFD ID CFEHZHEE L £1, Ht o i
GENDIEEIT. 24 LFOZ LV ID TRTEEBETALEITHY
FHA, IBETHDIZ. =P 1D DD b ¥ u LD EL ST a2
W ERAS T T,

remote ip-address UE—FSNMP a2t —%2fEELET, SNMPO Y £— |k av—&5ip
T34 AD ip-address Z# f5E L £7,

udp-port port-number  ({£7%) UE— h F A A=Y F—% 75 57 k=L (UDP)
AR—rEHEELET, T 740 MI 162 TT,

Jua—n)aryZ7 4 Xal—gy

avwy FERE

FEREDHA K542

)1)—= EENE

Cisco IOS XE Everest 16.5.1a Zhawr RREAINE LA,
L

4l

WORFITIL, 7—H/L =¥ ID 123400000000000000000000 % 5% 7E L £,

Device (config) # snmp-server engineID local 1234

rvro—vgBEa<>F ]
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snmp-server group

#1 L\ Simple Network Management Protocol (SNMP) 7 /L— 7 %% ET HI2I%, 7/ r—s 3L 2
Y7 4 F¥al— gy E— R Tsnmp-server group 2~ > R&2HH L E9, $E L7 SNMP 7

N—THHIBRT DI

Fy kD—sgBEavUR |

I, Zoa~<wr FonBEREFHHLET,

snmp-server group group-name {vl|v2c|v3 {auth|noauth|priv}} [context context-name]
[match {exact | prefix}] [read read-view] [write write-view] [notify notify-view] [access [ipv6
named-access-list] [{acl-numberacl-name}]]

no snmp-server group group-name {v1|v2c|v3 {auth|noauth |priv}} [context context-name]

B DEREA

. Yy hID—YEBOTUF

group-name T N—"T DL,

vl TN —TNWSNMPvl X2 UF 4 EFAEZMEHL TWAZ EEEELE
4, SNMPvl 1T, & HEEMEDEWSNMP tX = U T 4 EF AL TT,

v2c TN—TMNSNMPV2c EX =2 VT 4 ETAEMEHALTNWDIZLE2EELE
KR
SNMPv2c X = U T 4 ETNATIH, A 74— LEIXETE, 64 LFD
LFEHNNYPR—FENTWET,

v3 T —TNWSNMPV3 EX 2 UF 4 EFAEZHEHLTWVWAZ EEZIBEELTE
kR
SMNPV3 iZ, ¥ R—Fr SN TWHEF 2V T 4 EFLOFTRLELET
T, SMNPv3 Tif, FBiEFMEZ IR ETE T,

auth KA L E2IThR VW ry NOBIEERELE7,

noauth Ry PRI EITORWZ L ERELE T,

priV %15%1T9/\b‘/ ]\ODHALAHJ]E;%:F H/:Ebi—d_o

context (fEE) ZDOSNMP /L —7 L ZDE =— & BEA T 5 SNMP =2 27 &% A
rERELET,

context-name (LB a>FTX% X N,

match (HFE) EMRaLTxX AN~y FE2fEET I, £EarTF R b
TV T 4 I ADBERE LET,

exact (EE) EMharyTFAMERAELET,

prefix (EE) avTFFAN VLT 4 v 7 ADHRERAELET,

read (F-3) SNMP 2/ /L —FD#HHEY Ea—%fEELET, 2O 2—T
X, ==V b T Y DHREFRRTEET,
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snmp-server group .

read-view

(FE) Ea2—0D4HITHDEK 64 XLFDLF4H,

TNV ENTIE, read A7 a U EFEHAL TCIORERZ EEX LARVE
D, FHHEY Ea—i3A v Z—Fy bAT7 V=7 Figkbl+ (OID) D A~—
2 (13.6.1) IZBTHT_RCOF T2 N ThHHERRENET,

write

(fE&E) SNMP /' L — 7 DEZ AL 2—%EELET, ZOE2—T
X, T—HEAN L=V hOa T UV ERETEET,

write-view

(EE) Ea—0ARTTH 2K 64 LFDLFH,

T 74N F T, EXIAHRE2— (DFD, X/LOID) IZIHHERE S
TWEHA, EXIAALT VB RAEZRETHALEND Y £7,

notify

(L&) SNMP Z L —7F D@ 2 — %2 ELET, 2O =2—7TlF, &
H, AT+ —b, Ty 7E2RETEET,

notify-view

({EE) Ea—0ARTTH 2 HRK 64 LFDILFH,

T 7 4/ b TliE, snmp-server host =~ > RAGREINDH E T, AL 22—

(DFED, XL0ID) IZIFMTHERINLTVERA, B2 —% snmp-server
group =~ RCIRE LS E, ERESNDZDOE 2 —DFT X TOMMAL,
ITN—TICEEMT BN TV TR CO—PFIZEEFEINET (FD2—
FIZxF LT SNMP $— R 2 N ORENFET H5E) .

VAATE, VT MU T IR 2~ HEAERSES 2 L 2 HEEL T
WET, ZORFaAL b HEME2—0ORE] OEEZBBL TS
VY,

access

(FEE) NV —7ICEAT AE%ET 72 a2 fa—/L ) A b (ACL)
ZREELET,

ipv6

UEE) IPV6 L4RIfTZXT 782 URAREIELET, IPv6 & IPv4 Ol )
DT 7E7AVARPRENTWDLEAIL, IPv6 ARIfTET 782 UX K
NYU A NDORINCE RSN TWDELERNH D £,

named-access-list

L) IPve 77t Z U 2 N D4,

acl-number (fE£7&) acl-number 51%ki%. PIRTICRRE SNIZEET 72 2 U A b Zik5
T4 1~ 99 DIEE T,
acl-name (E#E) acl-names [ ¥E. URNICRESNI-ERET 7 2 U X FOA4RITT

& % K 64 SLFDILFFHITY,

aAvU R TFI4ILE

O R E—F

SNMP H— X J)L—T IR E SN TWOEHR A,

Jua—s )b ar7 4 Xalb—3 3 (config)

rvro—vgBEa<>F ]



. snmp-server group

vy ko—bgBavUF |

avy FNERE

EREDAARZA

J1)—=x EEAR

Cisco I0S XE Fuji Zhavwy RREAINE LT,

16.8.1a

aIa=T 4 ANV UCTRNENICRESNTND . public EWIARTD 2 DD T N—TF

75@%%5}65%?# 1o vitEx=2V 7o %TJI/H?J HI 1D E Ve EFXF2 VT 4 TV
BT, AR, 23a2=7 4 ANV 7 HHIBRT D L. public EWIARID v ZL—TF &
public &5 %ﬁﬁ@ v2¢ V=T NHIBRS L E T,

snmp-server group 2~ 2 R ET HBE, BIEXCT T AN =T VT Y ZALZITT 7 41 b
EIXHY EHA, £, T 74V bO/RAT— RH(FELEH A, MessageDigest5 (MD5) /3
AT — ROFREICOWTIE, snmp-server user 2~ KD RF¥F 2 A2 hEZBRLTLIEE W,
BHAE1—DHRE
notify view 47> 3 U id, 2 OO HMIZHEHATE 7,
« ZNV—T7IZSNMP 2 L TRIESNIZBEAE 2 —0d ), TOWME 2 —%2EHT 54
BN D,
« snmp-server host =~ > %, snmp-server group =~ > KORNZFRE & TV 5 ATEEMEA
b FEF, ZOEE, snmp-serverhost =~ REZFHET 50, FioiX@Eb) /el e = —
EIRET OLERH Y £7,

WOBHNG, SNMP 7 — 7 %% ET HFRCEMNE 2 — 2 ET 5 2 LIRS0 ER
Ao
e snmp-server host =~ & RIZ K o> T —HFITH L CTHBVAER SN2 @ME 2 —%, ZD2—
PIZEEST T B TWD 7 L— BN 5,
c TN —T DB 2—%EHET DL, FOTN—FITHIETT NI XN TO2—TRE
BrzirEd,

snmp-server group 2~ > RO—#E LT/ —7 OilME 2 — &2 fRET 2R b oI, FES
NEIEFCkOa~y REFHALET,

1. snmp-server user : SNMP = —H 2% E L £,

2. snmp-server group : EFEIE = —Z B0 L 72V T SNMP 7 /b — 7 2% E L7,

3. snmp-server host : T v FHMEOZEEZEL T, @M 2 — 2 HEIERLET,

SNMPaOY7TFX k

SNMP =1 T F A MZ k> T, MIBT—XIZ7 27 ® AT 5475150 VPN o — P TR X
NET, VPNR 2 TX R MIBEMIT OND &, VPNEBDOMIB T — X BED 2T F A
MIBFELET, VPN Za 7 F A MIBEMNT D &, h—E 2 T a g Z =3 5 VPN
THxy NI—7%FHTEET, a7 A ME/ER L CVPNICBEMIT D Z Lick Dy, H—
R Tang X—ix, 5 VPN OZ—FRE LRy hT—F 7 731 A ETHlLodo VPN O
2—PICET HIERICT 7 AT D0 ENTEET,

. Yy hID—YEBOTUF
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LY . EXGAL, F7AILEE SNMP B 2 —% SNMP =2 > 7 % 2 NMZBEfT T A2,
context context-name ¥ — UV — RE LG |#HE Ebiczoa~vr ReEHLET,

SNMP 5" )L— T DERK

ROFNL, SNMP H— 37 /L—7 Tpublic] Z{EKL T, 3 XTHOFT V=7 MIxfL
THEMEAFITE T 722 Y Ak lmnop) D A L _R~DFHIRY HHT 7 ¥ A Z a4
L HEERLTOET,

Device (config) # snmp-server group public v2c access lmnop

SNMP H—/35 )L— T D HIf&
WOBNZ, BEMND SNMP H— 37 v—7 [public] ZHIERT S5 HiEERLET,

Device (config) # no snmp-server group public v2c

SNMP H/\ J)L—TLiEESNT-E 12— & DOBEER (T

WDFENZ, SNMPy2c 7 /v—7 TGROUPL| @t = —|ZBS#ifHF Hi7= SNMP = > 7 %
Ak TA] BZRLET,

Device (config) # snmp-server context A

Device (config) # snmp mib community commA

Device (config)# snmp mib community-map commA context A target-list commAVpn

Device (config) # snmp-server group GROUPl v2c context A read viewA write viewA notify

viewB

EEa<T YR Command Description

show snmp group FNRARAEOTN—T DL, EX2VTF 4T, K 22—
DAT—H A BILXOEITN—T DA N —V A TEFRLE
R

snmp mib community-map |SNMP 2 I =2 =5 4 %#SNMP=Z> 75X ZA h, =2 ID, X =
U7 44, FIE VPN X —57 >y b U A MZEEAf I £,

snmp-server host SNMP s HEMEDOZEHE B EL £,
snmp-server user SNMP Z L—F I LD —HF 5B ELE T,

rvro—vgBEa<>F ]
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Fy kD—sgBEavUR |

snmp-server host

Simple Network Management Protocol (SNMP) @HIEIEDZ(EE (KA N) ZfHET HITIE.
FNA AT snmp-server host 70— )L a7 4 X al—v gy avy ReALET, i
ELIZARA MEHIRT 2121, Zoa~vy RonoBREHEHLET,

snmp-server host {host-addr } [vrf wrf-instance] [informs | traps] [version {1 | 2c |
3 {auth | noauth | privy } 1 {community-string [notification-type] }
no snmp-server host {host-addr } [vrf wrf-instance] [informs | traps] [version {1 | 2c

| 3 {auth | noauth | priv} } 1 {community-string [notification-type] }

B DEREA

host-addr RARN (=7 bERDZEM) OARTEIZA 2 —Fy T RLAT
ER

vrf vrf-instance  ({£3%) (REB7F A _X—F % v hU—27 (VPN) L—F 4 LT A4 VAL R
EZDRANDLRIERELET,

informs|traps  ({£&) ZDARA MZSNMP b7 v FE 734 515 LET

versonl|2c|  ({£E) FT v T ORFITHEHT D SNMP O —V g VEREELE T,
3

1: SNMPvl, EHROBEIL., 24T a v 2EHTEERA,

2¢ : SNMPv2C,

3:SNMPv3, FBIEF—T— RD 1> (ROFOITESR) B, N—T 323
F—U— NI TWAMERH Y 9,

auth _ | noauth auth (f£&) : Message Digest5 (MD5) BLOtF a7 Nya 7T
| priv AL (SHA) 7w RgBiEE A F—7 Mz LE T,
noauth (57 #/L k) :noAuthNoPriv £% = U7 4 L3l auth|noauth |
priv ¥ —U — ROBIRMNEESN TWARWES, ThRT 740 hEn %
ﬁ—o
priv. ((£&) : 7 —XWEH8K (DES) 2k b3y MFE(L (7T 4R
=] EBWY) BEAR—TICLET,

Community-Sring S@AILIRIZ & b7 o TEFEEN D, NATV—REFEELZaia=T 1 A b
V73, snmp-server host =~ > REFEHLTCZDA MY VT EHRET
TETH, ZOR N T EERT HITIL, snmp-server community 72—
SV a7 4 Xal—vary avy RE[HHAL TG, snmp-server host =
~  REERTHZ EEHRLET,
G¥) AT XA MEREXRULICIT @i BEFHLET, Zoav
V ROFRERFIZSNMP 22 2=7 4 ARV Z7O—ELT@
REEHEHLRNTIEE N,

. Yy hID—YEBOTUF
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notification-type ({L&) KA MIEEENDIBHOZ A T TT, XA THEES ATV ARN
A, TXTOBEBMBEEINET, BHY A 72T, ROF—TU—RD 1
OELITERERETEET,

« auth-framework : SNMP CISCO-AUTH-FRAMEWORK-MIB k 7 v 7 % 1%
fEL ¥,

* bridge : SNMP A/X=>7 > J— 7 k=2 (STP) 7 U v ¥ MIB k
Ty T RFEELET,

* bulkstat : 7 —ZIIV4E MIB U187 v 72k 5 L E T,

» call-home : SNMP CISCO-CALLHOME-MIB 7 v 7% {5 L £,
ecef : SNMPCEF 7 v 7 &% ELET,

s config : SNMP & F 7 v 7 &2 EELET,

« config-copy : SNMP config-copy k7 v 7 Z %5 L7,

« config-ctid : SNMP config-ctid 7 v 7% &{F L £,

» copy-config : SNMP 2 B"—3%¢7E N 7 v V& XF L £,

ecpu: CPUMHI N7 v 7 &2k ELET,

« cpu threshold : CPU L & WM~ 7 v 728 E LET,

eigrp : SNMP EIGRP k7 v 7% E L E7,

sentity : SNMP > hU T v 7 E2EEFELET,

Yy bID—YEBOTUF .
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. snmp-server host

cenvmon : BREE=4% N7 v T EEELET,

« errdisable : SNMP errdisable 1871 7 v 7 & x5 LE T,

« event-manager : SNMP Embedded Event Manager 7 » 7 255 L 9,
« flash : SNMP FLASH i@ %1% 45 L £ 7,

« flowmon : SNMP flowmon i1 k7 v 7% %5 L £ 7,

«ipmulticast : SNMPIP ¥V F X ¥ XA b )v—TF (7 7 v 7 x5 LE
_é—o

cipsa: SNMPIPSLA 7 v 7 &2 EFELET,

«isis: SNMPIS-IS h 7 v 7 &%k E L 7,

elicense: 742 b T v T EEEFLET,

« local-auth : SNMP i — 4 /VE8GE b7 v 72 %E L £,

« mac-notification : SNMP MAC i1 k7 v 7 & 55 L £ 7,

+ ospf : Open Shortest Path First (OSPF) k7 v 7% %FE L E T,

e pim : SNMP 7’12 b /Ul L FF v A & (PIM) b7 v 7 &H#EL
i‘a‘o

* port-security : SNMP AR— hEx =2 U7 4 F T v 7EEEFELET,

* power-ethernet : SNMP /XU — A —H% v b hT7 v 7 ERELET,
sesimp : SNMP ¥ A 7 v v 7 HXELET,

« storm-control : SNMP A b — Al b T v FE2EELET,

e stpx : SNMP STP #Z5E MIB K7 v 7 #iXE L £ 7,

* sysdog : SNMP syslog 7 v 7% iX(E L £7,

s transceiver : SNMP 7 >3 — R T v 7 EEELET,

stty : TCP Bt b 7 > 7 %X E LET,

« vlan-membership : SNMPVLAN A >3 —3 w7 b T v 7 HEEFELET,
s vlancreate : SNMP VLAN {EROD T v 7% 5 L £,

« vlandelete : SNMP VLAN Al 7 v 7 Z3i5E L £ 7,

« vrfmib : SNMP vrfmib b7 v 7 &2 H#E L £,

e vstackSNMP Zv—h f VA h—/b + T v P &R ELET,

* vtp : SNMP VLAN Trunking Protocol (VTP) ~ 7 v 7 Z%&(E L ET,

swirdess: VA4 YL A NI o T EEELET,

. Yy hID—YEBOTUF
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AR R TFIHILE

ZOavwr NI FTIAN I TT 4= NI R TWET, BHITEESNET A,

F—U—REBELZWVWTIOavwr REANLESEIZ. 774V FT, XTO T v
HATHRRAMIERFBEINET, FHRIZTZOFRX M ﬂuéﬂiﬁ/uo

version ¥ —U — R WEES, T 740 MIR—a 0 11220 £,

N—=T g V3 EBRL, RiFx—U— R2 AN Lo T=35481%,. 5 7 +/L kT noauth
(noAuthNoPriv) £F =2 U7 4 L~ULZ7e V) £77,

\)

GE)  fructrl F—U—RiZ, 2~ R34 D~ F AR U AR REINETN, PR—F &

NTWEEA,

AR E—F

Ja—) a7 4 F¥al—T g

avy FERE

Jiy—=x PSS
Cisco IOS XE Everest 16.5.1a Zoawy RRNEAINE L,

FEREDHA KSq> SNMPEANE, b7 v 7EIHRIERE LTEETEET, M7 v 7E2ZELTHREMT

MERINEZ R B LARWED, b T v FIIEETE E A, HEMTIE. by TR ZESNT-
MEIMEHRNITEETA, 722U, HREREZE LIZSNMP =7 ¢ 7 11X, SNMPILE
PDUZMEA L TR vt — ICHERISE LET, EEMUNEEZZELRWGE. 174+ —4
FEREZBFBEEFELC, A1 74— 2N BEHOSEICRIET D etz m LT £,

72770, BERIZ=—V 2 P RBEOR Yy F U= D) V=R B LD EZHEHELET, BELFH
FRCIESESND N T v e R | AU 74— A BERIFINEEZZIETDHE T, FITERP Y
ALT T MIRDET, AEIVNIRFFTD2HERHY £7, /2, M7 v 7OEEIX1EIR
0T, EFERITEENC DTz > THRITHARETT, HEEOREN/EZ L E T 7 4 v 70
WL, Xy NT—=7 DA — "=~y RRFEL RDEEIZH 20 £3,

snmp-server host =~ > K& AS Lo =88 BHINEE S ER A, SNMP @A % 1%
FTDEINCT A AERET DI, snmp server host avwr Rabeltb 1 2ANTS
VERHY ET, F—U—RZ2EELRVWTIOa~<y RE2AN LSS, TORZ b TIET
RXRTDO LT T ZALTRAX=T VIR T, FBEOBA NEA X—TWITT DL, FA
kT &2 snmp-server host =~ > REMEBNCATITHHLERH Y £5, 2~ NIIEKO®
HMAA THBFANZTEIRETE £,

a—Aa—YR Y E— hARR b ERET T RRWEA, 731 AiFauth (authNoPriv)
BEL O priv (authPriv) OFRFELV L DIEHRZLE L EHA,

FCAA B XOE L@*EO) BE1 (N7 FEIREH) 13 L THEE D snmp-server host =
~ Y RERELESGAIE, BRICATENTza~vr RIZXosTHiOa~y RR EEXESNET,
Bcf% O snmp-server host g~y REFHRER T, =& 21, B A R snmp-server hostinform
g~ REANL TG, [AUEA MO snmp-server hostinform =2~ > K& A L7546
E. 2FBOa~v U RiZEoTRAMOa~y RREESHBZ GET,

rvro—vgBEa<>F ]
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3l
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snmp-server host =~ > N{X, snmp-server enabletraps 7 u—/ )L a7 4 F a2 b—/ 3 2
vV REMAEDLETHERALET, 7a— VLG S5 SNMP @A ET 21203,
snmp-server enabletraps =~ > RZEHLET, 1 DOFRA FTIIEALOWBAEZET 55
BlE. ZOFRRMIXLT, D72< & H 120 snmp-server enabletraps 2~ > K & snmp-server
host =~ K& A R—TWMZTHMERH Y £, —HOEMZ A 7 1L, snmp-server enable
traps 2~ RCHIECE EH A, To& 2, HLEAMY A TILHEIA X —T /LTI, o
WA A T IXENTNRERDL a3~ Rk > T x—7 20 3,

F—U— REFELZRVTnosnmp-server host =2~ KT 25 &, A R~D T v 71X
TAB—T MY TR, FERIET BT MR EEA, BRET BT T DI
I%. nosnmp-server host informs =~ > R&EMHH LT 72X,

WOFEITIE, FT7 v I L T—EDSNMP 22 =2 =5 ¢ A~V % comaccess %%
EL, TOANI LD, T/72AVARNI0ZNLIESNMP R—Y > 7 77+
AhELET,

Device (config) # snmp-server community comaccess ro 10
Device (config) # snmp-server host 172.20.2.160 comaccess
Device (config) # access-list 10 deny any

OB TIL, 4 Hil myhost.cisco.com THE SAL7ZA A MIZSNMP 7 v 752X ET 5
FEERLET, 232=7 44 A MU 71X, comaccess & L TEZINTWNET,

Device (config) # snmp-server enable traps
Device (config) # snmp-server host myhost.cisco.com comaccess snmp

WROFITIE, 232a=FT 4 ALY 7 public 2FEHALT, +_XCTHOLT v 7 EKA B
myhost.cisco.com \ZFEFT D LT A A& A X —T T D HEEZRLET,

Device (config) # snmp-server enable traps
Device (config) # snmp-server host myhost.cisco.com public

R A ERT 5 I121E, show running-config £ EXEC =2~ > R&E AN LET,

. Yy hID—YEBOTUF
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snmp-server user

Simple Network Management Protocol (SNMP) 7 /L—FIZH LW —H 2R ET HIZIE, 7/ e—
SNV a7 4 F¥ 2 b— 3 E— R Tonmp-server user 2~ > K& LEJ, SNMP 7 /L—
TInHa—YEHIRT S, Zoavr FonoBEXEHEHALET,

snmp-server user username group-name [remote host [udp-port port] [vrf vrf-name]] {v1]|

v2c|v3 [encrypted] [auth {md5|sha} auth-password]} [access [ipv6 nacl] [priv {des|3des|
aes {128]192|256}} privpassword] {acl-numberacl-name}]

Nno snmp-server user username group-name [remote host [udp-port port] [vrf vrf-name]] {v1
|v2c|v3 [encrypted] [auth {md5|sha} auth-password]} [access [ipv6 nacl] [priv {des|3des
|aes {128|192|256}} privpassword] {acl-numberacl-name}]

X DA username Ty MIERHT D, AN LEO—FD4HI,

group-name T RNINETAACL (T77E8RAaba—L AR 4

remote fEE) 22—V NETH5VE—FSNMP =T 4T 4, BIOZDOZ T ¢
TADKRARLEILIPV6 7 RV AEZITIPVAIP 7 RLAZFEELET,
IPv6 7 RLABLOIPVAIP 7 RL ZADM 248 T 5 & IPv6 A8 A R A3
MIZRRSINET,

host (fE75) UE—k SNMP KX FOLRTEFILIP 7 FL 2,

udp-port (EE) VE—FARRbO2—Y F—%7F 5 7 ha) (UDP) A—h
FrriEE LET,

port (E&) UDP AN— k&4 288086, 77 +/v ME 162 TT,

vrf L) V=T 4 v T T—TNDA v AR AERELET,

vrf-name (EE) T—F DT 2 —=F ¥y L FIF7A4X—F Xy NU—7
(VPN) /V—F 4 7B X QEk (VRF) 7 —7 L D4,

vl SNMPvl 292 Z L2 ELET,

vZe SNMPv2c i 95 Z L A$EEL 7,

v3 SNMPV3 X2 U7 ¢ £FVEMEHT 52 & 2EELET, encrypted F—
U—KREiFauth ¥ —TU— R, H25WIIZ O G OEREFFT LET,

encrypted (EE) NAU— RS SN TRREND N E I DERELET,

auth EB) AT 2L~ EELET,

md5 ({£#&) HMAC-MDS5-96 #87E L~V & 5 E L 77,

sha ({£E) HMAC-SHA-96 #87E L~ L& 57E L £,

rvro—vgBEa<>F ]
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auth-password

(EE) ==V ERBRARNLNNTr Yy NEZETEDLOI2TDHA Y
7 (64 SLFLLF) o

access EE) ZOSNMP—W LEG#fF AT 78X ar br—/L J A~ (ACL)
PHEELET,

ipv6 (fE&) Z O SNMP = —H & B} 5 IPve 4RI & 7 782 U 2 M &5
ELET,

nacl (fE#) ACL D4 H1TT, IPv4, IPv6, F7-13 IPv4 & IPv6 D DT 7t
AVANERECEET, MEEBELESGAE. IPve4RIfET 782X
ARBAT— AL NORINIERINET,

priv (E&) SNMP A vt— LAV DRZEMD T2 SNMP /A—2 = 2 3 D
2—PR—R X2 YT 4 7/ (USM) OFHEZRELET,

des (EE) WEE{biz->WT 56 E v b Digital Encryption Standard (DES) 77 /L=
VXLOEHERELET,

3des (EE) BE{kico>\WT 168w R3DEST /LI Y X AR ZEE L £,

aes (&) W55{klZ-2 T Advanced Encryption Standard (AES) 7 /L= U X A D
fFHEZRELET,

128 (fEE) BEEA Iz OWT 128 By N AES 7L T XD EEE L £,

192 L) B blzONWT192 By NAES 7T XADMHEZIEE L E T,

256 (fEE) e Iz oW T 256 By F AES 7L T LD E L £,

privpassword EE) 794N —a—P RRATU—REZEET LT (64 XFLLF)

acl-number L) IPT7 RLADKEARET 72 A U A NEEET 5 1 ~99 OFFH O RS,

acl-name EE) IPT7 RLADIERET 7+ 2 U A NOLRITTH D LT (64 LFL

™ .

AR TIAIE

ATV R E—F

Erfb, NATV—=F, BIOT 7R VX MOFT 740 FERZOWTE, MEHLEOTA R
TA V] ODHIZHHLEREZR LTSN,

Jua—)L ar7 4¥alb—3 3 (config)

av Y RERE

Jy—= EEAR
Cisco I0S XE Fuji Zhavwy RREAINE LT,
16.8.1a

EREDAARZA

. Yy hID—YEBOTUF
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b —H 2 ET SR, snmp-server enginelD =~ > FiZ remote ¥— 7V — R&HEL T
SNMP =P ID #RELET, )%%bi%v:/%@%mpi///mu\Nxvﬁ
hﬁ6m£k774ﬂ/%&4/mzb%ﬁ 19 DERICME T, RV E—F =P
ID 23EXE S AL TV e :>cf4¥;¢ﬂ~ya>/:v;/Pﬁ%ﬁ&Liﬁy

privpassword 5| #% & auth-password 5 #8022V Tl R/ hOREIN 1T T, RS E ST
SXFLULETHY, XFLHFEOHMFEEDLLENRHY T, HIEINLIHERKEIL64XFT
—g—o

WOFRIZ, AL, AT —F, BIXOT27EAXA VA NDOTFT 74V NO2—WFEEE R LU FE
ﬁ—o

%= 1:snmp-server user DT 7 + )L b DE5EA

i FI24I bk

TI7AVAMITRTODIPTIZEA VA NNLDT 7R ARFAINET,

51k T 7 hTIIHFELER A, encrypted ¥ —U— Rk, /SAT— KRR v
t— ?ﬁ47Ix%7wﬁ)XA5(wx)ﬁ%ymx%fﬁb\?#z
FNAT — RCIERWZ L ZBET DO INET,

INAT— R THXRRPLFHE RIS nET,

VE—h 22— [T _RTCO2—HL, remoteF—UV— RZHEH LTV E—FFTHDHI L %2R
ELRWNED, ZOSNMP =il L Tae—aLThdeERREN
S

SNMP /X2 U — R, HE SNMP = 2P D SNMPID 2 L Cu—h 54 X&nxd, A
V7 F—bD5A, EHROSNMP = —Y > MIVE—F 2P0 T, T vERE
WA 74— EBRETEDLIITTBITE, SNMP T — X _X—ZAHRNDYFT—h =D
SNMP = ¥ ID X ET HHENH Y £,

)

(X))  SNMP 2 —HHRERICZ VU IDEAERTLE, 2a—FEHIRTEEHA, 22—V ZHIBRT
B2, £9. SNMP 2 — V&2 HRETHLENRH Y £97,

NRRAT—FELVTA O X FOEY HFKL

awy RERETIHEE, R T I7A R —T 03 ANET 7 4V MEIZH Y F8 A, £
7ol TN IONRAT— REGFELER A, RAT— ROE/NOE ST 3CFTTR, VA
ITIEEF2 VT 4 OO TLLRICT A Z EE2#HRELTWET, SAT— RFoHRsh
HIRKEZ 64 XFTT, NAT— REENHAIIRE TE W), 2 —VFEHEET D
VERHYFET, L=V TXFRAIDNRAT—RLo—h T4 XENTZMDS XA VA b
D, ELHLBIETEET,

O—h T4 XENT=MDSFE-EEFaT7 Ny 2 7T XA (SHA) FA4 YA MaHo
TWAEAIE. TL—r TFXFAMDORRT— R Tl FOXFHINEI/ETEET, ¥4

rvro—vgBEa<>F ]
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. snmp-server user

¥z A Mid aasbbicc:dd ORI T HME R H D F3, aa, bb, BL Necld 16 EETT, F
7. XA YA MIEHIZI6HEOFT 7T N THDHZ ENBLETT,

Bl WOFNE, = — abed % public &9 4 ETD SNMP H—/3 7 L—F1B019 5 ik
ERLTWET, ZOFITHEH, =2—FIZ7 78X VA MPREEIN TV WD, 7
N—=TIEH SN TWDIREOAFITE T 78X VX b2 —HICEH shE T,

Device (config) # snmp-server user abcd public v2c

WOFNE, = — abed % public &\ 9 A FTD SNMP H—/3 7 L—18009 5 ik
ZRLTWET, ZOFITIE, HEEOAFITET 78X UX N qstrbDT 7 A
o= VPN —FI i S E T,

Device (config) # snmp-server user abcd public v2c access grst

ROFITIZ, FL—r TF A RD/SAT — Rciscol23 A3, public &9 44RO SNMP
Y= R TN —TF D2 —H abed 12K L TRESNTNET,

Device (config) # snmp-server user abcd public v3 auth md5 ciscol23

show running-config 2~ > K& A 19 2% &\ ZOa—HFOITRERINET, ZD2—
PRFREICBME NI & 2RI 521X, showsnmp user 2~ > REMEH L ET,

)

(G¥)  show running-config =~ > FiX, noAuthNoPriv E— R CIER &Nz —VF 2R R L E
973, authPriv ‘&— R % 72 (% authNoPriv &— R TIER SN2 T 7 7 1+ 772 SNMP =~ —
FIEFR L EH A, authPriv, authNoPrv, F 7213 noAuthNoPriv € — N CTIER L7=7 7
T 4 773 SNMPV3 —H & FoR9 HI2IE, showsnmpuser 22~ RafiH L E7,

0= T4 XENTZMDS £721E SHA XA V= A b EFfo> TWAEEIZ, TL—r 7
XA RNONRAT— RTIERL, ZOXFHNERETEET, ¥ A V= A MIaabb:cc:dd
DOERNZT HMENH Y £7, aa, bb, BLWeclT 16 EETT, /o, ¥ AT xR

MIIEM#IC 16 HOA 7 Ty FThHDHZ ENUETT,

WOHEITIE, FL—r TFAFDNRAT— RO VI MDS XA 2= A F3UFHIN
ERENTWET,

Device (config) # snmp-server user abcd public v3 encrypted auth md5
00:11:22:33:44:55:66:77:88:99:AA:BB:CC:DD:EE:FF

ROFITIE, =— abed 23 public &9 A RTD SNMP H—/3 7L —7 M B HIERS U
£,

Device (config) # no snmp-server user abcd public v2c

. Yy hID—YEBOTUF
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WOHFITIE, public & 5 £ RTD SNMP H—/3 7 L—773 5 D —H abed 23, secure3des
BANAT—=RELTHEALTT 7430 =D SALDTZHIZ 168 £~ b 3DES 7 /L=
URALEMHATLZ E2ELTHET,

Device (config) # snmp-server user abcd public priv v2c 3des secure3des

BEa<v R Command Description

show running-config | HEEITHOa 7 4 Fal—ar 77 A VETITRBEDA v 42—
ToAADAL T (K2l —a ORNE, Fhidvy 7 7 I RE

WarFoRLET,
show snmp user TN—T =W T —T D% SNMP = —F 2B 5 & FoR
Li‘a‘o

samp-server enginelD | 534 A CRRESNTZE—H/LSNMP = P U B LT RTH Y £—
F oD ID HFERLET,

rvro—vgBEa<>F ]
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snmp-server view

Ea—xr MY ZERERITEHRT 2120, Zn— L a7 Falb—var F—RT
snmp-server view 2~ > RZfEH L E 9, $5&E S 4172 Simple Network Management Protocol
(SNMP) H— "t a—x ) ZHIBRT DX, Zoa~vy RonoBREHEHLET,

Fy kD—sgBEavUR |

snmp-server view view-name oid-tree {included | excluded}
Nno snmp-server view view-name

B DEREA

AU R TIHIbE

AR E—F

view-name | FEEZIIER L TV AE 2 — L a— RO T, La— NIZOA4RTTERE
nEJ,

oid-tree Ea—l&D5, 3 a—00BNT5ASNIY TV ) —DFT V=7 Mk
BTy TV —FFAT D701, 1.3.6.2.4 72 & OBTR system 72 E DHGET
BRENDTXFA NLFHNERELET, V7YV —77 IV ZEBET HITIE,
PTIDD 1 XLFETAXY AT (¥) ULV RKD—RNIIEZET, =& 20F,
1.3.%4 T,

included | oid-tree B E SN TWVWS OID (BL Y7 —0OID) % SNMP B = —(C
GOHILHIITRELET,

excluded |oid-tree 513ICHEE SN TVWS OID (BL 7 U —0OID) % SNMP t = —7)»

SHRENCERAT D L I ITREL 7,

Po— x> MIIEELEY AL

Ja—nR_) a7 4 F¥al—T g

avy FERE

FRLEDHA KS1 Y

il

)1)—2x EEAR
Cisco I0S XE Fuji Zoawy RRNEAINE L,
16.8.1a

1> SNMP =2~ RTlE, 813 & LTSMP Ea—RNMETY, Zoa~wy ReMHA LT, it
Davry Ro51HE LTHERT 2 —2Flk L £7,

Ea—%2ERTHROVIZ, Ea—DRERE 20O ERFA 2 —2FHTEE
9, 12l everything T, =PRI R TCOF T V27 Fa2FRTHILENTEDH I LERL
F9, b9 1D restricted T, = —H73 system, snmpStats, snmpParties D 3 DD 7 )L—T %
FORTEDLZLERLET, ERFAE 2—IF, RFC 1447 TSN TWET,

BN ASIT 5 snmp-server =< > RNid, V—F 4 7 F /34 ZETSNMP & A % —7/LiC L

i‘@_o

WIZ, MIBAII 7Y U —NOTRTCOF TVl NS a—%ERT A0 %7 L

i?ﬁo

. Yy hID—YEBOTUF
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snmp-server view .

snmp-server view mib2 mib-2 included

WIZ, MIB-Il Y AT L J—TDFT_RTOAT V27 hBELWCiscom v X —7F A
AMIB DT RTOFT V=7 baeglea—%ERT 20~ LET,

snmp-server view root view system included
snmp-server view root view cisco included

KIZ, sysServices (System7) & MIB-II A VX —T =2 A A J)L—THNOA X —T =
AALDTRTOAT V=7 MRS, MIBIL Y AT A T V—T DT XTOFT V=
7 baealhet a— 2 ElT B2 R LE T,

snmp-server view agon system included
snmp-server view agon system.7 excluded
snmp-server view agon ifEntry.*.1 included

’OFITIX, USM. VACM, BLX =23 2=F ¢ MIBlZ. /b— F# linternet] ® TFIT
HAHMDTRTOMIB & & HicE =— ltest] ICHRBICEENTWET,

! == include all MIBs under the parent tree “internet”
snmp-server view test internet included

! —— include snmpUsmMIB

snmp-server view test 1.3.6.1.6.3.15 included

! —— include snmpVacmMIB

snmp-server view test 1.3.6.1.6.3.16 included

! —— exclude snmpCommunityMIB

snmp-server view test 1.3.6.1.6.3.18 excluded

BEa< R Command Description

smp-server community |SNMP 72 h 2L ~DF 7 & AZHAT 5 EHCa a=F 1 T
IR AN LI EBRELET,

snmp-server manager SNMP v % — % Futv A %BE L7,

rvro—vgBEa<>F ]
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. source (ERSPAN)

source (ERSPAN)

Encapsulated Remote Switched Port Analyzer (ERSPAN) iX{E70A v ¥ —7 = A A £ 7213 VLAN,
BLOE=FTDHMT 74 v 7 OFMEHRET HITIE, HSMN% 5%Exﬁ//a/ﬂ
V7 4Fal—i gy E—RTsourcea~y FEEALET, ZORELXENT DI
Zoavr Rono R EHEHLET,

source {interfacetype number |vlanvian-ID}[{, |- |both |rx |tx}]
BX DR interfacetypenumber (> 4 —T A ADH A TBIOESERELET,
vlan vian-1D ERSPAN {570t v ¥ 2 V&5 & VLAN Z B £, A7
1 ~ 4094 T9,

, (FER) oA v =T A ELET,

- LB A ¥ —T A ADEMEREELET,

both (f£Z) ERSPAN DEZE N T 7 4 v 7 HF=HF LET,
rx EE) ZIE T 74 v 7 DRE=FLET,
tx (EE) HEN T 747 0RE=F LET,

ATV R FIHNLR  EETAE =T oA AFTUL VLAN BEE SN TOER A,

ATV KR E—F ERSPAN E=# (Gt vy a L a7 1 Fab— 3 E— R (config-mon-erspan-src)

avy FER Jiy—=x ETEAR
Cisco I0S XE Everest ZOawry RREAINE L,
16.5.1a

EELEOHA KS4> FHEILVLAN &7 L% VLAN ZRI Lty v a VB LT LI TEEEA,
& KIZ, ERSPAN E(ETEE v 3 v O F 03T 1 OREW %R LET,

Device (config) # monitor session 2 type erspan-source
Device (config-mon-erspan-src) # source interface fastethernet 0/1 rx

BEaTR av R SHER

monitor session type | m— % /L ERSPAN 4Et £ 7213565 v v a VAR EL T,

. Yy hID—YEBOTUF
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switchport mode access .

switchport mode access

Foox 7L, Z7RLOBE—~VLANAS =¥ Xy A U F =Tz AL LTS F—T =
AARAEBRETDITNE, 77—k ar7 ¥z b— g F— KT switchport mode access
a<wy REHALET, T 740 FRECETICE. Z0oa<vr FonoBRXA#HLET,

switchport mode access
no switchport mode access

XD switchport modeaccess |5 % /7L, Z 7R LOBE—VLANA —HFy b A L X —T =
AAL LT AV E—T A AERELET,

ATV ERFI4NAL TIZEAR—NMILIODOVLAND b T 7 4 v 7 EFEBIETEET, 7782 F— M,
T74/NV KT, VLANI DO RT 7 4 v 7 B EZfELET,

a2 K E—F T —h a7 4 F¥al—g
avy FER J1)y—= EEAR

Cisco IOS XE Everest 16.5.1a Zhawr RREAINE LA,
Bl WIZ, B— VLAN A V¥ — 7 = A ZAZRETHHI2RLET,

Device (config-template) # switchport mode access

rvro—vgBEa<>F ]



. switchport voice vlan

Fy kD—sgBEavUR |

switchport voice vian

FRESNIEVLAN DL DOFTRTOER T 7 4 v 7 2R T 5 L) IHET 2123, 77
L—har7 ¥ alb— 3 E— RTawitchportvoicevlan =2~ > R&EMHLET, 77+
LVRBREICETICE. coa~r RO noFEREHH L ET,

switchport voice vlanvian_id
no switchport voicevlan

B DR

i
N

AR TFI4ILbE

aAvU R E—F

switchport voicevianvian_id - _CoOFH h 7 7 ¢ v 7 ZHEE S 72 VLANFRH Cliak+ 5 &
INTHELET,

1~ 4094 OfEEIRETE £,

T —h a7 4 F¥al—g

avy FERE

3l

)1)—=R EEAR

Cisco I0S XE Everest 16.5.1a CiscoIOSXEFuji Zopa~ FREAINE LT,
16.9.1

WIZ, FESNIZVLAN DO DT XTOER b T 7 4 v 7 28T 5 L O IHET S
Bz R L ET,

Device (config-template) # switchport voice vlan 20
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BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



