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WZIEE SN ET, SSLIFZALEFED HTTP X, Web 7 7 UMNB AL v T EHET H L 9 7ok
IS, X a7 et LEd, v AanNBET L2 7 HTTP H— 8 L OVHTTP 7
FAT TR, TV =2 a U EORFS{KIZSSL/Y—Y 3 3.0 2 LE9, HTTPover
SSLiE. HTTPS L AME S Ed (BF =7 2E5HDOY%A . URL 23 http:/O 30 0 (T https:/ Thix
EFNET)

X 27 HTTP —N (AL v F) OEREENX, 5EDOFR— K (7744 kD HTTPS AR—
X 443) THTTPS R A5 B0 T, HTTP 1.1 Web h— _"~ZFDHR A S Z L T,
HTTP 1.1 Y — | FOFER AWM LT, EF 27 HTTP b —_~EE (ROH$) LEJT, &
& =7 HTTP Y — XX HTTP 1.1 — Db v 2, TOERITGZ T,

T X2 T HITP 7 7 A4 7> b (Web 7' Z ) OERZFENL, CiscolOS 77V r— g VHE
KIIEELT, 2077V r— a3 2N ER L7- HTTPS User Agent h—E 2 24T L, &
 (FOT7T Y r—g02) BT LT,

CAD SR RS2

FRRER (CA) 13, ERZBUIL TS 2%y bU—2 T AGEHEFEEREITLETS, 2
NODOY—E AL, BINT L5734 2T 2P RETH X2 VT 4 F—B LUOREAFED
BHARMELES, HED CAV— NI R T A RRA P EMFTINET,
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B FEITESN A L, HTTPS —NF, R T A FARA v R &R BEED CA 2251577 X.509v3
DFEHEEZRITTDHZ LT, X2 TR E I 747 MRk LET, 7747 b (Gl
. Web 7T U)X, FOIHAEORIFIC LI R ARF— %%ﬁbfniﬁo

T =7 HTTP #ftlliE, CAD M T A MRA V FEFRETHZ & A2 HELE L £9, HTTPS
P—REFATLTNDTNA AZCAD T A RRA > ERFEESN TN E . —NFH
HAERIEL CHER RSA DX —DOXT #ERLET, B TRIELZ (HEE4) FEHEI
WYX VT 0 TIERVOT, 8T 257 747 MIZOEAENA GEHETHD =
EEREAL, IR ORIN (ML E721368) 2 S22 0ERH Y 3, 2 OBREIT
NExry NU—2 bFRay (FANHRE) IT&RSLHET,

CADFNIARRA LY FEBRELTWARNWE, EX a7 HITP G2 LSS, 0k
X2 T HTTP Y — (F7237 7472 8 (k92 B E 7213k 7 B B4 EREN
HEWICAER S ET,

« A Y FITHRA M & RAL UADBHRESNLTRWGE, Al Ens B CEBAEREIT—
ﬁ%ﬁ%®ffox4/%%ﬁt@¢6k\:@—%%ﬁﬁﬂ%@ﬁ%%i%bh\ﬁt
(CHOBAGENE (D) BED LY ToRE T,

AL I FITHRA ML E RAAL VEAPRRESNTWAEE, Elians H B4 EHETK
BRI B DTT, D &%%i\14/%%ﬁtﬁbf%\%#:7Hﬂ?#~ﬂw%ﬁ
ML THAEROEETT, 207D, BEEF 2 7 HITPH#Em a2 A Lz & 212 H
TEET,

Note

Moabt—35L ZNOHITAA v TF ETEHNZRY FT,

ﬂ?ﬁ LWEEREZRER L7256, T LOREDEE L, — "3 i@ % % THTTPS ¥ —
WCEM SN EH A, rdoad 2~ R L CDCNM r—"—Z2HEg#gh Tt £7, H——

EHEETD L. AL FIEIH LOGEAEOM A 2B L £,

RAERBEIOE T A MRA » ME, 2 DT NAA ZATRETDLERHY T, o7 /314 2

H B4 ENER S NTHEA. O I show running-config f##% EXEC =2~ > K CTH
NTEET, HEEBLIENELZERRT L3~ KOHT (show running-config =~ > K) % {4
ELT—HRLET,

Device# show running-config
Building configuration...

<output truncated>

crypto pki trustpoint TP-self-signed-3080755072
enrollment selfsigned
subject-name cn=I0S-Self-Signed-Certificate-3080755072
revocation-check none
rsakeypair TP-self-signed-3080755072
|
!
crypto ca certificate chain TP-self-signed-3080755072
certificate self-signed 01
3082029F 30820208 A0030201 02020101 300D0609 2A864886 F70D0101 04050030
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CipherSuite .

59312F30 2D060355 04031326 494F532D 53656C66 2D536967 6E65642D 43657274
69666963 6174652D 33303830 37353530 37323126 30240609 2A864886 F70D0109
02161743 45322D33 3535302D 31332E73 756D6D30 342D3335 3530301E 170D3933
30333031 30303030 35395A17 0D323030 31303130 30303030 305A3059 312F302D

<output truncated>

HOBAGEAEIL, ¥ 27 HTTP — & 252 LT, no crypto pki trustpoint
TP-self-signed-30890755072 /' 1 — )L 27 4 Fa b—3 g v avwy K& AT 5 2 & THI
PrCEET, TDH%, BEX2THTTP Y — "2 BEANIT L L. HOBAERNENH /214
REINET,

\

Note TP sdf-signed DHAICER SN TWVBIEIL, T3 ADT ) TARFITL > TERRD F3,

F7varna~<r K (iphttpsecureclient-auth) ZfEH3 2% &, HTTPS h— 37 74 7
2B DO XS0V FEAEZ TR LET, 774 72 bOREGEL, —SHHORBIEL Y b E»
X2V T 0 2R LET,

CipherSuite

CipherSuite [ZF BAL T LT Y XAB L ONL A V= A b 7Y X LZFEE LT, SSLEEHIE
ALET, HTTPS — Nk D &, 7 74T hD Web 7 7 UHIL, R — hxt5o
CipherSuite ® U A 22k LE T, ZO% I T4 7 b EV—F, WMHFTHR—FIh T
LR AL T T XA TRERLDEZY A LB R LTI — b LET, &2,
Netscape Communicator 4.76 I, KEDEFx =2V 7 1 (RSA ABHF—I 5 MD2, MDS5,
RC2-CBC, RC4, DES-CBC, ¥ X U'DES-EDE3-CBC) %#¥%7AR— kL TWET,

a7 biiX, 128 By MEEbE AR — 2527747 877 7% (Microsoft Internet
Explorer /N—37 =1 > 5.5 LAKE & 72 1% Netscape Communicator 73— 2 > 4.76 LAFE72 &) N LEET
9, SSL_ RSA WITH DES CBC SHA CipherSuite (%, 128 £ v MES{La 2 L7272, fih
® CipherSuite £V %= V7 4 NMEL 720 F97,

CipherSuite /%, £V EFx=2U 7 4 BNE<, BRI 21T E ., DT 0TI DMLBRIREE 232

P 4, WIZ, AA v FTHAR— kS5 CipherSuite 35 L UVL—Z OB AR (HX)

\Z & % CipherSuite D7 > 7 (GHWIH) ZEFKLET,

1. SSL RSA WITH DES CBC SHA : # v & — YOl 5{LIZ DES-CBC, BLUA vt&—
A APz A NI SHA 2 L7z RSA OF —%Ht (RSA AR & —HF 51k)

2. SSL RSA WITH NULL SHA : A v —Y O B{LIC NULL, BLOA vt — #A
Yo A MZSHA ZH L= —23H2 (SSL 3.0 #/) .

3. SSL_RSA WITH NULL MD5 : A v —Y DK B{LIZ NULL, BLOA v — Z o
Y x A MIMDS ZH L% —2#t (SSL3.0 &) .

4.  SSL RSA WITH RC4 128 MD5 : RC4128 £ hiEEAL, BLOA vE—V A VxR
NZ MDS %l L 72 RSA O % —%#
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5. SSL RSA WITH RC4 128 SHA : RC4128 vy hF AL, BLOA v =V H A VxR
NZ SHA Zffif L 72 RSA @ % —75 4t

6.  SSL RSA WITH 3DES EDE CBC SHA : A vt — Y ®Is2{kiZ 3DES & DES-EDE3-CBC,
BLIOA =Y # A Y= X MISHA 24 L7z RSA O F—57H#2 (RSA AR ¥ —i5 5
1)

7.  SSL_RSA WITH AES 128 CBC SHA : AES 128 £ hiFHE{b, BLUA vE—T & A
Y= A MZ SHA Zf# ] L72 RSA O F —7%3#1 (SSL 3.0 BA) .

8.  SSL RSA WITH AES 256 CBC SHA : AES256 £ hFHE{b, BLUOA vE—T & A
Yz A MZ SHA 2l L7z RSA O —7%3#a (SSL 3.0 HA) .

9, SSL_ RSA WITH_AES 128 CBC SHA : AES 128 B v b B, BIOA v =T F A
T A NZSHA 2 L7 RSA @ % —7c# (SSL 3.0 /) .

10. SSL_RSA WITH_AES 256 CBC SHA : AES 256 ' hiF bk, BLOA v —V & A
Y= A MZ SHA Zf# ] L72 RSA O F —747#1 (SSL 3.0 HH) .

\)

Note  Chrome DFH/N— 2 L NT4ODTEOKEAL — FEYH—FLEHA, FD7=H,. WebGUI

EFA RN R—=ZNHETA~DT 7B AREEENET,

LB IOF A VA N T3 XL EZNTNEE L THAEDET) RSA X, SSL
PRI BN TR — AR LOSRGEOm FICEH S NE T, Ziud, CAD R T A RKRA B
NRHESNTWNENE I DT FH A,

SSLDT 74U FERTE
774N FO SSLREIITROEEFENEH S ET,
« BEHED HTTP B — N3 A R — 7 VTR E STV ET,
« SSL T A X — T MCHRESNTOET,
cCAD KT ARKRA L MERESNTOEEA,
« AOBAGEAETAER SN TOER A,

] =

SSL D ERDIESEIE
SSLEZAA v F VT AXTHHATAHE, SSLEY a v BRI TRALZ a<w X TERTLET,
T TAL ANRDAAL » FIIEHRED HTTP TEMES LML ERH Y 7,

CADFTARIRA LV PEFRETDHHIZ, VAT LI B INRFEEINTWND I EE2HERLT
LIEEW, 7y BRREINTW WS, REZBFMCEVEAERNESSINET,

A TFAS Y INDT VT 4T AL vF T, SSLEY a0 & T LET,
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CAD RS R MRA Y FDERTE

X7 HITP #6i2iE,. CAD T A MRA UV PR ERICHRETAHZ EEHRLET, CA
DRIFTARKRA Y MI, BEBAIEAZEL VSN2 U T 0 83H 0 F7,

CADKTARKA Y FNERETDIZIE, ¥ EXEC E— RTROFIEEFEITLET,

SUMMARY STEPS

enable

configure terminal

hostname hostname

ip domain name domain-name
crypto key generatersa
crypto ca trustpoint name
enrollment url url

©ENSOGO LN

crl query url

primary name

exit

crypto ca authentication name
crypto ca enroll name

end

- e e e )
PwN=3

DETAILED STEPS

=
=374

Secure Socket Layer HTTP O %7 /5% .

77k

enrollment http-proxy host-name port-number

Command or Action

Purpose

AFwvF1 |enable ¥EHE EXEC E— RZHMC LT,
Example: Ty NRERINZHSRAT— REASNLE
Device> enable “9‘*0

5w 2 |configureterminal rTa— )L a7 4 X2 lb—3ay EB— NEELG
Example: LET,
Device# configure terminal

27w 73 |hostname hostname AL v FORA M EELET CHTRA Mk
Example: REL TWRWEEDHNE) , RA MiTEx=
Device (config) # hostname your_ hostname U 7 A ﬂE_ & éﬁﬂﬂ%i:%%fﬁ—o

27w 74 |ipdomain name domain-name 24 v FDIP FAL L& EHELET QAP F

Example:

Device (config)# ip domain name your_ domain

A B ERELTCWRWGAEDHRNAE) , TP R
AAUTEX 2 T 4 F— LREAEICNSNIETT,
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Command or Action Purpose
RTw 75 |cryptokey generatersa (fEE) RSAF¥— X7 &AL LET, RSAF—D
Example: N7, A v TFOGENEE ATFT HRNCLET
Device (config) # crypto key generate rsa j—o RSA 3’\‘”—@/\0751 ﬁ @Jé/ﬂliﬁk éi}’biﬁ—o DA
FChiuX, Zoa~wr FEEHL TR —2 4R
TEET,
AFw 6 |cryptocatrustpoint name CAD FT A MRA YV MTR—NIVORES ZHRE
Example: LTC.CANTFAMKRA Y hary 74 F¥alb—va
Device (config) # crypto ca trustpoint e ?3*—}5%5Eﬁﬁﬁl/EEﬁfo
your_trustpoint
RTFwv 71 |enrollmenturl url AA  FIT K DFEAFEZRDFEE D URL & 457E
Example: LETS
Device (ca-trustpoint) # enrollment url
http://your_server:80
AT 78 |enroliment http-proxy host-name port-number ({EE) HTTP 7’1 % ¥ $— —% &l LT CA D
Device (ca-trustpoint)# enrollment http-proxy « host-name (Z1%. CA %E&?%L—g’*é 7= ﬁ:ff);HT
your_host 49 BT RI Y P AEIRELET
* port-number 21X, CAIZT 7 BATH7DICfE
MToR—rEFEREELET,
A7y 79 |crlquery url T OFEAENREY I S TORW A E R T 5T
Device (ca-trustpoint) # crl query AA /?%‘ﬁﬁiﬂ LET,
ldap://your_host:49
ZF w710 |primary name (LE) hTAREA Y PACAERICKLTTZ
Example: A~YU (F74/NE) FTARRA L ELUTHEM
Device (ca-trustpoint) # primary your trustpoint 3 ns & 5 ﬂ::ﬂgﬁf Li'@"o
snamelZiE, RELIZ N T A RRA v R EIEE
LET,
ATy 7N |exit CARNTARKRAY Fary 7 4 Xal—varE—
Example: F\%%gT L/\ 7‘13‘—/*‘11/ 33/74’ ‘%'\::L ]/‘_“.\/EI:/
Device (ca-trustpoint) # exit T ]\&:E D iﬁ‘o
AT w712 |cryptocaauthentication name CADRAHF—ZHHALTCAZRIELET, R

Example:

Device (config) # crypto ca authentication
your_trustpoint

Ty TSTHHLEARIERIC LD EFHLET,
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%27 HP4—roEE [

Command or Action

Purpose

AT w713 |cryptocaenroll name FRELIZCA R T A ML > b BREFIEZ IS L
Example: F79, ZOa~vwr RN, % RSA F—DXTIZxL
Device (config) # crypto ca enroll your trustpoint T12oDFAANY OFEWELZZRLET,

ATy 714 |end JH—rL Ay 4 ¥al—ay T— FEKT
Example: L. ¥ EXEC E— RIZEY £,

Device (config) # end

%27 HTTP Y —/\DEXE

X 27 HTTP — 2R ET D121, F#E EXEC £ — R TROFIRZFEIT L ET,

Before you begin

AEPCREAFE ORREZ T 556, MOFIMEEEN L TAAL v FOCA T A MRS bz

FHEL TS, HTTP —"—Z2FEhT

HUMERHYET, CADRINTAMKRA U NERIE

L CWARWESE, X2 7 HTTP M — &2 HMICEIN LIRS T, HOBAGEAEN AR S
NFET, P—RE2RELFH., EHEBIONEF 27 HTTP Y— SWHFICEHT 54 7> a9 v
ORZ, WHT L7782 VAN, KRB, 7344270 8 R —) ZRETE

ij—o

Web 77 A L CTEF =7 HTTP £kt & 789 5121%. https://URL Z AJj L £3 (URL
IXIP 7 KL A, FEFY—"N— AL v TFOKRA M) . T 74N K K — S DOR— N %%
ELTWDLEE, URL DBAIZAR— MESOIRETO2LERH Y 7, WICHZRLET,

)

Note

AES256_SHA2 [TV — F Skt A,

https://209.165.129:1026

Ey e

https://host.domain.com:1026

T2 AY AN (IPVAACL D#H) ZFRET D72 DHEHKD ip http access-class access-list-number
vy NEIBEIETFETY, 5l&kE Zoa~y &AL T, HTTP —"~D7 7 & A& §F

ATL7 78R VA MEBETEET, 2

SOF Lnva~<r RiZ, IPvd BLOVIPv6 ACL 25

ETDODOYR— e FGHNTHDIZEAShE L, Zabid, IPvAACL Z4EET D
728 ® ip http access-class ipv4 access-list-name | access-list-number &, IPv6 ACL 38 E9T 5

72 ® ip http access-classipv6 access-list-name T,

LW CLI Dff H & B8O LE T,

X =V DZEE T2, B

T7BA VA PERET ORI, ROZBEFEPOHY £7,

CAHELRNWT 7R Y R NERET D
ZIELET,

L. BEREISNETS, KOBEA v D%
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ACL being attached does not exist, please configure it

« ip http access-classipv4 access-list-name | access-list-number & 7213 ip http access-classipv6
accesslist-name ZfEH L 725512, 727 8A U X M9 TIZ ip http access-class Z{#FH L
TRESNTOEHAE, ROBEA v E—VRERENET,

Removing ip http access-class <access-list-number>

ip http access-classaccess-list-number & ip http access-classipv4 access-list-name | access-list-number
ERI R Z LA L TWES, a~vr FEETTL228IC, ZORIOa~xy Roary7 1=
L—Ya i EEEXENET, 2200 a~r FOBREMOKRDOMAGTDOEIZL > T, FfTar
T4 X2l —a U~ORENRFA SN ET,

SUMMARY STEPS

©ENOOHWN

-
°©

12.
13.

« ip http access-class access-list-number 733 TIZFRE 4L TV 5 5E 12, ip http access-class
ipv4 access-list-number =~ > RZfiH L TERIEZ 1T 9 & L7255, ip http access-class

access-list-number D% E ITHIBR X1, ip http access-classipv4 access-list-number 0% E A3 5
fTav74Xab—rvaiaBmEnEd,

- 2l

« ip http access-class access-list-number 739 TIZFRE STV B EAIT, ip http access-class
ipv4 access-list-name =~ > RZ{EH L CRRIEZITH 9 & L72%E . ip http access-class
=

access-list-number D F%EILHIFR AU, ip http access-classipv4 access-list-name D% E S FEA T
a7 4 X2 b—va U TBNMERET,

==

« ip http access-classipv4 access-list-number 739 TIZERE AL TWV S 35A 1T, ip http access-class
access-list-name Z i H L TR E & 173 9 & L7254, ip http access-classipv4
=g ElT=cg

access-list-number DEEILHIER S 41, ip http access-class access-list-name D FE M FAT =2
T4 X2 — g ATBMENET,

U

* ip http access-classipv4 access-list-name 73§~ CIZEXE S LTV A A1, ip http access-class
access-list-number Z 1 L CREZITEH 5 & L84, ip http access-classipv4

access-list-name DX E (XHIBR S 41, ip http access-class access-list-number DF%E 3 FEIT=
TA4F¥al—a B EnET,

enable

show ip http server status

configureterminal

ip http secure-server

ip http secure-port port-number

ip http secure-cipher suite {[3des-ede-cbc-sha] [rc4-128-md5] [rc4-128-sha] [des-cbc-sha]}
ip http secure-client-auth

ip http secure-trustpoint name

ip http path path-name

ip http access-class { ipv4 {access-list-number | access-list-name} | ipv6 {access-list-name}
h

ip http max-connections value

ip http timeout-policy idle seconds life seconds requests value

end
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tx27 P —roiE ]

DETAILED STEPS
Command or Action Purpose
ATwvF1 |enable FiHE EXEC E— REA L E T
Example: TurT NRERENTEBSRAT— FE AN LE
Device> enable j—o
ATy F2 |showip http server status ({£E) HTTP Y — DA T—Z A% FR LT, &
Device# show ip http server status ) éﬂ(b\éﬁ)g57ﬁ)?¥mﬁ?bi‘a—o Hjjj(‘\ /k@
TALDEL LN MR L TIEIN,
HTTP secure server capability: Present
E e
HTTP secure server capability: Not present
25w 73 |configureterminal Jua—r\bary7 4 Fal—iay B— Rl
Example: LETS
Device# configure terminal
RTw 74 |iphttp secure-server HTTPS ¥ — 3 F 4 B—T7 VDL, A F—T L
Example: (2L FE9, HTTPS H—NF, 77 40 F TA F—
Device (config)# ip http secure-server g “‘&hﬁ;éﬂfb \ij—
AT w75 |iphttp secure-port port-number (fEE&) HTTPS — NIHEH T 5 AR — M &5 %5
Example: ELET, T 74N FOR— hEFIT 443 TT,
Device (config) # ip http secure-port 443 443 72131025 ~ 65535 OD%EVC*EEVC% ER
AT w76 |ip http secure-ciphersuite {[3des-ede-cbc-sha] (&) HTTPS #5552 9~ % CipherSuite
[rc4-128-md5] [rc4-128-sha] [des-cbc-sha]} (BT TY XL ZHEELET, BED
Example: CipherSuite RRETHAHEENRTNIX, —E
Device (config)# ip http secure-ciphersuite 7747 ]\7j§~ ﬁﬁjjﬁﬁjﬂj—o ]\j—é CipherSuite
rc4-128-mds TRAVT— TS LI ICRELET, ZhRT
7V hTY,
A7 w771 |iphttp secure-client-auth (EE) HTTPH— "&8RE LT, HatdLBofH,
Example: RAEDT=DIZ, 7 T4 T v Finh D X.509v3 FE #
Device (config)# ip http secure-client-auth %E;k Lij‘ :7: 7 AN ]\ <l i ﬁ 5/]) e ]\ ﬁ§
%~Aﬁ%®£%i%E*¢5§E 7o TCWET
‘H“—/\ X7 7/]) T }‘%uunibiﬁb‘i Qa 733/3
TW\iﬁl
A7 78 |iphttp secure-trustpoint name wayt%n)?4ﬁ%%®ﬁﬁﬁ£ﬁﬁi47

Example:

Device (config) # ip http secure-trustpoint
your_trustpoint

/]\ODuEE)ﬂiTﬁﬁ DG
RA LV FERELET,

IZHEA4TA5CAD T A B

Secure Socket Layer HTTP D% E .



B cxa7wrosq7 ronE

Secure Socket Layer HTTP D% |

Command or Action

Purpose

Note Zoa<wy FoFERE. mioFIEICHES
TCADFTAMKRA Y FETTIZH

ELTWND E W Rt Z S E 2 TR

LTWET,
RFw 79 |ip http path path-name (1) HTML 7 7 A L D<— R L 72 5 HTTP /%
Example: AZAEBELET, SRF, v—H)L VAT ALITH
Device (config)# ip http path /your_ server:80 2 HTTP H—/3 7 T/flb@%@f%?'é‘fﬁbi’gp (@
W, VATADT Ty a ARVERELET) .
X w710 |ip http access-class { ipv4 {access-list-number | (1) HTTPH—_~DT 7 & ADIFr[ I T
access-list-name} | ipv6 {access-list-name} } 77 vA U R NEEELET,
Example:
Device (config) # ip http access-class ipv4 4
AT w711 |ip http max-connections value (EE) HTTP % — S~ O RIRER R e A 15 E L
Device (config) # ip http max-connections 4 (E, UL DMEGE 8 0 ITHRET 2 T2 DIZ B2 E T
R
X w712 |iphttp timeout-policy idlesecondslifesecondsrequests| ({1:7&) EEOWRM FIZEH TS, HTTP H— ~D
value Be R R 24 L £ T
Example: cidle: F— ¥ ORENRGI, AT — 5
Device (config)# ip http timeout-policy idle 120 1%(% 2V \%/El\w%jtﬁ?%ﬁﬁﬁo ?‘é/“ff% }:)%ﬁﬁi
life 240 ts 1 .
e 257 reanesEs 1~ 600 T, 7740 ML 1808 (343
-/C:\‘aAo
o life : $EfE 2N L TV DRI, fRETE
LHEIPHIL1 ~ 86400 (24WffH) T, 77+
JU NME 180 BT,
* requests : K Ze i TR S D EER DI
Kk, FKfEIL86400 TF, T 7 4/L ME1T
R
257w 713 |end Ja—\) a7 4 Fal—varyET—RakT
Examp'e: L/\ *jﬂ‘:*% EXEC £&— ]\L:E D iﬁ‘o

Device (config) #end

TXaT7HTMIP V5472 FDEE

Y X 2T HITP 7 94T v M ERTT HIZ

. Secure Socket Layer HTTP D%
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Before you begin

FEADHTTP 7 A7 v BIXNEF 2T HITP 7 A4 7 2 MIFIZA F—T NV TT,
DFRFEITITEF 27 HTTP 7 74 7 > FOFFAZ N MLE T, ROFINETIL,

%27 uP 547> roiE [

AERE
BIOFIET CA

DRITAMRA LV FEAAL v FITRELTVDZEERHBICLTOVET, CAD T A MARA
VIENREENTE LT, VE— FOHTTPS Y — =07 T4 7 N OFEFELZER LT-E.
X 2T HITP 7 54 7 h~OE&IT LR L E T,

SUMMARY STEPS
1. enable
2. configureterminal
3. ip http client secure-trustpoint name
4,
5. end
DETAILED STEPS

R

ip http client secure-cipher suite {[3des-ede-cbc-sha] [rc4-128-md5] [rc4-128-sha] [des-cbc-sha)}

Command or Action

Purpose

A7 w71 |enable F5HE EXEC E— RE AT L E T,
Example: TS MBRERENEL AT - REASLE
Device> enable j‘o
R w 72 | configureterminal Ja—xN) ary7 4 Xal—iay ET— REBLG
Example: LETS
Device# configure terminal
R w 73 |ip http client secure-trustpoint name (EE) VE—FOHTTP =107 T4 T bl
Examp'e: %ﬂi;&%;‘k Lf:%é\a:{iﬁﬁﬁ—é . CAD ]\ =7 A ]\ /_\T_‘g/l)
Device (config)# ip http client secure-trustpoint > b %?Eﬁiﬂ Liﬁ‘o e ]\@fi}zﬁ EN Eﬁ?)zl‘:
your_trustpoint NEZFEHLTCADFTARRA Y FET TITERE
LTWbEWIHHREHE X TRHIIILCnET, 7
TAT 2 FRBREDB LB S XTI~V
DT ABRA Y IR TICHESNTWDEHE
X, 20wy REETYT,
A7 74 |ip http client secure-ciphersuite {[3des-ede-cbc-sha] | ({f:7) HTTPS #5555k i3~ % CipherSuite
[rc4-128-md5] [rc4-128-sha] [des-cbe-sha]} (BT L TY XL ZEELET, BED
Example: CipherSuite ZHRETAHAHEHALDTIE, —REE S
Device (config) # ip http client secure-ciphersuite TAT VIR, WMEFRYR— 5 CipherSuite Tx
re4-128-nds Fym— b LI ICRELET, ART T A
kT,
AFw 75 |end Jsa—)ary 7 4 X¥al—3gr ET— REKT
Example: L/\ q%:% EXEC £ Fi:)% D ij—o

Device (config) #end

Secure Socket Layer HTTP D% E .



B o270y BEUs507 FORTF—2RDEZS Y LY

Secure Socket Layer HTTP D% |

X A7 HTIPY—N\BEXUVISA T MDRAT—R2 R

DE=Z)Y

SSLEF 27 V—"BLXWRNI TA TV FDODAT—H R EF =X HIT1%. IROEDEHEEXEC

avr REfEHALET,

R1:SSLEX 2T H—NELVIFAT U FDRAT—RRERRTHIATUF

= - N Bra

show ip http client secure status

X2 T HITP 7 94T v FORELEZFERLET,

show ip http server securestatus

X a7 HITP Y — OB ELZFRLET,

show running-config
~LET,

% 27 HTTP 85l L CAER S Lo B B GENFE A R
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EEE N

ESPEREYS T=aTFIL AL L

AIEHE R [Configuring Certification Authority
Interoperability |

SRADTHZAIL YER—+

B

>y

YAADHAR— K WebH A M TlE, YAIORGELT 7 ) m—
WETD RN T TN a—TF 4 U TITBESTWEET 5 X910,
Yo aT ARV =L EEI LD ETLEE R TA ) Y%
Rl L CnET,
BHEWORGOEFX 2V 7 4 FRPEMGHREAFT DD,
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http://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst2960x/software/15-2_5_e/configuration_guide/b_1525e_consolidated_2960x_cg/b_1525e_consolidated_2960x_cg_chapter_0110001.html
http://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst2960x/software/15-2_5_e/configuration_guide/b_1525e_consolidated_2960x_cg/b_1525e_consolidated_2960x_cg_chapter_0110001.html
http://www.cisco.com/support
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ROFIZ, ZOFEY2— /L THHT2HEDY U - 2B I OEERHRZ R LET,

I OREIX, FRICHRESNTWRWRY  BAINTY U—RLBEOTXTOY U —RAT
fEHCcEET,

)= tHae HRETEER

Cisco IOS XE Everest | Secure Socket Layer

AaNEREST LR 27 HITP b — B &
16.5.1a HTTP

WHTTP 2 A4 7 FClidk, 77V r—v 3
VBDOREFARIZ SSL/N— 3 > 3.0 Al L
F7, BEX 27 HTTP##HiDYA . HTTP ¥—
NPEZAET DT —Z I AL ST v & —
v MIEEENET,

Cisco Feature Navigator Z 75 &, 7T v b7+ —LABIX QY 7 U =T A4 A=V DOHR—

MME# A 3R CT& £ 7, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [F3E] 725 7
JEALET,
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