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1. enable
2. configureterminal
3. radiusserver radius-server-name
4. tls[connectiontimeout connection-timeout-value] [idletimeout idle-timeout-value] [ip {radius
sour ce-inter face interface-name |vr f forwar ding forwarding-table-name} ] [port port-number]
[retries number-of-connection-retries] [trustpoint {client trustpoint name| server trustpoint name} |
5. end
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Device# configure terminal
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evice (config) # radius server RI1
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tls [connectiontimeout connection-timeout-val ue]
[idletimeout idle-timeout-value] [ip {radius

sour ce-inter face interface-name |vrf forwarding
forwarding-table-name} ] [port port-number] [retries
number-of-connection-retries] [trustpoint {client
trustpoint name | server trustpoint name} |
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Device (config-radius-server) # tls
connectiontimeout 10

Device (config-radius-server)# tls idletimeout 75
Device (config-radius-server)# tls retries 15

Device (config-radius-server)# tls ip radius
source-interface GigabitEthernet 1/0/1

Device (config-radius-server)# tls ip vrf

forwarding table-1
Device (config-radius-server)# tls port 10

Device (config-radius-server)# tls
client TP-self-signed-721943660

trustpoint

Device (config-radius-server) # tls
server isetp

trustpoint
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end
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Device (config-radius-server) # end
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1. enable
2. configureterminal
3. aaaserver radius dynamic-author
4. client {ip-addr | hostname} [tIs [client-tp client-tp-name] [ idletimeout idletimeout-interval |
[server-tp server-tp-name] | vrf vrf-id ]
5. end
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Device> enable
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Z 5w 2 | configureterminal Ta—)ar7 4 Xal— gy T— N2
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Device# configure terminal
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Device (config-locsvr-da-radius)# client
10.104.49.14 tls idletimeout 100 client-tp . Client—tp D TFGAT U RDRNTARRA Y
tls_ise server-tp tls_client FAERELEST
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Device (config-locsvr-da-radius) # end
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dtls [connectiontimeout connection-timeout-valuge] [idletimeout idle-timeout-value] [ip {radius

sour ce-inter face interface-name |vr f forwar ding forwarding-table-name} ] [port port-number]
[retries number-of-connection-retries] [trustpoint {client trustpoint name| server trustpoint name} |

1. enable

2. configureterminal

3. radiusserver radius-server-name
4.

5. end
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Device> enable
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configureterminal
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Device# configure terminal
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radius server radius-server-name
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Device (config)# radius server R1

RADIUS ¥ — X —3RE D4 Rl % Protected Access
Credential (PAC) D7 v b Ya =7 HICEEL.
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dtls[connectiontimeout connection-timeout-value]
[idletimeout idle-timeout-value] [ip {radius
source-inter face interface-name |vrf forwarding
forwarding-table-name} ] [port port-number] [retries
number-of-connection-retries] [trustpoint {client
trustpoint name | server trustpoint name} |
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Device (config-radius-server) # dtls
connectiontimeout 10

Device (config-radius-server) # dtls idletimeout 75
Device (config-radius-server) # dtls retries 15

Device (config-radius-server)# dtls ip radius
source-interface GigabitEthernet 1/0/1

Device (config-radius-server) # dtls
forwarding table-1

ip vrf

Device (config-radius-server)# dtls port 10

Device (config-radius-server) # dtls
client TP-self-signed-721943660

trustpoint

Device (config-radius-server) # dtls
server isetp

trustpoint
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end
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Device (config-radius-server) # end
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1. enable
2. configureterminal
3. aaaserver radius dynamic-author
4,
[server-tp server-tp-name] | vrf vrf-id ]
5.
6. end
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client {ip-addr | hostname} [dtls [client-tp client-tp-name] [ idletimeout idletimeout-interval ]

dtls {ip radius source-interface interface-name | port radius-dtls-server-port-number }
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Device> enable F9,
R T 72| configureterminal ya—) ary7 4 F¥ab—vay E— REE
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Device# configure terminal
R v 7 3 |aaaserver radius dynamic-author HAFI v I7EAa—h)LP—_R— a7 X
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evice (config) # aaa server radius dynamic-author . R
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A7y 7 4 |client {ip-addr | hostname} [dtls client-tp AAA Y —R—= 27 54T FDOIP T FLAEIER

client-tp-name] [ idletimeout idletimeout-interval ]
[server-tp server-tp-name] | vrf vrf-id |
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Device (config-locsvr-da-radius)# client
10.104.49.14 dtls idletimeout 100
client-tp dtls ise server-tp dtls client
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dtls {ip radius source-interface interface-name | port
radius-dtls-server-port-number }
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Device (config-locsvr-da-radius) # dtls ip radius
source-interface GigabitEthernet 1/0/24

Device (config-locsvr-da-radius) # dtls port 100

RADIUS CoA #—"—ZREL T, RD/NT X —
AERETEET:
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end
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Device (config-locsvr-da-radius) # end
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show aaa servers TLS B8 X ONDTLS H— _—|CBE# T 2 F# %
FRLET,

clear aaa countersserversradius {server id | all}
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debug radius radsec
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{5 : RadSec over TLS DX E

Device> enable
Device# configure terminal
Device (config) # radius server R1

Device (config-radius-server)# tls connectiontimeout 10
Device (config-radius-server) # tls idletimeout 75
Device (config-radius-server) # tls retries 15
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Device (config-radius-server)# tls ip radius source-interface GigabitEthernet 1/0/1
Device (config-radius-server)# tls ip vrf forwarding table-1

Device (config-radius-server)# tls port 10

Device (config-radius-server)# tls trustpoint client TP-self-signed-721943660
Device (config-radius-server)# tls trustpoint server isetp

Device (config-radius-server) # end
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Device> enable

Device# configure terminal

Device (config) # aaa server radius dynamic-author

Device (config-locsvr-da-radius) # client 10.104.49.14 tls idletimeout 100
client-tp tls_ise server-tp tls_client

Device (config-locsvr-da-radius) # dtls port 100

Device (config-locsvr-da-radius) # end
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Device> enable

Device# configure terminal

Device (config) # radius server R1

Device (config-radius-server)# dtls connectiontimeout 10

Device (config-radius-server) # dtls idletimeout 75

Device (config-radius-server) # dtls retries 15

Device (config-radius-server)# dtls ip radius source-interface GigabitEthernet 1/0/1
Device (config-radius-server)# dtls ip vrf forwarding table-1

Device (config-radius-server) # dtls port 10

Device (config-radius-server)# dtls trustpoint client TP-self-signed-721943660
Device (config-radius-server)# dtls trustpoint server isetp

Device (config-radius-server) # end
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Device> enable

Device# configure terminal

Device (config) # aaa server radius dynamic-author

Device (config-locsvr-da-radius) # client 10.104.49.14 dtls idletimeout 100

client-tp dtls_ise server-tp dtls_client

Device (config-locsvr-da-radius)# dtls ip radius source-interface GigabitEthernet 1/0/24
Device (config-locsvr-da-radius) # dtls port 100

Device (config-locsvr-da-radius) # end
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