XA YUTF4TIN—TRTOITVETD
X TE

TRy X2 VT4 F—F F7 (SGT) O~ v 7L, HELEY TRy D
FTRTORARN T RVARIZSGT # R A  RLET, ZOF v B IREITIND L, Cisco
TrustSec I[Z LV | FEEDH TRy MIBT HEEILIP T RUAZFROTLEOEE /T > M
SGT i b E,

« SGT O~ v B 7 OHHEE (1 ~—)

« SGT O~ v B 72T 51w 2 _—)

«SGT O~ v V' T OERETE (43—=)

¢ SGT D~ v B 7O (12 =2—)

«SGT O~ vy Vo 7 OEER (13 2—)

cEX 2 VT 4 IN—TF 2T D~y L T OMERBRE (17 ~—3)

SGTD < v E2 Y DHFIFIEIE

BTy FESGTDT Y EL S DEHIFEIE
Bl TV T 47 ADIPVAYT T Ry MU =7 2R TE 8 A,

« 7 Xy bR A M7 KL AL, network-map bindingsbindings /X7 A — % 23, f8E L7=Y
Txy hOYF TRy MARAMOFFHEED H/hE WD bindings 230 DHE, EX =2 U7 o
TN—"T%27 (SGT) T/ » RTEFEHA,

e X VT 4T T ha (SXP) AV —H—BILOU A F—RSXPV3UUED R— 3
VEFEITLTWAEEDOR, IPv6 TEER L OUGHERNFEITESNE T,

FIFILRIL—FDSGT Ty EL T D&EIFEIE

T 74N ML — FOREIL, Y7y M0 TOHRZTANGNET, Y73y /0721
Thost-ip DHZ AT HE, DA =V NFRENET,

tXa)FaoN—TFa50=vErT0EE ||
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B scro~oc sy s

Device (config) #cts role-based sgt-map 0.0.0.0 sgt 1000
Default route configuration is not supported for host ip

SGTDO~ v EVJICET BIEH

TR arTlE. SGT~ v B r ZICBET AR AEM L9,

IRy FESGTDOYTYETDBE

72y hE SGTDO~ v L ZiE, FBELEZY 72y RNOTRTOARZ T R L ZIZ SGT
Z3A R LET, Cisco TrustSec [TEE /N7 v FDOEEITLIP T RLABRRE LY 7 Xy b
BT 2550y MZSGT ##H LET, 71y MLV SGT 1L, ctsrole-based

sgt-map net_address/prefix sgt sgt_number 7' 2— )L a2 7 4 X a b — gy avy REliA

LTCCLITHEEENET, H—DKRAMI, Z0Oa<wr RTvy 7 EN5AREENRH Y 9,

IPv4 % v hU =27 TiE, EX=2D7 47w bajb (SXP) v3 LD /A= 2 (3 SXPv3
BT Y7 % b O net_address/prefix 2 NV 7 EZF L, T CE EI, SXP DLIFTD
N—=V g Tk, SXP U AT — E7IC Y ZAR— T 20N, 7Ry hOT VT 47 A
HARANNAL U ROy MIEBRL LT,

72 z1E, IPva 7 %y b 192.02.024 1ZIRD X HICHBEENET (RARMT RLAD3I E Yy
cDOH)

e ARA M7 FLZ198.02.1 775 198.02.7 : Z 7 FHF SN T SXP BT I L £,

e Xy FT—ZBIUOTE—FF¥ X M7 FL & 198.02.0 5 L10198.028 : Z 7T Xhn
T LEE A

SXPV3 R/ AR— K TEX DLV T H vy h3A 2 ROEKAERIRT 5H121%, ctssxp mapping
network-map 7 o0 — 3L a7 4 Falb— gy avwr KRR LET,

TRy NN T AT EAEZT 47T, TIT 47 KA RNOERIHY FHA, Zh
HIXSGT A VARV Y a Y BIUSGACLD#EMAIc e —H VTl TEE3, 7 %> & SGT
D=y BTN L > THE T F Sy NI, VA% 2 E72X LA ¥ 3 Cisco TrustSec V
I RETEET,

IPv6 %> b U —7 OFE . SXPv3ILSXPv2 F7/2I1XSXPvI BT IV T Xy " XA T 4 VT %
T AR—FTEER A,

VLAN & SGTDY v EV T DBE

VLAN & SGT O~ v Vo JHEREIZ. B E L7 VLAN WS D %7 » MZ SGT #31 » RL &
I, THE, ROLH>RET, LHY—Fy U —27 05 Cisco TrustSec X fnr v b7 —7
~DOBATEBFIL L ET,
L —DAAF, AV L Rary a—TF, TIE®ARALA L, VPNRED, Cisco
TrustSec ¥fhis TIE 72V 3 VLAN %G DT S, A% R— b+ LET,

B tF2)T49L—TFEIDRvELTDEE
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LAY 3RESLLE—T A RESETORVELY WIFseTTvEYs) oizE [

T =AY =DV —R— KT RA T3 72 D, VLAN B XN VLAN ACL 28 % v
FNU—2 28T D AR T D P A AR L £ T,

VLAN & SGT @734 > KX, ctsrole-based sgt-map vlan-list 7 e2— 3L 27 4 ¥ aL—v 3
v avy R CRELET,

Cisco TrustSec X A A v F LT, AL v FRAEA v Z—T7 A A (SVI) THHTF— T A
NVLAN [ZEID B THNTEBY, TOAL T TIPT AL ARNT XU TREMTI> T
554, Cisco TrustSec 1%, SVIH 7Ry MZv vy B 7SI TWW5H VLAN EOTXTOT 7
T A TIRHRA MIXFLTIP & SGT D31 o REERTE 7,

T 7T 47 VLAN O A KD IP-SGT /XA T 4 U ZIESXP U A F—|Z 7 AR—hEhF
T, v v B ENT4 VLAN O/3A » RiL VRF ([ZEE ST 57z IP-to-SGT 7 — 7 /L4
AEET, VLAN |Z SVI £7-1F ctsrole-based [2-vrf =i~ R Ty b7 EnNEd,

VLAN & SGT D34 o ROELNAM TR HIRLS . SXP F/2IXCLIARA N a7 4 F 2 b—
arvEDFEOMD Y —ANSLDNA Vv REZITER - T25E1, EHREINNET, XA FD
BEANENIX, 31 > R OEIENENL] B2 v a viT aﬁéhfwi#

LAN3H/EBASA A —T A RESGTOTYELSY (BBIFSGT v v E
V) OE

L3IF-SGT~ v V' 7%, AL 2 A 2 —T7 o4 AR, ROLA 3L 2 H—
T2 A ADWTNND T T 4 v 7IZSGT ZEHFE~ vy B 7/ TEET,

=7 v RR—F

«SVI (VLAN A > Z—7 = A R)

LAV 2LR—FDLAXIVTA L X —T AR

e ho XNV A B —T AR

(SGT 7 Y v=—=3 3 /1 Cisco ISE F£721% Cisco ACS 7 7 & A — _"—M L @I EE SN

%) FEED SGT BB XX =2 VT 4 VNV —T4EIEET 51X, ctsrole-based sgt-map
interface 7o — )L a7 4 X alb—y gy avwr KRR LET,

TATUT AT 4 HR— b~ Y (tsA LV H—T 24 AFEY T E—RKar 74 Fal—
T av) BLOL3IF-SGT 738725 IP & SGT D/NA v REMBE LT 584, IPM BMER SN
F9. IP L SGT DA > ROZFDOMOBEEIT. 5142 FEETOEENES) 27 v a iz
U AN EITWDDERIAGLIZHE > TR S E T,

INA VT AVTEETITZAA) T4«
Cisco TrustSec 1355 2E T T IP-SGT /3 v RY —ABOBE R L E T, =& x0E

SGT i policy { dynamicidentity peer-name | static sgt tag! Cisco Trustsec T-#1 > % — 7:1:/( A
EFE—Ravwr R (TATUTAT A A= ~wovbEY) 2FEHLTA VX —7 A AZHEH

tXa)FaoN—TFa50=vErT0EE ||



B 7o+ r—roser

tFAUTAIN—TEIDIVELTORE |

ShEd, BHEOBEIBMLOBERNEFE, Kb/hSW (1) 2»bk& (7) £T kROEEYH T
j—o

1. VLAN : VLAN-SGT = v B> IV NEE SN/ VLAN EORX—E > 7 Eifz ARP X7 v
RIPBHEE SN T 4 7

2. CLI : ctsrole-based sgt-map 7 12— 3L 27 4 Fab— gy a<r KO IP-SGT B %
AL TRESNTZT LA UT 4 7,

3. LA¥3A4vZ—TxA4A: (L3IF) B LIEL3IFSGT~ v B IR T ATV T AT 4
R— RN~ TE2FEHTA1IOUEDA v 2 —T 2 ZAEWDHSAEZEHOFIB gL
MU MRRTEBMENTZANL T 4 T,

4. SXP:SXP ETMLFEREINTAAL VT 47,

5 IP_ARP : ¥ 7t &N72 ARP /37 » R CTS GV v 7 TSN L& cEE ah:
NA T 4T,

6. LOCAL : EPM & T34 A F T v X U Tk o THEE SN RBIEBEHB A NOAAL T ¢
YT ZDEATDNRA T 4 7 , L2 [IIPM S E SR — D ARP A X —E
VKo TEHEBEINHADFRA b EERET,

7. INTERNAL : B — OV THREESNZIP T LA EF A ZME D SGT I DONRA T 4
7

FI7A4IL kIL— kD SGT

T3V IN— DX )T 4 I N—T%7 (SGT) 1%, T 74/ +b— M SGT HH %
Elp M CTET,

T 7 F I/ h— NI, BESNTA—FE LWL~ FTHDTED, TAN) Y — hDsE
FerDN— T, TTH Mb— NI, V=T 4 T T—TIVICHRANC Y 2 R ER TV
WHR Yy MU= BRI TV Dy hOfRRICER S E T,

SGTOTYEVITDEHRTEARE

OBV arTiE, SGTV Y B V5B ETHHERLET,

FINA R SGT DFEFEHTE

15 D Cisco TrustSec BIETIL, PRFEV— =BT NS ZANLREINDH /7y NHIZ, D
TNA AT SGT #HI D ¥ TEF, BEE— =27 7 A TE WAL, T 5 SGT %
FERTHRETETE TN, B — =0 0E 0 4 TH SGT DIEH 23, FEyTHD KT
SGT LV HEHLENET,

TNA AD SGT % FETHRET D121, WOEEEITWVET,

B tF2)T49L—TFEIDRvELTDEE



| £EF2UF490—TF25DVELTDRE

FIE

$IxyreseTovyErsonz [

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device# enable

¥i#E EXEC T=— F&EADIZ L £,
e NMRAT—RKEANLET (FERkEh

58 .

ATvT2

configureterminal

1

Device# configure terminal

Juaua—\)L a7 4 FXal— g
T—FzfnL£7,

ATvT3

cts sgt tag
1 -

Device (config) # cts sgt 1234

Cisco TrustSec ® SXP # A x—7 /LI L
\i j—O

ATvT4

exit
1 -

Device (config) # exit

Ja—nR_) a7 4 F¥al— g
E— N&&T L, F#HE EXEC E— NI
RO FE3,

HIRy hESGTOTYEVYDETE

FIE

ARV RFFERERTIVa Y

=)

&

enable
1 -

Device# enable

H5tE EXEC =— RZHI L ET,
e NRAT—KREANLET FEkEh

=%a

o

ATy T2

configureterminal

1

Device# configure terminal

Ja—N)L a7 4 F¥Falb—g
£ F%%ﬁﬁébi—g«o

ATvT3

cts sxp mapping networ k-map bindings
fAi

Device (config) # cts sxp mapping
network-map 10000

eV T Xy FESGT D~ BT D
BRA MEOFIRZFFRE L ET,
bindings 5[4%1%. SGTIZ/3A > K&
L. SXP Y A F—lx= s AHR— |k
TX5H 7Ry MIPHA NDORK
BEEELET,

« bindings: (0~ 65,535) & 7 # /L
ME 0 GHATENDHEERL) T
‘j‘o

tXa)FaoN—TFa50=vErT0EE ||



B soxvresetorvervonE

tFAUTAIN—TEIDIVELTORE |

ARV RFERETIVa Y

B8

ATvT4

ctsrole-based sgt-map ipv4_address/prefix
sgt number
1 -

Device (config) # cts role-based sgt-map
10.10.10.10/29 sgt 1234

(IPv4) CIDR £ TY 7% v b ZIEE
LET,

e BT xy bESGT D~ v B 7%
EXMVETICE, Zoa~vr Ro
nERXEHFHLEST, AT v 72
THRET D3 T 4 7 DU,
7T xy FEORARN T RLAOD
B ETHLIMERHD £3 (>
rO—2, BT a— KRy A b
7 RV A%FRL) , sgtnumber ¥ —
J— R, BELEY TRy FOK
RAR T RLVARCAAL V RT 5
FaUT 4 IN—T ZTHEEL
EJaN

«ipv4_address: R MMf& 10 R
TIPv4 X hT—27 7 RL A%
ELiTO

eprefix: (0~30) *v hU—2 7T
RUANODOE y MEERELE T,

* sgt number : (0 ~ 65,535) ¥ =
VF 4 I N—7%7 (SGT) Hi5%x
BELET,

ATvTh

ctsrole-based sgt-map ipv6_address:: prefix
sgt number
fAil

Device (config) # cts role-based sgt-map
2020::/64 sgt 1234

B tF2)T49L—TFEIDRvELTDEE

(IPv6) zam > 16 XKL TH 7 £ > b
RHEELET, 7Ry FESGTO~Y v
By REATVHETICIE, Zoavy
RO no FEXZHEHL £7,
ATy T2THRET /M T 4 T D
B, Y7y b EDOEAN T LA
O ETHLLENRHY £ (Fv b
U—7. . BT e—RE¥xy AT K
L A %&FR<) . sgtnumber F—17 — K
X, HELLEY 7Ry ROKRARNT
RUVRIZNRAL  RTHeF2 VT 4 7
N—"T" BT EEELET,
«ipv6_address: =z 16 #EEFL T
IPv6 v N —2 T KL AZRE
LET,
sprefix : (0~128) F> hU—7 7T
FLANOE Y MIERRELET,
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vian & seTow v Ev gz [

ARV REEET7IVa Y B8
* sgt number : (0 ~ 65,535) ¥ =
V74 JN—F4%27 (SGT) &HH%

fHELET,
AT w76 |exit Ta—) a7 4 F¥al— gy
il - T RZMT L, FFHE EXEC £— FIZ
RYET,

Device (config) # exit

o] ~ » E I_l_I
VLAN & SGTDOY Y EV T DEERTE
Cisco TrustSec 7 /3 A TVLAN-SGT ¥~ v BV VAR ETHH AT Ta—,
* %15 VLAN @[ U VLAN_ID T7 /34 A k|2 VLAN Z{Efk L £,

eV RRAL MDD TAT U NMIH LT, 774NV M= U oA D L IITT A A
@ VLAN T SVI Z{ERk LE 4,

*VLAN 77 4 v ZIZSGT Z WM T2 X 5ICT A A EBRELET,
T NAADIPTNA AT X THAENILET,

e TNARITNAA NT X TR —%T Xy T LET,
*VLAN & SGT D~ vy B TIRTNA ATRAET HZ L2l LE T,

FIE
ARV RFERETI3 Y EL:y

A7y 71 |enable FHE EXEC T— FE AN L £ T,
i e MATU—FREZ AN LET (KRS
Device# enable nrEBE) .

5w J2 |configureterminal rTa—r ) ar7 4 X¥al— gy
. E— &M LET,
Device# configure terminal

AFw 73 |vianvian_id TrustSec %) — b 0 = A T /34 AIZ
B - VLAN 100 Z{E L, VLAN =17 «
Device (config) # vlan 100 Fal—varE—FehialEd.

AT w74 |[no] shutdown VLAN100Z 7 r bty a =27 LET,
11
Device (config-vlan) # no shutdown

tXa)FaoN—TFa50=vErT0EE ||



B v esetocoevomE

tFAUTAIN—TEIDIVELTORE |

ARV FFEREETIVa Yy

S

ATy TH

exit
1 -

Device (config-vlan)# exit

VILANZ > 7 4 X2l —1 gy F—FR
PRRTL, Fa—L a7 40X
L—y gy B—RIZEY 9,

ATvT6

interface type slot/port
{1

Device (config)# interface vlan 100

A B =T A AFA TEREL T,
f v B—=Tz2A AT (Fal—
varyE—RERBLET,

ATy T1

ip address dlot/port
i -

Device (config-if) # ip address 10.1.1.2
255.0.0.0

VLAN100 DA A » FAREA X —T =
A4 A (SVI) ZRELET,

ATvT8

[no] shutdown

1 -

Device (config-if) # no shutdown

SVI A F—T NI LET,

ATvT9

exit
51

Device (config-if)# exit

A B =T A AT 4 Fal—
varyE—REETL, Jue—3La
V74 F¥al—varyE—RIREDF
ﬂqo

ATv 710

ctsrole-based sgt-map vlan-list vian_id
sgt sgt_number

1 -

Device (config) # cts role-based sgt-map|
vlan-list 100 sgt 10

FRE L7= SGT #8€ L7z~ VLAN % &
DY TET,

ATvIN

device-tracking policy policy-name

1 -

Device (config) # device-tracking policy]|
policyl

RV —ZHEL., TAAFT vF
VIRV —ar T 4 X al— g
T— REHBELET,

AT T12

tracking enable

1 :

Device (config-device-tracking) #
tracking enable

R —BMEDT 7V hOF A A
N7 ox U TRERE FEEXLET,

ATy 713

exit
51

Device (config-device-tracking) # exit

TNRAANT X T RY) — av
TJA4FXal—varE—REKTLE
T, BT, Fe—lar 7 4 X a
L—yary E— RefBELET,

ATy 714

vlan vian_id

1 -

B tF2)T49L—TFEIDRvELTDEE

VLAN ZfE%E L., VLAN 27 (¥ =
L—yay B— 2B LET,
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B e seTovyEvsnEE [

AR RFEREFT7TIVa Y

E:)

Device (config)# wvlan 100

ATy 715

device-tracking attach-policy policy-name
i -

Device (config-vlan) # device-tracking
attach-policy policyl

FRESNTZVLANICT SA A T v ¥
YT R)—ETEyFLET,

ATy 716

exit
1

Device (config-vlan) # exit

VLAN 2V 7 4 Fal—t gV E—F
ERTL, Zo—_)L a7 Xz
L— gy T— RERBLET,

ATv 11

show ctsrole-based sgt-map
{ipv4_netaddr | ipv4_netaddr/prefix |
ipv6_netaddr | ipv6_netaddr/prefix |all
[ipv4 |ipv6] |host {ipv4__addr |ipv6_addr
} [summary [ipv4|ipv6 ]

1 -

Device (config) # show cts role-based
sgt-map all

({f£&) VLAN ¢ SGTO~ v BV 7%
FRLET,

ATy 718

show device-tracking policy policy-name

1 -

Device (config) # show device-tracking
policy policyl

(EE) BUEDORY —@itEaFR L
ijao

BIF & SGTHOTVYELSD

FIE

=L

axX A&

ARV RFEERTIVa Y

=)

&M

enable
1 -

Device# enable

¥i#E EXEC T— FEAIZ L £,
e NMAT—REANLET (FERkEh

=%a

o

ATy T2

configureterminal

1

Device# configure terminal

Jua—)L a7 4 Falb—g
£ F%Fﬂlﬂﬁébij«o

ATvT3

ctsrole-based sgt-map interface type
slot/port [ security-group name | sgt number
]

EXa)T4Y

SGT IFfEESINT=A v H—T = A A~
DATITNT 74w 7 IEHIET,

n—7a5n<wveErinkE I}



B —ryz7s—=2t70zsaL—+

tFAUTAIN—TEIDIVELTORE |

ARV RFERETIVa Y

B8

1

Device (config) # cts role-based sgt-map
interface gigabitEthernet 1/1 sgt 77

« interface type slot/port : i F AT BE7R
A B =T A ADY A MEFERL
\i‘g—(}

e security-group name : SGT X7 U
YRR 2 DT 4 T N—T
441 Cisco ISE F 721X Cisco ACS T
BRESNTHET,

s sgtnumber : (0 ~65,535) , ¥ =
V74 I N—F%7 (SGT) &%k
BELET,

ATvT4

exit
1 -

Device (config) # exit

REE—FEfTLET,

ATvTh

show ctsrole-based sgt-map all
1 -

Device# cts role-based sgt-map all

AT 7 4 ZITHRE ST SGT 23
BTSN Z L AR LET,

N—FDT7HF—XA7DITZIal—+

N=RT 2T X —ANTHHEELZONMEATERWEAIL, F—AMTOY 7 b7
Ralb—varEHEHTIEICAA v FERETEET, Y7 My =2T7HF—X NTOMH%
BRETDHITIE. ROEEEITVET,

FIE

ARV RFERFTIVaY

=)

ATy T

enable
1 -

Device# enable

¥itE EXEC E— FE A LET,
e NMATU—REZASNLET EREN

=56

ATvT2

configureterminal

1

Device# configure terminal

Juau—n)aryZ7 4 xXal—gy
F—FzfmLE7,

ATvT3

ctskeystore emulate

1

Device (config) # cts keystore emulate

N= Rz TF—ARTOMRDYIZF—
ARTOY 7 =T TIal—vay
EHEATHEIICAAL v FERELE
R

B tF2)T49L—TFEIDRvELTDEE
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Frrnr—roseTonz [

aAvYRFERET7IOIY BRI
ATy 74 |exit RET—RFEZKRTLET,
1
Device (config) # exit
R T 75 |show keystore X¥—ANTDAT—HALNEERRL
i - T, BESNEMBIIERREINEYE
/1/0

Device# show keystore

FTIOHILRIL— D SGT DERTE

188 BRI

iproute0.000 =2~ REMEH LT, 7/ AT 7 4V hb— ERT TR SN TS =
LERMERLET, £ ThRWEA, 774/ Lb—F (T 74/ FLb— D SGT IZfHE) 11X
R e BG4 5720, 7 A MU V' — FO%EsEiE CPU 245 L £7,

FiE
ARV REEET7IVa Y B i

RTw 71 |enable FiHE EXEC E— RZ AT LE T,
fl e NAU—REANLET FERIN
Device> enable =58

AT w 72 | configureterminal JTa—\ ) a7 4 ¥al—3a
Bl T— FEBHLET,
Device# configure terminal

Z 5w 73| ctsrole-based sgt-map 0.0.0.0/0 sgt number | 7 4 )L h L— D SGT BB A HE L
i - 9, AREIL 0 ~ 65,519 T,

tXa)FaoN—TFa50=vErT0EE ||
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ARV RFERETIVa Y

B8

0.0.0.0/0 sgt 3

Device (config)# cts role-based sgt-map Gx) e host address/subnet

X, IPv4 7 L &
(0.0.0.0/0) FE7-1X1Pv6
7 R (0:0:/0) ©F
HHENTY,

T 7 F /v b — h O
ElX, 7 %> 0T
DHZT AN BIE
TP TRy MORL
C host-ip DA% A ST

L RDOAvE—Y
DERINET,
Device (config) #cts
role-based sgt-map
0.0.0.0 sgt 1000
Default route

configuration is not
supported for host ip

AT v 74 |exit
1 -

Device (config) # exit

Ja—R) a7 4 F¥al—T g
£ F%%@T sz\jﬁo

SGTOT v EVTDHEER

WDt s a Tk, SGT~ v B 7 2R T 5 ke rmLET,

IRy bESGTDTYEV T DHRFTEMHER

PTFy b & SGT D~ v BV 7 ORE

AL £

A FRT HI21E, RO show =<2 ROWT g

avwU kR

B8

show cts sxp connections

SXP A —Hh—¢ ) AF—DfEF L. BIEA
T—HRAEFRRNLET,

show cts sxp sgt-map

SXP U A F—|Zx= 7 AR— K LIP & SGT
DN, T 4 v T aFRmLET,

show running-config

7%y hESGTOaL 7 4 Fal— g
a<wy KREfFTFa Ly T4 Fal—Tar T7
ANRIZHDZ L EERLET,

B tF2)T49L—TFEIDRvELTDEE
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VLAN & SGTD Y v EV T DFEEE

VLAN & SGT OB EFEREF T HITIT. RO show =2~ REFHLET,

*x1:

vian £ seT o v Ev oz [

avyU kR

S]]

show ip device tracking

VLANDT 77 4 7R A SDIPT L R %5k
MTDIPTANAADRNT XU TDRAT—H
AR LET,

show ctsrole-based sgt-map

IP7 RLAESGT DA v REFRLET,

L3IF & SGT O v EV Y DFEER

L3IF & SGT DR EBWMAEFRT HI121E, IRD show 2~ > REFEHALET,

avwU kR

B8

show ctsrole-based sgt-map all

T RTOIPT FL AL SGTDNA » REFRR
L\i—gqo

FI4ILRIL— D SGT DR EER

F 7 ) hb— D SGT OFEMER

device# show role-based sgt-map all
Active IPv4-SGT Bindings Information

IP Address SGT Source
0.0.0.0/0 3 CLI
11.0.0.0/8 11 CLI
11.0.0.10 1110 CLI
11.1.1.1 1111 CLI
21.0.0.2 212 CLI

IP-SGT Active Bindings Summary

Total number of CLI
Total number of active

bindings
bindings

SGTDT v EVTDEREH

OB arTiE, SGTOV v L TOREFERLET,

[C20NE)]

tXa)FaoN—TFa50=vErT0EE ||



II i)

1

1

TINAL R SGT DFEHHF

tFAUTAIN—TEIDIVELTORE |

F/8A R SGT DEFHRE

YIry

Device# configure terminal
Device (config)# cts sgt 1234
Device (config) # exit

N&ESGTDT Y EV T DERTE

OB, SXPv3 ZE{TLTCWAHT N1 X (Devicel & Device2) MDD IPv4 V7 %> k& SGT
D~y B T ERET HHEERLET,

FRA ZAD SXP A —H—/) A F— TV T HRRELET,

Devicel# configure terminal

Devicel (config) # cts sxp enable

Devicel (config) # cts sxp default source-ip 1.1.1.1

Devicel (config)# cts sxp default password lsyzygyl

Devicel (config) # cts sxp connection peer 2.2.2.2 password default mode local speaker

Device 1 @ SXP U 2 —& LT Device2 R ELE T,

Device?2 (config)# cts sxp enable

Device2 (config) # cts sxp default source-ip 2.2.2.2

Device2 (config)# cts sxp default password lsyzygyl
( ) #

Device2 (config cts sxp connection peer 1.1.1.1 password default mode local listener

Device2 T, SXPEHGNAEMEL TWDH Z L2 MERL T,

Device2# show cts sxp connections brief | include 1.1.1.1
1.1.1.1 2.2.2.2 On 3:22:23:18
(dd:hr:mm:sec)

Y7 Xy U —27 M Device | IZHESIND LR ELET,

Devicel (config) # cts sxp mapping network-map 10000

Devicel (config) # cts role-based sgt-map 10.10.10.0/30 sgt 101
Devicel (config)# cts role-based sgt-map 11.11.11.0/29 sgt 11111
Devicel (config) # cts role-based sgt-map 192.168.1.0/28 sgt 65000

Device 2 C. Devicel B DV 7 %y h& SGT OYLEAZ MR L EI, = 22X,
10.10.10.0/30 7% v b U — 27 JHOHLIEMN 2, 11.11.11.029 %7 % v kU —27 [
DYLIEN 6 H. 192.168.1.0128 7% v N U — 27 FOILIEN 14 HIFFET HLER H
U i—a—o

Device2# show cts sxp sgt-map brief | include 101|11111|65000
IPv4,SGT: <10.10.10.1 , 101>
IPv4,SGT: <10.10.10.2 , 101>
IPv4,SGT: <11.11.11.1 , 11111>
IPv4,SGT: <11.11.11.2 , 11111>
IPv4,SGT: <11.11.11.3 , 11111>
IPv4,SGT: <11.11.11.4 , 11111>
IPv4,SGT: <11.11.11.5 11111>
IPv4,SGT: <11.11.11.6 , 11111>

IPv4,SGT: <192.168.1.1 , 65000>
IPv4,SGT: <192.168.1.2 , 65000>
IPv4,SGT: <192.168.1.3 , 65000>
IPv4,SGT: <192.168.1.4 , 65000>
IPv4,SGT: <192.168.1.5 , 65000>
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IPv4,SGT: <192.168.1.6 , 65000>
IPv4,SGT: <192.168.1.7 , 65000>
IPv4,SGT: <192.168.1.8 , 65000>
IPv4,SGT: <192.168.1.9 , 65000>
IPv4,SGT: <192.168.1.10 , 65000>
IPv4,SGT: <192.168.1.11 , 65000>
IPv4,SGT: <192.168.1.12 , 65000>
IPv4,SGT: <192.168.1.13 , 65000>
IPv4,SGT: <192.168.1.14 , 65000>

6. Device | IR Z R L E T,

Devicel# show cts sxp sgt-map
IP-SGT Mappings expanded:22
There are no IP-SGT Mappings

7. Devicel & Device2 DFREZMRFL, Ju— )L a7 X2l —v3ar £— K
T LET,

Devicel (config)# copy running-config startup-config
Devicel (config) # exit
Device2 (config)# copy running-config startup-config
Device?2 (config) # exit
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1. T7T7E®AF A ZEIZVLAN 100 Z1/EK LE T,

access_device# configure terminal
access_device (config) # vlan 100
access_device (config-vlan)# no shutdown
access_device (config-vlan) # exit
access_device (config) #

2. 77%®AV LI L LT TrustSec T3 ADA v F—T 2 ALRELFET, =
RARA L OT 7 A R—FOFEIX, ZOFTITEAKINET,

access_device (config)# interface gigabitEthernet 6/3
access_device (config-if)# switchport

access_device (config-if) # switchport mode access
access_device (config-if)# switchport access vlan 100

3. TrustSec 7 /34 AIZ VLAN 100 Z1ER L £9°,

TS _device(config)# wvlan 100

TS device(config-vlan)# no shutdown
TS device (config-vlan)# end

TS device#

4., FE1EVLAN100 D7 — b7 =4 & LT SVI Z{ER LET,
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TS_device(config) # interface vlan 100

TS _device(config-if)# ip address 10.1.1.2 255.0.0.0
TS device(config-if)# no shutdown

TS device(config-if)# end

TS device (config) #

5. VLAN 100 ®DFZ MZtxFa VT4 Z—7F Z27 (SGT) 10 ZE| 0 B TE7,

TS device(config)# cts role-based sgt-map vlan 100 sgt 10

6. TrustSec 7/3A ADIP TNAA AR T XU 7 EAMILET, TRBEIEL TV
HIEEMERLET,

TS _device(config)# ip device tracking
TS device# show ip device tracking all

IP Device Tracking = Enabled

IP Device Tracking Probe Count = 3
IP Device Tracking Probe Interval = 100
IP Address MAC Address Vlan Interface STATE

Total number interfaces enabled: 1
Vl1anl00

7. (EE) = RFA U EINOT 74NV NF— Y oA Zping LET (ZOHITIE,
BRAKIPT KLA10.1.1.1) o SGT 10 73 VLAN 100 DR A MI~<w o B 7 ENT
WHZ EEMRELET,

TS _device# show cts role-based sgt-map all
Active IP-SGT Bindings Information

IP Address SGT Source

10.1.1.1 10 VLAN

IP-SGT Active Bindings Summary

Total number of VLAN bindings = 1
Total number of CLI bindings = 0
Total number of active bindings = 1

Bl : AAR—FTOLIF & SGTOY Y E VT DERTE
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1. A F—TxARAERELET,
Device# configure terminal

Device (config) # interface gigabitEthernet 6/3 sgt 3
Device (config) # exit
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Device# show cts role-based sgt-map all

IP Address SGT Source
15.1.1.15 4 INTERNAL
17.1.1.0/24 3 L3IF
21.1.1.2 4 INTERNAL
31.1.1.0/24 3 L3IF
31.1.1.2 4 INTERNAL
43.1.1.0/24 3 L3IF
49.1.1.0/24 3 L3IF
50.1.1.0/24 3 L3IF
50.1.1.2 4 INTERNAL
51.1.1.1 4 INTERNAL
52.1.1.0/24 3 L3IF
81.1.1.1 5 CLI
102.1.1.1 4 INTERNAL
105.1.1.1 3 L3IF
111.1.1.1 4 INTERNAL

IP-SGT Active Bindings Summary

Total number of CLI bindings =1
Total number of L3IF bindings = 7
Total number of INTERNAL bindings = 7
Total number of active bindings = 15

Bl :N—FDx2T7F—RAFT7DITIal—F
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Device# configure terminal

Device (config) # cts keystore emulate

Device (config) # exit

Device#show keystore

No hardware keystore present, using software emulation.

Keystore contains the following records (S=Simple Secret, P=PAC, R=RSA):

Index Type Name
0 S CTS-password
1 P ECFOS5BB8DFAD854E8376DEA4EF6171CFEF

Bl - T84 RJL— D SGT DERTE

Device# configure terminal
Device (config) # cts role-based sgt-map 0.0.0.0/0 sgt 3
Device (config) # exit
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