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VLAN Z &2, JhHEDF fETM/XT 7»##&%3%&# 5 VLAN CTidik ST b
TFVX#%@WANT RSN AHITIE, B VLAN NDOR— M Lo THEE IS0, F
77 1R VLAN N R — %_x&74/7mﬁmﬁﬁgn6%£ﬁ%bifo

MAC7 KLR T—TJILDTF I+ I +FEBE
WDOFIC, MACT RLA T—T VDT 7+ /)L " REERLET,

R2:MACT7 KLADT 74 FRE

HaE T4 FEEE
TV Ao A 300 £
FAFTIvs TRLA EEIES
ALT 47 T RLRA KRR E

ARP T—TJ )LDEHE

TNRARAEBETDHITNE A=Yy hEOT A R72E) | VT MU =T IXHROICEDT N
AADAGE Yy FMACT RLAFFu—hL T —4% Uo7 7 RVAEEETINENRH Y
9, IPT RLANbua—NT—X Vo7 T RLVAZZET LT v 2%, 7 KL AR
EDNET,

7 RUAfiER~7 2 h 2L (ARP) 1, WA RMIPT RL A%, 4T DH5AT 4T £72EMACT
R AB IO VLANID (&3t £9, IP 7 RLAZHH LT, ARP [Ixf&7 5 MAC 7 K
VAZEDIFET, MACT RLVARREDMML L, TP & MACT RL AL DxfIi% ARP ¥ v »
VATl TIERKRBTEDLOICLET, 2%, PT—X 7T 2080 @7 L—
DH TSN, Fy NU—27 2B U CEREINET, A —HF v NSO IEEESD2 1 »
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FRAZADEE |

B 7 xozms:

NI —ZZBTBIPT =X 7T LDH T ELE I OARP ER/JSEIZDW TR, 7 %> b
U—7 7 A7 ha) (SNAP) THEINTWET, IPA ¥ —7 oA ATIE, EHEY
A —H 2y NEXD ARP 1 7L (arpa ¥ —U— R TRIND) BT 74 /L hTA F—
TCERESNTHOET,

FETT — 7 VEME 72 ARP = b VIZHIREINIC 722 57200 T, FEITHIBRT 2 43
NH FEI,

CLI (<~ RIA4 2 A2 B —TxARA) OFNEIZHOWTIL, Cisco.com T Cisco IOS Release
124 D=2 TV EER LTIV,

TINA ADEB AL
FHIC&BEMEBRDOETE

EMEZR Y AT NRZNSHRE & HEENC X D REF SN E T2, A &R AT A0 HB LT
MOFHTRETEET,
FERETBLERGECOBMMT D Z 2R L E T, T3 ARFEHTE 2508 — AN
HLOLGET. VAT LI vy 7 2 FEHTRETDLEITH D A,

A\
GE) TFEITIUAT LBy E5RELTWDLEAE, 731 AEERRKEL THIOASX v 7 X
NPT R ADEKE 2G| ZHSHNT, TORTCEHRETHLERHY £,

DRATLOAYIDERTE
Fv b T —7 EIZ, NTP Y — 378 EORZH— B 2R 23T 24008 Y — 2083 B 554, TEIT
VAT Ay I ERETHLEETLHY FE A,
VAT A0y BRETHICIE. ROFIEEZFEITLET,

FiE
ARV RERIFTIaY B#
R T 71 |enable FiiE EXEC E— READIC LET,
151 e NMAT—REANLET (FEREh
=56
Device> enable
ATy T2 RONTNEHERLET, RONWTNNOEXREF > T AT A

« clock set hh:mm:ss day month year /a2 EFHTRELET,

» clock set hh:mm:ss month day year
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| 71 zx0EE
46 v—ronz [

ARV REEET7IVa Y B8

151 - « hhimmiss : R[] (24 RefTERD) |
. BERELET, fHEINRE

Device# clock set 13:32:00 23 March }Z'J(i\ %L'“H/féﬂfiﬁ/fb \/“%\/(:

2013 ESxET,

eday: HOH CHfI#EELET,
emonth: A ZA4RITHRELE7,

eyear : FEEFEELET BAHKELT
BELRWTLZEW) |

BALJ—UDERE
BA BV —r R FBTRIET 510, KOTFIREET LET,

FIE
ARV FERET7IVa Y Br
A5 71 |enable FEHE EXEC E— RZ2 A LT,
1 - e MNR2AT—REANLEST (FREh
%E) .

Device> enable

R 72 | configureterminal Ja—\ )L a7 4 FX¥al—a
5l - T R LET

Device# configure terminal

R T 73 |clock timezone zone hours-offset M E A2 E LET,
[minutes-offset] N
WENIRF L. BE ety (UTC) CHERF
Ik SNBED, ZOavy RFEREM

bevd i elock td rop o O FEAEFHTRET 5 & SR
§\élce(con ig)# cloc imezone )ﬂéﬂiﬁ"o

s Zone : FEMERE RN EH STV B L
ICFREND XA LS — 2 DAT
EANNLET, 7740 MEIUTC
<7,

« hours-offset : UTC 226047 & » b
FFfs A2 A LET,
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B ==noxx

FRAZADEE |

ARV RFERETIVa Y

B8

« (f£#) minutes-offset : UTC 7>5H D

F7%y NMyEEALET, v—
TV B AL —PUTC & 1 HEH
DEDEIEGTHAHLEITHEECTEE
7T

ATvT4

end

1

Device (config) # end

b EXEC £ — RIZR YD £,

ATvTh

show running-config

1 -

Device# show running-config

AN MR LET,

ATvT6

copy running-config startup-config

1

Device# copy running-config
startup-config

EE) =274 Fal—ar 7y
ANVICREZRTLET,

BAERFE O BIZE R A BIAR L O T T 2 Mg EFR 238 E T 2 121%, ROIEEEITVE

ARV EFERERTIVa Y

=)

enable
B -

Device> enable

it EXEC E— FE Az LET,
e NMAT—REANLET (FEREh

2568) .

EEREODEKRTE
—é—O

FIE
ATy T
ATv T2

configureterminal

1

Device# configure terminal

Jua—N\)L a7 4 FXalb—i g
E— FEBRBLET,
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| 71 zx0EE

zxmonz I

ARV RFERFTIVaY =)
2w 7 3 | clock summer-time zone date date month | f4FE5E X 7- HICBIGlB LN T %
year hh:mmdate month year hh:mm{[offset]] | gppn 228 L £,

1

Device (config) # clock summer-time PDT
date
10 March 2013 2:00 3 November 2013 2:00|

ATvT4

clock summer-time zone recurring [week
day month hh:mm week day month hh; mm
[offset]]

1

Device (config) # clock summer-time
PDT recurring 10 March 2013 2:00 3
November 2013 2:00

HRRE SN HICBMB LU T 5
B ZRE L ET, T XTORZIL,
B L A b )= B LTV E
T, BRGARFAI AR ER 2 I L TV E
R

FETRFRZE R 2 B LTV E T,
BHEEMIXT 7 4V FTF 4 B —T VISR
EINTWET, RXTA—=F72 LT
clock summer-timezonerecurring % f§ &
T % & BEROL—KED/L—L
IZT 74V NREISNET,

BItEH T H L0 O%GEE, VAT
ATIEEFERICN D L RASHET,

» Zone : BRI E Y72 G A IC T &
N3EfH4 (PDT 72 Y) ZfE
Ljﬁ‘g«o

o (F&) week: HOHE (1~ 4,
first, ¥7zidlast) ZHEELET,

« ({EE) day: MeH (Sunday.
Monday 72 &) ZEELET,

« (fE&) month : 7 (January,
February 72 &) ZfEL £,

o (fEE) hhimm: Bfks KOV HALT
ipfE] Q4WFRIEA) ZHE L E7S
« ({EE) offset : ZRFHEHIZIBINY

DOBETRELET, 774/ M
60 T,

ATvTh

end

1

HrME EXEC E— FIZERED 97,
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FA2OEE |
B vrozz

ARV RFERFTIVaY =)

Device (config) # end

Z 5w 7 6 | show running-config AN B LET,
i

Device# show running-config

R 77 | copy running-config startup-config B v 74Xl — gy 77
- ANVICETEERITLET,

Device# copy running-config
startup-config

NTP OFEFERICHOWNTIT, ROEBZ > a 2B LTI,

NTP DT 7+ )L FERTE
NTP OF 7 )V bR EE R L ET,

RINTPOTFI4IL FRE

HHE TIO4ILEERE

NTP #23 F 4 =T NI IR E S TV ER A,

NTP v 7 £/ — =TV o—3 g | REKE

NTP 7o — K& ¥ A h h—E R FoaE—TN, EOA L F—T A At NTP
Tu—RXxx A Sy MEEZELEEA,

NTP 7 7 & AR TR Aay ba—UIBRESN TWERE A,
NTP /"7 FiRfGIRIP 7 R LA EEILT RLVAR, BEA L F—T =1 AIZ
J: /)ch&hﬁéhij«o

NTPIX, T R_RTDA v Z—T =2 A ATTF T4V N TAX—TNVICHRESHTWET, +TO
A B —TxA A%, NTP "7 v NaZE LET,

NTPHMHE E
NTP ik &2 X ET HI2E,. RO FNEEZFEITLET,
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| 71 zx0EE

FIE

nte zitniE |

AR NFERERTOVa Y

=)

AT w71 |enable KitE EXEC E— RE2 AL £,
1 INAT—REATILET (BRI
) .
Device> enable
R 72 |configureterminal Jua—) a7 4 X¥al—gy
15“ . £ — }‘%—faﬂﬁébij‘o
Device# configure terminal
R T w 7 3|[no] ntp authenticate NTP §85k% A X —7 M LE T,
fi NTP A& 4 52T, Zoa~
RO noEXEFEHLET,
Device (config) # ntp authenticate
R 7 4 | [no] ntp authentication-key number {md5 | 83 rx — % EE L E T,

| cmac-aes-128 | hmac-shal |
hmac-sha2-256} value

1 -

Device (config) # ntp authentication-key|
42 md5 aNiceKey

cF T, F—FG AT B
JOMiEZ 1 >FSELET,

o F—TKONT D HF A ST
9,

emd5: MD5 7L Y XA %{H
L7238k,

* cmac-aes-128 : AES-128 7 /v =
URALIZE DG R—A A
=K a— K (CMAC) %
EHALZFRRE, XA Y= ARD
31288y R T, F—0Dk
(X163 M EIE3284 b
T,

« hmac-shal : SHA1/~N > 3 = B
BEFH Loy Y2 _—2
A yE—UK@Ea—R
(HMAC) %M L7-785E, &
ATV ANDEIIFIZ8E Y b
T, ¥F—DOEXEF1—-3234
kT
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B <>y —=zonPryeI—vavone

FRAZADEE |

ARV RFERETIVa Y

B8

« hmac-sha2-256 : SHA2 ~v v/ =
BE%k & fdi F L 7= HMAC % fi 1
L7=i%GE, AV 2 A MDES
13256 8y T, F—ORE XX
1 — 3234 T,

SNTP DFRGEX— 2 HIBRT 285613, 2
Da<w FonoBEXE2HEHLET,

ATy TH

[no] ntp trusted-key key-number
{1 -

Device (config) # ntp trusted-key 42

TOTFARAL RLERMTESL LT AT
BIZ. EF NTP 75 A NTP /<4
R CHREET B T 1 DRI T & 5387
F—rERLET,

fEHC & DR8REZ T 5121,
Az RO noJEAZMMA L £,

ZD

ATvT6

[no] ntp server ip-address key key-id
[prefer]

1 -

Device (config) # ntp server 172.16.22.44
key 42

NTPZ A LY — "=l L>TY 7 hy =
T ruy BRSNS &) ICHRIEL
iﬁ‘o

e ip-address : 7 v v 7 [l & $2 k-
HEA LY —N—DIPT KL A,

* key-id : ntp authentication-key ==~
¥ FCEE SNIREEF—,

cprefer : ZOET &, R &R
HERETICLET, ZOF—T—
RNiZ, ©7RI0r vy 7k 75
5LET,

P R—F Vi x— g VERERT AT
X, Zoa<~r FonolEREANLE
KR

ATy T1

end

1

Device (config) # end

¥#E EXEC £ — NIZED £,

R—) OO R—ZONIPF7YI—a DERTE
A=V I R=ZADONIP T VT — g EHRETAHITIE. ROFIEELZFETLET,
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| 71 zx0EE

FIE

K=oy R—z2ONPFULI—varoiE [

AR NFERERTOVa Y

=)

ATy T

enable
1 -

Device> enable

it EXEC E— FE Az LET,
NRAT—REZANLET EREN8

) o

ATv T2

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 Falb—g v
£ — F%Fﬂlﬂﬁébi\j‘o

ATvT3

[no] ntp peer ip-address [version humber]
[key key-id] [source interface] [prefer]

1 -

Device (config) # ntp peer 172.16.22.44
version 2

vT7 2RI 50, EiIETICE -
THREbEND L HIT, TRALADVA
TLhOy I ERELET (BT TV
T—73))

e ip-address : 7 v v 7 [Al#] & $2 it
5, £k vy s Rzt E
LETDOIPT LA,

e number : NTP N— g &R &
Fix, 1~3CT%, 774/ T
I, A=V g UINERENTWE
ﬂqo

* key-id : ntp authentication-key ==~
v RTCER INIRGEx—,

s interface : IP DEF LT KLU A ZHL
BdHA B =T A R, TTFIL
Tl BETIP 7 N RIIHEE
A B—T A ANSEELET,

cprefer : ZOET &, R &R
LEEETICLET, ZOF—U—
Rick v, 7Mo%z 8k
LET,

V7T Vv — g L ERIRET AT,
Zoa<wry RonoBEXE2EHLET,

ATv74

[no] ntp server [vrf vrf-name] ip-address
[version number] [key key-id] [source
interface] [prefer]

BA LY —R_—Z Lo TRBEE N D &
ST FALADY AT KT 0y 7 &k
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B oo—rxvzxrx—zoNPFYLI-vavoEE

FRAZADEE |

ARV RFERETIVa Y

B8

1

Device (config) # ntp server 172.16.22.4
version 2

ELET (P—R—=T Vi o— 3
:/) o

svrf-name : 7 v v 7 R 2425
P—R—DHENL—T 4 T B LD
% (VRF) 7 RL A,
GE)
ZDavy REFRET DN,
EERETHMLENDHY £7,

4

VRF

e ip-address : 7 v v 7 [l ] & $2 k-
HEA DY —N—DIP T KL A,

e number : NTP X— 3 %5, &
PHIX., 1 ~3 T3, 774/ 1FT
L, N—=Va UINBRINTNE
‘j‘o

* key-id : ntp authentication-key ==~
¥ FCEE SNIRREF—,

s interface : IP DEELT KL A& B
BT HA B —T oA A, T T HI
FCIE, BETLIP 7 R L RAILEE
A B =T oA ZANLEELET,

cprefer 1 ZOET &, R &R
HEEETICLET, ZOF—TU—
Ni&, 707 ay 7Ry 7%
5LET,

P N— TV Um— R BT
. Zoa<r FonlEEANLE
KR

ATvT5

end

1

Device (config) # end

HrME EXEC E— RNIZEREY £9°,

JO—FFXFVYRARMAR—XONIP 7Y I— 30 NETE

Ta—RFF YA IR—ZXDONIP 7 VT — g%

BIET DI, ROFNEZETLET,
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| 7131 z20EE
JO—FFr Xk RA—ZONP 7Y I—av0EE [

FIIE
OV RERETIVa Y B#Y
AT w71 |enable FiHE EXEC E— FE AR LET,
fi NAT—READLET (FEREhizs
&) .

Device> enable

R 72 |configureterminal Jua—) a7 4 X¥al—gy
15“ . £ — }‘%"Eﬂﬁébiﬁﬁo

Device# configure terminal

R T w 7 3 |interface interface-id A EBE—T 2 A ABBZEL. £ F—
- Tz A a7 4Fal—g ) F—
RZBRE L £,

Device (config) # interface
gigabitethernetl/0/1

R 7 4 |[no] ntp broadcast [version number] [key |NTP 72— K% ¥ X h /X7 v & ET
key-id] [destination-address] I T AL A —T o Ao A F—T
B JUZ LET,

e number : NTP X"— g &5 #
FHIZ, 1~3TC9, 774/ T
WX, N—=Tar3nEREINET,

« key-id : FRFEF—,

Device (config-if) # ntp broadcast
version 2

« degtination-address : = D A A v FI|Z
LTy xR LTHWLET
DOIPT LA,

AV H—=T 2 A ATOHONIP 72— K%y
A "Xy N OFEFE T B2,
Zoawr Ron BN EFHEALET,

Z 5w 75 |[no] ntp broadcast client A B =T 2 A ANNTP 70— R¥ ¥y
Bl - AL NTy bEZETEHEIICLE
j‘@

Device (config-if) # ntp broadcast client /]) :/&_714, ZCONTP 7“13*— ]\ﬁ,\,’\?
A STy N DORAE BN DI,
Zoawr RFonoBEREFEHLET,
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B vrroexsmoms

FRAZADEE |

ARV RFERETIVa Y

B8

ATvT6

exit
I

Device (config-if)# exit

HikE EXEC £— RIZRY £,

ATy T17

[no] ntp broadcastdelay microseconds

1 -

Device (config) # ntp broadcastdelay 100

(EE) TXAAENTP 72— R¥Ey
A MY == DT 7 KR SR
DOFHMEZZEE L ET,
F7 4L ME 3000 A 7 afp T, &
BHIL 1 ~ 999999 T4,
A H =T 2 A ATONIP7 72— %y
A SRy N OZAT B I T B2,

Zoa<wry RO noBRAHEHL £,

ATvT8

end

1 -

Device (config) # end

HkE EXEC £— RIZR Y £,

=SL=o

NTP 7 £ R KR D& TE

DI CAT 2 L 912, 2 0D L~LTNTP 7 7 A&l T& £,

TFOERTILN—TDEREERIPTIER YR MDEIYHT
T IO ERIN—TEERLTEARIP 7 7ERAY XA FEE OB TAHICIT, ROFIEEZETLE

D

FIE

ARV KRFERERETI V3 Y

=)

ATy T

enable
1 -

Device> enable

it EXEC E— FE Az LET,
NAT—REZANLET EEREn8

) o

ATy T2

configureterminal

1

Device# configure terminal

Ja—)L a7 4 Falb—g v
£ ]\‘%Fﬂlﬂﬁébiﬁo
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| 71 zx0EE

FoR GN—TOUhREERIP TR YR ORYLT

AU RFERETOVa Y

B8

ATvT3

[no] ntp access-group {query-only |
serve-only | serve| peer } access-list-number

1

Device (config) # ntp access-group peer
929

TIRATN—THmER L, AP T
TR A NEEDYTET,

s query-only : NTP il 7 = U,
« serve-only : BEfREESR,

e serve : FREZIER & NTP #il# 2 = U
ISR LET, UE—FT /A R
WZxET BTN, 2 DRI L
FH A,

* peer : BFZIZER & NTPHilfH 7 = U |
BLRYE— TS RKT DT
NA ZADREEUEZFFAT LET,

 access-list-number : IP 7 7 & AU A
hEE, FHETE 2®MIT 1~ 99
<7,

ZA v F NTP H—E R IZKHT BT 7k
AHIEAZHIEBRT AL, ZDa<wr Ko
no fFEXEEHALET,

ATvT4

access-list access-list-number per mit source
[source-wildcard]

1

Device (config) # access-list 99 permit
172.20.130.5

TI7EA YA NEERLET,

 access-list-number : IP 7 7 &R VU &
FE, FHETE 28T 1 ~99
T—g—o

e permit : N LIZGEICT 2
T AEZFHAILET,

e source : T /NA ANDT 7 ADNEF
AINTWAET AL ADIPT KL
Xo

« source-wildcard : 2557 R L A |Z
WHENDUANLFI—FEY K,

GE)
TR URRNEAERT DERIE, T
TR U R NOKRRBIZHFERD deny AT —
FA Y RAT 7 40 N TIEEL, ACL
DDV ICEET D ET—EHN R o0
B olod _RTONRr y MIEH &
DT EITHERLTIESN,
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B sz0 5Tz 42L0NPH—EROT 42— T L

FRAZADEE |

ARV RFERETIVa Y

B8

SNTP OFEFEF—ZHIRT 2 85581%, =
Da<vr FOnoERXEHEHLET,

ATvTh

end

1

Device (config) # end

¥#E EXEC £ — FIZEREY £,

BEDAVA—T A RALONIPY—ERDT 1 E—TILiE
A B —T 2 A ATNTP N7y hOSZEENT HI2E, ROFIEEEITLET,

FIE

AT RFERIEFIT7IIY

=)

&M

enable
1 -

Device> enable

¥i#E EXEC T— F&EADIZ L £,
NRAT—REANLET (FERIN=H

/E[\) o

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
E— FEBBLET,

ATvT3

interface interface-id

1

Device (config) # interface
gigabitethernetl/0/1

Jua—)L a7 4 Falb—g v
£ F%%ﬁﬁébi—g«o

ATvT4

[no] ntp disable
fA

Device (config-if) # ntp disable

A B =T 2 A A TNTP X7 > F D%
Exr 4 E—7 VI LET,

A B =T 2 A ATNTP X7 > FD3%
BEEEFEDNCTLICE. Zoavw R
DOnofEXEfEHLET,

ATvTh

end

1

Device (config-if)# end

¥#E EXEC £ — NIZEY £,
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| 71 zx0EE

AT LBDHRTE

vzruzngz |

VAT DA EFETRET HITE. ROFIRZFETLET,

FIE

ARV RFERFTIVaY

=)

ATy 1

enable
1 -

Device> enable

¥ ME EXEC T— R&ANZ L £,
e NMATU—REZASNLET EREN

=%8)

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—) a7 4 FXal—g
T— F&ERHEBLET,

ATvT3

hostname name

1

Device (config) # hostname
remote-users

VAT LILERELET, VAT ALE
WETAHE, VATFLA Fur S hEL
THEEAINET,

77 /L MEREIE Switch T9,

£ % ARPANET 8 2 h 4 D)L—)L|Z
PEHMENHY £F, ZDO/N—/LTIEAR
A RBIISCF-THRE D . P E 13T
TV ZOMICECT, 5, -
IInA 7 ULIMERTEEHA, ARIC
1L 63 LFETHHATEETS,

ATvT4

end

1

remote-users (config) #end
remote-users#

¥t EXEC £ — NIZER YD £,

ATvTh

show running-config

1 -

Device# show running-config

AN B LET,

ATvT6

copy running-config startup-config

1

Device# copy running-config
startup-config

EE) =274 Fal—ary 7y
ANVICREZRF LET,
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FA2OEE |
B onsoxe

DNS D& E

FNRAADIP T RLAZFRA M ELTHERTLIHS, 2O T FLAMEHSR D729,
DNS 7= U3 AELEFA, BUAF R () RLTHRAMNMERETDE, VUL RE, 10
W< T 7 ANV RD RAAL VZBHRA RBITBINE, £DO%TDNS 7 —23Tbi, 4
AiZzIP7 RLRIZw Yy ES T LET, 74NV RO RAL LT, Fa— L a7 X
L—y gy T— RFTipdomainname 2~ RiIZL > CTHESNDETY, mA MR Y 4
K () BHDEAIL, CiscolOS V7 b =T 1d, RA NAIZT 74V bD K AA 4 %8B0
HPTICIP T FLAERBRZELET,

DNS T D K HICAA v FEEETDHIZE. ROFEEEITLET,

FIE

AU RFEERETIVa Y

E:)

&

enable
1 -

Device> enable

¥i#E EXEC T— F&EADIZ L £,
e NMRAT—RKEANLET (FERkEh

58 .

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
ET— FEBBLET,

ATvT3

ip domain name name

1

Device (config) # ip domain name
Cisco.com

FEEREMIA A M (Fy MEE 10
T R AA VADIRNARED Z5ER St
B 7 b2 T RNMERT S, T
THNVEIDRAAL B EHZELET,

R A A 4 % RAEFOL BTN G XY 572
DI SN \AOE Y F RiZ AN
NWTL &N,

T— MREIZIZ RA A VAFRESNTY
FHAN, T AOHEEN BOOTP £
7213 Dynamic Host Configuration Protocol
(DHCP) #— 1 BiThbiTn5
4. BOOTP % 721X DHCP H— 2 kK »
TT 74N ED RAAL AP EESID
ZERDHY ET (ZOWEEST— TR
EINTHDLHEE) .
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ons o i

AU RFERETOVa Y

B8

R T w74 |ip name-server server-addressl ZRTET FUADIRRIHERT510F
[server-address2 ... server-addressg) TITBEOX—b F—1RDT FL A%
{5l EELET,
Device (config) # i BRK6 DDR—L P —NERETEE
evice (conri ip « - o
name-server 392.168.1.100 To HY =T FLRAFAN—ATK
192.168.1.200 192.168.1.300 B0 F£9, BANFEE ST — 03,
TIA =Y =TT, T AX
7T A<V H—/N~DNS 7 =V &)
WICEELET, 207 BRMLIZY
HlE. RNy Ty T H—=NZ 7 =Y R
EEINET,
Z 5w 75 |ipdomain lookup [nsap | source-interface| (f1-i&) /34 2 . DNS (2S¢
interface] RARNHINET RUASDLEWE A F—
1 - T LET, ZOMEEIX. T 7 4L b
THMbESNTWET,
Device (config) # ip domain-lookup :Lb_ng);?:y K 57__575f/§/r;Kﬁ§ éﬁﬁﬁ
DOEN Y TEHIETERNR Y NU—7
WNODT A A LT D BN 55
B T a— NI, U E—F ey NDOR—
275« (DNS) ZEHL T, =—%
DT NA R — BB DT /34 24
ZEIYIZHND éfé_ EMTEET,
RTv 76 |end KiHE EXEC E— RIZEREY £,
1 -
Device (config) # end
Z 5 77 | show running-config AN R LET
fl
Device# show running-config
R T w 7 8 | copy running-config startup-config EE) 274 X2l —vary 77

1 -

Device# copy running-config
startup-config

A IR EZRAFLET,
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FRAZADEE |
. Message-of-the-Day 05 1 > /N F—DERE

Message-of-the-Day 0% 1 > /N\F—DERTE

FALANCE T A LTz b X ICHEICERSNS LTLLED R vt — P " F = fFR T X %
b@‘O

MOTD B 7' A v NFf—% R ET HIZE, WOTFNEEZFEITLET,

FliE
ARV FEREET7IVa Y By
RT w71 |enable ¥iHE EXEC E— F2 AT LET,
1 e NAU—RZANLEST FERSh
=58

Device> enable

AT w 72 | configureterminal JTa— ) a7 4 X2 lb—3a
15“ : :E‘b— ]\\‘%Eﬂﬁé\]\/iﬁ—o

Device# configure terminal

Z 5w = 3 | banner motd ¢ message ¢ MoTD #EL 7,
i - c: Ry Rt ) oL, BHOT U I
. . # % ANF LT Return F—% L £,
TS e e KRR R hokE Y
authorized users are allowed. kf‘f*gib D 75?43,% bi‘@‘o %5:(39 @ @lz@] ) j(
zzgpizzess, contact technical ?@?(ﬁégijiﬂi}%ﬁéﬂij—o
# message : 255 LFE THONRF— A vk —
VEANLET, AvE—URITIEXY]
D XFEFEHTEERA,
ATy 74|end ¥HE EXEC £— NIZRY £,
fi

Device (config) # end

AT 75 | show running-config AN EHMER L ET,
1

Device# show running-config

a7 4 Fal—vary Ty

R w 76 | copy running-config startup-config UEE=)
MCREZERIFLET,

1 - AV

Jin
IS8
-
\_.
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no4vnr—onzE [

AU RFERETOVa Y

B8

Device# copy running-config
startup-config

N \\ E l_._l
A4 2 INF—DERTE
B ST R_RTCOER TR A U AT —RNFREIND I IICHRETEET, NP —RNFRE

NBHDIL, MOTD RXF—DHB T, a Ay Far7 MRFRENDEITT,

ayA Ly NF—%

FIE

RIET DITIE, ROFNEZZEITLET,

AR NFERERTOVa Y

=)

AT w71 |enable Rt EXEC E— RZ A LET,
fi e NAT—REZ AN LET (ERSh
e%E) .
Device> enable
R 72 |configureterminal Ja—r ) ar7 4 ¥al—i gy
i - E—FZBBLES,
il -
Device# configure terminal
Z 5w 73| banner login c message c nyA v A= REELET,
il - c: Ry Fidh W) L, BHOT U
. . _ X% AJJ LT Return F—Z2 L F9,
L T e e 8 RIS — 7 A Nk Y
Please enter your username and k%\g?b n %2% sz_g_o %gj’) ) @[ZJ@J DS
?$mm' FOBADLFIIEEINET,
message : 255 LFETORT A Ay
t—UEANLET, AvE—TRHICIE
XY CFE A TEEEA,
ATy F4|end FHE EXEC £— RIZE D £,
fi

Device (config) # end
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B vcrrizs—orogs

FRAZADEE |

AU RFERET7TIV3 Y B
R 75 | show running-config ADEHER L ET,
1
Device# show running-config
R 7w 7 6 | copy running-config star tup-config L) 2v74Fal—vay 7y

1 -

Device# copy running-config
startup-config

A IR EZRAFLET,

MAC7 FLR T—JI)LDEE

FRLRI—=DUT 34 LDER
BAFI I T RVAT—=TNDT— 0 T A DERETHITIE, ROFIEEZEITLET,

FIE

ARV RFERERTIVa Y

=)

ATy T

enable
1 -

Device> enable

¥i#E EXEC T— F&EAIZ L £,

e RAT—REANLET (FEREh
=%a

o

ATvT2

configure terminal

1

Device# configure terminal

Ja—R_) a7 4 F¥alb—T g
E— FEBRBLET,

ATvT3

mac address-table aging-time [0 ]
10-1000000] [routed-mac | vlan vian-id]

1

Device (config) # mac address-table
aging-time 500 vlan 2

HAFIv 7 = M) BERERITE
FENZ%, MACT KL AT —T7 /LA
ICRFF SN DR 23R E L E 9,

FeE T HHPHIZ 10 ~ 1000000 #5C

T, T 74 L300 T, 02 AL
THIRYINE T 4 E—7 M52 %
T&EET, A¥T 427 T RLAIL,

RG22 D Z &b T —T7 Ao BHIBR
INHZELHY EHA,
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mac 7 L2 ZEES ~ 5y T0EE [

AU RFERETOVa Y

B8

vian-id : B%572 ID 1 1 ~ 4094 T,

RTw74|end Kt EXEC E— NIZREY £9,
1 -
Device (config)# end
R T w 75 | show running-config AN &R LET,
{1 -
Device# show running-config
R = 6 | copy running-config startup-config fER) ary74F¥al—var 7y
AR EEZRFELET,

1

Device# copy running-config
startup-config

MAC 7 FLREEEM S v TDERTE

NMSHAA MIMACT RLAZEF @M T v 2k ET5591

DFNAZFEITLET,

FIE

CAA T HRETDHITIE. K

AU RFEEETIa Y

S]]

ATy T

enable
51

Device> enable

¥iME EXEC T— F&EAIC L £,

e RAT—FREANLET (FERE
N8548 .

ATvT2

configure terminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
E— FERBLET,

ATvT3

snmp-server host host-addr
community-string notification-type {
informs|traps} {version {1]|2c|3}} {
vrf vrf instance name}

&1

N7 T A=V OZEMEREL
£

* host-addr : NMS DL RIE£721X7 K
VAZRELET,
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FRAZADEE |

ARV FFEREETIVa Yy

S

Device (config) # snmp-server host
172.20.10.10 traps private
mac-notification

straps (F74/L 1) ABRARC
SNMP +7 v 7 &FELET,

e informs : A8 A FZ SNMP & 4 1%
ELET,

sversion : % 7"— K9 % SNMP /3 —
VarERELET, informs|Zi
NR=Varvl (F7x/Vv ) &ff
HATEEHA,

community-string : B EIRLEL CiR{E
THXFHNEfRELET,
snmp-server host =~ > R&fEf L
TZDOXFHNEFRETEETN,
ZOXTFHNEERT HITIL,
snmp-server community 22—/
a7 4 F¥alb—ygravy
REfHLTHE, snmp-server
host =~ R&EMHTHZ L&
TLES,

« notification-type : mac-notification
F—U— PRz LET,
evrfwrf £V AZ A4 0 ZOKRA
D VPN I)L—T 7[Rk A
AL ARBELET,

ATvT4

snmp-server enabletraps
mac-notification change

&1

Device (config) # snmp-server enable
traps
mac-notification change

FTNA AN MAC 7 R AZEF @M%
NMS [ZEfETE A LHICLET,

ATy TH

mac address-table notification change

1 -

Device (config) # mac address-table
notification change

MACT KL AZEHi@FSEE %R A R —7
Nz LET,

ATvT6

mac address-table notification change [
interval value] [ history-size value]

1 -

(N GV KAV VI S QNI )7
T—=TNDW A X ASILET,
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mac 7 L2 ZEES ~ 5y T0EE [

ARV FFEREETIVa Yy

E:)

Device (config) # mac address-table
notification change interval 123
Device (config) #mac address-table
notification change history-size 100

o (fEE) interval value : NMS (24

KEND T v T DKy FEO
BN T T A A=V B FPE
fLCHRELET, BETE HHiH
130~2147483647 R0 T4, T 7+
v MT1TT,

« (fE&) history-sizevalue : MAC
WHBRET — 7 VDR Y
BAEEELET, fAE T D4
120~500C¥, T 7/ MI1
T,

2T v F71 |interfaceinterface-id Lo B —T oA A AT 4 Fa L—
i - vay B—FEZBm L, SNMP MAC
7 RUVREHI N T v T A X —TVIZ
Device (config)# interface ﬁ_é l//]) Y 2 /]) :/&_73:/]) X%Tfﬂf!l?!ﬁiﬂ
gigabitethernetl/0/2 L/EE7fo
ZFw 78 |snmp trap mac-notification change A H—T 2 A4 ALTMACT KL A
{added | removed; EEEH T v T oA F—T M LE
51 EE
Device (config-if)# t *MACT RLARA U H =Tz A A
evice (config-i snmp trap - . A - = . —F
mac-notification change added &ngéht%éhk7y7%4
F—7 M LET,
*MACT RVANA U H—T A A
IZremoved SN EIC T v
A F—T NI LET,
AFwv79e |end ¥iHE EXEC £— FIZR Y £7°,
1 -
Device (config) # end
AT 710 |show running-config AN EReB L ET,
51
Device# show running-config
X w711 |copy running-config startup-config FE) avy74Fa2lb—vary7y

1 -

AR EZRAFLET,
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B vacr rLzsBEa S ToRE

FRAZADEE |

ARV FFEREETIVa Yy

S

Device# copy running-config
startup-config

MAC 7 KL RXRENEA F 5 v TDRE
MACHEL@M A2 &K ET HHE1E. MACT RL A, [ UVLANKNOD®H SR — kBRI R—

FIE

MIBET 5 LI,

SNMP SEENNAERIN TRy NU—Z &L 27 MIEEESNET,

WO TFNEIZHEN, T3 AZFHE L, NMSH A MIMACT KLU ABENEA 7 v 725G T
HEIHITLET,

ARV RFERETIVa Y

B

&

enable
1 -

Device> enable

¥ ME EXEC E— R&ANZ L £,
e MATU—REZASNLET FREN

=58)

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 Fal— gy
ET— RZHBLET,

ATvT3

snmp-server host host-addr {traps|
informs} {version {1|2c| 3}}
community-string notification-type

{5
Device (config) # snmp-server host

172.20.10.10 traps private
mac-notification

N7y A=V OZEMERRE L
=7,

« host-addr : NMS OAFTE 7217 R
LAERELET,

etraps (F 74/ b) A RC
SNMP 7 v %X ELET,

e informs: A" A ~Z SNMP {5 %4 %
FELET,

sverson : 73— K% SNMP /N—
ValryERELET, informs (21X
NR=Varvl (F7xVh) A
TEEH A,

* community-string : JEBEIALER CR4(E 3
L3CFHNEFEE LE T, simp-server
host ==~ RZ&MEH LT Z DOSLFF
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mac 7 KL 2BEES k5 v Togz [

AU RFERETOVa Y

B8

ARECTETETN, ZOXTINEE
F#9 DT, snmp-server
community 7 22— 3L 37 4 ¥ o
L—yay avy RaeER LT
5. snmp-server host =1~ > K% {#
HT2Z 2R LET,

- notification-type : mac-naotification
F—U— &AL ES,

ATvT4

snmp-server enabletrapsmac-natification
move

1

Device (config)# snmp-server enable
traps
mac-notification move

F XA AN NMS IZ MAC 7 R L 2B E)
BN vy S EEETELLOICLE
KR

ATvT5

mac address-table notification mac-move

1

Device (config) # mac address-table
notification mac-move

NMCT%VX%% AABRRE Z 1 1 —
;Lij‘o

A7y 76 |end FikE EXEC £ — RICR Y £,
fil
Device (config) # end
Z 5 77 | show running-config AN R LET
f5l -
Device# show running-config
Z 5w 7 8 | copy running-config startup-config (FfE) av74Fal—ay 77

1 -

Device# copy running-config
startup-config

A IR EZRAFLET,
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Fqz2ngE |
B vacLzvmam sy JomE

RDBERY

MAC 7 RLABEEA T v 7 OEEEZT 1 &—7 /27T 512X, nosnmp-server enabletraps
mac-notificationmove 7 e —/ )L 27 4 Fab—Tar avwr FEEALET, MACT R
L ARBELBRAERE T « B — 7 T 5121, no mac address-table notification mac-move 7
g— L ary 7 4 F¥alb—vgy avwy REFERLET,

FE EWERT H121%. show mac address-table notification mac-move 44 EXEC =2~ K& A
HLET,

MAC L ELMEEE FS v TOHRTE

MAC LEVWMERHZHRET 25E81E. MACT FL A T—7 /L0 LEVMEDHIBREIZET S
s FOMEEBZDE, SNMPBRANEREN TRy NV —V B AT AMCEEENET,

NMS R A MZMAC 7 RL A T—T NV LEVMEBRH N7 v 72 EETDIHIEIICAL v T 527

ETHIT

FIE

I, ROFNEEZFATLET,

ARV RFERERTIVa Y

=)

AT 71 |enable ¥5HE EXEC E— REAC L E T,
fi e MNR2AT—REANLEST (FEREh
=5%8) .
Device> enable
R 72 |configureterminal Ta— ) ar 7 4 ¥al— gy
- E— NEBABLET,
Device# configure terminal
R T 73| snmp-server host host-addr { traps| FT w7 Ay —YOZEMEREL

informs} {version {1|2c|3}}
community-string notification-type

1

Device (config) # snmp-server host
172.20.10.10 traps private
mac-notification

£7,

« host-addr : NMS DA EIE 7217 R
VAZRRELET,

etraps (F7#/L k) R A BT
SNMP b7 v 7 & ERFELET,

«informs : A A k2 SNMP {H 8 % %5

BFELET,

sversion : 7R — 35 SNMP /N —
VarEfELET, informs (21X
N=Varl (F7xV k) 2
TEEHA,
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mac L= MEEs 5y ToiE I

AU RFERETOVa Y

B8

* community-string : EZE1IALEE CRE(E 3
5 CFHNEFRE L E T, simp-server
host =~ > R&MEH LTI D354
ERETEETN, ZOXFHEE
FTDHITIE, snmp-server
community 7' o —/ 3L 37 4 ¥ o
L—Yary awy FefER LT
5. snmp-server host =~ > R&fifi
M2 aliL x4,

« notification-type : mac-notification
F—U—FaEHLES,

R T 7 4 | snmp-server enabletrapsmac-notification | NMS -~ MAC L X VMEEH KT v 7
threshold A X—T W LET,
fi
Device (config) # snmp-server enable
traps
mac-notification threshold
Z 7w 7 5 | mac address-table notification threshold | MAC 7 KL & L &\ Vi@ aH&RE 4 1
i - F—=T NI LET,
Device (config) # mac address-table
notification threshold
2w 7 6 | mac address-table notification threshold | MAC 7 KL 2 L &\ MEfE AIRITE = ¥
[ limit percentage] | [ interval time] Vo ZoLEWMEEADLET,
1 - « (fEE) limit percentage : MAC 7
b e (contiar . cab RLAT =7 VOfHREZEE L %
evice (config) # mac address- e L e
notification threshold interval 123 ?ro %?Qﬂﬁﬁ@i I~ 10096'5?r7_j7j4
Device (config) # mac address-table JL M 50% T4,
notification threshold limit 78
« ({£E) interval time : 1B@Z1 D HIkE
ZfRELET, ARMEIZ 1200
T, T A0 ME 120 BT
RTFwF7|end ¥iME EXEC & — RIZRY £,
fi

Device (config) # end
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FRAZADEE |
B vwwomacr7rizs—=vs0F2—T0it

ARV RFEEETIII Y BRI
R 7 8 |show running-config ADEHER L ET,
I

Device# show running-config

a7 4 Fal—vay T

R T w 79 | copy running-config startup-config UEE)
MNCREZRFLE TS

1 - A

:i'&
EI
=y
-
\_

Device# copy running-config
startup-config

VGANODMAC7 KLRAS—Z=2TDT14t—T Ik

VLAN TMAC 7 RL AT —=7%lHl4 25 L, MACT RLRA%EFETE % VLAN Z il
TAZ LT, FIHARELAMACTY RLAF—T L AR—ZAFERCTXET, MACT RL A5 —
=T ET AT ST HENC, *y hT—27 bR YR LML TEBWTL SN,
VLAN CTMAC T RV AT —=u T T 4 2—TMITDHE Xy NI—ICTTTvT 47
Ol TR H D T,

VLAN TMACT RL A T —=0 7 %5 4 =702 BI120%. ¥ EXEC £ — K CHRDOFIHE

EEITLET,

IR HEIIZ

VLANDOMACT RL AT —=0 0 %F 4 v—7 M T BE0%., ROEBFFHIIE-> TLEE
W,

e AA wIFRBA L F—T A A (SV]) AA v T HREFHD VLAN TMAC 7 KL A
TV T ET =TT AGAEE. FOERLTLLEZN, Zo%AE, AL vTFiX
LAY2 RAALNZTTRTCOIP RNy v 7T yT 47 LET,

*MACT RL AT —=270%, 2054094 FTH 120 VLANID (4] : nomac address-table
learningvlan223) . F721E. NA 7R H < TRY) L2 —#OD VLANID (i : nomac
address-table learning vlan 1-10, 15) T7 4 &—7 /W T& £ 7,

*MACT RLRAT—=2 7 DT 4 —7 kX, A— h%& 2 25T VLANZIFTIT9H 2 &
EHRELET, 3O EDOR—FE2ET VLAN TMACT KL A T—=7%F 4 & —7
M LTEEAIE, A v FICHERETIHITRTORr Y MM, TOVLAN AL L TT7 T v
T4 LET,

et X 2T R—FE2ETL VLAN TMAC T RL A F—=U 7% F 4 B—T7 NI T B84,
FOR—=FTMACT RL AR == T ET 48— 02700 FHA,
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FIE

RET AP TRLR I MY OBNE & UHIER .

AR NFERERTOVa Y

=)

ATy T

configureterminal

1

Device# configure terminal

Ja—nR) a7 4 F¥al— gy
T FEBIBLET,

ATv T2

no mac-address-tablelear ning vlan[vian-id
|Man-id | -vlan-id,]

1

Device (config) # no mac-address-table
learning {vlan vlan-id [,vlan-id |
-vlan-id]

FBE S 1 D713 D VLAN T
MACT7 RVAT—=2 T %T 4 &—7
M LET,

1 2O VLANID ##5%E. F71%X VLAN
ID D& E N~NA 7 FET1F3H o~ TK
UloTHRETE£7, A%)72 VLANID
DOFPHIL 2 ~ 4094 T3, PHEE VLAN | X
RETEEHA,

ATvT3

end

1

Device (config) # end

b EXEC £ — NIZER YD £,

ATv74

show mac-address-tablelearning
vlan[vian-id ]
i -

Device# show mac-address-table learning
[vlan vlan-id]

RIEEMER LET

show mac-address-table learning [vlan
vlan-id] ¥## EXEC =~ > K& AJ1T 5
&L TNTOHOVLAN, FRFHRELE
VLANOMACT RVATF—=2 T DR
T A AERFIRTEET,

ATy Th

copy running-config startup-config

1 -

Device# copy running-config
startup-config

EE) av 74 X2l —var 77
ANV EERT LET,

ATvT6

default mac address-tablelearning

1 -

Device# default mac address-table

(fEﬁi) Ja—nN) a7 4 Fa L —

v 3 F— RKTVLAN ® MAC 7 KL
ARG == T FEAF—T ML E
—é‘O

A2 T499 FRLRARITY

kY DEME & VHIRR

AZT 4y T RUAZBINT5120E, ROFIEZFEITLET,
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FIE

FRAZADEE |

AR NFERERTOVa Y

=)

ATy T

enable
1 -

Device> enable

it EXEC E— FE A LET,
s NRAT—REASILET (EREXH

-55

o

ATy T2

configureterminal

1

Device# configure terminal

Juaua—)L a7 4 Xal— g
£ — F%Fﬂlﬂﬁébi\j‘o

ATvT3

mac address-table static mac-addr vlian
vlian-id interface interface-id

1 -

Device (config) # mac address-table
static c2£3.220a.12f4 vlan 4 interface|
gigabitethernet 1/0/1

MACT RV AT —TNZAZT 4 vV
T RLREBMLET,

emac-addr : 7 KL A 57 —7)LIZIE

M+ 25EMACL=F% v A T K
VAZHEELET, 2057 N
Az FFO/N y MOMEE L7 VLAN
WCEETDHE, RELTEA V7 —
T A AEEESNET,

svian-id : 8 EZN7- MAC 7 KL A

ROy N E%ZIET %5 VLAN
ZHELET, FRETE % VLAN
ID OFPHIZ 1 ~ 4094 T9,

s interface-id : {5737 v M AL X

NoHAVHE =72 AERELE
T, Bl A v A —T A AT W)
HAR—NEZEIA—F Fy LT
T AT 4 v v TFXr AR
7 RLADSE, BEOA 52—
T7x2AAIDEANTEET, AH
TAvI A=F XY ARNT FLAD
BE. A v H—T7 oA ALFEFC
DOLMANTEETA, 2L, [
U MAC 7 KL 23 LT VLAN ID
BIETDHE, o~y REEKEIA
JTcEET,

ATvT4

show running-config

1

AN EMERBLET,
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| 71 zx0EE

A=F¥RXAFMACT7 FLR TR Y VT DEE .

AU RFERETOVa Y

B8

Device# show running-config

ATvTh

copy running-config startup-config

1

Device# copy running-config
startup-config

EE) av 74 X2l —var 77
A NVICEREERITFLET,

A=FvAMMACT7 KLR 4ILA Y VT DERTE

HITiE, MOFIMEZFEITLET,

FIE

AV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥iME EXEC T— F&EADIZ L £,
e NMRAT—RKEANLET (FERkEhn

=5a

o

ATvT2

configureterminal

1

Device# configure terminal

Jua—\)L a7 4 Xal— g
T—FzfnLE7,

ATvT3

mac address-table static mac-addr vlian
vlan-id drop
I

Device (config) # mac address-table
static c2£3.220a.12f4 vlan 4 drop

=% Y XA FNMACT RLXT7 4 L4
VI HAX—T T L, TN ADFEE
L7 EnEidsftr=% v A K &
BT 4w T RLREEOFy b &
Fey 745K 9ICRELET,
« mac-addr : E(FICE IS =
¥ A FNMACT FLA (48E >
N ZEELET, ZOMACT K
VRAEFFONNTy M Re vy 7 &
F7,

svian-id : e ESNZMAC 7 L&

ROy N EZ(ET D VLAN
ZHELET, fiETE % VLAN
ID O#FPHIZ 1 ~ 4094 T9,
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B = 205y rBsvRFOER

FRAZADEE |

ARV RFEREET7TOVa Y ]3]

ATy 74|end F#HE EXEC £— RIZRY £,
f5l -
Device (config) # end

A7y 75 | show running-config AN EHERBLET
il -
Device# show running-config

R 7 6 | copy running-config startup-config (ER) =27 4FXa2lb—var 7y
Bl A MERRTEZARAF LE T
Device# copy running-config
startup-config

TINAADEZZ ) VIELUVRTOEE

avyU kR

Sl

clear mac address-table dynamic

TRTOEAFI v 7 MY EHIRLET,

clear mac address-table dynamic address
mac-address

HEED MAC 7 FLU A EHIBRLET,

clear mac address-table dynamic interface
interface-id

REINTEMEAR— NELIETFR— N Fr
EOFTRTOT RLAZHIBRLET,

clear mac address-table dynamic vlan vian-id

F8E &N 72 VLAN EOFT_XTHOT7 L Zx&H|
Igf/:ﬁl/jiﬁ—o

show clock [detail]

Bz & B OBREZFR LET,

show ip igmp snooping groups

4T D VLAN F 7213 E & 7= VLAN (25
THLATY2NLTFFy A b 2FR
Li‘j‘o

show mac address-table addr ess mac-address

BEENZMACT FLAD MAC 7 RL &
T—TEREFR T LET,

show mac address-table aging-time

$_TD VLAN £ 721365 E S 7= VLAN @
T T A NEFRLET,

show mac address-table count

4T O VLAN F 7213 E & 7= VLAN TfF
ELTWAT RLAKEF R LET,

show mac address-table dynamic

HAFTIv 7 MACT RLAT—7 )L = |
VOB ZaFRLET,
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| 71 zx0EE
71 2eB0EN [

avw vk =E):g]

show mac address-tableinter faceinterface-name | fs g S Af v % —7 = AOMACT RL %
T NfEREFRRLET,

show mac address-table move update MAC7T RL AT —T7 VBB RE R~ L
i‘a—o

show mac address-table multicast ~NVFHXFXYAFOMACT FLADY A Mk
ALET,

show mac address-table notification {change| |MACEZI/3F A —Z B L VBT — 7 L %2%

mac-move | threshold} FLET,

show mac address-table secure X 2T MACT RLAZERLET,

show mac address-table static ARTF 47 MACT RL A F—7 )L |

V2 &R LET,

show mac address-table vlan vian-id &7 VLAN O MAC 7 RL &2 5—7 L
faERRILET,

TINA REEDERTEH

Bl : RTLOOYYDEE
WOBNL, AT L 7wy 7 EFETERETDHHEERLTWET,

Device# clock set 13:32:00 23 July 2013

Bl b<T— 34 LDXRTE

WIZ, ~—2A L7033 H 10 HD 02:00 (1B L. 11 A 3 HD 02:00 IZH& T T 258 DK E
2HE UTORLUET,

Device (config)# clock summer-time PDT recurring PST date
10 March 2013 2:00 3 November 2013 2:00

WIZ, V~—F A LOBMH LT HZRET D02 LET,

Device (config) #clock summer-time PST date
20 March 2013 2:00 20 November 2013 2:00
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B 5 wosr—omE

{5 : MOTD /\F—DEEE

Bl o4

FRAZADEE |

ROBNE, BIRB X O TT U I IRV FiLE #) 2L T MOTD N —2RET 5

TR L THET,

Device (config) # banner motd #

This is a secure site. Only authorized users are allowed.
For access, contact technical support.

#

Device (config) #
WIZ, BIOERFEICE VD FRINIEAAT—DFZRLET,

Unix> telnet 192.0.2.15

Trying 192.0.2.15...

Connected to 192.0.2.15.

Escape character is '"]'.

This is a secure site. Only authorized users are allowed.
For access, contact technical support.

User Access Verification

Password:

INFT—DETE

ROBNT, BIRB IO TT U I ZIC RS (§) ZHEHL T, Zu A v NF—%2RET

LR LTOVET,

Device (config) # banner login $

Access for authorized users only. Please enter your username and password.

$

Device (config) #

5l : MAC7 RLRAZHEHM bS5y TOETE

KIZ, NMS & LT 172.20.10.10 Z$5E L. NMS ~OD MAC 7 RLRAWEH T v 7 OEEEA
F—=T ML, MACT RUAZEEIRHAERELX A 2 —T WL, £ X =20V XA L% 1237
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| 7131 z20EE
# - mac LxsEs 5y ToiE |

WICERE L, BREYA X% 100 =2 FVIZEEL, FFEDKR— M TMAC 7 RLARBIETZ
BEDNTG v T A R —T T HH 2R LET,

) # snmp-server host 172.20.10.10 traps private mac-notification
Device (config) # snmp-server enable traps mac-notification change
Device (config) # mac address-table notification change
)
)

Device (config
(
(
Device (config mac address-table notification change interval 123
(
(
(

#
#
#
#
Device (config) # mac address-table notification change history-size 100

Device (config) # interface gigabitethernetl/2/1
Device (config-if) # snmp trap mac-notification change added

Bl : MAC L ZLMERBE A5 v TDETE

WIZ, NMS & LT 172.20.10.10 23 5E L. MACT RL A L VWMEBIESEESX 4 r—7 Lz L.
AHE =N B A LE 123 FICRE L., FIIR%E 78% ICERET Az~ LET,

Device (config) # snmp-server host 172.20.10.10 traps private mac-notification
Device (config) # snmp-server enable traps mac-notification threshold

Device (config) # mac address-table notification threshold

Device (config) # mac address-table notification threshold interval 123

Device (config) # mac address-table notification threshold limit 78

Bl : MACT7 KLARA T—ILADRRAT 499 7 KLADENM

WOHITIE, MACT RUVA T—TNICAXT 4 v T KL A c2f3.220a.12f4 ZiB09 25 Hik
ZRLET, VLANA TCIDMACT RLVAZEZELT RUAE LTRONNT Y NEZET5 L.
Ny MIFRE SN R— MoiEE SN E T,

)

CE) #BEOA L HZ—T7 A RAZFELFHBMAC T FLAZEEEMIT A Z SIXTEERHA, a2 K
ERIOA v H—T 2 f ATHEFITTDHE, LA H—T oA A ETEHIIMACT KL X
N EEXINET,

Device (config) # mac address-table static c2£f3.220a.12f4 vlan 4 interface
gigabitethernetl/1/1

— > NS E =
Bl : 2 =Z2F v XAFMACT7 FLR D4R T DERTE
WIZ, 2=F ¥ ANMACT RLVA T4 WH ) o T A F—T WML, c2f3.220a.12f4 DE[E
TEERLIFSELET RV AEZFFOD Na vy 7"y NaRETHHERLET, HMExEmidsmit L
LTZIDOMACT RLAZES/7r > 3 VLANA FTCZEENT-HBE. Xry v oy
INFET,

Device (config) # mac address-table static c2£3.220a.12f4 vlan 4 drop
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FN420EE |
B 7 zxemicmy zemiEg

TN RAERIZET 5 BMNER

REIH E R=aT7ILEA ML

ZOETHEAT Ay RoEe7 R L OME | Command Reference (Catalyst 9200 Series

H7EDFER, Switches)

NTP H] VRF @ikt — & A DRXIE, ['Configuring Multi-VRF CE in IP Routing
Configuration Guide]

TFINA A EEDBEE

WDOFEIZ, ZOFY 2—/LTHHTLHEEDOY UV —AB L OEEEREZ R~ LET,
TN OBEEIL, FRIHAR SN TWARWED , EBAINZY UV —RUBEOTXTCHOY J—RT

EHTE £,
)1)—= HERE HRETER
Cisco IOS XE Fuji 16.9.2 | F 314 2 & H FORS AEHTIE, VAT AOHME, V&
T LM, T A NS —%FEL, DNS &
RETEET,

Cisco Feature Navigator i /i35 &, 77 v b 74— LB NV 7 FU =T A4 A=V DHR—
MEH %2 1% TX 9, Cisco Feature Navigator IZ{%, http://www.cisco.com/go/cfn [FZ3E] 226 T
7EALET,
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J— B

;2

i

J— FESMHOR R

— FEAMO AR ONWT (47 =—2)
T RNT 2T A A=V =R =T OER (49 X—)
« 7Ty N7 4—AID &V T N =T EAMOME (49 X—)
A A—VELDORKRE (53 ~N—2)
7 — NESYEO FHEMEICEI T 2B NEH (54 X—2)
— NEAMORHEMEOKREEIE (54 X—)

BHEDARMEIZ DT

T— FNEGHEORHRMEICL T, YRAaD7 Ty b 7x—AID &V 7 bY =T OEASMEHEH
NEf b &, FEARRICARY 9, Iy b 74— IDIEF, 77 v b7 4 —208E LT
AVA =N ENTZID 2R LET, V7 bU =T OEAETIET — MNMESTEORIEMAH
LR FNEFEALTCT 7y P74 —LANEHTEa— REEFHLTWHINE I g
A CX £,

T—hr AR, V7 NI TIEZ T — e — A —T T 4 T A DEAT—DF = T
YAl a— REERLET,

ZOLa—RERBLT, YRAIBELI—FEHBL, Y7 M7 A A=URNERNE D
NEERTEET, Fo v 7 PAERFHL TOARWEAIE, VAL TRESN TV
W, ERIEREARAS=T AL THEAENTND Y T b 2T A A=V EFEITLTNDA]
MR H Y 77,

—CEZ LT Ty

A ADREE L 72— =23 CiscoIOSXE A A— %4k L E 9, CiscolOSXE A A — D
A, Abraxas f A —VEBH VAT AEHEH LT, VA IDERSA F—TA A —VILZEILE
HTEET,

Cisco I0S XE A A — % Catalyst 9000 2 V) — X A A v FIZa bt —F 5% L, ¥ 222D ROMMON
T—hFROM BT AZDV Y —AX—%FHLTCA A—VERIELET, ZNLDOF—
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J—rrattoaRl |
B —vsae5-+7v7

Abraxas ' — N—|ZZBIMFFEENTWNWE VR aD Y ) — ZAFB F— 2k s T 2 AR F—T1,
U U — 2% % —1% ROMMON [Z{RfES N E T,

Catalyst9000 > U — X 2 A v F (L, 7— MNEGPEO P HMEEREL Y AR—FLTHWET, 7—F
FEAMEORHEMEIL, ROMMON V7 b7 =2 7RI A SN TN & 2 HERT D701,
ROMMON Y7 b T =7 #WFEdT HN— R =7 F T AR 7o h—& L THREL £,

CiscoIOSXE A A —UE, MERICT VX NBAHINET, N T UV A A=V 7 7 A VERIC
% LT SHA-512 Ny Y a BER SN, 2Dy v a3 A 20 RSA2048 & - FRE 55— T
FbEnEJd, ROMMON [T, v AaDAF—Z2EH L CEB4EZHRIELET, ZOY 7k
VT NV AADER LTV AT DML > TERSNTZ DO TIHRWES, B4 ORAEITRIK
LET, 78 ADOROMMONIA A—V%FER L, BEEZEIELET, B ORGEICHKINT
He TFNRALAFTA A= CiscolOSXE T v % A LBRECEE LET,

ROMMON IL, 7' — 7 v FHIZEL X CiscoIOS XE A A — L ZWEET 5. kDO FNEA E
TTLET,

1. CiscolOSXE A A—2% CPU AEV iIZm— RLET,

2. CiscolIOS XE Sy r—3 M~y X —Z g~ £1,

3. AA—VICKHLTHEF2TEEMET =y 7 2FITL, T4 A7 FITTFTP TEX L7
W7 7 A NMREEBEC TN 2R LET, ZUTEEF 27 SHA- 1Ny 3 = Z{F
HALTEITENET,

4. AITDRSA2048 B ARV YV —AF—% ROMMON A h L —Ubab—1L, VA
IDRSA2048 B FABHV Y —2AF =N SA SN TWARWNWT & EBIEL £,

5. Nur—VDO~y X —nhba— RELHAESL (SHA-S12 Ny =) L, v A=20
RSA 2048 B FABRF—ZfH L CHEEL £,

6. CiscolOSXE /Ry 7 —Y D SHA-SI2 Ny v a B3 L Ta— FELOMIFZFEITL, 22—
REBLRABL LB LET, TNTELMHE R F—VORIENFEITEINTZZ L1220 F

7,
7. CiscolOSXE/ Ry 7r—IV D~y X —%F_XT, VI v b 74— X AT ELECPUT —FT 7
F v O HHVEERREE L £,

8. CiscoIOSXE /X 7 —3 8 CiscolOSXE V7 b= 7 2 L CiEd L E 4,

()  ERoFovxf, FEIFAA VO EFaTFo v I THY, TAATZT—, T7A
SRR T T — 3 a2 T — X D@L TA A— V2RI 52 &2 H
e LTWET, A A=V a—RELDO - BTIEHY £HA, ZOF v 7iE, BN
A A=V OUSAVERBT OO0 LOTIEH Y A,

A A=V a— FEBLORBETL, FIEH4, 5. BXO6 TiIrbivEd, Tk, 2048 £ b RSA
F—ThHH{LEZ 72 SHAS2 Ny v a2l L7, A A=V DEFaT a—RKELT v
TT, ZOF v 7iF, BRWGAA—CORSAEBRETHZEE2AME LTOVET,
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| 7—rEatomEs
vormr7ai—ven—rz7orE |

J FJt7J:77’f‘% ~°&:/\__ F'j’l:770)ﬁﬁmu

DX AT T, AA v TFORINF/ERINZTF =y 7L a— RERET 5 HETOWD
T LEJ, B EXECE— F Tk a<wr FEASHLET,

\}

(B Woavy REFATLEZE T, A vt— % Please Try After Few Seconds 7% CLI (2R &1

25 ZERHVET, ZHIEFCLIORELZRTLOTIEH Y AN, BERHNZEET 572

(B R L T DA VT T AN T I F X DEEE TR LET, BH Wﬁ%bf a<w R
ﬁEﬁ?;k%k@bbiﬁo

A w¥&— % Error retrieving SUDI certificate 35 X O % Error retrieving integrity data %, £
BRoD CLI fEE 2R L £,

Fg
ATV RFEREFET7TIV3 Y B
Z 5w 71 |show platform sudi certificate [sign FFED SUDI OF = v 7 %A La—FR
[nonce nonce] ] AEELET,
I « (FFvay) dgn: BAERLE
Device# show platform sudi certificate| —é—
sign nonce 123 « (A7 a) nonce: ;A EE
AN LET
25w 72 |show platform integrity [sign [nonce |7 — KE¥EDF = v 7 H A La— K%
nonce] | TR LET,
I e (AT ay) sogn: BLERLE
Device# show platform integrity sign i
nonce 123 e (A7 =a) nonce: FUAREE
AN LET

T59 r74—LIDEYVT Y T7TEEHDIER

75y b7+ —LID OHER

wIZ, PEMIER T X 2 7 2EAT /31 A5+ (SUDD) F=— &K RTHH0%ERLET,
SUDIIZ= Yy 22— RENAEDIE, @b@%ﬂ%xwﬂﬁmky)Yw%%f%@ fFH07
NRAAMERDH Y hT—7 ETTF AL A2 BT TE £, HYDOFEAZEIL Cisco Root
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J—rEstoTRE |
. TI39bTF—LIDEVT YT TEEEORER

CA2048 T, 2FHIZV A 2D T CA (ACT2SUDICA) T, ELLOEHED,
https://www.cisco.com/security/pki/ TABHINTWNEHDE —~H L TWH 0 EfHERTEET, 3
% H 1% SUDI GEF & T,

Device# show platform sudi certificate sign nonce 123

MIIDQzCCAiugAwWIBAgGIQX/h7KCtU3I1CoxWlaMmt/zANBgkghkiGOwOBAQUFADAL
MRYWFAYDVQQKEwW1DaXNjbyBTeXNOZW1zMRswGQYDVQQODExJDaXNjbyBSb290IENB
IDIwWNDgwHhcNMDQWNTEOM]AxNzEyWhcNMJ kwNTEOMAyNTQyWjALIMRYwFAYDVQOK
EwlDaXNjbyBTeXNOZW1zMRswGQYDVQQDExJDaXNjbyBSb290IENBIDIwWNDgwggEg
MAOGCSgGSIb3DQEBAQUAA4 IBDQAWGGEIAOIBAQCWMrmrp68Kd6ficbal0ZmKUeIhH
xmJVhEAyv8CrLgUccda8bnuogrpu0hWISEWdovyDOMy5jOAmaHBKeNS8hF570YQXJ
FcjPFtolYYmUQ6iEgQDGYeJu5Tm8sUxJIszR2tKySTMcQr/4NEb7Y9JHcIJ6r8ggBog
VvYgDxFUL4F1pyXOWWgCZe+36ufijXWLbvLdT6ZeYpzPEAPKOEStzivMW/VgpSdH
JWnO0f84bcN5wGyDWbs2mAag8EtKpP6BrXruOIIt6ke01a06g580BAKhTCytKmg9l
Eg6CTY5]/e/rmxrbU6YTYK/CfdfHbBcl11HP7R2RQgYCUTOG/ rksc35LtLgXfAGED
0l1EwTzALBgNVHQ8EBAMCAYYwDwYDVROTAQH/BAUWAWEB/ zAdBgNVHQ4EFgQUJ/PI
FR5umgIJFgq0roIlgX9p7L60wEAYJKwYBBAGCNXUBBAMCAQAWDQYJKOZIhveNAQEF
BOADggEBAJ2dhISjQal8dwy3U8pORFB171R803UXHO]jgxkhLtv5MOhmBVrBW7hmW
Ygpao2TB9k5UM8BZ3/sUcuuvVddcrl8J0agxEu5sv4AdEX+5wiWdg+ffyOvhN4TauYuX
cB7w40vXsNgOnbFpligRe61JT37mjpXYgyc81lWhIDtSd917rp77rMKSsHOT81lasz
Bvt9YAretIpjsJyp8gS5UwGHOGikI3+r/+n6yUA41iGe00caEblfJUSu6Iu7AQ7L4
CYNu/2bPPu8XslgYJQk0XuPL1hS27PKSb3TkL4AEqlZKR4OCXPDJOBYVLO£fdX41Id
kxpUnwVwwEpxYB5DC2Ae/qPOgRnNhCzU=

MIIEPDCCAYSgAWIBAgIKYQlufQAAAAAADDANBgkghkiGO9wOBAQUFADAIMRYWFAYD
VQOKEwW1DaXNjbyBTeXNOZW1zMRswGQYDVQQODExJDaXNjbyBSb290IENBIDIwWNDgwW
HhcNMTEwWNJMwMTc1NjU3WheNMI kwNTEOM] AyNTQyWjAnMQ4wDAY DVQOKEWVDaXNj
bzEVMBMGA1UEAXMMQUNUMiBTVURJIENBMIIBIjANBgkghkiGOwOBAQEFAAOCAQSA
MIIBCgKCAQEAOMS13THIXA9tN/hS5gR/6UZRpdd+9aE2JbFkNjht 6gfHKA477AkS
5XAtUs50xDYVt/zEbs1Zg3+LR6qrgKKQVu6JYvHOS5UYLBQC)38s76NLk53905Wzp
9pRcmRCPuX+a6tHF/qRu0iJ44mdeDYZo3gPCpxzprWIDPcl1M4 1 YKHUMMOMgmgmg+
xghHIooWS80BOcdiynEbeP5rzZ7gRuewKMpl1TiI3WABN]Zjnpfjgb6F+P4SaDkGb
BXdGj1l3oVeF+EyFWLrFjj97£fL2+80auv43Qrvnf3d/GEgXj7ew+z/sX1XtEO]SXJT
URsyMEj53Rdd9tJwHky8neapszS+r+kdVQIDAQAB04IBW)CCAVYWCwWYDVROPBAQD
AgHGMBOGA1UdDgQWBBRIZPHXxwnNDVW7t8cwmTr7i4MAP4fzAfBgNVHSMEGDAWGBON
88gVHmM6aAgkWrSugiWBf2nsvgjBDBgNVHRSEPDAG6MDigNgAOh]j JodHRwO18vd3d3
LNpc2NvLmNvbS9zZWN1cml 0eS9wal2kvY3JsL2NyY2EyMDQ4LmNybDBOBggrBgEF
BOCBAQREMEIWQAYIKwYBBQUHMAKGNGhOdHA6LYy93d3cuY21zY28uY29tL3N1Y3Vy
aXR5L3BrasS9jzxJ0cy9jcmNhMIAOOCS5])ZXIwXAYDVROgGBFUWUZBRBgorBgEEAQKV
AQWAMEMwWQQYIKwYBBQUHAGEWNWhOdHA6Ly93d3cuY21zY28uY29tL3N1Y3VyaXR5
L3BraS9wb2xpY¥21llcy9pbmRleC50dGlsMBIGAIUdEWEB/wWQIMAYBAf8CAQAWDQYJ
KoZIhvcNAQEFBQADggEBAGhlgclr9tx4hzWgDERm371lyeuEmgcIfidb9+GbMSIbi
ZHc/CcC1l01Ju0a9zTXA9w47HI/t6leduGxb4WeLxcwCiUgvFtCa51 Ikl t8nNbcKY
/4dwlex+7amATUQO4QggIE67wVIPu6bgAE3Ja/nRS3xKYSnj8H5TehimBSV6TECL
15jUhOWryAK4dvo8hCjkjEkzu3ufBTJapnv89g90E+H3VKM4L+/KdkUO+52djFKn
hyl47d7cZR4DY4LIuFM2P1As8YyjzoNpK/urSRI14WAI1lplRINH7KND15618yfVP
0IFJZBGrooCRBjOSWEFv8cpWChmWdPaCQT2nwIjTfY8c=

MIIDgTCCAmMmgAWIBAGIEAP4AUYzANBgkghkiGOwOBAQsFADANMQ4wWDAYDVQOKEWVD
aXNjbzEVMBMGAIUEAXMMQUNUMi1BTVURJIENBMB4XDTE4MDYWNTAZNDUWNVOXDTI5
MDUxNDIwMjUOMVowbTEpMCcGAIUEBRMgUE1EOKM5MAWTCOyNFQtNECgU046S1BH
MJjIwMjAwWQTgxDjAMBgNVBAOTBUNPCc2NVMRgWEFgYDVQOLEWIBQ1QtMiBMaXR1IFNV
REkxFjAUBgNVBAMTDUM5MAwTCOyNFQtNECwggEiMAOGCSQGS Tb3DQEBAQUARA TR
DwAWggEKAOIBAQDBmM2Dg0GWQ18wLTKxeCt87DL8K1Rbx8Db1IigH]jzebBXMpx7Ja
6Cp+kwRrIWGi5AMNmMV73Z2ZLj+vFVzBQ9eGM+6LdNgl8c6ngmSmnuXMer DIUEMMK
bkF14ydnlEIMoWpCArbgz+/zalM2A5bpQXVndiKglvONA2Pgvgdxbm+8AELADG/D
3SQlanOja+yH5vu3NjyMJfgtjzk+n/ILp9iZMWzcA+O6E8KC5FclR2cfvIW1QvoFM
ZEWmHdhHPtsnN+4hhmDeurgeM0S+xIvzZgOH7PxS0kT4vYQI9xWQEwavJAL44k0uY
JxKP6bDNssSLZ2s4/20BsOD])yBhb0GwrOAHAAGMBAAG]bzBtMA4AGAL1UJDWER/wQE
AwIF4DAMBgNVHRMBAfS8EAJAAMEOGAIUJEQRGMESgQgYJKwYBBAEJFQIDoDUTMONO
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| 7—rE2atOEY
I35y ko4—b eVt 7EHORE [

aXBJIRD1IRRGx6TOFZUHQWRTJJRVFFQUFJQUFBQUFBQUFBQUFBQUFBQUFBQUFBQUFB
PTANBgkghkiGOwOBAQsFAAOCAQEAGLUXZfNmMrXZ6ZMGX69dDPkmvp9cFgXR538LF
PdypCRuSk20GF80eDUOsuIi4mpbB87JSOWvLomdBtXdnxzRu4kPZNFz/7pjAVRT3R
gwMMyiEnDWQSvy7e4SZmyVgej55e3hTW/LTeU81CEOKROYGDce5Phv2zdHt IsXrV
XsY+FropfnttlFV9qggDskDWcKE0bos6VsyWUpSCEGQF7LENNBTKYvXUUMkXHKE/d
W5HgrYt6bQ/h/+0EP+MY2wpAiWMCEX6F+xW20vZfK8NzNesieB38IvuTkgefhz2s
yGCOavAxgGd0j7atcRpdrJt 9+KMOVwuy4VJIZgK/tl1fmTL4cawQ==

Signature version: 1
Signature:

F7 T a DRSA2048 B4 L, 3ODFEAE, BLOA—Va VBIORa—H—|Z
DI A F R THE DT,

RSA PKCS#1vl.5 Sign {<Nonce (UINT64)> || <Signature Version (UINT32)> || <Cisco Root CA
2048 cert (DER)> |
<Cisco subordinate CA (DER)> || <SUDI certificate (DER)> }

VAaDERY Y a— g E, RO AT SRS SN TVET,
L2 L, OpenSSL =~ REMH LA 7 VX NEHLTT 7y b7+ —A
DID#FRRLTELEZHBETHZLELTE, ZHUTE S TYRAID—EDT /A A
ID iR CE £,

[linux-host:~]openssl x509 -in sudicert.pem -subject -noout
subject= /serialNumber=PID:C9200L-24T-4G SN:FD0O1946BG05/0=Cisco/OU=ACT-2 Lite
SUDI/CN=C9200L-24T-4G

VI bz 7TEEMEDER

WIS, 7= FEBEOF =y 7 F L La—RaRRT 002 RLET, Ny v {llEET, d
LTT=FENZY T b =T D3 OOBRBENTNIZONWTEIRESNET, ThbDy
Vaz  AAapEd o ARE LS R TE T, HOCEATOA TV a v e T oL B
INFEHTH Y Eﬁzé“/uézhfb\fccb\: & ERAET DHEERESMRGEY — VIt B s nET, UL
A BENPORHET DD, TRz TE £,

)

GE)  T—PMEEENY T 2IIMDS Ny v aTEH D FHA, L& ZIE N RLVT 7 A UKL
T verify/md5cat9k_iosxe.16.10.01L.SPA.bin =2~ REETTH L, Ny v aid—HLEHA,

Wiz, A > A h—/LE— KTO show platformintegrity sign nonce 123 =~ > KD H 1l &7~ L
EFT, TOMNTIE, A VA=A INTNDLERy T —I 7 7 A VOREENEZENET,

Device#show platform integrity sign nonce 123

Platform: C9200L-24T-4G

Boot 0 Version: SBOOTO0.v27

Boot 0 Hash:
EE98DCDOD6AEAB85C8891039F649664FCC3CF709CCFCT7A6F248COD5BA8463528F

Boot Loader Version: System Bootstrap, Version 10.2, DEVELOPMENT SOFTWARE
Boot Loader Hash:

0S Version: 16.10.01
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B 75oror—snwevorvzreatorz

OS Hashes:
cat9k lite-rpbase.16.10.01.SPA.pkg

PCRO: 75OE5D2EDAE6E3A68050638EOBFD8619BE4EA13066025D39DF79408719F5177E
PCR8: EB6E739A63F53E703B6CDAF3F6188833CEF6D32E2F726006B9AA34E1E73048C4
Signature version: 1

Signature:

wIZ, /X2 RVE— R TO show platform integrity sign nonce 123 =~ > RO filZ -~ L %
T, O, RURALT A NNEAL VA R—ILENTWAE Ry —2ORIEBIE F
ET,

Device# show platform integrity sign nonce 123

Platform: C9200L-24T-4G

Boot 0 Version: SBOOTO0.v27

Boot 0 Hash:
EE98DCDOD6AEA85C8891039F649664FCC3CF709CCFC7A6F248COD5BA8463528F

Boot Loader Version: System Bootstrap, Version 10.2, DEVELOPMENT SOFTWARE
Boot Loader Hash:

0S Version: 16.10.01
OS Hashes:
cat9k lite iosxe.l16.10.01.SPA.bin

PCRO: 75OE5D2EDAE6E3A68050638EOBFD8619BE4EA13066025D39DF79408719F5177E
PCR8: EB6E739A63F53E703B6CDAF3F6188833CEF6D32E2F726006B9AA34E1E73048C4
Signature version: 1

Signature:
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A4 A—

EEMORIENE

1 2—vezori ||

O ER DR

WIZ, SHA-S2 Ny Va2 &AL, 77— T o 7RO A—=VICxtd 5% a7 a— REL
Frv 7 OHFlERLET,

switch:boot flash:packages.conf

boot: attempting to boot from [flash:packages.conf]

boot: reading file packages.conf

#

Performing Integrity Check

boot: parsed image from conf file: cat9k-rpboot.17.02.01.SSA.pkg

Loading image in Verbose mode: 1

Image Base is: 0x100099000

Image Size is: 0x2C83487

Package header rev 3 structure detected

Package type:30001, flags:0x0

IsoSize = 0

Parsing package TLV info:

000: 000000090000001D4B45595F544C565F - KEY TLV
010: 5041434B4147455F434F4D5041544942 - PACKAGE COMPATIB
020: 494C495459000000000000090000000B - ILITY

030: 4652555F52505F545950450000000009 - FRU_RP_TYPE

040: 000000184B45595F544C565F5041434B - KEY TLV_PACK
050: 4147455F424F4F544152434800000009 - AGE_BOOTARCH

060: 0000000E415243485F693638365F5459 - ARCH_i686_TY
070: 5045000000000009000000144B45595F - PE KEY
080: 544C565F424F4152445F434F4D504154 - TLV_BOARD COMPAT
090: 0000000900000010424F4152445F6361 - BOARD ca

O0A0: 74396B5F545950450000000900000018 - t9k TYPE
0B0: 4B45595F544C565F43525950544F5F4B - KEY TLV CRYPTO K
0CO: 4559535452494E470000000900000004 - EYSTRING

TLV: T=9, L=29, V=KEY_ TLV_PACKAGE_ COMPATIBILITY

TLV: T=9, L=11, V=FRU_RP_TYPE

TLV: T=9, L=24, V=KEY_ TLV_PACKAGE_BOOTARCH

TLV: T=9, L=14, V=ARCH_i686_TYPE

TLV: T=9, L=20, V=KEY_TLV_BOARD COMPAT

TLV: T=9, L=l6, V=BOARD_cat9k_TYPE

TLV: T=9, L=24, V=KEY_TLV_CRYPTO_KEYSTRING

TLV: T=9, L=4, V=none

TLV: T=9, L=11, V=CW_BEGIN=$$

TLV: T=9, L=17, V=CW_FAMILY=$cat9k$

TLV: T=9, L=74, V=CW IMAGE=$cat9k-rpboot.17.02.01.SSA.pkg$

TLV: T=9, L=20, V=CW_VERSION=$17.2.01$

I0S version is 17.2.1

TLV: T=9, L=53, V=CW_FULL_VERSION=$17.2.01.0.869.1580816579..Amsterdam$
TLV: T=9, L=52, V=CW_DESCRIPTION=$Cisco IOS Software, IOS-XE Software$
TLV: T=9, L=9, V=CW_END=$$

Found DIGISIGN TLV type 12 length = 392
RSA Self Test Passed

Expected hash:

DDAF35A193617ABACC417349AE204131
12E6FA4E89A97EA20A9EEEE64B55D39A

Cisco 10S XE Bengaluru 17.5.x (Catalyst9200 X 1 v F) YR TLEEBI T4 FXaL—>3 > HA4F .



B - rzetommmcEy semiEs

2192992A274FC1A836BA3C23A3FEEBBD
454D4423643CESB0E2A9ACO4FAS4CA49F

Obtained hash:

DDAF35A193617ABACC417349AE204131
12E6FA4E89A97TEA20A9EEEE64B55D39A
2192992A274FC1A836BA3C23A3FEEBBD
454D4423643CES0E2A9ACO4FAS4CA49F

Sha512 Self Test Passed

Found package arch type ARCH 1686 TYPE
Found package FRU type FRU_RP_TYPE
Performing Integrity Check ...

J—rrattoaRl |

RSA Signed DEVELOPMENT Image Signature Verification Successful.

J— FESMORREICEAY 5 EMNFHR

EEEH

HEEE

R=-a7ILEZA R

K OME G 1EDFEM,

COETHAT L avr ROSERRETE

Command Reference (Catalyst 9200 Series Switches)

J— FEESMHDORBIEDHEERE

ROEIZ, ZOFY 2—/)LT

FTAED Y ) — 2B X OBEE®RE R LUET,

N6 DOBEREIE, FRCHRR SN TWARWRY , BAShY V=R LUEOTXTDY J—XT

EHTE £,

)1)—=R

11

HREETRHR

Cisco 10S XE Fuji 16.9.2

7 — MNREMEDO
(3

7 — FNESGEOREMEIC L - T, v A2D
TTy N7 —ALIDE YT N =T OES
PR AT Sdu, FERFRRICZR D £,
7Ty h 7 —AIDIX, T v b T A — A
DEGETLTA VA P —/LENT-ID 2R L
£7,

Cisco Feature Navigator #ff 35 &, 7T v b 74— BLOY 7 bV =T A A=V DY R—
MME# A 3R T& £ 7, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [H5E] 725 7

7 A LET,
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T /\

—

T/\

Parayl

EL

T
o

TFINAADEY b Ty TEHEENDEST

TR Ay 8T v T OREDOHIFIEE (55 2—)

c TNA Ry N v TRIEOIATICHET D HH (55 ~—)

« TNRA Ay NT v TREOIATHIE (70 2—)

s TNRAADE Y NT v T OFREH] (85 —)

c TNRA Ay T v T OFATIZET 2 BMEHR (94 =X—)

c TNA Ay NT » TREEDOFATICHET HHEEEERE (94 X—2)

N\ Rty b7y TOHEREDHIFEIE

cH TRy =TT T =T DA A= ETR— RS TWEREA,

\ A Aty b7y THREDETICEHT 515

ZZTiE, IP T R L 2ED 24T L Dynamic Host Configuration Protocol (DHCP) @ HEI#%E %
Gie, TAA Ay b7 v T OBREFEZOWTHILET,

TNNART—+TAER

FNA A& BT 5IC1E, [Cisco Catalyst 9200 & U — KX A A v F N— R = T R@H A K
JAZFEHEOFINAAE > TT A R E L CEBRBEA L, 731 ZAOHMERE LT O LENH
DiTO

BEOEE Y n AX 7 — e —F Y7 sy TOEERGEN, LFDOT 77 0 BT 4N
FATEINET,

o« FAELLDCPUMIHIMEAITVET, ZOFatRATiE, WHEAEY O~ v L 7T,
B A Y O&E L HER EEFIIT S CPU LA X 20 L ET,

VAT A R—REOT 7 A AT AEHEEL £,
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FRARDEY b7y THREOEFT |
B o7 oxr—roms

T ITFININDFR—F 4 T VAT AE VT NI 2T A A—VFAFY |ICu—FRL, 57
NA AZZELFET,

e CPU Y7L AT ADEBFHARFE /LT 5 X~ (POST) #FEITL. A7 A DRAM %27
A RLET, POSTO—EE LT, IROT A MHLFETINET,

eCPU L % v T —27 R — FEDOFT — X R A %EfERTH MAC L—TF Ny 75 A K,

e F v TFDOT VT EAARENE, 77— AT T DOE T a— R, BEEROEFEAT —
K A % eZR4 5 Power over Ethernet (PoE) = o b —F OMEFET A K,

e TNA R —InEDREDTEAIY ZHEERT DIEET A N,

c AX  UKERBRE D AR 7 YV L ITN—T Ny JHERERTRIRT D AR v 7 A X —
T A A N—T Ny FTAR,

PR— P ENDF L TA UBBDTERRY) X MZHOWTR, [F T4 U ZEORE] O
HESZRLTIEEN,

T—bra =Kk, FRL—FT 4T VAT AR — RENDENT., 77 A AT AIZ
TIRATHZENTEET, 77— h e—FOFERBMITEY., XL —FT 47 VAT A
or— R, B, BIOEICREINET, AXb—T 4 7 A7 A CPU Ll T
HEIHmBE, T— b —FiE, RIZTVAT IRy FENDEIDBRN/BEAIND E TR
T T 4 TR F9,

TNA AMEREF VY THIZIE, PCERITImMAE I Y — VR — NIRRT D50, PCEA —
PRy MEER— MIEH LT, PCELIIMATI 2L —Yary Y7 by T OR—L— |
BIOX Y7727 5—<y baT AL A0y —LKR—FOREE —HITETEBILEN
HoET,

e F T 4L FDOR— L — FE 9600 T,

« T 7 F IV IDT—H By MNIE 8 TY,

N

GE) F—HF by bA7valE2RIlRELESRE. XUT 447V g
Uik ML) ICRELET,

e T 7 FNV DAy By M2 (A F—) TT,

« T 7N MDY T AFRET (72 L] TT,

VILDTT7 AR M—I)LOBE

VI RT2T A VA BR—BETIZ, A A—DO%EBEA VA=), YT T =T ATF
VAT T L—FR (SMU) \ A Y —ERY T =T Ty L—FK (ISSU) . BLW
ALY —ERETNANT v T T V=K (T—F TN —) Iy, &EFRh&A4TD
Ty T 7L —RERULILIICETTEET,
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| R 1z20€y b7y TREDET
votmzrnI—rE—F |

VTR aT A YA P, A VR PV B RTY T R e T R 1 20—y
MOBIDN—=T g o~ EBATT DB B £, install =~ > N $5# EXEC £ — R CTfEH
LT, VY7 "I 2T A A=A VA NEERT v 77 L —RLET, 720 /& b—
TEET,

CiscolOSXE Y 7 hU =7 &7 v 77 L— N L7 OIERT 5 5L, A1 v FREELT
WDDNA A=V = RN BV T—= P Ko TRRY E, R PV E—-FEL
A7 —FE—FTlE, v—InAERFVE—F el —3 3 5 binimage 7 7 A /L&
HALTT A A% T —FLET, A A =L T7—FE—RFTlL, 7— b B —%2 packages.conf
TrANEFERLTCT A 2R %7 —MLET,

AL FTIE, ROV T T =T A VA M—/VERENYFR— SN TWET,
cAXLURTHY AAVFTOY T NI 2T N RKADA A F—)L,

cLIFNCA VA= LT —T By haAD Y 7 N7 a—)LNy T

YVI+DTT7DT—FE—F
FRLATIE, VT MY =T Ay =V REBHT 50 ORO VO T — R F— b Sh
Tb\iﬁéo

AR =L E—FTDT—F

UTDT7T7 9 alNOY T N7 Ryl —o07ae a7 77 A0 REIL T, 1V
A RN—=)LF— R TT A AZEETXET,

Switch: boot flash:packages.conf

)

(GE)  Cisco Catalyst 9200 > U — X A A v FITIFA VA h—/VE— REFHT L2 L2 MR L ET,

\}

GE)  HEV U —AR® packages.conf 7 7 A IV [V T NI 2T Ny r—V DA LA R—)b] &0
FETHHTHA VA =L U —r 70 —TIEREN TV ET,

TueTa=r S T A MiE, BE, v b, FETTAHBY TN =T RNy hbr—U0 U R
FREENET, A VA F—LENTNEEZERN T —TDISO 77 AN VAT AT, 7T
anbl—h T AN VAT AIESEYT L P ENET,

\}

(GF) ALAP—NEF—RCEREBTAHEDIHERTH Ny r—vtTveya=rs 7743,
77wy allRGFETDHDMENS Y 7, usbflash0 F 7213 thtp: 735 A > A b—/L F— K CHEE)
THZ LT FR— PSRN THEEA,
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FRARDEY b7y THREOEFT |

B orrzE—roni—r

NUFRKILE—FTOIT—+

J—FE—FKDZEHE

Ny R (bin) Z7ANVEHEHLT, AL ZAENN NLE— RTT— NTEFET,

switch: boot flash:cat9k_lite_iosxe.16.09.02.SPA.bin

Ny RVZEEND TR E Y a =T Ty A ME, EORyr—U%EH), ~7 o b, B
FETTH0FHET -0 ENET, Ny =3 R LEES L, RAM =
P—ENnET, ERXvF—TDISO 77 AN VAT AF, —F T AN AT AT
FENET,

AVABN—)LE— RTOREEITRD, N RNV E— RTORETIE, N Rrod A X
WCHRT 29 A ZOBMAT Y BMEHSNET,

AVAR—)LE— RTOEENEITERRY, N RV E— RTOEMIELD AT 1« T nHH)
HTEx%7:

* flash:
* usbflashO:
* tftp:

N RVT = hE— RTETHOTNA A% A A F—/LE— RIZEET HIT1E, 77— MK
% flash:packages.conf [Z5% & L T install add file flash:cat9k_2.bin activate commit =2~ > K% 52
TLET, 2w FOFETH, T RAFA A=V T —FE—=RTYT7—FLET,

VIRDTT N T7T—ODA VR =)L

FRARZI T b 2T =% A4 VA =4 2121%, ingalladd =2~ > N % #54E EXEC
ET—RFTHEALET,

installadd 2~ KiZ, Y7 b =T RN r—2%a—hFE3) E— OGAHTN LT /3,
Alzav—L %9, FTP, HTTP, HTTPs, £7IXTFTP 2 EHTEx£4, Zoa~> KNI, bin
T AN DR = NEY TRy — L packages.conf 7 7 A VIZHIHI L T, F
77 ANVERIEL T, A A=Y T7ANNT Ty h 7+ —AIZEAETHD Z &R LE
7T

VIRD2TT7A VA M—)LDRT

VI EU 2T ARA=VDT 7T 4 TAUTROFETHKR T TEET,

- install activateauto-abort-timer =~ > F&EMHLET, LA A—%2T7 7 7 0 7{kL
72T A A% Y m— K45 L auto-abort-timer 23 b U H— X+ F9, install commit =
~ v RERITT DHNC S A ~ =D HIREINIC R T2 556, A VA R—A T me AR T L
FT, TRAAREHEVr—KRL, fiONRX—=Y3 DY 7 v 2T A A=V TREILFE
R

ZDHX A ~—%EIET 5%, install auto-abort-timer stop =2~ R&MEH L E7,
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Friq 2tggmoavuc ]

sinstall abort =< R&EFHLET, Z0a<r R, HiILWI 7 T=2T DA A F—
ABNZET L TCWEARA— g e —A Ny 7 LET, Zoa<> L, insall commit
a<wy REEITTHRICER LET,

TINA REHRDE|Y HT

IPEREZE Y B TRHITNE, TAADE Y NT v 77T A&+ 2 J71%,. DHCP $—X
BT L HE. ERIETEICERITT D2 HERLY £7,
FEEDIPEROBRENMIEREE . TRAL ADEY N7 v 77 a3 A5 FER LTI,
o7 T LEFHTLE, RANGEAX—T N =T Ly b NRAT—RERETDHZ
L TEET,

F72. [EE T, Telnet SATU— FZE DB Ty (VE— NEHTOEX2 U T 4RO
D) AAVFETTAZOATY REFIFIAVNNAAL vFL LT, HBANNIAZ L KT a v
AL v FLELTRELEZY TEET,

P — NOFRTH L DHCP — 2 LT, IPIEROEPEIHLEBIHEID Y TE2ITWET,
Y

GX) DHCP #EHL TWABHEAITL., T ABRFHNCE VY TCHNZIP T FLAZZELTay
TA4X 2L —var 7y ANV ERAPALETIE, By VT v 770l T AnE0ERITSE L
IRNTLTEE N,

TNA ADRETFINEZ RN L COHDRBREE R —TF DA, T3 AZFHTHRELTL
FEW, FRLAOZ—F—1F, TR AT = FakE R (553—) OkvI g THM
Lty b7 o 77 a IR LT EE N,

TIHILEDRA Y FiEHR

R4:TIHIEDRA Y FIER

HEHE FIAIEEE

IP7T RLVABXOY 72y h~AZ|IPT RLAFELITIYT TRy b A XEZIN TV E
A,

TI7FANE =T =A TNV F= R MU= ITERENLTVER A,

A FZ—T N —T Ly h23ZAT— R | 2T — NZEZEINTWERFA,

RA N HIFERCEI D BT HNDHT 7 40 FDORA M1 device
-@j‘o
Telnet /XA U — R INAT— RIZEZINTWEREA,

UG AR a~w R AL vy FHERE | Fae—T

Cisco 10S XE Bengaluru 17.5.x (Catalyst9200 X 1 v F) YR TLEEBI T4 FXaL—>3 > HA4F .



FRARDEY b7y THREOEFT |
B oicr ~—zosnBEORS

HEHE FIAIREE

7T AR T AFLITERSINER A,

DHCP X—X D BENRTE DHE

DHCP/E, A > Z—X > FRAMBIRAS VX —Fy NU—F 7 T3, R EE % Tk
LEJT, Z2o7a hailix, 2o0aryim—x2 bR3HY ET, 1 DI DHCP — 30067
NAANZAL T 4 X2 lb—var N"TA—ZERET a0 R =% £ 120731 A
WAy NU—27 7T RLAZEEDYBTHarR—x hTF, DHCP (X7 74 7 hH—s3E
TINZHEAS N TWET, F5E IH72 DHCP — 303, BIICERE SN DT 31 AZxt LT,

Iy hT—7 T RLVAZEYY T, a7 4 Fal—ar NI A—2xFHLES, TN
A AlX, DHCP 7 74 7> hEBLODHCP — & L CTHRETE £97,

DHCP _X—Z D HBFRETIZ. T34 A2 (DHCP 7 F4 7 > k) IZEEC, IPT FL 2 FHH
BLoarv4¥a2lb—vary 77 AV EFEHLTHBPICRESINE T,

DHCP RX—ADHBRELXMHEHT DL, T3 A LTDHCPZ 74 7> MUDRREEIT 5 M5
TH 0 EHA, 777 L, DHCP ¥ — 3T, IP 7 KL A CBE# L7=&f ) — Xﬁf&ay%ﬁ
ETDHUNENRD Y 77,

DHCPZHL Ty hUV—7 LD ar 7 4 X2l —2ar 77 A NVDEFE2 Y L—1 554
X, TFTP YV —"EBLORRAA 2= AT A (DNS) V—"ORENVLENZRDH I EDH
nE£7,

T84 A@D DHCP — %, AA v FLFEULAN EICRETHZ L, Z2OT 31 A L iLH
O LAN BIZHEET D2 & b T& 9, DHCP — 387225 LAN ECEIfEL CW D4, 7

/NA AL DHCP H—/fIZ, DHCP DV L —FT A AZHETIHLENHY T, VI—F

SNA AL, RSN TS 2 OO LANB T e —RX v A~ 774 v 7 2855 L E

T, —HZTr— KXy A M Ty hEBELERANR, ZELE Ty FOSEHRIP T R
ANZESNWTN Ty b EERELET,

DHCP _R— 2D HENREIL. T34 2D BOOTP 7 54 7 v MEREIZIRND D DT,

DHCP ¥ 54 7>V FODEXRTOEXR

FNRA AZEE LT XIT, TARA ATV T4 Fa2b—a 77 AARR0WEE, DHCP
54T RO E L, DHCPZ 54 7 > FDHCP — IR ETHFRAZER L ET, =
V74X a2l —var TrANNBEEL, TORTEIHEDOLV—T v R X —T A AD
ipaddressdhep f v #—7 = A A a7 fFXal— gy a<wr RREGENS5E. DHCP
T4 T IR E L, DHCP 7 A4 7> "W A v H—T = A AZIP T RLUAEREZE
KL E9,

&iX, DHCP 7 A4 7+ k& DHCP — O TR IN D —HD A v —TF,

. Cisco 10S XE Bengaluru 17.5.x (Catalyst9200 X 1 v F) YR TLEEBI I XalL—2 3> A4 F



| R 1z20€y b7y TREDET
pHeP 2547 roERTnEz [

3:DHCP V54 7 > b — D A v E—D%i

DHCPDISCOVER (broadcast)
Switch A DHCPOFFER (unicast) DHCP server
DHCPREQUEST (broadcast)

DHCPACK (unicast)

A

3

S1a07

I AT N ThDHT A AAIL, DHCP H— \—DEi 2 KE 3 572912, DHCPDISCOVER
Avt—V%7u— Xy A hLEF, DHCP Y — 3%, DHCPOFFER =% % A |k A v&—
Ik oT, FHARER L T 4 F 2l — g T A—F (IPTRLVA, 7%y kb = 2A
g, F—=bFx2AIPT7 KLA, DNSIP7 RL A, IPT7 RLRAHDY =27 E) 205347
MR LET,

DHCPREQUEST 71— K% ¥ XA h A vt —ITld, 7747 v ME, ERENZREHRIC
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e HALT T NERELRWIRY | BREWIEEH 2 TV 5 DHCP <X— XD H#EXEITIP 7
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FEx A7 FLRAZMHLTT 782 LIcgd (AR O3~ TOLZEEHA DHCP H—30
INEIZE ENTWRWEEITHAE) X, UV b—%Z23E LT TFTP %—/ N2 TFTP /N7 v k&4
ETOMERH Y ET, WMUIRMRAIEL, HERTXTOFHRELMH L TDHCP — &%
ETHZ L TT,

. Cisco 10S XE Bengaluru 17.5.x (Catalyst9200 X 1 v F) YR TLEEBI I XalL—2 3> A4 F



| R 1z20€y b7y TREDET

DNS —/\D B

ons +— 0B8]

DHCP #— %%, DNSH—_ZHEF L CTFIP Y — L& IPT FL A ZEH L £, DNS ¥ —
N ET, TFTP Y —_ENBIPT RLA~D= v B T HH/ETHLELNH Y £, TFTP H—

Nz

TS ADar T 4 Fab—vay Ty A NVPIFELET,

DHCP DJSERRICIP 7 L A2 B84 5 DHCP — 3D ) — A F— X ~_— 2|2, DNS #—
DIPT FLAZRETEET, V—AT—H_X—=XZF, DNSH—"DIPT KL A% 2D
FTANTEET,

DNS #— 3Nk, 734 A LA U LAN RICEET S22 &8, BIO LAN RICEET 2266 T
& F 9, DNS — 335D LAN _EIZFET DA, 73 Adv—4 241 LT DNS #—
T 7 A TERITAUIARY R AL

a2 74FXaL—3 T74ILDAFAE

IP7 RLARBIOary74Xal—vay 774 V4ADHCP CTHAD Y —A & LTHRET
EAEMEIMDITIN LT, TS, AIRDFIETREFTREAFLET,

IP7 RLABIQary 74 Xalb—va vy 774 NVE0, T8 AP S, DHCP
WA (1 77 A NG RRIARER) TRIESN TV DA SEA

TN ZAEDHCP H— 35, IPT RV A, 7 xy h~AZ [ TFTP H—7 KL A
BrOar 7 X¥ar—sary 77 AN EZELET, 75 &L, TFTP —C2
SXXARAvE—UEEEL, HESNEay 74 Fal—Tar 77 A LEF—1ND
NR=ZF 4 L7 NUMLRELT, 77— T v 7 7ot rz% T LET,

FRAADP T FLABIRar 74 Xal—ay Z7ANAARTRENTWBHN,
DHCP J&&IZ TFTP — X7 RLANEGENTWARWES (1 7 7 A VEEARAHR TR

T ZEDHCP — b IPT RV A, 7Ry h~A7 BrXRar7 ¥ L—
ary 7y ANGEZELET, T AL, TFIP— 27 m—R¥ ¥ X M2 v&—
VEEEL. BESNEa VT4 X2l —var Ty A NEF—ROR—ZF L7 LY
NOEELT, 7= 7Ty 7R %% T LET,

IP7 FLARPETINRT A AT S, DHCP A TRt S T8y, 207 4 ¥
L—yay 7y ANVAIRREENSWEGE Q7 7 A vEiAR )

T8 ZIZDHCP — b, IPT RV A, 7Ry b= A7 BEOTFTP ¥ —17 K
VAGBZELET, 78 A&, TFTP = ANZa=Fx A A v b=V ZEE L,
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BElE, RAMOT 7 A NVAIT 8 LFITUIDHETHNET,

network-confg, cisconet.cfg, F7IXF A M ERICARIO 7 7 A NV EGAIATL Z LT
WAL T 3A AT router-confg 7 7 A V& FiFriA R E T, router-confg 7 7 A b E A
AT Z ENTE WSS, 73 Al ciscortrefg 7 7 A NV E GiRIABE T,

\}

(G¥)  DHCP JEZEMND TETP U —REZAFTERDoEHAE, 2=2F ¥ A Mokick b a7 4 ¥ =

L—aly 77 ANDmPIAITT RTERE LGS, FRIETFTP V— 4% P 7 KL A
WICEHLTERWIRESITIE. T8 AL TFTP — Bk A2 7o — REx ¢ 2 FLET,

IRIEZEBDOFIEHTTE

. Cisco 10S XE Bengaluru 17.5.x (Catalyst9200 X 1 v F) YR TLEEBI I XalL—2 3> A4 F

W EET SA A TIE, 9600bps ICRESNTWD Ay Y — VRO ZBLCT—ho—4
T—REBMLET, B — FERERTICT A RERa— REZEV 4L, [Mode] R %
EHLET, 7= b —FDOT A AT a7 MREREINET,

TNRAADT — b —F Y7 = TIIARHEEEOREES 2V R — 95720, Zhb OB
BEMAFH LT, 7— he—X—%713 27 LA THBET M0 Y 7 7 = 7 OB)EZ HI
TEEY, 77— b0 —FOREAHIE., UNIX £721ED0S ¥ AT A TRETE DL L5
BILTWET,

EEEOBEEKIT. 79 v a2 7740 VAT LAOMIHDH 7T v o AEVIRGTESH
i—g—o

77 ANVDFATITIE, BB L HETIIHO T, COLRBOEBIRE SN ES, BRDHE
L7261, ZROMEIEH Y FHA, ERXVA N 7 ERRINTZEEIE, BHICER
RESNTWET, VA7 (x3d"") PREISNTWDLEHIT, EARESH
TR TY, 2< OREERITIFIMCERSNTBY ., 7740 MERRESNTVET,

BREABOBREEZETTHI2E, 77— bo—XIZT7 7 A3 250, CiscolOS =2~ KZ&{#H
L9, BEOBRETIL, BESKORELXLETHLETIHY A,



| R 1z20€y b7y TREDET
—munEszy ]

— MR
TORTIE, Feb —BARBEEATOEREIC OV THA L £,

® 5 —RAGIREEH

=H J—btOo—& a3 F  |Ciscol0SSO—/N)LaVT 4 ¥
L—3ravwylk

BOOT set BOOT filesystem:/ boot system {filesystem: /file-url ...
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R a— VN T TICRESI N m— RE2EY H3 121X, reload cancel $## EXEC =~ K
FEHLET,

P=JL = == 4= N
v Ty ITEREDREITAHIE
DHCP ZfH L CT A AZH LWA A=V BIOH LWary 7 1 Fal—rvarazydoy
02— RT5I21E, D7 b 200T A RERETHLERHY T, 1 DHOT A AT
DHCP #— B X O TFTP — R ERI L L D ITHEEL . 2 DEHDT NA A (T4 T ) X
HlLnwar 74 Xal—vary 770, £REH LV T4 Fal—var T AB
FOHLWA A= T 7 A VAT — RT5 L HICHRESNTWET,

DHCP HEIRTE (A2 74 FalL—2ay 72704 ILEHT) OERE

FIE

ZDOHEATTIE, FTLWT A, ZAOHBREEZ T R—FTEB LI, Fy VU —7 NOBERF
DT /XA AT TFTP X° DHCP MR & ® DHCP HER & %179 HikzE R L£7,

ARV EFEREFT7IVa Y BHra
ATFvT1 configureterminal Jau—N)LarJ 4 Xal—iay
- ET— REHBELET,

Device# configure terminal

RFwF2 |ipdhcp pool poolname DHCP#— 3 7 KL 2 F— L4 i %
i fEf. L, DHCP 7'—/L a7 4 ¥ =
Lb—Yary ®—Faftal£7,

Device (config)# ip dhcp pool pool
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| R 1z20€y b7y TREDET

DHCP BIBNERE (2T« Fal—ay 7740t oiE [

ARV FFEREETIVa Yy

E:)

ATvT3

boot filename

1 -

Device (dhcp-config) # boot
config-boot. text

T— M A—VELTHEREN,
T4 X2l —var Ty ANDOLRTE
fRELET,

ATvT4

networ k network-number mask
prefix-length

1 -

Device (dhcp-config) # network
10.10.10.0 255.255.255.0

DHCP 7 KL R F— L DOH¥ 7T R
Iy NI — IR/ FBLIONY AT ZHEE
L\i—gﬂo

GE)

TV T 4T ARIX, T RLAR T
T4 I AT Ly MIUATRE
LEd, v 4y 7R E 7747
YRRy NI—J <RI ERETD
ZHER—OFETT, T 4w IR
RlX, A7 v = () THRMWHT HHE
NdHYET,

ATvTh

default-router address

1 :

Device (dhcp-config) # default-router
10.10.10.1

DHCP 7 A4 7 v bDF 7 /L k Jb—
HDIPT FLAZRELET,

ATvT6

option 150 address
i -

Device (dhcp-config) # option 150
10.10.10.1

TETP H— "D IP 7 FL A ZEELF
kR

ATy T1

exit
1 -

Device (dhcp-config) # exit

Ja—)arZ 4 Xal—rar
E— NICRY £

ATvT8

tftp-server flash:filename.text
11

Device (config) # tftp-server
flash:config-boot. text

TFTPY— R EDar 7 ¥ a2l — g
V77 ANVERELET,
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FRARDEY b7y THREOEFT |

B ooHePam x-S 7uTF— b (QUTAFAL—L L TTAABEUAA—Y) ORE

ARV FFEREETIVa Yy

S

ATvT9

inter face interface-id

1 -

a7 4 Xal—var Iy A NVER
FET20 9470 hOT RLAZEE
LET,

ATy 710

no switchport

1 -

Device (config-if)# no switchport

LB —T ol A% LAY 3E—FIC
L/ij‘o

ATy I

ip address address mask
11

Device (config-if)# ip address
10.10.10.1 255.255.255.0

IP7 RLAREA LV HF—T o2 ADTA
JHERELET,

ATvT12

end

51

Device (config-if)# end

HkE EXEC £— RIZRE Y F17,

DHCP BEjA A — 7y TT—kF (A2 T74xalL—3 > T74)

BELUVM A=) OEFTE
TDRATTIE, FLWAAL vFDA A M—IEHR— 15X HIBEFEDT A A TTFTP
B L O'DHCP %% E 4% DHCP HEFREIZOWTEHA L £,

1R BHHIIZ

BONCT A AT v 7 —RT57FA N7 740 (7z& 21, autoinstall_dhep) #1ERK L
FT, TOTFARNT7ANVARIC, FUrun—RT5(4 A—VOAHTEGEOET (2L 23,
cat9k iosxe.16.xx.xx.SPA.bin) ,

FIE

ARV RFERRTO Y

S

ATy T

configureterminal

51

Device# configure terminal

Ja—)L a7 4 Falb—g v
E—RFZBRBLET,
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| R 1z20€y b7y TREDET

DHCP BIBIA A —S P v FF— bk (Av T4 ¥al—2ay 774 As&042—2) o&E [

ARV FFEREETIVa Yy

E:)

ATv T2

ip dhcp pool poolname

1 :

Device (config) # ip dhecp pool pooll

DHCP#— /7 RL A P — VD4R %
fERE L. DHCP 7—/L 217 4 ¥ =
L—va v B — REBtALET,

ATvT3

boot filename

&1

Device (dhcp-config) # boot
config-boot. text

T—h A A=V L L THERAENDS 7 7
ANDLEIERELET,

ATv74

networ k network-number mask
prefix-length

51

Device (dhcp-config) # network
10.10.10.0 255.255.255.0

DHCP 7 RL A F— v OH 7R
Xy NV —UF BRIV~ AT ZIEE
Li‘a—o

GE)

LT 4w I ARIX, T RLVA L
T4 AEMERT HE Y MEETEE
LET, VvI74 7 RF 7947
YRDFRy NU =T v AT HRET S
TER—OFETT, ST 4w IR
R, A7y a () CHtET H0E
N ET,

ATy Th

default-router address

51

Device (dhcp-config) # default-router
10.10.10.1

DHCP 7 A7 > hDF 7 4V b )b—
HXDIPT RLAZEELET,

ATvT6

option 150 address
1 -

Device (dhcp-config) # option 150
10.10.10.1

TFTP — "D IP 7 RV AZIEE L F
KR

ATy T17

option 125 hex
11

Device (dhcp-config) # option 125 hex
0000.0009.0e05.08661. 7574 . 6GE69. 673. 7461 . 6c6c. 5£64 . 6863

A A= T 7 AINVONRAZZFR LT
XANTFPANLDNRNAEEELET,
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B oovcram s —o 7o IF—F (QrIaFIL—LaY TFALBEVA A=) DR

0]

M
i

&
it

FNNAADEY b7y T

ARV FFEREETIVa Yy

S

ATvT8

copy tftp flash filename.txt
1 :

Device (config) # copy tftp flash
image.bin

FRA AN, TEXEANT7ANET v
7u—RLET,

ATvT9

copy tftp flash imagename.bin
1 -

Device (config) # copy tftp flash
image.bin

FRA AN, LA A=V Dtar 7 7
ANET v Ta—RLET,

ATy 710

exit
1 -

Device (dhcp-config) # exit

Ja—\)aryZ 4 Fal—g v
E— RIZRD 77,

ATvINn

tftp-server flash: config.text
i

Device (config) # tftp-server
flash:config-boot. text

TFTP ¥— )X E® Cisco I0OS =7 «
Xal—vary 77 ANVERELE
—640

AT T12

tftp-server flash: imagename.bin

1 -

Device (config) # tftp-server
flash:image.bin

TFTP Y — N EDA A=V EHEELE
—j_o

ATy 713

tftp-server flash: filename.txt
i

Device (config) # tftp-server
flash:boot-config. text

Aoa—RTLH4 A= T 74D
MR L2 TF A N 7 7 A VE2TE
/\’:.E_‘I_/i#o

ATv 714

interface interface-id

1 -

Device (config)# interface
gigabitEthernetl/0/4

a7 4 Fal—ar I rANVER
ET57 747 DT RLAEZRE
Lij‘o
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| R 1z20€y b7y TREDET
DHCP H—\0 5T 7 A L&A O— KT 55547 roBE [

v REERT OO a Y 2t
11 - LET,

Device (config-if) # no switchport

AT 716 |ip addressaddress mask IP7 RLAREA L HZ—T =2 A ZAD< A
B - 7 wfRELET,

Device (config-if)# ip address
10.10.10.1 255.255.255.0

AT v 711 |end HebE EXEC B— RICEY 7,
B -

Device (config-if)# end

X7 718 |copy running-config startup-config ES) v 74 F¥al— a7y
i A NCREERIFLET

Device (config-if)# end

DHCP H—/\Hh\ S T 7 A ILE A9 A— KT B3954T72 FDERTE
Y

GE) AXYIA LU H—T 2 A ARETEREL A X—TNZTHEHLERHY 9, (REINTND
a7 4 ¥ 2 —3 3 VODHCPR—ADHENEREIZIP T L RAZE Y BTRWNWTLIEEN,

FIE
ARV RFERFTIVaY ]3]
R 71 |configureterminal sa—\)aryz 4 Fal—ra v
51 T— FEHBLET,

Device# configure terminal

A7y 72 | boot host dhep RFESNTNDLar 7 Fal—ray
1 : THERELZA X—7 M LET,
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B 520 svi~o PiEgoTHEY <

FRARDEY b7y THREOEFT |

ARV RFERETIVa Y

B8

Device (conf) # boot host dhcp

ATvT3

boot host retry timeout timeout-value

1

Device (conf) # boot host retry timeout
300

(EE) VAT AN 7 4 X2 l—
vary ZyANEXyyr—RLLED
LT ORI ERE L ET,

GE)

BALT DU RNERELZNE, VAT
ATEHATRIC DHCP Y — " 5 IP 7 K
L2AZBAELES & LET,

ATvT4

banner config-save * C warning-message
nC

1

Device (conf) # banner config-save “C

Caution - Saving Configuration File

to NVRAM May Cause You to No longer

Automatically Download Configuration
Files at Reboot”C

(FER) av 74Xzl —vary 7y
A% NVRAM IZIRFFL LD T 5 &
TIRREINDEEA v —VZER L
£7,

ATvTh

end

1

Device (config-if)# end

HrME EXEC E— RNIZEREY £9°,

ATvT6

show boot

1

Device# show boot

REZ MR LET,

BHDO SVI~D IPIFHRDFEZYHT

TDORAT T, BEEOAL v FEEA X —T A A (SVD) IZIPIEREZFETHY M TH
JFHEIZOW TR L £97,

FIE

ARV KRFERERETI VY

=)

ATy T

enable
51 -

¥itE EXEC E— FE Az LET,
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| FR1z20€y b7y THEDET
g0 sv~opEgoFsE Y LT ]

AU RFERET7TIV3 Y B
. e MAU—REZ AN LET (FERkIh
Device> enable
=5%8) .
R 72 |configureterminal Jua—N\) a7 4 X¥al—g
1 - E— NEBABLET,
Device# configure terminal
R w 7 3 |interfacevlan vian-id A B —T o2 fAAL T 4 X2l —7
B - ¥ E— NEZRB LT, IPEWRAED Y

THRTWAD VLAN Z48E L1, &
Device (config) # interface vlan 99 ETE DHEPHIL 1 ~ 4094 T,

25 7 4| ip addressip-address subnet-mask P T RLA LT %o b v AT EAT)
1 LET

Device (config-vlan) # ip address
10.10.10.2 255.255.255.0

AT w75 |exit Ta—\)L ar 7 4F¥al—vay
15“ : £ — ]\‘L:E D ij—o

Device (config-vlan) # exit

R w 76 |ip default-gateway ip-address FOSNA ANCEEREE L CWBRT A
- Ry TON—E A B —T = A ZD IP
T RVAZATILET, TOZXA vFIZ
Device (config)# ip default-gateway LT 74N NP —h U = A PEEEZINT
10.10.10.1 WEd, TIFNNT— T =A%, T

INAAAAL o FNBEEHREIP T KL A%
AL TWARWIP Sy NEZELE
K

TIAN N — U oA BEESND
L TS AT, RA DT DL
DDV E— MRy NT—7 [ ZHf T
£7

G¥)

IP CL—T 47 FTDHLITT AR
ERELESE, 774NV M= U
A DFREIIARETT,
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B 5 z0x5—t7vTavis¥aL—vaozE

FRARDEY b7y THREOEFT |

ARV RFERETIVa Y

B8

GE)
T 7 AN N — U = A ORRRIZHES
W, T3 2D CAPWAP [ Xk A 1T
W, =T 4 T EINTET TR ARA
Y RETNRA RO AR — R LE
7

ATy T17

end

1

Device (config) # end

¥#E EXEC £ — FIZERED £,

ATvT8

show interfaces vlan vian-id

1 -

Device# show interfaces vlan 99

BELEVLANDA V2 —T = A A A
T—H AR RFLET,

ATvT9

show ip redirects
{5

Device# show ip redirects

Internet Control Message Protocol (ICMP)
VEA VLT NA =V hFRLET,

FINAADARA— Py T A T74FaL—a3VDER
KOs a T, TRAADARAE— T w7 a7 4 F¥al—a 2B ET5HEICD
WTERBIL 97,
VATLAVIAF AL a3V ERAEZTTEH-HDTI7AMILADIETE

CiscoIOS Y7 b7 =7 &, 77 4 /V k Cconfigtext 7 7 A VEMHL T, VAT L a7 4
Fal—varOREREa—2HEAEELET, OV 7 A NVAEZRBETHIELTEE
T WEIOEBFFIZIE, TOAFIDT 7 A VP FGEAALINET,

48 HREIIC

TDERITTIFAZ L 7Ty DF A A ZAEFHLET,
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| FR1z20€y b7y THEDET
SRFLAVT4KAL—LavEGHEET o0 T 7 A LE0EE

FIE
AU REEETIV 3 Y B8
AT 71 |enable HiHE EXEC E— REHMNC LT,
1 e NMAU—READLET (FEREh
2568) .

Device> enable

R 72 |configureterminal Jua—) a7 4 X¥al—gy
15“ . £ — }‘%"Eﬂﬁébiﬁﬁo

Device# configure terminal

R T w 7 3 | boot flash:/file-url WEIORLEFC T AAT T 7 4 X o
i - L—vay 774 NVERELET,
ofileurl : "2 (4L 27 KMJ) BX
Device (config) # boot flash:config. text = VT4 3?:_ L— g 77/(
VA,

c T ANLBLIOT LI M4
I, KXFENTFEXBILET,

ATw74|end HHE EXEC E— RICRED £,
B -

Device (config) # end

AT 75 |show boot BOOTHIEADONE (BREINTWVD
5l - %%) . CONFIG FILE BREEZHIC & -
THEEENTWSa L 7 4 X2l —s

Device# show boot ¥ 77 ANDLEL, ¥ X UNBOOTLDR

BREABONEERLET,
ebhoot 77— L 37 4 X a2l —
varavryRLkoT,
CONFIG_FILE BREEZEE DR E DL

BIhEd,
R T 7 6 | copy running-config startup-config UEE) av 74 X2l —3 gy 77
%l - ANMCREZRFLET,

Device# copy running-config
startup-config
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FRAADEY b7 v TREDEFT |
. ALY FDOFHICL HEE

A4 YTFDFHIC K B
AA wFIET 74/ STHEBRNCEB LET2, FECTEHTLILIICHRETDHI L TEE
—;«O
IR B
TDERARITDAR L RTay AL vFERFERLET,

FIE
ARV RFEREERTY IV a Y B &Y
A v 71 |configureterminal Jsua—)LarzZ 4 Xal—ar
%l - T RFERmLES,

Device# configure terminal

A7y 72 |boot manual REIDORBIFIC, AA v F % FH) CELH)
15“ : T%éiaacbi‘j—o

Device (config) # boot manual

AFv 73 |end HebE EXEC B— NICEY 77,
B

Device (config) # end

AT 7 4 | show boot AN ZHER L ET,
1 - boot manual 7' m— L= Kid,
MANUAL BOOT BRIEZAES DRk E & & B
Device# show boot L/Efﬁf

RIEl, AT N B L7 BRI, A
Ay FIET—he—% = RIZRY,
T—htr—%E— RThHsDIZ & snitch:
Tu 7 MIEoTUrREShET, VAT
Lz BT 5I21E, boot
filesystem:/ffileurl 7— fhe—% a3~ R
EERHLET,
s filesytem : AT LR —RDOT7 T v
o TN A flash: ZFA L E
7

Switch: boot flash:
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| R 1z20€y b7y TREDET

122 b= E— k7 1207+ [

AU RFERETOVa Y

B8

sfileurl : "X (4L 27 hU) B&
OEENATRE/2 A A — D4R 26 E
L\i—g—o

Tr7ANLEBIOT o V7 A, K
LF LT R L ET,

ATy TH

copy running-config startup-config

1

Device# copy running-config
startup-config

EE) 274 FXal—var 7y
A VCRE R LETS

AR F—=ILE—RTODTNAADT—k

JIbr9zT7 Ry5r—CDA VA =)L
H—pavy RERFENOa~ > REFEHALTCY 7 =T Ryur—U% A4 A=l L
T 777474, a3y hTEET, TOXRITIE, V7 " o2 T RN hr—2% A0 R
r—L$ %7~ ® install add file activate commit =~ > FOFEH FEEZ R LET,

FIE

ARV RFERFTIaY

=)

ATy T

enable
51 -

Device> enable

¥itE EXEC E— RE A LET,
e NMATU—REZASNLET FEREN

=55

o

ATvT2

install add filetftp: filename [activate
commit]

1 -

Device# install add file
flash:cat9k lite iosxe.16.09.01.SPA.bin
activate commit

VTR T 2T A VA=)V Ry lr—
ZUVx—hualr—varns (FTP,
HTTP. HTTPs. TFTPZ /L C) F/3A
Zzat—L, 79y h7r—LB LT
A A=Y N=Va VOHRMET = v 7
EFATL, Y7 ho =T Rolr—V%
TIT 4T, FONRY UG
MYa— LTINS LOICLE
7

s ZDawy RiL, bin7 7 A /LOfH
BOaALR—=F 2 FaYT IRy r—
¥ & packages.conf 7 7 A /LIZHAH
LET,
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B =s57050vr—vou=

FRARDEY b7y THREOEFT |

ARV RFERETIVa Y

B8

C DAY FOETRICT A AL
) r—FLET,

ATvT3

exit
1 -

Device# exit

HEHE EXEC B— RAK T L, o—H%F—
EXEC E— RIZRY £,

BHIOTSLNRNyr—CNDER

FIE

ARV RFERFTIaY

=)

ATy T

enable
51 -

Device> enable

¥itE EXEC E— FE A LET,
e NATU—REZASNLET EREN

=55

o

ATvT2

install add filetftp: filename
fi

Device# install add file
tftp://172.16.0.1//tftpboot/folderl/
cat9k iosxe.16.06.01.SPA.bin

JE—h v —3i 326 (FIP,
HTTP, HTTPs. TFTP%#/r L C) T /34
AT 2T A A =L /8y
g—Vkhkavt—L, 7Ty b7 r—LL
A A== g VOB TF = v 7
ERITLET,

« ZDa~r KX, bin 7 7 A LOfH
Bl R—FR 2 Nt T8y r—
¥ & packages.conf 7 7 A /LZHHH
LET,

ATvT3

install activate [auto-abort-timer]

1

Device# install activate

BMOY T RT 2T £V A R—JL Ry
r—=V%T T 47k L, TANA A&
r—RKLET,

e VT NI =T DEEA VA N—IVE
FITTH5H0E. v r—Y 77
AN EIRELRNTLIEE N,

» auto-abort-timer ¥—9Y — K» YV 7
Mo =T ARXR—=DT 7T 4 Tib%
HElce — "y 7 LEd,

HLWARA—TRT 7T 4 7o
% CHMAY A ~—N M) =&
9, install commit =~ K% %
1T DRI Y A ~—DHRIYIH 7=
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| R 1z20€y b7y TREDET
N BLE—FTOT/NA RADIELE .

ARV RFERFTIVaY =)

B, A A =T ok XS
BN TLET, 70 ARY B—
RL. Lo AR—=T a0 7 k
UxT A AV TRBLET,

fi 77 4 7bEKT L, BIEDOA VA h—

NFNEDRNZFAT L TNz R—T g Z
o—Ny 7 LET,

s ZDARY NI, A A=YNRT
T 4 TSI TWO B IRIE T O 4
TEET, A A=V aIv bEh
TREDOGAIIMEH T EH A,

Device# install abort

ATy 75 |install commit Ve— R IRENTHRRT H2AE R
15“ : %?j——l/\ij—o
Device# install commit e install commit =< KT, L

ARA—=VDA VA =L EZET LE
T, HEI7HR—F XA ~—0HR
iUz 5 £ T, HEEIOY v—F
BOERITMRF SN ET,

R Fw 76 |install rollback to committed UEE) EBlcasy hLEAA—V g
i - CHEH A — Ny 7 LET,

Device# install rollback to committed

A7 717 |ingtall remove {file filesystem: filename | (EE) REMBIOET 77 1 7IKHE

inactive} DT T2T A VA=V T7 AL

Bl MR L ST,

Device# install remove inactive

Z 5w = 8 |show install summary TIT 4T RNy r— BT A E#RE

15“ : iléi_“ Lij—o

Device# show install summary s ZDawry ROMDEF, FRESNT
W5 ingall = > RIS U T4k
L\iﬁ—o

N RILE—FTOT/NA ADEE

TANA A BT DI2IE,. WL OO FERH Y £3, 121X, TFTP — =025 bin 7 7 A
N a b — L TT A AxRENT 5 515 TT, £7-1%. boot flash:<image.bin> =~ > K7,
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FNAZRDEY b7 v TEEOET |
B oroz7 x—vovn—rorrvai—iiE

boot usbflashO:<imagebin> =2~ KA LT, T4 A% 7T v a2 FZFUSB7 7 v a
MNOEEEET AL HTEET,

PLFOFENEL, Xy FE— RTTFTP 4 — "= b5, A2 &5 HiEZ R LET,

FIE

ARV KRFERRETY a3 Y BH#Y
R T w 71 |switch:BOOT=<source path of .binfile> |7 — | 5 2 —& 523w L9,
f

switch:
switch:
switch:
s tch:Ei0E=p://10.0.0.2/catk lite icee.16.09.02.SEA hin

R 5w 72 |boot TN A& fEE L E 9,
5 -

switch:boot

R 73 |show version UEE) AV A F—ALEINTNEA A—
CON—T g U ERRALET,

t/ 7 I\ ﬁ? I j? 'f ;* __'i}(Z)lj o— FS(Z);Z~{7-i}-:L'__}llggkig:
SOFAI TR VT R =T A A—VRETY B KB KD ST A ARRIET B I

DOWTEHA L £,
FI&

ARV EFERET7IVa Y B#

ATy 71 |enable KifE EXEC ©— R &2 A L £,
fi e NRT—REANLET (FHRSh

e%E) .

Device> enable

R 72 |configureterminal Jua—\) a7 4 X¥al—gy
f1 E—RFZBRBLET,
Device# configure terminal

X 7 3 | copy running-config startup-config rdoad =< R&EFHT AR, T4
1) - ADBEEREAZ— T v T a7 g
Device# copy running-config 5?:11/“‘i/31l/&lﬁ%f?1,357fo
startup-config
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| R 1z20€y b7y TREDET
Friq 2oty b7y IonEs |

avY U RFEEET7TIVa Y B
AT 7 4 |reload in [hh:Jmm [text] FRE L7208, £7-13 B L O
1 - Lz &, Y7 hy=TRY) r—
RENDEIAT TV a— L EFRELE
Device# reload in 12 3, Ue— RNiE, %24 BUMICETT

vet fiouration has b DILEIN® Y T, K257 T, Y
ystem configuration has been N .
modified. Save? [yes/nol: y o— FOBHEZHEETEET,

Z 5w 75 |reload at hh: mm[month day | day month] | U o — R % 52473 B B 2. BERTEC L 45
[text] MCHELET,

fi GE)

a ¥ —U—REFEHT IO, 734
ADVAT LTI h (Network Time
Protocol (NTP) . N— Ko =7 h L
H— FTIEFET) RESNTND
LTI T, RN, 735 ARk
EINTZZA LY —HESIEET,
U v— RWEEDT A XA TRIFHIZAT
PNDLIEINCAT Y a—) 7T 51T
X, &7 S AORHZNTP & [FI# L

Device (config) # reload at 14:00

TWHMENRHD £7°,
AT 76 |reload cancel PUANZA TV a—Y v ranfz)n—N
- Xy LET,
Device (config) # reload cancel
Z 5w 77 |show reload VRIT N, R A Y a—) v 7 Eni-
i : Ur— NZBT2EH), £72i3) e—F
MAT Y 2= T INTWLENERR
show reload
L/i—g—o

—

TINAADEY F T TDHRTEH

WDt T a TN Aty 8Ty TOEREHERLET,

Bl: 4 A F—=ILE—FTDY IO z7T—r7YvTT4RTLA
KOETIE, AVAMN—NVE—RTODV T NI 2T T —  NT v 7OEFRERLET,

switch: boot flash:packages.conf
Attempting to boot from [flash:packages.conf]
Located packages.conf
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#

validate package: SHA-1 hash:

expected 340D5091:2872A0DD:03E9068C:3FDBECAB:69786462

calculated 340D5091:2872A0DD:03E9068C:3FDBECAB: 69786462
Image parsed from conf file is cat9k-rpboot.16.09.01.SPA.pkg
FHHHERHHEHEHEHEEHHEEHEEHERHEEHEHEHEEEHE AR

Waiting for 120 seconds for other switches to boot

HEHHEHHHHEHEHEHERHEHEHE AR

Switch number is 1
Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco IOS Software [Fuji], Catalyst L3 Switch Software (CAT9K IOSXE), Version 16.9.1,
RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2017 by Cisco Systems, Inc.

Compiled Tue 30-May-17 00:36 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2017 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

FIPS: Flash Key Check : Begin
FIPS: Flash Key Check : End, Not Found, FIPS Mode Not Enabled

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html
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If you require further assistance please contact us by sending email to
export@cisco.com.

cisco C9200L-24P-4G (ARM64) processor with 518473K/3071K bytes of memory.
Processor board ID JPG221000RH

988 Virtual Ethernet interfaces

56 Gigabit Ethernet interfaces

2048K bytes of non-volatile configuration memory.

2015456K bytes of physical memory.

819200K bytes of Crash Files at crashinfo:.

1941504K bytes of Flash at flash:.

OK bytes of WebUI ODM Files at webui:.

819200K bytes of Crash Files at crashinfo-7:.

1941504K bytes of Flash at flash-7:.

Base Ethernet MAC Address : 68:2c:7b:£7:49:00
Motherboard Assembly Number : 73-18699-2
Motherboard Serial Number : JAE22090AZB
Model Revision Number : 13

Motherboard Revision Number : 05

Model Number : C9200L-24P-4G
System Serial Number : JPG221000RH

$INIT: waited 0 seconds for NVRAM to be available

Defaulting CPP : Policer rate for all classes will be set to their defaults

Press RETURN to get started!

OB T, RV RLVE—RTOY 7 b =T 77— T v OFERERLET,

switch: boot flash: cat9k lite iosxe.16.09.01.SPA.bin

Attempting to boot from [flash: cat9k lite iosxe.16.09.01.SPA.bin]

Located cat9k lite iosxe.16.09.01.SPA.bin

SHHAHAFAFHAHAHEHARRHERHAH AR AR
Warning: ignoring ROMMON var "BOOT_PARAM"

Waiting for 120 seconds for other switches to boot
R R R A R A R A A

Switch number is 3
Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco IOS Software [Fuji], Catalyst L3 Switch Software (CAT9K IOSXE), Version 16.9.1,
RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2017 by Cisco Systems, Inc.
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Compiled Tue 30-May-17 00:36 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2017 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

FIPS: Flash Key Check
FIPS: Flash Key Check

Begin
End, Not Found, FIPS Mode Not Enabled

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

cisco C9200L-24P-4G (ARM64) processor with 518473K/3071K bytes of memory.
Processor board ID JPG221000RH

988 Virtual Ethernet interfaces

56 Gigabit Ethernet interfaces

2048K bytes of non-volatile configuration memory.
2015456K bytes of physical memory.

819200K bytes of Crash Files at crashinfo:.
1941504K bytes of Flash at flash:.

OK bytes of WebUI ODM Files at webui:.

819200K bytes of Crash Files at crashinfo-7:.
1941504K bytes of Flash at flash-7:.

Base Ethernet MAC Address 68:2c:7b:£7:49:00

Motherboard Assembly Number : 73-18699-2
Motherboard Serial Number : JAE22090AZB
Model Revision Number : 13
Motherboard Revision Number : 05

Model Number : C9200L-24P-4G
System Serial Number : JPG221000RH

$INIT: waited 0 seconds for NVRAM to be available

Defaulting CPP : Policer rate for all classes will be set to their defaults

Press RETURN to get started!
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Device# install add file flash:cat9k_lite_iosxe.16.09.01.SPA.bin activate commit
install add activate commit: START Thu Aug 30 20:25:35 IST 2018

Aug 30 20:25:38.688 IST: SINSTALL-5-INSTALL START INFO: Switch 7 R0/0: install engine:
Started install one-shot
flash:cat9k lite iosxe.16.09.01.SPA.bininstall add activate commit: Adding PACKAGE

This operation requires a reload of the system. Do you want to proceed?
Please confirm you have changed boot config to flash:packages.conf [y/nly

--- Starting initial file syncing ---

[7]: Copying flash:cat9k lite iosxe.16.09.01.SPA.bin from switch 7 to switch 4

[4]: Finished copying to switch 4

Info: Finished copying flash:cat9k lite iosxe.16.09.01.SPA.bin to the selected switch (es)
Finished initial file syncing

--- Starting Add ---

Performing Add on all members
[4] Add package(s) on switch 4
[4] Finished Add on switch 4
[7] Add package(s) on switch 7
[7] Finished Add on switch 7

Checking status of Add on [4 7]

Add: Passed on [4 7]

Finished Add

install add activate commit: Activating PACKAGE

gzip: initramfs.cpio.gz: decompression OK, trailing garbage ignored
Following packages shall be activated:

/flash/cat9k lite-webui.16.09.01.SPA.pkg
/flash/cat9k_lite-srdriver.16.09.01.SPA.pkg
/flash/cat9k_lite-rpboot.16.09.01.SPA.pkg
/flash/cat9k_lite-rpbase.16.09.01.SPA.pkg

This operation requires a reload of the system. Do you want to proceed? [y/nly
--- Starting Activate ---
Performing Activate on all members

Aug 30 20:51:16.365 IST: SINSTALL-5-INSTALL AUTO ABORT_ TIMER PROGRESS: Switch 7 R0/0:
rollback timer: Install auto abort timer will expire in 7200 seconds [4] Activate
package (s) on switch 4

[4] Finished Activate on switch 4

[7] Activate package(s) on switch 7

Aug 30 20:51:17.561 IST: SINSTALL-5-INSTALL AUTO ABORT_ TIMER PROGRESS: Switch 4 R0/0:
rollback timer: Install auto abort timer will expire in 7200 seconds [7] Finished
Activate on switch 7

Checking status of Activate on [4 7]

Activate: Passed on [4 7]

Finished Activate

--- Starting Commit ---

Performing Commit on all members
[4] Commit package(s) on switch 4
[4] Finished Commit on switch 4
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[7] Commit package(s) on switch 7
[7] Finished Commit on switch 7
Checking status of Commit on [4 7]
Commit: Passed on [4 7]
Finished Commit

Install will reload the system now!
SUCCESS: install add activate commit Thu Aug 30 20:51:55 IST 2018

Y2#
Chassis 7 reloading, reason - Reload command

Aug 30 20:51:56.017 IST: $INSTALL-5-INSTALL COMPLETED INFO: Switch 7 R0/0: install engine:
Completed install one-shot PACKAGE flash:cat9k lite iosxe.16.09.01.SPA.binAug 30
20:52:03.517: $PMAN-5-EXITACTION: F0/0: pvp: Process manager is exiting: reload fp action
requested

Aug 30 20:52:07.543: $PMAN-5-EXITACTION: RO/0: pvp: Process manager is exiting: rp

processes exit with reload switch code

Aug 30 20:52:11.104: $PMAN-5-EXITACTION: CO/0: pvp: Process manager is exiting: reload

cc action requested
reboot: Restarting system

WIZ, YT hUx=T Ny —3 77 A NVET A RZIEIN L% O show install
summary 2~ RO ER L ET,

Device# show install summary
[ Switch 4 7 ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Auto abort timer: inactive

WIS, BIMLIEY 7 b0 =T Ny =77 A NET 7T 4 7L T 562 R LET,

IR T O, showingtallsummary 2> K3 Y 7 D =T Ry r—VDAT—H A
BT VT 47 THY Ay PRET ERRTLHEDOHNEITT,

W OFICIL, install commit =<2 ROETHEERLTWET,

WOHNL, BH T 0T T LRy r—U ARy r—iia— Ny 7§ 5 FiEER
LTCWET,

&Iz, install removeinactive =~ > ROl Z =~ L E£1,
Wiz, ingtall abort =~ > FOHFIlZ R LET,
&Iz, install activate auto-abort-timer =~ > RO ERLET,
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enable
B -

Device> enable

it EXEC =— RZH L ET,
e NRATU—KREANLET (FEREINEHE)

show install log
1 -

Device# show install log

TR ADRELUBEIZFATEINTZ TR TOY 7 b U =T A A F—)VEIEICET D IE#E FoR
Li—a—o

Device# show install log
[Olinstall op boot]: START Tue Aug 30 06:39:48 Universal 2018
[Olinstall op boot]: END SUCCESS Tue Aug 30 06:39:50 Universal 2018

show install summary

51

Device# show install summary

TRTO A NBUIGARZHAE2 = b (FRU) OA A=Y D=V a L ZNHICkHET 54
VAR VRBEICEET A AR R LE T,

e Za=wry ROWMIIE, FfTLzingal 2~ Rick > TRV £,

Device# show install summary
[ Switch 1 2 ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Auto abort timer: inactive

show install package filesystem: filename
i -

Device# show install package flash:cat9k lite-rpboot.16.09.01.SPA.pkg
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Device# show install package flash:cat9k_lite-rpboot.16.09.01.SPA.pkg
Package: cat9k lite-rpboot.16.09.01.SPA.pkg

Size: 34616705

Timestamp: Thu Aug 30 20:28:25 2018 UTC

Canonical path: /flash/cat9k lite-rpboot.16.09.01.SPA.pkg

Raw disk-file SHAlsum:
5e816f97bcae3e30eb8bc2f0ec8f64402cealb38

Header size: 980 bytes
Package type: 30001
Package flags: 0

Header version: 3

Package is bootable on RP when specified
by packages provisioning file.

Bl - /84 X% DHCP H—/\ & L TERE

Device# configure terminal

Device (config) # ip dhcp pool pooll
Device (dhcp-config) # network 10.10.10.0 255.255.255.0
Device (dhcp-config) # boot config-boot.text

Device (dhcp-config) # default-router 10.10.10.1

Device (dhcp-config) # option 150 10.10.10.1

Device (dhcp-config) # exit

Device (config) # tftp-server flash:config-boot.text
Device (config) # interface gigabitethernetl/0/4

Device (config-if)# no switchport

Device (config-if)# ip address 10.10.10.1 255.255.255.0
Device (config-if)# end

1 : DHCP BEIA A —L 7w T T— FDERE

Device# configure terminal

Device (config) # ip dhcp pool pooll

Device (dhcp-config) # network 10.10.10.0 255.255.255.0
Device (dhcp-config) # boot config-boot.text

Device (dhcp-config) # default-router 10.10.10.1

Device (dhcp-config) # option 150 10.10.10.1

Device (dhcp-config) # option 125 hex
0000.0009.0a05.08661.7574.6£69.6e73.7461.6c6c.5£64.686370
Device (dhcp-config) # exit

Device (config) # tftp-server flash:config-boot.text
Device (config) # tftp-server flash:image name

Device (config) # tftp-server flash:boot-config.text
Device (config) # tftp-server flash: autoinstall dhcp
Device (config) # interface gigabitethernetl/0/4

Device (config-if) # no switchport

Device (config-if)# ip address 10.10.10.1 255.255.255.0
Device (config-if)# end
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5] : DHCP Y — /W LEREEZX VA —FF 5=DD T /N4 ADETE

WIZ, VLAN99 LD LA ¥ 3SVIA v F—T oA ARFHL, ESNLTWAEAaL 7 X2
L'—33  CDHCP R—ADHIERTEE A F—T NMZT D HEOHZRLET,

Device# configure terminal

Device (config) # boot host dhcp

Device (config) # boot host retry timeout 300

Device (config) # banner config-save ~C Caution - Saving Configuration File to NVRAM May
Cause You to No longer Automatically Download Configuration Files at Reboot”C

Device (config)# wvlan 99

Device (config-vlan)# interface vlan 99

Device (config-if) # no shutdown

Device (config-if)# end

Device# show boot

BOOT path-list:

Config file: flash:/config.text

Private Config file: flash:/private-config.text
Enable Break: no

Manual Boot: no

HELPER path-list:
NVRAM/Config file

buffer size: 32768
Timeout for Config
Download: 300 seconds
Config Download
via DHCP: enabled (next boot: enabled)
Device#

Bl: VI TAA—=2D)O—FKDRTa—) 25
WIZ, BHOFH THE3052, Y7 boT 27231 A2 a— RT50%2 R £,

Device# reload at 19:30

Reload scheduled for 19:30:00 UTC Wed Jun 5 2013 (in 2 hours and 25 minutes)
Proceed with reload? [confirm]

WIZ, REKOAKZFEL T, Y7 MU =T 27 AR r— N3 56&2 R LET,
Device# reload at 02:00 jun 20

Reload scheduled for 02:00:00 UTC Thu Jun 20 2013 (in 344 hours and 53 minutes)
Proceed with reload? [confirm]
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TINA Rty b7y TOETICET 5EMER
FAEIER I=aTILAA R
TNRAA Y VT w7 a<w R Command Reference (Catalyst

) ) 9200 Series Switches)
J—bhup—% a<vw R

N R = T O E Cisco Catalyst 9200 2 ) — & A
AF NN—FT T RETA
ke

o

=, y=JL == = Al L)
TINNAREY N7 v ITEHEDEITICET S HEEEERE
KROKIT, ZOFY 2— L CHITHMIED U U — 235 L ORISR 2T LET,
L OBEEE, BTSN TVARVIRD . MASNEY U —2AUBEOTRTOY U —2T

EHCTXxET,
)1y—= HERE HEEIRER
Cisco IOS XE Fuji 16.9.2 |54 2Dk > b |[IP 7 KL ZE Y Y4 CL DHCP O HEREE %
T TRIE EDTNA Ay N T v TREEFE(TTE
\iﬁqo

Cisco Feature Navigator Z i 425 &, 77 v h 74 —ABILNY 7 b =T A A=Y DHHR—
MEH % 1% TX 9, Cisco Feature Navigator |21, http://www.cisco.com/go/cfn [FZ3E] 226 7
JEALET,
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HIER v k7 —2 T Application Visibility
and Control D% E

« A v N U —2 TO Application Visibility and Control (22T (95 ~2—2)
cHAR—FREINDAVC I TA Ry TBIORIV— T D7 +—vv b (96 X—2)
« % Application Visibility and Control D[R (97 ~X—)

« Application Visibility and Control D% E Sk (99 ~X—)

» Application Visibility and Control D& =% —1U > 7 (128 X—’)

« 5] . Application Visibility and Control D% E (128 ~<X—3)

AR N T TN =T 7 B EEE (140 —Y)

« Application Visibility and Control (Z B9 2 BINIE#HR (141 ~=—)

« H#pF > b U —27 T Application Visibility and Control OFEREIEIE (141 ~<—)

B 1 v k7 —% T Application Visibility and Control [

2T

Application Visibility and Control (AVC) X, 77U 7 —3 a3 > ~O#Ls 17 7 ) r— a3 >
DA T VT = APETIEDNWT, BB RNy FBROERN G 7 7 v FRB L OF v N
AV a—vaEREISEDLTEOOVATORY HADEELH S TY, Application Visibility
and Control (AVC) (X, v U= X—20D7T 7V r—3 2 Uik (NBAR2) =2 VUi X
DT A—T NNy NA VAR va v HINEER LT Y r—va VRS LET, AVC
. AZ U RT R AL v TFBEIOAL v TFRAE v I OFERT 7 EAR—F RICRETEE
T, NBAR2 (X, 7'm b a /LA AT T D 2 LI K- THARMIZ, £ 721% match protocol
A A ETQOS Y —m T H Z LICL o THEIC, AV X —T =2 A A LTT 7T 4
TN TEEJ, A AVC Flexible Netflow (FNF) %A > % —7 = A A BIZEEEL, A V¥ —
T2 ARZTEDITAT UM, == THVr—a oOfaHERcREEcEES, 2o
L 22— K%, Easy Performance Monitor (Easy perf-mon %7213 ezPM)  application-statistics 35
& WY application-performance 7”& 7 7 1 /L CH|H T & % application-client-server-stats ~ =
T4y VEERERETT,
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HHR—,FSNBAAVCHIVSRAITYTBEBLEUVERYS—T Y
TNDITA4—<T v k
ZIZTE, PAR—PFEINTWAAVC Y TAR T ERY —< o 7RI OV TR L E 3,

HHR—FENBAVCHISAIYTDI+—< v b

DIRAIVTDIA+—T Y b I FRT Y TOH 7R
match protocol protocol name |class-map match-any NBAR-VOICE ANhEH D
match protocol ms-lync-audio
W7
/fflﬂyf/a\bﬂi‘7 S{ VA class-map match-any NBAR-VOICE AT EHHD
match protocol ms-lync-audio
match dscp ef ﬁﬁji

HR—FENBACKR) S —DT+—<T v b

RYS—DIT+—T v b QoS AL
match protocol 7 4 WV ZIZES AR — | =7 BILORY v —

match protocol 7 4 WV ZIZES ANRY — | v — 7 BILORY v —

WDORT, AVC R U —OFMe 7 +—~ v b, BIOBNZOWTHAL T,

AVCRYS—DIT74A—<v b |AVC R S —D4l A

R—T w7 By k policy-map MARKING-IN ANB IO
class NBAR-MM CONFERENCING

set dscp afdl

N_yyyﬁuy_ policy-map POLICING-IN ADBIOHSH
class NBAR-MM CONFERENCING

police cir 600000
set dscp af4l

A=y 7 ¥y FBLUK Y |policy-map webex-policy ANE L CHIH

. class webex-class
v set dscp ef
police 5000000
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AVCRYS—DT+—< v k |AVC R >—DHpl Al

=7 4k %@U%’E%{@ﬁ > policy-map webex-policy ATTB LU
S 30 N class webex-class

FBEIUORY — set dscp af3l

police 4000000

class class-webex-category
set dscp ef

police 6000000

class class-default

set dscp <>

=
5

éggﬁgﬂfu — policy-map webex-policy )\jUiSJZ(ﬁHjjj

class webex-class
police 5000000
service-policy client-in-police-only

policy-map client-in-police-only
class webex-class

police 100000

class class-webex-category

set dscp ef

police 200000

M%Eg?ﬁﬂij Fi5§:(ﬁﬂ€lJi/“— policy-map webex-policy
class class-default

police 1500000

service policy client-up-child
policy-map client-up-child
class webex-class

police 100000

set dscp ef

class class-webex-category
police 200000

set dscp af31

A 15 Application Visibility and Control @ %[

« NBAR 5)is QoS RV ¥ —REITHBEYWHAR— F TORFATENET, R —REIL,
VLANB I QRZFDOMOFHRIEA v F—T oA AR EOEEA B —T 2 A4 ATIIHAR— &
NTWERA,

* NBAR X—ZA D QoS KV v —g L, FN— FF ¥ R/ AL NKR—hBLOSVIY 7 A
VH—T 2 AR EDIIEA L H—T =2 ATEHY R FENREHA,

¢ NBAR X—ZAD QoS R Y v —&HEIX, VA V2T 7HAR— L T 7R —F, B&
N A¥3L—7T >y RAR— FTHFR—brINLET,

*NBAR L (Tx) AA v F RAR—KT7FFA4% (SPAN) X, RICA v H—T A AT
Y R—FEREEA,
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Hig+ v k7 —% TO Application Visibility and Control D&% |
. A #% Application Visibility and Control 0 %I

o 70 F A NR—=RAFETITEER—AZADONT O R — MMIEFHCER TX 2 DX, NBAR
NR—=2AD QoS AH=ALD 122 TYT, IRO2ODBEHEDHBYAR—FEINET,

« traffic-class

* business-relevance

* 72k WDAVC QoS DilfRHFIHITGI & e & WM S E T,
=X TR T OHRPY R — N ENET,
WA L H—T A AT BT R — S vET,
T V= a VIR A T T A U TIThIS T2, QoS HFICITIEBIEN H Y £
(772U, 7a =IO/ v MiE, EMEZR QoS SVHOANIE R SNET)

* NBAR2 X— A O —FHHLHAE match protocol (£, ~—F 777 a v BIXOKRY v 77
7y ary TORFISNET, NBAR2 —BUEHEIL, Fa— A U THBERRESNLTVD
RN —TIIFFT S EE A,

o [—EF 7 v hbaj] : TRTORY I —THRK255 OFRFCERLZ 7 b2 8 EY b+
@ HW #ilfR)

« AVC [ZEHAR— b (Gig0/0) TIEHHAR— IR THERA,
¢ IPv6 /N7 POV R — FEILTWER A
¢ IPv4d =% % A  (TCP/UDP) DOLNYHR—hrINET,

*Netflow L2 — KT 77V r—ya 04— MEASNTWAEE, IPvd 2=F v X
k' (TCP/UDP) DA NYHR— bk INET,

*Web Ul : Web Ul 267 Y r—2a O EREL, 77V r—Ta D=4 —
Vo T aF7TCEET, 77— g UHlNE, CLIZ AL CORETTEET,
Web Ul TIIHAR—FENTWERA,

WebUI ECTHAREAVC O T 7 4 v 7 BEB, F23F = v 73 5120%, B CLI & fF
Fl L Cip http authentication local & ip nbar http-service 2~ R&ERETHLE N H Y £
R

*NBAR BX O ACL X 7%, Hl—AAf vF ETHIHRETHZ LIFTEEEA,

e Fu b, T =3 R—2Z2D QoS. BLUEM AVCFENF 1, T 7V
=g R—ZAENF BB AR—A L F—T =2 A LTRFFICRETHZ LIXTEER
ho T2 L. ZHRHDOAEMR AVC HEREIX, MAEICRETE T, 22X v bark
M, 77V 47— a2 X—=2Z2D QoS, BLUHHMAVCFNF (X, Fl—A o ¥—7 =1 AL
CRIFFICERE TE £ T,

s ENENBRDERF AL A—REFFO2 OOFMAVC E=F —DI A L F—T A
WCRIFRICHES R  CX E 9,

200N r—va—F (AJEh) L2o00EkO7n—La— R R— ks
hiﬁ‘o
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| &+ k7—% TO Application Visibility and Control D&%
Application Visibility and Control %€ /5 i% .

cHERElE, WELA VY 2BIOLVA Y3IR—FTORITOMERHY £, ZhHDOR—F
FR=FF RNV DO—FLTHILITTEEEA, T U7 R— b~OEHIIV R — R S
NEEA,

e RTF—< A AL T AL N—F, 50% KD CPUEHART, 1 BH7=0 500 D
Bt (CPS) ZALEECxF7,

o WEREME 24D T 7w AR — L EA8MHD T 7 & AR — kT & IZHR K 5000 DX ITA T v —
A TE E9,

« R AVC TiE, ZOEDOFIEIZY A NENTWDEED T 4 —/L Ky NOBRE[HHT
FET, TOMOMAEDLTIIMHTE EHA, BHEDFNF 72 —F=%—TiL, ftho
MABdbELHATEEST (BFR—FENTWAHFNF 7 4 —/L KDY A MIOWTIL,
['Network Management Configuration Guide] @ [Configuring Flexible NetFlow] D% 22
LCLEEWn)

*+ CiscoIOS XE 16.12.1 U U — AL, HL\»7r—La2—FK (DNS 7ue—La—FK) 2B
MENFEL, DNS 7a—La—RE5sZ 7 b a— R TEY, DNS KAA 4
T 4=V EREENTVET, DNSEHEDO 7 4 — /L FOREZEEBELET, ZOLa— R
Z. BAET7 4= L RELTDA LB —T A AT 4 —)L KRR, T_ITDA X —
Tz A AMBOERNFEC L a— RIcER S ET,

c HH#ELAVC b T 7 4 w7 DAL, Hhl, A X —T7 A A, 71 bz (IPvéle) T &
245D AVC 70 —F=H—N AT A THR—FENET,

Application Visibility and Control D% 5 5%

F#R 4 v k7 —2% T Application Visibility and Control D% E
F k7R — b C Application Visibility and Control Z % E7 521X, RO FIEEZEITLET,
AIREDHRTE
s AU H—T A A AT 4F=b— 3 F— FTipnbar protocol-discovery =< K

AEHLTA I =T 24 A LT r hail 2 AT 52 L T, NBAR2 2P
ETUO0T4TLET, A F—T oA ZATOT I r—3 g UREoANME] o' s
arEZRLTIEIN,

HIERTE - WOFNEIHEHS T, TV r—2 3 VIZESNVT QoS R v—aRELET,

1. AVC QoS RV v —DfEik, [AVC QoS KU —DERk) Ot s v a 2R LTS
v,

2. AU H—=TxAA~DAVC QoS RV v —DiH, TAA v FR—E~DQoSAHY T —D
WH Ovrva 2R LTI,

7T r—3 32 R—XD Flexible Netflow DEEFE
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Hig+ v k7 —% TO Application Visibility and Control D&% |
B sz 1xcorrvr—varamoanit

e 70— lFH— T 4=V FBIOHEF— T 4=V FEEELT, 7r— La—FEEKL
\i‘g_(]

e TJu— T AR—EEFHR LT T7r— La—Rixxz 7 AR—FLFET,
e7n— La— BN T7o— 2 AR—F|ZHESINT, 7a— =X —ZERLET,
e AV H—T 2 A AT O— =X — 5 e L ET,
a hait, T —1ary R—=ZAD QoS BIL T Y F— a3 X— XD FNF 3,
TARTMAL LTZSRE T, M TRET D220, FRIERUCA V¥ —7 = A A TRIBHIRIE
THZELTEET,
A2B—DTIAARTHDT7TVr—23 VEHBOEIE
AH =T 2 A RALETT IV r—a Uiliie A 2—7 2T DIiE, ROFIEEZFITLE

o
FIE
ARV KRFERRETI a3 Y B
AT w 71 | configureterminal Ja—N)ary7 4 FXal—g v
i - T FEHHLET,
Device# configure terminal
R w 72 |interfaceinterface-id ' barEtEcE A =TT B A
i - B —T A AEREL, A F—T=A
2 arv74¥al—ay ET— K5
Device (config) # interface ﬁéIJﬁijfo
gigabitethernet 1/0/1
25w 73 |ip nbar protocol-discovery NBAR2 = Vv &7 77 4 7fbd 52
il - LT AVE—T oA ATT TV r—
Va Uik E AN LET,
Device (config-if) # ip nbar
protocol-discovery
ATy 74 |end kikE EXEC E— RIZRY £,
1 -
Device (config-if)# end
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| &+ k7—% TO Application Visibility and Control D&%
ave aos %y o —aes I}

AVC QoS 7R) L —MDIERK
AVC QoS R Y ¥ —ZAERT H12id, IRO—RARFIEEZFITLET,
1. match protocol 7 4 VX TV T A < v T ZAEK L ET,
2. RV —~o T aFlLET,
3 A =T A RIR) v— vy TZ2EMLET,

DSRA Ty TDER

match protocol 7 VX ZFRET DRI, 7 FA vy TEAERT DMENRHV £T, v—F
TRRV TR EDQS T/ varvE 77 4y 7 IZi#fTEE9, AVC ® match protocol
T4 NZIFE ART 7B AR - MIEAENET, YAR—- STV e b L OFEIIIZ O
WU, http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/qos_nbar/prot_lib/config_library/
nbar-prot-pack-library.html ZZ M L T 720,

Fl&E

ARV RFERIETY Va3 B#Y

Z 5w 71 [terminal Ja—nR_) a7 4 F¥al—T g
Bl T— FEBHLET,
Device# configure terminal

R T 72 |classmap class-map-name U T A~y TERERLET,
i) :
Device (config) # class-map webex-class

25 7 3 | match protocol application-name FIY e a vk b O E R LE
{5l EE

Device (config) # class-map webex-class
Device (config-cmap) # match protocol
webex-media

ATw 74 |end it EXEC &=— RIZEY £4, £7=.
i - CultZ ¥—%LTH, Fm—rUL 2
V74 Fal—Ya L B—RERKRTT

Device (config) # end

TET
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B co—~vionm

RYS— <y TOER

FIE

B4 v k7 —7%2 TO Application Visibility and Control D% TE I

ARV RFERFTIaY

=)

ATy T

configureterminal

1

Device# configure terminal

Jua—)L a7 4 Xal— gy
T—FzfmL£7,

ATy T2

policy-map policy-map-name
fi

Device (config) # policy-map webex-policy]|

RV —=~THu NTTHZEIZE-
TRV — o7 EERL, R —
~v 7 a7 4 F¥al—arE—RK
ZRBLET,

F7 )N T, RY— = v FIIE
EINTWEHE A,

RV o=~y T DT 7/ FOFHET
i, Xy R IP NT y N OEEIX
DSCP 73012, /"7y FINZ TFE DY
AL CoS M OITHRESNET, AU &
YR ETENEEA,

G¥)
BEFORY vr—~ v 7 allRd 51203,
no policy-map policy-map-name 77" 2 —
NarzZ4Xal—yaravy R
HEHLET,

ATvT3

class [class-map-name | class-default]

1 -

Device (config-pmap) # class webex-class

N7 4w OFEELRL, R v—
v T ITTA AT 4 Fal— gy
T—F&BBLES,

T74NETIEH, R — vy 7BX
V7 7 A<y FTERSNH TV EE A,

9 ClZ classmap 7 o — 3L 37 o
Fal—varyavr REFEHLTH
FI74 I TANERSNTNDHE
I3, D=~ RTcassmap-namell %
DA ZIRE L X3,

class-default k7 7 ¢ v 7 7 7 AILEF
AT, EORY —IZbBMTE £
T ZONT T4 v T 7 TRIE, WIZ
RN ==y TORBICRESNET,
152K > match any 73 class-default 7 & A
CEENTWDHE, DT 74 v

. Cisco 10S XE Bengaluru 17.5.x (Catalyst9200 X 1 v F) YR TLEEBI I XalL—2 3> A4 F



| &+ k7—% TO Application Visibility and Control D&%

24 v F ti—b~n s Ky o—niEm [

AU RFERETOVa Y

B8

VA S QU VAV A N & A
class-default & —% L £,

GE)

BEfF D7 7 A~ v T HHIBRT 51T,
no classclass-map-name R U v —< v 7
a7 4 FXal—ary avy Rafl
ALET,

AT 7 4 | police rate-bps burst-byte SN T 7 4 v JICR Y — % ERE
15“ : L\i‘a_o
F7 T, R —TEREINT
Device (config-pmap-c)# police 100000
80000 WEE A
sratebps(ZiX, FHI T T4 v
L—hZEy MNP (bps) THIEL
F9, FRETE SHPHIE 8000 ~
10000000000 ¢4
s burst-byte (213, FEAEN— R | o
R A METHRELET, Az
FiZ. 1000 ~ 512000000 T3,
AT 75 |set {dscp new-dscp | cos cos-value} N7y MCHTLWMEZRET 5 Z LT
i - oW IP AT T a7 &L ETS
« dscp new-dscp (Z1%, S 7 b
Device (config-pmap-c)# set dscp 45 ST 49 K%’J ke 6%}? Lun
DSCPfiz A LET, FEETE D
#PHIZ 0~ 63 T,
RTwv 76 |end HitE EXEC B— NIZREY £4, £7=,
i - Curl+Z ¥ —%#LTH, Fr—rL 2

Device (config) # end

V74X al—i g EF— REKTT
%ij‘o

ALY F R—bAD QS KR >—DiEA

FIE

ARV RFERFTIaY

B8

ATy T

configureterminal

1 -

Ja—) a7 4 F¥al— gy
E— FEBBLET,
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B 565 Ave Flexible Netflow 0z

B4 v k7 —7%2 TO Application Visibility and Control D% TE I

ARV RFERETIVa Y

B8

Device# configure terminal

ATy T2

interface interface-id

1

Device (config) # interface
Gigabitethernet 1/0/1

Ao HF—T a2 AT 4 Fal—3
v E—RERHBLET,

ATvT3

service-policy input policymapname

1

Device (config-if) # service-policy input]
MARKING IN

AP =Tz AR =TV KR ¥—
ZEHLET,

ATvT4

end

1

Device (config) # end

FiHE EXEC E— RIZEDY £9, F7=,
Ctrl+Z ¥—%FLCTH, Fu—rL o
V74X al—vary ET—FREKTT
xFET,

E#3 AVC Flexible Netflow ?

J0— La— FOERK

SJLres

ax AE

H# AVCENF 1Z, feskoMfm7a—Lra—Re 7o —Lra—k (A EHA) @2
FEOERFA7a—La— e R—MLET, A4 DR EHRFEH7u—L a—FK
QoM FH7r—La—KE 2ok 7rn—1La—K) ZREL, 7r—F=F—|Z
BIEfTIT A Z ENMTEET, ROV F ML a—RFx7 7472 MP—_"—=TT7Y r— 9
VEHE#R L 2 — R THY, L FmaEL a— RIZAHTIOT7T 7V r—3v a URGEHERT

‘/Jﬂo

WhHA7e—La— R

Zu—La—R1: WHm7e—Lra—R

FIE

ARV RFERRTI Y

E:)

ATy I

configureterminal

1 -

Device# configure terminal

Jua—)L a7 4 Xal—g v
E—RFZRBLET,

ATy T2

flow record flow_record name

&1

Device (config) # flow record fr-wdavc-1

Jo—la—RFary7 4FXal—v3
v E—RNERBLET,
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| &#+v k7—% TO Application Visibility and Control ® %

7O—La—Fk1: WAE7A—La—F .

ARV FFEREETIVa Yy

E:)

ATvT3

description description

1 -

Device (config-flow-record) #
description fr-wdavc-1

(EE) 7r— L a— FOFAZERK
L/jz‘jﬁo

ATv74

match ipv4 version

&1

Device (config-flow-record) # match ipv4
version

IPvA~y Z—NEDIPR—T g 2D
—HEEELET,

ATvTh

match ipv4 protocol

&1

DEvice (config-flow-record) # match ipv4
protocol

IPvd 7o hato—HEEELE
ﬂqo

ATvT6

match application name

&1

Device (config-flow-record) # match
application name

TV r—varhED—BEREL
7,

GX)

Z OEEIX, AVC YR — h Tl
T, 7a—n7F U r— g b—
BT 252 ENARRIC/AR DT TY,

ATy T1

match connection client ipv4 address

1 -

Device (config-flow-record) # match
connection client ipv4 address

754 T (Fr—A( = —&)
DIPVA T RL A& D—FEIEELE
7,

ATvT8

match connection server ipv4 address

1 -

Device (config-flow-record) # match
connection server ipv4 address

P—R— (Ta— L ARHZ) DOIPv4
T RLRAED—HAEEELET,

ATvT9

match connection server transport port

1 -

Device (config-flow-record) # match
connection server transport port

P=N=D T AR=F R = L&D
—HERELET,

ATy 710

match flow observation point

1 :

Device (config-flow-record) # match flow
observation point

Ta—@HA Y v 7 OBFIAA > b
ID EDO—EEHRELET,

ATy TN

collect flow direction

1 -

D FNET collect connection initiator
a2 RO initiator —7 — K CIRE
ENHMHE T a—0REET S (o«
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. ZO0—La—F1: ®WAEZ7A—La—F

ARy kJ—

4 T® Application Visibility and Control 0%

ARV FFEREETIVa Yy

S

Device (config-flow-record) # collect
flow direction

=V — A FEFRIFLARSE) O
(ADERFH) ZNETBE LI

5 E L x4, initiator ¥—V— F TR
FESHDMEIZIE U T, flow direction

X—U— RIROEE LV 4,
c0x0l= A7 —
cx02=HH7ua—

initiator ¥ —Y — N3 = =—X(Z
RESNTWDYAE, 7a—0Kmik
Tu—nDA =V =2 AN bIEESh
F£9, initiator ¥ — U — RN L AR Z
ICRESNTWAEES., 7r—0 KM
7 —D L ARSI ESN
F9, A AVC TlL, initiator ¥—
U — RIEICASf == — X IR ESH
TWET,

ATvT12

collect connection initiator

1 -

Device (config-flow-record) # collect
connection initiator

collect flow direction =~ > K CHE &
Nic7a—oOHRICEEST 27 —0
fl (f=vo—HFERTVARH)
ZINET H L OITHRE L 7, initiator
F—U— L, 7uo—oFnicET 5
WOIEHRZ UL 7,

e 0x0l=Af =T —X& : 70—D%k
ErdEfof =3 =—X 1

A AVC TiZ. initiator ¥ —7 — FiZ
WA 2V T — IR EINTWE
7,

ATy 713

collect connection new-connections

1 :

Device (config-flow-record) # collect
connection new-connections

B S TR PR DR INEE T 5 K
WZHRELET,

ATy 714

collect connection client counter packets
long

&1

Device (config-flow-record) # collect
connection client counter packets long

IIAT U MBREE LNy MR
INET S X HICHRELET,

. Cisco 10S XE Bengaluru 17.5.x (Catalyst9200 X 1 v F) YR TLEEBI I XalL—2 3> A4 F



| &#+v k7—% TO Application Visibility and Control ® %

JAo—La—Fk2: WAFEM7A—La—F .

ARV FFEREETIVa Yy

E:)

ATy T15

collect connection client counter bytes
network long

1 :

Device (config-flow-record)# collect
connection client counter bytes
network long

7 TAT 2 RDEE LTS MG
RHEUET D Lo IHREL £,

ATy 716

collect connection server counter packets
long

51

Device (config-flow-record) # collect
connection server counter packets long

P R—NEE LT M AR IR
THEIICHEELET,

ATv I

collect connection server counter bytes
network long

1 -

Device (config-flow-record) # collect
connection server counter bytes
network long

PR BSREAE LTS MO B
W5 & 5 IHE LET,

ATv 718

collect timestamp absolute first
£ -

Device (config-flow-record) # collect
timestamp absolute first

WDy MR T v — TR I
& & O Z U BEALTINET D X
IITHE LET,

ATv 719

collect timestamp absolute last
i -

Device (config-flow-record) # collect
timestamp absolute last

BHTDORT y R T v — TR I
& E O Z I U AL TINET D X
INTHELET,

ATvT20

end

1 :

Device (config) # end

¥i#E EXEC E— RICREY £7, Fiz,
CurH+Z¥—%#fL T, Fm— UL o
Y74 X2l —varET—RERKTT
xFET,

ATy IT2A

show flow record

51

Device# show flow record

FTRCH7a— L a— KRBT EH
BFRLET,

Ja—lLa—K2: WEm7a—Lra—R
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. JOo—La—F2: WAEZ7AO—La—F

FIE

B4 v k7 —7%2 TO Application Visibility and Control D% TE

AU RFEEETO 3y

B8

ATy T

configure terminal

1 -

Device# configure terminal

Ja—nRN) a7 4 F¥al— g
E— FEBBLET,

ATv T2

flow record flow_record name

1 -

Device (config) # flow record fr-wdavc-1

Jo—la—Rary74¥Xal—i 3
v E— RERBLET,

ATvT3

description description

151

Device (config-flow-record) #
description fr-wdavc-1

(EE) 7r— L a— RO 2 1ER
LET,

ATv74

match ipv4 version

1 -

Device (config-flow-record) # match ipv4
version

IPvd -~y X —NEDIP A=V a D
—HERELET,

ATvTh

match ipv4 protocol

1 -

Device (config-flow-record) # match ipv4
protocol

IPvd 7o haLto—HEEELE
T,

ATvT6

match application name

1 -

Device (config-flow-record) # match
application name

TV r—varbED—HEREEL
E3

GE)

Z OEEIZ. AVC YR — F CTIINZE
TY, 7R—MRNT7 TV r—raré—
BT 5 ENRREIC/R D120 TT,

ATy T17

match connection client ipv4 address

&1

Device (config-flow-record) # match
connection client ipv4 address

94T (Za—Af =y xm—H)
DIPvd 7 FLREDO—H&EFELE
j—O

ATvT8

match connection client transport port

51

Device (config-flow-record) # match
connection client transport port

EE) 7e—La— ROx—7 1 —
NVRELT, 727472 FOFERR—
FED—EERELET,

ATvT9

match connection server ipv4 address

&1

P—RN— (Ta— L ARH) DIPv4
T RL AL D—HEHELET,
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| &+ k7—% TO Application Visibility and Control D&%

JAo—La—Fk2: WAFEM7A—La—F .

ARV FFEREETIVa Yy

E:)

Device (config-flow-record) # match
connection server ipv4 address

ATy 710

match connection server transport port

51

Device (config-flow-record) # match
connection server transport port

Y—=N=Dr T AR—=hHF=-F LD
—EERELET,

ATvIN

match flow observation point

51

Device (config-flow-record) # match flow
observation point

Tu—@HA MY Y7 OBAA b
ID L D—BZEHELET,

ATvT12

collect flow direction
&1

Device (config-flow-record) # collect
flow direction

R DOFNET collect connection initiator
a2 RO initiator +—7 — R TIRE
B RITE 7 v —OBES A (o
=V —HERIFIVARCE) DN
(ANELEFHS) 2ETH LI
e LE4, initiator ¥ —7— KT
ESNDEIZIE U T, flowdirection
F—U— NIROMEZ &V £,

< 0x01= A/)7m—

e 0x02=MH 17 ma—

initiator ¥ —U — R = = —#F|Z
REINTVDEE, 7u—0kmix
Ta—DA =vE—HANLIEEEIN
F 9, initiator ¥ — 7 — RN L AR H
ICRESNTWDEE, 7e—0JjH
X7 v —D L AR AN LIRE SN
£, A# AVC TIL. initiator F—
U— RIEICA == —FITRES N
TWET,

ATv 713

collect connection initiator

1 -

Device (config-flow-record) # collect
connection initiator

collect flow direction ==~ > K CHRE &
nl-7va—ohcEET 5 7 e —0
fl (f == —FFEIIIVARH)
ZIWET D L O IHEE L E T, initiator
XF—U—FiE, 7e—D KBTS
ROERETBEL T,

e 0x0l=Af = —HF : Ju—DE
BT A =3 = — X TF
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. JOo—La—F2: WAEZ7AO—La—F

ARy kJ—

% T Application Visibility and Control D3 |

ARV FFEREETIVa Yy

S

A AVC T, initiator ¥—7 — K%
WA =V = H|THRESNTWE
j—o

ATV 714

collect connection new-connections

1 :

Device (config-flow-record) # collect
connection new-connections

B S TR PR DR 2 INEE T 5 K
INTHE LET,

ATy T15

collect connection client counter packets
long

1 :

Device (config-flow-record) # collect
connection client counter packets long

TIAT MR EE LNy NME
INET DX HICHRELET,

ATv 716

collect connection client counter bytes
network long

1 -

Device (config-flow-record) # collect
connection client counter bytes
network long

7 74T RBEE LA MG
RHENEET D KO IHREL £,

ATv I

collect connection server counter packets
long
1 -

Device (config-flow-record) # collect
connection server counter packets long

PN INREE LTy MR I
TLHEOTHELET,

ATy 718

collect connection server counter bytes
network long

1 -

Device (config-flow-record) # collect
connection server counter bytes
network long

PN RREE LT MO AR
RS 5 Lo IR ELE T,

ATv 719

collect timestamp absolute first
£

Device (config-flow-record) # collect
timestamp absolute first

WDy N7 v — TR I
L EORHZ Y BEALTIET S &
ITHELET,

ATy T2

collect timestamp absolute last
i

Device (config-flow-record) # collect
timestamp absolute last

BHONry N T e — TR INT-
L X O AE I U AL CINEET S &
ITHELET,
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| &#+v k7—% TO Application Visibility and Control ® %
AEEIO—La—F .

aAv U RFERET7TIVaY B#)
ATFv721 |end ¥EHE EXEC E— RIZRY £9, 7=,
i - CulZF—%MLTH, Fr—rL o
Device (config) # end A ﬁFl b—va st F%%@TT
TET,
25w 722 |show flow record FTRTOT7r— L a— RT3 EHR
1 - AR LET,
Device# show flow record
HEre—1r a—§R
Zu—Lba—R3: Futkve—ra—K: A7
FE
AU RFEREETIVa Y By
ATFvT1 configureterminal Jua—N)arJ7 4 Xal—igy
1 - T REBIHLET,
Device# configure terminal
5w 72 |flowrecord flow_record_name Ju—lLa—RFary7 4 Xal—3
1 V= REBBLET,
Device (config) # flow record fr-wdavc-3
AT w3 |description description ({F8) 7u— L a— RO 1ERK
51 LET.

Device (config-flow-record) #
description flow-record-1

AT 74 |matchipv4version IPv4d~y X —NHEDIP A=V 3 &ED
Bl —~HEIRELET,
Device (config-flow-record) # match ipv4
version

AFw 75 |matchipv4 protocol IPv4d v h oL b D—HEtRE L E
11 EE
Device (config-flow-record) # match ipv4
protocol

25w 76 |matchipv4 sourceaddress IPvd %(ET7 KL R L 00 —$ k% —
Bl 74— RELTHRELET.

Device (config-flow-record) # match ipv4
source address
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. ZO0—La—Fk3: AAKIA—La—F:

B4 v k7 —7%2 TO Application Visibility and Control D% TE

AR

ARV FFEREETIVa Yy

S

ATy IT17

match ipv4 destination address

1 -

Device (config-flow-record) # match ipv4
destination address

IPv4 3657 RL R & D—E % ¥ —
T4—VRELTHEELET,

ATvT8

match transport source-port

1 -

Device (config-flow-record) # match
transport source-port

T U AR— FREILR— b ED—F
R —T7 44— L RELTHELET,

ATvT9

match transport destination-port

1 -

Device (config-flow-record) # match
transport destination-port

rZ U AR— MEdeR— b EDO—F %
F—T7 4 —/LRELTHRELET,

ATy 710

match interfaceinput

51

Device (config-flow-record) # match
interface input

ANIAVHE—T oA AL D—FKEF—
TJ4—VRKELTHELET,

ATvIN

match application name

51

Device (config-flow-record) # match
application name

TV —varblDO—BEREL
e

GE)

Z OFEIL, AVC VAR — b TITE
T3, ZJu—MmrF U r—v g t—
BT 22 EMHRRIC R D120 T,

ATvT12

collect interface output

&1

Device (config-flow-record) # collect
interface output

Ta—MhbH A E—T oA A&
EBTHEIICHEELET,

ATy 713

collect counter byteslong

1 -

Device (config-flow-record)# collect
counter bytes long

T =D MEEIET S X912
EL&‘@AO

ATV 714

collect counter packetslong

1 -

Device (config-flow-record) # collect
counter packets long

Ta—ONr sy NMEEIET S L)
BELET,
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| &#+v k7—% TO Application Visibility and Control ® %
Jo—La—rk4: magza—La—r:whn

ARV RFEEIETIa Y B
R w715 |collect timestamp absolutefirst BHID s W37 v — TR Sh -
%l - L E ORI A I U ML TINET S &

L
Device (config-flow-record) # collect ? h_*aﬂil/§57fo
timestamp absolute first

R w716 |collect timestamp absolute last EHONRFy "R T — RSN
i - & ORMZ I Y BHEA TR 5 &

AlziewE L
Device (config-flow-record) # collect o4 *EKE EE?fo
timestamp absolute last

AT v 711 |end ¥kE EXEC E— RNIZEY £9, F7-.
Bl - Crl+ZF—ZMLTH, Fm—rL =
Device (config) # end v 7 A ﬂF:L b—va st F%%@TVC
TET,
A7 718 |show flow record FTRTO7a— L a— RIZET51EH#
15'] : 7’8%—%% Li‘a‘o
Device# show flow record
7a—Lba—RK4: FEErve—Lra—FK B
FliE
ARV EEREET7IVa Y By
ATFvI1 configureterminal Jua—nN\) a4 Xalb— g
ﬂm . qf“‘]:%fgﬁﬁél/§E7fo
Device# configure terminal
T v F2 |flowrecord flow_record_name Jrn—lba—Rary7 4 FXal—3
i - v EB— FERIHLET,
Device (config) # flow record fr-wdavc-4
R w 73 |description description UEE) 7ua— L a— FOHBHEERK
1 - LETS

Device (config-flow-record) #
description flow-record-1

RTw 74 |matchipv4version [PV~ X —=DHDIP A=V g D
Bl —EEIRELET,
Device (config-flow-record) # match ipv4
version
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B4 v k7 —7%2 TO Application Visibility and Control D% TE

. JA—La—Fka4: FAKIR—La—F: HA

ARV FFEREETIVa Yy

S

ATy TH

match ipv4 protocol

1 -

Device (config-flow-record) # match ipv4
protocol

IPvd 7o haLto—HEEELE
kR

ATvT6

match ipv4 source address

1 -

Device (config-flow-record) # match ipv4
source address

IPv4 EETTT RL AL D—F % F—
T4 RELTHELET,

ATy T17

match ipv4 destination address

1 -

Device (config-flow-record) # match ipv4
destination address

IPv4 585CT7 RL AL D—EE F—
T4—RKELTHELET,

ATvT8

match transport source-port

51

Device (config-flow-record) # match
transport source-port

T U AR— FREILFR— b ED—F
R —T7 44— /L RELTHELET,

ATvT9

match transport destination-port

51

Device (config-flow-record) # match
transport destination-port

hZ U AR— MR — b EDO—F %
F—T7 =L RELTHELET,

ATv 710

match interface output

51

Device (config-flow-record) # match
interface output

MO =T 2 A 2L D—H%F—
TA4— FELTHRELET,

ATvINn

match application name

51

Device (config-flow-record) # match
application name

TV r—varbED—HEREL
E

GE)

Z OBAEIL, AVC YR — b T
TY, Zu—RB7 7Y r—vark—
D LIRS0 TT,

AT T12

collect interface input

1 -

Device (config-flow-record) # collect
interface input

Ta=PNOANNA =T = A A%
£ DL ELET,

ATy 713

collect counter byteslong

1 -

Ta—0NA MEEIET D L DI
/\’:._E‘Li‘aAO
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| &#+v k7—% TO Application Visibility and Control ® %
ons 7o—La—k |

ARV FFEREETIVa Yy E]:g]
Device (config-flow-record) # collect
counter bytes long

X 714 |collect counter packetslong Ta—0Rry MEEIET S L DI
{;“ : ?E‘Hﬂgbjﬁ—a«o

Device (config-flow-record) # collect
counter packets long

R 5w 715 |collect timestamp absolute first WDy R T7 1 — THER ST
%l - L E O A I U MBI CINET 5 X

> - =
Device (config-flow-record) # collect g L_*EEEL/jijro
timestamp absolute first

R T v 716 |collect timestamp absolute last BH Oy NN T a—THER Sz
- L E ORI A I U MBI CTINET 2 X

R
Device (config-flow-record) # collect 7 L_*Eﬂil/jz7r°
timestamp absolute last

RAFw 717 |end FiHE EXEC B— RIZRY £9°, £/,
i - Ctr+Z ¥—%MLCTH, Fu—rL
. . V74X 2l —varET—REKTT
Device (config) # end
TET,
Z 5w 718 |show flow record FTRTO7r— L a— T 51
15“ : %i%i_“ Liﬁ‘o
Device# show flow record
DNS7o—1L a— R
7ue—lLa—KS5:DNS7e—La—FK
Flg
ATV REEETIa Y B
ATFwvT1 configure terminal JTa— )L ary7 4 Xal—a
Bl T REMBLET,
Device# configure terminal
RFw 72 |flowrecord flow_record name Ja—lLa—Rary74FX¥zl—3
B - v RERG LT
Device (config) # flow record fr-wdavc-5
RFw 73 |description description (E=E) 7u— L a— NOH &2 1ER
15'] : L/i—é—o
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B o-—a-rs:onson—La—k

B4 v k7 —7%2 TO Application Visibility and Control D% TE

ARV FFEREETIVa Yy

S

Device (config-flow-record) #
description flow-record-5

ATV

match ipv4 version

B -

Device (config-flow-record) # match ipv4
version

IPvA~y X —=NEDIP A=V a2 D
—HERELET,

ATvT5

match ipv4 protocol

1

Device (config-flow-record) # match ipv4
protocol

IPvda 7o halto—HEEELE
—640

ATvT6

match application name

1 :

Device (config-flow-record) # match
application name

TIVr—vark O EEREL
i‘a‘o

GE)

ZOEAEIT, AVC YR — b TIRZ
T, 7u—Nn7 7V r—varb—
T2 EMARRICR DT TT,

ATy T1

match connection client ipv4 address

1 -

Device (config-flow-record) # match
connection client ipv4 address

2547 (Tue—(=ixz—H)
DIPvd 7 RLREDO—FKEfEELE
KR

ATvT8

match connection client transport port

1 -

Device (config-flow-record) # match
connection client transport port

Zr—lLa—RD¥F—74—/L KL L
T, 72947 OB AR— KL D—
BERELET,

ATvT9

match connection server ipv4 address

1 -

Device (config-flow-record) # match
connection server ipv4 address

HF—R— (Zr— L RARH) OIPv4
T RLAED—HEEELET,

ATy 710

match connection server transport port

1 -

Device (config-flow-record) # match
connection server transport port

P=N=D T AR=F R = L&D
—EERELET,

ATvIN

collect flow direction

51

Device (config-flow-record) # collect
flow direction

DO TFNET collect connection initiator
a2 RO initiator +—7 — R THRE
ENDMIE T v —ORHET 5[ (A
=V EII VAR UA) OFN
(ADERIFHT) ZIETDH LI
feE L ¥, initiator ¥—Y— KT
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| &+ k7—% TO Application Visibility and Control D&%

so—La—ks5:oNs 7o—La—F

ARV FFEREETIVa Yy

E:)

EINAEIZG T T, flow direction
F—U— RIRDfEE &V F9,

«0x01= A )7 —

cO0x02=H7a—

initiator ¥ —Y — N3 = =—X(Z
RESNTWDYAE, 7a—0kmik
Tu—nDA =y z—ZlINbIREESh
%9, initiator ¥ — 7 — RN L AR F
ICRESNTWAEES. 7r—0KH
T7a—D L AR SIRES N
£4, A8 AVC T, initiator ¥—
U — RIIEIIA =V ==X IZTRES N
TWET,

ATvT12

collect timestamp absolute first

1 -

Device (config-flow-record) # collect
timestamp absolute first

BRIy R T a—THER SN
L EORAE I U MHALTINET S &
INZHRTELET,

ATy 713

collect timestamp absolute last
151 -

Device (config-flow-record) # collect
timestamp absolute last

BHORry "R 7 e — TR INT-
L EOR A I U ML TINET S &
INZHRTELET,

ATy 714

collect connection initiator

1 -

Device (config-flow-record) # collect
connection initiator

collect flow direction =~ > K CHE &
niz7a—ohrcEET 2 7e—0
fl (== FEE VAR H)
ZINET D L O ITFRE L 7, initiator
F—U— R, 7o—imicET5
WONEHRZ UL £ 7,

c0x0l=A=vx—H : Ja—DikE
EridEmof = =—F%TT

Hi AVC Ti. initiator ¥ —7 — FiZ
WA =V T —H IR EINTWE
7,

ATvT15

collect connection new-connections

1 :

Device (config-flow-record) # collect
connection new-connections

B S TR B AR DR 2 INEE T 5 K
IITHELET,
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B oo zoxk—sonm

gy kD

— 4% T Application Visibility and Control D% %E

ARV FFEREETIVa Yy

S

ATv 716

collect connection server counter packets
long

1 :

Device (config-flow-record) # collect
connection server counter packets long

P R—=NE[E LI MR IEE
THEOICHEELET,

ATV T

collect connection client counter packets
long

1 -

Device (config-flow-record) # collect
connection client counter packets long

IIAT U MREE LTy N
INET S X HICHRELET,

ATv 718

collect connection server counter bytes
network long

51

Device (config-flow-record) # collect
connection server counter bytes
network long

P NS LI MO
A5 &5 IR LET

ATy 719

collect connection client counter bytes
network long

1 -

Device (config-flow-record) # collect
connection client counter bytes
network long

7 74T 2 RDEE LTS MOE
RHENUET D KO IHREL £,

ATy T2

collect application dns domain-name

&1

Device (config-flow-record) # collect
application dns domain-name

DNS KA A 4% DNS 7o —L a—
ROWEZ 1 — K& LTHERT S &
INZHRELFET,

ATy

end

1 -

Device (config) # end

FEHE EXEC E— NIZR Y £, 72,
CttHZ F—%MLTH, Fr—L o
V74X a2l —varE—REKTT
xET,

JO0— I AR—ZDER

Tu— T AR—ZEERTDHE, 78— T AR— K RTA—FEERTXFET,
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| &#+v k7—% TO Application Visibility and Control ® %

FIE

so—zo2t—anksn [

AR NFERERTOVa Y

=)

ATy T

configureterminal

1

Device# configure terminal

Ja—nR) a7 4 F¥al— gy
T FEBIBLET,

ATv T2

flow exporter flow_exporter_name

1

Device (config) # flow exporter
flow-exporter-1

TH— TV AR—HF AT fF a2 lb—
vary ®—REBMBLET,

ATvT3

description description

1 -

Device (config-flow-exporter) #
description flow-exporter-1

fEE) 7u— =7 ZAR—FZDFHHA%E
ER L E9,

ATvT4

destination { hostname | ipv4-address
| ipv6-address }
fi

Device (config-flow-exporter) #
destination 10.10.1.1

T AR—ZTT— X &iRE5T D50k
AT ELDKRA ML, IPvd £721X IPv6 7
KL AZRBELET,

ATy Th

option application-table [ timeout
seconds ]
{5

Device (config-flow-exporter)# option
application-table timeout 500

(fEE) 7u— 7 ZAR—=FZDT S
r—3ay TF—TADF T a
ELET, timeout 47> = v &4
5HE, Ta—x g AR—Z OFEERH
ERPHNL THRETE £9, A7
1 ~ 86400 FVC9°,

ATvT6

end

1

Device (config) # end

¥EHE EXEC E— RIZERY £9°, 7=,
CtrH+Z ¥ —%2#LTH, /' m—s3L o
V74X al—var F—FEKTT
xFET,

ATy T17

show flow exporter

1 -

Device# show flow exporter

TRTOT7r— T AR—XIZHT 2
THMEFRLET,

ATvT8

show flow exporter statistics

1

Device# show flow exporter statistics

7 wu— T AR—Z OfEHER & TR
Li‘a—‘o
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. JO0— E=4—0ERK

20— =4 —DER

B4 v k7 —7%2 TO Application Visibility and Control D% TE

Ta— =X —%ER LT, 7ue— La— RNIBEEMTLZENRTEET,

FIE

ARV RFERRETO Y

E:)

ATy 1

configureterminal

1 -

Device# configure terminal

Jua—)ary7 4 Xal—g v
£ — F‘%—_}Eﬁﬁé\biﬁ‘o

ATy T2

flow monitor monitor-name

51

Device (config)# flow monitor
flow-monitor-1

Tu—E=F—%FRL, 7r—E=
H—ary 7 4 X2l —varE—K%
BALE L £77

ATvT3

description description

1 -

Device (config-flow-monitor) #
description flow-monitor-1

l

(FE) 7u—T =X —OMH % VERK
Liﬁ‘o

ATvT4

record record-name

51

Device (config-flow-monitor)# record
flow-record-1

HENMER SN L a— ROLETE IR
ELET,

ATvT5

exporter exporter-name

1 :

Device (config-flow-monitor) # exporter|
flow-exporter-1

FANAER SN 7 AR —Z DL Hi
ARELET,

ATvT6

cache { entries number-of-entries |
timeout {active | inactive} | type
normal }

1 -

Device (config-flow-monitor) # cache
timeout active 1800

1 -

Device (config-flow-monitor)# cache
timeout inactive 200

1 :

Device (config-flow-monitor) # cache
type normal

(fEE) 7r—F vy v aXFA—4
ERETDHEIITHEELET,
* entries number-of-entries : 7 1 —
XyrviaNO7u—x 2 MO
I KEE 16 ~ 65536 OHiPH THEE
LET,

GE)
BHREDOX ¥ v o XA T OBV R—
rEET,

ATy T17

end

1 :

¥¢bE EXEC T— FIZRY 9, F7=.
CtrHZ ¥—%##H L CTH, ZFe—rL o
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| &#+v k7—% TO Application Visibility and Control ® %
70— E=4—0OER .

ARV RFEERTIVa Y Sl
Device (config)# end V74X al—arET— RERKRTT
%i—g—o
25w 78 |show flow monitor TRTCOT7a—F=4— 2T 5 HH
B - ZFIRLET,

Device# show flow monitor

25w 79 |show flow monitor flow-monitor-name PR LA AVC 70— F= X — |7
i - BT aEWmaEsRrLET,

Device# show flow monitor
flow-monitor-1

ZFw 710 |show flow monitor flow-monitor-name | 5% AVC 7 10— & =¥ — D& EHEHR
statistics ERFLET,
11

Device# show flow monitor
flow-monitor-1 statistics

2T w711 |clear flow monitor flow-monitor-name BELLZ 77— =¥ —0OHER %

statistics 7 U7 L%9, clear flow monitor

Bl - flow-monitor-1 statistics %1/ L 72

bevice$ clear flow monitor {Z show flow monitor flow-monitor-1

flow-monitor-1 statistics statistics =~ > RZFEH LT, 7T
OMFHEERN Y Y hEN=Z L &hk
BLET,

25w F12 |show flow monitor flow-monitor-name | HERTT7 o —F v v 2 DNELFE
cache format table RLUET,
1 -

Device# show flow monitor
flow-monitor-1 cache format table

AT w713 |show flow monitor flow-monitor-name | 7o — L a— R L RO T o —
cache format record Xy v aONREFTLET,
K

Device# show flow monitor
flow-monitor-1 cache format record

ZFw 714 |show flow monitor flow-monitor-name |CSVIER TV o —F v v 2 DNK%S
cache format csv FRLET,

1

Device# show flow monitor
flow-monitor-1 cache format csv
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Hig+ v k7 —% TO Application Visibility and Control D&% |
. AVB—T 14 RA~ADT7O0— E= 2 —DBEER T

AB—DILAADTA— E= 2 —OEERIT

B REFEREFAL I~ FEFIO2 OOBRGIAMAVC T =X —% A LV X —T = A AT
BplcBse & £,

FE
AU RFERET7TIV3 Y B#J
R w 71 |configureterminal Jua—) a7 4 Xal— gy
1 - E— NEBABLET,
Device# configure terminal
R w 72 |interfaceinterface-id A H—T o f AT 4 X2l — 7
{5 vE—RERGLET,

Device (config) # interface
Gigabitethernet 1/0/1

R 73 |ip flow monitor monitor-name { input | | A Sjo%4w K EHSIA Y RO EET-
output ) HOTRAOA 5 —T = AT
il - n— =X —zBEMTET,

Device (config-if) # ip flow monitor
flow-monitor-1 input

A7 74 end BEHE EXEC T— RISV £, £7-.
fAi CtrH+Z F—%#LTH, Fu—r3L =
Y74 F¥al—var E—FERKTT

Device (config) # end

TET,

NBAR2 h R AL TF7T)r— 3>

NBAR2 Cit, W AZ AT haL L TCHRE AT 7Y r— g Uil caEd, b
2ZEZLTa hat, Fae haltr AV hr— g AP R—FNLETR, BIEDO L Z A,
NBAR2 iZHR—F L TWEE A,

TRTORIZBWT, 2 a4+ a2 NBAR2 7 u h oL Xy 7 OR&AThHhia—H L
TN =g BIXOBEDT ) r—2a v BNH0ET, a—hL T 7Y A — g 3 E
RO X HITHEENET,

 HHRE~DETEDOT S r— g v
 WlAEHE DT T r— g
NBAR2 CTit, 20k H%u— N 77V r—2 g FBTHARAAA R THTEZREL

TWEYT, Fr— 3L ar7 X a2 lb—3 3 F— KTipnbar custom myappname =< K
EHALC, FEICT SV r— a2 W AA~A ATEET, WAX LTIV r—vav
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| &+ k7—% TO Application Visibility and Control D&%
HPohzsv4 X ||

I, MAALT e IV EVELRINET, ENENOTAX L T a faL Tk, 2—%F—
X, VAR—FHBIERTE 22 L7 X ID A EHETEET,

SESERFIATOT TV r— gy HAZSA ARNH D £9°,
— A 7O FIILDHRETAR
« HTTP

» SSL
* DNS

ARy b HEOEARW T v s a) oS B A X~ A X server-name
LAXIILANVIDHRETARX

«IPv4 7 R LA

« DSCP f&

« TCP/UDP —

e 71 —E(E T E IS D JT M)
NA ATy b A0 — FOFFED NS MEIZESS I AZ A X

HTTPO AW X2 <A X
HTTP DA A%~ A XX, RO HTTP 7 4 —/L ROMAEDOHITE SN TEITTEET,
- cookie : HTTP 7 » % —
chost : U Y —RAZEFLmDYF—"—DRA
e method : HTTP A YV v R
sreferrer @ YV —2A VI =X FORBILOT FLX
o url : Uniform Resource Locator @73 A
cuser-agent : ERAEZRET LIV NI THEHENTWEY 7 vy =T
sversion : HTTP N—T 3

evia : HTTP &M 7 4 —/L

HTTPOAHRB<TA X

L7 % 1D 10 23372 HTTP AR A & [*mydomain.com| % fff 9% MYHTTP & FE/E
NDHAB LT T r—33 0,

Device# configure terminal
Device (config)# ip nbar custom MYHTTP http host *mydomain.com id 10
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B ssionzs<ax

SSLOAREZTA4 X

DNSDARETAX

BEHRETAX

B4 v k7 —7%2 TO Application Visibility and Control D% TE I

SSL H— "—%F57E (SNI) F72i13d@4 (CN) 2»6hiH LM a2 H L <, SSLEF 51k +
FT 4T TCHAR~A REL{THIZ EMTEET,

SSLOHRATA R
L7 % ID 11 7= SSL E A4 mydomain.com] %35 MYSSL & IMEELD
HNAZIT TV r—a v,

Device# configure terminal
Device (config) #ip nbar custom MYSSL ssl unique-name *mydomain.com id 11

NBAR2 /%, DNS ZRB I WICE T 7 4 v 7 Zffggd L, 77U 77— 3 &~ DNS G
BT 5 Z M TEET, DNSIRENORINTZIP T LU AEF v v o i, £ORE
DT TV r—a AZREHEMT N TWDLZDHRD /Ty b 7=l ENET,

ip nbar custom application-name dns domain-name id application-id =~ > (%, DNS O A ¥ <
A REHENET, BEOT 7V r— a U EJEET 5I21E, ipnbar custom application-name
dns domain-name domain-name extends existing-application =~ > R & H L £,

DNS R—Z DI A H <A ZAOFEMIZ-OUVTIL, http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/
qos_nbar/configuration/xe-3s/asr1000/qos-nbar-xe-3s-asr-1000-book/nbar-custapp-dns-xe.htm] % 2 &
LTLEENY,

DNSDARZTAX

L7 % 1ID 12 B3 72 DNS KA A >4 mydomain.com] % {3 % MYDNS & -
ENDHAZ LT TN Ir—a v,

Device# configure terminal
Device (config)# ip nbar custom MYDNS dns domain-name *mydomain.com id 12

NBAR2 Ti%, HTTP, SSL E£72IXDNSIZBIND R AL L AITHESNTT TV r—a &l
AY A XTI EN RSN TS,

BEHREITA X

L7 % 1D 13 23 /= HTTP, SSL £ 721X DNS K A A >4 [mydomain.com| % ff
9% MYDOMAIN EMEHENAD T AZ LT Y r—33

Device# configure terminal
Device (config)# ip nbar custom MYDOMAIN composite server-name *mydomain.com id 13
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| &#+v k7—% TO Application Visibility and Control ® %
Buonzzzsx ||

BLDHAREZTAX

LAY VANADI AR~ A XX, X7y X TNTHESNTEBY, 7o —DRAgIO/r
FCHEIC—ELET,

BLDHAREZTAX

IP7 FL % 10.56.1.10 33 X 10 10.56.1.11, &L 27 % ID 14 253\ 7= TCP 35 L. T DSCP ef
IZ—%3 % LAYER4CUSTOM ERRZIND I AKX L T Y Ir—2a

Device# configure terminal

Device (config)# ip nbar custom LAYER4CUSTOM transport tcp id 14
Device (config-custom)# ip address 10.56.1.10 10.56.1.11

Device (config-custom) # dscp ef

Bl: HDREL T IV 5—3 0 DEZS—) Y

ARELT TV r—2avDEZE—) T DD show a7 U F
show ip nbar protocol-id | inc Custom

Device# show ip nbar protocol-id | inc Custom

LAYER4CUSTOM 14 Custom
MYDNS 12 Custom
MYDOMAIN 13 Custom
MYHTTP 10 Custom
MYSSL 11 Custom

show ip nbar protocol-discovery protocol CUSTOM_APP

Device# show ip nbar protocol-id MYSSL
Protocol Name id type

MYSSL 11 Custom

NBAR2 54+ 3IwH Ev LR TR MIAWLNSNYHIDTY THFL—FK

Tabranr Ry ik, TRAALADY AT VT N 2T HBEBEWZH LR TAALAD
NBAR2 71 b/ U R— 2T HTEHY 7 ho=T Ny r—UT4, Fr bhar Ry 7|z
IZ. NBAR2 (L > CTIERITHR—=FENTWD, I A IER TRy VT EBHDOT TV Ar—
valETAEWRBEENTWET, £T TV r— 3 oW T, Fr han Ry sz
X, TV —a BRLET Y r— g U BREDERREENTWET, £V 7 vy T
VU —2201%, flBRIAHBDT T hay Ny RN RLEINTWET,
7 o)l Ry ZIIIIROBERH Y £,
« 0— RPEG TEik,
cEWA—=groFa hal RNy I Ty IS L —RLE) ., R —Y g 007 a ba
IR TR LIV T 50ONKS.

s A v FDYm— REnEEE LRy,
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B4 v k7 —7%2 TO Application Visibility and Control D% TE I
B vearz 7o ko s omREE

i

Warning

A2 v F ALy TR EMERT 25813, AL vy FIZFE LT a har Xy 7 77 A Ve —
RENTWHZEEZMRLET, AFX v I7NDT T A~ AA v~ F Tipnbar protocol-pack
flash protocol-pack-file =~ > RZF(TT 5L, 77 ANANRR— RINTWRNALZ v Z7ND A
Ay FIE, REDOA—HBENRERETY m— NN ET,

NBAR2 7’12 k =)L X 7%, KO URL H*5 Cisco Software Center CTX 7 > 12— RTXE9 ¢
https://software.cisco.com/download/home

NBAR2 70O kaJL /8w DEHREHE

FLnwrre han Xy Z7uxa— RTH0HII, TXTDORAL vTF A= ETFr han Ny
JHT Ty allat—9535ERHD ET,

Za banr Xy ko —RK35(20E, NBAR2 Ve b Xy 7 or— R

LTSESN,

NBAR2 7O koL /XwodA—FK

FIE

(126 %—) %%

ARV RFFERERTI VA Y

=)

ATy T

enable
1 -

Device> enable

¥iHE EXEC E— FEARINC L £,
s NRAT—REASILET (FERE

-55

o

ATy T2

configure terminal

1 -

Device# configure terminal

Ja—)L a7 4 FXal—g
T— F&ERHEBLET,

ATvT3

ip nbar protocol-pack protocol-pack
[force]

1

Device (config)# ip nbar protocol-pack
flash:defProtoPack

1 -

Device (config) # default ip nbar
protocol-pack

ZFahan Ry sEn—RKLET,

cHOROTa bRy I oR—T g
LIRS, L0iERvAA—=Ta 0D
7a han Ry s EREL, B— K
I 5%, force F¥—U— R &fdiH
LET, ZHuckv, 2Af v T8
Eo7a ha) Ny 7 THR—k
STV RWEREDHIBRSIET,

HBIABO T T kal Ry JITRERHIT
X, kO~ REFEHLET,
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| &#+v k7—% TO Application Visibility and Control ® %

#:nBaRz 7o han Svson—k [

aAvYRFERET7IOIY BRI
ATy 74 |exit b EXEC B— RNICRE Y 9,
1 -

Device (config) # exit

R 75 |showipnbar protocol-pack {protocol-pack | 7= F =)L v 7R A FERLE T,

| active} [detail]

Zoavry REFEHLT, r—FX
B A ASENEY AP ALV
Devicet show i nb ool ook . XTIy, EOMOFEME
evice# show ip nbar protocol-pac ~
active %Eﬁ Li’fo

BEIh-7a han Ry 7 ofE
Wz FoRd 5121, protocol-pack 5
BAERHHLET,

TIT 4T Ta hansy 7o
WaFKRT DHITIL, activeF—T —
FEEHLET,

FEZe T hanoRy 7 OEREE
T AL, detall F—U — R&{#
)EH L/jz—g—o

il NBAR2 71 k)L /Rw 7 Da— K

WROBENZ, FrlLnwFa han Ny 7 azn— T 55EERLET,

Device> enable

Device# configure terminal

Device (config)# ip nbar protocol-pack flash:newDefProtoPack
Device (config) # exit

wOBNZ, forceF—T7— RZFEHA LTI NA—YarorFa haly 7 xo— K45 5%
ZRLET,

Device> enable

Device# configure terminal

Device (config) # ip nbar protocol-pack flash:0ldDefProtoPack force
Device (config) # exit

WORFNT, FARAHZDT T ka3 Ry ZIZERT HEERLET,

Device> enable

Device# configure terminal

Device (config) # default ip nbar protocol-pack
Device (config) # exit
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. Application Visibility and Control D E=%—1) >4

Application Visibility and Control

Hig+ v k7 —% TO Application Visibility and Control D&% |

NE=FZ—U2T

OB arTiE, TV =g v ORRMEICET A Lnawr RIZOWTHA L E

D

wDa<wy R, AA v FBIORT V7 EBAR—FOT U r— g v OFHEEEZE=F—7F 5%

eI TE £,

RI:RAVFOFT TV r—2avaRtEE=42—)v5avo kR

avU R

B

show ip nbar protocol-discovery
[interface interface-type
interface-number] [stats{byte-count |
bit-rate | packet-count |
max-bit-rate} ] [protocol protocol-name
| top-n number]

NBAR Protocol Discovery B§RE(Z & - TINLEE S fL7-#t
FHERAE RS LET,

« (ER) FrsndmatEme st d 213,
F—U—FBIUOSIEBEANLES, F—U—
ROZNZNDOFEAZ SV TIE,  [Cisco 10S
Quality of Service Solutions Command Reference |
dshow ip nbar protocol-discovery =~ > K& %
BLTSTESN,

show policy-map interface interface-type
interface-number

A H =T 2 A ACEALTERY) — < v 2o
TOFERERTLET,

{5 : Application Visibility and Control ®

=L
AaxX JE

IZ, match protocol T7 7V r—a D7 4 NVE AL TZ 7 A~y 7 E{ERT D6

ZRLET,

Device# configure terminal

Device (config) # class-map match-any NBAR-VOICE
Device (config-cmap) # match protocol ms-lync-audio

Device (config-cmap) #end

wIZ, R v—<v7&BERL, B QoS DFD 7 T A <~ T HEHRTHH R LET,

Device # configure terminal

Device (config) # policy-map test-avc-up
Device (config-pmap) # class cat-browsing

Device (config-pmap-c) # set dscp 12
Device (config-pmap-c) #end

wIZ,

Device# configure terminal

(
(
Device (config-pmap-c) # police 150000
(
(

R v — o7 ZERL, AJIQoS DMEGFD I T A~y T ERTDHHEZRLET,

Device (config) # policy-map test-avc-down
Device (config-pmap) # class cat-browsing

Device (config-pmap-c) # police 200000
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I B+ v kT —% TO Application Visibility and Control )%
{51l : Application Visibility and Control (%5 .

Device (config-pmap-c) # set dscp 10
Device (config-pmap-c) #end

Wiz, R)v—~=v T AA{ vF F— MIEHTIHEZRLET,

Device# configure terminal

Device (config) # interface GigabitEthernet 1/0/1
Device (config-if)# switchport mode access

Device (config-if)# switchport access vlan 20

Device (config-if) # service-policy input POLICING_IN
Device (config-if) #end

RIZ, NBAR BYEIZEESWT Y T A~ T HAERT 2612 R LET,

Device# configure terminal
Device (config) # class-map match-all rel-relevant
Device (config-cmap) # match protocol attribute business-relevance business-relevant

Device (config) # class-map match-all rel-irrelevant
Device (config-cmap) # match protocol attribute business-relevance business-irrelevant

Device (config) # class-map match-all rel-default
Device (config-cmap) # match protocol attribute business-relevance default

Device (config)# class-map match-all class--ops-admin-and-rel
Device (config-cmap) # match protocol attribute traffic-class ops-admin-mgmt
Device (config-cmap) # match protocol attribute business-relevance business-relevant

WIZ, NBARBMEICE S 7 T A< v FNZEASWTRY v—< v T E2ER T 502 R~ L ET,

Device# configure terminal

Device (config) # policy-map attrib--rel-types
Device (config-pmap) # class rel-relevant
Device (config-pmap-c) # set dscp ef
(config-pmap-c class rel-irrelevant
(

(

(

)

Device )
Device (config-pmap-c)# set dscp afll

)

)

Device (config-pmap-c class rel-default

#
i
#
Device (config-pmap-c) #

set dscp default
Device (config) # policy-map attrib--ops-admin-and-rel

Device (config-pmap) # class class--ops-admin-and-rel
Device (config-pmap-c)# set dscp cs5

K2, NBAR JBIHEIZHEASS RY v—~ v 72 AR — MOEN T 262~ LET,

Device# configure terminal
Device (config) # interface GigabitEthernetl/0/2
Device (config-if) # service-policy input attrib--rel-types

show O7 Y FIZKBBFDORT

show ip nbar protocol-discovery

AH=Tx2ARATLDOT 1k AVBEIHFHEHERO LAR— M E2FR L ET,
WIZ, A B —T =24 AT L OFFEROENBIZRLET,

Device# show ip nbar protocol-discovery int GigabitEthernetl/0/1

GigabitEthernetl1/0/1
Last clearing of "show ip nbar protocol-discovery" counters 00:03:16
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. {5 . Application Visibility and Control ®

Protocol
Packet Count

Byte Count

30sec Bit Rate

28774864

93000

3437000

Total

55911

28774864

93000

3437000

show policy-map interface
FTRTOA 2 Z—T7 A A LEDQoSHEHEMI LUBKEFADRY v—~ v T ERRLET,

B4 v k7 —7%2 TO Application Visibility and Control D% TE

Packet Count
Byte Count
30sec Bit Rate (bps)

30sec Max Bit Rate (bps)

31174777

3613000

3613000

60580

31174777

3613000

3613000

WIZ, T_XRCOA X —T 2 AHREINTZR) v— v TOHIIBEZRLET,

Device# show policy-map int
GigabitEthernetl/0/1
Service-policy input: MARKING-IN

Class-map: NBAR-VOICE
718 packets

(match-any)

Match: protocol ms-lync-audio

0 packets,
30 second rate 0 bps

QoS Set

dscp ef

Class-map: NBAR-MM CONFERENCING (match-any)

6451 packets
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I B+ v kT —% TO Application Visibility and Control )%
{51l : Application Visibility and Control (%5 .

Match: protocol ms-lync
0 packets, 0 bytes
30 second rate 0 bps
Match: protocol ms-lync-video
0 packets, 0 bytes
30 second rate 0 bps
QoS Set
dscp af4l

Class-map: class-default (match-any)
34 packets
Match: any

show A7 > FIZEBEHEA—X D QoS FBHENDERT

show policy-map interface

TRCDOA LV H—T = A A LEDBEMER—AD QoS FHAHEHRE L VR EFADRY v—~ v
ERALET,

RIZ, TRTDOA U F =T 2 ATRESNTEAR ) =~y TOHABIERLET,

Device# show policy-map interface gigabitEthernet 1/0/2
GigabitEthernetl1/0/2

Service-policy input: attrib--rel-types

Class-map: rel-relevant (match-all)
20 packets

Match: protocol attribute business-relevance business-relevant
QoS Set

dscp ef

Class-map: rel-irrelevant (match-all)
0 packets

Match: protocol attribute business-relevance business-irrelevant

QoS Set
dscp afll

Class-map: rel-default (match-all)
14 packets

Match: protocol attribute business-relevance default
QoS Set

dscp default

Class-map: class-default (match-any)
0 packets
Match: any

show ip nbar protocol-attribute

NBAR T EN BT _RTHOFu ha Vgt LET,
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. {5 . Application Visibility and Control ®

K
il

B+ v kT —% TO Application Visibility and Control

Iz, —SoBEOH HIFlEZ R LET,

Device# show ip nbar protocol-attribute cisco-jabber-im

Protocol Name
encrypted

tunnel
category
sub-category
application-group
p2p-technology
traffic-class
business-relevance
application-set

cisco-jabber-im

encrypted-yes

tunnel-no

voice-and-video
enterprise-media-conferencing
cisco-jabber-group
p2p-tech-no
transactional-data
business-relevant
collaboration-apps

Device# show ip nbar protocol-attribute google-services

Protocol Name
encrypted

tunnel

category
sub-category
application-group
p2p-technology
traffic-class
business-relevance
application-set

google-services
encrypted-yes
tunnel-no

other

other

google—-group
p2p-tech-yes
transactional-data
default
general-browsing

Device# show ip nbar protocol-attribute dns

Protocol Name
encrypted

tunnel

category
sub-category
application-group
p2p-technology
traffic-class
business-relevance
application-set

google-services
encrypted-yes
tunnel-no

other

other

google—-group
p2p-tech-yes
transactional-data
default
general-browsing

Device# show ip nbar protocol-attribute unknown

Protocol Name
encrypted

tunnel

category
sub-category
application-group
p2p-technology
traffic-class
business-relevance
application-set

unknown
encrypted-no
tunnel-no
other

other

other
p2p-tech-no
bulk-data
default
general-misc

show a7 FIZ&B 70— E4—BFDORTE

show flow monitor wdavc
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I B+ v kT —% TO Application Visibility and Control )%
{51l : Application Visibility and Control (%5 .

HEL-AH AVC 7u— F=Z — T AEREFRLET,

Device # show flow monitor wdavc

Flow Monitor wdavc:

Description: User defined
Flow Record: wdavc
Flow Exporter: wdavc-exp (inactive)
Cache:
Type: normal (Platform cache)
Status: not allocated
Size: 12000 entries
Inactive Timeout: 15 secs
Active Timeout: 1800 secs

show flow monitor wdavc statistics

HAVC 7a— E=X — O IEREFERLET,

Device# show flow monitor wdavc statistics

Cache type: Normal (Platform cache)
Cache size: 12000
Current entries: 13
Flows added: 26
Flows aged: 13
- Active timeout ( 1800 secs) 1
- Inactive timeout ( 15 secs) 12

clear flow monitor wdavc statistics

BELT-7 80— T=X—DOKiE#REZ 27 YV 7 LE 9, clear flow monitor wdavc statistics % fi
Fi L 72#1Z show flow monitor wdavcstatistics =~ > R&H L T, T X TOMFHFHRN Y &~
FENTZ EEMERLET, LTS, 7r—F=4—fiHEHm%E 27 V7 L7=#%? show flow
monitor wdavc statistics =~ > ROH > F U f &R LET,

Device# show flow monitor wdavc statistics

Cache type: Normal (Platform cache)
Cache size: 12000
Current entries: 0
Flows added: 0
Flows aged: 0

show T2 RIZKkBF vy L2 DHREDERT

show flow monitor wdavc cache format table

FREATT7e— X v V2 ONEEFETRLET,

Device# show flow monitor wdavc cache format table

Cache type: Normal (Platform cache)
Cache size: 12000
Current entries: 13
Flows added: 26
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. {5 . Application Visibility and Control D %5

Flows aged: 13
- Active timeout ( 1800 secs) 1
- Inactive timeout ( 15 secs) 12

CONN IPV4 INITIATOR ADDR CONN IPV4 RESPONDER ADDR CONN RESPONDER PORT
FLOW OBSPOINT ID 1IP VERSION IP PROT APP NAME
flow dirn .....eiiiinineenn..

64.103.125.147 144.254.71.184
53 4294967305 4 17 port dns
Input e e e e
64.103.121.103 10.1.1.2
67 4294967305 4 17 layer?7 dhcp
Input ....contd. .o
64.103.125.3 64.103.125.97
68 4294967305 4 17 layer7 dhcp
Input L e e
10.0.2.6 157.55.40.149 443
4294967305 4 6 layer7 ms-lync
Input L e e
64.103.126.28 66.163.36.139 443
4294967305 4 6 layer7 cisco-jabber-im
Input ....contd...........
64.103.125.2 64.103.125.29
68 4294967305 4 17 layer?7 dhcp
Input L e e
64.103.125.97 64.103.101.181
67 4294967305 4 17 layer7 dhcp
Input L e e e
192.168.100.6 10.10.20.1 5060
4294967305 4 17 layer7 cisco-jabber-control
Input ....contd..... .o
64.103.125.3 64.103.125.29
68 4294967305 4 17 layer7 dhcp
Input L e e e
10.80.101.18 10.80.101.6 5060
4294967305 4 6 layer7 cisco-collab-control
Input L e e e
10.1.11.4 66.102.11.99
80 4294967305 4 6 layer7 google-services
Input ....contd..... ool
64.103.125.2 64.103.125.97
68 4294967305 4 17 layer’7 dhcp
Input L e e e
64.103.125.29 64.103.101.181
67 4294967305 4 17 layer’7 dhcp
Input . e e

show flow monitor wdavc cache for mat record

. Cisco 10S XE Bengaluru 17.5.x (Catalyst9200 X 1 v F) YR TLEEBI I XalL—2 3> A4 F



I B+ v kT —% TO Application Visibility and Control )%
{51l : Application Visibility and Control (%5 .

Z7u— lLa— RLEEOERATT7Te— v v 2 ONEEERLET,

Device# show flow monitor wdavc cache format record

Cache type: Normal (Platform cache)
Cache size: 12000
Current entries: 13
Flows added: 26
Flows aged: 13
- Active timeout ( 1800 secs) 1
- Inactive timeout ( 15 secs) 12

CONNECTION IPV4 INITIATOR ADDRESS:
CONNECTION IPV4 RESPONDER ADDRESS:

64.103.125.147
144.254.71.184

CONNECTION RESPONDER PORT: 53

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 17
APPLICATION NAME: port dns
flow direction: Input

timestamp abs first:
timestamp abs last:

08:55:46.917
08:55:46.917

connection initiator: Initiator
connection count new: 2

connection server packets counter: 1

connection client packets counter: 1

connection server network bytes counter: 190
connection client network bytes counter: 106
CONNECTION IPV4 INITIATOR ADDRESS: 64.103.121.103
CONNECTION IPV4 RESPONDER ADDRESS: 10.1.1.2
CONNECTION RESPONDER PORT: 67

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 17
APPLICATION NAME: layer7 dhcp
flow direction: Input
timestamp abs first: 08:55:47.917
timestamp abs last: 08:55:47.917
connection initiator: Initiator
connection count new: 1

connection server packets counter: 0

connection client packets counter: 1

connection server network bytes counter: 0

connection client network bytes counter: 350
CONNECTION IPV4 INITIATOR ADDRESS: 64.103.125.3
CONNECTION IPV4 RESPONDER ADDRESS: 64.103.125.97
CONNECTION RESPONDER PORT: 68

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 17
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. {5 . Application Visibility and Control D %5

APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

connection
connection
connection
connection
connection
connection

CONNECTION
CONNECTION
CONNECTION

initiator:
count new:
server packets
client packets
server network
client network

IPV4 INITIATOR
IPV4 RESPONDER

RESPONDER PORT:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:
APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

connection
connection
connection
connection
connection
connection

CONNECTION
CONNECTION
CONNECTION

initiator:
count new:
server packets
client packets
server network
client network

IPV4 INITIATOR
IPV4 RESPONDER

RESPONDER PORT:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:
APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

connection
connection
connection
connection
connection
connection

CONNECTION
CONNECTION
CONNECTION

initiator:
count new:
server packets
client packets
server network
client network

IPV4 INITIATOR
IPV4 RESPONDER

RESPONDER PORT:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:

Hig+ v k7 —% TO Application Visibility and Control D&% |

counter:
counter:

bytes counter:
bytes counter:

ADDRESS:
ADDRESS:

counter:
counter:

bytes counter:
bytes counter:

ADDRESS:
ADDRESS:

counter:
counter:

bytes counter:
bytes counter:

ADDRESS:
ADDRESS:

layer7 dhcp
Input
08:55:47.917
08:55:53.917
Initiator

1

0

4

0

1412

10.0.2.6
157.55.40.149
443
4294967305

4

6

layer7 ms-lync
Input
08:55:46.917
08:55:46.917
Initiator

2

10

14

6490

1639

64.103.126.28
66.163.36.139
443
4294967305

4

6

layer’7 cisco-jabber-im
Input
08:55:46.917
08:55:46.917
Initiator

2

12

10

5871

2088

64.103.125.2
64.103.125.29
68

4294967305

4

17
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| &#+v k7—% TO Application Visibility and Control ® %

APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

{51l : Application Visibility and Control (%5 .

layer7 dhcp
Input

08:55:47.917
08:55:47.917

connection initiator: Initiator
connection count new: 1

connection server packets counter: 0

connection client packets counter: 2

connection server network bytes counter: 0

connection client network bytes counter: 712
CONNECTION IPV4 INITIATOR ADDRESS: 64.103.125.97
CONNECTION IPV4 RESPONDER ADDRESS: 64.103.101.181
CONNECTION RESPONDER PORT: 67

FLOW OBSPOINT ID: 4294967305

IP VERSION: 4

IP PROTOCOL: 17
APPLICATION NAME: layer’7 dhcp
flow direction: Input

timestamp abs first:
timestamp abs last:

08:55:47.917
08:55:47.917

connection initiator: Initiator
connection count new: 1

connection server packets counter: 0

connection client packets counter: 1

connection server network bytes counter: 0

connection client network bytes counter: 350
CONNECTION IPV4 INITIATOR ADDRESS: 192.168.100.6
CONNECTION IPV4 RESPONDER ADDRESS: 10.10.20.1
CONNECTION RESPONDER PORT: 5060

FLOW OBSPOINT ID: 4294967305

IP VERSION: 4

IP PROTOCOL: 17
APPLICATION NAME: layer7 cisco-jabber-control
flow direction: Input

08:55:46.917
08:55:46.917

timestamp abs first:
timestamp abs last:

connection initiator: Initiator
connection count new: 1

connection server packets counter: 0

connection client packets counter: 2

connection server network bytes counter: 0

connection client network bytes counter: 2046
CONNECTION IPV4 INITIATOR ADDRESS: 64.103.125.3
CONNECTION IPV4 RESPONDER ADDRESS: 64.103.125.29
CONNECTION RESPONDER PORT: 68

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 17
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Hig+ v k7 —% TO Application Visibility and Control D&% |
. {5 . Application Visibility and Control D %5

APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

layer7 dhcp
Input

08:55:47.917
08:55:47.917

connection initiator: Initiator
connection count new: 1

connection server packets counter: 0

connection client packets counter: 2

connection server network bytes counter: O

connection client network bytes counter: 712
CONNECTION IPV4 INITIATOR ADDRESS: 10.80.101.18
CONNECTION IPV4 RESPONDER ADDRESS: 10.80.101.6
CONNECTION RESPONDER PORT: 5060

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 6
APPLICATION NAME: layer7 cisco-collab-control
flow direction: Input
timestamp abs first: 08:55:46.917
timestamp abs last: 08:55:47.917
connection initiator: Initiator
connection count new: 2

connection server packets counter: 23
connection client packets counter: 27
connection server network bytes counter: 12752
connection client network bytes counter: 8773
CONNECTION IPV4 INITIATOR ADDRESS: 10.1.11.4
CONNECTION IPV4 RESPONDER ADDRESS: 66.102.11.99
CONNECTION RESPONDER PORT: 80

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 6
APPLICATION NAME: layer7 google-services
flow direction: Input
timestamp abs first: 08:55:46.917
timestamp abs last: 08:55:46.917
connection initiator: Initiator
connection count new: 2

connection server packets counter: 3

connection client packets counter: 5

connection server network bytes counter: 1733
connection client network bytes counter: 663
CONNECTION IPV4 INITIATOR ADDRESS: 64.103.125.2
CONNECTION IPV4 RESPONDER ADDRESS: 64.103.125.97
CONNECTION RESPONDER PORT: 68

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 17
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| &#+v k7—% TO Application Visibility and Control ® %

APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

connection
connection
connection
connection
connection
connection

CONNECTION
CONNECTION
CONNECTION

initiator:
count new:
server packets
client packets
server network
client network

IPV4 INITIATOR
IPV4 RESPONDER

RESPONDER PORT:

counter:
counter:

bytes counter:
bytes counter:

ADDRESS:
ADDRESS:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:

APPLICATION NAME:

flow direction:

timestamp abs first:
timestamp abs last:
connection initiator:
connection count new:
connection server packets
connection client packets
connection server network
connection client network

counter:
counter:

show flow monitor wdavc cache format csv

CSVEAT7r—F ¥ v a20ONEEZRRLET,

Device# show flow monitor wdavc cache format csv
Cache type:
Cache size:
Current entries:

Flows added:

Flows aged:
- Active timeout (
- Inactive timeout (

1800 secs)
15 secs)

bytes counter:
bytes counter:

{51l : Application Visibility and Control (%5 .

layer7 dhcp
Input
08:55:47.917
08:55:53.917
Initiator

1

0

4

0

1412

64.103.125.29
64.103.101.181
67

4294967305

4

17

layer7 dhcp
Input
08:55:47.917
08:55:47.917

Initiator
1
0
1
0
350
Normal (Platform cache)
12000
13
26
13
1
12

CONN IPV4 INITIATOR ADDR,CONN IPV4 RESPONDER ADDR, CONN RESPONDER

PORT, FLOW OBSPOINT ID,IP VERSION, IP

PROT, APP NAME, flow dirn, time abs first,time abs last,conn initiator, conn

count new,conn server packets

cnt,conn client packets cnt,conn server network bytes cnt,conn client

network bytes cnt

64.103.125.147,144.254.71.184,53,4294967305,4,17,port

dns, Input,08:55:46.917,08:55:46.917,Initiator,2,1,1,190,106
64.103.121.103,10.1.1.2,67,4294967305,4,17,layer7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,1,0,350
64.103.125.3,64.103.125.97,68,4294967305,4,17,layer7
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Hig+ v k7 —% TO Application Visibility and Control D&% |
B zxvnrso0va—7405  mmEems

dhcp, Input, 08:55:47.917,08:55:53.917,Initiator,1,0,4,0,1412
10.0.2.6,157.55.40.149,443,4294967305,4,6, layer7 ms-

lync, Input,08:55:46.917,08:55:46.917,Initiator,2,10,14,6490,1639
64.103.126.28,66.163.36.139,443,4294967305,4,6,layer7 cisco-jabber-
im, Input,08:55:46.917,08:55:46.917, Initiator,2,12,10,5871,2088
64.103.125.2,64.103.125.29,68,4294967305,4,17,layer?7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,2,0,712
64.103.125.97,64.103.101.181,67,4294967305,4,17,layer?7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,1,0,350
192.168.100.6,10.10.20.1,5060,4294967305,4,17,layer7 cisco-jabber-
control, Input,08:55:46.917,08:55:46.917,Initiator,1,0,2,0,2046
64.103.125.3,64.103.125.29,68,4294967305,4,17,layer?7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,2,0,712
10.80.101.18,10.80.101.6,5060,4294967305,4, 6, layer7 cisco-collab-
control, Input,08:55:46.917,08:55:47.917,Initiator,2,23,27,12752,8773
10.1.11.4,66.102.11.99,80,4294967305,4, 6, layer7 google-

services, Input,08:55:46.917,08:55:46.917,Initiator,2,3,5,1733,663
64.103.125.2,64.103.125.97,68,4294967305,4,17,layer’7

dhcp, Input, 08:55:47.917,08:55:53.917,Initiator,1,0,4,0,1412
64.103.125.29,64.103.101.181,67,4294967305,4,17,1layer’7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,1,0,350

EXMBE S TN a—Ta0¥ BREEE
LIFIZ, A% Application Visibility and Control ® kT 7 /v o —F ¢ > 7T % HAN 72 H
EEERERLET,

1. BRE:IPv6 N7 7 4 v 7 BRGHESNTVEREA,
B% : BUEIXIPVE N7 7 4 v 7 OHRPFR— S TOET,
2. BB :~wATFXXYAN NI T4 v I BHEEINTVERA,
E% : BEE2=% XY AN 774 v 7 OHBYR—FINTHET,
3. HR:pingZXEFELLLZIC, PEINTVINEHRTEEEA,
[E% : TCP/UDP 7' 12 f 2L DHRYHR— F L TWET,
4. ER : SVIIZ NBAR ZH5ft TE RV D72 T,
[E% : NBAR (IWHEA > X —T = f ATOHYHR— F SN THET,

5. B IFEALDNT 7 4 v TN CAPWAP b T 7 4 v 72> TWAEDTER, o8
TD,
BZ: VA YL AT 78R R= MIERINTWRNWT 7 &R K— b TNBAR BXG%)
W7o TWND Z 2R LTSV, APOOERETDHTXTO T 7 4 v 7 L capwap
ELTHEEINE T, ZomE . EBRONMEIZ AP £7-1Z WLC TfibivE 1,

6. B : 7o baABET, b7 40 v 2R AITCLOHRETEEHA, IHIZ, <0
KD NT T 427 BHY ET,
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| &+ k7—% TO Application Visibility and Control D&%

10.

Application Visibility and Control IZB83" 2B /N{ER .

B% : ZAULEE ., NBAR BDIHEXNHR N T 7 4 v 7 ZERLTWDZ 2R LET, Al
DIT T4 P7IE1DODAAL T AL N=ZHEII. B —FHIEHO A R —2555E
éﬁiﬁo%774/7@ﬁ%ﬂﬁmém677sz%%a@&Nmm%ﬁﬁﬁé_
EEHERLET, BHOT v TV I RBLGET. ZOMBEOZHZEINLICNBAR &
%ﬁ?é’kif%iﬁm A=K F ¥ HXNVLO—HTHDHA L H—7 A AZNBAR %
BRIE LTS B b RO BEN A L T,

B fDFZW@MT TRCOT TV r—va v OEME 2—RNERINET, B
Fﬁfx ,f:‘:j 1\77/]' /7 \ﬁ%fﬁﬁn ’é‘é ‘j:&‘ﬁ Lf:fol/\b\——cj«ﬁlo

[E% : WebUI 24 LT, @k 48 REHIORRIFHI/e b T 7 ¢ v 7 B FRRTEET,
B : match protocol protocol-name =2~ > REZEH L THF 2 —X—2ADA =7 L AKY
—ZRETETEE A,

[E%Z : NBAR2 X—ADHEF D E ENDHARY 2—TlE, shape LU set DSCP & A3
PAR—hrENTWET, —fxAIRFES LTk, AJITDSCP ##%E L. DSCP (ZH3
WTH ATy =2— Y 7B FETLET,

B A X —7 x4 ATHEFE L TS NBAR2 IZH D THAN, NBARZ DSWEZIZT
TT 4 Tl TWET,

[E% : match protocol protocol-name # & te 2 7 A~ v 73 5H L NBAR A X v 7 T
Ta—rNIT T 4 TR TR, T T 4 v ZIENBARGEDORIZIE R Y £
o ZHUTTFHISNIZENETHD, VY —RXZHELEEA,

B : 7744 hOQOS ¥ a—D FIZhT 74 v 7Rk Y+, £ LTTI,

B HLWE 70—, 78— 0L T A— R =T IHEREEA VA2 F—LT 5
72D DOy "ML ET, ZORNC, ST TREA] &0, T 70>
JITF 74N Fa—IZ A ET,

Application Visibility and Control (2B 3~ % B IN1E3HR

BEEN

BhEEE T=aT7IL AL L
COBEBCHEMAT S v ROERESTE L oMl | Command Reference (Catalyst 9200 Series
R EOFEM, Switches)

A2 v b7 —% T Application Visibility and Control @

HAEERE

ROFIZ, ZOFEY2—/LTHHT2HEDY U —2ABIUOEERHRZ R LET,
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B4 v k7 —7%2 TO Application Visibility and Control D% TE I

. Hig+ v k7 —% TO Application Visibility and Control (D EEFE FE

I OKREIX, FRICHIRESNTWRWRY | BAINTY U—RLBEOTXTOY U —RAT

fEHTE £,
-2 tHRE HREIR R
Cisco IOS XE Fuji 16.8.1a | 7 7 U rr—3 a |[HED 7 1 b2/ TldZe <. Network-Based
v DFRFB LU= | Application Recognition (NBAR) JEMEIZ D

Fr—L (H#
AVC) JEE~—2
QoS (EasyQoS)

WT QoS 7 T7ALKRY U—%EHRTEXDH L
TRV ELERN, W20 OH|IERH Y
£9, ¥AR— 45 NBAR BT,
business-relevance 35 X O traffic-class D& T
D

Cisco IOS XE Gibraltar
16.11.1

FHiky hT— T
@ Application
Visibility and Control

AVCIE, 77V 7r— a r~DRisI1e7
TV r—var DA T UV AR
FHONWT, BER Ty FBIOERN D
TIUFBIOF YRR a—g v
FREISGEHEDHOL A IO HHAOE
VA5 G

Cisco IOS XE Gibraltar
16.12.1

DNS 7mr—L =2—F

DNS 7o —L a— ROHPR— hNEA SN
FL7/”, DNS 7re—La—RNjZ, 7ue—L
a— REERTHZDD collect 7 4 —/L K
ELTDNS RAAS &AL ET,

Cisco IOS XE Amsterdam
17.3.1

TV —ard
RS L= b
n—LLES{L kT
7 4 7 3T O A
1

FLUAR—=FTOT IV r— a3 ORREB
0=Vl = Ry e = (A N AP G Ay
WOMBIERMEO YV R—FRNEAINEL
7o

Cisco Feature Navigator /i35 &, 77 v b 74— LB NV 7 MU =T A4 A=V DY R—
MEH % 1% TX 9, Cisco Feature Navigator IZ{%, http://www.cisco.com/go/cfn [JZFE] 226 T

7 A LET,
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o
SDMF+> L — FDERTE

«SDM 7 7' L— MIBT 5 fFH (143 X—2)

*SDM 7 7' L — FOREFHE (143 ~—)

eSDM T 7L —FrDE=ZLZ =V U TBIOA T F A (145 2—2)
«SDM 7 > 7 L — FOREH (145 ~—)

*SDM 7 v 7 L — MIBET 5 BE®R (147 ~—)

«SDM 7 7' L — N OFREIEE (147 ~—2)

SDM 57> 7 L— FIZEAT 5155k

SDM T v 7L — LTI AT A Y Y —RERIETD & BEOKEEICST YR — b
Ay NT—INTOTF A ZAOEAFEICS D Tk d 5 2 ENTEET, —EBOMEREIC
BRVAT AMERHFREZRMET X7 L — P 2BIRTE £,
Cisco Catalyst 9200 U — X A4 v FI%, ROT T — b R—FLTWET,

* Advanced

« VLAN
SDM 7 v 7L — MIZEFEZ Mz 6T IV AT 22V a— R332 54BLES, T
TU—FEEE L, VAT L& HEHE) L%, showsdm prefer FitfE EXEC =~ > FAfEH L
T HLWT T — NRELZHRTEET, reoad F#E EXEC =2~ K& AT DHIIC,

show sdm prefer =~ K& A3 % &, showsdmprefer =~ RIZk v, BEMHH LT
L7 T — b B B —RRIZT /T4 7R DT T L — ERRRSNET,

SDM 57> JL— FDEREAE
SDM 7> 7L — FDRE

SDM 7 7 L — & U CHBEEMEZ Fc iR — b A I12iE. ROFIEEZFEITLE T,
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soM 7> FL—roEE |
B sovso—rozx

FE
AT RFEEIEFITFZII Y B8
AT w71 |enable KitE EXEC E— RE2 AN L £,
1 INAT—REATILET (BRI
&) .
Device> enable
R 72 |configureterminal Ja—r ) ar7Z 4 ¥al—i gy
Device# configure terminal
AT 73 |sdm prefer {advanced | vlan} SDM 7> 7L — h &38R L E 7,
i - cadvanced : A A v FET RN R
RF o7 L MCBE LT,
Device (config) #sdm prefer vlan
evian : N— R =7 TON—T 4
VIRV R—FLBRWAL T TO
VLAN % & % e fb L E T,
AFw 74 |end HikE EXEC £ — FIZEY £,
B -
Device (config) # end
R 7 75 |reload ARV—=F 4 T VAT R ) B
1 - LET,
. AT LOHFEE%, show sdm prefer
Device# reload ¢#$§ EXEC g F%{ﬁﬁﬁ LT\ %ﬁ_b
WT U L— MREAHR TEE T,
reload 4 EXEC =~ > K& A 14 B Rl
(2. show sdm prefer =~ > K& A9
5 &, showsdmprefer 2~ RIZLD,
REFHL WS T 7 L— B
0— RRIZT 7T 4 TR b7 7 —
FRFRRENFE T,
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| som7>TL—troEE
sSMF>TL—tnE=4—y o8& T7FoR |

SDMT > L—FDEZAZA—)TELUVAVTFHFUR

SDM 7> JL— FDFER
SDM 7 7L — a2 E=o A —BLOA T F U AT HI20%, kOoavwy REFEALET,

avw vk B8
show sdm prefer EHFPOSDMT 7 L— k&
FoRLET,

)

GE) SDM 77 L—RZiE, 77— bhO—#HE LTERINTND 2~y ROANREENT
WEY, T L= FTERSNTOWRWIIOE#E <~ RRT 7 L— FTHERIZZR > T
536, showrunningconfig =2~ > REANTLH L, 4T LHa~vy RRRRSNET, 72
zI1E. SDM 7 > 7 L— kT switchport voicevlan =~ > RRERNZ /2> TW5HE,  (SDM
T T — FTIEERINTWEEAN) spanning-treeportfast edge 2~ > KL AT 5 2
LATEET,

SDM 7> 7 L— h&EHIBRT 2 L, ZOX 9 ethoBET 5 a <> RLHIFRsS D72, PR
HINZFRRE L7t 6720 3,

SDM 7> T L— ~ DEEEHI

5 : SDM 7> 7 L— hDERTR
WIZ, FEM7ZRT 7 L— MEREZFR LI 2R LE,
Device# show sdm prefer advanced

Showing SDM Template Info

This is the Advanced template.

Number of VLANs: 4094
Unicast MAC addresses: 16384
Overflow Unicast MAC addresses: 256
L2 Multicast entries: 1024
L3 Multicast entries: 1024
Overflow L3 Multicast entries: 256
Directly connected routes: 10240
Indirect routes: 4096
Security Access Control Entries: 1664
QoS Access Control Entries: 1024
Policy Based Routing ACEs: 512
Netflow Input ACEs: 128
Netflow Output ACEs: 128
Flow SPAN ACEs: 256
Tunnels: 128
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soM 7> FL—roEE |
B 5 sm7oi—rome

LISP Instance Mapping Entries: 256
Control Plane Entries: 512
Input Netflow flows: 8192
Output Netflow flows: 8192
SGT/DGT (or) MPLS VPN entries: 2048
SGT/DGT (or) MPLS VPN Overflow entries: 256
Wired clients: 2048
MACSec SPD Entries: 128

These numbers are typical for L2 and IPv4 features.
Some features such as IPv6, use up double the entry size;
so only half as many entries can be created.

WIZ, VLAN 7> 7L — MR ER R LTZH Ol Z R L ET,

Device# show sdm prefer vlan
Showing SDM Template Info

This is the VLAN template for a typical Layer 2 network.

Number of VLANs: 4094
Unicast MAC addresses: 32768
Overflow Unicast MAC addresses: 256
L2 Multicast entries: 1024
L3 Multicast entries: 1024
Overflow L3 Multicast entries: 256
Direct/Indirect shared unicast routes: 6144
Security Access Control Entries: 1664
QoS Access Control Entries: 1024
Policy Based Routing ACEs: 512
Netflow Input ACEs: 128
Netflow Output ACEs: 128
Flow SPAN ACEs: 256
Tunnels: 128
LISP Instance Mapping Entries: 256
Control Plane Entries: 512
Input Netflow flows: 8192
Output Netflow flows: 8192
SGT/DGT (or) MPLS VPN entries: 2048
SGT/DGT (or) MPLS VPN Overflow entries: 256
Wired clients: 2048
MACSec SPD Entries: 128

These numbers are typical for L2 and IPv4 features.
Some features such as IPv6, use up double the entry size;
so only half as many entries can be created.

5 : SDM 7> JL— FDERE

Device (config) # sdm prefer advanced
Device (config) # exit
Device# reload

Proceed with reload? [confirm]
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| soMF>TL—toEE
soM 7> FL— ks emiEs ]

SDM 7> JL— MZEE9 5 EMNER

EpER=

BEEIEE TZaTFILEA kL
ZOETHMT S o~ RO X O F1Eo0F | Command Reference (Catalyst
. 9200 Series Switches)

— O
SDM 57> J L — b DIEEEFE
IROFIZ, ZOFY 22— /L TtATHEEEDO Y ) — 2B L OEEFREZ R LET,

TS OBEEIX, FRICHRE SN TWRWRY  BASINTZY U —RLBEOTRXTOY U —RAT
fEfCcEET,

J1y—2 L 1315 HEETEER

Cisco IOS XE Fuji 16.9.2 |SDM 5> 7L —  |EHEDOSDMT > 7L — FaHHTH L. &
AT L) Y —AEFEL T, FFEDHEIED
HAR— hERElLTEET,

Cisco Feature Navigator i 425 &, 77 v F 74 —ABILRY T b =T A A= DHHR—
MEH % 1% TX £ 9, Cisco Feature Navigator |21, http://www.cisco.com/go/cfn [FZ3E] 226 T
JEALET,
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soM 7> FL—roEE |
B sovs o —rousrs
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=6~
=% =R

DRATFLAYvtE— O NETE

e VAT A AvE—Y B OFKEICETHEHR (149 X—)

VAT A A= a S ORENE (152 4—)

VAT A A= BT OE=HX) U TBLIORAYT A (161 =)
c VAT A Avt—Y nlOFREH (161 =X—)

« VAT A AvtE—v I ZETENMMER (162 X—)

« VAT KA vbE—vn S OKRERE (162 X—)

DARATLAYytE— OTDETEIZCET H1ER

DRTFL AyvE—OXY

AL v FIET 74/ N T, VAT A A vE—UB I N debug FiHE EXEC =2~ > Ko %
XU TRBRAZEEFELET, AF Y ITHDAUNRNAL v FIFEVAT LAy E—V% MY H—
TEET, VAT LAy E—VERAERT DA NRNAAL v FiE, ARA M4 % hostname-n DIEZ
mIZAA vF) THRHIML, BOhET 7T 4T AL v TFouax 77avA VX127 FL
FT, TIT 4T AL TNEAZ v T AL NTTR, EOFRAPNZIFVAT A vE—VOFE
BICEMENERA, X7 TRl A vb—U%5m0 GREISUT, vy
7 7. vmARBEFR, UNIX Syslog $—/3\72 &) ICEUMET HALBAZHIBE L 7, n¥> 7 7rkx
X, 2 Y= Ay =V EREELET,

nX T TavANT 4 =T VDA, Avt—UlEar Y= VCORREENET, Ay
T VIAERFRHCEFESND T, AvE—VBLOT Ay ZTHAIZIE T e 7 Rt 2+
Y ROWDPENVIABET, AvE—UNT I T 4T 7Rar ) —WIERRENDLDIE, A v
T —UEER LT ARNK T LTHE T,

A=V OEREEZRELC, aryY—ABIUOERERIIEREINDEA v E—VDX AT %
FHCEET, BT AvbB—VICHA L AZ T HFELTZY ., Syslog iXELT R A&
ELTZD LT, UTAEA DTNy THEER L OEHEZ Mk TE £4, ERENDA Y
T—VICOoNnTiE, 2OV U —RKHET DL AT LA = HA FEBRBL T &,
DX T ENTZVAT A Ay E—VIIT 7B ATHINNE, AL v TFDa~vwr RITA4A X —
7 A A (CLI) ZMHT250, £ EIICRE ST Syslog =N ZNH DT AT A
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SRTFL FyE—o nioRE |
B 27205 29e—voot—<vr

A=V ERFLET, AA v TF Y7 U =TIE, Syslog A vE—VE2AZ L RTRVR
AT EORNHANy 77 IRIFLET, AA v TFRE YT OEFEX, 77747 A4 vF R
BREFLET, AX U RT O AL T ERIT I T4 T AL o FIEEREATLE, Bl %
7T v va A VIREL T RboTehh, rZI3RbILET,

VAT A AyE—U%YE— NTEHET DHITIE, SyslogVh—N—ETr 7 EFRRTIH, bD
Wi Telnet, 2> Y —/LAR— b, Fi3A—V 3y MEFER— MEHTAAS v FIITZ7EAL
FT, AV FRZ v I T, TRTCDAVARAAL v Fary— Lk, ALar Y —iLH
NPHBINET,

)

(GE)  Syslog 7 #+—~ = [iX 4.3 Berkeley Standard Distribution (BSD) UNIX & BHiPER &V 7,

VRAFLAT AvE—SDTA—T Y b
VAFA BT A y—UIRK80 LFEN— L R (%) . BXOFORNICEBE IS
T ar D= U AFERHAA L AT TR BRESNTWADEA) TR STV E
T, AA vFIIEL T, A vE—YEFKROWNTNLDOBRTHFEREINET,

* seq no:timestamp: %facility-severity-MNEMONI C: description (hostname-n)

* seq no:timestamp: %facility-severity-MNEMONIC: description
NR—=tV FLEFDRNZH DA vy =V DHSIE, WO a— L a7 4 Fal—vay a
VY ROREIZL>TRRD T,

* service sequence-numbers

* service timestamps log datetime

« service timestamps log datetime[localtime] [msec] [show-timezone]

* service timestamps log uptime

RE:VATLOY AvE—CDER

CiE S &R

Seq no: service sequence-numbers 7 e — 3L a7 4 ¥ a b—v gy avw K
MEEZSITWDHRIZDH, BT Ay =Dl —T U AF S E AL
YTLET,
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| YZFLAvE—C nI0EE
FIANrOLRTL A vt—s nxvrngz [

BR BT

timestamp formats: | X » & —JF 72 1IA R FOHKETYT, ZORBENERINDLDIL,

mnvdd h h:mmess | Servicetimestampslog[datetime|log] 7 = —/ )L 227 f ¥ a2 Lb— 3 v
a< Y RBRREESNTVEHADOARTT,

E S

hh:mm:ss (%5 K

fil)

El S

dh (FRsfH)

facility Av—UNBRT HHEE (SNMP, SYS 72 &) T,

severity Ay B—VOREREZRT0~TD1IHiDa—RFTT,

MNEMONIC A=V —BIORTTHFARN AN T,

description LAR—hENTHEAXRY FOFEMERTT AR AR 7 TT,

FIAILRDVRTL A yE—2 OXLTORE

RIGTIHIIDVRATL A YyE—2 AX DT DERE

Hae T4 hERE

A= NAANDYAT A A=Y Xy | x—T )

p

ay Y — )V OEKE a4

n7 7y ANVERE 77 A NG DIRER
L

ns Ny 7y AR 4096 /34 k

a JJgREY A X 1 AytE—y

A LR T FToe—T

EEIR=E 7 T4E—=T

SRS Ae Foe—T

Syslog #— 3D IP 7 KL A Rk E

P — K fE local7

P RO ERE A
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SRTFL FyE—o nioRE |
. syslog A v t&—C DHIR

syslog * v t— L DHlE

snmp-server enabletrap 7o — L a7 4 Fab—Tar avwy REFEH LT, SNMP * >
NI —EHAT— a VZEEEIND L ) ITsyslog A v E—Y R T v TPRRESNTNDHY
Bl AA v TFORBRET — T MIEEB LN INDA v E—VOERELZEHFTEET,
F7o, BRET—T7 VNS N DA v E—VOBEERTLH L TEET,

SNMP + 7 v 71358 e ~DBERRIES L TWRNTZD, A v =BT — 7 /TR S
NWET, 774/ FTHEL syslog b7 v IBREHTRVESES, LULhwarning Téh D A
T URHEIZ TR LSV DA =20 | OBNBERET — 7 VIS hvE T,

BIRET — T AN X0V o84 (logging historysize 7 v — 30 2> 7 4 Falb— g a~
VRTHRELEHERA v =V PUKICELTVWAESR) 1T, filnAyte—Yx b
ERMTEHLOIC, HbhWVWr NIRRT =T ANLHIBRENET,

JBIRET —7 L, level ¥—TU— RBXOEKEZRLET, SNMPEZHEH L TV 554X, E
KEOMEN 1 7202 £3, =& 2%, emergencies |3 0 Tix72< 112, critical (%2 TiE7a<
31272 9,

~ — o~ » =L = N
VATLAYvE—D OTDRTERE
AV —URRIBET/INA RDERTE

AvtE—uX o TRAR—TNVOEE, 2 ) — AT TRUBEDEFICHE A v E—T%

EETEET,
TDRAIIA T3 T,

Fl&
ARV REEET7IV3 Y B
R 71 |configureterminal Ta— ) ar7Z 4 ¥al—g
Bl - E— NEBBLET,

Device# configure terminal

R 7 72 |logging buffered [size] ALy F b nT A =T ENEN Y
- 7 L E T, RE TR B I
4096 ~ 2147483647 /XA KT, T 74
Device (config)# logging buffered 8192|/V DNy T 7 A 154096 XA T
R

AL BT B ALy FITEENFAT
L& T TrANET Ty aAEY
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| YZFLAvE—C nI0EE
ng Avt—sorgt [

avyREEEF7OV3 Y BH&Y

IAREL TW o E, vl 7574
Mikbhtd, A7 v 74528 LT
<TZEV,

GE)

Ny 77 YA X RETELMEITHE
L7 TL72E W, Mo/EZEITE T
HAEUDBARRETHZENDHD £7,
AA v F EOEXTaty P AEY &
FRT 512I1E. showmemory ###E EXEC
av U REFEHLET, 2720, R
SNHMEIFEHTEORKRIETH DT
D, Ny 77 A X% ZOHEIZEEL
7RNTL IS,

R T 73 |logging host UNIX Syslog —/S R A T A v —3
15“ : %{%ﬁ L/iﬁ‘o

. . _ host 121, syslogh— & LTHET %
Device (config)# logging 125.1.1.100 R Ak @%ﬁﬁi ZIZIP T RL* %]:Eﬁé
L/ij‘@

a7 AvtE—T%%{53 5 Syslog % —
ANOY A NEAFRT HITIE, ZDavy

REEEIE AT LET,

RTwvF4|end FiME EXEC E— RIZRED £,

fi

Device (config) # end
R 75 |terminal monitor HEOE vy a UM, s —)LiR

- WA v Ee—VERRGFLET,

. _ _ WiAR/NTA—H a7 4 FXalb—3
Device# terminal monitor vawy REr— bR ESH, By

va O TRITESZRY T, T
Ry A o=V 2FRT HEAT.
Tyl arIEICIDAT v T ERFETT
LDUBENDHY ET,

A5 Avyvt—CDREME

FEED 2 Y — /LA — MEIREE 72 AR KRR LT FEREEFER A » & — 3 L Udebug
FAEEXEC 2~ FOHDEZEREFERT AL AOHENTBLOT e 7 R ERIMESERZEMNT
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B oy ove—commie

FIE

SRTFL FyE—o nioRE |

FEd, EREIOSCCHERBMICHDEND A v E—VDX A4 TEEEETEET, /0. WK
DIFRHA = BHIRENS ETRIFELTB ANy 77 DRREERETH L HTEE
7

IEEEFHRA v =V B L Wdebug =z~ > R DR 2 70834 2—T LV DGE ., #E6H
RTNA AWM BN — S ERETTAR S NI, FERETERT A Ao R
FORETITHIR S E T, FEEEHRA vE— /:roJ:Udebug:l’?/ KON, 22— AN
A7 a7 MimiRENTRIC, 2y Y — MR RINET, LER-> T, FEEEHRA v E&—
VELWdebug v ROHIE, EEHERT A AHNBLIOTm 7 MZEIDIAEND Z
LDV FE A, EEEFHRA v E—URERRINFKIL, 20— MFa—F T e T &
BERRLET,

TDRAIIA T a T,

ARV KRFERFETIaY Br
X w 71 | configureterminal Ja—\ )L a7 4 FX¥al—a
5l - T FEBALET

Device# configure terminal

R T w 72 |line[console| vty] line-number Ave—ORE X IR ET A
[ending-line-number] WAEETELET,
B cconsole : AA v F ALY =)L R—
bevice (confio) ¢ 14 N FEIEA —Y Ry MEBIAR— T
evice (config ine console -
DEREZFRELET,

« linevty line-number : & ® vty [AI#E D
e 7% A 2—7 /T 500
FHETLET, Telnett v a %

L TITONDEREICIEL, vty i
%@Eﬁﬁ LET, ERETICIEE T
HEFHIZ 0 ~ 15 T,

m@mWw@ﬁm REE TR C—EICE
AL, ROXSITADLET,

line vty 0 15
Fo, BIEOHEFRIEH ST D1
DOty FROREEELTHZ L H T

F9, & X, vty B 2 DR EEE
45100, ROXHIICADLET,

line vty 2
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|/RﬂMJt,M7W“

rvt—vnxssnFse—Int |

AU RFERETOVa Y

B8

Zoawy REANTHE, T4
V74 F a2l —T gy E— NI FE
—é‘o

ATvT3

logging synchronous [level [severity-level
| al] | limit number-of-buffers]

1

Device (config) # logging synchronous
level 3 limit 1000

A yE—UORMe X S A —T
I LET,

« (fEE) level severity-level : A >
T—VOBERELNLVERELE
T, EBRENZOMELLETHD A Y

— UL, FEEINCH D &R ET,
EAVNSVNEEBERETRE L, H
DREWVFZERERE NS 2D F
T, T 7 AN MNEL2 T,

o ((EE) level all : EREIZRIMRR
<L FTRTORA vy =PI
HAsnEd,

o (f£E) limit number-of-buffers :
Xa—A T INDIHARD/N Y T 7
BEEELET, ThEBIDHHL
WAy E—UIIRRESNET, f5E
T DI 0 ~ 2147483647 T
T F 7L ML 20 T,

ATvT4

end

1 -

Device (config) # end

HrtE EXEC £— RICEY £,

Ay t—

LET,

OX 7 TavRET 4 =T NMITHE, AvE—

oAaXxUIDT4

A= uaX T 7 40 kT F—
IDFEINA v =V BB ETLIEHEIL. AveE—VaX o7 a3 —
9, Avbk—yaXrrhng gr—
SNFET, e X e L, AvE—VEERT T rEX LEH LW THEES

+—TJ)Lik

TINDEE. a s Ave—3

TMZERESNTWET, a3 Y —LsonTin

TNCTDHERHY
e Xy Fut RTEE
Y AT S0 6%

Ny —)NIEZIAENSE TR

T AT T2 R T OMNERH D72, A A /?@@ﬁﬁfﬂﬁ??é EMRHY FF,
XS TaEART =T VOB, AvEe—3ERE TSl GEFIZavy REAK
YA T) 2 —MCERINET,
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SRTFL FyE—o nioRE |
B o108 0280 TO42—TNEBELUT 12— T 1L

loggingsynchronous 72—/ 3L 27 4 ¥ ab—Taravr RNy, ary Y —A~DAvE—
VERICHELET, Z0Oavy RaAf 3—7 T 5 &, Reurn 2SR FUEA vE—
DERRSNER A,

Avt—raX I a2T 4 8—T M LIERICHEOA 32— 7/UICT 5I21E, loggingon 27 & —
SN aryZ4Xal—varyavwry REFEHLET,

CDRATIIA T a T,

FE
ARV FERET7IVa Y Br
R w 71 | configureterminal Jua—N)ary7 4 Xal—gy
Bl - E— NEPABLES,

Device# configure terminal

AT 7 2|nologging console A=y aX o reT 4 8—7 I
15“ : Li‘j—o

Device (config) # no logging console

AT v 73 |end HebE EXEC B— NICEY 77,
B

Device (config) # end

O Avte—SDEA LR TDA R—TNWEELVT+E—T
IUE

FT74)NBNTIEH, v AvB—Ul03F A b AZ TR EH SN TR A,
CDORERAITIIA T a T,

FIE
ARV RFERFTIVaY B8
Z 5w 71 |configureterminal sa—/N)Lar74Xalb—vay
1 T— FEBLET,

Device# configure terminal
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| YZFLAvE—C nI0EE

0F Avt—S0v—4 Y REEDA 2—Iks & UF 1 —T it [

AU RFERETOVa Y

B8

ATv T2

TOWTNIDa~y ReFEHLET,

* servicetimestampslog uptime
* servicetimestampslog datetime[msec
| localtime| show-timezone]

1 -

Device (config) # service timestamps log
uptime

F70F

Device (config) # service timestamps log
datetime

07 DEALNAR L T F—T T L
F9,

loguptime: 227 A vy E—TDH A

DAB T oA F—T LT, &
S ANNYEN U DT  STHE A ks
R~LET,

+log datetime: =7 A vE—T DX

ALRE T oA X—T VT LE
T, BRLI=AT Y a ST,
O—H) B AN =R
TBAfF R (RUM) . A A
S T BA AR TELT
KRTEET,

ATvT3

end

1

Device (config) # end

¥ EXEC £ — RIZED £,

AAYE—SDO—4 2 RBEEDAR—ITIIEE LUTaE2—TIL

it

A DAL TRE L0 7 Ay =V 8d 556,

INHDA =V a2ERRT HITIE,

VARG LTA Yy =V ERRTEET, 774N T B AyE—DIZ
V= U AFRFIIRRENEE A,

TDRAIIA T a3 T,

FIE

ARV RFERFTIVaY

=)

ATy 1

configureterminal

1 -

Device# configure terminal

Juaua—\)L a7 4 Xal—g
T—FzfmL£7,

ATy T2

service sequence-numbers

1 -
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B roe—vExEoxEs

SRTFL FyE—o nioRE |

ARV RFERETIVa Y

B8

Device (config) # service
sequence-numbers

ATvT3

end

1

Device (config) # end

H#E EXEC E— FIZREY £,

. oS o A
Ayt—CFREDESE
R —COEREREE LT, BIRLEF AL RCEREND A v — U5 8RB LUET,
CDEATIIA T a TY,

FIE

ARV RFERFTIVaY

=)

ATy T

configureterminal

1

Device# configure terminal

Jua—\)L a7 4 Xal— gy
T—FzfnL£7,

ATy T2

logging console level

1 -

Device (config)# logging console 3

a2 =)V D A v =T &R
L\i‘g—(}

FITFINENT, av I —UIF S
Avl—y, BLUOEEOIZI VIRV L
NI DRA =V EZIELET,

ATvT3

logging monitor level

1

Device (config) # logging monitor 3

WRFERRMCE T T A A v =% FIR L
F9,

T 7 F IV RNT, WRIIT ANy T A vk—
V. BXOEMEAIZ L RN L~Ld
Ay —VEZELET,

RATvT4

logging trap level
1 -

Device (config) # logging trap 3

Syslog %h—/MZORAFT D A v — T %l
RLET,
T 7 4V R T, Syslog %— S Fa@E A

=, BLOEHERIZ LR L~
0)7( ‘)’IZ*‘?/\%§1§ L/i—a—o
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| v2F7L4vE—v050%EE
BET—JLE& U SNMP [S£{EES NS syslog 2 v £—S0%R [

aAvYRFERET7IOIY BRI
5w 75 |end b EXEC B— RNICRE Y 9,
B -

Device (config) # end

BET—JILELV SNMP [ZTEE SN S syslog * v t— 2 DHIR

ZDH AT TR, BET — 7V KO SNMP (2141 S5 syslog A v — YV ZH#ilR$ 2 )71k
WZOWTHALET,

TDRAIIAT a3 T,

FE
ARV KFERIETIaY Br
X w 71 | configureterminal Ja—\ )L a7 4 FX¥al—a
Bl - E— NEBBLET,

Device# configure terminal

27 72 |logging history level JEBIEZ 7 A MTARAFE S HL, SNMP H— 3
E IZEE SN D syslog A v 2=V DT 7 %
AR LAV EEE LET,

77 4/ h Tld warnings, errors,

critical, alerts, J X U emergencies X v
E—VIIEEINETA,

Device (config) # logging history 3

AT 73 |logging history size number JEIRET — 7 WATHRAF T & % Syslog A
i - VO ERELET,

F 74 FTIEL DDA v — DA
Device (config)# logging history size éhij_ ?Efliﬂ(% ZQ%E&iONSOOT“

200
7,
AFwv 74 |end ¥#E EXEC £ — FIZEY £,
1 -

Device (config) # end
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SRTFL FyE—o nioRE |
B wnixsysiog F—r A0 2 vE—ConxLy

UNIX Syslog T—EA~AD A vE—pOXU Y
DX ATFA T a s TY,

\}

GE)  &Hi/y— 3 VO UNIXSyslog 7 —E L OHIZIE, T 74/ h TRy T —27 15O Syslog /¥
o RESFANROLORS D ET, ZOLRYRT ADEAIC. Syslog £ vE—ID Y
EF— bR T B A X =T T DI, Syslog 2~ KT A ATBME I THIBR T 5 LB
HHA T a %, UNIX O mansydogd 2~ > RafdH L CHBIL £,

1R BRI
sroot & LC s A LET,

« VAT A aY Av— % UNIX Syslog h—/NZi6E 9 5 Ri1IZ, UNIX ¥—3 T Syslog
TEUERETHLENDY T,

FIE
ARV KRFERETI a3 Y BH#Y
AT 71 |/ete/syslog.conf 7 7 A /WZKOITZIBIM | «local7 : v ¥ JHEREA4EE L £

L%, R

i) - + debug : syslog LV EFEE L
T, ZDT7 7 A ML, syslogT —F

local7.debug /usr/adm/logs/cisco.log Vﬂ:%%ﬁﬁ%ﬁﬁﬁ‘%é%ﬁ774}
NTHLBLENDY £,

ATFYT2|UNIXY = 7Far 7 MkDawy R\l 77 AV EVERLET, syslogT —

AT LET, T, ZOLLERITZOT AL
i - DEVENEREL L TAyE—T%
' EELET,

$ touch /var/log/cisco.log
$ chmod 666 /var/log/cisco.log

AT T 3| Syslog 7T —F NIH LWVERE & 58k S | BEIC DWW CiE, ZHHOUNIX > AT
e 2@ man syslog.conf 5 & U man syslogd
1 awr RESZRLTLEEN,

$ kill -HUP ‘cat /etc/syslog.pid’
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| v27L82v2—v 050

\" \”

&
iy

LRFLAve—vns0E=aY v issUA TR

ATLAYE—2o00NDFE=ZB)TBEBLEUVADTF
Z

OV I4XaLb—a3rvTF7—hA4T A5DE=ZR)YG

av vk B#J
show archive log config {all | number arv 74 Xal—aru el FRI3EESN
[end-number] | user username [ session 7RG A= pu S eFor LET,

number] number [end-number] | statistics}
[provisioning]

DRTL AytE—2 AT DOKREH

Bl : SATLAYE—DDRZ v IHEK

ROBITIE, TIT 4 TAAL  FOWMPNIRAAL v F VAT KAy =T RS w7 AN
(R A R4 1% Qwitch-2) 2R LET,

00:00:46: SLINK-3-UPDOWN: Interface Port-channell, changed state to up

00:00:47: SLINK-3-UPDOWN: Interface GigabitEthernetl/0/1, changed state to up

00:00:47: SLINK-3-UPDOWN: Interface GigabitEthernetl/0/2, changed state to up

00:00:48: SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to down
00:00:48: SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/0/1, changed
state to down 2

*Mar 1 18:46:11: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)
18:47:02: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

*Mar 1 18:48:50.483 UTC: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

00:00:46: SLINK-3-UPDOWN: Interface Port-channell, changed state to up (Switch-2)
00:00:47: SLINK-3-UPDOWN: Interface GigabitEthernet2/0/1, changed state to up (Switch-2)
00:00:47: SLINK-3-UPDOWN: Interface GigabitEthernet2/0/2, changed state to up (Switch-2)
00:00:48: SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to down
(Switch-2)

00:00:48: SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet2/0/1, changed
state to down 2 (Switch-2)

Bl : RAYVF ORTL A yvE—D

WIZ, AL v FEDAL 9 F VAT B A=V O HERLET,

00:00:46: SLINK-3-UPDOWN: Interface Port-channell, changed state to up
00:00:47: SLINK-3-UPDOWN: Interface GigabitEthernet0/1, changed state to up
00:00:47: SLINK-3-UPDOWN: Interface GigabitEthernet0/2, changed state to up
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SRTFL FyE—o nioRE |
B =71 2ve—vnsicEtzemEs

00:00:48: $LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to down
00:00:48: SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1, changed
state to down 2

*Mar 1 18:46:11: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)
18:47:02: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

*Mar 1 18:48:50.483 UTC: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

VAT LAytE—o OFJIZT B EMER

BHEIRH I=aTF7ILEA ML
ZOETCHEHAT LI ROEL 0k L ovE | Command Reference (Catalyst 9200 Series
5 1EOFEM, Switches)

DARATLAvE—OTDBEERERE
WOFRIZ, ZOFY 2—/LTHHT DY UV —AB L OEEEHREZ TR LET,

N6 DOBEREIE, FRCHRR SN TWARWRY , BAShY V=R LUEOTXTDY J—XT
EHTE £,

J1)—2 tHRE HREIRHR

CiscoIOS XEFuji 16.9.2 | v AF A XA v —T |VATAAvE—VHAIK, uXr 770
=2 BRIZEHESNET, X7 ek T
07 A yt—Ta%mb REICE U T,
v 7Ny 77 AR, UNIX Syslog ¥—
N—=72 ) \[ZEMET DB 2 L £

Cisco Feature Navigator Z i f425 &L, 77 v 74 —LBLONY 7 bV =T A A= DHR—
MME#R A MR T& £ 7, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [F5E] 725 7
JEALET,
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\l
dl
A
\I

\l
Jdl
N
\l

.7

i

o4 UZHDETE

I T A W ORIKIEE (163 X—)

AU TA RMOBREIZET HEHR (163 ~—)

s FTA EoORETE (167 X—)
cFUTAVBHOT =AY U TBIOA TR (173 =)
A UTAVBIDar T 4 X2 b—a ] (174 =)

« I T A WY S BMER (176 ~—)

s T UTA UBHRERTEOKEERHR (176 X—)

T DHITNEIR

MACsec 27 A ML, ¥_EEx—F (10 £721X 100 Mu/B TEIET H A v X —T = A RA) T
T AR—bFSNTWEREA,

ZETNDETEICET 515H

FoIA WA T 28, TNARET VT4 TRy NI =2 e LToE £, T
A ADN— R = TR %7‘2 ]\ L TR CE £9, A T4 Wi, fflon—FRy =
TarR—R MR LT, T2 ABLOCHIME 52 BRES 237 v AL v F 7T
AR EENLET,

F o T4 CBWTIE, ROBEROMEI B S E T,

e N—RDUxT 3R —x2h

A H =T 2 AR (L —=FFy b R=hRrE)

IXATEHES
F 7AW, ﬁ/T?/h oW, ATV a— VBl ~SVAE=S Y TN T
TET, AT~y R, CLInOFEITSINET, AT Ya—Ink2kii, o

Xy hU—27IC T/\/]’X?f) RSN TS & X, 2—YPREE L MR £ 723 E L7k
WCEITSNET, ~NRAE=Z Y U703 Ny 7 700 RTa—¥0EE LR TET S
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. Generic Online Diagnostics (GOLD) X ~

NET, ~"NAE=F—U 7T A ML, 7 A MIESNTI0, 100, 721X 150 B2 L1253
ITENEY,

FoIArBWERE LicbE, FEITRET A &L 7 A MEREFRLEZY T
XFET, Fo, TS RTHESNTNDT A NOFEE, BT TIZFITEN2WT A b
YR TEET,

Generic Online Diagnostics (GOLD) 5 X k

\)

GE)

A UTA VBT A NEA RF—TINITDENI, 2 —Au X T e F—T LT

FTARTOEERA Yy E—VE2RRLTLLEEN,

« FARMDFETH, R—FERNPEIL—TLTARL AT A REITWET, BT

T4 TINT A MERICEEEZEZDZ 035720, TXTOR— MRy v T
INFET, A v T EEFRBBICET DI, AMvTEIun—RFNLET, A vT%
Jua—R§b5avr RE2ETTLE, a7 4 Xalb—2a 2R ETINE I DERR
bNET, a7 4 Fa2b—ra VIHEFELARWVTLEE N,

MPDET 2=V ETT A MEFITLTWAEE, TA MBS, BT LEDL, BV a—

NED Yy MTOLENRDHY £,

ZZTiX, GOLD 7 A& MZOWTHH L £1,

DiagGoldPktTest

ZDGOLD /X7y b= Ny 7T A ME, MAC L~ULD)L—F Ry 7 HERER WEE L £ 97,
Z DT A MTIX, 2»— K = 7 CUnified Access DataPlane (UADP; =7 7 A K7 7 & A F—
H FL—2) ASICICE o THR—FENDGOLD X7y hREEEINET, 207y ik
MAC LX)V C—T Ny 7 L, BRIFENTWE/ry hERAESRET,

E4kd s EA

FURTTTATERINE ) T ARTTT 4 | )T A AT T T 4T

5

HELT FIH B> T DA T~ RT A N EFELT
LET,

VAPE VI Z7

ROV U —A Cisco I0S XE Fuji 16.9.2

{EIEALE -

N=RT =T PR —F TRTCOEY 22—/,

DiagThermalTest
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Generic Online Diagnostics (GOLD) T X ~ .

TDOTFA NI, TARAAL A= DREOHELR Y A HEEL £3,

B EL)

FUARAT T A TENI ) VT ART T | )T AT T T

>

HELEFIH FA4E—T NI LN TL SN, ZhidA
VTV RTARNELTEITL, BEHENS
7 URBEDHE TN AT =F =) T T A
MELTHEITLET,

T 74N b g

RO Y —2R Cisco I0S XE Fuji 16.9.2

{EIFALE -

N—=RT =T HR—F TRTCHOEY 2—/b,

DiagPhyL oopback Test

ZOPHY V—7/Ny 7 F A NF. PHY LV DIL—TF Ry JHEERRREIELE T, ZDF A |
T, PHY LUV TA—T RNy 7 L, SRESNTWAE Xy FNEREEIND /Ny RRRES
NET, ~NAEFE=HF =YV U ITTFANELTETTHZEILITEERA,

A\

Gx) TDTARNBE T RTCETINAEBED 7 — A TL, A— M error-disabled 27— T
BITLET, COLYRBAIE. A v ¥ —TxAf A A7 4 FXal— a3y EF— RCshut
YXWnoshut 2~ FEEALT, ZNHDOR—MEHEEAS R2—T7 /M LET,

B ELEL

TARATTT A TERS ) VT AATTT A NTAART T T 4T

>

HELE IR a7 Z~DY I RE T LT AH
BlX., 2OF T~ RTAMEFITLTY
VI DEFEEHRELET,

F7 % b * 7

DY J— 2 Cisco 10S XE Fuji 16.9.2

B IFALE -

N—RT7 =T PR — | TRTCOEY 22—/,

DiagScratchRegister Test
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DRI T o FBEET A M, VUAXIEEEE AT,
BAZ & T, ASICOEFHEZE=#— L% T,

rrs4vphiosE |

INHDVTAZINGZE DI Z R

Bt

B

FARTTTATENT ) VT A AT T T 4

)T AARTTT AT

tliaas B FAE—T M LRNTL S, 07 A
MI, VORRIEEEZ ALY A7 BRI
LEEHaIicd T LET, 2t ~ v 2AE=
=T TARNELTH, T~ KT
APLLTHETTEET,

VAN F

BOIOY U —2A Cisco 10S XE Fuji 16.9.2

& IEALE _

N R =T A R

FTRTOEY 22—/,

DiagPoETest

Z D7 A bk, Powerover Ethernet (PoE) = ho—JMEAF = v 7 LET, W@HEDAA v
FEMEFIX, ZOT A REETLARNTIEE N,

JEH i

Bl

FURATTT 4 TERLZ ) VT A AT T T ¢
>

FTUAARATTT 4T

HESE IR ZOTFA ML, AR—FTPE=zr ha—7dD
MENAE LB /RICFEITLET, I,
Fo T RTARE LTORIATTEET,

7 vk *7

BAIOU Y —2 Cisco I0S XE Fuji 16.9.2

EIFALE -

AR =T Pk

TRTCOEY 2—/L,

DiagStackCableTest

TDOFA NI AF v IERBEDAR v 7 U TA—T Ny VHEEEREELE T, ~IL AT
==V TTARNELTEITTHIEIETEERA,
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\l
|
\I

+os4vpmozess [

Bt 5t

TAARTTTATEINE ) YT AATT T4 | TAATTT 4T

i’

HELE I TDOTFTARNEFITL, AL v I HERBRED X
B 7 )T N—T Ry TR RGEE L E T,

7741 b Az

RHIDY Y —A

Cisco 10S XE Fuji 16.9.2

& IEALE

TA MK LUIZSGEE, AX 7 r—T )
AR FEHRELTIIEEN,

N BT g b

FTRTOEY 22—,

TestUnusedPortL oopback

TOFANTIE, BEE Y UR— O PHY LV DA— T Ny TR R REELE T, ZOTF
A FTIL, PHY LV TA—T Ry 7 L, BRIFENTWDE Ty M EREEIND X7 v FviE

EEYUEXRE

=k

B

FUARAT T A TENLI ) VT A AT TT ¢
>

)T AATTT 4T

e I it AMARE=X—U T TFARELT
by AT RTARNE LTHEITTEE
R

T 7 4R A7

RO Y U —A

Cisco IOS XE Fuji 16.9.2

1EIEALE

K= hDOT A FBIPE LIZGAIT, syslog A >
t—VEFRLET,

N— R =7 HR—

TRTOEY 22—/,

WD EE

ZITIE AU TA CPMRE MR T D S E S ERFIRCOVTHHALET,
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B s emsxromns

-_— ~ ,=EANE —
dToo4 T X O
TNAATETTH2W 7T A NERE Lizd L. diagnosticstart £## EXEC 2~ > RZ&fEH L
BT A R EBBLET,
FTANERBELES, TA N Z20RTEIRTITEET A,

FETA Y T4 W7 A b 2GS 2121, diagnostic start switch 574 EXEC =~ > R & filf
}EH L\ij—o

FIE

ARV EFERERTI V3 Y =)

R 71 |diagnostic start switch number test {name| Z: |+ 2 F Bt L7,
| test-id | test-id-range | all | basic | complete| . N _
| minimal | non-disruptive | per-port} ROWVTNDOAT v a wEHEHLTT

A RNEHRETEET,
sname: 7 A NOLARTIEATILET,

1 -

Device# diagnostic start switch 2 test o testid: 7 A ]\UDID%&%%Aj} LZE
basic @_O

e test-id-range : v A 7T
X)>TT A b ID O#H &L T
AN LET,

cal : TRTOF A MNERELET,

e basic: FEAT A b A A — N & PR
L\iTO

s complete : 72T A NAA — b &
BALAE L E£97,

s minimal : /RO T — FT v 7T
A RAAL—FERBLET,

 non-disruptive : / > 7 4 AT 7T 4
T TAN AL — B LET,

s per-port : AR— MHEALOT A KA
A—bFZBRBLET,

PWE=2Y T A X =T NVICTDHHIC, FEELSVEBSLOT X FOHBEZRET D0
NV ET,
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+o

74 VDR

~

Va—

N7,

+o54vpinzrroa—yoy |

FrE DT A ATHOWTHRE LR, E7213R. @, AR TAH S I v 2lie A7y a—
Vo7 Tc&EEd, Arva—V 7 %#HIBRT 5I21E. diagnostic schedule switch =< > RK®d no
BRXEATILET,

FIE

ARV RFERFTIVaY

=)

ATy T

configure terminal

1

Device #configure terminal

Ja—\)y a7 4 F¥Fal—g v
T RERMBLET,

ATy T2

diagnostic schedule number test {name |
test-id | test-id-range | all | basic | complete
| minimal | non-disruptive | per-port}
{daily | on mm dd yyyy hh:mm| port
inter-port-number port-number-list | weekly
day-of-week hh; mm;}

1

Device (config) # diagnostic schedule
3 test 1-5 on July 3 2013 23:10

HERAROL T RZ2HT A & A
ra—L LET,

Al 2=V BHT A NEREETHHEE
. ROFF > a2 HHLET,

» hame : show diagnostic content ==~
¥ FOWNIFTREINDT A FD4
AT CTY,

« test-id : show diagnostic content =<
Y ROHAIFERENDT A LD
ID % 5T,

« test-id-range : show diagnostic content
avy ROMHIZRRINDGT A L
D ID &5 TY,

cal: 3+ XTH7 A K ID,

e basic : AR A T~ FOZ
Wr7 2 2B L £7

ccomplete : SERMRT A AL — &
Bt L7,

sminimal : &/NEOT— 7 v 77
A NAA—NERIGLET,

« non-disruptive: / > 7 4 AT 7T 4
T TAN AL — b EBMELET,

s per-port : N— NHEALOT A R
A —hFEBBLET,
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B i xzo5uvsKons

ARV RFERETI VA Y BHY
TANMIRDE AV 2— L TEE
ﬁ—O
« i H : daily hnimm /35 A — % % {f
MALET.

« FEE HEE : on mmdd yyyy hh:mm /<
FA—B ML ET,

« fi : weekly day-of-week hh:mm /<
TA=ZEEHLET,

ANILREBEZRY TEZMDETE

FIE

TNRAAPBEBTOR Y N =7 128 SN TWAMIZ, AL v TR LANVAE=H Y T
DWT A NERETEET, FEANNAET=HX VT T A NOETHERBEHRE L2, T34 A
BAF—T ML, T A MKIIFED Syslog A v E—T %ALY, FFEDT A REA F—7
JNZTEET,

TARNET 4 =TT BHIZIE, a~vr RO no a2 AN LET,

T 7 H N T, ~ANAEZZ =Y U TFNLONRDT A P TOHAR—=T N THY, T34
AT A N DORIGIFIZ Syslog A vE—T %A L 97,

ANNWVA =K Y TBET A NEREL, 42— NCT 21203, ROFIEEZFEITLET,

ARV RERETIOaY =E]:p]
AFwvF1 |enable ke EXEC E— REZ AT L ET,
1 - T IREFRINTEHNRAT—R
EATTLET,

Device> enable

AFwF2 |configureterminal sua—s\ L ary 7 4 ¥ al—3ig
B - T REBIALET,

Device# configure terminal

R w73 |diagnosticmonitor interval switch number | {55 2 Mkt L, ~VAE=F —
test {name| test-id | test-id-range | all} | oy o FATRIRERE L £ T,
hh: mm: ss milliseconds day

TAMERET LDHEIE. ROVWTH
B MOST A= 5w L ET,
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ANLR EZRY VT BEORE .

ARV FFEREETIVa Yy

E:)

Device (config) # diagnostic monitor
interval switch 2 test 1 12:30:00 750
5

 name : show diagnostic content = <~
Y ROHNIIFERESNDT A D
AHITT,

« test-id : show diagnostic content =
~ Y ROHNZFRREINDLT A B
D ID F 5 TY,

« test-id-range : show diagnostic
content =~ RO AIZFEREN
57 A RO IDFHTT,

call i TATOBMT A b,

MBEfRET 2% EIE. IRD/NT A —
2 EFHELET,
ehhimmss: =% —1V > 7183
(Fefl, 40, B) ., fRETX 54l
FHIZ hh 23 0~24, mm¥ LXK ss )
0~60 T,

e milliseconds : E=%—1V > 7 [El&
(RUR (ms) ) . FEETZ 5%
FHIZ 0~ 999 T3,

sday : E=%—U 7w (H

) . fETE 5%MIZ0~20T
ﬁ‘o
AT v 74 |diagnostic monitor syslog L) ~"MAE=ZY T T A D
4] - IRBUIRFIZ A A F73 Syslog A > E—
EAERT DL OICRELET,
Device (config) # diagnostic monitor
syslog
R w75 |diagnostic monitor threshold switch FE) ~NAE=X—U L TF AR

number number test {name | test-id |
test-id-range | all} failure count count

1 -

Device (config) # diagnostic monitor
threshold switch 2 test 1 failure
count 20

DRIEL S WEEZRE L ET,

TANERET HHEIE. ROVWTH
MDINT A—=Z 2 LET,
 name : show diagnostic content ==~

VRO NZRRENDET A D
ZHITT,
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ARV FFEREETIVa Yy

S

* test-id : show diagnostic content =
~r FOMNIZFIRESNLT A b
D ID #F 5 TY,

* test-id-range : show diagnostic
content =~ > KOHIIZE R I
57 ANDIDFZFTT,

call : TRTOBWT A b,

JB L & VWME count IZFRE T & 2 b
1Z0~99 TY,

ATvT6

diagnostic monitor switchnumber test
{name | test-id | test-id-range | all}

1 :

Device (config)# diagnostic monitor
switch 2 test 1

BED~NAE=RZY T TR N A
FR—T T LET,

switch number & — 7 — NiX, A& v 7
AL v T TR —FENE
7,

TANERETALAE., ROWTH
INDINT A—Z L ET,

« name : show diagnostic content ==~
Y ROWMHNIERENDT A MDD
AT,

* test-id : show diagnostic content =
~ Y ROHNIRRSINDT A B
D ID F 5 TY,

« test-id-range : show diagnostic
content =~ > RO NIZEK RS
57 A RO IDFBTT,

call : TRTOBWT A b,

ATy T17

end

1

Device (config) # end

HikE EXEC E— RIZREY £,

ATvT8

show diagnostic { content | post | result |
schedule | status| switch }

(FEE) A 714 2T 2 MER
BIOVFR—FSNETARNAAL— |
EFRRALET,
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ARV RFEEIETIa Y B
AFw 79 |show running-config (ER) ANEHRLET,
1 :

Device# show running-config

X 7w 710 |copy running-config startup-config (fEE) 2 74Fal—var 7y
5l - A MACRE R RIF LET

Device# copy running-config
startup-config

FUOSAVEMDE=ZR) LUV AVTFHFUR

FNRAAETNITANA RAAZ 9 JICREESNTWDF L TA VBT A FERRL, ZORIC
% show ¥ME EXEC 2~ REMFHA L TCT A MEREZMRT I N TEET,

R10:ZHTAMOERESLUHERAOOTU R

avy kR B
show diagnostic content switch AL FICKH L TRESNTA L T A v BlieFor LE
[number | all] +.

switch [number |all] /X7 A —Z %, AZ v THERAA v
FEFTHR— N ENET,

show diagnostic status BUEFATH OB T 2 M2 %7 LET,

show diagnostic result switch [number | 4> 5 1 2T 2 FNOFEREF R LET,
| all] [detail | test {name | test-id | ] _ .
test-id-range | all} [detail]] switch [number |all] /XT A —F X, A% v JHERRAA >

FREFTHR—-PSNET,

show diagnostic switch [number |all] |42 54 2T 2 FOREREEFE R LET,

[detail]
switch [number |all] /3T A —X %, A¥ v JHERAA >
FEFTYHR—bFInET,

show diagnostic schedule [number | | 4> 54 V2T A FDAF V2 — 52T LET,

all
] switch [number |all] /X7 A —& %, A% v JHERAA v
FETFTHR—FEINET,
show diagnostic post POST i & #r LEd (HFid showpost =~ > KD

HALERT)
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avw vk B

show diagnostic events {event-type| |5z FERIZHESNT, =5 —, HH#., 8L L2
module} AR NERTRILET,

show diagnostic description module | &% 5 2 F 7213 T _XTOF A h OFERIZHOW TR
[number] test { name | test-id [all } | zp=ipR 220 % L £ 4,

AoSA VOO T4 FxFaL— 34

WDt s a Tk, oA r2HoREfERLET,

Bl . ZWT X ~DEE

WIZ, TAMAEREL T2WT A bzfnd 2612~ L £,

Device# diagnostic start switch 2 test DiagPOETest

W, TRTOIERBWT A MG 262 L ET,

Device# diagnostic start switch 1 test all

Bl : NVRAREZA—Y VG TRAMDERTE
WIZ, ~"NVA =L =) T TARNEHRET L0 2R LET,

Device (config) # diagnostic monitor threshold switch 1 test 1 failure count 50
Device (config)# diagnostic monitor interval switch 1 test TestPortAsicStackPortLoopback

W

NOV.SEE B2y

WIZ, FFEDAA v TR LT, FEDHFIZBWI T A NEFEITTHLIICAFYVa—Y T
THFE R LET,

Device (config) # diagnostic schedule test DiagThermalTest on June 3 2013 22:25

ROBITIE, FESNIAAL v F THRBERFEORFIZBHT A 2 E T T L 0ICRA 7V a—
Vo 7355k RmLET,

Device (config) # diagnostic schedule switch 1 test 1,2,4-6 weekly saturday 10:30

Hﬂ?

I
N

i
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Bl : 254 VDR

WIZ, AT~ Nl ez £rnd 562~ LET,

Device# show diagnostic ondemand settings

Test iterations = 1
Action on test failure = continue

WIT, EEOZMA N NaRRT L0 ZRLET,

Device# show diagnostic events event-type error

Diagnostic events (storage for 500 events, 0 events recorded)
Number of events matching above criteria = 0

No diagnostic log entry exists.

wIZ, BT A OB ZRRT OH0E2RLET,

Device# show diagnostic description switch 1 test all

DiagGoldPktTest
The GOLD packet Loopback test verifies the MAC level loopback
functionality. In this test, a GOLD packet, for which doppler
provides the support in hardware, is sent. The packet loops back
at MAC level and is matched against the stored packet. It is a non
-disruptive test.

DiagThermalTest
This test verifies the temperature reading from the sensor is below the yellow
temperature threshold. It is a non-disruptive test and can be run as a health
monitoring test.

DiagFanTest

This test verifies all fan modules have been inserted and working properly on
the board

It is a non-disruptive test and can be run as a health monitoring test.

DiagPhyLoopbackTest
The PHY Loopback test verifies the PHY level loopback
functionality. In this test, a packet is sent which loops back
at PHY level and is matched against the stored packet. It is a
disruptive test and cannot be run as a health monitoring test.

DiagScratchRegisterTest
The Scratch Register test monitors the health of application-specific
integrated circuits (ASICs) by writing values into registers and reading
back the values from these registers. It is a non-disruptive test and can
be run as a health monitoring test.

DiagPoETest
This test checks the PoE controller functionality. This is a disruptive test
and should not be performed during normal switch operation.

Device#
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B 751 owmcmysemss

54 UMY SHEMFER

BEEIE TZaTFILEA I

ZOETHAT A vy RosEe 7R ot | Command Reference (Catalyst 9200 Series
fili 515 DFERT, Switches)

T 2oA V2R E DHEEEF IR

WDORIZ, ZOFTY 22—V TitHT2HED ) V — 2B L UOBEFREZ R~ LET,
I B OREIX. BFICH

STV RWIRY | BASHEY Y —RLEOTXTDY U —XT
EATE £,

J1y—2 L 1315 HRETEER

Cisco IOS XE Fuji 16.9.2 |42 5 1 L2

iz

FoIA WA T TS
ARETIT 47 Ry MU= IZHf LI E
F.TNAAADN— R = THREE T A B
LCHERRTE £,

Cisco Feature Navigator # /i35 &, 77 v b 74— LB NV 7 U =T A4 A=V DY R—

MEH % 1% TX 9, Cisco Feature Navigator IZ{%, http://www.cisco.com/go/cfn [FZ3E] 226 T
7EALET,
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=% =R

A4 xXaLb—3 74 ILDOEH

11l

s T 4 Xalb—ar 7y ANVOERORHESRME (177 =)
e LT 4 X2l —Tay T ANDERORKIEIE (177 =2—)
eI T 4 Xal— gy T ANDOERIZONT (178 *—)
e 7 4 Xalb— gy T ANMEROEHFE (186 X—7)
e T 4 Fal—ar T ANLNDOEHOEERRE (217 2—)

W ~ e =
OV I74FXaL—23r 774 IILOEBEORENEER
e 2P —20F, A< L CiscolOSBREEE A~ RIA v A v ¥ —T = A ABT 5
R IR GRS M E T,

« VAT LTI, A LB R/NRORENIATINTND Z EMMETT, EARKa 74
Xal—ary 7rA/ME, setup 2~ REHEHA L TERTE £7,

O 74X aL—23r 774 IILOBEEOFIFEIR

¢ ZDKRF2 AL FTHHEN TS CiscoIOS 2= RDOLL 1L, T/ ZADKED 2
T4 F¥ 2l =g B— R TCORFEHAARETHOMEEL £,

eCiscolOS a7 4 Fal—Y g avwy ROW HONL, BEDTFNNA AT Ty N7 +—
LATCORMEAFRETH Y, a~ 2 FEXITIT T v F 73—l Lo TR DAREMNH Y
e
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AVT4F¥IL—Yav IFALOER |

B - x—varrrrnoemonT

A4 Fa2aL—23Y 774 ILOEEIZDINT

4 Xa2aL—a3  T7AILDEALT

AT 4 K2l —ay TrANCIE, VAT RS AOMEEER D A A~ A AT DHTHD
CiscolOS V7 by =T a~wy RREENTWET, a~vr NI, VAT hZEE Lz L&
(startup-config 7 7 A /L) | Flzliiar7 4 F¥al—varE—RTCLIICaZ~Y FEA
H L& X2, CiscolOS Y 7 b7 =TT k- T (ZHak L OVET) Shxd,

2B = T T ar74¥alb— a7 7A)b (startup-config) I£, Y7 bV =T ARET
LI AT LORBRICHEHNSNET, 7271 Falb—ary 7rAL

(running-config) {Zi%, Y 7 MU =T OBEORENEENTWHET, 22007 4 Fal—
var 7y AMIRIAOEREICTEET, eE, 27 X2 b—ra UEKEN TR
SHEHMPEOETRT 2580760 £9, 208451, configureterminal EXEC =2+ > K% {#
LCIITar7 4 X¥ab—a 2R LETHN, £20ar7 X o b—a Ud copy
running-config startup-config EXEC =t~ > K& L THREFE L EH A,

FITar 74 Xalb—valrEBERETAE, ary74Xalb—valr 7y A /LDOERE (187
~N—) OIETHHAIN TS L DT, configureterminal =~ > Kz L %9, Cisco I0S
AT 4 X2 b—ra - FOMEHRFICIE, B o~y NI CIRE TS, ANEHER
a7 4 X2l —rary BT— R T LERATEITa Y 74 Fa2b—Yay 77402
RIFSVET,

AB— T arz s Xalb—rary 774 VEEFETHIZIX, copy running-config

startup-config EXEC =2~ > REEH L CTAX— Ty a7 ¥ ab—Ta U lF - 72y
TA4X2lb—2ary Ty ANVERET DN, 77 AN == RF =T v a7y
Xal—Yailar7 4 ¥al—var 77V Eab—LET GEMIZOWTIE,  [TFTP
PR H N —=F DA T 4 Fal—Tar TrADat—] ZBRLTIEEN) ,

AV I74FXaL—LarvE—FELUVaY T4 XaL—23 0 Y—

ADER

FNRAAETary7 4 Xalb—ya T Naefthd 5121%, $HEEXEC 7' 1 > 7 | Coonfigure
a< REANLET, CiscolOS V7 b = 73RO 7o 7 R TREL, R, AEY,
FEFR Y NI =7 == (R FU—7) BTSN 7 A vOWThng, a2
T7A4F¥al—Yvaryavw s ROY—AL LTHRET DL IICERENET,

Configuring from terminal, memory, or network [terminal]?

WERNDDOHRETIL, a~vr R ilary7 4 Fal—Taravry REANTEET (K
DOHEAZSR L TLEZEY) , FEMcOWTE, R — T vV ar7 4 Xal—i 377
ANTDALy T 4 Fal—ray avwy NKOFEIT) OHEEZBRE LT E I,
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| avoqFar—varv sz L0EE
CUZEEALEaIY T ¥alb—230 77 L0ZE |

Iy NT—=IMWHEDORETIE, F*y hNI—IRATary 74 FX¥alb—varyavr Reag—FK
LTCHEITTEET, FEMIONWTIE., [TFTPY— =2, v F~DaL 7 Fal— g
VI ANDaY—] OHEHESZRL T IEEN,

CLIZEALa> 74 F¥aL—23 Y 774 ILDERE

CiscolOS V7 hU =7 &, 1{TIC2& 1 DDary 74 Falb—rary avy ezt AiLE
T, AT 4 Fal—rvaravy NE, REREFANTEES, a7 Fab—ar
T AN, AN Liza~wy REHHTL2a 22 RE2BMTEET, 2 A2 hORIHITIE,
PR (1) AT ET., 2 A MINVRAMICH a7 4 X2l —vay Ty A LDT Y

T4 7T AT H M E 722, show running-config & 721X more system:running-config
EXECa~ Y RTT VT A TRFED I A M E2RRLTH, a2 MIRRSNEEA, show
startup-config % 721X more nvram:startup-config EXEC E— Ra~v > RTRZ— K7 v av
T4 F¥2lb—valDUARAMEFRRFLTH, aA MIFRRSNEFA, A ME, 2~

T4 X2l =gy T7ANANBTAL R e— RENEEEIZary 74 Xal—vay 77
ANDPBHIBRENET, 27 L, 77 A NEEET2 hav (FTP) . VE—habv—7Fua ha
) (RCP) . #7214 Trivial File Transfer Protocol (TFTP) $— — LBIZKMINTWDE a7 4
XFal—valry77ANVDAA MDY A NIFRTEET, CLIZEHALTY 7 by =T1iF
BRETDEET, 2= —DANHESTY 7 by =TIk avr RBRFETENET,

AVIJ4Fab—3y 7274 IILDEFR
Ay 74 F¥alb—val Ty AME, IROGFNIEMNINET,
cFHTar T 4 X2l —a VIZTRAM IZKERHESNE T,

VT AAT Ty a T7AN VAT AT Ty N7 43— DTRTOT T N7 5 —
AETIZ, AF— R 7y 27 4 Fab—3 3 VIEREREMERAM (NVRAM) (2K
SNFET,

I TAAT T a2 TFAN VAT LIADT Ty F 75 —LETIE, RZ—F T v 7 ayv
7 4 F a2 L—3 3 X CONFIG_FILE BREEAETIHRE SN HATIcEshE+ (7 7%
A7T v a7 7A) AT ATOHOCONFIG FILEBREZEHOIE (211°—) DOHEZ%
B LT EEVY) . CONFIG FILE Z#%, 77 4/ b TIENVRAM 2720 £ 23, &
DT 7 AN VAT LDT 7 A ILVHIEETE £,

e nvram: (NVRAM)
oflash: (N7 T v 2 AEY)
« usbflashO: (#& usbflash 7 7 A /L 2 AT A)

« usbflashl; (#1&F usbflash 7 7 A /L 2 AT 1)
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AVT4F¥IL—Yav IFALOER |
. FY LTI —N—DETNARAADAV T4 F2L—23 Y T7/ILOIE—

2YRIT—OH—NN—DBDETNAAADA T4 FXa2aL—30T7
A4J)LOaE—

TFTP, rcp. FILFTP H—N—NETNA ZADFATa 7 4 Fab—a rEFAX— |
Tl ar74 Fal—ar~ary7 4 Xal—ary IV Eat’ —TxFES, 20D
HREIX., ROWT OB AICI YV ETTIHE68H 0 £7,

Ny Ty T arI 4 Xal—vary TrANEETTBED,

CHOFAL ADAL T 4 Fab— gy T A BT B0, =8 2E, BOFq
2EFy NT—ZIGEBIILT, FOFNARA ADAL T 4 X2 lb—2 3 VETOT A AL
FERICT 285G TT. 77 AVEFH LT AL RAZabt =925 L, 77 A NVEEREBEK
L72WT, B2 A E TEET,

cfl—Dar74Xal—rvaravrFeERry NU—FJHNOTRTOT /A RZe— KL
T, TRTOT AL ADAL T 4 Fab—va rZRRICT 5720,

A~y R4 NZavy Re AT LIEE L RIRRIC, copy{ftp: |rep: |tftp:system:running-config}
EXECa~y RIZF A A Car 7 4 Fal—ary 77 A Veua—RLET, a~vr N&A
MTBFET, BMEOETay 74 Falb— g VEIlHESNERA, a—Shi-ar 7y
Fal—vary 77/ N0~y Rk THFEOa 7 4 Falb—vary 77 A /LND
gy RR@EEHRIOND L, BEFOa~y FiZEESnET, ExE, at—snkav
T4 X a2l—vary 77 A MVCENENTWARED < ROIP T RLAR, BEFEDO =
TA4X2L—2 g VITKRIHENTWAIPTY RLRAERBRLZEAIL, avt—Shl-ar 7 4 Xa
L—yaWOIPT RUARERHENET, 2L, EFoary 74X —vaNo—
oo~y R, BEHBzonN0ESCRo720 Lanbobdb 4, Zokrkha~
Y RRBHLEAIE. BEOa T 4 X2l —Yary Iy At at—ShEar T 4 X2 l—
vary 7 ANABPHREEDbENE (at—&Nnar T 4 Xalb—vary T A ABMERT
%) ar7 4 ¥al—iary 7y AAMERENET,

a7 4 Xal—valry 7y ANEY— = SN TNDE 7 7 A VDO EMERa e —E L
TEILTHIZE, TOary 7 4Falb—vay 77ANVEAA— T v a7 4 Fa2b—
va ZEEaE— L (copy ftp:| rep:| tfitp:} nvram:startup-config =~ > KZfEfH) . 534
AV ua— RKTH0ERH 7,

P N—=NET R AN T 4 Fal— g 77 NVEabt =450, ROk a3
T+ 54 27 23T LET,

T A7 e hanvig, EHPO—R—DX A4 IS L TEZRY 3, FTP B L WVrep ® b
TUAR= B A =ALE, TFTP LD @ TF —ZBE O EFEELENLTHET, b
DEEIL, FTPEB L Prep D b T U AR — K AH=ZALBaxy > a HO TCPIP A% v 7
FICHEINTEY, ZhEHHLTWATDIZHREIZZR Y £ Lz,

FINA AL TFIP H—/N\—A~ADaAV T4 X2 L— 3> T7A4ILOIE—

—H8D TFTP 23 TliL, TFTP — "— EIZ X I — 77 A VEVER L, D, BXIAR,
BLOETEHFA LTS, I —T7 ANV % FEEXTIHETT 7 ANV Ea L —TIHVERD
DET, FEHIZHOWTIEL, THEADO TFTP O~==27 Va2 BB L T 7E &0,
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| av74F¥aL—vav oz roEE

FNL AP RPH—A—~Dav 71 FaL—vav Irnat— [

FINAANSRCPH—/N\—~ADA T4 FXaL—>3Y T7A(I)LOOE—

HERE IR

TNRAAPSRCP P —N—a 7 4y X al—gy Jr AV Eab—TxET,

Fv hU—=2%UNIX 2 2=7 4 T V=R LTHERTL2RIORLED 1 D1, VE—Fh
Y=/ (RSH) BLOVUE—hF at— (rep) WENGTENT, VE—F =T mbaro
AR L OEHEIZ SNV £ LTz, shBXOreplc LV, 2—HF—FVE—FTavr RE%E
fTL, XY hI—J LDV E—F BRANERE—NR—IZHDT 7 AV VAT AL EIT
T7AN VAT AT 7 A NE I —FTBHI ERAEEIZRD ET, Y Aad sh B Wrep FE
LT, FHEREE L RAEMNTE XY,

RCP ® copy =2~ > Ri%, UE— K VAT A EDshH—n"— (F72E7—Fy) ZFIHLE
T, rpEEHAL T 7 A A& A —F 572012, TFTPO X 9127 7 A MeAiFO¥— " —%
ERT 24 EEH Y T A, LEL2OIF, VE—bF =/t (sh) Z¥HR— FTHHF—r3—~
DT I AEZTTT (1FEAEDUNIX VAT AR rsh AR —MLTWET) . HDEEHEFTN
SRIOBFIC 7 7 A N A At —F 5720, abt™—xD 7 7 A VT DA FERE 22—
D7 7 A NIKT HEZIAHLMERPMLE TS, ab =7 7 A VRHFELRWEEIEL, rop
LD ERSNET,

TAaADrep FEEEILUNIX D rep E#E (R hT—2 EOV AT AR TTZ 7 A VB2 —) O
B ZTI2L— R L72bDTTR, Y RAama~y I UNIX O rep 2~ > FRESC & 1T
B2 EST, YRAaDrepPAR—MI, repZE P T U AR— b AD=ALE L THEMHT L —E
Dcopy 2vr RERFELTWET, DD rrepcopy 2~ NiE, A =2d TFTP copy 2~
Y RIZEBI L CWETA, @l CEEEOEWT — 2 EE 2 EBT 5B HEEMA T\ D &
W RDBERRDET, TNHDOWEIL, repD T U AR— K A=A LR axrva Mo
TCP/IP A% v 7 FITHFEINTEY, ZREZMEHL TWAHTEOIZAREICZR D £ Lz, rep 2+
YREMEHLT, T ANb Ry N =7 —_— (E72LZ D) ~V AT LA A=VE
JRar 74 Fal—rvary 77y Eat—T&ET,

Flo, ep P AR— 2L X—T NI, VE— AT LAOZ—HF—=RT A AL EIET
INAANT 7 AN A —TELLIITTHILEBARETT,

JE—b2—HF=NT A ZLDMTT 7 A VEAE—T&E5 LI CiscolOS V7 b7 =T
ZIET HITIE, ipremdrep-enable V7 m— L LT 4 X al— gy avy REEHLE
D

RCP 7' ha /L CiX, 7 7472 MEIRCPERITLIZY E— F 2—HF—F % — —[TE(F
THMBENRDHY ET, RCP ZHA L TF A ZANnbH—N"—~ar 7 4 Xal—ar 77
ANEaA—FT B4, CiscolOS V7 F U = TITIROIER CRANE R LA a2 —F—
HEFEELET,

1. copy EXEC a2~ RCTHRESINZZ—H4 (2—TARRBEIN TV DIEHA)

2. ip remd remoteusernameZ B — 3L a7 4 Falb—v g avy RCREINTZ2—
P—2 (a7 FRRESNLTVDIHE)

3. HEDOTTY (iK) uvRABEEMTONTWD Y T—F 2—%—4, 7L 21X, =—
P —73 Telnet Z I L CT A RZHEFREINTEY ., username 2~ R&20 L CRIES
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AVT4FaL—2av IFALOEE |
B rer—v—zicEraEs

H5AE, VE—bha—V—4L L TTelnet t—F—ELNBT XA AV T h =TIk -T
EEINET,

4. FNRAADERA N,

RCP 2 v —ELRAEFICEITTH201IE, Fy hU—7 == L2V E— | 22— —4
DT AT NEERTHIVLENRHYET, ZOV—"—0R3F 4 L7 NIiEEE L ->TWDHE
E. a7 4Xal—yay TrANEREFA A=V, == LDV F— |k 22—V —%
EBEMT OENTET 4 LY FUICEZIAEND D, FOT 4L N hbavt—anEd,
LR, VAT AA A=Y N —N— D= —DKR—L T 4 L7 NVITHDIHEE. *
Da—HF—D4F# Y E—F 22— —ZH L L THRETEET,

ip remd remote-username 2~ > R&MEH LT, X TOab—|xt L Ca—F—HZHEEL
F£9, (remd L, A—"—a2—HF— LV THEHEND UNIX L—F T, PRI A—
FEBICHESWIERHEAF—LZ2 ALYV E—h v~ ETavr F2FETLET, romd
1T TRemote Command (VU E—k a2~ F) | OETY) , FFEDO 2 —EIEICOAFEHNTD
2—P - EEETDHHEE. copy 2~v 2 RN T—HF =L EEELET,

Y= NRN—[ZEBEXIADEA. T A LOa2—PF =250 RCP EXIALIREZIFAND LD

12, RCPH—_"—Z @I ET HLENH D £9, UNIX AT LADGAETL, RCPH—/3—
oV E— R 2—HF—HD thosts 7 7 A M= Y ZBIMTALERHY £, =& 213,

TN AR DOBEETWEENTND & LET,

hostname Devicel
ip rcmd remote-username User0

F XA ADIP 7 KL AN devicel .example.com (224 X 5354, RCP H—/3— D User0 O
thosts 7 7 A /WZIE, IROITHEEND Z LIV ET,

Devicel.example.com Devicel

RCP 1 —H—RICBHT 5 EH

RCP 7v ha/LCiE, 7747 MIRCPERI LIZY ET— kN a—HF =% — " —(T%(F
THULENRSY ET, RCPEFEH L TT A AN —N_"—~ar 7 4 Fal—a 7y
ANE =T 58A, CiscolOS V7 MU = TIEIRONEE CTHRANZFE L LB o —%—
HEEELET,

1. copy EXEC =~ RTHESN-2—¥4 (—FALARHEEINTWDIHE) .

2. ip rcmd remote-username/ B— 3L a7 4 X o b— gy avy RTREI N2 —
P—2 (v FRRESNLTVDLHE)

3 BUEDTTY (K) mivXZEEMTONTVWD Y E—Fa—W—4, 2LE, 22—
B—28 Telnet 21 L CTT /34 ATEHE SN TE D, username =2~ > R4 L CGRIES 1L
H5AE, VE—ba—V—4L LT Telnet 21—V —ELNBNT XA AV T v =72k -T
EEINET,

4, FNRAZADERA N,
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| av74F¥aL—vav oz roEE

FINAZDS FIPH—ADav T ¥ab—vav I74r0at— |

RCP a2 V' —#RZFE[TTH-OIZIE, Fy hI—F —NR—EZVE—F 2—F—ZDTH
VY MNEERTOIMLENHYET, 2OV —"=RNTF 4 L7 NI EEL LTV DGAE, 2
TA4Xalb—vary T ANEREAA—VEF, == FED ) T— [ 22—V —F L BEA]
oniT 4 L7 MVICEZIAEND D, ZOT 4 L7 MUnbavt—ShEd, =&z,
VAT DA A=VPRY = AN—= EDA—F—DFR—LT 4 L7 FVIZHLIHRIE, D —F—
DA4HZ Y E—F 22— =4 L LTHEELET,

FEMZHOWTIL, THHADORCP —R—D~=a T L EHR LT FEN,

TFINAZADLFIPY—/I\ADaAV T4 FXFaL—23r T74)ILOaE—

FTNRAAMBFIP Y —AN a7 4 FXal—ya Ly 774V ab—T&xE1,

FIPA—HEZE L V/SAT— KOPE

N

GE)
P— RO IP T FLRAEMTTE £ A,

WNAT— R F @) 2505 2 LIdTEETA, X5 T@) 2EMNT25L, a8—T

FTP7' 2 h 2L T, FTPERZ LIV E— F 2 —PABLONNRT—RE, 7747 bR
= NZEETHULERDHY ET, FIPEZFEH L TT A AN — "o 7 4 FaLb—
vary 7yANEar—1 584, CiscolOS V7 Y= TIEROIEE TRANCTE R LI-H%)
pa—PHEEGFLET,

1. copy EXEC 2~ RCTHEINZ2—H4 (2—VFABBEIN TV IHIEHE)

2. ipftpusername 7o — 3L a7 4 Fal—vay avy RORESNZ2—V4 (=
<V RBREINTWVEELE)

3. Anonymous

TNA AL, RONEE CTHRINCFER LT G322 — RERE L ET,

1. copy 2~ RTHRESNZ/NAT— K (RRAU—FBMEESNHTOWEHER) .

2. ipftppassword 2~ RCHEESNTZ/NATV—FK (a2 RBRFEESNTHDLEE) .

3. T3 AL, username@devicename.domain &\ 9 XA T — &AL L 3, £k username

ITBED | v v g BT b2 — 4 devicename X% EHE A DR A R4, domain
T XA 2D RAA L TT,

a—PLBLUORAT—RiZ, FIP 3 —_"O7 v MCEEMIT SN TWARLERNH Y £
T, = NIZEXRADES. T XA O —FNE0 FTP EXALEREZZITANS LD
12, FTP 4 —RZWUNIRET HLERH Y 9,

OV =BT 4 L7 NIEEE LS TWDAES, a7 4 FXFalb—var 77 ANVERIEFA
A—=IE, =R bEOa—FZ LEEMMTONEZT L7 NVICEZIAENDID, TOT 4 L
J R pbavr—&nEd, ez, VAT A A A=URY =N EDZ—YDE—L T 4
L7 MV DHEAIR. 02— F 042 ) E— b 2—HFH L LTHRELET,
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AVT4F¥IL—Yav IFALOER |
B wiszo7000a0—

FEAZHOWTIL, ZHEHADFTP 4 — RO~ =a2 7 Va2 BB L T EE W,

TRCOaAb —EEIEHT 22— 4B L OSRA U — RERET HI21E, ipftpusername s
X Wipftppassword 7 o —/3)L a7 4 Fal—var a<wy REFEHALET, FEDa ' —
BIEICOMERHT 22 —F A E2RET H5E1X. copyEXEC 2~ RN T2—HF A4 EIRELE
o

VRFIZK BT 7LD E—

copy 2~ RTHELZ VRFA v ¥ —T7 oA ARHTT 7 A VEaE—TEET, REDOE
HY 7 TR FEEAETICHEERE LA VY — T oA AEEETEXHDT, copy IvY KT
VRF 248§ %1% 0 3l TR T,

£l

OB, copy 2~ RZMEHLTVRFRBRHETY 7 A VEab—7 5 FikzRLE
R

Device#

Address or name of remote host [10.1.2.3]7?

Source username [ScpUser]?

Source filename [/auto/tftp-server/ScpUser/vrf test.txt]?
Destination filename [vrf test.txt]?

Getting the vrf name as test-vrf

Password:

Sending file modes: C0644 10 vrf test.txt
|

223 bytes copied in 22.740 secs (10 bytes/sec)

AL YFILBDRAL YFADAL T4 XaL—232 T74I)LODaE—

HHLAA Yy TFNORDAAL v FITRELZ AL =T HIENTEET, ZNEI2ATy T et
ATT, AL v T 05 TFTP — "—ZREZ I E— L, WRIZTFTP D ORIO A A v FIZRE
%f:to_l/jzﬁﬁo

AA v FNLBIEDORE L 2 ¥ —3 5HI21%. copy startup-config tftp: =~ K& FEITL, H<
FERIZIEVNE T, BREN TFTP — N a v —SnE 1,

wIZ, BIDOAAL v F~a 7 A L. copy tftp: startup-config =~ > K% 3T L T, #Hi< FERIC
EWET, ZTNT, REFHOAAL vy FIZab—InFEzT,

BREAZ AL — LTk, TOREZRFT HITIE, writememory =2~ > REfE L, D% A
A vF &V nn—R+50, £721% copy startup-config running-config =~ > R&3{TL £,
NVRAM LY KEWNa T4 Fal—>ar IT7AIL

NVRAM LD K& War 74X a2l —3 gy 77 A VEHERFRETAI21%. DEROHEOEREY
Mo TR MLENRHY £9,
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AVT74FaAL—23Y T7AILDEME .

AVI4FXaL—23Y I7M4ILDEHE

service compress-config 72—/ L a7 4 X alb—vay avwy RNE, ary74¥alb—
vary 77 ANEER LT NVRAM T 2 Z L2 ELE S, a7 4 F2lb—var
TrANPERSND L, T RTEFITERELET, VAT LORERHIZ, AT Ald=
VI A4FK 2= a7y ANPEMENTND Z EE2FHRL, EfINcar 7 Fab—
vary 7rANERBLT, EFICOEEZEDE T, more nvram:startup-config EXEC =1+
YRIZEY, arvvaFal—varBnERESNTHLEREINET,

O T4 X al—vary T A NEERET AN, B ARAN— R 2T DAL ARL—Y g
BIOAVTF U A~=aT7 2B LTSN, ZHHOY AT LAOROM M7 7 A VIE
MAEVR—BPLTCWAZEE2HERLET, PR—FLTWRWESE, 7 7 A VEMEZ T HR— b
LTWAHHLWROM A VA R —/LT&xET,

2T 4 Fa2lb—2a DY A XL, NVRAM DY A XD 3EE2B 2 TlIWTEH A, NVRAM
DY A XN 128KB DA, BETEAHRRKOI L 7 4 FXal—aly 77 ALDY A RE
384 KB T,

service compress-config 7 e — L 237 4 Fab— g a<w RiE, CiscolOS Y 7 FU =
7 U U—Z10.0 LD 7 — F ROM &4l L TWAEAICIRY 34T T& £9, #H LV ROM %
A VAR =T BHDIE 1 EIFRY OF/ET, ROM IZ Cisco I0OS Release 10.0 2372 WA 72T 4B
TT, 7—FROM PEMa L 7 4 X2 b—2 a3 U ERBLAWVEAIL, RORA v E—IURE
mAINET,

Boot ROMs do not support NVRAM compression Config NOT written to NVRAM

AV IAXaAL—2avDISAATISYL A TPAILVARTLEDTS Yy 2 AE)ADBIRK

TJITAANT T ad 7 ANV ATLEADTNNAALTIZ, RET7 T v a2 AEI D77 A I)LE
TZIZPCMCIA 211 b D7 T v 2 AFE Y DT 7 A VI CONFIG_FILE BREEZAKARET D
LR, A= T T a7 4 Fal—varE 7Ty a AT ITKMTE T,

FEICOWTIE, VT AAT T vy a Ty A AT A TOH CONFIG FILE BREEEHDOFEE
Q11 _=v) ZZRLTIZIV,

REWaAr 74 Xab—ra VEREELIIEET 2581, HETOLERHY £T, 7
Z v = A% Y GEIEE copy system:running-config nvram:startup-config EXEC =< > RA3%
TENDHTERNEHENET, 77 v a AEVO7 7 A VER (ZXHEBORELR & D)
FEEBIIATON R WD, FIRFRER 7 7 v v a AFVICHAEEEZL IS LERH Y F
7. squeeze =~ REMEH LT, HHFAEEREZBERLET, 20MBLUL EORERET T v
Va W= REMHTHZEEHRELET,

Yy rI—OHh6DaAV T4 Fal—YarvavrRkoo—FK
a7 4 F¥alb—a RN REWEAIE, FTP, RCP, TFTP DWW T IO — " —{THH L T
BE, VAT AOEEBIFIZAY 0 —RTAH2 L8 TEET, Xy MU= P—R_—%2EHL
TRHBRREEBNT DI2IE. T3 A0S TFTP h—R—~Dar 7 4 X al— g v
TrANDat— (189—Y) BIar 74 Fal—rar 7y Ve dyra— K15
FTNRA ZADEE (186 X—) DIETINLDOa~y ROFEMESRBL T EE0,
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AVT4F¥IL—Yav IFALOER |

B - xav—vavorqnzesrn—rea7 1 20%E

AVT4FXAL—2a Y TFAINESVA— RS BT /INA RADERE

VAT ADOERERFICIOFE LT 2o a7 4 X a2l —vary Iy A VEr— R+ AL T
NARAEHRECEET, avr74FX¥alb—ary7Zr7A0E, a~v U R ilavr REA
HLTEGAE ERERIC, AEVICE— RENGHHAENET, TOTD, TXAADI LT 4
Fal—Yaid, TOARE— T v a7 4Xal—aré 1 D2FERE 220080
O—RENFar74FXal—vay Z7AANERELELDICR D 97,

FYRI—=DOERRA MDAV T4 FaL—2a 0 T7A0L

JERRZREEMNG, TARAL ABEYNIF T oa—RT57 74 VL, Ry NT—2 a7 4
Fal—valrTZrANVEMNENET, T4 A2EFBHIX Y0 —RT57 7400, &
ANarZ4FXal—vary 7rANEMRTINET, 2003 T 4 Fal—vary TrA
ME, Ry NT—7 EOFTRTOT AL AR, H—a~vr FOEZL 2T 258 T
9, Xy hU—7 ar 74 F¥alb—rar TrAME, TRTCOT A AEHRETDHT-
IR Sh A EEa -~ FREERET, RA b ar 74 Falb—Tar 77 A2,
FFED 1 ODORA MIBEFEOa~ L RREENET, 22o0ar7 4 Falb—var 770
Aa—RNT5856, FAMar7 s Xal—rary 7740k, b2 1O07 7 A VL0 E
EEEHIMLERHLVET, Py hU—V a7 4 Fal—ay TZ7AVERAN a7y
X2l —var 77y D) E D, TFTP, RCP, FTP DWWy E I L CRIERRE/R R
=27 == LIZH Y, FAMY ATRETHLILEND Y £,

O J4FXa2Lb—2ay 7274 IVESROEEAE

a4 xXalb—a3y 774 ILIEHRORTE

FIE

AT 4 FXalb—var T ANVIETAEREERTRTDHIZNE, 208 g OFNEEFET
L/\i‘é—O

ARV KFERIETIaY BrI
5w 71 |enable it EXEC E— FE Az LET,
1 - e N2ATU—REZASNLET EREN
=58

Device> enable

AT 72 |show boot BOOTERIEAMDONE (REINTWD
Bl - %) . CONFIG FILE BREEAHUC S -
THESRTWS a7 4 X¥al—ys

Device# show boot VT ANDL ﬁﬁ\ + XX BOOTLDR

BREAEMONEZ R LET,
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AVI4FXAL—Lav ITANDER .

ARV RFEEETIIa Y BRI
A7 73| more file-url BESNTE-77AVONEEFRLE
1 - KR

Device# more 10.1.1.1

25 7 4 | show running-config a7 (K ar T AN
i - ONEFExFRRTLET (more
system:running-config =~ > KDz~
Device# show running-config FxzA Y 7’;<“57f) °
AT 7 5 | show startup-config A=K T w7 ar7 4 Fal—a
Bl - VI T ANONEERRLET,
(more nvram:startup-config 2~ >
Device# show startup-config Da<wy RxAYTRATT) ,

JITIAAT T v TyrAI)V VAT A
779 N7 = LUHNDTITOT T >
7 A=A BT, @H, 774V RO
startup-config 7 7 -f /L1Z NVRAM (Z4%

MINET,

TTAANT T2 774/ AT A
75 v b7 —2A LTk, CONFIG FILE
BRESAHUTT 7 4L b O startup-config

TrANEEELET,

CONFIG_FILE £ D7 7 4V MME
NVRAM (2720 £,

A4 XaL—23Y D74 ILDER

CiscolOS V7 b7 =7 1%, 1{TIZ2& 120ary 7 4 Falb—Tary avy Fexzif AnE
T, AT 4 FXal—Taravr NE, RERFFANTEES, a7 Fa2b—va
T AMIF, AN LTca~vy REFHT5aA 0 MaBINTEET, a2 A FOSEHIZIE,
B (1) 2T ET, 2 A MINVRAMICHL Y 7 4 Xalb—vary 77, VDT Y

T4 T AT BN E L7272, show running-config & 72 1% more system:running-config
EXECa~ Y RTT V7T A TRRED Y A FE2FIRLTH, aAy MIFRSNEE A, show
startup-config & 7= 1% more nvram:startup-config EXEC £ — Ra~v > RCRAZ— K 7 v 7 av
T4 X alb—=varyOURAMZFRLTH, a A MIERSNEYA, A NI av

T4 X2l —vay T7ANANBT AL A Ze— RENcEElZlary74Xal—vay 7y
ANDBHIRENET, 2720, 7y ANk e han (FIP) . VE—habt—7o bha
) (RCP) . %7214 Trivial File Transfer Protocol (TFTP) H—/ SN— LEIZKMINTWBEH a7 ¢
Fal—valrTZ7AN0OaRr OV ANMIFRTEET, CLIZEHALTY 7 by =7 1%
BRETDHEXL, 2=V —DANHSTY 7 by =TICL Y a~vy RRETENET, CLI
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FIE

AVT4F¥IL—Yav IFALOER |

FHERALTCY 7 N =T 2R ET DL, FHEEXECE— REZBIAL Tk a~r FEMHAL

\iﬁqo
AU REEETIV 3 Y B
AT 71 |enable HitE EXEC E— K2 LET,
{5 e NRAT—REANLET (FERSh
7258) o
Device> enable
R w 72 |configure terminal JTa— ) a7 4 X2 lb—3a
1 - T REBHLET
Device# configure terminal
R w 7 3 | configuration command VB ay 7 4 FXal—gy avy
15 - K& AJJLET, CiscolOS v ==7 /b
Yy M2, 77 v U—RlcRmE S iz
Device (config) # configuration command| 2+ 7 A4 X = b—3 3 a~< 2 RAH
BHEhTWEd,
AT T8 RONT N EFATLET, Ay 74 F¥al—varkwyiark
«end T L, EXEC E— RIZEY £,
Nz G¥)
1 - Ctrl ¥ —& Z F—%RKHZHT &
[[IZAZ RSN ET,
Device (config) # end
X 75 | copy system:running-config FfTar74F¥al—rvary 7y

nvram:startup-config

1 -

Device# copy system:running-config
nvram:startup-config

HAX— KT T a7 4 F¥Fal—37
VI ANE LTIRIELE T,

copy running-config startup-config =~
YRZA VT ABEHTEETA, 20
avy NIRBENELS 2We), EET
LUENRDHYET, FEAEDTT Y
T4 —ALETIH, ZOavwr Rk =
V7 4F 2 b — a3 iE NVRAM [ZHR
fFShEd, V7AAT7Tvva 7y
ANTATLDT Ty N7+ —5 T
. ZOFEICEIYV a7 X2 L—
3 2 X CONFIG_FILE BBiZ5 802 L -
THEINTEHGIURESNET (F
7 /v k@ CONFIG_FILE 4% Tl
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FRAZRDD TP Y——~Dav T F¥aL—vav 77 unat— [

aAvYRFERET7IOIY BRI
7 7 A IVOREIESEIT NVRAM I E &
NTWET)

1

WOBEITIL, THNAADTNA AT T "NAEFRELTWET, BT (1) TRS
Nlca Ay MTITHE, WInoa~sr REFTENEF A, hostname =1~ & R &l [f]
LT, T3 A4 % device 7°5 new name [ZEF L TCWET, Cul+Zz (*Z) F—%#
T, enda~r ReANT5E, a7 4F 21— aE—RFRBETLET, copy
system:running-config nvram:startup-config =~ > RiZ k0, BfEOa 7 1 F 2 L —
VAVIRAZ— R NT v ar7 4 Xab—va UIRGFEINET,

Device# configure terminal

Device (config)# !'The following command provides the switch host name.
Device (config) # hostname new_name

new name (config)# end

new name# copy system:running-config nvram:startup-config

AHL— T v T a7 4 X¥al—a VA NVRAMICH DA 1L, BEDOREGEHRN
a7 4 FXal—varyavr RELTTHFAMERTHRMEN., 774/ LSO
BRIET TIPSR INET, WHET— 20 oR#ET 572012, AV IZTF=v 72 H
HEnEd,

)

GE) —#oORED 3~y R, NVRAM IZIRIEESNBRWEERHV £, Zhbna~vy
RiZ, w22V 7= LI ZIZHANTHLERHY T, ZhbDa~vy RNiE,
Vo a T UCEH SN T ET, V7= hMRICTIEOCLS TS AZFRETEDH LD
I, TUHDOREDOY A MERE L T ZEAMRLET,

—

FINALANSTFIP Y —/N—ADAV T4 Fa2L—32 T74ILD
OE—

TFTP %X v bV —7 H—R_R— EORELZ A E—FT5H|2F, LFOFEEZFEITLET,

FE
=V N3 il = A7 = B#
AT 71 |enable FitE EXEC E— RE G LET,
f e NRAT—REANLET (FRSh
e%a) .
Device> enable

Cisco 10S XE Bengaluru 17.5.x (Catalyst9200 X 1 v F) YR TLEEBI T4 FXaL—>3 > HA4F .



B xorz

RDEE

AVT4F¥IL—Yav IFALOER |

ARV KRFERIETI Va3 B#

R v 72 | copy system:running-config tftp: TFTP $r— R —~FfFa 7 4 X2 L —
[[[/Nocation J/directory |/filename ] vary TrANEart—LET,
1 -

Device# copy system:running-config
tftp: //serverl/topdir/filel0

Z T 3 | copy nvram:startup-config tftp: TFIP — R — AKX — T v 2
[[[/Nocation J/directory ]/filename ] T4 X L— gy TrA N —
15'] . L/i‘a‘o

Device# copy nvram:startup-config tftp:
//serverl/lstdir/filel0

1

I, TNRAZMENS TFTP r—R_R—~a v 7 X2 l— gy 77 A VA —
THHERLET,

Device# copy system:running-config tftp://172.16.2.155/tokyo-confg
Write file tokyo-confg on host 172.16.2.155? [confirm] ¥
Writing tokyo-confg!!! [OK]

copy 2~ RERIT L%, BIEREZIZT 7Y a v OfRE RO L7007 FIREREN
LDEGENHY T, BrSndr 7T v 7 M, copy 2~ RTAS LG ER L O file
prompt 72— L a7 4 Fal—v gy avy ROBEOREICEL > TR £,

TINA AMBRCPH—/IN—A~ADIV T4 FaL—2320T7A4I)LDO

t_

FIE

TNNAAPG RCP Y — N2 — (T T a7 4 FXalb—rary 77 A NVERIEFFET
V74X alb—vary TrANNEat—3500%, FHEEXEC T— REBMBL TRDa~
RZEFHLET,

AT RFEEIEIFTFZIIY B#
AT 71 |enable ke EXEC B — RZ2 AN L £,
1 - ¢« NRAT—REANILET (FERX
=58 .
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AU RFERETOVa Y

B8

Device> enable

ATvT2

configure terminal

1

Device# configure terminal

Jua—\)L a7 4 Xal— gy
T—FzfnL£7,

ATvT3

ip remd remote-username username

1

Device (config) # ip rcmd remote-username
NetAdminl

UEE) 744 FDY T— p 22— —
HEERLET,

ATvT4

end

1 -

Device (config) # end

L) Za—rL arv7 ¥ al—
YarE—RFaKTLET,

ATy Th

ROWT Nz EITLET,

* copy system:running-config rcp:
[[[//Tusername@]location ]/directory
Jffilename ]

* copy nvram:startup-config rcp:
[[[//Tusername@]location ]/directory
Jffilename ]

1

Device# copy system:running-config rcp:

//NetAdminlQexample.com/dir-files/filel

T A ADRITAL T K2 b—
Va7 7 ANVHRCP H—— |
RSN D KO ITHRE L £

F720%

cTNAADAZ— R T v T a7 4
Fal— gy 7740 RCP
P — RITHE S D K 5 ITHRE
LET,

l

RCP H—/N\—ADERTOV T4 FaL—23 2 7714 IILDIHEM

WIT, rtr2-confg E WV LBTDOEITa L 74 X2l —ar 77 A LEIPT KL A172.16.101.101
DY E—F KA EDnnetadminl 4 L7 RV IZa—F 502 R-LET,

Device# copy system:running-config rcp://netadminl@172.16.101.101/runfile2-confg
Write file runfile2-confg on host 172.16.101.101?[confirm]

Building configuration...[OK]
Connected to 172.16.101.101

Device#
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B rerv—i—~ors— 7y Tar T -3 T LOEM

RCPH—/NR—ADRB—rT7ywy T a0 T74FxaL—23> T74ILDIBEA

RDEE

WIZ, RCPEFEHLTCTZ 7 ANV a—352 LIlLoT, —NR—FEIAX¥— T v/ =2
Y74 FXalb—vary T ANVERNTHHERLET,

Device# configure terminal

Device (config) # ip rcmd remote-username netadmin2
Device (config) # end

Device# copy nvram:startup-config rcp:

Remote host[]? 172.16.101.101

Name of configuration file to write [start-confg]?

Write file start-confg on host 172.16.101.1017?[confirm]
! [OK]

COpyEXEC 1~ > R&FATLI-th, BIMEREIZT 7 v a v OMERERO LT v 7 Mgk
IRENDHAENRHY T, ERENDL T T NI, copy 2~ RTANLEEREB LY
fileprompt 72— VL a7 4 Xalb—Tay avly FROBEEOREIZL > TR 77,

TFINAA AN FIPY—IN—ADaAV T4 FaL—32T74)LDO

E—

FIE

TNRAAPS FIP =N~ 2AF— T w7 a7 4 F¥al—vary 77 A NVERITFET2
V74X 2l —ary TrANEa—9500%, ULFOFIEEFEITLET,

ATV RERIFFTIIaY B &
AT v 71 |enable ¥ ME EXEC =— FEANIZ L £,
B - e NRAT—REANILET (FEREXH
258) .

Device> enable

R w 72 | configureterminal FNRAATTa— L a7 4 Fa L—
i - varE'—NERMLES,

Device# configure terminal

R w73 |ipftp username username =) 57V DY E— F 22— —
5l - HEARE LET,

Device (config)# ip ftp username
NetAdminl
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AU RFERETOVa Y

B8

ATvT4

ip ftp password password
1 -

Device (config)# ip ftp password
adminpassword

HEE) T T4V FOIRAT— REfEE
LEJ,

ATvTH

end

1

Device (config) # end

(FE) Jo—)L a7 4 X a2 b—

YaryE®E—REKTLEST, ZOFIA
X, T 74 DY - 22— —4
FIRAT— R EEXTIEAICE
THETT (AT v 7 28L03 %%
)

ATvT6

WONWT NN EFITLET,

* copy system:running-config ftp:
[[[//Tusername [: password
]@]location]/directory J/filename ] %
72X

* copy nvram:startup-config ftp:
[[[//Tusername [:password
]@]location]/directory J/filename ]

1 -

Device# copy system:running-config ftp:

FTP #— " — D5 E SN TG ~F T2
V74X 2 b —va VERIFAY— |
ToTarZ74Xal—yalry 7y A
Lk ar—LFET,

1

FIPH—/N—A~ADETAV T4 FaL—>3y T74ILDIEHH

RIZ, runfile-confg &L WO ARIDETAL T Falb—a L T A )LEIPT RLA
172.16.101.101 ® Y E— h & A k F®D netadminl 4 L7 MV Ica bt —F 542 R LET,

Device# copy system:running-config ftp://netadminl:mypass@172.16.101.101/runfile-confg
Write file runfile-confg on host 172.16.101.101?[confirm]

Building configuration..

. [OK]

Connected to 172.16.101.101

Device#

FIPH—NN—ADRE— Py T a0T74FaL—23Y T74ILOKM

Wiz, FTIPEZEHLCZ7 7 A Va2t —352LI2L-»T, —N"—LEIRZ— T v ar
T4 FXalb—vary Ty ANVEBRNTHEZRLET,

Device# configure terminal

Device (config)# ip ftp username netadmin2
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Device (config) # ip ftp password mypass

Device (config) # end

Device# copy nvram:startup-config ftp:

Remote host[]? 172.16.101.101

Name of configuration file to write

[start-confg]?

AVT4F¥IL—Yav IFALOER |

Write file start-confg on host 172.16.101.1017[confirm]

! [OK]

RDEE

COPYyEXEC =1~ > R&F1T L1214,

BIEREZITT

Ja DR ERDD T T NHRER

IRENDHAENRDHY £, ERENDL T T ME, copy 2~ RTAN LEZEHREB LY
file prompt 72— )L 27 4 FXFal—vay avy ROBIEOREIZL > TERRY 4,

—

TFTP H—/\—H 5
aOE—

TN AADAV T4 F2

L—>3> 741l

TFTP 4 — =N TF NN AT T 4 FXal—ary TrA N Eabt’—3 3203, LTFTDZ
AT HFEITLET,

FIE

ARV RFEERTI VA Y

=)

&M

enable
1 -

Device> enable

¥i#E EXEC T— &AL £,
e NMAT—REANLET (FERkEh

et ey

o

ATy T2

copy tftp: [[[//location]/directory]/filename]
system:running-config

1

Device# copy
tftp://serverl/dirl0/datasource
system:running-config

TFTP r— =3 7ar 7 X
L—yary~ary74F¥alb—gv
TrANEar’—LFET,

ATvT3

copy tftp: [[[//location]/directory]/filename]
nvram:startup-config

1 -

Device# copy
tftp://serverl/dirl0/datasource
nvram:startup-config

TFTPH— =B AZ— T v a

T4F¥z2lb—Tar~ary74¥alb—
vary JrANVEa’—LET,
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RDEE

zorz I
ARV RFEREET7TOVa Y Be
27y 7 4 |copy tftp: TETPH— /= b A4 — T w7 3y
[ocsionjoresoryfileenefies ] dredayatparfg) - ., L —32 g ~av 7 ¥ o L—
Bl - vary JryANEar— L%,

Device# copy
tftp://serverl/dirl0/datasource
flash:startup-config

!l

WIZ, IPT7 KL A172.162.155128 5, tokyo-confgt W\ I LRID T 7 A )Lint V7
FY =T ZRET OB ERLET,

Device# copy tftp://172.16.2.155/tokyo-confg system:running-config

Configure using tokyo-confg from 172.16.2.155? [confirm] ¥

Booting tokyo-confg from 172.16.2.155:!!! [OK - 874/16000 bytes]

COPYEXEC 1~ > RZ&FIT L7th, BIEREZIIT 7 v a v OMERERD L T a7 Fngk
RENDGENRHY T, BoRShdr 7 a7 ME, copy 2~ RTAN LB HREL IO
file prompt 72— L 2> 7 4 Fal—Tay avy ROBEDOHRTEIZEL > TERY 7,

rcp U —/IN\—METNA AADIAV T4 FXaL—232 T74)LDO

E—

FIE

rep F—"—BETa 7 s FXalb—varERFAY— Ty ar7 X2 lb—3a v
N T 4 Falb—Tary TrANEa—351ZiF, UTOFEEZFETLET,

AT RFERET7IOIY BrI
5w 71 |enable it EXEC E— FE Az LET,
1 - e NRATU—REZASNLET EREN
=58 .

Device> enable

Z w72 | configureterminal (L85 BAhDar 7 (%o L—o g
fi v E—RNERBLET, ZOFIAIL,
FI74N DY) E— | 2—F—4% L

Device# configure terminal
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AVT4F¥IL—Yav IFALOER |

ARV RFERETIVa Y

B8

EBEXTIHAICEILETT (AT v
3RS

ATvT3

ip remd remote-username username

1

Device (config)# ip rcmd remote-username
NetAdminl

(EE) VE—bha—P—HZfHEL
giwg‘ﬂo

ATvT4

end

1

Device (config) # end

EE) ZJa— )L a7 ¥zl —
YaryE®E—REKTLET, ZOFIA
X, T 74 DY - 22— —4
FIRAT— R EEXTIEAICE
FHETT (AT v 7 2%28H]) |

ATvTh

ROWT N ZEEITLET,

1

Device# copy
rcp://[userl@example.com/dir10/fileone]
nvram:startup-config

rep = "= ETar 7 4 FaL—
varERIIAZ— N NT v ar Ty
Fal—vagr~ary74Xal—3
V77 ANV Ear—LET,

1

rcp @ Running-Config D1 E—

WIZ, hostl-confg EWHLRID AL T 4 Fal—vary 77 A)%&, IPT FLANRN
172.16.101.101 ® Y &— r P — — EDnetadminl T4 L7 R UmbHab—L, T/ A Ta<
Y RER—RLTHEITTIHERLET,

device# copy rcp://netadminl@172.16.101.101/hostl-confg system:running-config
Configure using hostl-confg from 172.16.101.1017
Connected to 172.16.101.101

Loading 1112 byte file hostl-confg:![OK]

device#

[confirm]

%SYS-5-CONFIG: Configured from hostl-config by rcp from 172.16.101.101

rcp @ Startup-Config D1 E—

Wiz, UE— h 22— —% netadminl Zf5ET H 1%~ L E T, KIZhost2-confg & V9D £ HiD
a7 4 Xal—ary TrANE, IPT FL AN 172.16.101.101 DV E£— k —— LD
netadminl 7 4 L7 N MWBAZ— T v a7 4 Xal—gr~at—LET,
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ROEZE

zorz I

device# configure terminal

device (config)# ip rcmd remote-username netadminl

device (config)# end

device# copy rcp: nvram:startup-config

Address of remote host [255.255.255.255]? 172.16.101.101
Name of configuration file[rtr2-confg]? host2-confg
Configure using host2-confg from 172.16.101.101?[confirm]
Connected to 172.16.101.101

Loading 1112 byte file host2-confg:![OK]

[OK]

device#

%$SYS-5-CONFIG NV:Non-volatile store configured from host2-config by rcp from 172.16.101.101

COPYEXEC =t~ > REZFIT L%, BIERE-IIT 7Y a v OMERERD L 77 M vk
REINDLGENRH Y T, orShbd7rr7 M, copy 2~ RTAN LFHREL LW
file prompt 7 m— L a7 4 Falb—vay avy ROBIEOREIZL > TR £,

FTIP H—/IN\—MNS5TNA AADAV T4 FaL—a3r T74J)LMDO

t_

FIE

FIPY—R—OETa 74 F a2 b—va v FREAY— Ny a7 4 F¥ab—va v
NIYTAFalb—Yay Ty A VEAE—THIE, UFOFIREIATLET,

ARV REREFTIaY BH
AT 71 |enable ke EXEC £ — RZ AN LET,
1) : e RAT—REANLET Eksh
=58

Device> enable

R Fw 2 | configureterminal rE) Z7a—\ L ar 7 Xz l—
Bl vayE— FEMTEET.
IEiZ, 74V DY E— b 2—H—
Device# configure terminal Zlif_ I AT —FR ;&Lié&j‘éi‘a/\
EIBETT (A7 vy 73680455
M) .
R T 7 3|ip ftp username username EE) 774NV DY E— h 22— —
Bl B SEELET,

Device (config)# ip ftp username
NetAdminl
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1

AVT4F¥IL—Yav IFALOER |

ARV KRFERIETI Va3 BHY
A7 74 |ipftp password password (L&) T 74N hO/RAY — REHRE
f5 LET.
Device (config)# ip ftp password
adminpassword
ATv 75 end FE) Va— )L a7 4 XaL—
i - vary B—FERTLES, ZOFIH
X, 774NV ROV E—h 2—HF—4
Device (config) # end ififi/\ox v — F%L%%ﬁ‘é%{a\ﬂlk
FHETT (AT v 73 BI04 %S5
M)
ATYT6 | RONTNrEFITLET, FTIPZEH LT, Xy U —2 H—s3—
« copy ftp: IMHFATAEY EIFAS =T v

[[[//[username[: password]@]location] | =~ 7 A ¥ ab—yar~ar 7 Xz

[directory L—yary 770k ar—LET,

Jffilename]system:running-config
+ copy ftp: [[[ ‘

FeY

1

Device# copy ftp:nvram:startup-config

FTP @ Running-Config ® 0 £—

RIZ, hostl-confg E WO AFIDARA L a7 4 Fal—val Ty A%, IPT RLANR
172.16.101.101 ® Y F— k¥ —,3— LD netadminl 7 4 L7 h U b a—L, T34 ATa~
Y REer—RNLTETTLHZRLET,

device# copy ftp://netadminl:mypass@172.16.101.101/hostl-confg system:running-config
Configure using hostl-confg from 172.16.101.101? [confirm]

Connected to 172.16.101.101

Loading 1112 byte file hostl-confg:![OK]

device#

%SYS-5-CONFIG: Configured from hostl-config by ftp from 172.16.101.101

FTP @ Startup-Config 1 E—

wIZ, UE— b 22— —% netadminl Z45ET DB~ LE T, KIZ host2-confg &\ 5 A HITD
a7 4 Xal—ay T7rAN%E, IPT RLAN172.16.101.101 ® Y E— K +—s3— ED
netadminl 7 4 L7 PUMBAX—F T v a7 4 Fal—yar~abt—LFEFT,

device# configure terminal
device (config)# ip ftp username netadminl
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RDIEE

zorz I

device (config)# ip ftp password mypass

device (config)# end

device# copy ftp: nvram:startup-config

Address of remote host [255.255.255.255]? 172.16.101.101
Name of configuration filel[hostl-confg]? host2-confg
Configure using host2-confg from 172.16.101.101?[confirm]
Connected to 172.16.101.101

Loading 1112 byte file host2-confg:! [OK]

[OK]

device#

%$SYS-5-CONFIG NV:Non-volatile store configured from host2-config by ftp from 172.16.101.101

COPYEXEC =t~ > REZFITLT7-t. BIEREZIIT 7 v a v OMERERD L 77 F vk
IRENDELGERHY F4, FRrESNDH7 e 7 ME, copy 2~ RCTADNLEBHREB IO
file prompt 72— )L 207 4 FXFalb—ray awy ROBEOHRTEIZL > TR 9,

NVRAM & Y KEWaA VT Fal—23y TJ7M4ILDIRSF

NVRAMDY A Azifiz 53y 7 4 Fab—ar 77 A aeksd21I2id, UEotr e
VTCHMT XA REATLET,

aAVI74XalL—23Y 7274 ILDESE

FIE

AT A4 FXalb—vary Ty ANVEEMTDHICE, Z0®7 v a vOFEEZFETLTSES
AN

ARV RFERETIaY BH
AT 71 |enable ke EXEC £— RZ AN L £,
51 - s NRAT—REASILET (R
=58

Device> enable

R w 72 |configure terminal Ja—nN)L a7 4 ¥ a2l — g
15“ : t— ]\\\%Eﬂﬁé\]\/ij—o

Device# configure terminal

X T 7 3 | service compress-config a7 4 X2l —ay T ANEE
15 - Mo LatEELET,

Device (config) # service compress-config
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AVT4F¥IL—Yav IFALOER |

ARV RFERETIVa Y

B8

ATvT4

end

1

Device (config)# end

Jua—\)LaryZ7 4 Xal— g
£ F%%@T L/jz\jﬁo

ATvTh

RONT NN EFATLET,

cHLnary7 4 FXal—varka
v —9 521X, FTP, RCP, TFTP
AL ET,

« configure terminal

1

Device# configure terminal

Hlnar 74 ¥al—aryr AN
i‘a—o

* NVRAM DA ZD 350 L=
TJA4F¥Xal—rvarEun—KLED
ETBHE ROET— AvE—V
DERINET,

[[buffer overflow - file-size /buffer-size
bytes], |

ATvT6

copy system:running-config
nvram:startup-config

1 -

Device (config) # copy
system:running-config
nvram:startup-config

FITar 7 4 Fab— g VOEERK
bolzb, HrLnary 7 4 X¥al—3 3
VERGELET,

1

WIZ, 129KBD 27 4 X2 b—3 3 77 A /L% 11 KBIJER

Device# configure terminal

Device (config) # service compress-config

Device (config)# end

s oflE R LET,

Device# copy tftp://172.16.2.15/tokyo-confg system:running-config

Configure using tokyo-confg from 172.16.2.155?

Booting tokyo-confg from 172.16.2.155:!!!

[confirm] y

[OK - 874/16000 bytes]

Device# copy system:running-config nvram:startup-config

Building configuration...
Compressing configuration from 129648 bytes to 11077 bytes

[OK]
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S9VTAFIL—VIVDITRAATS YL TFAN VRFLLDTS v AEY~0kH ]

aAVI74X2aL—23 DISRAATISYI A T7AILIVARTLENDTIS Y 2 AE

) ~DIEHA

FIE

AL =K T v a7 4 Xalb—arE7Tyva ARVIEHNTHICE. 2ok rva
VOFNEEFITLTL &V,

A RFEREFIT7TIIY

=)

AT w1 |enable ¥t EXEC £ — REAZIIC L ET,

{5 e NAT—REANLET (FERSh
5 E) .

Device> enable

R 7y 7 2 | copy nvram:startup-config BFLWGFNCBEDO A X — N T » 7 2
flash-filesystem: filename V74Xl — gy hkabr—L T, o
- Y74 FXab—vary Ty A NelEk

LET,

Device# copy nvram:startup-config
usbflashO:switch-config

AT 7 3 |configureterminal Jua— ) ary7 4 ¥alb— g
15'] : Tt F‘%B"ﬂﬁé\bij‘o
Device# configure terminal

R T 7 4 | boot config flash-filesystem: filename CONFIG_FILE BREEAH AR ET HZ &
1 - CEY. 7Ty va AEVICAL— |

Tl arZ4Xal—rary IrA

Device (config) # boot config IWERNT D EERELET,
usbflashO:switch-config

AT w75 |end Ja—s )L ar7 4 Fal—va v
15“ : £ — ]\‘2&.}%5:(7 Li—g«o
Device (config) # end

ATYT6 [ ROWTNrEFITLET, FlLnar 7 Fal—rar® AL

cHlLWnar 7 4 ¥al— gk
v'—42%(2lZ. FTP. RCP, TFTP
ZEHALET, NVRAM A XD 3
BEBzdIREIDary 74X
L—varzun—KRKLLYET2
L. ROTT— AvB—UNREKR
SNFET, [[buffer overflow -
file-size /buffer-size bytes] |

ij—o
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AVT4F¥IL—Yav IFALOER |

ARV RFERETIVa Y

B8

« configure terminal

1 -

Device# configure terminal

ATy T17

copy system:running-config
nvram:startup-config

1

Device (config) # copy
system:running-config
nvram:startup-config

EFar 7 4 X2 b—3a VOEFERK
bolzb, HriLvnary 74 ¥X¥al—3 3
VERGTLET,

1

PLTFIZ, usbflashO: 1T LTy 7 4 Fab—a v OflERLET,

Device# copy nvram:startup-config usbflashO:switch-config

Device# configure terminal

Device (config) # boot config usbflashO:switch-config

Device (config) # end

Device# copy system:running-config nvram:startup-config

2y RITI—=Oh5DaV T4 FXal—aravrkron—FK

Py hU—7 P—R—=%fH LT, K&ERar 74 F¥a2lb—va U E2RETHI00I, 2

varDOFEEFATLET,

FIE

okrs

ARV KRFERRETY Va3 Y

=)

ATy T

enable
B -

Device> enable

it EXEC E— FE Az LET,
e NMAT—REANLET (FEREh

=58)

ATvT2

copy system:running-config {ftp: | rcp: |
tftp:}

1 -

Device# copy system:running-config ftp:

FTar 7 4 F¥alb—v a3 % FTP,
RCP. TFTP OWF D H— S —Tf%
FLET,
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II9VaAAEYNDLRE— R T Y TELRRITAV T4 FaL—2arA0aAY T4 FaL—2a v I7MLDIAE— .

ARV REEET7IVa Y B8
R 7 3 |configureterminal Ja—r ) ar7Z 4 ¥al—i gy
51 T NEBBLET,

Device# configure terminal

R T 7 4 | boot network {ftp:[[[//[username EBEFHCAZY— T v a7 ¥
[:password ]@]location ]/directory L—ay Z9 AN %Ry NT—2

Jfilename ] | rep:[[[//[username@]location |y s s\ r e 1o . S
V/directory J/filename ] | tftp:[[[//location i; ATIPBR = RTH L EIRE L E
]/directory J/filename |} °

1

Device (config) # boot network
ftp://userl:guessmelexample.com/dirl0/filel

R w 75 | service config AT AORB D T F o L
i - var Z7rANESY =T 5K
INCAA v Fo A X—T VI LET,

Device (config) # service config

A7 76 |end Fa—)L ar7 4 Xal—g
15“ : £ F‘%%‘gT L\i‘g_o

Device (config) # end

Z 5w 77 | copy system:running-config RECHRFLET,
nvram:startup-config

1

Device# copy system:running-config
nvram:startup-config

25992 ARYNBARA—F 7Y TFERIFETAV T4 X2 L—
oaoADAVIA4FaAL—ary TrA4ILOaAE—

7T vva AT IDPLBEEDONVRAMIZH DAL — T v a7 4Xalb—a 703
Elrar 74 Fal—agr~aryJ 4 Fal—Yary Iy AN REHZEI—T 520, A
T2 a~vr REATLET,
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B o5z 740 025 0mMTcRar 70 FaL—vary Jr 4 LDaE—

FIE

ARV RERFTIIaY B#
AT v 71 |enable ¥HE EXEC £— FEARNC L £,
11 e RAT—REANLET (FEsREh
=58

Device> enable

ATy T2 RONT N EFLITLET, e NVRAMIZZ > 7 4 Xal—3 g

- copy filesystem: T ANVEERER— T 5, £2id

[partition-number:][filename ]
nvram:startup-config

* copy filesystem:
[partition-number:][filename ]
system:running-config

1

cHIEDE[Ta L T 4 Fal—T g
a7 4FXalb—rary 774
NEa—LET,

Device# copy usbflash0:4:ios-upgrade-1
nvram:startup-config

1

WIZ, usbflash0 IC D7 T v 22 AE Y PCH— RDO/NA=T a4 nDT /3 A
DAF—KT v 7 ar7 4 Xzl —3 a3 ~ios-upgrade-1 & W I ARTDT 7 A V% 2
=456z L £T,

Device# copy usbflash0:4:ios-upgrade-1 nvram:startup-config

Copy 'ios-upgrade-1' from flash device as 'startup-config' ? [yes/no] yes

[OK]

TJ759Sa A®) D274 DARATLEBTOaAY74FaL—3 Y
J74ILDaE—

BEDOT7T v a AR 77 ANV AT LE{ZTET Ty M7+ — L ETIE, W77 v a
AEVREDT T a2 AFEY T7ANV VAT IENBMOT7 T v 2 AU 7740 VA
TEANT 7 ANEAa—TEET, BRb77 902 AFY Ty ANV VAT AT 7 A )VE
a—F AT, FHFOI T X2l —a ORI T A —E{ER L, T
NARZA 7 4 FXalb—2arZBcEEd, 77via AFY 77440 VAT AMT
a7 4 F¥al—vary Ty A)NEaA—F 521X, EXECE— RTROa~vy e LE
R
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FIE

I5YLa AEY TN VRFLMTOI YT 4¥aLb—var 774 0aE— ||

ARV RERIFFTIaY B#
AT v 71 |enable ¥HE EXEC £— FEARNC L £,
11 e RAT—REANLET (FREh
=58

Device> enable

A 5w 72 |show sourcefilesystem: TS5 ya AEYDLAT Y ENE
il - ARRLT, 77 ANAERHRLET,

Device# show flash:

A7y 73 |copy sourcefilesystem: 7T wva AEY TS AfTaY
[partition-number:][filename ] T4 X L— gy T AL EaE—
dest-filesystem: [ partition-number: ][filename LEF
] o

« AV —ILT NS R AT NS
AFEFCIZITETEEHA, 2R
&, copy usbflashO: usbflash0: =
~ v R T,

1

Device# copy flash: usbflashO:

1

WiZ, W T T vy a AT DONR—T 433 1 6T 734 A O usbflash0 7/ <8—
7 4 3= 1 ~~running-config & WO LRI 7 7 A NV a2 —3 5%~ LET, 2O
BITIE, I E—IEO/N—T 4 a3 VPBE STV RWED, T3 ANHR—T 4
ValrFE e rERINET,

Device# copy flash: usbflashO:

System flash

Partition Size Used Free Bank-Size State Copy Mode
1 4096K 3070K 1025K 4096K Read/Write Direct
2 16384K 1671K 14712K 8192K Read/Write Direct

[Type ?<no> for partition directory; ? for full directory; g to abort]
Which partition? [default = 1]
System flash directory, partition 1:
File Length Name/status
1 3142748 dirt/network/mars-test/c3600-j-mz.latest
2 850 running-config
[3143728 bytes used, 1050576 available, 4194304 totall]
usbflash0 flash directory:
File Length Name/status
1 1711088 dirt/gate/c3600-i-mz
2 850 running-config
[1712068 bytes used, 2482236 available, 4194304 totall]
Source file name? running-config

Destination file name [running-config]?
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. FIPH—N—M5IT5y 32 AEY FNRARAADAY T4 FaL—23Y T7AILDIE—

Verifying checksum for 'running-config' (file # 2)... OK
Erase flash device before writing? [confirm]
Flash contains files. Are you sure you want to erase? [confirm]
Copy 'running-config' from flash: device
as 'running-config' into usbflashO: device WITH erase? [yes/no] yes

Erasing device... eeceeceeceececeecececeececeeceeeceeceee
...erased!

[OK - 850/4194304 bytes]
Flash device copy took 00:00:30 [hh:mm:ss]
Verifying checksum... OK (0x16)

FIPH—/I\—D5 759 a AEY TINAAANDAV T4 FaL—
a3 Ir7AILDIE—

FIE

FTP #— =157 F v va A€ FALA~NAY T (Fal—Tay T LEat—1
DI2iE. UTOFIEEZFEITLET,

av Y RFERET7IOI Y BRI
AT w71 |enable H¥5HE EXEC B— RE AN L £7,
51 - e NMRAT—FREANLET FEREh
=58

Device> enable

AT 7 2| configureterminal g Z7a—r~Lary7 4 ¥al—
1 - vaye—NEBHBLET, ZOFIE
X, 774NV DY E— b 2—HF—4
Device# configure terminal if:&i/\"x U — ]*%J:%%ﬁ—é%{i\ﬂ:fl
THETYT (AT v 7 3BL04 25
M) .
AT 7 3|ip ftp username username (EE) VE—ha2—¥—HZHEEL
{5 E3

Device (config)# ip ftp username AdminOl

AT 7 4|ip ftp password password (L&) VE—h SRAU—RZHEEL
15“ : i ﬂ—o
Device (config)# ip ftp password
adminpassword

RTw 75 |end EE) av74FXal—v gy £—
Bl - REKRTLET, ZORAT v T BRUNEIC

RHEDIZ, TIAN DY E— | 2—
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zotez ||

AR RERIETIY Y B
F— Ik LEXTHRBAEOHRTT (A
5:‘)703 j—’SJ:‘C){“’ %;/Bﬁgx) o

Device (config)# end

AT 76 | copy ftp: [[//location]/directory FTP ZfEH L TRy hU—2 $—r3—
]/bundle_name flash: NHTFva AFEY FNL ZA~ay
i) - TA4F¥al—Yary AV at’—
LT,
Device>copy
ftp:/cat9k iosxe.16.11.01.SPA.bin
flash:

RDEXE

COPYEXEC i~ > REZFIT L%, BIEREZIIT 7Y a v OERERD L 707 M vk
IRENDHENRHY T, ERENDL T T NI, copy 2~ RCTANLEEREB LY
file prompt 72— VL 27 4 Fal—al avy ROBEDOHRTEIZEL > TRRY 7,

RCPH—/IN—MS5 75y a AFY) FINA AADAV T4 FXalL—
a3y IJr7AILDIE—

RCPH—R—nB5T7 T a AFY FALA~NAY T 4 FXa2l—ay T4 Eabt’—F
HI2IE, UTFTOFIEZETLET,

FlE
AT RFERIEITFTII Y B8
AT w71 |enable Kk EXEC &— REAZNC LET,
1 - e NRT—REANLEST (FEREh
=58) .

Device> enable

R Fw 72 | configureterminal UEE) Za—\)Lar 7 Xz Lb—
i - varv ®—FERBLES, ZOFIHE
I, 774V DY E— b =P =4
Device# configure terminal FIINNART— F%L%%?é%ﬁa:@
HMETT (RT v 73 %BH)

R w 73 |iprcmd remote-username username (EE) VE—F 22— —4Z2IEEL
fA ES

Device (config)# ip rcmd remote-username|
AdminO1
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B revs—i—pnsI591 42U FRURADIY T4 FAL—VaY T4 LOIE-

ARV RFERETIVa Y

B8

ATvT4

end

1

Device (config)# end

EE) =27 4Fa2lb—vary E—
RE#&TLET, ZOFIRT, 7741
b@)%Hbl—f—%itiﬂxv~
Ko EEXTHIHBICOALETT (R

7/73%7’5%) 0

ATvTh

copy recp: [[[//[username@]location
]/directory] /bundle_name] flash:

1

Device# copy
rcp://netadmin@172.16.101.101/bundlel
flash:

RCP ML THxy FU—7 H—s3—
MWHETTyya AEY TN, A~y
T4 X2l —vary Ty VEaE—
LET, BIMERE T ITHEREERT S
FRAANLDT a7 Mt URE L
T, ZOFr 7 RMI, copy a2V
RCAS LIzt L O file prompt
avy ROBTEDKEIC L > TR £
R

TFTP*;L—A—;&\575“J~>1 AEY TN AADAV T4 FXa1L—

TETP — =577 v a AFY FRA A~ T 4 FXal—ay Ty )L ab’—

E:5)

¥ibE EXEC E— RE A% LE9,

e RRAT—REANLET (FEksh
=58

>arvI7AILDIE—
THIZIE, BLFOFIEEZFTLET,
FIE
ARV RFERETIVa Y
AT w71 |enable
fl
Device> enable
R 72 | copy tftp: [[[//location ]/directory

]/bundle name flash:
fi

Device#

copy

tip/Ek cartrmesalO.SAB.12.RFP.15H2. R ERID-12.R FPkin|
flash:

TFTP r— =677 vz AE U
TNAANT 7 ANV ab—LET,
B FE T 1 3R A ER T 57 /3o 273)
LOTar T MIRUSELET, 20
Zu 7 NI, copy A RTAL
7t HER L Ot fileprompt =~ Ko
BAEORTICL > THRARY £7,
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RE— 7y T aAvT74F¥aL—2a v I7ALTOALV T4 FaL—2 32 AT FOBEET .

il

I, TFTP H— 3= 5 usbflashO [IZFFIA SN TWDE 7 T v e AEY H— K|
switch-config L WO ARID AL 7 4 X2 b— gy T A VEabt —3 5062 LE
T, IE—EINT=T7 7 A VDLEIE new-config ITEE N FET,

Device#
copy tftp:switch-config usbflashO:new-config

AA— K7y T a074FaL—30 74 ILTHOAYT4F2

L—v3ravy

FIE

~ [ e [ A

FDBELT

A=K T a7 4 Xal—raryr7r7AVDavxy ReFETTAHIE. 207 s
VOFNREFEITLET,

ATV RERIFFTIaY B
AT v 71 |enable ¥i#E EXEC £E— REZAGhC LE T,
1 e NRAT—REANILET (FEREXH
7258) .

Device> enable

R v 7 2 | configure memory AR—K"T v T a7 4xXal—g
Bl - VI ANLNTary T 4 F¥al—T g
oy FEEEITLET,

Device# configure memory

AA—F+ 7y T aArI74FXaL—2a3a Do )7

FIE

AA— KT T ar7 4 Xalb—a UhbREFRYEETEET, 7A42%2&~%
ToTarZ4Xal—a R LTHEBLZEAIE. TA RAZRNNPORETEDH LD
Wy T3 A, Setup 2~ K772 U7 11 %ﬁbi?ox&—b7/7:y74¥;
L—yaONEEZ7 VT3 5HI2iE, ROFIEEZFEITLET,

ATV RERIFFTIaY B &
AT v 71 |enable i ME EXEC =— FEANIZ L E T,
B - e NRAT—REANILET (FERXH
258) .
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AVT4F¥IL—Yav IFALOER |

ARV RFERETIVa Y

B8

Device> enable

ATvT2

erase nvram

1

Device# erase nvram

AHA—=KT o a7 4F¥alb—3
CONEEIZ VT LET,

G¥)
JITGAANT T2 77 AV AT A
DT Ty N7 F—LUSNDTRTDOT
FZv RN 74—ALTEH, ZOa~vr NiZ
XU NVRAM BMEEShET, AF—
Ny a4 Xalb—var sy
AWE, Wo Tl AHIBRT % LEILTE
FHA, VTAATT a7 7 AL
VAT EDT T v b7 x— 5 ETIL,
erase startup-configEXEC =2~ > K% fifi
Ffi9 % & . CONFIG FILEBgiZ ¥ &
DfESNEZary 74Xzl —a v
B, TALAZEVHIBRESNET, =
DEEH NVRAM ZH5E L TV DH5E
L. 7/34 AIZX Y NVRAM LS
N E9, CONFIG FILE BRBEZEHKN 7
TV aRAREYTNRA AL T X
L—y a3y 77 A NVAERELTWD
BAIE, TRV a7 44X
L—yay 77 ANANHEIBRENET,
SFEY, FDaALT 4 X2l —a
Tr7AMIT A ALV EESND
DOTIFR L, THIERWE A L LTvy—
7 INET, ZOWEETIZ, HIBRSH
77 ANERETEET,

EEINF-aYTa4FaL—23y J74IILDOHIER

BEDT T vaT 3 ADFREINT-

=7,

FIE

FHIRT A%, 2o a v OFEEZETL

ARV RFERETIVa Y

=)

ATy T

enable
1 -

ke EXEC E— N2 B L FET,
e NAU—KREANLET @Rk

=58
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DSAATSvLa T AN YRFLTH CONFG_FLE BEZH0EE [

ARV RFERFTIVaY =)

Device> enable

R v 72 |delete flash-filesystem:filename BEDT T v a T4 A LDEES
#l - nhkarvz4¥alb—vary 774
ZHIFR L £
Device# delete usbflashO:myconfig GE)

JITAABIOB 77y a277 AL
VATATIE, 7TV a AEUAND
FEDTZ 7 ANEHIRTHE, DT 7
A THIBRE A E LT AT ALY
~—Z7&NFET, ZNITX Y. unddee
EXEC =2~ RZEH LT, HIBRL7Z
T ANEHTEETES L H12RY
F9, WESNEZ 7 A MERE T
FHA, I T4 F2l—ary Ty
AN EFERIZEET HI21E, squeeze
EXEC 2~ F&EHLET, 77X
C79vva 7741 AT LTI,
HIBR SN2 7 7 A /WEEE TE 8 A,
CONFIG_FILE BREEAH CTHE S/ =
V74X alb—ary A INVEHEE
FRFHIBRLE D ELEGEA. VAT
AR VHIBROEREZRD D T r T
FAFRENE T,

5AATTY a1 T74I Y RTLTHCONFIG_FILE BB EH D

=
&
JTAATTvva Ty A AT ATIE, CONFIG FILE BRIEAS CHRE SNIZA X — b
TS arZ 4 Xal—rarZrANER—RT5HE9IZCiscolOS Y 7 U =T EFHET
& %9, CONFIG FILE Z¥DF 7 4 /L FEZNVRAM (272 W £4, CONFIG FILE BRHiZs 45 %
EHETHIE, 207 a v OFBEEZETLTLIIEEN,
Fg
ARV RFEREFET7ZIYVaY B
AT 71 |enable ¥EHE EXEC E— RE=A L ET,
1 e RATU—REANLET (FREh
=58)
Device> enable
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B /5275992 7741 £ 25 LT0 CONFIG_FILE BEZHDIEE

AVT4F¥IL—Yav IFALOER |

ARV RFERETIVa Y

B8

ATv T2

copy [flash-url | ftp-url | rep-url | titp-url |
system:running-config |
nvram:startup-config] dest-flash-url

1 -

Device# copy system:running-config
nvram:startup-config

TS5y a T AN AT AT 4
Fal—vary 7y Eabt—LF
T FHEEBFHZIE, 220567 3 A
TrANAPE— RINET,

ATvT3

configureterminal

1 -

Device# configure terminal

Jua—N) a7 4 FXal— g
ET— F&ERHEBLET,

ATvT4

boot config dest-flash-url
1 -

Device (config) # boot config 172.16.1.1

CONFIG_FILE BRI AR AR E L £ 7,
ZOFIRICEY . ETHREO
CONFIG_FILE BREEAH N A L S E
o

ATvTh

end

1

Device (config) # end

Jua—n)ar7Z 4 Xalb—rvar
— ]\v%}_}%gT Lij—o

ATvT6

copy system:running-config
nvram:startup-config

1 -

Device# copy system:running-config
nvram:startup-config

AR = T T ary7 4 Fal—g
VICAT o3 CEITENa T 4
Xl —ag B RELET,

ATy T17

show boot

1

Device# show boot

(f£E) CONFIG FILE BREEABOMNE
THERTE £,

1

WKOBNL, Ef7ar 74 Fal—vary 77ANVET AL AZa—LET, £D
%, VAT LARHFREBIENDG LD T4 X2l —La B RAE— R NT v 3
TA4Xal—var:t L HERHENET,

Device# copy system:running-config usbflashO:config2
Device# configure terminal

Device (config) # boot config usbflash0:config2
Device (config) # end

Device# copy system:running-config nvram:startup-config

[ok]

. Cisco 10S XE Bengaluru 17.5.x (Catalyst9200 X 1 v F) YR TLEEBI I XalL—2 3> A4 F



| av74F¥aL—vav oz roEE

RDIEE

zorz I

Device# show boot

BOOT variable = usbflashO:rsp-boot-m

CONFIG FILE variable = nvram:

Current CONFIG FILE variable = usbflashO:config2
Configuration register is 0xO010F

AE =TT ar7 o Xal—vary 77 A VOEHEET S L. nvram:startup-config
a<wrRiE, A= T w7 arZ o Falb—rary 774 LOH LWEHIOZ AL VT AL
720 ¥9, more nvram:startup-config EXEC 2~ > RIZL VD, A — T v a7 ¥
L—ya VOEFNCEFR R, AX— R T v 7 ar7 4 Fal—ra rRNERENET, aase
nvram:startup-config EXEC =~ > NiZ & U, NVRAM ONEDHE i, CONFIG FILE 8RE%
B THREINTZ 7 7 A VDBHIBRSILET,

copy system:running-config nvram:startup-config 2~> KZFEHLTar 7 4 X2 b — g
VERIFELIESGA, TAA ALKV a7 4 Xa =gy Ty A NVDEEN—Y 3 T
CONFIG_FILE Bg5EZ5 40 £ V0 FRE SN BT R A7 S 4, fhH/ S —20 3 21X NVRAM (2R 1T
SNFET, A=Y a s id, 77X YR MEREGERVI—Ta T, NVRAMIZ
RNV I DAL T A X2l =V ay T AAMREENTVDHEIE, T3 Ad5Es
N=Ua VEMIAN—Va U CEEXTHZ AR TH T a7 FEFRRLET, NVRAM
W2 7 4 X2 L= a UREER TV DAHAIR. T35 AR O T r o7 M aR AL
RWVTNVRAM (2B A BEFEORE A=Y arnar 7 4 F¥al—vay 7y A Ve EEET
DA A HED F T,

\}

GE)

7T v aT A AZHDHT 7 A /% CONFIG FILE BRBEAH L L CTHRE L7284, copy
system:running-config nvram:startup-config =~> R CTa> 7 s X¥a b — a3y 77 A L&k
FT AN, Hnar 74 Xalb—rary 77y ME THIBREA) E~—27 Sk, HiLna
V74X 2L —vay Ty ANNBEDT AL RAREINET, TATH Va7 ¥
L= g T ANNBAEY AT 720, &EICT T v a2 AEVIE—MITRY £,
squeeze EXEC 2~ FEFEHALTHW a7 Fab—rvay 77 A L EEEICHIBRL,
WAL T IEEW,

AV ITA4FXAL—2a30T7AILEZDoO—KRT 5T/ ADEKRTE

Fy R —7 a7 4 Fal—TarBLOKRANary74F¥al—vay 77 A NLDJE
FATE U A M2 ETEET, CiscolOSXE V7 b =73, WUty hU—27 72138 A
havr74F¥al—vary 77402 u0—KR$5FETCT, 2OV AMEAFY L LET,

VAT AOBBFHCIAY T 4 R a b= ay Ty A N EL Y= R LK IICT N Ak
ET DI, OB v aryTHAT XA 207 &b 1 DFTLET,

c Ry MU—=7 ar T4 Fal—vary Iy ANV EFU = NT LA, v FORE]

« (XY MU= arv T4 FXal—vary 7rAVELUran—RRTE5A, v FORE]
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AVT4F¥IL—Yav IFALOER |
. Ry RI—=9 A0 T4 FAL—2 IV TFANEFTIUO—FT BT/ ADRE

EEFIcay 74 Fal—ary Ty AN En— RCERN-T8E. BRENET 7 A LR
RAIDOLEEEINDZET, T RF105TE (T 740 FRE) ICHERITLET, 47
MR THTEIE, TRARAZLVUTORA =R ay ) — )LiRICEREINE T,

Booting host-confg... [timed out]

AR— | T o a7 Xal—ay T7A4MIRAULPORENH DS, £z
T4 X2l — gy LYAZNNVRAM BT 25 KO ICRESNTWDLEARIL, T/3 &
X Setup 2w R7 7 U T A ICBITLET,

XY RI— A0 T74X2L—230 T7AIILERZIO0—KTBTINARADETE

HENEF I —R— by NU—F a7 4 FXal—vary Ty VA ra— K15k
I CiscoIOS V7 MU = T H#RET DI, WOFINEEFEITLET,

FliE
ARV RFEEET7IVa Y B8
RTw 71 |enable ¥iME EXEC =— F& AT LET,
1 e NAU—RZANLET ERIN
%E) .

Device> enable

R 72 | configureterminal Ja—r\ )L a7 4 FX¥al—a
5l - T FEMBLET,

Device# configure terminal

R 7 v 73 | boot network {ftp:[[[//[username BEIIZS Y o — Ry 5%y hU—2
[:password ]@]location ]/directory AL T 4 X2l —vary TrALABE

el e omrermlocton s <7 2 (T, R
J/directory J/filename ]} FIZILFTP) &EEL £,

e Xy NI —r a7 4 FXal—3

f

¥ T ANKELRE LIRWGE,
Device (config) # boot network CiscoIOS ¥ 7 | ?ITLi?77j_ﬂ/
tftp:hostfilel kD7 7 A )4 @ network-confg %

EALET. 7 KL RAEHME LIz
By T A AFTr—RE¥x A b7
FLAZMERLET,

Oy VT —Y AT X
L—vary 77 A VERETEE
T, V7 hUTiEE, Xy hU—7
a7 4 Fal—ary 77
u— RNCEBHET, AchzE
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| av74F¥aL—vav oz roEE
ARk AVTqFaL—vay IrALESY O— KT 5T 208E [

ARV RFERFTIVaY =)

WCRATLET, ZOFIEL, Bied
REHHREFFD, Xy NU—27 H—
N—Fkliza—RFEnNd7 7 A V&4
BURFF T 25 A IR B 1,

Z 5w 74 |service config HEBRICRYy NUV—2 774 L% H
fi e — KT L90Cv AT A %A

F—7 Iz LET,

Device (config) # service config

AFw 75 |end Ja—)L a7 4 ¥l —T gy
15“ : t— }“%‘—f%gT L/jzjﬂo

Device (config) # end

25 7 6 | copy system:running-config FITarT74Fab—a B AZ— |
nvram:startup-config Ty arZ74s4Xal—vary 774
15“ : /I/&:’T%ﬁ L/i‘d—o

Device# copy system:running-config
nvram:startup-config

RA ROV I4FX2L—232 T74ILEZTDVA— KT BTF/N1 ADETE

BEEFICH—R— B R AN a7 Xal—Say 7740 BF T ya—R+5895(1C
CiscolOS V7 "N =7 ZRET HIZIE, ROFIEEFEITLET,

FiE
ARV RFEEEFET7IVa Y B8
RTw 71 |enable ¥t EXEC E— FZ A LET,
1 - e NAU—RZANLEST FERSN
725 8) o

Device> enable

R 72 | configureterminal Ja—\ )L a7 4 FX¥al—a
5l - T FEBALET

Device# configure terminal

R Fw 73 |boot host {ftp:[[[//[username [:password |fEHFIc X Y 0 — RTBHKRA R 2
]@]location J/directory ]/filename ] | TJ4F¥al—ay 77 ABLOYE
rep: [[[//[username@]location J/directory Fans7a han (FTP. RCP. *7-
Jffilename ] | tftp:[[[//location ]/directory 1% TFTP) 2457 L4

Jfilename ] } °
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B Axravo ®a—var s7q088900— KT B4 ROBE

AVT4F¥IL—Yav IFALOER |

ARV RFERETIVa Y

B8

1

Device (config) # boot host
tftp:hostfilel

e ARAM IV T 4 F2lb—Tay

7 7 A IVDLHTEFRE LIRWIEE
TNA AL, FNAF DA FTEEM
LTHRAN a7 40FXal—3
VI AN EKLET, O
L& ZOARNT TR TUNLFICE
i, TXTO R AA EFRIZH]
BrsAu,  T-config) 2NBMMEIvE
T HANOEREFIHTE 200
LA, Y7 Ny =TT 740 b
DHEAN a7 4F¥a2lb—vay
7 7 A V4 D device-confg i L
T, T RVAZAM LIS G. 7
WA RET B —R¥x AT KA
AL ET,

HEDORA a7 4FXa2l—vs
V77 ANERRETEET, Cisco
I0S Y7 F =713, ®A K a3
T4 FKal—varyIrA)ba—
RC&ELE T, Az T
LET, ZOFIEZK, EporEE
WEFO, *y NU—7 $—3—
klice—RFad 7 7 A N EEER
ESEIRAY, AN RS- BN

ATv74

service config

1

Device (config) # service config

HEBIRFIZAA N 77 A4 V& HEIYIC
o0— RTA5ECV AT LEALR—TIL
I LET,

ATvTh

end

1 -

Device (config) # end

Ja—)L a7 4 Fal—g
E—-RFEKTLET,

ATvT6

copy system:running-config
nvram:startup-config

1

Device# copy system:running-config
nvram:startup-config

Efrary 7 4 FXal—a B AX— |
Tyl a7 4 Xal—rary 77 A
JVITERAF L E T,
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| av74F¥aL—vav oz roEE
avTs®aL—vav rrsrosoukEE [

il

RIZ, hostfilel LWV AFIDRA N a7 Falb— g 77 A /LE X Fnetworkfilel
CLWIHLETIORYy NY—Z a7 4 FXal—aryIZrANEdA T ra—RKt5k9
WCTNAAERETDHHEZRLET, TXAALTFTP BL T B— KXy A R T R
VAR LT 7 A V2 BG LET,

Device# configure terminal

Device (config) # boot host tftp:hostfilel

Device (config) # boot network tftp:networkfilel

Device (config) # service config

Device (config) # end

Device# copy system:running-config nvram:startup-config

OV J4FaLb—23y 774 ILOBEEDEERERE

ROFIZ, ZOEY 22— /L THHATLHED Y V —2B L UOMEEEHRZ =~ L £,
N6 DOBEREIE, FRCHRR SN TWARWRY | BAShY U —RLUEOTXTDY J—XT

EHTEET,

J1)—=x HERE FEEETR IR

CiscoIOS XE Fuji 1692 |2y 7 4 ¥ a1 — a7 4F¥alb—vary 7rAMTiE. v
Tay Ty ANDE | AT L ZAOMEEE I A X <A RT 5
B 72D CiscolOS Y 7 b7 =7 a~< v RKing

FNTWET, v NiE, VAT L%E
B L7= & X (startup-config 7 7 1 /L 5) |
Tz 7 4 X2l — a3 F—RT

CLIiZa~<> RZ AN LT & &I, CiscolOS
V7 hU =TI Lo T (Bl KOV
17) SHnE7,

Cisco Feature Navigator i35 &, 77 v h 74 —ABLRNY 7 NI =T A A=V DV R —
MEH % 1% T& £ 9, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [FZ5E] 226 T
7EALET,
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AVT4F¥IL—Yav IFALOER |
B - xar—varsrrroeBORRE
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BEEETFzvh—

AT = — @ﬂ@iﬁ (219 =)
s AT = v W—ICET B EHR (220 *—)
AT = v I —DFELT (220 X—)

o BOVETF = v I —DREBRE (221 RX—)

ZalF v h—DHREER
BT = v — TR ORIRFHS 5 Y £ 7
CHERPEF = v — 13 CPU SRV T, F1T & DM CTF = v D — % E(T 5 2 & 1HENR

SNFEEA,
BEMT = h—1IA Ty T ay bEYR—FLTHERA, LT, BETOFET
TFERTE EH A,

T TICETHTORENT = v W —Z2F /Tl o3~ Fiddb v FEA,

cHRAT Y DN— Ry 27 N ORI ORNCEEZESINES, Yrr T I070
K DOHERH L CHRETE £,

e LA Y2MACEAENF 2o —i, Y7 b7 abt—%2EHL T = FY7 =27 OMAC
7 RUVAZBREECTE £,

BAHMT =y H—F, TRXTOFr—ATHRBRHZBOT L) ICHEFINTWET, =272
L., ROVFT VA TITENICBERENRESNDZ ERH D 7,
s KBKL/2 T — 7 WARREDET (7 V7, BFEERY)
c BAMF = v H—DFEITHIC, MOERENFEIN T CPU M HRNIEFICE L 2o T2
B BEMF v h—2, CPUBEHRNEW T 0B 2RO REEZHETIHENH Y
*9,

LAY 3ITATFHY A MNEEUF = h—TIE, It P D/N— Ky =7 (FED)

Fxy 7 3RBCTY RSN TWERA, 07T 727 —O/H & WG ORE
TTEET,
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BEMFzvh— |
B zotrzon—icEsams

s LAY I AT Fy A NESGWT = v 7 —TIL, $525 Manager-RP V7 b =7 Dz b
VT R—bFSNTHEEA,

BEEFz v h—ICET HIEHR

BEMFIvH—OBE

BEMET 2o h—IE, V7 MUz T BN Ry =2 THNOIEIERT—T/VOREEICEET
HERENELET, Y7 b2 T ORELE NN— R =7 ORELZ IR LET, REARD D
ek, EEBICHBEICZ Z 7B i ohEd, kY, BO ST TV a—TFT 47D
B2 M CEx E3, BAMT = v I—Id, RN NI TN a—TFT 4 VT EMETHHD
T, VT MU =TT—TNEN—= R =27 T =T NEOREEIRENR Y NU—7 OREE
FIERI L TCWD YT VA ERETIOICKRILET, Zhicky, BEEMRT 7200
VIR N Fafs S v E T,

EVEF = v h—TlE, 2 ba— L FL—r bRk Py (Fi3in— R 7ar—)
~DOxY h) ORRGEEZ AR — N LET,

BMF Ty A—THYR—FEhHHEE

E24

BEMT = v I —TITROEER R — N I TWET,
s LAYV 2MACEEMFzvhH—: ZOBEMNT = v I —IiE, I0S=> F U5 FED V7
o272 b ERIELET, F/2, N"—FKUxT7T7T—7/LDOMACT FLAZRKFFEL
F7,
« LAY3FMANFPIZY Y BEMF I vH— : ZOBEMTF = v h—1F, Bkt~ —T v
FP 7uat® 2Dl A ¥2, LAY3. BLIOYAFXXY AT T2 NORT—H A%
RELET, 2T, TWAT V=7 FERMBREFTOS T V= EREENET,

BEMF T v H—DEIT

ROFKIE, SESERBEEMT = v V—2FTT2a~vr FaRrLET,

avy Kk B#

show consistency-checker |12 LA ¥ 2 #5057 — 7 )L T consistency-checker %
FITLET,

show consistency-checker 13 LA ¥ 3 #5167 — 7 /L C consistency-checker %
FITLET,

show consistency-checker switch FE7E L7=AA » F T consistency-checker & F1T
l/ \i —;_‘O

. Cisco 10S XE Bengaluru 17.5.x (Catalyst9200 X 1 v F) YR TLEEBI I XalL—2 3> A4 F




| BottFzvh—
wamr v r—oueEE ]

A — L,
BEMF v h—OBEEERE
WOFIZ, ZOFY2—/LTHlHTIHED ) V—2B I OEE#EERZ R L ET,
I OREIX, FRICHRESNTWRWRY  BAINTY U—RLBEOTXTOY U —RAT

fEHCcE £,

J1)y—= HERE LA LE

Cisco I0S XE Amsterdam |8 A& = o 7 — BEMET v h—I, Y7 U7 EBIY
17.3.1 N= R THNOSEIERT—T VO

IR T 2 HMEINE L, RESPMH S
nNaEFIC7 I 7%2M40F3, 2k,
HEARWIIR RTINS a—TF 4 R T
HHDT, Y7 =T T—T L n—F
U T T — 7 VR ORESIRER R > b
U— 7 OREESIER LTS U A
ERET HDOICENLET, ZHUTLD,
R A i3 5 72 0 O RE R NS S
£7,

Cisco Feature Navigator Z i [ 425 &, 77 v F 74 —ABILNY 7 b =T A A= DHHR—
MEH % #5538 T £ 9, Cisco Feature Navigator (27 7 & A9 %1Z1%, https://cfang.cisco.com/IZ
TIRBALET,

o
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B zcoirvr—onems
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» 10 =

X7 aE—

IORF2 AT, BF 27 23— (SCP) H— "—ffREHICS AT A RAEHET
RN DWW TR L ET,

cEX a7 a—oOmEREE (223 )

* Secure Copy (2B 5 1FH (223 _—72)

cbEX 2T aV—OREHE (224 X—)

X a7 a—OREH (227 =)

cbF a7 av—ZHT HBEIMNER (228 X—)

X a7 av—oREERE (229 ~N—)

X217 JE—DRHREH

e TNRAALETEX2T =/ (SSH) | FFE. BX O 2RELET,

« Secure Copy Protocol (SCP) 1% SSH ZffiH L Tt = 7 REREL EITT D72, T3 A
(21X Rivest, Shamir, Adelman (RSA) F—D X7 BHMETT,

Secure Copy IZB83 %15k

Secure Copy HEHEIX. AA v TFOHRESCA A=V 7 7 A NDabt — |l F o7 72l i & i
it L ¥ 9, Secure Copy Protocol (SCP) 1%, ¥ =7 =/l (SSH) . 77U Fr—var,. B
KO Berkeley r V' — VDt F 2 7 e RBEFEA T 570 F a2 VIR L £ 7,

SCP 1X—3#? Berkeley @ r Y —/L (Berkeley KFMEHD Xy NU—F 7 77V r—a
Ty ) ITESWTEEFSN TS 2D, ZDOEIEN%IE Remote Copy Protocol (RCP) & %8
BILTWET, 72720, SCPIESSHDtEF =2 U7 41 L TV D sUFBRE 9, Nz T,
SCPTlE, = —HF—NIELVMERL NV ZRS>TNWDHZ L 2T NS A ETHITE 5 X912,
RRE, FFR, BLOT AU T 47 (AAA) ZRETHLERH Y 7,

SCP {92 &, copy =~ RaMH LT CiscolOS 7 7 A /L A7 I (Cisco IFS) WNOAE
BO77ANDAE—%F A AL OMTRITTEDDIR, FHELAN 15 Da—F—Dh

Cisco 10S XE Bengaluru 17.5.x (Catalyst9200 X 1 v F) YR TLEEBI T4 FXaL—>3 > HA4F .



£¥a27aE— |
B t«x272c-0101r—~>zmt

WV ET, FASNEEREIV I AT =2 a b ZOBRELZFITTLHILHTEE
j—o

\}

GE) spscp.exe 77 A NVEMHH L TWDHELEIEX, SCPA T v a VA LET,

» SSH ZH¥EE X 5121d, RSA ARIXF—LEX—D T 2T A ATHETHLERD
V)ij‘o

SCP & [FIEkIZ, SSHZ 7 A /Vfinik 7w k2L (SFTP) ZEA LT, AA v FREEITA A —
U7y ANEaA—TEET, FEMIZ OV TIE,  Security ConfigurationGuide] ¢ [Configuring
SSH File Transfer Protocol | D [#3E] # 2 L T 72 &0,

XA F7aAE—DINTA—T U A[AL

SSH &7 —Z ikt — REHHT L L, 7747 MERITT—A—DOF & THIET 5 SCP
DAN—T> "7 =< AR EIFDZENTEET, ZOF— RNEIT 74V h Tl
> TWET A, ipsshbulk-mode 7 o — 3L 27 4 Xab—v gy avy REFEHAL
THEMNT D ENTEET,

\)

GE)  Zoa~vr P, RERT 7 ANEEETDEEICOBANI L. 7 7 A VEEDTE T # I
T HZ Lo LET,

X217 aE—DHREHE
ZITIE, X AT at—0OREELICOWVTHHALET,

X2 7aE—DHKTFE

VAT IR, AL SCP P — N —HERE DR E A T D ITi1E, WO FIEZFITLFE T,

e

FE
AT RFEREFT7II Y B#
AT 71 |enable HikE EXEC B— RE AT LET,
1 - Ty RRFRINZHRAY— K%
ATTLET,
Device> enable
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| t%a72€E-
tXai7IE—DHRE II

ARV REEET7IVa Y B8
R 72 |configureterminal Ja—r ) ar7Z 4 ¥al—i gy
51 T NEBBLET,

Device# configure terminal

2 F v 7 3 | aaa new-model 07 UEED AAAGRIEEZRTE L E T,
1 -

Device (config) # aaa new-model

Z 5 7 4 | aaa authentication login {default | AAAT 7B A 3 ba—)L VAT L
list-name} methodl [ method2... ] A F =TI LET,
i

Device (config) # aaa authentication
login default group tacacs+

Z 5w 7 5 |username name [privilegelevel] password | - — 44, 2 _— 2 b U7 23EY AT L
encryption-type encrypted-password RS LUET,

1 G¥)

TACACS+<°RADIUS 72 EDF > h U —
I R—ZADFBIAEA I = A LNRE SN
TWHEAIE., COFIEEZEK TE £

Device (config)# username superuser
privilege 2 password 0 superpassword

D
ATy 76 |ipscp server enable SCP #— MilBkRE & NI L £ 7,
i :
Device (config) # ip scp server enable
AT v 1| exit Ja— L arZ 4 ¥al—vay
B - T— R&T L, F#HE EXEC T— FIZ
RO £,
Device (config) # exit
ATy 78 |debugip scp ({LE) SCP FRGEMIRE 2 figtik L £,

1

Device# debug ip scp
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B ssio——cotxaraE—osx—Tui

t¥a7ae— |

SSHH—N\—TDEFa7aE—DA =TIk

WD H AT TiL, SCPOV— —{IREDRREHEERLET, ZTOXATX, T3 ATV
F—FNDT— T AT —2 a7 7 ANEERIC I —TEX L5 — AR BRELZ L TWE

B

FIE

ARV RFERRETO Y

EL:)

&M

enable
B -

Device> enable

¥ ME EXEC T— F&AIC L £,

Ta T ERERINTZHRRAT— R
AN LFET,

ATy T2

configure terminal

1 -

Device# configure terminal

Ja—nN) a7 4 FX¥al— g
ET— FZHBLET,

ATv73

aaa new-model

1 -

Device (config) # aaa new-model

R, T T 4T
(AAA) 772 oy bto—nL 5
WA X —T W LET,

AOMALL |

ATv74

aaa authentication login default local

51

Device (config) # aaa authentication
login default local

g A4 UREORIEICe — LD —
Y- F—Z_R—2 5T H LI
AAA FBREERELE7,

ATy Th

aaa authorization exec default local

51

Device (config) # aaa authorization exec
default local

2—H—=7 7 v A LIRS DT X —
Bhty NO—2 I ZERELET, &l
ZFAT L, —H— ID THiHE EXEC
T NVDFEITETAIT HINE D DEE
#ZLET, TOHK, VAT LATIHFANIC
0—HNT — 2R A EHT M
NhHHZEEBELET,

ATvT6

username name privilege privilege-level
password password

51

Device (config) # username samplename
privilege 15 password passwordl

TP R—=ADEIET AT LB MENT
L, 2—%4, R~V BRLOIE
K5 b RAY — RERELET,

GE)

privilege-level 51U W B 72 e/ IMIETE 15
T, HEBRL~LDN 15 Kiifi D56
e s k4,
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| t%a72€E-
%27 at—oiEsn [

ARV RFERETI Y B
AT w77 |ipsshtime-out seconds TINAANSSHY T4 7 > DK %
il e oRefIFIIE 2 . RO HUL TROE L &
R

Device (config)# ip ssh time-out 120

AT w78 |ipsshauthentication-retries % AVHE—=T A AD Y &y MMk, FRIE
B - AT T AR AERELET,

Device (config)# ip ssh
authentication-retries 3

AT v 79 |ipscpserver enable FRAAT, VE—F T—0 ZAF—
Bl - AV T A NE A —T
xHEHICLET,

Device (config) # ip scp server enable

A7 710 |ip ssh bulk-mode ({EE) SSH —#E7 —HHaikE— N &
R A FZ—TMIZ LT, SCPDANL—Tv
hRT p—~ o AL L £9,
Device (config)# ip ssh bulk-mode
ATy T 1 |exit rua—rL ar 7 4 FXal—g
i - T— FZ#T L, Kt EXEC £— RIZ
R FET,
Device (config) # exit
AT w712 |debugip scp (1E#) SCP FRAFDMEICE T 5 2H
i - HHaRit L ET,

Device# debug ip scp

X217 aE—DHTEH

WiIZ, X a7 ab—&EfERLET,

Bl - O—AHIIBEEZFERALI-EX27 JE—DEXTE

ROFNE, EF 2T a2 =D = "—IEEORETEZ R L TWES, ZOFITE, =0
JMIEFRS N2 —FHENRRAT— REFHLET,

! AAA authentication and authorization must be configured properly in order for SCP to
work.

Device> enable

Device# configure terminal
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t¥a7ae— |

B v xR xBEEEALEEF 27 E—DY— " —BHORE

By kD
DEXTE

X173k

) # aaa new-model
) # aaa authentication login default local

) # aaa authorization exec default local
Device (config) # username userl privilege 15 password 0 lab
! SSH must be configured and functioning properly.
Device (config)# ip scp server enable
Device (config) # end

Device (config
Device (config
Device (config

__¢7’§__;<mmnE%§ﬁ§FHl/T;{sz:L77:]t: Ofo—-/ 1“

KOBNE, o N7 =27 R—ADRGEA D = ALEMHA LI ¥ 27 2 & —0H— S —{lkkHE
OBEH AR LTOET,

! AAA authentication and authorization must be configured properly for SCP to work.
Device> enable
Device# configure terminal
Device (config) # aaa new-model
Device (config) # aaa authentication login default group tacacs+
Device (config) # aaa authorization exec default group tacacs+
! SSH must be configured and functioning properly.
Device (config)# ip ssh time-out 120
Device (config)# ip ssh authentication-retries 3
Device (config) # ip scp server enable
( ) #

Device (config end

" —IZBH9 % EMNTEER

EEEN

BEEIEH TZaTFILEA LI

THFaT NN —=T g1 E20YR—FEXaT VLORE

SRAMTY = AL HR—

B 9

EHDOURLIZT Z7EA LT, YA2ads 7 =7 |http://www.cisco.com/cisco/web/support/index.html
VY R—= MR KRBIZER LTI ZEN, 2
NoDY Y —RAF, VI T =T A A M—
NMNLUTHEELLY, Y 2AapfliieT 7 /1
T D BANIRE R LTV 5 T
OIHEH LT ZE N, 2D Web A~ ED
Y —UZT 7B AT HERIL, Cisco.com DB 2
A IDBRLOSAYT — RRKETT,
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I X217 aE—
txa7at—ounEE [

S 4 Bb
X2 F7aE—DBEERE
WOFIZ, ZOFY2—/LTHlHTIHED ) V—2B I OEE#EERZ R L ET,
I OREIX, FRICHRESNTWRWRY  BAINTY U—RLBEOTXTOY U —RAT

fEHTE £,
)1y—2 HERE FERETRHR
Cisco IOS XE Fuji 16.9.2 | %27 at'— Secure Copy H¥REIX, 7 /31 AFREET21LT

NRAAAL A=V T 7 A NEaA—T 5720
DTSN A2k LEJ, SCP
%, SSH, 77V r—var BIW
Berkeleyr Y — /L D& F = 7 72V FE A 42
270 ha K FELET,

WD a~ Ly RNEANFIIELTEINE L
debugip scp ¥ L WV ip scp server enable,

Cisco IOS XE Amsterdam |+ % o7 2 °—m/% |SSH —F5F— R&2fHTA & BEORE
17.2.1 Tr—<wr AR L Uk D, KEOF—FE%E S 7 a s —
VX DAN—Ty hNT = A% b
TEET, ZOFE— KX, ip ssh bulk-mode
Jua—")aryZ7 4 Fal—grravy

REMHLTENNCT LN TEET,

Cisco Feature Navigator # /425 &, 77 v b 74— BNV 7 U =T A4 A=V DY R—
MEH % 1% TX 9, Cisco Feature Navigator |21, http://www.cisco.com/go/cfn [JZFE] 226 T
7EALET,
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X217 aE— I
B tra7ac-oners
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s 11 =

a4 xXal—iaroEEéEO—)L
NV D

eI T 4 Xl —T g LOBEME T — Ny T ORISR (231 X—)

e T 4 Fal—TarOEE e — Ny 7 OFIKEER (232 X—)

e T 4 FXal—IalryOEHLEO—IL Ny ZIZHONT (232 X—)

e 7 4 X2l — g rOEBEa— LNy 7 OFERTIE (235 2—)

e LT 4 X2l —Ta VOEBET =Ny T OFRER (243 X—)

s LT 4 X2l —TarDEET— ANy TIZETEEDOMOZEERE (246 —)
e T A4 F 2l —TarOEBRBIOa T 4 Fal— g rDa—LNy 7 ORI

(246 ~—7)

a4 Falb—a nEBEO—IL/INY Y DHNIRE
%

AT 4 X2 b —aryOEE e — LNy I OEEICRHTAANERDZa T 4 X2 b—
ay 77 ANDERIT. EHED Cisco V7 NV 2T a7 4 FXal—Tary 77 ANLD,
WITRTA T v MRANCHEILL T AR ERH D £,

cHILWTOTARTOavw RiE, avwr R ary 740 Xal—y gy 7F— RV E
D, A>T L THBLET,

el Llary 74 Xal—vagr P TE—FRNOavy Nifk, A= 15 AT b
LET,

L2 a7 4 Xal— g TE—RFRNOavwy Nifk, A= 2Ml45 A 5 v b
L7,

LT, <P TE—FRNOa<v Rt BCE2 AT MLET,

INooA 7 MHANZIE, Y 7 B D =7 7 show running-config <> copy running-config
destination-url 72 XD a~> FDar 7 4 Falb—v gy 77 A NVEERT D HERTERSN
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B oo xar—vavormE0—LA Y s OBKEE

VT4 ¥aL—YavoERED—LAYY |

TWET, VAT FTARALRATERINDI AL 74 F2lb—Tay 77403, TRy H
L7z AN eV E T,

20oDAL T 4 Falb—varyZrA) EEOETaLry7 4 FX¥alb—raré, BEINE
B#Ha 7 X2l —ay) ALYV A ALY RERZBE AT BDNLETT,

a4 FXalb—arvnEBmEO—I)L/N\Y Y DFHIHE

I8

TNA A, 200ary 7 4F¥alb—vary 7740 BEOFETay 7 4 Falb— g
L IREENEER a7 4 X2 —ay) EEbEEY A XL REAREE AT Y RN
WS, 27 X2 b—Ta VEBRBERFEITINER A,

Py NU—7 TR, A0 a L iR—x b WBA o H—T oA AR E) IZBET DRED
Ciscoar 7 4 Falb—raryavrNE Frar7sFal—Ta oW TEMERIX
HIBR4 2 Z L3 CTEERHA, HE2IE a7 Falb—ra VERBEEZIToTH, 204
VR —T 2 A RAINT N A BIZWBICHEET 256, BUEOF Ta 7 4 Fab—va Ui
o interfaceethernet 0 i~ > FITHHIRT 2 Z LIXTE £ A, FEEIZ, interfaceethernet 1
a< KT, FOXIRA B —T 2 ART A A2 BITHEIICEE L WEES, #EfTa
V74X 2 L= a BT EIETEERA, T 4 X2 —va VERBETZO
A TOEFELZRITTDHE, TOREOa~ L MTRKBLEZ LA RTTTI— A v —UN
FrRInEd,

FEFICENRT—ATTRN, V—F &2V —RLRWEFFED Cisco 27 4 Fal—ay
avw REFETaA 74 X2 —2arPbillRTERNIENHVET, a7 4 F2b—
Va VEWRECI DA T Da~v Ly ROHIREZERITTH L. TORED < NTHKRML
e BRTET— AyE—UNRERINET,

a4 XalL—arvEBmEA—IL/INYIIZDT

aAYvI4Xal—varTF—h47

CiscolOS 27 4 ¥ a L— a3y 7—hA 71X, configurereplace =~ NI L W igfitsh
Lar74FXalb—rvaron— Ly 7L LT 57202, CiscolOS 27 4 F = L —
AT e ANDT —HA T ORME, BH, FEHETO I EEANE LIEAN=ALTT, &
DOEEEEDE AR, EIfTa 7 4 ¥ = L—3 3 D 3 E—% copy running-config destination-url
av REFHALTREL, v— AU E— MIEHR T 7 A VERECTEE Lz, 72720,
ZOFETIEZ 7 ANVOABEREIT) Z LT TEERFATLE, —H, 2v7 4 Falb—
VarOEE T — LNy TEERETIL, ETar 74X ab—a v 7y A VA& BHBEIRYIC Cisco
0S 274 FXalb—=vary T—=UATIREFETEET, T—IAT7 ST 7A/MTar
T4 FXalb—arDFzyv I RA L R LTEHT 52 LA TE, configurereplace 2~ >
REMHLCUROa 7 4 X2 b—ra VIREBICRT ORI TE £,
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I aAVI74F¥aL—YarvnE#REO—ILINYY
avosxaL—vavoek |

archiveconfig 2~ > REMHATSH L, CiscolOS 27 4 Fal—T g% ar7 4 Falb—
ar T —HATIRETEET, TOGE, BEEOT AL NI T ANKDT VT
AMEREN, X=YarEE (BIOAT Y a s TEALAZLT) NEBICINENE
To N—=Va VB FITE LI T 7 ANVERGFTDZEIZ, 1 DT OREARVET, Z0HK
BEICED ., RfFL7-CiscolOS 2> 7 4 Xal—ary 77 AN E B LTEHITEXET,
T—=HA TNARGFTHEITa L 7 4 X2 b—2a VORIIIEETHENTE XS, 7T—hA
TN T 7 A NVED EREICET D L. RICEFHOTZ 7 A VBIRESND & EIT, &bV
T AN EEMICIEESNE T, showarchive =~ RZ#H3T 5 &, CiscolOS =227 ¢
Xal—val T —IATIRGFEENTNDETRTOaAry 7 Xalb—ray 774 /ZH
THERDPE R SINET,

AT 4 Xalb—Tay Ty ANVERFT D CiscolOS 27 4 Falb—ary T —hA7
I%. configurereplace =~ > R CfEHT % Z &L > T, FTP, HTTP, RCP, TFTP ® 7 7 A
N AT A B ETE £,

aAVIJ4F¥FaL—arvnER

configurereplace §5# EXEC =~ RIC Xk V| BIEOFEITar 7 4 Fab—ra v, RIFL
TEBWCiscolOS 2> 7 4 Falb—vay 77 AV TERTILZENTEET, ZOHKRE
I, a7 4 X2 b—va VERFLTBWERE~NRTZOIERTL I ENTE, 202
V74X a2 b=y a VIREEMRIESNTZRICED LD REFENMZ 5 TYH, R —L
Ny 7 S/DHENTEET,

configurereplace =~ > REEHT 5 & X%, BUEDOFATa L T 4 Fab—a vy EEWHRT D
72D, FAFENT- CiscolOS T 7 4 Fal—v gy 7 A NERETAVNENDH Y £7,
BT 7 A VX, CiscolOS T /31 AL o TER EN TR a7 4 FaLb—a v (copy
running-config destination-url =2~ > RiZ L > CTERR SN b D7 L) THDHZ ENVETT,
BHOHVE, BT 7 A NV EINBRNTAER T 255513 Cisco I0S 73 ABMERT 57 7 A VB
KUTERICHERL L TR T UE72 v £ A, configurereplace 2~ > K& AT 5L, BIED
RATar 74 Falb—vayMEESNIEERZ Y7 4 Fab—va i iigdn, —#o
diff WAERSINET, 22007 7 A NVOHBIZHEH S5 7L 2 X LE, show archive config
differencesz~> RCHEHESNDZ DO LRI TT, B 7 4 Fa L — 3 VOREIZRD
£ 9. diff OFERD Cisco 10S S—H—Z Lo THH SN E T, dff OABEH SN D7D, B
EDFITAL 7 4 Falb—r gy BIZT TICHEL TWEREaA~Y Y REFEMNT5 2 LIk
VAL D, BIENRY— A0 EZET bNET, 207V Y XATHE, HEFICEKET S
A<y R (T78AVARRE) ~Dar7 4 Xal—a BH i, HHONAX ok
Zi@ L CRIRIICIAT L E T, BHFORETIX, a7 4 F a2 b—3 g VEREEOE TN
BRNATIDETTHY, V—TINEEL T2 DR RTHRK S DL TITHIRENET,

Cisco IOS copy source-url running-config ###% EXEC =t~ > Ri%, £R1F S 417z CiscolOS =227 o
Xal—varyIZryANVEdT7ar7 4 Fal—rvar~abt =357l IEHSE

9", copy source-url running-config =~ > K % configurereplace target-url £3#% EXEC =~ > F
DOROVIZHERT 256, BRMESE L TRORICERDLETT,

» copy source-url running-config =2~ RiZ~—YEHETHY, Y —RAT7 7 A L EBUEDE
Ty 74 ¥al—va v Ofiioa~y RETRTREEShET, Zoavy FTH,
BEOFITar 74 Xalb—ralilOrEEN, Y—A 7 7 A MIIHFE LR A~
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VT4 ¥aL—YavoERED—LAYY |
B -2 ®ar—vavo—nnyy

RHIBREND Z &1EH 0 £ A, ZHITK LT, configurereplacetarget-url =< > R T
X, BT 7 A NVITHE LRV a sy RRBIEDFETa 7 4 Fa b— a3 U b HIRS
. BT AMEOH LA~y RRBIEDFITaL 7 4 Fab—a ABMENET,

« copysource-url running-config =~ > R Cix, BIfEOEI T2 7 4 X2 b— 3 2T T
FAELTWAMNE D Db b, V=27 7 A AHDOFT_RTOawy FAEASLE
T ZOTNTY ZLTNFEA TRV L GEICRE > TUIY—E2DEEREALET,
ZAUZx L C. configurereplacetarget-url =~ > RTINS ER o~ KO %A
L, BIEDF Ty 74 Fab—va VIHFEL TS a~vy FiTBEH ShEEA,

« copy source-url running-config =~ > R CIXimea s 7 4 Falb—var 7741
abv—spd LA TE £92%, configurereplacetarget-url =~ ROEH T 7 A L& L
THEATELDIE, 584872 CiscolOS 2> 7 4 Fal—vay 77 A VORTT,

AT 4 X ab—va VEBEREIC e v JEEREAVE A S LE L7z, configurereplace 2~ R
BEREND L, ar7aFab—va VEBROBIET, 774V FTETICT 4 K2 L—
Yary ZrANBRR Yy ENET, T0Ou v T AN=ANIE ST, BREWEOEITHICM
DA—P—=NETAL T 4 Fab—va r2EELED & LD, BREIIEORERT R
FETHZ LEPIETEET, nolock ¥ — 7V — K% configurereplace =~ > ROIFELTREZfE
ATsE, Frarr7sXal—varouy x5 4t—7 M TEET,

FTar 74 Xal—varounyZid, a7 X2 b—3 g OBEBREER T ENC E B
W27 U7 EnE$, showconfigurationlock 2~ > REEHT 2 &, BAEERTa 7 4 X2 b—
varilEfInTnbdey 7 2T RTRRTEET,

OV IJ4FXalb—araO—)LiNyy

02—y 7 ORE&IL, T RX—AOEETII T Y v ay ek R BT VCHEL
FT, T—HARX—RA TP I a TR HDHT—FX—ADT—T/I—HEHOET 2Nz
LZENHYET, TO%, BEEFTTL EREAEANCEHAT D) 2, BEEE2e—L
Ny 735 (BEREWEL CTT—7 NV EUROREBIZET) 2E2RRTLHZ LIV ET, 2
TR NNy I RERTEOR, BEORTEGATEY v —T V7 7 A VDS L, (O
EEHLMzHNRNENH Z LT, m— A"y ZEEORKREL LT, MAEERNEA SN
BHRTOIRBEIZERE Y £,

configurereplace =~ > REMHEHTHZ LT, Uaioary 74 ¥al—va VRE~EDHZ L
DHABRIZZR Y, 27 4 Fab— a3 REORIFRICINZ T ER 2RI — LNy 7 &
BB EMTEXET, CiscolOS 27 4 X2l —3I gy a—A_"\y 73, @EHINE—#EHD
EEREEH EIa— Ry JEIWERITH) O TIEZ2L, IRESIN/ZCiscoar 7 4 Falb—ay
T 7 A MIESWERFED L 7 4 Falb—ra RE~EDLEWVW ) a v FEHEHLTW
T, ZOarET NI, T2y I BRA U N (T—ERXR—RADRGFEINTNN—TV 3 y) ITRE
OREEZRGF LT W) | T—FX—2AOF 2 FIAL L TWET,

A7 4FXab—varou—A NNy JERBBRLERGS, a7 4 Falb—a Y OEHE|IT
Je3L 5T CiscolOS FATaL 7 4 Fab— a VEARGFETILERSH Y £, KiZ, a7 4
Fal— g &2EHLE%IC (configurereplacetarget-url =~ RZEAL) ELTZ= v
T4 Xalb—rary 774N EFoTEEEre— /L Ny 7 LET, R{FS4 7= CiscolOS =
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I AV T4 FaL—LavOEBREO—ILINYY
ST ¥al—vava—unvozagz |

T4 F¥al—vary 77ANRLENTHEHRI 7 4 Fal—rar b LTHRETES:
W, —EHOR— NNy T ETTADL I, B ANy T DOHNPHIBENHZEHH D FHA,

OV I74F%alb—ay A—JLN\y O THEESR
AT 4 X2 b—var BNy VEEMEREEREICLY, a7 s Fab—va VERDE
ITICER L THERAZERTHEOA T v a V THRETEET, ZOMREDZETERVWES, 2
V74X ab—va IEENEHSNDSRORBICRINET, ZOAD=AAF, Xv b
D=7 TNRARa—YP—F | IEHT 7Y r—a v EOERIZBNT, ary 7 4 F¥al—
Va ERIZERT AU A IET S L 0T,

a4 Xal—iaroEBmEO—ILN\YIDFA

AL T 4 X2 b —a VOEEEEMIIT— ANy 7 SET, Uo7 4 Falb—
g VIREE~RE D Z LN ATRE,

e FNRAAEY O —RLEY, CLITEf Ty 74 X2l —vay 77 A NMIMRFEEF %
TFEITRIZE LD THZ <, BIEOETay 74 Xal—ralr Ty AV AN —
KT ar7 4 Xal—valy 774 NVEBRTELD, VAT LDE T XA L
RFELTBWELED CiscolOS 22 7 4 Falb—3 g UIREBICET Z & & AlHE,

 BINCHIBEN KB/ o< RIZTBREEINDIGE, T/ AR E2Ra 7 4 Xab—
ar 7y ANEEATOLIENTEDLLD, a7 4FXal—a b OEERRT TV
[

- configurereplace =~ > K % copy source-url running-config =~ > KO & L TEHT S
L. BIEDF ATy 7 4 Fab—ra VIZHOIFO A~ RRBEREH IR0z,
MR L, = 24F DY 27 S EHEESILET,

A IJ4FXalb—arvoEREO—ILINYIDFERA
&

aAVI74FXFab—23a3> 7—h4 TDERK

configurereplace =~ > R&ME {9 % 9 2 THMHESRM L 25 ETH Y £ A, configurereplace
a<wy RE, CiscolOS 27 4 Fab—vay T7T—hA7HLWarchiveconfigz~ > F&D
BERIMEETTN, ar 74 ¥al—ara— ARy 7O F ) FTIERERHERH Y £
4, archiveconfig =~ RAMHT AR, a0 T4 Fal—ary 7T—IATHRELT

BLMERHYET, arv 74 Xal—var T—hATORMEEZHZRETDHICIE. ROEEE
FITLET,
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FIE

VT4 ¥aL—YavoERED—LAYY |

AR NFERERTOVa Y

=)

ATy T

enable
1 -

Device> enable

it EXEC E— FE A LET,
s NRAT—REASILET (EREXH

258) .

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 Fal—g v
T— RZHBLET,

ATvT3

archive

1

Device (config)# archive

T—HhAT a7 4 FXal— gy
£ — F%%ﬁﬁébi—g«o

ATv74

path url
1 -

Device (config-archive) # path
flash:myconfiguration

CiscolOS a7 4 Falb—v gy T —
HATDOGFTE, 77ANGDT L
T4 AERELET,

GF)

WRADEZATT 7 ANDRDOYITT ¢
L7 N ERETAHE, T4 L2 b
U 41X path flash:/directory/ @ K 9 (2%
ADILART 2T D 0ENHY E
T TDOAT v 2lIT7 7 A NELDOK
ATRHMSESY ¥, T4L27 MY
ERRET LA HENET,

ATvTh

maximum number

1

Device (config-archive) # maximum 14

(fE#) CiscolOSz> 7 4 F a2l — 3
YT —=AA TIREESNDFATA T ¢
X2l —varDT7—IAT 774V
B FRMEZRELET,

* number 5|%i%, CiscolOS =7 4
Xal—ary 7T—hA TIHRAE
INHFITary T4 Fal—vay
DT —HAT 77 A NVED ERE
R LET, ARRMEIZLT~ 14
T, T 74/ NI 10 TT,

GE)
ZOavwy REEMT LA, path =
~ o F&ERELTCiscolOS =7 4
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| av74F¥arL—vavoBgEn—LAyYH

2y FaL—vavoimen—niyogrozi i

AU RFERETOVa Y

B8

Fal—rary T —0ATDNEL
TrANKT VT 4 v 7 AEFRELT
BLYVENRDHY £9,

ATvT6

time-period minutes

1

Device (config-archive) # time-period
1440

(EE) CiscolOS =27 f Fal— 3

VT NATICFE T2 T 4 F 2 b—
TarDT—HAT 77 ANEBER
4 5MEEZRELET,

e CiscolOS a7 4 Fal— g

T—=A TICBEOF AT T 4
Fal—arDT—hAT 774
Nz EXUTEOBETHEMRMET D
M minutes 51 LD 3 AL T
FBELET,

()

Zoavy REMEHT HEIC, path =
< REFEELTCiscolOS =7 ¢
Xl —ay T—IATDOMNEE
Tr7ANKT VT 47 AEdEELT
BIXERHY £,

ATy T1

end

1

Device (config-archive) # end

¥#E EXEC £— FIZEREY £,

ATvT8

archive config

1

Device# archive config

BHEDOFATHE T 7 A NERET —A
TIRFELET,

GE)

Zoavy REMHT 2E1C, path =
<~V RERETLILENH Y 7,

A4 X2 L—2arvOEBRSO—ILANY VIEEDET

RIFEENT CiscolOS 2o 7 4 Fal—ay 77 AL THREDETa L 7 4 X2 — 3
Ty A NEERT DL, ROEEEZFITLET,
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VT4 ¥aL—YavoERED—LAYY |
B - o xar—varoBsen—LAy s BEORS

\)

GE)  ZOFIEORNZ, ar74Xal—ar T —0ATHERLTESLENH Y F3, M
ONWTE, a7 4 X2l —a T =, TOERESRLTLIEE N, KIC, BIEDFET
a7 4 X2l =g UV CHENECSAIC, T— A7 LTRBWEary 7 Xal— g
VICETRIEOFEMAE R L E T,

FIE
AU REEETIV 3 Y B
AT 71 |enable FiHE EXEC £ — REHMC L E T,
1 e NMAU—READLET (FEREh
258) .

Device> enable

27w 72 | configurereplacetarget-url [nolock] [list] | {777 L T\ 7= Cisco 108 =27 1 ¥ =
[force] [ignorecase] [reverttrigger [error| | < 5 77 A NVCHIEDETa L

] [timer minutes] | time minutes] | T 4Kl —ay T AL EERL
1 - £7
- target - url 51%/%, archiveconfig =

Device# configure replace flash:

startup-config time 120 < FCER SN ar 7 ¥
L—yay ZrANRE, BED
Fitar 74 Fal—rvarLiEh
T2, fRfF ST CiscoIOS =
TA4FX2lb—vars 774D
URL T4 (CiscoIOS 7 7 A /L A
TLATT 7 EAARERHD) |

list ¥—U—RNiZ, a7 14F%=

L— g VIEHEED R T LT,
CiscolOS Y7 U =7 /3—H—|Z
FoTEAENZa~w I 140
DY A NEFRLET, FTaNT
INADE TR REINET,

force ¥ — VU — N, BfEDFE T
VI AF L= g b IEELE
CiscolOS =27 4 FXalb—T 3 v
T 7 ANSDERRE | T e
MRS FIZFEITLET,

timeminutes ¥ — 7 — R L 514K
%, BIEOF T2 7 4 F 2 b—
vay 7y AINOBEBRHERD T
IZ configureconfirm =< > K% A
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I aAVI74F¥aL—YarvnE#REO—ILINYY

avT4¥aL—varnERen—LAy s BE0xG [

AU RFERETOVa Y

B8

FI L7220 F T8 B 72 HIRREFRE (4
HNZ) ZfRE L £, configure
confirm =t~ > RAMEE O il RIF
NICATT &R nWihE, 2v 74
¥ L—a CEEEREIT B BRI
RENFET (0F v, BENFET2
V74X al— gy Ty AN
configurereplace =~ > K A I LLR(
DAL T 4 Fab— 3 RREE~E
EfEEnET)

snolock ¥ —7U— KX, =27 4% =

L— g UEBERER IO 2 —
P—NFEfTar7 4 F¥alb—rar
EEELRWESIZFE T2 T o
Fal—raryIZyrAleayy
THMRER A 7 ICLET,

s reverttrigger ¥— 97— RjX, st =
Y74 FX2lb—vary~RT Y
H—%IRONENPOEELET,

eerror : =7 —MflCTDO I
TA4X a2l —2a IR LE
R

« timer minutes : 5 7& L 7= B8
WELETTDOL T 4 F 2L —
vavIilELET,

GE)
BAEIZE o T, B S ABED
revert trigger #FZEITL TV 5
LEiZ, ary74Xal—vav
D—EHFKDI, TTDAL T fF 2
L—3 3 IRREIC R 9 B E DS R BL
THZENHY ET,

cignorecase¥—YU— RT, 37 ¢
Fal—raliiRa~vy FOKX
LFENF OB A BRI D 2
ENTEET,
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VT4 ¥aL—YavoERED—LAYY |

ARV RFERETIVa Y

B8

ATvT3

configurerevert { now | timer {minutes|
idle minutes} }

1 -

Device# configure revert now

(EE) FFRfEEe — Ny 7 &y
AL Ta— Ny 7 2R N T—F
L. EIIRFEEr—A Ny 7 DNT
A—2 &Yty DI, FHEEXEC
£— N T configurerevert =~ > RZ&f#
HALET,

snOw : I — /LNy I H 22 B R
H—LET,

etimer : 27 4 X2l —va %
TR THA~—%&ty FLE
‘a‘o

o JCIZ BRI 2 20 AL THT7- 12
FBET H121%, minutes 515t %
timer F—U— K& LI
L%,

RESNTEa 7 4 X2 L —
va VICRTE TS, BIEBT
OIanT A RVERE 2 ek &
MUEERLSHETEDNERE
T DI, HALORFHE & &b
WZidlex—9U—R&FHLE
R

ATvT4

configure confirm

1 -

Device# configure confirm

(fE8) -1 LTIV 7= Cisco IOS =1 v
T4 FXal—yar 77 AI)VOBRIED
Fi7ar 74 X¥al—Tary 7y
~OEBREHRELET,

GE)

ZO=a~v FiE, configurereplace =~
v R timeseconds ¥ — 7V — FEB LT
SIENEE SN TV DL EIZOHREH
LET,

ATy Th

exit
1 -

Device# exit

2 —H#— EXEC E— FIZREY 1,
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I aAVI74F¥aL—YarvnE#REO—ILINYY

BEDE=2—U IB&UrSTLva—F105 ||

MEEDE=-A2—) 9B ELV NS TN a—TFTaY

FIE

ATy T

ATy T2

AT A4 FXalb—varOEBRED ANy TEEEE=F—BI RN T TN a—T 4 T
THIZIE, ZOFIEZFETLET,

enable

Zoa<wy REHALT, ¥EEXECE— K2/ 2 —7 M LET, RRAU—FEZ AN LET
(FER N5

B -

Device> enable
Device#

show archive

CiscolOS T 7 4 Fal—ay T—HA TIMEESNTND 7 7 A )VIZET A5 R4 FR
FT AT, koa~<y REERLET,

1 -

Device# show archive
There are currently 1 archive configurations saved.
The next archive file will be named flash:myconfiguration-2
Archive # Name
0
flash:myconfiguration-1 <- Most Recent

W J o Ul b W

O

10
11
12
13
14

WIZ, BT 74 X2l —2arDT =047 774 10% 0L DIMELFE LT IREE T show
archivea~ > REHEHA LIZHEDOHEIIBZRLET, ZOBTIHE, RESNDET—DA4T 77
A NDEKRED 3ITHEE S I TVET,

1 -

Device# show archive
There are currently 3 archive configurations saved.
The next archive file will be named flash:myconfiguration-8
Archive # Name
0
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B #eoz-s—norssvrsirea—540y

ATy T3

RTv74

1 :Deleted

2 :Deleted

3 :Deleted

4 :Deleted

5 flash:myconfiguration-5
6 flash:myconfiguration-6
7 flash:myconfiguration-7 <- Most Recent
8

9

10

11

12

13

14

debug archive versioning

Zoavwy REEHLT, CiscolOS 2 7 4 Xal—va T—WATDT VT4 ET 4D
TNy TEANILT, ar74Fal—varyOEifito— NNy b= —BIWNNT
TN a—T 47 LET,

1 -

Device# debug archive versioning

Jan 9 06:46:28.419:backup running config

Jan 9 06:46:28.419:Current = 7

Jan 9 06:46:28.443:Writing backup file flash:myconfiguration-7
Jan 9 06:46:29.547: backup worked

debug ar chive config timestamp

Zoavy REHEHALT, 27 0 Fa b—a VERRIEO S VEBREO MBI, B O
BEThOar 74 X2 —vay T ANDYIA ZADT Ny T A X—T VI LET,

51

Device# debug archive config timestamp
Device# configure replace flash:myconfiguration force
Timing Debug Statistics for IOS Config Replace operation:
Time to read file usbflashO:sample 2.cfg = 0 msec (0 sec)
Number of lines read:55
Size of file :1054
Starting Pass 1
Time to read file system:running-config = 0 msec (0 sec)
Number of lines read:93
Size of file :2539
Time taken for positive rollback pass = 320 msec (0 sec)
Time taken for negative rollback pass = 0 msec (0 sec)
Time taken for negative incremental diffs pass = 59 msec (0 sec)
Time taken by PI to apply changes = 0 msec (0 sec)
Time taken for Pass 1 = 380 msec (0 sec)
Starting Pass 2
Time to read file system:running-config = 0 msec (0 sec)
Number of lines read:55
Size of file :1054
Time taken for positive rollback pass =
Time taken for negative rollback pass
Time taken for Pass 2 = 0 msec (0 sec)
Total number of passes:1
Rollback Done

o

msec (0 sec)
msec (0 sec)

Il
o
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| avoqFar—varvo@en—Lniyy
avTsF¥aL—vavoBEmsn—LivonEEs ]

ATv 5 exit
Zoavwy REFEHAL T, 22— —EXEC E— RIZEY £,
B -

Device# exit
Device>

aAvIJq4Fxalb—arvnEBREO—IL/INY I DEETEH

A 74F2L—23 0 T—hA4TDEK

KOBIE, CiscolOS 27 4 Fab—vay T—hA T OYMRREE EI7T 2 ikE R LT
WET, ZORFITIE, flash:myconfiguration 232> 7 4 X o bL—3 3 v T —H A 7 ORAFALE
BLOTZ7ANBDT VT 4 v 7 AL LTRESN, RETDT—HDAT 77 A NDEK10
IR E S AIVET,

configure terminal
|

archive

path flash:myconfiguration
maximum 10

end

WENDETAV I4FaL—a EdEBREEINI=Ciscol0S > T«
Xal—ary IJ7MILCTEHR

ROBFITIE, flash:myconfiguration &\ 9 A HT CTHRAF S 472 Cisco I0S 27 f Fa b—rg
77 ANTEIEOFITaL 7 4 X2 b—a rEEBT 5 E%ER L E 7, configurereplace
av Y RTHE, BT 0T N CA U E T 7T 4 TIEEEED E T,

Device# configure replace flash:myconfiguration

This will apply all necessary additions and deletions

to replace the current running configuration with the

contents of the specified configuration file, which is

assumed to be a complete configuration, not a partial

configuration. Enter Y if you are sure you want to proceed. ? [no]: ¥
Total number of passes: 1

Rollback Done

ROFITHE, a7 4 Fab—a VEBRBEHICERA SN 2~ R I v E2FRT 5720
2, list F—U—FEHEELTHET,

Device# configure replace flash:myconfiguration list
This will apply all necessary additions and deletions
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. RE—+TFyTaAvTaFal—2ar I7M1L~DER

to replace the current running configuration with the

contents of the specified configuration file, which is

assumed to be a complete configuration, not a partial

configuration. Enter Y if you are sure you want to proceed. ? [no]: ¥
!Pass 1

!List of Commands:

no snmp-server community public ro

snmp-server community mystring ro

end
Total number of passes: 1
Rollback Done

ARA— K7y T a4 xal—>3a3y J74ILADEIR

OB, configurereplace 2~ RZHEH L T CiscolOS A — 7 v a7 4 ¥z b—
vav Iy ANNELT D HEERLET, ZOfE, A7 a D forced—U— REEH
LT AVE T 0T 47 a—H%—Tnanr 7 et —n"—F4 FT5hHEEZRLTWET,

Device# configure replace flash:startup-config force
Total number of passes: 1
Rollback Done

configure confirm A< > F&#FHLf-a> 7 s ¥ L—> 3 VEHIE

EDET

KIZ, configurereplace =~ > K% timeminutes ¥ — 7 — RIS X OF[# & & HIZHEHT 5 60%
RLET, BEDFEITa Ly 74X alb—ay 77 A VOEREZFEITT HITIE. FEEDOHIIRE
[MINIZ configureconfirm =< > K& AJ) T 208 &H VY £9°, configureconfirm =~ > N5
EDOHIRIFFRPIC AT SNRWEE, a7 4 Fa b—r g VEBBEIEBNICR SN ES

(DFY, BEDFITa L 7 4 X2 Lb—3a 77 A /L) configurereplace =< > N A LI
Dary7 4 Falb—rva MRE~LBEESNET) |

Device# configure replace flash:startup-config time 120

This will apply all necessary additions and deletions

to replace the current running configuration with the

contents of the specified configuration file, which is

assumed to be a complete configuration, not a partial

configuration. Enter Y if you are sure you want to proceed. ? [no]: Y
Total number of passes: 1

Rollback Done

Device# configure confirm

I, configurerevert =~ > R4 timer ¥— 7V — RN & & HIMEHT 02 R L ET, RHEEE
0=y 7 aXy BN L TR— ANy 2R N T —TF 5, EIRREEER —L /Ny
I DRTA—=HE Yy FT5HI2IE, configurerevert =~ K& ANTHLERH Y £,

Device# configure revert timer 100
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I AV T4 FaL—LavOEBREO—ILINYY
2T %aL—vay a—uny sz |

AVT4FaL—vay ANy Y REORS

ROBNL, BAEFETHOI L 7 4 Fab—2a r~OEREZITY, TOEHEZ0—NL/ Ny 7§
LEERLTCNET, avr74Xal—vara—_ "y Z7@ED—E LT, 77A41IC
EREZMZHDENCBIEDFITAL 7 4 X2 b— a VEARETILERH Y £9, Z0fIT

X, BUEOFEITa 7 4 ¥ 2 b—v 3 rORFFICarchiveconfig 2~ > RAMEH I THVET,

configurereplace =~ > R CAERINTZH NI, a— Ry JEEZETT 5720121 2D
ADHBNDFEATEINTZ L ERLET,

\}

(3¥)  archiveconfig =~ > F&M A4 5A0IC, path 2~ F&#E L T CiscolOS 2> 7 f ¥ 2 L —
A T —HATOMNEET T ANLT VT 4 v I AEREEL TBILENRHY 7,

ROE N, BET —=HA T OBHEFATHO ALY T 4 Fab—va Y2 RFLET,
archive config

ZNnD, WOPNIRT EICar T4 Falb—va v OEEEZANLET,

configure terminal
|

user netops2 password rain
user netops3 password snow
exit

FiTar 74 Xal—rary ZryANMVIEREMAT %, TNODEREZR— Ly 7 IF
T, BHFIOay 7 4 FXab—va i@ Lz o=t LET, showarchive =~ R,
KT 7 ANE L THHASNDERED NN 3 U E2HERTHOIERESNE T, ROBIIR
4K 91T, configurereplace =~ RiFA#ha L 7 4 Fal—ay 77 A L~RTT-DITE
HanE7d,

Device# show archive
There are currently 1 archive configurations saved.
The next archive file will be named flash:myconfiguration-2
Archive # Name
0
flash:myconfiguration-1 <- Most Recent

O J o Uk wN

e}

10
Device# configure replace flash:myconfiguration-1
Total number of passes: 1
Rollback Done
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AV F¥alL—YaroBEkEn—LAvYy |
B -0 xa—vavommen—LAvsIcET 2 20mOSEES

a4 FXalb—arvoEREO—I)LANYTIZET S
ZTDMDSEER

BEEIE B YZaTFILEA LI

ZOETHEHAT S avr Rosze /R | Command Reference (Catalyst 9200 Series Switches)
O 7L DR,

A4 X al—arvOEBBELYOaY T4 Xal—
qo@O—IL/Ny Y DHEBERE FE
IRDOFIZ, ZOFY 22— /L TitATHIEEDO Y ) — 2B L OEEFE#REZ R LET,

TS OBEEIX, FRICHRE SN TWRWRY  BASINTZY U —RLBEOTRXTOY U —RAT
fECcEET,

)1)—Z L 1315 HRETEER

Cisco 10S XE Fuji 16.9.2 a7 4 X2l — CiscolOS a7 4 F a2l —v g T—hA

va rOE#E o — | 7%, configurereplace =~ > RiZ L v #fik
a4 ENBHar 74Xl —YarDa—/IRy
I HERE A IR (LT 5 7= 912, Cisco [0S =1
T4 X2l —2ary T7ANDT —HAT
OLRAT, BH, BHETH> L ZHMNE L
TP A=A LTT,

Cisco Feature Navigator i 425 &, 77 v F 74 —ABILRY 7 b =T A A=V DHHR—

MEH % 1% TX £ 9, Cisco Feature Navigator |21, http://www.cisco.com/go/cfn [FZ3E] 226 T
7EALET,
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5 12 =

VIR DIT AOTFURTYITTL—
.

VI NT2T AT F AT 7 L—FR (SMU) 1E, VAT LA A =L L TEER
X2 VT AR E ) ) —RASNTA A=V TE By =TT,

VT RNT T AT FURAT 7T L— ROHKIKEE (247 <—)

VT NI 2T AUTFUARAT T T L—RIZONT (247 —2)

VT NI T AT U ADOFEHOEHEITIE (248 X—)

VT NI 2T AT T AT v T T L— ROEER (252 X—)

VTN T AT F VAT v T T L—RDZDOMDESEEE (265 =—)

VT RNT 2T AT FUAT v T T L— ROKREDIERE (265 ~—)

YIRYTT AVTFFUORTYTHTL— FOHIFEIE

« " v k23w FUIX Cisco Catalyst 9200 'V — X 2 A v FTHHR— KN TWEHRA,
*SMU IE, A YA b—=E—=RFEMEHLIca—L Ry FOREZYR—FLET,

JYIRDTT AT FORTYTTL—KIZDL\T

SMU OBt ZE

SMU X, Y AT AICA VA M=V L TEEREX 2 U T 4 fifikz ) U —AShiA A—VIC
UETE BN =TT, SMU Ny =3V V=R T LB arFf—x I LR
flLxihE 7,

SMU [Z% v U —7 OFBEIGREIZHIETE D L 91T D& & biT, HERT A FORFH] &
FFHAZHIT 572D, IE3KD CiscolOS V7 U = TIZIXE KAV v 23 ®H Y £9, Cisco
IOSXE 77 v b 7 4 — A TliX SMU O AHMEZ NEHIIHRGE L, AHED 720y SMU 134 > A
F—LTEEHA,
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YIRIIT AVFFURTIIL—F |
B swoo—so0-

T _RTSMU DEFD CiscolOSXE VY 7 F T =27 AT F A U U —RTHESINTWET,
SMU [T L7z B 58RI R r—UTh Y . BIESRMCIREFRRIZH Y FH A, SMU T E
DEIRIEFTHA VA=V EFEETT VAV A =L TEET,

MU ITIEIEA T F o AV Y —RATOH, HMl72b ) 7 =27 V)V —2AD73 A 7% A7
Mzl T R—FENET,

SMU Z A > A b —/L 9 51ZiE, ROEANLTFIAZFITLET,

1. 77 AT AT AICSMU ZBMML £7,

2. VATATSMUET 77 4 7L LET,

3 UE— B VIESNTHRHESE D700 SMU DEEA 2 v FLET,

SMUDT—- o0—

SMU 7rE® A%, YAahAF<w—FR— b~DBERIZL->TRBEINET, DAX~—H
AN— MIERE L. SMU EREZIT\WET,

SMU Ry r— B J—RX X5 & [Cisco Software Download]https://www.cisco.com/c/en_in/
support/index.htmlX—ZEH INET, Oy r—TU% Xy ua—RL, f VA= L
i ‘j‘o

SMU /Sy 5 —o

SMU R r—id, Ny =Y ONEBFETLIRT D2V OO A X T —4 BILUSMU H3 3
RENTWEHREFADOMEOBEEL LHIZ, V) =Ry TFEEWATHDO—HEDT 7
AP OPEENTWET, SMUNRNy Fr—TF, AF—A 27T AT 7F+ (PKI)
A= Oy FHEHALAR—FLET,

SMUD!)A—F

TRTCHOSMU T, 77T 4 TALHFICV AT LB a—)L R Y a— RTH50ERHY £4, a—
MR Va—RiE, A =T 4 T VAT AEEE2IC I u—RLET, 20T v a U,
Va— R, hT774 v 7un—l@88LET, Z0OVa—RLbh, SMUDO—HL LT
AVAR=NLENTNDIELWIAS T TV ET 7 A NLTTRTOT AR RE L F7,

VIR DIT AT FUORODEHFOEEAE

Z ZTiE, SMU OFBICEHT A EMRIC OV TR L7,

H—pa<wr N A7y 707w R) £3EMNOa~ K QAT 707 ukvR) &
FERALTSMU Ry r—DAf A=, 777474k, a3y b&2{THZENTEET,
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| vIr9z7 2053027y TIL—F
SMU Sy r—S0A VR k=L 127y 770+ |

Je

Evhk SMURYIT—UT 57 A 0% 1 DDA VA =L TIHDUNERHIERIT1 AT v 7 kX
EERAL, O SMU %A VA M= AVTEHUERHLIGRIII ATy 7 aeAZ2EHLE
T, 3AT w7 T RERIZLY, A VA R—LTDHSMU N T —T T 7 AP ERD DA
B ) v — REHED G/MRIZHZ HIvET,

SMUNNYST—SDA VA =L 1RTy T 70X
CDHEAT T, SMU R —V% A VA M=) T 57=dDHE—? install add file activate
commit 2~ ROFEHAFEEZ R LET,

4RO HREIIC

A VAR T D SMUNT AL R VA=V ENTNDY T MU =T A A —=TITHIG L
TWAHZ L E2MEBLET, 72L& 21X, SMUcat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin
lZ. Y7 b U =T A A= catok lite iosxe.16.09.04.5PA.bin & AHAMENH Y F3,

FIE
AU RKFERIEIT7II Y B
AT v 71 |enable ¥iHE EXEC =— RZ2ACLES, 7
51 BT MRRRENIZEAAT— REA
HLET,

Device> enable

R w 72 |ingtall add file flash: filename [activate AUTFURATFEHFNN I —R T Ty
commit] VaPb T AL RZar =1L, FT vk
fi T —b2BLUOA A==V 3 DH
Device# install add file PatEF = v 7 Z2FATL, SMU /Ny 7 —
flash:cattk lite ioske.16.09.04.COWKTOISL.SBA.subin 4 7 7 T 4 Tt L, FDNy rr—I%
activate commit BHEY m— FLTHHERFSRD L 91
LET, Z0oa~<r RiE, bin7 7 AL
OEF D = o R—F% > Mot T8y r—
¥ & packages.conf 7 7 A /LZHH L E
7

Flo, VE—bhubr—varynb
(FTP, HTTP., HTTPS. F7-i% TFTP
ZHEALT) SMU /Sy r—T%hae’—
TAHZIELTEET,

GE)

TFTP ZfH LT SMU 7 7 A )L % 2
E—455/8E. T F 7Ty ok
EHALTSMUAZT 7T 4 712 LET,
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B swivsr—sorozr—n 32797702

YIRIIT AVFFURTIIL—F |

ARV RFERETIVa Y

B8

ATvT3

exit
I

Device# exit

HEHE EXEC B— RAK T L, o—H%F—
EXEC &— FIZEREY £7,

SMU/XY S5 —DA VA R—IL:3 ATy T7AER

TDRATTIE, SMU R T —V 52 A VA =L TE5DD3 AT v 7O AR LE

T, HEOSMUZ A VA h—/L L, OV v— K& 520,

48 HHEIIZ

ZOHEEEH L ET,

AVARN=/T D SMU BT SA AL VA R—=LINTNDY T M7 2T A A—=JITHIS L
TWALZ MR LET, T2k }%_(j:\ SMU cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin
X, Y7 FU =T A4 A— cat9k lite iosxe.16.09.04.SPA.bin & AHMENRH Y £,

FIE

ARV KRFERERETY VY

=)

ATy T

enable
51 -

Device> enable

ke EXEC BE— RE AN LE T, 3
AT —REANLET (FEREIni=5

) .

ATy T2

install add file location filename

i

Device# install add file
flash:cat% lite iose.16.12.03.C3Cvt22238. SPA. smu.bir}
Device# install add file
flash:cat% lite iose.16.12.03.CCvt72427.SPA. s bir

AT T AR N =% T Ty
TaMBFARL RIZat—L, v b
T —bEA A= D=2 3 L DHH
WF oy 7 ZBFATL, RBITS T TTAR
TP AN — RE7IX FRU IZ SMU
NRolr—YEBIMLEST, ZOavws R
X, 77 A NVTEARN R BEHNSET = v 7
ZFATL, SMU N 7 —Vin 77 v b
T —ALTHR—FEINTNDZ &bk
AL ET, £/, package/SMU.sta 7 7
ANNIC=Y NI ZBIIT5Z LT, A
T—HALERL, MFRFTELS LDl
£7,

Fo, VE—bFurlr—varhb
(FTP, HTTP., HTTPS. *7-!% TFTP
ZHEALT) SMU RNy r—T% a’—
THIEHLTEET,
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install activate file location filename

1 -
Device# install activate file

flash:cat% lite icsee.16.12.03.C3Cvt22238.SPA.smu.bin,|
cat% lite josxe.16.12.03.CSCvt72427.SPA.smi.bin

BIMENTZSMU Ry r—V 7 7 A )V %
TIT 4 7L, RNolr—V AT —H A
DFFMEEHLES, 77T 4 7D
OERAESETTHLEDIT, VAT LDY
o— RARD SN ET,

(B

D SMU # A1 28581%, (At
IZAR—=2AZ ANTIZ) B~ EFHAL
TI77ANAEXEY £7, £/, AF
TN 128 BB RN L DI LTL 72
SV, ZOFEIZIZY ve— FREEIE

B

-
=~

ATv74

install commit

1 -

Device# install commit

Ve— R IRSNTHRRT 5 L9
W77 T4 TIbDEREZaI vy R LE
7

TIT A TDET, VAT LBT v
LTCWADH, &0 Y m— RZIZ
aIy FNCEET, RN T —Un7r 7
T AT THNTHaIy hETW
ROVGEE, RO Y v— RRILT 7
T4 T OREEZRDETN, 2EEDY
n— RRIET 77 4 7IREBERBEE
Ao

SMU DEH

TDHAT T, A VA M—=VIREEOD O — Ny 7 T 7T 4 74, BILOLEHTA A
=L L7 SMU R r—2 DTN, ANSOHIBRFEZRLET, 2. 1 AT v 7B X
NR3ZAT v 7OTavAEHERALTA A =L EN7- SMU ITHERTE £,

FIE

ARV RFERERTOVa Y

=)

ATy T

enable
51 -

Device> enable

¥i#E EXEC E— RZACLET, /¥
AU—RE AN LET (FERan-

) o

ATvT2

install rollback to {base | committed | id
commit-ID}

1

TR, R ELIRIOA v A b —/WIRBEIZR
LET, B— "\ 7%IZ)e—RT45%
%‘gi)i‘&) @ iﬁ—o
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Device# install rollback to committed

R 73 |install deactivatefilelocation filename TIF 4 TR —5ET T 4T
Bl - fbL, Ny =Y 27 =2 2&HHL,
Device# install deactivate file ﬁf@@]if:(i Jm— ]\jﬂéj B’IZX% h
flash:cat% lite icsxe.16.09.04.C30vK70181. 5. amukin| ) ' — L £,

2w 7 4 |ingall remove {filelocation filename | BESNESMUMNET 77 4 T ThHD
Inactive} MEDEHRL, T IF 4T ThD
fl BAIET7 7 ANV AT ANLEIRLE

Device# install remove file ‘@40 inactive 47 3 = \/&i‘ ;LIE777A/{
flash:cat% lite icsxe.16.09.04.C5K70181.SPA.subin| 7 70/ 8w 1 —% 7 7 A4 LS AT A D

TRCHIBRL E 9,
R T 75 |show version TINA ADA A= N—=T g LV ERR
15“ : L/i‘g—o
Device# show version
Z 5w 76 | show install summary TIT 4T Ny =Vl LR E
15“ : 2%% Ljﬁ‘;‘o
Device# show install summary Tha<wy FOHME, HREINTWA

install =< RiZs U TELL £,

VILDTT7 AVTFUORTYTTL— FDEREH
KT, SMU O ERIZ R LET,
il SMU DA A=) 3AT v T Tuak A, flash: /) (252 2—)
o 5l HELD SMU DA A h—) (3 2T v 77k A flash: ZfEH) (255 2—)
el : SMU DA A b—)b 3 AT v 77k A, TFTP: &) (261 ~<—)

] : SMU /Xy r —OEF GEID show 2~ K, a— v 7 T 7T 4 74k)
(263 ~~—7)

BHl:SMUDA VR =L BRTFyFTTOEX, flash : ZEH)

WKIZ, 3ARAT v 7Fav A2 HHALTSMU RSNy —2% 4 VA =L 3 50 % R~ L%
T, ZZTIE, SMU RO T =T 7 A NNBT AL ZADT T vy 2 R FEENET,

1L 79vvahbSMURy Tr—V 77 A3 —LTA AR/ LET,

Device# install add file flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin
install add: START Wed Jun 10 14:17:45 IST 2020
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install add: Adding SMU

--- Starting initial file syncing ---

Info: Finished copying flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin to the
selected switch (es)

Finished initial file syncing

*Jun 10 14:17:48.128 IST: $INSTALL-5-INSTALL START INFO: Switch 1 R0/0: install engine:
Started install add flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.binExecuting
pre scripts....
Executing pre sripts done.
--- Starting SMU Add operation ---
Performing SMU ADD on all members
[1] SMU_ADD package(s) on switch 1
[1] Finished SMU_ADD on switch 1
Checking status of SMU ADD on [1]
SMU_ADD: Passed on [1]
Finished SMU Add operation

SUCCESS: install_add /flash/cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin Wed Jun
10 14:18:00 IST 2020

show install summary =~ > K& LT, SMU Ry 7 —T 7 7 A LOBMEA
VAR EHERLET, SMU NN r—27 7 A MEERET 77 4 e L=
Ry hERTOWRNWEZD, AT —HX AL 1T,

Device# show install summary

[ Switch 1 ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Type St Filename/Version
SMU I flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin
IMG C 16.9.4.0.3431

Auto abort timer: inactive

2. SMURY =TT 7 ANET 7T 4 7L LET,

Device# install activate file flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin

install activate: START Wed Jun 10 14:19:59 IST 2020
install activate: Activating SMU

*Jun 10 14:20:01.513 IST: %INSTALL—5—INSTALL_START_INFO: Switch 1 R0O/0: inStall_engine:
Started install activate flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin

This operation requires a reload of the system. Do you want to proceed? [y/nly
Executing pre scripts....
Executing pre sripts done.

--- Starting SMU Activate operation ---
Performing SMU ACTIVATE on all members
[1] SMU_ACTIVATE package(s) on switch 1
[1] Finished SMU ACTIVATE on switch 1
Checking status of SMU ACTIVATE on [1]
SMU_ ACTIVATE: Passed on [1]
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Finished SMU Activate operation

install activate: Reloading the box to complete activation of the SMU...
install activate will reload the system now!

*Jun 10 14:20:22.258 IST: $INSTALL-5-INSTALL AUTO ABORT TIMER PROGRESS: Switch 1
R0/0: rollback timer: Install auto abort timer will expire in 7200 seconds
Chassis 1 reloading, reason - Reload command
Jun 10 14:20:28.291: $PMAN-5-EXITACTION: FO0/0: pvp: Process manager is exiting: reload
fp action requested
Jun 10 14:20:30.718: %PMAN-5-EXITACTION: R0O/0: pvp: Proce
Jun 10 14:20:34.834: $PMAN-5-EXITACTION: CO/0: pvp: Process manager is exiting:
Jun 10 14:20:36.053: %INSTALL-5-INSTALL COMPLETED INFO: R0/0: install engine: Completed
install activate SMU flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin
watchdog watchdogO: watchdog did not stop!
reboot: Restarting system

Initializing Hardware...
<output truncated>

A4 A A A A

Jun 10 08:52:01.806: $BOOT-5-BOOTTIME SMU TEMP ACTIVE DETECTED: R0/0: install engine:
SMU file /flash/cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin active temporary...
SMU commit is pending

Cisco IOS Software [Fuji], Catalyst L3 Switch Software (CAT9K LITE IOSXE), Version
16.9.4, RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2019 by Cisco Systems, Inc.

Compiled Thu 22-Aug-19 17:30 by mcpre

<output truncated>

show install summary =2~ > RZEHLTSMU Ry 5 — 7 7 ANVDT I T 47
bR LET, SMURNY r—Y 7 7 A MTELEa Iy hSRTHRWEZD, X
T —H% AL v TY,

[ Switch 1 ] Installed Package(s) Information:

State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Type St Filename/Version

SMU U flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin

IMG C 16.9.4.0.3431

Auto abort timer: active on install activate, time before rollback - 01:41:52

3. SMU Ry TF—V 774 v%aIy bLET,

Device# install commit
install commit: START Wed Jun 10 14:38:42 IST 2020
install commit: Committing SMU

*Jun 10 14:38:44.906 IST: $INSTALL-5-INSTALL START INFO: Switch 1 R0/0: install engine:
Started install commitExecuting pre scripts....
Executing pre sripts done.
--— Starting SMU Commit operation ---
Performing SMU_COMMIT on all members
[1] SMU COMMIT package(s) on switch 1
[1] Finished SMU COMMIT on switch 1
Checking status of SMU_COMMIT on [1]
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SMU_COMMIT: Passed on [1]
Finished SMU Commit operation

SUCCESS: install commit /flash/cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin Wed
Jun 10 14:38:58 IST 2020

*Jun 10 14:38:59.385 IST: $INSTALL-5-INSTALL COMPLETED INFO: Switch 1 RO/0:

install engine: Completed install commit SMU

show install summary =2~ RZEHALTa Iy MR LET, SMU /Ny 7r—
CIFANDA AN T T 47k, 2y hMTbIVE LT, AT —4

Al¥ c TY,
Device# show install summary
[ Switch 1 ] Installed Package(s) Information:

State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Type St Filename/Version
SMU c flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin
IMG C 16.9.4.0.3431

Auto abort timer: inactive

show install active 2~ > REHEH L TCT 7T 4 7 RN r—V 2R LET,

Device# show install active
[ Switch 1 ] Active Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

SMU c flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin
IMG C 16.9.4.0.3431

showversion =< > REMFHA LT, X—Va V2R LET,

Device# show version

Cisco I0S XE Software, Version 16.09.04

Cisco IOS Software [Fuji], Catalyst L3 Switch Software (CAT9K LITE IOSXE), Version
16.9.4, RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2019 by Cisco Systems, Inc.

Compiled Thu 22-Aug-19 17:30 by mcpre

il . EHEOSMUDA VR h—JL BRTvTFTTAEX, flash: ZEMA)

WIZ, 3RAT v Fav A2 FERLTEZEOSMU ANy r—2 7 7 A )V A A R—)L
THHERLET, 22T SMURN Y 7 —V T 7 A IVINT AN, ADT T vy 2 1R
FENE4,
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A TFAB Y TIZA VA M=V I TWNHSMUT 7 A VIFIRD L B0 TT,
cat9k lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin 338 XLV
cat9k lite iosxe.16.12.03.CSCvt72427.SPA.smu.bin

1. (ER) AA v TFRAZ 7 OEFENTETEY, SMUNNY T —T T 7 A LRT AN
AADT T v vaNIZHDZ EEMRLET,

Device# show switch
Switch/Stack Mac Address : 08ec.f586.aa80 - Local Mac Address
Mac persistency wait time: Indefinite
H/W Current
Switch# Role Mac Address Priority Version State
1 Active 08ec.f586.aa80 1 VOl Ready
2 Member 7488 .bb3c.£600 1 VOl Ready
3 Member 7488 .bb3f.9c00 1 VOl Ready
4 Member 08ec.f5ee.1080 1 VOl Ready
5 Standby 08ec.f£589.7c80 1 VOl Ready

Device# dir flash: | i smu

89075 -rw- 79256 Oct 26 2035 07:07:42 +00:00
cat9k lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin
89082 -rw- 9656 Oct 26 2035 07:08:08 +00:00
cat9k lite iosxe.16.12.03.CSCvt72427.SPA.smu.bin

2. 77y vanb SMUNy =Y 77 A v Eab— L TCEMLET,

—EIZ1ODSMU NNy r— 7 7 A LDOHEIEMENET, SMU/ Sy Ar—T 7 5
ANVZBEMNT AR a— RV EHD TH A,

Device# install add file flash:cat9k_lite_iosxe.16.12.03.CSCvt22238.SPA.smu.bin
install add: START Fri Oct 26 07:10:59 UTC 2035

Oct 26 07:11:01.695 $INSTALL-5-INSTALL START INFO: RO/0: install engine: Started
install add flash:cat9k lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin

install add: Adding SMU

install add: Checking whether new add is allowed

--- Starting initial file syncing ---

*Oct 26 07:11:01.643: SINSTALL-5-INSTALL START INFO: Switch 1 RO/0: install engine:
Started install add flash:cat9k lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin[1]:
Copying flash:cat9k lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin from switch 1 to switch
2 345

[2 3 4 5]: Finished copying to switch 2 switch 3 switch 4 switch 5

Info: Finished copying flash:cat9k lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin to the
selected switch (es)

Finished initial file syncing

--- Starting SMU Add operation ---
Performing SMU ADD on all members
[1] SMU ADD package(s) on switch 1
1] Finished SMU ADD on switch 1
SMU ADD package(s) on switch 2
Finished SMU ADD on switch 2
SMU_ADD package(s) on switch 3
Finished SMU_ADD on switch 3
SMU ADD package(s) on switch 4
Finished SMU ADD on switch 4
SMU_ADD package(s) on switch 5
[5] Finished SMU ADD on switch 5
Checking status of SMU ADD on [1 2 3 4 5]

[1]
(2]
(2]
[3]
[3]
[4]
[4]
[3]
5
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SMU_ADD: Passed on [1 2 3 4 5]
Finished SMU Add operation

SUCCESS: install add Fri Oct 26 07:11:45 UTC 2035

Oct 26 07:11:46.695 $INSTALL-5-INSTALL COMPLETED_ INFO: R0O/0: install engine: Completed
install add SMU flash:cat9k lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin

Device#

*Oct 26 07:11:46.656: $SINSTALL-5-INSTALL COMPLETED INFO: Switch 1 R0O/0: install engine:
Completed install add SMU flash:cat9k lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin

show ingtall summary =2~ > RZHH LT, IO SMU /Ny r—27 7 A4 VDB
MZREZRE L ET,

Device# show install summary
[ Switch 1 2 3 4 5 ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

SMU I flash:cat9k lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin
MG C 16.12.3.0.3752

Auto abort timer: inactive

2FBEDOSMU Ry r—T 7 7 A VEBEBMLET,

Device# install add file flash:cat9k_lite_iosxe.16.12.03.CSCvt72427.SPA.smu.bin

install add: START Fri Oct 26 07:12:38 UTC 2035

Oct 26 07:12:40.782 $INSTALL-5-INSTALL START INFO: RO/0: install engine: Started
install add flash:cat9k lite iosxe.16.12.03.CSCvt72427.SPA.smu.bin

install add: Adding SMU

install add: Checking whether new add is allowed

--- Starting initial file syncing ---

*Oct 26 07:12:40.743: $INSTALL-5-INSTALL START INFO: Switch 1 RO/0: install engine:
Started install add flash:cat9k lite iosxe.16.12.03.CSCvt72427.SPA.smu.bin[1]:

Copying flash:catSk lite iosxe.16.12.03.CSCvt72427.SPA.smu.bin from switch 1 to switch
2345

[2 3 4 5]: Finished copying to switch 2 switch 3 switch 4 switch 5

Info: Finished copying flash:cat9k lite iosxe.16.12.03.CSCvt72427.SPA.smu.bin to the
selected switch (es)

Finished initial file syncing

--- Starting SMU Add operation ---
Performing SMU ADD on all members
[1] SMU ADD package(s) on switch 1
[1] Finished SMU ADD on switch 1
[2] SMU ADD package(s) on switch 2
[2] Finished SMU ADD on switch 2
[3] SMU ADD package(s) on switch 3
[3] Finished SMU_ADD on switch 3
[4] SMU ADD package(s) on switch 4
[4] Finished SMU ADD on switch 4
[5] SMU ADD package(s) on switch 5
[5] Finished SMU_ADD on switch 5
Checking status of SMU ADD on [1 2 3 4 5]
SMU ADD: Passed on [1 2 3 4 5]
Finished SMU Add operation
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SUCCESS: install add Fri Oct 26 07:13:24 UTC 2035
Oct 26 07:13:25.656 $INSTALL-5-INSTALL COMPLETED_ INFO: R0O/0: install engine: Completed
install add SMU flash:cat9k lite iosxe.16.12.03.CSCvt72427.SPA.smu.bin
Decive#
*Oct 26 07:13:25.616: $INSTALL-5-INSTALL COMPLETED INFO: Switch 1 R0O/0: install engine:
Completed install add SMU flash:cat9k lite iosxe.16.12.03.CSCvt72427.SPA.smu.bin

show ingtall summary =2~ > RZHH LT, ifih5D SMU /Ny r—27 7 A4 VDB

MeA AN NEWRBLES, MOy r =7 7 ANBELET 7T 471k
BXaIy bah Ty, A7 —F A 31 TY,

Device# show install summary

[ Switch 1 2 3 4 5 ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Type St Filename/Version

SMU I flash:cat9k lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin
SMU I flash:cat9k lite iosxe.16.12.03.CSCvt72427.SPA.smu.bin
IMG C 16.12.3.0.3752

3. SMURY T —IT7ANET 7T 4 7L LET,

BEHEOSMUZ ANTHE481E. FBICAL—252 ANTID) Dor~42EHALT
TrANLERED £9, Filo, BTN 128 EBARNE LT ES
VW ZOFEICIT) ve— FREENET,

Device# install activate file
flash:cat% lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin,cat% lite iosxe.16.12.03.CSCvt72427.SPA.smu.bin

install activate: START Sun Oct 28 13:23:42 UTC 2035

Oct 28 13:23:44.620 %INSTALL-5-INSTALL START INFO: RO/0: install engine: Started
install activate

flash:cat9 lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin,cat9% lite iosxe.16.12.03.CSCvt72427.SPA.smu.bin
install activate: Activating SMU

*Oct 28 13:23:44.581: $INSTALL-5-INSTALL START INFO: Switch 1 RO/0: install engine:
Started install activate
flash:cat9 lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin,cat9% lite iosxe.16.12.03.CSCvt72427.SPA.smu.bin

This operation may require a reload of the system. Do you want to proceed? [y/nly
Executing pre scripts....

Executing pre sripts done.

--- Starting SMU Activate operation ---
Performing SMU ACTIVATE on all members

*Oct 28 13:24:41.563: $SINSTALL-5-INSTALL AUTO ABORT TIMER PROGRESS: Switch 1 RO/0:
rollback timer: Install auto abort timer will expire in 7200 secondsOct 28
13:24:43.259: $INSTALL-5-INSTALL AUTO ABORT TIMER PROGRESS: R0/0: rollback timer:
Install auto abort timer will expire in 7200 seconds

*Oct 28 13:24:43.222: SINSTALL-5-INSTALL AUTO ABORT TIMER PROGRESS: Switch 4 RO/0:
rollback timer: Install auto abort timer will expire in 7200 seconds

*Oct 28 13:24:43.192: $INSTALL-5-INSTALL AUTO ABORT TIMER PROGRESS: Switch 3 RO/0:
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rollback timer: Install auto abort timer will expire in 7200 seconds
*Oct 28 13:24:43.134: SINSTALL-5-INSTALL AUTO_ABORT TIMER PROGRESS: Switch 2 R0/0:
rollback timer: Install auto abort timer will expire in 7200 seconds
*Oct 28 13:24:43.825: SINSTALL-5-INSTALL AUTO_ABORT TIMER PROGRESS: Switch 5 R0/0:
rollback timer: Install auto abort timer will expire in 7200 seconds [1] SMU ACTIVATE
package(s) on switch 1
[1] Finished SMU_ACTIVATE on switch 1
[2] SMU_ACTIVATE package(s) on switch 2
[2] Finished SMU_ACTIVATE on switch 2
[3] SMU_ACTIVATE package(s) on switch 3
[3] Finished SMU_ACTIVATE on switch 3
[4] SMU_ACTIVATE package(s) on switch 4
[4] Finished SMU_ACTIVATE on switch 4
[5] SMU_ACTIVATE package(s) on switch 5
[5] Finished SMU_ACTIVATE on switch 5
Checking status of SMU ACTIVATE on [1 2 3 4 5]
SMU_ACTIVATE: Passed on [1 2 3 4 5]
Finished SMU Activate operation

install activate: Reloading the box to complete activation of the SMU...
install activate will reload the system now!

Chassis 4 reloading, reason - Reload command
reload fp action requested
rp processes exit with reload switch code

watchdog watchdogO: watchdog did not stop!
reboot: Restarting system

Initializing Hardware...

System Bootstrap, Version 16.12.1r [FC6], RELEASE SOFTWARE (P)
Compiled Thu 02/13/2020 12:36:08 by rel

Current ROMMON image : Primary
C9200L-24T-4G platform with 2097152 Kbytes of main memory

boot: attempting to boot from [flash:packages.conf]
boot: reading file packages.conf

A4 A A A

Oct 28 13:26:55.653: $BOOT-5-BOOTTIME SMU TEMP ACTIVE DETECTED: R0/0: install engine:
SMU file /flash/cat9k_lite iosxe.16.12.03.CSCvt72427.SPA.smu.bin active temporary...
SMU commit is pending

Oct 28 13:26:55.912: $BOOT-5-BOOTTIME SMU TEMP ACTIVE DETECTED: R0/0: install engine:
SMU file /flash/cat9k_lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin active temporary...
SMU commit is pending

Waiting for 120 seconds for other switches to boot

FHAH A HE

Switch number is 4

All switches in the stack have been discovered. Accelerating discovery

show install summary 2~> R&ZEFA L TSMU R r—Y 77 ANDT 7T 47
bR LET, WFOT77ANVNEEII Y FENTWRNEZD, AT —H A
Xu T9,

Device# show install summary
[ Switch 1 2 3 4 5 ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
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C - Activated & Committed, D - Deactivated & Uncommitted

Type St Filename/Version

SMU U flash:cat9k lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin

SMU U flash:cat9k lite iosxe.16.12.03.CSCvt72427.SPA.smu.bin

IMG C 16.12.3.0.3752

Auto abort timer: active on install activate, time before rollback - 01:50:16

4, SMURNw o —v77A)V%EaIy FLET,

Device# install commit

install commit: START Sun Oct 28 13:34:42 UTC 2035

Oct 28 13:34:45.202 $INSTALL-5-INSTALL_START INFO: RO/0: install engine: Started
install commit

*Oct 28 13:34:45.146: $INSTALL-5-INSTALL START INFO: Switch 1 R0O/0: install engine:
Started install commitinstall commit: Committing SMU

Executing pre scripts....

Executing pre sripts done.

--- Starting SMU Commit operation ---

Performing SMU_COMMIT on all members

*Oct 28 13:35:24.436: %PLATFORM-4-ELEMENT WARNING: Switch 1 R0O/0: smand: 5/RP/0:
limited space - copy files out of flash: directory. flash: value 84% (1599 MB) exceeds
warning level 70% (1337 MB).
*Oct 28 13:35:30.587: %PLATFORM-4-ELEMENT WARNING: Switch 1 R0/0: smand: 2/RP/0:
limited space - copy files out of flash: directory. flash: value 74% (1412 MB) exceeds
warning level 70% (1337 MB). [1] SMU COMMIT package(s) on switch 1

[1] Finished SMU COMMIT on switch 1

[2] SMU COMMIT package(s) on switch 2

[2] Finished SMU COMMIT on switch 2

[3] SMU COMMIT package(s) on switch 3

[3] Finished SMU COMMIT on switch 3

[4] SMU COMMIT package (s) on switch 4

[4] Finished SMU COMMIT on switch 4

[5] SMU COMMIT package(s) on switch 5

[5] Finished SMU COMMIT on switch 5
Checking status of SMU COMMIT on [1 2 3 4 5]
SMU COMMIT: Passed on [1 2 3 4 5]
Finished SMU Commit operation

SUCCESS: install commit /flash/cat9k lite iosxe.16.12.03.CSCvt72427.SPA.smu.bin
/flash/cat9k lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin

Sun Oct 28 13:35:52 UTC 2035

Oct 28 13:35:53.789 $INSTALL-5-INSTALL COMPLETED INFO: R0/0: install engine: Completed
install commit SMU

JJ22-Vore stack-24TE#
*Oct 28 13:35:53.749: SINSTALL-5-INSTALL COMPLETED INFO: Switch 1 R0/0: install engine:
Completed install commit SMU

show ingtall summary =2~ > RZHLTaIy MR LET, SMU Ny Fr—
VIFANDA A=), T T 47, Ay FMThhvE L., AT —4
¥ c TY,

Device# show install summary

[ Switch 1 2 3 4 5 ] Installed Package(s) Information:

State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted
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Type St Filename/Version

SMU C flash:cat9k lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin
SMU c flash:cat9k lite iosxe.16.12.03.CSCvt72427.SPA.smu.bin
IMG C 16.12.3.0.3752

Bl : SMUDA VR b—)L BRTyTTA+EX, TFIP: #EMA)

WIZ, 3AT 77t AZEHLTCSMU RNy r—2% A4 VA =T 50%RLE
T, ZIZTIE, SMU R —V T 7 A LR Y E— | (TFTP) vl —3 3 VIRES
nEJ,

1

SMU R r— 7 7 A LEBMLET,

Device# install add file
tftp://172.16.0.1//tftpboot/folderl/cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin

Jun 22 11:32:27.035: $INSTALL-5-INSTALL START INFO: R0O/0: install engine: Started
install add
tftp://172.16.0.1//tftpboot/folderl/cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin
Jun 22 11:32:27.035 $INSTALL-5-INSTALL START INFO: R0/0: install engine: Started
install add
tftp://172.16.0.1//tftpboot/folderl/cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin
Downloading file
tftp://172.16.0.1//tftpboot/folderl/cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin
Finished downloading file
tftp://172.16.0.1//tftpboot/folderl/cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin
to flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin

install add: Adding SMU

install add: Checking whether new add is allowed

--- Starting initial file syncing ---

025335: *Jun 22 2020 11:32:26 UTC: $INSTALL-5-INSTALL START INFO: Switch 1 RO/0:
install engine: Started install add
tftp://172.16.0.1//tftpboot/folderl/cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin([1]:
Copying flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin from switch 1 to
switch 2

[2]: Finished copying to switch 2

Info: Finished copying flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin to the
selected switch (es)

Finished initial file syncing

--- Starting SMU Add operation ---
Performing SMU ADD on all members
[1] SMU ADD package(s) on switch 1
[1] Finished SMU ADD on switch 1
[2] SMU ADD package(s) on switch 2
[2] Finished SMU ADD on switch 2
Checking status of SMU ADD on [1 2]
SMU ADD: Passed on [1 2]

Finished SMU Add operation

SUCCESS: install add Mon Jun 22 11:32:56 UTC 2020
Jun 22 11:32:57.598: $INSTALL-5-INSTALL COMPLETED INFO: RO/0: install engine: Completed
install add SMU flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin
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A

Jun 22 11:32:57.598 SINSTALL-5-INSTALL COMPLETED INFO: R0/0: install engine: Completed
install add SMU flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin

ECSG-SEC-C9200-24P#

025336: *Jun 22 2020 11:32:57 UTC: $INSTALL-5-INSTALL COMPLETED INFO: Switch 1 R0/0:
install engine: Completed install add SMU

flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin

show ingtall summary =2~ R&2#H L GEMEZ MR L ET,

Device# show install summary

[ Switch 1 2 ] Installed Package(s) Information:

State (St): I - Inactive, U - Activated & Uncommitted,

C - Activated & Committed, D - Deactivated & Uncommitted

SMU I flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin
IMG C 16.12.02.0.6

Auto abort timer: inactive

SMU RNy r—T 7 A NET 727 0 T LET,

GE)

(FIOFNET) SMURw 7 — 7 7 A NVEBINT57-OICTFTP 24 H L. TFTPTIX
w77y valTrZ7747ICLET, @@

Device# install activate file flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin
install activate: START Mon Jun 22 11:37:17 UTC 2020

Jun 22 11:37:37.582: $INSTALL-5-INSTALL START INFO: R0/0: install engine: Started
install activate flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin

Jun 22 11:37:37.582 $INSTALL-5-INSTALL START INFO: R0/0: install engine: Started
install activate flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin

install activate: Activating SMU

025337: *Jun 22 2020 11:37:37 UTC: $INSTALL-5-INSTALL START INFO: Switch 1 RO/0:
install engine: Started install activate

flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin

This operation may require a reload of the system. Do you want to proceed? [y/n]n

WD LY showversion 2~ REMFHLT, N—Ta U EHRLET,

Device# show version

Cisco I0S XE Software, Version 16.09.04

Cisco IOS Software [Fuji], Catalyst L3 Switch Software (CAT9K LITE IOSXE), Version
16.9.4, RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2019 by Cisco Systems, Inc.

Compiled Thu 22-Aug-19 17:30 by mcpre

<output truncated>

SMU NN r—2 774 NVvEaIy bLET,
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Device# install commit

install commit: START Mon Jun 22 11:38:48 UTC 2020
SUCCESS: install commit Mon Jun 22 11:38:52 UTC 2020
Device#

BH ANy r—=URaly bR T r—FR@YD RSN THERT 5 2 L L
=7,

Device# show install summary

Active Packages:

tftp:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin
Inactive Packages:

No packages

Committed Packages:

tftp:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin
Uncommitted Packages:

No packages

Device#

#: SMU/RR VS —DEE GEMODshowa <> K, O—)L/xv sy, EF79F 1 T1k)

WO SEIE, showinstall summary =~ > KR LT, 72747, 77T«
7. Ay MNEA, BLOa Iy bIRTOW RNy —DIZET AR E R R LE
T, TITIE, SMU Ry Fr—V 77 A )b

cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin/N7 77 47 Ca I v & TW

£,

Device# show install summary

Active Packages:
tftp:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin
Inactive Packages:
No packages
Committed Packages:
tftp:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin
Uncommitted Packages:
No packages
Device#

&Iz, show install active =~ > RO %27 L ET,

Device# show install active

Active Packages:
tftp:cat3k-universalk9.2017-01-10 13.15.1.CSCxxx.SSA.dmp.bin

WIS, BT 0TI Ny r—=V%aly Loy r—=2ile ="y 7356 %
%Li‘g‘o

Device# install rollback to base

install rollback: START Wed Jun 10 11:27:41 IST 2020
This rollback would require a reload. Do you want to proceed? [y/nly
2 install rollback: Reloading the box to take effect
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Initializing Hardware
<after reload>
Device#

WIZ. show install summary =~ > ROHAHZ R L ET,

Device# show install summary

Active Packages:

tftp:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin
Inactive Packages:

No packages

Committed Packages:

tftp:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin
Uncommitted Packages:

No packages

Device#

Wiz, showinstall log =~ > ROl Z R L ET,

Device# show install log

[0O]install op boot]: START Wed Jun 10 19:31:50 Universal 2020
[0]install op boot]: END SUCCESS Wed Jun 10 19:31:56 Universal 2020

WIZ, SMU Ry 75— 77 A NVEIET 7T 4 70T 50 R LET,

Device# install deactivate file tftp:cat9k_lite_iosxe.16.09.04.CSCvk70181.SPA.smu.bin

install deactivate: START Wed Jun 10 10:49:07 IST 2020
The activation step would require a reload. Do you want to proceed? [y/nly
Regular SMU. Reloading the box to complete activation of the SMU...

Initializing Hardware...

<after reload>
Device#

wIZ, showingall summary =~ > FOH Al 2R L ET,

Device# show install summary

Active Packages:

No packages

Inactive Packages:tftp:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin
Committed Packages:

No packages

Uncommitted Packages:

No packages

Device#

WIT, T8 ZvD SMU ZHIBRT 2612~ LE T,
Device# install remove file tftp:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin
install remove: START Wed Jun 10 12:09:43 IST 2020

SUCCESS: install remove /tftp/cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin Wed Jun
10 12:09:49 IST 2020
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Device#

Iz, showinstall summary =~ > ROHAHZR L E7,

Device# show install summary

Active Packages:

No packages

Inactive Packages:

No packages
Committed Packages:
No packages
Uncommitted Packages:
No packages

VIR DITAUTFIUORTYTITL—FOFDOMDS

ZE&H

EEEH

BEEIEH I=ZaTFILEA R

ZOBETHHT S avr RosEe e | Command Reference (Catalyst 9200 Series Switches)
JOME H 5 1 D FERE,

VIR DITAUTFIUORT YT L— FOBEEDER

ROFIZ, ZOFEY2—/LTHHTHEDY U —2ABIUOMEFHRZ R LET,

TN DOEREIE, FFICHRR SN TWARWVIRY  BASHY U —=RLUEOTXTDY U —ZT
fEATE £,

J1)—2 Hae HERETRER

CiscoIOS XEFuji16.94 |V 7 v =7 AT [SMUIL, VAT LIZA VA h—/L L TEIE
FURT T T L— | X VT 4R E) ) —RASTA A—
K (SMU) VICRMEBTE L RNy — T,
ZDTTy b7 F—ILTHE, SMUIZIE A
L—F 4 AT AOa—)L R (584)
Vua— RPMETT, Ry MYy FidhR—

FENTWEREA,
Cisco IOS XE Gibraltar Public Key SMU Ry 7 —1F, PKI 2> R—%> D
16.10.1 Infrastructure (PKI) | Xv @42 HR— F LET,
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Jj1y—= HEBE BERETEHR
Cisco I0S XE Gibraltar VIR 2T AT | ZOBEEO YR — ME. C9200 SKU TE A
16.12.1

FURT T L—
K (SMU)

SNFELE, Ay PRy FIEHR—FEH
TWEH A,

CiscoFeature Navigator 35 &, 77 v b 74 —A2BI RNV 7 b =T A A=V DV FR—
MEH % 1% TX 9, Cisco Feature Navigator IZ{3, http://www.cisco.com/go/cfn [JZFE] 226 T

7 A LET,
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513 =

79593 D740 ORTLOIEE

e T T2 T AN VAT HIONT (267 2—)
MHARER T 7 AV VAT ADFER (267 X—)

« T T HINVE T A VAT ADOERE (270 X—)

T 7 AN VAT EDT 7 A NMIET HIEROTR (271 X—)

T ALV NIDODERBIOMEET 4 L7 P DORR (272 3—2)
T 4 L7 FUDOERK (273 X—)

e 77 ANDAL— (274 X—)

o 77 ANDIERL, Fox, BLOHH (276 ~—)

e T Ty va Ty AN VAT MIET HEOMOBEEER (279 X—)
« 7T a T AN AT AOWEEBE (279 *—3)

292 774 VAT LIZDLNT

TTyva TrAN VAT A, T ANVERMTE DR DT Ty v a FTAL AT, Y
ThT=T N RABERaV T Xl —Yay Ty A NOFEE SR O a v R
B TWET, TXAZADT 7NV DT T v a7 7 AN AT A flash: T,

TIT 4 TIRTNNAANSERLE, flash:iTe—H LT T v a7 4 22 LET, 2,
T 7 ANV AT EANRERINTNDED LRI LT A AR INTWNDT 3 ATT,

— Il ADZ—F—DHND, VT NI T AR A BLRary 74Xzl —2ary 7740
BEHTEET,

FRAAEELE I 7ML DR TLORT

TNA ATHERTREZ R 7 7 A VU AT LAEFRRT HIZIE, show file systems F5#E EXEC =2~ >
REFEHLET RORZ L KT T3 2065 8)

Device# show file systems

File Systems:

Size (b) Free(b) Type Flags Prefixes

- - opaque rw system:
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- - opaque rw tmpsys:

1651314688 1467920384 disk rw crashinfo:
* 11353194496 6942072832 disk rw flash:
7723847680 7646384128 disk ro webui:

- - opaque rw null:

- - opaque ro tar:

- - network rw tftp:

2097152 2089932 nvram rw nvram:

7591 I7 AN YRTLOERE |

network
network
network
network
network

rw rcp:
http:
ftp:
scp:
https:

rw
rw
rw
rw

opaque ro cns:

118014062592 111933124608 disk rw usbflashl:

Z OFITIL, usbflashl filesystem FE A& F /R L ET,

Device#show usbflashl:

Filesystem:

Filesystem Path:
Filesystem Type:

usbflashl

extd

Mounted: Read/Write

WOBITIE, TAAAARZ v TRk LET, ZOFITIE, 77T 4 TIRTINA RATAL v 7 A
VR TT, AR T RAUNTIDT 7 A AT MZflash-1: E LT, AF T A R2DT 7
AN AT Adflash-2: L LT, AFZ T RAUNRIDT 7 ANV AT AT flash-3: & L THERI

ns Loz AL

filesys

/vol/usbl

I, FCREET, £, ZoBITIEE, RO L HIZ, crashinfor 4 L7 MU

LTI TATRT AL RZEH SN2 USB 7 T v 2 RIA T bR LET,

Device# show file systems

File Systems:

Size (b) Free (b) Type Flags Prefixes
- - opaque rw system:
- - opaque rw tmpsys:
1651314688 1565089792 disk rw crashinfo: crashinfo-2:
1651507200 1560281088 disk rw crashinfo-1:
1651507200 1562378240 disk rw crashinfo-3: stby-crashinfo:
* 11353194496 10735611904 disk rw flash: flash-2:
11353980928 10152312832 disk rw flash-1:
11353980928 2161115136 disk rw flash-3: stby-flash:
15243046912 14423638016 disk rw usbflashO: usbflash0-2:
520093696 520093696 disk rw usbflashO0-1:
3497074688 3417554944 disk ro webui:
- - opaque rw null:
- - opaque ro tar:
- - network rw tftp:
2097152 2085334 nvram rw nvram:
- - network rw rcp:
- - network rw http:
- - network rw ftp:
- - network rw scp:
- - network rw https:
- - opaque ro cns:
21003628544 19867037696 disk rw usbflashl: usbflashl-2:
118014083072 111933390848 disk rw usbflashl-3: stby-usbflashl:
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2097152

prTEs T 7 AL 227008 I

nvram rw stby-nvram:
nvram rw stby-rcsf:
opaque rw revrcsf:

% 11: show file systems @ 7 1« — )L K DEREA

J4—ILFK

fEe

Size(b)

TrAN VAT EADAEY YA X (A NENLD) TY,

Free(b)

Ty AN VAT LEADIEEAEY 4 X (A NEfL) T
7,

Type

T AN VAT LEDEATTT,

disk: 77 ANV AT AT, 7T v 2 AFY TA R,

USB 77 v+ =, crashinfo 7 7 A JLH CT9,

network : 7 7 A )V > A7 AlX, FTP % —/XHTTP —
REDOF Y NU—7 TR ZAHTY,

nvram : 7 7 A /L ¥ A7 AL NVRAM (REEZEMERAM) 5
A AT,

opaque : 7 7 A )L AT AlE, B — VAR S AL7Z pseudo
T AN TAT A (system 72 E) | ElIFUvr— R A
vHE—T A A (brimux 72 &) TI,

unknown : 7 7 A )L AT LD EZ A TIIRATT,

Flags

Ty AN VAT LOHERTT,
ro: wmiAELY HHTY,

rw : FEAELD B8 L OE AL T,
wo : HZIALTHTY,
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Prefixes T7 AN VAT LDTA YT ZATT,
crashinfo : crashinfo 7 7 1 /LT,

flash: : 79 v a2 774/ VAT AT,
ftp : FTP #—/XT9,

http : HTTP #— 3T,

https : &% =7 HTTP % —/3T9,

nvram: : NVRAM T,

null: : I B—0O X5 TT, VE—K 77 A% X)L~
ab— LT, A XEHHITEET,

rcp : Remote Copy Protocol (RCP) H—/ 3T,

scp ¢ Session Control Protocol (SCP) #—/3T,

system: : FEITaA LT 4 XL —TalEGRVAT A AE
U DS S VTV E T,

tftp: : TFTP X v U —727 $—TH,

usbflash0: USB 7 7 v = A€ U TY,

usbflashl: : AMEDO USB 77 v+ 2 AE Y T,

ymodem: : YMODEM 7’1 k2 L&A LT, *rv hU—
7 RVMBT A NVERFLET,

FIAILE D74 ORTLDETE

TIANIDT 7 AN VAT HAELTHEREND 7 7 AN VAT AEIZT 4 L7 b &R
ET HITIE, cdfilesystem: Fi# EXEC 2~ > REfHLET, 77408 7740 VAT A
ERETHE, BHETLa~vr REETT S L X filesystem: B ZEME T ET, 72& %
X, A7 a3 o filesystem: 5188 & FF O T R COFRMEEXEC 2~ > R Tid, od 2~ R THRE
N7 AN VAT AMERHSNET,

FIZHNNTIE, TN 77 A 2T M flash; T,

cd 2~ RTHRESNTEBIEDOT 74V D7 7 A4V VAT AEFRRT HIZIE, pwd Rk
EXEC 2~> REFEHLET,
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I7AL VRFLO T 7 A LT sEHRORT

TJ7A4IL ATLDI7AIVIZEAT BEHRORT

T AN VAT AONFEEBIET DI, TOU A MEFRRTEET, &L, HiLvnay
T A4 FXal—ary T7ANET7 Ty a AERVIZa—F BT, 7740 AT AIZHE
CAHIOAL 74X 2b—2a 77 A ADPEHESN TN 2R TE £, [FERIC,
7 yva arZ4Xal—ralr 7y ANENOEEHNICa Y —3 DRI, 77 A NV EE
BLT, Z04HIERNOa~wy RCHEHTEET, 774NV VAT LAOT7 7 A )VICEET H1EHR
ERRT DT, RORIZFEHT 285 EXEC 2~ KOWTUMEEH LT,

£R12: 774V THERERTT HHDaTUF

avw >R SiBA

dir [/all] Tr7AN VAT LEADT 7 A VAR MERRLET,
[filesystem:filename]

show file systems T7AN VAT DT 7 AN EDFEMEFR R LUET,

show fileinformation | #5100 7 7 A AT B % #7 L T,
file-url

show filedescriptors  |[BHWNCWA 7 7 A L OER DY A hERRLET, 77 A itih 1
BV TWA 7 7 A LVOWNEEBR T, Zoa~vr RE#EHLT, 3l
D=L TT 7 ANDBEPINTNDENE I NETRDZENT
%iﬁ—o

722 T7ANVATLADTRTOT7ANADY A NEFRRTHITIE, kO L DI dir $F
MEEXEC o~y R&EfEHLET,

Device# dir flash:
DDirectory of bootflash:/

616513 drwx 4096 Jul 15 2015 07:11:35 +00:00 .installer

608402 -rw- 33818 Sep 25 2015 11:41:35 +00:00 bootloader_ evt handle.log
608403 drwx 4096 Feb 27 2017 13:56:47 +00:00 .ssh

608410 -rw- 0 Jun 5 2015 10:16:17 +00:00 dc_stats.txt
608411 drwx 20480 Sep 23 2015 11:50:13 +00:00 core

624625 drwx 4096 Sep 23 2015 12:29:27 +00:00 .prst_sync

640849 drwx 4096 Feb 27 2017 13:57:30 +400:00 .rollback timer
608412 drwx 4096 Jun 17 2015 18:12:47 +00:00 orch test logs
608413 -rw- 33554432 Sep 25 2015 11:43:15 +00:00 nvram config
608417 -rw- 35 Sep 25 2015 20:17:42 +00:00 pnp-tech-time
608439 -rw- 214054 Sep 25 2015 20:17:48 +00:00 pnp-tech-discovery-summary
608419 drwx 4096 Jul 23 2015 07:50:25 +00:00 wutil

616514 drwx 4096 Mar 18 2015 11:09:04 +00:00 onep

608442 -rw- 556 Mar 18 2015 11:19:34 +00:00 wvlan.dat

608448 -rw- 1131779 Mar 28 2015 13:13:48 +00:00 1log.txt

616516 drwx 4096 Apr 1 2015 09:34:56 +00:00 gs_script

616517 drwx 4096 Apr 6 2015 09:42:38 +00:00 tools

608440 -rw- 252 Sep 25 2015 11:41:52 +00:00 boothelper.log
624626 drwx 4096 Apr 17 2015 06:10:55 +00:00 SD_AVC AUTO CONFIG
608488 -rw- 98869 Sep 25 2015 11:42:15 +00:00 memleak.tcl

608437 -rwx 17866 Jul 16 2015 04:01:10 +00:00 ardbeg x86
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632745 drwx
632746 drwx
608418 -rw-
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4096 Aug 20 2015 11:35:09 +00:00
4096 Sep 16 2015 08:57:44 +00:00
1595361 Jul 8 2015 11:18:33 +00:00

system-report RP_0 20150708-111832-UTC.tar.gz

67587176 Aug 12 2015 05:30:35 +00:00

CRDU
ardmore

mcln x86 kernel 20170628.SSA

608491 -rw-
608492 -rwx
11250098176

Device#

74880100

bytes total (9128050688 bytes free)

Aug 12 2015 05:30:57 +00:00

stardust.x86.idprom.0718B

TALIMIJDEBRSEITEET ALY FUDRT

TALZ MVEERL, AFET 1 L7 M ZRRT 22T, ROFIEEZFETLET,

FIE

ARV RFERFTIVaY

=)

ATy T

enable
51 -

Device> enable

¥itE EXEC E— FE A LET,
e NRATU—REZASNLET EREN

=55

o

ATy T2

dir filesystem:
i) :

Device# dir flash:

BESNTET7AN VAT ADT 4 L
7 N ERRLET,

filesystem: (21X, VAT A AR—FRD~7

T T AD flash: AL E
—gﬂo

ATvT3

cd directory_name

1

Device# cd new_configs

fRESNET 4 V7 R ~BEILET,

a2 REICIE, new_configs &\ ) 4
HiOT 4 L7 b UICBEIT 5 kAR L
£,

ATv74

pwd
i :

Device# pwd

EET L7 P RN LET,

ATy Th

cd
B

Device# cd

FTI7FNVEIT L7 NIICEBEHILET,
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Fevoruokn [l

T4 LT )DIER

¥t EXEC E— FZBAAL T, 74 L7 FY 2B T 2ITITROFIREZ FET L ET,

FIE
ARV FFERERTI VA Y B
ATy 71| dir filesystem: BEINTE77AN VAT LADT 4 L
1 - 7 NV ERRLET,

filesystem: IZ1%, AT A AR —RD7
T via T AD flash: HFEH L E

Device# dir flash:

-é‘O
AT 72| mkdir directory_name LT 4 L7 MY ZEERLET, A
Bl Ty va () MIHETE ST 4L |
U A3 HR 45 CF T, RICF &/NCF
Device# mkdir new configs ODIZ}DJIJz)‘j?) U] ij—o %4 vk U%ini

ST, AN—RA, AT v a, 5lH
%, Blavy, Flidoa QiMERT
TEHEA,

Ry 7 3 |dir filesystem: AN EMER L E T,
& -

Device# dir flash:

T4 LY ) DHIR

TA4VL7 &, ZONEHOTRXTOT7 7 ANVEBIOYTT o L7 FY & LEHITHIBRT DT
I%. delete/force/recursive filesystem:/file-url £## EXEC =2~ > RZ2fH L 9,

ARITHRESNTZT 4 V7 N %, ZONHEOTRTCOY 7T 4L 7 NIBLOTZ7A0L &
HICHIBRT 2 121E, frecursve ¥—U— REFEHLET, 7427 NINOTZ 7 A LT EITFE
REND, HIRZMHZRET 272007 v 7 NEEKT 5121, forcex—V— R&EfHLET,
ZOHIBRT v REFITTH L, RIS L ERT I r 7 SRRRENET,

filesystem (ZiX, Y AT L R—KDT T v 2 T84 ZAD flash: I L£9, fileurl (2%,
HIbR T 27 4 L2 MY DAFTIZEATILET, T4 L7 RUNOTRXRTOTZ 7 A VEBLOT 1
7 MU DBHIBRSIVET,

A

AR T4 U7 MUDHIBRESNIZSGE, ZORNRITEE TE EEA,
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TJ74J)LOaE—

EEITLO BT 7 A V&2 B —F 5HIZI1%, copy source-url destination-url £##% EXEC =1~ >
REMEALET, BHEILRLOU%EHEO URLIZIE, running-config$s & U startup-config % — 7 —
Ryva—bhy bEEHTEET, =& 21X, copyrunning-configstartup-config =~ > RiZ,

BUEFEITH DA T4 Falb—vary Ty AN a7 Ty aAEYDNVRAM B & a 12

RIEL, VAT LAPHHEOBRICa Ly 7 Falb—var 7yl LTRSS Lol E

‘3—0

XMODEM £72(ZIYMODEM 7' 1t f AV ZfEilT 2Ry N —27 =3 D7 7 A WK %1%
ek UCTHRIR. 7 7 A )L 2 A7 I (xmodem:, ymodem:) Z#{EEL, £I0bat—7352
LHETEFET, AAM v TFEREERIFAN AT T 7ANVDa—Z, JlOA4 7> a2 & L TSSH
77 ANERE T 1 h 3L (SFTP) bEHATE EJ, #EMIc oW TiL,  'Security Configuration
Guide] @ [Configuring SSH File Transfer Protocol | D [#:5E] S L T 7230y,

Xy NT—2 77 A4 AT AOURLITIL, fip:. rep:. tftp:, scp:. http:, https: 72 E03H 1 |
IR D LB TT,

* FTP : ftp:[[//username [:password]@location]/directory]/filename

* RCP : rcp:[[//username@location]/directory]/filename

» TFTP : tftp:[[//location]/directory]/filename

* SCP : scp:[[//username [:password]@location]/directory]/filename

* HTTP : http:[[//username [:password]@location]/directory]/filename

* HTTPS : https:[[//username [:password]@location]/directory]/filename

N

GE)  RNRU—RFIHHRIF (@) #8052 L3 TEEtA, XF @ 2HEHTLL, a—T
P—RDOIP T FLRAEMTTE £8 A,

O —HWZHDEZIIARARER T 7 A/ VAT MZid flash: 72 EXRH D 9,
FEILE LU EOMAEDLREICE > TE, EBHRGERH Y £7, R, RICRTHEAGD
HFOHEEIT, av—TExFHA,

e FHiTar 7 4 FXal—varhbFE{Tar7 4 FXalb—rg

cAA— K T o AT 4K al—va b AX—"NT T a7 X alb— g
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AR YHROT AL ZANBRLRE v I AOHOTF 4 2~ADT 74 LnaE— [

AZYIAHRADTNAZADNGELCRZYIRDRDTINAZA~NDIT 7 A
JLOaE—

2B INDHDTNRAANBFECAZ v TNDOBDTIRA AT 7 A V&3 —3 500
flash-X: Rt A LE T, X ZT31 AHFZTY,

AR TNDTRTCDT N, ABRRTHITIE, 9 AT NNA RAAZ v 7 OFID X DT,
H#E EXEC &— R T show switch =~ R&EH L E4,

Device# show switch
Switch/Stack Mac Address : 0006.f6b9.b580 - Local Mac Address Mac persistency wait time:

Indefinite

H/W Current
Switch# Role Mac Address Priority Version State
*1 Active 0006.£6b9.b580 15 P3B Ready
2 Standby 0006.f6ba.0c80 14 P3B Ready
3 Member 0006.f6ba.3300 7 P3B Ready
4 Member 0006.£6b9.df80 6 P3B Ready
5 Member 0006.f6ba.3880 13 P1A Ready
6 Member lce6.c7b6.e£00 4 PP Ready
7 Member 2037.06ce.2580 3 P2A Ready
8 Member 2037.0653.7e00 2 P5A Ready
9 Member 2037.0653.9280 1 P5B Ready

AH S THNDTRTDTNA ZABERT BT, 8 AU NN—=F XA ZAAZ 7 DOHD LT,
¥4 EXEC &= — KT show switch =< > F&H L ¥4,

Device# show switch
Switch/Stack Mac Address : 046c.9d01.3b80 - Local Mac Address
Mac persistency wait time: 4 mins

H/W Current

Switch# Role Mac Address Priority Version State
*1 Active 046c.9d01.3b80 15 P4B Ready
2 Standby 046¢.9d01.0£80 13 P3C Ready
3 Member 046¢c.9d01.1180 11 P4B Ready
4 Member 046c.9d01.0e80 9 P3C Ready
5 Member 046c.9d01.4d00 7 P3C Ready
6 Member 046c.9d01.2800 5 P3C Ready
7 Member 046c.9d01.6e80 3 P4B Ready
8 Member 046c.9d01.8180 1 P4B Ready

BEDTNA AD AL —n[ERTXTDT 7 ANV AT AEFRTHITIEL, RITFRT S A
IN—=RH 7 DEID X HIZ, copy 2~ REFEHLET,

Device# copy flash:?

flash:.installer

flash:.prst sync

flash:.rollback timer
flash:boothelper.log
flash:bootloader evt handle.log
flash:cat9k-cc srdriver.16.05.0la.SPA.pkg
flash:cat9k-espbase.16.05.01la.SPA.pkg
flash:cat9k-guestshell.16.05.01la.SPA.pkg
flash:cat9k-rpbase.16.05.01la.SPA.pkg
flash:cat9k-rpboot.16.05.01la.SPA.pkg
flash:cat9k-sipbase.16.05.01la.SPA.pkg
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flash:cat9k-sipspa.16.05.01la.SPA.pkg
flash:cat9k-srdriver.16.05.01la.SPA.pkg
flash:cat9k-webui.16.05.01la.SPA.pkg
flash:cat9k-wlc.16.05.01la.SPA.pkg
flash:core

flash:dc_profile dir
flash:dc_stats.txt

flash:gs_script

flash:nvram config

flash:packages.conf

WOFITIE, TNRAA2DT Ty aX—F 4 a NREER TSIy 7 4 F¥al—g
VIFANETNA AADT Ty aN—T 4 a Al ab =95 HEERLTHVET, T
AAR2ETNARAANEICLAZ » ITNIZHDELET,

Device# copy flash-2:config.txt flash-4:config.txt

774 JLDOHIER

7Ty AEY TNAALADT 7 A NPRBIZR S TEHEE. £D7 7 A VA KAICHIBRT
EFET, WESNTE 7T v a2 TRA AL T 7 ANVERIET 4o V27 Y ZHIBRT 51213,
delete [/force] [/recursive] [filesystem: Jffile-url #i#E EXEC 2~ > R&fiH L £,

TALZ M) E, ZONHOTRXTOYTT 4 L7 FURT 7 A E L BITHIBRT 21

%, lrecursve ¥ —U— REFEHLET, 74127 NVROTZ 7 A VT EIZRRIND, Bk
EHERT D07 a7 N EET I, forcex—TU— REEHLET, ZOHIBRY =
Y RAEFTTDHE, BN LERZ T e 7 vRFERENET, archivedownload-sw =2~ >
RCA VA= EN, RECRSTZHWY 7 by =T A A=V EHIBRT 5I21%, force F—
U— FBX W recursive ¥—7— K& L E5,

filesystem: 47> a v EEKT L E, T AFed a2~ RTRELET 74V hOT /A A
EHEHLET, fileurliZiX, HIBRT2 77 A LDNRZ2 (F4 L7 M) BROLETIAEELE
j‘o

TrANEHIBRLE D LI 5L HIBROHEGEZ RO DT n 7 M RFRESNET,

A

AR T 7 ANDBHIBRSNIESE. TONKTEE TE A,

ZIZTHE, 774NV NDT7 T v va AEY T, ANB T 7 AV myconfig & HIbR9 % 5l %7~
L/\li‘g—(]

Device# delete myconfig

727 A IILDERR., KRR, BX U

T ANVEER L CEIIWL T 7 ANEEEZIAALTZY, 77ANVNOT 7 A )V %E ) A RERLZ
D, Z7ANVDPLT77ANEHE LY TEET ROEESR) ,
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77 ANV, AEDFRR, BLOT 7 A VORI £21T 51213, FFHEEXEC 2~ R TRD
FIEZFATLET,

FI&E
ARV FFEREET7OVa Y B#
R w71 |archivetar /create destination-url flash: | 7+ 4 LA ERR L. #2127 7 A L %38
ffile-url L ET,
i - destination-url (21X, m—H NV FEIT Ry
Devicot arehive tar fepent NI —27 77 AN AT LD URL
evice arcnive ar create N -
tftp:172.20.10.30/saved. DTA YT A, BEMERT D7 7 AV
flash:/new-configs DOLRTEI/ELET,
e —AN T T2 TR
T LS
flash:
* FTP 3¢
fip{/smard pesswadfalociondredoyiHleane
* RCP ##3C
rqo[/usamamealocation)/dretory)/Hilename
« TFTP #3C

tftp:[[//location]/directory]/-filename.

flash:ffile-url (21X, v —H L 7T v a
Tr7AN VAT AED, LT 7 A
WIMER SN DT AR E LE T, &[5
LT 4 L7 FURNITHEM STV AR
D7 7ANVELETT 4 LV7 NV O—E%
HELT, LW 7 A UEMT 52
EHTEET, MbELRNWE, 2D
LYUZRBIT AT RTO7 7 A LB LW
T4 L7 NI IR E T 7
ANMTEZIAENET,

R 72 |archivetar /table source-url T ANONEEFERLET,
Bl source-url 121X, 2—H )NV T 7 A )L A
. . TLERFR Y FT—7 T7 AL VR
Device# archive tar /table ?A@jﬁ{%ﬁ URL :1:/]) U TX%*EEL

flash: /new_configs

F9, filename. 1X, TART D771V
T, WOFT v a PP R— ST
WET,
e — PN T T a T AR
7T AHESC
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ARV RFERETIVa Y

B8

flash:
« FTP 43¢

fip{/srard pesswadfaloctiondredoyiHleane
« RCP #3C

rqo[/usamamealocation)/dredory)/Hilename
 TFTP ##%3C

tftp:[[//location]/directory]/-filename.

Tr7ANDHEZT 7 ANVEIFT 4 L
7 MDY AERRELT, 77410
FoREHIRT Db TEET, FBEL
727 7 ANTETRFEREINET, MHiE
ELRNE, TRXRTOT77ALBLV
T4 L7 MIRFREINET,

ATv73

archivetar /xtract source-url flash:/file-url
[dirffile.. ]

1

Device# archive tar /xtract
tftp:/172.20.10.30/saved.
flash:/new-configs

T7ANET T2 77,V VAT
LAEOTF L7 NUITHIHLET,

source-url 121X, 2—H NV T 7 A )L A
T ALADEEFEITLURL DA VT AZHEE
L%, -filename 1%, 7 7 A L O
DT 7 ANTT, IROF T g otk
A—hFEZNTWET,
e — PN T T a Ty AN TRA
7 DAL
flash:
« FTP #3C

fip/ismardpeswad|aloeiondredomyidleane
« RCP #%3C

rqo[/usanamealocation)/drectory)/Hfilename
« TFTP #3C

tftp:[[//location]/directory]/-filename.

flash:ffile-url [dirffile.] (Zi%, 7 7 A /L
O T e —hr 7T v
TrAN VAT A EOSARE L E
T, GO 7 7 ANVHND T 7 AV F
T4 V7 RUDY R RNERET DI
IX., dirfile. 47> a s EEHLET,
fAIbIEESNRNE, TXTOT7 7 AL
EF 4L PRI ERET,
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75923 T4 LRFLICET sz omomEas [

ARV RFEREET7TOVa Y By
R 74 |more[ /asii | /binary | /ebedic] file-url JE—h 77 AN VAT A LEDT 7 A
U NEEH T, BARD WEER T 7 A LD
NEZERLET,

Device# more
flash:/new-configs

72592174 AT LICEAT A2 FDMOBREES R

BEEEHR
BEEIEE T=aTFILRA ML

Cisco 10S Configuration Fundamentals Command

flash: 7 7 A )V AT LOEFEMa< L N
Reference

2592774 R T LDEEE R
WDOFRIZ, ZTOFY 22— /LTl T5HED Y UV —2B L UOEEFRZ TR LET,
INHOBEEIL, FRIHAR SN TWARWED, EBAINZY V=R UBEOTXTCHOY J—RXT
FRCTE £,

J1)y—2 HeHE BERETEHR

Cisco 10S XE Fuji 16.9.2 TI793adZ7AN | TT7vaT77ANVATAE, 77140
VAT A N CTEDLH—DT7 Ty a T84 AT
T, 7 b7 RNUORVEBINRa T ¢
Xal—rary 77 A NVOEIIESI OB
Boa<wr RHEx TWET,

Cisco Feature Navigator #7255 &, 7T v b 74 —ABIXOY 7 T =27 A4 A=V DOHKR—
MEHRZ R TE £, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [JE5H] 7B 7

7 A LET,
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%Ugﬂgajiyh\a)[){tfyrr,o)ggzﬁ_

c IIHERE~D Y 'y NETORRSM (281 X—)

c IR E~D Y £y NEITORIRFEE (281 ~—)

s IR E~D Y 'y NOFATICEAT A E#HR (282 X—)

s IR E~D Y & v hOFEITHIE (283 X—)

c IR E~D Y By NEFATT L0 OER] (284 ~—)
c IR E~O Y & NOFATICHET 28MEHR (286 ~—)
c FIIRRE~D Y v M D HEEE (286 ~—)

=JL = == 4= 2L L AZ
MEIZTEAD ) £y FETODRMHRSH
s MR E~D Y vy T u AERBT RN, BAEDOA A= BE. BLXOWEAT—
Aot XRTOY T NI 2T A AN I T o7 ENTNWAHZ L E2HERLET,
s IR E~D Y £y N a e AREITHOEEX, BROFKR W 2R LET,

c MIPIERE~D VU &> h 7 av A%ZBIAT DHIIC, In-Service Software Upgrade (ISSU) F 7=
I% In-Service Software Downgrade (ISSD) MEfTH TARWZ L 2R L £,

NEAREAD ) £y FEITOHIREER

VT MU =T Ry TFIE, T AL VA=A ST LGEE, IIRE~DY &y R
Tu ARICETTSNEE A,

VIY v arai L factory-resst =< > RORRITIN7=5E6. IR E~D) &> b
TR ADFETHICE Yy v a SFETTSLEEA,
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DYPBRE~OY Y FOET |
B osze~0uty roxEFET oES

PEEEAD )y FOETICEAT 15

MR EIZY By b E, T RARHFEIN TV DEIBEEEROT — 2 NI X THES
. T ZAOFETHARFOTTOREIE I INE T, HESNLGT —ZITIE, RE, =7
Ty AN, T— b EE, aT 77 A0 BIOEMERAPEAERDE (FIPSBE) oF—72 L
DU LT N EEET, NISTSP 800-88 Rev. 1 TRAZ LTV A L 91T, 1HFEIE clear
AV Re—HLET,

PR E~DY Yy oA, kO F VA THEHAENET,

o« T ZADRGFFF] (RMA) : RMA D72 DIZT A A3 A 2 TIRET HNEND 5
Bl TDOT A AD RMA GEBHEZ TS 21, BEKEROT —X 2T X CHIBRL
TLTEEW,

REEZTETANAADY BANY TS R FEIN TS X —~T U T VERIT7 L
TUVXNAPMREEZITIZGEIE. T AEPMREC Y By b L, TN R EHRE
LTL7EEn,

WMIHRE~DOY v M, T34 213U m— K&, ROMMON E£— R&BtAE L £9, #IH%
E~DY Y MME, T RIE, VY7 MU= 7 O Er— RIZKLE7: MAC_ADDRESSZ %L
& SERIAL_NUMBER £#% & X COEBRELAHZHIFR L £9, ROMmon E— RTVU & v
NEFEITT S L, BEAKIIHBNICHE SN E T, BAUD rate BREEAEE. WIHERE~D Y
Ty MERIZT 7 4V MEIZR Y £9°, BAUDrate & console speed 235 (2[R U CTdh 5 Z & & e
LTL7EE, RUTRWEGA, Y — L& L2 £7,

ROMmon E— R TCDY AT ALV Ey M5 T L7256, USB £7213 TFTP %{# L < Cisco IOS
A A= HEBMLUET,

ROFIZ, HRE~DY £y b7 o APITHEB L ORFFEND T — X Ol a2 R L E
B

R B:AHAREADY £y FRISEEBLUVRFISNET—4

HESNET—42 RGEINET—42

BEDT — b A—T % ET3XTD Cisco | U E— | Field-Replaceable Unit (FRU) 75 D
[0S A A—Y T—4

7Ty valfhen s a7 4 Fal—ar LYRAZDOE

a—P—F = AF— T v TBLOET |—
a7 4F¥alb— 3, BLW Serial
Advanced Technology Attachment (SATA) .
SSD, USBZRAE DY L—RT L A RL—UF
INA ADNE
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| #BE~D Yy FOET

pgEE~0Uty o5 ]

HESNDT—4%

REFSNDZT—4

FIPS B X —72 EFD I LT i v L

=5

H o~

X 2 T REFT A AP (SUDI)
ABF—A 7T ATV F ¥ (PKD)
X—REOT LTy

ALY

FoR—REErX 27 (OBFL) v/

2—HF—3E00 L 72 ROMmon 24X

EARE~ADY) Y FOERTHE

TR E~D Yy FEFEITTHIZE, ROFEEFEITLET,

FIE

ARV RFEERETIa Y

=)

ATy T

enable
1

Device> enable

¥i#E EXEC T— F&EADIZ L £,

Tar T NRFIRENTZHNAY— R E
ABLET,

ATvT2

s AH U RT BTN ADEE
factory-reset {all [secure 3-pass] |
config | boot-vars}

« ALy THER DT A ZADYE
factory-reset {all [secure 3-pass] |
config | boot-vars| switch
{switch-number |all {all [secure
3-pass] | config | boot-vars} }

fi

Device# factory-reset all

F70x

Device# factory-reset switch 1 all
config

T, R & iR OREICY By FLE
R

factoryreset =~ > R&FEHT 5 729DIC
WBELIR L AT AREITH D FH A,

WKDOF T a A TEET,

e al : NVRAM O3 _XTONE, BIfE
DT — A=V, 7T— NEH, &
a7 Fal—3g L bFETa
V74Xl —arDT—4. B
T2 —F—F 2 ETeTTD
Cisco I0S A A—V &{HELFT,
ZOF T arEERTLZ L EHE
LET,

« secure 3-pass : 3-pass LEX TT AN
AAMDBTXTORNFEHELE
R

ePass1: T _XTCHT KL AAHE
I 2RO T LEE
LET,
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MEREAD Y Y FDEIT I

B osze~outy rEx=aT2-008ER

ARV RFERFTIVaY =)

e Pass2 : T XTOHOT KL AA[{E
e A 2D 1 T REEX L
i‘é‘o

ePass3 : T XTHOT FL AAHE
WG E T U Ay hoR—
YTCEFEXLET,

GE)

ZOF T avit, oA T a
Y DEITIZHINDIFR ORI 3 50
BRI 230 £,

econfig: AX— 7 v a7y
Fal—varzlity FPLET,
* boot-vars : = —Y—|C L > CGEINE
N7 — NEHEHEELET,
* switch {switch-number |all}:
« snitch-number : A A~ FEHK S %
FBELET, BETX 28X
1~16 T9,

cal : 2%y 7NOFTNTHOA
A v FEBRRLET,

VIR E~D Y > e ARIEFIC
SETTHE, TARAANY T — R LT
ROMmon &— R{Z72 0 £,

NHPEREAD) Y b ZRITT 21=ODEREH!

WIZ, ALY RTRUAAL vy FTHHRE~D Y £y bZ2FATT D02 R LET,

Device> enable
Device# factory-reset all

The factory reset operation is irreversible for all operations. Are you sure? [confirm]
The following will be deleted as a part of factory reset:

1:
: User data, startup and running configuration

: All IOS images, including the current boot image
: OBFL logs

: User added rommon variables

: Data on Field Replaceable Units (USB/SSD/SATA)

o U1 b W N

Crash info and logs
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The system will reload to perform factory reset.

It will take some time to complete and bring it to rommon.

You will need to load IOS image using USB/TFTP from rommon after
this operation is completed.

DO NOT UNPLUG THE POWER OR INTERRUPT THE OPERATION

Are you sure you want to continue? [confirm]

WIZ, AL THERLT ™A A THIHERE~D U &y b2 FTT 2012 RLET,

Device> enable

Device# factory-reset switch all all
The factory reset operation is irreversible for all operations. Are you sure? [confirm]
The following will be deleted as a part of factory reset:

1: Crash info and logs

2: User data, startup and running configuration

3: All IOS images, including the current boot image

4: OBFL logs

5: User added rommon variables

6: Data on Field Replaceable Units (USB/SSD/SATA)

The system will reload to perform factory reset.

It will take some time to complete and bring it to rommon.

You will need to load IOS image using USB/TFTP from rommon after
this operation is completed.

DO NOT UNPLUG THE POWER OR INTERRUPT THE OPERATION

Are you sure you want to continue? [confirm]
Chassis 1 reloading, reason - Factory Reset

Protection key not found

9300L#0ct 25 09:53:05.740: $PMAN-5-EXITACTION: FO0/0: pvp: Process manager is exiting:
reload fp action requested
Oct 25 09:53:07.277: $PMAN-5-EXITACTION:vp: Process manager is exiting: rp processes
exit with reload switch code

Enabling factory reset for this reload cycle
Switch booted with
tftp://10.5.40.45/cat9k iosxe.BLD POLARIS DEV LATEST 20191007 224933 V17 2 0 21 2.SSA.bin

Switch booted via
//10.5.40.45/cat9k iosxe.BLD POLARIS DEV LATEST 20191007 224933 V17 2 0 21 2.SSA.bin
% FACTORYRESET - Started Cleaning Up...

FACTORYRESET - Unmounting sdl

FACTORYRESET - Cleaning Up sdl [0]

FACTORYRESET - erase In progress.. please wait for completion...
FACTORYRESET - write zero...

FACTORYRESET - finish erase

o0 o0 o° de o

% FACTORYRESET - Making File System sdl [O0]

Discarding device blocks: done

Creating filesystem with 409600 4k blocks and 102544 inodes
Filesystem UUID: fcf01664-7c6f-41ce-99£0-6df1d9%941701e
Superblock backups stored on blocks:

32768, 98304, 163840, 229376, 294912

Allocating group tables: done
Writing inode tables: done
Writing superblocks and filesystem accounting information: done

FACTORYRESET - Mounting Back sdl [0]
FACTORYRESET - Handling Mounted sdl
FACTORYRESET - Factory Reset Done for sdl

o0 o oP
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o

FACTORYRESET - Unmounting sd3

FACTORYRESET - Cleaning Up sd3 [0]

FACTORYRESET - erase In progress.. please wait for completion...
FACTORYRESET - write zero...

o oo

o

Chassis 2 reloading, reason - Factory Reset

Dec 12 01:02:12.500: $PMAN-5-EXITACTION: FO/0: pvp: Process manager is exiting: reload
fp action requested

De

Enabling factory reset for this reload cycle

Switch booted with
tftp://10.5.40.45/cat9k iosxe.BLD POLARIS DEV LATEST 20191007 224933 V17 2 0 21 2.SSA.bin

Switch booted via
//10.5.40.45/cat9k_iosxe.BLD POLARIS DEV LATEST 20191007 224933 V17 2 0 21 2.SSA.bin
FACTORYRESET - Started Cleaning Up...

FACTORYRESET - Unmounting sdl

FACTORYRESET - Cleaning Up sdl [0]

FACTORYRESET - erase In progress.. please wait for completion...
FACTORYRESET - write zero...

o0 o0 e oo

o

After this the switch will come to boot prompt. Then the customer has to boot the device
from TFTP.

BREADY) Y FOERITICET HEMFER

=
=374

—

BEEEHR
ESPEREYS T=aTFILRAL ML

IOETHHAT I a~v ROREMEBLEBLIN |z~ RV 77 LA
i F 7 DFER,

EAND Y MY HEEEERE

WOFRIZ, ZOFY 2— /LT T 2O Y UV —AB L OEEEHREZ R LET,

DO, FHICHR SN TORWRY , BASALY U —=RLUEOT~THOY J—XT
EHTE £,

-2 tHaE HRETEER

Cisco IOS XE Fuji 16.9.2 | T RFOIRAE~ (WIHIRREIC Y By R T D &, T30 RTHR
DUt (Factory | 7SI TWNDIBEREEA DT — 2 534 ~T
Reset) HESH, 7310 2ORETHARFOITO
BEICHEITL SN ES
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| #BE~D Yy FOET

pmEE~0U £y FoET seEE [

IJ I)—X

HaE

HAETRR

Cisco IOS XE Gibraltar
16.12.1

U L—T)L Ak

L— T8, ADH]
HWiskE~D Y v |k

VIR E~DY Y hEFEITTH L.
SATA, SSD, USBRE DY L—_T )L A
ML —2 SR ZAONERBEESNET,

Cisco IOS XE Amsterdam
17.2.1

3-pass LEZIZLD
MR E~D Y & v
~

DMRE~D Y £ o NEEGT DL, 75
A ANEFTRTOALT Y % Jpass E
X TCLRAITHEETEET, secure3-pass¥—
U— RPNEAINE LT,

A K 7 ¥ L X Cisco
StackWise Virtual D #J]
HRE~DY Y b
F7 T a DLk

A B T RERLT 73 A A F L O Cisco StackWise
Virtual XtJinT /XA A CHIHARTE~D Y &
MOV R—IPREAINE LT,

Cisco Feature Navigator Z /425 &, 7T v b 74 —LBIRNY 7 U =T A A=V DY R—

MME# A ¥R T& £ 7, Cisco Feature Navigator (213, http://www.cisco.com/go/cfn [

7 A LFET,

PEFE) DT
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X217 AML—DDERTE

e X 2T A KL —TIZONT (289 X—)
et X 2T A ML—=UOFME (289 R—)
et X2 X FL—UVOEGE (290 X—)
o BE B LD AT — 2 ZADOWEE (291 ~N—)

e X T A NL—UVOBKRERHR (291 X—)

X7 A ML—UIZD0VT

X 2T AR L —UBRETIE, EEARTEHERERE (L L CHRETE £, AT —LT,
FRIHLEAWE, X147 6 D/SAT— R —B XU ED I LT vy L ERE L L F
T, A VAX AEF DR S —IL, GRICELEIND Z L E2HSTEDINN—RU 2T DT
AN T —IEEESNET,

X7 AML—DDFTE

1R BHHEIIZ
ZOMEEIXT 7 4V N TERIC o T ET,

FI&
ARV EFEREET7TOVa Y B#
X w 71 | configureterminal Jsa—\)L a7 4 X¥al—3a
51 T REBBLET,
Device# configure terminal
R w72 |service private-config-encryption FNRAATEF 2T AN — U s
1l - M LET,
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t¥17 AbL—C0HE |

ARV RFERETIVa Y

B8

DEvice (config) # service
private-config-encryption

ATvT3

end

1

Device (config)# end

H#E EXEC E— FIZREY £,

ATV

write memory

1

Device# write memory

private-config 7 7 1 L& BE AL L, BE5
b7+ —~v NTRIFLET,

X7 A FL—DDEDLE

1R BHHIIZ

TNRAATEX 2T A ML —UKREEZ BT 5121, ROX AT EZFITLET,

FIE

ARV RFERFTIVaY

=)

ATy 1

configureterminal

1

Device# configure terminal

Juaua—\)L a7 4 Xal—gv
T—FzfmL£7,

ATy T2

no service private-config-encryption

1 -

Device (config) # no service
private-config-encryption

FRAATEX2Y T 40 A L —RE
EECLET, EF2T A PL—T%
AT B L F_RCDa— T i
BT L—2F % 2 b T NVRAM (ZHRAF
SNET,

ATvT3

end

1 -

Device (config) # end

HbE EXEC E— RIZREY £,

ATvT4

write memory

1

Device# write memory

private-config 7 7 A LV &HZ L, 71—
¥ 74—~y hTRIFLET,
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EEIEDAT—F ADHER

WS LD AT — % A &9 5%, show parser encrypt filestatus =~ > K& H L £,
WOa~ FEE, BEBITRHHATE 22, 77 A ADBIEF LS TV RN L AR LET,
Ty AME [TL—r FXRA M BRTT,

Device#show parser encrypt file status
Feature: Enabled

File Format: Plain Text

Encryption Version: Verl

X1 7R L= DHEERHR

WOFIZ, ZOFY 2—/LTHHT LDV UV —AB L OEEEREZ R~ LET,
TN OEEIE, FRICHRESNTWRWRY  AINTY U —RLBEOTXTOY VU —RAT

fEHTEET,
J1)y—=x BEHE PEEETR IR
CiscoIOS XEFuji 1692 &% o722 FL— |t¥ a7 & P L— Ul ClE, READRE

v A L CRETE ET, FEffrd—
X7 FHAHEERE, Y476 DRAT—
B b —B IO ED T LT vy )b
FREEALLET, 4V AZ L AEA DK 5
—X, fERRICE B ENDZ EEELSTED
WCN—=RT T DT AN TV I—ITRE
ENET,

Cisco Feature Navigator #ff 35 &, 7T v b 74— BLOY 7 b =T A A=V DY R—
MME# AR5 T& £ 7, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [F5E] 725 7
JEALET,
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=10

FHHESESTNYITESOFTTIT14T b
L—AX

R ET AN TOME (293 =)

cITUFT T 4T FL—ZADOHE (294 _X—73)

AN E TR T TOFT T 4T FL—RAOREE (294 2—)
cSftET ARy TR F =) T (298 =)

o AT E TNy T ORER (299 L—)

c I ET AR T SUFT T 47 FL—RICEHT A F OO B EEE (299 2—3)
s T ET R T TOFT T 4T b L — ZADOEEBEE (300 2—3)

TINY T DRE

R ET Ny THEREIZ Lo T ER LRI S, HEOHEDT Ny 7B LU RrF
TEBRLUTHMCT HZ N TEET, ZOMREIL, Z<OWELRTF—-hSnNTHDHTR
7T LATHATT,

\}

GE) avhur—L FL—r P —Z2DOHDBYR— SR TWET,

KT ET AN 7T, SEOBRENEASN T TREBICEH L WD %y hU—27128
JDEDHMNRT /Ny THRARETT, ZIUTED ., VAT AN A AR AR LT
b, BRI T Ny ZEFATTEET, T, Tty a0 bLoREDEY v a v
DHET Ny T35 EIRGEIC, EFICHHATT, #MHITEERET 2L TEET,

%ﬁ:kﬁt\ *%%ﬁ‘éif:fj:?%'}f\/?/f%f %l]\b\i‘j‘o 7/1)5‘3‘:/5‘_/],5‘_/‘,61\ /l):/&v—‘ji/r
A, IP7 RLA, MACT FL AR ETT,

)

CE) I R—PFPENI3EMHIIMACT RLATHDZ EDHLTT,
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FHRETNVITESSHTIT4T L—2 |
B so17777 rL—zom=

:;i“ui\ WS DREEEA T V= 7 MBI FICH A Z AR T D, —KIRT Ny 7 a< s B
IR T, BT Ny 7 av s Nid, ZROVAT LY Y =2 EHEL, VAT
LNT F—~ AT LET,

STV T47 FL—RDBE

SOFTITF 47 FL—212k 0, MEMO LNV EZEDIFRET, V2T L208KICHE->
THE T HEMEZBBHIICIATCE £3, £, HEOA Ly N, rtv X B IO
RHLIChE->T, Ty ZERZSEMICESNT (DEBUG LULE T, £7203BED L
NET) WOT2hEEZRELET,

\)

G FTI7HVFDOL~YULEDEBUG TF, 2—HF—FBDO L ~)UZEFETBHZ LI TEEEA,

TOFT I T 4T FL—ATHEX, IROBEEDADIR>TOET,
«IGMP AX—t 7

s LAY 2wNLTF Xy AL

FHHETNVTESOHATITAT FL—RADEXRTEA
P

FHAETNVITELIUVHBAHE FL—X

T ET N 7 EBG ORISR N L — R Ko T, ST #6#~T@£ﬁ:/
TXANET NNy VT EHE—OF Ry FCLIZRETE £, Zhid, Ry 7 ANOHERE
FIFERHE T r— T aERAERHL TR THITH ZENTE, _ﬂ%®7mﬁxf?
Ny T EEBNZHITTOLELH Y /A,

fL—R T 74 ILDIGFT

T 74N BETIE, ML —RAT7 7 AL a J3& 7 vt A CTHER S, tmp/rp/trace %7213
ftmplfpltraces 4 L7 F VICIRESNET, ZO—BF 4L 7 NI T, hL—R2AaZRN7 74

ICEHZRENRET, E7 7 A MEIMBHA XTY, ZOT 4 L7 MU TE, HEDOT nk
ADZH) LIeT77ANE, RR2SHRFTEET, tmp 7T 4L 27 FUD RL—RAT 7 A LR
ZD I MB IR E /21T 7 — MRICRE SN A ZTZE LTSS, v —T7 — 2 a U bAkL,
tracelogs7 4 L7 b U @ erashinfo /S—F 4 v a VDO FIZH DT —H A 7 OLFTICBE L E
7

. Cisco 10S XE Bengaluru 17.5.x (Catalyst9200 X 1 v F) YR TLEEBI I XalL—2 3> A4 F



| &8 EFNVITESSATIT4T FL—R

FEHATE

FIE

znxFv oz [

tmp7 4 L7 RUNBTIODOTBERATREFT DL ML= T 7 A /WL 1DDOHRTT, 77 A /LM
ZDT 7 AN YA ZXOHIRIZET D L B—T— 3 i bAL, lerashinfoltracelogs (28l
LET, 7T— AT T4 L7 NVIZEBEND 7 7 A NVETHRK25 77 AV THY . ZDO%KIL
BOLEHWLOMNLIAIZ, tmp 2O Hzicn—T —Ya Sk 7 7 A VICEBRSIVET,

crashinfo 7 4 L7 N UKN®D b L—RA7 7 A4 JVFZIROFER CTHE S E T,

1. Process-name Process-ID_running-counter.timestamp.gz

{5 : TOSRP_RO0-0.bin_0.14239.20151101234827.gz

2. Process-name_pmanlog Process-ID_running-counter.timestamp.bin.gz

5l : wem_pmanlog_R0-0.30360_0.20151028233007.bin.gz

— ~ N » Enol-._l
TINY T DERFE
FMATT Ny T HBET DHIT1E. LT OFMRIZHENE T,

ARV KRFERERETY VY

=)

ATy 71 |enable F¢HE EXEC E— RZ2 A2 LET,

i - AU —=FREANLET (BERSN
=%8) .

Device> enable

Z 5 7 2 | debug platform condition mac FBESHTEMACT RLADEMA&F
{mac-address} Ny 7 HBELET,
fi
Device# debug platform condition mac
bcl6.6509.3314

Z 5 7 3 | debug platform condition start ST E TNy T ERBIBLET (LR
il VTR ORIFT BT D & IR b
Device# debug platform condition start L/—*;K%Eﬁﬁﬁél,jiif) °

AT 7 4 | show platform condition = 7= 1% show BIERRE SN TV ASREER R LET,
debug
{5l
Device# show platform condition
Device# show debug

Z 5+ 7 5 | debug platform condition stop SR EF Sy T RS LET (S

1 -

Device# debug platform condition stop

FL—2&FEIELET)
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FHRETNVITESSHTIT4T L—2 |

ARV RFERETIVa Y

B8

ATvT6

request platform software trace archive
[last {number} days] [target {crashinfo: |
flashinfo: } ]

1 -

# request platform software trace
archive last 2 days

IE) VAT LADw—I S FL—
AT 7 ANDERR 72T LET, H
BEiZanr— g L OMRLEDED
74 IVH,

ATy T17

show platform softwaretrace[filter-binary
| level | message]
i) :

Device# show platform software trace
message

ULE) BHFO N L—RA 77 AN
v—vEhlu xR LET, 77V
r—a rORE, FL—RX BV a—
NABIORL—R LR XESFE
BB DETT 4N E Y T LET,

s filter-binary : 53 5EY =2 —/L
HTA4NEY T LET,

clevel : FL—Z LULZF L E

j‘o
emessage : hL—RA A v tE—TDVY
YT ORRERTLET,

)
F A AL CERAS T

s Linux > = V7217 T <, I0SD =
VI BEHTEET,

v —V &N ST ANEAE
Eibi‘a‘o
ATV YT INEDIH—
vEanhiu 7 mFERLET,

ATvT8

clear platform condition all

1 -

Device# clear platform condition all

FTARTORMNZ 2 VT LET,

RDBERY

)

GE)

request platfor m softwaretracefilter-binary =< > K & show platform softwaretracefilter-binary

g RIZFEREOEMERZ LET, ME—DEWIKRDO LB T,

» request platform softwaretracefilter-binary : 7—% Y —2x L L CREEr 7 2 L £7,
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- show platform softwaretracefilter-binary : 7—% Y —ZX L L T7 7 v adD—WF7 1 L
7 b EMEHLET,

ZOHTH, mac_log<.date.> (X, 7y 7T 25MACHDOA v E—VHE2 5720, bE
BT 7 AN T9, 2+ K show platform softwaretracefilter-binary 4RI L7 v = 77
ANVEER L, 72, BEHEIZ mac_log )L ET,

RTILFEXYRXMOBEGHENL—X

FED~NVNTF XX X NLEHELZRET DT, SMEBELIIZEMI 747 FOMACT R
VA, IN—=TD<NLFF¥ARPT RLABIOAX—E 7 VLANZIEE LT, £7-.
TN TDRL—A LV EFENILET, 73y 7 LUV T, GElIZR hL—RE AT
AA~DEWAER R S E T,

debug platform condition feature multicast controlplane mac client MAC address ip Group
IP address vlan id level debug level

fL—R J7AILDHED—H JO—

FL—R 77 A NVOHERED — 7 7o —OEIIRO LB 0 T,
1 FFEORM#EO ML —20 7 2ERT 554,

e xiE1 A,

AT a~r Rk, ko EB0 T,

Device#request platform software trace archive last 1 day

2. VAT AIE, Mlash: vy — 3 VNO hL—Aa D tarball (gz 7 7 AV) ZAKLE
7,

3. AAvTFHIT AN EaL—LET, 77ANVEa—FTBHZLICL-T, 7T 1
ThL—R2ulZPMERATEET, 77410 =T ONTOEMI, kOB a %
ZRRLTLZEND,

4. Mlash:location /"5 hL—2ua 7 77 A )V (gz) 77 ANEHIBRLET, LD, o
BRI IR 2 A FITHER SIVE T,

RYDANADFL—X TF7A4ILDIE—

F—R 77 A NVOHELLTITRLET,

Device# dir crashinfo:/tracelogs
Directory of crashinfo:/tracelogs/

50664 -rwx 760 Sep 22 2015 11:12:21 +00:00 plogd F0-0.bin 0.gz

50603 -rwx 991 Sep 22 2015 11:12:08 +00:00 fed pmanlog FO-0.bin 0.9558.20150922111208.9z
50610 -rw- 11 Nov 2 2015 00:15:59 +00:00 timestamp

50611 -rwx 1443 Sep 22 2015 11:11:31 +00:00
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auto_upgrade client sh pmanlog RO-.bin 0.3817.20150922111130.gz

50669 -rwx 589 Sep 30 2015 03:59:04 +00:00 cfgwr-8021 RO-0.bin 0.gz

50612 -rwx 1136 Sep 22 2015 11:11:46 +00:00 reflector 803 R0O-0.bin 0.1312.20150922111116.gz
50794 -rwx 4239 Nov 2 2015 00:04:32 +00:00 IOSRP_RO-0.bin 0.14239.20151101234827.gz
50615 -rwx 131072 Nov 2 2015 00:19:59 +00:00 linux iosd image pmanlog R0O-0.bin 0
—--More—

L= 77 AME, WIORTIESERT T v aronTinzeliL T, ar—C&E
D

Device# copy crashinfo:/tracelogs ?
crashinfo: Copy to crashinfo: file system
flash: Copy to flash: file system
ftp: Copy to ftp: file system
http: Copy to http: file system
https: Copy to https: file system
null: Copy to null: file system
nvram: Copy to nvram: file system
rcp: Copy to rcp: file system
running-config Update (merge with) current system configuration
scp: Copy to scp: file system
startup-config Copy to startup configuration
syslog: Copy to syslog: file system
system: Copy to system: file system
tftp: Copy to tftp: file system
tmpsys: Copy to tmpsys: file system

TFTP — R — |2 a ' —F 572D DO — I IRk D L B T,

Device# copy source: tftp:

Device# copy crashinfo:/tracelogs/IOSRP_R0-0.bin 0.14239.20151101234827.gz tftp:
Address or name of remote host []? 2.2.2.2

Destination filename [IOSRP_RO-0.bin 0.14239.20151101234827.g9z]7

)

G¥)
VIN=NT —=HAT T7ANEAAL v TFnb 7 V745 EREETT,

Fl—20 7B LOMO BRICHEHARRZSRENDH D 2 L 28T 5720, ElkEh

EHfFETNYITDOE=Z2—1)25

UTORIZ, FHEMET Ny TOF=F —|THEATE L8 a~ L FERLET,

avUk B i

show platform condition HERE SN TWAEMEAER LET,

show debug BHERIE STV BTy 7 4l % 47 L%
—a—o

show platform software trace filter-binary EHDORNL—Z 77 A ADbv—U SR
T RRLET,
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g7y ronEs [

avy kR

S

request platform softwaretrace filter-binary

VAT ATV ENTE LR T ALD
BEa 7 #FrLET,

EHAE TNV T DEREH

%Iz, show platform condition =~ > RO 1z~ L E T,

Device# show platform condition
Conditional Debug Global State: Stop
Conditions Direction

MAC Address 0024.D7C7.0054 N/A
Feature Condition Type Value

Device#

WIZ, showdebug ==~ > FOH AR L E7,

Device# show debug

IOSXE Conditional Debug Configs:
Conditional Debug Global State: Start
Conditions Direction

MAC Address 0024.D7C7.0054 N/A
Feature Condition Type Value

Packet Infra debugs:
Ip Address Port

Device#

&Iz, debug platform condition stop =~ > KDOFZR L E T,

Device# debug platform condition stop
Conditional Debug Global State: Stop

FUNETNVITESICHTI T4 FL—RIZEHT S

Z Dt DEES

EEEH

ESPERES

R=-aF7ILEA KL

COBETHHT L FOELEREXE
X OMEH 5 EDOFEH,

Command Reference (Catalyst 9200 Series Switches)
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FHRETNVITESSHTIT4T L—2 |
B st 71 005547074 T FL—ROMEREE

FUERMETNVITESOFTIT 4T FL—RADHEER
E

ROFIZ, ZOEY 22— /L THHTLHED Y J —2B L UOMEEFERZ =~ L ET,

TN OREIX, FRICHRESNTWRWRY  BAINTY U —RLBEOTXTOY U —AT
fEHCcEET,

A e HAENH
Cisco 10S XE Fuji 1692 [ it & 773y 7 & [ AFHE 73y FIIEIC L T, B LT
TVFTIT AT b RIFICESE | FEOKEDT Ny 7B X
b= CrX L 7 E2@RLTHENCT 52 LRT
¥,

CiscoFeature Navigator 35 &, 77 v b 74 —ABIRNY 7 b =T A A=V DV FR—
MMEWR A ¥R TE £ 9, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [FE5E] 725 7
JEALET,
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s 11 =

RE =D

o [fE =7 U ofilfIEE (301 X—)

s [[AE F—=27 BT DEH (302 X—)

VAT A VT IR ADRE F—7 BT e A (302 X—)
o [fE h—7 Ot ERE (304 X—2)

FE F—2 UOHEINEIER

BN ET 7NV N THEDTHY, TN THZ LT TEERA,

« THRAAMLT ¥ LU UNEESNTE., 300LNITISEE AT H0ERHY £9, A
TIL72NETF v L UBRHIREINICR D . FTLWTF ¥ Lo POERDPDLEICR Y 77,

e H—DJRZIX, fST A5 F ¥y Lo Picxt LT 1 EZTERI T,

cN— "Nz VT T B ADRERIKRLZ A LT 7 MX 7T HRETT,

o A v TFF—N—A X L BEFEORIE b—7 o _—ADOEEIT T TR E LT
WEEINET, TDO%, V—ECAT I ®BADH LWEGE—7 VAR FESTILEN D
Diﬁ‘o

s VARADTF ¥ L VBEHY—N—EDORIE b= VISEERIZT VB ATE LD, VA
IREHEEDOHRTT,

VAT AV NT I EADUF VAT, EKBEA LT T SRR ET L, FIEER
= U TEB A~ FICL > T VERRENBIHTRIIICK T ENAE T, V=& KT
LTHERBITET LEE A,

VAT AV NT IV EAOBNEZER LG, FE M7 KT a~vr REBRPICRIT
THZELICEST, VAT AV 2 VOERRBERFKRT T L 2HRE L £,
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mAEr—s> |
B esr—rocmyana

= b—0 VICET 515

FE =7 0%, *v b — 27 EHE & Cisco Technical Assistance Centre (Cisco TAC) DFHHA.
DRFEIZELY, VAT A2V T 72 AT 5Oy MU — 7 EBHE ZERET D 72O
AEnsEx=2V 7 HETT,

—ERDT Ry 7 U F T, Cisco TAC T2 V=T BNEFEDT Ny ZIERENELTZD

B AT L CTIATT Ry T 2FATTEHERGLGERH Y £, 20 L5 A, Cisco
TACTZ Y V=T ld, TAADYV AT AL 2 VIT VAT EHLH)a—HF— (X NU—U
HE) I LET, ME M7 0F, VAT LAV V~DORHET 72 A, HIRT 78X, B
FOExaTT7 7 AERET S, ny s ny JER BIOHR Yy 7 DA =XLTY,

VAT AV 2 NASDT I ABERTDHGEIL, BiEEZ T AMERH Y FT, KHlicav
REEITL, T, ZADFRE b—7 U HH %ﬁﬁbf?kv//%iﬁﬁéz%ﬂﬁwiﬁo
TNRA AL, BAEOF XL PEHADELTERLET, ZOF ¥ L VFHEa—1L,
BFA—NEFRIFIA L AZ L M A=V T ZAaBERYFICEETLILERNLY £,

VAREHLEFIL, BEOTF ¥ LU ULFANENEL, —EOVARCAEARLET, v
z:ﬁmﬁé%i_@vxﬁyziiﬂ%:ﬁwb B A—IVEFIA L AZ L A E—
VTHEELET,

I, ZOVARVALFINET NA A AT EVERHY T, Fr L P/LARS R
&7ﬁ~ﬁﬁék VAT AL AANDT T EARTRENET, —HLAAWEAIT, =T —
ﬁ)%%éﬂ Pt IJ_[E7 2t A %?{fi n J@?Z‘EZ)‘&) D i‘g‘o

VAT AT V7 BA LTS, CiscoTAC T2 V=T NUELTHF Ny JIERAIVE L
FT, VATAV I AANDT I EARETLEL, By arva & TL, TRy 7 Fuktr%
BATLUET,

R4:AER—5 >

_ request challenge
Switch
enter response response

MNetwork
Administrator

DARATLVIILNTIOERADRAE =Y VAR TOEX

ZIZTiE, VAT LAY 2T VB ATAEODORIE F—7 VEAREO T a v R ZOWTERBA L
iﬁ—o
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| REr—Y>

FIE

ATy T

ATy T2

ATvT3

VATFLVINLNTORRADORE =Y URETOER .

BESHEHE., AT LY 2~ ~DT 7B AZERTHIF Y Lo P2 AERKLET,
B -

Device# request consent-token generate challenge shell-access auth timeout 900

Dev1ce#
*Jan 18 02:47:06.733: %CTOKEN-6-AUTH UPDATE: Consent Token Update (challenge generation
attempt: Shell access 0).

request consent-token gener ate-challenge shell-accesstime-validity-slot =~ > F & H LT Fx
VOVDBEREFELET, VAT LAYz AADT 7 A BRT DM (5HEAL)
time-slot-period T9~,

ZOFOMENL, By g OBIREINE 900 43 TY,

FNRA AL, BAEOF Lo VEHE LTERKRLET, ZOF v L PiE, base-64 TERD
LTFH|TY,

VAABEHELEICT v LU U LTFHNEEE LET,

TNRA ALK o TERINEZTF ¥ LV UTFHNE, BA—INVELITA L AX L A=
TUABEEMLFITEE LET,

VAARERLFIIEROF ¥ L VLTI BB L, VAR AEBERLET, VAR A
b £, EHA D base-64 SLFHNTY, VAIRERLFILZOL AR ALTHIZ I E— 1L,
BFA—NELBA AL M A= TREELET,

FONA AN VAR ALFIN R NS LET,

£

Device# request consent-token accept-response shell-access

% Consent token authorization success
*Jan 18 02:51:37.807: %CTOKEN-6-AUTH UPDATE: Consent Token Update (authentication success:
Shell access 0).

Device# request platform software system shell

Activity within this shell can jeopardize the functioning of the system.

Are you sure you want to continue? [y/n] y

Device#

*Jan 18 02:56:59.714: $CTOKEN-6-AUTH UPDATE: Consent Token Update (authorization for
Shell access 0 will expire in 10 min).

request consent-token accept-response shell-accessresponse-string =~ > R&fHL T, v A=
BEHLENLEEENTZ VAR ALFINE AT LET,

FX Ly I/ILARVART R T HE, VATFAY 2 ~DT IV EARHRESNET, F¥
VUDIVARY AT N—F LWEAIE, =T —0BFRE, PIE1—3 280 K305
BH FI,

KREND L, BEREINHAALDAB Y NOVAT LT =/VIZT 7 EBATEET,
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B Asr—sooners

ATvT4

mAEr—s> |

BTy a OERYFEMN 10512 72b . T ATIAvE—VE2EELET,
tyvarEEKTLET,
B -

Device# request consent-token terminate-auth
% Consent token authorization termination success

Device#

*Jan 18 23:33:02.937: %CTOKEN-6-AUTH UPDATE: Consent Token Update (terminate
authentication: Shell access 0).

Device#

VAT LYz NASDT T EANRKT L6, request consent-token terminate-auth =~ K%
BHLTEYy v a v a2 TTExET, Z0a~wy REFHALT, ARBFA LT 7 FOFHCE v
arrmiik T TAZ b TEET, BRLEA A LA ny MRWIROINICRDE, Y

TarbHBMICK T LET,

2N N
/@*%ﬁb%@
WDOEIZ, ZOFY 2—/LTHHTIHEED Y ) —2BLOME#ERE < LET,

TN DOEREIE, FFICHRR SN TWARWVIRY  BASHY U —=RLUEOTXTDY U =T
fEATE X3,

)1)—2 Hae HERETRER

Cisco I0S XE Gibraltar FEr—7 FiE h—7 it Ry NU— 7 &EHEE L
16.11.1 Cisco Technical Assistance Centre (Cisco
TAC) ODHADFEREIZLY, AT ALV =
JAZT 7/ A DO R v b U — 7 B
FEIET A1l ESN EX 2 U T o
HRE T,

Cisco Feature Navigator 55 &, 77 v h 74— ABLRNY 7 NI =T A A=V DV R —
MEH % 1% T& £ 9, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [FZ3E] 226 T
7EALET,
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.18
=5 =0

VIMDIT7HREDES TN a—Ta Y
5

ZOBETIE, AA v TFBBEIT S CiscolOS VY 7 MU = TICEET RBEA R E L, Rk 5
FEZOWTHALET, MEOHEIZIEL T, a~vr FIf vy A ¥ —7 =14 A (CLID) .
TN, A w3 =% F721 Network Assistant 6 LT, MEAHE LR TEET,
LED D7 Y, NI TNy a—T 4 VT OFMIONTIE, N~ Ry =T A AR —Tg
VA REZHRLTIEEZN,

VT NI 2TRED N T TNy a—T 4 7T HER (305 —)

VT RNI=2TRED ST TN a—T 4 7 HE 313 4—)

VT NI =T REDNT TN a—T 4 7 OMR (321 *—)

VTR 2T RED ST IN Y 2a—T 4T D F VA (323 2—)

VTR T DRI TNy 2—T 4 TOFRER (328 X—)

e VT NI =T RED N T TNy a—T 4 7T HEMEHR (330 X—)

VT NI =2TRED ST TNy a—T 4 7T OMEEREE (330 <—)

YIRYTTFZEHRED RS TN a—FT 4 UFIZET 315

AAYFNDY I+ T7EE

AZA v F VT O =TNT v T 7 — FRIIRT 2R L LT, BRo7e 7 7 A VB AA v F
WZHF T — RENTBHERA A= T 7 AADRHIBRENTBERH Y £T, WTHOBEAIC
b FERTE RS R ET,

N\ ADINRART— REpERLI=-hENT-HEE

TNAADT 7 4 )V FFETIE, T3 AR EERET 2 R —¥R, AL v FOEFRK
ARFIZEE 7o 22 P L THLVWRAY = REAFNTLHZ LTI, RAT—FREHEL
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. ping

ping

YIRIIFREO RS TN a—T427 |

TR DREETE £, Z 2 TR T DREETFIRZ FEITT D123, 731 AZEEREL T

<TEEvy,

\}

GE)  ZNHOTAAL AT, VAT LERFILT 74V MREICRETHEICRY = Ra—HF—{Z

EANRZT— ROV vy FEHFAITHZLICE-T, ZOBED—#HE2T 4 E—T VI TEE
T, NRATU—REENRT 4 B—T7 N> TWAERIC, =0 K a—HF =R 2T — K%
oy b LEIETRE, AT—HXA A=V TCRETe Y ZAOMIET 7 +/V FORTEIZTET
EolcErahEd,

\}

CGCE)  Cisco WLC O EZEED Cisco WLC [l Ta bt —34 5 &, B2V — R 2 —2EETX

220 ET (RMA DBE) .

NAT = Rk ETITENTZHEICE DAY — REEET 51213, AU — FeEiizd
BoEE (B13 =) OEHTHIT D FIRIHENET,

TNA AXIP O ping AR —FLTEY, ZNEHEHLTYE— FKRA MOEERHEZT A b
T&EET, pingld7 FLRIC=a—FR ATy FE2FEL, IEEZFHHLET, pinglTROWT
NIPDIGE IR L ET,

o EHRINE  EWRINE (hostname WIEET D) X, *y bY—27 b T 74 v 71i2b &
DEFT, 1~ 10FRLINTHAELET,

BEEDINETR L ARA RISE LRWRS . noanswer XA v E—IUNIRENET,
nNE9,

&
BEMBEARRE T AN N MU A BBEINT-R Y P —JIZBETE WG,
destination-unreachable X v E— 28R I VE T,

o REAZRAR A R @ ARA FBFELE LARWES . unknown host A & — 703K

¢« Xy NI —V FFIFARA FNADBEREE : L— F T —T IR A NERIT Ry NT—2 D
T b URRWIES . network or host unreachable X v — U BNIKENE T,

ping DENMEZBRfE T 2 1Z1X, ping DFEAT (319 —) DHEZZRL T E I,

LA4v¥2 L—XRI)L—F
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A2 R L—2b— MERRIZE Y, X7y FRBEIRT 2R(E LT A ADDSEET A AF
TOYENRAZHATEET, LA Y2 L —Zb— NI, 2=F v A MDOEE L L 0%k
MAC 7 RLAFFEHFE—FLET, FL—RANL— ~E. NANICH DT /NA ZAD MAC 7
RUAT—TNWVEFERLTRRAZHBILET, T3 ARNANTLA V2 ML —RA— %
PAR—= R L TWRWT NS RAEZRALIZGE, 73 AXLA V2 hLb—RX 7 ) 2335 L
g, XA LT T MILET,



| vIr9z78EO ST 2a—FaY
L4 % 20 traceroute DA K51 > .

T A AL, FEILT A RIPBSET NA ANDNRADB L TEET, 7y Fv @R
T5. FEIXRAIPOHEEFEILT A AE T, EI5ET A ZAB5ERA FETO/RA
AT E A

L4 20 traceroute D HA K54 >

« X hT—=ZNOFTXTDT /34 AT, CiscoDiscovery Protocol (CDP) %A F—7 /L|Z7
BRENHY T, LA ¥ 2traceroute YN EMET 572012, CDP & HEZZ L7V T
{TZEW,

W R AN DT /3A A8 CDP 2% L CTHEBRES. A v FIXINODT A A &i@E
WTH/NRAEFATEETE A,

s PINgFFHEEXEC 2~ R&EMH L T2 7 A h TEHUE, ZOT 3 AIBIDOT 34 A
MOBFERRETH D L ERTEXET, WHAZRNOTXTOF AL R, MOF A 29
SEICBGERE TR T NIER D 8 A,

« NZWNTHBIATRE e i KA » 78013 10 T,

c BEILT A A LGEIT A ADB O ER R ANIZIRNT /3A AT, traceroutemac % 7=
I¥ traceroute mac ip OFfHE EXEC =2~ > REZFEITTEET, NANDOTRTOT /A R
1T, ZTOAL Y TFNLEEEFRE TR TR /A,

cFEEESNTIRETB IO T KLU A E U VLAN ICH 5354, traceroutemac =< > R
HNFELA Y222 FRRLET, FBELEEE LB IV MAC T RLAR, FhZE
NHEILD VLAN IZE L TV AEAIE, LA P2 8350l snd, =79 — A vb—U)
FoRENET,

e VILF XY A MDEETELIISEE MAC T RLAZIRET S &, AR T ENT, —
T— A ob—UNEREINET,

c EETLFELITFLELEMACT RLAREEO VLANICBET 584813, HE T L U%EEMAC
T RLADEENRE LTS VLANZHRETHLENH Y £9, VLANZFRE LWL,
RATER ST, =T — A v —URERENET,

cFRESINTEE B IO EDIP T RLARR—OV 7%y NNIZH H54A . traceroute
macip 2~ RHHNELA Y2 A& FRLET, IPT FLRAZIBELEEA, 735 A
!X Address Resolution Protocol (ARP) #fiH L., IP 7 KL R & ZNICxkHET 25 MAC 7 F
L A LN VLANID % 5t S8 F 1,

EEEDIP T RLADARP DT R U BRIEEL TWAEA . F0 2 ZEEA T &4
7-MACT RLAZER L, WEASZZ# L £,

cARP DT> FUNFELZRWEES, FAAL RTARP /72U B EEL. IPT FL A%
R L Lo LA ET, IP T RLUARRRENLRWEEE, SR En$, =
FT— Ay —URNERINET,

DT NA APNT EH LTI OOR— MR I TV D54 (2 & 2130 CDP
FAN—=NIR— FTHREENEEE) . LA Y 2traceroute BEFEIX A R— F S FEH A, &
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YIRYITHED RS TN -T2 |
B+

D CDP XA N—N1OOFR— FTHREINZHE, VA V2R3 EINT, =7 —
Ao —UNFREINET,

Z OEREIX, F—2 U Z VLAN TiIVHR— FENFEHA,

LAY¥2 hb—2b— ML, =¥ F—H¥7F L7 haj (UDP) FA— k2228 TU A
=7y MEREET, ZOR—MI AEEOIPVE T RLAZEHLTY E— F»»
LT 7 BATE, BAHNIVNEDH Y FHA, ZOUDP V7 v MLV, VLANIHER, VU
7. BFEDMACT L ADIEIE, BLOCDP FA N—1F#HE T A ANDair s 2 &
NCTEET, ZOEHEREEMATLIZLICEY, BEKOIZLA V2R NU—F AR YO
BRGEREETEET,

LA Y2 L —R—RNIT 74V ETEHEDIRH->TEY, FJa—bar7 4 Xalb—
Y3y E—RTnol2traceroute =~ RZFETTHZ LIZL - THHIZTEES, LA
Y2 R —2— " NEHEEADICTLICIL, Fa—L a7 X2 lb—y g F—FR
Tl2traceroute =< K& L £9,

P rL—XIL—F

IP traceroute Z {4 2 &L, Fv FU—27 LTy M@ T 532 %7K /7°/§4’T v T
AT EET, Zoav s REFEITTDLE. NI T4 v 7RI EET S ETIOERT D
N—=BpEDTRTORYy hT—TE (LA T 3) T AREREINET,

T34 A1X, traceroute FiHE EXEC 2~ ROXE L T35 s LTRETE 4, F/-.
traceroute 2~ RO THR Yy 7L LTEREINDIGENH D £, 7 /31 A% traceroute D
st B L. AL vFiL, traceroute DH I THRAE DS E L TERENE T, FRIT /A R
2E T VLAN W CR— NE D7y DT U w2 7121 247 9 #34A traceroute D H 712 H
AL vy FIIFRSINERA, 7220, FRTASA ABFFED/ N > Ne—T 4 7T 5~
IVF LA YT ZADEE . ZOF 34 A traceroute D FIZHR Y L L TR RINET,

traceroute Fit EXEC =~ o Rid, IP ~» & —OfFft alRERH (TTL) 7 4 — /L R&fEH L
T, V= HFBIOY—N"THED I X~ A vb—UPNEREIND LS LFET, traceroute D
FATE, 2=V T =4 7T A Fa ha (UDP) T—4 7T L%, TTL 74—V RPN 1T
Eéhfwé%%fx%«%ﬁ#é*&#%%i@iﬁ N—HTTTLENS 1| £72130 TH
LI laBhToE, T—X T Ruy L, AU —Fy MilllEIA vy E—Y T m b
(ICMP) tlme-to—hve—exceeded A v —UEIEEILICEE LET, traceroute (X, ICMP
time-to-live-exceeded A v ¥ —DREETLT RL A 74—V REFHNT, HPIOF Y FTOT R
V&R LET,

FI AN KRy T EHHIT DO, traceroute [X TTL 232 O UDP /X7~ &R ELET, 1
FODNL—H1T, TIL 7 4 =)L FOMENS 1 ZZELGIWTIRDONL—ZIZT—2 75 hakE L
F9, 2BOON—F X, TTLEN 1 THLZI 2R TIE, ZOT—X T T LEREEL,
time-to-live-exceeded A v B — T HEE LT ~NELET, ZOLIIT, T—F T T ANIHRARA B
WCEET 5 F T (F7213 TTL O KEICET 5 £ T) TTL OfEIFH Sy S, LB KT Hi
3

TR T T ADSEHICHEE LD L A2 E T 572012, traceroute 1L, T — X 7 LD UDP %4
FeAR— " EEE, SRR NBERT L AREEO 2 VWRKEREICHRELET, mA B, 72—
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I YILIDITRED S TN a—TFa25

debug o< K .

HNVTHEH IRV R— NESEFOA DB TCOT — 2 77 5%%ET5H L, #ET
IZICMP AR — MEEARRET 7 —2#ELET, A— FEEREZ T —2RTXTOTT —1F
FEA Yy T DREEND 2D, A— FEIEARETT —2ZETHEVNIZEEF, ZDOA Y
T UG- DB EEINT I EEERLET,

B+ TP 7 A B2 5 traceroute D ELT (329 ~_X—3) (ZHEL, TP traceroute 7 12 & A D 2 &
BLTLLEEN,

debug 2 <> K
AN

bz

ol

NS R SATREMEME < 72 0 37,

TNy THINECPU 7r e ATETITAF VT A BFE VY ToHNTWDID, T3y 7
BATH) EVAT AN TE RS D2 E08HV 9, Lizi->T, débuga~r REMAT
é@ﬁ\%E®%%®b?7wy;—?4yﬁﬁ FRFTAIDT I = H VYR — NN
LB T TN a—TFT 4 VT ETOGRIZPEL LIV, Xy NU—T NTF T 47
%@n—%ﬁﬁ@@w%%mdmw:V/b%ﬁ%?é_&%kﬁmbiﬁo?Nyﬁyf%
ZO XD REEHEICAT ) &, debug 2~ 2 RALEED A — R—~y ROBIINZ LY ¥ AT L Dff

debug =~ o NI T R THRHMHEEXECE— R TETLET, 1L A LD debug 2~ RIE51#E%E
B EHA,

AT L LiR—

VAT A LiR— b ¥ 7= crashinfo 7 7 A V2L, Y AaDT 7 =L YR — MR E D Cisco
I0SA A—YOEE (V7 vva) PERHNTREEMEEZT Ny 795 & ZIEHT HERD
RSN TWET, ARE L BEEMEORWEER Y T v ¥ a (a2 B OMFICINET 5 2
EPMEITT, ST, ZOFMOIE L NV FAR, FED 7 T v 3 2 OFAITK LEEST
IDRENTE D LI R HETITOND Z L BB T,

A o FF—=N—=DFE, VAT ALLR— P EREINET, VAT ALR— NI, AT A
FEUT 4 (HA) DALUN—AAL v F TOREMREINFET, FEHA A L X— O TIH L R—
MIERINERE A,

Ura— RRHI VAR — MIERSIVER A,

7Ty va FaRRE, ROERPAAL v TFhba—AIIESNLET,
1. 5E&R7 rE R core

2. FL—z2us

3. 10S D syslog FET 7T 47720 T vy aDGAIZITRIESVERA)

4. VAT KT uk AER

5 77—~ Nrvy7urs

6. Yr—Frs
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B oox7nvmk—+

YIRIIFREO RS TN a—T427 |

7. BEED XA T D Jproc 1EH

ZOEHRITER D 7 7 A MK SN T, T—IA T ENTIODONY RVZJERM SN E
T, ZHICED, 7T v aDARF o7y ay heE1OOBFTEIGL T, DM O7=HIcR Y
AN TEX D L OISR ET, ZOLER— NI, AA v F 2 ROMmon/7 — F @ —HF|C
AT ARNCERSNET,

SERR core BEO ML —2Ar ZSMNITF AN 77 AL TT,

a7 X7 EAERT B, request platfor m software process corefed switch active 2~ > R %
FEHLET,

Device# request platform software process core fed switch active
SUCCESS: Core file generated.

Device# dir bootflash:/core

Directory of bootflash:/core/

16430 -rw- 10941657 Apr 6 2022 00:15:20 +00:00

Switch 1 RP_0 fed 18469 20220406-001511-UTC.core.gz

16812 -rw- 1 Apr 6 2022 00:01:48 +00:00 .callhome
16810 drwx 4096 Jan 18 2022 21:10:35 +00:00 modules

crashinfo 7 7 1 )L

T 74N BT, ERSNIE Y AT A LAR— ~ 7 7 A Vid ferashinfo 7 ¢ L2 R UITESRA S 4L
F9, Ifit i, fEEARE D728 crashinfo /N—TF (¥ a VIRETE A, TD7=, /flash

T4 V7 FUICRIFEESNET,

7 7 A )V EFRT HIZIE, dir crashinfo; =~ F&EAS LET, KIZ crashinfoT 4 L7 kY

O NI ERLET,

VAT ALAR— ME, ROFXT crashinfo 7 4 L7 MU IZH Y 7,

system-report [switch number] [date]-[timestamp]-UTC.gz

AA Y FNITyvallchb, YATAVR— M7 7 ANVEMHRBLET, R&ICERSNIZY
AT L VIAR— K7 7 A /Ui crashinfo 7 ¢ L2 b U @O FIZ last_systemreport & \N5 7 7 A /L4 T
RFENET, MEO NI TN a—T 4 V7 EITHBE. VAT A LiR— hE X O crashinfo
7 7 AV TAC DI B E7,

ER STV AT A LAR— ME TFIP R HTTP R E W DDA T v a vAEMALT, &6
IZa B —TEFET,

Device# copy crashinfo: ?

crashinfo: Copy to crashinfo: file system

flash: Copy to flash: file system

ftp: Copy to ftp: file system

http: Copy to http: file system

https: Copy to https: file system

null: Copy to null: file system

nvram: Copy to nvram: file system

rcp: Copy to rcp: file system

running-config Update (merge with) current system configuration
scp: Copy to scp: file system

startup-config Copy to startup configuration
syslog: Copy to syslog: file system
system: Copy to system: file system
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tftp: Copy to tftp: file system
tmpsys: Copy to tmpsys: file system

TFTP #— R — |2 a ' —F 57D DO — A2/ STk D L B Y T,

Device# copy crashinfo: tftp:

Source filename [system-report 1 20150909-092728-UTC.gz]?
Address or name of remote host []? 1.1.1.1

Destination filename [system-report 1 20150909-092728-UTC.gz]?

D l—2u7d, tracearchive 7~ RAF(TT 52 L TINETEET, Zoa~vr NI,
WA 72 a U RH Y £3, a~r FEIROEEBY TT,
Device# request platform software trace archive ?

last Archive trace files of last x days
target Location and name for the archive file

crashinfo: £721% flash: 7 4 L7 F VI I N TV DIEE 3650 HLAND h L— 21 7 23 Eifs
TExEJ,

Device# request platform software trace archive last ?

<1-3650> Number of days (1-3650)

Device# request platform software trace archive last 3650 days target ?
crashinfo: Archive file name and location

flash: Archive file name and location

\)

GE) —Favr—shicb, VAT A LVR—IR ML —RAD7 =04 7% flash7 1 L7 M £zl

crashinfo7 4 L7 RUMSZ U T L., hl—2aZRF0fo BIZEH Tx AR A RS
DI ENEETT,

BHEIR Ay U= TlE, VAT ALR—= N7 7 A VORETEBYT 52 LIIRE#ET, v
AT HAVHR— N7 7 A NVB—EIZHEITE 248546, ZOEEIIMHEIZ/Y £9°, Cisco I0S XE
Amsterdam 17.3.x UV U —RLUE, AT LAVER— M7 7 A VZDORNIEA MR BMEN,
A= bA—FICHAITE 2 L 91 £

WOFITIE, AR NABNEHEICENMENZS AT AL R— T 7 AN EFRLET,

HOSTNAME# dir flash:/core | grep HOSTNAME

40486 -rw- 108268293 Oct 21 2019 16:07:50 -04:00
HOSTNAME-system-report 20191021-200748-UTC.tar.gz

40487 -rw- 17523 Oct 21 2019 16:07:56 -04:00
HOSTNAME-system-report 20191021-200748-UTC-info.txt

40484 -rw- 48360998 Oct 21 2019 16:55:24 -04:00
HOSTNAME-system-report 20191021-205523-UTC.tar.gz

40488 -rw- 14073 Oct 21 2019 16:55:26 -04:00

HOSTNAME-system-report 20191021-205523-UTC-info.txt

ZAAYFOAUAR—RKEEODXS

FrAR— REFEeX 7 (OBFL) HREEMHTIUE, 7310 AT 2 ERENETEET,
Z OEHRICIIEERF, BE, EEREOFERDEENTEY, Y AaDT 7 =H/LHR— |k
HUENT AL ZAOREE N T TNy 2a—T 4 V7T DRI B £4, OBFL %A 2 —7 /L
WLTRBE, 77 v va A VIRGFEINET —ZITHESRNE T L2 MR L ET,
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B crusmzrscsaciEcY S 28K

OBFLI%., T 7 #/V hTA X —7 M7 >TET, T34 A KO Small Form-Factor Pluggable
(SFP) &V 2 —/VIZHTHIERPIUESNE T, T340 AL, ROERET T v a2 AEY
WERTELE T,
cCLIa~Y R : AX L R7 T34 A2 NS &7z OBFL CLI == > R Ditkk,
e Ay —T AX L RTRUTFAL AL AR SN AN— R = 7OV AT A X
v — DRk
 Power over Ethernet (PoE) : A& > K7 1 5 /34 A® PoE "— ~ DIHEE T DLk,
IR RAF U RT u T A ADIRE,
« BRI - AX U R T u TN ANERE SNZBEORL, TN ANEERE S -
H., BXOT A AR REICHLE S CUESEDOBRERN,
cEE AZ L RT R T AL ADY AT NEE,
VAT LWFHL, FEICHZIEZRET A0, Foliry hU—2 X A4 A T a baj (NTP)

EHEMATDELICHRELET,

T3 ADOREHIZIL, show logging onboard 7 EXEC =2~ > R&EEHAT L2 Lick v,
OBFL 7 —# ZHUGTEX £7, 73 RAIWENRAE LIZLGEOT — % OB HIEIZ SN T
1T, BEFEHEYO ZAaT 7 =Y R— MEYEICBEWEDELTEE N,

OBFL 3 A R —T VI o TWBT NA ARFEEB INZHE. FTLWT — X Oiedk s Blthd
5 ETIT 10 RBIOBIERH Y 97,

CPU ERAERAFTWMGFEICECY 5 5ER
CPUMEMRNEm T EL 2 & TROBEPHAET LR n & D 308, MOJERTRAET 25
AbbYET, KICEO—EERLET,
s ANR= TV — hARRVOERE
o IE DU S 07272 91T EtherChannel U > 7 & & > L7z

-

« HHEIR (ICMP ping, SNMP O % A A7 T | Ki# 72 Telnet 721X SSHE v =3 ) 12
JIRETERWN

«UDLD 7T v &7
e SLA DJSENTREFRER LI WVMEEZBE A 722 12X % IPSLA O KL

o« AA wFNFRAEERE LRV, FITERIGE LWE4E O DHCP F 721 IEEE 802.1x
DR D JB
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YIRSz TRED RS I a—T4255%

YILDITEHEED S TN a—T 4 0T hHE

NRAT— RZEEn5E0RE

FIE

AA v FDT 7 4V MRETIE, A v TFHEBERET L2 Ra—¥R, 2A( v FOBERE
AFHCE o 22 H M L THLWSAT—REANTHZ LICED, RRTU—-REHEL
TRENSEIECE £3, 22 CHRATHRIEFIELZFITTDHI0E. AL v F 2 EBERIEL T
<TEEV,

)

GE) ZhbDAA vFTIE, VAT LIEHEILT 7 4V PRECERTHEICRY = Fa—Pic k
HRAT— ROV Yy hEHrTHZLiIckoT, ZOMED—H2T 4 —7 I TEFE
T, NRRT—KREERT 4 =T IR TWABRARIZ, = Fa—FR AU —RK&2 )ty
FLEDETRE, BETaERADOR, AT —F A XA v —VICFOENRFRINET,
ATy Tl WREZIZPC B AL v FITHERE L £,

ATvT2
ATvT73
ATv74

AR EIIMMART I 2L —2 a3y VT N2 TRBEH L TWAPCEAAL v TFDaL ) —
IVIR— MR LET, A v FAZ v I ONRAT—REEETLIH/RIL. 77T 47 A
A yFOar Y —R— MR LET,

*PCHA—Y Ry NMEBFR— MR LET, AT AX v I ONRNAT—RREEIETD
BRI, A7 A ROf —F xRy MEER— MM L E T,

TIal—Yary V7 My =T OERFHEEZ 9600 A —IZRELET,

AL RT R AA Y FEILNIAAL vTF AZ v 7 RIEOERZ IR L ET,

AA o FELZT 7T 4 T AL v FICER T — F2BER LET, A7 A LED 3Rk L7
5, T<IC[Mode] RH¥ &2 —3EFLTHLET, AA »TFIXROMMON E— RZ[AtH L
£,

Ua—Rpickoary ) —n A ye—URERENET,

Initializing Hardware...

System Bootstrap, Version xx.x.lr [FCl], RELEASE SOFTWARE (P)
Compiled Tue 09/29/2020 18:05:06 by rel

Current ROMMON image : Primary
C9200-24P platform with 4194304 Kbytes of main memory

Preparing to autoboot. [Press Ctrl-C to interrupt] 4 (interrupted) <--—------ break
sequence to be pressed
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B <xo—rR#ES 2—T LB > TV BEDFIE

[DRRT— REENRA X —T NI o TWAEEDFIE] v 7 v a viiit#InTnaFIE%S
EITLET,

ATV TE R2TU—FoEEER, A vFEHIEIT 7747 A v F 2 ) n—RFLET,

AL FOEE

Switch> reload
Proceed with reload? [confirm] y

TIT 4T AA v FOEE

Switch> reload slot <stack-active-member-number>
Proceed with reload? [confirm] y

ATYT6 AF Y ITHNOEY DAL v FICERYBEALET,

NRAT— FEENA R—TILIZIE>TWSIHEEDFIR
FIR

ATy 71 FE7—FE—FEHAEMLET,
Device: MANUAL_ BOOT=yes

ATFvT2 WwOavw s REFERALT, A= Ty 7 ar7 4 Fal—ary2EHLET,

Device: SWITCH IGNORE_STARTUP_ CFG=1

ATwF3  packagesconf 7 7 A NVTAAL v FHT Ty amnb T —hLET,
Device: boot flash:packages.conf
ATYyT4 NolIGELTHMRES AT 0/ &2&TLET,
Would you like to enter the initial configuration dialog? [yes/no]: No

2AFvFE A vF T T, K EXEC E— R&PBAE L £,

Device> enable
Device#

ATYT6 AF—FTvTarr74Xal—rvarrFEfrar74Xal—railat—LET,
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ATy T1

ATvT8

ATvT9

ATy 710

ATvIN

AT T12

ATy 713

KAT— FEELA +— Iz oT3Ba0TE |

Device# copy startup-config running-config Destination filename [running-config]?

MRAERD DT 1T M, Retum AFRLTUEHLET, ThT, 3v 7 Fal—ar
TrANANYr—REh, NAT— R FELEETEET,

Ja—rLar 7 4 ¥al—valryEB—REBLT, A R—TIL AT —REETLET,

Device# configure terminal
Device (config) # enable secret password

Device (config) # no system ignore startupconfig switch all

Device (config) # end

EITar 74 Xal—Va B AX— T v a7 4 Xal—ya 7y AIVTEZIAL,

K2 RAF L E T

Device# copy running-config startup-config

Device# write memory

Device# show boot

BOOT variable = flash:packages.conf;
Manual Boot = yes
Enable Break = yes

FRALADY B R,

Device# reload

FH T —F FT— FRBAX—T NI STWAZ L 2R LET,

7 F w3 =2 ? packages.conf 7 7 A LA L T, T A& RENL £3,

Device: boot flash:packages.conf

THNAAREH LS, T, ZATFEH 7 — 2 EHITLET,

Device (config) # no boot manual
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B xo—rE#EsF£—TLiBoT LB BEOFIE

INA)— FRENT s E—TILIZHE>TWAIBEEDFIE
SRAT— REHE A B = RBRT 4 =T L DL . RORA v —URERINET,

The password-recovery mechanism has been triggered, but
is currently disabled. Access to the boot loader prompt
through the password-recovery mechanism is disallowed at
this point. However, if you agree to let the system be
reset back to the default system configuration, access
to the boot loader prompt can still be allowed.

Would you like to reset the system back to the default configuration (y/n)?

A\

FE O TAARET 7NV RREICRET E, BFORENT X TERDNLET, VAT AEFHEEICHW
BEb¥ T, Ny T v 7T A4 AL VLAN (FELAN) =7 4 Fa2lb—var 770
HOENE I D EHBRELTIEIN,

en (no) ZAST5HE, Mode RZ U I o -GA L RERIC, BEOT—F 7Yk
AR S NET, T—bhar—F Far T NMIUIT 7 8ATEERA, LEB-T, HiL
WRAT— REANTEEFRA, RORA v E—IURFREINET,

Press Enter to continue........

ey (yes) AT HE, 779 va AEVHAOI L T4 Fal—rary 77 A VBLID
VLAN 57— 4% X—Z 77 A LHRHIBRENET, T 74/ FRENRT—REh5 L& &I,
NRAT—RK& Uty hT&ET,

FIE

AT9T1 NRY— FEIEFIAOMKGE 28RS 5 & BFORENLEDNET,

Would you like to reset the system back to the default configuration (y/n)? Y

ATFvT2 759y a AEFVORNREFHRLET,

Device: dir flash:

FRAADT 7 A VY AT ARFRINET,
AT T3 VAT LAEEELET,

Device: boot

Yy N7y T TR T AEREHTLEOICROLNET, NRAY— FREFIAZT 5
X, TR 7 MINE AN LET,

. Cisco 10S XE Bengaluru 17.5.x (Catalyst9200 X 1 v F) YR TLEEBI I XalL—2 3> A4 F



| vIr9z78EO ST 2a—FaY
CPEE DRt O

Continue with the configuration dialog? [yes/no]l: N

AT T FTRAATSa T T, BiHEEXEC T— REBMBLEI,

Device> enable

RAFYTES Ju— )L a7 4 Xal— gy T— REREBLET,

Device# configure terminal

ATV T NAT—REEFELET,
Device (config) # enable secret password
=2 by b NAT = RE L~ 25 LTORKET T, BT THOL Z LN TS ET, RXT
ENLFREB S HL, AN—REMHTEE T, BITAN—RTE|E I ET,

A Tw 77 e EXEC E— FIZEREY £9°,

Device (config) # exit
Device#

ATYT8 FEfTary 74X al—yard A — T vl a7 F¥al—ar 77 A VIEEAR
i—a_o

Device# copy running-config startup-config

HLWARAT = RPN AZ = Ty ar7 4 Xalb—ra i i Lz,

ATYTY9 ZIZT, TAAEFERETLHLERHY £T, VAT LEHEICL-T, Ny I T v 7 TN
AALVLAN a7 4 Falb—Yay 77 A ANMEMATRBICRESN TS HAE. Zhb
2L ETS

BERAILI—2a DF—HOMKLE

IEEE 802.3ab HE x Z L —3 9> 71 k=L E (10 Mbps, 100 Mbps, 33 L T8 SFP &
Y a— L AR— RSO 1000Mbps) BLOT 27 Ly 7 A CETEE34e EH) (BT
NAADFEEZERLET, 207 e b)) VIREZBEUICHEL2NWZ ERHY . Z0HE
N7 =< ANKTFTLET, A —BIIROFETHRELET,

e FEITRHRTE LI-EHEEIIT 2Ly 7 ZADONRT A =20 #hiR— N L TFEERITHRES
NEHEELIT 27 Ly 7 ADNRT A —F LR 25TV BIEE,

cAR—FEHEI R I T —2 g VITRE LD, SR — MIBs xR I o —32 g VAR
ALBRWETEHIIRESINTWAEA,
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B sreca—notraus  LBACETE ST a—F VY

SFP £

5

TNHRAADNRT f—~ o A KRIZHIEH L TY 7 ZiER T 21213, ROWTINOIEER
FHIIEST, T2y 7 ZABINHEEORELZEEL T3V,

HE LT 2T Ly I ADOWMFITONT, WiFOR—FTHEIR I o —2 g VU EFETEE
iﬁ—o

cHHOMM TR FORELT 27T Ly 7 ADNT A—=F ZFETHRELET,

\}

GE)  BlEE AR I o= a U EFEITLARWESIE. 2 00R—= DT 27 by 7 ARE

S ET, HEARTA—ZT, BRAOR— FRHEBIR I o — g VEEIT LRV
ATH HEFREN ARE T,

— DX T4 EBNET DTV a—Ta 2

A 2@ Small Form-Factor Pluggable (SFP) £ o —/Lid, TV 2a— LD U T NLEE, N
H— XX —1ID, —EOEX=2VT7T 4 2—F, BLXOKEILEMRE (CRC) BHEMHIiL
723V 7V EEPROM (BAMICHEFEE T 1 /7 I 7 AHEZ2 ROM) iz CW\E9, 7
PNA AZSFP BV 2 — NV EHEEFETDHE T84 AV 7 U =T, EEPROM % i Hi-> Ty
UT NS, NoF—4, BEXORUA—IDEHERL, %=V 7 12— K& CRC ZHHRA
LET, YUTAEE, _RUF—4, X &Z—1ID, EX=2V 7 a— K, £72013 CRC ML)
A, V7 v eTE, X2 VT 2T — Ay —UEARL, AV F—T oA A%
errdisable A7 — MZ L7,

)
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(F) Ex%=2V7 4 77— AvE—F, GBIC SECURITY #fex &M L E3, AA vFIiL, SFP

TV 2= EFR—FLTOET2, GBIC (FAEY b A F =Tzl R a—4) £
Ca— LI R—FLTWVWEFAL, =F—AvE—VFF AN, GBICA VX —T =4 2B
FOEV2—=nNEZZMRMLETH, EX2VT7 0 AvE—UF, FBRIISFPEY 22— LB XD
ETa— VA UH—T A AR LFET,

fittd SFPE Y 2 — AV AMEH L TV D5E, 7/35 AnE SFPEY 2 — LAV L, v %
IDEFEY 2K LET, VAIDSFPEV a—/V&MELT-5, erdisablerecovery
causegbic-invalid 7 o— 3L a7 4 ¥ al—v gy avwr REHHLTR—FDRAT—X
A % Wit L. error-disabled IKAE) S [H11E 3 2 KEfE @ A2 A L ¥4, Z OFFHFE T 5
L. F3A Rl error-disabled JREEMNH A X —T = A A EIE S, BMEEZERITLET,
errdisablerecovery =~ o ROFEMIZOWTIX, 2DV YV —RZKIST Ha~v o R 77 L
AESZML TSN,

EVa— ARV ARAASFPE Y 2 — /L E LTHBISNIZIZ S 0b b T, VAT AR H—
T —ZIEWE G S TEDERDIEMENE D D EHRTE Ve SFPEY 2 —)L =57 —
Ao —UNEREINNET, DA, SFPEY 2 — VARV L THOEE LTIV,
TN THEENEAETLEAIT. SFPEY 2 — LA REBMTHHAREMENH Y 97,
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ping DT .

ping D E1T
BMDOIPH7Hy FT =T NDFRA M ping FATT25E1F. Ry NT—T~DRAET 1 v

JNV—REERTDIN, FRITINLOY TRy NETL—T 47 3ND LI IZIPLV—T o
VI ERETDHLENDY £,

IPL—F 470, T4V ETRETRTOT AL ATT 4 =TI £7,

\}

(G¥)  pingz~y FTIE, o7 e harx—U— RLEHARETTN, 20U UV —ATIEHAR— b

INTWEREA,
ZDawrRiE, TRAANLR Yy NU—7 EOMOT /34 A2 ping & FE473 5 B THEA
L7,
avw vk B

ping ip host | address IPEIIARA MREX Y FU—2 7 RLRAZEELTY E— k&
A MZ ping ZFATLET,
Device# ping 172.20.52.3

BEOE=RY)2Y
FA AR EL AT =S — L, RERHRA LT 7 v 2 L ET,
MIB/INADE=R) Y

WONWTNINDORHEEXEC 2~ REHH LT, X7y "AE®RT S, BIEILT /3 Ab5E
TN ZA~OYPE AR AT =F TEET,

=R 14:PERRAODEZLY Y

avw Uk EL:q]

tracetroute mac [ interface interface-id] FBEDEETMACT RLAMNS . BEDFLL

{source-mac-address} [ interfaceinterface-id]  |Mac” FL 2 E TR Y FGEBT A LA
{destination-mac-address} [ vlan vian-id] [detail]

Y2 AEFIRLET,
tracetroute macip {source-ip-address | BEDKFILTIP T RVAELIIFA MM
source-hostname} {destination-ip-address| O, HEDFHKIPT FLAETITRA M%
destination-hostname} [detail] WET Ay FOLAY 2 <2 EFERLE
j—o
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. IP traceroute (31T

IP traceroute M E1T

N

GE)  traceroute f#E EXEC 2~ RTiE, o7 baldx—U— KL EHRAAGETTN, 2DV
U—ATIEER—FENTHERE A,

av vk B

tracerouteip host Fw KT—7 TR

Device# traceroute ip 192.51.100.1 a7y NN EIR T B X
AzBHRLET,

TNVITEXVIS— A ytE—HADYSEA LY F

F7 4N ETIE, Fy FU—7 P —"Ndebug=z~ > RNHDOHNEV AT LT T — A vE—
CHEaALVY—NVICEELET, TOF 74N NOBREEFEATILESIT. 2 Y — L ER— R
BT 2001z, M EERIC L > CT Ay T a4 —T&FE7,

BETX D50 LT, ary—, ik, NNy 77, BE Wsyslogh— "% FEIT L
T3 UNIX A% k338 ) £, Syslog 74—~ » M. 43 BSD UNIX 35 L ME D) =—
arEHEBERH Y T,

\}

GE) TR TOHNERT AT LOF— "=~y NI G252 RN EHICER LT
SV, Avbk—Uhary—)UIREET 5L, HEFITENA— A=y FRBEELET, R
WMARICA =V R THE, BETHL—N—~y NHFEL 722D £7, Syslog —/ T
Avl—=vuaX I ETIE, ANy RIZELIT/NEL 720, NNy 7 7 Thiudh
INRTTHET,

VAT L A ye=TorXr ZICETLHMICONTIE, (VAT A XA yE—Y rF IO
BIE] ZZR LTSN,

show platform 2 < > FD{EH

show platform H## EXEC 2~ ROHIMNEIX, A v F—T = A RZHFRFT D/ v bR
AT LA UCHEE ENT2GE OBERERICET 2 A RR RSPV oG o E T,
o ML TANENTRT A—=HITE LT, BT — 7 AR, k5 e O3 RICHEH S
NOHZR—F~v7, By bvy 7 BIOHMIOFEHRPEEZRINWET,

Zoa<wy RTHASNAEROIZE A ETE, FIZ. T3 2A0RER®RRTERMEIE (ASIC)
BT BB RAEANT 27 7 = L R— MEYFICESISL DT, =770, 7 v |
REERII N T IV a—T 4 Iy B b ET,
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show debug 27 > FOERAA X .

show debug <7 > FOERAE

show debug =~ > RIZHHE EXEC E— RTADNLET, Zoa~<wr Rk, AA v F T
BRTRXTOT Ny 7 A7 varawRrLET,

TRTCOGHNET Ny I F 7 a v EFRRT HIZIE, =+ K show debug condition % 51T
LET, 2~ Rk, £ 1ID<1-1000> E7/-id all £HFEEZEINT 52 & T BERRTEET,

F Ry T EENCT SHI2IE, nodebugall =~ REMALET,

TNy ZTHNIFECPU TR EBATHE T FTA AV T A NEDHETENTWATD, T3y T
EITHO E VAT ABMERATE R D2 BBV ET, LR -T, debug =2~ FEMEHT
HD1%, FFEDOHBED ST TNy a—T 4 VTR, £EV A 30T 7 = R— MEYHE
EEBIZ N T TN a—T 4 T ETOHHICREL T ZIV, EHIT, debug=~ 2 R,
Xy NU—=T N7 T 4023 2= Dlne AT AMRELEST, 7
NyX o 720X 5 REE#ICITY &, debug 2~ > FIAERD A —"—~y RO LY
VAT MO BN R SAREMENMEL 720 5,

YIFITT7HREDNS TN a—TFT 4 T DHESR
OBFL (R D T~

Bl : &L CPU ERARICEET 4 [HeE & [REDHESE

CPU fEHENENZ ERFE L 725 T2 008 5 MBI 5 121%, show processes cpu sorted
FFHEEXEC 2~ REZ AN LET, HABDIITHICH D TRBAFWESICER L TLES
U,

Device# show processes cpu sorted

CPU utilization for five seconds: 8%/0%; one minute: 7%; five minutes: 8%
PID Runtime (ms) Invoked uSecs 5Sec 1Min 5Min TTY Process

309 42289103 752750 56180 1.75% 1.20% 1.22% 0 RIP Timers

140 8820183 4942081 1784 0.63% 0.37% 0.30% 0 HRPC gos request

100 3427318 16150534 212 0.47% 0.14% 0.11% 0 HRPC pm-counters

192 3093252 14081112 219 0.31% 0.14% 0.11% 0 Spanning Tree

143 8 37 216 0.15% 0.01% 0.00% 0 Exec

<output truncated>

ZOFNX, IEEZR CPUMHEEZRLTWET, ZoAIcLs L, BHEO S HEOFEHERN
8%/0% L 72> TWETR, ZOEWIIKRDO LBV TY,

* Cisco IOS DALBRRFR & E 0 AL DALBRIZ 3o T HF ] 2 A dot 7= CPU O& & fif AR
BIRD 8%
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& 15: CPUERRICET 2MED S IV a—T1 0T

YIRIIFREO RS TN a—T427 |

LEEE )

[REH

EEHEE

Y ALD/R—F o ME
A CPUE R i
CEITIERREICE W

CPURTR Y U= b3
BTy NENRSETE
50

Xy NU—=7 N7y DY =&
T2, 7 —2 Oz W 50,
A v FORELEERELET,

[ Analyzing Network Traffic (% » bk
U—27 bTT7 4w 7 OfNT) | DI
EHRI LTI EEN,

TN IAT O PTERF R 13
INBTH SIS0
57 CPU DA FHE H N
50% B A D

CPU il 28 1TV E 3 5
Cisco IOS ZLER 3 1 S LL B1F
35, sy, et
BT IT 4 TT DA R
MZE o CHhE SN E T,

F oA N MR RRE U TR 725
T 5, [Debugging Active
Processes (777 4 7727 v ADT
Ny 7)) | o7 variEsRELTL
7ZE0,
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YT LY TBED RS I a—T4 50 FuA |

YIMITTEHERED NS ITINAa—TFT o290 F)F

Power over Ethernet (PoE) ICEE9 A ST a—TFT 420D FY)
j_

% 16: Power over Ethernet IZB8 9 % b S TN a—F 420D+ F

SEIK FE - (X RERE EZZoNDREAELERE
PoE 2372\ AR — ME 1 DIZ[ED F
A,

1 DDAA v F R— MR A
NFEES D, ZDOR— hTILPoE
4E1E & PoE FEXRPIGC DILE DU
NHEME L2y, fthoR— R T
IFEMEL £,

Cisco 10S XE Bengaluru 17.5.x (Catalyst9200 X 1 v F) YR TLEEBI T4 FXaL—>3 > HA4F .



YILDITRED S TN a—TFa28 |

. Power over Ethernet (PoE) IR 3 bS5 T a—Fa oD+ UF

fER F - IS RERE

FALONDREEBRE

ZDZETNA ADMMLO PoE AA—  TEWES 5 AT

o

)

show run % 7213 show interface status == —%" EXEC ==~
REZEHLT, "—=F3T vy RE LT, &
7-1% error-disabled (272 > TWR W EHER L E T,

GE)

EEAEDAL v TFIEIR—F BTy hE T LTS E
IR — b OBEBMEEEA 7ICLET, 2k, IEEE 1
TINBA T a NHRESNTWAEELERETT,

N THA U H—T A AET2ITAR— MZ power inline
never N E SN TWRWT &R LET,

HET N AN AL v T H— hETOL—HFy b r—
TNVOENIES THDH I L a2R LET, BERMICIX
BEFN D IEH 72 POE FEXSIE DA —H R FEEE L A —H 1 v
Nr—TNEEHE LT, ZET A AN U BT LIl
DEARNENT T 4w VM TH LR LET,

GE)
VAagEEEIZ, AN L— K =TV TOLIKELE
T, JOAL =N —T )L TIIEREL ¥ A,

AL FDT Ly FIRRANLZET N, AETDr—7
NEORED100 A— ML T THDLZ EEMBRLET,

AL v F R—=F"nbA =Ry N r—7 V24 LET,

A —H Yy Nr—T7 L EFEHLT, BEEOIER 7814 —
Py MEEEZ, A v TFDTEL R ARALD (RyF
PREJVTIEZRY) ZOR— MIEESER LT, Zhic

FXoTA =Yy b VI PHESLINMMDOARANE N T
TA VI ERBTEHEEMRLET, HDHWIE, F—
N VLANSVI Cping # EITL T3, WRIZ, ZET
NA R ZOR— ML, BRDA 0D L aTk
BLET,

Ny F a—REAAL vTF R— MR L THLZET A
AZDBFNA ARGV, Bt DX ET A AD
B E AL v TFOENNT =y b (EH AR PoE) &
Z b L C< 72 &y, show power inline =~ > &M L
T, FIHFTRER B &2 MR L E T,
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Power over Ethernet (PoE) IR 3 bS5 T a—Fa oD+ )T .

fER F - IS RERE FALONDREEBRE

TRCOR—FELIZTIODR—
k 7 )L—7"T PoE 2M¥HE L 72
W,

TRTOAAL v F KR— FCRIE
DRAET D, BB I TW
RNA =Y Ry MEEN E DR —
NCHA—HY Ry b VT 5k
NLTEY, PoEEEEDERN A
W70 EHE A,
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. Power over Ethernet (PoE) IR 3 bS5 T a—Fa oD+ UF

fER F - IS RERE

FALONDREEBRE

BT 57 7 — A0S I AT D Wil 3
T4, EREHERTLIHEEIE. AIREThi iaﬁ{ﬁ%/;
NEZHLET B => FT9) . £9H Th

WIGEBIXAAL v T 2L T EEN,

T 5EBDOR— FTCRERH D LOD, TXTDHR—
F CRIBEMR AT 2 DI TIERWEA . BIROHRE T
WEEZ B, AA v FDPE L F o L—Z |CHE L7 R
WORREMERH Y 9,

PoE DIRPLRA T —F ADZEFNZ DWW TR EIZHE ST
WABT T—LERITV AT LA v E—=I0872 07, show
log 54 EXEC =2~ > R&2MH L Cil<E 7,

T T — AN 7WEE X, showinterfacestatus =~ > R & fifi
MLT, R=FBT vy FET L TR, 20T

error-disabled {272 > CTWARWOEIER LE T, &— b2

error-disabled D34, shut 3L P noshut f % —7 = A
2 aryZ4FXal—vay avy REERLT, B—b
EREAMNILET,

show env power 33 X TUY show power inline #### EXEC =1~ >
REMA LT, PEOARAT—X ABIOE NNy b
M FTHEZR POE) &~ E 7,

FITarT7 4 Fab— g UEFHHNT, power inline never
MZDR—MIEEINLTWRNZ 2R LET,

ZELTW WA — 3y MEEZ AL vF R— MNMIER:
e LES, #ERICITEWW Sy T a— RETEHEHALE
T, AR OB — 7 M L7 T 72 &0, shut 3
L noshut A v —7x2Af A a7 4 Fal—ga
~UREANL, 41—y N I BHELSNTND Z
LEMRLET, ELSERHLTWDEGEA, By T
a—REFEHLTRET A AZZOR— NI L, &
BN A N7 2R LET, 4*%@“"3{%7532“/
Teole b, TRTOHRIN Y F /U NIE L #Eft ST
WHMPHER L TS TEEN,

I RZRS T RXTOA =Ry NTr—TNEAAL vTF R—
FbikE £, By F a—FREFHALT, 150
PoE R— NMIZTZEBT A A& LET, A1 vTF
K= MO DOZEICHE LT, ZETNA ANELL DE
EVELE LN EEERLTLIEEN,

show power inline ¥4 EXEC ==~ > R&fH LT, &— }\
N vy R SHTOVARWERSIZ., ZEF A R
TN INDZ 2R LET, HDHVIE, '_L'EET/\/])
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Power over Ethernet (PoE) IR 3 bS5 T a—Fa oD+ )T .

ERE - ILRRE EZONBRALBRRE
AEBE LU TERNA AR D I EEBHER LTSN,

| BOZETNRA AT WAL v F B L TV HERICE
TSNS 5A. &Y OR— kT shut B X O no shut
AV HE =Tz AT 4Falb—Taryavy FxA
LT, A=Yy Nr—T V% AL v F DPoEHR—
MZ 1T ART OB LT &V, showinterfacestatus 35
& O show power inline & # EXEC =~ > RZEHA LT, 1
VIA R —DFEHERE R — NDAT — X AEE=H
LET,

T_NTOR—FT, £7ZPoENHERE L7AaWEAIE, EIFLE
BOPOEEV v ar Tt a— X% 2 LN TXAEEMN
bV ET, ZOGE. TIT—LDBERIND DO —EKAYT
T, MEICVAT LAy E—UTT I —ARHEEN T
RO, B %) —ETF oy 7 LTSN,

UR USATHEER AL, O | A A v FNORET A AL TOTRCOBELRH LR
EEU Y hSRET, LT 28V, [FEMEORVEERIE, B O k%
\ o o e | BTN AOBREN TR LRI DR E Y | ZET A
ERICBIEL%T, v A=mE| D "
%ﬁ%ﬁ%myg_Pb%;a A OWHEE IR Y v — K7 Es s LET,

PoE 7B UIr S iz L9, 2L F K= FMOZBETNA ZETOr—7 VD 100
A—=PMNVUTTHLZ L 2R LTI EEN,

AA v FHREE SN TV DGITCERERRIZED L 5 2%
bR H 50, YIKIHREZ, ZET A AR E Do
WTHEELTLEE N,

Y ERIRFIC =T — A v —UNERINZPEELE
7, showlog ### EXEC 2~ > RZ&MHL T, =7 —X v
-V EMHERELET,

U a— ROFAERIIZ IP Phone 7> & Call Manager ~0 7 7
TADRDN TR L T EE W (PoE DFEEH T
X372 Xy NT—Z ICHIERBEEL TV DHEARH Y £
SR

SeFET N A& POEHXIG OIS L, HEAIEL <
B}ET D 2 L 2B L ET, PoEEMICOREIZY > 7 &
FELERNT T —RBHLGG, A v T A—hEZE
TS A e DARIIE DR — 7 VA R 0O A]
REMERH Y ET,
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B oroz7orso0va—Fcvv0%EH

YIRIIFREO RS TN a—T427 |

fER F - IS RERE

FALONDREEBRE

IEEE 802.3af #E#L ¥ 7= iZ IEEE
802.3at ¥ERLDOZFEIEE X, Cisco
PoE A A »F CIIHERE L £H A,

VA PoE AA » TR T D
VA APINDZET NA ATEIR
DG S, BIFERAL T
ITERDBGIIE T, PoEFEXSIS
EREITERFICEEL X7,

show power inline =~ > R&MH LT, Z&ET /1 ADH:
BEAIZIZ, AA vy FOEIINY =y b (HEHFEEZ: PoE)
DEB LT WER L E T, BT A AT 5
ANC. ZOX A TOIEIZ BN PMER R TH S Z
EERERLET,

showinterfacestatus =~ > R&fiH LT, #itsh T\ 5
ZETNAANAL v FIHRBEND Z L 2R LET,

showlog =~ &M LT, &— hOlbEGCIKEEZ W
LTIV AT A =N R0 MR L1, FERE EhE
WZRFE LT EE W, RAUNCEIINZET S A AT S
. D%, Y& DIREETT A, T OHAIE. MBI
OOV — &R (RBAER) BERT, A— hOERE
FR L VMEDEE L7 mliEEn H 0 £7,

YIRS TN aA—TFT42TD

{5l : IP 7R X @ ping
wIZ,
Device# ping 172.20.52.3
Type escape sequence to abort.
Sending 5,

Success rate is 100 percent
Device#

% 17: ping DH AR TXF

100-byte ICMP Echoes to 172.20.52.3,

(5/5), round-trip min/avg/max =

&% 7€ 151

IP AR A MZ ping ZFEA(TT 5B 2R LET,

timeout is 2 seconds:

1/2/4 ms

X |EREA

=

DR L& 1 ROIREEZZE L2 2R LET,
U A R IEIZOXISERFHLOMIC Ry T —7 —_"OX A LT 31 [EFEALEZ
ZEERLET,

U |5 BERET T —PDU A ZEL-Z 52 R LET,

C |EEICERL- Yy FEZELEZZ AR LET,

| = N A /Il S N 1T o el b7 N D= <
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5l : IP KRR MIZxtd % traceroute (D3E1T .

X |

=

Y |y b B TRRRTT,

& |/ NI A BB L2 & AR LET,

pingt vy v arEKTTHITIE, ZATF—F = A (T 74 FTIECHIX) ZATIL
TLEEV, Crl F—, ShiftF—, BLIO6F—ZFIFICHL ThoHlL, TOHXF—%24
L9,

B - IP7RR MIZxi9 5 traceroute D E1T

Wiz, IP 7R A MC traceroute 2 E179 552~ LE T,

Device# traceroute ip 192.0.2.10

Type escape sequence to abort.
Tracing the route to 192.0.2.10

1 192.0.2.1 0 msec 0 msec 4 msec

2 192.0.2.203 12 msec 8 msec 0 msec
3 192.0.2.100 4 msec 0 msec 0 msec
4 192.0.2.10 0 msec 4 msec 0 msec

FTAATVUAIZIL, FEEND3I>OTa—T T¢I, Ay T h 7~ L—FDIPT KL
A BIRXT U R RN 2 A0 (R UMHEA) BRERRENET,

% 18: traceroute D H HFEKRXF

s
galzl

Bg

A Ta—TRNEA LT T MR E LR,

? [y N B AT RERTT,

A |EHE BIERRETT, BE. ORI TIZ2RR VAR NI T4 v o BT
LTWAZ EEELTWHET,

H |7R2 MBI EARRE T,

N %y bo—s BElERIETT,

P | 7o ka3 L NBIERGETY,

5fa 7L

U | R— FREEARE T,
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YIRIIFREO RS TN a—T427 |
B o oro7gE0 5017 LYY BEmES

FETH OB EKR TR0, =2 RAr—7 33— R (T 740 FTHEHCHI+HX) ZASHLT
<TE&EW, Ctrl F—. ShiftF—, BLOR6X—Z R L THLHIL, TOHXF—%2ML
F7,

YIRYTTF7HREDRS TN a—FT 4 U FIZEHAT 5B
NE

EEEN

BA&EIE B TX=aT7ILAEA LI
ZOECTHAT S a~r ROgEEREE L O A ikoqg | Command Reference (Catalyst
A 9200 Series Switches)

YIRIITEHEED SIS a—T 4 2T DHEREERE
WOKIZ, ZOFY 2— /LT T 28D Y J —2B LOBEEFHREZ R LET,

IHH ORI, FHICHR SN TORWRY | BASALY U —2RLUEOT~THOY J—XT
fEHTE £,

-2 - 1315 HRETEER

CiscoIOSXEFuji 1692 | V7 "= T7HED |V 7 b2 THRHED T TNy a—T 4
NFZTNYa—T 4 | 7T, A v T RBEET 5 CiscolOS V 7
VY b= TICEET S ME A FRE L, iR
B IFEIZHOWTIBH L7,

Cisco IOS XE Amsterdam |3 25 AL F— | RA NNV AT ALVIR— K7 7 A LD5E

17.3.1 77 AL SHICBINENET, Zhicky, vAT A
VA= N7 7 A s BB ATREIC 72 Y
i?‘o

Cisco Feature Navigator Z i 425 &, 77 v h 74 —ABILRY 7 b =T A A= DHHR—
MEH % 1% TX £ 9, Cisco Feature Navigator |21, http://www.cisco.com/go/ctn [FZ3E] 226 T
JEALET,
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519

i

ERD BB S

FIHRO BENWE S (331 =X—)
o [FHERO BB A ORERERERE (337 ~X—)

E#RD BB E

CiscolOSXE ¥ 7 b v =7 (&, N#HFEMARK (NVGEN) 7't ZAZFATL T, 73 ZADik
TEAREEZBS LE9d, NVGEN 7Yk 24z, Y AT AFHED /T A =X |TFESNT line =
< REHIICHAELET,

7 73A A M Cisco Digital Network Architecture (DNA) - > % — % 72 (% Cisco vManage {2825t L
Yet Another Next Generation (YANG) A ¥ —7 = A A& L CHEBHRELZEET D L, EQHE
NEHEBASNET, XD, T34 AL DNA Center DRENIAR—ENA U 25 AleerEn
DNET, BEDOA—HIZX Y, T3 205 DNA Center ~DWH RN REAETIHELHD £
T, ZOMREMOM, T, AIMMOBRELLORELZ TN riiry 7 ENES, 20
fER, TAA ZADINT =~ L ANEER R SRR H Y £,

CiscoIOSXE 1741 VU —APKETIZ, ZFa—L a7 4 X2 l—3 32 F— KTnoline
auto-consolidation =~ > RZFH L T, line=2~ > FOHBHELENCTXFT, HEHES
X, T 74 N TIEED/R>TOET, BT HITE, Zoa~vr Rono BXNEHEHL
7,

T NA A TOREEFE/RT HIZIE, show running-configuration all =~ > REFEHLFE9, &
DOFTIX. line auto-consolidation 23N 722 > TWET,

Device#sh running-config all | i auto-consolidation
line auto-consolidation

HE G 232 L, showrun a2~ ROHEDNIEFICEL 2D F3, ZoIE, F17
AV T4 X2l —vary TrANERI = T v a7 4 FXal—vary Ty A VDYA
R BLET, BEMEZEmNICT D L, ROBMENEAEL ET,

o 7 — R TR UHREIBET DO 7V — 7 NE—OFHNICE LD 5N Z
ENRRL 72D T,

Device#show run | sec line
line con 0
stopbits 1
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line vty 0 4

transport input ssh

line vty 5 9

transport input all
Device#configure terminal

EgO B85S |

Device (config) #no line auto-consolidation

Device (config) #line vty 10 15

Device (config-1line) #transport input all

Device (config-line) #end
Devicef#show run | sec line
no line auto-consolidation
line con O

stopbits 1

line vty 0 4

transport input ssh

line vty 5 9

transport input all

line vty 10 15

transport input all

HEWAZ AN L T HORBRARE LI-ZICHEM A 2B T 5 L. BERA 2%
T LT IR E SN B O HNFEE SNEF A,

Device#show run | sec line
line con 0

stopbits 1

line vty 0 4

transport input ssh

line vty 5 9

transport input all
Device#configure terminal
Device (config) #line vty 10 15

Device (config-line) #transport input all

Device (config-line) #end
Device#show run | sec line
line con O

stopbits 1

consolidated line vty 0 4
transport input ssh

line vty 5 15

transport input all
Device#configure terminal

Device (config) #no line auto-consolidation

Device (config) #line vty 16 20

Device (config-line) #transport input all

Device (config-line) #end
Devicef#show run | sec line
no line auto-consolidation
line con 0

stopbits 1

consolidated line vty 0 4
transport input ssh

line vty 5 15

transport input all

line vty 16 20

transport input all

HENW G 2 B LI TENCT D &

Device#sh running-config | sec line
no line auto-consolidation

line con O

exec-timeout 0 O

logging synchronous

A S e T2 EERA HERES ShET,
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stopbits 1

line vty 0 4

transport input ssh

line vty 5 15

transport input ssh

line vty 16 19

transport input ssh
Device#configure terminal

Enter configuration commands, one per line.

Device (config) #line vty 20 25
Device (config-line) #transport input ssh
Device (config-1line) #end

Device#sh running-config | sec line
no line auto-consolidation

line con 0O

exec-timeout 0 0

logging synchronous

stopbits 1

line vty 0 4

transport input ssh

line vty 5 15

transport input ssh

line vty 16 19

transport input ssh

line vty 20 25

transport input ssh
Device#configure terminal

Enter configuration commands, one per line.

Device (config) #line auto-consolidation
Device (config) #end

Device#show running-config | sec line
line con O

exec-timeout 0 O

logging synchronous

stopbits 1

line vty 0 4

transport input ssh

line vty 5 25

transport input ssh

FPHOESE L TV DR ERETE £,

Device#show run | sec line

no line auto-consolidation
line con 0

stopbits 1

line vty 0 4

transport input ssh
Device#configure terminal
Device (config) #line vty 5 20
Device (config) #transport input all
Device (config-line) #end
Device#show run | sec line
line con O

stopbits 1

line vty 0 4

transport input ssh

line vty 5 20

transport input all

HPHAERE L CORWEBRITRE TE T A, REVESINET,

Devicef#show run | sec line
no line auto-consolidation

BENF SNET,

End with CNTL/Z.

End with CNTL/Z.

Egoanns [
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EgO B85S |

line con 0O

logging synchronous

line aux 0

line vty 0 4

transport input none

Device# configure terminal
Device (config)# line vty 10 20

°

% Bad line number - VTY line number is not contiguous.

U A NOKRBIZH Dk LiZmfEdEcx£d, 2 bo—7— Tk, —EiZ1o
DEFREHIBETE T, FfRE S THIRT 2 Z LIXTEETA, BET— R T, IR
Z—fECHIBRTE £,

Device# show run | sec line
no line auto-consolidation
line con O

stopbits 1

line vty 0 4

transport input ssh

line vty 5 20

transport input all

Device# configure terminal
Device (config) # no line vty 5 20
Device (config) # end
Devicef#show run | sec line
line con O

stopbits 1

line vty 0 4

transport input ssh

U2 S OFRARIZH 28 L TORWERITHIBR T A, BIFRSHD S L TuhRn
HPHNAE T D LD ZERITIHIBRTE ¥ A, ZOBREICLY | BREZHBRTE 2N La
RTTT—=A b=V ERINET,

Device# show run | sec line
no line auto-consolidation
line con O

stopbits 1

line vty 0 4

transport input ssh

line vty 5 9

transport input none

line vty 10 20

transport input all

Device# configure terminal
Device (config)# no line vty 5 9

o

% Cannot delete the 9 line number as it is not the last VTY line number

FEAF DOEFRLST 7 4 /L b OEBITIEIRTE T8 A,

Devicef#show run | sec line

no line auto-consolidation
line con O

stopbits 1

line vty 0 4

transport input ssh

line vty 5 20

transport input ssh
Device#configure terminal
Router (config) #no line vty 15
% Can't delete last 16 VTY lines, lines in use, statbit: 0x10C40, tiptop: 590
% process name: SSH Process

. Cisco 10S XE Bengaluru 17.5.x (Catalyst9200 X 1 v F) YR TLEEBI I XalL—2 3> A4 F



| BsoaBHs

Egoanns [

c HEEE— R T, V7 RMAZEE TE £, BET D LEMADE S, RIE DR )
BELES, a3 br—9F—FTE, ¥7RMHEZLELETEEA, ZHUEa Fr—F
F— NLEHRE— FRIOBEOMERTY, 2> be—=JF—FTiE, 2 te—=77b
Ty Y a SNERE L DR BT 572010, FUHEMHOLTIIEGT S E T,

WOBNIE, BfE— N CYH7HEEZET 75 HEERLTHVET,

Device#show run | sec line
no line auto-consolidation
line con O

stopbits 1

line vty 0 4

transport input ssh

line vty 5 9

transport input none
Device#configure terminal
Device (config) #line vty 7 8
Device (config-line) #transport input telnet
Device (config-line) #end
Device#show run | sec line
line con O

stopbits 1

line vty 0 4

transport input ssh

line vty 5 6

transport input none

line vty 7 8

transport input telnet
line vty 9

transport input none

WOFNE, PT7FEBEOEENRa hr—FF— FTHHR— FENTWHRNI EEZRLTWY
\i—é—o

Device#show run | sec line

no line auto-consolidation

line con O

stopbits 1

line vty 0 4

transport input ssh

line vty 5 9

transport input none

Device#configure terminal

Device (config) # line vty 5 8

Device (config-line)# end

Uncommitted changes found, commit them? [yes/no/CANCEL] vyes
Aborted: inconsistent value: Device refused one or more commands:
line vty 5 8

% Invalid input detected at '"' marker.

Component Response:

o

% Modifications of overlapping/sub range is not allowed in controller mode"
Error executing command: CLI command error -
Device (config) # end

BfEE— NCIE, BEET 282 AR CEET, £ET 5 LREERNAOE S, BEDH
WpRAELET, arbe—JF—FNTlE, EETIHMAELEFE CEEHA, a2 br—
FE—RTE, 2 ba—9007 vy Va2 SNEREEDOR—KEERET S22, BEE
THRMAOEF IS INET,

OB, BEEE— FCTEETLIRMELE TS 5EEZ R L TVET,
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Device#show run | sec line
no line auto-consolidation
line con O

stopbits 1

line vty 0 4

transport input ssh

line vty 5 10

transport input none

line vty 11 20

transport input all
Device#configure terminal
Device (config) #line vty 8 12
Device (config-line) #transport input ssh
Device (config-line) #end
Devicef#show run | sec line
line con O

stopbits 1

line vty 0 4

transport input ssh

line vty 5 7

transport input none

line vty 8 10

transport input ssh

line vty 11 12

transport input ssh

line vty 13 20

transport input all
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Device#show run | sec line

no line auto-consolidation

line con 0

stopbits 1

line vty 0 4

transport input ssh

line vty 5 10

transport input none

line vty 11 20

transport input all

Device (config)# line vty 5 11

Device (config-line)# end

Uncommitted changes found, commit them? [yes/no/CANCEL] yes
Aborted: inconsistent value: Device refused one or more commands:
line vty 5 11

A

o

% Invalid input detected at '"' marker.
Component Response: "

% Modifications of overlapping/sub range is not allowed in controller mode"
Error executing command: CLI command error -

Device (config) # end
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Device#show run | sec line
line con O

stopbits 1

line vty 0 4

transport input all

line vty 5 9

transport input ssh

line vty 10 15

transport input telnet
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line vty 16 20
transport input ssh

Device#configure replace bootflash:cfg2.txt

This will apply all necessary additions and deletions

to replace the current running configuration with the

contents of the specified configuration file, which is

assumed to be a complete configuration, not a partial

configuration. Enter Y if you are sure you want to proceed. ? [nol: y
Total number of passes: 1

Rollback Done

Device#show run | sec line
no line auto-consolidation
line con O

stopbits 1

line vty 0 4

transport input all

line vty 5 20

transport input ssh
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Devicef#show run | sec line
no line auto-consolidation
line vty 0 4

transport input all

line vty 5 20

transport input ssh

Device#configure replace bootflash:cfgl.txt

This will apply all necessary additions and deletions

to replace the current running configuration with the

contents of the specified configuration file, which is

assumed to be a complete configuration, not a partial

configuration. Enter Y if you are sure you want to proceed. ? [nol: y
Total number of passes: 1

Rollback Done

Device#show run | sec line
line con O

stopbits 1

line vty 0 4

transport input all
line vty 5 9

transport input ssh
line vty 10 15
transport input telnet
line vty 16 20
transport input ssh
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