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7A4x®t%:)747ww7§ﬁ#ainfwétkaj747w~7&&(ﬁn)%
27T LET, XTIy NIy RYU—727 % U T Cisco TrustSec ~» % —T
SGT Z O E T, SGT I EENDEEILOFF Al R ET D H— T~ T,

SGT 12X, EEILDOEX 2T 4 ZA—TREENTNDHD, ¥ Z1XE(E 78 SGT & FEEN
LHZEHHVET, ST AAAALEEEX 2V T 4 v—7 (BEHSG) [ZED Y THNRD
728, @EL\:@t%;)?4ﬁw~7%%ﬁ%7w—f&7(MH)k@g’&%bbi
T, 7272 L. FEBROD Cisco TrustSec /X7 v X 712X, 50T A A0 X2 VT 4 7T V—TF
FBEFITEENTVERA,

X2 FT47)L—T ACL DY R—

tXa Ty SV —F TR arka— AL (SGACL) IRV > —o#EH T, =
ML TEHEFIL, X2V T 07— OE Y Y TLyll) Y —RZESNTa—HF—n
FITT A EMERHIME TE £9, Cisco TrustSec KA A WO R Y —m L, #ilio 1 223%
EEX2 VT4 I—TFE, b 1OOWPEEEX 2V T 4 IN—THESTHDL, T
TAFAw FY v 7 ATRREINET, v N v 7 ZANOKEVITIEL, SGACL ODFEF(FE Y
AMNPEENET, ZZTHEH, #EatxX=2 VT4 7= IR L2V T o I —F
WCBT 255 IP ZRiD, IP O OLEEENDNT Yy MIEH SO NLENRG DT 7 & AR
RELET,

SGACL X, IP7 RL AT, BXa VT4 7V vz—va it a VT 07—
THEITEIZIESNWTZAT— ML ADT 7B AGFHA D =X L5, 7o Z VT L E
T, SGACLARY > —%27ubVa=u 74 5120% RO3IOOFERDY £3,

cAXT 4w R —TFrEYa =7 csrole-based permisson =~ K& H L T,
2—HF—MNSGACL RV v —%EHLLET,

A AFI v RV —FubPg=2 1 SGACL &Y > —DFHEIL. Cisco Secure ACS
F 721 Cisco Identity Services Engine O T2 AR U o —FHIEHEIC L » TEITTHILERH Y
7,

WAEE (CoA) : BiFFran=AV > —Iix., SGACL AR Y > —MNISE TEHE X1, CoA M
Cisco TrustSec 7 /31 R T v ad3nb et vra— RNInEd,

THRARAT =2 T L—F, R v—7mf 42— (ISE) 7176 CoA Ty haZEL
%Aﬂﬁy%KﬁUV%%@%LiTo%@%\Nﬁykﬁfﬂ4227%ﬂ%w7V%

NTHEE SR, EIE CoA N7 » M L TRDO L-LDRY —nwf S £,
R7=2T7 Y7 2T OR) =7 X2D v MEHREFRRT DI, %%Emm
% — KT show ctsrole-based counters =~ > R&E{T L%,

SGACL /R1) &—

X2 VTF 4 IN—F T/ A arbe—/L JRAF (SGACL) ZfHL T, =—%—Lt5%8
BV V=20 Fa VT 4 TA—TDEN YT HEASNT, 2 —PF—RNIE[TTEX H/ELHIH
TX ¥4, CiscoTrustSec RAA HNORY > —OwAIE, @D 1 OBEETLEXF=2V T 47
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Cisco TrustSec DHE |

N—TFG, bI1OOWNETEEX=2 )T 4 IN—THFFTHDH, T~ Y v ATER
SNFET, v NI ADOREDOEENMITEEILEXF 2V T 4 IV —T b5t xa T o
TN—T 50 CITIEE SND /Ty MIEH SN MENH 57 2 f8E7T 5 SGACL DJIEF Y
ARNEBEDDHIENTEET,

WO, 3 ODEZFHDL—P —a—L & | DDOEZFAEEY V—A&EGie TR
R A A > ® Cisco TrustSec ZFA[~ b U v 7 ZDHZR LET, 22— —DFENZEKESWTride
P —R— DT 7 ¥ A% 320 SGACL RN U > —THIEI L £,

B 2:SGACLKR') ¥— < 1) 7 XD

.1 SGACL-A
Egréss Palicy | permitip
Role Destination )
(Security Group) | server X (111)
.-+ SGACL-B
User A (1 SGACL-A arn
& il permit tcp sre dst eq 80
5| UserB (20) SGACL-B deny ip
B Uszer C (30) SGACL-C I
User B (30) e, e
permit tep dst eq 1433
permit tep arc eq 1433
permit tep dst eq B0
permit top dst eq 433
deny ip %

Fy NTU—INOa2—PF— L F NN, Rt X 2 VT 4 TA—F 280 YT, EXxa )T 47
N—TTT 72 Al ZEAT 22 L1289, CiscoTrustSecld %>y hU—7 N T — L _X—
AD MR VI LRNT 7 B A6 ZFEBL L £9, SGACL IFERD ACL & I1TER D | 1P
T RUVATIERLTNNAATAT T AT AIZESNTT 7R a3 ba— LK) v—%E
#TDHED, Xy U= TARALAEIR Y b7 2EEBEL, IPT FLAZEFETDH
ENTEET, B— A EFHFADBFELCTHIVUL, Xy FUV—7 MR Y RERITHEX2 Y
TARI IR LETA, 2=V —RT NS REMEINS, B2 T 47
N—FNZa2—HF =% RV YK THET T, 22— I IZED I N—TOF N %%E L E
7

)

GE)

2ODKRA ST NA A TERIND VT 7 4 w7 @A INET,

SGACLAR Y > —1F, TNRAAMBIT Y RIRA TFAAL RZEREND VT 7 4 v 7 TlER<,

n—)L RXR—=ZDF A ZEHT 5 E ACL O A AN KIBICHEHFHI S, AT AEELEHE
12720 ¥£9, CiscoTrustSeciZ L»> T, REINTWAT 7 ERXarta—Lx MU (ACE)
DX, HESINTWDHFAOHIZE > TIRESND 72D, ACE DEIINERD IP * v h T —
7T HToL/NEL Y £, Cisco TrustSec TP SGACL OfFE AL, kD ACL & b
LTTCAM VU YV —R% LV Zh=RAICEH LET, Tk, &K 1,408 D SGACL R Y v —34
A—hrENET,
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Ansxvsssvmnons

ANEZ X TELUVH DR

A.
]]II|I

CiscoTrustSec 7 7 B A av hma—/uid, ANWFX 7N oOmEHE#H L TERESRET,
Cisco TrustSec KA A D AR TIL, EREILNLOGDNT T 4 v 71X, FELZCT 4T 4D
X2 VT 4 IN—TFESEEGT SGT TH /T &ET, SGTIE, RKAA U 2iKicbhbi-»
ThI7 74 v 7 EEDETEREINET, CiscoTrustSec KA A »DOH IR A > FT, BT
N ZIRETSCT R LIS~ T 4 T 4 DX 2 VT 4 Z—T7FK G (5iESG. £72i%
DGT) #fH LT, SGACLARNY v — v b I ANnB#EMAT 527 78X R v—%RELE

7,
Cisco TrustSec KA A > TliE., IRDOKD L 512 SGT OE[Y BT L SGACL D#EANEITENE
KR

3: Cisco TrustSec K * A > @ SGT & SGACL

SGACL enforcement
SGT =3 l
e T =3 < — 3| o=, DGT =4 |
-} S e —
H’ 3
——— Cisco TrustSec ] Web server
Host T ‘ 5
user PC E
SGT imposition L
1. FABNPCIE Web— =17y FEEELET, PC & Web —/3—{3 Cisco TrustSec

RAAL DA UNRTIEDY FHAN, N7y hOFT —H A 21X Cisco TrustSec K A A
NEENTHET,

2. Cisco TrustSec D ASIT A AL, RA N PC DT — "= L0 E Y ToHn-tF=
V74 IN—TF5ToHD, X274 7 NV—TFE3DOSGTHBNT LIy
NEEELET,

3. Cisco TrustSec D HS1T7 /34 A%, Web I — _"—DFiE— "= L > THEH Y Y THhT=
X2V T4 IN—TEKSTHD, BELI/N—T3 LB V— 741253 % SGACL
RN —%#EHALES,

4. SGACL X7y FEERET D X I L CWAEATL, Cisco TrustSec H 1A A v F X
SGT ZHIBRT A LIy FEZEE L, Web h— =T/ v M EEgE LET,

txal)Tq4 JIL—TDHIM

Cisco TrustSec KA A > DAL D Ry U —7 F /34 A%, Cisco TrustSec KA A 2 37w b
BHAET ARRIZ, XFy MTSGT 24 7 {HFT& % X 912, Cisco TrustSec KA A T AB /Y
v O SGT b 2 LENH Y £, HIDRy U —2 F3A 23, SGACL % @+
D720, 2Ny O SGT ZHIM T 204N H Y £77,

Xy T =7 TAL ZE, WOWTNDTIET/ N O SGT Ik c& £7,
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Cisco TrustSec D E |
B siceraurs—Toum

o RNV —HUFRHZE(E 2D SGT Z 59 % : Cisco TrustSec 8alk 7 = — A&, > U —
U T R, BT T AT HIE 5 hER R Y Sk R — S —
MNERELET, 7 T ANMEFATEXR2WEES, A — _R—IFDOET T34 &
MOLERFRTEHITXTONT y M#EHT 5 SGT bigfit L E 5,

Ny ROKEIL SCGT #HUGT 5 : "7y EBMEEHTELET T AL ANLEEEIND
Y. N7y ME SGTZinE LET, Zhid, £ORTy MZE->T, £Oxy hU—
7 T /NA AP Cisco TrustSec KA A U INORAIDR > b T —7 T34 A THEAR WA
HaihvEd,

EETXTAT T AT AN TEEFEILESCT MBI D TAT VT AT 4 A—F
~v b7 (IPM) 2EHT5L, SN TWAET TAT T AT A DY 7 & FH)
TRETEET, Xy NU—7 T4 AT, SGT BLOMEFREZELRY o —FH%E
SREF— N — Bk LT,

EEILIP T FLRIZESWTHERFILSGT ZMET 5 - il L > TE, #ELIPT N
ANZIESNT/r w D SGT 2425 L 210y & FEICRIETE 9, SGT
Exchange Protocol (SXP) % . IP-address-to-SGT~ v B> 7 7 —T7 WIEE M TE E7,

SEELX ) T4 T IL—T DR

Cisco TrustSec KA A L OHIIOF v 8T —27 T34 A%, SGACL % i+ 55157 v—7
(DGT) #WRELET, v NT—27 FARL AL, "7y bOEETLEXR2UT 4 F—F
ERETDHIOIHERHINLGOLFEUCHE Oy NOZTINEO 7 N—TFK5OESE %R
) ZEHL X2V T4 7= %2 RELET, 5iktFxa T 0 7 V—TFKESTIN
ro bOEZ T EENER A,

BRI > T, AQDOT A ZAFZEFHALUSDZOMDOT N4 AN, HHTE 5568507
=T DIEREF>TWVWDEZ LD ET, 20k 2ES. SGACLIZH 1T /31 A TlEA
LINBDT AL AZEHASNET,

IW—T Y RFBEEUVRAMIYF K 57499 TO SGACL D&l

SGACL OF&RHNEZIP N T 7 4 » 7 72T I SETR, @hlidn—7T 1 V77013 AA v T
VITENDNT T 4y A TEET,

N—T > RsTZ7 74w O%6 . SGACL OHIL, sEEhR A MR INTL—T v R —
NSO IAAL vF BFIZTAA NI Ea—ar A, v FELEFT IV ERAAL vF) (T
Yo THEITENET, SGACL DiEHE V a— W ZHIZTHE, SVIA v F—T = A%
PRSI RTOLA Y3 A U F—T = A ATHANHBIBIZEDNI /20 £5,

AL v F T END T T 4 v 7 DEFAIE. SGACL OEHIIN—T 1 > THERED IR HL— 2
AYFUT RALND N T 7 47 70 —CETENET, 2HOEEER SNz —/—
BV == T T 4 v DTFT—H =T IR XL vF ETEITINTZ SGACL D
SR 23, 2 OFITT, ZOfITIE, @, Y= A"—fO NI T 4 v T IFAAL v TF U ERE
9, SGACL O#fiffliZ, VLANINTAA v F > 7 &5 37 v FE721E VLAN ICBER T S5
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seacL o> 5 & Ack #itEE [

72 SVIIZHRE SN D/ v M & £9, 7272 LEITIE VLAN Z &R A 2 —7
INZTDUERH Y £,

SGACL 0¥ > % & ACE #fi&t1E#R

SGACL TERX V7RI > TWBAIEE, T8 RIROBERETLH L T,
cEETLEX YT 4 IN—T T (SGT) BB L O%isdk SGT
*« SGACL RV v —%4,
A A A= =Y - 4
« Ny NTEITENDT VT a
07 F 7 a NIl ax O ACEIZH#E A S, ACEIC—F+ 5.3y y M Zic@ESnE+,
log ¥ —U— R TGRS NI D/ v ML, syslog A v bE—U%ARKLET, Hiiow 7
A o= s R CAERBIOHESNFET, 2X 0 Ikt ACE BD /R r > » (s

A=V EAR LT AT Y b EFR—OFREEZRFD) BT 256, &K LTy ok
NEEM (hovH) L, LR—hEhEd,

X7 AT DI, SGACL KD ACE £ DHIIC log ¥ — TV — RZEMA L £, 7=
& ZIE, permitiplog d Xk Hiz72 0 £,

WIZ, FEILESEDSGT, ACEO—E FralE/midfELTr 7y ay) | BLUWW v han,
2% Y TCP, UDP, IGMP, B L WNICMP [EfxF T o7z RLET,

*Jun 2 08:58:06.489: %C4K _IOSINTF-6-SGACLHIT: list deny udp src port log-30 Denied
udp 24.0.0.23(100) -> 28.0.0.91(100), SGT8 DGT 12

show ctsrole-based counters =~ > K& L THRRTE ZBEFD 2L 22 D) SGACL #iqt
542N % T, show ip access-list sgacl_name =~ > K& ffifl L T ACE #EHEHR b FRTE £
T ZHUTOWTBIMREILED D £ A,

KIZ, show ip access-list 2~ REMH L TACE Z VY haRRT L2~ LET,

Device# show ip access-control deny udp_src_port_log-30
Role-based IP access list deny udp src port log-30 (downloaded)

10 deny udp src eq 100 log (283 matches)
20 permit ip log (50 matches)
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Cisco TrustSec D E |

\)

GE) HENT 74 v IR —KTHN, BLOSGACLIZ—E LAaWEE. NTF 7 4 v 7L

&L, BAOHW-FFR[Oh o o 2 BNEML £97,
Wiz, A d SGACL OEIEH 2R L EJ,

SGACL 7K U —|% [denyicmp echo] T5— I8 ICRE S, TCP ~v & —T5— 18 D#EIE b
T4 IRV ET, BANS— BIC—ETLB, NI 74 v iemp &L —H LW
B, FT T4 v TSN, B 5 — 18 D HW-FFA[H 7 U Z 3L £,

Device# show cts role-based permissions from 5 to 18

IPv4 Role-based permissions from group 5:sgt 5 Contractors to group
18:sgt 18 data user2:sgacl 5 18-01

RBACL Monitor All for Dynamic Policies : FALSE

RBACL Monitor All for Configured Policies : FALSE

Device# show ip access-lists sgacl_5 18-01
Role-based IP access list sgacl 5 18-01 (downloaded)
10 deny icmp echo log (1 match)

Device# show cts role-based counters from 5 to 18

Role-based IPv4 counters

From To SW-Denied HW-Denied SW-Permitt HW-Permitt SW-Monitor HW-Monitor
5 18 0 0 0 1673202 0 0

VRF 1t SGACL O ¥ >4

SGACL E=4% —

SGACL v A7 Au ZIZIZ VREEHRAEENE T, B ZIIHREHEINTWD 7 4 —L RiZin
2T, XU TERICIIVRFAR G ENET, B F o JERITRO LI I22Y £
7,

*Nov 15 02:18:52.187: $RBM-6-SGACLHIT V6: ingress interface='GigabitEthernetl1/0/15'
sgacl name='IPV6 TCP DENY' action='Deny' protocol='tcp' src-vrf='CTS-VRF' src-ip='25::2"'
src-port='20"

dest-vrf='CTS-VRF' dest-ip='49::2' dest-port='30"' sgt='200"' dgt='500"

logging interval hits='1l"

E—F

Cisco TrustSec DERTE AT mff@%‘ X, TE=X—F—FEFEHLT, RUT—0BEXKL
TEBIHETHZ & ;’&Eﬁwffét W2, BX 2T 4R Y o—%@#EHLRVIREETT A |k
LET, X274 RV —PNERLIZEBVERELR2VWGAIZIE, E=F—F— KB, £
DOREZ BT DD OFERI A =X 5L SGACL O H 2 AT HRICA Y v —%&1E
ET ARt LET, 2k, BEEX RV v—%2#EHAT R v—T 273
COFERE L AIRACHER TE, IBRORY =Nt X2 )T 4 B LTS (22—
P—DFERESNART LY VY —A~DT 7 v A IR EIND) L a2HRTEET,

T=X ) o THEREIL. SGT-DGT X7 LUV Tt SN E£d, SGACL £=% — T— Fi¥iE%
BNCTDE, HET 7 arDNIA Ly B—REDACLFRE LTEESNET, Ik
D, SGACL AU ZEBLa ¥ 7Tk, ¥ SGACL AR Y v —I2 L0 &) B X T
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gaekys—onsg [

EMEFRTEET, TXNTCOE=F AR T 7 4 v I DNTFAENDTZD, SGACLE=X —
F— FTIE, SGACLIZ LAV —EA2DHkIIH Y A,

Al &R O —DEE

TNA AT T DL, YTV D M eFd—v T 4 r—Z O GTNEIEY— =0 bt
X2 T4 RV —ZEELET, 22507 1%, Vo723 FT L. Cisco TrustSec T
AAZAIDIEASNTY 7 X2 T 4o R —Z2HAEICERALET, Vs ot
8021X;~t7t FFEERERCRETEXE T, U270k x=2U T 48802.1X ThoHHEHE. %t?

TGEY — R —oZFE LT A ADEEALET, V70X = T 0 BDTFEOLA,
1:77‘/\/1’7<ID EEIOYTHLERNDH Y £,

AR — =Tk D JE M & K Li@“

* Cisco TrustSec DEHEIRTE : N4 > M SGT 2T 5I12H720 . BF FARAL ANMEATE
BINEIMEIRLET,

cETSGT: ET7MNELTWAEX2 YT 4 JA—T%RLET, ETHEHETE RN
BlE. ET700ZELIETRNTONRT y MIZOSGT X 7S Ed, SGACL Y
7 O SGTIZEHEAHT GV TNDINE I T A APRFRETERWGA. 735 ATEE
P R —ZIBMEREZEF L TCSGACL 22X v u— RT5588H0 £7,

FFATHIRR - ARV > —OWIRA G D £ TOMEEZ R L ET, Cisco TrustSec 7 /34 A LR
U — R ZWIRNEINAHNCY 7Ly v adT b RERHD ET, 71 RET—F D
HHARNIIN T RITFIUTTEIEB L ORY v —F—% %X v v =2 L, U7 — MRICHE
FIHCcEET,

\}

(GE)  Cisco TrustSec T /3A AL, FBIEY— =5 7 O 2R Y > — 2 ETH TE 2 WEA I
2T, WIRBOTF 74V T 7 AR —% Y R—bTIH2XLERHY F9,

KDKNIZ, NDACEB LU SAP rfvm—3 g 7ut A& RLET,
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Cisco TrustSec DHE |

BET—4045or0—F

4:NDACH LU SAPA T IT— 3y

Supplicant AT AS

Authentication Dl:l | Authentication >

4 Authorization A
Authorization >

7\

SAP negotiation

1g7007

F—a@EH L O—E

Cisco TrustSec BiiZET — # %, Cisco TrustSec / — R & LTDOT A ADMRELX ZIETH O
CEVDOFERELIIARY >—TF, T34 A%, Cisco TrustSec K A A ANTHAANTIANT DB
12, FREEY—N— O RET =X 2 WG LETH, —HOT—X 2T A4 A CFETRET S
ZELTEXET, 7-& 213, Cisco TrustSec D> — R F 81 RITEREHE— N —DIEREZHT
TAHMNENHY T2, ZOFRIT. T340 ARFGES—N— L BET A2 — =1 A %
FRHLT, #0oBINT5Z R TEET,
TN AL, BBRATIZ Cisco TrustSec JREET — X &2 U 7L w2 $THMERH Y £3, Fi-,
ZOT—ZOFEBMMBPENEIN T RITIE, RET— %%y vi=2L, V7 — MRIZEFIH
THIEHLTEET,
T /3 AL RADIUS ZfH L T, §RAEY— = DIROBRET —# ZH5 L7,

e —R—U Rk : 7 FA4T 2 MRZFDH%D RADIUS ERICHEH TE 52— 1"—D ) 2 |

GRAEB L OFFA O ) PACOY 7L v =lE, ZhnbDH— =424 L {ThhvE
‘j‘o
c THNAASG: EDT A ZARBBL TS EF2 )T 4 70—

« %R : Cisco TrustSec 7 /3 ANRET — X%V 7Ly a$HELY AT D HIM

»L

RADIUS ') L —1#gE

802.1X FEF 7 2 AT Cisco TrustSec —F > T 4 r—FZDOu— V523X 557 34 A%

FRAEY—/ R —~D IP B2f5i 418 U C. UDP/IP TP RADIUS A v & — VDALY | 7A4x
DRFE—N—= R Y =LA ZBEGTE L L1 LET, Y7 U B b T3 RT38G
P R=LDIP RN THEDLENERA, 7V B2 MIRFE—/3— L O IP 83 72
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Yoo %274 |

WA Ciseo TrustSec [EA4—t¥ > 7 1 /=% %7V > 1 ® RADIUS U L— & L THEE
BHZENTEET,

H7 U ME, RADIUS V—_R—DIP T KL AL UDP R— b 2> >F—k T 4 7 —ZIC
¥ERIZ2 EAPOL A v —T%3%(E L, RADIUS ERZ%E T LET, A~k T4 r—Xik %
f& L7z EAPOL A v&—75 RADIUS ZRkZHiH L, 2% UDP/IP Z i U CRlGEH— N —
WCIEE L E T, BAE— =ML RADIUSISENIED &, A—k o T 4 r—HFA vE—%
EAPOL 7 L —AIZ A 7'M L T, 7V v Mgk LET,

o vxal) 57«

U > 7 OMEAIC 802.1AE Media Access Control Security (MACsec) &7 — h L CWBIEE. &
Xa2UT g4 7Y — gy 7abhal (SAP) R x—a UNFETESRET, 7Y
v hEA—trT 4 r—H% ORI TEAPOL-Key NS 1L, B 5 AL —hDFRIT— 3
V. EFX 2V T4 NI A= ORH, BIOF—OEFHENETINET, ZhbH30DEEN
EFEICETTDE, ¥Xa2V T4 Tz —r a3 (SA) DL LET,

VTR 2T RN=Var, eI A, BIORV 7 =Ry 7 $R— MIULLT,
SAP XAy — a3 VIFROENEE— KD 1 D& TEET,

* Galois/Counter Mode (GCM) : #dEdB KO 5bd » ZHEE L £7
« GCM #¥iE (GMAC) : #@BREdH YV, Wb LE2EE L £+
MBI L AT EZRL (VT TRADN) ARRELET
« X)L BT RMEH Y | WEER L, B b LEfRE L ET

B TR L EBRL T R_RTOE— R T, Cisco TrustSec XhnD/— K7 = 7 BB T,

yootFxa) T4 HAD SAP-PMK DR E

FIE

ARV RFEREETIVa Y BHY

ATy 71 |enable FiHE EXEC E— A AR L ET,
i - e NAT—REANLET (FERSh
Device> enable =88

R 72 |configureterminal Ta— ) ar7 4 ¥al—a
Bl T— FEMBLET,
Device# configure terminal
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Cisco TrustSec D E |

ARV RFERETIVa Y

B8

ATvT3

interface type number

1 -
Device (config)# interface
TenGigabitEthernet 1/1/4

AVHE—T 2 A AEHREL, £ ¥ —
T A AT 4 Fal—T3g F—
NZBRtE L E7,

ATvT4

switchport modetrunk

1 -
Device (config-if)# switchport mode
trunk

o x 7 VLAN LA Y2 A X —
7I/rx%j:l§f€biﬁ‘o

ATvTh

ctsmanual

1

Device (config-if)# cts manual

CiscoTrustSec FEj1 7 4 F =2 L — 7
v E— RNERIBLET,

ATvT6

no propagate sgt
1 -

Device (config-if-cts-manual) # no
propagate sgt

BT SGT Z B TE R WGEA, 20
avy FOnoBAEFEHLET, no
propagatesgt =~ R&EEMATH &,
A VB —T =2 ANEETIT SGT ik
Fanielen £7,

ATy T1

sap pmk key [mode-list model [mode2
[mode3 [moded]]]]

1 -

Device (config-if-cts-manual) # sap pmk

mode-list gcm-encrypt gmac

SAP @ Pairwise Master Key (PMK) &
fEE— FEFHE L E I, Cisco TrustSec
DFEFE— FTIE, SAPIET 741 b
TT 4 =T Mo TWVET,

o key : SUTHMBEAE CHe oK 32 307
D 16 HEAHE,

SAPEIED mode 47+ a > OFEMIITIK
DELEBY T,
- gcm-encrypt
GE)
V78027 TA4BUAN
MACsec B 5 b &R — ~9 54
A, MACsec DFBFE LRIz
DE—RFEERLET,

hEds L O 51k

e gmac : PGk, KiEfb7e L
s no-encap : 7 EAb7E L

snull : 7 EAAL, FREEFE 21X 5
b7 L

G¥)
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| Cisco TrustSec DIHE
SKPICEBLAY— TR %y k7—0~0SeT0EE [

ARV RFERFTIVaY =)

AEBE—T 2 A ATT—HY 7
etz CE R WEEIR. 7
7 v b I L OME—f H AT EE 2

SAP E{EE— KL no-encap =~ >
RKT9, SGT FVHAR— FEhFEH

/\Jo
AFv 78 |end CiscoTrustSec F&Ej 7 4 ¥ =2 L —3 37
{1 v E—RNERKT L, F5HE EXEC E— R
2R £,

Device (config-if-cts-manual) # end

SXPIZKBLAL—TIOCRRY FT—U~ADSCTDIE
i

NI bsD SGT DX TAHFIZiE, N— R =TI LDV R — FNMETT, Cisco TrustSec
SERICBINT DHEREN H o> Th ., X7y M SGT 2% VT4 25— R = THEEEN RN T
NAANRR Yy NT—=7IZHDGEMNRHY £7, SGTRHEEZ 1 k=)L (SXP) #HEHL T, Zh
5DT A AL, Cisco TrustSec ¥fIir D/~ — K7 = 7 & ## L TV 5 Cisco TrustSec 7 T /3A
AP T KL AL SGT DO~y BV T HETZ ENTEET,

. SXP X Cisco TrustSec RKAA v =y DANSIT 7 EA LAY FT/3514 AL Cisco TrustSec
RAALLURNDT 4 AR Ea—Tay LAY TS AMTEELES, 77E8A LAV T
A ZFATI T N oY) 7 SGT Z fWr 35 721z, SMTE(E 75T 734 A D Cisco TrustSec 73
MFEFEITLET, 7T7BRALA YT AL RIZIIPT A AT vFx o Z7BLO ((E<T) DHCP
AR—=Y U T AL TCEETLTNANA ADIP 7 RLURAZEE L, Z0% SXP 2 L C%lE
LT NAADIPT RUABINSGT%E, T4 A NI Ea—Ta 7234 XL ET, Cisco
TrustSec XfIGD/N— R =T #2727 4 AR Ea— a3y T4 ALZDIP & SGT D

<~y BV IEREMEH LTy MO#EYIC Y 7 &2, SGACL AR Y »—Z%J@A L %9,
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Cisco TrustSec DHE |
B secsaLsicv—75€2 29 b9—9~0 S6T OEHE

5:8XP 70O FaJLIZ& B SCTIERDIGIE

SGT tagging

S|P 444 SrcIP=1.1.1.1/SGT =3

— — 4

25—

S¥P protocol exchange

Cisco TrustSec

IP:1.1.1.1: 3GT:3

IP:1.11.2: 3GT:5
Cisco TrustSec capable software Cisco TrustSec enabled software E
Cisco TrustSec incapable hardware and hardware =

Cisco TrustSec /~— K7 = 7 R — b xfH4 DT & Cisco TrustSec />— K7 = 7 PR — hxf
GO T O SXP #fild, FEICRETLHI2MLENH Y £7, SXP kAR ET LA, K
DVEEEFITTHVLENDHY 7,

e SXP 7 — % OFEAME L RGENLEIZ R DA1E. BT T35 ADMHFIZF U SXP/SAT —
RERETDHLENDY £9, SXP/YA T — RIKAE T HEGICK L CTHH/RICERET S 2
Eh, TAALRACK LT B VLICRETHZ B TEET, SXP/XAY— REINAT
EHD EFEAN, HEHTLHZ EEHERLET,

BT A SXPHEFHTISXP A —H—F721LSXP U AT —L LTRETAHALENRHD £
T, A= — TS L) AT — T3, AT IP-to-SGT 1HHAZIE L £,

¢ EFILIP T RLAZBBE L TCEET OBMRTFIZERLEZY, BHEDOERETLIP 7 KL A
EREL TWARWETERICAHLTT 74V bOKRETLIP T RLAEZRELIZVT5Z
ENTEET, BEILIPT RLAREZEE LRWEGS, 731 AIE T~ OA X —

T2AADIPT RLAZERALET,

SXP IIEH DRy T HFF I LET, DF V. Cisco TrustSec />— K7 =7 PR — hxf&sk5
A ZADET M CiscoTrustSec N— K7 =7 iR — DO RANTHHDHHEE, 2HZBOE T 13—
R = 7S ETICEGETHETIP & SGT O~ v B FIEROGIHELZMHGE LT, 3HFHOE
T ~D SXP Bt R ETE £, T/ AL 1 oD SXP HEfE TILSXP U AF—L LT, Blo
SXP #ifst TIZ SXP A —H—& L TRETE ET,

Cisco TrustSec 7 /XA AL TCP F—TF T T A4 7 A W= A LZMEHL T, SXP BT & Ok & #t
FrLEd, E7ERAMFEZIIEIET 72012, T35 AR E A RE2 R THIM 2668 L
THHRD I T 20, RN RENLHIRIND £ TR O 20 K LEITLET,
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3k TrustSec fBED R K= > T D=0 LA ¥ 386T 52—+ [}

JE TrustSec FEIEH DA /N=2 5 DF-6bDL 14V 3SGT 5

VRAR—k

237w N D3JE TrustSec & 564G & L C Cisco TrustSec N A A > & @5 &, Hi77 Cisco TrustSec 7
INA RIS AR Y 8T — 271287 kN EERET D RIIZ Cisco TrustSec ~ v 2 —3 KL OV SGT % Hl|
BRLET, 270, ROKIZTRT X2, 2~ v EABIO Cisco TrustSec K A A > ~D /A E
(28 %3 TrustSec N A A v Zi@ihd %721 D&, Cisco TrustSec L ¥ 3 SGT k7 > AR —
MEREZ M L C SGT ZAfRr C& £9, Z OHEETIZ. HiJ Cisco TrustSec 7731 A i, SGT
DA —%aFLESP ~y ¥ —%HH LTy e 7TEMbLET, BTSN
7> MR Cisco TrustSec K A A NZE|ZET 5 &, AJJ Cisco TrustSec 7 /341 A X ESP 1 7
AL ZRER LT, SGT O3 > M &R L E T,

6:3E TrustSec FA A VDRIN=2 Y

: TrustSec-.-' :
domain

Switch 1

== == Unprotected link
— Protected link

St . PR o : domain
g . -'_'—’ i - /
/4 Non-TrustSec /
. domain ' /
N~ Switch 2 —_— :
W o @ Nl

.
53087

Cisco TrustSec L' ¥ 3SGT 7 AR — K &H AR — 457D, Cisco TrustSec AJJF 721X
HAOLvA ¥ 35— b A & L THEET 29T XTHOT /31 A(X, U E— b Cisco TrustSec K A

A ORI T Ry M EROLOFEBNORN SN TRy Ne—ERRTHINT T 4>
7R V= T AR R MR T DTN B Y £9, Cisco Secure ACS 76 HENIZ & 7

0— RCERWEE, XA AT LT —FRXR—A = FHCHRETEET,

THA AT DDOHR—= b PpH LA F¥3ISGT h TV AR = T —=HZEFEL, HOR—FTLA
¥3SGT F 7 VAR — T — X EZETEETHN, ANBIOHE A — kD553 Cisco TrustSec
XIaD/N—= R 2T THDH I EBNNETY,
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[l VRF-Aware sxP

Cisco TrustSec D E |

\)

6=

Cisco TrustSec IZ L1 ¥ 3SGT F T v AR — bD A TNy bEEEFLLER A, FE

TrustSec N A A L &i@iET 537 v M &ARH#ET 5729012, IPsec 78 E DM OR#EF AR E T

£

VRF-Aware SXP

BHEN—T 4 TBI T+ U—F 47 (VRF) @O SXP DFEHET, ¥FED VRF & SXP #f5¢
A R LET, Cisco TrustSec ZHZNITHHIC, F*y hU—7 FARa YR A¥2E7-
LAY 3D VPNIZKH L TELSEESINTEY, 7 XTO VRFREEINLTND Z & &I
BLLTVWET,

SXPVRF 7 R— K, ROXHICF LD ENTEET,
1 DD VRFIZIX 1 DD SXP e DI m /XA RTEE T,
« 3D VRF NEHET D SXP ET 23 ETIP 7 RUAEFORGEMENH Y 97,

« 1 D0 VRF TFE GBIMEIZTHIER) SN7-IP-SGT~ v B> 7%, WL VRF KA A T
DHEHFTEET, SXPHEHITIR/ARD VRFICNA V RENE~v v BV 72 F T 8
Ao SXP #4573 VRF THE T L7e WAL, £ ® VRF @ IP-SGT v v B 71X SXP 12 k-
THEHINEFA,

e VRF Z L IZHEOT FL A 77 I YR R—FENTWET, ZDO7=0, VRF KA A
D 1250 SXP #6i7° IPV4 1 L OV IPV6 i 5D IP-SGT ~ v ¥ o VM Hifinit TE £ 4,

¢ SXP IZ1Z VRF H7- V) OB L OVIP-SGT v » B2 ZHOHIRBIZH V £8 A,

L 1 % 2 VRF-Aware SXP £ &K U VRF DY 1T

VRF 725 LA 7 2 VLAN ~DOE| Y 24 Cix, ctsrole-based |12-vrf vrf-namevlan-list 7 = — 31
AT 4 Falb—varavy RCHRESNET, VLANIT VLAN EIZIP 7 RLARHEE S
NTeAAL o FARAEA V2 —T = A A (SVD) BN72WRD . LA ¥ 2VLAN & A& ET,
VLAN @ SVIZIP 7 RLUARFEESND E, VLANIT LA ¥ 3VLAN (272D £,

ctsrole-based 12-vrf =1~ R CERE SN2 VREEIV 24 Tlk, VLANAL A ¥ 2VLAN & LT
MR SN TWAIET 77 47 T3, VREFOEID K THRT 77 ¢ 77202, %8 L7z IP-SGT
NRA T 478 VRE & IP 70 ka3 — g AZBEAHT Dk i #~— 2 (FIB)
T—=TZBMENET, VLAND SVIRT 77 4 71275 & VRE 2>5 VLAN ~DE| ) 4
TWIET 7T 4 712720 . VLAN THFEHINTZTXTO/NA > K3 SVI O VRF [ZEHEA T 5
N7 FIB 7T — 7 VICBEN S LE T,

VRF 75 VLAN ~DOEID Y Tix, BIV Y THRIET 7T 4 T o THRFFSNET, SVIN
HIBR SN2, £7RIESVIDOIP 7 FLADRENERINT-GARICH T 77T 4 7S E T,
BT 77 4 b &ni=5H4. IP-SGT /31 > RiZ, SVI ® FIB ([ZB#fAH1T H7= FIB 7 —7 /b
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| Cisco TrustSec DI E
Cisco TrustSec DHEREBEFE DB E .

7B, ctsrole-based 12-vrf =~ 2 RIZ X - THIV 4T o7z VRF ICBEST b/ FIB 77—
TVICRSNET,

Cisco TrustSec DH:EEFEFE DT E

WOEIZ, ZOEY 2— /L THHTHHED Y J —2B LOMEEEHRZ =~ L £,

IO DOEREIE, RSN TWARWRY | BAShY V=R LUEOTXTDY J—ZT
fEATE X3,

)= tae HEERR

Cisco I0S XE Fuji 16.9.2 | Cisco TrustSec Overview | Cisco TrustSec |, 2 TX 5% v |k

U =2 TNAAD RAA VBT %
ZEEoTEFaT Xy NI %
ML ET,

Cisco Feature Navigator #ff 35 &, 7T v b 74— BLOY 7 b =T A A=V DY R—
NMEHZ TR CT& £7, Cisco Feature Navigator (2%, http://www.cisco.com/go/cfn [#GE] 726 7
72 ALET,
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. Cisco TrustSec DHEEEBERE DM E
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=9=
=% =R

REST TD SGACL LIREBET—2DF Y
O—k

ZDFEY 2—/L T, RESTAPI TO SGACL BXUBRET —# DX v m— RIZOW A
LET,

« REST T®? SGACL L EREET — X DX v v a— RORHEEMA (21 =)

« REST T? SGACL LT — 4 DX v u— ROFRIEE (22 X—)

« REST T?D SGACL LEEET — 4 DX v ra— RZETLEHR (22 —)

« REST T?D SGACL L BT — 4 DOX v — RERET HHE 27 3—)

« REST T?D SGACL LEREET —4 DX v a— R (32 3—)

« REST #% /& C?D SGACL LEREET — X DT /Ny 7 (33 _X—)

« REST T? SGACL L BT — 2 DX w7 o m— RORER (34 ~—)

« REST T? SGACL L BT — 4 DX v u— ROMAERIE (34 <X—)

REST T SGACL L IRET—A2NA > O0— FORHIEE
15

« Cisco Identity Services Engine (ISE) DO/N— 3 (X2 7 UBTHILENRH Y £,

e Cisco TrustSec X htnT 23 A A%, Cisco I0S XE Amsterdam 17.1.1 AED U J — 2 2 {FH T %
WVBERH D 9,

*CiscOISEDR Y U= FNAAREZHEHLT, Xy NT—=T TN, ZADIPT KL A
(NAS-IP) 725 @D REST APl 2 — /L& FFA[ T D EZ GO HMEN B Y £3°, Cisco ISE
RETIHESNIZT /N, AID & /RA T — RiZ, CiscolSE~DRESTAPI 2—/L %47 9 F v
NI =TT NRA R L5 TCa—P—Z L RATU—RFRLLTEENET,
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REST T SGACL L BHET—2 D4 a—F |
B resTcoseAcL LBEF—50F YL O— FORIKER

REST T SGACL L IREBET—42 D4 oO0— FOFHIFE
i

* Cisco TrustSec DFBAIZHE (CoA) 1%, 7'm h=/b L LCRADIUS Z#fEH L £,
« ERS —"—RK— k& LTHR— b ERDHDITHE—F 9063 7215 T,

o = N—DREHEBRIZ, BRET—X D) 7Ly v aBIXRFINLEEA,

« = N—=T LI 1 DDTEAERI R A A 4 (FQDN) OFZBHR— kT,

«RADIUS DA, IPV6—_"—% N LR o—DF 7o — RiIhR— ST ERE
/Vo

REST TO SGACL ¢ IRIBET—42 MDA vO—FIZEAT S
S

REST T® SGACL LIRIET—A2 DSV 0— FOME

Cisco TrustSec I, Cisco Identity Services Engine (ISE) 7260 R U r—D7mnEya =7 LR
Br—420OF 70— RIZRESTX—AD h T AR—bh7 o haL&xFEHLET, RESTX—
ADT 1 k3T EEVEICER., LIETO RADIUS 7o b aL kv &, EfEEo&sWEER
XaT 4 IN—TT7Aarbr—/L AL (SGACL) RV v —BIUOBRET—% D
TuvrYa = Rt E 4,

Cisco TrustSec 5 — # @ REST API X— 23 L TNRADIUS X— A D X 7 11— ROl S5 8P 7R —
FENTWET, L. 1 DODTF R, ATT /T 4712 T&E5H 70 hanil >0 T,

REST X—ZAD 71 kL35 7 4/ b TH2S, ctsauthorization list =~ > REHRETHZ &
T, 71 3 )L% RADIUS ICEECTEx $£9,

)

() Cisco TrustSec DFEA[ZAHE (CoA) (X, Hl&Hix 7 v h=)L & L CRADIUS Z#fEH L £7,

Cisco TrustSec ¥ = UV F 4 ZL—F 77+t A2 a2 ro—/)L J A (SGACL) tBEET—X
. RV —DA VA N=NBICT 7T 4 TTNRA AN AL N T, AR ENE
4, 727 L. RESTAPI ¥ E-ldt v a v iZAAS v FA—"—H R ENEEA,

PR —=TL 28 DDIPVET KL AL 8 DDIPv6 7T KU ANY AR — h ZfLE9, Cisco TrustSec
T NA AL, Cisco ISE B D 429 & 2 — REZIFANE T, ZOIE=— NiE, #AMIC
72% & CiscoISEIZ Lo TEEENET, FFEDY—N"—D 429 5K a— REZETHL. 7
NARFY—NR—%T v FELTv—27 L, UAMNOKRDOY—N— (FTF A4 X— KL
ZVU 7)) I ELET, ROFRITIX 60 iZIZIThitE T,
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| REST T SGACL LBET—4DAYrA—F
Cisco TrustSec IR T —4 .

Cisco TrustSec IRIET—4&

BREET— # 1%, Cisco TrustSec {EfEA M+ 2EHT — ¥ Tk &N 3, T34 205 Cisco
ISE ~DEREET — X ERIZ, ROT—F THERINET,

« TS, 2L TR, ADLRFTEEE L ET,
o TNA AKKRE I BINT— X ERRELET,

Cisco ISE 5T /3A A~DBRET — X IGEIL, IROT —F THR I ET,
e TNRAADEX2 VT 4 T V—THT (SGT) : T /3 AL I|ZH-3 T Cisco ISE 7 5 H
mBInET,
o P—sX—1 X K : Cisco ISE TH & X #17= Cisco TrustSec — X—D VU X hZFRKRLFET,

* SG-Name 7—7 /L : SGT £ T /31 A4 DMDO~ v ¥ 7 TR LET, SGT 13T TH
REN, TAAL ZALITT X MER TR REINET,

VT Ly vali  BET 20N 7 by vash b E R LET,

Y

GE) s Cisco TrustSec IREE DT — X HH DO —E & LT, HERIIZE LIz ——2HIERI ., #
LG LIn— "= — "= X NMGEMEhET, Bk, ——U X hOHEF
N NLE S, P——D AT —H AN [Inactive] ITREINFE T, F/2, IPT K
L X DIRAEDS [Reachable] IZFRE SNVE T, WIT, T3 AL, #HfeOR Y —FR i
BIZFEDSNTH = —DGIE AT —F A ZFTHLET,

« Cisco IOS XE Bengaluru 17.4.1 LA TlX, VRF 2382 L0 ICHEIT A X — 4R ETE
F7, automatetester =~ RCvrf¥F—U— REFEHTLH L. 774/ NSO VRF O

HEh7 2 MEREEZAIMEL £T,

VRF xfJi D BB 7 A % — % 6E S 5 121%, global config ipv4/ipvé source
interfaceinterface-name vrfvrf-name =~ RZRET HLERZH D 9,

2y RIT—=OTFTNARES—N—EDAytE—2T70—

ROBL, Ky T =27 T8 X &P —"—[]D REST 2 — /L O E AR L TWET,
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B <77 29— n—moA*ve—o 70—

REST T SGACL ERET—4 04—k |

7: 32y FIT—9TFTNAREHF—N—DAYvE—T0—

Network device

Cisco ISE

Cisco HTTP HTTP Cisco
TrustSec Client TES TER HES TGE Client TrustSec
SGACL/env-data request
!
> SYN
o
SYN - ACK
<t Q
ACK
Certificate T -
validation TLS handshake (client hello) Retrieve
e | [ > SGACL/Env-data
( Username
\ - TLS handshake (server hello) )| password “_\I
| [ validation J
REST POST hitps:server-ip:9063/apiname €<
(Username, password) /’
< > -
JSON Parsing
9
\
P TLS connection close FIN, FIN-ACK, ACK )

* Cisco ISE REST API #—E & (X, A — b 9063 T Transport Layer Security (TLS) 1.2 #—
N—=%F4T7958XaT7 V7 NTETIN., SGACLBLUOBRET —# DRy NU—7
TN ABERE WL E T,

o TA AT KD TLS Bt OMENLIZIE MakeorBreak] D7 7o —FMEH S, T34 A
& Cisco ISE DRI 7e TLS $5f6¢13 0 8 A, TLS $E0NHESL ST, & DHEfi
ZHEHL T, T30 2 BEED Y ) — A ® Uniform Resource Locator (URL) 2%k d
REST APl = — /L &2 EETEx £9, T XTOREST ERBUEIND &, — =050
TCP-FIN A vt —UIZ Ko THf A Il S E T, #H LW REST API 2 — /L &2 K53 51T
E. ==L O LW A LT D ERH D FT,

o T8, A/ Cisco ISE ~D REST APl = —/ L%, TCP ##t DML CRtGE N E 4, T/

A ADE D N1

L

T[T B0, T ADIP T R A& LT Cisco ISE iR &

TAHMENHY £3, CiscolSE THRESNTWRWEETIP 7 RL 205 D TCP #:
Kz Ry 7ran, BEo V7 B™ERSnEd,

o 2 — P =L L XA T — R : T TP RESTAPI = — /L2,
Identifier (URI) ~D7 7 AZBERT ABEO2—F—4 L AT — R
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| REST T SGACL LBET—4DAYrA—F
#ys—p—n—ozRze [

75)% U i‘?“o :O)nuu ﬂ V) N ﬁ%/\%bi%%%ﬂi U V*‘XAO)771227F§75:HEF§“6
EREESTONEIRETEET,

* Cisco ISE & @ TLS B & IEWZHENL T 2 121F, —"—%EHET 572D, 731 A
P N—FEHEBEAL F/ZIIPEM & 7 A hARA > b & LT (cryptopkitrustpoint =2~ >/
REfERLT) A A=AV DR0ERHY ET, Y—"—GEHEOT 4 T—TV b
FREBLDHRETZ I AR —R L, FTANKA Y bOT AL RZA VA =T HHNEE

HVET, V= N"—FEHEOMEX—DA KR — MNILEDH D THA,

« TLS B DFEL . T /3 A EOHTTP 7 74 7 > M, EE S iz ¥ — AT CiscolSE
~@ REST = — /L ZBtA L £,

R —H—/N—FIREE

BH D HTTP AR Y 3 —H— 3= Cisco TrustSec 7 /31 ATHEINTWET, — —N %k
WEhdE, TAAL AT —R—ZFHL T, y—_"—BF v FLLT~v—Z ENBET
Cisco ISE &0 e L £,

P R—DBIRIZIT 2 2OZ A TR H D F97,

JEFFEFR D OBIR © ZHUTT 7 A0 FOEETT, PN —=RRESNIER (N7 >
JH—=_=U R ) FlFFvra—REShEF (774 _— b h—"—U X ) T
RENES, F—"—NBIRIND L, ZOT A ARNT Y FE LTy —7 SNDETH
Mah, £ORICY A FOROY—"=NERS N ET,

REET — 20N EFIZF v n— R, ==V X FPERAREIC RS L, ZRbD
Y= N=INTTAX= P —=_"—VJ X MBS ET,

o TUL DI — N TS ZATHEHBEOHTTP AR Y & —H— =R E STV D5
B WICRINCRE SN —N—RNBINENDH L, 1 DD CiscolSEA > A X A A
FHZ7e B AREER SV £9, ZORWAEFERET 511X, KT A ATT U H LT —3—
EIEBIRLET, TV X LRBFENT AL AL TERSIL, ZOFFITESNTY—A
DBEBRENET, TNA AT LT HLRFFEERT DL, T3 ADO—EDHR—
RID & Cisco TrustSec 7’122 ID Z#fiH L CTELIE Y = L —Z 28I L £ 97,

P N—PNBIRSIND L, =R —=RTF v FELTY—27 INDHET, UBEOTXTOHE
KRB Z OV —NR—ZEEFEEINET, V=BT v RIZRD L, T L — " —&R
0y I INROT TA T — "= @INLET, LY —R"—2RRT D55, 77
T AT == T v R —"—XBMENEEA, T—"—FFL00HED
7T

BIRES N — == (ERSNTEHE) % (T 7 7 4 77— — D %) .

P—R—RNu v 7 %2T7 XL HFRITEET HITIE, ctspolicy-server order random =< >
REfEHLET,
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REST T SGACL L BHET—2 D4 a—F |
B+ —crrrLzomrIne=

H—/N—EIP7RFLRDERTOER

P N—RRONEFEIE, 7T AR b 2 b (FeS— U 2 f Ao m— RO &
LTxE) ATV v ==X (REFHI— =) DIETT, ZhbDHF—s3—1
A NNTONEFIEL, ctspolicy-server order random =~ > RBSEZhNE S inlc kST, 7
S LIRERE TN ER VD IEIRO LD 502720 9,

CiscoIOS XE 17.2.1 LIED UV V) — 2 TliL, P— =T L 1ZEE D IP (IPv4 & IPv6 DifiJ5) 7
RLUARHFR—FENTHWET, IPRIROIARFIL, IPvd 7 KL A, IPv6 7 KL A, FQDN O
IEC9,

OB aryTiE, ==L P 7 FL ZAOBIROMAHAIHOWTEB L E T,

1. FNRAREZNDTCT = T v 7 T5HE, TV v REFEHR) UARNSLT— =N
BIRINET,

2. ctsenvironment-dataenable =< R3RTE IV TWBEE. T8 AT/ T ) w7 H—
N—%fEA L TCiscolSEmH7 7 A4 _X—hHh—NR—J 2 2 Fyra—RFLET,

3. TITAR—=RF) A NEBEEFIZZETDHE, BROTRXTOERTSTA X=X &
FERALET,

4. P—R—=L IPT7 RLVREEIRTDH L, T4 R IV — =L P T FL ZADOMAEHHE

M LT CiscoISEIZ#k LET, ZDOV—"—iL, WEDOESIZEKT 5 £ T Cisco
ISE &0 LET,

5. TIAR= KA NNOBIET 7T 4 T2 — =SB EZE L0188, 7
NA AZY A MHNDORDY— =D B2 F9, = "= WD TRIREINT=ZHA
IPIBIR Yy 7 IIRPIOFGERE/R IP £721L IPv6e 7 L AR L £1,

6. P—R—=L IPT7 RLVREBIRT DL, TS RFIF T EHETHEHEINET,

7. TIAN—RI XA PMHDOLEDY = S—ITHEETERWGEE, 7/ AT A7V v 7Y
A2 MADT ==~ DEfR R ET, =" —2AAf v F 7y 7 LIPEREL, 7
TANR—=FVRAREANTY 7 JARTRUETT,

8. P —R—DEFL, ==V 2 RNV Ty a2 &N E ZIZORThbNET,

9. TIANR=FP—=NR=URKLRTY v TP ==V X RDOMEF DT RCOH—/3—
I L TWBEHA, T8 AP —R—LIPT RLADRRE Y v 7 27T 4 _X— 1
A DOYEHED G FEE) L E T,

10. HBEOY— =L 1P T RLADMAEOEIZEENKETDH L, T35 A1 60 BRIFF
L ThHhoE LWLMASDLEZRITLET,

Y—N—OEMEF T v 5

P —R=NEMEL TWBNE D )ik, BRET — % £721% SGACL K % Cisco ISE (2158 L 7=
BBl EnNET, = =N Ph—N"—J 2R DL L THREEITF v e— RRan=#%
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| REST T SGACL LBET—4DAYrA—F
REST TO) SGACL L BT —4 04 0— Fa&Ed 55% |

. AR O 7 = —X3H 0 £ A, TN DO —R—=RTFT—H T, TXTOHY—
IN— M A T THYHTT,

BRI CiscoISEICIEE &N, —NRN—[CRIFETE QWS EHIUSENEDN-SE. —
NR=IT v FIREEICBITLE T, —_"—FR Y v 7, RLP—"—=L&KDIP T KL A
(BEOT FLANRHREINTWAEE) 28R L T, Cisco ISE ZRDEK D v FEIEXEL
F9, T /51 A Cisco ISE 2> HmARIGSE (HTTP429) Z%{EL7-HA. vy 73U A k
WNOWRD Y — N—Z IR L F9,

P R—F, WOWVWTNNDOBEBETT Yy RELT—27 ENDAREENH Y 97,
WEINZIP T RLRIZEETE /20,

« W= FESNIELL R0,

«IP7 RLAZFFDCiscoISEA Y AZ LV ANRK T LTND,

* CiscO ISE ~DA V' H—T = A4 APFL T LTINS,

« Transport Layer Security (TLS) o R = A ZIZRK LT,

cHTTP L AR ADX A LT T b,

s RALVAPELLSFEEIN TR (RAL UAMERA SR TWDAER) |
P R—=IZFFIP 7 R LR & RAAL DM REE SN TV DHEE. FFIP 7 R L AR
BREnET, HIP 7 RLASNDISERRWEA, T8 AL RAAL A TRITLET,

FRUIP 7 RL R & RAAL 4D A2E0RINEEZE LeWGE, ——d7 v F& LT
~—7 ENnNET,

TITARXR—= R A RDTRTOY—R=RNT >y FELTv—273INbHE, 7L RINT Y v
JIUARNEMFHLET, HOOTXTOY—NR"— 7y R L Tv—2r&hbde, BEAT=
RLMBBENE T, T34 AL, KD Cisco TrustSec E3R (KU —DVY 7L v o, Bl
T—=ADHZ T A= RERITZ)V 7Ly al) EHEL, TRXTOY—NR"—%2T 747+ L
Tv—27 L TH v rm— RE2iadTLE T, #H LV Cisco TrustSec R D kU =732 W56
PR —I Ty RREOF FI2R0 £7,

REST T SGACL L IREBET—42D4A O O0—FEHRTET
B

A—HF—ZENRT— FDEE

T A ZATHRET HHMNZ, CiscolSE Ta—H—4 L/NATU— RZRESTAPL T 7 £ A or 7
A UEHE LTEHRELET, FHMIZ OV TIEL,  [Cisco TrustSec Policies Configuration] D D
[Cisco TrustSec HTTP Servers] £7 3 a3 V2B L T Z &V,
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FERAE BB DRE

\)

REST T SGACL L BHET—2 D4 a—F |

6=

ctsauthorization-liss ==~ > K& L T RADIUS X— 2 DR EZRARIT L= & T HTTP X—

ZDRERDT TIZHAN 2o TS, ar— RO T — A v —IURNERENET,

Error:

'cts policy-server or cts environment-data'
Disable http-based configs, to enable

related configs are enabled.

'cts authorization'

FIE

AV RFEEETIa Y

S

&M

enable
B

Device> enable

¥ibE EXEC E— REZ A% LE 1,
e NMRAT—RKEANLET (FRkEhn

=56

o

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
ET— FEBBLET,

ATvT3

cts policy-server name server-name

1

Device (config) # cts policy-server name|
ISE-server

Cisco TrustSec R U o —H— N—%RE
L. R v—P—R—ar7 Xzl —
vay E—REBLET,

ATv74

exit
1 -

Device (config-policy-server) # exit

R)—P—=R—a 7 Xzl —3
VE—RERKRTLT, ZJa—)L ayv
TA4F¥2l—ra B —RNIREDFET,

ATy Th

cts policy-server username username
password {0| 6|7 | password} {password}
fi

Device (config) # cts policy-server
username admin password 6 passwordl

AP L RRAT— RERELET,
GE)

TNA A TRET DA, Cisco ISE T
ZDa—Y—4 L XA T — K% REST
API 7 7B Afou 7 A fEH L LT
TERT 2 L ERH D £77,

ATvT6

end

1

Device (config) # end

Ja—\)yary7Z 4 Fal—a
E— N&&T L, FibE EXEC £E— NI
R0 E9,

=JL ==

AEBAE B DEXTE

= F—=7 ¢ OFEFER (CA)

R DI, ROFIEZZEITLET,
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| REST T SGACL LBET—4DAYrA—F

FIE

Cisco TrustSec /R ') —D A HoO— K .

AR NFERERTOVa Y

=)

AT w71 |enable FiHE EXEC E— FE AR LET,
fi e NAT—RE AN LET (ERSh
Device> enable =58 .
R w 72 | configureterminal Jua—\)ary 74 X¥al— gy
Bl - T— FEBHLET,
Device# configure terminal
A7 73 |cryptopki trustpoint name KT A RRA VB LORRE S 4R
15 - ZFEELTC. CARNTFARKRAS LV F v
Device (config) # crypto pki trustpoint A4 Fal—vay T }\%F}ﬁﬁé L=
mytp 7ro
ATy 74 |exit CANTFAIRA L hary7 4 F¥al—
Bl varvE—FEHKTL, Za—rL =
Device (ca-trustpoint)# exit <A :‘?:L b—va s T ]\L:)j:é @ i
D
27w 7 5 | crypto pki authenticate name AR (CA) FEBIEZ S LT, 3k
Bl LET, GRS 42 H—7 ) b &
Device (config) # crypto pki authenticate FT=v7 ‘?é 4:09 ;k&b %ﬂf:%{i\\ k]
mytp %74’:/7'7‘—79:/]\%7‘31/7L/i
D
G¥)
CAGFENR a7 Falb—T a2
FTTICr—RFINTWIHE, 20
~ v RiEA 7 v a T,
27y 76 |end Ju—sN 3y 7 4 Ral—ay
i - F— FEHT L, Rt EXEC £— R

Device (config)# end

RV £E7,

Cisco TrustSec 7R ') —D A >O— K

ctsrole-based enforcement /. Cisco TrustSec R Y v —% 7o — R4 5L )T TICRES
NTWDBYLERSH Y F7,
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. Cisco TrustSec 7R!) o —DEHoO— K

FIE

REST T SGACL L BHET—2 D4 a—F |

AU RFEEETO 3y

B8

ATy T

enable
5 -

Device> enable

¥ibE EXEC T— F&EANZ L £,

e NMAT—REANLET (FRE
N8548 .

ATv T2

configureterminal

51

Device# configure terminal

Ja—) a7 4 FXal—r g
T— F&EBHBLET,

ATvT3

cts policy-server name server-name

% -

Device (config) # cts policy-server name
ISE-server

Cisco TrustSec R V) o —H— R— %R E
L, RV —H—nR—a37 1F=
L—y gy B— RFEBBLET,

ATvT4

addr ess domain-name name

1 -

Device (config-policy-server) # address|
domain-name domainl

RY S —HP—R—D KA LDT K
LAERELET,

ATvT5

address {ipv4| ipv6 policy-server-address

1 -

Device (config-policy-server) # address|
ipv4 10.1.1.1

Device (config-policy-server) # address|
ipv6 2001.DB8::1

RNY =P — =D IPv4 £ 721% IPv6
T RLAERELET,
* Cisco IOS XE Amsterdam 17.1.1 C
X, IPv4 7 RL ADHNBYHR— K
INTWET,

ATvT6

tls server-trustpoint name

&1

Device (config-policy-server)# tls
server-trustpoint tlsl

MU AR—=F X2 T DT
ARNKA L FERELET,

ATy T17

timeout seconds

51

Device (config-policy-server)# timeout
15

UER) IEED S A BT b E UL
CRIELET,

« T 7 )L NI SHTT,

ATvT8

retransmit number-of-retries

1 -

Device (config-policy-server) #
retransmit 4

(EE) V—"=D0b0DKKRY F 74
AR E LET,

e T 7 F I ME4TT,

ATvT9

port port-number

1 -

(ERE) KD oK — 1
BERELET,
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| REST T SGACL LBET—4DAYrA—F

zg7r—snsa—F [}

ARV FFEREETIVa Yy

E:)

Device (config-policy-server)# port
9063

GE)

ERS ¥ —/N—D iR — hF 5L 9063 T
HOHLMENHY T, ZOR— T
IIERTXEHA,

ATy 710

content-typejson

1 -

Device (config-policy-server) #
content-type json

(f£7) Cisco ISE 7>5 SGACL B LT
RET — 4 ERET a7y HA
TERELET,

(GE)

FT 4N RTlR, ZOa~wy RRRE
SN TWRNWEAETEH, JSON 28
FUVEALTE L THERESNET,

ATy 7N

end

1 -

Device (config-policy-server)# end

R —P—N— a7 4 Fal—
vay E®—REKT L, FHE EXEC
£ F&:EU jz—g«o

RIET—20O4FHr0—k

HTTP 8kt (2§ 238501 > % —7 = A A, ip http client source-interface =~ > K T#g
ETHMLENRHY 7,

FIE

ARV RFERFTIVaY

=)

ATy T

enable
1 -

Device> enable

¥itE EXEC E— FE A LET,
e NMATU—REZASNLET EREN

=%8)

ATvT2

configureterminal

1

Device# configure terminal

Juau—)aryZ 4 xXal—gy
F—FzfmL£7,

ATvT3

ctspolicy-server device-id device-ID

1 -

Device (config)# cts policy-server
device-id serverl

BB — ¥ R % Cisco ISE IZEE T2
LR Y =P —"—=DF /A X ID
ERELET,

« ZDOF /A A 1D I, CiscoISE T
Xy NT—0 T IR TFINA R
(NAD) ZiBITH7-DIZEHL
b THLHVENHY FT,
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B restcoseacL emEF—snsy 0§

REST T SGACL L BHET—2 D4 a—F |

ARV RFERETIVa Y

B8

ATvT4

ctsenvironment-data enable

1

Device (config)# cts environment-data
enable

CiscoISEZO DEREE T —Z DX 7 m—
REHHIZLET,

GE)

ctsenvironment-dataenable =~ > K &
ctsauthorization list =~ > NIIARAIZ
22 BfRICH D 9, Znbo=
YU FE—fECRET DI LT TEE
A,

ATy TH

end

1

Device (config) # end

Jua—)LaryZ7 4 Xal— g
F— R&EHT L., 7k EXEC E— RIC
R E,

REST T SGACL & IRIET—

REALEONAFF T L £,

WD a~<

« show cts policy-server details name
BEINERY =P —_—ZlHTDERERRLET,

Device# show cts policy-server details name ise_server 1

Server Name

: ise_server 1

Server Status : Active
IPv4 Address : 10.64.69.84
IPv6 Address : 2001:DB::2
Trustpoint : ISE84
Port-num : 9063
Retransmit count : 3
Timeout : 15

App Content type :

JSON

» show cts policy-server statistics active
TIT 4 7R =P T LA R L E T,
activelZEFICa~vr REEHT L5 L. T XTOY—"—DFEHEFRPERESNET,

Device# show cts policy-server statistics active

Server Name
Server State :
Number
Number
Number
Number
HTTP
HTTP
HTTP
HTTP

: ise server 1
ALIVE

of Request sent

of Request sent fail
of Response received
of Response recv fail
200 OK

400 BadReqg

401 UnAuthorized Req
403 Reqg Forbidden

O O O b Wb O3

ADFIO—F
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| REST T SGACL LBET—4DAYrA—F
REST 2= < SGACL L B T— 407w 5 [

HTTP 404 NotFound

HTTP 408 RegTimeout

HTTP 415 UnSupported Media
HTTP 500 ServerErr

HTTP 501 Reg NoSupport :
HTTP 503 Service Unavailable:
TCP or TLS handshake error
HTTP Other Error

O W o oo o oo

 show cts server-list

BET X0 L TH Yy E—FRINBZYP—_"—DI A EFERLET, ZNHOD
PR —%, FTARX—= P == X FDO—FENZ2 D FT,

N

GE)  WOHAICIE, HTTP R—ZAD X v o — REBRAE RSN TN
F9,

Device# show cts server-list

HTTP Server-list:

Server Name : cts private server 0
Server State : ALIVE

IPv4 Address : 10.64.69.151

IPv6 Address : 2001:DB8:8086:6502::
IPv6 Address : 2001:db8::2

IPv6 Address : 2001:db8::402:99
IPv6 Address : 2001:DB8:4::802:16
Domain-name : ise-267.cisco.com
Trustpoint : cts_trustpoint 0
Server Name : cts_private server_ 1
Server State : ALIVE

IPv4 Address : 10.10.10.3

IPv4 Address : 10.10.10.2

IPv6 Address : 2001:DB8::20

IPv6 Address : 2001:DB8::21
Domain-name : www.ise.cisco.com
Trustpoint : cts_trustpoint 1

REST:XETO SGACL L IBET—A2DT/\v Y

BREET NNy 7T 5%, kD debug 2~ > REHEHALET,
* debug cts policy-server http
HTTP 7 AT 2 FDT Ny T A LET,
« debug cts policy-server json
JISON 7 AT 2 FDOTF Ny T MM LET,
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REST T SGACL L BHET—2 D4 a—F |
B resTcoseAcL LBEF—50F YL O— FOBES

REST T SGACL ¢ IRIET—A2 DA o O— KDEREH

Bl . A—F—KZLNRT— FDEE

Device> enable

Device# configure terminal

Device (config) # cts policy-server name ISE-server

Device (config-policy-server) # exit

Device (config) # cts policy-server username admin 6 passwordl
Device (config) # end

5l : Cisco TrustSec K ') —D & HoO—FK

Device> enable
Device# configure terminal
Device (config)# cts role-based enforcement
Device (config) # cts policy-server name ISE-server
Device (config-policy-server)# address domain-name domainl
Device (config-policy-server)# address ipv4 10.1.1.1
Device (config-policy-server)# address ipvé 2001:DB8::1
Device (config-policy-server)# tls server-trustpoint tlsl
Device (config-policy-server) # timeout 15
Device (config-policy-server)# retransmit 4
Device (config-policy-server)# port 2010

( )

#
Device (config-policy-server)# end

Bl RIET—2DSFyA—k

Device> enable

Device# configure terminal

Device (config) # cts policy-server name ISE-server
Device (config-policy-server)# exit

Device (config) # cts policy-server device-id serverl
Device (config) # cts env-data enable

Device (config) # end

REST T SGACL LIRIBET—2 MDA O— FDHERER
EE

WOFIZ, ZOFY 2—/LTHHTLHEDOY UV —AB L OEEEREZ R~ LET,
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| REST T SGACL LBET—4DAYrA—F
REST T» SGACL L B 7F— 2 ¥ o— FosiaE [

I OREIX, FRICHIRES N TWRWRY  BAINTY U —RLUBEDOTXTOY U —RAT
fEHCcEET,

J1)—2 tRE HRETRER

Cisco IOS XE Amsterdam | REST C¢ SGACL & B 5% | Cisco TrustSec (%, Cisco ISE 725 ™
17.1.1 F—OF T a— R [SGACLKEY v—DFubVa=r sk
F—HDH 71— K|ZREST ~— A
DITFTUAR—ITa ba Lzl
ES N

Cisco I0S XE Amsterdam | [Py AR Y o —H——|Z | R > —H—_—D IPv6 7 KL AR H
17.2.1 X % HTTPSGACL O3 | R— F SN TWET,

Cisco Feature Navigator i 425 &, 77 v F 74 —ABILRY 7 b =T A A= DHHR—
MEH % /5% TX ¥ 9, Cisco Feature Navigator |Z{3, http://www.cisco.com/go/cfn [FZ3E] 226 T
7EALET,
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REST TO SGACL L BET—42 040 —F |
B resTcoseACL LBEF— S 0F YL O— ROBERE
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==
=% =R

X)) T4 JI—TACLKRY O—DERTE

X2 VT4 IA—F T 78R arba—L XL (SGACL) LT, 2—H—L53
) ) —2D X2 UT 4 T —T0E) YT ANT, 22— —NFETTX AEEZEHIHE
T&EJ, Cisco TrustSec K AA NOKRY »—DiEHIE, #ho 1 SBREEFELEXF2V T 47
N—=TFT. b 1OOENEEE X2 )T 4 IN—=TEK G THDL, FAl~ Y v 7 ATHRR
ENET, < M7 ROKREOFK R ML, BETEX2 )T 4 7 A—T bkt Fxal
T AT N—TECUEESND N7y MIEA SN D LENH DFFAI 2 HEET 5. SGACL D
JEFF) 2 hEEH D2 ENRTEET,

ctFXaUT 4 VN —T ACL AR v —DOREDHIR (37 ~—)

X2 UT 4 Z—FDACL R —DfEH (38 <—)

cbFX a2 UT 4V V—T ACLAR Y > —DOFEHE (39 <—)

et X2 VT 4 N—T ACLRY > —DREH] (49 =—)

ctXa VT 4 N—7 ACL RV > —DREREIE (52 ~<—)

tXa)F 4T IL—TACLEKRY O—DFHETFEDHIRE

e N— R 7 OHIFRIZ L Y . Cisco TrustSec SGACL I/ — Ko =7 D/ b (CPUNT v
R) b7 74 v ZIC#EHATEEREAL, Y7 U =7 TOSGACL DX, A A v TR
A H—=TxAA (SVI) . LAY 2B LA ¥ 3D Location Identifier Separation Protocol

(LISP) . BIUON—T Ry I A2 =T A ADCPUNRT L RET T 4 w7 Z% LT
INANRASINET,

¢ SGACL RV > —%HETABIZ, IPN—T 3 % IPVAE 71X IPv6 5 JEtRTE (IPv4 &
IPv6 O FICHH) ICEE L7254 B HEER) | IPvd & IPv6 IZxf5 T 5 SGACL 7R U
VB VRF A VX —T 2 AN L TCRBICZ VR — RENEH A,

*SGACL RV v —ZRET DB, BEFED IP N—V g V&2 N—T g (IPvd £720%
IPv6 £7213 RKHE) ICAE L72a (Wb [EEL) | RADIUS ZfH] L T Cisco Identity
Services Engine (ISE) 72>5 DR AT (CoA) #FATTXFEH A, ROV IZ, SSH ZfEH
L T ctsrefreshpolicy =~ > FEZETL, FEITRI T —2 YV 7Ly a LET,
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tFa T4 HL—TACLKY —0%E |
B tr2v5o0—FoacKy v —ntEs

T 7N EDOT 7 vavikdenyal & LZSGTHA[ET NV EFHT 256, 73 AD Y
71— R#IZ Cisco TrustSec 78 U 3 —728 ISE r— R— L ESHIIC A v n— REnb 2 &
NHOET,

INZEEGET A2, T ATHIRY —2EHRLET, denyal 773> 3 23
SNTVLHAETYH, R =X T 74 v 7 &R LET, ThIZRD, T30 X
(TISEY— =R Y =Xy rn— L, ERINCFHFHRY) v—% LHEXTEE
To TAAASGT TR, Z/m— L ar 74 Xalb—vay = FTROAVY RER
ELET,

* ctsrole-based permissions from <sgt_num> to unknown

« ctsrole-based permissions from unknown to <sgt_num>

X2 F 4 FIL—TDACLR) o —DIEER

DB 3 TiE, SGACL AR Y v —DREICOWTHHALEI,

SGACLO X >4

P 778 AV A MZEoTRFATERITHER SN Ty MTHET 0 7 A v —U0,

TNRA AZK - TEIRENET, 2F V., SGACL & —#T 537 v hRbHoTHA/IE. £D
Ry MZBET A a Z@MmA v —URar =Lk EENE T, ar Y —IERENRD
Ay =D LU, syslog A v E—TZE T 5 logging console = v > R TEBLS U E

9, Cisco I0S XE Amsterdam 17.3.1 LARiO U U — &2 TlE, SGACL =¥ 7%, CPU HEHE D
AH = XN TITHITUWE L7z, CiscolOS XE Amsterdam 17.3.1 LA D U ) — 2 T, SGACL
2X 7N, AN EN R X 7 L— M A AREIZT D NetFlow N— R = 7 2 HT 5 X5
IR SV E Lz,

)

GE) N—FRUxzT7 THOSGACLEX 7%, a— ) _X—AT7 /%A arra—yL ) A2~ (RBACL)
TOHYHR—PFEINTHET,

SGACL % MU H—4 2\ D/ v MI7a—%1Ek L, T 27T 47 7u—=LT7 0547
7B —@NetFlow % A4 L7 U MIZNENI0OMEB LRI HGTrX o 7rEivEd, #“io 7y
ME, SHOMRBTIESNEZ, X rahEd, e 7 Ay e—VIET7 78X Y A M5,
N7y NOFFRIE T IXERICET 2K, N7 FOEEILIP 7 RV RAE ISP 7 KL
A, Ny RIATENTaA o H—T =4 A, BELOERTO Sy MICEF Al F 721385 S iz ik
BINLO/NT Y NI RENE T,
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| €F2uF4L—FACLKY S —DFEE
w2y 7 s—T ALKy v —oBEsE [

\)

G¥) ¢ /Nn— K7 =7 TO SGACL B ¥ 71X NetFlow 2 L TITH 2572, NetFlow ~<— A
OEBENA X —T =2 AA AZWASND E, TDA L F—T =2 A0 F U TIEH WA D
ZAXNTT =Ny 7 LET, NetFlow— 2 DHRENHIBREND L, FDA v H—T =
A ADNetFlow N— R =7 # - Lizu XU IRHEHENET, OO v F—T oA A
X, NetFlow N— R =7 &/ LCaX o 7 et LET,

o —PEIZT A RTHEHGETE D NetFlow E=4% —(X 15 57217 T3, SGACL v ¥ 7(Zi%,
IPv4 33 L OVNIPv6 1 X 7 HIZZE N F R 1 DD NetFlow & =% —3 LB T9, NetFlow &=
A =N X IR TE R20EA . SGACL v ¥ 73 LIRTD A I = X L% L TiTh
NET, LEREOD NetFlow & =% —MEHA[HEIC /2 572 5, ctsrole-based permissions
g~y R&EFEITLT, NetFlow "~ R =724 L TrXo7aHE N H—LET,

T AR N (ACE) (2, X¥ExmA— &R, sedh— &R, BLOEH
FoTa NaPSADT 4 — RRHAEES. e X ZIELREIO A =X L5 LTiTh
NET,

X2 YF4 9 IL—TACLEKRY O—DE/BEFE

T a T, SEIERSGACLARY —REICOWTHHALET,

SGACL-R!) o—m{ZREFEIOELR
SGACL RV v —%HREL TAX—7NICT BT, ROFEEAFEITLET,

1. SGACL RV v —®DFEIL. Cisco Secure Access Control Server (ACS) ¥ 721 Cisco Identity
Services Engine (ISE) D EIZAR Y —FHKERRIC K > TEITTH2RERH Y £,

SGACL R Y ¥ — DR EDH 7 > 1 — RIZ Cisco Secure ACS F 72 1% Cisco ISE D AAA %
R LARWEAIE. SGACLD~ v B 7R —52FETRETXET,

A

() Cisco Secure ACS F721F CiscoISE 2B F A F I v 7 ilF v rn— K& N SGACL R Y ¥—
1. Ao —HILVERBSNEZRY O —X 0 b EESNET,

2. =Ty RR—F DOHII T 7 4 > 72k 5 SGACLA U > —D3 2G0T 51,
[SGACL RV —@w#EH D 7 a— v Fihb) &7 v a ZidficsnTnsd Loz,
SGACL RV > —#HEBEZLET,

3. VLANKNDAA v F 73N T 7 4 v 7 FT7IX VLAN IZBEAT T L7z SVIITHERRE
ENADHMT77 4 v 7I2% LT SGACL RV > —Dii ZAFZ+ 512iE,  TVLAN (%3
% SGACL R YU o — D HDOAERME) 27 2 a »OFHBICHE> T, FED VLAN (6 LT
SGACL RV > —DiEHEZH I LET,
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B scacLkus—omRoso— LA

SGACL R >—DBERAD Y O—/\ILIEERE

tFa T4 HL—TACLKY —0%E |

Cisco TrustSec & 1 *r—7 /W Lic/—TFT v K A 4 —7 = A AT SGACL 7R U — Dl &

70— F—T ST HRERH Y £,

N—F v RA B —T x4 AZADSGACLRY > —D8f % A %2 — 7 W T HITi%. IROEES

fFOET,

FIE

ARV RFEEETIVa Y

=)

AT w71 |enable

1 -

Device# enable

¥ M EXEC T— F&ADIZ L £,

Tar T MPRFIRENTZHNAY — R E
ABLET,

R 72 | configureterminal

1 -

Device# configure terminal

Ja—nR_) a7 4 F¥alb— g
E—FZBBLET,

2w 7 3 |ctsrole-based enforcement

1 -

Device (config)# cts role-based
enforcement

N—T v KA H—7 A AT Cisco
TrustSec SGACL 7RV o — D&l 2 A %h
W LET,

AFw 74| end
f

Device (config) # end

Ju—Lar7 4 Xal—ay
F— R&EH& T L, FHE EXEC E— I
RO ET,

A3 —T A RAHE=YDSGACLARY —DEFERDEMIE

F 9. CiscoTrustSec #HNZI LIz —T v KA X2 —T = A ATSGACLRY > —DiEH% 7
R SNVCHENET D8RS D £, ZOWEIIR—F Fr o 408 —T =2 2ATEY

R—hShEHA,

LAY3 A4 X —7x A ATOHSGACL K L —0H &2 HMET 5I101E, IROVEEEITE

j—‘O

FIE

AT RFERIEFT7IIY

B8

AT w71 |enable

1 -

Device# enable

¥i#E EXEC T— F&EADIZ L £,

T T ERFRINEHRAY— K%
AJTLET,
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| e%2u7490—F ALK S—DBE

VLAN (=59 % SGACL K o —ns#in( =— Tt |

AU RFERETOVa Y

B8

ATv T2

configureterminal

1

Device# configure terminal

Jua—\)L a7 4 Xal— g
£ — F%Fﬁlﬁﬁébijﬂo

ATvT3

interface type dot/port
fi

Device (config)# interface
gigabitethernet 6/2

AVHE—T oA ABFREL, 4 H—
Tz A a7 4Fal—g ) F—
KZBAR L FT,

ATv74

ctsrole-based enforcement

1 -

Device (config-if)# cts role-based
enforcement

N—T v KA H—7 =4 AT Cisco
TrustSec SGACL /R V) — D&l 2 A % —
TN LET,

ATvTh

end

1 -

Device (config-if)# end

Ao B —T A Aa T4 Fal—3
v E— REKT L, ¥ EXEC E— K
RV £,

ATvT6

show ctsinterface

1

Device# show cts interface

UEE) A Z—T7 A AT LD Cisco
TrustSec A7 — F B L OHEHE R 2 F£oR
L%,

VLAN 2339 % SGACL R1) —DRFD A r—T L1k

VLAN NDAA v F o 73N T 7 4 v 7 £721F VLAN IZBEEA T a7z SVI TR E S
NEFT 74212 LTT 2782 3y ha— U Z#EAT 51213, BED VLAN (T LT
SGACL 7RV o — D58l &2 A X —T W T DLERH Y £,

VLAN £721Z VLAN U 2 NN T, SGACL RV > —Diffll %2 A x— 7 MICT D%, ROMEE

ZATWET,

FIE

ARV RFERFTIVaY

=)

ATy T

enable
51 -

Device# enable

¥itE EXEC E— RE A LET,

T T RRERRINZHNRATY— K%
AN LET,

ATvT2

configureterminal

1

Device# configure terminal

Juau—n)aryZ7 4 xXal—gy
F—FzfmL 7,
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B scaciz-5—=—rozE

tFa T4 HL—TACLKY —0%E |

ARV RFERETIVa Y

B8

ATvT3

ctsrole-based enforcement vian-list
vian-list
1 -

Device (config) # cts role-based
enforcement vlan-list 31-35,41

VLAN F 721X VLAN U A | Cisco
TrustSec SGACL AR U 2 — D sl & A % —
T LET,

ATvT4

end

1

Device (config) # end

Ja—nR_) a7 4 F¥alb— g
E— FEHKT L, BH EXEC £— NiZ
B0 x4,

SGACLE=%2—E—F®

o

ax A&

SGACL E=4 —E— RZRET LRI, ROFZEHERBL TSI,
» Cisco TrustSec A H NI 72> T\ 5B,

s T UHBEMMIIE S TN D,

FIE

aAvY RFEEEFT7II Y

=)

ATy T

enable
1 -

Device# enable

¥i#E EXEC T— &AL £,

Ia T ERFRREINTEHNAT— R
AN LET,

ATy T2

configureterminal

1

Device# configure terminal

Ja—) a7 4 Xalb—g v
E—RFZBRBLET,

ATvT3

ctsrole-based monitor all
1 -

Device (config) # cts role-based monitor|
all

Ja—N =R —F— RN LE
ﬁ—o

ATvT4

ctsrole-based monitor per missions from
{sgt_num} to {dgt_num} [ipv4 |ipv6]
fi

Device (config) # cts role-based
permissions from 2 to 3 ipv4

IPV4/IPv6 1 — )L ~_— A T 7 A 2
fe—n U2k~ (RBACL) (EF=al
T AT N—T BT N—T 2T
[SGT-DGT] X7) DE=F—F— %
M LET, 7
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| £%2UFcFL—TACLKY S —D8E
seacL KU o —nEnEz

AR FERRTIVa Y B &

AT v 75|end L ST e — s
Bl F— FZH&T L, R EXEC E— FIZ
Device (config) # end E D iwgﬂo

ZFw 76 | show ctsrole-based permissionsfrom (L15) SGACL EU s — LT 2L m

{sgt_num} to {dgt_num} [ipv4 |ipv6] T —F— FREREIC BT B 25N A TR
[details] L7, <SGT-DGT> X7 Zxf L TkL
1 TLDOFE=H —F— RBAETR o TN

=]
Device# show cts role-based permissions| 6%6\\ o< R Hjjjﬁ‘i\%ﬂ“éﬂi'@’o
from 2 to 3 ipv4 details

R T w 71 |show ctsrole-based counters[ipv4 [ipv6] | (f£#) IPv4 33 L OVIPv6 A X2 kD
i - T D SGACL A OREEHE & s L
E

Device# show cts role-based counters
ipv4

SGACL R —DFEIERTE

SGT & DGT OHEPHICANA > RENFEE—L_—Z T+ A a> ha—L Uz RNt HA b
T 7 4 v 7 &5 Cisco TrustSec A8 U 2 — T 5 SGACL #JE L £7, SGACL RV
—DEREIL. CiscoISE F 7213 Cisco Secure ACS DR Y o —EHRERE AT L CT1T 9 O F
T¥, SGACLARY v —%FET (DFVu—HWI) RETHITIF, B— L X—RAACL %%
E L., 7=/ _X—2 ACL % SGT OFPHIZ /A » RLET,

A\

() CiscoISE F721% Cisco ACS M HLENIC X 7 v — R E 72 SGACL AR U v —d, FEICTRE S
NERY =LA o%6, Thz EEXLET,

IPv4 SGACL K1) —DERTE LB
N

(GE)  SGACL BLU'RBACL 2% ET HHE. ARiff& T /7 2arrun— U Xk~ (ACL) 137
VT 7Ry NTHELLEND Y 7,

FE
AU RFERET7TIV3 Y B#J
AT w71 |enable HHE EXEC T— RZAMIc L £,
f Ty NRERINTEHRAT— N
Device# enable ABLET,
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B rescac &y o —omE e Em

tFa T4 HL—TACLKY —0%E |

ARV RFERETIVa Y

B8

ATv T2

configureterminal

1

Device# configure terminal

Jua—\)LaryZ7 4 Xal— g
£ — F%Fﬁlﬁﬁébijﬂo

ATvT3

ip access-list role-based rbacl-name

1 -

Device (config) # ip access-list
role-based allow_webtraff

RBACL #/ER L C, w—/LX—Z ACL
AV 74X a2l —vary ®— NEBA
L/iﬁ—o

ATv74

{[ sequence-number] | default | permit |
deny | remark}
f

Device (config-rb-acl)# 10 permit tcp
dst eq 80 dst eq 20

RBACLDOT /& A a2y hug—)L =
VU (ACE) ZHEELET,
VRA R E T 782 VRN a7y
Xal—I gy EB—RCHEHTRERD
< RBLXOET T a v ORESE ., %
BB L 0%EE 7 + —V REANE L Cff
HT&EFET,
WD ACE ¥—7 — RiF¥R—r &N T
WEH A

« reflect

» evaluate

« time-range

ATy Th

exit
1 -

Device (config-rb-acl)# exit

=)L _N—ZAACL 27 fF 2L —
varE—RFREKTL, /r—L 3
Y74 F2lb—va s E—RNIREY E
—é‘O

ATvT6

ctsrole-based per missions{default | [from
{sgt_num| unknown} to {dgt_num|
unknown }] {rbacls|ipv4 rbacls}

1

Device (config) # cts role-based
permissions from 55 to 66
allow webtraff

SGT & DGT # RBACL 231 » RL ¥
T, ZOREIX. CiscolISE F 7~1% Cisco
Secure ACS TRRE INTFFAI~ MU v

I AT =22 AT HZ LI TV
7T

edefault : &7 /L FOMERRY & K,

sgt_num: 0~ 65,519, E(FL7 L—
TET,

«dgt_num: 0 ~ 65,519, %E%c/ /L—
TET,

e unknown : SGACL 3% = U7 ¢
IN—7 (FEITEIITSEE) 25
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| %2U547L—FACLKY S —DBE
ipvs seacL 1 o —niE ]

ARV RFERFTIVaY =)

ETERW ATy MO S E
TO

«ipv4 : RBACL N IPv4 THDH Z L %
RLUET,

« rbacls : RBACL D4 Hil,

AT 71 end JR—sN a2y 4 Xalb—vay
1 - T— F&#& T L., Fi#E EXEC £— FIiZ
Device (config) # end R D \iﬁ—o

R T = 8 | show ctsrole-based permissions (L%5) RBACL 22 \C %+ HHER % %
I ~LET,

Device# show cts role-based permissions|

AT 79 |showip access-lists {rbacls|ipv4rbacls} | ({£&) <X THRBACL £7-I3fEE S
Bl - 17~ RBACL ® ACE #F < LE T,

Device# show ip access-lists
allow webtraff

IPv6 SGACL 7R') —D&TE
IPv6 SGACL R U ¥ — % FEITHRET DIT1E,. ROEEEITHNET,

Flg
AU RFEEIETI I Y B8
AT 71 |enable FiHE EXEC E— REBAC L E T,
fi T T NBREREINTEHRAT— R
Device# enable Ajj Liﬁ_o
R T 72 |configureterminal Ja—\ ) a7 4 F¥al— gy
i - ET— RZHBLET,

Device# configure terminal

R 73 |ipv6 access-list role-based sgacl-name 4 Bt = IPv6 SGACL % {ERk L C. IPv6
fl 0—/L_—AACL 227 4 ¥ oL —

. > N - ~ -L\

Device (config) # ipv6 access-list Yary ' REMBLET,
role-based sgaclname

R w7 4| {permit|deny } protocol [dest-option | RBACLOT7 7 tEA a3y brmp—)L =
dest-option-type {doh-number | doh-type}]| 1. 1y (ACE) #45& L £+,
[ dscp cp-value] [ flow-label fl-value]
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B =ucscac &y o —zEAT 5%

tFa T4 HL—TACLKY —0%E |

ARV RFERETIVa Y

B8

[mobility | mobility-type {mh-number |
mh-type} ] [routing | routing-type
routing-number] [fragments] [log |
log-input] [ sequence segno]

1

Device (config-ipvé6rb-acl) # permit 33
dest-option dscp afll

WL T 727X YA N 27 4
Fal—vgyE— NCEHATRERD
< RBLXOE T a v ORES A, £
fEIEB LUBEH 7 + —/v REER LTl
HTx£9,
KD ACE ¥—VU— RiZ¥FR—hrENT
WEH A,

« reflect

 evaluate

« time-range

ATy TH

end

1 -

Device (config-ipvé6rb-acl) # end

IPv6 2— /L X—ZAACL 2> 7 4 X =
L—3 3y E— REET L, ¥HEEXEC
EF—RFIZRED £,

FEITSGACL R O—ZBERAT 5A&E

TFHE)TSGACL RV »—%wHAT 2121, ROEEEITVET,

FIE

ARV RFERFTIVaY

=)

ATy T

enable
R

Device# enable

¥itE EXEC E— FE A LET,

T T ERERRINTZHRATY— K%
AN LET,

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR) a7 4 F¥al— g
T FEREIBLET,

ATvT3

ctsrole-based permissions default [ipv4 |
ipv6] sgacl-namel [sgacl-name2
[sgacl-name3 ...1]]

1 -

Device (config) # cts role-based
permissions default MYDEFAULTSGACL

774V h SGACL #f8EL£7, 7
7 x4 kR =R R Y —
DIEEITL X2V T 4 T N—TD
Mz WEgGEa I S ET,

ATV

ctsrole-based permissionsfrom
{source-sgt | unknown} to {dest-sgt |
unknown} [ipv4 | ipv6] sgacl-namel
[sgacl-name2 [sgacl-name3 ...]]]

SGT 3 L' DGT (25 45 SGACL %
FEE L £9, source-sgt s KON dest-sgt &
fEFEPHIX 1 ~65533CF, T 74/ T
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| e%2u7490—F ALK S—DBE

seacL Ky v —oxxw [

AU RFERETOVa Y

B8

1

Device (config) # cts role-based
permissions from 3 to 5 SRB3 SRB5

IZ. SGACLIZIPVA TH D L A& E
ﬁ—o
o from : #1550 SGT Z+EEL £,

cto: 5Lt Xa VT 4 V=T RAs
ELET,

s unknown : SGACL 3% = U T ¢
TN—7 (KEILEIIsmdt) =5
ETERNAT Y MOEH SN E
7,

GE)

ACS OB A Yo n— K&z
SGACL RV > —i%., BADOFERY
=L b EREINET,

AT v 75 |end
& -

Device (config) # end

Ju—s v ar74Xal—vay
F— FZf& T L. M EXEC E— FIZ
RO ET,

SGACL K o —D xR

Cisco TrustSec T /3 A7 LT I ¥ /)L & AAA DR

T, WL —_R—nmb ¥ 7 ua— RNEh

7=y, FRIEFEN TR E S 7z Cisco TrustSec SGACL 7R U o — ZRiiEE T& £9°, Cisco TrustSec
I, AV F—T7 oA AT HEER L OFFR], SXP £72ILFEIP 7 FLAB X SGT OF
B~ oI Lo THLWSGT AT e h 2L (SXP) %8425 L, SGACLRY v —%

&Q]j:/m‘— F‘Li‘a—o

F—U— RFEMEHELITER LT, FF~ M) 7 A0 ELIT—HE2R R TEET,
sfrom F—U—RFZ2EMT DL FA~ P w7 ZADN T LANPRFIRSNET,
ctoF—U—RFRZEBTL L, Fal~ M) v 7 ZDITHREREINET,
cfromB LR toF—UV— FE2EAMT 2L, ¥~ M) v 7 AREKRERINET,

cfromBL P toF—U— KBFBEEEN TV B,

A~ NU w7 AWM 1 DOEBILNFE

REN., details®F— U — FEAEHTx %9, dealsh A1 EN7=5H4E. 1 2D% /L SGACL

D ACE BRFERINFET,

SGACL RV v —DFFr[~ U 7 AONEZFRT DHITIL, WOIEEEZITWET,
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B scackuo—ozw

FIE

tFa T4 HL—TACLKY —0%E |

AR NFERERTOVa Y

=)

ATy T

enable
1 -

Device> enable

it EXEC E— FE A LET,

T NRFIRENEHNNRAT— R
AN LET,

ATv T2

show ctsrole-based permissions default
[ipv4 | ipv6 | details]
1 -

Device# show cts role-based permissions|
default MYDEFAULTSGACL

FI7 4 FARY S —DSGACLD Y A |k
FERRLET,

ATvT3

show ctsrole-based permissions from
{source-sgt | unknown} to {dest-sgt |
unknown}] [ipv4 | ipv6 | details]

1

Device# show cts role-based permissions|
from 3

SGT 3 L U'DGT (25 95 SGACL %
FRE L ¥7, source-sgt 3 L UF dest-sgt D
TE&EPHIX 1 ~ 65533 T3, T 74/ T
IZ. SGACLIZIPv4 TH D L RS ivE
7

o from : EEC SGT ZHRE L £,

cto: st VT 4 T N—THFE
EL&TO

e unknown : SGACL 3% = U7 ¢
IN—7 (FEITEITSEE) 25
ETERWAT y MBS E
ﬁqo

G¥)

ACS Mo EIIC A v v — REni-
SGACL RV —1%. BEDOFEIRY
I BRI NET,

ATvT4

exit
1 -

Device# exit

¥t EXEC E— REKTLET,
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| €F2uF4L—FACLKY S —DFEE
gHon—kEhiSGACLKY v—nUTLyia |

Ayon0—Ka3nNntESGACLERY —DY) Ly

FE
ARV RFERETI a3 Y B#J
AT 71 |enable HHE EXEC T— RZAMIc L £,
f5i NRAT—REANLET FERINZ
Device> enable &) .

AT J 2 |ctsrefresh policy {peer [peer-id] | sgt AR — N — 5D SGACLAR Y & —0D

[sgt_number | default | unknown]} RIS 7Ly sn BT LET,
B - peer-id BHEE SN HA, HHIES
Device# cts refresh policy peer bWt 1:"7%%%@:%@@—@—5716 U —7

my cisco_ise

IRV 7Ly vaIhET, TT
DOETRY —EBHTHIZIE, ID
ZEE L7\ [Enter] L £,

« SGT HFFNHEE I N TN DGA .

Z®D SGT IZRHE T 5 AR Y 2 —721F
MY 7y vadnEgd, 73T
SGTARY =%V 7Ly add
\ZI&, SGT# 5 % 57+ 7 | [Enter]
EMLET, T7ANIRY —%
U7 Ly ad B2, [default] %
BINLEST, ARV —%2 Y 7
Ly a2 5IZiE, [unknown] % i
RLUET,

ATy 73 |exit ¥t EXEC E— REK T LET,
1 -

Device# exit

X2 F 45 IL—TACLAR) —DHFEH

kD7 a Tk, 8FEXERSGACL R P —OREFZRLET,

Bl : SGACL R >—DEAD Y O—/NILIEEFHIE

WIZ. SGACL RV > —D#EH%E 7 a— S VIZEHEMNCT HH%2 R LET,
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B s 5oz zprynseac Ry o—nEROEDIL

Device> enable
Device# configure terminal
Device (config) # cts role-based enforcement

Bl : 423 —TxA4XH=YDSGACLARY >—DFERDEMIE

WIZ, A v B —TxA AT EIZSGACL RY > — DM A2 T AH %2R LET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernet 1/0/2
Device (config-if) # cts role-based enforcement
Device (config-if)# end

{5 : VLAN [Z%19 % SGACL R > —D@EARADAEZNE

&IZ. VLAN FTSGACL RV > —DEHE BT 202 R LET,

Device> enable

Device# configure terminal

Device (config) # cts role-based enforcement vlan-list 31-35,41
Device (config) # exit

5l : SGACL E=42—F— FDHTE

wIZ., SGACL =4 —F— R&EHRETHHZRLET,

Device> enable

Device# configure terminal

Device (config) # cts role-based monitor enable

Device (config) # cts role-based permissions from 2 to 3 ipv4
Device# show cts role-based permissions from 2 to 3 ipv4

IPv4 Role-based permissions from group 2:sgt2 to group 3:sgt3 (monitored):
denytcpudpicmp-10
Deny IP-00

Device# show cts role-based permissions from 2 to 3 ipv4 details

IPv4 Role-based permissions from group 2:sgt2 to group 3:sgt3 (monitored):
denytcpudpicmp-10
Deny IP-00
Details:
Role-based IP access list denytcpudpicmp-10 (downloaded)
10 deny tcp
20 deny udp
30 deny icmp
Role-based IP access list Permit IP-00 (downloaded)
10 permit ip

Device# show cts role-based counters ipv4

Role-based IPv4 counters
From To SW-Denied HW-Denied SW-Permitt HW Permitt SW-Monitor HW-Monitor
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&S
iy

| €F2uF45L—FACLKYS—D
- seacL KU o—nFEnEz [

* * 0 0 8 18962 0 0
2 3 0 0 0 0 0 341057

5] : SGACL R > —DFEERTE

KIZ, SGACL NV v —Z2FB TRET 202~ L £,

Device> enable

Device# configure terminal

Device (config)# ip access role allow_webtraff

Device (config-rb-acl)# 10 permit tcp dst eq 80

Device (config-rb-acl)# 20 permit tcp dst eq 443

Device (config-rb-acl)# 30 permit icmp

Device (config-rb-acl)# 40 deny ip

Device (config-rb-acl) # exit

Device (config) # cts role-based permissions from 55 to 66 allow_webtraff

Device# show ip access allow_webtraff

Role-based IP access list allow webtraff
10 permit tcp dst eq www
20 permit tcp dst eq 443
30 permit icmp
40 deny ip

Device# show cts role-based permissions from 2 to 5

Role-based permissions from group 2 to group 5:
srb2
srb5

{5 - SGACL @ F &hiE

WIZ, SGACL ARV v —%2FECEMAT 262 RLET,

Device> enable

Device# configure terminal

Device (config) # cts role-based permissions default MYDEFAULTSGACL
Device (config) # cts role-based permissions from 3 to 5 SRB3 SRB5
Device (config) # exit

5] : SGACL 7R >—D KR

WIZ, BxX2U T4 IA—T3NLEEEINTZNT 747 DSGACL R v —0DFF
W~ b7 AONEEFRT DHHE2RLET,

Device> enable
Device# show cts role-based permissions from 3

Role-based permissions from group 3 to group 5:

SRB3
SRB5
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Role-based permissions from group 3 to group 7:
SRB4

— N O (o] N
X)) F 49 I)IL—TACLRY) —DEefEFE
WORIZL, ZOFY 2—/LTHHT KDY UV —AB LOBEEEHRZ T~ L ET,
INHOREIX, FRICHRES N TV RWRY  EAINTY U —RLUBEDOTXTOY U —RAT

fEHCcExET,
)1)—= HERE FERETR TR
Cisco IOS XE Fuji 16.9.2 | &%=V 5 4 7/ /—7 |SGACLZMH L T, —%—LsidktV
ACLARY v— V—=ADEX2 VT 4 T N—TDEY
YTITHESNT, 2a—F—RNETTE
LEEEHIETE £,

Cisco IOS XE Amsterdam | §£3E SGACL ¥ 2 |#EIEACLE X 212X Y . NetFlow /~—

173.1 R0 e 7 A LTI B AN L L
FCR¥ LSBT TEET,

CiscoFeature Navigator 55 &, 77 v 74 —ABI RNV 7 b =T A A=V DV R—

MEMH % 1% TX ¥ 9, Cisco Feature Navigator (213, http://www.cisco.com/go/cfn [JZFE] 226 T
7EALET,
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=% =R

Cisco TrustSec SGACL D /\{f 7RALSE Y
T A

Cisco TrustSec X =2 VI 4 FL—7F 77 A 2> ku—/»L YA~ (SGACL) X, Cisco
StackWise FifliZ R —F L TCWB AL v F TONA T AT YT 4 HfELRZ T HR— LTV
FT, ZOHFICEI>TAT— M7 AR EMEREMISIN, AL v TFRAE v 7137 7 & Al
T MY EFREH L, B TEET,

» Cisco TrustSec SGACL D /NA 7 XA Z U 7 ¢ OitEsRM (53 ~X—)

« Cisco TrustSec SGACL DA 7 XA Z ¥ U T 4 OHFIFIFEIHE (53 2—)

* Cisco TrustSec SGACL DA 7T XA Z U T 4 IZBTAFHR (54 —)

» Cisco TrustSec SGACL O/NA 7T XA Z E U TF ¢ ORER (55 _—)

* SGACL /A 734 7 8V 7 1 OHHEEIE (56 ~<—2)

Cisco TrustSec SGACLD /N1 7ARA S E ) T 14 DRMHRESH

O =a T AT, ROZEFRHRE LTWET,

«Cisco TrustSec B L QXX T 4 J—7 T /7% A2 arba—L J A+ (SGACL) #
AR L TV D,

T RIF, AFZ v 7 ELUTHRIET 2L ) ICRESN TN D,

c AZy THNDTRTDTAA AN —/3— a2 D CiscolOSXEY 7 b U =7 #F{TLT
W5,

Cisco TrustSec SGACL D /N1 7RA S E ) T 14 D#HIHEIE

TITATAAL Yy TF AR N ALy FOM S CRIKICHEEN A L7256, SGACL DA
T—=RNINAAL v TF A== IRELEEA,
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Cisco TrustSec SGACL D/\f 7RASEY T« |

B ciscoTrustSec SGACL /A F R4 S E U T 4 IZBIT B1EE

Cisco TrustSec SGACLD /N1 7ARA S EY T« IZBHT B1E

¥

Cisco TrustSec ¥ =2 V7 4 FN—7 T A 2> ha—,L JAKM (SGACL) L, Cisco
StackWise HifliZ# V7 R— R L TCWVWB AL v T TONAT XA TV T 4 GEEZ TR —FL T
FT, ZOHEIFICE > TAT— M7 ARTUEMEP RS, A v FAF v 7137 7 & A
T MU ZGSI L, B TEET,

Z DOIEBEZ HENZT 5 Cisco TrustSec [HH DR EILH Y £ A, UL, Cisco I0S XE Denali
1621 DY JV—ZATHR—FENFT,

=R AEOBE

AL v FAE 7 TlE, AF v I3 RX =V ¥ PibEWVMBEIEN 2R OAAL v TF 2T 7T 47
AA v FELTHEY YT, RITEVEBEIAN ZFRFOAAL v FHAX N AL v F L LTHEID
YTET, BEIELIZCLINR—ADAT — T IVAAL v FF—_"—F, AZ A A,
FWRT 7T 4T AA v FITRY | RITESNANLDE WA A FIRENALZ XA A FITR
nET,

EHT =213, VIO AT AT — T v EHT—XOEHE GRAIAEE (CoA) & HIEX
nNad) . FRIGERT XDV 7Ly v allfll, TITATAAL v TFNHAL N, AL v F
R S vET,
AT —=NTNVAAL v F A==, BT 7T 4 TN olo AL v Tk, EHT—F %25
RLTH v vm—RLET, BET—# (ENV-data) L Z— L _X—ZX T 7R a3 ha—L
JUA K (RBACL) IZ. V7L v allNE T+ AECHEGTINERT AL
WOERT =BT VT 4 TAAL v FICF D ra— RENET,
« BB5Ei7 —# (ENV-data) : U 7 L v ¥ oW 72 30H{EIRFIC RBACL 1§# 2 Bif3 3 2 7=
DESeH — "= 2 N TR ESNDAIEET 4 —/V
* Protected Access Credential (PAC) : ¥ =7 b VU 2 (EAP-FAST) ® k> R/ %I
L7 PEBR A BE72 383 E~ 1 b 22 /L Flexible Authentication (FlexAuth; 7 L & 3 7 /L#¥GE) %1%
T DO, A v TF A —k T 4 — X THAEIC—EIZE S5 HRE,

7—/L_X—ZDRY > — (RBACL £721£SGACL) : AA vF EOTRTCOEF2U T4
TN—T%27 (SGT) ~ v BV ORY —EHRTHRENLALEED —LRXR—2DRY
=1 &k,

Y

GE)

AyFTavr P LTHEITINET,

FTNA ZAID £ /RAT — ROFMTHEL &35 Cisco TrustSec 7 VT o v ¥ Vit, 77T 47 A
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| Cisco TrustSec SGACL D/ ZPRASEY T 4
Cisco TrustSec SGACL D/\1 FRAL S E Y F 4 DFER .

Cisco TrustSec SGACL D/\{f 7RA S E ) T 1 DIEE

Cisco TrustSec SGACL /A 7T XA F U T 4 REZMERT DX, TI/T 4T AL v TF ERAH
NA AL F Dl )7 T show ctsrole-based permissions 2~ > RZFE{T L4, a2~ KO
E, WHEDAA v FTRILTHILERH Y 7,

W2, T 7T 47 AA »F T show ctsrole-based permissions =~ > KO HHZ R~ L £,

Device# show cts role-based permissions

IPv4 Role-based permissions default (monitored):
default sgacl-01
Deny IP-00

IPv4 Role-based permissions from group 10:SGT 10 to group 15:SGT 15:
SGACL_3-01

IPv4 Role-based permissions from group 14:SGT 14 to group 15:SGT 15:
multple ace-14

RBACL Monitor All for Dynamic Policies : FALSE

RBACL Monitor All for Configured Policies : FALSE

WIZ, AH /N1 AL T TO show cts role-based permissions =~ > RO I ZR L ET,

Device-stby# show cts role-based permissions

IPv4 Role-based permissions default (monitored):
default sgacl-01
Deny IP-00

IPv4 Role-based permissions from group 10:SGT 10 to group 15:SGT 15:
SGACL 3-01

IPv4 Role-based permissions from group 14:SGT 14 to group 15:SGT 15:
multple ace-14

RBACL Monitor All for Dynamic Policies : FALSE

RBACL Monitor All for Configured Policies : FALSE

AT =R INWVAAL v FF—N_"—1%. TIT 4T AL v FTROa~ > R&EFE(T L THEREAZ TR
L/i‘é—o

KIZ, show ctspacs 2~ > ROl Z R L ET,

Device# show cts pacs

AID: A3B6D4D8353F102346786CF220FF151C
PAC-Info:

PAC-type = Cisco Trustsec

AID: A3B6D4D8353F102346786CF220FF151C

I-ID: CTS_ED 21

A-ID-Info: Identity Services Engine

Credential Lifetime: 17:22:32 IST Mon Mar 14 2016
PAC-Opaque:
000200B80003000100040010A3B6D4D8353F102346786CF220FF151C0006009C00030100E044B2650D8351FD06
F23623C470511E0000001356DEA96C00093A80538898D40F633C368B053200D4C9D2422A7FEB4837EA9DBB89ID1
E51DA4E7B184E66D3D5F2839C11ESFB386936BB85250C61CA0116FDDIA184C6E96593EEAFS5C39BEO08140AFBB19
4EE701A0056600CFF5B12C02DD7ECEAA3CCC8170263669C483BD208052A46C31E39199830F794676842ADEECBB
A30FC4A5A0DEDAY93
Refresh timer is set for 01:00:05

RIZ. show ctsenvironment-data =~ > RO B R L F9,
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B scacL 7 RaSEY T OBERE

SGACL /\1

Device# show cts environment-data

CTS Environment Data

Current state = COMPLETE

Last status = Successful

Local Device SGT:

SGT tag = 0:Unknown

Server List Info:

Installed list: CTSServerListl-000D, 1 server(s):
*Server: 10.78.105.47, port 1812, A-ID A3B6D4D8353F102346786CF220FF151C
Status = ALIVE
auto-test = FALSE, keywrap-enable = FALSE, idle-time = 60 mins, deadtime = 20 secs

Multicast Group SGT Table:

Security Group Name Table:

0001-45
0-00:Unknown
2-ba:SGT 2
3-00:SGT_3
4-00:SGT_4
5-00:SGT_5
6-00:SGT_6
7-00:SGT_7
8-00:SGT_8
9-00:SGT_9
10-16:SGT_10

|

|

!

Environment Data Lifetime = 3600 secs

Last update time = 14:32:53 IST Mon Mar 14 2016

Env-data expires in 0:00:10:04 (dd:hr:mm:sec)

Env-data refreshes in 0:00:10:04 (dd:hr:mm:sec)

Cache data applied = NONE

State Machine is running

WIZ, AT — KTV AL v F A4 —3—1% D show ctsrole-based permissions =~ > KD H 734
EaRLET,

Device# show cts role-based permissions

IPv4 Role-based permissions default:
default sgacl-01
Deny IP-00

IPv4 Role-based permissions from group 10:SGT 10 to group 15:SGT 15:
SGACL 3-01

IPv4 Role-based permissions from group 14:SGT 14 to group 15:SGT 15:
multple ace-14

RBACL Monitor All for Dynamic Policies : FALSE

RBACL Monitor All for Configured Policies : FALSE

TARASE!) T4 DEEEEEFE
WRDOEIZ, ZOFY 2—/LTtATAHIEEEDO Y I — 2B L OEEFREZ R LET,

IS OBREIX, FFICHRE SN TWRWRY  EASINTZY U —RLBEOTXTHOY J—RAT
fEHCcEET,
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| Cisco TrustSec SGACL D/ ZPRASEY T 4
sGACLNA 7R S EY 74 ouuEE [

-2 HRE HEEER

Cisco IOS XE Fuji 16.9.2 | SGACL /~1{ 734 Z £ |Cisco TrustSec SGACL (%, Cisco

VT4 StackWise ffff & ¥4 — k LT\ 5 A
A v FTONAT XA ZE YT 1 e
ZYAR—FLTWET, ZoHifck-
TAT— M7 NRITEMEN R S 1,
A v F AL v 7T 7 AT
MU ZaRE L, ETEET,

Cisco Feature Navigator Z i3 25&L., 7T v 74 —LBLONY 7 b =T A A=V DHR—
MME#R AR5 CT& £ 7, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [F5E] 725 7
JEALET,
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B scacL 7 RaSEY T OBERE
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B,
=% =R

SGTXL 7O FaJLDETE

SGTAR#~”' 1 k=)L (SXP) %MEHT 2 &, CiscoTrustSec D/N— K7 = 7 H R — F272 VR
ND—=ITFNRA R X2 VT 4 I N—T 57 (SGT) #EfFTEET, ZOEY2—/LT
X, X v FU—2Z DA A 2 FIZ Cisco TrustSec SXP Z X ET D HFIEICONTHHAL £,
CiscoTrustSec (%, BHHTE A2 XY NV =T TNRAL AD AL VBT HZ LIk o TEFxa
THy NT—IERELET, AL VNOET A AL, ZOETICL > TRIESIVET,
RAAL CNOT A XY 7 TO@BEIR, Bk, A v B—VBEEMRE, 7221V
VABAIEA I = X bl EX2 VT  TIRESNET,
X2 UT 4 SN—TH T (SGT) a7 v k=L (SXP) 1L, CTS VKR — 28D~
o kool OTHY, ARETIH Cisco TrustSec-SXP & FFINEJ, Cisco TrustSec-SXP 1L, /3
7y NOX TRHITERER 2Ry N T — 7 T8 ARRITIP & SGT DA v ROIERAEAZHE
5, #lfl~7 e b2 TF, Cisco TrustSec-SXP %, IP & SGT DA FEFRy hTU—7 ED
BEERA V ENSET v T AN —LATNRAZNELET, ZOTB®RIZED, AL vF,|
N—H T AT I —NDEX2 T 4 =R L. TIZERA TN ZANSFE LT A
TUTATAERELBZD ZENTEET,

« SGT 2 7' v b 2V ORIHESEM (59 =—)

« SGT &7 1 ks 2 /L OHIFIFEH (60 ~—)

« SGT &7 v b 2 /LIZBET 20 (60 ~—)

« SGT &7 1 F 2 )L ORRESTE (62 2—)

« SGT &2t ~7" v k 2 /LD TER] (68 ~—3)

« SGT 2Zffa7' 1 b a VOB OMER (68 ~—1)

« SGT ZZ# 7" vk /L OFEREIEIE (69 ~—2)

SGT XX 70 O JLDATIRE M
SXP %3 A3 5HIZ, Cisco TrustSec-SGT Over Exchange Protocol (SXP) % v b7 —7 % fifisT.
TOMERHY T, ZORy MU —TIIROFHREERH D £,

» Cisco TrustSec DHEHE & BEAF DL — & TEAHT 5 121%. Cisco TrustSec DEx= VT 4 T A
TUREBEAL TN Z L, L—H B IETEF AT Cisco TrustSec DHEFEN LI GA 1T,
FERNZ, ZDTA B ARFERATAILN—ZIZT VA A R—LENTNDI &,
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SETXRMmTO haLoEE |
B sorxmToraronnsE

*CiscoTrustSec V7 b =7 2T _RTCORy NT—T T, A LETHEITTHZ L,
cTRTORY NIT—T TN AR EHRINLTNWDZ L,

* FREIZIX Cisco Identity Services Engine 1.0 2342 T4, FRFEIZ1E Secure Access Control Server
(ACS) Express Appliance —/S—H i TE £4728, Cisco TrustSec TILT TP ACS
BERED YR — h STV EH A, ACS 5.1 28 Cisco TrustSec-SXP 7 A & > A CTEIEL TW
HT &,

« BB — 2 THEZRDEIC retry open timer =~ REFREL £,

SGTX#E T 0O FaJLDFIFEIE

* Cisco TrustSec ZZ#a~7' 11 b 2 /VITFREEA v ¥ —T7 =2 ATHR—FEINTELT, WA
VH =T oA AT T R— IR THET,

* Cisco IOS XE Everest 16.6.4 LIfED Y ) —ATliE, ¥4 F I v 7 FA M7 kan
(DHCP) AX—E 2 7 WNHEMI 72> T BHE4A. DHCP 2347 v MMI%d % Cisco TrustSec
OWEAIZ, BHARY >—Iltko TS RRAEINET,

SGTXR# 70O b JLICEHT H1EHKR

ZO® 7 a T, SGT AT 1 h a Mz DWW CEA L £,

ST 70O FaJLDIFE

CiscoTrustSec|d, [FHHTEL Ry NT—F TNRAAD RAAL UV EHNLTHZ EIZE->TEFx =
T3y NIT—T BEHELET, RAALCHOET A AL, ZOETIZE > TGRRAESNLE T,
RAALADT A A Y 7 TOWEIL, Kb, A ye—VESERE, 7—4 2 V7
VABSIEA I = AL EfAEOE-EX2 )T 0 THRESINET,

X2 UT 4 S NV—T%27 (SGT) K#a7 o k=) (SXP) %, CiscoTrustSec # VR — F4 %
B OTa haLd15TT, SXPiX, N7y bOZ THIFERERRNAR Yy NU—7 T /81 R
BIRIZIP & SGT DA » ROEFMZFET 5. Hilfl 7 = ~ =/LTF, Cisco TrustSec 1%, )
A BE=T 2 A ATy e T4 V2 ) T LET, T2 RiRA v FEREERRIZ, Cisco TrustSec
RAAL Y (R RRA U FDIPT FLR) IZT 7 BATDHHRA MIEAF I w7 RA Mil#E
7v haj) (DHCP) AX—E VI BIPIPTNNA AN T XU TICLoTT 7 BAT/NA A
TSGTIZEN T b ES, 7278 AFT /34 AL, Cisco TrustSec />— R 7 = 7 xfin i 7105
NA AT, SXPRIETZDT Vv o=y arFqH3AL V RE2RELET, ZRHDT A A
I, BETTDOIP & SGT DAV ROT—T N E/MFELET, 7y ME, X207 7
N—TF T A arba—,L JRKN (SGACL) ZEH+T25Z L2 X Y. Cisco TrustSec />—
R =T HIGT NA AL > THIIA v H =T oA ATT 4N HZ ) 7 & ET, SXPiX, IP
LSGTDARA v FEXy NT—7 EOFBFERA "B T v 7 ARY — A7A4XA£Li
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| seTx#@7nraLnEeE
txayss -7 x5 |}

T, 2O EBRIZELY, AL vF V—F, TrAT VA= NOX=2 T 4 b —ER L,
TIRVATNRAANLEH LIETAT T AT ABRELBZDZ ENTEET,

SGT X, ROV RRA L T FIvigryarybra—i (EAC) 77 AFROWFhn
ZEEHLTHOSTHZ N TEET,

* 802.1X 73[:0‘—‘ ]\/\“»—‘X@%}g\%
* MAC #&FE/3A /XA (MAB)

» Web F&GIE

SXPi%X, T v AR—h 7 hajl LTTCP #H L, ¥z lthd 572912 TCP A— h
64999 2 L %9, SXP L, FBiEE 22T = v 7 1T Message Digest 5 (MD5) Z i L %
9, ZHUTIE, ERSNTE2o0r—LE LT, AV—0— (f=vx=—%) LU RAF— (L
=) BBV FT,

X T4 GIL—TEAXT

X2 T4 ITN—TF T, —BOu—ZEHNYTONDI—EBDI6 By hZ T, 15
Foa—W— TSR EE= T 47T 4 OWHRRAZF L, Cisco TrustSec KA A D AT)

THE T SRET, SXPIE, BAERFICHG LT A ZAB L2 —F—D 7 LT oy vk
EHLT, *y hIT—ZIZEATEH Ny heEXa )T 4 70— (SG) THELET,

Z O NA3FEIE, Cisco TrustSec 1 U —27 ~D ANBFIZ Ny » MZE TR Ens 2

EICR VR S nE T, #7ICEkoTry MEIT —# ALK EB LGRS, E¥% =2
TABILOZOMORY) o—EEREH ENET, EXF=2VT 4 Z7V—F %27 (SGT) IZL»
TV RRA Y N T AL RZINT T4 v I BT A NE YT TELDT, xy hT—T~DT
A bha—LRY —OBEHANAREIZ/R Y £7, FAR— MIDIX, A— MIEERFR SN
TREDT Y RARA L FOSGTEA Ny 7T v 7 5D ET,

SGTDEIYHT

Nry bDBXF2 VT 0 T N—T7%7 (SGT) 1%, 737 F) Cisco TrustSec U > 7 TH 7 ff
JENZEE, FRFE—OT U KRSV MR — M TERIEESNZ L &IT, R— F LUV TH|
DETHZENRTEET, BEENT7 Y bOSCT L, ROFETRESILET,

« SGT TH THHT ENT= 7w vMEEEFA— MIERETDE, Xy hOX T3y D
SGT L A ET,

o Ny RSSGT TH AT STV AER, BHETE WA — NMIERBLELE, Ty
FD SGT IFER SN, BT SGT BAR— MIBESNFET,

« NT o MZSGT WNeWa, B 7 SGT IFAR— MIREINET,

SGT #%E|Y BTHRD FIENRYR— I TWET,
«IPM (dotlx. MAB. Web #&zF)
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SETX#@ 70 baLngE |
B sorxmToraromEss

* VLAN & VLAN & SGT O~ v B 7%, fBiEFRB T TIZIP 7 KL A&2EY ¥ ToH
FRGEE AT D U SGT 2t 2RI S NFE T, A A7 ekv AL, = KR
Ao vy arEE=F—L, IP & SGT DA > ROEEF-ITHIEEZ#HE LE T,

e SXP (SGTXK#a~ 1 h=jL) U AF—

SGTX#E T O FaILDERESZE

SO¥v s arTiE, SGTART 0 Fa /L aERET S HEICOWTHHEL £,

T /N1 R SGT DFEIFRTE

i@ D Cisco TrustSec BNETl, FFE—X—DBT A ANBLREINLI Ny VR, D
TRA AT SGT #EID B TET, WEE—"—lZT7 7B A TE WAL, 35 SGT %
FETHETEE TN, FBREV— =0 D0HF V¥ THN SGT DIEH A, FEITHI Y YT
SGT LV HEHLINET,

TNA AD SGT % FHENCTRET HI2iE. ROEEEZITWET,

FlE
ARV REEEFET7IVa Y B
X w 71 | configureterminal Ja—\ )L a7 4 FX¥al—a
51 T REPBLET,
Device# configure terminal
AT w J2|ctssgt tag TNA ANBIEGFE ISy FOSGT
Bl - ARELET, tag 518UT 10 ERFLT

T, FRETE 2T 1~ 65533 T,

Device (config) # cts sgt tag

AT v 73 |exit BREE—REKTLET,
1 -

Device (config) # exit

o =+ A\ S/ =
SXP E7 DR E
W DT NA ATSXPETHHGEZRTET DUNERH D £, —HDT /A R IAE—D—TC,

MG OTISA ZFY AF =272 0 7, NAT— MEEZEH L CWD5EEIT, LTm=r R
ICRCAAT = REfH LTI EEN,
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\)

sxe erzmozz

6=

TNV EDSXPEETLIPT FLARKEINTE LT, OO SXPEEILT FL AN

FBE SN TWRWEA . Cisco TrustSec Y 7 b = TIIBEFEDOa— AV IP 7 R L A5 SXP ik
G IP 7 RVAZHH L ET, SXPIEEILT R RIX, T35 A5 BME S 545 TCP £5¢
TLIIRRDGERHY 5,

SXP V7 55

FIE

RIET DITIE, ROEEZITVE T,

ARV KRFERERETY VY

=)

ATy T

enable
1 -

Device# enable

it EXEC E— FE Az LET,
e NMRAU—KREASNLET FREN

=568) .

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 FXal—g
T— F&ERHEBLET,

ATvT3

cts sxp connection peer peer-ipv4-addr|
sour ce src-ipv4-addr] password {default |
none} mode {local | peer} {speaker |
listener} { vrf vrf-name}

1

Device (config) # cts sxp connection peer]
10.10.1.1 password default mode local]
listener

SXP 7 RUAHfiZ i E LET,

F 7 g d source F—VU — RIZIEFE
BT NRA ZADIPVE T FLAZHRE L
F9, T RLUARBEIN TRV
B BT, T4V FOKRETLT R
A2 (RESNTWDGE) . E0idA—
FOT RUVAZEHALET,

password ¥ — U — R|Zi%, SXP THifi
RS 2/32A 7 — REfRELET, K
DATarnbvET,
« default : ctssxp default password =
~V REFEHLTRELET 741
NDOSXP/SRAT— REERLET,

snone: NAT— RZfEH LN TL
EEn,

mode ¥ —VU— FTiX, VE—hFET 5
NAADBR—LVEREELET,

elocal : FEELI-E— NiZu—h L7
NARAEBRLET,
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B 7o+ roswpizo—romE

SeTX# 70 raLoEE |

ARV RFERETIVa Y

B8

peer : FREL7CE— RIIET 734
AEBRLUET,

espeaker : 77 4/ N DT INA A
DDA Y — I —I272 0 &
7

o listener : Z DT A A DEEREDOER
W2V A ;=270 £,

FFarowfd—U—FTlE, BT
IZX}9 2% VRE ZfHELE T, T 741
MZF 7 4/ F VRF T,

ATvT4

exit
1 -

Device (config) # exit

Jua—sLar 7 4 ¥al—vay
E— FZT L, FHE EXEC £— NI
R0 £,

ATvTh

show cts sxp connections

1

Device# show cts sxp connections

(EE) SXP ez &nr LET,

FIAILEFDSXP/IRRAT— FDERE
F 740 F T, SXPITEER O Yy b T SRR RA U — REEH L EE A,
T 7 H /b SXP RAT — RERET DI, WOEEEZITWET,

FIE

ARV RFERERT VA Y

E]:)

ATy T

enable
1 -

Device# enable

¥i#E EXEC T— FEADIZ L £,
e NMAT—REANLET (FERkEh

%6

o

ATy T2

configureterminal

1

Device# configure terminal

Ja—N)L a7 4 Falb—g
£ ]\‘%Fﬂlﬂﬁébiﬁo

ATvT3

ctssxp default password [0| 6| 7] password
1 -

Device (config) # cts sxp default
password 0 hello

SXP DF 7 4 )bk /NRATU— R&E#REL
9, ZJIUTTHFRAIRRATU—FK (0%
T2 A7 a v L) £-ERES
AT — K (6F/F 747 var%

. Cisco 10S XE Bengaluru 17.5.x (Catalyst9200 X 1 - F) Cisco TrustSec I~ 7 4 ¥aL—>3a > HA K



| seTx#ForaroEE

T4 D SXPHEETIP T FLADERE .

AU RFERETOVa Y

B8

i) Z AN TEEY, NAV— ROk
REIX32 X5 TY,

ATvT4

exit
1 -

Device (config) # exit

Jr—sL ar T 4 Fal—va
E— FEKT L, FrHE EXEC £— NI
U

o

T74ILEDSXPEETIP7 FLADERTE

SXPIFIEETLIP 7 RLADRE SN2V & Bl TCP 8kt 9XTIZT 7 4/ h DR(ETL IP
T RUVABFEHLET, 774/ FSXPIEREICIPT RLAZHRELTH., BEFD TCP ##i
L EY A,

FTT7 4/ hSXPIEETLIP 7 L RAZRET HITIE., ROEEEITWVET,

FIE

ARV RFERETIVa Y

=)

&

enable
I

Device# enable

¥ ME EXEC E— R&ANz L £,

e NMAU—KREANLET (EREHh
=55

o

ATvT2

configureterminal

1

Device# configure terminal

Ju—n)ary7 4 xXal—gy
F—FzfmLE7,

ATvT3

cts sxp default source-ip src-ip-addr

1

Device (config) # cts sxp default
source-ip 10.0.1.2

SXPDF 7 )V bDEETLIP T FL A
ERELET,

ATvT4

exit
1 -

Device (config) # exit

Ju—sar74Xal—vay
E— FZKT L, FHE EXEC £— NI
R ET,

SXP DEIRHABDEE

BTN SXP R AK T THE, WEHAR— IV KX T X4 ~—RRthEnET, WA —L K
H o ZA =BT THRNCET DT 5 & SXPEIFHIM & A ~—2 Bt SN E T,
SXP HIFHIMI Z A ~—INT 75 4 7728, Cisco TrustSec ¥ 7 b 7 = 7 IZR[E O THFH L
72SGT~o BV = MU ZRFFL, By MU ZHIBRLET, 7 7 4/L MEIT 120 B
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B seursommozs

FIE

SeTX# 70 raLoEE |

(24y) TT, SXPHEIFHMZ ORITHRIET D L, XA~—0NT 4 =770, HilEIDEE
oT_Toz M BNHIBRENET,

SXP DRI 2 ZH 4 5121, IROEEZITVET,

ARV RFERIETY V3 B#Y

AT 71 |enable Rt EXEC E— RZ A LET,
fil - e MAU—REZ AN LET (ERkSh
Device# enable =58

AT w 72 | configureterminal Ja—_"ary7 4 ¥al— gy
5l - T REBALET
Device# configure terminal

2w 73 | ctssxp reconciliation period seconds SXPERIA~—%LELET, T 7%
i - VMEZ 1208 249) TY. #HITO0
Device (config) # cts sxp reconciliation ~ 64000 VC\MQLO
period 360

AT w74 |exit Ta—) a7 4 F¥al— gy
il - T— NZ#&T L. K EXEC T— RIC

RV Ed,

Device (config) # exit

SXP!) FS A iDL R

FIE

SXP U kT4 WIRIZ X > T. Cisco TrustSec ¥ 7 b 7 = 7 7 SXP ¥l 2 kT4 S MEE N £
D ET, SXP BN IETFICHENL S e o 72356, Cisco TrustSec ¥ 7 b7 = 71X SXP Y ~ 7
AW 2 A ~— DR TS, BT OS2 AT LET, 7 7 4 /L MEE 120 T,
SXP HEATHIMZ 0 FICRET H L Z A ~—I1TENT RV . BIERITESNEY A,

SXP DY T A ZEETHI20E. ROEEEITHET,

aAvYRFERET7IOIY BRI

A5 w71 |enable ke EXEC E— REZHAIIC L ET,
& - e NMRAT—FREANLET FEREN
Device# enable fié%é? °
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| seTx#ForaroEE
SKP THEBENIIPT KLRESCT Ty EL Y OEEEF % TF v 5100 syslog Ds A% |

ARV REEET7IVa Y B

R 72 |configureterminal Ja—r ) ar7Z 4 ¥al—i gy
51 T REMBLET,
Device# configure terminal

AT w7 3|ctssxpretry period seconds SXPU hTA X A~—%EHLET,
il - 7740 MEZ 1208 (247) TT, #

FHIE 0 ~ 64000 T,

Device (config)# cts sxp retry period

360
ATyZ4ed Ja—sSyar74Fal—vay
K F— R&EMT L, Kk EXEC £— RIC

RO £E9,

Device (config) # exit

SXP CEEINEIPT RLRESGTYIYE LV DEREX v TF v T
B 1= D syslog DIERL A %

Jua—/)L ary7 ¥ alb— a3y F— FTcassxp log binding-changes =~ > K2R ET 5
EVIPT RLRE SGT 23 » ROZERE (GBI, HIFR, Z2H) 23347 572N SXP D syslog

(sevSsyslog) DAEMINET, TNOLOEHIISXPHEHR CFEINTEEINET, 774
JV ME. no cts sxp log binding-changes T3,

NA T A TDEROUF T oA X—=T MTT D12, ROEEEFITLET,

FE

ARV FERET7IVa Y By

AT 71 |enable ¥EHE EXEC T— RE2HC LT,
1 - e NRAT—REANLET (FREh
Device# enable =88

R 72 |configureterminal Ta— ) ar 7 4 Xal— gy
- E— NEBBLET,
Device# configure terminal

AT 7 3| ctssxp log binding-changes IP & SGT DA > FOEFEDu X 7
15“ : %ﬁ&‘j—”: L\i—g—o

Device (config) # cts sxp log
binding-changes
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SETX#@ 70 baLngE |
B sorximooraromEs

avYRFERET7IOI Y BRI

ATy 74 |exit Ta—) a7 4 F¥al— gy
Bl - T— NZ#&T L. K EXEC £— RIC
Device (config) # exit RO ET.

SGT #7700 kO )LDEZEHI

DB a T, SGTR T v h 3 )LOFREFE R LET,

{5l : Cisco TrustSec SXP £ & U SXP E 7 D EhE

LIFIZ, SXPZABNCL, T4 ZAA (AE—H—) LF A ZB (Y 2F—) [HC
SXP U7 ke AR ET D HEOH AR LET,

Device# configure terminal

Device (config) # cts sxp enable

Device (config) # cts sxp default password Ciscol23

( )
Device (config) # cts sxp default source-ip 10.10.1.1
Device (config)# cts sxp connection peer 10.20.2.2 password default mode local speaker

UTIZ, 7734 2B (JAF—) LT A2 A (RE—H—) BT SXP &7 it & ik
ET2HEOHERLET,

Device# configure terminal

Device (config)# cts sxp enable

Device (config) # cts sxp default password Ciscol23

Device (config) # cts sxp default source-ip 10.20.2.2

Device (config) # cts sxp connection peer 10.10.1.1 password default mode local listener

Bl: TIHILEDSXPINRT— RFEEETIP7 KLADKRTE

WIZ, T 74NV FDSXPRAT— REDEETLIPT FLAZRETHHERLET,

Device# configure terminal

Device (config) # cts sxp default password Ciscol23
Device (config) # cts sxp default source-ip 10.20.2.2
Device (config) # end

SGT 37O FaJLDIEHEDFEER

SXP #ift & R T HITIE, ROVEREEITVET,
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| seTx#ForaroEE

SGT XX it

O

J

seTxia 7o raroueEE [

avy kR B&Y

show cts sxp connections SXP A7 —# A L e\ BT 2 eRMfE A &
~LET,

show cts sxp connections [brief] SXP AT —H& A L BRI 2 BRI R A 3
ALET,

IZ. show cts sxp connections =2~ > KO HHZ 7 L £,

Device# show cts sxp connections

SXP : Enabled
Default Password : Set

Default Source IP : 10.10.1.1
Connection retry open period: 10 secs
Reconcile period : 120 secs

Retry open timer is not running

Peer IP : 10.20.2.2

Source IP : 10.10.1.1

Conn status : On

Conn Version 2 2

Connection mode : SXP Listener
Connection inst# N

TCP conn fd : 1

TCP conn password : default SXP password

Duration since last state change: 0:00:21:25 (dd:hr:mm:sec)
Total num of SXP Connections = 1

KIZ, show ctssxp connectionsbrief =< > RO NI ZR L ET,

Device# show cts sxp connections brief

SXP : Enabled
Default Password : Set

Default Source IP : Not Set
Connection retry open period: 120 secs
Reconcile period : 120 secs

Retry open timer is not running

Peer IP Source_ IP Conn Status Duration
10.1.3.1 10.1.3.2 On 6:00:09:13 (dd:hr:mm:sec)
Total num of SXP Connections = 1

O k)L DEEEFE

ROFIZ, ZOFEY 22— /L THHTLHED Y V —2B L OMEEERZ =~ L ET,

IO OBEEIZ, FRCHTR SN TWARWED , EBAINZY U —XLUBEOTXTHOY J—RAT

EHTE £,
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B sorxmTororoneER

SGT3MTO LI ILDBRTE

IJ IJ—X

HEEER

Cisco IOS XE Fuji 16.9.2

SGT &Z#i7 1 k=)L

SXP I%. Cisco TrustSec D/»— Ky =7
PR— IRy hT =T F N4 R
\Z SGT #{af L £,

CiscoFeature Navigator 35 &, 77 v b 74 —A2BI RNV 7 b =T A A=V DV FR—
MEH % 1% TX 9, Cisco Feature Navigator IZ{3, http://www.cisco.com/go/cfn [JZFE] 226 T

JEALET,
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=6~
=% =R

XA YUTF4TIN—TRTOITVETD

Y72y hetvxa T g ZV—TF Z7 (SGT) O~y 7%, f5ELE-Y 7%y FAD
FTRTORARN T RVARIZSGT # R A  RLET, ZOF v B IREITIND L, Cisco
TrustSec I[Z LV | FEEDH TRy MIBT HEEILIP T RUAZFROTLEOEE /T > M
SGT i oitE 7,

« SGT O~ v ¥ 7 OHKFEE (71 ~—)

*SGT D~ vy B ZIZEAT 2EH (72 %—2)

* SGT O~ v B> T OREFE (74 X—)

« SGT O~ v B> 7 OHEFR (81 _—)

¢ SGT D~ v B T ORTEH (82 _—3)

XD VT 4 IN—TH T DO~y BT OB (85 ~X—)

SGTDY v EV T DOHFIFIEIE

BTy FESGTDT Y EL S DEHIFEIE
Bl TV T 47 ADIPVAYT T Ry MU =7 2R TE 8 A,

e BT Ry FABEA T KU A, network-map bindingsbindings /X7 A — & 73, $5E L7z
Txy bOV TRy FARZ FOAFEE Y /A& WV, bindings B0DHE, Ex =2V T o
TN—"T%27 (SGT) T/ » RTEFEHA,

e X VT 4T T ha (SXP) AV —H—BILOU A F—RSXPV3UUED R— 3
VEFEITLTWAEEDOR, IPv6 TEER L OUGHERNFEITESNE T,

FIFILRIL—FDSGT Ty EL T D&EIFEIE

T 74N ML — FOREIL, Y7y M0 TOHRZTANGNET, Y73y /0721
Thost-ip DHZ AT HE, DA =V NFRENET,
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tFAUTAIN—TEIDIVELTORE |
B scro~oc sy s

Device (config) #cts role-based sgt-map 0.0.0.0 sgt 1000
Default route configuration is not supported for host ip

SGTDO~ v EVJICET BIEH

TR arTlE. SGT~ v B r ZICBET AR AEM L9,

IRy FESGTDOYTYETDBE

72y hE SGTDO~ v L ZiE, FBELEZY 72y RNOTRTOARZ T R L ZIZ SGT
Z3A R LET, Cisco TrustSec [TEE /N7 v FDOEEITLIP T RLABRRE LY 7 Xy b
BT 2550y MZSGT ##H LET, 71y MLV SGT 1L, ctsrole-based

sgt-map net_address/prefix sgt sgt_number 7' 2— )L a2 7 4 X a b — gy avy REliA

LTCCLITHEEENET, H—DKRAMI, Z0Oa<wr RTvy 7 EN5AREENRH Y 9,

IPv4 % v hU =27 TiE, EX=2D7 47w bajb (SXP) v3 LD /A= 2 (3 SXPv3
BT Y7 % b O net_address/prefix 2 NV 7 EZF L, T CE EI, SXP DLIFTD
N—=V g Tk, SXP U AT — E7IC Y ZAR— T 20N, 7Ry hOT VT 47 A
HARANNAL U ROy MIEBRL LT,

72 z1E, IPva 7 %y b 192.02.024 1ZIRD X HICHBEENET (RARMT RLAD3I E Yy
cDOH)

e ARA M7 FLZ198.02.1 775 198.02.7 : Z 7 FHF SN T SXP BT I L £,

e Xy FT—ZBIUOTE—FF¥ X M7 FL & 198.02.0 5 L10198.028 : Z 7T Xhn
T LEE A

SXPV3 R/ AR— K TEX DLV T H vy h3A 2 ROEKAERIRT 5H121%, ctssxp mapping
network-map 7 o0 — 3L a7 4 Falb— gy avwr KRR LET,

TRy NN T AT EAEZT 47T, TIT 47 KA RNOERIHY FHA, Zh
HIXSGT A VARV Y a Y BIUSGACLD#EMAIc e —H VTl TEE3, 7 %> & SGT
D=y BTN L > THE T F Sy NI, VA% 2 E72X LA ¥ 3 Cisco TrustSec V
I RETEET,

IPv6 %> b U —7 OFE . SXPv3ILSXPv2 F7/2I1XSXPvI BT IV T Xy " XA T 4 VT %
T AR—FTEER A,

VLAN & SGTDY v EV T DBE

VLAN & SGT O~ v Vo JHEREIZ. B E L7 VLAN WS D %7 » MZ SGT #31 » RL &
I, THE, ROLH>RET, LHY—Fy U —27 05 Cisco TrustSec X fnr v b7 —7
~DOBATEBFIL L ET,
L —DAAF, AV L Rary a—TF, TIE®ARALA L, VPNRED, Cisco
TrustSec ¥fhis TIE 72V 3 VLAN %G DT S, A% R— b+ LET,
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| £EF2UF490—TF25DVELTDRE

T L P U |

e F— R LB —DY—NRN— T A T — g D, VLAN B L VLAN ACL 8% v
N —27 03845 bR o R4 D P A AR L £,

VLAN & SGT @734 > KX, ctsrole-based sgt-map vlan-list 7 e2— 3L 27 4 ¥ aL—v 3
v avy R CRELET,

Cisco TrustSec ®J5AA v F LT, AL v FHIA X —T x4 A (SVI) THDIHIF—brTxA
B VLANIZEID ¥ ToNTEY, ZOAAL T TIPTNRA AT vX U THREINI/ > T
%334, Cisco TrustSec 1%, SVIH 7Ry MIw v B 7 I TW5 VLAN EOTXRTOT 7
T A TIRRA MIK L TIP & SGT D31 v RE{ERRTE £,

T 27T 47 VLAN DR A FDIP-SGT XA T 4 1L SXP ) AF—IZm 7 AR—FENFE
T, v v BT ENZE VLAN O3 A > RiX VRE IZREEST T S 3072 IP-to-SGT 7 — 7 /VIZHE
ASfE1d, VLAN X SVI 721 ctsrolebased [2-vrf =~ R T~y B 7 ENET,

VLAN & SGT D34 o ROELNAM TR HIRLS . SXP F/2IXCLIARA N a7 4 F 2 b—
arviREOETOMD Y —RINEDNRAL L REZITR-S 285613, BHRENET, MU KD
BRNENIX, T3 > RIEETTOERNEN) 7 v a Ci#isnTnET,

NA VT A VTEERTSAF) T4

Cisco TrustSec |3 5825750 T IP-SGT /31 > R Y — A OFEA Z MR LE T, 72 & 2IE,
SGT 1% policy { dynamic identity peer-name | static sgt tag} Cisco Trustsec F#)A & —7 = A A
F—RavrF AT T4T7 4 R—=h vy 7) ZEALTA 2 —7 = A ATHH
SNFET, BUEOELIAMOBEANETF X, Fb/hEw (1) 220&kE (7)) £T, ROLBYT
D

1. VLAN : VLAN-SGT ~ v B> ZWNEJE SHL72 VLAN EOAX—E > 7 Sz ARP /37 v
RIPBEERENT AN T g 7

2. CLI : ctsrole-based sgt-map 7 12— )L 27 4 Fab— g a<wr KO IP-SGT B %
FRLTRESNET RLARL T 47,

3. SXP:SXPETMOLFEEINAALA T 4T,

4. TP_ARP : ¥ 7 {HJ &2 ARP /X7 R CTS KIS Y > 7 TSN & Xz H s
NA T 4T,

5. LOCAL : EPM & FNRA A b T v X U T E o THEE SNZBAHE AR A FDOARAL T 4
YTy ZDEATDONRAL T 4 U TITIE, L2 [IPM SR E SN2 — F D ARP A X —FE
VLo TEHENT AR DFA M EENET,

6. INTERNAL : B — OV THREESNTZIP T RL A EF A ZMBE D SGT W DONRA T 4
7

=)

THEGEIEL. BRNEALN RS> TWARWRY  RET V7 4 v 7 A SGT MBS ENET,

BEITCIP T RLUAN, DY TOHNZ SGT NERIBEHDOY TRy NV T 4 v 7 AL —K
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B 7o+ r—roser

FI74IL kIL— D SGT

FIHN IN—bDEF2 VT 4 ZN—TF%27 (SGT) 1. T 74/ FLb— K

DY TET,

7 )b kb— b

tFAUTAIN—TEIDIVELTORE |

\Z SGT F 5%

. BESNIA— b E—HLBWAL—FTHDLD, TAN) Y —FD5E

Fr~DN— T, TTH Mb—hE, V=T 4 T T—TIVICHRHNC Y 2 R &R TV
Wy MU =7 PRI T D8y hOfRICER S E 9,

SGTHT v E

DOt arTiE, SGTvy BV I &2F%

Y ME

XE 7%

TINA R SGT DFENERTE

1% @ Cisco TrustSec BIETIX
ZSGT #EI BTEd, liFE—/—C

F A AT

ETLP 2R L ET,

PGEY— R R TR ANBREINDH Ny PRI, D
T 7 ATE WAL, AT 5 SGT &

FETHRETETE TN, BiEV—"—00ED B THN SGT DIFH A, FEITEHE Y YT/
SGT kv v anEd,

T4 AD SGT 2 FENTRET HIZ

FIE

T, ROMEEEITOET,

ARV RFERERTI VA Y

=)

ATy T

enable
1 -

Device# enable

¥i#E EXEC T— F&EAIZ L £,

e RRAT—REANLET (Eksh
758 .

ATy T2

configureterminal

1

Device# configure terminal

Jua—)L a7 4 Falb—g v
£ F%Fﬂlﬂﬁébij«o

ATvT3

ctssgt tag
fil

Device (config) # cts sgt 1234

Cisco TrustSec @ SXP # A x—7 LIz L
i—a_o

ATvT4

exit
I

Device (config) # exit

Jua—)L a7 4 Xal— gy
E— FEHKT L, RHE EXEC £— NiZ
R0 x4,
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IRy FESGTDTYETDERTE

FIE

$IxyreseTovyErsonz [

ARV RFERETIVa Y

E:)

&

enable
51 -

Device# enable

ke EXEC E— N2 B L ET,
e NMAU—KREASNLET FERkEh

-6

o

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
E— FEBBLET,

ATvT3

cts sxp mapping networ k-map bindings
1 -

Device (config) # cts sxp mapping
network-map 10000

eV T Xy FESGT D~ E LT D
RA NEDOHIRZHE L ET
bindings 5%%iX, SGTIZ/31 v K&
. SXP U AF—iZ= 7 AR—k
TEXLY T Xy hIPERA FOFKK
BateE LET,

s bindings: (0~ 65,535) & 7 #/V
MEo GHATEhbitkzelL) T
R

ATvT4

ctsrole-based sgt-map ipv4_address/prefix
sgt number
{5

Device (config) # cts role-based sgt-map
10.10.10.10/29 sgt 1234

(IPv4) CIDR £ T 7 x* v ME2FETE
Li‘j—o

TRy hESGT D~ v BV I
EXROETITE, Zoa~vr o
nEREHFEHLEST, AT v 72
THRET D3 T 4 7 DL,
BT Xy hEOKRARN T RLAD
B ETHLIMERHY T (Rv
rO—27, BIOTa—KR¥¥ Ak
7 RUA%ZFRL) , sgtnumber ¥ —
T—RiE, fHELZY TRy hO%
RARN T RLRIZNNAS VT 5E
X2 VT IN—T X THBEL
F7,

+ipv4_address: N M 10 8L

TIPvA %y FU—J 7 KL A %45
E[/ijqo
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B v esetocoevomE

tFAUTAIN—TEIDIVELTORE |

ARV RFERETIVa Y

B8

e prefix : (0~30) *rv NU—2 7
RLUANOE y MIERELET,
* sgt number : (0 ~ 65,535) ¥ =
VTG4 I N—7%7 (SGT) HHs%x
FBELET,

ATvT5

ctsrole-based sgt-map ipv6_address:: prefix
sgt number

1 -

2020::/64 sgt 1234

Device (config) # cts role-based sgt-map

(IPv6) =m > 16 HERLTH 7 x> b
RELET, Y7y FESGTDO~ v
VU UREAZRDETICE, Zoavy
RO no X ZHEHL £7°,

AT T2TRET DA T4 7D
X, Y7 Fy b EOKRAN T KL A
O ETHDLVLENRHY £ (Fv b
U—r ., BT o—KExy A KT K
L A%ERS) , sgtnumber ¥—7U— K
X, HELEY 7Ry hOKFANT
RLZZAASL R 58X T 40 7
N—T X T ERELET,

«ipv6_address: = 16 #ELFL T
IPV6 v N T —2 T RLRAEIEE
LET,

o prefix : (0~128) R hT—7 7T
FLANOE Yy MIAEFRELE T,
 sgt number : (0 ~ 65,535) k¥ =

V74 I N—7%7 (SGT) HEE%
fBELET,

ATvT6

exit
B

Device (config) # exit

Ja—syar74Fal—var
F— F&f& T L. M EXEC E— FIZ
Ev)\i—g—o

VLAN & SGTOOY v E

Cisco TrustSec /34 AT VLAN-SGT ¥ v &' 7 %

=L

VY DEETE

BETAHEAT 71—,

« %12 VLAN ®O[F] U VLAN_ID TF /34 A {2 VLAN Z{Ek L £,

e LU RIRA VDI TAT LV MIR LT, 74NV MF— b0 AZRDEIITT A A
@ VLAN IZ SVI Z1ERk L £7°,

*VLAN 77 4 v Z7IZSGT AT 5L 20T A AEHRELET,
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| £EF2UF490—TF25DVELTDRE

FIE

vian & seTow v Ev gz [

s THNALADIP T AL AT X TEHHLET,

“VLAN ICF RS, 2 F T o %L 7K Y v—% T 4 v F LET,

A\

GE)

YNVF AL v FRy FT =27 TE, SISFR—ADT/NA AT v
XL, WREEZFEITLTCOVD AL v TFRITHRA v KT —7
N Y ESGBTEET, ZHUdk, RAMRT 7 EAR— R
RRENDAA T THAA U Ry FUBMERKRS L, T 27

A= FENLTERINDLBA M LTy MU BMER S L7
WZ L ERHRE LTWET, vV F RS vF ey T v 7 TIh
4T 5121%.  [Security Configuration Guide] ¢ [ Configuring

S S--Based Device Tracking) D F(Zd % [ Configuringa Multi-Switch
Network to Stop Creating Binding Entries froma Trunk Port] @ FJEIZ

o T, BIORY —2REL, T IR—MITHvFT5
TEAMRLET,

*VLAN & SGT D= v BV ITNRT NN, ATRATDHZ L 2R LET,

ARV RFERRTI Y

S

AFwv 71 |enable ¥iHE EXEC E— REHC L1,
Bl « NAT—REANLET (RS
Device# enable %Lf:%%é?) °

XFw 72 |configureterminal Jua—r~ )L a7 4 F¥al—g
i - T FEMALET,
Device# configure terminal

ATw 73 |vianvian_id TrustSec X7 — K7 = A T /31 Z(Z
Bl - VLAN 100 ZfE L, VLAN =27 ¢

) — N — K Ly

Device (config) # wvlan 100 Falb—vars R %E“ﬁﬁn Liﬁ‘o

AT v 74 |[no] shutdown VLANI00Z 7 mbya=7L%7,
1 :
Device (config-vlan) # no shutdown

ATy S5 |exit VLANZ V> 7 4 F¥al— gy F—F
- ERTL, Ja— a7 4 ¥

Device (config-vlan) # exit

L—y gy B—RIZEY 9,
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ARV FFEREETIVa Yy

S

ATvT6

interface type slot/port
1 :

Device (config) # interface vlan 100

A B —T A AXZATHEEELT,
AV B —T 2 AR AT K2l —
gy E— FREBEBLET,

ATy T17

ip address slot/port
i

Device (config-if) # ip address 10.1.1.2
255.0.0.0

VLAN 100 D A A s FARKEA > H—T =
A A (SVD) ZRELET,

ATvT8

[no] shutdown

&1

Device (config-if)# no shutdown

SVIZA RX—7WIZLET,

ATvT9

exit
1 -

Device (config-if)# exit

AR —=Tz2A A AT (Fal—
varE®E—REKTL, Zr—3La
V74X 2l =Yg E—RIIRED E
KR

ATy 710

ctsrole-based sgt-map vlan-list vian_id
sgt sgt_number

&1

Device (config) # cts role-based sgt-map|
vlan-list 100 sgt 10

F8E L72 SGT #45E L 7= VLAN %= 4|

ATy INn

device-tracking policy policy-name

151

Device (config) # device-tracking policy]|
policyl

BV —%fEEL, TA AT o F
VIR —ary 7 4 FXal— g
F— Nz L E7,

ATvT12

tracking enable

&1

Device (config-device-tracking) #
tracking enable

R —BEEDT 7 IV NOF A A
Fo XU TEREE EEEXLET,

ATv 713

exit
1 -

Device (config-device-tracking) # exit

FRLARNT v F LT RKY - ay
T4 X2l —varET—RERKRTLE
T, BN T, Fa—r ) ary 7 X
L—y gy E—RICEY £1,

ATv 714

vlan configuration vian_id

1 -

Device (config)# wvlan configuration
100

TNRAARNT X T R o—%T
X F47% VLAN Z#$5E L. £D
VLANDO a7 fFal— g F—
RZ&BRtA L E7,
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AT RERETI V3 Y El:g
25w 715 | devicetrackingattach-policy policy-name| f& < f17= VLAN 27 /31 2 b 5 v %
1§| : .‘/7‘7J€U :‘/\—%fT& ‘)?bifo

Device (config-vlan-config) #
device-tracking attach-policy policyl

AFwvS16 |end VLANZ V7 4 Xal—i g E— R
Bl - AET L. FEME EXEC E— RICR D &
Device (config-vlan-config) # end R

AT 717 |show ctsrole-based sgt-map (f£&) VLAN & SGTDO~ v B 7%
{ipv4_netaddr | ipv4_netaddr/prefix | FRLES,

ipv6_netaddr | ipv6_netaddr/prefix |all
[ipv4 |ipv6] |host {ipv4__addr |ipv6_addr
}|summary [ipv4|ipv6 ]

1 -

Device# show cts role-based sgt-map
all

2w 718 |show device-trackingpolicy policy-name| (£&) BEORY > —BHEEF5R L
£l ER

Device# show device-tracking policy
policyl

N—FKFY9T7Xx—XAF7OITZIal—F
N R 2T F—RANTNEFEELZWVIMERATERWEAIL, $S—A TV 7 b7
Ra2lb—varEFHTAIIOICAS v TFERECTEET, Y7 MUV 2TXF—ANTOFH%E
RETDHITIE, WOEEEZITVET,

Fg

ARV FERET7IVa Y By

AT 71 |enable ¥iME EXEC E— REAIC L ET,
fi e NRAT—REANLET (FREh
Device# enable fi%%é? o

R 72 |configureterminal ra—)ary7 4 Xalb— gy
{gu . £ — }‘%Eﬂﬁébjﬁj‘o
Device# configure terminal

RTFw 73 |ctskeystore emulate N R 2T F—RA T ORD YT —
Bl - ARNTOY 7R N7 ZIalb—vg
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tFAUTAIN—TEIDIVELTORE |

ARV RFERETIVa Y

B8

Device (config) # cts keystore emulate

PHEHTALIICAAL v TFERELE
ﬁ—o

ATvT4

exit
1 -

Device (config) # exit

RER&TLET,

e —

ATvTh

show keystore
fi

Device# show keystore

F—A KT DAT—HALNEEFRL
9, RESINZMEIRRSNEDE
/L/o

FTIHILRIL— D SGT DERTE

1R BHHEIIZ

iproute0.000 =~ > RZMEHL T, 754 AT 74/ Mb— FR T TIZE ST S 2

EEMERLEY, €9 TRVEGA,

FI74 N M—K (F7HN FL— O SGTIZHHRE) X

AR A BST D720, T A MY Y — hOsidid CPU 25 L £,

FIE

ARV RFERFTIaY

=)

ATy T

enable
51 -

Device> enable

it EXEC E— FE Az LET,
e NRAU—REZASNLET FEREN

=%68)

ATvT2

configureterminal

1 -

Device# configure terminal

Ja—_ ) a7 4 Xal—T g
T— FEIBLET,

ATvT3

ctsrole-based sgt-map 0.0.0.0/0 sgt number
f

Device (config) # cts role-based sgt-map
0.0.0.0/0 sgt 3

FT7 4L h— D SGT BB ZFEE L
F9. AR0MEIL 0~ 65,519 T,

GE)
* host_address/subnet /X, IPv4 7
LA (0.0.0.0/0) E721X1Pv6 7 N
LA (0:0:/0) OEBBNTY,

« 5T 7 /)L ML— hOREIX., VT
F R0 TORZTFANSIE
9« %7 x> 1§ /072 LT host-ip D
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seTovy L0k |

ARV RFERFTIVaY =)

HEANNTDHE, ROA =V
NFEREINET,

Device (config) #cts role-based
sgt-map 0.0.0.0 sgt 1000

Default route configuration is
not supported for host ip

AT 74| exit Ja—s ) ar7 4 Fal—var
15“ : £ ]\\‘727%%7‘ L/i‘g—o

Device (config) # exit

SGTDOY Y EVT DHEER

RDOET7 > a Tk, SGT v v B 7 hiERT 5 HikE R LET,

BTy FESGTDT Y EVT DEREMHER

HT7 2y hESGT O~ v BV OREHREFRTT HIZIE, RO show 2~ ROWTNNE

EHLET,

av ok E):g]

show cts sxp connections SXP At —H— & U A F—DfEk L . BifEX
TR AERRLET,

show cts sxp sgt-map SXP U A F—|Zx/ AR—FL7=IP & SGT
DA T 4 v T eRRLET,

show running-config BT Xy NESGTDa LY 7 4 X2l — gy
gy RRETaV T4 K2l —Tar Ty
ANNIZHDZ EEMRLET,

VLAN & SGTD Y v EV T DFEER

VLAN & SGT OREFEREFRT DHITIE, RD show 2~ REFEHLET,

*x1:

avy kR B#

show device-tracking policy FRARARNT XU T RY L —DOBEDORY
—EtE e R LET,
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B 7711 r—roseTomEmrR

avw vk =E):g]

show ctsrole-based sgt-map IP7 FLAELSGTDONRA L REFERLET,

TI74IL RIL— b D SGT DX TEFER
T 7 4V hb— kD SGT DR TEHERR

device# show role-based sgt-map all
Active IPv4-SGT Bindings Information

IP Address SGT Source
0.0.0.0/0 3 CLI
11.0.0.0/8 11 CLI
11.0.0.10 1110 CLI
11.1.1.1 1111 CLI
21.0.0.2 212 CLI

IP-SGT Active Bindings Summary

Total number of CLI bindings = 5
Total number of active bindings

Il
[€)]

SGTDT v E>T DEREH

Tk aryTiEH SGTO~Y v BV TOREHNE R LET,

B . TN R SGT DFEIERTE

Device# configure terminal
Device (config)# cts sgt 1234
Device (config) # exit

. Iy FESGTDTYEV T DEKRTE

WOFNE, SXPVv3 ZFEITLTWBT /A 2 (Devicel & Device2) D IPvd 7 %> k& SGT
D T ERETDHHEERLET,

1. 7L AMOSXP A=A —/JRAF— TV 7 E2RELET,

Devicel# configure terminal

Devicel (config) # cts sxp enable

Devicel (config) # cts sxp default source-ip 1.1.1.1

Devicel (config)# cts sxp default password lsyzygyl

Devicel (config) # cts sxp connection peer 2.2.2.2 password default mode local speaker

2. Devicel ® SXP U A} —& LT Device2 % E L E T,

Device2 (config) # cts sxp enable
Device2 (config) # cts sxp default source-ip 2.2.2.2
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Device2 (config)# cts sxp default password lsyzygyl
Device2 (config) # cts sxp connection peer 1.1.1.1 password default mode local listener

3. Device2 T, SXPHHGNEMEL CTWDZ L 2R L T2 &V,

Device2# show cts sxp connections brief | include 1.1.1.1
1.1.1.1 2.2.2.2 On 3:22:23:18
(dd:hr:mm:sec)

4. VT x>y bU—27 M Device | IZIERESIND LI IR EL £,

Devicel (config) # cts sxp mapping network-map 10000

Devicel (config) # cts role-based sgt-map 10.10.10.0/30 sgt 101
Devicel (config)# cts role-based sgt-map 11.11.11.0/29 sgt 11111
Devicel (config) # cts role-based sgt-map 192.168.1.0/28 sgt 65000

5. Device2 T. Devicel B DOV 7%y h& SGT DILIEZMER L E T, Z ZITiE.
10.10.10.0/30 7% v v U—7 HOFEN 2 8, 11.11.11.029 V7 %> hU—27
DOYEIEN 68, 192.168.1.0128 7% v U — 27 FOILEN 14 (HIFFET HLERN H
V) i—a—o

Device2# show cts sxp sgt-map brief | include 101|11111|65000
IPv4,SGT: <10.10.10.1 , 101>

IPv4,SGT: <10.10.10.2 , 101>
IPv4,SGT: <11.11.11.1 , 11111>
IPv4,SGT: <11.11.11.2 , 11111>
IPv4,SGT: <11.11.11.3 , 11111>
IPv4,SGT: <11.11.11.4 , 11111>
IPv4,SGT: <11.11.11.5 , 11111>
IPv4,SGT: <11.11.11.6 , 11111>
IPv4,SGT: <192.168.1.1 , 65000>
IPv4,SGT: <192.168.1.2 , 65000>
IPv4,SGT: <192.168.1.3 , 65000>
IPv4,SGT: <192.168.1.4 , 65000>
IPv4,SGT: <192.168.1.5 , 65000>
IPv4,SGT: <192.168.1.6 , 65000>
IPv4,SGT: <192.168.1.7 , 65000>
IPv4,SGT: <192.168.1.8 , 65000>
IPv4,SGT: <192.168.1.9 , 65000>
IPv4,SGT: <192.168.1.10 , 65000>
IPv4,SGT: <192.168.1.11 , 65000>
IPv4,SGT: <192.168.1.12 , 65000>
IPv4,SGT: <192.168.1.13 , 65000>
IPv4,SGT: <192.168.1.14 , 65000>

6. Device 1| DILERZ MR L E T,

Devicel# show cts sxp sgt-map
IP-SGT Mappings expanded:22
There are no IP-SGT Mappings

7. Devicel & Device2 DERTEEHFFEL., Fa—)L a7 4 Fal— g F—N
BT LET,

Devicel (config)# copy running-config startup-config
Devicel (config) # exit
Device2 (config)# copy running-config startup-config
Device?2 (config) # exit
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B 5 70tx0 980 LE100KR FZHT 5 VAN & SETOT Y EL T DEE

Bl . 70RO ZH LIZ1DDHRA FIXxT HVLAN & SGTO T v

ESD

=JL ==

ax e

WOHITIE, B—DOFRRA ML, T7E8RAFT /31 2 E® VLAN 100 (12#56: L £9, TrustSec 7 /3
AADAA » FAHAEA o H—T = A AILZVLANI00 D= RKiRA > DT 74V N 7F—Fo =
A2 £9 AP7 FLA10.1.1.1) ., TrustSec T /XA AL VLAN1007>5 D37 » Mk F =
V74 ZNV—7%7 (SGT) 10 Z#HA L £,

T 7B AF AL A FIZVLAN 100 Z/ERR L E T,

access_device# configure terminal
access_device (config) # vlan 100
access_device (config-vlan)# no shutdown
access_device (config-vlan) # exit
access_device (config) #

T AY 7 L LT TustSec 7N ADA X —T 2 A ABRELET, =
RARA L OT 7 A R—FOEEIX, ZOFITIIEAKEIET,

config) # interface gigabitEthernet 6/3
config-if)# switchport

config-if) # switchport mode access
config-if)# switchport access vlan 100

access_device
access_device
access_device
access_device

TrustSec 7 /XA A2 VLAN 100 Z{Eak L £,

TS _device(config)# wvlan 100

TS device(config-vlan)# no shutdown
TS _device (config-vlan)# end

TS device#

#1% VLAN 100 D7 — b 7 = A & LT SVI Z4ERk L £,

TS _device(config)# interface vlan 100

TS device(config-if)# ip address 10.1.1.2 255.0.0.0
TS_device(config-if)# no shutdown

TS device (config-if) # end

TS _device (config) #

VLAN 100 DR A MZEF 2V 5 0 70— %7 (SGT) 10 #E 0 B TE,

TS device(config)# cts role-based sgt-map vlan 100 sgt 10

TrustSec 7 /3 AD P TNNA AT XL TEHIMILET,

TS device(config)# device-tracking policy policyl

(LE) v FEA Y FMPBF 74 M — k7 = A Zping LET (2 OHITIL,
BRAKIPT KLA10.1.1.1) o SGT 10 723 VLAN 100 DR A MI<w v B 7 X T
VBT L EHERLET,

TS device# show cts role-based sgt-map all
Active IP-SGT Bindings Information

IP Address SGT Source
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10.1.1.1 10 VLAN

IP-SGT Active Bindings Summary

Total number of VLAN bindings = 1
Total number of CLI bindings = 0
Total number of active bindings = 1

Bl: IN—FH9z7XF—XA+F7OITZIalL—F

WIS, V7 bU =T X—ANT OMMEREL &R 562~ LET,

Device# configure terminal

Device (config) # cts keystore emulate

Device (config) # exit

Device#show keystore

No hardware keystore present, using software emulation.

Keystore contains the following records (S=Simple Secret, P=PAC, R=RSA):

Index Type Name
0 S CTS-password
1 P ECFO5BB8DFAD854E8376DEA4EF6171CF

Bl - TN RJ)L— D SGT DERTE

Device# configure terminal
Device (config) # cts role-based sgt-map 0.0.0.0/0 sgt 3
Device (config) # exit

— N O N o N AN
XTI —T32TDTyETDHERERERE
WORIZ, ZOFY 2—/LTHHTHHEDY UV —AB LOBEEEHRZ T~ LET,
ZNHOBREIX, FRICHRESNTWRWRY  BAINTY U —RLUBEDOTXTOY Y —RAT

fECcE %7,
1)y —2 HHE HEEETEER
CiscoIOS XE Fuji 1692 |+ % 2 UF 4 Z—F% | % T 5w h & SGT O~ VL 7%, 5

IOy T ELTEY TRy NNOTRTOKRA K
7 RLVAIZSGT #1314  RLET, Z
D~y B TRETIN5 &, Cisco
TrustSec |2 X V. FHEDOY 7 X v MIE
TAHRETIP T RLAZREALEDE
1537 v M2 SGT i b E T,
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tFAUTAIN—TEIDIVELTORE |
B tx2v5o0—T850cvErT0nERE

-2 HRE HRETHRER

Cisco I0S XE Gibraltar FI7 4N M —RSGTD |F 7+ hb— k SGT X, BEXNT-
16.11.1 x| Jo— R & —F L7\ vb— MZ SGT 4 7
HEEEYYTET,

CiscoFeature Navigator 35 &, 77 v b 74 —A2BI RNV 7 b =T A A=V DV FR—
MEH % 1% TX 9, Cisco Feature Navigator IZ{3, http://www.cisco.com/go/cfn [JZFE] 226 T
7EALET,
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5 2

PTL T4 YOI RESGTR—XDSXP 7 «
W22y

X2 UTFT 4 SNV—TF%7 (SGT) A7 1 k=)L (SXP) 1. CiscoTrustSec W R— 4%
BEOTa haLd1>TT, SXPiX, N7y bOZ THIFEERRNA Yy NU—7 T /81 R
BIRIZIP & SGT DA » ROIFHZRET 2, $lH 72 h =2 TF, SXPIL, IP & SGT ®
NA Y Rty NU—7 FORBFERA "B T v T AR —LAT N ANELET, 207
BERCLY, AL T —F TrATUA—NADEXF2 YT 4 —ER X, T/ ERAT
NAANGFE L= =T AT T4 T A EREBZDZENTEET,
IPF VT 47 AL SGT N—=AD SXP 7 A VH U v ZHERELHMT 2 L\ 1P & SGT D/ A
VREZIJAR—DNELIZA VAR NTAEXICTANEZ VT TEET, ZOT 4V F Y
X, IP VT 4 v 7 A, SGT. £ E O ST OMAEHLEICE SN TEITTEET,

PV T4 I ALEX2 YT A INV—TH T (SGT) X—ADtFX=2 VT 47T 1

) (SXP) 74 Z U T ORIKIEE (87 X—)

P LT 4w AL SGT R—AD SXP 7 4 NE ) 7T AH15H (88 2—2)

P TV T 47 AL SGT X—ADSXP 7 4 NH U T OREHE (89 2—)

cIPTLT 47 AL SGT X—ADSXP 7 4 NEZ U v T ORER (94 _X—)

cIPF LT 47 AL SGT XR—AD SXP 7 4 VE Vv 7O (95 ~<—3)

¢ SXP 7 4 NNE YT Dsyslog A vE—T (97 ~—)

IP LT 47 AL SGT XR—ZAD SXP 7 4 VE YV OHEIBRE (98 ~—3)

PILID4vOREEXTAYTATIL—THS (SGT)
R—Z2DEXa)T4XBETA L)L (SXP) T4I)LA
)T DRIFNEIE

T ITATTNARERZ N TN AOYF 2 VT 4 ZHT 1w Fan (SXP) 7—
BR=ATO, IPEFX2 )T 4 T NV—TH7 (SGT) A ¥ ROAT— k7 L7RFEMIO
ATXAZEYT 4O AR—MIHY EHA,
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PTLIAYIRESCTR—ZRDSXP T LYY |
B rooovoreseTr—z0sx 74 L5y v IS AR

C BEAF OB T SR 7 4 L2, T A N E A L R SRR
*Tm&ﬁﬁ’ﬁbiﬁ TANBE, T ANE BT HRNCT 7 AR~ N EIiEA v
H— b SR A v RIS S EE A,

* Virtual Route Forwarding (VRF) [EHD 7 4 VX U 7 I R— S TE6F, 7 IP
WHEESNT T 4V FIZT A A LEOT_TO VRFICEM SN ET,

« 74 NVHZN—LD SGT X, H—D SGTHEEZD Y A MZ/2 £9, SGT OHEHIX Y F—
FEILTWER A,

PTLIDA4YIRESGTARA—ADSXP 74 ILB Y 2T
B89 5 [EER

M=

IP L7 47 AL SGTXR—ZADSXP 7 4 NVE Y ITHEEA AT AL, IP & SGT DA
VREZIAR—DNERIZA VAR TBREEICTANZ VT TEEST, ZOT 4V
1. IP V7 4 v 7 A, SGT. £I1TFOWGFOMBAEOHICE SN TEITTEET,

X2 VT4 NV—T%7 (SGT) »c#a~7 v s =2/ (SXP) 1%, CiscoTrustSec ¥ H— 15
o7 e hanrol5TT, SXPIX, /N7y hOX FHFHEENR VR Y RU—7 F3A R
BRIZIP & SGT DA ¥ ROIFRZEHET 5. i~ e h=a2 T4, SXPIE, IP & SGT ®
NAV REFRy NU—7 EOFFERA VIO T v T AN —LATR_RA ANELET, 207
BERZLY, AT —F, TrATUA—NADEF2 VT 4P =R, T ERAT
NAANLFER L —Y—T AT T4 T AERELZDENTEET,

IP-to-SGT 7 4 VX U L 728V VAT NIRBONA » RIET ZRIRIZA R — b ET

=7 AR— FT&xFET, SXPHEHR TlL. A > RO T AR— FFEi3A R — FHICHEAE

TETANZ Y TIZHEASNT, A= —FFV AT —DEE L0 E LTHIET ST /31
AT A NEEBRETEET,

WA SXP ¥ibe DA, A —H—F 71TV A F—D T 4 L EZRREIILTNDAENE I MT
HASNWT, EHEo0DOHEICTZ A NERHEAINET, ET7BRAE—I—L U A F—DEEFD
TANEITN—T DO ThHdIEGE., 74NMF ) ZIEXmAFRICEHE S ET,

TUANBIT, BTV —ETR—RF T e— VU EATEET (F_To SXP ¥ksio i
HERE) , EFBBEDBEEL, TANRITAE—F—F 713 A F—ICHHATEET,

T4ILE IL—IL

TNA ZHAT HMENRS D7 4 V2L, O T 4V Z — L aH L TER S ET,
%74w5w—wﬂ\%E@Mﬁﬁ%m7w74y&Xﬁ%ﬁoﬂ4yFKﬁbf£ﬁ¢é
ToUvarEfRELET, AU RE, T4 F N LV TRESNMEE RESNET,
BN RO HIE. T A NZ =)V TIRESNRICT 27 7 a Y isEH I ET,
WL 31 v Ri %%1%577/5/ \ﬁ777/a/iti%777/a/T¢OmKH
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| PILI4 YO RESGTR—ZDSXP T4 LB YT
IPTLT 4y 2ESGTR—ZDSXP 74 Loy vongers [

NA Y RO AR—FNEZFA VR — M, A= —F7ZRV A F =TT 4 LEDBEL
2o TWAEES ., NA LV RIZTZANEAL— ST T4 NVEZ ) T ENET,

TANE Y ARNTHA 2 RIV—AREESNNTORWEEARIL, 74 0% U A MIRESNT
WHF ¥ v F A=A NIITENET, Fv v F A== BRNEE, ST 534
vRIERBICESR S ET,

SXP 7 ANLB Y TDEAT

IP-SGT /XA ¥ FiZ, ROWTNLDOFETT 4 Z ) T ENET,

¢ SGTRX—ADT7 4 V2 Y > SGTEIZHASNT SXP##D IP-SGT /N1 R&E 7 4 VX
Vo7 LET,

P FL T4 TAR—ADT A NEY T P LT 4y 7 AEIZEESNT SXP #D
IP-SGT NA »V RETZ 4 NZ Y T LET,

SGTBIURIP LT A4 v I AR—ZADT 4 )NEZ YT SGTEEIP LT (v 7 AHIZ
HSWT SXP 85 D IP-SGT N1 ' K& 7 4V Z U 7 LET,

T 4 N =, & IP-SGT 31 v Niz@EHA &£,

PTLTAYIRESGTR—ADSXP 74 ILA )T D
REAHE

ZD& s v a v TlE, IP-prefix & SGT-cased D SXP 7 (VX U ¥ 7 O EFIEIZ DN THIB L
7.

SXP 74 LRV R FDERTE

ZOAT T TIE, =ty NERFFTL27 402V A MEERLET, ZhbDr—u
I FFATESNTAS V RERGEL, G SN, v FETuy 7952 L2k > T, IP-SGT
NAVRETZ4NZ) T LET, KA—iL, SGT, IP 7V 7 4 w7 A, 721X SGT & IP
VT 4 7 ADEST OMAEORHIZESNVTRETEET,

T4 NH R BMIEFED IP-SGT /3 v K& T HN0— Ll WGE, T 74/ MEIE
Xy v T A== L RERIITWORWIEY | S 2 RIIRFERRMICES S E T,

FIE
ARV KRFERETIVaY B#)
RTwv 1 |enable M EXEC E— REARICLET,
e NAT—REANLEST (FRS
NIZGE) .
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B seonss—Jowe

PTLIAYIRESCTR—ZRDSXP T LYY |

ARV FFEREETIVa Yy

S

ATv T2

configureterminal

Ja—) a7 4 F¥al—g
t— F‘%Eﬁﬁébjﬁﬁﬁo

ATvT3

ctssxp filter-list filter-name

Cisco TrustSec 7 A4 /L& U A M ZRE
L, Z4NVZ VRN 7 4¥al—
vary ET—RERRKBLET,

ATvT4

sequence-number permit ipv4
ip-address/prefix deny sgt sgt-value

TA4NEY A NDONL—VERELE
KR

ATvTh

exit

TUNEY ANy 7 4 Xal—3
VE—REKTLT, Fe—ay
T4 F¥Xal—varyE—KRIRDFE
R

ATvT6

ctssxp filter-list filter-name

Cisco TrustSec 7 A4 /L& U A M ZRE
L, Z4NVZ VRN 7 4¥al—
vary E—REBRKBLET,

ATy T17

[sequence-number] deny sgt sgt-value
permit ipv6 ipve-address/prefix

TA4NEY A NDONL—VERELE
KR

ATvT8

exit

TUNVEY ANy T7 4 Xal—3
VE—REKTLT, Fe—ray
T4 F¥al—varyE—RIRDFE
R

ATvT9

ctssxp filter-list filter-name

Cisco TrustSec 7 A4 /L& U A M ZFRE
L, Z4NVZ VRN 7 4X¥al—
vary E—RERRKBLET,

ATy 710

[sequence-number] permit ipv6
ipv6-address/prefix per mit sgt-value
per mit

TA4NEY A NONL—VERELE
KR

ATy INn

end

TA4NAZY A a7 ¥zl —T 3
VE—REKRT L, FHEEXECE— R
IR £9,

SXP 74 LR T IL—TDEKRE

IDOAT 7T, BTy hE1DOODITNV—FZFE LD, TOTN—FITT4NVH VA NE
WHLES, 74NV ITN—T1F, AC—H—IN—TFF ) A= —T L LTEHET
EET, TRTCODAL—D—F7FT_XRTCOVRAF—IZR L7 4 F U A bEEAT 52,
Ta—NVAE—T—DT 4 NETN—TFE3 70—V R F—DT 4 )V Z T N—T %

R LET,
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| PILI4 YO RESGTR—ZDSXP T4 LB YT
Fa—mny2F—Fsa—rnze—n—n7 18 50—70%z [

A\

GE) TA4NEITN—=TWTEFTEHLT4NE) ANMEL1LDETTY,

FIE

AT RERIFTIa Y B#
AFw 71 |enable ¥iME EXEC T— F&EAIC L £,

e RAT—FREANLET (FERE
N8548 .

RFw 72 |configureterminal ra—\ ) ar7Z 4 ¥al—ar
E—RFZRBLET,

25w F3 |ctssxpfilter-group listener listener-name|SXp 7 4 L % 7 L—FD Y AF— %3
EL, TANEITN—T a7 4 ¥
L—yary B— REBmLET,

R w74 |filter filter-list-name TANEZY A RNONL— NV ERELE
j—o

AT S5 |peeripvd-address ET7DOIPT RLAEBRELET,

AFwS6 |exit TANETN—T a7 4 Fal—

varyE—REKTLT, Fr—L
a7 4Fal—aryE—RNIRED
iﬁ—o

RTwvF1 |ctssxpfilter-group speaker speaker-name| #i%4 VLAN 7 7 & A A"— h CTHH
VLAN Z % E L £,

25w 78 |filter filter-list-name TANZ YA MNERELET,
ZFw 79 |peer ipvd-address ETDIPT FLAZRELET,
25w 510 |end TANEBEIN—TF a7 Fal—

vary E— REKT L, R EXEC
T— NIZREY £7,

Aa—nJ)LY R+—F-1F5a—n\ )R E—H—D T4 IILEZTIIL—T
DEF
ZTa—NLY R F— T a— LA —H—D T Y NE T N—TERETHE, VA F—F—
REFIZAE—H—F—RFOTXTO SXP DRy 7 ABRICT 4 VAP EHINET,
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PTLIAYIRESCTR—ZRDSXP T LYY |
B seovsusvoant

TANETN—TIZT 4 VE YA RNEBINTSHE, Ry 7 ABEREINTND T 4 LF T
ARDEY RBR~NVTRARNY 7 E L TERREINET,

\}

GE) pera~vr RiE, =)A= — VA —h—DT 4 )VZ T N—TTIIHHT

TEH AL
FE
AT RFEERETIV 3 Y Br
A7 71 |enable ibE EXEC E— RE AT L £,
e NRAT—REANLET (FEREh
758 .
R 72 |configureterminal Jua—N)ary 7 4 X¥al—gy
E— NEBABLET,
R w 73 |ctssxp filter-group listener global Ta—rN)VY) RF—DT 4 B T N—TF
filter-list-name PHELET,
R w74 | ctssxp filter-group speaker global Ta—N)VAE—H—DT 4 )VH T )—
filter-list-name FEHELET,
AFw 75 |end Ja—)L a7 4Xal— g
E— FZ#T L, 7 EXEC E— NI
R ET,

SXP 7«4 LR 1) VT DERIE

SXP7ANHVANET A NEZTN—TRERELT-ZIT, 7402 ) T E2HIMIT DHHLEN

HYET,
FE
ARV REREETIV 3 Y B

AT 71 |enable FiHE EXEC E— FZ AW L £,
e NMAU—REANLET FRIN
7258) o

AT w 72 | configureterminal Jua—\) a7 4X¥al—3g v

E— RERBLET,
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| PILI4 YO RESGTR—ZDSXP T4 LB YT

TIHIML—ILEFF v vy FA—ILIL—ILOEE .

ARV REEET7IVa Y B

AT 73 |ctssxp filter enable A B —T 2 f R —RA T T L—
MR ELET,

25w 74 |exit Ja—\)y a7 4 Falb—g
E— N&HT L. F#HE EXEC E— FIC
R %9,

R Fw 75 | show ctssxp filter-list filter_name FORYL ATRESINTNDB T L LF Y A
e, £T74NVHYANDT 4 )VH)L—
e EBIZERRLET,

FIAIPIL—ILEEREF Y Y FF—ILIL—ILDORE

FIE

FTT7FNNEEER Yy T A== T, T4 NANF VA NNDEDL—LE B —F L
IP-SGT/ ™A > RIZBAINET, T 74/ FA— RN EBEINTHARWNES. 25O IP-SGT
NA v RIFERESNET,

SETATANZIVAINDTANEY AR a7 4 Fal—2 a3y F—FRT, T7H/ALME
Xy v TFA— A NA— L EERELET,

ARV FERET7IVa Y BH&Y
AT 71 |enable FiME EXEC E— REAINCLET,
e MAU—REZ AN LET (FERkSh
=5%8) .
R T 72 |configureterminal Jra—N) a7 4 ¥al—igy

£ — F%%ﬁﬁébij«o

AT v 73 |ctssxpfilter-list filter-name Cisco TrustSec 7 4 /L Z J A &R E L.
TANEZY AN a7 4 Fal—3
v E—FEHBLET,

AT 7 4 | permit ipv4 ip-address/prefix SN LIZBEICT 7B A ZHFA L
\ij—()

A 75 |denyipv6 ipv6-address/prefix ST DA, T/ BAEZESL
N

AT 76| permit sgt all FRTO SGT ITHIET D31 & RaiF
ﬂ‘ ]\/i—é‘o
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PTLIAYIRESCTR—ZRDSXP T LYY |
B roiovozeseTr—zosxe 74050 v T OBER

avYRFERET7IOI Y BRI
A7y 77 |end TANEZY AR AT 4 X2l —g
v E— REKT L, FE EXEC E— F
IR £97,

PTLIDAYTRESGTR—RDSXP 74 J)LA Y 5D
% TE

IOk varTE P VT 4y 7 AL SGTR—AD SXP 7 AV F ) T OBRGER 7R L
ij‘o

5l - SXP 74 ILR YR FDETE

Device> enable

Device# configure terminal

Device (config) # cts sxp filter-list filterl

Device (config-filter-list)# permit ipv4 10.1.1.0/24 deny sgt 3 4
Device (config-filter-list)# exit

Device (config)# cts sxp filter-list filter2

Device (config-filter-list)# permit sgt all

Device (config-filter-list)# exit

Device (config)# cts sxp filter-list filter3

Device (config-filter-list)# deny ipv6é 2001:db8::1/64 permit sgt 67
Device (config-filter-list)# end

Bl SXP 74 ILRTIL—TDEHETE

Device> enable

Device# configure terminal

Device (config) # cts sxp filter-group listener groupl

Device (config-filter-group)# filter filterl

Device (config-filter-group)# peer 172.16.0.1 192.168.0.1
Device (config-filter-group) # exit

Device (config) # cts sxp filter-group listener global group2
Device (config) # end

Bl :SXP 24 )LR2Y) T DEHIE

Device> enable

Device# configure terminal

Device (config)# cts sxp filter-enable
Device (config) # end

. Cisco 10S XE Bengaluru 17.5.x (Catalyst9200 X 1 - F) Cisco TrustSec I~ 7 4 ¥aL—>3a > HA K



| PILI4 YO RESGTR—ZDSXP T4 LB YT

Bl : FIOAIFIL—ILERLEFR Yy FA—ILIL—ILDETE .

Bl : TIHILMIL—=ILFEREIEXTNYYTFA—ILIL—ILDETE

IPJL D«
TR

WIZ, TXTOIPVE B L NIPv6 7 KL AIZKHET 51 REFFA[T 5T 7 4L K
DI VT 47 Z— VAR T Dl R~ LET,
Device (config)# cts sxp filter-list filterl

Device (config-filter-list)# permit ipv4 10.0.0.0/0
Device (config-filter-list)# deny ipvé 2001:db8::1/0

WIZ, T_XCTO SGTIZHET BN > REFHA[T 5T 7 4/ D SGT Vv— /v & 1ERL
THEERLET,

Device (config) # cts sxp filter-list filter_ 1
Device (config-filter-1list)# permit sgt all

WHORESGTR—ADSXP 74 ILBZYHD

RIE Z BT DI, WOa~» FefRLET,

debugctssxpfilter events 2~ > Rik, 74X U A RBIONT 4 V& T —TDOERL, HIBR,
FHICBE S 54 X b 2o 2T A0 ESNE T, Zoa<wr R, 74404
YITTRRAD—ET I a VBT HAR NaeX Yy T TF v T LD B S NET,

Device# debug cts sxp filter events

WIZ, SXP AV =T —D7 4 V5 7 )N—T%FK 7 % show ctssxp filter-group speaker
avr POl ZRLET,

Device# show cts sxp filter-group speaker groupl
Filter-group: groupl
Filter-name: filterl
Peer-list: 172.16.0.1 192.168.0.1

WIZ, SXP A —H—D Y A F— 7 )—"T"%FK7T % show ctssxp filter-group listener
a~vy ROl ERLET,

Device# show cts sxp filter-group listener

Global Listener Filter:
Filter-group: groupl
Filter-name: filterl
Peer-list: 172.16.0.1 192.168.0.1
Filter-group: group2
Filter-name: filterl
Peer-list: 192.0.2.1,

Not configured

198.51.100.1, 203.0.113.1
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B rooivozesarr—zosxe 7408y v 0RER

WIZ, SXP A —H—D7 4 )V EZ T N—TIZETH

PTLIAYIRESCTR—ZRDSXP T LYY |

FERBTS & 2”35 show cts sxp

filter-group speaker detailed =~ > ROl %R L E£7,

Device# show cts sxp filter-group speaker groupl detailed

Filter-group: groupl
Filter-name: filterl
Filter-rules:

10 deny sgt 30

20 deny prefix 10.1.0.0

30 permit sgt 60-100
Peer-list: 172.16.0.1 192.

wIZ, BESNTZTXTHT 4

/16

168.0.1

VBT N—T BT 5 A R T 5 show ctssxp

filter-group =~ > ROl Z R L E T,

Device# show cts sxp filter-group

Global Listener Filter:
Global Speaker Filter:

Listener Group:
Filter-group: groupl
Filter-name: filterl
Peer-list: 172.16.0.1
Filter-group: group?2
Filter-name: filterl
Peer-list: 192.0.2.1,

192.

198

Speaker Group:
Filter-group: group3
Filter-name: filterl
Peer-list: 172.16.0.1
Filter-group: group?2
Filter-name: filterl
Peer-list: 192.0.2.1,

192.

198

==

wIT, FIE

.51.100.1,

.51.100.1,

Not configured

Not configured

168.0.1

203.0.113.1

168.0.13

203.0.113.1

ST RTO SXP 7 4 V& 7 )V—T BT Dt A #nd % show

sxp filter-group detailed =~ > ROHFHIE R L £,

Device# show cts sxp filter-group detailed

Global Listener Filter: Confi
Filter-name: globall
Filter-rules:

10 deny 192.168.0.13/32

20 deny sgt 100-200

Global Speaker Filter:
Filter-name: global2
Filter-rules:

10 deny 192.168.0.13/32
20 deny sgt 100-200

Listener Group:
Filter-group: groupl
Filter-name: filterl
Filter-rules:

gured

Configured
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| PILI4 YO RESGTR—ZDSXP T4 LB YT
SXP 74 LAY 2T D syslog *vt— .

10 deny sgt 30
20 deny prefix 172.16.0.0/16
30 permit sgt 60-100
Peer-list: 172.16.0.1, 192.168.0.13

Filter-group: group?2
Filter-name: filterl
Filter-rules:
10 deny sgt 30
20 deny prefix 172.16.0.0/16
30 permit sgt 60-100
Peer-list: 192.0.2.1, 198.51.100.1, 203.0.113.1

Speaker Group
Filter-group: group3
Filter-name: filterl
Filter-rules:
10 deny sgt 30
20 deny prefix 172.16.0.0/16
30 permit sgt 60-100
Peer-list: 10.10.10.1, 172.16.0.1, 192.168.0.13

Filter-group: group?2
Filter-name: filterl
Filter-rules:
10 deny sgt 30
20 deny prefix 172.16.0.0/16
30 permit sgt 60-100
Peer-list: 192.0.2.1, 198.51.100.1, 203.0.113.1

SXP 74 LR 1) 2T D syslog * v t—

SXP7 4 VB ) T Dsyslog A ve—IlE, Z4N0Z ) o ZIZHETLIIEIERARV M E
IRT T OIERSINLET,

TAILAIL—)LD syslog A v E—
H—D7 4 NHIEETEHL—NVORREIT 128 TT, B—D7 4 VHIIHESINLTND
T 4 VE =)L DEDIHIBRD 20% BT B2, RO A v E—URAERENET,

CTS SXP filter rules exceed %[ ] threshold. Reached count of [count] out of [max] in
filter [filter-name].

B—D7 4 VAITERESNTWEIL—ILOEIN, 74 Z U A MIHFATESNTNDL—/LDR
KED 95% IZETHE . DA v —UNERINET,

CTS SXP filter rules exceed [ ] threshold. Reached count of [count] out of [max] in
filter [filter-name].

WD A yv—%, B—D7 4 VX TE Eéhtw~w®ﬁ#ﬁﬁéﬂtw—w®%ﬁﬁmé
L. TN ENL— LV EZ B TE 2 WEAICAERINNET,

Reached maximum filter rules. Could not add new rule in filter [filter-name]

Cisco 10S XE Bengaluru 17.5.x (Catalyst9200 X f - F) CiscoTrustSec 1> 7 4 ¥ L— 3> HA K .



PTLIAYIRESCTR—ZRDSXP T LYY |

B roiovozeseaTr—zosxe 7418 ) LT ORERE

PTLT 4
TR HE R FE

TAILA)R LD syslog A vE—2

BRETEDL T ANH YA NDERKREIZ256 TT, REINTWNWDTZ 40X U X KON DH|
R 20% AT B2, RO A v E—URNERINET,

CTS SXP filter rules exceed %[ ] threshold. Reached count of [count] out of [max] in
filter [filter-name].

REIINTWDTZ 4 VHFURNDEDN, FAISNTZT 4 NVF VR NDERKRKED 95% IZET D
L RDAvE—URERESNET,

CTS SXP filter rules exceed %[ ] threshold. Reached count of [count] out of [max]

WKDA S E—IlF, BESNNTWE T A NAEZ Y X NOBPTRI SN T 4 VZ Y 2 NDORKREK
WL, TN ET7 4 V2 ) A RNEZBIMTE WA IZAERINET,

Reached maximum filter count. Could not add new filter

WORESGTR—ADSXP 7 4ILBZYHD

ROFIZ, ZOEY 22— /L THHTLHED Y J —2B L UOMEEERZ =~ L £,

T OBEEIZ, FRCHTR SN TWARWED , EBAINZY U —XLUBEOTXTOY J—RT
fFRCcE £,

J1y—= Hre HEER R

Cisco IOS XE Fuji 16.9.2 |[[P 7L 7 4 v 7 AL SGT|IP 7L 7 4 v 7 & & SGT ~— Z D SXP
NR—ZDSXP 7 4 NEZ Y |7 4 VZ ) TR, BWIP-SGT A
a A ¥ ROYEIEMEORE % #3572
DT ANE) T A=A LERRM L
3R

CiscoFeature Navigator 135 &, I v M7+ —ABLRNY 7 M =T A A=V DV FR—
MME# A 3R T& £ 7, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [HE3E] 725 7
JEALET,
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. 8.
=% =R

Cisco TrustSec 7 + —JL @ Flexible
NetFlow T X/ R— ~

* Cisco TrustSec 7 4 —/L R ® Flexible NetFlow =27 AR — bk (99 _—7)

Cisco TrustSec 7 1+ —JL K@ Flexible NetFlow T4 X 7R—
~

Cisco TrustSec 7 ¢ —/L K ® Flexible NetFlow =27 A 7x— k Cld. Flexible Netflow (FNF) 7 m—
L =1— RN ® Cisco TrustSec 7 1 —/L K& H R — |~ L. Cisco TrustSec A DAEAED 5 444 7= Bl
EO®E=H— "NTFTTNVa—T 147, BIOREELZXELET,

ZDFY 2 —)LTIL, CiscoTrustSec & FNF DA X T 7 2 a /22T &, NetFlow/3— =
9 7mr— La— KD Cisco TrustSec 7 4 —/V RERE L7 AR— T A HFEZHBALE
bé‘o

Cisco TrustSec 7 + —JL K@ Flexible NetFlow T4 X R— F D&HIFEIE

e FENFL a— R T/ AR—rEND2 X2V T4 7 —F %7 (SGT) fHIX. kDT
AT £9,

KIET DTy NI, BEINTA =T = A ANnE, 0DOSGTIHE & HITZFL
£7,

« XT3y MESGT 2 L TRELET,

¢ IP-SGT/V v 7 7 v 7HIZSGT B ENFERFA, Oy FBRSGTARLTZESH
H720, SGTIZR U Xy FHIZE 2D £/ L)

e 7 — Ll a— N|ZSGT ¥/ N—74%27 (DGT) O7 4 —/L K (F7=1FZd2
DDOELLNDT 4 —)V RIET) NEENDIGAE. MFOMEEZ#EHTX/enE LT
. SGT & DGT T 0 # 3 E L= 7 u—2MER S Ed, 7u— L a— Rigit.
SGTH LUDGT 7 4 —/b R & —FEIZ, FEILIBLOSEEIP 7 RLARE ENDHME
N0 ET,
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Cisco TrustSec 7  —JL KO Flexible NetFlow T4 ZK— + |
. Cisco TrustSec 7 « —JL KO Flexible NetFlow T4 X /~— ~IZE3 2155k

Cisco TrustSec 7 + —JL K@ Flexible NetFlow T4 X R— IZBET 51
R

Flexible NetFlow @ Cisco TrustSec 7 1 —JL K

FNF 7 7 — L 22— RIN® Cisco TrustSec 7 4 —/L K, X{E70 SGT B L U%64E DGT 1, EHH
LB 7u =T AT 0T 4T A EROBEEMTICELEET, Yy NT—7 V=73,
TR, BENFY N2 )V —ZABLOT IV r—va ) =R ED L HITHIAH
LTWEPONWTEE LB CEET, ZOEREMFEHL T, BENREX 2 740K Y
S DERERE L TRIET A0, TZE8ABLOT AU r— 900 VY —2E25RBIC
FELCED Y CH RN TEET,

Cisco TrustSec 7 « —/V RIZAJI/HHJI FNF, =% ¥ A N~V FXx¥ A~ T 7 4 v 7 TH
AR—FSNTHET,

WRDT —TWIZ, Cisco TrustSec D NetFlow /X— 3 9 DREBE T 4 —I)V RE A T &R
LE9, T4, Cisco TrustSec D k{5 IL/58 5 SGT @ FNF 7> 7' L— M T SV E T,

JO0—J4—)LFEA4T B2l
CTS_SRC_GROUP_TAG Cisco TrustSec %13 7t SGT
CTS_DST_GROUP_TAG Cisco TrustSec 465G SGT

FNF 7o —L a— RCTBEFO—#T 25 7 1 —/L RIZMx T, Cisco TrustSec 7 o« — /b R3FXE
ENFET, ROFEEMHAL T, CiscoTrustSec 7@ —47 V=7 hadx—7 4 — )L FEIT
FHF¥—7 44—/ RELTFNF 7r—La— RZBiL, 7y NHOKEET L 55D SGT %
HELET,

match flow cts{source|destination} group-tag =~ > Ki&, ¥—7 1 —/L K & L T Cisco TrustSec
T4V REEETATD, dedTbd7e—La— RUTTHRESNET, ¥—7 14—/ FiZ
7=t T 560 TY, 7 —ld, —EHO—BOEARESNTVWET, Tr—1L
a— K& 7o—F=FZ—CHHATH12E. 1 DU EDOF—T =L RBKEIZRY 4, %E
JC SGT. %656 SGT. F72IXZ DMl FIZFIFFIC match 2~ > RERETE £,

Jao—La— R, 7a—F=H—FCTREIN, 7a—F=H—IA X —T =1 A
ENET, INET—H &2/ AR—bTBI00F, 7o— 2 AR—ZEZREL, 70— F=
2 =L FIGENT 2 0ERH D £97,

Cisco TrustSec 7 1+ —JL K Flexible NetFlow T4 X R— FDEZTEFH %

WD 7> 3 Ti, Cisco TrustSec 7 4 —/L KO FNF =7 AR — b RT3 EXF ¥
ATIZOWTHHALET,
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I Cisco TrustSec 7 «« —JL K Flexible NetFlow T4 X7RK—

ZA—La—F®O*—7 4 —)L K& LTO Cisco TrustSec 7 4 — )L FDERE .

JO—L3—FOF—T 14 —)L k& LTO Cisco TrustSec 7 4 —JL FDERTE

FIE

ARV RFEREETO 3y

El:)

ATy T

enable
1 -

Device> enable

¥ibE EXEC T— F&EANZ L £,

e NRAU—REANLET (FERE
Ne%a) .

ATy T2

configureterminal

51

Device# configure terminal

Ju—n_)ary7 4 X¥al—gy
T— FEHEBLET,

ATvT3

flow record record-name

1 -

Device (config)# flow record
cts-record-ipv4

FNF 7o — L a— R&E{ERT 20, F
FIXEfFOFNF 72— L a— R& AW
L . FlexibleNetFlow 72— L =2— K
a7 4 Fal—TgrE— Nafth
LET,
« ZDawy RTIE, BEFEO 7o —
La—RNEEETH5Z L TEE
7,

ATvT4

match ipv4 protocol

51

Device (config-flow-record) # match ipvé
protocol

LE) 7e—La— ROx—7 1 —
JILRELTIPVAT a ha LR ELE
j—o

ATy TH

match ipv4 source address

1 -

Device (config-flow-record) # match ipv4
source address

UER) IPv4E[FLT R Az 7o —
La—FOF—7 44—/ F& LTHRE
LET,

ATvT6

match ipv4 destination address

1 :

Device (config-flow-record) # match ipv4
destination address

ULE) IPVASE%ET RL A& 71— L
I—RFDF—7 44—V RELTHEEL
EScI
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Cisco TrustSec 7  —JL KO Flexible NetFlow T4 ZK— + |

. JA—La—FDF—714—)L K& L TO Cisco TrustSec 7 1 —J)L FDE%

ARV FFEREETIVa Yy

S

ATy IT17

match transport source-port

1 :

Device (config-flow-record)# match
transport source-port

(FA7Fvayv) 7a—La—ROx—
T4 =N RELT, T UAR— b
BR—FERELET,

ATvT8

match transport destination-port

1 :

Device (config-flow-record) # match
transport destination-port

(A7 ay) 7a—La— ROF—
74— RELT, PT U RAKR— 5B
FeAR—FEFRELET,

ATvT9

match flow direction

1 -

Device (config-flow-record) # match flow
direction

(FFvay) 7a—RNE=F—XN
HEmMEFXF— 74— RELTHREL
i‘a‘o

ATy 710

match flow cts {source | destination}
group-tag

51

Device (config-flow-record) # match flow|
cts source group-tag

Device (config-flow-record) # match flow|
cts destination group-tag

FNF 7e—LlLa—KNOLa— KD

¥—7 4 —/L K& LT, Cisco TrustSec
DEETLT N—T 5 7 =138k 7
N—T BT ERELET,

« AJ7:

HEEAT Y FTIE, Ny F—
BdDHYE. SGT i~y
5 — L [F] UAE S Sk S U E
T ERRVGEIE. 09K
SNET,

« DGT fEIZATIR— F D
SGACLEBITIKGFE LEH A,

- HiIT

s propagate-sgt =~ > NE721%
Cisco TrustSec D EH B3 H
HA B —T A A LTS
fbEfnnTnd &, SGTIX 01
0 ET,

« B8 T, SGT £721%
DGT (Zxf)&5 9 % SGACL &% &
DFAET UL, DGT %0 LIgk
DOEEITR Y £,
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I Cisco TrustSec 7 «« —JL K Flexible NetFlow T4 X7RK—

NetFlow <> S6T ZD T4 xt— k0@ [

ARV FFEREETIVa Yy

E:)

* SGACL AR — M F 72X
VLAN T T 5D
M, £72137 v —,3L SGACL
DA L STV 58
A, DGT L 012729 £97,

=N

ATvIN

end

51

Device (config-flow-record) # end

Flexible NetFlow 72— L 22— K ==
T4F¥al—aryE—FREKTL
T. ¥ EXEC E— RICED £,

NetFlow TD SGTZND T Y A7R— FDETFE

T — T AR—F T LT,
AR— T 5T, B0 — 27 AKR—4%

ERHY E£7,

FIE

1ODSSFEDH P R— b EhEd, BT —2 2T
HELT7r— E=F—|ZHV Y TIHL

ARV RFERFTIaY

B8

ATy T

enable
51 -

Device> enable

¥itE EXEC E— FE Az LET,
e NRATU—REZASNLET FEREN

=%8)

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR) a7 4 F¥al— g
T FEIBLET,

ATvT3

flow exporter exporter-name

1 -

Device (config) # flow exporter
EXPORTER-1

Ta— ) AR—HEERT B0, E
IO 70— =7 AR—H A H
L . Flexible NetFlow 7 2 — =7 &

R—=H ar74F¥al—varE—F
ZBRE L ET,

ATvT4

destination {ip-address | hostname} [ vrf
vrf-name]

1

Device (config-flow-exporter) #
destination 172.16.10.2

T AR—Z DB AT LOIP T R
VAEIZIARA M ERELET,
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Cisco TrustSec 7  —JL KO Flexible NetFlow T4 ZK— + |
. Cisco TrustSec 7 « —JL KO Flexible NetFlow T4 X /~— kD& EHI

ARV RFEREET7TOVa Y By
X 75 | option cts-sgt-table [timeout seconds] T 7 AFE—X% D SGT ID-to-name 7 — 7
il NAT v a e BRLET,
, , . « ZDOF T a LV, FNFILSGT
Device (config-flow-exporter) # option é’t%‘z_ U 7‘4 7‘\/1/%7o%£:7 . .

cts-sgt-table timeout 1200

> 74 % Cisco TrustSec Bilis — #
T—T)NETT AR—FTEET,

RFw76|end Flexible NetFlow 7 2 — =7 AHF—# o
Bl - Y7 4Falb—raryEF—RFEKTL
T. ¥ EXEC E— NITEY F7°,

Device (config-flow-exporter) # end

Cisco TrustSec 7 + —JL K@ Flexible NetFlow T4 X HR— D& EHI

W DX 7 a Tk, Cisco TrustSec 7 4 —/L KD FNF =7 AR — b OFREIZEHT A0 %2R L
i‘j‘o

fBl: 2A—La—KOF¥XF—T7 4—J)L K& LT Cisco TrustSec 7 « —JL KD ERTE

WwOBIL, Cisco TrustSec 7 72— 47 = 7 k%, IPv4 Flexible NetFlow 7 72— L =1 —
ROF— 74—V FELTRETDFHFEEZTRLET,

Device> enable

Device# configure terminal

Device (config)# flow record cts-record-ipv4

Device (config-flow-record) # match ipv4 protocol

Device (config-flow-record) # match ipv4 source address

Device (config-flow-record) # match ipv4 destination address
Device (config-flow-record) # match transport source-port
Device (config-flow-record) # match transport destination-port
Device (config-flow-record) # match flow direction

Device (config-flow-record) # match flow cts source group-tag
Device (config-flow-record) # match flow cts destination group-tag
Device (config-flow-record) # end

{5l : NetFlow TD SGTZD T Y A7R— FDHRTE
KIZ, NetFlow TSGT 4 DTV AR — hZRETHHZRLET,

Device> enable

Device# configure terminal

Device (config) # flow exporter EXPORTER-1

Device (config-flow-exporter)# destination 172.16.10.2

Device (config-flow-exporter)# option cts-sgt-table timeout 1200
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I Cisco TrustSec 7 «« —JL K Flexible NetFlow T4 X7RK—

Cisco TrustSec 7 1+ —JL I Flexible NetFlow T~ X R— + D&EERERE .

Device (config-flow-exporter) # end

Cisco TrustSec 7 1+ —JL K@ Flexible NetFlow T4 X R— ~ DHEEEEFE
WDORIZ, ZOFY 2—/LTilHT 2HED Y U —2B L OEEFREZ R~ LET,
IO OBEEIL, FRCHR SN TWARWED , EBAINZY UV —XUBEOTXTHOY J—RT

EHTE £,

)1)—=R

e

HEEEHR

Cisco I0S XE Fuji
16.9.2

Cisco TrustSec 7 4 —/V
K @ Flexible NetFlow —
7 AR—h

Cisco TrustSec 7 « —/v R ® Flexible NetFlow T 7
AR— Bk TlE, FNF 7 o —L 22— RN® Cisco
TrustSec 7 4 —/V K& 7HR— k L. Cisco TrustSec
BANDIEEN AN T-EMEDE=4— FT7 TV
Va—T 47 BIOREELIHELET,

Cisco Feature Navigator 145 &, 77 v F 74 —ABLNY 7 bV =T A A= DHHR—

MME#R AR5 T& £ 7, Cisco Feature Navigator (213, http://www.cisco.com/go/cfn [

7 A LFET,

YIFE] DT
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Cisco TrustSec 7  —JL KO Flexible NetFlow T4 ZK— + |
. Cisco TrustSec 7 + —JL KO Flexible NetFlow T~ X 7Kk— b DHEERE FE
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9.
=% =R

TrustSec SGT ML : L2SGT D1 VR
>3 EEnE

COREIZE D, v—HF DA > H—T = A AX Cisco TrustSec # FEI THIMLTZ D XL 527
Hlzb, v—=2igkx=2VU T4 I V—7F %7 (SGT) %. Cisco TrustSec ~» X —HNTx > k
U — 7 &RIEIND Ny MIEATE 7,

* TrustSec SGT DALH : L2 SGT DA V' ARY L a v LEEEORHESME (107 <—)

« TrustSec SGT DALFE : L2 SGT DA ARV g v LERICET H1HH (108 =—)

« TrustSec SGT DALFE : L2 SGT DA VARV a v LHREDOFRE S E (108 _X—)

o f5i] = TrustSec SGT DMWLHL : (L X —T = f ZATOD L2SGT DA RT3 LiEkoFH)

W&k (111 =)

« TrustSec SGT DALFE : L2 SGT DA VARV a v LiRiEOMEERRE (112 2—)

o RS —_—
TrustSec SGT DALIE : 12SGT DA VRIS 3 2 LERIED
=L 15
I e
Cisco Trustsec SGT DALFR : L2 SGT A VAR a v LEEEDOMRE R EET A2, ROFHES
f4:-C Cisco Trustsec * > bV —27 WL T HMLENH Y 97,
e T RTDORY NT—7 TNA AN EFR I N TWDH I L,

» Cisco Secure Access Control System (ACS) 5.1 73, Cisco Trustsec -SXP 71 &> A CTEIfEL
TnpZk

« 7412 }J, DHCP, DNS, i/, HLUNTPH—~—2R% v b7 —2 P} CHAET S
&,

« BIp BN — 2 TR DEIZ retry open timer =< RERE LTI,
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TrustSec SGT DMLIE : 12SGT D1 RSP 3w ki |
B rustsecseTOmIE  2SCT DA UKD L 3 L LERICET H1ER

TrustSec SGT NDALIE : L2SGT DA RT3 > LERiE(C
BE9 5 I1FER

CiscoTrustSec (CTS) 1. EfEHTE A2 XY MU= FRARAD KA VU HFENLTHZ LTk -
Tt%JY*yFU%7%%%Li#OF%4VW®%?N411 ZOETIZE » TRRRES
NET, FAALNOT A R 7 TOWEIL, Kb, Ay e—VESERE, 7—4
WNRA VT UAHIEA D =X BT flAEOE - %2 ) T4 CRESNET,

TrustSec SGT DALFE : L2 SGT DA AR g CEREDHREIC LY, L —H DA L H—T =
42@08%?@Tﬁﬁ%f%éi5’ﬁéﬁb‘w~5iﬁ%;)?4ﬁw—7$7
(SGT) %#. CTS ~v ¥ —NTXxy N =7 2RIGEITND N7y MIHEATE £,

tXal)Tq4 TIL—TE KLU SGT

X2 UTF 4 FA—FF, TR aryreg— K)o —%tFTira—Y— o KA
VETNRAA B Y —ADITN—TTT, X2 VT4 TA—TIIEHEN ACS TE
FBLET, L= =B LT N1 ZM CiscoTrustSec (CTS) KA A izBEMENS &,
FEEY— N — L, WX 2 VT 4 I I NSDFH LW T 4T 4 BEY Y TE
T CTSIEKEX =2 U T 4 ZA—TI2, EOHIPHN CTS RAAL VNTTZ r— L—Hok
X274 ZN—T7%FF 6y ) 2HVYETES, V—F2RNOEXF2VT 4 ZL—TD
ﬁ I BFEENTER Yy N T 4 T 4 OICHIBENE T, BX2 VT 40 IA—TF
X, FEITHRET 2METH Y EHA,

TFTNAANBIESND &, CTSIEZDT A ADLREINDTXCONRr v NI, T34 A
DEX2 VT 4 IN—TEBFNEENTND SGT ¥ JfiF LET, ¥/ fHF iz "7y
MI®ry hU—27 %@L TCTS~y X —TCSGT #EUE T, SGTIXCTS KA A 2K TEE
TEOHF A R ETHHE T UL TT, SGTIZIZRETOEXF2) T4 FA—TNEEN 5T
b, BETLE LTRESINE T, 56T /31 22T, s/ Vv—7 %7 (DGT) WNE 4T
SET,

A\

GE) CTS 7 v kN 272, BT A ADEX2 VT 4 INA—TFHTIEENTEEA,

TrustSec SGT DI : L2SGT DA VRIS 3 > LERED
BXTE A

OB a T, L2SGT DA VRIS g v LR AR ET AHEZRLET,
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| TrustSec SGT DALE : L2SGT DA RS 3 > L
TrustSec SGT DILIE - {8 —T T4 RTH LSCT DA VRS v avtER0FHcs 2801t |

TrustSec SGTDAIE : £ A —T A ATHOLRRSGTDA VR 3y
CELEDFHIC L DEMIE

WD FNAZESFT L T, CiscoTrustSec (CTS) DFNA A LDA X —T7 =4 A% FETHERI
LET, ZHICED, AL AL, Xy NT—I 2K TEFET L7y MNOEX=2U T 4 7
N—T"57 (SGT) ZEBIMUL, A¥T 4 v VRBFERY v —%FIETXET,

Fg
OV RFERET7TIV3 Y B
AT w71 |enable it EXEC E— REHIZ L E T,
fi e MAU—REZ AN LET (FERkIh
Device> enable fi%%é? o
R w 72 |configure terminal Jua—nN\)arZ 4 Xalb— g
i - E—FZBBLES,

Device# configure terminal

AT 73 |interface { GigabitEthernet port | Vlan | CTS SGT D#FRFE & kN H LA v ¥ —
number } T A AP LET,
1 -

Device (config)# interface
gigabitethernet 0

AT v 7 4 |ctsmanual CTS SGT fBFE L ik DAV H—T = A
11 - A& L, CTS FEf v ¥ —7 =
Device (config-if)# cts manual A A A7 4Fal—T gy F— K%
BREL £,
GE)

YT A B —T = A AT ctsmanual =
~ U REANTT HITIE, DotlQ # 7
DB A MRS D K 9 IZIPMTU
YA ZEWETHERHY £, Zh
L. CiscolOSXE U U —2A 3.17 £ U #f
DYV —RZOHEHINET,

27w 75 | policy static st tag [trusted] SGT DIFHtEA T 5 4 /&y
#l - FEfEHLT, CISEX 22U T ¢ Z—
Device (config-if-cts-manual)# policy TDAZT A v 7 GBI Y “/*—%{fﬁﬁ‘ﬁ L
static sgt 100 trusted §E7ro
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TrustSec SGT DMLIE : 12SGT D1 RSP 3w ki |

B sz 1xconctsseTEEOEMIL

ARV RFERETIVa Y

B8

ATvT6

end

1

Device (config-if-cts-manual) # end

CISFE A v F—T A AT 4 X2
L—3 3 E— REKT L, ¥HEEXEC
T— REHBELET,

ATy T1

show ctsinterface [ GigabitEthernet port
| VIan number | brief | summary]

1

Device# show cts interface brief

A H—T A AD CTS HEDHEHE
WMAEFRLET,

A 23— x4 XTOCTS SGT zEDEXN1E

7 TSN AN SGT 25 TE WA,

7 xA AT CTS SGT mEx b L4,

FIE

WOFNEZEITL T, A VAF L ARNDA v F—

ARV KRFERRETY VY

=)

ATy T

enable
1 -

Device> enable

it EXEC E— FE Az LET,
e NMAT—REANLET (FEREh

-55

o

ATy T2

configure terminal

1 -

Device# configure terminal

Jua—N) a7 4 FXal— g
T— F&ERHEBLET,

ATvT3

interface {GigabitEthernetport | Vlan
number }
1 -

Device (config)# interface
gigabitethernet 0

CTSSGT OFEIF & FRENF N8 A o H —
7I4x%%ﬁébiw§*o

ATvT4

cts manual

1

Device (config-if)# cts manual

CTSSGT DAEGRB Lk DA 4 —T7 =
A AEHGMELET,
CISFEA v X —T 2 AT 4 F=
L— a3 E— R, CTS/NT A—H—
ERETZHLAICHBINET,

ATvTh

no propagate sgt
1 -

Device (config-if-cts-manual) # no
propagate sgt

BT 73 A SGT 25 TE 7R
PLTIE, A =7 A AD CTS SGT
EZ ML £,

GE)
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| TrustSec SGT DALE : L2SGT DA RS 3 > L
# - TrustSec S6T DILIE : 4 L8 —T T RTHLSCT DA VRS v a3 tER0FHIs 2801t |

ARV REEET7IVa Y B8

CTS SGTARIEILT 7 # /v F THRME &
NTWET, BT T34 AT CTS SGT
[RIEE TEA ANCT DHERD DHE
propagatesgt =~ > R&fliH & £,

no propagatesgt =~ > RAPHIE S5
&L SGT# 7 L2 ~ v ¥ — BT E

AN
AT v 76 |end CISTFE) M v F—T A A AT 4 X
B - L—yaryE— K& T L, FHEEXEC

£ — F%Fﬂlﬂﬁébiﬁo

Device (config-if-cts-manual) # end

AT 77 |show ctsinterface [GigabitEthernetport | | . o % — 7 = 2T CTS SGT fmiE A

Vian number | brief | summary] LS TS Z L ARERT B 720,
R CTS RIEDHAHE BE TR LET.

Device# show cts interface brief
Global Dotlx feature is Disabled
Interface GigabitEthernetO:

CTS is enabled, mode: MANUAL
IFC state: OPEN
Authentication Status: NOT
APPLICABLE
Peer identity: "unknown"

Peer's advertised capabilities:

Authorization Status: NOT
APPLICABLE

SAP Status: NOT
APPLICABLE

Propagate SGT: Disabled

Cache Info:
Cache applied to link : NONE

5] : TrustSec SGT DR : £ XA —T 4 AT L2 SGT
DA iR a VEEEDFENICKS5E3E

1 -
Iz, show ctsinterfacebrief =~ FOHAHIZR L E T,

Device# show cts interface brief
Interface GigabitEthernet0/1/0

CTS is enabled, mode: MANUAL
Propagate SGT: Enabled
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TrustSec SGT DMLIE : 12SGT D1 RSP 3w ki |
B rustsecseTomE  2SETOA VRD L 3 L LEEOKERE

Static Ingress SGT Policy:
Peer SGT: 100
Peer SGT assignment: Trusted

TrustSec SGT DNIE : L2SGT DA VRT3 > LERED
HEEEE
WORIZ, ZOFY 22— /LTt T 2HEDY UV —2 B L OEEEHRZ R~ L ET,

IO DOBEREIE, FRCHRR SN TWARWRY , BASnY V=R LUEOTXTDY U —XT
EHTE £,

J1)—2 1 HEERR

Cisco IOS XE Fuji 16.9.2 | TrustSec SGT MDMLEE : L2 | ZDREREIC LD, M—H DA L X —T =
SGT DA R g & | A A% Cisco TrustSec & F&# THZME T
LTSS 519D, A—HXSGT

% . Cisco TrustSec ~> % —WNTx v h
U — 7 BRIZEIIN D 7 > MCHA
TEET,

Cisco Feature Navigator #ff 35 &, 7T v b 74— BLOY 7 b =T A A=V DY R—
NMEH A #iFE C& £7, Cisco Feature Navigator (2%, http://www.cisco.com/go/cfn [#£5E] 726 7
7R ALET,
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» 10 =

SGTA >S54V 3FVITDERE

SGT AV TA L AX T OHIKEHE (113 2—)

«SGT A v TA L ZXUTICHET AR (113 2—)

e NAT ST XA ATDSGT A TA L EZF 7 (114 <—2)
SGTA Vv TA YV XL TORE (115 3—)

ol : SGT FIA > T A VXX T OFRE (117 =)
SGTA v IA L EX T OMEDRERE (117 2—)

SGTA >34 V3 X2 DHKEIE

» Cisco TrustSec D FEIFRE & 802.1x X EIIEFTEFH A,

., = . R N h=E
SGTA o4 VAXUTICEAT 18R
Cisco TrustSec KA A v HNOKZ X2V T 4 TN —T1%, X2V T 407 V—TF %7 (SGT)
EMHENDS —ED 16 By N TREID B THNET, SGTITFR v U —7 &K TEIETTOMHE
RBE RTH—F~LTCTT, Ziut, *v hUV—7 Ky THICIERICEHRIN., (EEOTET A
AA (AL T, V—F) TN E2TTAT T AT 4 X TICESNWTER) —%#HT
%i‘é—‘(}

Cisco TrustSec X7 /34 Z121%, MAC (L2) LA VYHICHAAENT- SGT o7 v + &
EZETEDH, N— RU = THEDMAAENRTOET, ZOKEEIX. LA F¥2 (L2) -SGT
AR ayEMNENET, ZOKREBIZED, TS AL =Y Ry bV X —T 2 A AT
L2-SGT A ARV a v ZHMNITEDLD, TOTNAAFRI AN Ky T A —HFxv b
FAN—NABEEND 37y PNIZSCGT A TE 5 L 912720 £9°, SGT-over-Ethernet |,
7 V7 T7THAN GEREE L) A —V xRy YTy MCHAAE T SGT DR v TN Ky 7
PDIBESTXNTT, A TATAT T AT ABREIFAT—F T VT, ZEFA o L— DX
T —=< AL, a2 hr— T L —rDOF— R —~y REEET,

Cisco TrustSec SGT Exchange Protocol V4 (SXPv4) ##EIL. Cisco TrustSec A ¥ 7 — & ~X— A D
L2-SGT %A — k LE 9, 737 v b Cisco TrustSec X hin1{ > ¥ —7 = A AT AT &5 L.
IP-SGT ¥ v B 7 F— 2 _X—2 (SXPICX o THEESNT-F AT I v FIRREa~
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SCTAY5A4> a¥vInEE |
B wisss s xcoseT4 54 8%y

VRICE o THESNTIZAZT v 7 PIRHD) oS, X7y FOXETIP T
KL ZIZxp 7% SGT 35 ﬂéMiﬁogmaniA&/ IZFE A & 4L, Cisco TrustSec -~ >
—NTxXy hT—7 RICEITINET,

ZOETIE, EETDIN—TEHE L TNDLHDT, %Fﬁﬁw—f&ﬁ(yn)&bf%ﬁ%
SNET, Rxy N7 OHN=y U TiE, 7y FOSEEICEID Y Ton= 7 v—7HBEm
2720 FET, ZORFST, 7T/ AfEEZEHCTE £, ClscoTrustSec%ffﬂqTék\ X
V7 IN—7T727%8Aarbta— JAL (SGACL) LWHINDT 78R a2 hr—b
RV v—NEXa VT4 V=T TERINET, EED/Vr > b RUE, SGACL 1X
BMlceEXx 2T 4 70— 0oXESh, MotXxa V74 7 —TITEESNTOVET,

BHEHIENDZA VEZ—T oA AMDBD/ry FNTRIELTZSGT X 7Ry F U — 7GR &
Ne TATUT AT A4 T77AT T4+ —LOSFEICHER SN E3, IPSec AR — S EMEN
HIEIT. ZIELT- SGT % 71X SGT Z X 7 D IPSec & A ENET,

Cisco TrustSec 7 77 KO AL DFR v kT —27 T34 %, Cisco TrustSec 7 7 7 KiZ %7 » b
EFHRET AR, X7y MISGT &4 7 {HFT& % X 9512, Cisco TrustSec 7 7 7 RIZA B8
7 RO SGT ZHIWiT 2 ENH Y £7, /N7 O SGT (XKD FIETHWT TE £,

* Cisco TrustSec “~ % —® SGT 7 4 —/V R : X7 v MEFHEHINTZET T3 A 552E
L CWBE4E1E, Cisco TrustSec ~» Z —{XIE LW SGT 7 4 —/L REZEA TWD I & %Hj
FELTWET, ZORIIZ, £D/ )y MZE ST, O3y T —2 M Cisco TrustSec
7779 RNOENDOF Y NT—7 T, ATERWGEICEH S ET,

CEETIPT RLAIIZHESWESGT /Ly 7 7 v ZOHE. FHETIP T FLAIZHIn
TNy FOSGT ZWRET AR v—%, BHENFEHCTHRETETET, IPT FL AN
5 SGT ~DTFT—7 v, SXP 7 baic ko CASNTEET,

2=F % A REETLIPVE T RLAZEDIPV6E LT XY A NNT T 4 v 71T THL2 AV
TAVEAX TR R—FENTWET,

NAT 54T /8A A TDSGT A >S4 3FY

WD FVATIE, ANBR—FEHNDF—=POEETRYy NU—27 T FUAEE (NAT) A
IEENTWDE T TA S UTFNRAL ANG, B E YT, RZHEND 27 D SGT Ok
EFTFIEIZHOWTEH L9,

\}

CE) 77—t ENAE3TRTOR— MIIZCTSmanua 8H Y0, MG OT A ZATEHEI, &
EINTWDLIHLERS D 9,

W DTNARETA L TA L EXF U TRAEMESINTEY, SGTH# VN CLITEE I
TWRWES

ZOBE., 7T A4~ F 34 XTI Cisco TrustSec 237347~ k DIE(ETT IP Ik)in 95 SGT
AR ENET, BUSGT # VB NATIP X 7T ESnEd, B F YT RA R
TiE, X7y FOEEITCIP IZx T D SGT # 712 Cisco TrustSec 233 FH SV E 77,
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| S6T1oSqv 2L T0EE

SGTA>USA42 3% 2TD

FIE

seTro54> 2xvr0%E [

Toé X, HEEILIP 192025 BEXOSGT # 7 133 R0/ "7y R T T A~ U T /34 R
TZEINET, CiscoTrustSec i, T A~V F 34 ZADOSGTZ 7 133 @A I NE T,

NAT 2543, 237> FOIP 13 198.51.100.10 IZZEF X, SGT # 7 133124 7 fHiF &k
T, BHUHZUTFTANALATIE, 237y MIIP 7 KL 2 198.51.100.10 38 L UVSGT # 7 133
TZEEINET, CiscoTrustSec (X, B Z U T /A ATSGT ¥ 7' 133%H L Tl

nEJ,

TWBHHA

W DT INA AR TA L TA L EX U TRHEN > TEY ., SGTH ZNCLITERE X

DA, 7T 4~ T34 AT Cisco TrustSec 23737 v s DIE(ETTIP IZ%)ind 5 SGT
A CEHAENET, SGT ¥ 71X CLIIC K> TEFREINE TN, 7y hOREFTIPIC
WD SGT # 71%, 737 v RO NATIP (X ZHHiFShvEd, Bh U H U T RA AT
1. 27y ORETT IP IZKHET 5 SGT # 712 % Cisco TrustSec 23 S v E 4,

7o & ZIE, HEITLIP192.02.5 BLUSGT # 7 133 2 F5 o r v "iNT T A < U T34 A
TZESNET, CiscoTrustSecl%, 774~ VT /A ZADSGT ¥ 7 133 IZH#H i E T,
SGT # 71X CLI T200 I[ZEHE v E T, NAT BHitk, /X7 v D IP X 198.51.100.10 (24
HENET, 272 L, SGT# 7 13312 7fFiF&ET, B XU T A 2TlE,
7y MIIP 7 F LA 198.51.100.10 3 KL OVSGT # 7' 133 T%/5 &£ 9, Cisco TrustSec
X, BB XU TS ZTSGT #7133 [ s Ed,

ALTA AT TNEGENTED (SGTREI X UT AL ADSXP 7' hajv

ZMHMLTANENTWD) . SGTZ VN CLI TEBREINTW DA .

ZOBE. FTA~ VU F 8 ATl Cisco TrustSec 737347 v b DEIETT IP IZHIET 5 SGT
AR ENET, NATEDIP ~DOSGT X CLIZ N L CERSN, TI7A4~ VT A
ATHEEEINET, T4 VT A AL HF YT A ZA[MIC Cisco TrustSec D HE %
Vo I WNEERET, IPESGT DA T 4 IR Z YT, ADSXP %18 U T
BEnsHa,. v Z VT34 2 TlE, NATIP IZHHET 5 SGT # 712 Cisco TrustSec

PDEHSHET,

7o & ZIE, HEILIP192.02.5 BLUSGT # 7 133 2 F5 o r v hINT T A~ ) T/314 A
TZIESNFE T, NAT ZH#5% . %550 IP 15 198.51.100.10 (2 # X4, SGT X CLI ZJr L
T200 & LTEFREINET, Cisco TrustSec (X, 774~ U T /31 AD SGT ¥ 7 133 T
FAENET, BB Z YT NRA AT, IPDES SGT ~DRA T 4 2778 SXP FRH T%
fg&, B Z VT3, 2D SGT ¥ 7 200 IZ Cisco TrustSec 23 SV E T,

=JL ==

axX AE

ARV RFERFTIVaY

=)

AT 71 |enable
1 -

¥itE EXEC E— RE A LET,
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SCTAo54> 8Xvi0EE |

ARV RFERETIVa Y

B8

Device> enable

WNAT— R AN LET @FERahizy

/E[\) o

ATy T2

configureterminal

1

Device# configure terminal

Jua—)L a7 4 F¥Falb—g v
E—RFZBRBLET,

ATvT3

interface {gigabitethernet port | vlan
number}

1 -

Device (config) # interface
gigabitethernet 1/0/1

Cisco TrustSec SGT #3ilE & BRE A 20 b
SNDEINTA T =T = A ABRIE
Lo AV H—T o AT 4o L—
Yar E— FERBLET,

ATvT4

ctsmanual

1 -

Device (config-if)# cts manual

A % —7 = A AT Cisco TrustSec SGT
FAIE &R A AN L. Cisco TrustSec
FEf L H—T 2 f AT (X al—
vary E'—RERBLET,

ATvT5

propagate sgt
1

A B —T A AT Cisco TrustSec
SGTmEEZ B ML L T,

GE)

Device (config-if-cts-manual) # propagate - Da<w Rit. 7 FA4 2 TSGT

sgt

over Ethernet /37 v h & 52f5 T g ik
W (DFED, BT T /351 A3 Cisco
Ethertype CMD 0x8909 7 L — A%
PAR— M LARWGS) THEALET,

ATvT6

policy static sgt tag [trusted]
fA

Device (config-if-cts-manual) # policy
static sgt 77 trusted

A B —T A ATAET £ v 7 SGT
AN ARV —FREL, AV F—T =
A ATAE9 5 SGT DIEHEMEZ EER L
ij‘o

GE)

trusted ¥ —7U— RiX, £DA 2 Z—
7 = A A Cisco TrustSec I[Z{EFH X T
WHZLEERLET, ZOA X —T =
AAX DA =YXy Ty FNTE
& L72 SGTEIXEH S L, 731 AT
o TEED SG iR Y o — i
HAEIHhax 7t EnET,
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| seT1o51v8F¥0 sk
B seTms 51 vaxvrngE |

ARV RFEEETIIa Y BRI

AFvJ17|end Cisco TrustSec F#jA X —7 = A A =
1 V74 X2l —varyE—REKTL,
HetE EXEC B— REBMA L £,

Device (config-if-cts-manual) # end

. =+ ~, - -~ > N N L

5l : SGTFREIA O SA VA X T DEEKRE
ZOBEITIE, TAALADA L H—T 2 A4 ATL2SCT XX T ET23A VR v a v EHIC
LT, 4% —7 A A Cisco TrustSec IZIEFHINDINE I NEERT D HIEEZ TR LET,
Device# configure terminal
Device (config) # interface gigabitethernet 1/0/1
Device (config-if)# cts manual

(
Device (config-if-cts-manual) # propagate sgt
Device (config-if-cts-manual)# policy static sgt 77 trusted

SGT A VT4V AX T DRBEDERE
WORIZ, ZOFY 22— /LTl T 28EDY UV —2 B LOREEGEHZ R~ L ET,

IHHOMREIE, FICHR SN TORWIRY | ALY U —2LUEOT~THY Y —ZT
fEATE £,

J1)—2 Hae HRETRER

Cisco IOS XE Fuji 16.9.2  |SGTA > T A > Z X7 | Cisco TrustSec K A A V' NDOKEF =
T4 I N—T1X, SGT LMEEN G — B
D16y NFIZREN B THET,
SGT I3% v b U — 7 (K TG IEOHE
RAERTH—F L TT,

Cisco Feature Navigator Z i1 725 &, 77 v 7+ —LBLXOY 7 MU 2T A A=V DY R—
MEHRZMRFE TEZ £, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [JE5E] 75 7

7 ALET,
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T RERAY

IVKRRA 7RIy 3 ayba—
ILDEETE

ZDEFEY 2—/)LTIL, TrustSec * v b7 —27 COFGEB L ORI DzdDxT KikA > F T K
Syvararhru—i (EAC) DT 7 AFRIZTHOWTHAL £,

TV RRA LN T FIyvaryaryha—LoOME (119 2—)

o 5] : Example: 802.1X FBFEDXE (120 =—)

o 7l T MAC ZRZEAA N2ZOBRE (120 =—3)

o i Web FFE 7 1 XL DFE (120 2—2)

« ffi| : Flexible Authentication (FlexAuth; 7 L' % 7 /VERGE) v — 7V AB I ONT = — /L4 —

N—ary74Falb—var (121 =)

¢ 802.1X KA K E—F (121 =—2)

e MEFRIA—T TR (122 %—)

« ] : DHCP A X — ¥ > 7B L OSGT OF| Y H{T (122 %—)

U RRA U N T RIviay ay ha— OB (122 2—)

k7KIwiarayhbrOo—)LOBE

TrustSec % b U —27 TiX, X7y MIX Y T =0 ~DANTIER<BHTTI4NEZ) T
SN FET, TrustSec =2 Rl A v FERFETIX, TrustSec KAA Y (= RARA L FDIPT KL
2) 2T 7B AT HHRARMIDHCP AX—E U 7BLIRIPTF AL A R T vXx o FI2k-TT
TEATNAATEX2 YT 4 ZA—7 %7 (SGT) IZBEMITFbNET, 77 EAT A
AT, HEGEEICE B SN D EETTIP & SGT DA U F o v 7T —T )V 24 % TrustSec
N=RT =2 TRISHII DT A 212, SXPRRHTZEDT VY vm—ay (NA U F) ZXEL
9, Xy MI, BX2 VT 47— ACLS (SGACL) Z@#MH< 5 Z &1k Y. TrustSec
=R 2T HET A AL S THAITTZ A NEZ ) T ENET,

TR LA OO RARA LV N T RIvygy aryha—ib (EAC) 77 BRI
12X, ROBORH Y £,

* 802.1X AN— F X— 2 DFH

* MAC #FE/3A /52 (MAB)
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IVERAYF 7RIy ayay ra—LoEE |
B 5 exeample:sozix RiromE

» Web F8GE (WebAuth)

T _RTOR— b_"—ZFEEL, authentication 2~ R CA R—T I TEET, £T 72T
A — ML TEBNCERET H2MERH Y £5, BHROEIEE— RBRESN, 77747
FANEWT D & R — 7 AB LT = — A — _— I L BEE I, 7= —
WA —N—BIRT 4+ — NNy T = UV AERETHIENTEET, 801X KAk E—
RiZ, 802 1X R—hF T LICH TE D RARA > hDFR A AR ELET,

5] : Example: 802.1X F2EL DX 7E

wIZ, ¥y A —H v bR — N TOEERNZ 802.1x DREF 2~ LE T,

Device> enable

Device# configure terminal

Device (config) # dotlx system-auth-control

Device (config) # interface GigabitEthernet2/1

Device (config-if)# authentication port-control auto
Device (config-if)# dotlx pae authenticator

{5 : MAC EZEE/ N1 /N R DEKTE

MAC FBFE A 73X A (MAB) (% 802.1X % TIEZRWAR A N ET21X 7 T4 7 3 802.1X % A
X—=T M LTeRy T —=2ZIZBMTELLIICLET, MAB A X —7 /LT DHIIC,
802 IX FBFLEZE A R —T WM T HXEEIH D TH A,

WOFHITIE, AR MAB R EDOHIZ R LET,

Device> enable

Device# configure terminal

Device (config) # interface GigabitEthernet2/1

Device (config-if)# authentication port-control auto

Device (config-if) # mab

MAB SBIEDBREDTEMIONTIE, T/ AT AL ADALy T4 Falb—var f
A FEZRL TSN,

Bl : Web Z2EE T O+ DEXTE

Web #BFE7' 1 ¥ 2 (WebAuth) (X, = —HF =2 Web 77 U HFEZFEHL T, 727 R T/A X
@ Cisco I0S Web P — X—#%H T Cisco Secure ACS [ /A o J LT U ¥ VEEETEDL L
T HHDOTT, WebAuth [TMSL L TA x—T I TEET, T, 802.1X £721%X MAB
DEEBFILETIEH Y EHA,

WOFITIX, FHTEY b A —P v b R—  TOERZ WebAuth 3R EDFIZR L
F7,
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{5 : Flexible Authentication (FlexAuth; 7 L ¥ JJLEREE) —4~ U ABLU Tz —ILA—nR—ar T4 FalL—> 3> .

Device (config)# ip http server

Device (config)# ip access-list extended POLICY

Device (config-ext-nacl) # permit udp any any eq bootps
Device (config-ext-nacl)# permit udp any any eq domain
Device (config) # ip admission name HTTP proxy http

Device (config) # fallback profile FALLBACK PROFILE

Device (config-fallback-profile)# ip access-group POLICY in
Device (config-fallback-profile)# ip admission HTTP

Device (config) # interface GigabitEthernet2/1

Device (config-if)# authentication port-control auto

Device (config-if)# authentication fallback FALLBACK PROFILE6500 (config-if)#ip access-group
POLICY in

{5 - Flexible Authentication (FlexAuth; 7 L 3 JJLE25E)
= ORBEV T —IA—/N—a T4 FalL—
=

4

4

Flexible Authentication (FlexAuth; 7 L ¥ > 7 /LE8GE) v —747 A (FAS) ZfEHT 25 &, 802.1X,
MAB, 5 & WebAuth FBFEFRAICT 7 B AR — hERETE, 1 2L EOBRES A
TERWGRICT A= NNy I o= U AERRETCEET, 774V DT = — VI —/3—
V=V AIRD LB TT,

* 802. IX:ﬁ“#‘Ff\““;(g)muu
* MAC FJRIE S A 73
* Web #JAE

VA ¥ 2GR LA ¥ 3 OFGERNSHEIZEITSINE T, 2F D, 802.1X & MAB I WebAuth
DENCRAETHLENRH Y £,

WOHITIE, MAB. dotlX £ XX WebAuth DNE TR — 7 A EBELE T,

Device> enable

Device# configure terminal

Device (config) # interface gigabitEthernet 2/1

Device (config-if)# authentication order mab dotlx webauth
Device (config-if)# ~Z

FAS OFEAMIZ DUV, [Flexible Authentication Order, Priority, and Failed Authentication)] % %
L TLSIEE,

8021X KRR F E—F

N— ML TAFBEOPEE— FERETEET,
« Single Host : 1 5> MAC 7 KL A& FfOA L H—T 2 A RXR—ZADE v g
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IVRRAVr7RIvYavavro—LoEE |
B =mir—70 7062

e MultiHost : I"— F T L ICEHOMACT RL A2 EHSf v A —T 2 AR—ZADE v 3
N2

* Multi Domain : MAC+ K XA > (VLAN) v a v

e Multi Auth : IR— s T L IZEH D MAC 7 FL A& DO MAC X—Z2ADE v g v

EFRIA—T > 7o EX

FRRERTA— 72 T 7 & ARREIL. R— FOFEREOFEITRINC, 7 TAT 2 M ETNNA ANRFR Y b
T—0 T2 BRAERGETEAHLICTH5LDTT, ZOTaEARNFEIL, PXENFA LT Y
T ARNCT AL ANKy NT—Z 127 7R L, YU B MRS ENAARENOH 5T —
NA[REA A—T & X D a— R THAXERHDPXEDT — D) U A THUETT,

5l : DHCP RX—E VI E LU SGTDEY KT

FRRET B AR, TN AFRRENBAELET (R xE. XM v 7 VLANEID 4T
ACLZ 07777 E) , TrustSec % v bV —27 DGE, ¥x=2 VT 4 Z—F %7 (SGT)
IZ CiscoACS Da—H— a7 4 Fal—v g EICB8YTonET, SGTIXZEDT
RARA Y FMBDHCP AX—E U ITEBIRIPTNNA A N T X T AV TTARNT I T v %
FERALTCEEENTZ N T 7 4 v 7L FENET,

WOFITIX, 77 EBATRAL ATDHCP AX—E VT BIVIPT A AT vF T
EHINTLET,
Device> enable
Device# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Device (config) # ip dhcp snooping
Device (config) # ip dhcp snooping vlan 10
Device (config)# no ip dhcp snooping information option
( )

Device (config) # ip device tracking

IVRRAV M7 RIS aray bO—I)LOEEERE
WORIZ, ZOFY 22— /LT 28EDY UV —2 B L OBEEEHRZ R~ L ET,

IO OBREIX, FRCHR SN TWARWEED , BAINZY UV —XUBEOTXTHOY J—RT
fECcE £,
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| TvFRav 7Ry Yay 2y bO—LORE
IVRRAv k7RI avay ra—LouEEE |

-2 HRE HEEER

CiscoIOS XE Fuji 16.9.2 | = RiaRA > 7 R v |Cisco TrustSec % v h U —27 Tix, /%
vayraryho—i Fo MEIFy NI =7 ~D AN TIE72
SHATTZA4nZ2Y v T7ENET,
Cisco TrustSec =2 KA v FaRdET
X, Cisco TrustSec KA A (= K&
AV FDOIPT RLR) 77 ®AT D
ARA NMEIDHCP AX—E 7B IXOIP
FRAANT XTI EoTT 7k
AT A AT SGT IZBhERHT v
R

Cisco Feature Navigator #ff 35 &, 7T v b 74— BLOY 7 bV =T A A=V DY R—
NMEH A #5E C& £7°, Cisco Feature Navigator (2%, http://www.cisco.com/go/cfn [#£5E] 7226 7
7EALET,
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