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E e TR RRERENTCH/NNAT —
Device> enable KFEAHLET,
R T 72 |configureterminal rua—)ary7 4 Xalb— gy
%l - E— FERBLET,
Device# configure terminal
R 7 3 |radiusserver radius-server-name RADIUS ¥ — € D4 Fii % Protected
Bl - Access Credential (PAC) O mE Y 3
. . . =2 7 HIZHE L, RADIUS ¥ — 33%E
Device (config)# radius server R1
t— }“%Eﬂﬁébjﬁj‘o
2w = 4 |tls[connectiontimeout TLSXTG A—ZZHELET, RONRRT
connection-timeout-val ue] [idletimeout AR EBECXET:
idle-timeout-value] [[ip | ipv6] {radius o B
sour ce-inter face interface-name |vr f « connectiontimeout : TLS £t % 1 A
forwar ding forwarding-table-name} ] TUMEEZRELET, T 74/ R
[match-server-identity {email-address s BT,
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email-address | hosthame host-name |
ip-addressip-address} | [port port-number ]
[retries number-of-connection-retries)
[trustpoint {client trustpoint name | server
trustpoint name} |

1 -

Device (config-radius-server) #
connectiontimeout 10

tls

Device (config-radius-server)# tls

idletimeout 75

Device (config-radius-server) # tls

retries 15

Device (config-radius-server)# tls ip
radius source-interface GigabitEthernet
1/0/1

Device (config-radius-server)# tls ipv6
vrf forwarding table-1

Device (config-radius-server)# tls
match-server-identity ip-address
10.1.1.10

Device (config-radius-server)# tls port
10

Device (config-radius-server) # tls
trustpoint client
TP-self-signed-721943660

Device (config-radius-server)# tls
trustpoint server isetp

s idletimeout : TLS 7 A KX A LT
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60 LT,
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R
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LET,
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end
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Device (config-radius-server) # end
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enable
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Device> enable

¥i#E EXEC T— &AL £,

e T IRFIREINTZH/NNAT —
FEALET,

ATy T2

configureterminal
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Device# configure terminal

ATvT3

aaa server radius dynamic-author

1 -
Device (config) # aaa server radius
dynamic-author
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v, FRAEY 49 RADIUS 7 74 7T
VENERBELET, T A% AAA
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SN DA EEL F7,
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client {ip-addr | hostname} [tIs[client-tp
client-tp-name] [ idletimeout
idletimeout-interval ] [server-key server-key]
[server-tp server-tp-name]]

1

Device (config-locsvr-da-radius) # client
10.104.49.14 tls idletimeout 100

client-tp

tls_ise server-tp tls client server-key
keyl

AAA V=N T AT FDOIPT KL
AEIIRA MG ERELET, ROA
FalrDRTA—FERETEET,

etls: 7547 bDTLS ZHMZ
LET,
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FRA LV FMEFRELET,

TLS 7 A KA A
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* server-key : RADIUS 7 5 A4 7
VRN RELET,

s server-tp : —/ 3 h 7 X bR A
M ERELET,

« idletimeout :
LT MEZFRE

ATvTh

end

1 -

Device (config-locsvr-da-radius) # end
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AT w71 |enable
B -
Device> enable
R w 72 | configureterminal
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Device# configure terminal

ATvT3

radius server radius-server-name

1 -

Device (config)# radius server R1

RADIUS #—/ G € D4 Hij % Protected
Access Credential (PAC) O’ mE Y 3
= 7 RIZHEE L. RADIUS ¥ — 3%E
T FEBLET,

ATvT4

dtls[connectiontimeout
connection-timeout-value] [idletimeout
idle-timeout-value] [[ip | ipv6] {radius
sour ce-inter face interface-name |vr f
forwar ding forwarding-table-name} ]
[match-server-identity {email-address
email-address | hosthame host-name |
ip-addressip-address} ] [port port-number]
[retries number-of-connection-retries)
[trustpoint {client trustpoint name | server
trustpoint name} ]

1 -

Device (config-radius-server) # dtls
connectiontimeout 10

Device (config-radius-server) # dtls
idletimeout 75

Device (config-radius-server) # dtls
retries 15

Device (config-radius-server) # dtls ip
radius source-interface
GigabitEthernet 1/0/1

Device (config-radius-server) # dtls ipv6|
vrf forwarding table-1

Device (config-radius-server)# tls
match-server-identity ip-address
10.1.1.10

Device (config-radius-server)# dtls port
10

Device (config-radius-server) # dtls
trustpoint client
TP-self-signed-721943660

Device (config-radius-server) # dtls
trustpoint server isetp
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« match-server-identity : RadSec 78/
REENT A —H 2 ELET,
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end
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Device (config-radius-server) # end
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enable
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Device> enable

¥i#E EXEC T— FEADIZ L £,
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configureterminal

1

Device# configure terminal
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aaa server radius dynamic-author

1

Device (config)# aaa server radius
dynamic-author
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ATvT4

client {ip-addr | hostname} [dtIs[client-tp
client-tp-name] [ idletimeout
idletimeout-interval ] [server-key server-key]
[server-tp server-tp-namel]

1 -

Device (config-locsvr-da-radius) # client]
10.104.49.14 dtls idletimeout 100

client-tp

tls_ise server-tp tls_client server-key
keyl

AAAY—NN I 34T OIPT R
AFETNIHRA N ERELET, ROA
T aDRTGA—H R ETEET,
etls: 747 FDTLS ZHEC
L\jz‘@’_‘o
eclienttp: 7747 F T A
FRA YV FEFRELET,
- idletimeout : TLS 7 A RLZ A
AT U MEEZRELET,

s server-key : RADIUS 7 7 A 7
VR A= RELET,

e sarver-tp : — 3 F R hARA
Y hERELET,

ATvTh

dtls {{ip | ipv6} radius source-interface
interface-name | port
radius-dtls-server-port-number}

1

Device (config-locsvr-da-radius)# dtls
ip radius source-interface
GigabitEthernet 1/0/24

Device (config-locsvr-da-radius)# dtls
port 100

RADIUS CoA #—"ZHELET, K
DIRTA =B EFETEET:

« {ip | ipv6} radius source-interface
interface-name : RADIUS CoA —
NROFETLT RLADA VH—T =
A AEEELET,

* port radius-dtls-server-port-numbe :

2 — %L DTLS RADIUS H— /33
Vo AT AHR—FERELET,

ATvT6

end

1

Device (config-locsvr-da-radius) # end

FAT Iy 7 RIER— A PN 2
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¥i#E EXEC E— NIZEDY £9°,
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show aaa servers

TLS B X UYDTLS Y — N2 BHE - 5 i & 2
RLET,

clear aaa countersserversradius {server id | all} | RADIUS TLS [E4A £ 7213 DTLS [ A& O#EHE

Wz VT LET,

debug radius radsec

RADIUS RadSec 7 /3w 7 {5 LET,

RadSec )% E 5l

W OHIIL., RadSec D% E & BT 5 DKL B E T,

{5 : RadSec over TLS D& E

Device> enable

Device# configure terminal
Device (config) # radius server
Device (config-radius-server) #
Device (config-radius-server) #
Device (config-radius-server) #
Device (config-radius-server) #
Device (config-radius-server) #
Device (config-radius-server) #
Device (config-radius-server) #
Device (config-radius-server) #
Device (config-radius-server) #

{5 : TLS CoA D ENHIFER DEXTE

Device> enable
Device# configure terminal

R1

tls
tls
tls
tls
tls
tls
tls
tls
end

connectiontimeout 10

idletimeout 75

retries 15

ip radius source-interface GigabitEthernet 1/0/1
ip vrf forwarding table-1

port 10

trustpoint client TP-self-signed-721943660
trustpoint server isetp

Device (config) # aaa server radius dynamic-author

Device (config-locsvr-da-radius)# client 10.104.49.14 tls idletimeout 100
client-tp tls_ise server-tp tls_client

Device (config-locsvr-da-radius) # dtls port 100

Device (config-locsvr-da-radius) # end

{5 : RadSec over DTLS D& TE

Device> enable
Device# configure terminal
Device (config) # radius server

R1

Device (config-radius-server)# dtls connectiontimeout 10
Device (config-radius-server)# dtls idletimeout 75
Device (config-radius-server)# dtls retries 15
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Device (config-radius-server)# dtls ip radius source-interface GigabitEthernet 1/0/1
Device (config-radius-server)# dtls ip vrf forwarding table-1

Device (config-radius-server)# dtls port 10

Device (config-radius-server)# dtls trustpoint client TP-self-signed-721943660
Device (config-radius-server)# dtls trustpoint server isetp

Device (config-radius-server) # end

{51 : DTLS CoA M ENAIFERI DEXE

RadSec

Device> enable

Device# configure terminal

Device (config) # aaa server radius dynamic-author

Device (config-locsvr-da-radius) # client 10.104.49.14 dtls idletimeout 100

client-tp dtls_ise server-tp dtls_client

Device (config-locsvr-da-radius)# dtls ip radius source-interface GigabitEthernet 1/0/24
Device (config-locsvr-da-radius) # dtls port 100

Device (config-locsvr-da-radius) # end
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1= HEE HEETHRR

Cisco I0S XE Bengaluru 17.4.1 |RadSec D% & RadSec 1X. 247 ho L%
Jr L Tk S s RADIUS
PR LT — B A%
et LEd,

Cisco Feature Navigator Z i 95 &, 7T v b 74 —ABXOY 7 T 2T A4 A=V DOHR—
MEHRZHRE TEZ £J, Cisco Feature Navigator {213, http:/www.cisco.com/go/cfn 2257 7 & A
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