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L C. FQDN % [EFIZffR L E T,
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ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC £— RE A% LET, 7
0 7 MRFREINZHNNAT— &2 A
JILET,

ATy T2

configureterminal

1

Device# configure terminal

Ja—nR)L a7 4 F¥al— g
ET— FEBBLET,

ATvT3

interface interface-type interface-number

1 -

Device (config) # interface
gigabitEthernet 1/0/1

WAN A v Z—T = A ZAZEEL T, A
VHE—T 2 Af A AT 4 Fal—3
v E—FRERMBLET,

ATvT4

umbrella out

1 -

Device (config-if)# umbrella out

Umbrella 7 7 7 RV — 23 57280
\ZA & —7 = A AT Umbrella
Connector 7% E L F7°,

ATvT5

exit
1

Device (config-if)# exit

A B —TxzAf AT 4 Fal—37
VE—FREKTL, Fe—2L oy
T4 X2l —aryT— REHBLE
7,

ATvT6

inter face interface-type interface-number

1

Device (config)# interface
gigabitEthernet 1/0/2

LAN A V' H—T A ZABBEL T, A
VA —T xR AT 4 FXal—3
v E—RERBLET,

ATy T1

umbrellain tag-name

1

Device (config-if) # umbrella in
mydevice_tag

I IAT Y MRS TWD AV F—
7 = A AT Umbrella Connector % #% & L
F7,

« Umbrella % 7D S13 49 XFE T
<7,

« X7 %M LT umbrelain =2~
REFRET DH L, 7731 Al Cisco
Umbrellaft & — N2 & 7 &8k L
£7,
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AU RFERETOVa Y

B8

ATvT8

end

1 -

Device (config-if)# end

A B =T AL T 4 Fal—37
v E— REKT L, FHE EXEC E— F
IR £97,

Cisco T/N\f RZEZ/INARXJL—H—/\ELT

=L =

ax AE

RAAL B ZERH LT, XA RXZAZIND N T T 4w 7 2EETAHAZ ENTEET, Cisco 73
AATIE, EREZEBFEATINOD RASL UV EERTEET, XM RAZE > THFr v T Eh

5 DNS 7 = U 28,

REFHFDEREHRD 1 DI~y F$5L, 207V L, Umbrella 7 7

7RI EA L7 FERTIT, FEEENTZDNS =TS 2 ENET,

FIE

ARV RFERETIVa Y

=)

ATy T

enable
1

Device> enable

e EXEC E— RZ2BcLET, 7
0 7 MRFEREINTZHNRAT—RKE A
HLET,

ATvT2

configureterminal

1 -

Device# configure terminal

Ja—_) a7 4 Xal—T g
E— NZBABLES,

ATvT3

par ameter-map type regex
parameter-map-name

1

Device (config) # parameter-map type
regex dns_bypass

NI A=R< T HATEFESE b
T4 IR =T D KD TRk
EL, NRIA—Fvy T EA Tt
TA4Xal—varET—RNERBLE
D

ATvT4

pattern expression

1

Device (config-profile) # pattern
Www.cisco.com

Device (config-profile) # pattern
.*example.cisco.*

Umbrella 7 77 R&E/NANATH-DIT
R+ 22—/ AL E7212 URL
FRELET,

Cisco Umbrella #i & D %€ .
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ARV RFERETIVa Y

B8

ATy 75| exit NTRA—L vy T LTI T 4
1 - Fal—rarE—FETL, Jun—
SNV aryZ4FXal—varyE— RNk
Device (config-profile) # exit Eﬁﬁﬁlzji?ro
A7 76 | parameter-map type umbrella global T =L~ T B A7 % umbrella £ —
i - RIZREL, NTFA—=F= T ZA T
a7 4 F¥al—varyE—R&H
Device (config) # parameter-map type ﬁé[zif‘fo
umbrella global
A7 77 |token value Cisco Umbrella %dx Y — /N & o THAT

1

Device (config-profile) # token
AADDDSFF6E510B28921A20C9B98EEEFF

SEN7- APl h—7 & EELET,

ATvT8

local-domain regex_param _map_name

1 -

Device (config-profile) # local-domain
dns_bypass

IERFH T A —H < > 7% Umbrella
Ja—N)Lary7 4 Fal— g 02
TEvFLET,

ATvT9

end

1 -

Device (config-profile) # end

RIA—H =T A THEa 7 4
Xl —gry F—REKTLT, &
E EXEC £ — FIZEREY £9°,

Cisco Umbrella & D % E 4l

DX 7 a3 2 Unbrella i OREMEZ R L E9,

{5 - Cisco Umbrella i & D% E
KIZ. Umbrella =37 X %% 7E L. Umbrella % 7 %84+ 502~ LE7,

Device> enable

Device# configure terminal
Device (config) # parameter-map type umbrella global
Device (config-profile) # dnscrypt

Device
Device

(
(
(
(

Device (config) # interface GigabitEthernet 1/0/1

. Cisco Umbrella #i & DR E

config-profile)# token AABBAS59A0BDE1485C912AFE472952641001EEECC
config-profile) # exit
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Device (config-if) # umbrella out

Device (config-if)# exit

Device (config) # interface gigabitEthernet 1/0/2
Device (config-if) # umbrella in mydevice_tag
Device (config-if)# exit

5l : Cisco T/3A RE/INRARX)JL—H—/\& L TERE

WIZ, Cisco T3 A& /RA AL —H— L LTHRETHH 2~ LET,

Device> enable

Device# configure terminal

Device (config) # parameter-map type regex dns_bypass

Device (config-profile)# pattern www.cisco.com

Device (config-profile) # exit

Device (config) # parameter-map type umbrella global

Device (config-profile)# token AADDDSFF6ES510B28921A20C9B98EEEFF
Device (config-profile)# local-domain dns_bypass

Device (config-profile) # end

- AN =JL =
Cisco Umbrella #f & D% FE DIEER
CiscoUmbrella st &5 €& FRnB L OMER T A121%, koa~ > FEEEONEFCTHEA L 9,
iz, show umbrella config =~ > RO HHIZ R L £,

Device# show umbrella config

Umbrella Configuration

Token: OC6ED7E376DD4D2E04492CE7EDFF1A7C00250986
API-KEY: NONE
OrganizationID: 2427270
Local Domain Regex parameter-map name: NONE
DNSCrypt: Enabled
Public-key:
B735:1140:206F:225D:3E2B:D822:D7FD:691E:A1C3:3CC8:D666:8D0C:BEO4:BFAB:CA43:FB79

UDP Timeout: 5 seconds
Resolver address:

1. 208.67.220.220

2. 208.67.222.222

3. 2620:119:53::53

4. 2620:119:35::35

Unmbrella Interface Config:
Number of interfaces with "umbrella out" config: 1
1. GigabitEthernetl1/0/48
Mode . OuT
VRF : global (Id: 0)
Number of interfaces with "umbrella in" config: 1
1. GigabitEthernetl/0/1

Mode : IN

DCA : Disabled

Tag : test

Device-id : 010a2c41b8ab019c
VRF : global (Id: 0)

Configured Umbrella Parameter-maps:
1. global

Cisco Umbrella #i & D %€ .
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&Iz, show umbréladevicaid =< > FOH S22~ L £,

Device# show umbrella deviceid

Device registration details
Interface Name Tag Status Device-id
GigabitEthernetl/0/1 guest 200 SUCCESS 010a2c41b8ab019c

&Iz, show umbreladnscrypt 2~ > RO B EZRLET,

Device#show umbrella dnscrypt

DNSCrypt: Enabled

Public-key: B735:1140:206F:225D:3E2B:D822:D7FD:691E:A1C3:3CC8:D666:8D0C:BE04:BFAB:CA43:FB79
Certificate Update Status:

Last Successful Attempt : 10:55:40 UTC Apr 14 2016

Last Failed Attempt : 10:55:10 UTC Apr 14 2016

Certificate Details:

Certificate Magic : DNSC

Major Version : 0x0001

Minor Version : 0x0000

Query Magic : 0x717744506545635A

Serial Number : 1435874751

Start Time : 1435874751 (22:05:51 UTC Jul 2 2015)

End Time : 1467410751 (22:05:51 UTC Jul 1 2016)

Server Public Key
ABA1:F000:D394:8045:672D:73E0:EAE6:F181:19D0:2A62:3791:EFAD:B04E:40B7:B6F9:C40B
Client Secret Key Hash

BBC3:409F:5CB5:C3F3:06BD:A385:78DA:4CED: 62BC:3985:1C41:BCCE:1342:DF13:B71E:FACF
Client Public key
ECE2:8295:2157:6797:6BE2:C563:A5A9:C5FC:C20D:ADAF:EB3C:ALA2:CO09A:40AD:CAEA:FF76
NM key Hash
F9C2:2C2C:330A:1972:D484:4DD8:8E5C:71FF:6775:53A7:0344:5484:B78D:01B1:B938:E884

&Iz, show umbrelladeviceid detailed =~ > RO FIZR L E7,

Device# show umbrella deviceid detailed

Device registration details
1.GigabitEthernetl1/0/2

Tag : guest

Device-id : 010a6aef0b443£f0f

Description : Device Id received successfully
WAN interface : GigabitEthernetl/0/1

WAN VRF used : global (Id: 0)

&Iz, show platform softwaredns-umbrellastatistics =~ > FOH B Z R LET, a~<v2 FH
NZiZ, #ESNI7 ) o, ZELEISEOERED T 7 1 v 7 BEOIEHR N ER I
i‘a‘o

Device# show platform software dns-umbrella statistics

Umbrella Statistics

Total Packets : 7848

DNSCrypt queries : 3940
DNSCrypt responses : 0O

DNS queries : 0

DNS bypassed queries (Regex) : O
DNS responses (Umbrella) : O

l CiscoUmbrella & D& E
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DNS responses (Other) : 3906
Aged queries : 34
Dropped pkts : O

&Iz, show platform software umbrella switch active FO local-domain =~ > RO H /167~ L
£, vy FHAIZE, #8857 L—2 LA ¥ T Umbrella HICERE SN XTHOr—H)L
RAAL URERRESNET,

Device# show platform software umbrella switch active FO0 local-domain

0l. .*engineering.cisco.*
02. www.cisco.com
03. abcl

IZ. show platform software umbrella switch active FO config ==~ > KO H Al &2~k L £9,
a<y FHHAZE, a2 he— A7 L—2TCEfTSNm Umbrella 7 72— L 37 4 F a2 b—
VAVIRT AT =T 4T T =2 VA VIURE SN DN E D DR ERINET,

Device# show platform software umbrella switch active FO0 config

+++ Umbrella Config +++

Umbrella feature:

Init : Enabled
Dnscrypt: Enabled

Timeout:

orgid : 2427270
Resolver config:

RESOLVER IP's
208.67.220.220
208.67.222.222
2620:119:35::35
2620:119:53::53

Dnscrypt Info:

public key
O6A:1A:E6:1D:AE:9A:8A:52:4E:74:EC:8A:A2:57:B9:13:A4:73:33:95:70:8D:E9:9F:91:56:7B:64:B9:E0:FC:7D
magic_key : 71 74 73 65 4A 61 49 70

serial number : 1463092899

Iz, show platform software umbrella switch active FO interface-info =~ > RO H 3627~ L
9, avr FHAOIKE, 2 hr—A 7 L— 2 THEITS U Unbrella £ 4 —7 = A A 2
VI AKX 2L a NI T =T 4T T = LA YIERHEENDINE I REREN
i—a‘o

Device# show platform software umbrella switch active FO interface-info

Cisco Umbrella #i & D %€ .
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Unbrella Interface Config:

InterfacelID Name Mode DeviceID Tag
06 GigabitEthernetl/0/1 ouT
08 GigabitEthernetl/0/2 IN 010adbl3752caabd guest
07 GigabitEthernetl1l/0/3 IN 010a0d9bfceb516e3 test

CiscoUmbrella#f&D +FS TN a—F 425

WDz~ & LT, CiscoUmbrella i3 HEREDO R EICB#E T HM8EE N7 7 vy 2 —T o
VITEET,

& 1:Cisco Umbrella i &#eEDT/A vy S AT U K

avy kR

E:)

debug umbrella config

Umbrella i EDT /N> 7G5 LET,

debug umbrelladevice-registration | Umbrella 5 /N4 ZAEEEDOT N A HMZI LET,

debug umbrella dnscrypt

Umbrella DNSCrypt 5 5L DT /3w 7 %452 L E T,

debug umbrella redundancy Umbrella ICRIEDT Ny 72 G LET,

Windows v > Da~<wy F7r o7 b, F723Linx vy OF—IF vy 0 o Fod LL I
x5, ndookup -type=txt debug.opendns.com =< > K& 31T L £7, ndookup -type=txt
debug.opendns.com 2~ RTHRETHIP 7 KL AL, DNSH—DIP 7 RLATHDHME
N ET,

nslookup -type=txt debug.
10.0.0.1
10.0.0.1#53

Server:
Address:

Non-authoritative

debug.
debug.
debug.
debug.
debug.
debug.
debug.
debug.
debug.
debug.
debug.
debug.

opendns
opendns
opendns
opendns
opendns
opendns
opendns
opendns
opendns
opendns
opendns
opendns

. Cisco Umbrella #i & DR E

.com
.com
.com
.com
.com
.com
.com
.com
.com
.com
.com
.com

answer:

text
text
text
text
text
text
text
text
text
text
text
text

opendns.com 10.0.0.1

"server r6.xx"

"device 010A826AAABB6C3D"
"organization id 1892929"

"remoteip 10.0.1.1"

"flags 436 0 6040 39FF000000000000000"
"originid 119211936"

"orgid 1892929"

"orgflags 3"

"actype O"

"bundle 365396"

"source 10.1.1.1:36914"

"dnscrypt enabled (713156774457306E)"



| Cisco Umbrella #i & D% E
Cisco Umbrella # & amiEs [

Cisco Umbrella i & DB INEFER

EpER=

ESPERERS] I=aTILAA KL

¥ =2 VU7 4 <> |Cisco lIOS XE Amsterdam 17.1.x (Catalyst 9200 A A »F) <> RV
N Ty LA

Cisco Umbrella i & D H48E & FE

ROFIZ, ZOFEY2—/LTHHT2HEDY U — 2B I UOEERFHRZ R LET,
TN DOEREIE, FFICHRR SN TWARWVIRY  BAShY V=R LUEOTXTDY J—ZT

fEHTEET,

)1y—= Hae HREIRER

Cisco IOS XE Cisco Umbrella #7 | Cisco Umbrella #EAHE6E TlX, Cisco 7 /31 A& L

Amsterdam 17.1.1 TEEDODNS —RIZEEZNDHDNS 7= 2
GELTC, 77U RR_R—Z2DEF 2T 4 —ER%E
BT HZENTEET, BX=2 V7 4 FHHE
X, FQDN~OD ~ 7 7 ¢ » 7 A £ 721 3EG T 5
R Y 2 —% Cisco Umbrella 7 7 7 RIZEEE L 7,

Cisco IOS XE Umbrella Connector @ | Active Directory =1 % 7 # [, —H L& 7 )L—7D

Amsterdam 17.3.1 | Active Directory 8 |~ v Ev 7 % EHIIICHE LT, A7 LI AD
Active Directory 7> & Umbrella Resolver (27 7' 1 —
FLET,

Cisco Feature Navigator #ff 35 &, 7T v b 74— BLOY 7 bV =T A A=V DY R—
MME# A R T& £ 7, Cisco Feature Navigator [Z(%, http://www.cisco.com/go/ctn 2257 7 & A
LET,

Cisco Umbrella #i & D %€ .
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9200/software/release/17-1/command_reference/b_171_9200_cr.html
http://www.cisco.com/go/cfn
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