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XX T F X ARA L N EERTDHHLE. FEOIEFITEHA SN EFA, CLITHFAI ST
LDGEE. XX T T ¥ RA U b RTA—FELEDONEF CEFR TE 7, Wireshark CLI
T, B—ATONRT A—=ZEICHIRIZH Y £ A, ZHIEFY 7T F ¥ RA v FE2EETD
7O E o<y FOEEHIRLE T,
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gtart 2~ REANTLHRNMEEDONRT A= B {EETIIERTTHZENTEET,
start A~ REANTD L, TRTOMENT A—=FN AT Sz Ll L2z o
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arEETLET, By va it BT v Ry 7T v OfilR e E OIS
WDl ENTo L ZI, BHZHBNICK T T2 0N TEET, W=7 =R E LTS
By FRFV Y =AR TR o T E RS, T4 AR T 7 A VE— R TT LD

B ICKRTTLZLnHY £T,

s Ry 7 ENTAT Yy FEFY T TF vy ORBRICKRSNETA, L, FryZahi
A R DT MEDBPFTRENET,

F 7 # )L b @D Wireshark D& FE

WDOFEIX., T 7 4/ kD Wireshark DR EZ R L TWET,

HeE T4 MERE

FHER fH] HlRR 72 L

IRy b HlER 72 L

Ty Mg HIERZ2 L (70 23y B)
Ty AN HARX IR 72 L

Vo7 7740 A ML=V 2L

Ny T77DARL—T F— R 317

HARAHINT Y X TFHIZDUVT

EPClE, X7 D ML —RE N T TN a—T (0 TITELOMABPIATIL Y AT DG FERE &
BAELETd, ZoMEAZETATL L, 2y NU—ZEHEIL, Y Aa TS ZAEHAY T 500
W7 —F Ty baeXy STy TCEET, xy NI EFHEEFIL, v T TFr Ny Ty
PARXELZAT PEREZIZIV=T) BEORX Y T T ¥ THET v bOERRAA Nz ER
THGERHY £3, X7y by 7 F v L— MI, RS REGEEZERA L CAry Y v
JCEEd, FEzE TRy =L A NEERH LT Yy 2T 0 VX TX
7T, IO, RNy bRy T FY L— RERET L0, Yo7V o THREREETSZ

LT, HHEERTE X,

Cisco IOS XE Amsterdam 17.2.1 LAR(TlZ. EPCiZ v v hEF UL REED A ¥ — T = 4 AT
PR— P I TWER A, CiscolOS XE Amsterdam 17.2.1 LABEIE, EPC L v v & U L REE
DA VHE—T A ATHR—FEINET, ZHIE, A F—T oA ZADQEREFFIZ N v M &

Xy I F v T HGAITERTT,

B 7k FrIFroR



| sy rFrIFron
@arary ke IFvofa |
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s TNARATIPVABIOIPVG X7y "Xy FTF X TE, MAC 7 A VX EFERALEZD .,
MACT RL 2%~ F 8-V LT, FIP X7y by Fv 7F v AlfE,

Xy N XX T Ty RA L N EAINIT DIREFRERA VT TA RN T I T T T ¥
RAY NI, N7y "RFY Ty 3, Ny 77 EEEMTOND N T T v N TV
Ty b AwRA L RTT,

MY =V EER L@ L7y ¥y 7 F v 77 AL (PCAP) JEXT/T v
k¥ v T F v BTy AR — b HHERE,

c SFESERFHMLANLTHR Yy I Ty INTT—F Ny T a— N1 55k,

Nry b T—8 FvTFx
Nry N T—=H# Xx T F L, Ny T IS NDT —F Xy hOX ¥y I F ¥ T, N
o N T—=H XX T TF ik, —BOARIENRTA—EEANNTHILICL>TERLET,
ZOLEFRY T F YT, ROT 7> a v EBFITTEET,
A E =T 2 A ATOXY T F¥DT 77T 171k,

X T TF ¥y RA L b~DT VA br—L YA (ACL) X°F7 T A~ v O A,
Y

() Network Based Application Recognition (NBAR) & MAC A ¥ A /L
DI TRy NE, PFR—FINTHERA,

o Xy ITF v ORI,

s A RXRHA TR EDNRNy T 7 A= RT A—=HDIRE, VA AOHFHIX 1~ 100
MB CT¥, 774/ Oy 77 FHETT, b5 120y 77 F7 v a VIERT
j_o

e 7 bha, IPT RLA, R—F 7 FLRIZETAERZ GBI MEDOFETE,

O O =L == N
INTYy R TF v DERTEARE

TR, Ny MR Y Ty OREICOWTIEBHA L ET,
Wireshark D %€ /5%

Wireshark 3% €3 HI12I1X, IROIER 72 FIREZEITLET,
1. v 7F ¥ R"A b EEELET,

2. XXTTFARA L FONRTA=FZBIMETITELLET,
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3. ¥ TTFARALNET VT4 TALETREBHET 7T 4 T L ET,
4, Xx TF ¥ RA Y FELSBRERLRWGEITHIBRL T,

FrTFYy R4V FDER

ZOFIRDOHITIE, FEFIC T NRF Y T TF v ARA U MeEHKR LET, LEIZL T T, monitor
capture =1~ RD1 2D A U AZ L AEFHLTXF ¥ 7T XY HRA U e ZDOTRTONRT A—
HEERCTEET,

)

GE)

==

DEHERE

iR A Vb, ¥ TF ¥y DOHM., BIORaT 74V E2 %, BRET AR FF v RA v M oE
LET,

¥y TF v HA Y N EERT DI, ROFIEEET LET,

FIE

ARV RFERETIVa Y

=)

&

enable
1 -

Device> enable

HibE EXEC E— RE A% LE,
NAT—READLET ERESn-8

) o

ATvT2

monitor capture

{capture-name} {interface interface-type
interface-id | control-plane} {in | out
| both}

1

Device# monitor capture mycap interface|
GigabitEthernetl/0/1 in

B 7k FrIFroR

XY T T RV FEERL, v 7
F ¥ KA FBBEEMT BTV D
ERA L PEEEL, Y 7T vy OJim
ERELET,

F—U— FOEKIIRDO LI TT,

« capture-name : EEFKT HF¥ ¥ 7 TF ¥
WA hOAFTREELET (BT
% mycap MEH I TWET)
F¥ 7 TF Y ALORSITELFLUFIC
LTLES, BT, T H—A
a7 () ORPFAISIET

+ ({EE) interfaceinterface-type
interface-id : % ¥ 7" F ¥ KA > kbR
BT D DB AR A o~ b &2 FRE
L3 (#ITlX GigabitEthernet1/0/1
DERHINTHET) |



| "oy bk FrTFroi

FYyTIFy R4V FDES

AU RFERETOVa Y

B8

GE) FFary T, Toaw
VRA AR AT DT
ZOXYTTFyRA b
DEE OB AR A~ F B
FORTFA—=HFTRCH
ERCTEET, ZNHD
INT A —=HNZONTIE,
Xx I F¥ARA R
A—ZDOERIZETHF
JIECREA S AV TWET,
#HHOY R — ML, B
A 2 N EBENE L OH
D7 dIc b i TX
*7,

interface-type (Z IR DN U A £l
MALET,

+ GigabitEthernet : #fiARA > k
% GigabitEthernet & L CF&7E L
£7,

evlan : #EfiAA » k% VLAN
ELTHRELET,

Gk oA H—T=A
ARG A b &
LCHEHT %6
. ANF v 7T v

DHHATRE T,

« ({£E&) control-plane : iR A
reLTary ha—L7L—r %4
Hﬂ?l./ji‘é‘o

ein | out | both: ¥v¥ FF¥Di
mEZfEELET,

ATvT3

monitor capture {capture-name} [match
{any | ipv4 any any | ipv6} any
any}]

1

Device# monitor capture mycap interface|
GigabitEthernetl/0/1 in match any

AT VAT EADT 4 NVEEERLET,
F—TU— FOEKRIZKRD B TT,

- capture-name : EF T HF v 7 F ¥
A hOAHTERELET (BT
I% mycap 2MEH SN TWETS) .

"y b xeIdFeoiE )
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ARV RFERETIVa Y

B8

ematch: 74V ZZEELET, &
HINTWDIEHADOTZ 4 NFZTaT
74 NVETT,

GE) Xy FFyRA L M2
TUAT AT 4 NVEET
IR AV P NEFR S
WTWRWGAE, 2k
TIT 47T HI X
T&EEHAL, ZhbnE
a7 L TR v
TFxXRA L NET Y
T4 7ELE D T 5
L =N ERENE
7

cipvd : IPN—V 3 4D T 4NV E K
fBELET,

cipv6 : IP/N—T a3 6D T 4V H %
RELET,

ATvT4

show monitor capture {capture-name} [
parameter ]

1 -

Device# show monitor capture mycap
parameter

monitor capture mycap interface
GigabitEthernetl/0/1 in

monitor capture mycap match any

ATy T2 TERLIEXY TTF ¥ A
YhNRTA=LERRL, FXTTF v
WAV PEER LI L 2R LET,

ATy Th

show running-config

1 -

Device# show running-config

AN B LET,

ATvT6

copy running-config startup-config

1

Device# copy running-config
startup-config

EE) 274 Xal—var 7y
A NMERERRE LET,
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$vTFv Kk K5 i—snemErzE [

RDBERY

PefiiR A P2 I BITEML, XY TFXY RS FDONRTA=ZEZELTLTnD, 77747
KTEET, FYTFYARA U b 22O EEHT LT, AMETEET,

G¥)

v TFv RA Y

CORNE Y THHENTWAFEZFEHAL TR Y TTF A RA U NONRTA—FZEZEFTH T
LixTcEERAL

a—PFREESTF ¥ T TF YA EAS LGS ERITEE T IIFE L WA A b &
ANLTESGE, AA v FIET T —2 R LET, e [FXx 7 F 4T FUTFTH
BN EH Y F9, Only alphanumeric characters and underscore () is permitted ] 33 X OV 1% Invalid
input detected at "~ marker] O X 9727 —% K RLET,

f XS A= DEMEIIERE

JEFIZY A RSILTWETH, AT v FZ2FATLTANT A= FDEEZTEDIAF THRETE £
T 147, 247, ERITEEATCRE CE 7, BEdREN R B A v FERE, FL
T arEHERTHILET, FEOEEZ LV ROIDOHEICEEHRZ D ENTEET, 7T
ICHESNTWDREED/NNT A—ZNETINTGEL. A 2T 7T 4 7R D EN
HHFET,

Cisco IOS XE Amsterdam 17.3.x U UV — 2 LIBETIX, X7y FEOFME A —V XA TE2
Fexy 7FryDONRT A=K L L THERATEET,

¥ T TFYRA L FDONTA=ZZEHET DI, ROFMRIZHENET,

1R BRI

INODOFIEZMEHT HH, F¥ T F ¥R, MeERTLOILENRD Y £,

FIig
OV RFERETIVa Y B

AT 71 |enable Kt EXEC E— REAIC L ET,
1 - e MAU—REZ AN LET (FERkSh
Device> enable =58 .

AT Y 7° 2 monitor capture {capture-name} match ACL ¥7/2137 9 A~ Vs 7°‘(\‘Eﬁﬁ<|§]’\j(:ﬁ

{any | mac mac-match-string | ipv4
{any | host | protocol} {any | host}
| ipv6 {any | host | protocol} {any
| host}}

1

Device# monitor capture mycap match
ipv4 any any

HINaT v AT AT 4% (ipva
any any) #E#RLET,

"y b xeIdFeoiE )
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K7y b FrIFroBE |

ARV RFERETIVa Y

B8

ATvT3

monitor capture {capture-name} limit
{ [duration seconds] [packet-length
size] [packets num] }

1

Device# monitor capture mycap limit
duration 60 packet-len 400

BHALOE v 3 VIR (60) | ¥
Fx SN v b, F 7L Wireshark
WL TREF SN Ny b7 A B
£ (400) ZfEELET,

ATvT4

monitor capture {capture-name} file
{location filename}

1

Device# monitor capture mycap file
location flash:mycap.pcap

X ST BA L IBNTy M EFRR

TAHRET TR F YT T TEHLEIIC

THEEE, 77 ANDT v m— g

VERELET,

GE) 77 ANBFEETLIHS, b
FEAREPHER L TZS
VN,

ATy TH

monitor capture {capture-name} file
{buffer-size size}
1 -

Device# monitor capture mycap file
buffer-size 100

77 47 NR—Z DI
Wireshark THEA INA AT Ny T 7
DYV A XEHELET,

ATvT6

show monitor capture {capture-name} [
parameter ]

1

Device# show monitor capture mycap
parameter

monitor capture mycap interface
GigabitEthernetl/0/1 in

monitor capture mycap match ipv4
any any

monitor capture mycap limit duration

60 packet-len 400

monitor capture point mycap file
location bootdisk:mycap.pcap

monitor capture mycap file
buffer-size 100

PENCERZ LTZX Y 7 F v RA b
FA—HEERXRLET,

ATy T17

end

1

Device (config) # end

HkE EXEC E— RIZR Y 17,

INSA—BDER
Xy TF v 774 IIVOBEESFFE - XBEES (T ARRR
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v TFe KA b 55 4—508% |

Device# monitor capture point mycap file location flash:mycap.pcap
Device# no monitor capture mycap file

Ty B IR—=R FDORIBIZAEY) Ny T7 A4 XEHRET S
Device# monitor capture mycap buffer size 100

IPv4 & IPV6 DIAIZC—ET AL 52, BARMNEAT PRTL 743 EEET D

Device# monitor capture mycap match any

RDERY
XX TF v BA L MCBBER ST A— I BRTRCEENTOBEAET 77 4 7L LET

Xy TFv RA 2 b IRT A =2 DI

JEZFAZ U A b SILTWETD, AT A= ZHIFRT 2 FIRMEROIAF TIATTE £9, 117,
217, EITEEATTHIBRTE 97, BEDSAREREHRAR A » b 2RV T, DT A—H
ZHIFRTE £

Xy TFXRA L FONRT A= EHIRT 2121, ROFIEICHENET,

4RO SRS

INHLDOFIEEFEHLCxFy Ty iRA 2 FEHIBRT RIS, S 7Ty HRA 2 hDO/RT A —
REEZRLTLITIEEWN,

FIE
ARV RFERFRTIVaY =)

7w 71 |enable Fib EXEC £— FEAICLET,
I « NAU—FREZANLET (ERSh
Device> enable 7’:1}57/&\ o

R 2 |nomonitor capture {capture-name} *x 7F ¥ RFA b (mycap) TEF
match NTWETRTOT 4 L2 EHIBRL £
I : o

Device# no monitor capture mycap match

R 73 |nomonitor capture {capture-name} limit| Wireshark 2354 L T\ AFE v 2 g VB
[duration] [packet-length) [packets] | il L /< b7 2 > M EZHIRL
B - £, ZOMOIEEINHIRITZEDE

Device# no monitor capture mycap limit] EJ ALY iﬁ—"
duration packet-len Wireshark D3~ COHEZ 27 V7 LE

Device# no monitor capture mycap limit]
‘é‘o
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ARV RFERETIVa Y

B8

ATvT4

no monitor capture {capture-name} file
[location] [buffer-size]

1

Device# no monitor capture mycap file
Device# no monitor capture mycap file
location

77 A NVOREMITEHIRLET, Fv
TFx BA Y NIy bEF YT Ty
L7720 3, ZRHITFRINDHOD
BT

7 7 A NMLEOBEA T 2 IR L £,
77 ANDOEFNE, ¥¥ T F ¥ ARA B
WZBEM T b D Lz, 272
L. hoEFZSNIZ 7 7 A VOl
X, 2077 a O EEZITEYE
o

ATy Th

show monitor capture {capture-name} [
parameter ]

1 -

Device# show monitor capture mycap
parameter

monitor capture mycap interface
GigabitEthernetl1/0/1 in

NT A= DHIFRBRFEICETZER S
TWLF Y7 F v RA Y b RTA=H
EFRFLET, FIEOLOBETLIO
av U REFTLT, ¥ 7 TFraiRA v
MIBREAHT HIVTWD /T A — 2 Zfife
MCTEET,

ATvT6

end

1 -

Device (config) # end

HrtE EXEC £— RIZEY £,

RDEZRY

X T X RA LV MTHBERNRT A —EZ NPT RTCEENTWDIERIET 7T 4 7L LET,

N

GE)

active] EWIHZT—NEREINET,

XX TFVYRA L NINT VT 4 Tl X T A= EHIBRTDH L, AA v FIZ [Captureis

*v TF ¥ RA 2 FDHIBR
Xy FF ¥ KA bEHIRT BI2E. ROFINEZFEITLET,

1R BRI

INSDOTFNELEMN L THIBRT 2RTC, v 7 FrvaRA v ba2ERLET,

M ZHIBRT DRTICEL LTSN,

B 7k FrIFroR
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FIE

0 TFoRAU L ETOT 4 IERRET 74 T1255 ||

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC T=— F&EADIZ L £,
e NMRAT—RKEANLET (FERkEh

58 .

ATvT2

no monitor capture {capture-name}

1

Device# no monitor capture mycap

BESNxy7TF v KA B
(mycap) ZHIFRLET,

ATvT3

show monitor capture {capture-name} [
parameter ]

1 -

Device# show monitor capture mycap
parameter
Capture mycap does not exist

BESNZF Y 7 F v RA 2 FRHIERS
NS, FELRWI L ERT Ay
t—UEFRLET,

ATV

end

1

Device (config) # end

HrME EXEC E— RNIZEREY £9°,

ATy TH

show running-config

1

Device# show running-config

AN B LET,

ATvT6

copy running-config startup-config

1 -

Device# copy running-config
startup-config

EE) av74Xa2l—vary 77
ANV EERT LET,

RDBERY

HIBR L7 D LR CARIOFHSF Y 7 F v R"A U b E2EXETEET, ¥ 7F ¥y HRA L FOE
EBERINPOLRVETEAIX., INODOFIEEZETTEET,

XN ITFN RAVCET O T4 TFERITET VT2 TIZT S
X TFv RA L NET I T 4 TERITIET 7T 4 72T DT, ROFIEZFZETLET,

’rykxrIdFvoie I
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B o7k re707 0 TEREETIT 4 TI2T D

1R BHHEIIZ

BEfiRA L N aT VAT AT 4 VEPRERISILTWT, BEM T b T 7 A VAP FIET
LHAETH, ¥Y T TFYRA 22T 7747 TEET, . 20X IR —ATIE BFEO
TrAMFEEEINET,

BT 7 7 A NLDRNFT Y ST v RA 2 MI, rRTHEORETICT 7T 4 7ICTEE
To 77 ANVABBREINTWRWGEE, XFy NIy 77 IR ESNET, 74 78R
(¥ 7 F¥YREOFR) 1T, 774 VBLONy 77 E—ROWMFTHEHATEET,

FRT A NVEBEESNTW WA, X7y MITA 7 TRRINEEAL, 2T VAT A
TUNFZESTHF Y T T v ENTZTRTONRNTry EREREINET, T 74/ bOFRE—
R brief T,

Flig
av Y RERIETIaY B#

AT 71 |enable Rt EXEC E— RE G LET,
fi NRAT—REANLET @EREIN-%
Device> enable &) .

27w 72| monitor capture {capture-name} Stop | % 7F ¢ A A 2 EIET 2T 4 FIC
15“ : L/\i‘a—o

Device# monitor capture name stop

AT v 73 |end HefE EXEC B— RNICRE Y 97,
B -

Device (config) # end

Z 5w 7 4 | show running-config AN Z R LE T
I

Device# show running-config

27+ 7 5| copy running-config startup-config (EE) 2v 7 Fal—var 77
- S MR R RIE LT,

Device# copy running-config
startup-config

RDEZRY

XY TFYRA L NET 7T 4 TBLOIET 7T 4 72T DR, WL OO T —n3 3844
HEEEMENRH Y 7, WIZ, BETARREMEOH AT —DN L O0DHEZ R LET,

B 7k FrIFroR
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0 TFoRAU L ETOT 4 IERRET 74 T1255 ||

T T 4 7T DERITESE AR A DA

Device# monitor capture mycap match any
Device# monitor capture mycap start
No Target is attached to capture failed to disable provision featurefailed to remove
policyfailed to disable provision featurefailed to remove policyfailed to disable provision
featurefailed to remove policy
Capture statistics collected at software (Buffer):
Capture duration - 0 seconds
Packets received - 0
Packets dropped - 0
Packets oversized - 0

Unable to activate Capture.

Device# unable to get action unable to get action unable to get action
Device# monitor capture mycap interface gl/0/1 both

Device#monitor capture mycap start

Device#

*Nov 5 12:33:43.906: $BUFCAP-6-ENABLE: Capture Point mycap enabled.

77T 4 TAT BRI T 4 VB B

Device# monitor capture mycap int gl/0/1 both
Device# monitor capture mycap start

Filter not attached to capture

Capture statistics collected at software (Buffer):

Capture duration - 0 seconds
Packets received - 0

Packets dropped - 0O

Packets oversized - 0

Unable to activate Capture.

Device# monitor capture mycap match any

Device# monitor capture mycap start

Device#

*Nov 5 12:35:37.200: $BUFCAP-6-ENABLE: Capture Point mycap enabled.

Xyr IF X RA L IMNTTIZT 7T 4 7 ENTHBEDIIZ, BlOF¥TF v RA LV vET Y
T4 LE S TS

Device# monitor capture mycap start

PD start invoked while previous run is active Failed to start capture : Wireshark operation
failure

Unable to activate Capture.

Device# show monitor capture

Status Information for Capture test

Target Type:

Interface: GigabitEthernetl/0/13, Direction: both
Interface: GigabitEthernetl/0/14, Direction: both
Status : Active

Filter Details:

Capture all packets

Buffer Details:

Buffer Type: LINEAR (default)

Buffer Size (in MB): 10

File Details:

Associated file name: flash:cchh.pcap

Limit Details:

Number of Packets to capture: 0 (no limit)

Packet Capture duration: 0 (no limit)

Packet Size to capture: 0 (no limit)

Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)
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Status Information for Capture mycap
Target Type:

Interface: GigabitEthernetl/0/1, Direction:

Status : Inactive

Filter Details:

Capture all packets

Buffer Details:

Buffer Type: LINEAR (default)
Buffer Size (in MB): 10

File Details:

File not associated

Limit Details:

Number of Packets to capture: 0 (no limit)

Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)

Maximum number of packets to capture per second:

Packet sampling rate: 0 (no sampling)
Device# monitor capture test stop
Capture statistics collected at software

Capture duration - 157 seconds
Packets received - 0

Packets dropped - 0

Packets oversized - 0

Device#

both

K7y kv IFFroEE |

1000

(Buffer & Wireshark):

*Nov 5 13:18:17.406: %$BUFCAP-6-DISABLE: Capture Point test disabled.

Device# monitor capture mycap start
Device#

*Nov 5 13:18:22.664: $BUFCAP-6-ENABLE: Capture Point mycap enabled.

Device#

FvTFYvRAVENYIT7FDHIYT

WOFNEIES TRy T 7 arT oY% 7 VT30, A7 7ANMIA R L—U L L TRTE

L/i‘é‘@

Y

GE) Ny bRy Ty NIRGETH2EBEOX Yy 7T B3H 556, ATV g A&BHT 5720,
LWy 7 F ¥ Z2BET ANy 77527 VT LTCLKEEN, TI2T47R%v7TF viRA

VEhDONy T T LRNEIICLTLEEN,

FIE

ARV RFERFTIVaY

B8

Z 7w 71 |enable
1 -

Device> enable

¥itE EXEC E— RE Az LET,
e NMATU—REZASNLET FREN

=58

A 72 | monitor capture {capture-name}
| export filename]

B 7k FrIFroR

[clear

clear : SERIZ NNy 7 7 ZHIFR L £,
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X TFXYRAV NI ITFDIYT .

AU RFERETOVa Y

B8

1

Device# monitor capture mycap clear

Export : /X 7 7 TH ¥ 7 F v ZjLiz N
Ty beRFEL. Ny 77 ZHIBRLE
_é‘O

AT v 73 |end
5

Device (config) # end

HebE EXEC B— NICEY 77,

R T 7 4 | show running-config
fi

Device# show running-config

AN MR LET,

R v 75 | copy running-config startup-config

1

Device# copy running-config
startup-config

B =274 Fal—ar 7y
ANVICREERTFLET,

Bl: X TF¥ R4 Ny T 7D0E
X TFYDIT7ANLADIY A R—

Device# monitor capture mycap export flash:mycap.pcap

Storage configured as File for this capture

X TFoRAVE NV IT7DHIYT

Device# monitor capture mycap clear

Capture configured with file options

RDZRY

GE)

DNA Advantage IS DT A E o ATHF v TF vy BA L hONRy 77227 VT LED &5 &,
2 A 1% [Failed to clear capture buffer : Capture Buffer BUSY] =7 —%2F /R L £9,

’rykxrIdFvoie I
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B wona sy b xeTFv0RESS

HHAHAFHINT Y B X TF v DRERE
Ny N T—2 v TFrDERE

Ny 77 B=RTAry b T—4 X7 Fy Z2EFHTHI0L, ROFIEEZIATLET,
FIig
AU RFERET7TIV3 Y B#)
RTw 71 |enable FitE EXEC E— RE BT LET,
fi NAT—REANLET (ERINZE
Device> enable ) .

A 72 | monitor capture capture-name accesslist | 7 7t 2 U X &/ w K F¥ S Fy
access-list-name a7 740 ELTHEEL, =4
i - FYTTFreRELET,

Device# monitor capture mycap access-p|
list vdacl

AT 7 3| monitor capture capture-name limit T A X TTF v OHIBEHRTELF T,
duration seconds

1

Device# monitor capture mycap limit
duration 1000

R 7 4 | monitor capture capture-name interface |gigER A B LU0y K Tu—F
interface-name both MEEELT, T Xy 7 F v a3
15“ : E Li‘é—o

Device# monitor capture mycap interface
GigabitEthernet 0/0/1 both

25w 7§ | monitor capture capture-name buffer Nry b T=R XY T TFxITHED
circular size bytes Ry 77 2B ELET,
Bl :

Device# monitor capture mycap buffer
circular size 10

Z 5w 7 § | monitor capture capture-name start RS7 4wl FL— FA o kTS
f o N TR DNy T 7 ~DFr ST ¥
R LET,

Device# monitor capture mycap start

B 7y rsrIFron
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v IFrvankF—anE=4yrservrroz ||

AU RFERETOVa Y

B8

ATy IT17

monitor capture capture-name stop

1

Device# monitor capture mycap stop

N7 47 PL—RARA L FTR
TN T—=EDOX T T ELELE
KR

ATvT8

monitor capture capture-name export
file-location/file-name

1

Device# monitor capture mycap export
tftp://10.1.88.9/mycap.pcap

I AR PLET

ATvT9

end

1 -

Device# end

HrtE EXEC £— RICEY £,

FoTFrvENET—EDEZR)UTEAVTFUR

XX ST EINT Ty N T —EDE=F ) T e AT RELTH I, IROIVEEEFLT
LET, v 7F v N T77DFMESTY 7F ¥ KAV bOFMEFR R LET,

FIE

ARV RFERERTI VA Y

=)

&

enable
1 -

Device> enable

¥i#E EXEC T— &AL £,
INRAT—REANLET (FERINn=H

/El\) o

ATy T2

show monitor captur e capture-buffer-name
buffer dump

1

Device# show monitor capture mycap
buffer dump

(EE) ¥ 7F ¥ T v hD 16t
B TRBIOZEDAZT =2 2FR LT
KR

ATvT3

show monitor capturecapture-buffer-name
par ameter

1

Device# show monitor capture mycap
parameter

UEE) ¥ 7T Y 2R ET H-DIfE
HAEanr-a~vr Fo) A MR LE
7,

’rykxrIdFvoie I
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aAvY RERFT7IVa Y B#
AT 7 4 | debug epc capture-point (EE) 7y ¥ 7F v KA b
B - DTy T EFMLET,

Device# debug epc capture-point

R T w 75 |debug epc provision ULE) vk Xy FFe FaE
1 - Va=y I OT Ny T EAMCLET,

Device# debug epc provision

ATy 76 |end HrME EXEC E— RIZERED £9°,
Bl

Device (config) # end

INTy B TF e DFREH

WOt T v a i ry by 7Ty ORTEHERLET,

Wireshark @ % € 5

WRD¥ 7 v 3 2 Wireshark DR EB %R L FE T,
5l : .pcap 77 A ILHOSDBEHE HDFRTR

ROI AT LT, peap 7 7 ANDEDH N EFRRTEET,

Device# show monitor capture file flash:mycap.pcap brief
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=0/0, ttl=254

2 0.000051000 10.10.10.1 -> 10.10.10.2 ICMP 114 Echo (ping) reply id=0x002e,
seq=0/0, ttl=255 (request in 1)

3 0.000908000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=1/256, ttl=254

4 0.001782000 10.10.10.1 -> 10.10.10.2 ICMP 114 Echo (ping) reply id=0x002e,
seq=1/256, ttl=255 (request in 3)

5 0.002961000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=2/512, ttl=254

6 0.003676000 10.10.10.1 -> 10.10.10.2 ICMP 114 Echo (ping) reply id=0x002e,
seq=2/512, ttl=255 (request in 5)

7 0.004835000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=3/768, ttl=254

8 0.005579000 10.10.10.1 -> 10.10.10.2 ICMP 114 Echo (ping) reply id=0x002e,
seq=3/768, ttl=255 (request in 7)

9 0.006850000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,

B 7k FrIFroR
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5 : peap 7 7 A ILH S DFHE HDRT .

seq=4/1024, ttl=254

10 0.007586000 10.10.10.1 -> 10.10.10.2 ICMP 114 Echo (ping) reply 1id=0x002e,
seq=4/1024, ttl=255 (request in 9)

11 0.008768000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x002e,
seq=5/1280, ttl=254

12 0.009497000 10.10.10.1 -> 10.10.10.2 ICMP 114 Echo (ping) reply 1id=0x002e,
seq=5/1280, ttl=255 (request in 11)

13 0.010695000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x002e,
seq=6/1536, ttl=254

14 0.011427000 10.10.10.1 -> 10.10.10.2 ICMP 114 Echo (ping) reply 1id=0x002e,
seq=6/1536, ttl=255 (request in 13)

15 0.012728000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x002e,
seq=7/1792, ttl=254

16 0.013458000 10.10.10.1 -> 10.10.10.2 ICMP 114 Echo (ping) reply 1id=0x002e,
seq=7/1792, ttl=255 (request in 15)

17 0.014652000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x002e,
seq=8/2048, ttl=254

18 0.015394000 10.10.10.1 -> 10.10.10.2 ICMP 114 Echo (ping) reply 1id=0x002e,
seq=8/2048, ttl=255 (request in 17)

19 0.016682000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x002e,
seq=9/2304, ttl=254

20 0.017439000 10.10.10.1 -> 10.10.10.2 ICMP 114 Echo (ping) reply 1id=0x002e,
seq=9/2304, ttl=255 (request in 19)

21 0.018655000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x002e,
seq=10/2560, ttl=254

22 0.019385000 10.10.10.1 -> 10.10.10.2 ICMP 114 Echo (ping) reply 1id=0x002e,
seq=10/2560, ttl=255 (request in 21)

23 0.020575000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x002e,
seq=11/2816, ttl=254

——-More«

~ = —
{5 . .pcap 7 7 A LDV DEFHE HDORTR

WO EHIZATILT, peap 7 7 A VO TJFEME R R TEET,
Device# show monitor capture file flash:mycap.pcap detailed
Starting the packet display ........ Press Ctrl + Shift + 6 to exit
Frame 1: 114 bytes on wire (912 bits), 114 bytes captured (912 bits) on interface 0

Interface id: O
Encapsulation type: Ethernet
Arrival Time: Nov 6,

(1)
2015 11:44:48.322497000 UTC

[Time shift for this packet: 0.000000000 seconds]

Epoch Time: 1446810288.322497000 seconds

[Time delta from previous captured frame: 0.000000000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]
Frame Number: 1

Frame Length: 114 bytes (912 bits)

Capture Length: 114 bytes (912 bits)

[Frame is marked: False]

[Frame is ignored: False]

[Protocols in frame: eth:ip:icmp:data]
Ethernet II, Src: Cisco £3:63:46 (00:el:6d:£3:63:46),
(00:el:6d:31:£f1:c6)
Destination: Cisco 31:fl:c6 (00:el:6d:31:f1:c6)
Address: Cisco 31:fl:c6 (00:el:6d:31:fl:c6)
O ceee oo ooo. o... = LG bit: Globally unique address

Dst: Cisco 31:fl:c6

(factory default)

.0 e c.o.. = IG bit:

e e e e (unicast)
Source: Cisco £3:63:46 (00:el:6d:£3:63:46)

Individual address

I "y b xeIdFeoiE )
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Address: Cisco f3:63:46 (00:el1:6d:£3:63:46)
00 ceee oo ... o... = LG bit: Globally unique address (factory default)

e ... 0 Lo ... ... .... = IG bit: Individual address (unicast)
Type: IP (0x0800)
Internet Protocol Version 4, Src: 10.10.10.2 (10.10.10.2), Dst: 10.10.10.1 (10.10.10.1)
Version: 4
Header length: 20 bytes
Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00: Not-ECT (Not
ECN-Capable Transport))
0000 00.. = Differentiated Services Codepoint: Default (0x00)
..00 = Explicit Congestion Notification: Not-ECT (Not ECN-Capable Transport)
(0x00)
Total Length: 100
Identification: 0x04ba (1210)
Flags: 0x00

0... = Reserved bit: Not set
.0.. .... = Don't fragment: Not set
.0. .... = More fragments: Not set

Fragment offset: 0
Time to live: 254
Protocol: ICMP (1)
Header checksum: 0x8fc8 [validation disabled]
[Good: False]
[Bad: False]
Source: 10.10.10.2 (10.10.10.2)
Destination: 10.10.10.1 (10.10.10.1)
Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: 0
Checksum: Oxeddb [correct]
Identifier (BE): 46 (0x002e)
Identifier (LE): 11776 (0x2e00)
Sequence number (BE): 0 (0x0000)
Sequence number (LE): 0 (0x0000)
Data (72 bytes)

0000 00 00 00 00 09 c9 8f 77 ab cd ab cd ab cd ab cd ....... Weeownonn
0010 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... i,
0020 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... i,
0030 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... i,
0040 ab cd ab cd abcdab cda Lol
Data: 0000000009c98f77abcdabcdabcdabecdabcecdabedabedabed. . .
[Length: 72]

Frame 2: 114 bytes on wire (912 bits), 114 bytes captured (912 bits) on interface 0
Interface id: 0

Bl :peap Z7 ATy kU THADRT
WDOEIICATILT, "oy M F U TOHNER R TEET,

Device# show monitor capture file flash:mycap.pcap dump
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

0000 00 el 6d 31 f1 c6 00 el 6d £3 63 46 08 00 45 00 ..ml....m.cF..E.
0010 00 64 04 ba 00 00 fe 01 8f c8 0Oa Oa 0O0a 02 0Oa Oa e N
0020 0Oa 01 08 00 e4 db 00 2e 00 00 00 00 00 00 09 c9 ... iiiiiiiennnnn
0030 8f 77 ab cd ab cd ab cd ab cd ab cd ab cd ab cd W e e e
0040 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... .. o i
0050 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... .o ool
0060 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... ool

B 7y FrIFroR
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Bl KRR 4 NAEMEA LT peap 77 A L5035y kogw [

0070 ab cd

0000 00 el 6d 31 f1 80 00 el 6d 31 f£f1 80 08 00 45 00 .oml....oml... . E.
0010 00 64 04 ba 00 00 ff 01 8e c8 0a 0a 0a 01 Oa Oa R
0020 0Oa 02 00 00 ec db 00 2e 00 00 00 00 00 00 09 €9 ... iiiiiinennnnn
0030 8f 77 ab cd ab cd ab cd ab cd ab cd ab cd ab cd W e e
0040 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... o oL
0050 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... o oL,
0060 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oo
0070 ab cd

0000 00 el 6d 31 f1 c6 00 el 6d £3 63 46 08 00 45 00 ..ml....m.cF..E.
0010 00 64 04 bb 00 00 fe 01 8f c7 0Oa 0Oa 0O0a 02 0a Oa [ N
0020 0Oa 01 08 00 e4 d7 00 2e 00 01 00 00 00 00 09 €9 .. iiiiiinnnnnn
0030 8f 7a ab cd ab cd ab cd ab cd ab cd ab cd ab cd e e
0040 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oo

Bl RIRT 4B ZEFERAL=.pcap 77 AL D/ Y FDRTR
WDOL AN LT, HI1&7z peap 7 7 A NVD/Rry NERRTEXET,

Device# show monitor capture file flash:mycap.pcap display-filter "ip.src == 10.10.10.2"
brief
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=0/0, ttl=254

3 0.000908000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=1/256, ttl=254

5 0.002961000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=2/512, ttl=254

7 0.004835000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=3/768, ttl=254

9 0.006850000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=4/1024, ttl=254

11 0.008768000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=5/1280, ttl=254

13 0.010695000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=6/1536, ttl=254

15 0.012728000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x002e,
seq=7/1792, ttl=254

17 0.014652000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x002e,
seq=8/2048, ttl=254

19 0.016682000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=9/2304, ttl=254

21 0.018655000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=10/2560, ttl=254

23 0.020575000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x002e,
seq=11/2816, ttl=254

5 : pcap Z 7 A IIZF ¥ TFv Int=/ry FOEERT
DL IIZATI LT, peap 77 A NMZx ¥ T F ¥ SNTeTy NOBERRTEET,

Device# show monitor capture file flash:mycap.pcap packet-count

File name: /flash/mycap.pcap
Number of packets: 50

I "y b xeIdFeoiE )
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Bl : pecap Z7 A I E—/RTry b O TDORER
WDE AT LT, peap 77 A NDOH—DR)ry N XU T HFRTEXET,

Device# show monitor capture file flash:mycap.pcap packet-number 10 dump
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

0000 00 el e6d 31 f1 80 00 el od 31 f1 80 08 00 45 00 ..ml....ml....E.
0010 00 64 04 be 00 00 ff 01 8e c4 0a 0a 0a 01 0a 0Oa e P
0020 0a 02 00 00 ec ce 00 2e 00 04 00 00 00 00 09 c9 ...t
0030 8f 80 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... . oL,
0040 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oL,
0050 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... i oL,
0060 ab cd ab cd ab cd ab cd ab cd ab cd ab cd ab cd ... oL,
0070 ab cd

5 : pcap 7 7 A IIZF ¥ TF v Intz/\ry O ERERT
RDEIITATIL T, peap 7 7 A /MZF ¥ T F ¥ SN/ Ty FOFEHERE LR TEET,

Device# show monitor capture file flash:mycap.pcap statistics "h225,counter"
H225 Message and Reason Counter

RAS-Messages:
Call Signalling:

Bl B v TF vy B LURT

KOFNE, L AF¥3IA L H—T 2 A AFHTEY b A=V Fy b1 ThT 7427

BE=ATDHHEERLTHET,
ATFYTL:ROLEIICANLTHEEN S 74 v 7 T—HTD2F 4 TFv AL &
ERLET,

Device# monitor capture mycap interface GigabitEthernetl/0/3 in
Device# monitor capture mycap match ipv4 any any

Device# monitor capture mycap limit duration 60 packets 50
Device# monitor capture mycap buffer size 100

CPUERRD LR ZRET D72, HlfRE L TR BARVW T v M KO 2VERE &
NTWET,

ATYT2: RDEIICANTILTHF Y 7F ¥ AV PREBICEEZESINL TS L &
R LET,

Device# show monitor capture mycap parameter
monitor capture mycap interface GigabitEthernetl/0/3 in
monitor capture mycap match ipv4 any any
monitor capture mycap buffer size 100
monitor capture mycap limit packets 50 duration 60

Device# show monitor capture mycap
Status Information for Capture mycap
Target Type:
Interface: GigabitEthernetl/0/3, Direction: in

Status : Inactive
Filter Details:
IPv4

Source IP: any

B 7k FrIFroR
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Destination IP: any
Protocol: any
Buffer Details:
Buffer Type: LINEAR (default)
Buffer Size (in MB): 100

File Details:
File not associated
Limit Details:
Number of Packets to capture:
Packet Capture duration: 60
Packet Size to capture: 0 (no limit)
Packet sampling rate: 0 (no sampling)

50

Bl sunrr IFvsLven [

AFY T3 Ty FF v b AEEBEL. EREAFRLET,

Device# monitor capture mycap start display
Starting the packet display

1 0.000000 10.10.10.2 -> 10.10.10.1 ICMP
seq=0/0, ttl=254

2 0.003682 10.10.10.2 -> 10.10.10.1 ICMP
seq=1/256, ttl=254

3 0.006586 10.10.10.2 -> 10.10.10.1 ICMP
seq=2/512, ttl=254

4 0.008941 10.10.10.2 -> 10.10.10.1 ICMP
seq=3/768, ttl=254

5 0.011138 10.10.10.2 -> 10.10.10.1 ICMP
seq=4/1024, ttl=254

6 0.014099 10.10.10.2 -> 10.10.10.1 ICMP
seq=5/1280, ttl=254

7 0.016868 10.10.10.2 -> 10.10.10.1 ICMP
seq=6/1536, ttl=254

8 0.019210 10.10.10.2 -> 10.10.10.1 ICMP
seq=7/1792, ttl=254

9 0.024785 10.10.10.2 -> 10.10.10.1 ICMP
seq=8/2048, ttl=254

--More--

114

114

114

114

114

114

114

114

114

Press Ctrl + Shift + 6 to exit

Echo (ping) request 1d=0x0030,
Echo (ping) request 1d=0x0030,
Echo (ping) request 1d=0x0030,
Echo (ping) request 1d=0x0030,
Echo (ping) request 1id=0x0030,
Echo (ping) request 1d=0x0030,
Echo (ping) request 1d=0x0030,
Echo (ping) request 1d=0x0030,
Echo (ping) request 1d=0x0030,

ATV T4 ROEIIICASILT, F¥7TF v R"A LV FEHIBRLET,

Device# no monitor capture mycap

G¥)

ZORED r— AT, fREZERELTEY., ZTORIRIZET D &y 7 F v ML

TH-Hsop 2~y NI EDH Y THA,

peap OFEFHE BRI 3 HAESTOFERIZ OV TIE,
EZBL T I,

Bl B v TF vy B L URE

WOBENL, 74 NVFIZry beXx 7T v T 5 HEEZRLTHET,

(ZDOMDOBELE) v v a

"y b xeIdFeoiE )
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ATFYT1L: KDODEHIICASALT, BEF I 74 v T—HT D%y 7TF ¥ "1 b
FEFL, TNET 7 A MCBEMT £,

Device# monitor
Device# monitor
Device# monitor
Device# monitor

mycap interface GigabitEthernetl/0/3 in
mycap match ipv4 any any

mycap limit duration 60 packets 50
mycap file location flash:mycap.pcap

capture
capture
capture
capture

ATYT2: RDEIICATILTHF Y 7F v AV PREBIIEEINL TSI L &

R L ET,

Device# show monitor capture mycap parameter

monitor
monitor
monitor
monitor

capture
capture
capture
capture

mycap interface GigabitEthernetl/0/3 in
mycap match ipv4 any any

mycap file location flash:mycap.pcap
mycap limit packets 50 duration 60

Device# show monitor capture mycap

Status Information for Capture mycap

Target Type:

Interface: GigabitEthernetl/0/3,
Inactive

Status

Direction: in

Filter Details:

IPv4
Source IP:
Destination

Protocol:

any

any

IP: any

Buffer Details:

Buffer Type:
File Details:

Associated file name:

Limit Details:
Number
Packet
Packet
Packet

of Packets to capture:
Capture duration:

Size to capture: 0
sampling rate: 0

LINEAR (default)

flash:mycap.pcap

50
60

(no limit)
(no sampling)

ATYT 3 ROEIICAN LTy &L ET,

Device# monitor

capture mycap start

ATV TERDESIICAN L TIFATHOZ I AT v RE ¥ 7 F X it aeF£R L E

T

Device#

show monitor capture mycap capture-statistics

Capture statistics collected at software:

Capture
Packets
Packets
Packets
Packets
Packets
Bytes
Bytes
Bytes
Bytes
Bytes

duration - 15 seconds
received - 40

dropped - 0

oversized - 0

errored - 0

sent - 40

received - 7280
dropped - 0
oversized - 0
errored - 0
sent = 4560

ATy T 5 HoREHORBBIC, ROLIICADLTEFY 7 F v 25k LET,

B 7k FrIFroR
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# monitor capture mycap stop

Capture statistics collected at software (Buffer & Wireshark):

Capture duration - 20 seconds
Packets received - 50

Packets dropped - 0

Packets oversized - 0

GE)

Fo0E, BEEARE L. £330y MRICELEE., v T v BRIEN BN
BT AEIICTAHIELTEET,

mycap.pcap 7 7 A MZIX, FX T TF ¥ Loy MREENRET,

RATYVTERDEIICAN L TEILZEDT I AT v RE ¥ 7 F ¥ OfatHERE £ R L
iﬁqo

Device# show monitor capture mycap capture-statistics
Capture statistics collected at software:

Capture duration - 20 seconds

Packets received - 50

Packets dropped - 0

Packets oversized - 0

Packets errored - O

Packets sent - 50

Bytes received - 8190

Bytes dropped - 0

Bytes oversized - 0

Bytes errored - 0

Bytes sent - 5130

ATFYT T RDODEHIICATIL TNy FEFRRLET,

Device# show monitor capture file flash:mycap.pcap

Starting the packet display Press Ctrl + Shift + 6 to exit

1 0.000000000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0031,
seq=0/0, ttl=254

2 0.002555000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0031,
seq=1/256, ttl=254

3 0.006199000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=2/512, ttl=254

4 0.009199000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0031,
seq=3/768, ttl=254

5 0.011647000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0031,
seq=4/1024, ttl=254

6 0.014168000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0031,
seq=5/1280, ttl=254

7 0.016737000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=6/1536, ttl=254

8 0.019403000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=7/1792, ttl=254

9 0.022151000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1id=0x0031,
seq=8/2048, ttl=254

10 0.024722000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=9/2304, ttl=254

11 0.026890000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,
seq=10/2560, ttl=254

12 0.028862000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0031,

Ty b FrTFvDHRE
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seq=11/2816, ttl=254
—--More--

peap OFEHFRIME AT HHELOFHEMOVTIE, [ZOMOBEGER] E7 v ay
ZZRL TS,

ATYT8: MDIITATILT, F¥TFx KAV MEHIBRLET,

Device# no monitor capture mycap

Bl: Ny IT7Dxv TFrDER

RIZ, Ny T77OF T F ¥ 2T 562 RLET,

ATYTL1:ROEIICAIL TR 77 F¥ T F ¥ A7 a TRy 7 F ¥ by
varEEihLEI,

Device# monitor capture mycap interface GigabitEthernetl/0/3 in
Device# monitor capture mycap match ipv4 any any

Device# monitor capture mycap buffer circular size 1

Device# monitor capture mycap start

ATVT 2 ROEICAN L TR X T T XYRT VT4 T ThHLNE I PERELE
D

Device# show monitor capture mycap
Status Information for Capture mycap
Target Type:
Interface: GigabitEthernetl/0/3, Direction: in
Status : Active
Filter Details:
Ipv4
Source IP: any
Destination IP: any
Protocol: any
Buffer Details:
Buffer Type: CIRCULAR
Buffer Size (in MB): 1
File Details:
File not associated
Limit Details:
Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)
Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

ATV T3 IDOEHITAN LTI U H A LRFIZHEES ¥ 7 F v O#EER AT L
‘ij‘o

Device# show monitor capture mycap capture-statistics
Capture statistics collected at software:

Capture duration - 88 seconds
Packets received - 1000
Packets dropped - 0

Packets oversized - 0

Packets errored - 0

Packets sent - 1000
Bytes received - 182000

B 7k FrIFroR
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Bytes
Bytes
Bytes
Bytes

dropped - 0
oversized - 0
errored - 0
sent - 114000

ATV T4 ROEHIICASILTHF Yy I F v 2B LET,

Device# monitor capture mycap stop

Capture statistics collected at software (Buffer):

Capture duration - 2185 seconds
Packets received - 51500
Packets dropped - 0O

Packets oversized - 0

ATYT5: RO XIICAT UTHEILZ OIEESR ¥ 7' F v OFGHEREZ £ R L E T,

Device# show monitor capture mycap capture-statistics
Capture statistics collected at software:

Capture duration - 156 seconds

Packets received - 2000

Packets dropped - 0O

Packets oversized - 0

Packets errored - 0

Packets sent - 2000

Bytes received - 364000

Bytes dropped - 0

Bytes oversized - 0

Bytes errored - 0

Bytes sent - 228000

ATYT6: RDODEIICAN L TR Y T FXYNRT 7T 47 THLHMNE I MERELE

B

Device# show monitor capture mycap
Status Information for Capture mycap
Target Type:
Interface: GigabitEthernetl/0/3,
Status Inactive
Filter Details:
IPv4
Source IP: any
Destination IP:
Protocol: any
Buffer Details:
Buffer Type: CIRCULAR
Buffer Size (in MB): 1
File Details:
File not associated
Limit Details:
Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)
Maximum number of packets to capture per second:
Packet sampling rate: 0 (no sampling)

Direction: in

any

1000

ATFYVT T MOEICAN L TNy T 7Oy bERRFLET,

Device# show monitor capture mycap buffer brief
Starting the packet display

1 0.000000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping)

Press Ctrl + Shift + 6 to exit

request 1d=0x0038,

"y b xeIdFeoiE )
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seq=40057/31132, ttl=254

2 0.000030 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0038,
seq=40058/31388, ttl=254

3 0.000052 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0038,
seq=40059/31644, ttl=254

4 0.000073 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0038,
seq=40060/31900, ttl=254

5 0.000094 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0038,
seq=40061/32156, ttl=254

6 0.000115 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0038,
seq=40062/32412, ttl=254

7 0.000137 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0038,
seq=40063/32668, ttl=254

8 0.000158 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0038,
seq=40064/32924, ttl=254

9 0.000179 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0038,
seq=40065/33180, ttl=254

10 0.000200 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0038,
seq=40066/33436, ttl=254

11 0.000221 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0038,
seq=40067/33692, ttl=254

12 0.000243 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0038,
seq=40068/33948, ttl=254
--More--

-

Ry MRy 77 ) o TENTHWDEZ EICHEELTLLEEN,
ATV T8 MOFRE—F TRy hERRLET,

Device# show monitor capture mycap buffer detailed
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

Frame 1: 114 bytes on wire (912 bits), 114 bytes captured (912 bits) on interface 0

Interface id: O

Encapsulation type: Ethernet (1)

Arrival Time: Nov 6, 2015 18:10:06.297972000 UTC

[Time shift for this packet: 0.000000000 seconds]

Epoch Time: 1446833406.297972000 seconds

[Time delta from previous captured frame: 0.000000000 seconds]

[Time delta from previous displayed frame: 0.000000000 seconds]

[Time since reference or first frame: 0.000000000 seconds]

Frame Number: 1

Frame Length: 114 bytes (912 bits)

Capture Length: 114 bytes (912 bits)

[Frame is marked: False]

[Frame is ignored: False]

[Protocols in frame: eth:ip:icmp:data]
Ethernet II, Src: Cisco f3:63:46 (00:el:6d:£3:63:46), Dst: Cisco 31:fl:c6
(00:el:6d:31:fl:c6)

Destination: Cisco 31:fl:c6 (00:el:6d:31:f1:c6)

Address: Cisco 31:fl:c6 (00:el:6d:31:£f1l:c6)
00 oo oies oo. o... = LG bit: Globally unique address (factory default)

ceee .0 LLos Lol oo w... = IG bit: Individual address (unicast)
Source: Cisco £3:63:46 (00:el:6d:£3:63:46)
Address: Cisco £3:63:46 (00:el:6d:£3:63:46)
00 oo ses oo. o... = LG bit: Globally unique address (factory default)

e o0 Lo Lol oo w... = IG bit: Individual address (unicast)
Type: IP (0x0800)
Internet Protocol Version 4, Src: 10.10.10.2 (10.10.10.2), Dst: 10.10.10.1 (10.10.10.1)
Version: 4
Header length: 20 bytes

B 7y FrIFroR
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Differentiated Services Field:
ECN-Capable Transport))
0000 00..

(0x00)
Total Length:
Identification:

0000
0010
0020
0030
0040

Flags

0x0

0...
.0..
.0.
Fragment offset:
Time to live:
Protocol:
Header checksum:
[Good: False]
[Bad: False]
10.10.10.2

Sourc

e:

00 =

0

ICM

Destination:
Internet Control Message Protocol
request)

Type:
Code:

8
0

(E

Checksum:

Identifier
Identifier
Sequence number
Sequence number
(72 bytes)

Data

00
ab
ab
ab
ab

00
cd
cd
cd
cd

00
ab
ab
ab
ab

Data:
[Length:

Frame 2:

cho

Oxa

10

25
P (

10.10.10.1

(ping)

620

(BE) :
(LE) :

00
cd
cd
cd
cd

0b
ab
ab
ab
ab

0x00

(DSCP 0x00:

#l:nyrroxrIFronm [

Default; ECN: 0x00: Not-ECT (Not

Differentiated Services Codepoint: Default (0x00)

0

Oxabdd

(43997)

Reserved bit: Not set
Don't fragment: Not set
More fragments:

0
4
1)

Oxe8a4

[correct]

56

(10.10.10.2)

(0x0038)

14336
(BE) :
(LE) :

15
cd
cd
cd
cd

30
ab
ab
ab
ab

(0x3800)
40057
31132

63
cd
cd
cd
cd

ab
ab
ab
ab

Not set

(10.10.10.1)

(0x9c79)
(0x799¢c)

cd
cd
cd
cd

ab
ab
ab
ab

cd
cd
cd
cd

ab
ab
ab
ab

cd
cd
cd
cd

[validation disabled]

ab
ab
ab
ab

cd
cd
cd
cd

Explicit Congestion Notification: Not-ECT (Not ECN-Capable Transport)

000000000b153063abcdabcdabecdabcdabedabedabedabed. ..

72]

114 bytes on wire

(912 bits),

114 bytes captured (912 bits) on interface 0

Device# show monitor capture mycap buffer dump

Starting the packet display

0000 00 el
0010 00 o4
0020 0Oa 01
0030 30 63
0040 ab cd
0050 ab cd
0060 ab cd
0070 ab cd
0000 00 el
0010 00 o4
0020 0Oa 01
0030 30 65
0040 ab cd
0050 ab cd
0060 ab cd
0070 ab cd
ATFvT9:

od
ab
08
ab
ab
ab
ab

od
ab
08
ab
ab
ab
ab

31
dd
00
cd
cd
cd
cd

31
de
00
cd
cd
cd
cd

f1
00
a6
ab
ab
ab
ab

f1
00
a6
ab
ab
ab
ab

c6
00
20
cd
cd
cd
cd

c6
00
1d
cd
cd
cd
cd

00
fe
00
ab
ab
ab
ab

00
fe
00
ab
ab
ab
ab

el
01
38
cd
cd
cd
cd

el
01
38
cd
cd
cd
cd

od
e8
9¢c
ab
ab
ab
ab

od
e8
9¢c
ab
ab
ab
ab

f3
a4
79
cd
cd
cd
cd

f3
a3
Ta
cd
cd
cd
cd

63
Oa
00
ab
ab
ab
ab

63
Oa
00
ab
ab
ab
ab

46
Oa
00
cd
cd
cd
cd

46
Oa
00
cd
cd
cd
cd

08
Oa
00
ab
ab
ab
ab

08
O0a
00
ab
ab
ab
ab

00
02
00
cd
cd
cd
cd

00
02
00
cd
cd
cd
cd

45
O0a
0b
ab
ab
ab
ab

45
O0a
0b
ab
ab
ab
ab

00
Oa
15
cd
cd
cd
cd

00
Oa
15
cd
cd
cd
cd

Press Ctrl + Shift + 6 to exit

..ml m.cF..E
JS e
..... 8. Veeuennn
0Ceviei i,
..ml m.cF..E
JS e
....... 8.Z......
Oe.veeneiinn.,

WDEIIWCANL TRy 775270 T7 LET,
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Device# monitor capture mycap clear

GB E: ANy T7770735L, TONKFL LBy 77 BHlRSNET,

Y

GE) RNy T77IlEFORNBREFERTIHILERD DHAIL. show 2~ RO clear 2~
RESZITLET,

ATwT10: T 74 v 7 EFHEAL, 100> THOBRODELIICATILT NNy 77
AVT Y EFRLET,

CE) X7 TF¥RT T4 7REEIT, Ny T 7nbshow DETETHZLITTEEY
luo show from buffer ZFATT HRNICF ¥ /' F ¥ 2L LET, LML, 774 LB X
Uy 77 = ROMGIZBW TR Y S F ¥R T 7T 4 77L& X Zpeap 7 7 A /LT
show DETNTEET, 77 ANVE—RTIE, ST TF¥NRT 774 772X, B
EOXx 7 FxyarDpeap 77 A NVNONT y hEERTEET,

Device# monitor capture mycap start
Device# show monitor capture mycap

Status Information for Capture mycap

Target Type:

Interface: GigabitEthernetl/0/3, Direction: in
Status : Active

Filter Details:

IPv4
Source IP: any
Destination IP: any

Protocol: any

Buffer Details:

Buffer Type: CIRCULAR

Buffer Size (in MB): 1

File Details:

File not associated

Limit Details:

Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)

Packet Size to capture: 0 (no limit)

Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

ATYTIL  ROEHICAN LT, "y b Fx7F ¥ &2ELEL, Ny 77 DODRER
FRLET,

Device# monitor capture mycap stop
Capture statistics collected at software (Buffer):
Capture duration - 111 seconds

Packets received - 5000

Packets dropped - 0

B 7k FrIFroR
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Packets oversized - 0

ATYT1R:RODEICANL TR Y T TFRT I T 47 ThDHNEIDERELE
B

Device# show monitor capture mycap
Status Information for Capture mycap
Target Type:
Interface: GigabitEthernetl/0/3, Direction: in
Status : Inactive
Filter Details:
IPv4
Source IP: any
Destination IP: any
Protocol: any
Buffer Details:
Buffer Type: CIRCULAR
Buffer Size (in MB): 1
File Details:
File not associated
Limit Details:
Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)
Maximum number of packets to capture per second: 1000
Packet sampling rate: 0 (no sampling)

ATV T B ROLEIAN LTy 77D Ty NaRRLET,

Device# show monitor capture mycap buffer brief
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=0/0, ttl=254

2 0.000030000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=1/256, ttl=254

3 0.000051000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=2/512, ttl=254

4 0.000072000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=3/768, ttl=254

5 0.000093000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=4/1024, ttl=254

6 0.000114000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=5/1280, ttl=254

7 0.000136000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=6/1536, ttl=254

8 0.000157000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=7/1792, ttl=254

9 0.000178000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=8/2048, ttl=254

10 0.000199000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=9/2304, ttl=254

11 0.000220000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=10/2560, ttl=254

12 0.000241000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=11/2816, ttl=254

—--More«

RT9T 1 ROLHIZATI LT, WEB flash: storage 7 731 AN mycapl.pcap 7 7
ANy Ty arTF oV ERRELET,

| srybxerrvosz M
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Device# monitor capture mycap export flash:mycap.pcap
Exported Successfully

GE) BEOZIAR—FOERETIE, a~vr REFETTHEI7 AR— 0 [Blth Sh
FTN, TR IRRFRINTZEZITTETLTWERA, 22T, 77 AL TAH
v NOFIREFITT HEIC, Wireshark 706 22 Y —VIZ A v B—UNRFRRINDHD
RS T OMENR DD 7,

ATYTI5: ROEICAD LTI 7ANNEFTY I F v Ny haEFRRLET,

Device# show monitor capture file flash:mycap.pcap
Starting the packet display ........ Press Ctrl + Shift + 6 to exit

1 0.000000000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=0/0, ttl=254

2 0.000030000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=1/256, ttl=254

3 0.000051000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=2/512, ttl=254

4 0.000072000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=3/768, ttl=254

5 0.000093000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=4/1024, ttl=254

6 0.000114000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=5/1280, ttl=254

7 0.000136000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=6/1536, ttl=254

8 0.000157000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=7/1792, ttl=254

9 0.000178000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=8/2048, ttl=254

10 0.000199000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=9/2304, ttl=254

11 0.000220000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=10/2560, ttl=254

12 0.000241000 10.10.10.2 -> 10.10.10.1 ICMP 114 Echo (ping) request 1d=0x0039,
seq=11/2816, ttl=254

—--More--

ATFYT16: ROLEHIIZANILT, F¥7TFv "MV FNEHIBRLET,

Device# no monitor capture mycap

Bl - HAARD/NNTy FOBELT Yy TF v B XUVRE

WOHNE, 74 NZIN Ty " edy P F YT 5 HEERLTCONET,

ATYTL1:ROEIICAALT, B#E N T 7 4 v 7 T—ETHFY7F v KA b
EEHZRL. TNE T 7 A WVIZEEHEM T FT,

Device# monitor capture mycap interface Gigabit 1/0/1 out match ipv4 any any
Device# monitor capture mycap limit duration 60 packets 100
Device# monitor capture mycap file location flash:mycap.pcap buffer-size 90

B 7k FrIFroR
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Bl whBADry rolEtFy TF v LURE

ATYT2: ROEIICANLTHRY T F ¥ RA Y FBREMICERSINLTWDL I LA
i =

Device# show monitor capture mycap parameter
monitor capture mycap interface GigabitEthernetl/0/1 out
monitor capture mycap match ipv4 any any
monitor capture mycap file location flash:mycap.pcap buffer-size 90
monitor capture mycap limit packets 100 duration 60

Device# show monitor capture mycap
Status Information for Capture mycap

Target Type:
Interface: GigabitEthernetl/0/1, Direction: out

Status : Inactive
Filter Details:
IPv4

Source IP: any
Destination IP: any

Protocol: any

Buffer Details:

Buffer Type: LINEAR (default)

File Details:

Associated file name: flash:mycap.pcap
Size of buffer(in MB): 90

Limit Details:

Number of Packets to capture: 100
Packet Capture duration: 60

Packet Size to capture: 0 (no limit)
Packets per second: 0 (no limit)
Packet sampling rate: 0 (no sampling)

ATFYT3:KDODEIICASI LTy FEBAAL £,

Device# monitor capture mycap start
A file by the same capture file name already exists, overwrite?[confirm]
Turning on lock-step mode

Device#
*Oct 14 09:35:32.661: $BUFCAP-6-ENABLE: Capture Point mycap enabled.

GE)

WP E T 27, Ty AT MELREE, F ¥ 7F v #8E08 BEIICF IR
L2 EEFALET, HACRD A v —UNERRINTEGET, F ¥ 7 F v LN
EIELTWDZEEERLET,

*Oct 14 09:36:34.632: $BUFCAP-6-DISABLE ASYNC: Capture Point mycap disabled. Rea
son : Wireshark Session Ended

mycap.pcap 7 7 A /MZIE, Fx¥ T TFx LTy BREERET,

ATYT A4 ROEDIICAN LTy FERRLET,

Device# show monitor capture file flash:mycap.pcap

Starting the packet display ........ Press Ctrl + Shift + 6 to exit
0.000000 10.1.1.30 -> 20.1.1.2 UDP Source port: 20001 Destination port:
1.000000 10.1.1.31 -> 20.1.1.2 UDP Source port: 20001 Destination port:
2.000000 10.1.1.32 -> 20.1.1.2 UDP Source port: 20001 Destination port:
3.000000 10.1.1.33 -> 20.1.1.2 UDP Source port: 20001 Destination port:
4.000000 10.1.1.34 -> 20.1.1.2 UDP Source port: 20001 Destination port:

20002
20002
20002
20002
20002

"y b xeIdFeoiE )
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5.000000 10.1.1.35 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002
6.000000 10.1.1.36 => 20.1.1.2 UDP Source port: 20001 Destination port: 20002
7.000000 10.1.1.37 => 20.1.1.2 UDP Source port: 20001 Destination port: 20002
8.000000 10.1.1.38 => 20.1.1.2 UDP Source port: 20001 Destination port: 20002
9.000000 10.1.1.39 -> 20.1.1.2 UDP Source port: 20001 Destination port: 20002

ATFYTE5: RDEIICATILTHE Yy 7F v "1 bEHIBRLET,

Device# no monitor capture mycap

HARFINT Y T TF v DEREH

WwD¥ 7 a3 N2 EPC ORER 2R LET,

Bl: /Ny b T—2 XN TFrDEE
WOBITIE, "y b F—X %5 FF v 2 BT 5 HEE R UET,

Device> enable

Device# monitor capture mycap access-list védacl

Device# monitor capture mycap limit duration 1000

Device# monitor capture mycap interface GigabitEthernet 0/0/1 both
Device# monitor capture mycap buffer circular size 10

Device# monitor capture mycap start

Device# monitor capture mycap export tftp://10.1.88.9/mycap.pcap
Device# monitor capture mycap stop

Device# end

Bl : X TFEN=T—EDEZR)TEADTFUR
WOHIE, ASCHIEXT R ry haF o745 HEEZRLTHVET,

Device# show monitor capture mycap buffer dump

Starting the packet display ........ Press Ctrl + Shift + 6 to exit
0

0000: 01005E00 00020000 OCO7AC1D 080045CO .."....viuen.n. E.
0010: 00300000 00000111 CFDCO91D 0002E000 .0....uovuvnennn.
0020: 000207C1 07C1001C 802A0000 10030AFA ......... Koo
0030: 1D006369 73636F00 0000091D 0001 ..example.......

1

0000: 01005E00 0002001B 2BF69280 080046CO .."..... +oo... F.
0010: 00200000 00000102 44170000 0000EO0O0 . ...... D.vvunn
0020: 00019404 00001700 E8FFO000 0000 .......cuovunn.

2

0000: 01005E00 0002001B 2BF68680 080045CO .."..... +oo... E.
0010: 00300000 00000111 CFDBO91D 0003EO000 .0....uovuvuvnnn.
0020: 000207C1 07C1001C 88B50000 08030A6E .....vuevuvunen. n
0030: 1D006369 73636F00 0000091D 0001 ..example.......

3

0000: 01005E00 OOOAOO0LC OF2EDCO0 080045CO .."........... E.
0010: 003C0000 00000258 CE7F091D 0004E000 .<..... Xevewennon

0020: 000A0205 F3000000 00000000 00000000 ....veneenen.n.
0030: 00000000 00D10001 000COL00 01000000 ....uivnvnenn...
0040: 000F0004 00080501 0300

ROBNE, mycap E WO AHTOF ¥ 7 F ¥ OFREIMHEHT 23~ RO U R NERRT H5E
ZARLTHET,
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Device#
monitor
monitor
monitor
monitor

Device# monitor

*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
21

*Jun 4 14:17:15
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
epc_class_capl

*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.
*Jun 4 14:17:15.

Device# monitor

*Jun 4 14:17:31.
*Jun 4 14:17:31.
*Jun 4 14:17:31.
*Jun 4 14:17:31.
*Jun 4 14:17:31.
*Jun 4 14:17:31.
*Jun 4 14:17:31.
epc_class_capl

*Jun 4 14:17:31.
*Jun 4 14:17:31.
*Jun 4 14:17:31.
*Jun 4 14:17:31.
*Jun 4 14:17:31.
*Jun 4 14:17:31.
*Jun 4 14:17:31.

Bl ¥vIFrshkF—a0r=ayrrervr+oz |

show monitor capture mycap parameter

capture
capture
capture
capture

WOBENL, FX 7T v KAV veT Ry 7355 EEZRLTWVET,

Device# debug epc capture-point
EPC capture point operations debugging is on

mycap interface GigabitEthernet 1/0/1 both
mycap match any

mycap buffer size 10

mycap limit pps 1000

capture mycap start

463:
463:
463:
463:
463:
463:
464:
464:
464:
464:

.464:
464:
464:
464:
464:
464:
464:
464:
464:
464:
464:
464:
464:

464:
464:
464:
464:
464:
465:
465:
465:
465:
465:

EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC

EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC

EPC
EPC
EPC
EPC
EPC
EPC
EPC
EPC

CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:

CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:

CP:
CP:
CP:
CP:
CP:
CP:
CP:
CP:

Starting the capture capl

(brief=3, detailed=4, dump=5) = 0

final check before activation

setting up c3pl infra

Setup c3pl acl-class-policy

Creating a class

Creating a class : Successful

class—-map Created

creating policy-name epc_policy capl

Creating Policy epc policy capl of type 49 and client type

Storing a Policy

calling ppm_store policy with epc policy
Creating Policy : Successful

policy-map created

creating filter for ANY

Adding acl to class : Successful

Setup c3pl class to policy

Attaching Class to Policy

Attaching epc_class _capl to epc_policy capl
Attaching Class to Policy : Successful
setting up c3pl gos

DBG> Set packet rate limit to 1000

creating action for policy map epc policy capl class map

DBG> Set packet rate limit to 1000

Activating Interface GigabitEthernetl/0/1 direction both
Id attached 0

inserting into active lists

Id attached 0

inserting into active lists

Activating Vlan

Deleting all temp interfaces

SBUFCAP-6-ENABLE: Capture Point capl enabled.
EPC CP: Active Capture 1

capture mycapl stop

963:
963:
963:
963:
964:
964:
964:

964:
964:
964:
964:
964:
964:
964:

EPC
EPC
EPC
EPC
EPC
EPC
EPC

EPC
EPC
EPC
EPC
EPC
EPC
EPC

CP:
CP:
CP:
CP:
CP:
CP:
CP:

CP:
CP:
CP:
CP:
CP:
CP:
CP:

Stopping the capture capl

Warning: unable to unbind capture capl

Deactivating policy-map

Policy epc policy capl

Deactivating policy-map Successful

removing povision feature

Found action for policy-map epc policy capl class-map

cleanning up c3pl infra

Removing Class epc class_capl from Policy
Removing Class from epc policy capl
Successfully removed

Removing acl mac from class

Removing acl from class : Successful
Removing all policies

"y b xeIdFeoiE )
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*Jun 4 14:
*Jun 4 14:
*Jun 4 14:
*Jun 4 14:
*Jun 4 14:
*Jun 4 14:
ROBNL,

17

17:
17:
17:

17:
17:

31.
31.
31.
:31.
31.
31.

964 :
964 :
964 :
965:
965:
965:

K7y kv IFFroEE |

EPC CP: Removing Policy epc policy capl

EPC CP: Removing Policy : Successful

EPC CP: Removing class epc_class_capl

EPC CP: Removing class : Successful
$BUFCAP-6-DISABLE: Capture Point capl disabled.
EPC CP: Active Capture 0

MIRIAINT o XX TF ¥ (EPC) D7t ya=r T Ty 745 5kEmR
LTWET,

Device# debug epc provision
EPC provisionioning debugging is on

Device# monitor capture mycap
*Jun 4 14:17:54
epc_class capl

*Jun 4
*Jun 4
*Jun 4
*Jun 4
*Jun 4
*Jun 4
*Jun 4
*Jun 4

14:
14:
14:
14:
14:
14:
14:
14:

17
17
17
17
17
17
17
17

:54.
:54.
:54.
:54.
:54.
:54.
:54.
:54.

.991:

991:
991:
992:
992:
992:
992:
992:
992:

EPC PROV:

EPC PROV:

start
No action found for policy-map epc policy capl class-map

Attempting to install service policy epc policy capl

EPC PROV:
EPC PROV:
EPC PROV:

Attached service policy to epc idb subblock
Successful. Create feature object

Attempting to install service policy epc policy capl

EPC PROV:

Successful. Create feature object

%BUFCAP-6-ENABLE: Capture Point capl enabled.

Device# monitor capture mycap

*Jun 4
*Jun 4
*Jun 4
*Jun 4

epc_class

T DDSE &R

14
14
14
14

:18:
:18:
:18:
:18:

02
02
02
02

_capl
*Jun 4 14:18:02
*Jun 4 14:18:02
class epc_class_capl
*Jun 4 14:18:02.504:

.503:
.504:
.504:
.504:

.504:
.504:

EPC PROV:
EPC PROV:
EPC PROV:
EPC PROV:

EPC PROV:
EPC PROV:

stop
Successful. Remove feature object
Successful. Remove feature object
Destroyed epc idb subblock
Found action for policy-map epc_policy capl class-map

Deleting EPC action
Successful. CLASS REMOVE, policy-map epc_policy capl,

SBUFCAP-6-DISABLE: Capture Point capl disabled.

BEEE R

MERR I=aT7ILARA ML

FRT A NH FRT ANZOHELIZHOWTIE, UTEBRLTTE,
[Display Filter Reference.]

peap 7 7 A /VEEEHE R | peap 7 7 A AAREHEWR O FRIEH T 5OV TE, BLRT I-
z] A7 a rOFMESRLTIEIN,
[ Tshark Command Reference]
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http://www.wireshark.org/docs/dfref/
www.wireshark.org/docs/man-pages/tshark.html
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https://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi
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