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IZLEJ, NetFlow h—EADNFRRIGREESN TS, AV —La—RFNT7yr—~vy FaZARL
BT ORENDY EFHA, T LTS L RONW ONDOFERH Y £3,

e NetFlow D L7 X 24t L7200 | $—EREZRR LIV TEHT7 7Y r—v a2 ERT
Lt — R8—F 4 EVR R S8— M —T, O NetFlow HEREN BINEN D T-ONC T 7
Vor—valZl/ar "M LT 08I0 EHA, VI, BEOT 7L —hK 74—
~ v NEFRRIRT BT =% Ty A NVEEHT L ENRTEET,

CHTHBEREIT. BUEDEABREE 21125 Z £ 722 < NetFlow [ZHURIZIBINTE £,

e NR—=TU g 97—~y MIFLWTa haeRRRT O 0 b a ) VI#EETE DD,
NetFlow IZ 2607 v b 2/uzxt LT DEESRMIICRHGN LET,

N=Ta 2 9DTI AR—K 74—~y ML, "y b~y X =2k 1 2B EOT
Y7l —hT7an—ty hERIFT—F¥ 7Jo—ty b CHERESLTOWES, 77—k 7
n—ty hTIE, fFROT—4% 7Ju—t v MIFEREND 7 4 —/L OGNS E T,
oo T—4 Tu—ty MI, BTRIULZZ AR— K Xy bELIIEBRDOT 7 AR—
ko NTCRATDIAREMERSH D ET, 7oL —h 7u—ky FBLUOT—% 77—
Ty M, ROKIIRTEHIC, =D/ AFR— X7y MURESEDLZENTEET,

B2:1R—23 29T RKR— kX7 b

Packet Template Data Data Template Data
Header FlowSet FlowSet | FlowSet FlowSet FlowSet

7757

NetFlow Version 9 Tlt, ¥ESN DT —H % NetFlow 2 L7 X R CTCEx 5L 51, 77
L— b F=H 2B AR—-bLET, £, T L= hOT =¥ Tu—tv b
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JO— =X

JOo—E=4 .

T 27 Z7R"— F LE 7, FlexibleNetFlow DFE22Ff1L, =2 —¥NnT7n— L a— RERET D &,
N=Ta 97 07— MIEMICEBR I, a7 XICEEINDHZ LT, FTORIZ
Ny — TFTUTL—kT7o—ty FBIOT—% 77—ty F&E®H T, NetFlow Version
9Ly AR— b TH—<v FOFEMRBZRLET,

X 3: NetFlow /\—> 3> 9T RiRk— b 74— v DM

Header “— NatFlow Version 9 Haader: 32 bits —»
First Tamplate FlowSat Warsion 9 l Count = 4 (FlowSets)
Tamplate Racord Systam Uptimea
First Racord FlowSat UNIX Seconds
(Template 1D 258)
Packaga Sequenca
First Data Record
Source ID
Sacond Data Racord
Third Data Recard «— Tamplate FlowSat: 16 bits—» «— Data FlowSat: 32 bits —»
Sacand Template FlowSet FlowSat ID -0 FlowSet Langth =
ID =256 64 bytes
Tamplata Racord Langth = 28 bytes
182.168.1.12
Tamplate Racord Templaw D = 256
Second Record FlowSet Fieid Court = 5 el
{Template |D 257) IPvé_SRCADDR (00008} 192.168.1.1
Data Racord Langth = 4 5009
Liote fcoid IPv4_DSTADDR (0x000C) e
Data Record
e Langth = 4 192.168.1.27
th Feco IPva_NEXT_HDP [0x000E) e
Langth =4 192.168.1.1
PKTS: 32(0x0002) 748
Langth = 4 398964
BYTES: 30(0x0001) 1921681 56
Langth =4 10.5.12.65
182.168.1.1
: 2
6534 ﬁ

N=V a9z AR—F 74—y FOFEMIHONTIE, ATA F ~_—s3— [Cisco I0S
NetFlow Version 9 Flow-Record Format] ZZ L T 7Z&\W, RO URL "6 AFTEET,
http://www.cisco.com/en/US/tech/tk648/tk362/technologies_white paper09186a00800a3db9.shtml

71— =X |LFlexible NetFlow D%~ "I —2 "TF 7 ¢ v OEREZEITTHa L R—F
KNG, A v F—T 2 AZHAENET,

TR F IRy MU=7 bTT 4y s pbIEE R, T La— FOkey 74— K

FBEWnonkey 7 4 —/V FICESWTEH Y mE AP T n—F=4 v v allBishE
—é‘o

Flexible NetFlow IZ, [HICU FT7 7 4 v 7V DI EIERI A T OO 2 EITT B0 TE
F9, FTORTIE, AJIA U F—T oA A LEDBERERNT 7 4 v 7 WD OISz

a— R WA EZ—T oA A LDOEX2 VT 4 5D
TRy MBI EnEd,

WZaRFten7zLra— REHL
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TOS Byts o :
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Branch
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—
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F9, 7a—H 7T, STAIGRIRSIN D 7 v FOEEHIRT 5 Z & T, Flexible NetFlow
EEITLTVDT A, A LOAMEZRO T DI ESNET,

Tua—H o F YT TIE, V= F DR T =< LV RIKTHE= L) O TREENS SN
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SNDEROEEN, TS CTIRTFLET,

ip flowmonitor 2~ > REFHLCA v X —7 oA AHEHSINDIEGA, Y7 I7—F7n—
FoH LA EDECTHEASNET,

HHR— k&M TLVS Flexible NetFlow 7 1+ —JL K

\}

WORTIE, SFSER N T T4 v I XATBIWNNT 7 4 w7 HEIZDOWT, Flexible NetFlow
(FNF) TYHR—FENDT7 4 — L FOFHEEY A FEEHEL TWET,
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R
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R
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]
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Ja4—)L |LA4¥2In| L4142 |[IPviIn IPV40ut |IPv6In IPv6 Out FE
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dest-port | — — s S S s
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Ja4—)L |LA4¥2In|LA42 |[IPviIn IPV4 Out IPv6 In IPv6 Out FE
N Out

Bytes | &fI ST ST ST i ST
layer2 long

=JL ==

axX AE

WDOFIL., T /351 ZIZxT 5 Flexible NetFlow OF 7 /L R EZ R~ LET,

£ 3:7 7+ )L LD Flexible NetFlow 5% 7

RE T4k
Ta—T 7T 4T XA LT Tk 1800 £
Tu— XA LTI NDOKT 7T 474k 15 7

Flexible NetFlow : A 71 VRF H-7R— F D=

Flexible NetFlow : AJJ VRF ¥ 48— MERE TlE, key 7 4 —/L K & LT Virtual Routing and
Forwarding (VRF) IDZIET S 7 n—La— RRHHANT7o—E=4Z@EH LT, 741
ATHERB/ Y b VREID #IETE D L HICLET,

BEVATLES

HEY AT AFF A= AL, 4,294,967296 [HO—EDEEZFS32 Yy DT 4 —/L KT,
AVE—=Fy hDOIRT N w7 RAAL UN—T 4 VTV AT DY R— T 57D TX
F7,

BV AT L%ES (ASER) 1L, FIZA—F—F—brv=A 7u ha)LTHEHAIND IANA
WXL TEY B CTOHNLRERRESTT, —BOL—T 4 VIR —a o — O EH
TIZHdFy NT—7 FEINRNT IV v I A4 F—Fy ML THR—LERINLTWNDE Ry
N —2 % —EIZHMNLET, ZOEREVATAESE, TV ITRA L FDOA U H—Fy
=R TR F = f o H—Fy f I ZAF =Y (IX) ODET, BGPBLIOET %
A=y N —ERFa A F— L BT T HDICMETT, ASE LT 2 — VLT —
BETHAHIVERHY £T, 2LV, BGP B L CTL—TF 4 7 TE DB DR D
IP7 RLATay R EENDE IRV ET, BGP X, 'L 7 4 v 7 ALHFEVAT A
NRZA (AS/2RR) ZEA LT, L7 4 v 7 ADFET DI ~DRE R A ZRELET,

NetFlow VOB L NIPFIX =7 AR — h X A 1%, 328y FASESE2 VA — M LET, NetFlow
V51X, EE 16 By hOEETLTB L UL ASTERITHES 720, ZD32AS 74—/ REH
R—hrLEEA,

NetFlow Tld, D BGP /NXT A —H T/ AR— K TEET,
*BGP EAE IR E-IIE T AS H &
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« BGP 46 et £7213 7 AS &=

B®RE
AS BEHV AT LAEFETHITIE, kOoa~vwr REHALET,
[no] collect routing { destination | source } as[[4-octet] peer] [4-octet]

Flexible NetFlow D% 5E 5%

Flexible Netflow % 7% &9 2121E. RO —BRIZ2FNEIZHREVE T,

1. 7o0—l%F— 74—V FBIXOEF— 74—V FEEFEELT, 7o— La— REE/HRL
i—a_o

2. 7 bhalEHEELTUEEO 70— 27 AR—2 EE L, s8R —h, sk, BLOZ
DD /NT A — 5 ZHRIE L E T,

3. 7a— La— KRBV r— 2/ AR—Z|ZHSNT, 7u—E=FXEERLET,

4. AEBOY T T —2ERLET,

5 LAY2A—hF LAVIHR—F FEIEVLANICTZr— E=XEWALET,

JO— La— FO1ERL
NABZ<A R L2780 — La— RERET DL, ROZAT ZFEITLET,

NAB<ARX LTe7vn— La— R, FEOHW TN 7 47 T—F&5HT 57228
HLEF, IAF~A X LTz7a—La— R, key 7 4 —/v K& LTHEMT % match 2%
212U EVETY, @ X nonkey 7 4 —/L K& LTHEAT S collect ZEHEN 1 DL EH D F
—é—O

HAZ<wA X LTz7a—Lba— ROIEFNE, HEabOrRERHY 3, 20X A7 TE, 7
REMED B DIEFD 1 D> ZEAVER T D2 O DFNEICHOWTIA L £, MBS U TYUEZX AT D
FEAEFE L, BHIZEDETCHIAZ~AL A L7 — La— FEERLET,

FE
ARV KRFERETI a3 B#J
AT v 71 |enable KHE EXEC T— REAHT L £T,
f1 e MAU—REZANLES (EkSh
25 E) .
Device> enable
R 72 |configureterminal sua—sNy ar7 4 FXal—y gy
Bl - E—RFZBBLET,
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ARV RFERETIVa Y

B8

Device# configure terminal

ATvT3

flow record record-name

1

Device (config)# flow record
FLOW-RECORD-1

7r— La— R&{ER L., Flexible
NetFlow 7o — La— R a7 4 ¥
L—var E— FEBMLET,
s ZDavy RTIE, BEFO7a—
La—REEHEFTLHILHTEE
R

ATvT4

description description

1

Device (config-flow-record) # description
Used for basic traffic analysis

(EE) 7v— ba— FOGHZER
Lij_o

ATvT5

match {ip | ipv6} {destination | source}
address

1 -

Device (config-flow-record) # match ipv4
destination address

GE) ZOFITIE, IPv4ASESET R L
AZx L a—RNDkey 7 4 —/)V
FELTHRELET,

ATvT6

MBS CTCAT v 7520kl v
a— ROiBkey 7 4 —/b REEE L F
B

ATy T17

end

1 -

Device (config-flow-record) # end

Flexible NetFlow 72— L 22— K =
T4 F¥ a2l — a3 EB—REKTLT,
HebE EXEC B— RICEY 7,

ATvT8

show flow record record-name

1

Device# show flow record FLOW_RECORD-1

T:E) BELE-78— La— RO
TEDAT —H ANFRENET,

ATvT9

show running-config flow record
record-name

1

Device# show running-config flow record
FLOW_RECORD-1

EE) fiELl-7n— La— Kok
ENFRRINET,
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20— I RAKR—2DER

7u— T AR—FEfE LT, 7R—DT 7 AR — K RIXA—FEZEHKTETET,

\)

so—zo2t—anksn [

G¥)

TOa— T AR—Z LI, 10D EDOENYTR— K ENET, BEOsEicT—%%2T s
AR— T, RO T70— 2 AR—FZEREL T 70— F=F(ITEH Y Y THUE

NV ET,

IPv4 7 FLAZfERH L Cstice=y AR —hT&EET,

Fg
ARV RERETI3 Y EL:Y

A7y 71 |enable KHE EXEC T— RE AN L £T,
11 e NAT—RE AN LET (RS
Device> enable %Lfig%é§) o

w2 |configureterminal Ja—r\)Lary7 4 FXal—a
5l - T— FEBHLET,
Device (config)# configure terminal

AFw 73 |flowexporter name Tu— T AR—HEERL, 7a—
451 - T AR—H a7 Fal—g

ET—NZBBLET,

Device (config) # flow exporter
ExportTest

AT w74 |description string (EE) WK6E3LFT, ZO7r—0D
. B A IRE L E T,
Device (config-flow-exporter) #
description ExportVv9

Z5 w75 |destination {ipv4-address} DTy AR—ZITIPVASESET KL &

1 -

Device (config-flow-exporter) #
destination 192.0.2.1 (IPv4
destination)

FIBARA M ERELET,
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ARV FFEREETIVa Yy

S

ATvT6

dscp value

1

Device (config-flow-exporter)# dscp 0

(f£&) DSCP (DiffServ =1— KR A
M EEBRELET, #FHAEIX0~63T
T, T 7L L0 TT,

ATy T17

source interface type interface number

&1

Device (config-flow-exporter) # source
gigabitEthernetl/0/1

(EE) BREIN7-%05C T NetFlow =

X7 ACBET DDA T DA
A —T A AERELET,

G Ja—x ) AR—HZE, EE
A =T A AELTT
VFUN—RIPA S HF—T =
A RAEHR— KL TWNER
Mo

EETLELTRDA E—T oA A%
mETEET,

« AutoTemplate : HEj7 > 7 L — K
A B —T AR

- Capwap : Capwap h > R/L A
H—T A A

* GigabitEthernet : Gigabit Ethernet
IEEE 802

« GroupVI : Z/V—H8A v B —
Tz AR

« Internal Interface : PNERA o & —
T A A

e Loopback : V—F RN T A F—
T A A

eNull : XNV A F—TxARA

* Port-channd : £ > 4% —7 = A AD
A=Yy b Fx¥xriL

* TenGigabitEthernet : 10 ¥ & v
[ Bl S

eTunnd : by Rf VA H—TxA
2

* Vlan : Catalyst VLAN
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B

axX ;&

nzxav1xLtz7n— =50k ||

ARV RERETI3 Y EL:Y
ATy 78 |transport udp number ({E#&) NetFlow = L7 ¥ |ZHET 5
Bl 72 WICHEF % UDP K — b 4672 L %
o
Device (config-flow-exporter) #
transport udp 200
AFw 79 |ttl seconds (EE) =7 AR—ZIZL-oTHEES
#l - DT —HX T T LOIFERE ] RERFE]
Device (config-flow-exporter) # ttl 210 (TTL) 1ﬁ%§£ﬂi Liﬁ—o ﬁllﬂi 1~
255 CF, T 7 A ME 255 T,
A7 710 |export-protocol {netflow-vo} T AR—H TR S5 NetFlow =
1) - JAR—KMTa haloNR—T g 0%
RELET,
Device (config-flow-exporter) #
export-protocol netflow-v9
AFvy71 |end FiHE EXEC B — RIZRE D £,
1 -
Device (config-flow-record) # end
T w712 |show flow exporter [ namerecord-name] | ({T:&) NetFlow D7 @— T 7 AR—
. 5 8RR LET,
Device# show flow exporter ExportTest]
X w713 | copy running-config startup-config FE) avy74FXa2lb—vary7y
Bl A MEBREZARAE LE T,
Device# copy running-config
startup-config
RDERY

Jn— La—FRBION 7 — 27 AR—FZIHASNT, 7Ju— F=FEEHLET,

WRAEATAAXALF-70— =2 DR

HAR AR L7 a— F=X BERT B2,

COVNEDE AT HEITLUET,
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K7ur— F=XIE, EHOX Y v aPNFEV B THENTVET, 7a— E=X T LI2,

Xyrviaxz NIONEBIRVA T U NEERTHLa— FRKLETT, ZNbDOLa—
R 73—y I, FHERFADOL =K 74—~y bOWTAD, FEa—PERIC
TAHRZENTEET, Eoa—FThiuiLflowrecord 2~ REERA LT, WAX~A X
L7774 =~y FEET 52 b TEET,

1R BRI

Flexible NetFlow DHBEFKFA L 2— FORDOVICH A X~ A XA LTz a— REMHT 555

Blx. TOX 27 EBFEITT LRI,

HAZ<A R LT a— RE{ERRT20ERH Y £97,

F— B E T AR— T AEDIITE— T AR— A E 72— =X BT 58481, =
DEAY ZFZ T T AN AR—F ZET ANERH Y 5,

\}

() 7wv—%F=%Trecord 2~ RO/T A —H %S 5F1Z, noip flow monitor =2~ K%
HHLT, ¥XCOA 2 H =T oA ADLHMAFEAO 7 a—F =X ZHIBRT20ERH Y £

B

FIE

ARV RFEEETI 3y

B8

ATy T

enable
1 -

Device> enable

ke EXEC T— F&EANZ L £,

e NAT—REANLET (TR
N8548 .

ATvT2

configure terminal

&1

Device# configure terminal

Ja—nR) a7 4 FX¥al— g
£ ]\\‘;&Eﬁﬁé\ L/i—é—o

ATvT3

flow monitor monitor-name

51

Device (config)# flow monitor
FLOW-MONITOR-1

7u— E=X%{ERk L. Flexible
NetFlow 72— EF=#% 27 X2
L—ray E— RERBLET,
s Za~vy KT, FEO7ue—
Fo X EERRETHILEHLTEE
‘a‘o

ATvT4

description description

51

Device (config-flow-monitor) #
description Used for basic ipv4
traffic analysis

UTE) 7a—F=X OHA%EER L
iTo
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nz2sv4zLi7a—e=204%m ||

ARV FFEREETIVa Yy

E:)

ATy TH

record {record-name| netflow-original |
netflow {ipv4|ipv6} record [peer]}

1 :

Device (config-flow-monitor)# record
FLOW-RECORD-1

Ju— F=ADLa— REEELE
KR

ATvT6

cache {timeout {active|inactive| update}
seconds | type normal }

51

Device (config-flow-monitor)# cache
type normal

Device (config-flow-monitor)# cache
timeout active

(fEE) 7u— E=X% vy vian
TA—=H (ZA LT T ME, ¥ v

TaBATRE) EERLET, BE
L7 —k=4Ft7a—Fyrvi=a
Z BT £,

ATy T17

MBI L TAT v 7 6 201
T, ZDO70—F=ZDF ¥ v 2N
TA—EDOEREET LET,

ATvT8

statistics packet protocol
11

Device (config-flow-monitor) #
statistics packet protocol

({£&) Flexible NetFlow E=% O~/ 1o
kN I VG ERRHTERONEE A R —T
MZLET,

ATvT9

statistics packet size

% -

Device (config-flow-monitor) #
statistics packet size

(f£&) Flexible NetFlow & =% O A1
REORFHERDOINE 2 A 2 —T VIZ
LET,

ATy 710

exporter exporter-name

1 -

Device (config-flow-monitor) # exporter
EXPORTER-1

(EE) FRlcEkshic=7 AR —
Z DA ERELET,

ATvIN

end

1

Device (config-flow-monitor)# end

Flexible NetFlow 7 2@ — E=# 217 ¢
Fal—arEv—REKTLT, &
¥ EXEC — FITEY £,

ATvT12

show flow monitor [[name] monitor-name
[cache [format {csv |record | table} 1]
[statistics]]

1 :

() Flexible NetFlow 7 17— £ =%
DAT —H AL LOFEHER DR R S
ﬂ\iﬁ—o
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ARV FFEREETIVa Yy

S

Device# show flow monitor
FLOW-MONITOR-2 cache

ATvT13

show running-config flow monitor
monitor-name

1 -

Device# show running-config flow
monitor FLOW MONITOR-1

1E) BELE-7e—F=XDEE
NERENFET,

ATy 714

copy running-config startup-config

&1

Device# copy running-config
startup-config

UEE) av 74 X2l —yar 7y
ANWIEEEIRT LET,

J20—Y 275 —0D1ERL

Ta— Y7 I7—%RELTHEMNMT DI

FIE

T, TOMEDOE AT #FEITLET,

ARV RFERETI Y

E:)

ATy T

enable
1 -

Device> enable

¥iME EXEC E— R& A%z L £,

e NAT—REANLET (TR
Ni=%a) .

ATvT2

configure terminal

1 -

Device# configure terminal

Ja—nR) a7 4 F¥al— g
E— FERBLET,

ATvT3

sampler

&1

sampler-name

Device (config) # sampler SAMPLER-1

Yo 7T =KL, YT T—a
T4FXal—arEe— REBEBLE
—j_o

« ZDawy RTIE., BEFEOY T
F—HAERTH L TEET,

ATvT4
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1v8-7212~070—0ER |

ARV FFEREETIVa Yy

E:)

Device (config-sampler) # description
Sample at 50%

ATvTH

mode {random} 1 out-of window-size

1 -

Device (config-sampler) # mode random
1 out-of 2

Yo7 ——FKBLIO7a—H o7
FT—DU 4 Ry A XERELE
7,

» window-size | X D#EIFHIX, 0 ~
1024 T3,

ATvT6

exit
&1

Device (config-sampler) # exit

VoI —ar 7 4 Falb— g
FT—REKTL, ZJo—s\Lar7 g
Fal—raryE—RIIREY £1,

ATy T17

interface type number

&1

Device (config) # interface
GigabitEthernet 0/0/0

AVH =Tz A RAEEEL, £ ¥ —
TxA AT 4 F¥2lb—T g F—
R&2BIsE L £9,

ATvT8

{ip | ipv6} flow monitor monitor-name
[[sampler] sampler-name] {input | output}

1 -

Device (config-if)# ip flow monitor
FLOW-MONITOR-1 sampler SAMPLER-1 input]

ER LT 7a—F=2BL0\7o—4
VTSI A U H—T A RTEID Y
TC, Vo7V T A x—TNICL
£7,

ATvT9

end

1 :

Device (config-if)# end

A B =T xf A AT 4 X2l —
Ta v E— REKT L, R EXEC
E—RNICRD £7,

ATy 710

show sampler sampler-name

51

Device# show sampler SAMPLER-1

BELAEMELEZ7e— Y TS5 —0
AT —HZAB IO HIEREFE R LE
TO

AR —T A A~ADT7O—DEA

Tu— T XBIOA T a YT T A =T o RATHEATEET,
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ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC T— F&EADIZ L £,
e NMRAT—RKEANLET (FERkEh

58

ATvT2

configureterminal

1

Device (config)# configure terminal

Jua—\)L a7 4 Xal— g
T—FzfnL£7,

ATvT3

interface type

1

Device (config) # interface
GigabitEthernetl1/0/1

Ao H—=T A AT 4 FXalb—3
YE—RERBL, AV F—T AR
ERELET,

Flexible NetFlow (%, L2 K— K F ¥ F/L
AE =T 2 A AT R—FSNFER
AR, L2 — R F v R A N—R—
TRV R—bFESnET,

Flexible NetFlow (%, L3 i"— hF ¥ %L
ABE—=T 2 AL XA /NR—FTH
A— N ZIET, WIS L CRIRRC
PAR—FEINDZZ EIEZHY EHA,

ATvT4

{ip flow monitor | ipv6 flow monitor |
datalink flow monitor } name [sampler
name] {input | output}

1

Device (config-if)# ip flow monitor
MonitorTest input

ATETZE Ty MOHed 514~
H—T x4 AT, IPv4, IPv6, T—H U
Y 7n—k=4 BIOF T a0
Y7 T —mEEMNT £

ip flow monitor — Flexible NetFlow T IPv4
N7 4w BEATEET,

ipv6 flow monitor — Flexible NetFlow T
IPV6 N7 7 4 v 7 R TEET,

datalink flow monitor — Flexible NetFlow
TIHIPONT T 4 v HEHTEES,

ATvTh

end

1 -

Device (config-flow-monitor)# end

HkE EXEC E— FIZREY £,

ATvT6
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VAN ETD Ty » & NetFlow 0 ]

AU RFERETOVa Y

B8

Device# show flow interface

ATy T17

copy running-config startup-config

1

Device# copy running-config
startup-config

EE) av 74 X2l —var 77
A NVICEREERITFLET,

VLAN ETDTY)

~ O

A

3 NetFlow D% E

Ta— = ZBLIOA a0 7T —% VLAN ICEA TE £97,

FIE

ARV RFERETOVa Y

B8

&

enable
1 -

Device> enable

¥ ME EXEC E— R&ANZ L £,
e NMATU—KREZASNLET FREN

=55

o

ATvT2

configureterminal

1

Device (config)# configure terminal

Ja—nR) a7 4 F¥al— g
ET— FEBBLET,

ATvT3

vlan [configuration] vian-id

1 -

Device (config) # vlan configuration 30
Device (config-vlan-config) #

VLAN F72/X VLAN 27 ¢ ¥ 2 L —
varE—FEMBLET,

ATv74

ip flow monitor monitor name [ sampler
sampler name] { input }

1

Device (config-vlan-config)# ip flow
monitor MonitorTest input

ATy MIZxIGET 5D VLAN 2, 7
O—F=ARBLOATva o7
Z — % BAEAHT £,

ATvT5

copy running-config startup-config

1

Device# copy running-config

EE) 274 Xal—vary 7y
A NMERERRELET,

Flexible NetFlow D& [}
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ARV RFERETIVa Y

B8

startup-config

L 14~ 2 NetFlow @

A

=N

X &

==

Flexible NetFlow L' 23— KN TL A ¥ 2 F—%2 EXTEFET, ZOLa—KREEHL T, LA
Y2A LA —T oA AD T O —%F% ¥ S F ¥ TXFET,

FIE

ARV RFERETIVa Y

E:)

&

enable
1 -

Device> enable

ke EXEC E— N2 B L ET,
e NMAU—KREANLET @Rk

7-%E

o

ATvT2

configureterminal

1

Device (config)# configure terminal

Ja—nR_) a7 4 F¥al— g
ET— FEBBLET,

ATvT3

flow record name

1 -

Device (config) # flow record L2_record
Device (config-flow-record) #

7a—lLa—RFRary 7 4Fal—3
v E—RERBLET,

ATvT4

match datalink {dot1q |ethertype| mac |
vlan}
f

Device (config-flow-record) # match
datalink ethertype

LA V2R AR —L LTHREL X,

ATvTh

end

1

Device (config-flow-record) # end

et EXEC E— RICREY £,

ATvT6

show flow record [name ]

1

Device# show flow record

UEE) A v X —7 x4 AD NetFlow &
WRAEFRLUET,
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Flexible NetFlow () 515 .

ARV RFEEETIIa Y BRI
R 77 | copy running-config startup-config EE) 2y 74 X2l — gy 77
Bl - A MCRE R R LT,

Device# copy running-config
startup-config

Flexible NetFlow (D E51R

WOEIZHDa~ Raef@H LT, Flexible NetFlow # =% U ./ TxF9,

% 4:Flexible NetFlow DE=%"') 45 a< > K

av vk B#)

show flow exporter [broker | export-ids| name| | NetFlow @ 7 1 — T 7 A R— X [F§ L HEHE

name | statistics| templates] WEFEELET,

show flow exporter [ name exporter-name] NetFlow O 7 0 — T AR— X [EH L sEzHE
WEFRILET,

show flow interface NetFlow 1 > % —7 = A Z 2T D IF#@E R
LET,

show flow monitor [ name exporter-name] NetFlow O 7 10— =X {5 L 535 2 3
RLUET,

show flow monitor statistics Tn— T X O ERE IR LET,

show flow monitor cacheformat {table|record |5 E X N~-BRT7e— F=FDF v vz

o DWEE R LET

show flow record [ name record-name] NetFlow D7 11— L a— RIERE2FE R LET,

show sampler [broker | name | name] NetFlow %> 77 —IZBT 21 & £ L&
D

Flexible NetFlow @)% & {5l

Bl - JO0—DOHFFE
TJu—&ER L, TOT7a—%A L EZ—T oA ACEHATLHERLET,
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Device# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

Device (config)# flow export exportl

Device (config-flow-exporter)# destination 10.0.101.254
Device (config-flow-exporter)# transport udp 2055

Device (config-flow-exporter) # exit

Device (config)# flow record recordl

Device (config-flow-record) # match ipv4 source address

Device (config-flow-record) # match ipv4 destination address
Device (config-flow-record) # match ipv4 protocol

Device (config-flow-record) # match transport source-port
Device (config-flow-record) # match transport destination-port

Device
Device

config-flow-record) # collect counter byte long
config-flow-record) # collect counter packet long
config-flow-record) # collect timestamp absolute first
config-flow-record) # collect timestamp absolute last
config-flow-record)# exit

config)# flow monitor monitorl

config-flow-monitor)# record recordl
config-flow-monitor)# exporter exportl
config-flow-monitor) # exit

config)# interface tenGigabitEthernet 1/0/1
config-if)# ip flow monitor monitorl input
config-if)# end

Device
Device
Device
Device
Device
Device
Device
Device
Device

Device

Bl:IPVAARD ST T4V IDE=ZR) T

ROFNL, IPVAATN N T 7 4 v 7 BE=4T 5K EZRLTOET (intgl/0/111%, intgl/0/36
BLOintgONIZ T 74 v 7 &R E5LET)

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Device (config)# flow record fr-1

Device (config-flow-record) # match ipv4 source address

Device (config-flow-record) # match ipv4 destination address
Device (config-flow-record) # match interface input

Device (config-flow-record) # collect counter bytes long
Device (config-flow-record) # collect counter packets long
Device (config-flow-record) # collect timestamp absolute first
Device (config-flow-record) # collect timestamp absolute last
Device (config-flow-record) # collect counter bytes layer2 long
Device (config-flow-record) # exit

Device (config) # flow exporter fe-ipfix6

Device (config-flow-exporter) # destination 2001:0:0:24::10
Device (config-flow-exporter) # source V1anl06

Device (config-flow-exporter) # transport udp 4739

Device (config-flow-exporter)# export-protocol ipfix
Device (config-flow-exporter) # template data timeout 240
Device (config-flow-exporter) # exit

Device (config) # flow exporter fe-ipfix

Device (config-flow-exporter)# description IPFIX format collector 100.0.0.80
Device (config-flow-exporter)# destination 100.0.0.80

[l Flexible NetFlow D35
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Device (config
Device (config
Device (config
Device (config
Device (config
Device (config

Device (config
Device (config
Device (config
Device (config
Device (config
Device (config

Device (config
Device (config

Device (config
Device (config
Device (config
Device (config
Device (config
Device (config
Device (config
Device (config

Device# show
Device# show
Device# show
Device# show

Bl - IPvAE D NS T«

Device# confi
Enter configu
Device (config
Device (config
Device (config
Device (config
Device (config
Device (config
Device (config
Device (config
Device (config

Device (config) # flow exporter fe-1

(
Device (config
Device (config
Device (config
Device (config
Device (config
Device (config
Device (config

Device (config
Device (config
Device (config
Device (config

-flow-exporter)# dscp 30
-flow-exporter)# ttl 210

Bl opatnrsTsvr0r=4y2y |

-flow-exporter)# transport udp 4739
-flow-exporter) # export-protocol ipfix
-flow-exporter)# template data timeout 240

-flow-exporter) # exit

)# flow exporter fe-1

-flow-exporter)# destination 10.5.120.16

-flow-exporter)# source V1anl05
-flow-exporter)# dscp 32
-flow-exporter)# ttl 200

-flow-exporter) # transport udp 2055

-flow-exporter)# template data timeout 240

-flow-exporter) # exit

y# flow monitor fm-1

-flow-monitor) # exporter fe-ipfix6
-flow-monitor) # exporter fe-ipfix

-flow-monitor) # exporter fe-1

-flow-monitor)# cache timeout inactive 60
-flow-monitor)# cache timeout active 180

-flow-monitor) # record fr-1

-flow-monitor)# end

running-config interface g1/0/11
running-config interface gl1/0/36
running-config interface g3/0/11
flow monitor fm-1 cache format table

YODEZ=ZRY YT

gure terminal

ration commands, one
)# flow record fr-1
-flow-record) # match
-flow-record) # match
-flow-record) # match

End with CNTL/Z.

ipv4 source address
ipv4 destination address
interface output

-flow-record) # collect counter bytes long
-flow-record) # collect counter packets long
-flow-record) # collect timestamp absolute first
-flow-record) # collect timestamp absolute last

-flow-record) # exit

-flow-exporter)# destination 10.5.120.16

-flow-exporter)# source V1anlO05
-flow-exporter)# dscp 32
-flow-exporter)# ttl 200

-flow-exporter)# transport udp 2055
-flow-exporter)# template data timeout 240

-flow-exporter) # exit

)# flow exporter fe-ipfix6

-flow-exporter)# destination 2001:0:0:24::10

-flow-exporter)# source V1anlO06

-flow-exporter)# transport udp 4739

Flexible NetFlow D& [}
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. 51 : A 73 VRF % 7R— ~ FH® Flexible NetFlow 0

Device (config-flow-exporter) # export-protocol ipfix
Device (config-flow-exporter)# template data timeout 240
Device (config-flow-exporter) # exit

Device (config) # flow exporter fe-ipfix

Device (config-flow-exporter)# description IPFIX format collector 100.0.0.80
Device (config-flow-exporter) # destination 100.0.0.80

Device (config-flow-exporter)# dscp 30

Device (config-flow-exporter)# ttl 210

Device (config-flow-exporter) # transport udp 4739

Device (config-flow-exporter)# export-protocol ipfix

Device (config-flow-exporter) # template data timeout 240

Device (config-flow-exporter)# exit

Device (config)# flow monitor fm-l-output

Device (config-flow-monitor) # exporter fe-1

Device (config-flow-monitor)# exporter fe-ipfix6

Device (config-flow-monitor) # exporter fe-ipfix

Device (config-flow-monitor)# cache timeout inactive 50
Device (config-flow-monitor)# cache timeout active 120
Device (config-flow-monitor)# record fr-l-out
Device (config-flow-monitor)# end

Device# show flow monitor fm-l-output cache format table

{5 : A 73 VRF H7R— ~ FH D Flexible NetFlow D% E

WROBFITIL, VRFID Zkey 7 4 —/V RE LTIET H7r—La— RaxFfOA )17 —E=
AEWEHATHIET, TAADERFE 7 B O VRFID OIEEZFREL 7,

Device> enable

Device# configure terminal

Device (config) # flow record rm 1

Device (config-flow-record) # match routing vrf input

Device (config-flow-record) # match ipv4 source address
Device (config-flow-record) # match ipv4 destination address
Device (config-flow-record)# collect interface input

Device (config-flow-record) # collect interface output
Device (config-flow-record) # collect counter packets

Device (config-flow-record) # exit

Device (config) # flow monitor mm_ 1
Device (config-flow-record) # record rm 1
Device (config-flow-record) # exit

Device (config)# interface GigabitEthernet 1/0/1

Device (config-if)# ip vrf forwarding green

Device (config-if)# ip address 172.16.2.2 255.255.255.252
Device (config-if)# ip flow monitor mm_1 input

Device (config-if)# end
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Flexible NetFlow D #4AE 4R .

Flexible NetFlow D1 EE 15 R

)1y—= EENE
Cisco 10S XE Fuji 16.9.2 T OBRENEAINE LT,
Cisco I0S XE Gibraltar 16.12.1 IPv6 b7 7 4 v 7 T2\,

FNF ® SGT 7 4 —/Vv K & DGT
74—V ROV R— b EA
INE L7,
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