XA YUTF4TIN—TRTOITVETD
X TE

TRy X2 VT4 F—F F7 (SGT) O~ v 7L, HELEY TRy D
FTRTORARN T RVARIZSGT # R A  RLET, ZOF v B IREITIND L, Cisco
TrustSec I[Z LV | FEEDH TRy MIBT HEEILIP T RUAZFROTLEOEE /T > M
SGT i b E,

« SGT O~ v B 7 OHHEE (1 ~—)

« SGT O~ v B 72T 51w 2 _—)

«SGT O~ v V' T OERETE (43—=)

¢ SGT D~ v B 7O (12 =2—)

«SGT O~ vy Vo 7 OEER (14 _2—2)

ctX 2 VT4 IN—TF 2T D~y L T OMERBRE (18 ~—3)

SGTD < v E2 I DFIFIEIE

BTy FESGTDT Y EL S DEHIFEIE
Bl TV T 47 ADIPVAYT T Ry MU =7 2R TE 8 A,

« 7 Xy bR A M7 KL AL, network-map bindingsbindings /X7 A — % 23, f8E L7=Y
Txy hOYF TRy MARAMOFFHEED H/hE WD bindings 230 DHE, EX =2 U7 o
TN—"T%27 (SGT) T/ » RTEFEHA,

e X VT 4T T ha (SXP) AV —H—BILOU A F—RSXPV3UUED R— 3
VEFEITLTWAEEDOR, IPv6 TEER L OUGHERNFEITESNE T,

FIFILRIL—FDSGT Ty EL T D&EIFEIE

T 74N ML — FOREIL, Y7y M0 TOHRZTANGNET, Y73y /0721
Thost-ip DHZ AT HE, DA =V NFRENET,

tXa)FaoN—TFa50=vErT0EE ||
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B scro~oc sy s

Device (config) #cts role-based sgt-map 0.0.0.0 sgt 1000
Default route configuration is not supported for host ip

SGTD~ v EVJICET B1EH

TR arTlE. SGT~ v B r ZICBET AR AEM L9,

IRy FESGTDOYTYETDBE

72y hE SGTDO~ v L ZiE, FBELEZY 72y RNOTRTOARZ T R L ZIZ SGT
Z3A R LET, Cisco TrustSec [TEE /N7 v FDOEEITLIP T RLABRRE LY 7 Xy b
BT 2550y MZSGT ##H LET, 71y MLV SGT 1L, ctsrole-based

sgt-map net_address/prefix sgt sgt_number 7' 2— )L a2 7 4 X a b — gy avy REliA

LTCCLITHEEENET, H—DKRAMI, Z0Oa<wr RTvy 7 EN5AREENRH Y 9,

IPv4 % v hU =27 TiE, EX=2D7 47w bajb (SXP) v3 LD /A= 2 (3 SXPv3
BT Y7 % b O net_address/prefix 2 NV 7 EZF L, T CE EI, SXP DLIFTD
N—=V g Tk, SXP U AT — E7IC Y ZAR— T 20N, 7Ry hOT VT 47 A
HARANNAL U ROy MIEBRL LT,

72 z1E, IPva 7 %y b 192.02.024 1ZIRD X HICHBEENET (RARMT RLAD3I E Yy
cDOH)

e ARA M7 FLZ198.02.1 775 198.02.7 : Z 7 FHF SN T SXP BT I L £,

e Xy FT—ZBIUOTE—FF¥ X M7 FL & 198.02.0 5 L10198.028 : Z 7T Xhn
T LEE A

SXPV3 R/ AR— K TEX DLV T H vy h3A 2 ROEKAERIRT 5H121%, ctssxp mapping
network-map 7 o0 — 3L a7 4 Falb— gy avwr KRR LET,

TRy NN T AT EAEZT 47T, TIT 47 KA RNOERIHY FHA, Zh
HIXSGT A VARV Y a Y BIUSGACLD#EMAIc e —H VTl TEE3, 7 %> & SGT
D=y BTN L > THE T F Sy NI, VA% 2 E72X LA ¥ 3 Cisco TrustSec V
I RETEET,

IPv6 %> b U —7 OFE . SXPv3ILSXPv2 F7/2I1XSXPvI BT IV T Xy " XA T 4 VT %
T AR—FTEER A,

VLAN & SGTDY v EV T DBE

VLAN & SGT O~ v Vo JHEREIZ. B E L7 VLAN WS D %7 » MZ SGT #31 » RL &
I, THE, ROLH>RET, LHY—Fy U —27 05 Cisco TrustSec X fnr v b7 —7
~DOBATEBFIL L ET,
L —DAAF, AV L Rary a—TF, TIE®ARALA L, VPNRED, Cisco
TrustSec ¥fhis TIE 72V 3 VLAN %G DT S, A% R— b+ LET,

B tF2)T49L—TFEIDRvELTDEE
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LAY 3RESLLE—T A RESETORVELY WIFseTTvEYs) oizE [

TR BB =D =R BT AT — gD, VLAN B XN VLAN ACL 8% & |k
U— 2 &0ET 5 MR e DLk T S T ABE AR L £,
VLAN & SGT @31 > Rif, ctsrole-based sgt-map vlan-lig 72— 3L 27 4 Fa2 b — 37
v a<w Y RTHRELET,
Cisco TrustSec ®J5AA v F LT, AL v FHIA X —T x4 A (SVI) THDIHIF—brTxA
NVLANIZEID Y THNTEBY, TOAAL v FTIPT AL AT v T REN 2> TN

5346, Cisco TrustSec (£, SVIH 7 Xy MI~w vy B 7 Z3LTVWD VLAN EOTXRTHOT 7
T A TIRRA MIK L TIP & SGT D31 v RE{ERRTE £,

T 7T 47 VLAN O A KD IP-SGT /XA T 4 U ZIESXP U A F—|Z 7 AR—hEhF
T, v v B ENT4 VLAN O/3A » RiL VRF ([ZEE ST 57z IP-to-SGT 7 — 7 /L4
AEET, VLAN |Z SVI £7-1F ctsrole-based [2-vrf =i~ R Ty b7 EnNEd,

VLAN & SGT D34 o ROELNAM TR HIRLS . SXP F/2IXCLIARA N a7 4 F 2 b—
arvEDFEOMD Y —ANSLDNA Vv REZITER - T25E1, EHREINNET, XA FD
BEANENIX, 31 > R OEIENENL] B2 v a viT aﬁéhfwi#

LAN3H/EBASA A —T A RESGTOTYELSY (BBIFSGT v v E
V) OE

L3IF-SGT~ v V' 7%, AL 2 A 2 —T7 o4 AR, ROLA 3L 2 H—
T2 A ADWTNND T T 4 v 7IZSGT ZEHFE~ vy B 7/ TEET,

=7 v RR—F

«SVI (VLAN A > Z—7 = A )

LAY 2LR—PFDULAFYIVTA L E—T AR

e ho XNV A B —T AR

(SGT 7 Vi —/ 3 7 CiscoISE F 721% Cisco ACS 7 7 & A — " b #EpIC G S %)

FEDSGTHE S EITEF 2 VT 4 VNV —TX%4ET HITIL. ctsrole-based sgt-map interface
Ja—) a4 Fal—yaryavwry ReFEHRLET,

TATF T 4T 4 R—h~wvb ol (tsA v Z—T 2 A AFEY T E—Rar 74 X2 L—
g ) BEOL3IF-SGT A&7 % IP & SGT DA v FaENE L THEA, IPM MELE SN
F9, IP & SGT DA ¥ ROFOMOEE L., [/31 v REETLOELIEN ] v 27 a iz
UA RSN TWDEENANIZHE > TR SNE T,

INA T4 VTEERTSAF) T4
Cisco TrustSec 1352 2B H T IP-SGT /N1 v R Y — AR OBE MR- LES, =& 21T

SGT i policy { dynamicidentity peer-name | static sgt tag}! Cisco Trustsec F#h1 > % — 7 :4’ A
EF—Ravwr R (TATFT AT 4 R—F~v D) #EHLTA L Z—T A RZHH

tXa)FaoN—TFa50=vErT0EE ||



B 7o+ r—roser

T4 MIL—

tFAUTAIN—TEIDIVELTORE |

ShEd, BHEOBEIBMLOBERNEFE, Kb/hSW (1) 2»bk& (7) £T kROEEYH T
R

1. VLAN : VLAN-SGT ¥ v B> V3R E E472 VLAN EDAX—¥E' 2 7 Sivfz ARP X
FRBFEINAL T 4 T

2. CLI : ctsrole-based sgt-map 7 12— 3L 27 4 Fab— gy a<r KO IP-SGT B %
FHLTREINTZT RLA RS T 4T,

3. bA¥3 A4 H—TxA4 A (L3IF) —BLELIF-SGT vy B IRT AT T 4T 4
A= TE2EHTA1OU EDA v F—T oA A5 HAH A EOFIBfiztm
b UNFRKRTEBMENTAL T 4 7,

4. SXP:SXPETIMOLFEREINTAAAL T 4T,
5 IP_ARP : ¥ 7t &N72 ARP /37 » R CTS GV v 7 TSN L& cEE ah:
NAT 4T,

6. LOCAL : EPM & F A A b7 o X U T Ko TEE ENTZFRIEE AR A FOANAL T ¢
Ve TDEAT DA T 4 ZITIE, L2 [I]PM 338 E SR — RO ARP A X —E
VI Ko TEHE SN A DFA N b EENET,

7. INTERNAL : 2 — ALV CREENZIP T LA LT RA 2B O SGT B DONRA 5 v~
2

~d SGT

T3V IN— DX )T 4 I N—T%7 (SGT) 1%, T 74/ +b— M SGT HH %
Elp M CTET,

T 7 F I/ h— NI, BESNTA—FE LWL~ FTHDTED, TAN) Y — hDsE
FerDN— T, TTH Mb— NI, V=T 4 T T—TIVICHRANC Y 2 R ER TV
WHR Yy MU= BRI TV Dy hOfRRICER S E T,

SGTOYYEVITDEHREARE

OBV arTiE, SGTV Y B V5B ETHHERLET,

T/N1 X SGT DFEIFRTE

WH D Cisco TrustSec BIVETIE. WALV — "N F AL ADBLRESNL Ay NHIC, FOF
NA AT SGT #FNID Y TET, BiEY— T 7 BATERWEAIX, AT SGT Z FH#)
TRETEXETN, FEH— "0 5E Y Y ToHi7 SGT DIEH A, FEICTHIY YTz SGT &
DHEEINET,

TNA AD SGT % FETHRET D121, WOEEEITWVET,

B tF2)T49L—TFEIDRvELTDEE
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FIE

$IxyreseTovyErsonz [

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device# enable

¥i#E EXEC T=— F&EADIZ L £,
e NMRAT—RKEANLET (FERkEh

58 .

ATvT2

configureterminal

1

Device# configure terminal

Juaua—\)L a7 4 FXal— g
T—FzfnL£7,

ATvT3

cts sgt tag
1 -

Device (config) # cts sgt 1234

Cisco TrustSec ® SXP # A x—7 /LI L
\i j—O

ATvT4

exit
1 -

Device (config) # exit

Ja—nR_) a7 4 F¥al— g
E— N&&T L, F#HE EXEC E— NI
RO FE3,

HIRy hESGTOTYEVYDETE

FIE

ARV RFFERERTIVa Y

=)

&

enable
1 -

Device# enable

H5tE EXEC =— RZHI L ET,
e NRAT—KREANLET FEkEh

=%a

o

ATy T2

configureterminal

1

Device# configure terminal

Ja—N)L a7 4 F¥Falb—g
£ F%%ﬁﬁébi—g«o

ATvT3

cts sxp mapping networ k-map bindings
fAi

Device (config) # cts sxp mapping
network-map 10000

eV T Xy FESGT D~ BT D
BRA MEOFIRZFFRE L ET,
bindings 5[4%1%. SGTIZ/3A > K&
L. SXP Y A F—lx= s AHR— |k
TX5H 7Ry MIPHA NDORK
BEEELET,

« bindings: (0~ 65,535) & 7 # /L
ME 0 GHATENDHEERL) T
‘j‘o

tXa)FaoN—TFa50=vErT0EE ||



B soxvresetorvervonE

tFAUTAIN—TEIDIVELTORE |

ARV RFERETIVa Y

B8

ATvT4

ctsrole-based sgt-map ipv4_address/prefix
sgt number
1 -

Device (config) # cts role-based sgt-map
10.10.10.10/29 sgt 1234

(IPv4) CIDR £ TY 7% v b ZIEE
LET,

e BT xy bESGT D~ v B 7%
EXMVETICE, Zoa~vr Ro
nERXEHFHLEST, AT v 72
THRET D3 T 4 7 DU,
7T xy FEORARN T RLAOD
B ETHLIMERHD £3 (>
rO—2, BT a— KRy A b
7 RV A%FRL) , sgtnumber ¥ —
J— R, BELEY TRy FOK
RAR T RLVARCAAL V RT 5
FaUT 4 IN—T ZTHEEL
EJaN

«ipv4_address: R MMf& 10 R
TIPv4 X hT—27 7 RL A%
ELiTO

eprefix: (0~30) *v hU—2 7T
RUANODOE y MEERELE T,

* sgt number : (0 ~ 65,535) ¥ =
VF 4 I N—7%7 (SGT) Hi5%x
BELET,

ATvTh

ctsrole-based sgt-map ipv6_address:: prefix
sgt number
fAil

Device (config) # cts role-based sgt-map
2020::/64 sgt 1234

B tF2)T49L—TFEIDRvELTDEE

(IPv6) zam > 16 XKL TH 7 £ > b
RHEELET, 7Ry FESGTO~Y v
By REATVHETICIE, Zoavy
RO no FEXZHEHL £7,
ATy T2THRET /M T 4 T D
B, Y7y b EDOEAN T LA
O ETHLLENRHY £ (Fv b
U—7. . BT e—RE¥xy AT K
L A %&FR<) . sgtnumber F—17 — K
X, HELLEY 7Ry ROKRARNT
RUVRIZNRAL  RTHeF2 VT 4 7
N—"T" BT EEELET,
«ipv6_address: =z 16 #EEFL T
IPv6 v N —2 T KL AZRE
LET,
sprefix : (0~128) F> hU—7 7T
FLANOE Y MIERRELET,
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vian & seTow v Ev gz [

ARV REEET7IVa Y B8
* sgt number : (0 ~ 65,535) ¥ =
V74 JN—F4%27 (SGT) &HH%

fHELET,
AT w76 |exit Ta—) a7 4 F¥al— gy
il - T RZMT L, FFHE EXEC £— FIZ
RYET,

Device (config) # exit

o] ~ » E I_l_I
VLAN & SGTDOY Y EV T DEERTE
Cisco TrustSec 7 /3 A TVLAN-SGT ¥~ v BV VAR ETHH AT Ta—,
* %15 VLAN @[ U VLAN_ID T7 /34 A k|2 VLAN Z{Efk L £,

eV RRAL MDD TAT U NMIH LT, 774NV M= U oA D L IITT A A
@ VLAN T SVI Z{ERk LE 4,

*VLAN 77 4 v 27 ZSGT @A TH X207 A AEHRELET,
e TNRAADIP T NRAANT v XU T EHMMILET,
cVLANICT XA AN T o F U IR —%2T X F LET,

N

() ~AFRARASyF Ry hT—7 TliE, SISFR—RADT A A KTy
XL, BEEZFEITLTCOVD AL v FRTRA v FT—7
N P BT EEY, ZHud, A RRT 7 ERAR—MZ
RRENDAA v FTHAA v R MU BERES L, F T2
R—RE2NLTERRENDHEA ML T=Y b BMER S L7
WZEEAHEELTWET, SAVF RS v Ty hT v TR
Z479121%. [ Security Configuration Guide] @ [ Configuring
S SF-Based Device Tracking) D23 5 [ Configuring aMulti-Snitch
Network to Stop Creating Binding Entries froma Trunk Port] @ FIEIZ
WoT, BIORY v —2REL, FTUVIR=MNITHvFT5
AL ET,

*VLAN & SGT D~ v BV I NTNRA ATRATLZ L 2R LET,

FIE
ARV RFERETI3Y EL:Y

ATv7F1 |enable K EXEC E— RZ A LE T,
1 -

tXa)FaoN—TFa50=vErT0EE ||
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ARV FFEREETIVa Yy

S

Device# enable

e RAT—FEANLET (FERE
N8548 .

ATy T2

configureterminal

1 :

Device# configure terminal

Jua—\) a7 4 Xal—g v
£ F‘%{:Eﬁﬁébij‘o

ATvT3

vlan vian_id

&1

Device (config)# wvlan 100

TrustSec XfJ&7— N 7 = A 7 /31 AT
VLAN 100 #{Esk L. VLAN =27 ¢
Xl —arE® —REHBLET,

ATv74

[no] shutdown

1 :

Device (config-vlan)# no shutdown

VLANI00 2 et ya=27LET,

ATy Th

exit
51

Device (config-vlan)# exit

VLAN=Z> 7 4 X2l —3 g F—FR
PRTL, Ze—L a7 X2
L— gy T—RIZEY 9,

ATvT6

interface type slot/port
1 -

Device (config)# interface vlan 100

A B =T A AEA T HIFEEL T,
A H =T 2 A AT 4 Fz2l—
vary E—RERKLET,

ATy T17

ip address dot/port
1 -

Device (config-if) # ip address 10.1.1.2
255.0.0.0

VLAN100 DA A » FAREA > X —T =
A A (SVD) ZEELET,

ATvT8

[no] shutdown

51

Device (config-if)# no shutdown

SVI A F—7 Mz LET,

ATvT9

exit
1 :

Device (config-if)# exit

A B =T xf A AT 4 X2l —
vareE—REKTL, Fa— Lo
V74X 2l —a - RIIRED E
7

ATy 710

ctsrole-based sgt-map vlan-list vian_id
sgt sgt_number

1

Device (config) # cts role-based sgt-map|
vlan-list 100 sgt 10

8 € L72 SGT 45 L 7= VLAN %%

B tF2)T49L—TFEIDRvELTDEE
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vian & seTow v Ev gz [

ARV FFEREETIVa Yy

E:)

ATy 7N

device-tracking policy policy-name

1 :

Device (config) # device-tracking policy]|
policyl

RV —%EEL., TAAART o X
>/£f‘ﬁf U —a 7 A ifil L—va
£ F‘%‘:Eﬁﬁé“ szjﬂo

ATvT12

tracking enable

1 -

Device (config-device-tracking) #
tracking enable

RY —BEOT 75V hDOT A R
N7 oXR U TRERE FEELET,

ATy 713

exit
&1

Device (config-device-tracking) # exit

THRAARNTZ xR v—ay
TA4Fal—varE— T LE
T, FENT, Far—rbar 7 X a
L—varyE—RIED 7,

ATy 714

vlan configuration vian_id

51

Device (config) # vlan configuration
100

TNRAARNT X7 R o—%T
X v F97%5 VLAN ZIEEL. TD
VLAND a7 4 F a2l —3 g F—
Nz L E9,

ATy 715

device-tracking attach-policy policy-name
11

Device (config-vlan-config) #
device-tracking attach-policy policyl|

FBESNZVLANICT A A N T v
YT R —ET T LET,

ATy 716

end

1 -

Device (config-vlan-config)# end

VLANa > 7 4 Fa2lb—v g E—FK
HT L. H5HEEXEC E— RIZREY %
j‘o

ATv I

show ctsrole-based sgt-map
{ipv4_netaddr | ipv4_netaddr/prefix |
ipv6_netaddr | ipv6_netaddr/prefix |all
[ipv4 |ipv6] |host {ipv4__addr |ipv6_addr
} [summary [ipv4|ipv6 ]

51

Device# show cts role-based sgt-map
all

({ft&) VLAN ¢ SGTO~ v BT %
FRLET,

ATy 718

show device-tracking policy policy-name

51

Device# show device-tracking policy
policyl

EE
jz—g«o

BUEDRY v —J@ Mz L

tXa)FaoN—TFa50=vErT0EE ||
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LIF & SGTORYEVHY DERTE

FIE

tFAUTAIN—TEIDIVELTORE |

ARV RFERETIVa Y

E:)

&

enable
51 -

Device# enable

ke EXEC E— N2 B L FET,

e NMRAT—REAHLET (FEkEh
-6

o

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
E— FEBBLET,

ATvT3

ctsrole-based sgt-map interface type
slot/port [ security-group name | sgt number
]

1

Device (config) # cts role-based sgt-map
interface gigabitEthernet 1/1 sgt 77

SGTIFEESNT=A v X —T = A A~
DAITRNT 74w 7 IZEHINET,

« interface type slot/port : fifi i AT E 7
A B—T A ADY A MEFRL
£,

* security-group name : SGT X7V
YT XA VT I—T
4413 Cisco ISE F 7214 Cisco ACS T
BREINTWET,

o gt number : (0~65,535) , E¥% =
V74 IJNV—T7%27 (SGT) Ha%
BELET,

ATv74

exit
1 -

Device (config) # exit

U

REE— FERTLET,

ATvT5

show ctsrole-based sgt-map all
fl

Device# cts role-based sgt-map all

AT T 4 v ZIZIRESNT SGT 28
AT ENTZZ L BHERLET,

N—FDT7HF—XAT7DITZIal—F

IN=RU 2T H—=A NTRIFEELRWIMERATERWESIE, S—ATOY 7 hy=T T
Ralb—varvEFEHTOILIOICAAS v T ERETEES, VI N =2TXF—XNTOEM%Z
BIET DI, ROVEEEITVET,

XAV FATIL—TE2TDIVEVTDERE
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FIE

Frrnr—roseTonz [

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device# enable

¥i#E EXEC T=— F&EADIZ L £,
e NMRAT—RKEANLET (FERkEh

58 .

ATvT2

configureterminal

1

Device# configure terminal

Juaua—\)L a7 4 FXal— g
T—FzfnL£7,

ATvT3

ctskeystore emulate

1 -

Device (config) # cts keystore emulate

N—RT 2T HF—ZX NTORDYIZF—
ARNTDOY T NI zTFxIal—3gy
PHEHTALIICAAL v TFERELE
ﬁ—o

ATvT4

exit
R

Device (config) # exit

%&E%_ ]\\‘%%@T ngjﬂo

ATvTh

show keystore
1 -

Device# show keystore

F—A KT DAT—HALNEEFRL
9, RESINZMEIRRINED
/L/o

FTIHILRIL— D SGT DERTE

1R BHHIIZ

iproute0.0.00 =~ R&EMH LT, 73 AT 7 4L hb— BT TICER SN TWD Z

EEMERLET, €9 TRWVEGA,

F I AN k=K (F7F ) ~b— hD SGT IHHR) 1%

ARG A BST D720, T A MY Y — bOsidid CPU 285 L £,

FIE

ARV RFERETIVa Y

E:)

&

enable
1 -

Device> enable

ke EXEC E— N2 B LFET,
e NMATU—KREANLET FERkEh

=58 .

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR_ a7 4 F¥al— g
E— FEBBLET,

tXa)FaoN—TFa50=vErT0EE ||
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tFAUTAIN—TEIDIVELTORE |

ARV RFERETIVa Y

B8

ATvT3

ctsrole-based sgt-map 0.0.0.0/0 sgt number
1 -

Device (config)# cts role-based sgt-map
0.0.0.0/0 sgt 3

FI7 4 " — D SGTHEZIEEL
F9, AEILZ 0~ 65,519 T,

GE) * host_address/subnet {3,
IPvd 7 KL 2 (0.0.0.0/0)
F7IEIPve 7 RLA

(0:0::/0) D ELLNT
R

F 7 )V hb— kDK IE
I, 7Ry M0 TOH
ZIFANLNET - BT
% /072 L C host-ip D
B NTTHE kD
Ave—YnFoREINE
R

Device (config) #cts
role-based sgt-map
0.0.0.0 sgt 1000
Default route
configuration is not
supported for host ip

ATvT4

exit
51 -

Device (config) # exit

Ja—nR_) a7 4 F¥al— g
E—FEETLET,

SGTDHT v ET DHESR

aics

WDt s a T, SGTY v o V545 HFiEx s LET,

Iy FESGTDT Y ELYT DEXEMHER

BTy FESGTOY Y B 7D

AL ET,

BN

WEFTTDHITIL, KD show 2= ROWT %

avy R

B8

show cts sxp connections

SXP AV —Hh—L U A F—DRE L, EEA
T—HRAEFRFLET,

show cts sxp sgt-map

SXP Y A F—|2 7 AR — K L7 IP & SGT
DA T 4 v T heFrLET,

B tF2)T49L—TFEIDRvELTDEE
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vian & seTovw v Ev iR [

avy kR

S

show running-config

BT xRy FESGTDaLy 7 (Fal— g
a<wy KRFEfTa sy T4 FX¥al—Tar 77
ANVHNIZHD Z L EERBLET,

VLAN & SGTDO T v EV Y DFEER

VLAN & SGT O EFHZFRT HI2IE. D show 2~ REMEH L £9,

*1:

av YR Sy

show device-tracking policy TNRARANTZ X7 R —DBIEDRY
oA FRRLET,

show ctsrole-based sgt-map

IP7 L A& SGT DA v FaEFRRFLET,

3IF & SGTD Y v E > DR

L3IF & SGT O El#HE R T DITIE, KD show 2~ REHEHALET,

avyU kR

Sl

show ctsrole-based sgt-map all

TRTCOIPT RLALSGT DA KRR
Li‘d‘o

T 74 LIL— kD SGT DR EFEER
F 7 4 hb— k@D SGT D ERER

device# show role-based sgt-map all
Active IPv4-SGT Bindings Information

IP Address SGT Source
0.0.0.0/0 3 CLI
11.0.0.0/8 11 CLI
11.0.0.10 1110 CLI
11.1.1.1 1111 CLI
21.0.0.2 212 CLI

IP-SGT Active Bindings Summary

Total number of CLI bindings
Total number of active bindings
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SGTDOY v ET DEREH

OB varTiE, SGTO~ v B 7 ORER ERLET,

5 . T/N4 X SGT DFENELTE

Bl . TRy

Device# configure terminal
Device (config) # cts sgt 1234
Device (config) # exit

FESGTOIYYE VT DERTE
WOFNL, SXPv3 ZFEITLTWBT /A X (Devicel & Device2) MDD IPvd 7 %> k& SGT
D=y BT EHRETDHHIEERLET,

FNRAAEDOSXP A —H—/ ) A F— TV TR ELET,

Devicel# configure terminal

Devicel (config) # cts sxp enable

Devicel (config) # cts sxp default source-ip 1.1.1.1

Devicel (config) # cts sxp default password lsyzygyl

Devicel (config)# cts sxp connection peer 2.2.2.2 password default mode local speaker

Device 1 @ SXP U A —& LT Device2 R ELET,

Device2 (config)# cts sxp enable

Device2 (config) # cts sxp default source-ip 2.2.2.2

Device2 (config)# cts sxp default password lsyzygyl

Device2 (config) # cts sxp connection peer 1.1.1.1 password default mode local listener

Device 2 T. SXP HHmANEMEL TWA Z L MR L T &V,

Device2# show cts sxp connections brief | include 1.1.1.1
1.1.1.1 2.2.2.2 On 3:22:23:18
(dd:hr:mm:sec)

H7 %y U —27 M Device | ITHEESNA L HICHTELET,

Devicel (config)# cts sxp mapping network-map 10000

( )
Devicel (config) # cts role-based sgt-map 10.10.10.0/30 sgt 101
Devicel (config)# cts role-based sgt-map 11.11.11.0/29 sgt 11111
Devicel (config) # cts role-based sgt-map 192.168.1.0/28 sgt 65000

Device 2 ¢, Devicel WHDH 7 xRy b & SGT DILRAZMER LET, = 2T,
10.10.10.0/30 7% v v U— 7 HOFEEN 2 8, 11.11.11.029 V7 %> v U —27 H
DOYEIEN 6 H. 192.168.1.028 7 % v U — 27 FDOILIEN 14 HIFFET 5 LN H
D i‘é—o

Device2# show cts sxp sgt-map brief | include 101|11111|65000

IPv4,SGT: <10.10.10.1 , 101>
IPv4,SGT: <10.10.10.2 , 101>
IPv4,sSGT: <11.11.11.1 , 11111>
IPv4,SGT: <11.11.11.2 , 11111>
IPv4,SGT: <11.11.11.3 , 11111>
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IPv4,SGT: <11.11.11.4 , 11111>
IPv4,sSGT: <11.11.11.5 , 11111>
IPv4,SGT: <11.11.11.6 , 11111>

IPv4,SGT: <192.168.1.1 , 65000>
IPv4,SGT: <192.168.1.2 , 65000>
IPv4,SGT: <192.168.1.3 , 65000>
IPv4,SGT: <192.168.1.4 , 65000>
IPv4,SGT: <192.168.1.5 , 65000>
IPv4,SGT: <192.168.1.6 , 65000>
IPv4,SGT: <192.168.1.7 , 65000>
IPv4,SGT: <192.168.1.8 , 65000>
IPv4,SGT: <192.168.1.9 , 65000>
IPv4,SGT: <192.168.1.10 , 65000>
IPv4,SGT: <192.168.1.11 , 65000>
IPv4,SGT: <192.168.1.12 , 65000>
IPv4,SGT: <192.168.1.13 , 65000>
IPv4,SGT: <192.168.1.14 , 65000>

6. Device | IR Z R L E T,

Devicel# show cts sxp sgt-map
IP-SGT Mappings expanded:22
There are no IP-SGT Mappings

7. Devicel & Device2 DFREZMRFL, Ju— )L a7 X2l —v3ar £—FK

2T LET,

Devicel (config)# copy running-config startup-config
Devicel (config) # exit

Device2 (config)# copy running-config startup-config
Device?2 (config) # exit

Bl 7o0€R)0FNLE1IDDORR MMIx3 HVLAN & SGTD T v
U DERTE
WORFITIX, H—DHRA ML, T2 EBAT /A A LD VLAN 100 [Z856¢ L £ 7, TrustSec 7 /3
A ADAA v FAHIEA  H—T = A ALVLANI0O DT KiRA > +DF 7 )V b F—Fo =

A2 FEF IPT7 KL A10.1.1.1) , TrustSecT /34 AZVLAN100 15D/ MIEF
VFr 4 7 N—7%7 (SGT) 10 #@H LE7,

1. T7r7EAF A ZEIZVLAN 100 Z1/ERK LE T,

access_device# configure terminal
access_device (config) # vlan 100
access_device (config-vlan)# no shutdown
access_device (config-vlan) # exit
access_device (config) #

2. 77%®AV LI L LT TrustSec T3 ADA v F—T 2 ALRELFET, =
RARA L OT 7 A R—FOFEIX, ZOFTITEAKINET,

access_device (config)# interface gigabitEthernet 6/3
access_device (config-if)# switchport

access_device (config-if) # switchport mode access
access_device (config-if)# switchport access vlan 100
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B 5 Anf—rcoBrEseTovyEL S oBE

TrustSec 7 /34 A2 VLAN 100 Z1ER L £

TS_device(config)# wvlan 100

TS device (config-vlan)# no shutdown
TS device (config-vlan) # end

TS device#

#{Z VLAN 100 D7 — 7 =4 L LT SVI Z/EK LET,

TS device(config) # interface vlan 100

TS device(config-if)# ip address 10.1.1.2 255.0.0.0
TS device(config-if)# no shutdown

TS device (config-if)# end

TS device (config) #

VLAN 100 DR A MZEF 2V F 4 70— %2 (SGT) 10 #E Y B TE,

TS device(config)# cts role-based sgt-map vlan 100 sgt 10

TrustSec T34 ZAD P T NAA AT v XU T EHECLET, ZAREEL TV
HIEHEMERLET,

TS _device(config)# ip device tracking
TS device# show ip device tracking all

IP Device Tracking = Enabled

IP Device Tracking Probe Count = 3
IP Device Tracking Probe Interval = 100
IP Address MAC Address Vlan Interface STATE

Total number interfaces enabled: 1
Vl1anl00

(EE) = FRA Y b bT 740 b= U =A Zping LET (ZOFITIEL,
RARIPT FLA10.1.1.1) , SGT 10 73 VLAN 100 DA A MI~v v B 7 ST
WoHZ EEMERLET,

TS device# show cts role-based sgt-map all
Active IP-SGT Bindings Information

IP Address SGT Source

10.1.1.1 10 VLAN

IP-SGT Active Bindings Summary

Total number of VLAN bindings = 1
Total number of CLI bindings = 0
Total number of active bindings =1

Bl ADFR— FTOLIFE SGTOTYE VST DERTE

WOFITIE, TRAATA L —FDLA VI H—T 2 AT, T XRTDODATINT T 4 v
TIZSGT3INE 7T ENDLHIICRELET, BRINTEZT TRy FOT VT 4 v 7 ANRT

TIZhro>TWET,

B tF2)T49L—TFEIDRvELTDEE



K
it

| €F2UF45L—TF45DvELTD
#l: n—ryz7E—2t70orzar—+ i

1. AV —T A AZRELET,

Device# configure terminal
Device (config) # interface gigabitEthernet 6/3 sgt 3
Device (config) # exit

2. AV =T 2 A RCHERT DT 7 4 v I PRBEUNCH 7S D Z L 2R L

7.

Device# show cts role-based sgt-map all

IP Address SGT Source
15.1.1.15 4 INTERNAL
17.1.1.0/24 3 L3IF
21.1.1.2 4 INTERNAL
31.1.1.0/24 3 L3IF
31.1.1.2 4 INTERNAL
43.1.1.0/24 3 L3IF
49.1.1.0/24 3 L3IF
50.1.1.0/24 3 L3IF
50.1.1.2 4 INTERNAL
51.1.1.1 4 INTERNAL
52.1.1.0/24 3 L3IF
81.1.1.1 5 CLI
102.1.1.1 4 INTERNAL
105.1.1.1 3 L3IF
111.1.1.1 4 INTERNAL
IP-SGT Active Bindings Summary

Total number of CLI bindings = 1

Total number of L3IF bindings = 7

Total number of INTERNAL bindings = 7

Total number of active bindings = 15

Bl: N\—F2z7F—AFF7DITZal—+

WIZ, Y7 b =T F—A T OEMZERER LOMHRT 502 R LET,

Device# configure terminal

Device (config) # cts keystore emulate

Device (config) # exit

Device#show keystore

No hardware keystore present, using software emulation.

Keystore contains the following records (S=Simple Secret, P=PAC, R=RSA):

Index Type Name
0 S CTS-password
1 P ECFO5BB8DFAD854E8376DEA4EF6171CFEF

5l . TN X)L— D SGT DELTE

Device# configure terminal
Device (config) # cts role-based sgt-map 0.0.0.0/0 sgt 3
Device (config) # exit
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B tx2v5o0—T850cvErT0nERE

— N (o] N [e) Y N
X)) T4 OIN—TR2TDITYET DHEEERE
KRDOFEZ, DTV 2— L THIETHHERED Y U — 25 L OB R = LET,
IHGOBREE. BICHESATOAVED , BASNEZY U—AUBEOTRTHOY J—2T

fEHCcEE7,

J1)y—2 HHE B EETEER

CiscoIOS XEFuji 16.9.2 |t Xx a2 U5 4 VN —7% |7 %y & SGT D~ v B 7%, &5

VAR ELTEY TRy RNOTXTDOARZ R

T RLVARIZSGT #3831 FLET,
D~ B TNFETIND &, Cisco
TrustSeciZ L V. F8EDV TRy MIJE
TAEETIP T RLAEEASMTEDE
2% v MZ SGT BEEOLNET,

Cisco I0S XE Gibraltar T 7%/ h—RFSGTD | T 7 4/ hL— b SGT 1%, fEEENT=

16.11.1 5y Jo— k& —F L2 b— MZ SGT % 7
HFaE Y Y TET,

Cisco Feature Navigator # il 425 &, 77 v b 74 —LBIL RNV 7 F 72T A4 A=V DY R—
MEMZ ¥ TX 9, Cisco Feature Navigator {Z1Z, http://www.cisco.com/go/ctn 7257 7 & A
LE7,
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