: i il

RTFLEEOTUKR

carp (4 %—7)
*boot (5—7)

* boot system (6 ~—73)

ecat (7°—)

scopy (8 <—%)

* copy startup-config tftp: (9 ~X—1)

* copy tftp: startup-config (10 ~<—73)

» debug voice diagnostics mac-address (11 ~X—3")

+ debug platform condition feature multicast controlplane (12 ~<—73)
» debug platform condition mac (14 ~X—3°)

* debug platformrep (16 ~—3)

* debug ilpower powerman (18 ~<—73)

e delete (21 X—7)

odir (22 %—Y)

eexit (24 X—7Y)

» factory-reset (25 ~—717)

s flash_init (28 ~—2°)

shelp (29 ~<—Y)

* hosthname (30 ~<—73”)

e install (32 ~<—7)

+ ip ssh bulk-mode (46 ~X—73")

* 12 traceroute (48 ~—3)

* license air level (49 ~=—737)

* license boot level (51 ~X—73)

e license smart (Z 10— 3L a7 4 F a2l —gy)  (533—=)
» license smart (Fp#E EXEC) (64 ~X—7)

» line auto-consolidation (70 ~<—73)

* location (72 ~<X—737)

* location plm calibrating (76 ~X—737)

SRAFLEEOTUR .



e mgmt_init (77 ~X—3)

e mkdir (78 ~X—)
emore (79 ~X—7)

* no debug all (80 ~<—7)

e rename (81 ~X—73)

* request consent-token accept-response shell-access
* request consent-token generate-challenge shell-access
* request consent-token terminate-auth (84 ~X—73°)

* request platform software console attach switch (85 ~X—1)

s reset (87 ~X—7)
s rmdir (88 ~X—7)
* sdm prefer (89 ~—73)

* service private-config-encryption (90 ~X—2)

eset (91 _—)

« show avc client (94 ~<X—73”)

» show bootflash: (95 ~<—73")

+ show debug (98 ~=X—7)

* show env xps (99 ~X—72")

* show flow monitor (103 ~<—73")

« show install (105 ~<X—72)

» show license all (108 ~X—7)

» show license authorization (113 ~<—73")

» show license data translation (118 ~X—1)
« show license eventlog (119 ~X—3)

* show license history message (121 ~X—3")
« show license reservation (122 ~<—73”)

» show license status (123 ~X—73°)

+ show license summary (132 ~X—12)

» show license tech (135 ~<—72)

» show license udi (143 ~3—73)

* show license usage (145 ~<—73)

« show location (149 ~=—7°)

* show logging onboard switch uptime (151 ~X—3)

» show mac address-table (154 ~X—3)

+ show mac address-table move update (159 ~<—73)

» show parser encrypt file status (160 ~X—37)

* show platform integrity (161 ~~—73")

» show platform software audit (162 ~<—13”)

* show platform software fed switch punt cause (166 ~<—137)
» show platform software fed switch punt cpuq (168 ~—137)

» show platform software sl-infra (172 ~X—73")

. DATLEEIOTUR
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« show platform sudi certificate (173 ~X—3°)

* show running-config (175 ~X—7%°)

+ show sdm prefer (181 ~<X—73)

» show tech-support confidential (183 ~X—13)

» show tech-support monitor (184 ~—737)

» show tech-support platform (185 ~X—1)

* show tech-support platform evpn_vxlan (189 ~<—73°)

« show tech-support platform fabric (192 ~—73")

» show tech-support platform igmp_snooping (196 ~X—73”)
» show tech-support platform layer3 (199 ~<—13)

» show tech-support platform mld_snooping (207 ~X—73")
» show tech-support port (214 ~—73)

* show tech-support pvlan (217 ~<—73")

* show version (218 ~X—)

* system env temperature threshold yellow (226 ~X—73")

s traceroute mac (228 ~X—737)

s traceroute mac ip (231 ~X—7)

s type (234 X—)

e unset (235 ~—30)

e version (237 X—7)
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arp
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Address Resolution Protocol (ARP) 7—7 /VOWNE%F T HI21E, 77— ha—%E— RTarp
avy REMEHLET,

arp [ip_address]

BX DA

aAvU R TFI4ILE

ip_address  ({1-7&) ARPT— 7V £ EDIPT RLAD~ v B TR FRLET,

77 AV N OEIERIEIL S D FE A

ARV R E—F T—hr—4

avy FERE )1)y—= EEAR
Cisco I0S XE Fuji Zoawy RREASHE L,
16.9.2

FEREDHA K542

3l

ARP 7—7/UZE, IP 7 FL AL MACT RLADV v BV 7 IURENET,

RIZ, ARP T —7 NV EFRT DB 2R LET,

Device: arp 172.20.136.8
arp'ing 172.20.136.8...
172.20.136.8 is at 00:1b:78:d1:25:ae, via port O
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boot .

hoot
FITAREA A—T 2 e —FRBIOT—hL T, a2 RIAM A ¥ —T x4 A (CLI) &k
RT B, T—he—&F—RKThoot a2~ FEFEHLET,
boot flag filesystem:/file-url...

X DA filesystem: Tr7A N ATLADIZA VT A, VAT AR—R 75 v a2 T4 220

flash: Z I L £9, USB A€ U X7 ¢ v 7213 usbflash0: Z i L £,

fiile-ur 7— NAREIRA A=V DRA (F L7 b)) BROKHL, &4 A —T4I1T
TRy TREY T,

AU R TIHIE

AU R E—F

77 AV OBIERIELDH D EE A

T—hu—=4%

av Y RERE

FREDHA FS14 >

Jy—2 LENE

CiscolOSXEFujil6.92 Zpa~y FREASNE LT,

Bl Z M BIRE LRV Thoot =~ REATILIZHEE. 775 A1, BOOT BREEEB K E
SN TWVIUEFOFDOIEREZFEHLC, AT 22 HEICT—FLEY ELET,

fileurl 282 A A=V 2 ZFEELT-HE. boot a2~ NitfgESNi-A A—C% 7 — ML LD
ELET,

T—hm—&boot v ROAT v a Y ERELEGAIE, ZOavy RBEEBICHETS
N, BEOT—re—Fty g UFPFICEASNET,

INOLORENPRMFE SN TREIO 7 — MLBIZER SN2 2 L13dH Y £E A,
Tr7ANLBRIOT 4 L7 FUAIE, RXFENXFEXBILET,

il
ROFITIE, new-imagebin 4 A —YZ#HH L TT A A&7 — M5 HiEE R LE
7

Device: set BOOT flash:/new-images/new-image.bin
Device: boot

Zoavwr RaEANTLE, By N7y T Tu T AEBRTLXIITROONET,
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boot system

boot system

WEIDT— YA ZHhiIca — RTEHV AT LA A—VFET AL, Fe—bar7 g
Fal— 3 F—RThootsystem 2~ REFEHLET, BEICVAT AL A—VDIEEL
BT AI1I2lE, Zoa~<vry RonoBERAFEHLET,

boot system {filesystem: /file-url | switch all filesystem: ffile-url}
no boot system [ {filesystem: /file-url | switch all [filesystem: /file-url]}]

B DR

i
&

fleygtem 7 7 4 Lo 27 L& FRELET, 472 3 idbootflash:, flash:, ftp:. http:. sftp:.
B XU p: T,

switchall 2% o 7 NOFTRTOFT AL ZADV AT hA A=V EFRELET,

flileurl o 25 LD — RT253 25 LA A—TD URL T,

ATV RFI4ILL T 7 AN NOBERHEIZH Y FH A,

ATV R E—F Jua—s)L a7 4 Fab— 3 (config)
avy FERE )1)—= EERNR

3l

CiscolOSXEFuji16.92 Zpa~y RREAINE LT,

Wi, T —F 7T v a2hb cat9k lite iosxe.16.09.03.SPA.bin &\ ) ARTD T AT LA
A=V Ty A NET— T HHERLET,

Device (config) # boot system bootflash:cat9 lite iosxe.16.09.03.SPA.bin

WIZ, IPT RLAZE Oy NT—=FT = "MBEAZ v TNDOTRTDT A R T —
r 212 L ET,

Device (config) # boot system switch all tftp://10.11.15.10/cat9k lite iosxe.16.09.03.SPA.bin
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cat [J|j

cat
12U EDT7 7 A NVORNFEFRTHICIEL, 7T—ha—FE—RKCeata~y FEFEHLET,

cat filesystem: /file-url...

X DiRHA filessydem 7 7 4 Lo 25 L EEE L E T,

flileurl  FRTHT7ANDNRA (T4 L7 F)) CARIEEELET, 77 ANM4AITA
NR—ZXATRYIY £,

ARV EFI4NAL  T AN FOBEREIZH Y EE A,

AT R E—F T—bhe—4

2T KRR =2 EENE

CiscoIOSXEFuji16.9.2 —pa~<y RpEAINE LT,

ERLDHA KSAy 77ANABEIOT 4 L7 FUAIE, KIXFEALFERFILET,
T7ANDY A NERELTESGAIL. &7 7 A NVOREDBIRICERRSNET,

I WO T, A A—DT 7 4 NONEE TS TSR LET,

Device: cat flash:image file name

version suffix: universal-122-xx.SEx

version directory: image file name

image system type id: 0x00000002

image name: image file name.bin

ios image file size: 8919552

total image file size: 11592192

image feature: IP|LAYER 3|PLUS|MIN DRAM MEG=128
image family: family

stacking number: 1.34

board_ids: 0x00000068 0x00000069 0x0000006a 0x0000006b
info _end:

va7igEavo R )
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. copy

copy

TrANE AL =LA —RIlat—3 512k, T—hr—¥E—RTcopy 2~v 2 F%&
BRALET,

copy filesystem:/source-file-url filesystem:/destination-file-url

BXDEH filesystem T 7 ANV AFADTEA YT A, USB AEY AT 4 v 7 OEEIL,
usbflash0: ZflifH L £,

Isource-file-url ab—7TDONRR (T4 7 F)) BIXOTZ7 7 A4 V4 TY,

[degtination-fileurl = v —£p X2 (F4 L7 F)) BXOTZ 7 A4 LML TT,

ATV R FI4NN T ANV NOEERMEITH Y A,

IRV R E—F T—bhe—H

avy FEE )1)—2 EEAR

CiscolOSXEFuji16.9.2 =pa<y RpEASHE LT,

FREDHA KSq4y 77ANABLOT 4 L7 FUAIE, RITFE/NTFERGILET,

AT yva () MIEETE DT 47 PULAITRK 127 LFTT, T4 L7 FUAIZIEH
s, A=A HIBRXT, AT via, BIAM, BEIavy, an U idEHTEERA,

FBETED 7 7 A NIRRT LT TT, 7 7 A VALK T, A—A HIBRSCT,
ATy va, 5IH/, BEIaay, angifEHTEERA,

TrANERDOT 4 L7 bUIZa—F 5581, TDOT 4 L7 bUBEEL TWRITFIEAR
D EH A

i WOBITIE, V— MCb DT 7 A M E Tt —F 5 FiEER LET,

Device: copy usbflashO:testl.text usbflashO:test4.text
File "usbflashO:testl.text" successfully copied to "usbflashO:test4.text"

Ty AP A= E D DEHERT AL, dir filesystem: 7' — b —F o<
REANTTLET,
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copy startup-config tftp: .

copy startup-config tftp:

AA v F MG TFTP — NCREE 2 B —3 5121, $5HE EXEC £ — K T copy startup-config
titp: =~ RZHEHALET,

copy startup-config tftp: remote host {ip-address}/{name}

B DEREA

AR R FI4ILE

aAvU R E—F

remote host {ip-address}/{name} 1 &=— r7R A FDFRA ML EZIZIPT RL A,

T 7 X/ N OEBERLHEIZH Y AL

M EXEC

2v Y FRE

EREDAARZA4

3l

)1)—=R EEAR

CiscolOSXE VU —216.1 Zha~y RREBAINE LI,

AL v FNLBEOREL 2 B —79 5I21%, copy startup-config tftp: ==~ R&EIT L, Hi<
FERICIEWE T, BIEMN TFTP b — N a v —SnE 1,

WIZ, BIOAAL v F~a 4 L, copy tftp: startup-config =~ > RZ 34T L T, K< R
PEWET, TN T, REFNOALS vy FIZabv—EnEd,

WIZ, TFTP — NI EE a2 —FT 202~ L ET,

Device: copy startup-config tftp:
Address or name of remote host []?
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. copy tftp: startup-config

copy tftp: startup-config

TFTP =SB LWAA v FICREZ A E—F52E, HLWAAL v F LT, Kb EXEC
£ — KT copy tftp: startup-config =~ > R&fEH L £,

copy tftp: startup-config remote host {ip-address}/{name}

X NN remote host {ip-address}/{name} J &— FARZ DA R ML ETZIXIPT FL A,

ATV ERFI4IAN T AN FOBESEIZH Y AL

ATy R E—FR H5HE EXEC

avy FER Jy—x EERE

CiscolOSXE VU —216.1 Zoa~xry RNREAINE LT,

FEREDHA KSq4y REZAE—LIKR, TORELHRET DL, writememory =~ > FafiifiL, £DH%A
A4 vF &Y ua— RFT50, F7iE copy startup-config running-config =~ > K& ET L £ 7,

#l WAZ. TFTP H— Sinb AL v FIciiE s o T D457 LET,

Device: copy tftp: startup-config
Address or name of remote host []?
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debug voice diagnostics mac-address .

debug voice diagnostics mac-address

BEITAT  NOBEFZMOT Ny 7GRN T 121, FrE EXEC £ — R T debug voice
diagnosticsmac-address =~ > RZEH L ET, T \y 728N T 52T, ZDOa~v RO
no IEAZMEH L £,

debug voice diagnostics mac-address mac-addressl verbose mac-address mac-address2 ver bose
nodebug voice diagnostics mac-address mac-address] verbose mac-address mac-address? ver bose

B DEREA

AU R TIHIE

voice diagnostics BRI IAT NOEFEOT NNy TEHELET,

mac-address mac-addressl mac-address 7 547 FOMACT RLAXRIEE LT,
mac-address2

verbose EEZHMONEET—FEZAEMNILET,

77 AV OBIERIELDH D EE A

AavURE—FK ke EXEC

av Y FRERE J1)y—2 EZERNE
Cisco I0S XE Fuji Zoawy RREAISNE L,
16.9.2

LLFiZ. debug voice diagnostics mac-address ==~ > KO H 6T, MAC 7 KL A
00:1f:ca:cf:b6:60 THDLHEF I 74 T > bOEFZMOT Ny 7 EGNT 5 FIEE R
LTWET,

Device# debug voice diagnostics mac-address 00:1f:ca:cf:b6:60
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debug platform condition feature multicast controlplane

Internet Group Management Protocol (IGMP) B X N~/ F %+ & U 2F—kiH (MLD) O A
X— U THERED SR b L— A B AT HI2IE, FiME EXEC & — K T debug platform
condition feature multicast controlplane =~ > R&fiH L £ 3, MbHRE N L —RA 2 Wi+ %

I, Zoa<wr FonoEXE2EHLET,

debug platform condition featuremulticast controlplane{{igmp-debug | pim} group-ip {ipv4 address
| ipv6 address} | {mld-snooping | igmp-snooping} mac mac-address ip {ipv4 address | ipv6 address}

vlan vian-id } level {debug | error | info | verbose | warning}

no debug platform condition feature multicast controlplane {{igmp-debug | pim} group-ip {ipv4
address | ipv6 address} | {mld-snooping | igmp-snooping} mac mac-addressip {ipv4 address | ipv6
address} vlan vian-id } level {debug | error | info | verbose | war ning}

BX D igmp-debug IGMP I DR - L— A %
BIZLET,
pim Protocol Independent Multicast

(PIM) HlIEIDOFEHR b L— R
AN LUET,

mld-snooping

MLD % X — Vo 7§ O fickt
BMEL—RZHMLET,

igmp-snooping

IGMP A X — ¥° o 7 il #8 D Jisckt
WMEL—2EHAMLET,

mac mac-address

ZAEHD MAC 7 R LA,

group-ip {ipv4 address | ipv6 address}

igmp-debug F 721% pim 7 /L —
7D IPv4 721X 1IPv6 7 N L
A,

ip {ipv4 address | ipv6 address}

mld-snooping ¥ 7213
igmp-snooping 7' /L — 7" @ IPv4
F2IEXIPv6 7 LA,

vlan vian-id VLANID, {ETZ 2#iHIX
1 ~ 4094 T,

level TRy TOBEKEL~)VER
L x4,

debug FRy T LYV EFRICLE
7,

error TT =T RNy TEEIILE

ﬁ—O
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debug platform condition feature multicast controlplane .

info BWT Ny 725G L E
7,
verbose FET N T EHEBICLE
j—o
warning LT Ny T EAMICLE
R
avY RE—FK ¥#HE EXEC (#)
avy FER J1)y—2= EERNE

CiscoIOS XE Gibraltar 16.10.1 — oo~ RpEAINE L7,

WIZ, IGMP A X — B> F DR b L—AFHNZT 0% R L ET,

Device# debug platform condition feature multicast controlplane igmp-snooping mac
000a.£330.344a ip 10.1.1.10 vlan 550 level warning

BEa< R Command Description
clear debug platform condition | >*Z » k7 4 — AZHEH SN TN DET Ny 7 EEEHIBR L £
all ¥
debug platform condition FRE L7223\ Cdebug 2~ > ROT Ny 7 1%

TANEY T LET,

debug platform condition start | & 257 ADOSAAT X T Ry VARG LT,

debug platform condition stop | 3 2 F ADFHAfTXF ANy FEEE LET,

show platform condition BUET 77 4 7T Ny FREEFK R LET,

va7igEavo R )
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. debug platform condition mac

debug platform condition mac

MAC 7 —=2 7 Ol N L — A ZH1MT H121E, F#E EXEC “£— KT debug platform
conditionmac =~ K& LET, MAC 7—=2 7 OHBE N L— 228+ 5121,
Zoawr RFonBERXEFEHLET,

debug platform condition mac {mac-address{control-plane|egress|ingress} | access-list access-list
name {egress | ingress}}
no debug platform condition mac {mac-address{control-plane| egress|ingress} | access-list access-list
name {egress | ingress}}

X DiRHA mac mac-address EEINTMACT FL A |2H
SWTCHhZE T 4 VEZ) T
l/\gzj—()

access-list access-list name BESNET7E®RY R R
HAOSNWTHDETZ 4 NVEZY
7 LET,

control-plane ayhba— 7 L—rD)—
FUAEHTHA v E—VEER
i_\‘biﬁ‘o

egress FAET y MTEESW T
7 ANZE) T LET,

ingress FE/NT Y MZESWTH
EI74NEV T LUET,

avY RE—FR ¥rHE EXEC (#)

2% KERE y—2 EENE

CiscoIOS XE Gibraltar 16.10.1 =~ oo~ RMEAINE L7,

RIZ, MAC 7 RLARIZHEASNTT ANy ZH a7 4 V2 ) 7 D02 R L ET,

Device# debug platform condition mac bcl6.6509.3314 ingress

BEav R Command Description
show platform condition BUET 0T 4 TIRT Ny TREERRLET,
debug platform condition FRE L=V CTdebug 2~ FOF Ry Z i h %
TA4NEY T LUET,
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debug platform condition mac .

Command

Description

debug platform condition start

VAT LD ET Ny ZE2RBLET,

debug platform condition stop

VAT DOFMFET Ny FEEIE LET,

clear debug platform condition
all

7Ty b7 A= ATHEA SN TWDT Ny TR EHIBR L E
B

va7igEavo R )
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. debug platform rep

debug platform rep

Resilient Ethernet Protocol (REP) #EHBED T N J & A 3 —T )W T HI1T1E. M EXEC £— K
Tdebugplatformrep =~ > REMFHLET, HELLEEFGZHIRT 2121, Z0oa~vr Fo
no &AL ET,

debug platform rep {all | error | event | packet | verbose}
no debug platform rep {all | error | event | packet | verbose}

A X =TV LET,

error REP =T —F Ny Tk A X —
T LET,

event REP A XV TNy 7 & A

F—T M LET,

packet REP /37y hT /Ny VA
F—7 Mz L ET,
verbose REP FEfl 7 Ny Ve A 12—
M LET,
AT R E—F HrtE EXEC (#)
av Y RER Jyy—x= EERE

CiscoIOS XE Gibraltar 16.10.1 — o< RpREAINF LT,

WIZ, TRTOEEDOT Ny VoA R—T /I T 02 RLET,

Device# debug platform rep all

debug platform rep verbose debugging is on

debug platform rep control pkt handle debugging is on
debug platform rep error debugging is on

debug platform rep event debugging is on

BEa<> R Command Description
show platform condition BUET 7T 4 71T Ny VR ERFRLET,
debug platform condition BELESEMIZESWTdebug 2~ > ROT Ny TH 1 %
TANEV T LET,
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debug platform rep .

Command

Description

debug platform condition start

VAT LD ET Ny ZE2RBLET,

debug platform condition stop

VAT DOFMFET Ny FEEIE LET,

clear debug platform condition
all

7Ty b7 A= ATHEA SN TWDT Ny TR EHIBR L E
B
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debug ilpower powerman

ARV R TIAIE

EIR 2 b r—F 8 LW Powerover Ethernet (PoE) AT LDT Ny T A4 X — T )W BT
%, $#HEEXEC &— K Cdebugilpower powerman 2~ > REHHALET, T30 7 %25 4 &—
TNZT BT, 20a<wy RO no BREFHLET,

Zoavy FIZFGIERELITF—UV—NIH Y FHA,

avURE—FK FiHE EXEC
vy FERE J1)y—= EENE
Cisco IOS XE Gibraltar 16.10.1 ZThavwr  RPREAINE LA,

KIZ, Cisco 10S XE Gibraltar 16.10.1 £ ¥ $HjD U U — 2D debugilpower powerman =
~V ROHNEIZRLUET,

Device# debug ilpower powerman

1. SILPOWER-3-CONTROLLER PORT ERR: Controller port error, Interface

Gix/y/z: Power Controller reports power Imax error detected

Mar 8 16:35:17.801: ilpower power assign handle event: event 0, pwrassign
is done by proto CDP

Port Gil/0/48: Selected Protocol CDP

Mar 8 16:35:17.801: Ilpowerinterface (Gil/0/48) process tlvfrom cdpINPUT:

Mar 8 16:35:17.801: power consumption= 2640, power request id= 1,
power man id= 2,

Mar 8 16:35:17.801: power request level[] = 2640 0 0 0 O

Mar 8 16:35:17.801:

Mar 8 16:35:17.801: ILP:: Sending icutoffcurrent msgto slot:1 port:48
Mar 8 16:35:17.802: Ilpowerinterface (Gil/0/48) power negotiation:
consumption = 2640, alloc power= 2640

Mar 8 16:35:17.802: Ilpowerinterface (Gil/0/48) setting ICUT OFF
threshold to 2640.

Mar 8 16:35:17.802: ILP:: Sending icutoffcurrent msgto slot:1 port:48
Mar 8 16:35:17.802: ILP:: Sending icutoffcurrent msgto slot:1 port:48
Mar 8 16:35:17.803: ILP:: Sending icutoffcurrent msgto slot:1 port:48
Mar 8 16:35:17.803: ILP:: Sending icutoffcurrent msgto slot:1 port:48
Mar 8 16:35:17.803: ILP:: Sending icutoffcurrent msgto slot:1 port:48

Mar 8 16:35:18.115: ILP:: posting ilpslot 1 port 48 event 5 class O

Mar 8 16:35:18.115: ILP:: Gi1/0/48: State=NGWC ILP_ LINK UP S-6,

Event=NGWC_ILP IMAX FAULT EV-5

Mar 8 16:35:18.115: ilpowerdelete power from pdlinkdownGil/0/48

Mar 8 16:35:18.115: Ilpowerinterface (Gil/0/48), delete allocated power
2640

Mar 8 16:35:18.116: Ilpowerinterface (Gil/0/48) setting ICUT OFF
threshold to O.

Mar 8 16:35:18.116: ILP:: Sending icutoffcurrent msgto slot:1 port:48

Mar 8 16:35:18.116: ilpower notify 1lldp power via mdi tlvGil/0/48
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pwrallocO
Mar 8 16:35:18.116:
Mar 8 16:35:18.116:

Gil/0/48: LLDP NOTIFY TLV:

curr/prevPower Pair) Signal/
PSE PwrSource

(curr/prev) PSE Allocation: 13000/0
(curr/prev) PD Request 13000/0

(curr/prev) PD Class Class 4/

(curr/prev) PD Priority low/unknown
(curr/prev) Power Type Type 2 PSE/Type 2 PSE
(curr/prev) mdi pwr support: 7/0

(

(

curr/prev) Primary/Unknown

IZ. Cisco 10S XE Gibraltar 16.10.1 LLF% 0> debug ilpower powerm

debug ilpower powerman .

Gi1/0/48 AUTO PORT PWR Allocl30 Request 130

an 2~ KO H 4

%7~ L%, power request level, PSE Allocation, 35 J OFPD Request (Z%5 /) D BT
(mW) 28BS TWET, power request level (2 1 LIS DIED N FRE N5 K

TV FE LT,

Device# debug ilpower powerman
1. 3ILPOWER-3-CONTROLLER PORT ERR: Controller po
Gix/y/z:

rt error, Interface

Power Controller reports power Imax error detected

Mar 8 16:35:17.801: ilpower power assign handle event: event 0, pwrassign

is done by proto CDP
Port Gil/0/48: Selected Protocol CDP

Mar 8 16:35:17.801: Ilpowerinterface (Gil/0/48) process tlvfrom cdpINPUT:

Mar 8 16:35:17.801: power consumption= 2640, power request id= 1,

power man_id= 2,

Mar 8 16:35:17.801: power request level (mW) = 26
<mmmmm e mW unit added, non-ze
Mar 8 16:35:17.801

Mar 8 16:35:17.801: ILP:: Sending icutoffcurrent
Mar 8 16:35:17.802: Ilpowerinterface (Gil1/0/48)
consumption = 2640, alloc_power= 2640

Mar 8 16:35:17.802: Ilpowerinterface (Gil1/0/48)
threshold to 2640.

Mar 8 16:35:17.802: ILP:: Sending icutoffcurrent
Mar 8 16:35:17.802: ILP:: Sending icutoffcurrent
Mar 8 16:35:17.803: ILP:: Sending icutoffcurrent
Mar 8 16:35:17.803: ILP:: Sending icutoffcurrent
Mar 8 16:35:17.803: ILP:: Sending icutoffcurrent
Mar 8 16:35:18.115: ILP:: posting ilpslot 1 port
Mar 8 16:35:18.115: ILP:: Gil/0/48: State=NGWC I

Event=NGWC_ ILP IMAX FAULT EV-5
Mar 8 16:35:18.115: ilpowerdelete power from pdl

40
ro value display

msgto slot:1 port:48

power negotiation:

setting ICUT OFF

48
48
48
48
48

slot:
slot:
slot:

msgto
msgto
msgto
msgto slot:
msgto slot:1 port:
48 event 5 class 0
LP LINK UP S-6,

port:
port:
port:
port:

N

inkdownGil/0/48

Mar 8 16:35:18.115: Ilpowerinterface (Gil/0/48), delete allocated power
2640

Mar 8 16:35:18.116: Ilpowerinterface (Gil/0/48) setting ICUT_ OFF
threshold to O.

Mar 8 16:35:18.116: ILP:: Sending icutoffcurrent msgto slot:1 port:48

Mar 8 16:35:18.116:

pwrallocO

Mar 8 16:35:18.116:

ilpower notify 1lldp power via mdi tlvGil/0/48

Gi1/0/48 AUTO PORT PWR Allocl30 Request 130

va7igEavo R )



. debug ilpower powerman

Mar 8 16:35:

(curr/prev)

curr/prev)
curr/prev)
curr/prev)
curr/prev)

(
(
(
(
(
(

curr/prev)

II DATLEEIOTUR

curr/prevPower Pair)

18.116: Gil/0/48: LLDP NOTIFY TLV:
PSE Allocation (mW): 13000/0
—————————————— mW unit added

PD Request (mW) 13000/0
—————————————— mW unit added
PD Class Class 4/

PD Priority low/unknown

Power Type Type 2 PSE/Type 2 PSE
mdi pwr support: 7/0
Signal/

PSE PwrSource Primary/Unknown

SRFLEEIATUFR |
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delete .

delete
BESNE T 7ANI AT AN 1IOULEO 7 7 A AEYIBRTAI2IE. T— o —¥E— KT
delete =~ FEEHLET,
delete filesystem: ffile-url...

X DA filesydem: 7 7 4 L3 ZF LD A YT A, USBAEY AT ¢ v 7 DYA1E, usbflash0: Zf#

AR TIFIbE

AR E—F

FALET.
flileurl... BT 277 A LDNRR (F4 L7 M) BIOLETITT, 77 A VAT AR—X
T £9,

T 7 4 v N OEMERMEIZH W FH AL

T—hu—%

avy FERE

HEREDAA K1Y

3l

1)1)—2R EEAE

CiscolOS XEFuji16.92 o~y RAEASHE LT,

Tr7ANLBIOT 1 L7 FUAIE, RXFENXFEXBILET,
BT 7 ANEHIRT DANCHRZ RO LT T IR T AL R L > TRRENET,

WOBTIL, 22507 7 A NLZHIBRLET,

Device: delete usbflashO:test2.text usbflashO:test5.text

Are you sure you want to delete "usbflashO:test2.text" (y/n)°?y
File "usbflashO:test2.text" deleted

Are you sure you want to delete "usbflashO:test5.text" (y/n)?y
File "usbflashO:test2.text" deleted

77 AVDBHEIBR S Z & 2R T H121E, dir usbflash0: 7' — he—F a< 2 K& A
HLET,

va7igEavo R )
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BESNIZTZ 7 ANT AT LDT 7 ANVBEIOT 4 L7 FUDOY R M EaRRTHITIE, 7—h

0—ZF— RCdir 2~y REFEHALET,

dir filesystem:/file-url

B DEREA

filessydem 7 7> A LS 2T L DA VT R, AT L R—F 7T v a T34 A2 flash:

EHALET, USB AEY RXT 1 v 7 I1Z1F usbflash0: A L E 7,

[ffile-url

EE) BRTHaVTUYBPKENEINTWAENRR (T4 27 M) BXOS 4 L
7 FUDLEITTT, T4 V7 bULIFAL—=RATRYY £,

ATV R FI4ILE T 7 AN NOBERHEIZH Y EH AL

avURE—F 7—br—4
e EXEC
av Y RER Jy—x EERE

CiscolOSXEFuji16.9.2 =pa<y RpEASHE LT,

FEREDHA KSq4Y T4V 27 MIATIE, KLFLPLFREpIShET,

Bl WOFITIE, 7T v o2 AT YNDT 74 L eETT 5 lEET LET,

Device: dir flash:

Directory of flash:/

2  -rwx
3 -rwx
4 -rwx
6 drwx
645 drwx
647 -rwx
648 -rwx

96453632 bytes available

561

2160256

1048
512
512

4316

5

= 1:dir®7 «—)L FORHA

Mar
Mar
Mar
Mar
Mar
Mar
Mar

01
01
01
01
01
01
01

2013
2013
2013
2013
2013
2013
2013

00

:48:
04:
00:
23:
00:
0l:
00:

18
01
11

01

15

148
:39
:42
0l:
14:
:39

11
05

(25732096 bytes used)

express_setup.debug
c2960x-dmon-mz-150-2r.EX
multiple-fs
c2960x-universalk9-mz.150-2.EX
dc_profile dir

config.text
private-config.text

14—
K

BLL

2

TrANDA T v I AFKE

| BRZSEN R
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T4—IL |EiBA
ke
Twx TrANDT A (ROWTID, 72133~ 0)

ed: T4 L7 RV
o1 per LY ATRE
W E S AL ATRE
- x : FATHIHE

1644045 TZr7ANDY AR

<date> | ffess A

env_vars 77 A V4

SRATLEBOATUR .

dir I
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. exit

exit
PIHTOE— RIZE A9, CLIEXEC E— R&KTT2I1001%, exit a~<> REFEHALET,
exit

XDl Zoawy RIEBIEELZIEXF—U—NiEbH Y A,

ARV R FI4INAL  T7AN FOBERLEIZH Y EE A,

aAavy R E—FK it EXEC

Jua—n)ar7Z 4 Xal—rvar

avwy FERE J1)—Xx EERNAE
Cisco 10S XE Fuji Zoawy RRNEAINE L,
16.9.2

KIZ, 27 4FXal—vary B— REETTA0%E2 R LET,

Device (config) # exit
Device#

II DATLEEIOTUR
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factory-reset .

factory-reset

BEREAGOTXTOT—FZHEL, 7 2% LHNMREOREICRE I, FriE EXEC
£— KT factory-reset =~ > K& L £,

\)

(GE)  NIST SP800-88 Rev. 1 TitBHEN TWA L H1IT, HFEITclear AV v K& —FHLE7,

Standalone Device
factory-reset { all [secure3-pass] | boot-vars | config }

Stacked Device
factory-reset { all [secure3-pass] | boot-vars | config | switch switch_number |all { all [secure

3-pass] | boot-vars |config} }

BXDEREA

all NVRAM OFT_RTORNE., BEDOT — A A=, 7 — FEH, i
V74X al—arbtETard 4 ¥ al—varor—4%, BXOY
a—WF—F EETT_TD Ciscol0S 4 A —JEHEELET,

secure 3-pass 3-pass LEEZ TT AL ANLTRXTONEEHELET,

sPass 1 : T XTOT RLVRAABELRGT % 2 O e T LEXLE
TO

*Pass2 : TXTDT FLUAREERGITZ 2 EKRD 1 TLEXLET,

*Pass3 : T RXTCDT RLAA[RERGTZ T VX LE Yy h3FZ—2 T L

AR TFIAILE

ExLET,
boot-vars 2—FIZLoTEBMENT— NEBDOAREZHEELET,
config AR— KT o ar7 4 Xal—TarOhrldELET,
switch BIRLTZAA v TFOarFoUrEEELET,
{switch_number | ]
all} « switch-number : A1 v FEGELEELET, FHETE DHAIT 1 ~

16 T,

cal : AX v ITHNDOTRTDAAL v FEZZTINLET,

L

aAvURE—F

HikE EXEC (B)

avy RERE

)1)—2R EERNE
Cisco I0S XE Fuji 16.9.2 Zoavwry RREASINE L,

va7igEavo R )
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. factory-reset

)1)—=x EEANE
Cisco I0S XE Amsterdam 17.2.1 secure 3-pass F— U — K & switch —U
7o

EELEOHA RS54 > factory-rest 2~ Kix, ko> U ATHASET,

ELFFR] (RMA) DTEDICTF A A% VA GEETAVERS AEAIT., —oa<wy
REMHH L CBEMEEGDOT — X 2T X THIBL THEHT /3 2D RMA FEBHEZ FifS L
F9,

e TN ANURFESNTWAEERFERRLZ LT v Uy VICARIEILT 78X SR 5EA1T.
ZDavwr REFEALTCT A, ZAZPH-ERTIZ) Yy FLTOHLHERTELET,

TIHHAEEOREE~D )y N TR ANREFRICHE T T5E, TXAANRY T—HFLT
ROMMON E£— Rz 0 4,

#l Wiz, factory-reset all Tv > RE [ LCF AL ZADFRCONEEEET 501575
L/i‘a‘o

Device> enable
Device# factory-reset all

The factory reset operation is irreversible for all operations. Are you sure? [confirm]
The following will be deleted as a part of factory reset:

Crash info and logs

User data, startup and running configuration

: All IOS images, including the current boot image

OBFL logs

User added rommon variables

Data on Field Replaceable Units (USB/SSD/SATA)

The system will reload to perform factory reset.

It will take some time to complete and bring it to rommon.

You will need to load IOS image using USB/TFTP from rommon after
this operation is completed.

DO NOT UNPLUG THE POWER OR INTERRUPT THE OPERATION

Are you sure you want to continue? [confirm]

WIZ, AL THERLT ™A A THIHERE~D U &y b &2FATT 2602 R L ET,

Device> enable

Device# factory-reset switch all all
The factory reset operation is irreversible for all operations. Are you sure? [confirm]
The following will be deleted as a part of factory reset:

Crash info and logs
User data, startup and running configuration
All IOS images, including the current boot image

OBFL logs
User added rommon variables

Data on Field Replaceable Units (USB/SSD/SATA)

The system will reload to perform factory reset.

It will take some time to complete and bring it to rommon.

You will need to load IOS image using USB/TFTP from rommon after
this operation is completed.

DO NOT UNPLUG THE POWER OR INTERRUPT THE OPERATION

Are you sure you want to continue? [confirm]
Chassis 1 reloading, reason - Factory Reset

O'\U'I»bwl\.)l—'

O‘\U’I»bwl\.)l—'
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factory-reset .

Protection key not found

9300L#0ct 25 09:53:05.740: $PMAN-5-EXITACTION: FO0/0: pvp: Process manager is exiting:
reload fp action requested
Oct 25 09:53:07.277: $PMAN-5-EXITACTION:vp: Process manager is exiting: rp processes
exit with reload switch code

Enabling factory reset for this reload cycle
Switch booted with
tftp://10.5.40.45/cat9k iosxe.BLD POLARIS DEV LATEST 20191007 224933 V17 2 0 21 2.SSA.bin

Switch booted via
//10.5.40.45/cat9k_iosxe.BLD POLARIS DEV LATEST 20191007 224933 V17 2 0 21 2.SSA.bin
% FACTORYRESET - Started Cleaning Up...

FACTORYRESET - Unmounting sdl

FACTORYRESET - Cleaning Up sdl [0]

FACTORYRESET - erase In progress.. please wait for completion...
FACTORYRESET - write zero...

FACTORYRESET - finish erase

o0 o0 d° e oo

% FACTORYRESET - Making File System sdl [0]

Discarding device blocks: done
Creating filesystem with 409600 4k blocks and 102544 inodes
Filesystem UUID: £fcf01664-7c6f-41ce-99f0-6df1d941701e
Superblock backups stored on blocks:

32768, 98304, 163840, 229376, 294912

Allocating group tables: done
Writing inode tables: done
Writing superblocks and filesystem accounting information: done

FACTORYRESET - Mounting Back sdl [0]
FACTORYRESET - Handling Mounted sdl
FACTORYRESET - Factory Reset Done for sdl

o0 o0 oo

FACTORYRESET - Unmounting sd3

FACTORYRESET - Cleaning Up sd3 [0]

FACTORYRESET - erase In progress.. please wait for completion...
FACTORYRESET - write zero...

o0 o0 e oo

Chassis 2 reloading, reason - Factory Reset

Dec 12 01:02:12.500: $PMAN-5-EXITACTION: FO/0: pvp: Process manager is exiting: reload
fp action requested

De
Enabling factory reset for this reload cycle

Switch booted with
tftp://10.5.40.45/cat9k iosxe.BLD POLARIS DEV LATEST 20191007 224933 V17 2 0 21 2.SSA.bin

Switch booted via

//10.5.40.45/cat9k_iosxe.BLD POLARIS DEV LATEST 20191007 224933 V17 2 0 21 2.SSA.bin
FACTORYRESET Started Cleaning Up.

FACTORYRESET - Unmounting sdl

FACTORYRESET - Cleaning Up sdl [0]

FACTORYRESET - erase In progress.. please wait for completion...

FACTORYRESET - write zero...

o0 o0 o0 e oo

After this the switch will come to boot prompt. Then the customer has to boot the device
from TFTP.

va7igEavo R )
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flash_init

B DEREA

AR TIAIE

SRFLEEIATUFR |

flash: 7 7 A VT A7 L &EFAHET 121X, 7 — hr—#E— R Tflash_init =~ F &6
L%,

flash_init
Zoavy RICHBIEERESF—T— RiEdb v $HA,

flash: 7 7 A VT AT A, S@EO Y AT ABETRIC BRI L S E T,

aAYU R E—F 7—bo—2

avy FER J1y—=x EEAR
Cisco 10S XE Fuji Zoawry RREAINE L,
16.9.2

FRLEDODHA KS14 Y

flash: 7 7 A VT AT A, @EOT— b o AP HERICOE LS E T,

Zoa< RiE, flash: 77 A NV AT A EFEICHOHMLLET, 2L XX RRATU—FER
NESHAE, FEFIERTICCoa~y RefHLET,

. DATLEEIOTUR
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help .

help
FHFRER A~y RERRT DI, 7—her—XE— R Thep 2~ R LET,

help

XD Zoavy RIZFBIEELITF—V— REH Y FHA,

ATV RFEIFIR T 7ANNOEEREITH Y EE A,

AT R E-F 7—hr—=¥

av v FERE J1y—2 EERAR

CiscolOSXEFujil6.92 Zpa~y FREASNE LT,

il
Wiz, FIHAREe 7 — ke —Fa<r ROV R MR RTHH2RLET,

Device:help

? -- Present list of available commands

arp -- Show arp table or arp-resolve an address
boot -- Load and boot an executable image

cat -- Concatenate (type) file(s)

copy -- Copy a file

delete -- Delete file(s)

dir -- List files in directories
emergency-install -- Initiate Disaster Recovery
unset -- Unset one or more environment variables
version -- Display boot loader version

va7igEavo R )
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. hostname
hostname
Py NI =T P —R—DFEANEREETIIEET DL, Fe— b a7 X lb—
g F— RThosthame =<2 FZ&FHA L E£9,
hostname name
X NN name Fy N =7 —=NR—OF LWVE A N EIETE
Li—a—o

aAavv R TFI4ILk

AUk E—F

F 74V hDOFRA MLE, Tswitch] T,

Jua—s ) ary7 4 Xab— 3 (config)

avy FERE

1)) —= EERAR
Cisco 10S XE Fuji 16.9.2 ZOavy RPRBAINE L,

FEREDHA FS14 Y

RARIL, e 7 eTF 740 b0ar7 4 FXFal—ary 77 AL THERAEISNET,

RIXF/ILFIEIER SN2 N DL BoTLZEW, 2L DA H—Fv N VYT T=T T
TV r—a O, RCFEDLFIEIRBN SN ET A, ARNEGE & FIERICKSCF TR 5
ORI TH D L H B ETN, HANCKY 20 B a— X {3 TR TUNIFTEREINE
9, FEAMIZ OV TIX, RFC 1178 @ ['ChoosingaNamefor Your Computer | % 2L CT< 72 S0,

A AL ARPANET AR A M D/L— U HHE ) BERH D 9, ZDO/N—/LTIEHRA ML IECF
THRED ., XFFHITEFTEDY ., ZOMIZIIT,. BT, 73 A 7 ULIMERATE E
FA, AANE 63 LT TFICTA2MERDH Y £7, MTOHDEKA N EERT 5 2 & 13
SNFEHEADR, TT—DPERINFERICEDORA NAITZTANGINET,

Device (config) #hostname 123
% Hostname contains one or more illegal characters.
123 (config) #

RABMAIE 10 CFRTEICT D52 & AHELEL 97, FEMIZ-DWTiL, RFC 1035 @ [Domain
Names--Implementation and Specification] # &ML T 72 &0,

WFEAEDYV AT AT, RA R ECLIOTF a7 MI30 LFEDOT 4 —/L FMEA SN T
WET, RAMMOESIZE-oTE, 274 Falb—varyET—ROEWSa 7 R3]0
BTONDARENRH DO THEELTLZESN, e 2E, h—bvA2ATurrAfLar7 g
Xal—vagryE—FRO7L7Far7Mi. kROEEBY T,

(config-service-profile) #

72720, ISwitch) KA ML ELTHEHAT R E, ROT a7 hETNRFRENET (1FE
IMEDT AT AT)

II DATLEEIOTUR
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3l

hostname .

Switch (config-service-profil) #

RA M ESBICRSTHE, RSNDLZT 0T MISHIZES 2D £7,

Basement-rtr2 (config-service) #

VAT MIARTEEID Y TAHABRIZ. ZoRICERELTLEEW (hosthameZ o — 3L a7 ¢
Xal—raryavwr REFERTIHE) . 2—YF—RBCLIOFESS—TarIEs L TE—
K7a o7 e fERAT D ETFREINDIGEIE. 9 LFLUTFDRA M EE Y B THLENRHY
iﬁqo

hosthname @ & 9 72 SCFEREIC ) (N7 RXT v a) 72 EORRTFE X O3 L%
FEREHTHE, Ho TEHBEINFT,

Device (config) #
Device (config) #hostname \99
% Hostname contains one or more illegal characters.

WOHITIE, SA M % Thostl] ICEFELET,

Device (config) # hostname hostl
hostl (config) #

va7igEavo R )
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. install

install

VINT 2T AT F AT v 7L —FK (SMU) Robr—2% A A M=t 5120%, B
¥EEXEC E— R Cingal i~ RZERLE1,

install {abort | activate |file {bootflash: |flash: | harddisk: | webui:} [{auto-abort-timer timer
timer prompt-level {all | none}}] |add file {bootflash: |flash: |ftp: | harddisk: | http: | https: |
rep: | scp: |tftp: |webui:} [{activate[{auto-abort-timer timerprompt-level {all | none}commit}]}]
| commit | auto-abort-timer stop | deactivatefile {bootflash: |flash: | harddisk: | webui:} |label
id{description description | label-namename} |remove {file {bootflash: |flash: | harddisk: | webui:}
|inactive} |rollback to {base | committed |id {install-ID } | label {label-name}}}

B DR

uj
&

abort HIEDA VA b—/VEEERKT LET,

activate install add =~ K% LT SMU 280 &
NTHENE I MERFELET,

ZDOXF—U— KL, HE#EF = v 7 BFELT
L. RN —VAT—HAEEHLET,

N lr =V FEE X DL AIERA M v
AR—=N AT VT e N) H—LTHER
Iav A FEET L), FITHER TS
RNy =V OEARIT Ve —RE U T —

Li‘a—o

file TIT 47T Ny r—VERELET,

{bootflash: | flash: | harddisk: | webui:} A VA=V LRy r—oualr—3 g
EHRELET,

auto-abort-timer timer EE) HEZZARA— "I A ~—F A LA —
LET,

prompt-level {all | none} FEB) AV A=A TIZT 4 ET £IZDOW

To7varF rEeEa—WFIIRRLET,

7= & 21X, activate ¥ —7U— KT VU m— Q%
MBI Xy r—ITx LT Y v— R & HERY
WRIAT—=LET, N —V%T7 0747
W DENS, FATT20E 9 Mo Ta—
IR T D7 a7 i FRENET,

al ¥—UV— K&+ n T N aA
F—T T BHZ ENTEET, noneF—
UV—RFx7er 7 vesr 4= LE
KR
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install .

add

TrANEYE— s — g (FIPE-
IX TFTP) MHT A AlZab—L, 7T v
N7 —b b A A= D/N—T 3 D SMU
HHWVET = v 7 2 FITLET,
ZOXF—TU—RiE, BELIAyF—UnT
Ty N7 —LTUTHR—FINDHELIIC
EAROEHMF =~ v 7 #FEITLET,

{ bootflash: | flash: |ftp: |harddisk: |http: |https: |
rcp: | scp: | tftp: jwebui:}

BT oy r—VEBRELET,

commit

Jo—FRK#b SMU OEENEFRIND LD
[ =3

N lr—V%T 0T 4 7 LTtk, VAT A
DT PIRREIZH DM, FlITHRAIDY 7—
RZIC2 Iy hEFATTEET, Ny r—v
DT 7T 47 hoTnWThaly hERT
W WEAX, BAIO Y m— REBIXT 77 4
TOREERLE T, 2BEDOY r— N
X777 0 TIREBER L EE A,

auto-abort-timer stop

HET R— F oA ~—&fFI LET,

deactivate

AV AN LR =D H T 7T 4T
CLETS

G¥) Ny r—=V%FET VT 4 71T
LHELNYT—VAT—HRAY
BHF S, ek RA R E
[ R= Rl NSV (S NPy /Y. SN
£7.

label id

S_NEFTFBEAL A N—LBAL L O ID
FHEELET,

description

FEE LToA v A h—IVRA v MR % B0
L/i_a—o

label-name name

BEINFA VA R—ILFEAL Y MZTLEL
ZBMLET,

remove

AU A D= LTy F =V RHIRLET,

remove % — U — RiL, BUEH T 7T 1 7k
Oy r—TORMEATE £,

inactive

FT 0T 4 TREOTRTONRTr—V TN
A ADBHIERL £,

va7igEavo R )
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. install

rollback Fe BTN A H—T 2 A A (DMI) /v
e SMU B _—ZN—T g o gl a
Sy hENEARA—T g FRTBEAMOa
Sy hIDICE—L Ny 7 LET,

to base NR—ZA f A—VICRLET,
committed EDOa Iy MEMENFEITINZEE DA

A R —JVIRREICR L E T,

id install-1D BEDA A M—)LRA > FIDICELET,
BB, 1 ~ 4294967295 T,

jvs/l\“j—_“jj_}lll\ /€y7~y&j4yx ]\_/Véniﬁ}\lo

ATV R E—FR F#HE EXEC (#)
avy FERE )1)—= EENE
Cisco I0S XE Fuji 16.9.4 Zoawy RN U — XD C9200L £ 5 /LB
SNFEL
Cisco 10S XE Gibraltar 16.12.1 Zoa<wry R U —X0C9200FF /LB E
nE L,

FEHEDHA KS4> SMUIE, PAT LA A M=V L TRy FEERLE X2 U T A fifika ) ) — A Sl A A —
VICRENTE 2y =T, 2oy =23, Ny r—VoREZRLRRT 50D
MOAZT =2 LB, VI =Ry FEWHT D7D DORNRO DT 7 A VD EE
NTWET,

SMU &7 77 4 7t T BHNC Ry r—Y BN 2068’ H Y £,

Nor =%, 77y anblllRT HENIIET 77 0 TIZT 2 MERH Y £, HIBRLTZ
Nolr—UF, b —EBMTA2MLERHY £7,

H—pavr K (1 A7y 707kt R) F3EMOa~F QAT y 7O evR) &
FERALTSMU Ry r—DA A —)v, TI7T 4716, 23 v b EITHIZENTEET,
SMU R r— 77 A V%E 1 DDIRA LA N—LTHULENLLEEITI AT 77T rEX
EEMAL, 5O SMU 2 A VA M= LT HUERHLIGEIEI ATy 7 7aeA%2FEHLE
T, 3AT T TRERIZLY, A VAN TDHSMU Ry T —T 7 7 A NVBNEERD DGE
B 72 Y v— REED S/NRICIZ GIVvET, RO, WG OFEZRL THET,

Bl : SMUDA VR b—)L BRTvyTFTTA+EX, flash: #EFM)

WIZ, 3AT v 77 AL TSMU RNy r—2% A VA M=) 561%R LE
T, 22T, SMU R —C T 7 ANABRTFRLADT T v 2 |\ FESNET,

1. 7993 amhb SMUNRNy A —V 757 A0k ab—LTA VA R—LLET,

| BRZSEN R
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install .

Device# install add file flash:cat9k_lite_iosxe.16.09.04.CSCvk70181.SPA.smu.bin
install add: START Wed Jun 10 14:17:45 IST 2020
install add: Adding SMU

--- Starting initial file syncing ---

Info: Finished copying flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin to the
selected switch (es)

Finished initial file syncing

*Jun 10 14:17:48.128 IST: $INSTALL-5-INSTALL START INFO: Switch 1 RO/0: install engine:
Started install add flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.binExecuting
pre scripts....
Executing pre sripts done.
--- Starting SMU Add operation ---
Performing SMU ADD on all members
[1] SMU _ADD package(s) on switch 1
[1] Finished SMU ADD on switch 1
Checking status of SMU ADD on [1]
SMU ADD: Passed on [1]
Finished SMU Add operation

SUCCESS: install_add /flash/cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin Wed Jun
10 14:18:00 IST 2020

show ingtall summary =2~ > R&ZHH LT, SMU Ry 7 —T7 7 A VOB E A
VAR LVEHRLET, SMUXRNY T —U 7 7 A NVEERET 77 4 7{bB L=
Ty hERTWARWED, AT —H AT 1 T,

Device# show install summary

[ Switch 1 ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Type St Filename/Version
SMU I flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin
IMG c 16.9.4.0.3431

Auto abort timer: inactive

SMU RNy r—27 7 A NET 7T 4 7L LET,

Device# install activate file flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin

install activate: START Wed Jun 10 14:19:59 IST 2020
install activate: Activating SMU

*Jun 10 14:20:01.513 IST: $INSTALL-5-INSTALL START INFO: Switch 1 RO/0: install engine:
Started install activate flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin

This operation requires a reload of the system. Do you want to proceed? [y/nly
Executing pre scripts....
Executing pre sripts done.

--— Starting SMU Activate operation ---

Performing SMU_ACTIVATE on all members
[1] SMU ACTIVATE package(s) on switch 1
[1] Finished SMU ACTIVATE on switch 1
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Checking status of SMU ACTIVATE on [1]
SMU_ACTIVATE: Passed on [1]
Finished SMU Activate operation

install activate: Reloading the box to complete activation of the SMU...
install activate will reload the system now!

*Jun 10 14:20:22.258 IST: $INSTALL-5-INSTALL AUTO ABORT TIMER PROGRESS: Switch 1
R0O/0: rollback timer: Install auto abort timer will expire in 7200 seconds
Chassis 1 reloading, reason - Reload command
Jun 10 14:20:28.291: $PMAN-5-EXITACTION: FO0/0: pvp: Process manager is exiting: reload
fp action requested
Jun 10 14:20:30.718: %PMAN-5-EXITACTION: RO/0: pvp: Proce
Jun 10 14:20:34.834: $PMAN-5-EXITACTION: CO/0: pvp: Process manager is exiting:
Jun 10 14:20:36.053: %INSTALL-5-INSTALL COMPLETED INFO: R0/0: install engine: Completed
install activate SMU flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin
watchdog watchdogO: watchdog did not stop!
reboot: Restarting system

Initializing Hardware...
<output truncated>

A A A A A A

Jun 10 08:52:01.806: $BOOT-5-BOOTTIME SMU TEMP ACTIVE DETECTED: R0/0: install engine:
SMU file /flash/cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin active temporary...
SMU commit is pending

Cisco IOS Software [Fuji], Catalyst L3 Switch Software (CAT9K LITE IOSXE), Version
16.9.4, RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2019 by Cisco Systems, Inc.

Compiled Thu 22-Aug-19 17:30 by mcpre

<output truncated>

show install summary =2~ > RZEHLTSMU Ry — 77 ANVDT I T 47
bR LET, SMURNY =Y 7 7 A MTEEa Iy hSRTHRWEZD, X
T —H% AlLu TY,

[ Switch 1 ] Installed Package(s) Information:

State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Type St Filename/Version

sMU U flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin

IMG C 16.9.4.0.3431

Auto abort timer: active on install activate, time before rollback - 01:41:52

SMU NNy r— 757 A VvEaly bLET,

Device# install commit
install commit: START Wed Jun 10 14:38:42 IST 2020
install commit: Committing SMU

*Jun 10 14:38:44.906 IST: $INSTALL-5-INSTALL START INFO: Switch 1 R0/0: install engine:
Started install commitExecuting pre scripts....
Executing pre sripts done.
--— Starting SMU Commit operation ---
Performing SMU_COMMIT on all members
[1] SMU COMMIT package(s) on switch 1
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[1] Finished SMU COMMIT on switch 1
Checking status of SMU COMMIT on [1]
SMU_COMMIT: Passed on [1]

Finished SMU Commit operation

SUCCESS: install commit /flash/cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin Wed
Jun 10 14:38:58 IST 2020

*Jun 10 14:38:59.385 IST: $INSTALL-5-INSTALL COMPLETED INFO: Switch 1 RO/0:

install engine: Completed install commit SMU

show install summary =2~ RZEHALTa Iy MR LET, SMU /Ny 7r—
CITFANDA A NN T T o7k, 2y hMTbIVE LT, AT —4

Al¥ c TH,
Device# show install summary
[ Switch 1 ] Installed Package(s) Information:

State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Type St Filename/Version
SMU c flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin
IMG C 16.9.4.0.3431

Auto abort timer: inactive

show install active 2~ > REHEH L TCT 7T 4 7 RN r—V 2R LET,

Device# show install active
[ Switch 1 ] Active Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

SMU c flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin
IMG C 16.9.4.0.3431

showversion =< > REFHA LT, X—Va V2R LET,

Device# show version

Cisco I0S XE Software, Version 16.09.04

Cisco IOS Software [Fuji], Catalyst L3 Switch Software (CAT9K LITE IOSXE), Version
16.9.4, RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2019 by Cisco Systems, Inc.

Compiled Thu 22-Aug-19 17:30 by mcpre

il . EHEOSMUDA VR h—JL BRTvTTAEX, flash: ZEMA)

WIZ, 3AT v 7 7av A% AL TEZEO SMU Ny r—2 7 7 A VA A h—)L
THHERLET, 22T, SMURN Y T —V T 7 A IVINT AN, ADT T vy 2 TR
FENE4,
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A TFAB Y TIZA VA M=V I TWNHSMUT 7 A VIFIRD L B0 TT,
cat9k lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin 338 XLV
cat9k lite iosxe.16.12.03.CSCvt72427.SPA.smu.bin

1. (ER) AA v TFRAZ 7 OEFENTETEY, SMUNNY T —T T 7 A LRT AN
AADT T v vaNIZHDZ EEMRLET,

Device# show switch
Switch/Stack Mac Address : 08ec.f586.aa80 - Local Mac Address
Mac persistency wait time: Indefinite
H/W Current
Switch# Role Mac Address Priority Version State
1 Active 08ec.f586.aa80 1 VOl Ready
2 Member 7488 .bb3c.£600 1 VOl Ready
3 Member 7488 .bb3f.9c00 1 VOl Ready
4 Member 08ec.f5ee.1080 1 VOl Ready
5 Standby 08ec.f£589.7c80 1 VOl Ready

Device# dir flash: | i smu

89075 -rw- 79256 Oct 26 2035 07:07:42 +00:00
cat9k lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin
89082 -rw- 9656 Oct 26 2035 07:08:08 +00:00
cat9k lite iosxe.16.12.03.CSCvt72427.SPA.smu.bin

2. 77y vanb SMUNy =Y 77 A v Eab— L TCEMLET,

—EIZ1ODSMU NNy r— 7 7 A LDOHEIEMENET, SMU/ Sy Ar—T 7 5
ANVZBEMNT AR a— RV EHD TH A,

Device# install add file flash:cat9k_lite_iosxe.16.12.03.CSCvt22238.SPA.smu.bin
install add: START Fri Oct 26 07:10:59 UTC 2035

Oct 26 07:11:01.695 $INSTALL-5-INSTALL START INFO: RO/0: install engine: Started
install add flash:cat9k lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin

install add: Adding SMU

install add: Checking whether new add is allowed

--- Starting initial file syncing ---

*Oct 26 07:11:01.643: SINSTALL-5-INSTALL START INFO: Switch 1 RO/0: install engine:
Started install add flash:cat9k lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin[1]:

Copying flash:cat9k lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin from switch 1 to switch
2 345

[2 3 4 5]: Finished copying to switch 2 switch 3 switch 4 switch 5

Info: Finished copying flash:cat9k lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin to the
selected switch (es)

Finished initial file syncing

--- Starting SMU Add operation ---
Performing SMU ADD on all members
[1] SMU ADD package(s) on switch 1
Finished SMU ADD on switch 1
SMU ADD package(s) on switch 2
Finished SMU ADD on switch 2
SMU_ADD package(s) on switch 3
Finished SMU_ADD on switch 3
SMU ADD package(s) on switch 4
Finished SMU ADD on switch 4
SMU_ADD package(s) on switch 5
] Finished SMU_ADD on switch 5
Checking status of SMU ADD on [1 2 3 4 5]
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SMU_ADD: Passed on [1 2 3 4 5]
Finished SMU Add operation

SUCCESS: install add Fri Oct 26 07:11:45 UTC 2035

Oct 26 07:11:46.695 $INSTALL-5-INSTALL COMPLETED_ INFO: R0O/0: install engine: Completed
install add SMU flash:cat9k lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin

Device#

*Oct 26 07:11:46.656: $SINSTALL-5-INSTALL COMPLETED INFO: Switch 1 R0O/0: install engine:
Completed install add SMU flash:cat9k lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin

show ingtall summary =2~ > RZHH LT, IO SMU /Ny r—27 7 A4 VDB
MZREZRE L ET,

Device# show install summary
[ Switch 1 2 3 4 5 ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

SMU I flash:cat9k lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin
MG C 16.12.3.0.3752

Auto abort timer: inactive

2FBEDOSMU Ry r—T 7 7 A VEBEBMLET,

Device# install add file flash:cat9k_lite_iosxe.16.12.03.CSCvt72427.SPA.smu.bin

install add: START Fri Oct 26 07:12:38 UTC 2035

Oct 26 07:12:40.782 $INSTALL-5-INSTALL START INFO: RO/0: install engine: Started
install add flash:cat9k lite iosxe.16.12.03.CSCvt72427.SPA.smu.bin

install add: Adding SMU

install add: Checking whether new add is allowed

--- Starting initial file syncing ---

*Oct 26 07:12:40.743: $INSTALL-5-INSTALL START INFO: Switch 1 RO/0: install engine:
Started install add flash:cat9k lite iosxe.16.12.03.CSCvt72427.SPA.smu.bin[1]:

Copying flash:catSk lite iosxe.16.12.03.CSCvt72427.SPA.smu.bin from switch 1 to switch
2345

[2 3 4 5]: Finished copying to switch 2 switch 3 switch 4 switch 5

Info: Finished copying flash:cat9k lite iosxe.16.12.03.CSCvt72427.SPA.smu.bin to the
selected switch (es)

Finished initial file syncing

--- Starting SMU Add operation ---
Performing SMU ADD on all members
[1] SMU ADD package(s) on switch 1
[1] Finished SMU ADD on switch 1
[2] SMU ADD package(s) on switch 2
[2] Finished SMU ADD on switch 2
[3] SMU ADD package(s) on switch 3
[3] Finished SMU_ADD on switch 3
[4] SMU ADD package(s) on switch 4
[4] Finished SMU ADD on switch 4
[5] SMU ADD package(s) on switch 5
[5] Finished SMU_ADD on switch 5
Checking status of SMU ADD on [1 2 3 4 5]
SMU ADD: Passed on [1 2 3 4 5]
Finished SMU Add operation
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SUCCESS: install add Fri Oct 26 07:13:24 UTC 2035
Oct 26 07:13:25.656 $INSTALL-5-INSTALL COMPLETED_ INFO: R0O/0: install engine: Completed
install add SMU flash:cat9k lite iosxe.16.12.03.CSCvt72427.SPA.smu.bin
Decive#
*Oct 26 07:13:25.616: $INSTALL-5-INSTALL COMPLETED INFO: Switch 1 R0O/0: install engine:
Completed install add SMU flash:cat9k lite iosxe.16.12.03.CSCvt72427.SPA.smu.bin

show ingtall summary =2~ > RZHH LT, ifih5D SMU /Ny r—27 7 A4 VDB

MeA AN NEWRBLES, MOy r =7 7 ANBELET 7T 471k
BXaIy bah Ty, A7 —F A 31 TY,

Device# show install summary

[ Switch 1 2 3 4 5 ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Type St Filename/Version

SMU I flash:cat9k lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin
SMU I flash:cat9k lite iosxe.16.12.03.CSCvt72427.SPA.smu.bin
IMG C 16.12.3.0.3752

SMU RSy r—T 7 A NET 75 0 T LET,

BEHEOSMUZ ANTHE481E. FBICAL—252 ANTID) Dor~42EHALT
TrANLERED £9, Filo, BTN 128 EBARNE LT ES
VW ZOFEICIT) ve— FREENET,

Device# install activate file
flash:cat% lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin,cat% lite iosxe.16.12.03.CSCvt72427.SPA.smu.bin

install activate: START Sun Oct 28 13:23:42 UTC 2035

Oct 28 13:23:44.620 %INSTALL-5-INSTALL START INFO: RO/0: install engine: Started
install activate

flash:cat9 lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin,cat9% lite iosxe.16.12.03.CSCvt72427.SPA.smu.bin
install activate: Activating SMU

*Oct 28 13:23:44.581: $INSTALL-5-INSTALL START INFO: Switch 1 RO/0: install engine:
Started install activate
flash:cat9 lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin,cat9% lite iosxe.16.12.03.CSCvt72427.SPA.smu.bin

This operation may require a reload of the system. Do you want to proceed? [y/nly
Executing pre scripts....

Executing pre sripts done.

--- Starting SMU Activate operation ---
Performing SMU ACTIVATE on all members

*Oct 28 13:24:41.563: $SINSTALL-5-INSTALL AUTO ABORT TIMER PROGRESS: Switch 1 RO/0:
rollback timer: Install auto abort timer will expire in 7200 secondsOct 28
13:24:43.259: $INSTALL-5-INSTALL AUTO ABORT TIMER PROGRESS: R0/0: rollback timer:
Install auto abort timer will expire in 7200 seconds

*Oct 28 13:24:43.222: SINSTALL-5-INSTALL AUTO ABORT TIMER PROGRESS: Switch 4 RO/0:
rollback timer: Install auto abort timer will expire in 7200 seconds

*Oct 28 13:24:43.192: $INSTALL-5-INSTALL AUTO ABORT TIMER PROGRESS: Switch 3 RO/0:
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rollback timer: Install auto abort timer will expire in 7200 seconds
*Oct 28 13:24:43.134: SINSTALL-5-INSTALL AUTO_ABORT TIMER PROGRESS: Switch 2 R0/0:
rollback timer: Install auto abort timer will expire in 7200 seconds
*Oct 28 13:24:43.825: SINSTALL-5-INSTALL AUTO_ABORT TIMER PROGRESS: Switch 5 R0/0:
rollback timer: Install auto abort timer will expire in 7200 seconds [1] SMU ACTIVATE
package(s) on switch 1
[1] Finished SMU_ACTIVATE on switch 1
[2] SMU_ACTIVATE package(s) on switch 2
[2] Finished SMU_ACTIVATE on switch 2
[3] SMU_ACTIVATE package(s) on switch 3
[3] Finished SMU_ACTIVATE on switch 3
[4] SMU_ACTIVATE package(s) on switch 4
[4] Finished SMU_ACTIVATE on switch 4
[5] SMU_ACTIVATE package(s) on switch 5
[5] Finished SMU_ACTIVATE on switch 5
Checking status of SMU ACTIVATE on [1 2 3 4 5]
SMU_ACTIVATE: Passed on [1 2 3 4 5]
Finished SMU Activate operation

install activate: Reloading the box to complete activation of the SMU...
install activate will reload the system now!

Chassis 4 reloading, reason - Reload command
reload fp action requested
rp processes exit with reload switch code

watchdog watchdogO: watchdog did not stop!
reboot: Restarting system

Initializing Hardware...

System Bootstrap, Version 16.12.1r [FC6], RELEASE SOFTWARE (P)
Compiled Thu 02/13/2020 12:36:08 by rel

Current ROMMON image : Primary
C9200L-24T-4G platform with 2097152 Kbytes of main memory

boot: attempting to boot from [flash:packages.conf]
boot: reading file packages.conf

A4 A A A

Oct 28 13:26:55.653: $BOOT-5-BOOTTIME SMU TEMP ACTIVE DETECTED: R0/0: install engine:
SMU file /flash/cat9k_lite iosxe.16.12.03.CSCvt72427.SPA.smu.bin active temporary...
SMU commit is pending

Oct 28 13:26:55.912: $BOOT-5-BOOTTIME SMU TEMP ACTIVE DETECTED: R0/0: install engine:
SMU file /flash/cat9k_lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin active temporary...
SMU commit is pending

Waiting for 120 seconds for other switches to boot

FHAH A HE

Switch number is 4

All switches in the stack have been discovered. Accelerating discovery

show install summary 2~> R&ZEFA L TSMU R r—Y 77 ANDT 7T 47
bR LET, WFOT77ANVNEEII Y FENTWRNEZD, AT —H A
Xu T9,

Device# show install summary
[ Switch 1 2 3 4 5 ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
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C - Activated & Committed, D - Deactivated & Uncommitted

Type St Filename/Version

SMU U flash:cat9k lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin

SMU U flash:cat9k lite iosxe.16.12.03.CSCvt72427.SPA.smu.bin

IMG C 16.12.3.0.3752

Auto abort timer: active on install activate, time before rollback - 01:50:16

SMU NNy r—y 757 A VvEaly bLET,

Device# install commit

install commit: START Sun Oct 28 13:34:42 UTC 2035

Oct 28 13:34:45.202 $INSTALL-5-INSTALL_START INFO: RO/0: install engine: Started
install commit

*Oct 28 13:34:45.146: $INSTALL-5-INSTALL START INFO: Switch 1 R0O/0: install engine:
Started install commitinstall commit: Committing SMU

Executing pre scripts....

Executing pre sripts done.

--- Starting SMU Commit operation ---

Performing SMU_COMMIT on all members

*Oct 28 13:35:24.436: %PLATFORM-4-ELEMENT WARNING: Switch 1 R0O/0: smand: 5/RP/0:
limited space - copy files out of flash: directory. flash: value 84% (1599 MB) exceeds
warning level 70% (1337 MB).
*Oct 28 13:35:30.587: %PLATFORM-4-ELEMENT WARNING: Switch 1 R0/0: smand: 2/RP/0:
limited space - copy files out of flash: directory. flash: value 74% (1412 MB) exceeds
warning level 70% (1337 MB). [1] SMU COMMIT package(s) on switch 1

[1] Finished SMU COMMIT on switch 1

[2] SMU COMMIT package(s) on switch 2

[2] Finished SMU COMMIT on switch 2

[3] SMU COMMIT package(s) on switch 3

[3] Finished SMU COMMIT on switch 3

[4] SMU COMMIT package (s) on switch 4

[4] Finished SMU COMMIT on switch 4

[5] SMU COMMIT package(s) on switch 5

[5] Finished SMU COMMIT on switch 5
Checking status of SMU COMMIT on [1 2 3 4 5]
SMU COMMIT: Passed on [1 2 3 4 5]
Finished SMU Commit operation

SUCCESS: install commit /flash/cat9k lite iosxe.16.12.03.CSCvt72427.SPA.smu.bin
/flash/cat9k lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin

Sun Oct 28 13:35:52 UTC 2035

Oct 28 13:35:53.789 $INSTALL-5-INSTALL COMPLETED INFO: R0/0: install engine: Completed
install commit SMU

JJ22-Vore stack-24TE#
*Oct 28 13:35:53.749: SINSTALL-5-INSTALL COMPLETED INFO: Switch 1 R0/0: install engine:
Completed install commit SMU

showinstall summary =~ &AL T2y MR LET, SMU /Ny 7r—
CIFANDA LA =, T T 47, Ay FIMTbRLE LTL, AT —X
¥ c TY,

Device# show install summary
[ Switch 1 2 3 4 5 ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted
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Type St Filename/Version

SMU C flash:cat9k lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin
SMU c flash:cat9k lite iosxe.16.12.03.CSCvt72427.SPA.smu.bin
IMG C 16.12.3.0.3752

Bl : SMUDA VR b—)L BRTyTTA+EX, TFIP: #EMA)

WIZ, 3AT 77t AZEHLTCSMU RNy r—2% A4 VA =T 50%RLE
T, ZIZTIE, SMU R —V T 7 A LR Y E— | (TFTP) vl —3 3 VIRES
nEJ,

1

SMU R r— 7 7 A LEBMLET,

Device# install add file
tftp://172.16.0.1//tftpboot/folderl/cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin

Jun 22 11:32:27.035: $INSTALL-5-INSTALL START INFO: R0O/0: install engine: Started
install add
tftp://172.16.0.1//tftpboot/folderl/cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin
Jun 22 11:32:27.035 $INSTALL-5-INSTALL START INFO: R0/0: install engine: Started
install add
tftp://172.16.0.1//tftpboot/folderl/cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin
Downloading file
tftp://172.16.0.1//tftpboot/folderl/cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin
Finished downloading file
tftp://172.16.0.1//tftpboot/folderl/cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin
to flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin

install add: Adding SMU

install add: Checking whether new add is allowed

--- Starting initial file syncing ---

025335: *Jun 22 2020 11:32:26 UTC: $INSTALL-5-INSTALL START INFO: Switch 1 RO/0:
install engine: Started install add
tftp://172.16.0.1//tftpboot/folderl/cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin([1]:
Copying flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin from switch 1 to
switch 2

[2]: Finished copying to switch 2

Info: Finished copying flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin to the
selected switch (es)

Finished initial file syncing

--- Starting SMU Add operation ---
Performing SMU ADD on all members
[1] SMU ADD package(s) on switch 1
[1] Finished SMU ADD on switch 1
[2] SMU ADD package(s) on switch 2
[2] Finished SMU ADD on switch 2
Checking status of SMU ADD on [1 2]
SMU ADD: Passed on [1 2]

Finished SMU Add operation

SUCCESS: install add Mon Jun 22 11:32:56 UTC 2020

Jun 22 11:32:57.598: $INSTALL-5-INSTALL COMPLETED INFO: RO/0: install engine: Completed
install add SMU flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin

va7igEavo R )



. install

SRFLEEIATUFR |

Jun 22 11:32:57.598 SINSTALL-5-INSTALL COMPLETED INFO: R0/0: install engine: Completed
install add SMU flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin

ECSG-SEC-C9200-24P#

025336: *Jun 22 2020 11:32:57 UTC: $INSTALL-5-INSTALL COMPLETED INFO: Switch 1 R0/0:
install engine: Completed install add SMU

flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin

show ingtall summary =2~ R&2#H L GEMEZ MR L ET,

Device# show install summary

[ Switch 1 2 ] Installed Package(s) Information:

State (St): I - Inactive, U - Activated & Uncommitted,

C - Activated & Committed, D - Deactivated & Uncommitted

SMU I flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin
IMG C 16.12.02.0.6

Auto abort timer: inactive

2. SMURY T —UT757A4NET 77 47 LET,

\}

(BIOFEINET) SMUR Y 7r— 7 7 A VEIBNTH7-OICTFTP 28 L, TFTPTit
w77y valTr7747ICLET, @@

Device# install activate file flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin
install activate: START Mon Jun 22 11:37:17 UTC 2020

Jun 22 11:37:37.582: $INSTALL-5-INSTALL START INFO: R0/0: install engine: Started
install activate flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin

Jun 22 11:37:37.582 $INSTALL-5-INSTALL START INFO: R0/0: install engine: Started
install activate flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin

install activate: Activating SMU

025337: *Jun 22 2020 11:37:37 UTC: $INSTALL-5-INSTALL START INFO: Switch 1 RO/0:
install engine: Started install activate

flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin

This operation may require a reload of the system. Do you want to proceed? [y/n]n

WD LY showversion 2~ REMFHLT, N—Ta U EHRLET,

Device# show version

Cisco I0S XE Software, Version 16.09.04

Cisco IOS Software [Fuji], Catalyst L3 Switch Software (CAT9K LITE IOSXE), Version
16.9.4, RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2019 by Cisco Systems, Inc.

Compiled Thu 22-Aug-19 17:30 by mcpre

<output truncated>

SMU NN r—2 774 NVvEaIy bLET,
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Device# install commit

install commit: START Mon Jun 22 11:38:48 UTC 2020
SUCCESS: install commit Mon Jun 22 11:38:52 UTC 2020
Device#

BH ANy r—=URaly bR T r—FR@YD RSN THERT 5 2 L L

i‘@_o

Device# show install summary

Active Packages:

tftp:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin
Inactive Packages:

No packages

Committed Packages:

tftp:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin
Uncommitted Packages:

No packages

install .

Device#
BHEav R =i AN B
show install A VAR =Ry = VIZBT AR E

FORLET,
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. ip ssh bulk-mode

SRFLEEIATUFR |

Ip ssh bulk-mode

BX DA

AU R TIHIE

AUk E—F

X7 =/t (SSH) 7SV T T —HEREE— Ra A 2 —7 /I3 H100E, Za—rL o
7 4F¥ a2l —varE—RCipsshbulk-mode 2~ REHHLET, ZOF—KE2T 1 &—
TNCT A, 2oa<vry Ron ka2 ERLET,

ip ssh bulk-mode
no ip ssh bulk-mode

Zoa<xy NIIBIEELIIF—U— NI A,
SSH —45E— RREFED > THERA,

Ju—n)Lar7 4 ¥ 2 b—3 3 (config)

avy FERE

FREDHA KS14 Y

1)1)—2R EEANE

Cisco I0S XE Amsterdam 17.2.1 = oo~y RANEASHE LT,

SSH {5t — R&MHAT DL, KEODT —HIGREEFE) 70—V XY DAL—T v b7 3 —
VU AL EEE CEE T, A —ORELEIEHAT 57201, BX 27 a B —HEEN (L
INFE LI, ZOBRMEIE. D7 7 A VEREBIEL B L T, CPURAEY R EDT AT LY
V=A% XV HETHID, RERT 7 A NVEEET H72HO ip ssh bulk-mode =< > K
EENCTDHZ 2B LET, VATLAY Y—ARKEICE—RFERNTWDHHAE, 20
av U REFHLARNTEEN, WBERT 7 ANVEENET LD, Z0avwy ReT 4

t—7 iz LET,

\}

GE) o —HETF — HEREE— L, BFEANRN—ZAFE2EIARY 2 — A5 _X— 2D SSH ¥ —HERRE &

3l

PR—FLTWER A,
o —EF—HHEEE— RNiZ, SSH A=V 3 0 1 T AR—FERLTOHERE A,

«ip ssh bulk-mode =~ > R34 R—T/L|Z7e > TV 54, ip sshwindow-size 2~ > &
RIELRNTL7EE 0,

WIZ, SSH = "T—HE7 —ZHGEE— REANCT D61 2R LET,

Device> enable

Device# configure terminal
Device (config)# ip ssh bulk-mode
Device (config) # exit
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ip ssh bulk-mode [JJj

EEav> R

avy kR

B

ip ssh window-size

Secure Copy Protocol D 1 &
RO A XEEHLET,

SRATLEBOATUR .



. 12 traceroute

12 traceroute

B DEREA

aAvU kR E—F

SRFLEEIATUFR |

LA4¥2 hL—R)b— b —REEHTTRICIE, Fe—)b a7 4F¥al— g F—
KTl2traceroute 2~ > RZfEHALEd, LA ¥2 hL—A)b— h—REHEHNTT BT,
Zoawry FonoBRNEERALET,

|2 traceroute
no |2 traceroute

COa=y FIZEBIEELEEF— TV —FEH D A,

Ju— )L a7 4 ¥ ab—3 a3 (configh)

avy FERE

FEREDHA FS14 Y

)= EENE
Cisco 10S XE Fuji 16.9.2 Zoawr R¥BEMEnE L,

LA¥2 hL—2AV—MNIT 74V FTIIAEDIR->THEY, 22— F—=% 755 Fn b=

)b (UDP) R— K 2228 TY A= 7V/rv FABHEET, UDPAR— K 2228 AL TCTL A ¥ 2
ML —2— N BT A2, Fe— UL ar 7 4 Fab—3 3 2 F— R Tnol2traceroute
avr REMEHLET,

WIZ, 12traceroute 2~ REEALTLA ¥ 2 L —AL— FERETHHZ2RL
i‘j‘o

Device# configure terminal
Device (config) # 12 traceroute
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| v27L88a<UF

license air level .

license air level

CiscoCatalyst 7 7 A, a7, BIOT 7 IV F—ra AL v FIERINTNDETAL YL A
Ay hr—FTAIRR A BV AZRETHICIEL, Fe— L a7 4 X¥al—i gy F—F
Tlicenseair level 2~ > FEZ AN LET, T 74/ FRECETICE. Z0avr FonolB
REEHLET,

licenseair level { air-network-advantage [ addon air-dna-advantage ] | air-network-essentials [
addon air-dna-essentials ] }

no licenseair level

BX DA air-network-advantage  AIR Network Advantage 7 A Z > A L~ULZ#E L £,

addon air-dna-advantage  ({£&) 7 RA4 > ® AIR DNA @ Advantage 7 { &> A LUl % 7%
ELET,

ZDOT KA AT 3 1% AIR Network Advantage 7 1 & > A Tfi
ATED, 774V FDTA L ATY,

air-network-essentials AR Network Essential 71 &2 2 L~UL &R E L £7,

addon air-dna-essentials (&) 7 N4> ® AIR DNA @ Essential 7 A &2 2 L~L & 3% GE
L\ijﬂo

DT FA A7 3 i AIR Network Essential & A & o & Cfifi
TEFET,

A9V K FI4J)Lk AIRDNA Advantage 237 7 4 /L b DT A £ A TT

ATV R E—F Ja—)b a7 4¥alb—3 3 (Device(config)h)
vy FERE )1)—2x EERNE

Cisco I0S XE Gibraltar 16.10.1 Z@pa~<y RREAINE LT,

CiscoIOS XE Amsterdam 17.3.2a Z o< RiZ, 2OV UV —XTEAINLRY > —2
LIcAY— I A4 B AT, glEfEEHBLOENT S Z
ENTEET, FECO VTR, EHEOTA RF714 )
7 varEBRLTIESN,

ERLEDOHA RS4y RV —EHHLIEAY— T A 2 AOBEE T, licenseair level =~ > R&EH LT, #
A VAR U ATHERENTVWAEITA B ALV EERE LY, 8 AV AZ L ATT R
VIARVABBMFRE L=V THIENTEET, £EITY o— FEIZHEDNZRY £7,
BRETXDEIA B R TIRDOEBY T,

* AIR Network Essential

SRAFLEEOTUR .
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. license air level

* AIR Network Advantage
» AIR DNA Essential
* AIR DNA Advantage
DNA 7 A & A% HTH L7254 1%, AIR DNA Essential & 7213 AIR DNA Advantage 7 1 & >

ALV E L, WIFREIIUIZ 72 - 72 R 5 C Network Advantage & 72 1% Network Essentials ¢ 7
ABSALIVICBATT D Z LR TEET,

B L CWATRTOT ZVEARAL » MIBWT, 2y he—50—EDMH 7 v /35 ¢ ZF|H
4572812, Cisco DNA Center 7 A &2 ANNLIEETI,

FEAMZ OV TCIE,  [Cisco Catalyst 9800 Series Wireless Controller Software Configuration Guide| %
ZIRL TS0,

451
Wz, AIR DNA Essential 7 A £ A L~UL AR ET BH 2R LET,

Device# configure terminal
Device (config)# license air level network-essentials addon air-dna-essentials

WIZ. AIR DNA Advantage 7 1 & A L~-UL &R ET DB 2R L ET,

Device# configure terminal
Device (config)# license air level air-network-advantage addon air-dna-advantage

| BRZSEN R
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license hoot level .

license hoot level

TNWRAATH LW 7 =2 T IV AZRITHIZE, Fn—bar7 4 F¥a2lb—g
v F— RTlicensebootlevel 2~ REZfEALET, T _TOY T T =T T4 B AETFA
AADLEIRT A2, —oa<wry FonBEXadHLET,

license boot level base-license-level addon addon-license-level
no license boot level

X DA base-license-level 2« o FDiE) L1, #i] : network-essentials

R AREREART A AT DO LB T,

* Network Essentials

* Network Advantage (Network Essentials % 7 ¢2)

addon-license-level 345 54E, F7 L 7THEOETEHM THRETE 2BMT A £ A,
AR T KA T A2 A TRDEBY TT,
* Digital Networking Architecture (DNA) Essentials

* DNA Advantage (DNA Essentials % & 7¢)

SR EFEoAL R BRESHEA A—UTAL v FHERBLET,

aAvY R E—F Jsa—s)b ary7 ¥ 2 b—3 3 (config)
2% REE yy—2 KENE
Cisco IOS XE Fuji 16.9.1 ZoOa<wry RRNEAINE L,

HEALDHA K51 > licenseboot level =~ > FIZRoD BIIZAH L £
cTFTABLADE T T L—RET v ST L— R
 FHI T A 2 A LYLIRT A £ A OAINME L B
T T TV —=RIALBLADI VT
Ioawy RiE, BEDES 2—ADTALE L ALY TTART 7 F v THREEN TS T A

U AR TR L BEINTETA BV ALV TEETALIICTA BV AL T TR
TV TFxEHELET,
A v FHEIO—FRTHL, FABVV AL VT TANTIIF ¥ TCARAEZ— T v T a7
X2l —alOREIZTA B ABHDINE ) PBHERINET, REICTA B AR
bHGE, TOTARATAAL v FREHLET, T4 BV ARRWEGSE, 748U X
AT TARNT T F X TA A=V TTIA B ARHERINLET,

va7igEavo R )
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. license boot level

« W7 — REHIE T A B ABBIRGNOE G, TA B AL LT TART I F X THEED
BERBICHE ST T A L ARHER SN ET,

cRESNTZT— b TA B ART TIZHIBRYIIUZ R > TWBEHEE, 4BV AL VT TR
FNZ7 7 F ¥ CEBIZE-TITA B ADRHERINET,

I WIZ, AZA v FO&EY o— R network-essentals 7 1 & > 2 2 Fhbd A1 2R
LET,

Device (config) # license boot level network-essentals
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licensesmart (/' A—/\)L A>T 4Fal—3Y) .

licensesmart (FO—/N)La>TJ4xXal—>3Y)

B A A K A1 Cisco Smart Software Manager (CSSM) <° Cisco Smart Licensing Utility

(CSLU) . F7=1% Smart Software Manager 4> 7' L' I A (SSM A7 L3I X) L OBEITSE
M2 F 7 AR=FE=FRLURL R EDT A & AEEDOBRE LTV, ARSI LA — Tk
DRz EL, 74 B AR LA — K (RUM LR — R ([ZEFD 50, EI3ERAT
AUENG HEREBETHICIE, Fa— a7 X2 L— 32 F— RClicensesmart
Ay REANLES, 7740 MEIZRERTIZIE, a2~ Fono A HEH L E7,

licensesmart { custom_id ID |enable |privacy { all | hosthname |version } | proxy { address
address_hostname | port port } | reservation | server-identity-check |transport { automatic |
callhome | cslu | off |smart} |url {url |cslucdu_or_on-prem url | default | smart smart_url |
utility secondary _url } |usage { customer-tags { tagl |tag2 |tag3 |tag4 } tag value |interval
interval_in _days} | utility [ customer_info { city city | country country | postalcode postalcode |
state state | street street } ] }

no license smart { custom_id | enable | privacy { al | hostname |version } | proxy { address
address_hostname | port port } | reservation | server-identity-check |transport |url {url |cslu
csu_or_on-prem url | default | smart smart_url | utility secondary url } | usage { customer-tags {
tagl |tag? |tag3 |tag4 } tag_value |interval interval_in_days} |utility [ customer_info { city
city | country country | postalcode postalcode | state state | street street } ] }

BX DA

custom_id ID ZOAT Y 3 2 CLL T T& 303K —
FEhTWEREA,
enable ZOF—U— NI CLLTITFERESNET R, BRE

LTHRIIHY FHA, A~v—FT AU RITHE
WCHN 2> TWET,

privacy { al |hostname |version } CSSM T3R5 SN A FERRIL L R — D FFEDIE
HERNTEXET, WOFT T a o nbBIRLE
j‘o

call - TRTOBEE TRANRO T A & 2 AFRD
HaikfE LET,

e hostname : BIENH AR M4 ERI L E97,

sverson : BENLHFBA VAX L ADT—T =
Y RDOR=T g UERERSLE T,

va7igEavo R )



. license smart (/' A—/YL 3>V T4FalL—>3Y)

SRFLEEIATUFR |

proxy { addressaddress _hosthame | port
port }

CSLU £ 721LCSSM & 7 A & o A Atk i % R 9
HlDIZTeX T ERELET, 2FEV, FTUR
AR — hE— R73 license smart transport smart
(CSSM) F 7213 license smart transport cslu
(CSLU) DHEIIDI, ZDOF T a &L
TTRFPUERETEET,
7=72L, b7 AKR—FE— K& LTlicensesmart
transport cslu 425 SSM A7 L I A EBH T
E. FA B AR ORI 7 v F 3R E T
TEHE A
WOA T a v wERELET,
» addressaddress hostname : 7’27 KL A%
address hostname(Zid, 7B X T OIPT KL A
FIIARA N EALET,

eportport : 7 ¥R — hERELET,
portiZix, YuX R —  ESEANLET,

reservation

TA v ATRIRREEL A ETITERHIC L ET,

G¥) ZOA T aiE, CLI THEHTE £
T, TA B ZAOFRINEM SN
Wiz, R v—=FHLZA~Y— |
TAR VU T ORRECITEAINE
A,

server-identity-check

HTTP X =27V —_DOID Fx= v 7 2HHEFIT
MM L ET,
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licensesmart (/' A—/\)L A>T 4Fal—3Y) .

transport { automatic |callhome |cslu | i A > A HZ 2 A A CSSM & DOIEE I 4 5 s
off | smart } EE—RERELET, ROLT TV arnbHE&ERL
e

« automatic : 55 EF— Fcdu & EL E 7,

« callhome : #5%5F — F & LT Call Home ZH%)
W LET,

ecsu: izt E— FE LTCTCSLU AN L
T, TN T 7 /L hOEREE— R TT,
CSLU & SSM A > 7L I 20O HFIZ[HE L F—
U— RAWEA SN ETH, URLNBEZD 97,
W DFTD cducslu_or_on-prem url Z & L T<
2SN,

eoff : B A L AR U AMSDOTRTOBER
ML FET,

esmart : A~v— MEEEANLET,

va7igEavo R )
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. license smart (/' A—/YL 3>V T4FalL—>3Y)

url {url |cslucslu_url | default | smart
smart_url | utility secondary_url }

. DATLEEIOTUR
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licensesmart (/' A—/\)L A>T 4Fal—3Y) .

BEINFEBEE—FOURLEZRELET, KO
F T a i BERLET,

eurl :

fiikE— R & LT callhome Z % iE L T

HEHIT. TOF T arERELET,
CSSM URL WD X 5 IZIEREIC AT LET,

https://software.cisco.com/#module/SmartLicensing

nolicensesmarturlurl =~ > RiZ, =74/ k
D URLIZFREY £,

*cdu

cdu or_on-prem url : F 72 AKR— FE—

F&acdu & LTRELTWAEAIX, K
Jin U T CSLU F£721XSSM A4 > 7' L 2 2A® URL
PHEHL TS a v 2RELET,

CSLUZMEHA L TWAIEAIR, kDX HIT
URLZ A LET,

http://<cslu ip or host>:8182/cslu/vl/pi

<cslu_ip or host> IZIX, CSLU &A1 A
k— L L 7= Windows &5 A kDR A F4R°
IP7 RLVRAZADLET, 8182 (LA — |
F5THY, CSLUNMEM T HME— DR —

MEBTT

nolicensesmart url cslu cslu_or_on-prem url
o< Rk
http://cslu-local:8182/cslu/vl/pi L:E )

=7,

SSMA > 7L 2 ZA%&EH L TWAEAIE.
KDEXHSIZURLEZ AN LET,

http://<ip>/cslu/vl/pi/<tenant ID>

<ip>|ZiE, SSMA T LI RAEA A h—
N LT = NDORA M ETZIZIP T R
A& AT LFET, <tenantID>1%T 7 # /L b
Dua—F )N NN—F )L T H 7 FNDIZT
LHMENDY FT,

ek SSM A7 L I A6 URL 4
HrigcEEd, #4715
UU—2 (17.3xLAK%) o~
=7 a7 4F¥alb—
vary A RT, [9stem
Management] > [Smart
Licensing Using Policy] >
[Task Library for Smart

va7igEavo R )
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. license smart (/' A—/YL 3>V T4FalL—>3Y)

Licensing Using Policy] >

[Retrieving the Transport URL
(SSM On-Prem Ul)] #ZH L
TL7ZE,

nolicensesmart url csu cdu_or_on-prem url
o< N
http://cslu-local:8182/cslu/vl/pi (ZR Y

=7,

o default : F%E SN TV DERIEET— RIZ L - THR
B ET, ZoF T arTiE, smartBLI O
cdu HREE— ROZ N R — b ILET,
AR E— RS cdu ICRE SN TW A A
license smart url default Z5% &3 5 &, CSLU
URL /X H B E S NVET

(https://cslu-local:8182/cslu/vl/pi) o

HADEE— RS smart [Z3%E SN TV DA,
license smart url default ZFREd 5 &, A~v—
N URL IZHEICERE SNET

(https ://smartreceiver. cisco.can/licservice/ license) °

smart smart_url : 5% 4% 4 7L LC smart &%
ELTWAESIX, 2047 a 2R ELE
-hImL%&®;9_E%_AﬁLiTO

https://smartreceiver.cisco.com/licservice/license

IOFTvarERETDHE, VAT AIX
license smart url url ©H &2 URL O#E L%
B LEd, BEET LI MUV ITERTE F
T, ZHUL ORIV ESH D £ A,

nolicensesmart url smartsmart_url =~ > RiZ
774V O URLIZEY £,

- utilitysmart_url : Z DA 7> 9 % CLI Tldff
ATcEEINnIAR—rIhTnEdA,
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licensesmart (/' A—/\)L A>T 4Fal—3Y) .

usage { customer-tags { tagl |tag2 [tag3 R LA — N DR T EAR L ET, KkOAT

|tagd } tag_value |interval interval_in_days : o . z-2piEcx £,

:  customer-tags{tagl |tag2 |tag3|tagd}tag value :
TULARNIHOT =2 ETNVIED D LTI %
EFRLET, RRAODDOLFH| (L7134 )
EEFRCTEET,

tag value IZi%, EET DX 7V DX FIIEZ
AN LET,

interval interval_in_days : L A"— MO B
ERELET, 74/ FTiE, RUM LR—
ME30 BZEICEESNET, Ao
PRI 1 ~ 3650 TJ,

ZOEEEaIIRETHE, WHINLOARY
T ORENRICEER <. RUM LAR— M
EEEINEFA, Tk, CSLU 721X CSSM
DZAEMNCH D AREMEN S D hAR e VICHEH &
nET,

Pl REWEEZZEL, @EZ A 7hF 7
IZRRE SN TV D54 interval_in_days &
Ongoing reporting frequency (days) : DR Vi—
EDOM T, EO/hSWIREHSNET, 7L
ZIE. interval_in_days7y 100 [ZF%E SAL, RV
\‘/_‘@1[575) Ongoing reporting frequency
(days) : 90 DA, RUM LAR— M990 H Z &
(CEfE SN ET,
MRAZREES. 774V MR ARRSE. v
N FEFRIZZERICAR Y O — I K> TRIE S
nWET, ez T4 MEBEDHT, R
WHZ A2 ADBBHEH SN TODEE, R
Uy —TUR—= bR RE LIRS NATND &
RUM LAR— MIFESNEEA,

utility [ customer_info { city city [country = o473 5 I CLUCIZFERENE T, HR—
country | postalcode postalcode | statestate | <y, T VEH A,
| street street } ]

AvY K F74J)k  CiscolOS XE Amsterdam 17.3.1 LARf : A~— 7 A B ART 74/ P THNI 2> TV E
‘dAO

CiscoIOS XE Amsterdam 17.32a LA : RV o —% A L7 A~— T A4 U TET 7 40
N CTHIZ 2> TWET,

va7igEavo R )
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. license smart (/' A—/YL 3>V T4FalL—>3Y)

aAvU R E—F

Global config (Device(config)# )

2v L KRR

FEREDAA RZA Y

Jy—2 ZENE

Cisco 10S XE Fuji oo~y RRAEASHE LY,

16.9.2

Cisco I0S XE RY o=l LAY — R TL B AT, ROF—U— K LEHNE

Amsterdam 17.32a A Xy % L7-,
curl ¥F—U— RO FIZ, ROAT v a rPREBASNE L,
{ cducdu url | smart smart_url }
stransport ¥ —U— RO FIZ, kDOA T a rBNEAIRE L,

{cdu |off }
EHIT, T 74 NOWEEH A 7 H callhome 225 cdu lZAEE S
F L7z,

 usage { customer-tags { tagl |tag2 |tag3 |tag4 } tag_value |interval
interval_in_days }

license smart global =2~ RORDF—T— K & EEITFE LS, CLI
TIFEHATE <7V £ L7 : enable, conversion automatic,

Cisco 10S XE SSM A 7L I AP R— bR BASNE LIz, SSM A 7L I A&

Amsterdam 17.3.3 TORYLA A H o ZABERLEE OSA . BEFED [no Jlicense smart url
csducslu_or_on-prem url =~ X SSM 4> 7L 2 2D URL D% E L
HAR—bLET, 7L, SSM A7 LI A THEZ URL BT
http://<ip>/cslu/vl/pi/<tenant ID> TTO

RETHVENRD LT D T U AR—FE—Fb, BfFOa~> R
(license smart transport cslu) T,

EL7Z LA — MRS (licensesmart usageinterval interval_in days =~ K) [k~ #
fnA Y AZ AP RUM LR — R E2FETDHEENREY £7T, A7 Y a— /L ESNT-RHFRE @
BRELE —HT 256, WA A2 AF, A7V 2 — VSN L 7o, &K 4
EfH] RUM LAR— R OREERAAE T, (BEEERFZOIC) ZATHLAR— FEET
ERWGES, VAT AERIREE 155y FLET, BERESMEEESNDLE, LR
MMRIE L — DN RBICRE LIEIZR Y £7,
HWEFEEOGEICERRINDARELRH DV AT LA yE—Y

I%. %SMART _LIC-3-COMM _FAILED T¥, ZDxF—%fFk L, LR— MEBOMHEEE TS
DHIECHONWTE, 4 T2V V=R (173xB) OV 7 by =7 HREHNA KT, [System
Management| > [Smart Licensing Using Policy] > [Troubleshooting Smart Licensing Using Policy |
LTS TEEN,

o« T =BT AR —Df (61 L—3)
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licensesmart (/' A—/\)L A>T 4Fal—3Y) .

REX A 7L URL O (61 ~=X—)

MEAPRDLL AR — FOA T a v Dfl (62 ~—)

FT—RTSA4 1N —DH

WiZ, Za—s )b a7 ¥ alb—3 a2 F— RTlicensesmart privacy =~ > R&#H LT
TR T T AN —EEERERET H61% 8 LET, showlicensestatus i /11213, % E i
RN ERRINET,

TTAR— MEBITEE SN EEA,

Device# configure terminal
Device (config) # license smart privacy all
Device (config)# license smart transport callhome
Device (config)# license smart url
https://tools.cisco.com/its/service/oddce/services/DDCEService
Device (config) # exit
Device# show license status
<output truncated>
Data Privacy:
Sending Hostname: no
Callhome hostname privacy: ENABLED
Smart Licensing hostname privacy: ENABLED
Version privacy: ENABLED

Transport:
Type: Callhome
<output truncated>

BIL L VARV ADT—T )y hONA—T g T ESNREEAL

Device# configure terminal
Device (config)# license smart privacy version
Device (config) # license smart transport callhome
Device (config) # license smart url
https://tools.cisco.com/its/service/oddce/services/DDCEService
Device (config) # exit
Device# show license status
<output truncated>
Data Privacy:
Sending Hostname: yes
Callhome hostname privacy: DISABLED
Smart Licensing hostname privacy: DISABLED
Version privacy: ENABLED

Transport:

Type: Callhome
<output truncated>

g5k 2 4 7 & URL 45

WIZ, Z7a—rL a7 4 X alb—v 3 E— RTlicensesmart transport 3 X UM licensesmart
url 2~ REMH LT, HEZ A 7O—faET 5642~ LE7, showlicenseall /712
X RESNHFERBPERINET,

FZ AR —F :cdu:

va7igEavo R )
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Device# configure terminal
Device (config)# license smart transport cslu
Device (config)# license smart url default
Device (config) # exit
Device# show license all
<output truncated>
Transport:
Type: cslu
Cslu address: http://192.168.0.1:8182/cslu/v1/pi
Proxy:
Not Configured
<output truncated>

ko AKR—F : smart :

Device# configure terminal
Device (config)# license smart transport smart
Device (config) # license smart url smart https://smartreceiver.cisco.com/licservice/license
Device (config) # exit
Device# show license all
<output truncated>
Transport:
Type: Smart
URL: https://smartreceiver-stage.cisco.com/licservice/license
Proxy:
Not Configured
<output truncated>

FRARRLER— DA T3 o nf

Wiz, Fa—)b a7 X2 lb—i g F— FTlicensesmartusage =~ > RZ&#ffl L C,
EHRM L A — hO—# 25 ET 2414~ LET, showrunning-config i )1l &E 7z
BN ERINET,

customer-tag 4" 3  DERIE :

Device# configure terminal

Device (config) # license smart usage customer-tags tagl SA/VA:01
Device (config)# exit

Device# show running-config | include tagl

license smart usage customer-tags tagl SA/VA:01

BAEHSNTHWDLRY =50 b VIAALTZ LR — FMERORE

Device# show license status

<output truncated>

Usage Reporting:

Last ACK received: Sep 22 13:49:38 2020 PST
Next ACK deadline: Dec 21 12:02:21 2020 PST
Reporting push interval: 30 days

Next ACK push check: Sep 22 12:20:34 2020 PST
Next report push: Oct 22 12:05:43 2020 PST
Last report push: Sep 22 12:05:43 2020 PST
Last report file write: <none>

<output truncated>

Device# configure terminal

Device (config) # license smart usage interval 20
Device (config) # exit

Device# show license status

<output truncated>

Usage Reporting:
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Last ACK received: Sep 22 13:49:38 2020 PST
Next ACK deadline: Nov 22 12:02:21 2020 PST
Reporting push interval: 20 days

Next ACK push check: Sep 22 12:20:34 2020 PST
Next report push: Oct 12 12:05:43 2020 PST
Last report push: Sep 22 12:05:43 2020 PST
Last report file write: <none>

<output truncated>
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. license smart (4%#& EXEC)

license smart (43#E EXEC)

KGRI — FOESREITERA, VY —AFEAPRGEHE LA —F (RUM LAR— ) OfRfF,
A VAR ANDT 7 A NDA AR — b, Cisco Smart Software Manager (CSSM) & Of5HED
ST, CSSM & 7z Cisco Smart License Utility (CSLU) . & %\ i Smart Software Manager A4
YFLI A (SSMA LT LI R) EOBUGA R ZADEM, BEA L AZ L ANEDTA
T AEROHIBRR ED T A £ AKREZBET H121F, ST HF—U— FEi351 5z s
& L CHFHE EXEC £ — R T licensesmart =~ > R A L £,

license smart { authorization { request { add | replace } feature name { all |local } |return { all
|local } { offline [ path ] |online} } |clear eventlog | export return { all |local } feature name |
factory reset | import file_path | save { trust-request filepath_filename | usage { all | daysdays |
rum-id rum-ID |unreported } { filefile path} } |sync {all |local } |trustidtoken id_token value
{local |all } [{force}]}

BXDEREA

smart A= TIA RV ADET TV a R L ET,

authorization A — FEERT D, FRFAR - NI4Ty a 2Rt LT
@—O

FRRE = — FIE, AR E 7= R O 2 A T DT A o A m Al
HT 258 IZOHMETT,

request i — K% CSSM, CSLU (CSLU % CSSM 7> H7&8 22— R &2 Efs) |
FIESSM AT LI ANGLHERL, DO a— RER A 2% R
A A= LET,

add FRENTTA B R ERFOER — RICEMLUET, HLVWER T —
RIZiZ, BEOKR a— FOFT_RTOITAS B A LHERINZF (4B
ANEENET,

replace BEFORRa— FE@EE#x £79, FLVAEARa— ik, Zkank
TARLADHRNEGEENE T, BIEOKRBI—RFOTRTDOIT AR
NI NET,

IOFxTvarEANTLHE, iAo AK AL, HIBRSND KR —
NZxHGET 74 B ANERAFChHLLINE I EER LET, 74 F
VABMMEREN TV AEGATE, ST 2HREZ BN T5 L9 1
TT—RAob—UNERINET,

feature_name AR — FEERT DT A & ZD4H,

all SR MY Yy b7y T TETRTORA VAZ L RIK LT 7 a v
BETLET,

local TIT 4 TR AZ AR LT 7 a 2T LET, 2h

NTF TV NDOF T g T,
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license smart (4%54% EXEC) .

return

CSSM DT A B AT —)VICEKFEa— RF2ZIKLET,

offline file_path

LA VAR A CSSMIZEER STV ARNWI EEERLET, AR
a—RNEA 794 0 TiRENET, ZDF T arTiEH, BV ﬂ*—l\é‘*
T ANMIHITTHHERH D F9,

77 A NERET B RS ARIET B L bTEET, 77 AAMBAIL, o
72 EOBRIRY THRAEEOFRICT B 2 LR TEET,

FTTA T TV a VEBIRT BRI, CLIRRRELEZ 7 7 A VB R
Da—hKzat' =L TCSSMIZANT S, &V HBMOFIAZFATT S
VERH Y £,

online

B A AR AREGE— R THAHAZ L EEWRLET, AR a— NiE
CSLU <° CSSM ([CEFER ENFE T,

clear eventlog

LA VAR AP TR TDAR v T Ty A Ve VT LET,

export return

B S A2 ADEEF— 2R LET,

factory reset

BIGL A VARV ADPBIRGFEESNTWATRTOITA B AERE 7 VT
LET,

import
filepath_filename

@ WA VAR ATy ANEA R— P LET, T AT, EKRBa—
VEBEa—F, FRER) DT A NTHDIEERHD T3,

filepath filename (Zi%, %t (7 7 A VA& &) #HEELET,

save

RUM LAR— MBI — FEREZRGETHA SV a v et LET,

trust-request
filepath_filename

T 0T 4 TIREA AL ADEE A — RERZRE LTCGETIC R AT
L/iﬁ—o

filepath filename (Zi%. 7 7 A L DRI A (7 7 A VA% ET) HHEE
L\i‘g_O
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usage { all [days RUM L R—k (T4 o 2 FERRMIER) 2HBE LB TcRELE

daySIIDHTm-id F. ROWTHIDF T a v A ETBLERD Y £,
runm-

unreported } { file  <all : T XTDRUM LAR— F&RFLET,

fil th

lle_path } « daysdays : ifiZEn HiE GREDH ZH<) ORUM LR— R Z2R7FEL
F9. FEEEATILET, AREHIFIL0 ~ 4294967295 T,

72X, 3 ANTHE, BE3IHMORUM LR— FREFESH
iﬁ—o

erum-ld rumrID : ¥ L7~ RUMID %775 LE 7. OB &FIX
0 ~ 18446744073709551615 T,

s unreported : T RTORPED RUM LR— F ZRIFELET,

file filepath_filename : 57 L 7= IR VLG H A 7 7 A MITRAF L £ 97
T 7 ANDHEE SR (T 7 AN EET) BEELET,

sync {all [local } CSSM F7-1Z CSLU, H»BWMESSM Ao 7L I 2 LEH LT, ETD

TR EEZELET, ZHZiE, REFPORUM LA — DT v 7a—

K., ACK Je&ED Xy va— R, BLOREL A V2 Z o AR T OEER

a—F, Ba— R, RU—DnEENET,

KONTNDLDOLT T a2 AN LT, B, v RAEZ 2% ELET,
cal : @AY 8Ty P TITRTOREA A X A% L TR
WZEITLET, ZOF 7 a v 2BRTHE, B AZ A
ERIMERNIZH AT TOUDIDOY 2 FHEELET,
elocal : ERAEETAHAT VT4 7RI A AR, DEVHY

DOUDNZK L TOARMEETLET, 2B T 74NV FDOAF T Vg
T,

trust idtoken CSSM & DfEHHTE D EEpi AT L £,
id_token value

ZOFT v ara2EAT5IIE &I CSSM AR—Z VT h—27 &4
T D MENH Y £, id token_value |l S - b—2 EEFRE L

N
force B — RN A VA Z AT TICFET HHETH, EEa—F
FERAZEEFELET,

EHEHz— NZ, MR 2220 UDIIC/ — ey 7 EnE$, UDI
DT TICBRFEESNTWDEE . CSSM 1Z[F U UDI OFH Bk L2 T L%
Hh, forcex—U—RKZAJTHE, ZOER EEXINE T,

A< K574k CiscolOS XE Amsterdam 17.3.1 LAFT : A~ — s T A B ART 7 4L THZIZ/R > TV E
-g‘o
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license smart (4%54% EXEC) .

CiscoIOS XE Amsterdam 17.3.2a L& : RY v —2fEH LIz A~— T ALV U TIET 740
FCHBIZ RS> TWET,

ATV R E—FK F#HE EXEC (Device#)
av Yy FER Jyy—x ERERNE
CiscoIOSXEFuji ~ Zopa~r RBAEASHE LR,
16.9.2
Cisco 10S XE BY L — Bl LT A~— hFABL AT, ROF—T— R LM

Amsterdam 17.3.2a ASHEL,

 authorization { request { add |replace} feature name { all |local } |
return { all |local } { offline [ path] |online} }

« import file_path

* save { trust-request filepath filename |usage { all | daysdays | rum-id
rum-ID |unreported } { filefile_path } }

esync {all |local }

* trust idtoken id_token_value { local |all } [ force]
licensesmart =~ > KOO F—U — R EAFIIPEL S, CLI Tidfl
AT& <RV EL],

* register idtoken token_id [ force ]

* deregister

*renewid { 1D |auth }

» debug { error | debug |trace |all }

» mfgreservation { request |install |install file | cancel }

* conversion { start | stop }

Cisco 10S XE SSMA 7L I ZADYR— b EAINE Lz, U Y —ZEAPRDLIE

Amsterdam 17.3.3 LAR— K (RUM LAR—F) OfRfF, A S AZ L ASDT 7 A LD
AR — b, WA A Z o AOFRB, FEREa— RORHE, SSM A>T
LI AEBTORGA L AZ U ANLDT A2 AMEROHIRRE, T
AL ABEDOX A7 B FEITTEET,

FERHEDHA KSq4 EEI—FOLES

license smart trust idtoken =< > REZRET HEED force 7> a v Da—R 7 —RZ : 1 DD
N=F X LT AT MIEENTWLTXRTORE A A2 o RZFL =2 VEEHTEE
T, BA VA ANLIODT AT NInBROT Ty MIBE LGS (& 20X, Bl
DNR—=F Y VT H T bO—ETHDE e AR EICBMESn=z0) | BFoEHE=— %
FEEXTDHILENMEBEIZRDIGAENDY £,

va7igEavo R )
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SRFLEEIATUFR |

T4t 2 AERDHIBR

licencesmart factoryreset =~ > R&Z A4 56 &, & =2— K, RUM LARR— K Y T3To
TA B AER EHPOT A 2 ERS) B 4/2&/2#E%%éhi¢ EDT
O, Zoawy NiE, 8lihA A X A RAT 554 (Return Material Authorization

(RMA) ) . itikﬁ%:?ﬂ°yF#éﬁA’@ﬁﬁﬁfél&%%ﬁbiToit\

A AR RIS T A & AFEREHIBRT D RNIZ CSSMIZ RUM LR — F 215 L £,
ZhUE, CSSMIZHEFT OMAMRIMIE RN EENTND Z & ZEET 5720 TT,

nlﬁ\n.l—tj_ F&?'ft/Z%%’]
AL — R TA B APRICEET 247> a

* CiscoCatalyst 7 7 A, a7, BEIORT 7V T —va AL v FOWT IS & i 48
AV AERIFTEHT A B AR N2, kOa<wy RiF@EHInERA,
« license smart authorization request { add | replace } feature name { all | local }

* license smart export return

« KT & HAREZR SLR AR 2 — ROEAIL, ROAT > a UREAATREIZ /2> T\ D%
ERH Y F9,

license smart authorization return {all |local } { offline [ path ] |online}

151
o T4 ' AMERRDIERORTH] (68 ~~—)
cfEHHI—FDOA A F—LDf] (69 ~<—)
¢ SLR /KGR a2 — K& K3 H] (69 ~<—)

4t o AERKREFERDREFH

WOBNE, B A LV AZ L ADT A AFRHRIERERTFT 2 HEEZRLTC0ET, 20
F T arvEFERALT, 27Xy Xy FT—I DULR— FEGERH-TZENTEET,
ZOBITIEH, T ANMTET T T o2 A VITRFES . IRICTFTP OB AR a B —SnFE
7,

Device> enable

Device# license smart save usage unreported file flash:RUM-unrep.txt
Device# copy flash:RUM-unrep.txt tftp://192.168.0.1//auto/tftp-user/user0l/
Address or name of remote host [192.168.0.1]7

Destination filename [//auto/tftp-user/user01l/RUM-unrep.txt]?

11

15128 bytes copied in 0.161 secs (93963 bytes/sec)

RUM L= b &7 7 A WITRIF LT R, (M2 —=Fy MTERLTWDH Y —27 AT =3
VR Cisconr ) CSSMIZT v 7 u— KT 2058 RHY £,

| BRZSEN R



| v27L88a<UF

license smart (4%54% EXEC) .

EEI—FDA 2R F—ILOF

WOHNT., (Bl — FRTTICHRBA U AX L RITA VA R LENTWAEAIC, (ElE=a—
REA LA M—=NTBEHEEZRLTWHWET, 2T, CSSM~OEFEFENMLE T, EERA
v A h—/L%% D show license status ) /15 2 ¥k iZx L £,

B a—RE2A VA F—LT DRI, h—2 U ZERMRL, CSSMMOLXST 77 AL E X T
yua— RTHXLERHY £9,

FER 2 MEERd AT, show licensestatus =~ > K (Trust Code Installed:) Z{EHA L ET,

Device> enable
Device# license smart trust idtoken
NGMwMjk5mYtNZaxMSOONzMZmtgWm local force
Device# show license status
<output truncated>
Trust Code Installed:
Active: PID:C9500-24Y4C,SN:CAT23441L4GH
INSTALLED on Sep 04 01:01:46 2020 EDT
Standby: PID:C9500-24Y4C, SN:CAT2344L4GJ
INSTALLED on Sep 04 01:01:46 2020 EDT
<output truncated>

SLRAFEI— K& RY I

WOFNE, SLRAR 2 — F2HIBRL GRI HFEEZRLTWET, ZZ2TE, a— R34 774
VTCIRENFET (CSSM ~D#EFE /2 L) o IEWIZIK I =% @ show licenseall H 7161 & kIR
LEd,

Device> enable

Device# license smart authorization return local online

Enter this return code in Cisco Smart Software Manager portal:

UDI: PID:C9500-16X,SN:FCW2233A52V

Return code: Cr9JHx-L1x5Rj-ftwzgl-h9QZAU-LE5DT1-babWeL-FABPt9-WrlDn7-Rp7
Device# configure terminal

Device (config) # no license smart reservation

Device# show license all
<output truncated>
License Authorizations

Overall status:
Active: UDI: PID:C9500-16X,SN:FCW2233A5ZV
Status: NOT INSTALLED
Last return code: Cr9JHx-L1x5Rj-ftwzgl-h9QZAU-LE5DT1-babWeL-FABPt9-WrlDn7-Rp7
<output truncated>

CLIRIRIE L7 7ANAMBRY a— RE2abt™ — L TCSSMICANT S, LWHiBINDOFEE
FEITTHMLERDH Y 7,
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SRFLEEIATUFR |

line auto-consolidation

R Y7 — ROBEHEFROREZ H—BfRICHEAET 2I2E, Z7a— L a7 1 Falb—
v 3 v F— KT lineauto-consolidation =~ > &M L £9, [FRREREDOBEHAITT 7 +
b R THMNZ /2> CTWEJ, CiscoIOS XE Bengaluru 17.4.1 205 Z D 22~ > Ko no X%
L CHBEGZ B TE £,

line auto-consolidation
no line auto-consolidation

B DEREA

AR R FI4ILE

ATV R E—F

auto-consolidation [ UY 79— ROEKFEIROHRE 2 H—[AE]
\—Tf‘/h = LET

BEWRAIET 7 4V F CTEDC/ > TOET,

Jua— ) ar7 4 Xalb— gy EF—R (config)

2v Y KRR

J1)y—= EERNE
Cisco 10S XE Bengaluru 17.4.1 Zoawry RRBEMENE L,

KIZ., lineauto-consolidation % 5% & L 72356 O ARERMERK (NVGEN) Z'ut®ADH
Iz R U ET,

Device# show run | sec line
line con O

stopbits 1

line vty O 4

transport input ssh

line vty 5 9

transport input all

Device# configure terminal
Device (config)# line vty 10 15
Device (config-line) # transport input all
Device (config-line)# end
Device# show run | sec line
line con 0

stopbits 1

line vty 0 4

transport input ssh

line vty 5 15

transport input all

%IZ. nolineauto-consolidation iR L7236 DO ARFEREMA KL (NVGEN) 7't &
OH I E R L ET,

Device# show run | sec line
line con O

stopbits 1

line vty 0 4

transport input ssh

line vty 5 9
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transport input all

Device# configure terminal

Device (config) #no line auto-consolidation
Device (config)# line vty 10 15

Device (config-line) # transport input all
Device (config-line)# end

Device# show run | sec line

no line auto-consolidation

line con 0

stopbits 1

line vty 0 4

transport input ssh

line vty 5 9

transport input all

line vty 10 15

transport input all

line auto-consolidation .

va7igEavo R )



. location

location

SRFLEEIATUFR |

Ty RS horr—va AFRERET DL, Fe— b ar 7 4 Fal—va vy E—
RFClocation =~ > RZHEHALET, vr—a VEREHIRT212E, Zoa~<2 Kono

e LET,

location {admin-tag string | civic-location identifier {hostid} | civic-location identifier {hostid} |
elin-location {string |identifier id} | geo-location identifier {hostid} | prefer { cdp weight
priority-value| lldp-med weight priority-value| static config weight priority-value}

nolocation {admin-tag string|civic-locationidentifier {hostid} |civic-locationidentifier {hostid}
| elin-location {string |identifier id} | geo-location identifier {hostid} | prefer {cdp weight
priority-value| lldp-med weight priority-value| static config weight priority-value}

B DR

i
&

admin-tagstring

BEL 7 EI23YA MERERELET, TR0V
A MERE/IT 0 r— 3 SR,

civic-location

Wwhinsr—a UERERELET,

identifier

#timr—vay, Bansr—yar MW 04
ATz E LE T,

host

AR NOE T r— g oM R E% L E
ﬁ—o

Wiy — gy, Baar— gL, MEGREFTOL
ﬁﬁo

GE) LLDP-MED A A v F TLV TOHHinr—3 3
YD ID X250 3o FUAFICHIRESUE T, R
A v TFREFIHEHTEL RNy 77 AR—X
T2 T— A ve—U%EEET BT,
¥ r— g IDICHREESNZTRTO
e r— a2 AEROBRIKDR 03250 /31
Mz 72V I LET,

elin-location

Banls—ra U (ELIN) 3 ELET,

geo-location

HIFRZEMA e r— a UERAERE L ET,

prefer

oy —3 g U NEROY—ADTI5AF VT 4 R ELE
‘g—o

ATV R FI4ILL T 7 AN NOBERHEIZH Y EH A,
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location .

avy RERE

FEREDHA FS1 Y

J1)—=x EERNE
Cisco I0S XE Fuji Zoawy RBREHEAINE LE,
16.9.2

location civic-location identifier 72—/ L a7 4 XaL— g avy e ANk, &
nr—vararZ4X¥al—yvarE— RPBIET, location geo-location identifier
Jua—s)arZ 4 Xalb—raryavry Re ANk, VA er—rvaryary7 ¥ b—
var E'— KRB ERET,

#finr—a o ID X250 31 R EEATIER D £H A,

BRANIDIEAR b0 — g ROHBRZE N 2R G AR E LE T, ID AR A R TR
WIEE, IDIEA v H—T = A ATHRTE Z-BER T V7 L — N EEtinr— =
YIETEERLET,
host ¥— U — Ri&, 714 A0 #EF«R L £7, identifier & host ¥—U— N&fEH LT
ERRERA T n r—Ya v AT v a IR T TY, Mifins—vararv s Fal—vay
T— R CTROEHinr—var A7y a v ERETEET,

- additional-code : B HiR r—v a3y a—REHELET,

- additional-location-information : JBAI#L i 7r— = UM ARE LET,

«branch-road-name: 77 > F Do — R4 ZREL£7,

« building : & DOFEHREZRE L £7

e city : i ERELET,

. country : 2 X5 1SO 3166 DE =2 — K& E L F 7,

e county : Al AR ELET,

edefault : 2~ K25 7 4L MEICRE L7,

o division : TTOHR DL T ZRE L E7,

cexit : Hfinr—vary ar7 4 Xalb—vary ET—REKTLET,

e floor : BEEARELET,

e landmark : BEI & R 2 M OEHEHE L E T,

« leading-street-dir : B4 &MU G-I HFAEHEL ET,

ename: FE{EEAZRELET,

* neighborhood : %A /X—7 v RERERE L £,

eno: fEEESNIH T r—vary F—2%ELSL, T 74NV MEEZRELET,

e number : B4 FEHIZ 5% E L £ 7,

« post-office-box : FAEM Z i E L 7,

- postal-code : B{HEF S A5 E L 7,

« postal-community-name : B2 I 2 =7 4 HEZHRTELE T,

« primary-road-name : FEBEROARTZHE L E T,

« road-section : JEEOXMAZRE L 7,

eroom : HEOIEHMEZHE L E T,

DO HRERELET,
. state : MOAFTEFRE L E T,
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« street-group : BT & FHD 7N — T E L ET,
- street-name-postmodifier : A4 FEHDOHRIORA NET 4 77 AT HRELET,
« street-name-premodifier : T4 FZEHOLZFIO T VET 4 77 A TEHELE T,
« street-number-suffix : FTZFEHOFZ DYV 7 4 v 7 AEHFRELET,
- street-suffix : ATAFE ROV 7 ¢ v 7 A %FELET,
» sub-branch-road-name : 35 X B2 L7ZBEA 2 E L E T,
« trailing-street-suffix : &Ik < T4 FHOY 7 ¢+ 7 AR ELET,
« type-of-place : HHTDO X A T HFELET,
e unit : BALERELET,
WP r—Yay ar 7 4 X ab—v gy F— RCROMBZF e r—y g UIERE

fRETEET,

e dtitude : EHIDERZPEL. A— P, F2FT7 40— FEATRELET,
o latitude : ., 4y, POBERBREZRTE LT, ®AIX-90 ~90 E T4, EOfEIE, JRE
XvdtmiofrEs R LET,

« longitude : £, 43,

TP OREDEMAZ R E L E T, #iPHIL-180~ 180 T, IEDOMHIL,

7YV =y VRO RAOMEE R LET,

- resolution : F& & RREDGEREA R E L E T, DERELIEELRWEES. 10mDT 7+
IV MEDSTEEE &R D3 fiFRE/ N T A — X I ShvE T, BELREDLA. HfRiEDH
AT A— PV THIE SN ET, HMEEEOEIT/ NI THIRETE £,

sdefault : 77 4V hDOBEMEIZ L > T, HEMMELZRELET,

cexit : I m r—y g a7 4 X¥al—vary T—RFEKRTLET,

eno : FEESNIHIER) R T A= ZER L, 774/ MEZRELET,

alr—a YTV 27 4 E—7 273 5%, no Ildp med-tlv-select location information
VH =Tz AT 4 Falb—varavr REEHLET, 7740V TR, v —v 3

> TLV 134 x— 7 IZ

REESNTWET,

ROFITIZ, AA vy FIZHdivr— a AAFRERET 2 lEZRLET,

Device
Device (config-civic) #
config-civic) #
config-civic) #
config-civic) #
config-civic) #
config-civic) #
config-civic) #
config-civic) #
config-civic) #

Device
Device
Device
Device
Device
Device
Device
Device

config) # location civic-location identifier 1

number 3550

primary-road-name “Cisco Way”
city “San Jose”

state CA

building 19

room C6

county “Santa Clara”

country US

end

FE A EERT A 1Z1%. show location civic-location 45 EXEC =~ > R&Z A LET,
WOBTIE, A vF LTBREar— 3 UBERARETHHFEEZRLET,

Device (config)# location elin-location 14085553881 identifier 1

PRE X R HI21E. show location elin ### EXEC =2~ > R&EZ AN LE7,
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location .

WIZ, AA T, HBRZEf v r— a UFRERET 202~ L ET,

Device (config)# location geo-location identifier host
Device (config-geo) # latitude 12.34

Device (config-geo) # longitude 37.23

Device (config-geo) # altitude 5 floor

Device (config-geo) # resolution 12.34

BRE S AT HIERZE IR 22 5 P OFEM 2 # o 9 £ 12I,  showlocation geo-location identifier
av s R LET,

va7igEavo R )
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. location plm calibrating

location plm calibrating

7 T4 7 2 FONSZRIAE (CCXS60) ERZRET HICIE, /r—rb a7 ¥
L —3 = ¥ %&— KT location plm calibrating =~ > R&#H L £,

location plm calibrating {multiband | uniband}

BX DA multiband B3 {1 & 417= 802.11a F 7213 802.11b/g FEAR TOFMIEK Y T4 7> h DA%
HESEREZRELET,

uniband  BELF T 54072 802.11a/b/g HER T ORI Y 54 7 o b DS ZIBIEE R 245
ELET,

ATV R FI4NN T AN NOBEERMEITH Y A,

avY RE—FK sa—s\)aryz 4 Fal—ra v

av Y FERE )1)—2x EERNE
Cisco 10S XE Fuji Zoavwry RRNEAINE L,
16.9.2

ERLEDHA KSqy H—OERT ZA47 2 Maid,  (BERPT 2713 R T, 24GHz & 5 GHz O 5 DT
HLEWETE S & LTH) uniband DR £, BREOBER Y 74 7 > ML, multiband 737%
MHET,

Wiz, BEATT 5072 802.11a/b/g EERR T ORMIE 7 T A 7 o b D/ AR I E R A 7%
ETHEIERLET,

Device# configure terminal
Device (config)# location plm calibrating uniband
Device (config) # end
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mgmt_init

B DEREA

AR TIAIE

mgmt_init .

A —PFxy MEHKR— M EYHLT 212X, 7 — be—%F— K Tmgmt_init 2~ > K&
L/\jzj_‘o

mgmt_init
ZOavwy FIESIBEELITF—TV—RNEIH Y A,

T 74N FOBERERSH D EH A,

aAYU R E—F 7= b=

avy FER J1)y—=x EEAR
Cisco 10S XE Fuji Zoawry RNREAINE L,
16.9.2

FRLEDODHA KS14 Y

3l

A —H %y MEBR— FDOF Ny ZHzOZ, mgmt_init 3~ FEERL X,

ROFITIE, A=Yy MERR— ML T 2 HEEZ R LET,

Device: mgmt_init

SRAFLEEOTUR .
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mkdir

SRFLEEIATUFR |

RESNTETZ 7 ANV AT AN EOT 4 V7 B ZERT 5101, 77— b —FE—F
Tmkdir 2~ FE2FEHLET,

mkdir filesystem:/directory-url...

B DEREA

AR TFI4ILE

AR E—F

filesystem: T7ANY AT LDITA YT A, USBAEY 25 4 v 7 OYA1E. usbflasho:
L ET,

[directory-url... {Ek+ 25 4 L2 U DARITT, T4 L7 MULAITAS—ATRYY £,

T 7 v N OEWERMEIZH W FH AL

T—hu—=4

avy FERE

HEREDAA K1Y

)1)—2R EEAE

CiscolOSXEFujil6.92 Zppa<w RPNEAINE LT,

T4 L7 MUATIE, RXFLNFRERIShET,

2T yva () BIHEETE LT 4 V7 MYAIETRK 127 XFTY, 74 L2 FUAIZIEH
MHCF, A=A HIBRXT, A7 vya, 5l Elans] apq3ERTE EE A,

i
WOBITIX, T4 L7 b U Saved Configs Z1ER9 % iz~ L %7,

Device: mkdir usbflash0O:Saved Configs
Directory "usbflash0O:Saved Configs" created
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more .

more

12U EO7 7 A NVONEEZERTHIZIE, T—ro—FF—FTmorea~> FEFHALE
7,

mor e filesystem: ffile-url...

X DA fleytem 7> ANV AFADZA VT A, VAT AR—K 75 v a F1 ZI21F flash:
ZEMAL £,

flilewrl... FRTH77ANDNRZ (F4 L7 b)) BROLRITT, 77 A VAT AN—Z
T £9,

ARV R FI4NAL  T AN FOBEREIZH Y EE A,

v R E—F T—hrr—4

avy FEE )1)—2 EERE

CiscolOS XEFuji16.92 o~y RAEASHE LT,

FEHREDAA KSq4y 77 ANMNBBIOT o L7 FUAIZ, RKCFENDLFEXBILET,
T7ANDY A NERELIELAEIT. &7 7 A VORNENIRICR RS ET,

#l Wio. 77 A NOWNEEFTFT D HET LET,

Device: more flash:image file name

version suffix: universal-122-xx.SEx

version directory: image file name

image system type id: 0x00000002

image name: image file name.bin

ios image file size: 8919552

total image file size: 11592192

image feature: IP|LAYER 3|PLUS|MIN DRAM MEG=128
image family: family

stacking number: 1.34

board_ids: 0x00000068 0x00000069 0x0000006a 0x0000006b
info_end:
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. no debug all

no debug all

AL FOT Ny TN T HI21E, FiME EXEC £— KT nodebugall =~ R&fHLE
R

no debug all

ARV R FI4INAL  T7AN FOBERLEIZH Y EE A,

aAavYRE—FK FMe EXEC

av > FERE J1)y—x FERNE

CiscolOSXE VU —2 161 Zha~vy RREAINE L,

Bl WIT. AL 9 FTF Ay 7Bt 5657 L £,

Device: no debug all
All possible debugging has been turned off.
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rename .

rename
T ANDAFIEERTHIZIE, 7—har74¥alb—rarE— RCTrenamea~> K%
AL ET,
rename filesystem:/source-file-url filesystem:/destination-file-url

BX DA filesystem Tr ANV AFADTEA YT A, USB AEY AT 4 v 7 OEEIL,

usbflash0: = L ¥ 5,

Isource-file-url TDORA (T4 7 b)) BIOTZ 7 A4 V4TY,

[dedtination-file-url gL v <2 (F4 L 27 FU) BEIORT7 7 A NVELTT,

ATV R FI4NN T ANV NOEERMEITH Y A,

IRV R E—F T—bhe—H

avy FEE )1)—2 EEAR

CiscolOSXEFuji16.9.2 =pa<y RpNEASHE LT,

FREDHA KSq4y 77ANABLOT 4 L7 FUAIE, RICTFE/NTFERGILET,

AT vva () MICEETED2T 47 FUAIIKRK 127 LFTY, 74 V27 b UAITIEH
s, A=A HIBRXT, AT via, BIAM, BEIavy, andEHTEERA,

FBETED 7 7 A NIRRT LT TT, 7 7 A NAIIEHIEISC T, AX—A HIBRSCT,
AT wva, BIAMK, BEIavy, agifFEHTEERA,

Bl WORFITIL, 7 7 A /L config.text D4 ij % configl.text |[ZZ8H L £,

Device: rename usbflashO:config.text usbflashO:configl.text

T 7 ANDARINER SN0 E D D EERT 51X, dir filesystem: 7' — b —4 =2
~ U REANNLET,

va7igEavo R )
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. request consent-token accept-response shell-access

request consent-token accept-response shell-access

PIRNZAER SN2 T ¥ Lo DI T D RE b — 7 VINE A EET 5121E, request consent-token
accept-response shell-access =~ > K& H L 9,

reguest consent-token accept-response shell-access response-string

BX DA

BX BTLL]

response-string INE BRI UTHNEREELET,
AT R E—F F¢HE EXEC E— K (#)
avy RERE )1)—=x EEANE

Cisco IOS XE Gibraltar 16.11.1 Zoavwy RREAINE LA,

ERLDHA RSA > WELTINE, Fx¥ Ly POERMNBI0FUNICANT RERH Y 4, AJLAaNEFv
LU UNEIREINICAR YD T LWTFy LUV OERNDMNEIZ Y 9,

1
KIZ, request consent-token accept-response shell-access response-string =~ > KO 165 % 7~
L%,

Device# request consent-token accept-response shell-access

% Consent token authorization success
*Jan 18 02:51:37.807: %CTOKEN-6-AUTH UPDATE: Consent Token Update (authentication success:

Shell access 0).
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request consent-token generate-challenge shell-access .

request consent-token generate-challenge shell-access

VAT LY VT AT DEE b= o F v Lo VR AR T DI, request consent-token
gener ate-challenge shell-access =~ > & H L £,

request consent-token gener ate-challenge shell-access auth-timeout time-validity-slot

BX DA

X B

auth-timeout time-validity-slot VI NVNT IR ARERT DA LAy b
(43) ZHELET,

¥eHE EXEC E— K (#)

AU kRE—F
avy FERE 1)1)—=x EEAR
Cisco IOS XE Gibraltar 16.11.1 Thavwr  RREAINE LA,

EREDHA FS14 Y

VAT LYV VKT AER LIS A LAy SBRHIRRYINICR D L. By a VITEEIMIIZ
BT LET,
VAT AV VT TR ADERKKBE A LT U MITHETT,

!l
KIZ, request consent-token gener ate-challenge shell-access auth-timeout time-validity-dot =~ >~
ROz~ L ET,

Device# request consent-token generate challenge shell-access auth -timeout 900

Dev1ce#
*Jan 18 02:47:06.733: $CTOKEN-6-AUTH UPDATE: Consent Token Update (challenge generation

attempt: Shell access 0).
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. request consent-token terminate-auth

request consent-token terminate-auth

AUk E—F

VAT LY KT BRE b — 7 = A DEREK T 5I2IE. request consent-token
terminate-auth =~ > R&ZHHA L £,

request consent-token ter minate-auth

¥eHE EXEC E— K (#)

avy FERE

FEREDHA FS14 Y

Y= EENE
Cisco IOS XE Gibraltar 16.11.1 Thavwr  RREAINE LA,

VATFAYINT I EADYF VA TIE, oA EKTLTH, KBEALT Y MNRET S
FTHAGRITK T LEE A,

VAT AV VT 7B AOHNEERK LT D, request consent-token terminate-auth =< K
ZIHTRHNCRITT D Z LIk o T, VAT LAY = VOKREZHEK T T D & /R L £,

request consent-token terminate-auth =~ > R&fEH L CBIEDORAELZ K T Lizhda, =—W
WY AT LY 2 VT 78 AT HBICHERIE S 0 ANMNEEITR ) £3,

£l
I, request consent-token terminate-auth =~ > KOl &2~ L 9,

Device# request consent-token terminate-auth shell-access
% Consent token authorization termination success

Device#

*Mar 13 01:45:39.197: %CTOKEN-6-AUTH UPDATE: Consent Token Update (terminate
authentication: Shell access 0).

Device#
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request platform software console attach switch .

request platform software console attach switch

AUNAAL v F TRy va s ERBT AT, FiHE EXEC £ — KT request platform software
console attach switch =~ > K& H L £,

N

GE)

AHB x T AL »F (Catalyst 3650/3850/9200/9300 A A ~F) TlE, ZDa~wr REAZ v
NAaryy—LTtyarZlET 555 ICOMEHTE £9, Catalyst 9500 2 A v F T
X, 2@ o< RN Stackwise Virtual Ty v 7 v 7 TORYR—FENET, A NNZAA v F
Ty arzZBT56Z L3 TCEEFA, 7740 FTIE, TXTOaL Y —/WEITTIZT
IT AT THDHID, TIT 47 mary)—LTryaraET 58RIz T —I1220 %
R

request platform software console attach switch { switch-number | active | standby } { 0/0 | RO }

BX DA

aAavv R TFI4ILk

aAvU kR E—F

switch-number 2w FFSAEE L £7, HETX DL ~9 TT,

active TITF 4T AL FEIEELET,

GE) ZOFIHIL, Catalyst9500 A A > F T AR— FENTWEREA,

standby AL N, AL v FEFRELET,

0/0 SPA-Inter-Processor A1 > h7230 T, XA N0 THHZ L HEELET,
GE) IOF T avBAR XU T AL v TF L EBIERALRNTLE
IV, FRUI= T =20 £9,
RO N—hk oty 2oy bR 0THAHZ EEIRELET,

TN NTIE, AZ Y ITHNDTRTCDAL v FIET 7T 47 TY,

et EXEC (#)

avy FERE

FEREDHA RS14 Y

3l

)1)—=x EEAR
Cisco I0S XE Fuji Zoawy RNEASINE L,
16.9.2

W]

AR N AA T TRy v a rERIIFT 1203, RUNCEETEDNCTILERHY 7,

W, ARUNA AL v F LDy g 275057 LET,

Device# configure terminal
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. request platform software console attach switch

Enter configuration commands, one per line. End with CNTL/Z.
Device (config) # redundancy

Device (config-red) # main-cpu

Device (config-r-mc) # standby console enable

Device (config-r-mc) # end

Device# request platform software console attach switch standby RO
#

# Connecting to the IOS console on the route-processor in slot 0.
# Enter Control-C to exit.

#

Device-stby> enable

Device-stby#
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reset

BXDEREA

AR FIAILE

reset .

VAT ATHN—RIEy FEETTHICNE, V—ha—FE—RTreset a~2 RZFETLFE
T, N—FKUty h&EITH &, T ZOEBEFRUIEZICERZHRATHFIEL FEEIZ, 72

ot LURAX BXOAEY ONENHESINET,
reset
Za=wy RZIBIEELITFT—U—RIb ) A,

T 74N OBEREIRSH D EH A,

AR E—F 7—hr—=¥

avy FERE )1)—= EERNE
Cisco I0S XE Fuji Zoavry RPREAINE L,
16.9.2

3l

ROPITIZ, AT 6%V kY FTLHEEZRLET,

Device: reset
Are you sure you want to reset the system (y/n)? y
System resetting...
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. rmdir

rmdir
BESNET7ANVAT AN 1O EOZEOT L7 U REIRT 21203, 7—he—4%
EF—RFTrmdir 2~ RE2FEHALET,
rmdir filesystem:/directory-url...

X DA filesystem: T7ANYV AT LDITA YT A, USBAEY 2T 4 v 7 DAL, usbflashO:

AR TIFIbE

AR E—F

2L ET

[directory-url... Hil&4 22274 L7 FYDARZA (F4L27 M) BEOLHTITE, S 17
FUAIFAR—ATXEY 97,

T 7 4 v N OEMERMEIZH W FH AL

7—br—¥

avy FERE

HEREDAA K1Y

1)1)—2R EEAE

CiscolOS XEFuji16.92 o<y RAEASHE LT,

2Fvva () BITHEETES2T 4 V7 M ULAITRK 45 LF T, KXFE/NLFOXBBH
DNET, T4 L7 MIAIIEEESTTE, A=, BIRXF, AT via, I, BEIan
V. BXOao A TE £ AL

T4 LT MY EHIBRT AN, FIT 4L 7 PUNOT7 7 A VETXTHIBRT A2MLERHD F
j—O

TNNA AL, BT 4 V7 U EHIBRT DENC, MBE2RDLTa 7 e LET,

1
ROBITIZ, T4 V7 M) %1 DHIBRT 2 HEERLET,

Device: rmdir usbflashO:Test

T4 L7 FUDBHIBRS N E D 0 AR T AL, dir filesystem: 7 — b r— & a2+
Y READLET,
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sdm prefer .

sdm prefer
2L v FTHMTHSDM T 7 L— b ZEETHITIE, Ze— b ar 7 Falb—vay
F— FTsdmprefer =< R&MHHLET,
sdm prefer
{advanced}
X DA advanced NetFlow 72 & O 7abREZ VAR — b L £,

ATV R FI4NN T ANV NOBEBERMEITH Y A,

ATy R E—FR Ja—sN v aryZ 4 X¥al—ig

avy FEE )= EEAR
Cisco IOS XE Fuji Zoavy RREAINE L,
16.9.2

FREDHA KSq4y AZ Y7 TE TXTDRZ YT AN T 7T 477 (RFSNR—D SDM 7 7
L= T 0B DY £7,

HH B2 Z v 7IGEBMEND E, T2 T 47 IRFEESNTZSDM a7 4 X2 b—v 3 Ui,
ez ITBREENTWALET Ly FL— &2 EEXLET,

151
WIT, BERT VT L—  NERETLHHEZRLET,

Device (config)# sdm prefer advanced
Device (config) # exit
Device# reload
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. service private-config-encryption

service private-config-encryption

TTAR— R RIET 7 A NVDOREFLE AT HIZIE, service private-config-encryption =~

-
[
-

—

YREMHLET, ZOMREZENITHIE. Zoavr Fono A EA L ET,

service private-config-encryption
no service private-config-encryption

X DERHA Zoawy FIFRIEELITF—U—FNEIH Y £HEA,

ATV RFEIHIR T 7ANNOEERHEIZH Y A,

ATV R E—F Jua—s)L a7 4 Fab— 3 (config)
avy FERE )1)—= EEAR
Cisco IOS XE Fuji Zoawy RREAIRE L,
16.9.2
Bl Wi, F5 A NEEET 7 A MO AN T B %7 L E T

Device> enable
Device# configure terminal
Device (config) # service private-config-encryption

BEEavTR av U R

EIDII:I

BA

show parser encrypt filestatus| 5 ¢ ~— RRIEDHEF LA T — ¥ A% £ RLET,
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set |

set
ERAREELIIFTTHICINE, 77— o —FE— RTsat a~ REMHLET, BREE
Wﬁi\7—hm HEFITTNAA ATHE L TWAHID Y 7 N7 = 7 2814 5 7212 FH
TEET,
set variable value
BXDEREA 254 fE variableds X Otvalue D BI 2l IE, IROWT D F—T — REHHLET,

MANUAL_BOOT : 731 A D8 & HE) TIT 5 FE)TIT O hakiELET,

BB 1/Yes & 0/No T, 0 E/-IE No ICHRESNTWAHES, 77— 2—
IV AT L& BEICES L £, MOMEICRESNLTWAEAIL. 77—
0 —4%F— RNLFHTT NS AZRETHLENH Y 5,

BOOT filesystem:/file-url : HENEEIRFIZ 7 — NI X OVET SN D FATHREY 7 A
NDEIan XYY YRR aEsLET,

BOOT BBEEAKDPHREINTWRWES, AT AIX, 7I7via 7740
AT DRI G 7R R 21T > T, AN SN EITAMREA A —T %
12— R LTHETZRAALET, BOOT ZHENEEIINLTWNTSH, FHEINIA A —
/%m~%f%ﬁ#otﬁm VAT ANIT T v a Ty AN VAT AT
R LB e 7 v A VAR REN L L D & LET,

ENABLE_BREAK : t—#321 Y — L0 Break % — 4 & HEhiEHEh 7 0 & =%
ZHMICED LI £,

BEh7efEiX 1. Yes, On. 0. No. BLOOff TF, 1. Yes. F721F On TR E S
NTWAEEIE. 75 v a 77 AN AT 20 %Iz 2 Y —)L | T Break
F—%HTZ LT, HEEE Yo A PRI TE ET,

HELPER filesystem:/ffile-url : 7 — ks v —X% OfIHHLHICEINIC 2 — REh b —
RAMEZ 7 A DB I av XYY U R ML LES, ~A"—T 7 AT
T == OBREEIE LT, RNy TFEY TR LET,

PSlprompt: 7 — F B —%¥ E— ROBPHIZ, a~vr FIA4 Frnr 7 e LT
T2 CFHNERE L ET,

CONFIG_FILE flash: ffile-url : CiscoI0S 783 A 7 A3 E D AFEINM: 2 & — D Fi A
T2 77 A N EIRELET,
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BAUDrate: => Y —/LDOHR— L— MIEHTLHE Y MRy (bls) ZfEELE
T, AT 4 X2l —a 77 AMIBOFRENTRTE S ILTWRWRY | Cisco
0SY 7 by =T 7 —ba—&nbR— L— MREZMA L, ZOEE5| X
SHEHLET, FBHETE5HAIZ0~128000b/s T3, AZMEIX. 50, 75, 110,
150, 300, 600, 1200, 1800, 2000, 2400, 3600, 4800, 7200, 9600, 14400,
19200, 28800, 38400, 56000, 57600, 115200, I JTX 128000 T3,

b — A 7L, 300, 1200, 2400, 9600, 19200, 57600, 5 XX 115200 C
KR

SWITCH_NUMBER stack-member-number : A% 7 AL /8D A L "FK S IR
]\/\iﬁqo

SWITCH_PRIORITY priority-number : 2% v 27 AL RXDT T4 4V T 4 fHEZE
FLET,

AU R TIHIbE

BRIRABOT 7 4V MEX, kO LB TT,
MANUAL_BOOT: No (0)

BOOT : X)LV A FNY 7

ENABLE BREAK : No (Off £721%0) (=¥ Y —/L LT Break ¥— % L CHENELE 7 0k
AT D LIXTEERA) &

HELPER: 7 # /L MEIZH D AL (~A— T 7 A VTHBIICE— RENEETA) |
PS1 /34 A :
CONFIG_FILE: config.text

BAUD : 9600 b/s
SWITCH_NUMBER: 1
SWITCH_PRIORITY: 1

\)

ATk E—F

GE)  fEA ﬁiént RIEAEIE, BT 7ANDT T a Ty ANV AT AUREESNET, 77
ANVDFATICIE, BREERA EEFITHOT, TOEROMENEEINET,
DT 7 ANMIERENTORWERIZIHERH D THA, BRENTWIUEXLV A RY 7
ThoTHENRHY £, Null LFH (72 21T BDRESNTWAHAERIL., [RRESN
T2 TY,
2L OBREEHITFENCERZEINTBY ., T 74/ MEBRRESH TWET,

ZT—hu—=4&

avy RERE

)1)—=R EEARAR

CiscoIOSXEFuji16.9.2 = oo~y RpEASHE LT,
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EREDAARZA

set |

BRESAEBUIRILF LN FOXR R D0 | FHREEBVICANTLHEN DY £,

BEEEOBELEHIL. 75 v a 774N VATFAOMMIHDB 7T via AEVITHEEIN
iﬁ—o

WH ORI T, REARORELZLE T LLETH Y XA,

MANUAL BOOT A %%, boot manual 72— 3L a7 4 Xab— gy avy Raff
HALTERETH L TEET,

BOOT BREZA#Z. boot system filesystem:/fileurl 72— 3L 27 4 Fal—ay avy
FEMHLTRETL2ZIEHTEET,

ENABLE BREAK B5iZ5%%(%. boot enablebreak 7 m— 3L 27 4 Fal— gy a<wy
FEfHLTRETL2IEHTEET,

HELPER ERE525#01%. boot helper filesystem: / fileurl 72— )L 207 4 Fal—vay avw
VREEHLTRETDHIEHTEET,

CONFIG_FILE B84 %%1%. boot config-fileflash: flileurl 72— 3L 2307 4 FaLb— g v
av U REHLTRETHZEHTEET,

SWITCH NUMBER Eg525%¢13. switch current-stack-member-number renumber
new-stack-member-number 7' 2 — 3L a7 4 X al—v gy avry REHHALTHRET DS
EHLTEET,

SWITCH_PRIORITY EREEZ%L1X. device stack-member-number priority priority-number 7" = — /3
NAarZ 4 FXalb—vary avy FEEALTRETLIZETEET,

T—btun—FZOTarT N AN S (PS1) IZiE, HE (=) &R, BARRER T A
120 XFFE CHRETEET,

51
IZ, SWITCH PRIORITY BREiZE$ A% E T 5%~ L£T,

Device: set SWITCH_PRIORITY 2

RELXMERT HITIT, set 7—br—Favr R LET,
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. show ave client

show avc client

EALT 7V r—va OB T A IE R A2 FoRT D21, KEHE EXEC “E— KT show avc client
o< FEFEHALET,

show avc client client-mactop napplication [aggregate | upstream | downstream]

EX DA clientclientmac 75 4 7. FdO MAC 7 RLAZEELE T,

topnapplication 4Emn 27 547 hD AL IN] HOT 7V r—a v OBEEELET,

AR R FTI4INAL  T AN FOBERLEIZH Y A,

SvURE—F  FHEEXEC
av Yy FER Jyy— ZTHEAS
A

Zoawy FPHEASELRL,

&Iz, showavcclient =< > RO Z R~ L £,

# sh avc client 0040.96ae.65ec top 10 application aggregate

Cumulative Stats:

No. AppName Packet-Count Byte-Count AvgPkt-Size usage$s
1 skinny 7343 449860 61 94
2 unknown 99 13631 137 3
3 dhcp 18 8752 486 2
4 http 18 3264 181 1
5 tftp 9 534 59 0
6 dns 2 224 112 0

Last Interval (90 seconds) Stats:

No. AppName Packet-Count Byte-Count AvgPkt-Size usage$s

. DATLEEIOTUR
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show hootflash:

T AN VAT MIET AR A FRT DL, = —Y EXEC £ 7213454 EXEC £ — R T
show bootflash; =~ > RZFEH L E5,

show hootflash: .

show bootflash: [{all | filesys | namesort |sizesort |timesort }]

X DA all EE) AR T R TOT7 I v alfElhaeR
~RLET,
filesys (8 79 v as AT MERERRLE
T
namesort B HWhaE 77414 TY—FLET,
sizesort UEE) MhEs 757 A NV A ATY—FLE
R
timesort UEE) MhEZALAZ LT TY—FLE
‘d‘o
AR R FI4L L TP EXECE)
ke EXEC (#)
avy FERE )1)—x EERNE

Cisco 10S XE Fuji 16.9.2

Zoavr FRHEASHE L,

Cisco IOS XE Amsterdam 17.3.1

ROF—U—FRHEAShE LK,

* namesort

* Sizesort

* timesort

1 :

Iz, show bootflash: all ==~ FOHFIHZR L E£9,

Device# show bootflash: all

2

3

4

#- --length
4096

4096

12

50

May 11 2020 16:49:01.
Feb 27 2020 15:03:50.
May 05 2020 22:06:48.

May 11 2020 16:40:40.

0000000000 +00:

0000000000 +00:

0000000000 +00:

0000000000 +00:

00

00

00

00

.installer
.installer/issu_crash
.installer/issu_crash/fru_crash

.installer/last_pkgconf_ shasum

va7igEavo R )



. show hootflash:

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36

37

6 Feb

13 Feb

17 Feb

13 May

27

27

27

11

2020 16:33:59.0000000000 +00:

2020 21:05:35.0000000000 +00:

2020 21:05:36.0000000000 +00:

2020 16:41:12.0000000000 +00:

00

00

00

00

SRFLEEIATUFR |

.installer/install issu pid
.installer/install issu prev_state
.installer/install issu_state

.installer/watchlist

8 Feb 28 2020 18:04:31.0000000000 +00:00 .installer/crdu_frus

0 Mar 01 2020 18:01:09.0000000000 +00:00
.installer/.install add pkg list.prev.txt
1729 Mar 01 2020 18:02:54.0000000000 +00:00 .installer/install add oper.log

5 May 11 2020 16:40:40.0000000000 +00:00 .installer/install global trans_ lock

10

33554432

396

4096

80

80

2183

4096

965

630

1675

382

668

590

492

162

387

82

4096

4096

4096

4096

4096

4096

II DATLEEIOTUR

May 11 2020 16:40:40.0000000000 +00:00 .installer/install state

May

May

May

May

May

May

Mar

Dec

Dec

Dec

Dec

Dec

Dec

Mar

Mar

Mar

Mar

Dec

May

May

Mar

Mar

Mar

11

11

11

11

05

11

06

24

24

24

24

24

24

06

06

06

06

24

11

05

01

06

06

2020 16:42:37.0000000000 +00:

2020 16:41:02.0000000000 +00:

2020 16:40:42.0000000000 +00:

2020 16:40:42.0000000000 +00:

2020 22:10:45.0000000000 +00:

2020 16:40:42.0000000000 +00:

2020 21:00:51.0000000000 +00:

2019 15:23:55.0000000000 +00:

2019 15:23:55.0000000000 +00:

2019 15:23:56.0000000000 +00:

2019 15:23:56.0000000000 +00:

2019 15:23:56.0000000000 +00:

2019 15:23:56.0000000000 +00:

2020 21:00:51.0000000000 +00:

2020 21:00:51.0000000000 +00:

2020 21:00:51.0000000000 +00:

2020 21:00:51.0000000000 +00:

2019 15:24:41.0000000000 +00:

2020 16:41:29.0000000000 +00:

2020 22:11:47.0000000000 +00:

2020 18:17:15.0000000000 +00:

2020 21:01:11.0000000000 +00:

2020 21:01:11.0000000000 +00:

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

00

nvram config
boothelper.log

rpr

rpr/RPR_log.txt
rpr/RPR_log prev.txt
bootloader_evt handle.log
.ssh

.ssh/ssh_host_key
.ssh/ssh_host_key.pub
.ssh/ssh_host rsa key
.ssh/ssh_host rsa key.pub
.ssh/ssh_host dsa_key
.ssh/ssh_host dsa_key.pub
.ssh/ssh_host _ecdsa_key
.ssh/ssh_host _ecdsa_key.pub
.ssh/ssh _host ed25519 key
.ssh/ssh _host ed25519 key.pub
core

core/modules

.prst_sync

.rollback timer

gs_script

gs_script/sss
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show hootflash: .

38 4096 Apr 24 2020 18:56:40.0000000000 +00:00 tech support
39 15305 May 11 2020 16:41:01.0000000000 +00:00 tech support/igmp-snooping.tcl
40 1612 May 11 2020 16:41:01.0000000000 +00:00 tech support/igmpsn dump.tcl

Iz, show bootflash: sizesort =2~ > ROHIHZR L ET,

Device# show bootflash: sizesort

-#- --length-- --—————---- date/time--------- path

126 968337890 Mar 27 2020 18:06:17.0000000000 +00:00 cat9k iosxe.CSCvt37598.bin

136 967769293 May 05 2020 21:50:33.0000000000 +00:00 cat9k iosxe.CSCvu05574

124 967321806 Mar 23 2020 18:48:45.0000000000 +00:00 cat9k ts 2103.bin

133 951680494 Apr 13 2020 19:46:35.0000000000 +00:00
cat9k_iosxe.2020-04-13 17.34 rakoppak.SSA.bin

130 950434163 Apr 09 2020 09:03:47.0000000000 +00:00

cat9k iosxe.2020-04-09 13.49 rakoppak.SSA.bin

132 950410332 Apr 09 2020 07:29:57.0000000000 +00:00
cat9k_iosxe.2020-04-09 12.28 rakoppak.SSA.bin

134 948402972 Apr 17 2020 23:02:04.0000000000 +00:00 cat9k iosxe.tla.bin

77 810146146 Feb 27 2020 15:41:42.0000000000 +00:00 cat9k iosxe.16.12.0lc.SPA.bin
88 701945494 Feb 27 2020 16:23:55.0000000000 +00:00 cat9k iosxe.16.09.03.SPA.bin
101 535442436 Mar 01 2020 18:01:41.0000000000 +00:00 cat9k-rpbase.16.12.01lc.SPA.pkg
86 88884228 Mar 01 2020 18:01:41.0000000000 +00:00 cat9k-espbase.l16.12.01lc.SPA.pkg
104 60167172 Mar 01 2020 18:01:41.0000000000 +00:00 cat9k-sipspa.l16.12.0lc.SPA.pkg
102 43111770 Mar 01 2020 18:02:07.0000000000 +00:00 cat9k-rpboot.16.12.01lc.SPA.pkg
15 33554432 May 11 2020 16:42:37.0000000000 +00:00 nvram config

131 33554432 May 11 2020 16:42:39.0000000000 +00:00 nvram config bkup

103 31413252 Mar 01 2020 18:01:41.0000000000 +00:00 cat9k-sipbase.16.12.01lc.SPA.pkg

105 22676484 Mar 01 2020 18:01:41.0000000000 4+00:00 cat9k-srdriver.16.12.01lc.SPA.pkg

85 14226440 Mar 01 2020 18:01:41.0000000000 +00:00 cat9k-cc srdriver.16.12.01lc.SPA.pkg

va7igEavo R )



. show debug

show debug

SRFLEEIATUFR |

AA v FTHATE DT NTOD debug 2~ REF/RTHI21E, KM EXEC £ — KT show
debug =~ FaMHAL £,

show debug

show debug condition Condition identifier | All conditions

B DEREA

AR R TFIHILE

aAvU R E—F

Conditionidentifier {i /] i1 2 Sl 7O A3 E L E 3. #FHIE. 1~1000 T,

All conditions FERTRER TR TORMNMNET Ry I AT a v 2R LET,

77 4V FOBEREIZH Y EE A,

HrHE EXEC

avy FERE

FEREDHA KSA4 Y

3l

)=z EEAR

CiscolOSXE VU —216.1 Zha~y RNREAINE LT,

TNy THINECPU 7m v A TET TAF VT A BE DL THNTWDIZD, T3y 7
EATH EVAT ANFEHTERLS D2 ERHV T, LR - T, debug 2~ REEHT
LD, FFEORED ST TN a—T 4 VT, ETETAaDT 7 =T R— MEYE
EEBICRNTTINY a—T 4 TEITIGEIZBEL TSN, EHIT, debuga~ 2 RiE,
Iy NU—2 T 7 4w 73l 2= hn e XIEATL2O08KETT, Z0L9
IR 2R A TT Ny V&2 FTT5H L. debug 2~ ROMEOAHIZ L > T 2T LF
DB Z T D AREMEN D7 e 9,

KIZ., showdebug =~ > RO IFIZ R L ET,

Device# show debug condition all

F Ry T EENCT 5HI2IE, nodebugall =< REMALET,

. SAFLEEOTUR
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show env xps

Cisco eXpandable Power System (XPS) 2200 D/ 3 = v MNidsy, %E. B, BI OV AT A
EIRE R A2 £ T 51005, F5HE EXEC E— R Tshowenvxps 2~ R&EEH L EJ,

show env xps .

show env xps { budgeting | configuration | port [ al | number ] | power | system

| thermal

| upgrade | version }

BXDEREA

avU R E—F

budgeting

XPS BNV x v FORSY (BIRAY v 7 ICE %
B TRTOAL v FIHT HBHOE D % T
LAVEy M) ERRLET.

configuration

power xps £##E EXEC =1~ > K& F(T L= ROk
ExFrm LET, XPSREILXPS IZRfFSNE
9", show env xps configuration =~ > K& A /19 %
&L T 7 AN MBS OBRERBIF S ET,

port [all | number ] FTRTOR— b EITHEED XPS R— F ORIE &
AT —HAERRLET, F—FEZIEX 1~9
T7,

power XPS BIREBED AT — X A TR LET,

system XPS VAT A AT —H AEFRRLET,

thermal XPSRERT —H A FKr LET,

upgrade XPST v 7TV —RATFT—HA%2FRLET,

version XPS R— g VO ER R LET,

HikE EXEC

avy FERE

FEREDHA K42

3l

J)—R ZEEARR

122(55)SE1 Z o~y RPEASHE LT,

XPS 2200 OfE & £ HIZ1E, show env xps F##E EXEC 2~ > R&EMHA L 7,

IZ. show env xps budgeting ==~ > KD H &7~ L E9,

Switch#

XPS 0101.0100.0000 :

va7igEavo R )
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. show env xps

Data Current Power Power Port Switch # PS A PS B Role-State
Committed
Budget
———— —m————— —mm— mmmm mmmmm e e 1 - - 715 SP-PS
223
1543
2 - - - SP-PS 223 223
3 — — — — — —
4 — — — — — —
5 — — — — — —
6 — — — — — —
7 — — — — — —
8 — — — — — —
9 1 1100 - RPS-NB 223 070
XPS - - 1100 - -

IZ. show env xps configuration 2~ > RO Nl Z R L ET,

Switch# show env xps configuration

XPS 0101.0100.0000

power xps port 4 priority 5
power xps port 5 mode disable
power xps port 5 priority 6
power xps port 6 priority 7
power xps port 7 priority 8
power xps port 8 priority 9
power xps port 9 priority 4

KIZ. show env xps portall =< > RO NHIZRLET,

Switch#
XPS 010

Port name HE

Connected : Yes

Mode : Enabled (On)

Priority : 1

Data stack switch # : - Configured role : Auto-SP

Run mode : SP-PS : Stack Power Power-Sharing Mode
Cable faults : 0x0 XPS 0101.0100.0000 Port 2

Port name HE

Connected : Yes

Mode : Enabled (On)

Priority H

Data stack switch # : - Configured role : Auto-SP

Run mode : SP-PS : Stack Power Power-Sharing Mode
Cable faults : 0x0 XPS 0101.0100.0000 Port 3

Port name HE

Connected : No

Mode : Enabled (On)

Priority : 3

Data stack switch # : - Configured role : Auto-SP Run mode I

Cable faults
<output truncated>

KIZ. show env xps power 2~ > RO I1HIZR L ET,
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show env xps .

XPS 0101.0100.0000

Port-Supply SW PID Serial# Status Mode Watts
XPS-A Not present

XPS-B NG3K-PWR-1100WAC LIT13320NTV OK SP 1100
1-A - - - -

1-B - - - - SP 715
2-A - - - -

2-B - - - -

9-A 100WAC LIT141307RK OK RPS 1100
9-B esent

IZ. show env xps system =< > RO 1 Z2R L E7,

Switch#

XPS 0101.0100.0000

XPS Cfg Cfg RPS Switch Current Data Port XPS Port Name
Mode Role Pri Conn Role-State Switch #

1 - On Auto-SP 1 Yes SP-PS -
2 - On Auto-SP 2 Yes SP-PS -
3 - On Auto-SP 3 No - -
4 none On Auto-SP 5 No - -
5 - Off Auto-SP 6 No - -
6 - On Auto-SP 7 No - -
7 - On Auto-SP 8 No - -
8 - On Auto-SP 9 No -

9 test On Auto-SP 4 Yes RPS-NB

I, show env xps thermal =~ > ROl %~ L £9,

Switch#

XPS 0101.0100.0000

Fan Status

1 OK

2 OK

3 NOT PRESENT PS-1 NOT PRESENT PS-2 OK Temperature is OK

WIZ, T w77 L— RNFELT STV 72 WA D show env xps upgrade =2~ > KO H )
iz L ET,

Switch# show env xps upgrade
No XPS is connected and upgrading.

WIZ, T v 77 L— RBREITH DO5A O show env xps upgrade =~ > RO H /)il &7~ L
i‘j‘o

Switch# show env xps upgrade
XPS Upgrade Xfer

SW Status Prog
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. show env xps

1 Waiting 0%
Switch#

*Mar 22 03:12:46.723: SPLATFORM XPS-6-UPGRADE START:

started through the Service Port.
Switch# show env xps upgrade
XPS Upgrade Xfer

SW Status Prog

1 Receiving 1%

Switch# show env xps upgrade
XPS Upgrade Xfer

SW Status Prog

1 Receiving 5%

Switch# show env xps upgrade
XPS Upgrade Xfer

SW Status Prog

1 Reloading 100%

Switch#

SRFLEEIATUFR |

XPS 0022.bdd7.9pb14 upgrade has

*Mar 22 03:16:01.733: SPLATFORM XPS-6-UPGRADE_DONE: XPS 0022.bdd7.9b14 upgrade has

completed and the XPS is reloading.

I, show env xps version =~ > RO IH %~ L E9,

Switch# show env xps version

XPS 0022.bdd7.9b14:

Serial Number: FDO13490KUT
Hardware Version: 8
Bootloader Version: 7
Software Version: 18

*2:@EavUF

avw > R £BH

< R)

powerxps (/@ — )L a7 4 Fal—3 g 2 |XPS EXPSHA— MDOLARIEZRTELET,

power xps (¥7#E EXEC =2~ ) XPS R— KV AT LEHRELET,
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show flow monitor .

show flow monitor

TR — = DAT—HALFEHEREF T 512X, R EXEC £ — K ¢ show flow monitor
o< FEFEHALET,

BX DA

name (EE) 7o— =4 04HizfHEL £,

monitor-name  ({£:3) FANCRE S N7 17— =X DA,

cache L) 7u— F=FDF v v 2DNEEZFRLET,
format UEE) TAAFLAWADT 4 —~ > b AT a v OWPRrEHEATS
ZLEEEELETY,
o (ILE) 7r— FE=40X ¥ v aONEEN~EE Vi (CSV) BT
FRLET,
record fEE) 7a— F=F DXy v a2 ONEELa— FEXTERLET,
table (fEE) 7R—F=2 0% ¥ v a2 ONEEREATERRLET,
statistics (E8) 70— =4 oz R LET
AR E—F F#HE EXEC
avy FERE )1y —= EEANE

FEREDHA RS2

3l

CiscolOSXEFujil6.92 Zpa<w RPN EAINE LT,

cache ¥— U — RFTlE, F7 4/ Tl a— FNERXMEF IS E T,

show flowmonitor monitor-namecache =~ > KDOF 4 A7 LA HAIZEENDKILFDOT 4 —
VR4, 7 a—0RNe AMERT 5% — 7 40—/ F T3, show flow monitor monitor-name
cache 2~ RDOT 4 AT LA MNNZEEND/NLTDOT 4 —)v RA4IEL, B¥¥ v =B
T—x & LTHEEZNET HIEXF— 7 41—/ R TT,

KOFITIE, 7u— F=FDAT—F A xFrLET,

# show flow monitor FLOW-MONITOR-1

Flow Monitor FLOW-MONITOR-1:

Description: Used for basic traffic analysis
Flow Record: flow-record-1
Flow Exporter: flow-exporter-1
flow-exporter-2
Cache:
Type: normal
Status: allocated
Size: 4096 entries / 311316 bytes
Inactive Timeout: 15 secs

va7igEavo R )



SRFLEEIATUFR |
. show flow monitor

Active Timeout: 1800 secs

WDFET, ZOHNIERINDIEERT 4 —V REHALET,

3 3:show flow monitor monitor-name 2 1« —)L K M E788

T4—ILF e

Flow Monitor |Z%E L7-7 02— E=% O4Hil,

Description F=RAICHRE LIZHB, 13—V EROT 7 40 FOFH,

Flow Record TJa— =X \ZE Y THENET7e— La— K,

Flow Exporter | 7o — =X |CE|Y Y ToHNIF-T T AR—H,

Cache Ta— =4 DXy v 2 BT D1,

Type TH— E=H DXy v o XAT, ZOMIEE I normal 720 FF, Zh
DHg—PR—FZNTWDLFx ¥ vz XA 7 TT,

Status TH—=F=HDXY vV aDAT—H A,
ROMEH ATRE T,

eallocated : ¥ v DB Y THNTWVWET,
* being deleted : ¥ ¥ v ¥ a2 DHIFRINLTWET,
enotallocated : v v aNBN LB TEHNTWER A,

Size BUEDF ¥ v 2 A X,

Inactive Timeout | JE7 7 5 ¢ 7 Z A4 L7 7 NOBIEDOM (FPEALL)

Active Timeout |77 7 ¢ 7 % A4 57 v hOBUEDM (FPHANL)

W OF| T, FLOW-MONITOR-1 &£ WHAFID T 01— FT=HDAT—H A, it
., BLOT—¥E2F R LET,

ROEXT, ZOWNIFERENLEERT —/V FEHHLET,

WOFHITIL, FLOW-MONITOR-1 & WIHLARID 70— FE=FZDAT—F X it
W, BT —#2REATERLET,

WOHTiE, FLOW-MONITOR-IPV6 £ W) ZRTD 7 v — F=X (Fx v 2|l IPv6
TR B DAT—H A, WHEHIER, BXOTFT—%%2 1L a— NEXTERLET,

ROBITIE, 7r— E=FDAT—F A LFEHEREER R LET,
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show install

show install .

AV AR =Ry —DICBT AR A FoT A2, B EXEC = — R showinstall =~

VREMEALET,

show install {active | committed |inactive |log | package {bootflash: |flash: | webui:} | rollback

| summary | uncommitted}

X nEiHA active TIT 4 TRy =T AR AR

ZT—\‘L/\gzj—O

committed KRR r =P DT I T 4= a v
FFRRLET,

inactive T IT 4 TN r—VhFRLET,

log Oy A ARL—Y gy Ny 7 7 TS
nTnWpdrz o M) ERRLET,

package B, FEENEHR, Ny —UNOa R —

R R E, R =BT A AT —
AIEWMERRTLET,

{bootflash: | flash: | harddisk: |webui:}

A VAN Ry —vOual—v gk

BELET,
rollback RESNTWEA A R —3 g B
fFrenzy 7 =7 vy NEFERLE
P
summary TIT4T, FET 7T 4T, a3 MEFE,
RlEEN= o r—0 ) 2 MIBET A
wMERRLET,
uncommitted KRG 72 I — DT I T 4 _R— 3
VEFERLET,
avYRKRE—FK ke EXEC (#)
vy FRERE )1)—= EERNE

Cisco 10S XE Fuji 16.9.4

TDavwy KR Y —ZXD C9200L EF /LT BH
INF L,

Cisco IOS XE Gibraltar 16.12.1

Zoa<wy RBNTU—XDC9200FF VBN E
nE L,

va7igEavo R )
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. show install

EELEDOHA RSy (VAN RNy =V DRAT—H A %RFT HITIL, show 2~ REMHHLET,

1

WO SN, showinstall summary =~ > KR LT, 727747, 77T 4
7. aiy MER BERUOa Iy FEATWRWRy F— VBT O ERER R LE
T ZITHE SMU ARy =V T 7 A )L

cat9k_lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin 37 77 47 Ca Iy R TWH

ji—gao

Device# show install summary

Active Packages:
tftp:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin
Inactive Packages:
No packages
Committed Packages:
tftp:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin
Uncommitted Packages:
No packages
Device#

TORIZ, THAATVANICERINDIEER T A=V FEDIY A MERLET,

% 4:show install summary 7 « —)L K D EREA

Z4—ILF S5 EA

Active Packages TIT 4TI A VA N—IL Ny — D4 Hi,

Inactive Packages T I T4 TRy =T DY AR,

Committed Packages B Y m— KRB TEET 5 5910, A~ K5 4 A7 (CEH
ERRGEZIZaIy LA VA R—b Ry r—,

Uncommitted Packages KB A VA N—IL R — DT T 4 _"— 3,

Iz, show ingtall active =~ > ROHFHIZR L E T,

Device# show install active

Active Packages:
tftp:cat3k-universalk9.2017-01-10_13.15.1.CSCxxx.SSA.dmp.bin

Iz, showinstall log ==~ > RO %2R L %4,

Device# show install log

[Olinstall op boot]: START Wed Jun 10 19:31:50 Universal 2020
[Olinstall op boot]: END SUCCESS Wed Jun 10 19:31:56 Universal 2020
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show install .

EEav> R

avy kR

Bl

install

SMU RN r—2% A VA =)L LET,
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. show license all

SRFLEEIATUER |

show license all

BXDEREA

AR FIAILE

TRTOTA B AFREFRT HIT1L, FHEEXEC £— K CTshowlicenseall =~ > K& AT
LEJ, Zoa<wr Kk, A7 —F A, &, UDL. BLOMEARROBHRE T X TRAED
HTCERLET,
show license all

ZOavwy FIESIBEELITF—U—RNIH Y A,

HkE EXEC (B)

av Y RERE

FEREDHA K4V

Y —2 EENE
Cisco 10S XE Fuji 16.9.2 Toa<wy RREAINE LT,
Cisco 10S XE Amsterdam 17.3.2a gy RHEAORFEHFEN, RU—2FEHL

IeA~— I A48 AT HIFMPFR S
NHEIITmY L,
g~y RHACAS— T H 7 FEAA—F

WNT I NOFERBPFEREINRL 2V EL
776

RYO—FFEHLEZAR— b SAEVR  TAA ALY 7 b= T "=V g (BlEA R
H AL BIEEILD) A Cisco I0S XE Amsterdam 17.3.2a AfED VU ) — 2 DPEH, o~ KH
IR —Z AL A~— T A B RICE#T AT 40—V RBRFRRENET,

ATX—RrSAEVR : FARAALRALEDY T N7 =27 83— 3 M Cisco I0S XE Amsterdam 17.3.1
Plio ) V=204, a~xr REDIZFEA~—= 1 T4 B RIZEET D 7 1 —/L RRERE
NET (A= 74 BV ARENTIRoTHENE I, BET LT XTOT A & ZFEH
£ aLVIIATUVART—EARE) |

151

R —%FHLEA~— T A& AD show license all (108 ~<—3)

2A<— kT4 AD show license all (111 ~_—7)

R —ZFFRALE-RAY— LS4 2 XD show license all

IZ, Cisco Catalyst 9500 A1~ F T show licenseall =~ > RO FFIZRLET, FEED
HAD, HAR—=FEN TS TTO Cisco Catalyst 7 7 A, a7, BIXOT 7V F—ra
VAL FTERINET,

Device# show license all

Smart Licensing Status
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show license all .

Smart Licensing is ENABLED
License Reservation is ENABLED
Export Authorization Key:
Features Authorized:
<none>
Utility:
Status: DISABLED
Smart Licensing Using Policy:
Status: ENABLED
Data Privacy:
Sending Hostname: yes
Callhome hostname privacy: DISABLED
Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED
Transport:

Type: Transport Off
Miscellaneous:

Custom Id: <empty>
Policy:

Policy in use: Merged from multiple sources.

Reporting ACK required: yes (CISCO default)

Unenforced/Non-Export Perpetual Attributes:

First report requirement (days): 365 (CISCO default)
Reporting frequency (days): 0 (CISCO default)
Report on change (days): 90 (CISCO default)

Unenforced/Non-Export Subscription Attributes:

First report requirement (days): 90 (CISCO default)
Reporting frequency (days): 90 (CISCO default)
Report on change (days): 90 (CISCO default)

Enforced (Perpetual/Subscription) License Attributes:
First report requirement (days): 0 (CISCO default)
Reporting frequency (days): 0 (CISCO default)
Report on change (days): 0 (CISCO default)

Export (Perpetual/Subscription) License Attributes:
First report requirement (days): O (CISCO default)
Reporting frequency (days): 0 (CISCO default)
Report on change (days): 0 (CISCO default)

Usage Reporting:

Last ACK received: <none>

Next ACK deadline: Nov 29 10:50:05 2020 PDT

Reporting Interval: 30

Next ACK push check: <none>

Next report push: Aug 31 10:52:05 2020 PDT

Last report push: <none>

Last report file write: <none>

Trust Code Installed: <none>
License Usage

network-advantage (C9500 Network Advantage) :
Description: network-advantage
Count: 2
Version: 1.0
Status: IN USE
Export status: NOT RESTRICTED
Feature Name: network-advantage
Feature Description: network-advantage
Enforcement type: NOT ENFORCED
License type: Perpetual
Reservation:
Reservation status: SPECIFIC INSTALLED
Total reserved count: 2
dna-advantage (C9500-16X DNA Advantage) :
Description: C9500-16X DNA Advantage
Count: 2
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show license all

Version: 1.0

Status: IN USE

Export status: NOT RESTRICTED

Feature Name: dna-advantage

Feature Description: C9500-16X DNA Advantage

Enforcement type: NOT ENFORCED

License type: Subscription

Reservation:
Reservation status: SPECIFIC INSTALLED
Total reserved count: 2

Product Information

UDI: PID:C9500-16X,SN:FCW2233A5ZV

HA UDI List:
Active:PID:C9500-16X,SN:FCW2233A52ZV
Standby:PID:C9500-16X, SN: FCW2233A5ZY

Agent Version

Smart Agent for Licensing: 5.0.5 rel/42
License Authorizations

Overall status:
Active: PID:C9500-16X,SN:FCW2233A52ZV
Status: SPECIFIC INSTALLED on Aug 31 10:15:01 2020 PDT
Last Confirmation code: 4bfbea7f
Standby: PID:C9500-16X, SN:FCW2233A52Y
Status: SPECIFIC INSTALLED on Aug 31 10:15:01 2020 PDT
Last Confirmation code: 9394f196
Specified license reservations:
C9500 Network Advantage (C9500 Network Advantage) :
Description: C9500 Network Advantage
Total reserved count: 2
Enforcement type: NOT ENFORCED
Term information:
Active: PID:C9500-16X,SN:FCW2233A52ZV
Authorization type: SPECIFIC INSTALLED on Aug 31 10:15:01 2020 PDT
License type: PERPETUAL
Term Count: 1
Standby: PID:C9500-16X, SN:FCW2233A52Y
Authorization type: SPECIFIC INSTALLED on Aug 31 10:15:01 2020 PDT
License type: PERPETUAL
Term Count: 1
C9500-DNA-16X-A (C9500-16X DNA Advantage) :
Description: C9500-DNA-16X-A
Total reserved count: 2
Enforcement type: NOT ENFORCED
Term information:
Active: PID:C9500-16X,SN:FCW2233A52ZV
Authorization type: SPECIFIC INSTALLED on Aug 31 10:15:01 2020 PDT
License type: PERPETUAL
Term Count: 1
Standby: PID:C9500-16X, SN:FCW2233A52Y
Authorization type: SPECIFIC INSTALLED on Aug 31 10:15:01 2020 PDT
License type: PERPETUAL
Term Count: 1
Purchased Licenses:
No Purchase Information Available
Derived Licenses:
Entitlement Tag:
regid.2017-03.com.cisco.advantagek9-Nyquist-C9500,1.0 f1563759-2e03-4ad4c-bec5-5feec525al2c

Entitlement Tag:
regid.2017-07.com.cisco.C9500-DNA-16X-A,1.0 ef3574d1-156b-486a-864f-9f779ff3ee4d?
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show license all .

AY— b5 412 XD show license all
Iz, showlicenseall =~ > RO B 2R L E T,

Device# show license all
Smart Licensing Status

Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: CISCO Systems
Virtual Account: NPR
Export-Controlled Functionality: Allowed
Initial Registration: First Attempt Pending
Last Renewal Attempt: SUCCEEDED on Jul 19 14:49:49 2018 IST
Next Renewal Attempt: Jan 15 14:49:48 2019 IST
Registration Expires: Jul 19 14:43:48 2019 IST

License Authorization:
Status: AUTHORIZED on Jul 28 07:02:56 2018 IST
Last Communication Attempt: SUCCEEDED on Jul 28 07:02:56 2018 IST
Next Communication Attempt: Aug 27 07:02:56 2018 IST
Communication Deadline: Oct 26 06:57:50 2018 IST

Utility:
Status: DISABLED

Data Privacy:
Sending Hostname: yes
Callhome hostname privacy: DISABLED
Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:
Type: Callhome

License Usage

C9200L DNA Advantage, 48-port Term license (C9200L-DNA-A-48):
Description: C9200L DNA Advantage, 48-port Term license
Count: 1
Version: 1.0
Status: AUTHORIZED

C9200L Network Advantage, 48-port license (C9200L-NW-A-48):
Description: C9200L Network Advantage, 48-port license
Count: 1
Version: 1.0
Status: AUTHORIZED

Product Information

UDI: PID:C9200L-48P-4X,SN:JPG221300KP

Agent Version

Smart Agent for Licensing: 4.4.13 rel/116
Component Versions: SA: (1 3 dev)1.0.15, SI:(dev22)1.2.1, CH:(rel5)1.0.3, PK:(dev18)1.0.3

Reservation Info
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. show license all

License reservation: DISABLED

EEa< R avok BL)]

show license status TARADA T IAT UV AARAT =R A
FoRLET,

show license authorization Frla— FEEBHREZFR R L FE T,

show license summary TRCOT I T4 TRITA B ADTERK B
RLUET,

show license udi UDI # &~ LET,

show license usage TA v AERFEREERRLET,

show license tech support FNRy T EFRRLET,
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show license authorization .

show license authorization

TA A (BT X ONEH) OAGEBEEH A2 R T DX, FiHEEXEC £ — R Cshow
license authorization =~ > R&Z AN LF9,

show license authorization

ZOawy FIESIEELITF—U—NEH Y A,

avU R E—F ¥t EXEC (Devicett)

avy FERE 1)1y —= LEEHNE

CiscoIOS XE Amsterdam 17.3.2a = o<y RBEA X1FE L7,

EELOHA K545 CiscoCatalyst 7 7 & A, a7 BLOT 7 UF—va v AAf v F ik, B E 72 1380 &
NIETAELARDH Y ERAD, ZOawr Faf LT, BITSh SLR ART— N& %
RTEET,
1

TFTUARATVLAIZETREND T 4 —/L FIZDOWW T, # 5 : show license authorization ® 7  — /L
RO (114 X—2) ZZRLTIEIN,

H Iz DT, show license authorization DT S V7= SLREZGE 22— ROFER (117 3—2)
LTS EEN,
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. show license authorization

SRFLEEIATUFR |

= 5: show license authorization 0 7 1 — )L K D &4

T4—ILF

Bl

Overall Status

BENICH DT RTOEILA A% 2D UDLFEHRD~y F— A A
=L ENTWEEEDOFA T, BLEOREZT — (FETIHE) .

e ] FPERRE T,

FERNITH LT XTOUDINY A FENFET,

Active:

AT —H X :

TIT 4 TR A AKX AUDL &, FRUSEEN T
D UDI DAGEIT— KA VA RN—LDAT—H A,

KRA—RPA A= VSNTND I EZRT AT —
ZATHY, HERTI—FPRHILAIE. THLHERTRS
nET,

Standby:

AT —H R

AL NA A AL A UDL & FRICKENT S
®O UDI DG aT— KA VA N—)LDART—H A,

KRBT — KB VA =L ENTWNWAI L ERT AT —
HATHY, WHRa— KNS HLEIL. ZNHFERRE
NnET,

Member:

AT —H A

A=l 4222 UDL &, TRUTHENTZ D
UDI DB — KA VA RN— VD RAT —H X,

KT — RN, A =L ENTNDEZ EERTAT—
HATHY, HRI—RFRBILEIE. TLHERS
NET,

ERROR:

m AR E DR ET T — i3 A8 ((FET L%

) .
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show license authorization .

J4—ILF ELE)
A R T A v AEGRIER DNy X —, TRTDTA A, ZOHHAX

A7, BLOEDWBAEREINET, KBELEFE—FRRT 77471
ALVAP=NLEINTNELOLE—HFHLARWEAE, WA AZ AT EIC
T —NEREINET,

DO a Nt BEA AR ANKR - N ENBEETAETA B
AEMEA L TOAERICOAERINET,

0: TA VU AZBIOT A & A% OB,

i T At ADFH,

Total available fFERAWRER T A ' ADOEFHE,

count SRS, TR DT ST OMEA v 5 X
W LT, BRI 7 270 Foay 40
Bate, TRTOHMOTI AL A GKATA A
BIOWT7271)Fvay) NEERET,

Enforcement type | 54 -2 ZADWH Y A 7, ZiUL, KOWTNHTT,
« T

« FE3EE ]

i HH AR

Term information:
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. show license authorization

SRFLEEIATUFR |

J4—ILF

B

TA v AMEERERET DNy X —, D~y H—
Wi, ROT7 4=V RBREENDZ ERH Y £,
e Active: 77T 4 7RI A L AZ L AUDL E ., Fh
IZHEWTZ O UDI ORI — KA A h—LD A
T—H A,

« Authorization type : f > A b —/L STV HIKGR
A—ROFA T A A M—)VA, A TIL,
SLAC, UNIVERSAL. SPECIFIED, PAK, RTU T
—?—O

e Start Date : 7 A &2 AT OB £ -1 3B O
e, ARWBoORBE 2R R LET,

« Start Date : 7 A &2 ZANEE O F 71X ER O
LA, AHBoK TRER R LET,

e Term Count : 71 & R4&,

« Subscription ID : 7 A & > A 3FFE O HAM & 72 131
MoOLGEIZ, IDEZFRLET,

s License type : 71 & > Affe i, i,
SUBSCRIPTION % 721% PERPETUAL T,

e Standby : A X A B A A Z L AUDL &, &
AUTHENT Z D UDI DGR = — KA A b —/LD
X?‘y—&xo

e Member : A L /N—HIFL A A Z A UDL &, 1
WZHREWTZ DO UDI DGR IT— KA VA F—/LD R
T—H A,

Purchased Licenses

T A AN

WO~y H—,

Active:

TUTF 4 TR A R K AL F D UDI,

Count:

SA4 2K,

Description:

T4 A,

License type:

FA & AR, ZiuX. SUBSCRIPTION F7-1%
PERPETUAL T,

Standby:

AR N B A A K A D UDI,

Member:

A N—fl L ¢ 2 2 2D UDI,
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show license authorization .

show license authorization D17 SN F-SLREASE O — FDFR R

W2, RIS —ZEHLTAY— F I8 RTBIT SN - SLRAZ 2 — N (kfkfea— K )
% 71~ show license authorization =~ > FOHHfFlIZR L E7,

Device# show license authorization

Overall status:
Active: PID:C9500-16X,SN:FCW2233A52ZV
Status: SPECIFIC INSTALLED on Oct 29 09:44:06 2020 PST
Last Confirmation code: 184ba6dé
Standby: PID:C9500-16X, SN:FCW2233A5ZY
Status: SPECIFIC INSTALLED on Oct 29 09:44:06 2020 PST
Last Confirmation code: 961d598f

Specified license reservations:
C9500 Network Advantage (C9500 Network Advantage) :
Description: C9500 Network Advantage
Total reserved count: 2
Enforcement type: NOT ENFORCED
Term information:
Active: PID:C9500-16X,SN:FCW2233A52ZV
Authorization type: SPECIFIC INSTALLED on Oct 29 09:44:06 2020 PST
License type: PERPETUAL
Term Count: 1
Standby: PID:C9500-16X, SN:FCW2233A52Y
Authorization type: SPECIFIC INSTALLED on Oct 29 09:44:06 2020 PST
License type: PERPETUAL
Term Count: 1
C9500-DNA-16X-A (C9500-16X DNA Advantage) :
Description: C9500-DNA-16X-A
Total reserved count: 2
Enforcement type: NOT ENFORCED
Term information:
Active: PID:C9500-16X,SN:FCW2233A52ZV
Authorization type: SPECIFIC INSTALLED on Oct 29 09:44:06 2020 PST
License type: PERPETUAL
Term Count: 1
Standby: PID:C9500-16X, SN:FCW2233A52Y
Authorization type: SPECIFIC INSTALLED on Oct 29 09:44:06 2020 PST
License type: PERPETUAL
Term Count: 1

Purchased Licenses:

No Purchase Information Available

Derived Licenses:
Entitlement Tag:
regid.2017-03.com.cisco.advantagek9-Nyquist-C9500,1.0 £f1563759-2e03-4a4c-bec5-5feec525al2c

Entitlement Tag:
regid.2017-07.com.cisco.C9500-DNA-16X-A,1.0 ef3574d1-156b-486a-864f-9f779ff3ece49
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. show license data translation

show license data translation

AR E—F

TA AT —FERMIE WM A T 512X, FiME EXEC & — R C show licensedata 2~ > K%
AN LET,

show licensedata conversion

BX DA
Zoawy R, sIBEEZEF—U—FNEIH Y EH A,

Hi#E EXEC (Device#)

avy FERE

EREDAARZA

)1)—2x ETEAR

Cisco 10S XE Fuji 16.9.2 Zoavwry RPREAINE L,

Cisco I0S XE Amsterdam gy AR EHEN, RV —2FEHLI-A— T4 &
17.3.2a VAT AIEENERENDS LY ICh D LT,

avy FHOICA— T AT ReNX—F X LT T FD
EHRNE R I F LT,

RY)—F#FERALIERAI—FSAMEVR THAALEDY 7 v 2T =V g (BiA A
B AL BFEEN D) 7 Cisco I0S XE Amsterdam 17.3.2a LAED U U — 2 DA, a~w 2
INZIERY > —%FH LAY — I A B RCEET D7 4 — /L RRRREINET,

FNA ATEOLEWT, Cisco Catalyst 77 B A, a7, BIXOT 7V F—var A vFT
TP AR— IR TOERA,

AX—bFIA4 VR TNNAALEDY T F 7 =T 8=~ 3 7 Cisco I0S XE Amsterdam 17.3.1
UHIOY V—ADEFA, a~r FEHICIEA~— T A B AT 5 7 ¢ —)L RBRFIRE
NWET,
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show license eventlog .

show license eventlog

R =% LA~ — T A B AICHEET 54 N hr 7 2RRT 5121, FiiE EXEC
£ — KT show licenseeventlog =~ > R&Z AL 7,

show licenseeventlog [ days]

BX DA

O R E—F

days Ry bl EFRTHABEATILET, 0~ 2147483647 DHFIPHOMAFEETX F
—a—o

¥5+E EXEC (Device#)

avy FERE

EREDAA RZA4 Y

)1)—=x TEAR
Cisco I0S XE Fuji 16.9.2 Toawry RREAINE L,

Cisco IOS XE Amsterdam RYU—ZEH LA — I A4 B ZAOEANIZLY  ROA
17.3.2a Ry MRBMENE L,

e RUT—DA A h—)L LHIBR

KB aA— FOEXR, A A M= BILOHIER,
fEHEHa— RDA A h—/L L HIFR,

« TA & AFEAPRBUC BT 57K Y — A TEH OB,

RYVO—#@FRALEAY—FSA VR TAAAALOY 7 b =T "=V gy (#lih1 2
B AL BRI D) 7 Cisco I0S XE Amsterdam 17.3.2a L&D U U — X DA, a~<w 2 N
TNIRY =% LA~ — b I A B ACEHET S 7  — /L RBRERENE T,

AR—F,SAEUR :TARAALEDOY 7 v =27 8—3 3 7 Cisco I0S XE Amsterdam 17.3.1
Plgio U )V —2ADG4E, a~y REDIKEA~— s IA B RAIZEET D 7 0 —/L RNFERS
nE7,

i
RY =% LIz A~— T A & A show license eventlog for One Day (119 ~X—73)

RY —%fEH L7z A~— 7 A 1 AD show license eventlog for All Events (120 ~<—1")

R —#FALIZATY— b3 4 2 XD show license eventlog for One Day

KIZ. Cisco Catalyst 9500 A1 » F T show licenseeventlog =~ > RO 1HlZ L ET, [F
EDH AN, PR—FENTWDHTRTOD Cisco Catalyst 7 7 A, a7, BLXOT 7 »F—
Yav AL v FTERINET, ZOa~vr RE, 1 BHOA XY hEFRTDHLIICHRES
nNTVWET,
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. show license eventlog
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Device# show license eventlog 1
* Kk kK Event Log * Kk kK

2020-09-11 00:50:17.693 EDT SAEVT PLATFORM eventSource="INFRA SL"
eventName="INFRA SL EVLOG ERM RESET" MSG="ERM-Reset: Client 0, AP-GROUP group, 2 features
air-network-advantage, air-dna-advantage"

2020-09-11 00:50:17.695 EDT SAEVT ENDPOINT USAGE count="0"
entitlementTag="regid.2018-06.com.cisco.DNA NWStack,1.0 e7244e71-3ad5-4608-8bf0-d12f67c80896"
2020-09-11 00:50:17.695 EDT SAEVT ENDPOINT USAGE count="0"
entitlementTag="regid.2017-08.com.cisco.AIR-DNA-A,1.0 b6308627-3ab0-4all-a3d9-586911a0d790"
2020-09-11 00:50:50.175 EDT SAEVT POLL MESSAGE messageType="LICENSE USAGE"

2020-09-11 08:50:17.694 EDT SAEVT PLATFORM eventSource="INFRA SL"
eventName="INFRA SL EVLOG ERM RESET" MSG="ERM-Reset: Client 0, AP-GROUP group, 2 features
air-network-advantage, air-dna-advantage"

2020-09-11 08:50:17.696 EDT SAEVT ENDPOINT USAGE count="0"
entitlementTag="regid.2018-06.com.cisco.DNA NWStack,1.0 e7244e71-3ad5-4608-8bf0-d12f67c80896"
2020-09-11 08:50:17.696 EDT SAEVT ENDPOINT USAGE count="0"
entitlementTag="regid.2017-08.com.cisco.AIR-DNA-A,1.0 b6308627-3ab0-4all-a3d9-586911a0d4790"
2020-09-11 08:50:52.804 EDT SAEVT POLL MESSAGE messageType="LICENSE USAGE"

R —#FHALIZRAY— k34 > RO show license eventlog for All Events

RIZ, Cisco Catalyst 9500 A1 » FT® show licenseeventlog =~ > KO 1z R L ET, [F
DD, AR —FENTWDTRTO Cisco Catalyst 7 7 A, a7, BLXOT 77—
VAV AA Yy TFTERRINET, ZOa~vy I, TXTOA RV bEERRTDHLIITHRES
nTnEd,

Device# show license eventlog
* Kk Kk Event Log * Kk Kk

2020-09-01 15:43:42.300 UTC SAEVT INIT START version="4.13.14 rel/41"

2020-09-01 15:43:42.301 UTC SAEVT INIT CRYPTO success="False" error="Crypto Initialization
has not been completed"

2020-09-01 15:43:42.301 UTC SAEVT HA EVENT eventType="SmartAgentEvtHArmfRegister"
2020-09-01 15:43:45.055 UTC SAEVT READY

2020-09-01 15:43:45.055 UTC SAEVT ENABLED

2020-09-01 15:43:45.088 UTC SAEVT PLATFORM eventSource="INFRA SL"
eventName="INFRA SL EVLOG SYSDATA FAIL" MSG="Get-SDL: not the active switch"

2020-09-01 15:43:45.089 UTC SAEVT PLATFORM eventSource="INFRA SL"
eventName="INFRA SL EVLOG SYSDATA FAIL" MSG="Get-SDL: not the active switch"

2020-09-01 15:43:45.089 UTC SAEVT PLATFORM eventSource="INFRA SL"
eventName="INFRA SL EVLOG SYSDATA FAIL" MSG="Get-SDL: not the active switch"

2020-09-01 15:43:45.089 UTC SAEVT LICENSE USAGE count="0" type="destroy"
entitlementTag="regid.2018-01.com.cisco.C9500-24Y4C-A,1.0 6b065611-6552-472a-8859-ab3339550166"
2020-09-01 15:43:45.098 UTC SAEVT PLATFORM eventSource="INFRA SL"
eventName="INFRA SL EVLOG SYSDATA FAIL" MSG="Get-SDL: not the active switch"
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show license history message .

show license history message

LA A S AL CSSM 7212 CSLU (%M ¥ 258) OMOBERBEAZF RS 51203,
¥ EXEC <& — K C show license history message =~ > REZ AN LET, ZDa~<r Ko
X, 77 =NV R — b TF =N T TN a—T o U ZIERHLET,

show license history message

X DA Zoawy RiIZiEdF—U— RE2E515EH 0 T8 A,
aAvY R E—F ¥5HE EXEC (Device#)
avy FER Jyyy—= FERE

CiscoIOS XE Amsterdam 17.3.2a = o<y REA X11E LT,

EHEDHA KS4 Y FRRTERVTI = A v b—UNRRINTHEIE, a3 Y=V ELF VAT A ZICEKRS
NHAyE—=UEHIT, Y RAaDT 7 =R — MY show licensetech support,  show
license history message, 3 L U show platform softwared-infraall 4% EXEC =~ > R Hi 71
ERAEL TSN,
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. show license reservation

SRFLEEIATUFR |

show license reservation

ATV R E—F

FTA U ATRIEREFTT DL, e EXEC =— R T show licensereservation =~ > R %
AN LET,

show license reservation

ZOavwy FIESIBEELITF—TV—RNEIH Y A,

Hi#E EXEC (Device#)

av Y RERE

EREDAARZA

)1)—= EEANE
Cisco 10S XE Fuji 16.9.2 Zoawy RREAINE LT,

CiscoIOS XE Amsterdam 17.3.2a =~ > R{X CLI THI X T 908, TROBENR
Vo—%MHLTEA~— F T4 B ABRBEIZHIE LRV 20,
HHTEEEA,

av Y RIZCLITH EfEEHFRETH Y . ST HHIMBRINETN, AU v —%HH
LTEAR—= T4 B TOBEANILY, PROMEITEH SRR E L, DD
12, %5 EXEC &=— FTshowlicenseall =~ > F&EHEHL T, BIT&EN/ZSLR 74t 2%
FRLET SLRARZT—NEIRY V—Z2H L TAY— I/ B AIBITESNET) .
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show license status .

show license status

T—=HTTANR— R — WGk, FEARRLE—F, BHEa—-RNREDTA B ARE
B AR A £RT BI2%. $ EXEC & — KR Tshowlicensestatus =~ > K& A L E 7,

show license status

XD Ioawry RZEBIEELEF—TY—FEH D THA,

ATV R FIo4 )k FFHEEXEC (#)

av Y RERE J1—2 EERR
Cisco 10S XE Fuji 16.9.2 Ioavwry RREAINE L,
Cisco I0S XE Amsterdam 17.3.2a a~wy FHEAREHRIN, R v—%2FHL

foA~— KT A AITHE TR LU
T A= RS R LTz, ZHUCiE,
Trust code installed:, Policy in use, Policy
name: , ARY T —E[EERO VAR — MM B
KOk LA — MCBEES D 7 o — L R3E
ENET,

avy A= T AT M R—F %
AT BT FOERNFEREINRL 2D EL
776

FERALEDAA KSqy RUD—ZFERLERAR—FSA VR TAAREDY T by =T =T gy (A2
B AL BIEZEID) 28 Cisco I0S XE Amsterdam 17.3.2a LAED U U — 2 DS, aa~w 2 FH
HZEFR) o —Z2FH LA~ — I B ACHEET 57 0 — /L RRFRENET,

AX—rSA4 VR TARA A LDV T T 2T 83— 5 U Cisco I0S XE Amsterdam 17.3.1
ROV V—=2D%4E, a~vy FHNIEAY— I A B RACEET 27 4 — /L RRERR S
WET,

£

TAARATVAIZRREND T 4=V RIZOWTIE, £6: RV v—afH LAY T4
> A D show license status D 7 ¢ —/L ROFH] (124 X—) ZZML T EE W,

AU —%FEH LIz A~<— KT A &2 AD show license status (129 ~2—3)

A~— KT A+t AD show license status (130 ~=X—3)
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. show license status

R6:R)—ZFRALERAT— FS5 4 2 XD show license status D7 4 —JL KD A

SRFLEEIATUFR |

T4—ILF

Bl

A

WU 2R

TRESNTWDLa2—T 1 UT 4

RIED ™~ H—,

AT —H A Status

2—7 4 VT 4 U | lBORITHER -

ANl N

R EH WDT 44—V KINFREINFET,

* ID:

* Name:

* Street

* City:

* State:

* Country:

* Postal Code:

RY —zfEHL
A= 74%
VA

LA AT R

DRV P —=BED~ L —,

AT —H X :

TWLMMNE I MERLET,

l/\i?o

RV —2fFH LA~ — T B ARERH -

RV —%FEHLI-A~— I T A AE, CiscoIOS
XE Amsterdam 17.3.2 IETH AR — h Zd, R —F &
NTWEY T M =T A A=Y TIREITHN 2> T
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show license status .

J4—ILFK SBA
TR TTAN B RS ATREIILNTND T TA R —RIED N H—,
f/_.

EERA N

RANPEIRL AR — R TEEENDINE DI 1 E
~9yes £ 7213 no D,

Callhome 7~ A b
DT T AN
D

CallHome BEFEN L AR — M DEREE— R E L THRESN
TWNAEMWEIDERLET, RESNTWAIEHE, K
DWTNIPDENRRRENET,

*« ENABLED
* DISABLED

A<w—hI7A4 Y
ARA NGDT T
AN —

RONTNPOENERESNET,
« ENABLED
« DISABLED

NR—=T g0 FF4
N —

RONTNPOENERSNET,
« ENABLED
« DISABLED

R AR—]

BIEL 2 H R

THREESNTWD T AR—FRED~Y F—,

Type:

fif |t ofizEE— R,

FRE DEREE— KTl B 7 4 —L RREREN
9, 7L zE, BEXA TN CSLUICHRTEI N TV
AEA . CSLUT RLALFERINET,
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. show license status

SRFLEEIATUFR |

J4—ILF

B

AU —

UL AR A

WHEASHDERY —FRO~ Y #—,

FEHPDORY WHINARY —

A Z AU, Ciscodefault, Productdefault, Permanent License
Reservation, Specific License Reservation, PAK license,
Installed on <date>, Controller DT LTI,

RY v—4 AU L — DA

LAR— kD ACK
Z)S\:\\g .

T A AR AD LR — M CSSM FEFRIRA
(ACK) DZEEMNE D EFRET D yesE 71X no DAE,
T 74N RARY =TI Tyes] ITRESNET,

Unenforced/Non-Export
Perpetual J&

KATABADRY o—flEFRRLET,

s DO LAR— NEH (H) YD LAR— k&%
B3 2 F TITHEHATREZ i KEFR], £ DRIZARY
A NE T,

s LAR— MEE (H)  ROLAFA— b 2EETLHE
TIZEH FTRE 72 e KT, E DRI Y & —4 7
e ET,
BlbLvR—1 (B) : 742 2AOMIRWNE
{ELIZGAIC VAR — N 25 TE Dl KB, &
DHBIZRY =AM & £

Unenforced/Non-Export
Subscription J&%:

B T27 ) Fay G4 ADORY —lHERERL
iﬁ—o

s D LAR— NEA (H) YD LAR— k&%
B3 2 F TR AR iy KEFR], £ DRITARY
v BEET,

s LAR—MEE (H)  ROLVAFA— b EEEFETLHE
T ATRE 72 i KIREfE], 2 DRRICAR Y o —4 0
BEET,

BV AR—F (R) : TA B AOM RN

L LG EIC VAR — P 2 RETE R, *
DEIZRY —a e FT

Enforced
( IStbscriion)
TA o ABME
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show license status .

J4—ILF EL: ]
HWHEINTZFA4 B ADORY —fizxFRRrLET,

MO LAR— NEM (B) DL HR— b &%
1592 £ I ATRE e i KR, £ DH%ICAR Y
VD EET,

c LAR—MEE () : ROLVEAR—F2XETDHE
TIZEH ATRE 22 fe KIREfE], £ DRRIZAR Y & —4 N0
frxET,

LA —bk (H) : 74 B AOFEHRNIAZE
fEL7BAIZ VAR — &2 E T DA, =
DBIZRY =& T

Export HiHHE T A B 2ORY O —lir T LET,

592 £ T rTaE AR i KIFFfE], £ DRIZAR Y
VR E T

e LAR— MEE (H) kDL FR— b 2EETHE
TIAEH PTRB 72 e KIERE], £ DRI Y & —4 0
X ET,

e BlbLAR—bk (H) : 74 AOMARNZE
B L7 A I VAR — R 265 T DR, &
DRIZRY U —Z 0 X £T

DA H AL LD D~ X —,

T AH NID : ID
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. show license status

SRFLEEIATUER |

J4—IJLF ERBA
ERRHE VAR — [EARE LA —F RUM LR— k) HFHRO~Y F—,
ko

RHEICERE L
ACK :

BBICZIELTZACKOHEE (a—h VX2 A L) —2)

R ACK Hif

WD ACK DA, ACK WRETHDLZ ENRY —
TREINTWBEES., 207 4 —/b RIZIX none & FoRs
INET,

GE) ACK BT, ZOMIRE TIZZ(E Sz
WS, syslog BER S NVE T,

LR — bR

HEMO L R— R

Z ZIZFRR S DAL, license smart usage
intervalinterval_in_days & 7R U > —fEOREIC L > T
Y FET, FHEMICOWTIE, K6 AR v—EMH L
A<— K7 A& AD show license status 7  —/L K
DOt (124 X—2) THIST 2 XOHPA LSRR L
TL7ZE,

WD ACK 7
aFxzvw T o

B A AR AR ACK DIROFR— Y v 7 HERk A2 %5
THHEKE, BRI —O LT L) — 0 TERINE
Er

ZHUE, CSSM £721% CSLU ~D#L LA v A X o AT
roTHthEn®BEIcoRrEHAINET, LKR—h
MEAT e DBRE, £7IXACK R = I BME-Z SN
TWRWEA, 207 4 =)L Rl none EFERENE
R

WD LR~ KT
D=

Bl A L AH AR RUM LR— M & %(ET5H

B, ARfZa—h L2 ALY = TFrENET, L
A— FEREAErOHE, ERIIARETORUM L R—
K32 WA, 2D 7 4 —/V RIZid none ERRENFE
R

%O LR— K
Tya

LA L AZ L ANRBEORUM LiR— M &2 X E L2 H
Wi, ARRZo— BN E A LY — 2 TEREINET,

BHOLAER— K
77 ANVEXIA
I

B A VAL AP BICA T T4 RUM LAR— b %
RIFEL7- A, AT —h L A LY — 0 TERE
ET,

BHOLR— S
JL

T—=H T NEMHA L THERRM VR — MMERS IS
Shi-BAWE, ARfIIe—BAZ A LY — 2 TERSR
7,
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show license status .

Z4—ILE & A
A VA NV | EFE T — RESEF RO~ ¥ —,
PEBZ=F D oma kg oz bl STV A BAE. BERERSNET, B
e —h V2 AL =0 TERINET,
ﬁ%%ﬁil*‘}sﬁ§/fl/ii kb—/LQ§jlﬁCb\iﬁb\%%é§\ ::0):7/f‘—/L’Fazﬁj:none
LERIRSINET,
Active: TIT 4 T RS R,
ATy Ty T, By BTy RO TRT
ORI A L AZ L ADUDL &, W T 5EHEa— RO
A AN /VHERERERESNET,
Standby: AR NI A AR R
Member: A N—HH A 2R

RYL—%#FALERAY— k54 2 XD show license status

KIZ, showlicensestatus 2~ > RO ZRLET, (HEEOY—ALbL~v—TEN) ¥
AaADT 7 )b bR Y =M, Cisco Catalyst 9500 A A v FIZHH SN E T, [FEEDH I,

PFAR—FENTWVWBTTO Cisco Catalyst 7 7 A, a7, BLOT 7V F—valAfy
FTERRINET,

Device# show license status
Utility:
Status: DISABLED
License Reservation is ENABLED
Data Privacy:
Sending Hostname: yes
Callhome hostname privacy: DISABLED
Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:
Type: Transport Off
Policy:

Policy in use: Merged from multiple sources.
Reporting ACK required: yes (CISCO default)
Unenforced/Non-Export Perpetual Attributes:

First report requirement (days): 365 (CISCO default)

Reporting frequency (days): 0 (CISCO default)

Report on change (days): 90 (CISCO default)

Unenforced/Non-Export Subscription Attributes:

First report requirement (days): 90 (CISCO default)
Reporting frequency (days): 90 (CISCO default)
Report on change (days): 90 (CISCO default)

Enforced (Perpetual/Subscription) License Attributes:
First report requirement (days): 0 (CISCO default)
Reporting frequency (days): 0 (CISCO default)
Report on change (days): 0 (CISCO default)

Export (Perpetual/Subscription) License Attributes:
First report requirement (days): 0 (CISCO default)
Reporting frequency (days): 0 (CISCO default)
Report on change (days): 0 (CISCO default)
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. show license status

Miscellaneous:
Custom Id: <empty>

Usage Reporting:
Last ACK received:

SRFLEEIATUFR |

<none>

Next ACK deadline: Nov 29 10:50:05 2020 PDT
Reporting Interval: 30
Next ACK push check: <none>

Next report push: Aug 31 10:52:05 2020 PDT

Last report push:
Last report file write
Trust Code Installed:

<none>

<none>

<none>

AY— k5412 XD show license status
&Iz, show licensestatus =~ > RO Al Z R LFET,

Device# show license status

Smart Licensing is ENABLED

Utility:

Status: DISABLED

Data Privacy:

Sending Hostname: yes
Callhome hostname pr
Smart Licensing host

Version privacy: DISAB

Transport:
Type: Callhome

Registration:

Status: REGISTERED
Smart Account: Cisco S
Virtual Account: NPR
Export-Controlled Func
Initial Registration:
Last Renewal Attempt:
Next Renewal Attempt:
Registration Expires:

License Authorization:
Status: AUTHORIZED on
Last Communication Att
Next Communication Att
Communication Deadline

ivacy: DISABLED
name privacy: DISABLED
LED

ystems

tionality: Allowed

First Attempt Pending

SUCCEEDED on Jul 19 14:49:49 2018 IST
Jan 15 14:49:47 2019 IST

Jul 19 14:43:47 2019 IST

Jul 28 07:02:56 2018 IST

empt: SUCCEEDED on Jul 28 07:02:56 2018 IST
empt: Aug 27 07:02:56 2018 IST

Oct 26 06:57:50 2018 IST

MEav> R avU R

A

show license all

MERRAT G e 2R L £

show license authorization

show license summary

RLET,

show license udi

UDI #F& /R~ LE T,

show license usage

II DATLEEIOTUR

AR = — FEEE e R LET,

TRCDT I T A4 T2T74 L ADOEK & F

TA B AERAEREEZRLET,




| v27L88a< R

show license status .

avy kR

B

show tech-support license

TNy TN TR LET,
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. show license summary

SRFLEEIATUFR |

show license summary

BXDEREA

AR FIAILE

FHENTWDETIAL LA, BT b, BIXORT—Z XCETHEREGT. T4 2 A f
TR OB TE 2 FRr 7 5 121X, $#HE EXEC £ — R Cshowlicensesummary =~ > K& L
D

show license summary
Zoawy RS ELEFF—TU—FNEH D A,

HkE EXEC (B)

av Y RERE

FRLEDHA KSA Y

Y —2 EENE
Cisco 10S XE Fuji 16.9.2 Toa<wy RREAINE LT,
Cisco 10S XE Amsterdam 17.3.2a gy RHEAORFEHFEN, RU—2FEHL

A= TV ADEN 2T A B AR
T—EANRKMENE LT, BT
A AT —H XX, IN USE, NOT IN USE, NOT
AUTHORIZED DAIT2 Y F L7=,

A~ FHAODBER S, Bk L OVKGBIE
WHIFR S E LT,
avy M A~— T o hen—F v

VT AT FOFRPFRINLL 72D FEL
77

RYS—ZFALEATR—FSAEUR  TAALALEDOY T b 2T "=V g (BLELA R
H AL BIEEN D) A Cisco I0S XE Amsterdam 17.3.2a LIED U U —ZADF4E, a~ o FH
TNZFRY =% FH LAY — T A B AICHEET DT 4 — /)L RBRFERENFE T,

CiscoCatalyst 7 7 A, a7, BIOT /I F—ra A vTFDT7 A2 AL, Wb
HFRH E 72 1358 $] 2L TUNVR UM =8, NOT AUTHORIZED <° NOT IN USE IZ72D Z &1EdH D £HA
(INBDTA B ADHR, EHTDRICFHFAINMLETT) |

AX— b, A4 VR THAALEDY T by =T /83— 3 L7 Cisco I0S XE Amsterdam 17.3.1
URIDO U YV —2ADEE, a~r FHAZIEA~— I A4 B R ZEEST S 7 4 —L B ($T
DT VT 4772748 AOBHE) NERINET,

1

TAARATVANZRKREIND T A — /L RIZOWTIE, BT AV =2 LIEA~Y—F 7 A E
> A D show license summary @ 7  —/L KOFH] (133 X—) Z#HZRLTIEI0,

AU v—%fiH LIz A~— T A & AD show license summary (Cisco Catalyst 9300 > U — X
AL vF) (133 ~—2)
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show license summary .

AU —% A LIz A~— T A & AD show license summary (Cisco Catalyst 9500 > U — X
AL v F) (133 ==Y

show license summary for Smart Licensing (134 ~X—3)

R7:KRY—%FRALIEAY— 54 &2 XD show license summary D 7 4 — )L DA

Z4—ILE A
License FERF DT A & ZADLH]
Entitlement Tag T A& ADEN4
Count T4 A
Status TA B ADAT —Z AFTROWNT NI £F,
«In-Use : G072 T A & Anoffi I,
* Not In-Use
* Not Authorized : 7 1 & > 2 Z i H14" 2 AillZ Smart Licensing
Authorization Code DA V' A h— /A NNETHLHZ L EEWRLE
7, (CiscoCatalyst 7 7 A, a7, BLOTZ7IVF—Ta &
A v FITITEHENETA)

RYS—%#FALAT— 54 12 XD show license summary (Cisco Catalyst 9300 & ') —X
RAAYF)

RIZ. Cisco Catalyst 9300 A1~ F T show license summary =1~ > RO HHZ R L £,
FIEEOH 103, HAR— IR TWVWDTXTDHDCiscoCatalyst 7 7B A, a7, BIOT 7V F—
Va AL v FTRRINET,

Devide# show license summary

License Usage:
License Entitlement Tag Count Status
network-essentials
dna-essentials
network-essentials
dna-essentials

C9300-24 Network Essen...) 2
C9300-24 DNA Essentials) 2 IN USE
C9300-48 Network Essen...) 1
C9300-48 DNA Essentials) 1

RYL—%#FAL-RAY— kS 4t XD show license summary (Cisco Catalyst 9500 < 1) — X
RAAYTF)

RIZ., Cisco Catalyst 9500 A A » F T show license summary =~ > RO HlZ R L ET,
FAEEDOH I, AR —F SN THDHFTRTDCiscoCatalyst 7 7 A, 27, BIRT 7Y F—
va A vy FCERRINET,

Device# show license summary

License Usage:
License Entitlement tag Count Status
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. show license summary
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network-advantage (C9500 Network Advantage) 2 IN USE
dna-advantage (C9500-16X DNA Advantage) 2 IN USE

show license summary for Smart Licensing

Wi, show licensesummary =1~ RO HHI 2R L £,

Device# show license summary
Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: CISCO Systems
Virtual Account: NPR

Export-Controlled Functionality:

Last Renewal Attempt: SUCCEEDED

Allowed

Next Renewal Attempt: Jan 15 14:49:48 2019 IST

License Authorization:
Status: AUTHORIZED

Last Communication Attempt: SUCCEEDED
Next Communication Attempt: Aug 27 07:02:56 2018 IST

License Usage:

License Entitlement tag Count Status

C9200L DNA Advantage... (C9200L-DNA-A-48) 1 AUTHORIZED

C9200L Network Advan... (C9200L-NW-A-48) 1 AUTHORIZED
BEEav Uk av Uk 568

show license all

MERRAT G 2 2R L £

show license status

TARSADALT TAT YV ART —H A%
FRLET,

show license udi

UDI &K RLET,

show license usage

TA v AEREREERLET,

show tech-support license

TNy TH N e RRLET,

. DATLEEIOTUR
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show license tech .

show license tech

FUO =N R =N F—LREEE N T TN a— N T ADITENEHS T A B A EREERRT
520k, HiME EXEC &— K T show licensetech =~ > KZ AN L £d, oz~ Ko ic
1. W< 95D show license =2~ > RO 7 EREGENET,

show licensetech { dataconversion |eventlog [ days] |reservation |support }

B DEREA

AR E—F

dataconverson 5.t 25 —ZEHIEREFRLET,

eventlog [days] RV —ZHEHA LA~ — I B AT LA ha 7 &2FoR L
9,

daysiZix, A1 X hr 7 a2RR"THABEANTILET, 0~ 2147483647 O
HHOMEZEE TE £,

ZoOF T arOHTIiE, showlicenseeventlog =~ K L[ U TY,

reservation TA B ATRIERERRLET,
support T ZANYR— b TF— LB ET Ny 7T LDIELDT A ' A
WEERLET,

¥t EXEC (Devicett)

avy FERE

FRLEDODHA KSA Y

)1)—x TEAR
Cisco I0S XE Fuji 16.9.2 Toawy RREAIRE L,

CiscoIOS XE Amsterdam 17.3.2a =~ N ADREHFIN, R o —%2FH LA~ —FF 4
B RITHEA ATREAR T LW T ¢ — /L RSB S VR LTz,

R —ZFZFEALEAY—SA VR TARAAMALEDY 7 vy =T =V g (B4R
2 AL BTN D) 8 Cisco [0S XE Amsterdam 17.3.2a LIED Y U — 2 D4, a~w 2 RH
TNWFRY o —ZFERA LA~ — I AL B AICEET ST 4 —/L RRERENET,

ERTERNWTT — A v E—URRRINTHEIL, 2 Y=V ELEF VAT AR TICRRS
NHAvE—VEHIZ, VA 20)7“7ﬁ73/1/4f‘l‘% I $H24 35 |2 show licensetech support, show
license history message, %5 & O show platform softwared-infraall £#4# EXEC =1~ > KD H /14
ERAEL TSN,

ARX—bESAEVR  TRARAEDY T 7 2T /83— 3 M Cisco I0S XE Amsterdam 17.3.1
PRt V—2D%4A, a~<vy FHHICIEA~Y— NI A4 ACEET S 7 0 — /L FBRERS
NET A= T4 BUVABEDI RS TNDNE I, B#HT 2T XTOT A & RAGEH
£ aAVTIATURART =R ARY)
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. show license tech

R O—FFALIAT— k54 2 X0 show license tech support

SRFLEEIATUFR |

WIZ, Cisco Catalyst 9500 A + F"C show licensetech support =~ > KO H 51| % 7=
LES, RO, HR—F SN TS T TO Cisco Catalyst 7 7 A, a7,

BIOXT V5= a VAL v FTRRINET,

Device# show license tech support
Smart Licensing Tech Support info

Smart Licensing Status

Smart Licensing is ENABLED
License Reservation is ENABLED

Export Authorization Key:
Features Authorized:
<none>

Utility:
Status: DISABLED

Smart Licensing Using Policy:
Status: ENABLED

Data Privacy:
Sending Hostname: yes
Callhome hostname privacy: DISABLED
Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:
Type: Transport Off

Miscellaneous:
Custom Id: <empty>

Policy:

Policy in use: Merged from multiple sources.

Reporting ACK required: yes (CISCO default)

Unenforced/Non-Export Perpetual Attributes:

First report requirement (days): 365 (CISCO default)
Reporting frequency (days): 0 (CISCO default)
Report on change (days): 90 (CISCO default)

Unenforced/Non-Export Subscription Attributes:

First report requirement (days): 90 (CISCO default)
Reporting frequency (days): 90 (CISCO default)
Report on change (days): 90 (CISCO default)

Enforced (Perpetual/Subscription) License Attributes:
First report requirement (days): 0 (CISCO default)
Reporting frequency (days): 0 (CISCO default)
Report on change (days): 0 (CISCO default)

Export (Perpetual/Subscription) License Attributes:
First report requirement (days): 0 (CISCO default)
Reporting frequency (days): 0 (CISCO default)
Report on change (days): 0 (CISCO default)

Usage Reporting:
Last ACK received: <none>
Next ACK deadline: Jan 27 09:49:33 2021 PST

Reporting push interval: 30 days State(2) InPolicy(90)

Next ACK push check: <none>
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show license tech .

Next report push: Oct 29 09:51:33 2020 PST
Last report push: <none>
Last report file write: <none>

License Usage

Handle: 1
License: network-advantage
Entitlement Tag:
regid.2017-03.com.cisco.advantagek9-Nyquist-C9500,1.0 f1563759-2e03-4ad4c-bec5-5feec525al2c

Description: network-advantage
Count: 2
Version: 1.0
Status: IN USE(15)
Status time: Oct 29 09:48:54 2020 PST
Request Time: Oct 29 09:49:18 2020 PST
Export status: NOT RESTRICTED
Feature Name: network-advantage
Feature Description: network-advantage
Measurements:
ENTITLEMENT:
Interval: 00:15:00
Current Value: 2
Soft Enforced: True

Handle: 2
License: dna-advantage
Entitlement Tag:
regid.2017-07.com.cisco.C9500-DNA-16X-A,1.0 ef3574d1-156b-486a-864f-9f779ff3ee4d?
Description: C9500-16X DNA Advantage
Count: 2
Version: 1.0
Status: IN USE(15)
Status time: Oct 29 09:48:54 2020 PST
Request Time: Oct 29 09:49:18 2020 PST
Export status: NOT RESTRICTED
Feature Name: dna-advantage
Feature Description: C9500-16X DNA Advantage
Measurements:
ENTITLEMENT:
Interval: 00:15:00
Current Value: 2
Soft Enforced: True

Handle: 7
License: air-network-advantage
Entitlement Tag:
regid.2018-06.com.cisco.DNA NWStack,1.0 e7244e71-3ad5-4608-8bf0-d12f67c80896
Description: air-network-advantage
Count: O
Version: 1.0
Status: IN USE(15)
Status time: Oct 29 10:49:09 2020 PST
Request Time: None
Export status: NOT RESTRICTED
Feature Name: air-network-advantage
Feature Description: air-network-advantage
Measurements:
ENTITLEMENT:
Interval: 00:15:00
Current Value: 0
Soft Enforced: True
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. show license tech

Handle: 8
License: air-dna-advantage
Entitlement Tag:

\

ZTLEEaCUFR |

regid.2017-08.com.cisco.AIR-DNA-A,1.0 b6308627-3ab0-4al11-a3d9-586911a0d790

Description:
Count: O
Version: 1.0
Status: IN USE(15)
Status time: Oct 29 10:49:09 2020 PST
Request Time: None
Export status: NOT RESTRICTED
Feature Name: air-dna-advantage
Feature Description: air-dna-advantage
Measurements:
ENTITLEMENT:

Interval: 00:15:00

Current Value: 0
Soft Enforced: True

air-dna-advantage

Product Information

UDI: PID:C9500-16X,SN:FCW2233A52ZV

HA UDI List:
Active:PID:C9500-16X,SN:FCW2233A52ZV
Standby:PID:C9500-16X, SN:FCW2233A52Y

Agent Version

Smart Agent for Licensing: 5.0.5 rel/42

Upcoming Scheduled Jobs

Current time: Oct 29 11:04:46 2020 PST
Daily: Oct 30 09:48:56 2020 PST (22 hours,
Init Flag Check: Expired Not Rescheduled

44 minutes,

Reservation configuration mismatch between nodes in HA mode: Nov 05 09:52:25

(6 days, 22 hours,
Start Utility Measurements:
Send Utility RUM reports: Oct 30 09:53:10 2020 PST
remaining)

Save unreported RUM Reports: Oct 29 12:04:19 2020 PST

47 minutes, 39 seconds remaining)
Oct 29 11:19:09 2020 PST

10 seconds remaining)

2020 PST
(14 minutes, 23 seconds remaining)
(22 hours, 48 minutes, 24 seconds
(59 minutes, 33 seconds remaining)

Process Utility RUM reports: Oct 30 09:49:33 2020 PST (22 hours, 44 minutes, 47 seconds
remaining)

Data Synchronization: Expired Not Rescheduled

External Event: Nov 28 09:49:33 2020 PST (29 days, 22 hours, 44 minutes, 47 seconds

remaining)

Operational Model: Expired Not Rescheduled

Communication Statistics:

Communication Level Allowed: INDIRECT
Overall State: <empty>

Trust Establishment:

Attempts: Total=0, Success=0, Fail=0 Ongoing Failure:
Last Response: <none>
Failure Reason: <none>
Last Success Time: <none>
Last Failure Time: <none>
Trust Acknowledgement:
Attempts: Total=0, Success=0, Fail=0 Ongoing Failure:

Last Response:
Failure Reason:
Last Success Time:

<none>
<none>
<none>

. VATLEEOTUF
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show license tech .

Last Failure Time: <none>
Usage Reporting:
Attempts: Total=0, Success=0, Fail=0 Ongoing Failure: Overall=0 Communication=0
Last Response: <none>
Failure Reason: <none>
Last Success Time: <none>
Last Failure Time: <none>
Result Polling:
Attempts: Total=0, Success=0, Fail=0 Ongoing Failure: Overall=0 Communication=0
Last Response: <none>
Failure Reason: <none>
Last Success Time: <none>
Last Failure Time: <none>
Authorization Request:
Attempts: Total=0, Success=0, Fail=0 Ongoing Failure: Overall=0 Communication=0
Last Response: <none>
Failure Reason: <none>
Last Success Time: <none>
Last Failure Time: <none>
Authorization Confirmation:
Attempts: Total=0, Success=0, Fail=0 Ongoing Failure: Overall=0 Communication=0
Last Response: <none>
Failure Reason: <none>
Last Success Time: <none>
Last Failure Time: <none>
Authorization Return:
Attempts: Total=0, Success=0, Fail=0 Ongoing Failure: Overall=0 Communication=0
Last Response: <none>
Failure Reason: <none>
Last Success Time: <none>
Last Failure Time: <none>
Trust Sync:
Attempts: Total=0, Success=0, Fail=0 Ongoing Failure: Overall=0 Communication=0
Last Response: <none>
Failure Reason: <none>
Last Success Time: <none>
Last Failure Time: <none>
Hello Message:
Attempts: Total=0, Success=0, Fail=0 Ongoing Failure: Overall=0 Communication=0
Last Response: <none>
Failure Reason: <none>
Last Success Time: <none>
Last Failure Time: <none>

License Certificates

Production Cert: True
Not registered. No certificates installed

RP Role: Active

Chassis Role: Active
Behavior Role: Active

RMF: True

CF: True

CF State: Stateless

Message Flow Allowed: False

Reservation Info

License reservation: ENABLED

Overall status:
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show license tech

Active: PID:C9500-16X,SN:FCW2233A52ZV
Reservation status: SPECIFIC INSTALLED on Oct 29 09:44:06 2020 PST
Request code: <none>
Last return code: <none>
Last Confirmation code: 184ba6dé
Reservation authorization code:

Standby: PID:C9500-16X, SN:FCW2233A5ZY
Reservation status: SPECIFIC INSTALLED on Oct 29 09:44:06 2020 PST
Request code: <none>
Last return code: <none>
Last Confirmation code: 961d598f
Reservatlon authorlzatlon code:

Specified license reservations:
C9500 Network Advantage (C9500 Network Advantage):
Description: C9500 Network Advantage
Total reserved count: 2
Enforcement type: NOT ENFORCED
Term information:
Active: PID:C9500-16X,SN:FCW2233A52ZV
Authorization type: SPECIFIC INSTALLED on Oct 29 09:44:06 2020 PST
License type: PERPETUAL
Start Date: <none>
End Date: <none>
Term Count: 1
Subscription ID: <none>
Standby: PID:C9500-16X, SN:FCW2233A5ZY
Authorization type: SPECIFIC INSTALLED on Oct 29 09:44:06 2020 PST
License type: PERPETUAL
Start Date: <none>
End Date: <none>
Term Count: 1
Subscription ID: <none>
C9500-DNA-16X-A (C9500-16X DNA Advantage) :
Description: C9500-DNA-16X-A
Total reserved count: 2
Enforcement type: NOT ENFORCED
Term information:
Active: PID:C9500-16X,SN:FCW2233A52ZV
Authorization type: SPECIFIC INSTALLED on Oct 29 09:44:06 2020 PST
License type: PERPETUAL
Start Date: <none>
End Date: <none>
Term Count: 1
Subscription ID: <none>
Standby: PID:C9500-16X, SN:FCW2233A5ZY
Authorization type: SPECIFIC INSTALLED on Oct 29 09:44:06 2020 PST
License type: PERPETUAL
Start Date: <none>
End Date: <none>
Term Count: 1
Subscription ID: <none>

Purchased Licenses:
No Purchase Information Available
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Other Info

show license tech .

Software ID: regid.2017-05.com.cisco.C9500,v1 7435cf27-0075-4bfb-b67c-b42£3054e82a

Agent State: authorized

TS enable: True

Transport: Transport Off
Locale: en US.UTF-8

Debug flags: 0x7

Privacy Send Hostname: True
Privacy Send IP: True

Build type:: Production
sizeof (char) 1

sizeof (int)
sizeof (long)
sizeof (char *)
sizeof (time t):
sizeof (size t):
Endian: Big
Write Erase Occurred: False

X0S version: 0.12.0.0

Config Persist Received: False
Message Version: 1.3

connect info.name: <empty>

connect info.version: <empty>
connect info.additional: <empty>
connect info.prod: False

connect info.capabilities: <empty>

4
4
8
4
8

agent.capabilities: UTILITY, DLC, AppHA, MULTITIER, EXPORT 2, OK TRY AGAIN, POLICY USAGE

Check Point Interface: True

Config Management Interface: False
License Map Interface: True

HA Interface: True

Trusted Store Interface: True
Platform Data Interface: True
Crypto Version 2 Interface: False
SAPluginMgmtInterfaceMutex: True
SAPluginMgmtIPDomainName: True
SmartAgentClientWaitForServer: 2000
SmartAgentCmReTrySend: True
SmartAgentClientIsUnified: True
SmartAgentCmClient: True
SmartAgentClientName: UnifiedClient
builtInEncryption: True
enableOnInit: True
routingReadyByEvent: True
systemInitByEvent: True
SmartTransportServerIdCheck: False
SmartTransportProxySupport: False
SmartAgentMaxRumMemory: 50
SmartAgentConcurrentThreadMax: 10
SmartAgentPolicyControllerModel: False
SmartAgentPolicyModel: True
SmartAgentFederallicense: True
SmartAgentMultiTenant: False
attr365DayEvalSyslog: True
checkPointWriteOnly: False
SmartAgentDelayCertValidation: False
enableByDefault: False
conversionAutomatic: False
conversionAllowed: False
storageEncryptDisable: False
storageLoadUnencryptedDisable: False
TSPluginDisable: False
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. show license tech

bypassUDICheck: False

loggingAddTStamp: False

loggingAddTid: True

HighAvailabilityOverrideEvent: UnknownPlatformEvent
platformIndependentOverrideEvent: UnknownPlatformEvent
platformOverrideEvent: SmartAgentSystemDatalistChanged
WaitForHaRole: False

standbyIsHot: True

chkPtType: 2

delayCommInit: False

roleByEvent: True

maxTraceLength: 150

traceAlwaysOn: True

debugFlags: 0

Event log max size: 5120 KB

Event log current size: 109 KB
P:C9500-16X,S:FCW2233A5ZV: No Trust Data
P:C9500-16X,S:FCW2233A5ZY: No Trust Data

Overall Trust: No ID

Platform Provided Mapping Table

C9500-16X: Total licenses found: 143
Enforced Licenses:
P:C9500-16X, S:FCW2233A52V:
No PD enforced licenses
P:C9500-16X, S:FCW2233A52Y:
No PD enforced licenses
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show license udi .

show license udi

BXDEREA

AR FIAILE

B A > R & 2 A D Unique Device Identifier (UDI) {E# % #£RT 5I12i%, FHEEXECE— KT
showlicenseudi =~ > K2 AN LET, HmafttEtEy b7 v 77 Tlid, BRI TXTofE
A VAL AD UDIERPHINICR RS NET,

show license udi

ZOavwy FIESIBELITF—U—NIH Y A,

HkE EXEC (B)

av Y RERE

EREDAARZA

1)1)—=R EEANE
Cisco 10S XE Fuji 16.9.2 Zoawry RREASHE L,

CiscoIOS XE Amsterdam 17.3.2a = pa<y NiE, AU —%2FHLEA~Y—F S4B AD
RECHl & s TE £,

RYVO—FFRALEZRAI—FSA VR THRAALEOY T b =T "=V gy (B AR
B AL BFEEN D) 7 Cisco I0S XE Amsterdam 17.3.2a L&D U U — 2 DA, < N
VIR =% LA~ — I B RCHET S 7 4 — L FRFREINET,

AX—F,SAEUR  FALZREDY T R =T 23— 3 A Cisco 10S XE Amsterdam 17.3.1
PRIO U V—2ADHE, a~r FRHAIEA~— I A4 B RZHET L7 4 — /L RRFRE
nEJ,

11
RY =% LIz A~— T A &2 AD show licensing udi (143 ~X—73)

A<— T AT AD show license udi (143 ~—72°)

R O—FFALIRAT— k54 &2 XD show licensing udi

RIZ, Catalyst9500 A A > FTONA T XA ZE YT 1 FED showlicenseudi =~ > KD/
Flarm L ET, REOHTIN, AR — K I TS TXTO Cisco Catalyst 77 E A, a7,
BLIOT 7V A =g AL v FTRRAINET,

Device# show license udi

UDI: PID:C9500-16X,SN:FCW2233A52V

HA UDI List:

Active:PID:C9500-16X, SN:FCW2233A52V
Standby:PID:C9500-16X, SN: FCW2233A52Y

AIX— FZ 412 XD show license udi
&Iz, showlicenseudi =~ > ROHNFIZ R LET,
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. show license udi

Device# show license udi
UDI: PID:C9200L-48P-4X,SN:JPG221300KP
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show license usage .

show license usage

AT —HA MERBDOTA w2, WHEYA TR EDT A AERRROERE R RS D
(21X, H#E EXEC & — KT show licenseusage =~ > R& AN LET,

show license usage

ZOavwy FIESIBEELITF—TV—RNEIH Y A,

ATV R FIo4 )k FFHEEXEC (#)

av Y RERE J1—2 EERR
Cisco 10S XE Fuji 16.9.2 Ioavwry RREAINE L,
Cisco I0S XE Amsterdam 17.3.2a a~wy FHEAREHRIN, R v—%2FHL

feA~w— NI A4 B A ATHEZ2 8T LW
74—V RIS IE LTc, TR,
Status. Enforcement type 7 A —/V Fﬁ‘é\i

ET,

o<y FHEAOBRER I, TRBEEFR, &
BAT—H AER, BLOEH AT —42 AtE
WOHIBRENE LT,

EELEDOHA KSq4y RUD—ZFEALEAY—FIMEVR TS RALDY T by =7 "=V gy (AR
2 AL BIETNA) 78 Cisco [0S XE Amsterdam 17.3.2a LIED Y U — 204, a2~ RH
HZFERY > —FFH LA~ — I A B ACEET D7 4 —L RBRERINFET,

ARX—Fr,rSAER : TAARALEDY T T =T 3— 3 0 Cisco I0S XE Amsterdam 17.3.1
LRIDOU U —ADEE, o~y REINZIFA~— T4 B ACEET L7 4 —/L RBRFERE
nEJ,

151

TAAT VAR RIND T 4=V RIZOWNWTIE, £ AV =2l LA~ —F T (&
> A show license usage D7 4 —/L ROFHH (145 X—) #ZBL TS,

RY =% LI A~— KT A &L AD show license usage (147 ~—)

A<— KT A &L AD show license usage (147 ~X—3)

=R 8:R)—FFERLIZRAY— 54 > XH show license usage D 7 4 — )L F DA

Ta4—IL K B
License Authorization: AR IR A T —H A TR LET,
Status:
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. show license usage

TJ4—ILF BL)]
0: CSSM IZBIT D K 57T A B 2D,
ZOTA B ADEKR - RELELTLHHE6, 7148 A¢
BfrshvEd,
Description CSSMIZBITDH L2727 A4 ZADFM,
Count TARL A, TARCABERAFTRONES, BTy MEA
£
Version N—T g,
Status FABADAT = F ZFTROWT NI £,
«In-Use : A&7 7 A &2 Ao HH,
* Not In-Use

* Not Authorized : 7 A & A &4 BR1IZSLAC DA 2
HZEHEBEWLET, FEMIZO VT, kEESMLTL

Export Status: ZOTA B ANFEHBEH S TWENE I ERLET, A
F—ZADNTNIRFRENET,

* RESTRICTED - ALLOWED
* RESTRICTED - NOT ALLOWED

« NOT RESTRICTED
Feature name DT A AT DHEEED AT,
Feature Description: ZDTA AR HEREDFIA,

2—FT 4 VT4 DY T A7 YT a D |ID
KT DREAT Y a VR R— FENTHRNTZD, 7424 1

Enforcement type FARLADHMALA TDAT—HF A, ZHE, KOV
*« ENFORCED

* NOT ENFORCED

* EXPORT RESTRICTED - ALLOWED

* EXPORT RESTRICTED - NOT ALLOWED

WH & A 7 OFEMIZ O T, WESH LT ZE, <link
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show license usage .

R O—ZEFALZRAT— kT4 12 XD show license usage

KIZ, Cisco Catalyst 9500 A1~ FT® show licenseusage =~ > ROl EZRLET, T2
TiE, NER T A B AZEH P TT, FEOHI2, R —FSN TS F T Cisco
Catalyst 7 7B A, a7, BLOT 7V F—va AL v FTRRENET,

Device# show license usage
License Authorization:
Status: Not Applicable
network-advantage (C9500 Network Advantage):
Description: network-advantage
Count: 2
Version: 1.0
Status: IN USE
Export status: NOT RESTRICTED
Feature Name: network-advantage
Feature Description: network-advantage
Enforcement type: NOT ENFORCED
License type: Perpetual
dna-advantage (C9500-16X DNA Advantage) :
Description: C9500-16X DNA Advantage
Count: 2
Version: 1.0
Status: IN USE
Export status: NOT RESTRICTED
Feature Name: dna-advantage
Feature Description: C9500-16X DNA Advantage
Enforcement type: NOT ENFORCED
License type: Subscription

AY— k54 2 XD show license usage
iz, show licenseusage ==~ > RO DB Z R L £,

Device# show license usage
License Authorization:
Status: AUTHORIZED on Jul 28 07:02:56 2018 IST

C9200L DNA Advantage, 48-port Term license (C9200L-DNA-A-48):
Description: C9200L DNA Advantage, 48-port Term license
Count: 1
Version: 1.0
Status: AUTHORIZED

C9200L Network Advantage, 48-port license (C9200L-NW-A-48):
Description: C9200L Network Advantage, 48-port license
Count: 1
Version: 1.0
Status: AUTHORIZED

BEEavTY R

avoU R EBA

show license all HEIRFT HAE A R LET,

show license status TA®V L ADIA LT FTAT VART—H A%
FRLET,

show license summary TRCDOT I T4 TRITA B ADE KB
RLET,
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. show license usage

av vk EREA
show license udi UDI #&R R L ET,
show tech-support license FNRy THAEFERLET,

. DATLEEIOTUR



| v27L88a<UF

show location .

show location

T RRA v bOualr—y g UEREFRRT D121, Fi# EXEC =— KT show location =~
VREMEALET,

show location

[{admin-tag | civic-location{identifier identifier-string | interface type number | static} |
custom-location{identifier identifier-string|interface type number | static} | elin-location{identifier
identifier-string | interface type number | static} | geo-location{identifier identifier-string | interface
type number | static} | host}]

B DEREA

admin-tag Y 7 EIIY A MEREFERLET,

civic-location Wiialr—ya U fEReEE LT,

identifier v ab—ay, HRELAa S — gy FIITHIERZERTA
identifier-string ealr—3 g OB

interface type number (L X —T A ZADEA T LFE R

FONA ANTKTT DH/BE AT HOWTIE, BEH () oF T4
VAVTHSEEERE R LTSS,

static RESNVE Y7 BAZ A ETITHEZERK R 7 — 3 o1
WEFRTILET,

custom-location NAL L vlr—ya EREREELET,

elin-location Bonsr—ya fFH (BLIN) 2ELET,

geo-location 2R n r— a UIERERE L7,

host By WAL L, ETITHBEEMARAR A N v r—3 g UfER
EHRELET,

av>U R FI4ILk

T 7 4V h OEBHERAEIZH Y TR AL

AYURE—R Frife EXEC

avy FERE )1)—=x EEAR
Cisco I0S XE Fuji Zoawy RBREAINE LT,
16.9.2

&k @ show location civic-location =<~ > RO HFNIL, FEE SN72ik0+ (identifier
1) Dby ruabr— g NEREFRLET,
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. show location

SRFLEEIATUFR |

Device# show location civic-location identifier 1

Civic location information

Identifier 1
County Santa Clara
Street number 3550
Building 19
Room (619
Primary road name Example
City San Jose
State CA
Country Us
BEavr R av vk 5 BA
location T RARA v Moalr—ya UEREHREL

jz‘@—o
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show logging onboard switch uptime .

show logging onboard switch uptime

VAT LNOTRTODEY 2—/VETIAAL v TFOTXTO Iy NAHOBREARRT HIC
%, show logging onboard switch uptime =~ > R&fiH L £7,

show logging onboard switch { switch-number | active | standby } uptime [ [ [continuous |
detail ] [start hour day month [year] [end hour day monthyear]]] |summary]

BX DA switch switch-number A o FEEELET, 2 v FREE AT
L\ij—()
active TITA4T A VAR AEZIEELET,
standby AR N, A UAR L AERELET,
continuous (R #gT — X 2R LET,
detalil ULE) 3T — 2 5 FRrLET,
start hour day month year (EE) 7— X 2E R DB 2 F87E L
7,
end hour day month year UEE) T 2FRT D& TR ZHRE L
i‘a‘o
summary =8 BT — 4 %2FrLET,
ATV R E—FR e EXEC (#)
2wy REE y1y—2 KENE
Cisco IOS XE Fuji 16.9.2 Tha<wy RNRLLFICEEZEINE L=, Cisco
Catalyst 9200 U — X A A »F
Cisco IOS XE Gibraltar 16.10.1 Zoa<wry ROMANEFRIN, AX v IN
DA RO Y a— FEENRERIND LI
Y FELA,

RIZBIZRLES,
KIZ, show logging onboard switch active uptime continuous =~ > RO /1l 2R L E T,

Device# show logging onboard switch active uptime continuous

Time Stamp | Reset | Uptime
MM/DD/YYYY HH:MM:SS | Reason | years weeks days hours minutes
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. show logging onboard switch uptime

06/17/2018
06/17/2018
06/17/2018
06/17/2018
06/17/2018
06/18/2018
06/18/2018
06/18/2018
06/18/2018
06/18/2018
06/18/2018
06/18/2018
06/18/2018
06/18/2018
06/18/2018
06/18/2018
06/18/2018
06/18/2018
06/18/2018
06/18/2018
06/19/2018
06/19/2018
06/19/2018
06/20/2018
06/20/2018
06/20/2018
06/20/2018
06/20/2018
06/20/2018
06/20/2018
06/20/2018

19:
19:
20:
20:
20:
17:
17:
18:
19:
19:
20:
20:
21:
21:
21:

21

21:
22:
22:
22:
00:
00:
01:
02:
02:
03:
03:
03:
03:
03:
04:

42
56:
10:
23:
37:
09:
18:
33:
03:
40:
37:
51:
04:
18:
31:
:45:
59:
11:
24:
39:
01:
13:
05:
37:
50:
02:
14:
26:
38:
52:
05:

56
31
46
48
20
23
39
33
05
30
47
13
08
23
25
15
02
41
27
14
59
21
42
16
03
13
26
44
58
43
16

Reload
Reload
Reload
Reload

Reload Command
Reload Command

redundancy
Reload
Reload
Reload
Reload
Reload
Reload
Reload
Reload
Reload
Reload
Reload
Reload

force-switchover

Reload Command
Reload Command

redundancy
redundancy
redundancy
redundancy
redundancy
redundancy
redundancy
redundancy
redundancy
redundancy

force-switchover
force-switchover
force-switchover
force-switchover
force-switchover
force-switchover
force-switchover
force-switchover
force-switchover
force-switchover

O O O O O OO OO OO0 O0OO0O0OO0O0O0O0O0O0O00OO0OOOOLOOLOOLOOLOOLOOOO
O O O O O OO OO OO0 0O0OO0O0O00O00O0O0O00O00OO0OOOOLOOLOOLOLOOLOOOO
O O O O O OO OOOOOOOOOOOOOOOOOLOLOLOO OO O

SRFLEEIATUFR |

OO O OO OO OO OODODODODOOODOODOOFrHONOOOOO
[ BN, BN, INE; BNE, BNC, NG, BNC, BN C, BN, B, BN, BN C, BN, BN, BN G, BN E BN, NG, BNC, BN, BN, BN, BN G, BN, NG, BN G, BN, BN, €

&IZ. show logging onboard switch active uptimedetail =~ > FOH Il Z R L E9,

Device# show logging onboard switch active uptime detail

First customer power on : 06/10/2
Total uptime

Total downtime

Number of resets

Number of slot changes
Current reset reason

Current reset timestamp : 09/17/2
Current slot :
Chassis type

Current uptime

0 vyea
0 vyea
75
9
PowerOn
1
0
0 vyea

017 09:28:22
rs 50 weeks 4
rs 15 weeks 4

018 10:59:57

days 13 hours 38
days 11 hours 52

minutes
minutes

minutes

Time Stamp
MM/DD/YYYY

Reset
Reason

| Uptime

06/10/2017
<snip>

09/17/2018
09/17/2018

| BRZSEN R

09:28:

09:07:
10:16:

Reload

PowerOn

Reload Command

0 0 0
0 0 3
0 0 0

0 0
15 5
1 5
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09/17/2018 10:59:57

PowerOn

show logging onboard switch uptime .

&IZ. show logging onboard switch standby uptime detail =~ > KOH B %2R L E T,

Device# show logging onboard switch standby uptime detail

First customer power o
Total uptime

Total downtime

Number of resets
Number of slot changes
Current reset reason

n : 06/10/2017 11:51:26
0 vyears 46 weeks O
0 vyears 20 weeks 1
79
13
PowerOn

Current reset timestamp : 09/17/2018 10:59:57

Current slot
Chassis type
Current uptime

Time Stamp |
MM/DD/YYYY HH:MM:SS |

Reset
Reason

days 11 hours 44 minutes
days 10 hours 45 minutes
days 0 hours 5 minutes
| Uptime

06/10/2017 11:51:26
<snip>

08/10/2018 09:13:58
08/28/2018 14:21:42
08/28/2018 14:34:29
09/11/2018 09:08:15
09/11/2018 19:15:06
09/13/2018 16:50:18
09/17/2018 10:55:09

LocalSoft

Reload Slot Command

System requested reload
Reload

redundancy force-switchover
Reload Command

PowerOn

O O O O o o o

0 0 0 0
0 2 5 4
0 0 3 5
0 0 0 0
0 1 8 5
0 0 9 4
0 1 21 6
0 0 0 5

W1z, show logging onboard switch active uptime summary =~ > RO 1z~ L E T,

Device# show logging onboard switch active uptime summary

First customer power o
Total uptime

Total downtime

Number of resets
Number of slot changes
Current reset reason

n : 04/26/2018 21:45:39
0 vyears 20 weeks 2
0 vyears 2 weeks 2
1900
18
Reload Command

Current reset timestamp : 09/26/2018 20:43:15

Current slot
Chassis type
Current uptime

12 hours 22 minutes
8 hours 40 minutes

22 hours 5 minutes
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. show mac address-table
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show mac address-table

MAC 7 RULAF—7 L5235t 5I121%. showmacaddresstable =~ > R &4 EXEC E— R
THEALET,

show macaddress-table [{ address mac-addr [ interface type/number |vlan vian-id ] | aging-time
[ routed-mac |vlan vlan-id] | control-packet-learn | count [ summary |vlan vian-id] |[
dynamic |secure |static ][ address mac-addr ][ interface type/number |vlan vian-id ] | interface
type/number | learning [ vlan vlan-id] | multicast [ count ][ igmp-snooping | mld-snooping |
user ][ vlan vlan-id] | notification { change [ interface [ type/number ]] | mac-move |
threshold } | vlan vian-id }]

B DEREA

address mac-addr EE) B EDMACT RLZDMAC 7 RL A2 F—7 LI
T HEMERRLET,

inter face type/number EE) BEDA v Z—T oA ZADT RLAZFRLET,

vlan vian-id (fEE) $ED VLAN DT RL 22 F R LET,

aging-time[routed-mac|vlan  ({f£&) V—7 v FMAC £72(IVLAN D= —V > 7 2 A Lk
vian-id] BRLET,

control-packet-learn ER) HE 7y FO MACFENRT A =2 2RKRLET,
count (&) MACT7 RL A T—7 LNOBEOT Y U A FoR
LET.

dynamic L&) A FIv I T RLADRERRLET,

secure EE) X227 7T RLVAZTEERRLET,

static UEE) A¥T 4 v 7T RLADHZREFRRLET,

learning ({EE) VLANE/3A v 4 —T oA ZADFEE TR LET,
multicast ER) wVTFXY ANMACT RLAT—7 v MY T

(BT Dl E RN LET

igmp-snooping (%) Internet Group Management Protocol (IGMP) A X —Lt°
YKo THEERSNET FLARAZFRLET,

mld-snooping (f£&) Multicast Listener Discover version 2 (MLDv2) A X—
UKo THEEENZT RLAEZFRRLET,

user EE) FEICANLE (A¥T 4w 7)) TRLVAZFIRLE
75
notification change MAC @R T A — 2 B L OBET—7 e £ R LET,
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show mac address-table .

notification mac-move

MAC BEhBRM AT — % A FKRLFET,

notification threshold

HEAEY (CAM) T—7NVFHBMAT —H A FTRLE

—g—o
AU R E—F it EXEC (#)
AV FEE Y1—2 ZERE

Cisco 10S XE Fuji 16.9.2

Zoavwry FREASHE L

Cisco I0S XE Gibraltar 16.12.4

SAaADI T v =TT 77 A KT 7 A (SD-Access)
Va—3a A ENAMACT RLA%EFKRT D L 91T show
mac address-tablevlan vian-id =~ > R23EH S £ L7,

FEREDHA K54 > macaddr OffiL48 B RO MAC 7 RLATY, Axh/e 7 4+—~ v MIHHH TY,

interface-number 518 Clx, TV a2 — N ER— MESEZEELET, AHEILZ. BESNT-A v
H—TxARALXAT BEOMEHINDI VY= EEV 22— ML TRV ET, 722

I, 1322y b ¥ —31248 AR — | 10/100BASE-T A —% % v b Y 2 — A nHFE#H I T
HPHEIT, FHEY P A =YXy b AV EZ—T 2 A ALZHEETHELE, TV 2—NVEZOHEL)

fEIX 1 ~13, A= ESZOHEMEIT 1 ~ 4812720 £,

&Iz, show mac addresstable =~ > RO 2~ L £,

Device# show mac address-table

Vlan
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

51

Mac Address Table

.cccc
.cccd
.0000
.0001
.0002
.0003
.0004
.0005
.0006
.0007
.0008
.0009
.000a
.000b
.000c
.000d
.000e
.000f
.0010
.0021
LEfEE
.1dc3
L2222

STATIC
STATIC
STATIC
STATIC
STATIC
STATIC
STATIC
STATIC
STATIC
STATIC
STATIC
STATIC
STATIC
STATIC
STATIC
STATIC
STATIC
STATIC
STATIC
STATIC
STATIC
STATIC
STATIC
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. show mac address-table

51 780c.f0el.ldc6 STATIC V151
1021 0000.0c9f.f45¢c STATIC V11021
1021 0002.02cc.0002 STATIC Gi6/0/2
1021 0002.02cc.0003 STATIC Gi6/0/3
1021 0002.02cc.0004 STATIC Gi6/0/4
1021 0002.02cc.0005 STATIC Gi6/0/5
1021 0002.02cc.0006 STATIC Gi6/0/6
1021 0002.02cc.0007 STATIC Gi6/0/7
1021 0002.02cc.0008 STATIC Gi6/0/8
1021 0002.02cc.0009 STATIC Gi6/0/9
1021 0002.02cc.000a STATIC Gi6/0/10

<output truncated>

wIZ, BEDMACT RLADMACT RLAT—T NN EFRTHH 2R LET,

Device# show mac address-table address fc58.9a02.7382

Mac Address Table

Vlan Mac Address Type Ports

1 £c58.9a02.7382 DYNAMIC Tel/0/1
Total Mac Addresses for this criterion: 1

WIT, BED VLAN ICHERESN TWEIZ— 0 T2 A A RRT D0 %2R LE
7,

Device# show mac address-table aging-time vlan 1
Global Aging Time: 300

Vlan Aging Time

WIZ, BEDA VB —T 2 A ZADMAC T KL AT —7 VT A A ERT 5H
ZnLET,

Device# show mac address-table interface TenGigabitEthernetl/0/1

Mac Address Table

Vlan Mac Address Type Ports

1 £c58.9a02.7382 DYNAMIC Tel/0/1
Total Mac Addresses for this criterion: 1

RIZ, MAC BENEINI AT — X A2 F£or T o0l 2 R L E7,

Device# show mac address-table notification mac-move

MAC Move Notification: Enabled

wIZ, CAM 7T —7 NVRF@MAT — X A BT 5082~ LET,

Device# show mac address-table notification threshold

Status limit Interval
_____________ o
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show mac address-table .

enabled 50 120

WRIZ, FEDA X —T A AD MAC HBHI/NT A —X LIBRT — T NV EFRT HH)
ZRLET,

Device# show mac address-table notification change interface tenGigabitEthernetl/0/1

MAC Notification Feature is Disabled on the switch
Interface MAC Added Trap MAC Removed Trap

TenGigabitEthernetl1/0/1 Disabled Disabled

Wiz, FFEDVLANDMACT RV AT —T T AIEREZFRTH0 2R LET,

N

(GE) v Az2dDSD-Access V¥ U = — a3 U EEH L TWAHEAEIL, CP_LEARN % A 7O MAC
7 RUABRFRENET,

Device# show mac address-table vlan 1021

Mac Address Table

Vlan Mac Address Type Ports
1021 0000.0c9f.f45¢c STATIC v11021
1021 0002.02cc.0002 STATIC Gi6/0/2
1021 0002.02cc.0003 STATIC Gi6/0/3
1021 0002.02cc.0004 STATIC Gi6/0/4
1021 0002.02cc.0005 STATIC Gi6/0/5
1021 0002.02cc.0006 STATIC Gi6/0/6
1021 0002.02cc.0007 STATIC Gie6/0/7
1021 0002.02cc.0008 STATIC Gi6/0/8
1021 0002.02cc.0009 STATIC Gi6/0/9
1021 0002.02cc.000a STATIC Gi6/0/10
1021 0002.02cc.000b STATIC Gie/0/11
1021 0002.02cc.000c STATIC Gie/0/12
1021 0002.02cc.000d STATIC Gi6/0/13
1021 0002.02cc.000e STATIC Gie/0/14
1021 0002.02cc.000f STATIC Gi6/0/15
1021 0002.02cc.0010 STATIC Gie/0/16
1021 0002.02cc.0011 STATIC Gi6/0/17
1021 0002.02cc.0012 STATIC Gi6/0/18
1021 0002.02cc.0013 STATIC Gi6/0/19
1021 0002.02cc.0014 STATIC Gi6/0/20
1021 0002.0100.0001 CP_LEARN TuO

1021 0002.0100.0002 CP_LEARN TuO

1021 0002.0100.0003 CP_LEARN TuO

1021 0002.0100.0004 CP_LEARN TuO

1021 0002.0100.0005 CP_LEARN TuO

1021 0002.0100.0006 CP_LEARN TuO

1021 0002.0100.0007 CP_LEARN TuO

1021 0002.0100.0008 CP_LEARN TuO

1021 0002.0100.0009 CP_LEARN TuO
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. show mac address-table

1021 0002.0100.000a CP_LEARN Tu0
Total Mac Addresses for this criterion: 114

K DFT, show mac addresstable DH IZE RSNDEER 7 — LV FEHHALET,

% 9:show mac address-table 7 1+ — )L K MDA

Z4—ILF Bl

VLAN VLAN % 75,

Mac Address T FUDMACT RLA,

27 T RLVADE AT,

A—k R—h ZA 7,

Total MAC addresses [ MAC 7 KL 25 —7 /LDOEEHMACT L 23,

BEEav R avw R EEA

clear mac addresstable |MAC 7 KL 2 F—T A XA FI w7 = FYEEIBRLET,
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show mac address-table move update .

show mac address-table move update

TNAZEDMACT RV AT =7 VBB HEEE#AZFK T 5I21%, EXEC E— F T showmac
address-table moveupdate =~ > R& A L £,

show mac address-table move update

SO IRy FIZFBIEERITZF—Y—NIdb v £t A,

ATVERFIFILN T IANNOBECHEITH Y EH A,

ATV R E—F “—% EXEC
e EXEC
avy FERE Jiy—=x

Cisco IOS XE Fuji 16.9.2

!l
KIZ. show mac address-table moveupdate =~ > RO EZ R LET,

Device# show mac address-table move update

Switch-ID : 010b.4630.1780

Dst mac-address : 0180.c200.0010
Vlans/Macs supported : 1023/8320
Default/Current settings: Rcv Off/On, Xmt Off/On
Max packets per min : Rcv 40, Xmt 60

Rcv packet count : 10

Rcv conforming packet count : 5

Rcv invalid packet count : O

Rcv packet count this min : O

Rcv threshold exceed count : O

Rcv last sequence# this min : O

Rcv last interface : Po2

Rcv last src-mac-address : 0003.fd6a.8701
Rcv last switch-ID : 0303.£d63.7600

Xmt packet count : 0

Xmt packet count this min : 0

Xmt threshold exceed count : 0

Xmt pak buf unavail cnt : 0

Xmt last interface : None
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. show parser encrypt file status

show parser encrypt file status

TTANX— FREDKFLAT —F A% K" 5I21%, show parser encrypt file status =~ >
NEfEHLET,

show parser encrypt file status

XD Ioawy RZEBIEELEF—TY—REH D THA,

aAvURFIALE AL

avU R E—F =— EXEC
avy FIERE J1y—=x EEAS
Cisco I0S XE Fuji ZOawy RREASHE LT,
16.9.2
Bl WD R, MEEEMETTRET, 7 7 A AR LS N TN A - L AR L E

T. 77 AME TEET X2 b ERTT,

Device> enable

Device# show parser encrypt file status
Feature: Enabled

File Format: Cipher text
Encryption Version: verl

BEEav K avU R

EIDII:I

A

serviceprivate-config-encryption | 7°5 4 _X— NEEE 7 7 4 L OREEALE BT LE T,
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show platform integrity .

show platform integrity

EENEEOTF = v 7 AL a— REFRRT HITIE, F5HE EXEC *£— R Cshow platformintegrity
a~vy REfHLET,

show platform integrity [sign [nonce <nonce>] ]

X DA sign ER) B4ExHRrLET,
nonce (EE) FrAfiz AT LFET,
avY RE—FK F5HE EXEC (#)
avy FERE J1)— ZEERNE
R

Zoawr FREASRE L,

I WiT. REEEDF = v 7P 4 L a— R ERT AR L E T

Device# show platform integrity sign

PCRO: EE47F8644C2887D9BD4DE3E468DD27EBI93F4A606006A0B7006E2928C50C7C9AB
PCR8: E7B61EC32AFA43DAlFF4D77F108CA266848B32924834F5E41A9F6893A9CB7A38
Signature version: 1

Signature:
816C5A29741BBAC1961C109FFC36DA5459A44DBF211025F539AFB4868EF91834C05789
5DAFBC7474F301916B7D0OD08ABESEOSE66598426A73E921024C21504383228B6787B74
8526A305B17DAD3CF8705BACFD51A2D55A333415CABC73DAFDEEFD8777AAT 7TF482EC4B
731A09826A41FB3EFFC46DCO2FBA666534DBEC7DCC0C029298DB8462A70DBA26833C2A
1472D1F08D721BA941CB94A418E43803699174572A5759445B3564D8EAEES7D64AE304
EE1D2A9C53E93E05B24A92387E261199CEDS8DSAOCE7134596FF8D2D6E6DAT773757C70C
D3BA91C43A591268C248DF32658999276FB972153ABE823FOACFE9F3B6F0ADIAOOE257
4A4CC41C954015A59FB8FE

Platform: WS-C3650-12X48UZ
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. show platform software audit

show platform software audit

SRFLEEIATUFR |

SE Linux ¥4 v 7' % K89 5 121%, 7 EXEC & — K T show platform softwareaudit =~ > K

2L ET,

show platform softwareaudit {all | summary |
{0 | FO | RO | {FP | RP} {active}}}

[switch {switch-number | active | standby}]

EX DA all TRTCOAT Y hLOBERn FE2FRLE
TO
summary TRTCOAE Y " LOERr 7 OEK D
VRERRLET,
switch BEDAAL v TFDATy MIOWTOER D

JHEFRLET,

switch-number

FRELIEAA v TR/ TDAA v F 2R L E
R

switch active AL TFDTIT 4 TA VAR AR RN L
iﬁ‘o

standby AZA FDRARUINA A LV AB Y AETRIR L
\i—g—o

0 SPA AL H—T A A FutyH Zmy ko0
DEEn 7 2R LET,

FO Embedded-Service-Processor A 17 b 0 DB
nJERRLET,

RO Route-Processor A 12 h 0 DEEFE 1 7 % Ko
L\iTO

FP active 7 27 4 7 73 Embedded-Service-Processor A
oy hOESo 7 2FRLET,

RP active 7 2 4 773 Route-Processor A 1 v k DEEHY
0 s ERRLET,

av YR E—F HiHE EXEC (#)

avy RNERE

EELEOHA KS4> D=~ R, CiscolOS XE Gibraltar 16.10.1 C SELinux 7 1] & — RHRED & L CTEA X
AUE L7z, show platform softwareaudit =~ > Ri%, 77 B REXA XV MGV AT A1

JHaEFRLET,
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show platform software audit .

Cisco I0S XE Gibraltar 16.10.1 TiX, #F A€ — K TO#AEIX, IOSXE 77 v b7 4 — LDFFE
DayR—=xr kb (FavRAERIEIT SV r—vay) #HRT5 B0 TR TE £4, &
F—RTIE, 77 BRERA RV MBREEN, VAT LA PERINETR, A XV M E
I ER IR T ey 7 SNEF A, 2DV Y 2—3 g 0%, BT VB RERBHE—RT
EL £,

&Iz, show software platform software audit summary =~ > KO H /1l 2R LET,

Device# show platform software audit summary

AUDIT LOG ON switch 1

AVC Denial count: 58

iz, show software platform software audit all =~ > RO B Z R L £,

Device# show platform software audit all

AUDIT LOG ON switch 1

========== START ============

type=AVC msg=audit (1539222292.584:100): avc: denied { read } for pid=14017
comm="mcp_ trace filte" name="crashinfo" dev="rootfs" ino=13667
scontext=system u:system r:polaris trace filter t:sO
tcontext=system u:object r:polaris disk crashinfo t:s0 tclass=lnk file permissive=1l
type=AVC msg=audit (1539222292.584:100): avc: denied { getattr } for pid=14017
comm="mcp trace filte" path="/mnt/sdl" dev="sdal" ino=2
scontext=system u:system r:polaris trace filter t:sO
tcontext=system u:object r:polaris disk crashinfo t:s0 tclass=dir permissive=1l

type=AVC msg=audit (1539222292.586:101): avc: denied { getattr } for pid=14028 comm="1s"
path="/tmp/ufs/crashinfo" dev="tmpfs" ino=58407
scontext=system u:system r:polaris trace filter t:sO
tcontext=system u:object r:polaris ncd tmp t:s0 tclass=dir permissive=1l

type=AVC msg=audit (1539222292.586:102): avc: denied { read } for pid=14028 comm="1s"
name="crashinfo" dev="tmpfs" ino=58407
scontext=system u:system r:polaris trace filter t:sO
tcontext=system u:object r:polaris ncd tmp t:s0 tclass=dir permissive=1l

type=AVC msg=audit (1539438600.896:119): avc: denied { execute } for pid=8300 comm="sh"
name="id" dev="loop0" ino=6982

scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:bin t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438600.897:120): avc: denied { execute no trans } for pid=8300
comm="sh"
path="/tmp/sw/mount/cat9k-rpbase.2018-10-02 00.13 mhungund.SSA.pkg/nyquist/usr/bin/id"
dev="1loop0" ino=6982 scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:bin t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438615.535:121): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0
tcontext=system u:object r:polaris caf api port t:s0 tclass=tcp socket permissive=l
type=AVC msg=audit (1539438624.916:122): avc: denied { execute no trans } for pid=8600
comm="auto upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438648.936:123): avc: denied { execute no trans } for pid=9307
comm="auto upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438678.649:124): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0
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. show platform software audit

tcontext=system u:object r:polaris caf api port t:s0 tclass=tcp_socket permissive=1
type=AVC msg=audit (1539438696.969:125): avc: denied { execute no trans } for pid=10057
comm="auto_ upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris_auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438732.973:126): avc: denied { execute no trans } for pid=10858
comm="auto_upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris_auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438778.008:127): avc: denied { execute no trans } for pid=11579
comm="auto_upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438800.156:128): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0
tcontext=system u:object r:polaris caf api port t:s0 tclass=tcp_socket permissive=1
type=AVC msg=audit (1539438834.099:129): avc: denied { execute no trans } for pid=12451
comm="auto_ upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris_auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539440246.697:149): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0
tcontext=system u:object r:polaris caf api port t:s0 tclass=tcp_socket permissive=1
type=AVC msg=audit (1539440299.119:150): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0
tcontext=system u:object r:polaris caf api port t:s0 tclass=tcp_socket permissive=1

========== END ============

iz, show software platform software audit switch =~ > ROHFFlE2 R L ET,

Device# show platform software audit switch active RO

========== START ============

type=AVC msg=audit (1539222292.584:100): avc: denied { read } for pid=14017
comm="mcp_trace filte" name="crashinfo" dev="rootfs" ino=13667
scontext=system u:system r:polaris trace filter t:sO

tcontext=system u:object r:polaris disk crashinfo t:s0 tclass=lnk file permissive=1l

type=AVC msg=audit (1539222292.584:100): avc: denied { getattr } for pid=14017
comm="mcp_ trace filte" path="/mnt/sdl" dev="sdal" ino=2
scontext=system u:system r:polaris trace filter t:sO

tcontext=system u:object r:polaris disk crashinfo t:s0 tclass=dir permissive=1l

type=AVC msg=audit (1539222292.586:101): avc: denied { getattr } for pid=14028 comm="1s"
path="/tmp/ufs/crashinfo" dev="tmpfs" ino=58407
scontext=system u:system r:polaris trace filter t:sO

tcontext=system u:object r:polaris ncd tmp t:s0 tclass=dir permissive=1l

type=AVC msg=audit (1539222292.586:102): avc: denied { read } for pid=14028 comm="1s"
name="crashinfo" dev="tmpfs" ino=58407
scontext=system u:system r:polaris trace filter t:sO

tcontext=system u:object r:polaris ncd tmp t:s0 tclass=dir permissive=1l

type=AVC msg=audit (1539438624.916:122): avc: denied { execute no trans } for pid=8600
comm="auto upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris auto upgrade server rp t:s0

tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438648.936:123): avc: denied { execute no trans } for pid=9307
comm="auto upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris auto upgrade server rp t:s0

tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438678.649:124): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0

tcontext=system u:object r:polaris caf api port t:s0 tclass=tcp socket permissive=l

type=AVC msg=audit (1539438696.969:125): avc: denied { execute no trans } for pid=10057
comm="auto upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris auto upgrade server rp t:s0
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show platform software audit .

tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l
type=AVC msg=audit (1539438732.973:126): avc: denied { execute no trans } for pid=10858
comm="auto_ upgrade se" path="/bin/bash" dev="rootfs" ino=7276
scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l
type=AVC msg=audit (1539438778.008:127): avc: denied { execute no trans } for pid=11579
comm="auto_upgrade se" path="/bin/bash" dev="rootfs" ino=7276
scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l
type=AVC msg=audit (1539438800.156:128): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0
tcontext=system u:object r:polaris caf api port t:s0 tclass=tcp_socket permissive=1
type=AVC msg=audit (1539438834.099:129): avc: denied { execute no trans } for pid=12451
comm="auto_upgrade se" path="/bin/bash" dev="rootfs" ino=7276

scontext=system u:system r:polaris auto upgrade server rp t:s0
tcontext=system u:object r:shell exec t:s0 tclass=file permissive=l

type=AVC msg=audit (1539438860.907:130): avc: denied { name connect } for pid=26421
comm="nginx" dest=8098 scontext=system u:system r:polaris nginx t:s0
tcontext=system u:object r:polaris caf api port t:s0 tclass=tcp_socket permissive=1

END
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. show platform software fed switch punt cause

show platform software fed switch punt cause

AVB—=T 2 ARATRE LAy bB3V—F2T7at vy (RP) 123 FESTWHEHIZE
T HIEMEFRT DL, HFiME EXEC & — KT show platform software fed switch punt cpugq
cause 2~ K&l L £,

show platform software fed switch {switch-number |active |standby} punt{cause id |clear
| summary}

XD switch {switch-number | =z 1 v F|ZRET HIEMAFRLET, ROBIRENRH Y £7,

active | standby}
« switch-number,

sactive : 77T 4 TR AA v FICHETHERERRLET,

e gandby : FFAET HELE. AX A AL v FICEHT HIEHREFE
~LET,

G¥) ZOF—U— NI R—FSNLTHEEA,

cause_id AR TR T AOMERHDIRRO ID 2fEELET,
clear TRCOFROHE 227 V7 LET, FREZZ V745 E, #Ehc

FIEWAECDATREMENR BV £7,

summary SN NEHOMELRRLET,

aATYRFIHLE AL

avU R E—F ¥rME EXEC (#)

avy FERE J1y—= TEAR
CiscolOSXEY 7 I 0 Z 116101 ZDa~<y RBREAINE L,

EREDAA FSS L

£l
&IZ. show platform software fed switch active punt cause summary =~ > K H 774
EaRLET,

Device# show platform software fed switch active punt cause summary
Statistics for all causes

Cause Cause Info Rcvd Dropped
7 ARP request or response 1 0
21 RP<->QFP keepalive 22314 0
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show platform software fed switch punt cause .

55 For-us control 12 0
60 IP subnet or broadcast packet 21 0
96 Layer2 control protocols 133808 0

Iz, show platform software fed switch active punt cause cause-id ==~ > KD H /)i &
~LET,

Device# show platform software fed switch active punt cause 21
Detailed Statistics

Sub Cause Rcvd Dropped
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. show platform software fed switch punt cpuq

SRFLEEIATUFR |

show platform software fed switch punt cpuq

CPU Fa2—D/R T 7 4y ZICET H1F® &R T 21213, K EXEC &— T show
platform software fed switch punt cpuq =~ > R&fEH L £,

show platform software fed switch {switch-number |active |standby} punt cpuq {cpuq id

|all |brief |clear |rates}

X DA switch {switch-number active standby}

A2y FICHET DERER R LET, RO
BRI H 0 £,

« switch-number,

cactive : 77T 4 T AA v FITET
HEWMEFRRLET,

s gandby : FET DA, AX /3 A
Ay FICET HERERTLET,
GE) ZOF—TU— RFHHR—Fh
SNTVWEEA,

punt

Ny MEBREFRLET,

cpuq

CPUZEFX = —IZBT o EHRER L E
7,

cpuq_id

KEED CPU F = —|Z[EF OFMAERETE L E
7,

all

TRTOCPUF =2 —DFFHERRLET,

brief

ZEBIOFRny SN oy b
DFME L, TRTOF2—DFEH Iz
Mtz 2R LET,

clear

T_RTOCPU F=2—DfEE2 27 U7 LE
T, CPUF2—% 7 VT35 L, HiHTr
JEMWNEC D AREMERH D F97,

rates

Ry hOR M L— hEFRRLET,

ATV RFI+LE AL

aAvTYRE—F M EXEC (#)
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show platform software fed switch punt cpuq .

avy RERE

IJIJ——;(

CiscolOSXE 27 7 /041 16.10.1 ZDa~y RREAINE LT,

FEREDAA RS>

L

1

KIZ, show platform software fed switch active punt cpuq brief =~ > KO 736 % 7R~

L%

¥

Device#show platform software fed switch active punt cpuq brief

Punt CPU Q Statistics Brief
Q | Queue | Rx | Drop | Drop | Drop
no | Name cur | delta | prev | cur | delta
0 CPU_Q DOT1X AUTH 0 0 0 0 0
1 CPU_Q L2 CONTROL 6772 6772 0 0 0
2 CPU_Q FORUS_TRAFFIC 0 0 0 0 0
3 CPU_Q ICMP GEN 0 0 0 0 0
4 CPU_Q ROUTING CONTROL 12 12 0 0 0
5 CPU_Q FORUS_ADDR RESOLUTION 1 1 0 0 0
6 CPU_Q ICMP REDIRECT 0 0 0 0 0
7 CPU_Q INTER_FED TRAFFIC 0 0 0 0 0
8 CPU_Q L2LVX CONTROL_PKT 0 0 0 0 0
9 CPU_Q EWLC_CONTROL 0 0 0 0 0
10 CPU_Q EWLC_DATA 0 0 0 0 0
11 CPU_Q L2LVX DATA PKT 0 0 0 0 0
12 CPU_Q BROADCAST 21 21 0 0 0
13 CPU_Q LEARNING CACHE OVFL 0 0 0 0 0
14 CPU_Q SW_FORWARDING 0 0 0 0 0
15 CPU_Q TOPOLOGY CONTROL 127300 127300 0 0 0
16 CPU_Q PROTO_SNOOPING 0 0 0 0 0
17 CPU_Q BFD_LOW_ LATENCY 0 0 0 0 0
18 CPU_Q TRANSIT TRAFFIC 0 0 0 0 0
19 CPU_Q RPF_FAILED 0 0 0 0 0
20 CPU_Q MCAST_END STATION_ SERVICE 0 0 0 0 0 0

va7igEavo R )



. show platform software fed switch punt cpuq

21

22

23

24

25

26

27

28

29

30

31

CPU_Q_LOGGING
CPU_Q PUNT WEBAUTH

CPU Q HIGH RATE APP
CPU Q EXCEPTION

CPU Q SYSTEM CRITICAL
CPU Q NFL SAMPLED DATA
CPU_Q LOW LATENCY

CPU Q EGR EXCEPTION
CPU_Q_FSS

CPU Q MCAST DATA

CPU_Q_GOLD_PKT

0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0

SRFLEEIATUFR |

0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0

WDFET, ZOHNIERINDIEERT 4 —V REHALET,

% 10: show platform software fed switch active punt cpuq brief 2 « —)L K DA

J4—)L K |EHBEA

Qno ¥ =2 —0 1D,

Queue ¥ 2 — D4,

Name

Rx ZEENT ATy N,
Fry7 | Fay 7SN "ry SO

KIZ. show platform software fed switch active punt cpuq cpug_id =~ > RO H /6%
R~LET,

Device#show platform software fed switch active punt cpuq 1

Punt CPU Q Statistics

CPU Q Id

CPU Q Name

Packets received from ASIC
Send to IOSd total attempts
Send to IOSd failed count

RX
RX
RX
RX
RX
RX
RX

suspend count

unsuspend count

unsuspend send count
unsuspend send failed count
consumed count

dropped count

non-active dropped count

| BRZSEN R
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show platform software fed switch punt cpuq .

RX conversion failure dropped : O
RX INTACK count : 6761
RX packets dg'd after intack : 0
Active RxQ event : 6761
RX spurious interrupt : 0

Replenish Stats for all rxqg:

Number of replenish : 61969
Number of replenish suspend : 0
Number of replenish un-suspend : 0
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. show platform software sl-infra

show platform software sl-infra
NITNYa—T o o TiERERR L, 72y ZICET 21 ®EF T 5113, FiHE EXEC
£ — KT show platform softwared-infra=z~> K2 AL L E9, Zoa~> Kol ik, 77
ZANYR—=FF =B T TN a—T 4 7T Ry JIERALET,

show platform softwared-infra { all | current | debug | stored }

BXDEREA all BAEOER., Ty ZIEHR, BLOMEFEIN TV AEREFERLET,

current BIfED T A & ABEERA TR LET,

debug F o ZE2HRICLET,

stored HUf A 2 Z U ATREFES N TV AIEREF R LET,

av>Y R E—F it EXEC (Devicett)

avy FER J1)y—= FHEHAR

CiscoIOS XE Amsterdam 17.3.2a = o~ RREAINE LT,

FERLEDHA KSq4y FRTERVET =X v —URERSNIESAEE, 3y Y= VEZF VAT Lu ZIZFRS
NHAyE—=UEHIT, Y RAaDT 7 =00 % R — MY show licensetech support,  show
license history message, 3 & U show platform softwared-infraall 4% EXEC =~ > R Hi 71
FRAEL TSN,
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show platform sudi certificate

show platform sudi certificate .

FREDOSUDIDTF = v 7 A a— RERRT HIZ1E, Fi#E EXEC E— KT show platform sudi

certificate =~ R&fEH L £,

show platform sudi certificate [sign [nonce <nonce>] ]

BX DA

AR E—F

sign (EE) BL4EFRRLET,
nonce (EE) FrA2lmaE AN LET,

¥rME EXEC (#)

avy FERE

1

J)— EERE
R

Zoavy RPEAINE L,

WIZ, BEDOSUDIDF = 7% A La— REFERTHHEZRLET,

# show platform sudi certificate

MIIDQzCCAiugAwIBAgGIQX/h7KCtU3I1CoxWlaMmt/zANBgkghkiGO9wOBAQUFADAL
MRYwWEFAYDVQQKEw1DaXNjbyBTeXNOZW1zMRswGQYDVQQODExJDaXNjbyBSb290IENB
IDIwNDgwHhcNMDOWNTEOM]AxNzEyWhceNMj kwNTEOM)AyNTQyWjALIMRYwEFAYDVQQK
EwlDaXNjbyBTeXN0ZW1zMRswGQYDVQQDExJDaXNjbyBSb290IENBIDIwWNDgwggEg
MAOGCSgGSIb3DQEBAQUAA4IBDQAWGgETIAOIBAQCWMrmrp68Kd6ficba0ZmKUeIhH
xmJVhEAyv8CrLgUccda8bnuogqrpu0hWISEWdovyDOMy5jOAmaHBKeN8hF570YQXJ
FcjPFtolYYmUQ6iEgQDGYeJu5Tm8sUxJszR2tKyS7McQr/4NEb7Y9JHcIJ6r8qgB9og
VvYgDxFUL4F1pyXOWWGCZe+36ufijXWLbvLdT6ZeYpzPEAPkOEStzivMW/VgpSdH
JWnO0£84bcNS5wGyDWbs2mAag8EtKpP6BrXruOIIt6ke01a06g580BdKhTCytKmg9l
Eg6CTY57/e/rmxrbU6YTYK/CEdfHbBcl11HP7R2RQgYCUTOG/ rksc35LtLgXfAGED
0lEwTzALBgNVHQ8EBAMCAYYwDwYDVROTAQH/BAUWAWER/zAdBgNVHQ4EFgQUJ/PI
FR5umgIJFq0roIlgX9p7L60wEAYJKwYBBAGCNXUBBAMCAQAWDQYJKOZIhveNAQEF
BQADggEBAJ2dhISIQal8dwy3U8pORFB171R803UXHOSgxkhLtv5MOhmBVrBW7hmW
Ygpao2TB9k5UM8Z3/sUcuuvVdIcrl8J0agxEu5sv4AdEX+5wiWdqg+ffyOvhN4TauYuX
cB7w40ovXsNgOnbFpligqRe61JT37mjpXYgyc81lWhIDtSd9i7rp77rMKSsHOT8lasz
Bvt9YAretIpjsJyp8gS5UwGHOGikI3+r/+n6yUA41iGe00caEblfJU9u6ju7AQ7L4
CYNu/2bPPu8XslgYJQk0XuPL1hS27PKSb3TkLAEqlZKR4OCXPDJOBYVLOfdX411d
kxpUnwVwwEpxYB5DC2Ae/qPOgRnNhCzU=

MITEPDCCAYySgAwWIBAgIKYQlufQAAAAAADDANBgkghkiGO9wOBAQUFADAIMRYWEFAYD
VQOKEw1DaXNjbyBTeXNOZW1zMRswGQYDVQQODExJDaXNjbyBSb290IENBIDIwNDgw
HhcNMTEwWNJMwMTc1N9jU3WheNM) kwNTEOMAyNTQyW]AnMQ4wDAYDVQQOKEWVDaXN ]
bzEVMBMGA1UEAXMMQUNUMiBTVURJIENBMIIBIjANBgkaghkiGOwOBAQEFAAOCAQSA
MIIBCgKCAQEAOM513THIXA9tN/hS5gR/ 6UZRpdd+9aE2JbFkNiht 6gfHKA477AkS
5XAtUs50xDYVt/zEbs1Z2g3+LR6grgKKQVu6JYvHO5UYLBgCj38s76NLk53905Wzp
9pRcmRCPuX+a6tHF/qRu01J44mdeDYZo3gPCpxzprWIDPc1M4 i YKHUmMMQOMamgmg+
xghHIooWS80BOcdiynEbeP5rZ7qRuewKMpllTiI3WdABN]jZjnpfjg66F+P4SaDkGb
BXdGJj1l30VeF+EyFWLrFjj97fL2+80auv43Qrvnf3d/GfgXj7ew+z/sX1XtEOjSXJ
URsyMEj53Rdd9tJwHky8neapszS+r+kdVQIDAQAB04IBW]CCAVYwWCwWYDVROPBAQD
AgHGMBOGA1UdDgQWBBRIZ2PHxwnDVW7t8cwmTr71i4MAP4 fzAfBgNVHSMEGDAWgGBON
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. show platform sudi certificate

88gVHmM6aAgkWrSugiWBf2nsvgjBDBgNVHRSEPDAG6MDigNgAOhj JodHRwO18vd3d3
LNpc2NvLmNvbS9zZWN1cml 0eS9wal2kvY3JsL2NyY2EyMDQ4LmNybDBOBggrBgEF
BQOCBAQREMEIWQAYIKwYBBQUHMAKGNGhOdHA6Ly93d3cuY21zY28uY29tL3N1Y3Vy
aXR5L3BrasS9jzxJ0cy9jcmNhMIAOOCS5)ZXIwXAYDVROgGBFUWUZBRBgorBgEEAQKV
AQWAMEMwWQQYIKwYBBQUHAGEWNWhOdHA6Ly93d3cuY21zY28uY29tL3N1Y3VyaXR5
L3BraS9wb2xpY¥21llcy9pbmRleC50dGlsMBIGAIUdEWEB/wWQIMAYBAf8CAQAWDQYJ
KoZIhvcNAQEFBQADggEBAGhlgclr9tx4hzWgDERm371lyeuEmgeIfidb9+GbMSIbi
ZHc/CcCl01Ju0a9zTXA9w47HI/t6leduGxb4WeLxcwCiUgvFtCa51 Ikl t8nNbcKY
/4dwlex+7amATUQO4QggIE67wVIPu6bgAE3Ja/nRS3xKYSnj8H5TehimBSV6TECL
15jUhOWryAK4dvo8hCjkjEkzu3ufBTJapnv89g90E+H3VKM4L+/KdkUO+52djFKn
hyl47d7cZR4DY4LIuFM2P1As8YyjzoNpK/urSRI14WAI1plRINH7KND15618yfVP
0IFJZBGrooCRBjOSWEvV8cpWChmWdPaCQT2nwIjTfY8c=

MIIDhjCCAM6gAWIBAGIDCtWKkMAOGCSQGSIb3DOEBCWUAMCCexDIAMBGNVBAOTBUND
c2NVMRUWEwWYDVQQDEwxBQ1QyIFNVREkgQOEWHhcNMTUwODA2MDgwODI 5WhcNMj Uw
ODA2MDgwODI5W]BzMSwwKgYDVQOFEYNQSUQ6VIMtOzZM2NTAtMTIYNDhVWiBT T pG
RE8xOTMyWDAWQzEOMAWGAL1UEChMFQ212zY28xGDAWBgNVBASTDOFDVCOyIExpdGUg
UlVESTEZMBCGA1IUEAXMQOVIMtQzM2NTAtMTJIYNDhVW)CCASIwDQYJKoZIThvcNAQER
BOADggEPADCCAQoCggEBANZxOGYI0eUl4HcSwjL4HO75gTj19C2BHG3ufce9ikkN
xwGX18gg8vKxuB9tRYRaJCS5bP1WMoqg7+ZJtQA079xE4X14s0NbkgbNaUhh7RB1wD
1RUJVT£COzVICbNfbzvtB30I75tCarFNmpdO0K6AFrIad4l1U9880GgaC)7R1JrYNaj
nC73UXXM/hCOHtNRSmhyger5Y2qjjzo6tHZYqrrx2eS1X0a2627SQriAxmaH/KLC
K97ywyRBAJ1xBRX3hGtK1og8nASB8WpXgBINVCERzUajwU3L/kg2BsCqwiY2m7HW
UlcerTxgthuyUkdNI+Jg6iGApm2+s8E9hsHPBPMCAIsCAWEAAaNVMGOwDgYDVROP
AQH/BAQDAGXgMAWGA1UJEWER/wQCMAAWTQYDVRORBEYWRKBCBgkrBgEEAQkKVAGOg
NRMzQ2hpcElEPVVZSk50RMRRRIFVNLIZIVmxJRT1gZENBeU9DOXhPRGO3T1RveELT
QVg5eWcIMAOGCSgGSIb3DQEBCWUAA4IBAQBKicTRZDOVCRIVIREMQCWXUTO086v6OE]
HahDHTts3YpQoyAVfioNg2x8J6EXcEaudvoyVu+eMUuoNL4szPhmmDcULf1iCGBcA
/R3EFUoVMIzNTOgeziytsCEf728KGwloGuosgVjNGOOahUELu4+F/My7bIJNbH+PD
KJIFmhJpJdg0F3gl7yClAeXvdl3g3W3931i35d00Lm5L1WbBfQtyBaOLAbxsHvutrX
ulvVZ5sdgSTwTkkO9vKMaQjh7a8J/AmJIi93jvzM69pe5711P1zqZfYfpiJ3cyJOxf
I4brQlsmdczloFD4asF7A+1vor5e4VDBPOppme FAJVCQ52JTpj0M001D
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show running-config .

show running-config

BIEFEITENTVWDEIRET 7 ANVERITIBEEDEY 2—L DL AF¥2VLAN, 7 5 2% v,
AV B =T 2 A, vy T I TA, R —<v 7 FEIIMAEERK (VC) 7T ADRED
WA % FR$ 5121, show running-config ==~ > N & 45 EXEC =— R CHEH L £,

show running-config [options]

X DA *7 (ER) WHhoOhAY~A4 XEHENDF—V— K, HEOX—TU— &2 AJJTX
va E¥9,
Ve

+ aaa [accounting | attribute | authentication | authorization | diameter | group | Idap |
miscellaneous | radius-server | server | tacacs-server | user-name|username] : AAA O
REZRRLET,

al: 774/ hRT A= TCHRESNT-a~y REELLIICHAZRILET,
al ¥—U—Fa2HLRWGE, 7741 bRTA=F TRESNZa~ Y NiE
HNZER RSN EE A,

bridge-domain {id | parameterizedvlan} : 7'V v KA A > OFfTH a7 4 £
L—variEFRrLET,

cbrief : BET =M AL SN T 4 VZ OFFMR L TRIEZF R LET,

« classmap [name] [linenum] : 7 7 A~ v F1EHE=F R L ET,

« cts[interface| policy-server | rbm-rbac | server | sxp] : Cisco TrustSec DR E % 27~ L

jzj«o

edeprecated : FE{TH L T 4 Fal—vart bl bIlEIESNEREEFE R LE
7

+ eap {method | profiles} : EAP F XOFKE L T v 7 v A VEFRRLET,

« flow {exporter | monitor |record} : ' u—/ )L Ju— a7 4 X2l — 3 3
~r FEFRFLET,

<full - SERRREEFRRLET,

« identity {policy | profile} : 7A T > 7T 47 4 IR 7 7 A NEIFRY —IFR%E
FRLET,
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. show running-config

aAvY KT+

ARk E—F

SRFLEEIATUFR |

« interface type number : f > ¥ —7 = A ZAEAORENHHAEZFK R LET, interface
F—U—FEEATEAF. AV F—T 2 Af RAEA T AV E—T = A"
(7= & 21X, interfaceGigabitEthernet /0/1 72 ¥) A2 fRETHMERNH Y £§, ¥
AT LATHEHATEDA L H—T A AEFFET HIZ1E, showruninterface? =<
Y REFEHALET,

« ip dhcp pool [name] : IPv4 DHCP 7" — /L D% EEF /R L E7,

« ipv6 dhcp pool [name] : IPv6 DHCP 7' — /L DR EZF R L7,

« linenum [brief | full | partition] : HHDITHEEEZFRLET,

» map-class[atm | dialer | frame-relay] [name] : ~ v 77 T AE#RERRLET,

» mdns-sd [gateway | location-group | service-definition | service-list | service-peer |
service-policy] : ¥/LF % ¥ A k DNS #— b ZfiHi (mDNS-SD) DF%EX TR L
=7,

* partition {access-list | class-map | common | global-cdp | interface | ip-as-path |
ip-community | ip-prefix-list | ip-static-routes| line | policy-map | route-map | router |
snmp | tacacs} @ /N—T o4 ¥ 3 NIRRT OREE R R LET,

« policy-map [name] [linenum] : R U ¥ —~ v 7R E2 LR L E T,
« switch number : FEE L7 AL v FOFEEFRLET,

eview[full] : ERRFATHO L 7 4 Xa b—T g VEFRRARICLET, i,
WE, FFEOE 2 —IZT VB AT HHERB D HRET~Y L ROBLERRTED
Ea—_—20a—HnHiT 1,

e vlan [Vian-id] : £¥ D VLAN &2 &R LET, AR7EIL 1 ~ 4094 T,

o vrf[vrf-name] : (fABL—F 1 > 78 L OMERE (VRF) XHGRREDEY 2 — &K 5%
FKRLET,

T 74 ) b H 7 AD show running-config Tix, 7 7 4 /L hXT7 A —X 2 L TERE
ENfza~vy FERE, Frhar 7 Fal—var ONFERRLET,

KM EXEC (#)

avy FERE

FEREDHA K542

J1y—2 EEAR

CiscolOSXEFujil6.9.2 —pa~w "B EAIHE LT,

show running-config =2~ > Rid, HFFAYIZIE more system:running-config 2~ > KDz~ K
TAVT A (REVE v 7 AFRFERY 27 A) T, E0ELDa~y REfHT
LHZEEHIRELETN (7Y b7 4+ — A THEEDHR SN TEBY, JLEARRY V2 v
A TohDHT®) | showrunning-config =~ > NiE, IEA<MHEHL, showrun 2 D> 2 — b
Ny FEANTELLIITADDEFITR>TNET,
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3l

show running-config .

show running-configinterface =~ > RiX, #HEOA & —7 = A AN HLGEITFRFEDA
S =7 = A ADRE L MR T DBRITELL £,

linenum ¥— VU — RZHETH &, (TESVHNICERSNET, 2047 aidk, FEFIC
KRR 72 5% E DRFE DERIY 2 i3 2 DI H E 9,

F T a DX =T = RORBRIINATLF () 2F3DHTET, avr Ky y 7 XZEMN
DO IERI A2 AN TEET, 72L& 21X, show running-config interface GigabitEthernet 1/0/1
linenum | begin 372 &' T4, F—U— NIZEH AR M MEM T2 R AT HI121F, ¥F—TU—F
DHIZN?2HADLET, FEHLTWDE T Ty b7+ — AL -5 T, options51EDF—U— R
ERIBIT R DG AR £,

show running-configall =~ RiL, 77 4/ bR ELCMEE GO T, BERREHREFRL
F£9, 7=& 2IE. Cisco Discovery Protocol (Hi71Ci% CDP &4HE) DOERERE DN T 7 41
FO 180 ICRESNTND & LET,

« show running-config =~ > R TIXZ DENRFRINER A,
« show running-config all CiZ cdp holdtime 180 % i/ L £7°,

Cisco Discovery Protocol DRI % T 7 4 /L R LA OAE (100 72 L) ([ZEET45 L. show
running-config =~ > K & showrunning-configall 2~ > ROHNIIFR G220 £3, 2F 0,
BRIE LT /XT A—ZR M sivET,

show running-config =~ > RIXACL iz For LE3, HI10 5 ACLIERZBRANT D12,
show running | section exclude ip access | accesslist =~ > K& H L £,

WIZ. GigabitEthernet0/0 % —7 = A A& RETHH AR LET, 74—/ FOH
BIXEBTY,

Device# show running-config interface gigabitEthernet0/0
Building configuration...

Current configuration : 130 bytes
|

interface GigabitEthernet0/0

vrf forwarding Mgmt-vrf

ip address 10.5.20.10 255.255.0.0
negotiation auto

ntp broadcast
end

W2, =y FHOICATE S Z&E L, e+ 260 L T101T B 2> b &R 2 flsh
THHERLET, 74— FOBBAIZAMATT,

Device# show running-config linenum | begin 10

10 : boot-start-marker
11 : boot-end-marker
12 ¢!

13 : no logging buffered
14 : enable password #####
|

15 ¢ !
16 : spe 1/0 1/7
17 : firmware location bootflash:mica-modem-pw.10.16.0.0.bin
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. show running-config

18 : !

19 : !

20 : resource-pool disable

21 !

22 : no aaa new-model

23 : ip subnet-zero

24 : ip domain name cisco.com

25 : ip name-server 172.16.11.48
26 : ip name-server 172.16.2.133

27 !

28 !

29 : isdn switch-type primary-5ess
30 ¢ !

126 : end

show running-config =~ > FOROH /145 TiX, shapeaverage =~ > RIZ L - TATM
DRI T4 I e— T DE ==y T AT T 4 TREBI>TND
ZEDRENTWET, BRAS-DSLAM OB 7 AbZ A 7% qing T, MMAFEEFRD
BT MEE A TIEATM T X 77— a &S5 (AALS) (2S5 & snap-rbe (2720 F
T 74—V ROBBHITABATY,

Device# show running-config

subscriber policy recording rules limit 64
no mpls traffic-eng auto-bw timers frequency 0
call rsvp-sync

|

controller T1 2/0

framing sf

linecode ami

|

controller T1 2/1

framing sf

linecode ami

|

!

policy-map unit-test

class class-default

shape average percent 10 account ging aalb snap-rbe
|

iz, showrunning-configclassmap =~ > KO AFIEZ R LET, HAKIE7 4 —b
RO b FRENET,

Device# show running-config class-map
Building configuration...

Current configuration : 2157 bytes
|
class-map match-any system-cpp-police-ewlc-control
description EWLC Control
class-map match-any system-cpp-police-topology-control
description Topology control
class-map match-any system-cpp-police-sw-forward
description Sw forwarding, L2 LVX data packets, LOGGING, Transit Traffic
class—-map match-any system-cpp-default
description EWLC Data, Inter FED Traffic
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class—-map match-any

system-cpp-police-sys-data

show running-config .

description Openflow, Exception, EGR Exception, NFL Sampled Data, RPF Failed

class—-map match-any

system-cpp-police-punt-webauth

description Punt Webauth

class—-map match-any

system-cpp-police-121vx-control

description L2 LVX control packets

class—-map match-any
description Forus
class—-map match-any
description MCAST
class—-map match-any

system-cpp-police-forus
Address resolution and Forus traffic

system-cpp-police-multicast-end-station

END STATION
system-cpp-police-high-rate-app

description High Rate Applications

class—-map match-any
description MCAST
class—-map match-any

system-cpp-police-multicast
Data
system-cpp-police-12-control

description L2 control

class—-map match-any
description DOT1X
class—-map match-any

system-cpp-police-dotlx-auth
Auth
system-cpp-police-data

description ICMP redirect, ICMP_GEN and BROADCAST
class-map match-any system-cpp-police-stackwise-virt-control
description Stackwise Virtual OOB

WIZ, teletype (tty) [EIFR2 N2 FHD a7 & OWERICTHENTOAHZRL %

D

Device# show running

Building configuration...

Current configuration:

version 12.0

service timestamps debug uptime
service timestamps log uptime

no service password-

hostname device

|

enable password lab
|

no ip subnet-zero

|

|

|

interface EthernetO

encryption

ip address 10.25.213.150 255.255.255.128
no ip directed-broadcast
no logging event link-status

|
interface SerialO
no ip address

no ip directed-broadcast

no ip mroute-cache
shutdown

no fair-queue

|

interface Seriall
no ip address

no ip directed-broadcast

shutdown
|

ip default-gateway 10.25.213.129
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. show running-config

ip classless

ip route 0.0.0.0 0.0.0.0 10.25.213.129
!

line con O

transport input none

line 1 6

no exec

transport input all
line 7

no exec
exec-timeout 300 0
transport input all
line 8 9

no exec

transport input all
line 10

no exec

transport input all
stopbits 1
line 11 12

no exec

transport input all
line 13

no exec

transport input all
speed 115200
line 14 16

no exec

transport input all
line aux 0
line vty 0 4
password cisco

SRFLEEIATUFR |

login
1
end
BEa<v R Command Description

copy running-config
startup-config

FITar 74 Xal—vaEAA— Ty T ar7 4 Fal—
vaviZav—LET (copy system:running-config
nvram:startup-config 2~ KD a~ K=o T RA) |

show startup-config

NVRAM OWNEZEKRT D0 FIEL TWTHDRES) . £72
I3 CONFIG FILE BREEZMIC L > THESN TWOIRET 7 1 /L
ZFor L E7T (morenvram startup-config 2~ > RKdDa~ K=

AUVTA)
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show sdm prefer .

show sdm prefer

BEOHREHADO Y AT LY V=25 HRICTHEOIHEHATE LT 7L — MCBET A 1EH %
FoRT B, FiHEEXEC T — K Cshowsdmprefer =~ R LE£4, BEDOT T —
FERRTHITIE, F—U— REEEETICa~vy REERALET,

show sdm prefer [ advanced ]

BX DA

aAavv R TFI4ILk

advanced  ({LE) mfERT 7 L— MIBTAE#RAFRLET,

77 4V F OEHEREIZH Y TR AL

aTvURE—F F#HE EXEC

avy FERE 1)) —=x EEAE
Cisco I0S XE Fuji SOy RNEASHE LT,
16.9.2

FEREDHA FS1 Y

sdmprefer 7 m— L a7 4 FXFalb—vay avy REANRICT A A=Y —RKLT
W WA show sdm prefer #5HE EXEC 22~ RTIE, HIL<REINTT 7L — hTiX
RBIERERTOT L — RRERRINET,

KT T — P TCERINDIEFIL, FHEEDY V=R BT BBLFDORKEIC/RD F
T, MICRESNTEEOEROKTICL L5720, EBEOKRTLITRRIEBENH Y £,
T2, T RN HBADNV—T vy RA X —T x4 A (V7 %> N VLAN) BdH D
A, 774NV EOT T L— T, ARERZ =% % X N MAC 7 R L AD%1% 6000 i

7% 2 E Db Y ET

1

Iz, show sdm prefer =2~ > RO IfFIZRLET,

Device# show sdm prefer
Showing SDM Template Info

This is the Advanced template.

Number of VLANs: 4094
Unicast MAC addresses: 16384
Overflow Unicast MAC addresses: 256
L2 Multicast entries: 1024
L3 Multicast entries: 1024
Overflow L3 Multicast entries: 256
Directly connected routes: 10240
Indirect routes: 4096
Security Access Control Entries: 1664
QoS Access Control Entries: 1024
Policy Based Routing ACEs: 512
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. show sdm prefer

Netflow Input ACEs:

Netflow Output ACEs:

Flow SPAN ACEs:

Tunnels:

LISP Instance Mapping Entries:
Control Plane Entries:

Input Netflow flows:

Output Netflow flows:

SGT/DGT (or) MPLS VPN entries:
SGT/DGT (or) MPLS VPN Overflow entries:
Wired clients:

MACSec SPD Entries:

These numbers are typical for L2 and IPv4 features.

128
128
256
128
256
512
8192
8192
2048
256
2048
128

Some features such as IPv6, use up double the entry size;

so only half as many entries can be created.

| BRZSEN R
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show tech-support confidential .

show tech-support confidential

show tech-support DRSS & IEFRICT 5 121E, $5#E EXEC £ — K T show tech-support
confidential =~ RZHAL £,

show tech-support confidential output file-name

WX DA output file-name T I =AY R— LTS B RAFTBHN T 7
ANEEELET,
ATV R FI4+  FIHEEXEC (#)
av Y FERE J)1y—= TENES
Cisco IOS XE Amsterdam 17.3.1 ZThavwr  RREAINE LA,

FEREDHA FS14 Y

show tech-support confidential =~ FiZ, MAC7 FL A, IPT7 RL A NAT— KRR ED
BT — 2 R IERRICLET, HE, TRTCOBEREAGOT — 2R~ A7 {7z show
tech-support =~ > KO LR L TT,

show tech-support confidential @~ > RO NIFIIEFICEL 2V £3, ZOMZ2hHE L AL

FE9~5121%. show tech-support confidential output location:filename Z {1 L T — /1D EX

IABAREIRA ML —U ) FRRVE— NI 7 ANV AT AT, ZOHIET 7 A M) XA L

7 MLET, ZrAMIHNEY XA V2 b5 & HJ1% Cisco Technical Assistance Center
(TAC) DHMFITEET HZ LRSI 7,

Device# show tech-support confidential output flash:tech_confidential
Collecting tech-support without confidential info, it will take few min..

VEA LT FENTET 7 A NVOHN%FTRT 5I121E,. morelocation:filename =~ > KA L
F9,

va7igEavo R )



SRFLEEIATUFR |
. show tech-support monitor

show tech-support monitor

SPAN & =% O # & R~ 512i%. #54E EXEC & — K T show tech-support monitor =~ > K
AL ET,

show tech-support monitor [{switch switch-number | active | standby}]

X DA switch-number AL v TFER/ELET,
active AA Y FDTIT A TA VAR ABFREL
3
standby AA T DAL NA A VAL AEREL
£,

AT R FI4L R FHEEXEC (B)

avy FERE )1)y—Xx TEAR
Cisco IOS XE Amsterdam 17.3.1 ZoOavwy RREAINE LA,

ERLEDHA K54 > showtech-support monitor =~ > ROHINTIEFICEL 20 £, ZOHNEZHT L 0y
HDITE, v NVDFEZABARERRA ML —Y FRIEFIVE—F T 7 ALV AT LT, ZOH
N7 7 AN ZA4 V7 FLET (& 21X, showtech-support monitor [switch switch-number
| active | standby ] | redirect location:filename) ., 7 7 A MICHIEZ Y XA L7 T D &
Hi77% Cisco Technical Assistance Center (TAC) DMWY HFHITEETHZ ELEHITRD £,

VEZA VT NEN=7 7 A VO E2FRT HI121E. morelocation:filename =~ > R&{#EH L
F9,
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show tech-support platform .

show tech-support platform

B DEREA

ATV R E—F

T = ANYR—MNMUFERATE7T y b7 3 — AT LS R E T DI, FFHEEXEC
& — KT show tech-support platform =2~ > RZ{HH L F9,

show tech-support platform
Zoawy RZFSIEELEFF—TU—REH D A,

HikE EXEC (#)

av Y RERE

FEREDHA K4V

3l

1) =2 ZERE
Cisco IOS XE ¥ 7' 7 /L% /L 16.10.1 Zoavy RREASE LR,

Zoavw NI, Ty N7 —AEAEOT Ny ZIERHINET, HAZiE, CPUMEAHE,
Ternary Content Addressable Memory (TCAM) Offfi#, &, A€ VHEMERE, 77 v b
74— LT D FME RS RSN E T,

showtech-supportplatform =~ > RO ITIHEFICR LS 20 £79, ZOHNERR I LT
DITIE, B =B NDOEZRABARERA L=V, FREFVEF— 77 A VAT LT, ZOH
NEINE7 7 A ) Z A4 L7 hLET (72& 21X, show tech-support platform | redirect
flash:filename) .

showtech-support platform =~ RO AIZIE, —HEHO vy REZDOHABRFREINET,
INHDav U Rt Ty b7 — ALK TREDIHERDHY £,

KIZ, show tech-support platform =< > RO NHIZR L ET,

Device# show tech-support platform

Load Average
Slot Status 1-Min 5-Min 15-Min
1-RP0 Healthy 0.25 0.17 0.12

Memory (kB)
Slot Status Total Used (Pct) Free (Pct) Committed (Pct)
1-RP0 Healthy 3964428 2212476 (56%) 1751952 (44%) 3420472 (86%)

CPU Utilization

Slot CPU User System Nice Idle IRQ SIRQ IOwait
1-RPO 0 1.40 0.90 0.00 97.60 0.00 0.10 0.00
1 2.00 0.20 0.00 97.79 0.00 0.00 0.00
2 0.20 0.00 0.00 99.80 0.00 0.00 0.00
3 0.79 0.19 0.00 99.00 0.00 0.00 0.00
4 5.61 0.50 0.00 93.88 0.00 0.00 0.00
5 2.90 0.40 0.00 96.70 0.00 0.00 0.00
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. show tech-support platform

*: interface is up

IHQ: pkts in input hold queue IQD: pkts dropped from input queue
OHQ: pkts in output hold queue OQD: pkts dropped from output queue
RXBS: rx rate (bits/sec) RXPS: rx rate (pkts/sec)
TXBS: tx rate (bits/sec) TXPS: tx rate (pkts/sec)

TRTL: throttle count

Interface THQ IQD OHQ 0QD RXBS RXPS
TXBS TXPS TRTL
Vlanl 0 0 0 0 0 0
0 0 0
* GigabitEthernet0/0 0 10179 0 0 2000 4
0 0 0
GigabitEthernetl/0/1 0 0 0 0 0 0
0 0 0
GigabitEthernetl/0/2 0 0 0 0 0 0
0 0 0
GigabitEthernetl1/0/3 0 0 0 0 0 0
0 0 0
GigabitEthernetl/0/4 0 0 0 0 0 0
0 0 0
GigabitEthernetl1/0/5 0 0 0 0 0 0
0 0 0
GigabitEthernetl/0/6 0 0 0 0 0 0
0 0 0
GigabitEthernetl1/0/7 0 0 0 0 0 0
0 0 0
GigabitEthernetl1/0/8 0 0 0 0 0 0
0 0 0
GigabitEthernetl1/0/9 0 0 0 0 0 0
0 0 0
GigabitEthernetl1/0/10 0 0 0 0 0 0
0 0 0
GigabitEthernetl1/0/11 0 0 0 0 0 0
0 0 0
GigabitEthernetl/0/12 0 0 0 0 0 0
0 0 0
GigabitEthernetl1/0/13 0 0 0 0 0 0
0 0 0
GigabitEthernetl/0/14 0 0 0 0 0 0
0 0 0
GigabitEthernetl1/0/15 0 0 0 0 0 0
0 0 0
GigabitEthernetl1/0/16 0 0 0 0 0 0
0 0 0
GigabitEthernetl1/0/17 0 0 0 0 0 0
0 0 0
GigabitEthernetl1/0/18 0 0 0 0 0 0
0 0 0
GigabitEthernetl1/0/19 0 0 0 0 0 0
0 0 0
GigabitEthernetl1/0/20 0 0 0 0 0 0
0 0 0
GigabitEthernetl/0/21 0 0 0 0 0 0
0 0 0
GigabitEthernetl/0/22 0 0 0 0 0 0
0 0 0
GigabitEthernetl1/0/23 0 0 0 0 0 0
0 0 0
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GigabitEthernetl/0/24

0 0
GigabitEthernetl1/0/25

0 0
GigabitEthernetl1/0/26

0 0
GigabitEthernetl/0/27

0 0
GigabitEthernetl1/0/28

0 0
GigabitEthernetl1/0/29

0 0
GigabitEthernetl1/0/30

0 0
GigabitEthernetl1/0/31

0 0
GigabitEthernetl/0/32

0 0
GigabitEthernetl1/0/33

0 0
GigabitEthernetl/0/34

0 0
GigabitEthernetl1/0/35

0 0
GigabitEthernetl1/0/36

0 0
Tel/0/37

0 0
Tel/0/38

0 0
Tel/0/39

0 0
Tel/0/40

0 0
Tel/0/41

0 0
Tel/0/42

0 0
Tel/0/43

0 0
Tel/0/44

0 0
Tel/0/45

0 0
Tel/0/46

0 0
Tel/0/47

0 0
Tel/0/48

0 0
Tel/1/1

0 0
Tel/1/2

0 0
Tel/1/3

0 0
Tel/1/4

0 0

0 HASH Table 0 Software info:
0: Unicast MAC addresses srip 0 1
MAB 1: Unicast MAC addresses srip 0 1
2: Unicast MAC addresses srip 0 1

FSE 0

show tech-support platform .

0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
0 0 0
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. show tech-support platform

MAB 3: Unicast MAC addresses srip 0 1
MAB 4: Unicast MAC addresses srip 0 1
MAB 5: Unicast MAC addresses srip 0 1
MAB 6: Unicast MAC addresses srip 0 1
MAB 7: Unicast MAC addresses srip 0 1
ASIC 0 HASH Table 1 Software info: FSE 0
MAB 0: Unicast MAC addresses srip 0 1
MAB 1: Unicast MAC addresses srip 0 1
MAB 2: Unicast MAC addresses srip 0 1
MAB 3: Unicast MAC addresses srip 0 1
MAB 4: Unicast MAC addresses srip 0 1
MAB 5: Unicast MAC addresses srip 0 1
MAB 6: Unicast MAC addresses srip 0 1
MAB 7: Unicast MAC addresses srip 0 1
ASIC 0 HASH Table 2 Software info: FSE 1
MAB 0: L3 Multicast entries srip 2 3
MAB 1: L3 Multicast entries srip 2 3
MAB 2: SGT_DGT srip 0 1

MAB 3: SGT_DGT srip 0 1

MAB 4: (null) srip

MAB 5: (null) srip

MAB 6: (null) srip

MAB 7: (null) srip

W7 40—V ROBEMKIZEB T,

SRFLEEIATUFR |
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avx

~
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K

avy kR

Bl

show tech-support platform evpn_vxlan

EVPN-VXLANBED 7 F v~ k7 5 — A
HHREFRLET,

show tech-support platform fabric

ALy F 777V v 7B D REMIE R
ZFRRLET,

show tech-support platform igmp_snooping

TN—TFIZBT 5 IGMP A X—t° o 7
wMERRLET,

show tech-support platform layer3

LAY3TT v b7 — ARk RE R
FLET,

show tech-support platform mld_snooping

I N—FIZET 5 MLD A X— b 7
WERRLET,

SAFLEEOTUR
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show tech-support platform evpn_vxlan

show tech-support platform evpn_vxlan .

T =Y R— MIFERT LA —H %>~ k VPN (EVPN) Virtual Extensible LAN (VXLAN)
BED 77 v N7+ — AR AT HITIE, F#HE EXEC & — R T show tech-support platform

evpn_vxlan 2~ > R&EMHALET,

show tech-support platform evpn_vxlan switch switch-number

B DEREA

AR E—F

switch switch-number

FBESNIZAAL v FICETHE
WEFRLET, AT
~ 9 *(‘\j—o

4 ke EXEC ()

avy FERE

HEREDAA K1Y

3l

IJIJ——;(

CiscoIOS XE 7 7 /L% L 16.10.1

Zoavwy RPREASELE,

Zoa~y ROMMFEFIZEL LY T, ZOoHNEHRLAEST D ITE, v—hLroE
TIABATREIRA P L —2 FFVE—F T 7 ANV AT LT, ZOWHNEINNRT 74012V
AL 7 hLET (2L 2%, show tech-support platform evpn_vxlan switch 1 | redirect

flash:filename) .

KIZ, show tech-support platform evpn_vxlan ==~ > RO 2R L E T,

Device# show tech-support platform evpn_vxlan switch 1

"show clock"
"show version"

"show running-config"switch no:

————— sh sdm prefer -----
Showing SDM Template Info
This is the Advanced template.

Number of VLANs:
Unicast MAC addresses:

Overflow Unicast MAC addresses:

L2 Multicast entries:

Overflow L2 Multicast entries:
L3 Multicast entries:

Overflow L3 Multicast entries:
Directly connected routes:
Indirect routes:

STP Instances:

Security Access Control Entries:

QoS Access Control Entries:
Policy Based Routing ACEs:

4094
32768
512
4096
512
4096
512
16384
7168
4096
3072
2560
1024
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. show tech-support platform evpn_vxlan

SRTLEEITUFR |

Netflow ACEs: 768
Flow SPAN ACEs: 512
Tunnels: 256
LISP Instance Mapping Entries: 256
Control Plane Entries: 512
Input Netflow flows: 8192
Output Netflow flows: 16384
SGT/DGT (or) MPLS VPN entries: 4096
SGT/DGT (or) MPLS VPN Overflow entries: 512
Wired clients: 2048
MACSec SPD Entries: 256
MPLS L3 VPN VRF: 127
MPLS Labels: 2048
MPLS L3 VPN Routes VRF Mode: 7168
MPLS L3 VPN Routes Prefix Mode: 3072
MVPN MDT Tunnels: 256
L2 VPN EOMPLS Attachment Circuit: 256
MAX VPLS Bridge Domains 64
MAX VPLS Peers Per Bridge Domain: 8
MAX VPLS/VPWS Pseudowires 256

These numbers are typical for L2
Some features such as IPv6, use
so only half as many entries can
* values can be modified by sdm

Total Mac number of addresses::
*a_ time=aging_ time (secs)

and IPv4 features.

up double the entry size;
be created.

cli.

0

*e time=total elapsed time (secs)

Type:
MAT DYNAMIC ADDR O0x1 MAT STATIC_ADDR 0x2 MAT CPU_ADDR
O0x4 MAT DISCARD_ADDR 0x8
MAT ALL VLANS 0x10 MAT NO_FORWARD 0x20 MAT_IPMULT_ ADDR
0x40 MAT RESYNC 0x80
MAT_DO_NOT_AGE 0x100 MAT_SECURE_ADDR 0x200 MAT_NO_PORT
0x400 MAT_DROP_ADDR 0x800
MAT DUP_ADDR 0x1000 MAT NULL_DESTINATION 0x2000 MAT DOT1X ADDR
0x4000 MAT ROUTER_ADDR 0x8000
MAT WIRELESS ADDR 0x10000 MAT SECURE_CFG_ADDR 0x20000 MAT OPQ DATA PRESENT
0x40000 MAT WIRED TUNNEL ADDR 0x80000
MAT DLR ADDR 0x100000 MAT_MRP_ADDR 0x200000 MAT_MSRP_ADDR
0x400000 MAT_LISP LOCAL ADDR 0x800000

MAT LISP_REMOTE ADDR 0x1000000
Device#

W7 40—V ROBEMKIZEB T,

MAT VPLS ADDR 0x2000000
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show tech-support platform evpn_vxlan .

EEav> R

avy kR

Bl

show tech-support platform

T =HNYR— MR S57T v b
7 A —LICBET DR e RN L E
—/9]‘0
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. show tech-support platform fabric

show tech-support platform fabric

SRFLEEIATUFR |

AA v F 777V v 7IZHATHEREFRT HITIE, FiHE EXEC £ — KT show tech-support

platform fabric =~ R&@H L E7,

show tech-support platform fabric [{display-cli | vrf vrf-name {ipv4 display-cli | ipv6 display-cli
| sourceinstance-id instance-id {ipv4 ip-address/ip-prefix | ipv6 ipv6-address/ipv6-prefix | mac
mac-address} {dest instance-id instance-id } {ipv4 ip-address/ip-prefix | ipv6 ipve-address/ipve-prefix

| mac mac-address} [{display-cli}]}}]

X DA display-cli UEE) —oa<wy FOHAT
{FHAIRE72 show ==~ > RD Y
A NEFRRLET,
vrf vrf-name (f£E) $57& L7z Virtual

Routing and Forwarding (VRF)
AVABRLADT 7TV 7B
HIFRAERRLET,

ipv4 ip-address/ip-prefix

(&) HEm i 1P
VRED 7 7 7V v 7 g # %
FRLET,

ipv6 ipv6-address/ipve-prefix

(B EIETEITsiseIPve
VRED 7 7 7'V v 7 BEE R %
FRLET,

source

L&) EHETVREFEO 7 77
Uy 7 BEEERE R R LET,

instance-id instance-id

(EE) EETOT Y RRA v
~ikAl+ (EID) (ZBE9 215
BFRRLET,

mac mac-address

(&) VA Y2iERO%
{508 L U%ESE MAC VRF ©
777V EEEREFRR L
N

avY RE—FR e EXEC (#)

avy FERE 1)1)—=

Cisco IOS XE Gibraltar 16.10.1

Ioavwy RPREAINE L,
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show tech-support platform fabric .

FEREDHA KSq4y ZOaxry FOMMNIEFICRS RV ET, ZOHNER I QBT LI2F n—T1r0FE
ZIABFREIRA P L—D XV E— R T 7 ANV AT AT, ZOWHNEINET 7 A 112V
¥4 v7 NLET (=& 21E. show tech-support platform fabric | redirect flash:filename) .

Zoavwy FOHAITE, —#Eoa~ L REFOENMRFREINET, b0 a~r R,
TT o hN T —LICKoTERRDIBEER DY £,

B RIZ. show tech-support platform fabric vrf source instance-id ipv4 dest instance-id ipv4
avr RO ZRLET,

Device# show tech-support platform fabric vrf DEFAULT VN source instance-id
4098 ipv4 10.1.1.1/32 dest instance-id 4098 ipv4 10.12.12.12/32

————— show ip lisp eid-table vrf DEFAULT VN forwarding eid remote 10.12.12.12-----

Prefix Fwd action Locator status bits encap_iid
10.12.12.12/32 encap 0x00000001 N/A
packets/bytes 1/576
path list 7F44EEC2C188, 4 locks, per-destination, flags 0x49 [shble, rif, hwcn]
ifnums:
LISP0.4098(78): 192.0.2.2
1 path

path 7F44F8B5AFF0, share 10/10, type attached nexthop, for IPv4
nexthop 192.0.2.2 LISP0.4098, IP midchain out of LISP0.4098, addr 192.0.2.2
TF44F8E86CES
1 output chain
chain[0]: IP midchain out of LISP0.4098, addr 192.0.2.2 7F44F8E86CES8
IP adj out of GigabitEthernetl/0/1, addr 10.0.2.1 7F44F8E87378

LISP IPv4 Mapping Cache for EID-table vrf DEFAULT VN (IID 4098), 3 entries

0.0.0.0/0, uptime: 02:46:01, expires: never, via static-send-map-request
Encapsulating to proxy ETR

10.1.1.0/24, uptime: 02:46:01, expires: never, via dynamic-EID, send-map-request
Encapsulating to proxy ETR

10.12.12.12/32, uptime: 02:45:54, expires: 21:14:06, via map-reply, complete
Locator Uptime State Pri/Wgt Encap-IID
192.0.2.2 02:45:54 up 10/10 -

————— show lisp instance-id 4098 ipv4 map-cache detail-----

LISP IPv4 Mapping Cache for EID-table vrf DEFAULT VN (IID 4098), 3 entries

0.0.0.0/0, uptime: 02:46:01, expires: never, via static-send-map-request
Sources: static-send-map-request
State: send-map-request, last modified: 02:46:01, map-source: local
Exempt, Packets out: 2(676 bytes) (~ 02:45:38 ago)
Configured as EID address space
Encapsulating to proxy ETR

101.1.0/24, uptime: 02:46:01, expires: never, via dynamic-EID, send-map-request
Sources: NONE
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. show tech-support platform fabric

ZTLEEaCUFR |

\

State: send-map-request, last modified: 02:46:01, map-source: local
Exempt, Packets out: 0(0 bytes)
Configured as EID address space
Configured as dynamic-EID address space
Encapsulating dynamic-EID traffic
Encapsulating to proxy ETR
10.12.12.12/32, uptime: 02:45:54, expires: 21:14:06, via map-reply, complete
Sources: map-reply
State: complete, last modified: 02:45:54, map-source: 10.0.1.2
Idle, Packets out: 1(576 bytes) (~ 02:45:38 ago)
Locator Uptime State Pri/Wgt Encap-IID
192.0.2.2 02:45:54 up 10/10 -
Last up-down state change: 02:45:54, state change count: 1

Last route reachability change: 02:45:54, state change count: 1
Last priority / weight change: never/never
RLOC-probing loc-status algorithm:

Last RLOC-probe sent: 02:45:54 (rtt 1ms)

show lisp instance-id 4098 ipv4 map-cache

10.12.12.12/32

LISP IPv4 Mapping Cache for EID-table vrf DEFAULT VN (IID 4098),

3 entries

10.12.12.12/32, uptime: 02:45:54, expires: 21:14:06, via map-reply, complete
Sources: map-reply
State: complete, last modified: 02:45:54, map-source: 10.0.1.2
Idle, Packets out: 1(576 bytes) (~ 02:45:38 ago)
Locator Uptime State Pri/Wgt Encap-IID
192.0.2.2 02:45:54 up 10/10 -
Last up-down state change: 02:45:54, state change count: 1
Last route reachability change: 02:45:54, state change count: 1
Last priority / weight change: never/never
RLOC-probing loc-status algorithm:
Last RLOC-probe sent: 02:45:54 (rtt 1ms)

10.12.12.12/32, epoch 1, flags [sc, lisp elig], refcnt 6,
sources: LISP, IPL
feature space:
Broker: linked, distributed at 1st priority
subblocks:

per-destination sharing

SC owned, sourced: LISP remote EID - locator status bits 0x00000001

LISP remote EID:

1 packets 576 bytes fwd action encap,

cfg as EID space

LISP source path list

path list 7F44EEC2C188, 4 locks, per
ifnums:
LISP0.4098(78): 192.0.2.2
1 path

path 7F44F8B5AFF0, share 10/10,
nexthop 192.0.2.2 LISP0.4098,

-destination, flags 0x49 [shble

type attached nexthop, for IPv4
IP midchain out of LISP0.4098,

, rif, hwcn]

addr 192.0.2.2

addr 192.0.2.2 7F44F8E86CES

TF44F8E86CES
1 output chain
chain[0]: IP midchain out of LISP0.4098,

IP adj out of GigabitEthernetl/0/1,

addr 10.0.2.1 7F44F8E87378

Dependent covered prefix type LISP,

cover 0.0.0.0/0

2 IPL sources [no flags]
ifnums:
LISP0.4098(78): 192.0.2.2

path list 7F44EEC2C188,
path 7F44F8B5AFFO,

II VATLEEOTUFR

3 locks,

share 10/10,

per-destination,

type attached nexthop,

flags 0x49
for

[shble,
IPv4

rif, hwcn]
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show tech-support platform fabric .

nexthop 192.0.2.2 LISP0.4098, IP midchain out of LISP0.4098, addr 192.0.2.2
TF44FB8E86CES
output chain:
PushCounter (LISP:10.12.12.12/32) 7F44F3C8B8D8
IP midchain out of LISP0.4098, addr 192.0.2.2 7F44F8E86CES
IP adj out of GigabitEthernetl/0/1, addr 10.0.2.1 7F44F8E87378
switch no: 1

Device# show tech-support platform fabric vrf Campus_VN source instance-id 8189
mac 00b7.7128.00al dest instance-id 8189 mac 00b7.7128.00a0 | i show

—————————————————— show running-config ------------—-—-—-
—————————————————— show device-tracking database ---------------—---
—————————————————— show lisp site --—--------------—-—-
77777777777777777777 show mac address-table address 00B7.7128.00A0-----
77777777777777777777 show ip arp vrf Campus VN-----

Device#

74— FOEWRIZEPTY,

EEav R avw vk B
show tech-support platform T =N YR— NS 5T T > b
7 x— LT DR R R L E

ﬁ‘o
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. show tech-support platform igmp_snooping

show tech-support platform igmp_snooping

7 N—71ZB9 % Internet Group Management Protocol (IGMP) A X—¥ » J{F#M 2K RT DI
I%. H#HE EXEC & — R T show tech-support platform igmp_snooping =~ > &4 H L 4,

show tech-support platform igmp_snooping [{Group_ipAddr ipvd-address| [{vlan vian-ID}]}]

B DA Group_ipAddr EE) fHELEIV—TT K
VAT 2 AX—E v T EH
ERARALET,
ipv4-address EE) /I Vv—7DIPvd 7 K
LA,
vlan vian-1D (£5E) IGMP A X—tE 7

VLAN[E#REZFR R LET, HZ
Al 1 ~ 4094 T,

avY K E—F FiHE EXEC (#)
avy FERE )1y —= EEHNE
Cisco IOS XE V7 /L4 )L 16.10.1 TOawy RREAIRE L,

Zoavy FOHNIFFICRL LV EF, ZoHNzghR kI BT 5I1TE, n—
ANDEZABARERA N L —Y FFVE— b7 7 A VT RAT AT, ZOHN%E
T AMIIEA LT NLET (72 & 21X, showtech-support platformigmp_snooping
| redirect flash:filename) .

Bl i, show tech-support platform igmp_snooping =~ > KOl %~ L £7,

Device# show tech-support platform igmp_snooping GroupIPAddr 226.6.6.6 vlan

5 226.6.6.6 user Gii/o/8, Gii/0/27, Gil/0/28,
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show tech-support platform igmp_snooping .

Vlan ports
23 Router
24 Router
25 Router

Vlan IP Address IGMP Version Port
23 10.1.1.1 v2 Router
24 10.1.2.1 v2 Router
25 10.1.3.1 v2 Router

IGMP snooping : Enabled

Global PIM Snooping : Disabled

IGMPv3 snooping : Enabled

Report suppression : Enabled

TCN solicit query : Disabled

TCN flood query count : 2

Robustness variable H

Last member query count HE

Last member query interval : 1000

Vlan 5

IGMP snooping : Enabled
Pim Snooping : Disabled
IGMPv2 immediate leave : Disabled
Explicit host tracking : Enabled
Multicast router learning mode : pim-dvmrp
CGMP interoperability mode : IGMP_ONLY
Robustness variable H

Last member query count HE

Last member query interval : 1000

Vlan Group Type Version Port List

5 226.6.6.6 user Gil/0/8, Gil/0/27, Gil/0/28,
Giz2/0/7, Gi2/0/8, Gi2/0/27,

Gi2/0/28
5 238.192.0.1 user Gi2/0/28
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. show tech-support platform igmp_snooping

Vlan 5
IGMPSN Enabled : On
PIMSN Enabled : Off
Flood Mode : On
I-Mrouter : Off
Oper State : Up
STP TCN Flood : Off
Routing Enabled : Off
PIM Enabled : Off
PVLAN : No

In Retry : 0x0
L3mcast Adj :
Mrouter PortQ

Flood PortQ

————— show platform software fed active ip igmp snooping groups | begin 226.6.6.6 -—---

Vlan:5 Group:226.6.6.6

Member ports
CAPWAP ports
Host Type Flags: O

Failure Flags : O

DI handle : 0x7£f11151cbad8

REP RI handle : 0x7£f11151cc018

SI handle : 0x7£11151cd198

HTM handle : 0x7£11151cd518

si hdl : 0x7£f11151cd198 rep ri hdl : 0x7f11151cc018 di hdl : O0x7f11151cbad8 htm hdl
0x7£11151cd518

Device#

W7 40—V ROBEMKIZEB T,

BEITFR av vk A

ip igmp snooping IGMP A X — V> 7 % 7 a—/ )L E T2
A B —T A ZATHNILET,

show ip igmp snooping F A ADIGMP A X — V' T REZF
RLET,

show tech-support platform T =Y AR— MUEHT 577 > b
74— LT OFEMEmAE R R LE
hd‘o
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show tech-support platform layer3

show tech-support platform layer3 .

LAY 37Ty N7 — LREEREFRRT HI21E, R EXEC £ — K C show tech-support

platform layer3 =~ R L £,

show tech-support platform layer3 {multicast Group_ipAddr ipv4-address switch switch-number
srcl Pipvd-address | unicast {dstlPipv4-addresssrcl P ipv4-address | vrf vrf-name destl P ipv4-address

srcl P ipv4-address} }

BXDEREA

ATk E—F

multicast

VIV T X A MEREFRRLE
ﬁ‘o

Group_ipv6Addr ipv4-address

BELEZLVFXY A b7 L—
7T RUVRICET DA R
l/\gzjqo

switch switch-number

FRE LIZAA » FIZBET D16
ZFRRLET, ARRMEITL~
9 T,

srcl P ipv4-address

faE Lok BT R AIZET
LM EFRLET,

unicast

=% ¢ A FEEOE#E FR
l/\ngO

dstl P ipv4-address

FBELSET FLRICET S
BWERRTLET,

vrf vrf-name

=% ¥ A b O Virtual
Routing and Forwarding (VRF)
HmaE R LET,

HeME EXEC (#)

avy FERE

FRLEDHA KS1 Y

)1)—=

LEAE

Cisco IOS XE 7 7 /L4 /L 16.10.1

ZOawy RpREAINE LT,

Zoawy ROWNIEFICES< RV E£3, ZOMNEHFELMET HI2E, a—aLroE
SIABATRERA P L= FRBFVET= R T 7 ANV AT AT, ZOHNEINET 7 A4 I
ALV 7 NLET (=& ziE. showtech-support platform layer 3multicast group 224.1.1.1 switch

1srclP 10.10.0.2 | redirect flash:filename)
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. show tech-support platform layer3

SRFLEEIATUFR |

B &IZ. show tech-support platform layer3 multicast group =~ > KOH B E R L F

‘3—‘0

Device# show tech-support platform layer3 multicast group_ ipAddr 224.1.1.1

switch 1 srcIp 10.10.0.2

destination IP: 224.1.1.1
source IP: 10.10.0.2
switch no: 1

IP Multicast Routing Table

Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group,

C - Connected,

E - Extranet,

L - Local, P - Pruned, R - RP-bit set, F - Register flag,

T - SPT-bit set, J - Join SPT, M - MSDP created entry,

X - Proxy Join Timer Running, A - Candidate for MSDP Advertisement,
U - URD, I - Received Source Specific Host Report,

Z - Multicast Tunnel, z - MDT-data group sender,

Y - Joined MDT-data group, y - Sending to MDT-data group,

G - Received BGP C-Mroute, g - Sent BGP C-Mroute,

N - Received BGP Shared-Tree Prune, n - BGP C-Mroute suppressed,

Q - Received BGP S-A Route, g - Sent BGP S-A Route,

V - RD & Vector, v - Vector, p - PIM Joins on route,

x - VxLAN group, c¢ - PFP-SA cache created entry

Outgoing interface flags: H - Hardware switched, A - Assert winner, p - PIM Join

Timers: Uptime/Expires

Interface state: Interface, Next-Hop or VCD, State/Mode

(10.10.0.2, 224.1.1.1), 00:00:22/00:02:37, flags: LFT

Incoming interface: GigabitEthernetl1/0/10, RPF nbr 0.0.0.0,

Outgoing interface list:
Vl1an20, Forward/Sparse, 00:00:22/00:02:37, A

Entry Flags:

Registering

C - Directly Connected, S - Signal, IA - Inherit A flag,

ET - Data Rate Exceeds Threshold, K - Keepalive
DDE - Data Driven Event, HW - Hardware Installed
ME - MoFRR ECMP entry, MNE - MoFRR Non-ECMP entry, MP - MFIB

MoFRR Primary, RP - MRIB MoFRR Primary,

P - MoFRR Primary

MS - MoFRR Entry in Sync, MC - MoFRR entry in MoFRR Client.
I/0 Item Flags: IC - Internal Copy, NP - Not platform switched,

NS - Negate Signalling, SP - Signal Present,

A - Accept, F - Forward, RA - MRIB Accept, RF - MRIB Forward,

MA - MFIB Accept, A2 - Accept backup,

RA2 - MRIB Accept backup, MA2 - MFIB Accept backup

Forwarding Counts: Pkt Count/Pkts per second/Avg Pkt Size/Kbits per second

Other counts: Total/RPF failed/Other drops
I/0 Item Counts: FS Pkt Count/PS Pkt Count
Default
(10.10.0.2,224.1.1.1) Flags: HW
SW Forwarding: 0/0/0/0, Other: 1/1/0
HW Forwarding: NA/NA/NA/NA, Other: NA/NA/NA
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GigabitEthernetl1/0/10 Flags: A

Vlan20 Flags: F IC
Pkts: 0/0

TunnelO Flags: F
Pkts: 0/0

show platform software fed switch 1 ip multicast

Multicast Interface database

show tech-support platform layer3 .

interface summary

VRF Interface IF ID PIM Status State RI
Handle SVI

0 GigabitEthernetl1/0/10 0x000000000000005f enabled 0x0000000000000010
0x00007fpb414b1£108 false

0 Vl1an20 0x0000000000000060 enabled 0x0000000000000010
0x00007fb414b31a98 true

show platform software fed switch 1 ip multicast

Multicast Groups database

Mvrf id: 0 Mroute: (*, 224.0.1.40/32) Flags: C IC
Htm: 0x00007fb414b23ce8 Si: 0x00007fb414b23a08 Di:
0x00007£fb414b245£8

Mvrf id: 0 Mroute: (*, 224.0.0.0/4) Flags: C
Htm: 0x00007fb4143549e8 Si: 0x00007fb414b20ad48 Di:
0x00007£fb414b20428

Mvrf id: 0 Mroute: (*, 224.1.1.1/32) Flags: C IC
Htm: 0x00007fb414b2cc98 Si: 0x00007fb414b2b678 Di:
0x00007£fb414b2b0c8

Mvrf id: 0 Mroute: (10.10.0.2, 224.1.1.1/32) Flags:
Htm: 0x00007fb414b2f348 Si: 0x00007fb414b321d8 Di:
0x00007£fb414b30ed8

show platform software fed switch 1 ip multicast

Total Number of entries:4

show platform software fed switch 1 ip multicast
source 10.10.0.2 detail

MROUTE ENTRY vrf O (10.10.0.2, 224.1.1.1/32)
HW Handle: 140411418055080 Flags: IC

RPF interface: GigabitEthernetl/0/10(95)):
HW Handle:140411418055080 Flags:A

Number of OIF: 3

Flags: 0x4 Pkts : O
OIF Details:
TunnelO Adj: 0x£f8000636 F

groups summary

0x00007fb414b240e8 Rep ri:
0x00007fb414blfe78 Rep ri:
0x00007fb414b2ab98 Rep ri:
IC

0x00007fb414b2dba8 Rep ri:

groups count

groups 224.1.1.1/32
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. show tech-support platform layer3

Vl1an20 Adj: 0xf8000601 F IC
GigabitEthernetl1/0/10 A
Htm: O0x7fb414b2£348 Si: 0x7fb414b321d8 Di: 0x7fb414b2dba8 Rep ri: 0x7fb414b30ed8

DI details

Handle:0x7fb414b2dba8 Res-Type:ASIC_RSC DI Res-Switch-Num:255 Asic-Num:255
Feature-ID:AL FID L3

MULTICAST IPV4 Lkp-ftr-id:LKP_FEAT INVALID ref count:1

priv_ri/priv_si Handle: (nil) Hardware Indices/Handles: index0:0x538e
mtu_index/13u ri index0:0x0 index1:0x538e mtu index/13u ri index1:0x0
Cookie length: 56

00 00 00 00 00O 00 0O 00 00 00 00 00 02 00 Oa 0Oa 01 01 01 0O 00 0O 00 00 00 00 00 00 0O
00 00 00

00 00 00 00 0O 00 0O 00 00O 00 00O 00 00O 0O OO 0O OO 0O OO0 0O 00 00 00 00
Detailed Resource Information (ASIC# 0)

Destination Index (DI) [0x538e]
portMap = 0x00000000 0
cmil = 0x385

rcpPortMap = 0

al rsc_cmi

CPU Map Index (CMI) [0x385]
ctilo0 = 0x9

ctilol = 0

ctilo2 = 0

cpu@QNum0 = 0x9e

cpuQNuml = 0

cpuQNum2 = 0

npulndex = 0

strip_seg = 0x0

copy_seg = 0x0

Detailed Resource Information (ASIC# 1)

Destination Index (DI) [0x538e]
portMap = 0x00000000 0
cmil = 0x385

rcpPortMap = 0

al rsc_cmi

CPU Map Index (CMI) [0x385]
ctiLo0 = 0x9
ctilLol = 0
ctilLo2 = 0
cpu@QNum0 = 0x9e
cpuQNuml = 0
cpuQNum2 = 0
npulndex = 0
strip_seg = 0x0
copy_seg = 0x0

RI details

Handle:0x7fb414b30ed8 Res-Type:ASIC RSC RI REP Res-Switch-Num:255 Asic-Num:255 Feature-ID:
AL FID L3 MULTICAST IPV4 Lkp-ftr-id:LKP FEAT INVALID ref count:1l

priv_ri/priv_si Handle: (nil) Hardware Indices/Handles: index0:0x5
mtu_index/13u_ri_index0:0x0

index1:0x5 mtu_index/13u_ri_index1:0x0
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show tech-support platform layer3 .

Cookie length: 56

00 00 00 00 00 00 00O 00 00 00 00 00 02 00 Oa 0Oa 01 01 01 e0 00 00O 00 00 00 00O 00 00 0O
00 00 00 00

00 00 00 00 00 00 00 00 0O 00 0O 00 OO 00O 00 0O 00 00O 00 0O 00 00 0O

Detailed Resource Information (ASIC# 0)

SI details

Handle:0x7fb414b321d8 Res-Type:ASIC RSC SI STATS Res-Switch-Num:255 Asic-Num:255
Feature-ID:

AL FID L3 MULTICAST IPV4 Lkp-ftr-id:LKP FEAT INVALID ref count:1l

priv_ri/priv_si Handle: (nil) Hardware Indices/Handles: index0:0x4004
mtu_index/13u_ri_index0:

0x0 sm handle 0:0x7fb414b2df98 index1:0x4004 mtu index/13u_ri indexl:0x0
Cookie length: 56

00 00 00 00 00 00 00 OO OO0 00 00 00 02 00 Oa 0Oa 01 01 01 €0 00 00 00 00 OO0 OO 00 00 00
00 00

00 00 00 00 00 00 00 OO OO OO OO 00 OO0 0O 0O 0O 00 00 00 0O 0O 00 00 00 0O
Detailed Resource Information (ASIC# 0)

Handle:0x7fb414b2f348 Res-Type:ASIC RSC HASH TCAM Res-Switch-Num:0 Asic-Num:255 Feature-ID:
AL FID L3 MULTICAST IPV4 Lkp-ftr-id:LKP FEAT IPV4 MCAST SG ref count:1l

priv_ri/priv_si Handle: (nil) Hardware Indices/Handles: handle0:0x7fb414b2£558

Detailed Resource Information (ASIC# 0)

Number of HTM Entries: 1
Entry #0: (handle 0x7fb414b2£558)

KEY - src_addr:10.10.0.2 starg station index: 16387

MASK - src_addr:0.0.0.0 starg station index: 0

AD: use_starg match: 0 mcast bridge frame: 0 mcast rep frame: 0 rpf valid: 1 rpf le ptr:
0

afd client flag: 0 dest mod bridge: 0 dest mod route: 1 cpp type: O dest mod index: 0

rp_index:

0 priority: 5 rpf le: 36 station _index: 16388 capwap mgid present: 0 mgid O

&IZ, show tech-support platform layer3 unicast vif =2~ > RO Nl ZR L ET,

Device# show tech-support platform layer3 unicast vrf vrl dstIP 10.0.0.20
srcIP 10.0.0.10

destination IP: 10.0.0.20
source IP: 10.0.0.10
vrf name
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. show tech-support platform layer3

Switch/Stack Mac Address : 5006.ab89.0280 - Local Mac Address
Mac persistency wait time: Indefinite

H/W Current
Switch# Role Mac Address Priority Version State

*1 Active 5006.ab89.0280 1 vO02 Ready

10.0.0.10 => 10.0.0.20 =>IP adj out of GigabitEthernetl/0/7, addr 10.0.0.20

————— show ip cef exact-route platform 10.0.0.10 10.0.0.20 -----

nexthop is 10.0.0.20

Protocol Interface Address

IP GigabitEthernetl1/0/7 10.0.0.20¢(8)
0 packets, 0 bytes
epoch 0

sourced in sev-epoch 0

Encap length 14
00211BFDE6495006AB8902C00800

L2 destination address byte offset 0
L2 destination address byte length 6
Link-type after encap: ip

ARP

Routing entry for 10.0.0.0/24
Known via "connected", distance 0, metric 0 (connected, via interface)
Routing Descriptor Blocks:
* directly connected, via GigabitEthernetl1/0/7
Route metric is 0, traffic share count is 1

————— show ip route 10.0.0.20 —---—-

10.0.0.20/32, epoch 3, flags [attached]
Adj source: IP adj out of GigabitEthernetl/0/7, addr 10.0.0.20 FF90E67820
Dependent covered prefix type adjfib, cover 10.0.0.0/24
attached to GigabitEthernetl/0/7

————— show ip cef 10.0.0.20 detail -----
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ip prefix: 10.0.0.20/32

Forwarding Table
10.0.0.20/32 -> OBJ_ADJACENCY (29), urpf: 30
Connected Interface: 31

Prefix Flags: Directly L2 attached
OM handle: 0x10205416d8

————— show platform software ip switch 1 RO cef prefix

OBJ_ADJACENCY found: 29

Number of adjacency objects: 5

Adjacency id: 0xld (29)

show tech-support platform layer3 .

10.0.0.20/32 detail -----

Interface: GigabitEthernetl/0/7, IF index: 31, Link Type: MCP_LINK IP

Encap: 0:21:1b:£fd:e6:49:50:6:ab:89:2:c0:8:0

Encap Length: 14, Encap Type: MCP_ET_ARPA, MTU: 1500
Flags: no-13-inject

Incomplete behavior type: None

Fixup: unknown

Fixup Flags_2: unknown

Nexthop addr: 10.0.0.20

IP FRR MCP ADJ IPFRR NONE 0

OM handle: 0x1020541348

Forwarding Table
10.0.0.20/32 -> OBJ_ADJACENCY (29), urpf: 30
Connected Interface: 31

Prefix Flags: Directly L2 attached
aom id: 393, HW handle: (nil) (created)

————— show platform software ip switch 1 FO cef prefix

OBJ_ADJACENCY found: 29

Number of adjacency objects: 5

Adjacency id: 0xld (29)

10.0.0.20/32 detail -----

Interface: GigabitEthernetl/0/7, IF index: 31, Link Type: MCP_LINK IP

Encap: 0:21:1b:£fd:e6:49:50:6:ab:89:2:c0:8:0

Encap Length: 14, Encap Type: MCP_ET_ARPA, MTU: 1500
Flags: no-13-inject

Incomplete behavior type: None
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. show tech-support platform layer3

Fixup: unknown

Fixup Flags_2: unknown

Nexthop addr: 10.0.0.20

IP FRR MCP_ADJ IPFRR NONE 0

aom id: 391, HW handle: (nil) (created)

found aom id: 391

Object identifier: 391
Description: adj 0Oxld, Flags None
Status: Done, Epoch: 0, Client data: 0Oxc6a747a8

Object identifier: 66

Description: intf GigabitEthernetl/0/7, handle 31, hw handle 31, HW dirty: NONE AOM
dirty NONE

Status: Done

————— show platform software object-manager switch 1 FO object 391 parents -----

Object identifier: 393
Description: PREFIX 10.0.0.20/32 (Table id 0)
Status: Done

W7 40—V ROBEMKIZEB T,

BEa<v KR avy kR A
show tech-support platform T = NP R— MERT 7T v b
74— N LREMIE e FoR L E

j—O
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show tech-support platform mld_snooping .

show tech-support platform mld_snooping

IN—TWZHT o~V FFx AU AT =il (MLD) AX—t v 7iFREFRT HITE, FF
¥E EXEC & — R C show tech-support platform mld_snooping =t~ R&fEH L E9,

show tech-support platform mld_snooping [ {Group_ipv6Addr ipv6-address}|[{vlan vian-ID}]

*ﬁi@%ﬁﬂﬂ Group_IpV6Addr ('f{:ﬁ) jﬂéﬁi—» L/7L: 7/]/_‘7077 ]\
L AT A A X — v SR
EFRRLET,
ipv6-address EE) FVv—7DIPv6e 7 K
LA,
vlan vian-1D (&) MLD AX—¥t 7

VLAN[E#REZFR R LET, HZ
Al 1 ~ 4094 T,

avYRKE—FK ¥5HE EXEC (#)
avy FERE )1y —= LEEHNE
Cisco IOS XE v 7 F /L4 )1 16.10.1 TOawy RREASRE L,

FEREDHA KSq4y ZOaxy FOMDITIFFICRS ARV £4, ZOHNWEZDRICLESTHI2T, m—hLDE
TIABFFERA ML —, FRIFZVE— R T 7 ANV AT AT, ZOHNEINET 7 A 112V
X417 NLET (72L& 21X, show tech-support platform mid_snooping | redirect
flagh:filename) ,

Bl &IZ. show tech-support platform mld_snooping =~ > ROz R L E£7,

Device# show tech-support platform mld snooping GroupIPv6Addr FF02::5:1

Building configuration...

Current configuration : 11419 bytes
!

! Last configuration change at 09:17:04 UTC Thu Sep 6 2018
|

version 16.10

no service pad

service timestamps debug datetime msec

service timestamps log datetime msec

service call-home
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. show tech-support platform mld_snooping

no platform punt-keepalive disable-kernel-core

|
hostname Switch
|
!
vrf definition Mgmt-vrf
|
address-family ipv4
exit-address-family
|
address-family ipv6
exit-address-family
|
|

no aaa new-model

switch 1 provision ws-c3650-12x48uqg

call-home

SRFLEEIATUFR |

! If contact email address in call-home is configured as sch-smart-licensing@cisco.com

! the email address configured in Cisco Smart License Portal will be used as contact
email address to send SCH notifications.

contact-email-addr sch-smart-licensing@cisco.com

profile "profile-1"
active

destination transport-method http
no destination transport-method email

ip admission watch-list expiry-time O

|
|
!
login on-success log
!
|

no device-tracking logging theft

crypto pki trustpoint TP-self-signed-559433368

enrollment selfsigned

subject-name cn=I0S-Self-Signed-Certificate-559433368

revocation-check none

rsakeypair TP-self-signed-559433368

crypto pki trustpoint SLA-TrustPoint

enrollment pkcsl2
revocation-check crl

|

!

crypto pki certificate chain
certificate self-signed 01
30820229 30820192 A0030201
30312E30 2C060355 04031325
69666963 6174652D 35353934
325A170D 32303031 30313030
532D5365 6C662D53 69676E65
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TP-self-signed-559433368

02020101
494F532D
33333336
30303030
642D4365

300D0609
53656C66
38301E17
5A303031
72746966

27864886
2D536967
0D313531
2E302C06
69636174

F70D0101
6E65642D
32303331
03550403
652D3535

05050030
43657274
32353432
1325494F
39343333
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show tech-support platform mld_snooping .

33363830 819F300D 06092A86 4886F70D 01010105 0003818D 00308189 02818100
ADBCI9C3B FEET7FFC8 986837D2 4C126172 446C3C53 E040F798 4BA61C97 7506FDCE
46365D0A E47E3F4F C774CA5B 73E2A8DD B72A2E98 C66DB196 94E8150F 0B669CF6
AAS5BCA4CD FC2EO02F6 FE08B17F 0164FC19 7DC84ABB C99D91D6 398233FF 814EF6DA
6DC8FC20 CA12C0D6 1CB28EDA 6ADD6DFA 7E3E8281 4A189A9A AA44FCCO BA9BDS8AS
02030100 01A35330 51300F06 03551D13 0101FF04 05300301 Ol1FF301F 0603551D
23041830 16801448 668D668E C92914BB 69E9BA64 F61228DE 132E2030 1D060355
1DOE0416 04144866 8D668ECY 2914BB69 E9BAG4F6 1228DE13 2E20300D 06092A86
4886F70D 01010505 00038181 0000F1D3 3DDI1ESF1 EB714A95 D5819933 CADOC943
59927D55 9D70CADO D64830EB D54380AD D2B5B613 F8AFT7AS5B 1F801134 246F760D
S5E5515DB D098304F 5086F6CE 88E8B576 F6B93A88 F458FDCEF 91A42D7E FA741908
5C892D78 600FB655 E6C5A4D0 6C1F1B9A 3AECA550 E3DC0881 01C4D004 7AB65BC3
88CF24DE DAA19474 51B535A5 0C
quit
crypto pki certificate chain SLA-TrustPoint
certificate ca 01
30820321 30820209 A0030201 02020101 300D0609 2A864886 F70D0101 0B050030
32310E30 0C060355 040A1305 43697363 6F312030 1E060355 04031317 43697363
6F204C69 63656E73 696E6720 526F6F74 20434130 1E170D31 33303533 30313934
3834375A 170D3338 30353330 31393438 34375A30 32310E30 0C060355 040A1305
43697363 6F312030 1E060355 04031317 43697363 6F204C69 63656E73 696E6720
526F6F74 20434130 82012230 0D06092A 864886F7 0D010101 05000382 010F0030
82010A02 82010100 A6BCBDY96 131E05F7 145EA72C 2CD686E6 17222EAl F1EFF64D
CBB4C798 212AA147 C655D8D7 9471380D 8711441E 1AAF071A 9CAE6388 8A38ES520
1C394D78 462EF239 C659F715 B98COA59 5BBBS5CBD OCFEBEA3 700A8BF7 D8F256EE
4AA4EB0D DB6FDICY9 60B1FD18 FFC69C96 6FA68957 A2617DE7 104FDC5F EA2956AC
7390A3EB 2B5436AD C847A2C5 DABS553EB 69A9A535 58E9F3E3 COBD23CF 58BD7188
68E69491 20F320E7 948E71D7 AE3BCC84 F10684C7 4BCB8EOOF 539BA42B 42C68BB7
C7479096 B4CB2D62 EA2F505D C7B062A4 6811D95B E8250FC4 5D5D5FB8 8F27D191
C55F0D76 61F9A4CD 3D992327 A8BBO3BD 4E6D7069 7CBADF8B DF5F4368 95135E44
DFC7C6CF 04DD7FD1 02030100 01A34230 40300E06 03551DOF O0101FF04 04030201
06300F06 03551D13 0101FF04 05300301 O1lFF301D 0603551D OE041604 1449DC85
4B3D31E5 1B3E6Al7 606AF333 3D3B4C73 E8300D06 092A8648 86F70D01 010B0500
03820101 00507F24 D3932A66 86025D9F EB838AESC 6D4DF6BO 49631C78 240DA905
604EDCDE FF4FED2B 77FC460E CD636FDB DD44681E 3A5673AB 9093D3B1 6C9E3D8B
D98987BF E40CBD9E 1AECAOC2 2189BB5C 8FA85686 CD98B646 5575B146 B8DFC66A8
467A3DF4 4D565700 6ADFOFOD CF835015 3CO04FF7C 21E878AC 11BA9CD2 55A9232C
7CATBT7E6 ClAF74F6 152E99B7 B1lFCF9BB E973DE7F 5BDDEB86 C71E3B49 1765308B
S5FBODAO6 B92AFET7F 494E8A9E 07B85737 F3A58BE1 1A48A229 C37ClE69 39F08678
80DDCD16 D6BACECA EEBCT7CF9 8428787B 35202CDC 60E4616A B623CDBD 230E3AFB
418616A9 4093E049 4D10AB75 27E86F73 932E35B5 8862FDAE 0275156F 719BB2FO0
D697DF7F 28
quit
|
|
!
diagnostic bootup level minimal
diagnostic monitor syslog
|
spanning-tree mode rapid-pvst
spanning-tree extend system-id
|
|
!
redundancy
mode sso

class-map match-any system-cpp-police-topology-control
description Topology control
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. show tech-support platform mld_snooping

class-map match-any system-cpp-police-sw-forward
description Sw forwarding, L2 LVX data, LOGGING

class—-map match-any system-cpp-default
description EWLC control, EWLC data, Inter FED

class-map match-any system-cpp-police-sys-data
description Learning cache ovfl, High Rate App, Exception, EGR Exception, NFL SAMPLED
DATA, RPF Failed

class—-map match-any AutoQos-4.0-RT1-Class

match dscp ef

match dscp csé6

class-map match-any system-cpp-police-punt-webauth
description Punt Webauth

class—-map match-any AutoQos-4.0-RT2-Class

match dscp cs4

match dscp cs3

match dscp af4l

class-map match-any system-cpp-police-121lvx-control
description L2 LVX control packets

class-map match-any system-cpp-police-forus
description Forus Address resolution and Forus traffic

class-map match-any system-cpp-police-multicast-end-station
description MCAST END STATION

class-map match-any system-cpp-police-multicast
description Transit Traffic and MCAST Data

class-map match-any system-cpp-police-12-control
description L2 control

class-map match-any system-cpp-police-dotlx-auth
description DOT1X Auth

class-map match-any system-cpp-police-data
description ICMP redirect, ICMP_GEN and BROADCAST

class-map match-any system-cpp-police-stackwise-virt-control
description Stackwise Virtual

class-map match-any system-cpp-police-control-low-priority
description ICMP redirect and general punt

class-map match-any system-cpp-police-wireless-priorityl
description Wireless priority 1

class-map match-any system-cpp-police-wireless-priority?2
description Wireless priority 2

class-map match-any system-cpp-police-wireless-priority3-4-5
description Wireless priority 3,4 and 5

class-map match-any non-client-nrt-class

class-map match-any system-cpp-police-routing-control
description Routing control and Low Latency

class-map match-any system-cpp-police-protocol-snooping
description Protocol snooping

class-map match-any system-cpp-police-dhcp-snooping
description DHCP snooping

class-map match-any system-cpp-police-system-critical
description System Critical and Gold Pkt

|

policy-map system-cpp-policy

class system-cpp-police-data
police rate 200 pps

class system-cpp-police-routing-control
police rate 500 pps

class system-cpp-police-control-low-priority

class system-cpp-police-wireless-priorityl

class system-cpp-police-wireless-priority2

class system-cpp-police-wireless-priority3-4-5

policy-map port child policy

class non-client-nrt-class
bandwidth remaining ratio 10
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interface GigabitEthernet0/0
vrf forwarding Mgmt-vrf

no ip address
speed 1000
negotiation auto

interface GigabitEthernetl/0/1

switchport mode access
macsec network-link

interface

interface

interface

interface

interface

interface

interface Vlanl
no ip address
shutdown

ip forward-protocol nd
ip http server
ip http authentication local
ip http secure-server

ip access-list extended AutoQos-4.0-wlan-Acl-Bulk-Data

permit
permit
permit
permit
permit
permit
permit
permit
permit
permit

tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp

any
any
any
any
any
any
any
any
any
any

any
any
any
any
any
any
any
any
any
any

€q
€q
€q
€q
€q
€q
€q
€q
€q
€q

GigabitEthernetl/0/2
GigabitEthernetl1/0/3
TenGigabitEthernetl/1/1
TenGigabitEthernetl/1/2
TenGigabitEthernetl/1/3

TenGigabitEthernetl/1/4

22

465

143

993

995

1914

ftp
ftp-data
smtp
pop3

show tech-support platform mld_snooping .

ip access-list extended AutoQos-4.0-wlan-Acl-MultiEnhanced-Conf

permit udp any any range 16384 32767

permit tcp any any range 50000 59999

ip access-list extended AutoQos-4.0-wlan-Acl-Scavanger
range 2300 2400

range 2300 2400

range 6881 6999

range 28800 29100

permit
permit
permit
permit
permit
permit
permit
permit
permit

ip access-list extended AutoQos-4.0-wlan-Acl-Signaling

tcp
udp
tcp
tcp
tcp
udp
tcp
udp
tcp

any
any
any
any
any
any
any
any
any

any
any
any
any
any
any
any
any
any

€q
€q
€q
€q
€q

1214
1214
3689
3689
11999
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. show tech-support platform mld_snooping

permit tcp any any range 2000 2002
permit tcp any any range 5060 5061
permit udp any any range 5060 5061
ip access-list extended AutoQos-4.0-wlan-Acl-Transactional-Data

permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit
permit

|

|

|

ipv6 access-list preauth ipvé_acl
udp any any eq domain
tcp any any eq domain

permit
permit
permit
permit
permit
permit
permit
permit
permit

tcp
tcp
udp
tcp
udp
tcp
udp
tcp
udp
tcp
tcp
tcp
tcp
tcp

icmp
icmp
icmp
icmp
icmp

any
any
any
any
any
any
any
any
any
any
any
any
any
any

any
any
any
any
any

any
any
any
any
any
any
any
any
any
any
any
any
any
any

any
any
any
any
any

deny ipv6 any any

control-plane

service-policy input system-cpp-policy

line con O
stopbits 1
line aux O
stopbits 1
line vty 0 4

login

line vty 5 15

login
|
|

mac address-table notification mac-move

————— show switch

————— show ipv6 mld snooping address

Act

Gr

| BRZSEN R

ive

oup

| Include Ready

188b.9dfc.eb00

€q
€q
€q
€q
€q
€q
€q
€q
€q
€q
€q
€q
€q
€q

443

1521
1521
1526
1526
1575
1575
1630
1630
1527
6200
3389
5985
8080

nd-ns
nd-na

router-solicitation
router-advertisement
redirect

udp any eq 547 any eq 546

udp any eq 546 any eq 547

i FF02::5:1
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show tech-support platform mld_snooping .

123 FF02::5:1 mld v2 Gi2/0/1

Device#

W7 40—V ROBEMKIZEB T,

o< R avw Uk SR BA

ipv6 mld snooping MLDV2 7u N /L AX—¥ v 7%
H— VAN LET,

show ipv6 mld snooping MLDV2 A X —¥E o JIEREFR L E
e

show tech-support platform T =NV AR— MUEHT 577 > b
74— LT OFEMEmAE R R LE
ﬁ‘o
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SRFLEEIATUFR |
. show tech-support port

show tech-support port

T = AN R— M 2R — FEEOE R AR R T 5121%, Kk EXEC £ — R T show
tech-support port =~ > RZ#H L £,

show tech-support port

XD EREA Zoawy REEIEELITF—TI—FNEH Y A,
avY R E—F KiHE EXEC (#)
v FER =2 EENE
Cisco 10S XE Gibraltar 16.10.1 Tooawy RREASHE LS,

FEHEDHA K54 > showtech-supportport =< > ROHNIFIEFICES 2D £3, ZoOHNE2RI AT LI
I, B— I NVDOEZALAERA N —Y FREFIVE—NTI7 ANV AT AT, ZOMh%E
7 7 AN XA L7 hLET (72 & 21E. show tech-support port | redirect
flash:filename) .

Zoawy ROMMZIKROa~y RRFERENET,
» show clock
» show version
+ show module
« show inventory
» show interface status
« show interface counters
+ show interface counterserrors
» show interfaces
« show interfaces capabilities
« show controllers
+ show controllersutilization
+ show idprom interface
+ show controller ethernet-controller phy detail
» show switch
» show platform software fed switch active port summary
« show platform software fed switch ifm interfaces ethernet

» show platform software fed switch ifm mappings
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3l

+ show platform software fed switch ifm mappings|Ipn

» show platform software fed switch ifm mappings gpn

+ show platform software fed switch ifm mappings port-le
« show platform software fed switch ifm if-id

+ show platform software fed switch active port if_id

IZ. show tech-support port =2~ > ROHAHIZR L ET,

Device# show tech-support port

Port Receive Utilization Transmit Utilization
Gil/0/1 0 0
Gil/0/2 0 0
Gil/0/3 0 0
Gil/0/4 0 0
Gil/0/5 0 0
Gil/0/6 0 0
Gil/0/7 0 0
Gil/0/8 0 0
Gil/0/9 0 0
Gi1/0/10 0 0
Gil/0/11 0 0
Gil/0/12 0 0
Gil1/0/13 0 0
Gil/0/14 0 0
Gil1/0/15 0 0
Gil/0/16 0 0
Gil1/0/17 0 0
Gil1/0/18 0 0
Gi1/0/19 0 0
Gi1/0/20 0 0
Gil/0/21 0 0
Gil/0/22 0 0
Gi1/0/23 0 0
Gil/0/24 0 0
Gi1/0/25 0 0
Gil/0/26 0 0
Gil1/0/27 0 0
Gil1/0/28 0 0
Gi1/0/29 0 0
Gi1/0/30 0 0
Gil/0/31 0 0
Gil1/0/32 0 0
Gi1/0/33 0 0
Gil1/0/34 0 0
Gi1/0/35 0 0
Gil1/0/36 0 0
Tel/0/37 0 0
Tel/0/38 0 0
Tel/0/39 0 0
Tel/0/40 0 0
Tel/0/41 0 0
Tel/0/42 0 0

show tech-support port .
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. show tech-support port

Tel/0/43 0 0
Tel/0/44 0 0
Tel/0/45 0 0
Tel/0/46 0 0
Tel/0/47 0 0
Tel/0/48 0 0
Tel/1/1 0 0
Tel/1/2 0 0
Tel/1/3 0 0
Tel/1/4 0 0

Total Ports : 52

Total Ports Receive Bandwidth Percentage Utilization : 0
Total Ports Transmit Bandwidth Percentage Utilization : 0
Average Switch Percentage Utilization : O

*Sep 7 08:57:24.249: No module is present

W7 40—V ROBEMKIZEB T,
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show tech-support pvlan .

show tech-support pvlan

77 A4 ~_— | VLAN 2B 2 15 A& £R 3 5 121%, $5HE EXEC & — K C show tech-support
pvlan 2= > REHEHA L ET,

show tech-support pvlan [{pvlan_id pvian-id }]

B DEREA

AR R FI4ILE

pvlan_id pvian-id 774 ~_X— K VLANID #4§ €E LE T,

HkE EXEC (B)

avy RERE

EREDHA FS1 Y

J1)—=x EERNE
Cisco IOS XE Amsterdam 17.3.1 ZThavwry RREAINE LA,

show tech-support pvlan =@~ > RO T ICELS 2V £3, ZOHNZHRL LTS
{21, show tech-support pvlan [ pvlan_id vian-id] | redirect location:filename z i/ L T —
HINDEZARAFERA L — BV E— NI 7 AV AT LT, ZOHHET 74V
WZIUXA VT NLET, Z7AMCHZE Y XA V7 95 &, HiJ)% Cisco Technical Assistance
Center (TAC) OHMHFITHEET L L HAEFHITRY £7,

VXA VY NENTET7 7 A NVOH ) %R RT HIZ1X, morelocation:filename =< > R&ZfEH L
i‘ﬂ‘o

va7igEavo R )



SRFLEEIATUFR |
. show version

show version

REO—RINTWEY 7 b7 =T DFREN— R 2T BLOT A AEREFTRT DI
1. = —¥ EXEC &— F£7213%# EXEC = — R T showversion =< > R&FEH L £,

show version [{switch ./ — F}][{installed | provisioned | running}]

X DERA switch /—F | ((E&) 1 DOAAL v FDORERETEET, T 74/ M. A v 7Rk
DY AT LNDTRXTDAAL v FTT,
running EE) BEFITIN TV 7 7 A T HERERELET,
provisioned (EE) 7rEeVa=r 78RN TW5sY 7 b7 7 7 A MWCET 5 1ERE
fBELET,
installed RPIZA VA =N ENTWE Y7 by =T IIZETAEREBELET,

user-interface | —H A L F —7 = RTEEHT B 7 7 A VBT HIEREZIEE L £,

ATV R FI4IN T AN FOBESEIZH Y EE AL

AT R E—F = —% EXEC (>)
ke EXEC (#)

avy RER Jy—= EERNAE
Cisco I0S XE Fuji Zoawy RREAINE LT,
16.9.2

FEHEDHA KSq4y ZOIATY T, T4 ATHRAEFATTO CCiscolOS V7 b7 =7 D/3— 5, ROME =
AT =TT V7 T2T0ONR—=Vay, BLEORVATAAEY OEEETe/N—FR
7 x THERICOWTORFRRFREINET, ZOa~ FTREY 7 b7 ¢ N—KRuzT7 D
WG DERNEREIND 2D, Zoavy Kol Hishowhardwarez~ > RO LR T T
4 (show hardware =~ > FiZ showversion =~ FDa~<> RoA U7 2 TY) |

show version =< Rid, BARRFIZIZROER R L E7,
« V7 b= TIEHR
e AA D CiscolOS f A—TD/R—T g
« A A D CiscolOS £ A—TDfRE (74 —F v & v 1)
*ROM ND 7' — k7 7 A VDT & 4R
T —RT T af A== ay (I b7+ —blkoTHRAR D)
o T AEH O

T A,
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show version .

o« VAT HOEIEAR]
« VAT ADY m— ROHH

* config-register ix it

s RIEID Y 1 — RE D config-register X E (77 v M7+ — AL >THERRD)
= R =T H#H

T T N T F—LEAT

eIty AT

Tty =Ry JEVa

cHHINTWDHIALS Y (Trkyd) A€ OFRE

cHEHEINTND VO AEY DR E

HHENTVWDELAATDTT v a AT ORE (FTv M7+ —AlTk->THA

%)
« 7mty¥R—FKID

Zoa<wy ROHIIoERITRO LB TI,

Cisco IOS Software, <platform> Software (<image-id>), Version <software-version>,
<software-type

Technical Support: http://www.cisco.com/techsupport
Copyright (c) <date-range> by Cisco Systems, Inc.
Compiled <day> <date> <time> by <compiler-id>

ROM: System Bootstrap, Version <software-version>, <software-type>
BOOTLDR: <platform> Software (image-id), Version <software-version>, <software-type>

<router-name> uptime is <w> weeks, <d> days, <h> hours,

<m> minutes

System returned to ROM by reload at <time> <day> <date>

System image file is "<filesystem-location>/<software-image-name>"
Last reload reason: <reload-reason>Cisco <platform-processor-type>
processor (revision <processor-revision-id>) with <free-DRAM-memory>
K/<packet-memory>K bytes of memory.

Processor board ID <ID-number

<CPU-type> CPU at <clock-speed>Mhz, Implementation <number>, Rev <
Revision-number>, <kilobytes-Processor-Cache-Memory>KB <cache-Level> Cache

ZOHIDOT 4= ROFTINZOWTIE, ] Z2ZRLTZ30,

showversion # A/J 3% &, IOSXE Y 7 b7 =7 DO/NX—V 3 EI0SXE Y7 MU =T /R R
AMFRINET, TONRY RUVIE, A v TFTIHEITENDY 7 N =T DERREY b
WS 2 —EO@ERI Ny r—UNEENTVET,

show version running =~ > N, AA v F THREEITIN TWEE A DRy r—TD ) A |k
ERRFLET, A VAP E—RTEBLEZSGS, @IS L7 e ya=rr 77 A
JNZY A RENTNWDE ARy r—U Oy MR T, N FLE— RNCTEE LGA, @
IR RILVIZEEFNTWA R —20y M2 £4,
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. show version

showversionprovisioned =~ > Rix, 7RV a=vr a8z v r—%y MCET 5 1E®
BRRALET,

YKIZ, Cisco Catalyst9300 2V — X XA+ F T showversion 2~ > RO Al ZR L
iﬁ—o

Device# show version

Cisco IOS XE Software, Version BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2

Cisco IOS Software [Fuji], Catalyst L3 Switch Software (CAT9K IOSXE), Experimental Version
16.10.20180903:072347

[v1610_ throttle-/nobackup/mcpre/BLD-BLD V1610 THROTTLE LATEST 20180903 070602 183]

Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Mon 03-Sep-18 11:53 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2018 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON
BOOTLDR: System Bootstrap, Version 16.10.1r, RELEASE SOFTWARE (P)

C9300 uptime is 20 hours, 7 minutes

Uptime for this control processor is 20 hours, 8 minutes
System returned to ROM by Image Install

System image file is "flash:packages.conf"

Last reload reason: Image Install

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to

export@cisco.com.

Technology Package License Information:

Technology-package Technology-package
Current Type Next reboot
network-advantage Smart License network-advantage
dna-advantage Subscription Smart License dna-advantage
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show version

Smart Licensing Status: UNREGISTERED/EVAL MODE

cisco C9300-24U (X86) processor with 1415813K/6147K bytes of memory.
Processor board ID FCW2125LOBH

8 Virtual Ethernet interfaces

56 Gigabit Ethernet interfaces

16 Ten Gigabit Ethernet interfaces

4 TwentyFive Gigabit Ethernet interfaces

4 Forty Gigabit Ethernet interfaces

2048K bytes of non-volatile configuration memory.
8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.
1638400K bytes of Crash Files at crashinfo-2:.
11264000K bytes of Flash at flash:.

11264000K bytes of Flash at flash-2:.

OK bytes of WebUI ODM Files at webui:.

Base Ethernet MAC Address : 70:d3:79:be:6c:80

Motherboard Assembly Number : 73-17954-06

Motherboard Serial Number : FOC21230KPX

Model Revision Number : A0

Motherboard Revision Number : A0

Model Number : C9300-24U

System Serial Number : FCW2125LOBH

Switch Ports Model SW Version SW Image Mode

* 1 40 C9300-24U 16.10.1 CAT9K_TOSXE INSTALL
2 40 C9300-24U 16.10.1 CAT9K_TOSXE INSTALL

Switch 02

Switch uptime : 20 hours, 8 minutes

Base Ethernet MAC Address : 70:d3:79:84:85:80

Motherboard Assembly Number : 73-17954-06

Motherboard Serial Number : FOC21230KPK

Model Revision Number : A0

Motherboard Revision Number : A0

Model Number : C9300-24U0

System Serial Number : FCW2125L03W

Last reload reason : Image Install

Configuration register is 0x102

IZ, Cisco Catalyst 9300 > U — X A A » F T show verson running =~ > K& AL
T 2AURRAE I DWMBGTDAA v FTEIEFATSN TN DNy =PI 51
WERTTDHERLET,

Device# show version running
Package: Provisioning File, version: n/a, status: active
Role: provisioning file
File: /flash/packages.conf, on: RPO
Built: n/a, by: n/a
File SHAl checksum: 6a43991bae5b94de0df8083550£827a3c01756c5

Package: rpbase, version: BLD V1610 THROTTLE LATEST 20180903 070602 Vvle 10 0 101 2,

status: active
Role: rp base
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show version

File:
/flash/cat9k-rpbase.BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: RPO

Built: 2018-09-03 13.11, by: mcpre

File SHAl checksum: 78331327788b2cd00624043d71a15094bd19d885

Package: rpboot, version: BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2,
status: active

Role: rp_boot

File:
/flash/cat9k-rpboot.BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: RPO

Built: 2018-09-03 13.11, by: mcpre

File SHAl checksum: n/a

Package: guestshell, version: BLD V1610 THROTTLE LATEST 20180903 070602 Vvlie 10 0 101 2,
status: active

Role: guestshell

File:
/flash/cat9k-guestshell .BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: RP0/0

Built: 2018-09-03 13.11, by: mcpre

File SHAl checksum: 10827£9f9db3b016d19%a926acc6be0541440b8d7

Package: rpbase, version: BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2,
status: active

Role: rp_daemons

File:
/flash/cat9k-rpbase.BLD V1610 THROTTLE_LATEST 20180903_070602_V16_10_0_101_2.SSA.pkg,
on: RP0/0

Built: 2018-09-03 13.11, by: mcpre

File SHAl checksum: 78331327788b2cd00624043d71a15094bd19d885

Package: rpbase, version: BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2,
status: active

Role: rp_iosd

File:
/flash/cat9k-rpbase.BLD V1610 THROTTLE_LATEST 20180903_070602_V16_10_0_101_2.SSA.pkg,
on: RP0/0

Built: 2018-09-03 13.11, by: mcpre

File SHA1l checksum: 78331327788b2cd00624043d71a15094bd19d885

Package: rpbase, version: BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2,
status: active

Role: rp_security

File:
/flash/cat9k-rpbase.BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: RP0/0

Built: 2018-09-03 13.11, by: mcpre

File SHAl checksum: 78331327788b2cd00624043d71a15094bd19d885

Package: webui, version: BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2, status:
active

Role: rp_webui

File:
/flash/cat9k-webui.BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg, on:
RPO/0

Built: 2018-09-03 13.11, by: mcpre

File SHALl checksum: 5112d7749b38falel22cebeelbfb266ad7eb553a

Package: srdriver, version: BLD V1610 THROTTLE LATEST 20180903 070602 Vl1e 10 0 101 2,
status: active

Role: srdriver

File:
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show version .

/flash/cat9k-srdriver.BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: RP0/0

Built: 2018-09-03 13.11, by: mcpre

File SHAl checksum: aff411e981a8dfc8del4005cc33462dc69f8bfaf

Package: cc_srdriver, version: BLD V1610 THROTTLE LATEST 20180903 070602 vlé 10 0 101 2,
status: active

Role: cc_srdriver

File:
/flash/cat9k-cc_srdriver.BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: SIPO

Built: 2018-09-03 13.11, by: mcpre

File SHA1l checksum: e3da784f3e6leflel53028e53d9dc94b2c9blbf?

WIZ, 2ANARE T DT T 4T AA v F T b Cisco Catalyst 9300 V) — & A
A 7T show version provisioned =~ > K& AN LTI=BEDOHZ R L £7, show
versonprovisioned 2~ Rix, YrbEVa=r 7 &y r—Y%y MEENT
WHNRy r—UICBlT S ERER T LET,

Device# show version provisioned
Package: Provisioning File, version: n/a, status: active
Role: provisioning file
File: /flash/packages.conf, on: RPO
Built: n/a, by: n/a
File SHAl checksum: 6a43991baebb94de0df8083550£827a3c01756¢c5

Package: rpbase, version: BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2,
status: n/a

Role: rp base

File:
/flash/cat9k-rpbase.BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: RPO

Built: 2018-09-03 13.11, by: mcpre

File SHAl checksum: 78331327788b2cd00624043d71a15094bd19d885

Package: guestshell, version: BLD V1610 THROTTLE_ LATEST 20180903 070602 _Vle 10 _0_101_2,
status: n/a

Role: guestshell

File:
/flash/cat9k-guestshell .BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: RPO

Built: 2018-09-03 13.11, by: mcpre

File SHAl checksum: 10827£9f9db3b016d19%9a%926acc6be0541440b8d7

Package: rpboot, version: BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2,
status: n/a

Role: rp boot

File:
/flash/cat9k-rpboot.BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: RPO

Built: 2018-09-03 13.11, by: mcpre

File SHA1l checksum: n/a

Package: rpbase, version: BLD V1610 THROTTLE LATEST 20180903 070602 Vvlie 10 0 101 2,
status: n/a

Role: rp daemons

File:
/flash/cat9k-rpbase.BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: RPO

Built: 2018-09-03 13.11, by: mcpre

File SHAl checksum: 78331327788b2cd00624043d71a15094bd19d885
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show version

Package: rpbase, version: BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2,
status: n/a

Role: rp_iosd

File:
/flash/cat9k-rpbase.BLD V1610 THROTTLE_LATEST 20180903_070602_V16_10_0_101_2.SSA.pkg,
on: RPO

Built: 2018-09-03 13.11, by: mcpre

File SHAl checksum: 78331327788b2cd00624043d71a15094bd19d885

Package: rpbase, version: BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2,
status: n/a

Role: rp_security

File:
/flash/cat9k-rpbase.BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: RPO

Built: 2018-09-03 13.11, by: mcpre

File SHAl checksum: 78331327788b2cd00624043d71a15094bd19d885

Package: webui, version: BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2, status:

n/a

Role: rp_webui

File:
/flash/cat9k-webui.BLD V1610 THROTTLE_LATEST_ 20180903 _070602_V16 10 _0_ 101 2.SSA.pkg, on:
RPO

Built: 2018-09-03 13.11, by: mcpre
File SHAl checksum: 5112d7749b38falel22cebeelbfb266ad7eb553a

Package: wlc, version: BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2, status:
n/a

Role: rp_wlc

File: /flash/cat9k-wlc.BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: RPO

Built: 2018-09-03 13.11, by: mcpre

File SHALl checksum: ada2lbb3d57elb03e5af2329503ed6caa7236d6ée

Package: srdriver, version: BLD V1610 THROTTLE LATEST 20180903 070602 Vl1e 10 0 101 2,
status: n/a

Role: srdriver

File:
/flash/cat9k-srdriver.BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: RPO

Built: 2018-09-03 13.11, by: mcpre

File SHAl checksum: aff411e981a8dfc8del4005cc33462dc69f8bfaf

Package: espbase, version: BLD V1610 THROTTLE LATEST 20180903 070602 Vlée 10 0 101 2,
status: n/a

Role: fp

File:
/flash/cat9k-espbase.BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: ESPO

Built: 2018-09-03 13.11, by: mcpre

File SHAl checksum: 1a2317485£285a3945b3lae57aa64c56ed30a8c0

Package: sipbase, version: BLD V1610 THROTTLE LATEST 20180903 070602 Vle 10 0 101 2,
status: n/a

Role: cc

File:
/flash/cat9k-sipbase.BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: SIPO

Built: 2018-09-03 13.11, by: mcpre

File SHAl checksum: ce821195f0c0bd5e44£f21e32fca76cf9b2eed02b

Package: sipspa, version: BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2,
status: n/a
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show version .

Role: cc_spa

File:
/flash/cat9k-sipspa.BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: SIPO

Built: 2018-09-03 13.11, by: mcpre

File SHAl checksum: 54645404860b662d72f8ff7fa5e6e88cb0960e20

Package: cc_srdriver, version: BLD V1610 THROTTLE LATEST 20180903 070602 vlé 10 0 101 2,
status: n/a

Role: cc_srdriver

File:
/flash/cat9k-cc_srdriver.BLD V1610 THROTTLE LATEST 20180903 070602 V16 10 0 101 2.SSA.pkg,
on: SIPO

Built: 2018-09-03 13.11, by: mcpre

File SHA1l checksum: e3da784f3e6leflel53028e53d9dc94b2c9blbf?

5 11: show version running @ 7 « — )L K M55 EA

J4—JL K|

Package: & DY TR r— T D4,

version: B DY TR r—DR— g

status : FEEDA—INNA PR a2 — VIR L TR T —UNT I T 4 T ThDHNIET 7
T4 T ThHDHNN

File: Bx DI =T 7 A NDT 7 A NH,

on. DR T —=UNFEITENTWDT 7T 4 TERFRZ N DA—r3, FD

Zn vy A,

Built: fEl % D23y r— P PMERR S U= B A,
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. system env temperature threshold yellow

system env temperature threshold yellow

AT —DLEWVMEZRET D, fZe—LLy FORELEWVEOELRET D12, 7
o—sL a7 4 Fab—g avy RT system env temperature threshold yellow =~ >
REHEHALET, 7740 MEICERTICIE, Z0a~r Fono BREEHAL £,

system env temperature threshold yellow value
no system env temperature threshold yellow value

B DEREA Ve f T —& Ly ROLEWEDEZELET (BR) , HETEHHMHIL10~25T
—é—O

ATV RFI4LN T 7ANVMEZROEBY TT,

K12:BELEVMEDOT 74 ME

FINA |4TO—¢LYED Ly
z = r1

14 °C 60 °C

DLy ROBELEWVESRET S I LI TE R AL

AavY R E—F Ja—) a7 4 F¥al—T g

avy FERE Jiy—=x EERNAE
Cisco I0S XE Fuji Zhavwry RREAINEL,
16.9.2

FEREDHA KSq4y 7V eby FOLEWVEEZRET DI LIFITEEEAN, AT —DLESVMHEERET D
ZLEFTEET, AZr—¢ Ly FOLEVWMEDEZHEL T, A= —D LI WEEZRET
5I21%, system env temperaturethreshold yellow value 7 e — )L 227 4 Fa b — 3 v
:m?‘/ REFHLET, 2ExE, Ly RULEUWED 66°C DA, A =r— L X WMEZ 51
ICRRET DITIE. LEWEDOEL 15 IZHRET D720, wstemenvtemperaturethr&shold
ye|IOW15 avw REFERALET, 2E2E. by RLEWHED 60°C DA, £ =r—1L
FUVMEZL SI°CICRRET HITIE, LEVEDZEZ 9ITRET H72DIT, systemenvtemperature
threshold yellow 9 =~ > F&HA L £,

)

GE)  FAAZNEOMRE L =TI AT LNDIRELZWET D720, +5°C OENEL S alhelt
WY ET,

1 WOBITIHE, A To—r Ly FOLXVMEDES 15 ICRET S HEERLET,
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system env temperature threshold yellow .

Device (config) # system env temperature threshold yellow 15
Device (config) #
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. traceroute mac

SRFLEEIATUFR |

traceroute mac

FBEDEEITLMAC 7 RLUANLIBEDS N MAC 7 RLAE TE/ry R EIBT 5L A
2 X2 HFRT HITIL, FikE EXEC E— RN T traceroutemac =~ > Rafdif L £,

traceroute mac [interface interface-id] source-mac-address [interface interface-id]
destination-mac-address [vlan vlan-id] [detail]

BXDEREA

aAavU R FI4ILE

inter face interface-id R FELELIIET A A LDA I =T = ZEHRELF

(
ER

source-mac-address  SEEITLT A AD 16 HIERD MAC 7 KL A&,

degtination-mac-address 5 57 /34 2D 16 #EERD MAC 7 R L %,

vlan vian-id (BB BETT A ANDLIHT NA AL TE Ny "REERT 5
LAY2DR_ A% L —ATAHVLANZIRELE T, HHETE 5 VLAN
ID O#FIZ 1 ~ 4094 T4,

detail (EE) MMz RT oL 2mELET,

77 4V F OEBHEREIZH Y TR AL

aAYURE—R Frite EXEC

avy FERE 1)1)—=x EEAR
Cisco I0S XE Fuji Zoawy RBREAINE LT,
16.9.2

EREDAARZA

LAY20D b b—A/)L— & EYNIHEEE ¥ 521X, CiscoDiscovery Protocol (CDP) 723 % w h
V=0 DFXTDT A ATA =TI 5> TWDRERHY £3, CDPET 1 E—T7 /T
T5HZ LTSI E,
FRAANLAF2RANTLA T2 FL—Zb— 2P R —F LTWARWT A 22 %L
et T AL A Y2 L—R7 2V ZEE LT, #4277 MILET,

INAN TR ATRE 7R e R AR » 7 801% 10 T,

LA ¥ 2traceroute 1T2=F v A~ NI 7 4 w72V R—FLET, LT H¥ X DOk
BIRETITSEAEMACT RLAZIEL TH, MR ASAFF R ST, =7 — A vte—¥
DEREINET,

BESNEEETLB L O%%LT RUANE L VLAN ICH D34, traceroutemac =~ > N
LAY 232 2F R LET,

B AVLANICH AEETLB I OSELET FLAZEELEES. LA V23 33A &,
TT— AvE—URRRINET,
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traceroute mac .

EETLETITFESE MAC 7 R L AREHD VLAN IZBT A541%. EELE L U%%E MAC 7
RLZADMWGFHRE LTS VLAN 2 8ETHHLERNH Y £3,

VLAN ZfE L7gW &, RAFGRMEn T, =7 — A ve—UBFRRrEINET,

BEOIEBENANT N LT 1 OOR— MR SN TWDIES (72 21X, #4590 CDP = A
N—MNR—FTHREEINDE) . LA ¥ 2traceroute BEREIZ VAR — F ENLEH A,

HE D CDP XA RXR—N 1 DDR— s THRHEINTZEHE, LAY 2 R 3IBEINT, =5—
Ay—UNREFSNET,

ZOMEEEIX., F—2 VU 7 VLAN Tl R—FEREHA,

1

ROFITIE, FETLBLOSEAEMACT FLAZIEETHZ LT, LA V2D 2%
RKRTHHEERLET,

Device# traceroute mac 0000.0201.0601 0000.0201.0201
Source 0000.0201.0601 found on con6[WS-C3750E-24PD] (2.2.6.6)
con6 (2.2.6.6) :6i0/0/1 => Gi0/0/3

conb (2.2.5.5 ) Gi0/0/3 => Gi0/0/1
conl (2.2.1.1 ) : Gi0/0/1 => Gi0/0/2
con?2 (2.2.2.2 ) : Gi0/0/2 => Gi0/0/1

Destination 0000.0201.0201 found on con2[WS-C3550-24] (2.2.2.2)
Layer 2 trace completed

WOFITI, detaill ¥— U — FEFEHT22L T, LA V2O E2ERT D HEER
L/i—a—o

Device# traceroute mac 0000.0201.0601 0000.0201.0201 detail
Source 0000.0201.0601 found on con6[WS-C3750E-24PD] (2.2.6.6)
con6 / WS-C3750E-24PD / 2.2.6.6 :

Gi0/0/2 [auto, auto] => Gi0/0/3 [auto, auto]
con5 / WS-C2950G-24-EI / 2.2.5.5 :
Fa0/3 [auto, auto] => Gi0/1 [auto, auto]
conl / WS-C3550-12G / 2.2.1.1 :
Gi0/1 [auto, auto] => Gi0/2 [auto, auto]
con?2 / WS-C3550-24 / 2.2.2.2 :
Gi0/2 [auto, auto] => Fal0/l1 [auto, auto]
Destination 0000.0201.0201 found on con2[WS-C3550-24] (2.2.2.2)
Layer 2 trace completed.

ROBITIE, EETB LT A ADA U F—T =2 A ALEETLHZET, LA
Y2DONRARRTRT D HEERLET,

Device# traceroute mac interface fastethernet0/1 0000.0201.0601 interface fastethernet0/3
0000.0201.0201

Source 0000.0201.0601 found on con6[WS-C3750E-24PD] (2.2.6.6)

con6 (2.2.6.6) :6i0/0/1 => Gi0/0/3

conb (2.2.5.5 ) Gi0/0/3 => Gi0/0/1
conl (2.2.1.1 ) : Gi0/0/1 => Gi0/0/2
con?2 (2.2.2.2 ) : Gi0/0/2 => Gi0/0/1
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. traceroute mac

Destination 0000.0201.0201 found on con2[WS-C3550-24] (2.2.2.2)
Layer 2 trace completed

WOBITIE, T ANRKETLT A AR SN T RNGEEDO LA ¥ 2D/ R %

ZT—\‘ L/ji—g—o

paflls

Device# traceroute mac 0000.0201.0501 0000.0201.0201 detail
Source not directly connected, tracing source .....
Source 0000.0201.0501 found on con5[WS-C3750E-24TD] (2.2.5.5)
con5 / WS-C3750E-24TD / 2.2.5.5
Gi0/0/1 [auto, auto] => Gi0/0/3 [auto, auto]
conl / WS-C3550-12G / 2.2.1.1
Gi0/1 [auto, auto] => Gi0/2 [auto, auto]
con2 / WS-C3550-24 / 2.2.2.2 :
Gi0/2 [auto, auto] => Fal0/l1 [auto, auto]
Destination 0000.0201.0201 found on con2[WS-C3550-24] (2.2.2.2)
Layer 2 trace completed.

WOFITIE, T3 ANEETTMAC 7 KL ADSEHEAR— ERIETE R0V gEED L
A¥ 2D 2R LUET,

Device# traceroute mac 0000.0011.1111 0000.0201.0201
Error:Source Mac address not found.
Layer2 trace aborted.

OB TIE, FMETB IO T NA ARERRD VLANIZHDHED LA ¥ 2 DI/RA
R LET,

Device# traceroute mac 0000.0201.0601 0000.0301.0201
Error:Source and destination macs are on different vlans.
Layer2 trace aborted.

WOFITIL, SEHEMACT RLANRSALF XY AN T RLADEAD LAY 2 DI/RA
%i—\‘ [_/i‘j‘o

Device# traceroute mac 0000.0201.0601 0100.0201.0201
Invalid destination mac address

OB TIE, FMETB LV T A ADBEED VLANIZHDHED LA ¥ 2 DI/RA
wRLET,

Device# traceroute mac 0000.0201.0601 0000.0201.0201
Error:Mac found on multiple vlans.
Layer2 trace aborted.
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traceroute mac ip .

traceroute mac Ip

FREOREFEITLIP 7 RVRAEIIARA MG, HEDSEIP 7 RUAE TR A MM & @i
FTHNRT Y FDOLA Y2 RERKRT HITIE, KM EXEC £— R Ctraceroutemacip =~ K
EHEALET,

traceroute mac ip {source-ip-addresssource-hostname} {destination-ip-address destination-hostname}
[detail]

B DEREA

aAvU R FI4ILE

source-ip-address 32 'y hoofif (K MfE 10 #EED) THESHERETT /A AD
IP7 RL A

source-hostname YEAZTET A ADIP KA N,

degtination-ip-address 32 £ FOfE (K MMt 10 #EEL) THE S5 T 31 ZAD [P
7 RL A,

destination-hostname %5 45 /34 2D IP 75 A M4,

detail (EE) EMERA R T2 L9 BELET,

77 AV N OEIERIEILD D FE A

AYURE—R Frie EXEC

avy FERE )1)—= EEAR
Cisco IOS XE Fuji Zoawy RBREAINE LT,
16.9.2

FREDHA FSA4 Y

LAY2D b L—A)L— N & EYUNIHEEE X 5 121E, CiscoDiscovery Protocol (CDP) 723% v h
V=0 DET N ZATA R—=T I o TWAHMENRHY £¥, CDPEZT 4 E—7 T 5T
BT T IEE N,

FNRAANMLA T 2RNANTLA T2 FL—Z— R E2HR— K L TWRNDT SN ZEREL
e, T AFLAY2 hL—R 72U ZEE LET. A4 L7 7 MCLET,

INAWN T ATRE 7R e R AR » 7 801% 10 T,
BEINTEEE LB LOEDIP T FLARFE—OH 7 %y NNIZH DA, traceroutemac
ipa~y FHZVA V2 X2 E2RRLET,

IP7 RLAZRE LEEA. T /351 A% Address Resolution Protocol (ARP) ZfEH L. IP 7 K
LA & Z ﬂﬁ#éNMCTIvx£i$WANm%ﬂméﬁi¢o

cFREDIPT RLAD ARP D F U BHEAELTWDLIEA, 734 AT Sz
MACT7 RV AZBEHL, WE/SXZ#HEI L E7,
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«ARP D M UMNIFELRWEE, T8 AL ARP 7= U Z%[E L., IP 7 R L R & ik
LEoERDFET, IPT7 RLRZFE—OH 7%y MCHAVLERHYET, IPT FLXZ
DR SN2 WA R, SRR EN T, =7 — X ve—URFRINET,

Device# traceroute mac ip 2.2.66.66 2.2.22.22 detail
Translating IP to mac .....
2.2.66.66 => 0000.0201.0601
2.2.22.22 => 0000.0201.0201

Source 0000.0201.0601 found on con6[WS-C2950G-24-EI] (2.2.6.6)
con6 / WS-C3750E-24TD / 2.2.6.6 :
Gi0/0/1 [auto, auto] => Gi0/0/3 [auto, auto]
con5 / WS-C2950G-24-EI / 2.2.5.5 :
Fa0/3 [auto, auto] => Gi0/1 [auto, auto]
conl / WS-C3550-12G / 2.2.1.1 :
Gi0/1 [auto, auto] => Gi0/2 [auto, auto]
con2 / WS-C3550-24 / 2.2.2.2 :
Gi0/2 [auto, auto] => Fa0/l1 [auto, auto]
Destination 0000.0201.0201 found on con2[WS-C3550-24] (2.2.2.2)
Layer 2 trace completed.

Device# traceroute mac ip con6 con2
Translating IP to mac .....
2.2.66.66 => 0000.0201.0601
2.2.22.22 => 0000.0201.0201

Source 0000.0201.0601 found on conb
con6 (2.2.6.6) :G6i0/0/1 => Gi0/0/3

conb (2.2.5.5 ) : Gi0/0/3 => Gi0/1
conl (2.2.1.1 ) : Gi0/0/1 => Gi0/2
con?2 (2.2.2.2 ) : Gi0/0/2 => Fal0/1

Destination 0000.0201.0201 found on con2
Layer 2 trace completed
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BEOIEBENANT 2N LT 1 OOR— MIER SN TWDIES (722 21X, #4590 CDP = A
N—MNR—FTHREEINDE) . LA ¥ 2traceroute BEREIZ VAR — F ENLEH A,

HE D CDP XA RXR—N 1 DDFR— s THRHEINTZHE, LAY 2 R 3IEINT, =5—
Ao —UNRNERINET,

ZOMEEEIX., F—2 U 7 VLAN Tl AR—FEREH A,

WOHFITIE, detall F—U—RE2EHL T, BELEMEDIPT FLRAEZRET D
LT, LAY 2DRREFRRTDHHFEEZTRLET,

WOFITIL, BHEILBLUSHAA NMERETHILET, LAY 2DORAEFRT
HIEERLET,

WORFITIL, ARPBEFILIP 7 KL R ExHET D MAC 7 K LR Z BIEAT T Hiu7e0n
BED, LAY 2DRRERLET,
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traceroute mac ip .

Device# traceroute mac ip 2.2.66.66 2.2.77.77
Arp failed for destination 2.2.77.77.
Layer2 trace aborted.
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12U EDOT7 7 A NONEEFTTHIZIE, 7—he—FE—RTtypea~ FEfHLE

To

typefilesystem: /ffile-url...

B DEREA

aAavY R TFI4ILk

aAvU kR E—F

fileytem: 7 7> A LY ZF LDTA VYT A, VAT A R—FK 7T v 2 T340 2|21 flash:
ZEMALET, USB AEURXT ¢ v 7 I|Z1F usbflashO: ZfEH L £,

flileurl... £RFTZT77 A NVLDNRA (Fo L7 F)) BIOLETTT, 77 A VAT AR—X

T £,

T 74N FOBERLERSH D R A,

T—tu—%

avwy FERE

FEREDHA FS1 Y

il

=2 EEAR

CiscolOSXEFuji16.92 Zpa~y FMEASHE LT,

T7ANLBRIOT 4 L7 FUAIE, RLFENLFEXBILET,
TrANDY A NEIRET DL, 57 7 A VONENIERFRSNET,

RIS, 77 ANVONEZRRT OB 2RLET,

Device: type flash:image file name

version suffix: universal-122-xx.SEx

version directory: image file name

image system type id: 0x00000002

image_name: image file name.bin
ios_image file size: 8919552

total image file size: 11592192

image feature: IP|LAYER 3|PLUS|MIN DRAM MEG=128
image family: family

stacking number: 1.34

board ids: 0x00000068 0x00000069 0x0000006a 0x0000006b
info end:
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unset .

unset
1O FOBEEA )y FTAIZE, 7— e —FE— FTunsst 2~ REFHLET,
unset variable...

X DA variable variable IZ1%, RITRTHF—U— FOWFhna i L £,

MANUAL_BOOTMANUAL_BOOT : 7/ A 2D % HB) T/ 5 2> F#) T T
IINE I MEIEELET,

BOOT : HEhEEIFFIC, EfTAREY 7 A LD U A &2y FLT, B—FKE
FOFEATLE T, BOOTREAMMDHESNTWRWESE, VAT AL, 77>
Va7 ANV AT ARRICHIRI IR R 21T o T, RIS S 73
ITAlREA A —V &2 — FLTHEITEZRAE T, BOOTEHMHE SN TNTH,
BEINTA A=V — RTERDoTGE, VAT AIT7TFvva 774
VAT NTCRINCER L R# e 7 v A VA2 RE) L L) & LET,

ENABLE BREAK : 77 v a7 7 A LY AT ALK, 2y —L
O Break ¥—%# @A L CHB Y — F 7o A&l C& 508 ) 1 EEELE
S

HELPER : 7 — b e —Z OfI#{bHIcEIice — K& b e — RAa[fE7 7 1 /L
OEIaa XYY YR NEBRILET, ~X—T AL, T—br—4F
OMREZJEIE LT=0, Ry T EY T LET,

PSl: 77— ho—X E— ROBPAIZ, a~r RSy e LTHEAT
HXTFHNERELET,

CONFIG_FILE : Cisco I0S 73 27 LG IE D RFEFENE 7 & — D7 & | ff )
To577A4N0% %Yy FLET,

BAUD : =V — /L CHEH SN D#E (B M (bs) HAL) ZUky FLE
T, ar74Xal—ay ZrANMCHOBRENEESNL TRV ED
CiscolOS Y 7 b7 =77 — b —F bR — L— MREZMAL, ZOfE%x
FlEfexfEALET,

aAvY R TFI4ILE

77 4V FOBIEREIZH Y EE A,

ATV R E—F T—hn—4

avy FERE J1)—2 TEAS
Cisco I0S XE Fuji ooy RREAIRE L,
16.9.2
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. unset

FEREDHA KSq4 > BHEORETIE, BREAMORELZELTTLLETHY A,

MANUAL BOOT B84 %%(%. noboot manual 72— 3L 207 4 Fal— gy a<w K
ZERALTYI Y P22 TEET,

BOOT BB A%, nobootsystem 7/ m— )L a7 4 Falb—v gy a<vy ReEfALTY
oy bTBHZEBTEET,

ENABLE BREAK Bl %%(%. noboot enable-break 72— )L 2> 7 4 Fal— g a~
YREMEHAL Ty FT2Z b TEET,

HELPER Bi53Z#%1%. noboot helper 7 m— L a7 4 Fal—var avwry REfHLT
Uty hT5Z 8 TEET,

CONFIG FILE 8534 %%. noboot config-file 7/ m—/\)L a7 4 Falb—v gy avwr N
EHLTY Yy P92 &b TEET,

£l
RIZ, SWITCH_PRIORITY B a Uty o6l R L E T,

Device: unset SWITCH_PRIORITY

| BRZSEN R



| v27L88a<UF

version .

version

T—ra—FDONR—Tg U ERRTAHICE., T—ha—&FF— RFTverson 2~ REFHL
7,

version [-v]

DA VAN—RY 2T T7oh—, vAfr7uu—X&, 77— 7 DDREBINROMMON Y B 5
VONR—=TVarEFRRFLET,

ATV RFI4ILL T 7 AN POBERHEIZH Y FH A,

AvURE-F T—hr—4

avy FERE 1)1y —2 LEERE

CiscolOSXEFuji16.9.2 o<y RPEAINE LT,

i KT, FAL ADT — ha—FDA—T g v e FTt HHERLET,

Device: version -v
System Bootstrap, Version 16.10.1r, RELEASE SOFTWARE (P)
Compiled Tue 09/04/2018 22:58:10 by rel

Current ROMMON image : Primary
C9200-48P-4X platform with 2097152 Kbytes of main memory

HARDWARE ANCHOR : v027.0 crayprod 20160517 20160517-2135
MICROLOADER : v061.0 rel 16 10 1r 20180904-2252
FIRMWARE-DDR : v011.0 rel 16 10 1r 20180904-2254
ROMMON REVISION : v010.003
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. version
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



