L gal o 1:82= wpeact=lscls |-

X7+«

* aaa accounting (5 ~X—737)

+ aaa accounting dotlx (9 ~<X—7)

* aaa accounting identity (11 ~—7%)

» aaa authentication dotlx (13 ~X—2)

* aaa new-model (14 ~=—72)

« authentication host-mode (16 ~X—73)

» authentication logging verbose (18 ~X—13)

« authentication mac-move permit (19 ~<—3")

« authentication priority (21 ~<—3)

« authentication violation (24 ~X—7%)

» cisp enable (26 ~—7°)

* clear device-tracking database (28 ~X—73)

» clear errdisable interface vlan (32 ~X—73)

* clear mac address-table (33 ~~—73)

« confidentiality-offset (35 ~—3)

* crypto pki trustpool import (36 ~X—137)

* debug aaa dead-criteria transaction (39 ~X—13)

* debug umbrella (41 ~X—73)

* delay-protection (43 ~—1)

sdeny MACT7Z7®A VAL a7 4Xalb—ay) (443—)
s device-role (IPv6 AX—E 7)) (48 X—)

« device-role (IPv6ND A > A7 g ) (49 _X—2)

e device-tracking (f > X —T = A A A7 4 Fal—Tar) (50—)
s device-tracking (VLAN 27 4 Fal—vay) (54 %—)
» device-tracking binding (57 ~—73)

+ device-tracking logging (81 ~—3)

» device-tracking policy (85 ~X—7)

« device-tracking tracking (101 ~—3)

* device-tracking upgrade-cli (107 ~X—)
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ednscrypt (WNT A —F <) (110 X—2)

e dotlx critical (Z'u— 3L 237 4 Falb—ar) (111 =)
* dotlx logging verbose (112 ~X—73")

s dotlx pae (113 ~X—7)

+ dot1x supplicant controlled transient (114 ~X—3)

» dot1x supplicant force-multicast (115 ~X—3")

« dotlx test eapol-capable (116 ~<—73)

* dotlx test timeout (117 ~X—3°)

* dotlx timeout (118 ~X—73")

edils (121 =)

» enable password (123 ~X—3)

* enable secret (126 ~<—3)

* epm access-control open (130 ~X—1)

« include-icv-indicator (131 ~—73)
« ip access-list (132 ~X—73)
« ip access-list role-based (135 ~X—73)

+ ip admission (136 ~X—73)

» ip admission name (137 ~3—73)

« ip dhep snooping database (140 ~X—)

« ip dhcp snooping information option format remote-id (143 ~X—17)
« ip dhcp snooping verify no-relay-agent-address (144 ~—3)
« ip http access-class (145 ~<X—7)

« ip radius source-interface (147 ~X—73)

» ip source binding (149 ~=X—7)

« ip ssh pubkey-chain (151 ~X—72)

« ip ssh source-interface (152 ~X—1)

« ip verify source (153 ~X—73)

* ipv6 access-list (155 ~=X—7)

* ipv6 snooping policy (158 ~—3)

* key chain macsec (160 ~X—13)

* key config-key password-encrypt (161 ~<—3)

s key-hash (164 ~=—72)

* key-server (165 ~—3)

* limit address-count (167 ~X—1)

s local-domain (/X7 A —% <> 7) (168 X—)

» mab logging verbose (169 ~—73)

* mab request format attribute 32 (170 ~X—73)

» macsec-cipher-suite (172 ~X—1)

* macsec network-link (174 ~X—)

ematch (77 ®8RA~y 7 a7 4FXalb—var) (1755—Y)
+ mka pre-shared-key (177 ~X—2)
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* mka suppress syslogs sak-rekey (178 ~—73")

* parameter-map type regex (179 ~X—1)

* parameter-map type umbrella global (183 ~X—)

» password encryption aes (184 ~X—13)

spattern (/XT A —H <o) (187 X—)

epermit MACT7 7 A UA K a7 4Xalb—gr) (190 <—)
o protocol (IPv6 A X —t"> 7)) (194 ~<—)

» radius server (196 ~<—17)

* radius-server dead-criteria (198 ~X—)

» radius-server deadtime (201 ~X—73)

» radius-server directed-request (203 ~X—73")

» radius-server domain-stripping (206 ~X—73)
* sak-rekey (210 ~X—73)
« security level (IPv6 AX—E > 7)) (212 X—)

« send-secure-announcements (213 ~<X—37)

s server-private (RADIUS) (215 ~X—7)
« server-private (TACACS+) (218 X—2)

« show aaa clients (220 ~<—73”)

« show aaa command handler (221 ~X—)
« show aaa dead-criteria (222 ~X—17)

+ show aaalocal (225 ~—)

« show aaa servers (227 ~X—73)

« show aaa sessions (228 ~X—7)

« show authentication brief (229 ~X—17)

« show authentication sessions (232 ~X—17)
e show cisp (235 <X—7)

» show device-tracking capture-policy (237 ~X—1)

» show device-tracking counters (239 ~X—3")
» show device-tracking database (241 ~X—73)
* show device-tracking events (247 ~X—1)

» show device-tracking features (249 ~X—1)

» show device-tracking messages (250 ~X—137)

» show device-tracking policies (251 ~X—73")

« show device-tracking policy (252 ~<X—3)

* show dotlx (253 ~X—72)

* show eap pac peer (255 ~—7)

« show ip access-lists (256 ~X—1)

« show ip dhcp snooping statistics (259 ~X—1)

» show platform software dns-umbrella statistics (262 ~X—13)
» show platform software umbrella switch FO (263 ~X—1)

» show radius server-group (265 ~X—73")
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* show tech-support acl (267 ~~—3)

» show tech-support identity (272 ~—73°)

+ show umbrella (281 ~X—73)

+ show vlan access-map (283 ~X—1)

+ show vlan filter (284 ~X—7)

» show vlan group (285 ~X—7)

* ssci-based-on-sci (286 ~~—3)

« switchport port-security aging (288 ~—73°)

« switchport port-security mac-address (290 ~X—13)
« switchport port-security maximum (293 ~X—3)
» switchport port-security violation (295 ~X—1)
« tacacs server (297 ~X—)

stoken (XTA—F <) (299 X—2)

o tracking (IPv6 A X —E > 7) (300 ~=—)
e trusted-port (302 ~—3)

s umbrella (303 ~X—73)

» use-updated-eth-header (305 ~X—3")

« username (307 ~X—73)

« vlan access-map (313 ~X—7)

« vlan dot1Q tag native (315 ~X—73")

s vlan filter (316 ~<X—7)

e vlan group (317 X—7)
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aaa accounting .

aaa accounting

RADIUS £721X TACACS+ ZfEHT 2561C, et Xx=2 U7 0 HIT, ERShoh—t
ADRGE, FA, BEXOTH T 427 (AAA) THOVT 4 T A FT—TNMZTDHI
X, Ze— a7 4 ¥aL—3 32— RCaaaaccounting 2~ > K& LET, AAA
THIT 4T T 4 B—T T DI, Zoavry RonBRXEfHALET,

aaaaccounting {auth-proxy | system | network | exec | connections | commands level }

{default | list-name} {start-stop | stop-only | none} [broadcast] group group-name
no aaa accounting {auth-proxy | system | network | exec | connections | commands
level} {default | list-name} {start-stop | stop-only | none} [broadcast] group group-name

B DEREA

auth-proxy FTARTCOBIEF AT B X a2—HF A X MBETLEREHILET,

system Vua— R EOa—FZBEEMT N THRNT AT AL~ LDTXTOA
RUNDT AT T 4 v T EFTLET,

network Fy hT—J7 T 2H DDV —ERERIZT AV T 4 T ERFEITL
£

exec EXEC v =)k w i a DT AT 47 2FTLET, ZOF—TU—F
%, autocommand =z~ RIZ k> TERINDFEHRREO2—F T a7 >
AMMEREIRTZ ENTEET,

connection  xy NT—2 T U B R F— bR SNETRTOT Y b N
BT D iE AR L E T,

commands BELEEHEL L TTRTOa~v Ly ROT YT 4 v T2 ETLET,

level B REHEL~L = R U120 ~ 15 DRHTT,

default ZOFEDHEICY A NENDT AT T AT HRE, T T 4T
P—bEAOT 7 ANV RV ARELTHEALET,

list-name KICHHENTVW DT I T4 7RO B, el tb 1028k
A N DOLRTEAHT DI DI 5 T8 TY

start-stop 7'u - 2 DOBHIGKRFIZ "start" accounting EN A IE(E L, 7B XD TR
"stop" accounting S HN & EFE LET, "start" T H T T 4 T L a— RiFNy
777 RTHEEINET, EkIhla—F 7 m& X%, "start" accounting
WHINT B T 4 T —NTZEENTZDE D NICBFRR S Bts S E
—a—o

stop-only FoRIN o2 —W T o RO TR, "stop" T H T T 4 VBN EEE
LET,

none ZOEBEIFA L E =T 2 A RATTHO T 4 U T —ERET 1 E—7

M LET,
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. aaa accounting

broadcast (EE) HEDO AAA Y —R_"~DT T 4T L a— ROEEEA 1 —
TMILET, EIN—TOERNOF =L, ThorT 47 La—
RE2RIFHZEE LET, BROOP—"BMEATE WSS, T LV—7H
TERBRINIEAY I T v T —NeFHL 72—V — =L LE
R

group TAAAT BT 4 7 DFA] I EnTnadF—U— KD 128 Ea
groupname EARLET,

ATV R FI4ILE AAAT AV T 4V TET 4 =TT,

A9vY R E—F ra—/rar7 4 Fal—v a3 (config)
av Yy FERE )1)—=x EEARE
Cisco I0S XE Fuji 16.9.2 Zoavwry RBREAINEL

77

FEEEDHARSAY THAVST A TEHMNIL, BN EZEA 2 =T = A ZPNRFEDT T T 4 7T
NEERT DA E HEY A N &2/EKT 5121, aaaaccounting 2~ > REHEH L ET,

R1VAATHI T4 U TAR

F—— K Sl

group radius aaagroup server radius =< > R TEFREIN DT
T?D RADIUS H— 3D U 2 F A FRGEIAE T L &
ER

group tacacs+ aaa group server tacacst 2~ > R CEFZINDHT
~_TD TACACS+ B — 3D U Ak Z @8GRI L
iTO

group group-name group-name Y —/NF N —TFTEZLIZL T, T
BT T 4T D> RADIUS — 3 F 7213
TACACS+ — OV 7wy bEEHLET,

TAAAT h o T 47Ok OF T, groupradius 72035 X O group tacacs+ 72013,
VIBTICEFR L2 —# D RADIUS - — N £ 721X TACACS+ H— " Z ML £, AR P — 1%
RET DI, radiusserver B X N tacacsserver =< KA L £, $rEnV— 71—
7 aAERT A IZIE, aaagroup server radius 35 2 N aaagroup server tacacst 2~ REFEH L
£7

CiscolIOSXE V7 N = TIZRD 2 S5DT AT 4 T HREYR— N LET,

*RADIUS : X hU—27 77 AP —oNF, ThHhorT 427 b a— ROERTRADIUS
X VT4 =N L Ca2— T IV T o T a5 RELEST, T T 4T

B tx2U7«



| %2054

aaa accounting .

a— RZEXT U7 4 7 @ Attribute-Value (AV) X7 W& Fi., La— Rittkx=2U
T 4= NI SN E T,

* TACACS+ : Xy NU—U 77w AY— L, THU T 47 L a— RO TTACACS+
X2 VT 4PN L Ca— T I T4 T2 RELES, KT T 4T
a— NIZIET AT 4 7D Attribute-Value (AV) X7 REFi, La—Ridtx=l
T4 =N S E T,

THOT 4 TDOHFRIANI, THOT 4 TOEITHEEZERLET, ARiftETH
TrT AT HRYARNMIEY FFEDERETNIA  F—T = A AT, FEOTEEDOT Hv
VT4 T —ERMEHTORFEDE X2 T 4 e Fa L EEETEET, lig-nameds &
Omethod Z AL TYU X FZ{ER L £, lis-namelZiZZ DV A2 Fo4RTE LT 51E
BT (radius <° tacacs+ 72 EDHF XL #Fr<) ZHETE L. method IZITHEE SNV —7
VATEITT D R ERELET,

BeEDT o T 4 > 7 OFFED aaaaccounting =~ > K%, ZRiftE ) 2 h&fEE LA
WTCHRIT LA, 4t & HRU A MBIRMICEZEINTND LD ERWT, TXTHA
VE =T A RETTERRE (ZOT AT 4 T OREBEREH S D) 1T 7 40 O HR
VA MAHEBICEH SNET (ERFEADOFTNY A MI, 7740 EOFHFRY A MTELL
FT) . TI7ANPOERV A NPBRERSINTWRWEGE, TV T 4 o TI3FETENER
Moo

\}

GE)

DT 4T DIEDDT T PO A NEFEERTEET,

VAT AT AT T 4 T TIRARMNET AT 47U 2 MIMERENT, VAT LT H

BNDOT I 2T 4T ORE, sop-only F—U— FEFEL T, ERIhfza—¥ Tt
ADK T stop L A— RT I LT 4 v ZlmMERE LES, 3MART T T 4 708
A, start-stop F—U— RZ¥EET 5 Z & T, RADIUS £7-1% TACACS+ NEREhi- 7 nt
AZADBRMERFIC stat T AT T 4 VWA EIFE L, TREAOK TR stop T AT T 4
JHEMEEET DL ICTEET, TH VT 1 ZIERADIUS £ 721X TACACS+H— 272
FRIFSNET, none¥—V— NE, HELEERREIZA LV E—T =2AA ADT T T 4~
Y —ER%ETF 4 —T M LET,

AAAT DT AV TRT 7T 471283 nNd e, 2y NI—I T 7 2AY—NF, 2—FNR
FELEX 2V 7 0 TS U T, BERcBfR32 RADIUS T A V> 7« 7 @M E 721X
TACACS+AV X7 #E=H LET, Xy NI—I T 7 A —NEIINODREET T v
T4 L a—RELTUR—=FL, THU T 47 b a—REZzogexa )7 40—
DT AT T 47T IREINET,

)

CE) oz~ R, TACACS £ 7213443 TACACS [ZIZfEHTE 8 A,
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WROBITIX, T74NV MDA~y RT AT 4T HRY A MEEZRELTOET,
ZOBDT AT 4 T —E AL TACACS+ EX = U 7 ¢ — 3 Lo THflEX
AL, stop-only HlR CHHHEL ~L 15 2~ FITRESNTWET,

Device> enable

Device# configure terminal

Device (config) # aaa accounting commands 15 default stop-only group TACACS+
Device (config) # exit

WROBITIZ, THT T 42 7 —EARTACACS+E F = U T 4 — Tk s h,
stop-only HI[R3 3 57 7 4 /L b @D auth-proxy 7 7 7 4 7 U A N DOEFHAE R
L %7, aaaaccounting 2~ NIty X T O LT 4 TR T 7T 472
£7

Device> enable

Device# configure terminal

Device (config) # aaa new model

Device (config)# aaa authentication login default group TACACS+

Device (config) # aaa authorization auth-proxy default group TACACS+

Device (config)# aaa accounting auth-proxy default start-stop group TACACS+
Device (config) # exit
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aaa accounting dot1x .

aaa accounting dot1x

FRE, BRE, BLROT AT 4T (AAA) TAU T 4 7%k AFR—7 /I LT, IEEE
821Xty a v DRFEDT h T T 4 7 % BB ETITA ¥ —T = A AHALT
EFT DR Y A b EAVERT B I2i% aaaaccounting dotlx 7' o —/ 3L a7 4 X2 L— g v
g~ REMHALEYT, [EBEESQRIX T AT T 4 v 78T 48—t 5100%, Zoaw
Y RO noBEXEHEHL ET,

aaa accounting dotlx {name | default } start-stop {broadcast group {nhame | radius |
tacacst} [group {name | radius | tacacst} ... ] | group {name | radius | tacacst+}
[group {name | radius | tacacst}... 1}

no aaa accounting dotlx {name | default }

B DEREA

AU KR TFI4ILE

name P— R T —T74%, Ziit. broadcast group 3 LK Ogroup F—TU — KDHZIZ AT
TOHGEIENT 247 a o TY,

default  FT7 4L N R NZHDLT AT T4 v T HRE, T T 47— 2
WHELET,

start-stop 7’1 & X DBIAEIFIC start accounting A1 A BE L. 7 & 2D T HFIC stop
accounting A Z EE LE T, stat 7 WU T 4L a—RENRNy 7 7T R
TRFEESNET, TH T T 427 H—,30 start accounting 1 H1 % 52 11 HL > 7=/
EOMITIFRERZRL, BRI a2 — T e ARt s ET,

broadcast #HH D AAA D —RNICEEENDZT I T4 b a—Ref F2—7 LT,
THIT 4T L a— Reg T NV—TDEIOV— IR E LET, RO —
NAPERTERNWNGEE, AL v T3 7T v 7= X N2 L TRY)
D — iR LET,

group T T 4 T —EREAT =T N—T2RELET, At —
INTN—TZIFTRD LB T,

e name : Y — 7 L—TF D4R,
eradius : T _XTD RADIUS RA DU A b,

e tacacst : XTD TACACS+ R A DU A |,

broadcast group 3 L Ot group ¥ — 7 — RO%IZANT 5854, group F—V— K
AT ar T, A7 varogopF—TI—REVEZ DIEEATITEET,

radius ({EE) RADIUS TH Y T 4 v VA F—T M LET,

tacacs+ EE) TACACS+ T H U VT 4 T A =T LET,

AAA T T 4 T T 4 —T N TT,
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aAvU R E—F

FauFq |

Jua—N)L ar7 4¥alb—3 3 (config)

avy NERE

)1)—2R EEANE
Cisco 10S XE Fuji 16.9.2 Zoavwy RPEAINEL
776

FEREDHA K42

ZDa~< RiX, RADIUS —_R~DT 7 & AN NEETY,

A B —T x A AT IEEE 802.1X RADIUS 7T H U T 4 v 7 ZRET HHEIC, dotlx
reauthentication f > X — 7z A A AL 7 4 Xal—ar avry REANTAI L EHLEL
\iﬁqo

WwOBTiX, IEEE802.IX T H T T 4 P haHETHHEEZTRLET,

Device> enable

Device# configure terminal

Device (config) # aaa new-model

Device (config) # aaa accounting dotlx default start-stop group radius
Device (config) # exit
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aaa accounting identity .

aaa accounting identity

IEEE 802.1X, MAC fBFE/ A /32 (MAB) . BL U Web iBfEt v a VORGE. #rl. B&
KT HOT 47 (AAA) TAT T4 TEAX—TNMCTHIZE, Fe—var7gy
¥ L— 3 E— KT, aaaaccountingidentity =~ > Kz L ¥9, IEEE802.1X 7 7
VTAVTET 4 =T MIT B, Zoavr Ron X EFEHLET,

aaa accounting identity {name | default } start-stop {broadcast group {name | radius |
tacacst} [group {name | radius | tacacst} ... ] | group {name | radius | tacacst+}
[group {name | radius | tacacst}... 1}

no aaa accounting identity {name | default }

B DEREA

AR TFIHILE

AUk E—F

name P— X T N—T7%, ZhiX, broadcast group I3 X W group F—7 — RDO%RIZAT
TOGBIMHT 247> a T,

default  F7 4L N R NIHDLT AT T4 T HRE, T T 47— 2
IfERLET,

start-stop  7'= -2 X DBALAREIC start accounting AN A 4(E L, 71 2D TR stop
accounting A Z EE LET, stat 7T 4L a—RERv s /IR
TEEENET, THU VT 4 IV —Nstart TH DU T 4 v T @AEZT
Blo7einE 9 2cidBifele <, Bk —F 7 ne A3t E T,

broadcast #HH D AAA Y —RNICEEENDIT IV T4 b a—Ref 2—7 LT,
THIUT 4T a— ReE{ZETN—TDRNOV—NCEELET, KOV —
NPFHTERWGE, AL v T3y 7T v =D ) X N2 L TR
DO —E@ LET,

group THO T 4 T Y —E R AT BV =T N—T2RELET, A&7V —
NI N—TZITIRD EBY T,

e name : Y— 7L —TF DA,
eradius : XTCPHD RADIUS A DU A K,
e tacacst : X CD TACACS+ FA DY A b,

broadcast group 35 X Ot group ¥ — U — ROHZIZATT55H . group F—T — R
ATy ar Ty, A7varOgopF—U—REIVELDEEANTEET,

radius ({EE) RADIUS #FFilEx A 2 —7 /WZ LET,

tacacs+ ({EE) TACACS+ T H U VT 4 T A F—T M LET,

AAA T T T 4 73T 4 B—T7 0T,

Jua—s ) ary7 X2 b— 3 (config)

t*2U74 |}
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avy FNERE

FEREDAA R

5

== EERE

Cisco I0S XE Fuji 16.9.2 Ioavwr RPNEAINEL
77

42 AAAT AT AT TATUT AT AZAF—=T/NITDIE, Y = F—FaA F—

TMZTDHHERHY T, KAY v— = RF2HENNTT DI, B EXEC E— KT
authentication display new-style =~ > K& A ) L £,

OB TiX, IEBEE8RAX T H I T 4 T AT T 4T 4 HRETDHHERETL
iTO

Device# authentication display new-style

Please note that while you can revert to legacy style
configuration at any time unless you have explicitly
entered new-style configuration, the following caveats
should be carefully read and understood.

(1) If you save the config in this mode, it will be written
to NVRAM in NEW-style config, and if you subsequently
reload the router without reverting to legacy config and
saving that, you will no longer be able to revert.

(2) In this and legacy mode, Webauth is not IPvé6-capable. It
will only become IPvé6-capable once you have entered new-
style config manually, or have reloaded with config saved
in 'authentication display new' mode.

Device# configure terminal
Device (config) # aaa accounting identity default start-stop group radius
Device (config) # exit
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aaa authentication dot1x .

aaa authentication dot1x

IEEE 802.1X FBAEICYEHL T D4R — N CEM T AF85E. 7 rl. BXOT U707 (AAA)
FHFREBET AL, Fe—=L a7 g 3?1 L —3 3 v %&— KT aaa authentication dot1x
a<r REHFERALET, BEEZ T I, Zoa<wr FonoBRXEHHALET,

aaa authentication dotlx {default} methodl
no aaa authentication dot1x {default} methodl

B DEREA

ARV KR TIANE

aAvU R E—F

default o —¥Rn s (o F25LEDOT 740 hOJFE, ZO5EICKENTY A kIR
AEGADMER S ET,

methodl - — SERGEZFEE L 3, S8FEHICT TP RADIUS —D—E &2 FH T 512
I%. group radius ¥ —7Y— K&z A LET,

GE)
AV RITADANVT AN IO F =T — R ERSNE TR, AR—
k&2 D1 default 35 X O group radius F— 7V — KO R T,

AAREIFEIT SN ER A,

Jua—)L a7 4¥ 2 b—3 3 (config)

av Y RERE

J1y—= EENE
Cisco I0S XE Fuji 16.9.2 Zoavwr RPREAINEL
77

EREDAARZA4

method 513121, FFET VT Y XANRT TA T 2 FINHDONRRAT — REMRT 572028 E
DIEFF TRA D TR ARE L ET, IEEE 021X IZHEM L TWAME—D X, 7947k
7 — % 3 RADIUS F8AEY— NIkt L TR & 415 group radius 20T,

group radius # &€ L7=%4 . radius-server host 70—/ 3L 207 4 Fal—v gy a<w
RZ AJJLCRADIUS = "ZERETHLENRH D £7,

BRE SNT-RRE D —E & Ford 5 121E, showrunning-config 4 EXEC =~ > K& H L
£7

WOFITIE AAA % A F—7 /W2 L CIEEE 802X HEHLOFERE Y A k& 1ERT 2 ik %
RLET, ZOFRGEL, IHIZ RADIUS — "t OREEZRAET, ZOBETT
T=NIREENTSGE, =PIy T =7 ~DT VAR SNER A,
Device> enable

Device# configure terminal

Device (config) # aaa new-model

Device (config)# aaa authentication dotlx default group radius
Device (config) # exit
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aaa new-model

SREE. BRE, BEXOT AU T 47 (AAA) T 7 B AT T VERINCT A0, T a—
) a7 4 X alb— g F— KT aaanew-model =< FEEHALET, AA AT 7R
HIEEF LA T HI21E. Zoa~v2y Rono BN A2 FEH LT,

aaa new-model
no aaa new-model

XD ZOawy RIZIEBIEELITF—T— REb b FHA,

ATV RTFI4IR AAA DA TV EREA,

av R E—F Jua—s b ar7 4 X¥alb—3 3 (config)
av Y FER Jy—=x EERAR

CiscoIOSXEFuji16.9.2 | — o~ FBREAINE LT,

FEREDAA KSq4y OIS RICEY, AAA T 7 B Al 2T LD3AITR 0 £,

RABSEAREHE (VTY) (CBIL T loginlocal =t~ RAEE SN TV 54, aaanew-mode
gy REHIBRTDE XTI, AAM v T2V —RLTT 74V hEE 21X login 2~ K%
BT 5 UERS Y EF, AL vF& Y a— FLANES. A vF1E. VIY THEF 7 41
FC loginlocal @~ RIZRESNET,

)

GEX)  aaanew-modd =~ N&EHIERT S Z LIdHEILEE A,

B WIT. AAA BRI B 057 LET,

Device> enable

Device# configure terminal
Device (config) # aaa new-model
Device (config) # exit

WIZ. VIY BEEF S T aaanew-model =~ > FRHIBREN A2 R LET,

Device> enable

Device# configure terminal

Device (config) # aaa new-model

Device (config)# line vty 0 15

Device (config-line)# login local

Device (config-line) # exit

Device (config) # no aaa new-model

Device (config) # exit

Device# show running-config | b line vty

line vty 0 4
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aaa new-model .

login local !<=== Login local instead of "login"

line vty 5 15

login local
|

BEa<w> R Command

Description

aaa accounting

MEFITEX 2T 0 BOT-DIZ, BERkEh-—Ev R
DAAAT IO T 4 v T 32— I LET,

aaa authentication arap

TACACS+ Z i3 % ARAP @ AAA FIF XA BN L E
‘a‘o

aaaauthentication enabledefault

D—PREME O~ RL-ULICT 7B A TE D0 E ) ha ik
ET D AAAFRIEZ BN LET,

aaa authentication login

A EFD AAAFRGEERE L E T,

aaa authentication ppp

PPPEZEITL WAL U TAAL L —T oA A ETHEHRATS
1 >F 7213 ED AAA R EHEE L E9,

aaa authorization

R ND g DT 7 AT 58T A5 %
ELET,
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. authentication host-mode

t¥auFq |

authentication host-mode

R— P CRIE~ X —V Y T— RERET DI, A F— 7:4x:/74%Jwaa/
& — KT authentication host-mode =~ > KZHH L 9, 77 4/V MR EICETITIE, 2D
a< FOnoEXEHEHLET,

authentication host-mode {multi-auth | multi-domain | multi-host | single-host}
no authentication host-mode

B DEREA

AU R TIHIE

AUk E—F

multi-auth RN— h DO~ /VFFREEE— K (multi-auth ©— F) %A
F—T M LET,

multi-domain R—=FDOILF RAAL L EF—REARX—TMIZLE
j‘o

multi-host A= RO ILFHRANE— R FZ—7 VI LET,

single-host R—=FDYVTNVKRAME— R 32— VI LE
R

VUTNVIRA M E— RBA R =TI ENTWET,

AHE =T A A a7 4 Falb— 3 (config-if)

avy FERE

FREDHA FS14 Y

)1y—= EERNE
Cisco IOS XE Fuji 16.9.2 Ioavwry RPREAINEL
77

BRI TWATF —H RA RO ITOESIT. YV AR A NE— RERETAHALEND
Uif Y TNERA RR— N TORBIEDT-DIZEFT NA AR LN TSN, R—
F CTHEF VLAN BDRESNTWRNE | FFRF AL 20T AN KB L ET,

T—HRARNIP 7 4 R THR— MIER SN T HEIE, vV F FAL U E— FaR
ETHMLENRDHY 7, %rn*?/wx’ifmﬁf‘éz%b%éia/\i VIVF NAAL E— RN%&
RETHLERDHY ET,

INTDERBIZT NN, AEHEL, TNETNEREL TR T 72082V 7 4 #fERT
EDHEIICT DI, vATFREEE— FICHRET H20E N H Y £9, HA VLAN B E S 4L
TWAEEIE, ZOF—RFCRGETZ 2B T 3 AL 1 271 TY,

2 IVFHEARNE—RTH, NTHLOEH R A NOTFHDR— N7 7 ARSI E T 723,
VIV FHRA NE— R TIE, RAIOL—FNEIESINTZ% TT A A% L CERIBROR— N7
TR ANEZ bNET,

WOFITIL, R— DO LVFRIEE— RE2A 2= NCT D HEEZRLET,
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authentication host-mode .

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernet 2/0/1

Device (config-if)# authentication host-mode multi-auth
Device (config-if)# end

ROFITIE, R—=FDTLVF FAAL = R X—TNMIT D hEEZRLET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernet 2/0/1

Device (config-if) # authentication host-mode multi-domain
Device (config-if)# end

ROPITIZ, R—=FDINVFRANE— oA RX—TNWTT L HiEEZRLET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernet 2/0/1

Device (config-if)# authentication host-mode multi-host
Device (config-if)# end

OB TIE, R—F DLV TIVHRA NE— N2 X—TNMITHHEEZRLET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernet 2/0/1

Device (config-if)# authentication host-mode single-host
Device (config-if)# end

E A FEZRT 5 1T1E. show authentication sessionsinterface interface details &% EXEC
o< FEANLET,
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. authentication logging verbose

authentication logging verbose

RAES AT LA v E—UNOEMERE 7 A V2 U 7T DI2IF, AL v FAZ v 7 FT2iTA
& R7 v AA v F L Tauthentication logging verbose =~ > K&/ — )L a7 4 ¥ =
L—varE—RNTCHEHALET,

authentication logging verbose
no authentication logging verbose

O L=y FIZFGIEERITF—Y—NIdH v FHA,

ATRUERTFIFIILL VAT LA vE—VOFEMn JIIAMR o T ERE A,

ATy R E—FR su—sN)b ary7 4 Falb—a s (config)
avy FERE J1)—x EEAR
Cisco 10S XE Fuji 16.9.2 ZDavwy RBNEAINEL

77

BRALDAA ESA Y “Oavy RICED | BIEY AT LA v—Uhh, FHEND AR L OFEMITRNS 7 4 1
YL TSHET, KA vV T 4 AE Y LT SREE AL,

verbose SREF AT LA v —FB T 4 VA Y T AR, IROFIEITHENE T,

Device> enable

Device# configure terminal

Device (config) # authentication logging verbose
Device (config) # exit

FROE & MERR 95121, show running-config ### EXEC =2~ R&E AN L ET,

EEav2 K avUFR B
authentication logging verbose FEEL AT
dot1x logging verbose 802.1X ¥ A
mab logging verbose MAC R
NEY T
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authentication mac-move permit .

authentication mac-move permit

B DEREA

AR TIFIbE

ATV R E—F

FNRA A LETOMACBEIZA RX—T7 T AI2E, Ju—_Lrary7 4 Xalb—v g F—
K -C authentication mac-move permit 2~ > R&ZHHA L ET, MACBEIZT + E—7 LT
L2, Zoavr FonoBREHEHLET,

authentication mac-move permit
no authentication mac-move permit

Zoa=wy RIS ELIIF—U—FIEH Y T8 A,
MAC BENI N2> TV ET,

Jua—)L a7 4 ¥ 2 b—3 3 (config)

avy RERE

EREDAARZA

)1)y—= EENE
Cisco IOS XE Fuji 16.9.2 IDavwr RPREAINEL
72,

Zoa<wy REfAT B L, FRREEARA & T A A EOEGER A — b (MAC FORE A
/XA (MAB) | 802.1X, F721%L Web-auth) I TRBEITAHZ N TEET, & xIE, WFEX
NTEARA R ER—=FDOMBICT A ANRNHY . ZORA SBBIOR— R i%%butﬁu\ s
Yoy VFRPIOR— EMASEIRE, AR MIFLWAR— b ETHEREESNE T,

MAC BEINRT 4 E—7 LT, RIAFSNT-AZ FBBOR— MIBE) LT-5HE. £0OHR A M
ﬁuuuﬁén‘a— E}ii§ 75 %Eﬁibij_o

IKOBITIE, T3 2 ETMACBE#Z A X —T7 /W 5 hEERLET,

Device> enable

Device# configure terminal

Device (config) # authentication mac-move permit
Device (config) # exit

BEaTUR

av Uk s BA

access-session mac-move deny T3 AT MAC BEhZT 1 E—7/WIZ

authentication event KEEDFFEA X bDT 7 v a U ERTE

authentication fallback IEEE 802.1X 8k & A — k L7igwn2o 7.
AEEEHT L OAR—FERELET,

authentication host-mode R— P TR~ F— V¥ E— FEHEL

authentication open R=FTH—=T T I BAEA F—T )L
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. authentication mac-move permit

t¥auFq |

avy kR

B

authentication order

A b T % A RO A R E L

authentication periodic

RN— FOFRIAEE A F—TNVEITT 1 &>

authentication port-control

N— b OFBFAEA T — ~ OFEEZ A F—

authentication priority

K= TTAFVT 4 U A MRS Az

authentication timer

802X KA — " DH A LT U h2XT A —

authentication violation

LT S, ZANAR— MNMOEERET 5, R
BDEEIZ, FLWT IS ZANRR— MMIEE L

show authentication

TN ADGFE~ F— P A R BT
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authentication priority .

authentication priority

TIAF VT 4 VA MIGRRESREZ BT 5121, 4% — 71/]’13/74’5?1 LV—ya
“&— N authentication priority =2~ > FZfEH L £ 7, 774/ MIREDIZIE, nofBEXD=
~U REEHLET,

authentication priority [dotlx | mab] {webauth}
no authentication priority [dotlx | mab] {webauth}

BXDEREA

dot1x (EE) I HFRDNEFIC 802.1X ABEML 7,
mab (18) FEFHROIEFEIC MAC 3REEN1 22 (MAB) #3EML
webauth SRS DNEFIC Web ZRIEA BN L E9,

AR TFI4ILE

T7j‘/1/ ]‘ 0)7 74 j‘ ) T/f j: 802. 1X [Fvy thE MAC S0 thE/\/r /\X Web Aic> uE@ IIE“C‘?“

O R E—F

AVHE—TxA R AT fF2lb— 3 (config-if)

avwy FERE

=2 ZENE
Cisco 10S XE Fuji 16.9.2 ZOavwy RPREAINEL
77

FEREDHA FS1 Y

NEFFATT T, T3 AR — MR SN LW T S ZZ2RBGEL L 9 L9725 & ST
TLHADNEFZREL T,

— MZT7 =Ny 7 FREBEEGRTETH L &1L, Web BiE (webauth) ZHHZICERE L T
<TEEVY,

F72 B R8REST AU 7°?/1’ﬂ“)?4%¥'l@%fé*<‘: WXk, 794 AT om0 E, 7
FAFVT 4 DERDNETHORGELGRUTHEIVIAEEDL ZENTEET,

\}

GE) 7747V PRTTITRHIEENTWDEHEIT, T4 4V T 4 OEWEFROE AL RIS

%)k ﬁwuuﬂzéhé ki))%@i?‘

AEF DT 74V DT FAF VT 41%, FITU XA NONEFIZEBIT 5 ZFDOfLE & R U T,
802.1X 7 (i niE MAC?3 vy nE/\/l) INA (MAB) N Web i RN nLT:O)”EVC—@F @?\71'/1/ F@Jlﬁf?%’%ﬁﬁ
T 5121X. ¥ —7— Fdotlx. mab. ¥ X webauth ZfiH L £,

WOFITIE, 802.1X Z MDA ST, Web ilil% 2 BHODORIFSFRNE L TRET D
FEE R LET,
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. authentication priority

Device (config-if) # authentication priority dotlx webauth

ROBFITIE, MAB Z i DOFRFEST, Web ik a 2 FOORFESNE L TRET D

HiEERLET,

Device> enable
Device# configure terminal

Device (config) # interface gigabitethernet 0/1/2
Device (config-if)# authentication priority mab webauth

Device (config-if)# end

BEEav> R

avwo kR

aiBA

authentication control-direction

A= b = R H—J7mE 2385 mIcakE LE TS

authentication event fail

RAE~ F— Vv PNRRAET T — 2Rk S Ly — s LT
ELET,

authentication event no-response action

FIE~ X — VY BRI T —FINEDIRNR A FOFER &

authentication event server alive action
reinitialize

IR BIZEAGE THH IZiBGE, 7Rl T T 4 7=
UxtyviarEEgs L 9,

authentication event server dead action
authorize

WAL, TR, THU T 4 T NREERGRIC R o T
L\ij—o

authentication fallback

Web GBRED 7 4 — b Ny 7 A A R—T W LET,

authentication host-mode

Z R OEIIAR— N ~DT ¥ 2 TR LT,

authentication open

R TA—Fo T 7 EREALAX—T NI LET,

authentication order

ALY R =T X WA=~ D7 T4 7T N ORGEE RS D)

authentication periodic

A= kO ABFRALL A K —7 M LET,

authentication port-control

AR — FOFFATAT— FEFRELE T,

authentication timer inactivity

KERE LR WEREE~ 32—V v By v g U AMEIK T 45 £ T

authentication timer reauthenticate

PRRE~ R — V¥ WIFRIAR— b OFFRREE R A B MR Z 5 E

authentication timer restart

%A}‘L?\%E'?Z\‘_Ty“\? ﬁiﬁﬁ?ﬁf/‘ﬁ— b @utunﬁ%uiyf‘é Flﬂlzl"i%j:

authentication violation

R—F ETEXR2 VT EXPECTLGAICRD T 7 2 a

mab

A— kD MAC FRRE/ A /XA %‘—f/l)Z‘ TNz Lij—o

show authentication registrations

FRRE~ =¥ v ITBER S LTV L8R U BT 2 1 A

show authentication sessions

BEDRIE~ *— Y v v 3 VBT D lER R L%
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authentication priority .

avy kR

B

show authentication sessionsinterface

FrEDA 7 —7 24 AR R— T v IZHT D1 H
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. authentication violation

t¥auFq |

authentication violation

FLWT AN ANRKR— MR SNz L X ERIEHKEOT S, ARF— Mo s Twn
DARRETH LT A AR — MR SN & X ICRATENRE— REHRTET HITE, A
VHE—T 2 A AT 4K a2 b— g F— K Tauthenticationviolation =~ > F&#H L %
KR

authentication violation { protect | replace|restrict | shutdown }
no authentication violation{ protect | replace|restrict | shutdown }

BX DA

AR TFIHILE

aAvU R E—F

protect FTHILRWEEMACT KL A% Koy 7 LE7, syslog
—XAEREINETA,
replace BEOE Yy a rZHIBRL, #TLWEAA ML DR8GE% B
WHBLET,
restrict BT — DR Syslog =7 — &R L ET,
shutdown TT5—|ZLoT, TPHILARWMAC 7 RLUARFAET S

RN— FERIIIER— F BT 1 E—T TR0 £,

Authentication violation shutdown &— K234 X —7 /LI ENTWET,

AVH—T x4 R AT 4 Falb— 3 (config-if)

avy FERE

FEREDHA K42

)= EERNE
Cisco 10S XE Fuji 16.9.2 Zoavwr RREAINEL
776

R—=FETEXR2 T A ERNBE L EXICFETTET 7 a VEBETHITIE
authentication violation =< > RZfEHA L E£9,

IROFITIX, LTS, AR — M 25810, errdisable (2720 v v b
Z0 o d % K DI IEEE 802X ®ISAHR— M EARET D5 HiEE R LET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernet 2/0/1

Device (config-if)# authentication violation shutdown
Device (config-if)# end

OB TIEL, BrLWOT N ARR— MR T HEEIC. VAT AT —Avb—
ZEKLT, A— FEHIRE— NIZEFET D L D280 IX KSR — M ERET D HiE
ZRLET,

Device> enable
Device# configure terminal
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authentication violation .

Device (config) # interface gigabitethernet 2/0/1
Device (config-if)# authentication violation restrict
Device (config-if)# end

WOBITIE, LT AN ANRR— M 5 L X2, 20T A A& EHT 5 K
1T 802X XHGAR— P ERET D HEE R LET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernet 2/0/1

Device (config-if)# authentication violation protect
Device (config-if)# end

WOBITIE, FLWT A ZANAR— M T 5 & X2, BIfEOE Yy v a U &EHIBRL.
H LTSS R L AEALEBIAT 5 X 912802 1X MR — AR ET A FiEEZRL
i—a‘o

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernet 2/0/1
Device (config-if)# authentication violation replace
Device (config-if)# end

XE MR 5%, show running-configinterfaceinterface-name =~ > K& A L
ﬁ‘o

I X7+« .



. cisp enable

cisp enable

BX DA

AR TFIHILE

AU kRE—F

t¥auFq |

7 734 A T Client Information Signalling Protocol (CISP) % A x—7 /ML T, 7V Bk
TR ADE =T 4 =2 L LTHREL, A=k T4 =2 T A ZADH TV b &
LTHERET 5L 9129 5ITIL, cisp enable /7 m— 3L a7 4 Fal—ay avy Rafl
ﬁH l—/ij‘o

cisp enable
no cisp enable

Zoa<wy RIZIBIEELIIF—U—NIb A,
T 7 4V N OEBERLEIZDH U AL

Jua—srary7 4 Xab— 3 (config)

avy FERE

FEREDHA KAV

)= EENE
Cisco 10S XE Fuji 16.9.2 Ioavwr RREAINEL
776

F—= T4 =R VTV D NT AL ADOBDOY 7L T T, WFDOT AL AT
VTP %A F—7 T D HAEE, VIP RAAL LANRFE—THY, VIP E— RRH—_Th%
VERH Y F97,

VIPE— REERTETHHEICMDS T = v 7/ P LDOAR—FKT T =l bR 0K 92T 57=0IC

&@ﬁ%%mbf<témo

e VLAN BEAR D2 BEDOF AL RTRESNTWARNZ L, FIL KA A T VTP $— 30
DEMFET DA ENZOREOFKEIZREZENH £9,

e HFDTNA AT, MEDY ED a VBEBENELSTNDLI &,

OB TiL, CISP A X —T7 N T B EE R LET,

Device> enable

Device# configure terminal
Device (config) # cisp enable
Device (config) # exit

BEav >R

avo kR BTLL]

dotlx credentials” = 7 7 A /L I Ty ANEY T I TN RTE

dot1x supplicant force-multicast 82 IX VTV By "< /LTF v A k%A
([ LT

dot1x supplicant controlled transient 802.1X VU 1 MZ LBl 7 & A7

. X2 T+« |
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cisp enable .

avy kR

B

show cisp

BESNTA v H—T A AD CISP ff
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. clear device-tracking database

clear device-tracking database

FRAARN T X T FT—=BRXR—=2 (N T 4 TF—TN) = M) ERHIBRL, hov
A, ARV N, BEORAv®—U %27 U7 5120, FiHE EXEC & — R Cclear device-tracking
avy REASLET,

clear device-tracking { counters [ interfaceinteface type no| vlanvian id] |database [ address
{ hostname | all } [ interfaceinteface type no | policy policy name | vlanvlan_id ] | interface
inteface type no [vlanvian id] | macmac_address [ interfaceinteface type no | policy
policy name | vlanvian_id] | policy policy_name | prefix { prefix |all } [ interface
inteface type no | policy policy name | vlanvlan_id] | vlanid vian_id ] | events | messages }

B DEREA

counters BEINTA A —T 2 A AETIEIVLANDT XA AN T X7 Y
VEEITYT LET,

H U HiE, R EXEC =< > K show device-tracking countersall T

IRENET,
interface AE =T 2 A ADIA T LFZEANTILES, T3 A THA TR
inteface_type N0 ¢ — 7 o 4 ADH A FEFRT DT, B () DAL T A
NTHEREEMR L £,
WBELIAA LV Z—T oA AWK LTI VT T 7 arBNETENET,
vlan vian_id VLANID # AN LET, $5E L7 VLANIDD I LTZ U T T 7 g
NEITEINET,
HRY72AEOFPHIL 1 ~ 4095 T,
database RAVTF YU T T—=TNDEAF I NI EI7 VT LET,
GE)

device-tracking binding vlan vian_id =~ > RZfEfH L TR ESZ A ¥
T4 v 7z NUIZHIBRES N ER AL

T—TNVHNOTXTOXAFT Iy 72 N ZHIRTHZ &, HEIC
U TCHEDA X —T7 = A A, VLAN, RU =D 12 EDIP T K
LA, MACT RLA, IPV6 7 V7 4 v 7 A, = M) EEETHI LD

TEET,
hostname VT TIvarvERITdARAMGELIZIIP T RLAEZANLET,
all FTRTCOIPT RLAFEZIZIPV6 S LT 4 v 7 A LTI VT T 73
VESEITLET,

policy policy_name 5 Sh/zRY > —icx L TrZ V777 arz2FT7LEd, RNU—
L ANSILET,

B tx2U7«
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clear device-tracking database .

mac mac_address $5E XN MACT RLAIZRILCOZ V777 v a v aETLET, MAC
T RUVAEATILET,

prefix prefix RESNEIPVO S L7 4 v 7 A LT VT T 7 v arz2ETLET,
FEOTVT 4 v I A AITD), dl EAHTLTTIRTOT VLT 4>
7 A HBIZLET,

events FRAZA N T XL T AN NOBEEZ VT LET,

A X2 ML, FHE EXEC =2+ > R show device-tracking events TR &
WET,

messages FRAAN G R T Ao —V0RREEZ 27 V7 LET,

A X M. ¥ EXEC =< > K show device-tracking messages C# 7R
SNET,

AR R FI4ILE

O R E—F

FT—=HR—=2AT U NIE, AT 4 T2 NIDTATHA 7V E@mELET,

AT BE BT BT, 2y FOATITRWERTHY | FIRICETL2ET7 vy T T T
FLET,

ARV PBEIOA Y=Y 1 255 OHIRICET D L. HWHONRLIEIZ, A XY FEBIUA v
-V EEIEINET,

b EXEC (#)

avy FERE

J1)—=x EEAR
CiscoIOSXEFuji16.9.2 =pa<y REASHE LT,

51
WIZ, AT 4 T T =TS T_RTCOT M 27 Y 735625~ LET,

Device# show device-tracking database Binding Table has 25 entries, 25 dynamic (limit
200000)

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol,
DH4 - IPv4 DHCP, DH6 - IPv6 DHCP, PKT - Other Packet, API - API created

Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access

0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned

0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned
Network Layer Address Link Layer Address Interface vlan
prlvl age state Time left

ARP 192.0.9.49 001d.4411.3ab7 Tel/0/4 200
00FF 22s REACHABLE 699 s

ARP 192.0.9.48 001d.4411.3ab7 Tel/0/4 200
00FF 22s REACHABLE 691 s

ARP 192.0.9.47 001d.4411.3ab7 Tel/0/4 200
00FF 22s REACHABLE 687 s

ARP 192.0.9.46 001d.4411.3ab7 Tel/0/4 200
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. clear device-tracking database

00FF

ARP 192.

00FF

ARP 192.

00FF

ARP 192.

00FF

ARP 192.

00FF

ARP 192.

00FF

ARP 192.

00FF

ARP 192.

00FF

ARP 192.

00FF

ARP 192.

00FF

ARP 192.

00FF

ARP 192.

00FF

ARP 192.

00FF

ARP 192.

00FF

ARP 192.

00FF

ARP 192.

00FF

ARP 192.

00FF

ARP 192.

00FF

ARP 192.

00FF

ARP 192.

00FF

ARP 192.

00FF

ARP 192.

00FF

Device#

*Dec 13

22s REACHABLE 714 s

0.9.45 001d.
22s REACHABLE 692 s

0.9.44 001d.
22s REACHABLE 702 s

0.9.43 00lc.
22s REACHABLE 680 s

0.9.42 00lc.
22s REACHABLE 708 s

0.9.41 00lc.
22s REACHABLE 683 s

0.9.40 00lc.
22s REACHABLE 708 s

0.9.39 00lc.
22s REACHABLE 710 s

0.9.38 00lc.
22s REACHABLE 697 s

0.9.37 00lc.
22s REACHABLE 707 s

0.9.36 00lc.
22s REACHABLE 695 s

0.9.35 00lc.
22s REACHABLE 708 s

0.9.34 00lc.
22s REACHABLE 706 s

0.9.33 001b.
22s REACHABLE 683 s

0.9.32 001b.
22s REACHABLE 697 s

0.9.31 001b.
22s REACHABLE 683 s

0.9.30 001b.
22s REACHABLE 678 s

0.9.29 001b.
22s REACHABLE 696 s

0.9.28 001b.
22s REACHABLE 704 s

0.9.27 001b.
22s REACHABLE 713 s

0.9.26 001b.
22s REACHABLE 695 s

0.9.25 001b.
22s REACHABLE 686 s

clear device-tracking database

15:10:22.837: %SISF-6-ENTRY DELETED: Entry

MAC=001d.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF

*Dec 13

15:10:22.838: %SISF-6-ENTRY DELETED: Entry

MAC=001d.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF

*Dec 13

15:10:22.838: %SISF-6-ENTRY DELETED: Entry

MAC=001d.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF

*Dec 13

15:10:22.838: %SISF-6-ENTRY DELETED: Entry

MAC=001d.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF

*Dec 13

15:10:22.839: %SISF-6-ENTRY DELETED: Entry

MAC=001d.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF

*Dec 13

15:10:22.839: %SISF-6-ENTRY DELETED: Entry

MAC=001d.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF

*Dec 13

15:10:22.839: %SISF-6-ENTRY DELETED: Entry

MAC=001c.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF

*Dec 13

15:10:22.839: %SISF-6-ENTRY DELETED: Entry

MAC=001c.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF

*Dec 13

15:10:22.840: %SISF-6-ENTRY DELETED: Entry

MAC=001c.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF

B tx2U7«

4411.

4411.

4411.

4411.

4411.

4411.

4411.

4411.

4411.

4411.

4411.

4411.

4411.

4411.

4411.

4411.

4411.

4411.

4411.

4411.

4411.

3ab7

3ab7

3ab7

3ab7

3ab7

3ab7

3ab7

3ab7

3ab7

3ab7

3ab7

3ab7

3ab7

3ab7

3ab7

3ab7

3ab7

3ab7

3ab7

3ab7

3ab7

deleted

deleted

deleted

deleted

deleted

deleted

deleted

deleted

deleted

IP=192.

IP=192.

IP=192.

IP=192.

IP=192.

IP=192.

IP=192.

IP=192.

IP=192.
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Tel/0/4 200

Tel/0/4 200

Tel/0/4 200

Tel/0/4 200

Tel/0/4 200

Tel/0/4 200

Tel/0/4 200

Tel/0/4 200

Tel/0/4 200

Tel/0/4 200

Tel/0/4 200

Tel/0/4 200

Tel/0/4 200

Tel/0/4 200

Tel/0/4 200

Tel/0/4 200

Tel/0/4 200

Tel/0/4 200

Tel/0/4 200

Tel/0/4 200

Tel/0/4 200

VLAN=200

VLAN=200

VLAN=200

VLAN=200

VLAN=200

VLAN=200

VLAN=200

VLAN=200

VLAN=200
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*Dec 13 15:10:
MAC=001c.4411.
*Dec 13 15:10:

MAC=001c.4411

MAC=001c.4411

MAC=001c.4411

MAC=001b.4411

MAC=001b.4411

MAC=001b.4411

22.840: %SISF-6-ENTRY DELETED: Entry
3ab7 I/F=Tel/0/4 Preflevel=00FF
22.840: %SISF-6-ENTRY DELETED: Entry

.3ab7 I/F=Tel/0/4 Preflevel=00FF
*Dec 13 15:10:
MAC=001c.4411.
*Dec 13 15:10:
MAC=001c.4411.
*Dec 13 15:10:

22.841: %SISF-6-ENTRY DELETED: Entry
3ab7 I/F=Tel/0/4 Preflevel=00FF
22.841: %SISF-6-ENTRY DELETED: Entry
3ab7 I/F=Tel/0/4 Preflevel=00FF
22.841: %SISF-6-ENTRY DELETED: Entry

.3ab7 I/F=Tel/0/4 Preflevel=00FF
*Dec 13 15:10:
MAC=001c.4411.
*Dec 13 15:10:
.3ab7 I/F=Tel/0/4 Preflevel=00FF
*Dec 13 15:10:

22.842: %SISF-6-ENTRY DELETED: Entry
3ab7 I/F=Tel/0/4 Preflevel=00FF
22.842: %SISF-6-ENTRY DELETED: Entry

22.842: %SISF-6-ENTRY DELETED: Entry

.3ab7 I/F=Tel/0/4 Preflevel=00FF
*Dec 13 15:10:
MAC=001b.4411.
*Dec 13 15:10:
MAC=001b.4411.
*Dec 13 15:10:

22.842: %SISF-6-ENTRY DELETED: Entry
3ab7 I/F=Tel/0/4 Preflevel=00FF
22.843: %SISF-6-ENTRY DELETED: Entry
3ab7 I/F=Tel/0/4 Preflevel=00FF
22.843: %SISF-6-ENTRY DELETED: Entry

.3ab7 I/F=Tel/0/4 Preflevel=00FF
*Dec 13 15:10:
MAC=001b.4411.
*Dec 13 15:10:
MAC=001b.4411.
*Dec 13 15:10:

22.843: %SISF-6-ENTRY DELETED: Entry
3ab7 I/F=Tel/0/4 Preflevel=00FF
22.844: %SISF-6-ENTRY DELETED: Entry
3ab7 I/F=Tel/0/4 Preflevel=00FF
22.844: %SISF-6-ENTRY DELETED: Entry

.3ab7 I/F=Tel/0/4 Preflevel=00FF
*Dec 13 15:10:
MAC=001b.4411.
*Dec 13 15:10:
MAC=001b.4411.

22.844: %SISF-6-ENTRY DELETED: Entry
3ab7 I/F=Tel/0/4 Preflevel=00FF
22.844: %SISF-6-ENTRY DELETED: Entry
3ab7 I/F=Tel/0/4 Preflevel=00FF

Device# show device-tracking database
<no output; binding table cleared>

deleted

deleted

deleted

deleted

deleted

deleted

deleted

deleted

deleted

deleted

deleted

deleted

deleted

deleted

deleted

deleted

clear device-tracking database .

IP=192.
IP=192.
IP=192.
IP=192.
IP=192.
IP=192.
IP=192.
IP=192.
IP=192.
IP=192.
IP=192.
IP=192.
IP=192.
IP=192.
IP=192.

IP=192.
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.39

.38

.37

.36

.35

.34

.33

.32

.31

.30

.29

.28

.27

.26

.25

VLAN=200

VLAN=200

VLAN=200

VLAN=200

VLAN=200

VLAN=200

VLAN=200

VLAN=200

VLAN=200

VLAN=200

VLAN=200

VLAN=200

VLAN=200

VLAN=200

VLAN=200

VLAN=200
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. clear errdisable interface vlan

clear errdisable interface vlan

error-disabled JRHEIZ 72 > TV /= VLAN Z O 1*— 7 /W2 T 5121, ¥4 EXEC £ — R Tclear
errdisableinterface =~ > F&EH L F 1,

clear errdisable interface interface-id vlan [vlan-list]

*ﬁi@%ﬁﬂﬂ interface-id A B —T x4 R é—):‘lﬂéibi_@_o

vian list (FEE) HUOA X —TNICTAHVLAND Y 2 R 4%
@D VLAN 3O R—T 2720 £77,

ARV EFI4NA L T 74N FOBEREIZH Y A,

avY RE—FR ¥rHE EXEC (#)
avy FERE 1)1y —= EEHNE
Cisco 10S XE Fuji 16.9.2 Zoa~vr RREAINE L,

FEREEDHA K54 > shutdown B LW noshutdown DA v ¥ —7 = XA a7 4 Falb—aryavy FefEfL
THR—FEHFON, X—T T 5D, dear errdisable f VX —7 = A Ao~ REfEHRA LT
VLAN O error-disabled 227 U 7 CT& £,

#l WOBITIE. XHEy b £ —FF v b F— b 40/2 T errdisable 1272 > T 53T D
VLAN ZFH A X —7 Wt 57w R L ET,

Device# clear errdisable interface gigabitethernet4/0/2 vlan

BEa<v >R avwo R B

errdisable detect cause e OB, F 7134 T
ﬁ‘o

errdisable recovery [BI18 A T = X NI E e 3 RE |

show errdisable detect errdisable i A 7 — & R %

show errdisable recovery errdisable [FI1 & A ~ — D

show interfaces status err-disabled errdisable 27— R Z72 - T\
AT — B AR LET,

. X2 T+« I
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clear mac address-table .

clear mac address-table

BEDEAFTI I T RLA, BEDA L H—T 24 A LEDOTRTDODEAFI v 7T RLA,
AL I AUNEDTRTCDEAF I v 7T RVA, £72038ED VLAN EOT_RTHOL A
FTIv I T RVREMACT RLAT—7 /U BHIERT 5121%. clear macaddresstable =~ >
REMEMEEXECE— RTHEALET, Z0a<> RIZEEMACT KL A@mMTa— L v
YEH 7T LET,

clear macaddresstable {dynamic [address mac-addr | interface interface-id | vlan vian-id]

| moveupdate | notification}

BXDEREA

AR TFI4ILE

ATk E—F

dynamic

TRTCOFEAFI v 7 MACT L A%ZHIE

address mac-addr

EE) FBESNT=F AT v 7 MAC T |

interface interface-id

(EE) fHESNTYHAR— M EITAR— |

vlan vian-id (£E) HBESHIZVLANDOTRTOX A
<9,

move update MAC 7 R L A7 —7 LD move-update 77 7

notification BRET—7VO@MmE 7 VT L, BT 27

77 4N FOEERLEIZH Y EE A,

H:kE EXEC (B)

avy FNERE

FEREDHA K4V

)1)—2R EEANE
Cisco 10S XE Fuji 16.9.2 Zoavwy RPNEAINEL
776

TEEMAYIREINT- 2 & 2R+ 51213, show mac addresstable =~ > K& A S LE T,

WOEITIE, A FIv 27 TRUVAT—TANLEEDOMACT RLAZYIKRT 55

EErRLET,

Device> enable

Device# clear mac address-table dynamic address 0008.0070.0007

avU kR

Ll

mac address-table notification

MAC 7 R L Z @i % 4 32— 7 Mz LET,
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. clear mac address-table

avw vk Bl

mac address-tablemoveupdate {receive| 5,34 2D MAC 7 RV AT — 7 LB 422 E LE

| transmit} 4,

show mac address-table MACT7 RLAF—TIVDART 4 v 7T N BLOK

AFIv sz M) 2ERRLET,

show mac address-table moveupdate |53 2|ZB9 3 MACT KU A5 — 7 )LISE) 5115 4 %
FKRLET,

show mac address-table notification interface ¥ — U — R2GEBMENB &, T_TOA L H—
T oA AETTBE SN A V¥ —T = A ATxHT 5 MAC
7 R L AWMHBREZFR LET,

snmp trap mac-notification change e BEDA v X —T A AD SNMP MAC 7 KL @5
7T A F—T M LET,

B tx2U7«
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confidentiality-offset

MACsec Key Agreement (MKA) 7= k2L & A2 LT MACsec BIEOIEEMEA 7 > M &
RETHITIE, MKARY v— a3 7 4 F o b—3 3 F— T confidentiality-offset =< >
REfRLES, BEEA 7y FEEDCT DI, Z0avr FonoBEEH L £,

B DEREA

aAavY R FI4ILk

AU kRE—F

confidentiality-offset
no confidentiality-offset

confidentiality-offset .

COa=y FIZFBIEELEEF—TY—FEH D A,

BEMA 7y FREZTR o TVET,

MKARY v — 237 4 X2 L —3 3 (config-mka-policy)

avy FERE

il

=2 LEAE

CiscoIOSXEFujil692 | o~y RBEAINFE LT,

Wz, EEA 72y FEANCT DBl R L ET,

Device> enable

Device# configure terminal

Device (config) # mka policy 2
Device (config-mka-policy)# confidentiality-offset

BEav >R

Command

Description

mka policy

MKA R U > —ZiiE LET,

delay-protection

MKPDU D% CIIER#EEZFEHTH L IOICMKAZRE LT,

include-icv-indicator

MKPDU IZICV A > P — R &0 E T,

key-server

MKA ¥—H%—_"F 7 g 2R ELET,

macsec-cipher-suite

SAK G+ 572D FAAL — N ELET,

sak-rekey

SAK ¥ —HAKMFEEZHRTE L E T,

send-secur e-announcements

MKPDU DXETEF 2T R T F U A% EET S X 512 MKA
FHRELET,

ssci-based-on-sci

SCIIZHESWT SSCI A3 E LE,

use-updated-eth-header

ICV BHREIZIFE T SNl — YRy by X —2 AL ET,

t*2U74 |}
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. crypto pki trustpool import

crypto pki trustpool import

BETFORRFER (CA) FEBAE RV RV & F 7213559 5 72012 CA GEE N RV & /AR
X—A L TTALNTIF ¥ (PKI) FTARNT—IA VR —F (Fyre—F) +51C0F
Ja—)ary7 4 ¥al—iarEF—RT crypto pki trustpool import =~ > RZ&2H L%
To MESNTNT A—FE2TXCHIRTHI2IE, Z0a~vr FonoBREHALET,

crypto pki trustpool import {ca-bundle | clean [terminal |url url]|terminal |url url}
no crypto pki trustpool import {ca-bundle |clean [terminal |url url]|terminal |url url}

BX DA

cabundle K~ 2 N 7F—LRY L —TRESNTWD CAFFHENY FLad A VR —FLE
—g—o

clean HLWVEEAEEZ X 7o n— R4 200, ¥ 7 rm— RELOPKI 5 A b7 —L
REAEZHIBR L 9, BEFO CAGERE Y RV OMKHREZ IR 2568134
7 vardOtermina ¥—U— RK&2#EH L, URL 7 7 A V¥ AT AR ELZHIRT D

AlTurl F—TU—=F & url 51#&2FEHL £,

terminal  CAGEEANRY RALZ2 T T A N —ifb A —/L (PEM) OJEXTHRNS I v b
T RR—=ARNCTAUAR—=FLET,

url url FRE L7 URL 7°5 CAGEFHEAN LV KL & A VR— L ET,

AU RTIFIE

PKI k7 A b 7 — /VEEREN A2 > TWET, PKI b7 A b7 —/LINOHIIAZ D CA FEH
EBERURANT AL ATHEHASNET, 2O RVZHEBIWICESRTSNET,

AR E—F

Ju—Lar7 4 ¥ 2 b— 3 (config)

avy FERE

)1)—Xx ETEAR
Cisco IOS XE Amsterdam 17.1.1 ZOavwy RNRBAINFEL
77

FEEEDHA KSq> PKI FT X M T — L GEFEZHBRICE TS ET, PKI b7 A b7 — VREHEDEH T

A%, cryptopki trustpool import =~ > K2 L CRIOE & FH L7,

\)

GE) X2 VT T 5GBUE. B D ORGEITELONE SAbE & FERICHE 2 M7 <&k L
TWET, BHDOTZaDE %ﬂi VR 2 HESEFIRIC DUV TIE,  [Next Generation Cryptography.
RUA RR=R=Z B L TIEEW,

url 513t CCADURL 7 7 A VY AT AEFREFIIEF LE T, ROFIZ, #HHAREE URL
T ANVAT LERLET,

. X2 T+« I


https://tools.cisco.com/security/center/resources/next_generation_cryptography
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crypto pki trustpool import .

R2Z:URLT7A IV RT L

T7AIRT LA
archive: T—=HAT T 7 AN AT IANHA AR — b LET,
cns: 75 ZAZLETZEM (CNS) 77 ANV AT AhbA viR— R LET,
disko: discO0 7 7 A WV AT LA VR— M LET,
disk1: discl 77 AWV AT LnbHA Vi R—hLET,
ftp: FTP 7 7 A VY AT A b A iR— b LET,
http: HTTP 7 7 A )V AT LA ViR— bk LE7, URLIZKROERICT 544
ERHY ET,
* http://CAname:80 : CAname (% K A A r— L A7 . (DNS) TY,
« http://ipv4-address:80 : 7= & x 1%, http://10.10.10.1:80 D X 512720 F
7
« http://[ipv6-address]:80 : 7= & % iZ. http://[2001:DB8:1:1::1]:80 D X 9 IZ
720 %9, URLINDIPv6 7 R L AL 16 #¥Fit & L. FEINTHT M
ERH Y ET,
https: HTTPS 7 7 A V¥ AT LbA AR — R~ LET, URLIZHTTP: 7 7 A /b
VAT LADOIRER UERICT HHLERH D 97,
null: null 7 7 A VAT Binb A ViR— R LET,
nvram: NVRAM 7 7 A LS AT A A R — N LET,
pram: IRGA—=R FURLT 7E8A AEY (PRAM) 77 ALY AT AN GA
YIR—hKLET,
rep: VE—hatv—7m hag (RCP) 77 AV AT LN GLA VR —FLE
R
scp: Secure Copy Protocol (SCP) 7 7 A /LY AT LA A ik— h LET,
snmp: Simple Network Management Protocol (SNMP) 7 7 A LI AT LA &
A—rLFET,
system: VAT ET 7 ANNLA VR — N LET,
tar: UNIXTAR 7 7 A )V AT LA R— h LET,

tftp:

TFTP 7 7 A IV AT A A ViR— N LFET,

GE)
URL I tftp:/CAname/filespecification DFEXUZ T2 LN H Y £7,
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. crypto pki trustpool import

T7A4IRT L | 5BA

tmpsys: Cisco [0S tmpsys 7 7 A VT AT Db A ViR— F LET,

unix: UNIX 7 7 A VY AT LA ViR— R LET,

xmodem: xmodem f§5 7 7 A NMEET T R a L AT AL A VR— R LET,

ymodem: ymodem f#i % 7 7 A MiEk 70 h 3y AT Ainb A VR— R LET,
Bl WIZ, oo —RELDTXTOPKI T A M7 —/L CAGEAEZHIFRL THbH,

LW CAZEHENR RV EZZ o —RLTPKI b7 &2 b7 —/LINOD CA SFHHES

FHT A H AR L ET,

Device> enable

Device# configure terminal

Device (config) # crypto pki trustpool import clean

Wiz, A ra— REROPKI b7 A k7 —)L CA GEHEIIHIBREFIC, LV CA
FEAEEAN Y RV E X o a— RLUTPKI 7 2 M=V NOTXTO CAGEHFEL E
BT oBERLET,

Device (config) # crypto pki trustpool import url
http://www.cisco.com/security/pki/trs/ios.p7b

BEaT R avyU kR SHER

crypto pki trustpool policy PKI 7 A NS = R —
WNITA=Z R ELET,

show crypto pki trustpool TRA ADPKI b T A~ '—
NVREAEZFRL, A7 3
YTPKI hZ7 A M7 —/LARY
V= FRLET,

B tx2U7«
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debug aaa dead-criteria transaction .

debug aaa dead-criteria transaction

BX DA

AU R TIHIE

AUk E—F

FORE, FFR, BT AU T 47 (AAA) @ dead-criteria 7 W7 va UEEERRT HIC
I%. debugaaadead-criteriatransaction =~ > K& f5kE EXEC £ — N CfiHl L £ 77, dead-criteria
DTNy T HEBEHCT HI2IE, Zoavry Fono BREEH L x4,

debug aaa dead-criteria transaction
no debug aaa dead-criteria transaction

ZOoawy RIZIEEBIEELITF—U— R £ A,
OV FRREINTWARWEAS, TRy 34 1c 0 £8A,

HikE EXEC (#)

avy FERE

FRLEDODHA KSA Y

3l

J1y—= EERNAE
Cisco IOS XE Fuji Zoawy RREAINE L,
16.9.2

dead-criteria N 7 W7 g VOMEIX, AAANT VYT L a U D EICERDGARHY £T, £
IREND RO HMEO—EIE, HESNDIRUEDO NTFoF 7 v gy, BEEORIT. B
F Wdead HERIBE T, ZNHDEIZOWTIE, ROFTHEHALET,

Wiz, ¥ EDY— 7 )—TF D dead-criteria b 7 V7 2 g L OFEROFIEZR L ET,

Device> enable
Device# debug aaa dead-criteria transaction

AAA Transaction debugs debugging is on

*Nov 14 23:44:17.403: AAA/SG/TRANSAC: Computed Retransmit Tries: 10, Current Tries: 3,

Current Max Tries: 10

*Nov 14 23:44:17.403: AAA/SG/TRANSAC: Computed Dead Detect Interval: 10s, Elapsed Time:
317s, Current Max Interval: 10s

*Nov 14 23:44:17.403: AAA/SG/TRANSAC: Estimated Outstanding Transaction: 6, Current Max
Transaction: 6

ROEXT, ZOWNIFKRENLEERT 4 —/V FEBRH L £,

% 3:debug aaa dead-criteria transaction 7 4« —)L K D8R

Z4—ILE B2l

AAA/SG/TRANSAC AAA V— TNV —TF N TP g,

Computed Retransmit Tries HP—MNdead & L TC~v—27 ENDHETO, BEHHEILTWY
2 FIREEL,

Current Tries 1% DA N TRIE LR 0 Lot BRI

t*2U74 |}
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FauFq |

J4—ILFK

Bl

Current Max Tries

BRICERES LT F T oo g v U R REATEIE,

Computed Dead Detect Interval

H—r3Mdead & L C~v—727 SNAHANIRRE T 2 FREMENH D
HET 7T 4 THE KEGEOEFER NI a b0
¥ . T 7T 4 THIRIE, live & AR ESND P —TT
W va U PREE IR L XICHIGSE T, dead IR
WX, T ARV — "% dead & L TC~—27 T HHIIZ, F—
MO DIRE % T 3 AR IR <9,

#eiEEf]  (Elapsed Time)

% DA RN 72 I LA LSt L 72 IRE e

Current Max Interval

BRI LI N oy a L UMOIET 77 ¢« THIRID
B KAH,

Estimated Outstanding Transaction

PRI T BTV b T U7 v CoHEER,

Current Max Transaction

BRI LE N T o7 a  UBEORRK N7 g
v

o

BMEaTUR avy kR 1B

radius-server dead-criteria |RADIUS #— %5 v NIRRE LFEET D720 DO VT E
TFIIm A&, FRE L ERTEALET,

show aaa dead-criteria AAA Y — 30 dead-criteria i E R A2 Fr LE T,

B tx2U7«



| %2054

debug umbrella .

debug umbrella

Cisco Umbrella i AHERED T /R v 7o A4 2 —T T HI21E. Kb EXEC &— K T debugumbréla
av REFERALET, 730 7% 7 48— M 51I2E, Zoa~wr Ko no B E
LET,

debug umbrella {config | device-registration | dnscrypt | redundancy}
no debug umbrella {config | device-registration | dnscrypt | redundancy}

B DEREA

config

BEDT Ny oA 2—T NV LET,

device-registration

TN ARGRDT Ny T e A R—=T M LET,

dnscrypt DNSCrypt DT /N 7 %A F—T7 M LET,
redundancy TLEMEOT Ny T A F—T M LET,

—_

AR TFIAILE

O R E—F

SRy SNET 4 =TT,

et EXEC (#)

avy FERE

1

=2 EENE
Cisco IOS XE Amsterdam 17.1.1 Toavwry RREAINEL
7o

KIZ, Cisco Umbrella DFREDT Ny T oA X—T NI B2~ LET,

Device> enable
Device# debug umbrella config

Umbrella config debugging is on
Device# configure terminal

Device (config) # interface gigabitethernet 1/0/12
Device (config-if) # umbrella in test

*Nov 27 08:34:41.088: UMBRELLA-CONFIG:Umbrella token configured, so set mode as TOKEN
*Nov 27 08:34:41.088: UMBRELLA-CONFIG:check user configured resolver count

*Nov 27 08:34:41.088: UMBRELLA-CONFIG:Umbrella interface with no direct cloud access
*Nov 27 08:34:41.088: UMBRELLA-CONFIG:Umbrella mandatory parameter 'token' or

'api-key/secret/orgid'
*Nov 27 08:34:41.088:
*Nov 27 08:34:41.088:

configured
UMBRELLA-CONFIG:Processing is umbrella enabled check
UMBRELLA-CONFIG:Is umbrella enabled check failed:sw idb info not

found

*Nov 27 08:34:41.088: UMBRELLA-CONFIG:Send the interface info to device registration
proces

*Nov 27 08:34:41.089: UMBRELLA-CONFIG:Add interface GigabitEthernetl/0/12 request sent
to DP

*Nov 27 08:34:41.089: 'umbrella in test' on interface

GigabitEthernetl1/0/12

UMBRELLA-CONFIG:Configured

t*2U74 |}
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Il debugumbrella

*Nov 27 08:34:41.089: UMBRELLA-CONFIG:Cannot add domain patterns to DSA: Nothing to add

B tx2U7«
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delay-protection .

delay-protection

MACsec Key Agreement Protocol Data Unit (MKPDU) D53 I Z R IELR# %3 5 X 912 MKA
EHRETHITIE, MKARY >— a7 4 X2 b —3 g F— N T delay-protection =~ > K
ZRERHLUET, BIEREEZINCT DT, Z0oa~vr FOono X EEHLET,

delay-protection
no delay-protection

X DERHA Zoavy FIFGIEELITF—U—FNEIH Y £HEA,

ATY R FI4) ~  MKPDU DX TR 2 BIEAR#E TN /2> TOET,

AT R E—F MKARY v — 237 4 X2 L —3 3 (config-mka-policy)
avy FERE J1y—2 EEAE

CiscoIOSXEFujil692 | o~y RBEAINFE LT,

i Wiz, MKPDU 0353 CRIEEHA T 5 L 510 MKA 28 ET 561475 LE9,

Device> enable

Device# configure terminal

Device (config) # mka policy 2

Device (config-mka-policy) # delay-protection

MEa<v R Command Description
mka policy MKA RV o —%2RELET,
confidentiality-offset A7 v D AEFRE LT MACsee ZBh{ESE £,
include-icv-indicator MKPDU (2 ICV A > P —Z & E T,
key-server MKA F—H%— AT v a R ELET,
macsec-cipher-suite SAK Z BG4 572005 AL — F 2R ELET,
sak-rekey SAK ¥ —fAERMREZHELET,
send-secure-announcements| MKPDU D %{E T X 2777 F 7 A &2 ET 5 L 912 MKA

ERELET,

ssci-hased-on-sci SCIIZHESWT SSCI # 3t L £77,
use-updated-eth-header | [CV FHEICITEH SNToA —V R v b F—ZHEHLET,

I X7+« .
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B ey mac7o ez UR YT FaL—vaY)

deny MAC7YV X ROV Ia4xal—3Y)

RN —E LG AICIEIP b T 7 4 v I BRI NN E D ICT5ICE, MACT 7 BRA U A
MEEa 7 4 X2l —varyE—RTdeny a~r FEMHLET, 4RiMFE MAC T 7 &
2 YR RDOBIEGSEEEERT A2, —oa~<vr FonoBERXE2EHA LTI,

deny {any | host src-MAC-addr | src-MAC-addr mask} {any | host dst-MAC-addr |
dst-MAC-addr mask} [typemask | aarp | amber | appletalk | dec-spanning | decnet-iv
| diagnostic | dsm | etype-6000 | etype-8042 | lat | lavc-sca | Isap Isapmask |
mop-console | mop-dump | msdos | mumps | netbios | vines-echo | vinesip |
xns-idp] [cos cos]

nodeny {any | host src-MAC-addr | src-MAC-addr mask} {any | host dst-MAC-addr |
dst-MAC-addr mask} [typemask | aarp | amber | appletalk | dec-spanning | decnet-iv
| diagnostic | dsm | etype-6000 | etype-8042 | lat | lavc-sca | Isap Isap mask |
mop-console | mop-dump | msdos | mumps | netbios | vines-echo | vinesip |

Xns-idp] [cos cos]

BX DA any

TRTCORETTEZITSEIE MAC 7 R L

host src-MAC-addr

| src-MAC-addr mask

ARABRNMACT RLALEEDOY TR |
T RUVARERINIZT R AZ—ET
T4y ZIXESSNET,

host dst-MAC-addr

| dst-MAC-addr mask

SEEMACT RLALAEEDOY TR b -
VANERINZT RLARIZ—ET 585
FHESSNET,

type mask

EE) /37 v N® EtherType &5 &, E
LT, Ty hora ha/VziilLE

type (Z1%. 0~ 65535 D 16 & F5E T

mask X, —E &7 X b9 B HIIZ EtherTyp
‘G—g—o

aarp

EE) 7—HV 7 T RLAEFR Y M
AppleTalk Address Resolution Protocol % fi&

amber

({E&) EtherType DEC-Amber % $57E L =

appletalk

(&) EtherType AppleTalk/EtherTalk %

dec-spanning

(fE:E) EtherType Digital Equipment Corpc
i ‘aAo

decnet-iv

({£:%E) EtherType DECnet Phase IV 7' &2 |

diagnostic

(fE) EtherType DEC-Diagnostic % 5 iE
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deny (MACFZ €2 YRk avT4%aL—va) [

dsm (f£7) EtherType DEC-DSM % 57 |
etype-6000 (f£&) EtherType 0x6000 % #57E L £
etype-8042 (f£&) EtherType 0x8042 i E L £
lat (f£:7) EtherType DEC-LAT % f57€ L
lave-sca (f:E) EtherType DEC-LAVC-SCA %

Isap Isap-number mask

(&) 237 v RO LSAP &5 (0~
o bho7a harvEEELET,

mask iX. —% %7 A b4 B Ri1IZ LSAL
<7,

AR TIAIE

ATV R E—F

mop-console (&) EtherType DEC-MOP Remote (

mop-dump ({£#) EtherType DEC-MOP Dump %

msdos (f£:7) EtherType DEC-MSDOS # &’

mumps (&) EtherType DEC-MUMPS % 5

netbios (&) EtherType DEC-Network Basic
RS

vines-echo (f£:%) Banyan Systems (Z & % EtherTy
Echo Z5E L £,

vines-ip (f£&) EtherType VINES IP #f87E L

xns-idp (EE) 108X, 168, £7-1L 817
Network Systems (XNS) & k=)L >

COS COS ER) 794XV T 1 2RET DT

ZHEELET, CoSIZHIL T 4 H
T, cosA T a VRBESNTNS,
nE9,

Zoa<wy RE, T7HAVMEIBY ERA, 7272 L. AHiftE MACACLDOT 74/ b 7

7 v a RS T,

MACT7 7 & AU A MEEa T 4 F 2 L—3 3 (config-ext-macl)

2v Y FRE

)1)—R

EERE

Cisco IOS XE Fuji 16.9.2

Zoavwry RRHEAINEL
7=,
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B ey mac7oEz UR YT R L—vaY)

FEREDHA KS4y MACT 7 ERAV A MEEa 7 4 Fab— g F— F&BA7 51213, macaccess-list
extended 71— VL ar 7 4 Xal—var avr REEHRHLET,

host ¥— VU — RZEFERA LSS, T RLASRAZIZANTEERA, hot F—T— R&EFEHAL
BRWEAITE., 7T RLVASAZ ZATTTHXLERD Y 9,

T8 Aariu—/L b (ACE) W77k Aar bha— ) X MBS EHE.
U Ak OEARICIIEER O deny-any-any REEDTHEL £, DFEY . —BRWVBEITIT T
MIFESRSNET, 2L, KO ACE BEBMSNDHENT, U A MITXTONRT v M &FF
ALET,

IPX N7 74w 0% 7 4NF )73 500E, FFEHIIWTWBIPX I 7LD % A 712G T
T, typemask £7-1% Isap Isapmask ¥ — U — RZfEH L £7, Novell HHih & Cisco 10S XE ik
TOIPX T NME LA TIHIGT DT 4 NV E M EFRIC—EFRRLET,

RA:IPX T 4 LA HHEE

IPXh Teiiea 147 PEPIZE-$:
Cisco 10S XE £ Novel &

arpa Ethernet 11 EtherType 0x8137
snap Ethernet-snap EtherType 0x8137
sap Ethernet 802.2 LSAP 0xEOEO
novell-ether Ethernet 802.3 LSAP OxFFFF

WOHTIL, TRTOEETLIHD MAC 7 F L A 00¢0.00a0.03fa ~? NETBIOS k5
T4 EHEETHLANTE MACIEIRT 78 A VA NEERT DL HFEEZTRLET,
TDVANMI—EHTDE T 74 v 73S ENET,

Device> enable

Device# configure terminal

Device (config) # mac access-list extended mac_layer

Device (config-ext-macl) # deny any host 00c0.00a0.03fa netbios.
Device (config-ext-macl) # end

ROBITIZ, AR E MACHEET 782 U A S OIEGEREZHIRT 2 HiEZ R L
=7,

Device> enable

Device# configure terminal

Device (config) # mac access-list extended mac_layer

Device (config-ext-macl) # no deny any 00c0.00a0.03fa 0000.0000.0000 netbios.
Device (config-ext-macl) # end

RIZ, EtherType 0x4321 OFXTO/T >y MEESRT 5627 L ET,

Device> enable

Device# configure terminal

Device (config) # mac access-list extended mac_layer
Device (config-ext-macl) # deny any any 0x4321 0
Device (config-ext-macl) # end
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deny (MACFZ €2 YRk avT4%aL—va) [

REA RS AI1TIE, show accesslists £k EXEC =~ REZ AN LE T,

BEEavTR avw R Bz
mac access-list extended JEIP FF 74 v 27 HIZMAC T FL &
per mit MACT7 27 E®AU AN 27 4 Fal—

SR —F LG EIZEIP VT T 4 v

show access-lists TNNA AR ESINTZT 7 AHlfE Y >

t¥alT4a
| Lo
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. device-role (IPv6 R X—tE'> %)

device-role (IPv6 A X—E > 4)

A= MIHHRR SN TWD TN, A0 — L EZFFET HITIE, IPV6 AX—VE 7 a7 1¥a
L—y a3y E£— RTdevicerolea~y REFEHALET, ZOREZHIRTHICIE, Zoa~
YROnoBERAEHEHLET,

devicerole {node | switch}
no devicerole {node | switch}

X DERHA node Bk ESNI-T A A0 —)L%E ) — FICHRELET,

ATURFIANL T ADRIUE = FTT,

Av R E—F IPv6 AX—E> 7 a7 4 Falb—3 a3 (config-ipvb-snooping)
2% FEE =2 EERE
Cisco I0S XE Fuji 16.9.2 oavwry RBREAINEL
7o

FEREDHA KS4q > devicerdea~ > Nid, N— MIEHINTVDET A AOR— L2 ELET, 774/
T, T 2D E—/LE ) — N T,

switch¥—U—RiZ, VE—FT A ANRZAAL v FTHY, =TIV AL v TFRLF AL v
FE-FTEELTWDZE&RLET, R—FTEHELEAS T 47 = MU,

trunk port 7V 7 7 LA LAV TY—7 EET, A— D trusted N— MMIEREI N TWND
A, My T 47 =2 b Uidtrunk trusted port 7Y 77 LA LL T — 7 SRLET,

WIZ, IPv6 AX—E > 7 R v —4% policyl ETEF L, T /34 A% IPv6 AX—E
Jar74F¥al—rvaryE—RIL, T4 A%/ —RE L THETDHHERLE
7

Device> enable

Device# configure terminal

Device (config) # ipvé snooping policy policyl
Device (config-ipvé6-snooping) # device-role node
Device (config-ipv6-snooping) # end
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device-role (IPGND 4 2<% 3>) [

device-role (IPv6 ND A AR 3V)
ICHEE SN TVWAT AL A0 — L EFEET AT, A N—HER (ND) A > A
/a/TJ —ary 7 4F¥al— gy F— KTdevicerole 2z~ REMH L £,
device-role {host | switch}
BX DA host Bt SNT-TF A, 20— LA RA MIRELET,
switch B S NIieT A A0 —VEAL v FICRELET,

AR TIAIbE

ATV R E—F

FRA 2D —)LER A R TT,

NDA VAR vayRY— a7 4F¥ab—3 a3 (config-nd-inspection)

avy RERE

EREDAARZA

)1y—= EENE
Cisco IOS XE Fuji 16.9.2 Zoavwr RPREAINEL
72,

devicerolez~ > Rif, N— MIEHEINTWELETFT A, 20— L &2 FELET, T 741k
T, T A0 — VIR A N THDHTD, TRXTOEFNV—F T RRZA XA N H
AV N AvE—F T ey ENET,

switth*—U— KX, VE— R TS ARAAL v FTHY, B —HIV AL T NINLT AL v
FE—RFCTENMELTWAZEEZRLET, R—hTEEH LS T 47 = b IT
trunk_port7 V77 LA L LTy —7 SET, A— F trusted N — R LEQES%L“CD\%)
e, T 47 = kU dtrunk trusted port 7Y 7 7 LA LAV T — 7 SIVET,

KIZ. Neighbor Discovery Protocol (NDP) 7R U > —4 % policyl & EF L., T /31 A%
NDA AR varyR)v—ar7Z 4 Fal—arE—RILT, 7/ A%&7R
A2 hELTRETDHZRLET,

Device> enable

Device# configure terminal

Device (config)# ipvé nd inspection policy policyl

Device (config-nd-inspection) # device-role host
Device (config-nd-inspection) # end
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. device-tracking (f Y4 —2Jz AR a7 4F¥al—>ay)

device-tracking (f 4 —J 1A XAV TJ4F¥XalL—3

-

)
SISFX—ZADTNAANT X THAR—TNMILTT 7N IR —% A F—T = A
AFETALVLAN LT & v F T 50, ZOWREELA X —T ML TAHAZ LRY) —%T HZ v
FTHIZF, A F—T A A AT 4 F a2l — g F— KTdevicetracking 2~ > K%
ANLET, RV —% A F—T 2 A AELIEXVLAN LT X v F LTT 7 4V MIRT
Wik, Zoavr FonoEXEHEHLET,
device-tracking [ attach-policy policy-name ] [ vlan {vlan-id | add vlan-id | all | except vian-id
| none | remove vian-id } ]
no device-tracking [ attach-policy policy-name] [ vlan {vlan-id |add vian-id | all | except vian-id
| none | removevian-id } ]

X DA attach-policy BELIEAAS LRY =k A v F =T 24 ZB LV TOVLAN
policy-name 7Sy FLET,

vlan {vlan-id | add AU —@OVLAN U A M &FRE L, #5E S 7 VLAN [T A X LR

vian-id [all jexcept oy F LR, KOEAZEETE ET,
vlan-id | none | remove

vian-id } eVian-id : 1 2L LD VLANID # A/JLE T, BAZLKRY v —
X, T XTCOVLANID IZT7 ¥ v F EET,

« addvlan-id : 57 &7z VLAN #EEf£® VLANID U A MZiEM
LET, DAZLFRY U—iF, T XTHOVLANIDIZT ¥ vF &
nNEJ,

cal : WAZLRY o —%F_RTHOVLANIDIZT X v F LET,
THMRT I HINNDOAE T a T,

s exceptlan-id : ZZ THRE LD ZEFRS X TD VLANIDIZH
AB LR =T Xy TF LET,

enone: FOVLANIZHE W AF LR o —%T X v F LETA,

removevan-id : 57 &7 VLAN ZBEFED VLANID U 2 a5
HIBRLE9, HAZLRY —iF, U A MAND VLAN ID (20D &
THETFINET,

RO R FoA Lk SISFR—ADFAL A NT v R SET AT Mo THY | KV i v ¥ —T 2 o
AT E v FENEFA,

ATV R E—F AHE—=TxA R AT 4 F 2l — 3 (Device((config-if)# ))
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device-tracking (f Y4 —2Jz AR avT4¥xal—>ay) .

avy RERE

)= EEARAR

CiscoIOSXEFuji16.9.2 Z—pa~<wy RREAINE LT,

FEREDAA RS>

3l

AH =T 2A R AT 4 FXalb—2ary ET—RFRT, MOF—U—REEETTIC
devicetracking =~ REANTHE, VAT AEIT 74NV MR v—% A X —T x4 A F
FIXVLAN T 2y FLET, 774 ERY —id, 77 4V FREDHISARR Y > —
T, 774NV KR —DOREIIERETEEHA,

A E—T A A AT 4 F 2 — 3 F— T devicetracking attach-policypolicy-name
a<w RERETDHE, DAZLR) V—ZEBETEET, /Jo— a7 ¥ lb—
arE—RTCHAZLRY =% T TIHER L TWDORERD Y £7, AU —iF, fHES
NleA B =T == T7 vy FShET, 0%k, 74 vF+T5VLANEZRETLHI LD
TEET,

B—0y MITH Yy TFINDANAL LR —% BT 55615, devicetracking
attach-policypolicy-name =2~ > RZHH&HE L £,

FEEDX —5 > NCHREEZ T 4 E—T7 M DIE, A X —T =2 AT 4 Fal—T3
> %&— KT nodevice-tracking =~ > &AL E4,

1

e 5] : SISFR—=ZADTNRA AT v F L THAF—TNIZLT, T 74/ R
V=BT HTFTH (51 =)

e NAZ LR —DT ZvF (52 3—)

] : SISFR—ADTNNAARNT X THT 4 2—TMIT5 (52X—=)

WIZ, SISFRXN—=ADTNRAARNT X ThAX—=T/MMILT, 774/ KR —
A B =Tz ARIT E T TR LET, T 74N R —IET 7 v
FARY = RIRXA=ERHY | BRETDHZLIITEETA,

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Device (config) # interface tengigabitethernetl/0/1

Device (config-if)# device-tracking
Device (config-if)# end

Device# show device-tracking policies detail

Target Type Policy Feature Target range
Tel/0/1 PORT default Device-tracking vlan all
Tel/0/2 PORT default Device-tracking vlan all

Device-tracking policy default configuration:
security-level guard
device-role node
gleaning from Neighbor Discovery
gleaning from DHCP6
gleaning from ARP
gleaning from DHCP4
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. device-tracking (f Y4 —2Jz AR a7 4F¥al—>ay)

NOT gleaning from protocol unkn
Policy default is applied on the following targets:

Target Type Policy Feature Target range
Tel/0/1 PORT default Device-tracking vlan all
Tel/0/2 PORT default Device-tracking vlan all
I . . e _ s N . ‘ .
1A RIZ, SISF XR—ZADTNNA AT X THAX—TMI LT, sisf-01 EWVH B A

HZLRY —% ERROBIERICA Z =T A A (1e1/0/1) IZT X v FTHHI%RL
F9, ZRUTEY ., Te1/0/1 ODEEFOT 7V "R Y =N H AZ ARY — sisf-01
WCEEHZ bRET,

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Device (config) # interface tengigabitethernetl/0/1

Device (config-if)# device-tracking attach-policy sisf-01
Device (config-if)# end

Device# show device-tracking policies detail

Target Type Policy Feature Target range
Tel/0/1 PORT sisf-01 Device-tracking vlan all
Tel/0/2 PORT default Device-tracking vlan all

Device-tracking policy default configuration:

security-level guard

device-role node

gleaning from Neighbor Discovery

gleaning from DHCP6

gleaning from ARP

gleaning from DHCP4

NOT gleaning from protocol unkn
Policy default is applied on the following targets:
Target Type Policy Feature Target range
Tel/0/2 PORT default Device-tracking vlan all
Device-tracking policy sisf-01 configuration:

security-level guard

device-role node

gleaning from Neighbor Discovery

gleaning from DHCP6

gleaning from ARP

gleaning from DHCP4

NOT gleaning from protocol unkn

limit address-count 3000
Policy sisf-01 is applied on the following targets:

Target Type Policy Feature Target range
Tel/0/1 PORT sisf-01 Device-tracking vlan all
| o R . N — NS S .
2 WIZ, #—5 > N TSISFR—ZADT A ANT X T hT =T WMIT 560 %R

LET, ZORRIZY —7 v FTel/0/1 TT 4 =7 N7 £9, Tk, BiOFI<T
HAZLRY =D ENTZLDEFE A v F—T 2 A AT, T 74/ FRY —
1T, BEEEDSA R—T TR TWAIMD A v Z—T = A 2 (re1/0/2) THIZH:X A
TEET,

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Device (config) # interface tengigabitethernetl/0/1

Device (config-if)# no device-tracking attach-policy sisf-01
Device (config-if)# end
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device-tracking (f Y4 —2Jz AR avT4¥xal—>ay) .

Device# show device-tracking policies detail
Target Type Policy Feature Target range
Tel/0/2 PORT default Device-tracking vlan all

Device-tracking policy default configuration:
security-level guard
device-role node
gleaning from Neighbor Discovery
gleaning from DHCP6
gleaning from ARP
gleaning from DHCP4
NOT gleaning from protocol unkn
Policy default is applied on the following targets:
Target Type Policy Feature Target range
Tel/0/2 PORT default Device-tracking vlan all
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B cevice-vacking VAN > T o ¥aL—2a)

device-tracking (WLANO > J s XalL—>3Y)

AL o TFHERME X2 VT #HE (SISF) XR—ADT RNAARNTvF U ThAX—T ML T
T 74N IR —% VLANIZT # v F 550, TOKREE A X — T /WIZLTHAZ LR
=% VLANIZ T Z v F L, R —OBEIAM 2 ET HI121E, VLAN 27 4 F a2 b—
v 3 E— FTdevicetracking =~ R&ZAJJLET, RY T —% VLANDLT X v F LT
F 74N MIETICIE, Z0a~vry RonoBEREFERH LT,

device-tracking [ attach-policy policy-name ] [ priority priority-value ]

BXDHRH attach-policy policy-name {55 = H A % AK Y o —% VLAN IC7 % v F LET,

priority priority-value GE)
IR RE, CLIONVAIZERSNEST A, RELTHHR
THD FHA, B V—OERIEMIZY AT AL > TIRESNE
To THIFEETEER A,

ATV KR FI4I R SISFR=ZADTNARARNT XU TIET 4 BT Mo TNET,

avU R E—F VLAN =27 ¢ ¥ a2 b—31 g F—F (Device((config-vlan-config)# ))
av Yy RERE )1)—2= EERAR

CiscolOSXEFuji16.92 Zpza~<> RABMENE L1,

EELOHA K54 VLANaL 74 Fa2lb— gy = RT, MiOF—U— F&fEE T devicetracking =1~
YREANNTHE, VAT AIT 74NV RARY —% VLANIZT X v F LET, T 74/ K
RY —ld, T 74V PR EDMAIAZLRY > —ThH DD, T 74NV FRY —D/RT A —
HIFEFETEERA,

VLAN 27 4 ¥ = L—3 3  &— R T device-tracking attach-policypolicy-name =~ > R % &%
ETDE WESNTEAAZ LR V=B VLANIZT ¥ v FINET, DAXLRY v—%
T DL WAZLRY I —DREDNT A —FERETEET,

ZOMEEER A F—T NI LT, R — (BAZLEZIZT 74 F) % 1 DL ED VLAN
* 721X VLAN &l 7 % v F TE £7,

1

« 5] : SISF XR—=ADTNA AT X ThHAFX—TMILT, T 74/ R
=T Ry FTD (55°—)

Hil : WABRARY S —% VLANIZT X v F 4% (55 2—)
o5l : AKX LRV —%& VLAN&PAIZT X v F 35 (55 X—=2)
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device-tracking (VLAN > 7 s ¥2L—>3>)

Bl WIZ, SISER—ADTNRA AT vF L TEAFX—TNILT, T4 IR —
% VLAN 500 127 &% v F T 5052~ LET,

Device# show device-tracking policies

Target Type Policy Feature Target range
Tel/0/1 PORT sisf-03 Device-tracking vlan all

Tel/0/1 PORT default Address Resolution Relay vlan all
Tel/0/2 PORT default Device-tracking vlan all

vlan 333 VLAN sisf-01 Device-tracking vlan all

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Device (config) #vlan configuration 500

Device (config-vlan-config)# device-tracking

Device (config-vlan-config) # end

Device#show device-tracking policies

Target Type Policy Feature Target range
Tel/0/1 PORT sisf-03 Device-tracking vlan all
Tel/0/1 PORT default Address Resolution Relay vlan all
Tel/0/2 PORT default Device-tracking vlan all
vlan 333 VLAN sisf-01 Device-tracking vlan allvlan 500
VLAN default Device-tracking vlan all
& KIZ, sisf-03 LD WAL LR D —%& EFRoOf] L [ U VLAN (VLANS00) (27 4 >

FITAFERLET, ZHNICEY . VLAN FOMEDT 7 4V hARY S —0N 0 A Z L
AU —sisf-03 IZESHILONET,

Device# show device-tracking policies

Target Type Policy Feature Target range
Tel/0/1 PORT sisf-03 Device-tracking vlan all

Tel/0/1 PORT default Address Resolution Relay vlan all
Tel/0/2 PORT default Device-tracking vlan all

vlan 333 VLAN sisf-01 Device-tracking vlan all

vlan 500 VLAN default Device-tracking vlan all

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Device (config) # vlan configuration 500

Device (config-vlan-config) # device-tracking attach-policy sisf-03
Device (config-vlan-config) # end

Device# show device-tracking policies

Target Type Policy Feature Target range
Tel/0/1 PORT sisf-03 Device-tracking vlan all
Tel/0/1 PORT default Address Resolution Relay vlan all
Tel/0/2 PORT default Device-tracking vlan all
vlan 333 VLAN sisf-01 Device-tracking vlan allvlan 500
VLAN sisf-03 Device-tracking vlan all
fl WIZ, AL LR Y 2 —% VLAN il (VLAN 10 ~ 15) (&7 % v F 3 52~ L E

j—o

Device (config)# vlan configuration 10-15
Device (config-vlan-config) #device-tracking attach-policy sisf-01
Device (config-vlan-config) #end
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B cevice-racking VAN D> T o ¥aL—2a)

Device# show device-tracking policies

Target Type Policy Feature Target range
Tel/0/2 PORT default Device-tracking vlan all
vlan 10 VLAN sisf-01 Device-tracking vlan all
vlian 11 VLAN sisf-01 Device-tracking vlan all
vlan 12 VLAN sisf-01 Device-tracking vlan all
vlan 13 VLAN sisf-01 Device-tracking vlan all
vlian 14 VLAN sisf-01 Device-tracking vlan all
vlan 15 VLAN sisf-01 Device-tracking vlan all
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device-tracking binding

NA VT AT T—=TNTARA T 47 B BERT 5 HiEERET 512k, Za—n-
a7 4 ¥ ab— a3y E— KTdevicetrackingbinding=z~> K2 A LET, Zoaw
VREFERHTLE, BREOTA TEA L, ST 4 T =T NANTHFASNLIZ RO
BRE, BIORS T 4o T2 M AR M eu IR T 20890 ERETEET,
Zoavwry REFALT, AT A4 v I R AT 4T 2 M ERETDHIELTEET,
F7 40 MEICETIZE., 2> FOnoBEREHEALET,

device-tracking binding { down-lifetime | logging | max-entries | reachable-lifetime | stale-lifetime
| vlan }

R TLTEHDIC, FROBF T a i onT, ZORICELSEY Do~ RIUFH]
ZEBNI R LET,

« device-tracking binding down-lifetime { seconds |infinite }

no device-tracking binding down-lifetime

» device-tracking binding logging

no device-tracking binding logging

« device-tracking binding max-entriesno_of _entries [ mac-limit no_of _entries | port-limit
no_of_entries [ mac-limit no_of_entries ] | vlan-limit no_of _entries [ mac-limit no_of_entries
| port-limit no_of _entries [ mac-limit no_of entries] ] ]
no device-tracking binding max-entries

» device-tracking binding reachable-lifetime { seconds |infinite} [ down-lifetime { seconds |
infinite } | stalellifetime { seconds |infinite} [ down-lifetime { seconds |infinite} 1 ]

no device-tracking binding reachable-lifetime

« device-tracking binding stale-lifetime { seconds | infinite} [ down-lifetime { seconds |infinite

31

no device-tracking binding stale-lifetime

« device-tracking binding vilan vian id {ipv4 addipv6 addipv6 prefix} [ interface

inteface type no ] [ 48-bit-hardware-address] [ reachable-lifetime { seconds | default
|infinite } tracking { default | disable | enable} reachable-lifetime { seconds | default |
infinite } ]

no device-tracking binding vlan vian_id { ipv4_add ipv6_add ipv6_prefix } [ interface

inteface_type no ] [ 48-bit-hardware-address ] [ reachable-lifetime { seconds | default
|infinite} tracking { default | disable | enable} reachable-lifetime { seconds | default |
infinite } ]
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t¥auFq |

HBX DA down-lifetime {
seconds | infinite }

DOWNIREED NS, U F 4 v T2 NV DI NE T A~ —%FR
ETHND, BA~—%T 4 B—TNIT 54T a2t F4,

RANOESA VF—T 2 A APRFEEAMIZ L TH T LTNDE
G AT 47 N UIXDOWNIRREIZ 2D £9, A ~—N
HEINTVDEHEE, A ~—BUNHHNIA ¥ —T =4 ADRFN
BAREEIC R 2 8E L = b U O DOWN IREENHERF SN A AN D
DET, XA~—DPUNDHNIA v F—T oA ARBRBIRREIC 2D L&
AA~<—IEILL, = R DRENRELLET, ¥4 ~v—20hi
#%bT 2 MU O DOWNIKENHERFEND L, 2O MY IS~
T AT T =T BHIRENET, YA ~—0T 48— NVFEIZ
T TWBEE, = VIS T 4 v T —T A bR
ST, BRI, F203A VX —T = A ARFHOBEIREIC /D F
T, DOWN IRIENHMERF S LA FAREMEDR H D £ 97,

WDONTNINDOF T a v ERELET,
eseconds: XV TA TEALFA<—DEEZRELET, 1 ~

86400 W DEAZ AT LE T, T 7 /L MEIT 86400 Fb (24 FE[E)
‘(\“a‘o

e infinite : DOWNRBEED X A ~—%FT 4 B—T NI LET, T
1. =2 b U BRDOWNIREEIZ 2 o= L &2 H A ~—D Btk S 7z
WZEHEEWRLET,

logging

NRAVTF 4T 2 b AR O T OERKEA R —T VI LE
R
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device-tracking RAVTF 4 o T T—=TNDxr b Ofg REEHRELET, 1~200000
binding max-entries  pfgz A4 LE3. 77 4 /1 Ml 200000 T

no_of entries [

mac-limit no_of entries GE)

| port-limit ZOMIRIE, A F /71‘/ FMUIZORBEHESI, AZT 17 A
no_of_entries | AT 4T 2y P UICITEA S EE A

vlan-limit no_of _entries

] VEIZEUT, ROFIRERET DL HTEET,

» mac-limit no_of entries: FFrf & 115 MAC 7 RL A H 7=V O K
T U EAERELET, 1 ~100000 DEEZ AN LET, T 74
VT, HIBRITERESIN TWERA,

« port-limit no_of_entries : # A S5 A v F—T = A AdbT2 0 D&
Kz b %z H/fbi'é‘ 1 ~ 100000 DEZ AT LET, T
7 4V b T BIRRITRE SN T ER A,

« vlan-limit no_of entries : #F Rl &41% VLAN 720 O k= VY
Ha ik Ebiﬁ 1 ~ 100000 DEZ A LET, T 74/ FT
I, BRI ES L TOERE A,

Zoa=wry RO nERXEHEHT S L. max-entriesfE723 200000 (2 U

|\ ZEE

v NS, maclimit, port-limit, vlan-limit 23 no limit) (ZE%E S

ET,
reachablglif_et_ime { REACHABLE KOS T4 T NI NE T H A
seconds | infinite } RIETDHN, XA~—%T 4 8—TNITELTT v a it
LiTO

BAT—DPHEEINTNDIEE, A4 ~—PUNDEICAR R bE
By FEZETDHHRAERA DL DERF/NT v B WEAR
HVET, FAIDPOERNT Y VEZET LN, A4 ~v—NnY
Yy hENET, BEANTF Y PMRZEEINTICY A ~—00IND &,
T2 hU OB, AR FNOREAREMEIZESWTELLES, A1
v —=NT =T NEIIA TR TV DEA, 2 b VIR
|\Z REACHABLE REEDHERF SN D FTREMED B 0 77,

WONTNDDOF T a s BHELFET,

eseconds : BSEFFRET A VXA LA A~—DEEZRELET, 1
86400 W DfEEZ AT LET, T 74/ ME 3008 (543) TI,

e infinite : REACHABLEREED ¥ f ~—%TF 4 —T NI LET,
Ziut, =2 b UNREACHABLERBEIZ 2o 72 & T X A <~ —)0
BltE S NN &2 BW L E9,
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stalelifetime {seconds STALERFED A L F 4 T2 NI DI NE DA A ~—Fk ik

| infinite }

ET D0, IAY—"T A E—TNCT ATV a v w#RtLET,

HA~—DPHESNTOWDEHA, XA ~—DUNDENIHRA MDD
BTy FEZETIHALEERA DD DERE T v FBRRVEAN
b ET, HESTY VEZETDHE, FAv—EEL, =R
EHLWIREEIZATLE T, By b EENTICH A ~—n
s &, = NIVEIARA T 4 o 7T —TNnbHIBRSNET, ¥
A~—NDT 4 B—TNELEATITR>TODEAE, =2 b U ITEY
FRIZ STALE IREEDHERF SN D FTREMEDN H W £,

Re U L WA =T T2 TWDE S, AT A AE A ~—DIR
BE. KA RET =TT EEEORBIMTONET,

GE)

A=V TINA =T N2> T DA, BERRTA 744 LK
A~—0ENDER=V U IRETIN GE) | FDOH, AT AL
A A ~—0GND EREOFITHITONE T, BERRET A 7 ¥ 1 A
NINTHOT Y MY OR—=Y U S HBEREERNL, AT AVTA 7
FALIPBELIIDINET,

WONTNDLDOF T g v EHELET,

eseconds: AT ANTA THA L FA~—DEEFRELET, 1~
86400 WDEAZ AT LET, T 7 +/L MHEIZ 86400 7> (24 FEiE)
‘/C:‘TO

«infinite : STALEYREED X A ~—%FT 4 &—T /M LET, Zh
X, =2 P UMDSTALEIRREIZ 2 o 72 & T ITH A ~—NB S 72
WZ EEERLET,

B tx2U7«
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device-tracking
binding vlan vian _id
{ipv4_add ipv6_add
ipv6_prefix }  {
interface

inteface _type no }

[
48-bit-hardware-address
0
reachable-lifetime {
seconds | default |
infinite } tracking {
default | disable |
enable }
reachable-lifetime {
seconds | default |
infinite } 1

t*2U74 |}



. device-tracking binding

B tx2U7«

t¥auFq |

NA T AT T—=TNDAET 4 I N AT 47 b &fE
RLET, N T AT T—TNVTAET 4 v I AT 47
VY BT D HEERET O LB TEET,

GE)

32 max-entriesno_of entries 47" a IR ET A HIRIZ, A ¥

TAVINA T 4 T RERITEA SN EE A, FRTE DA

T4y 7Ty b OEIZHIRITH O £ A,

IPT7T RLAERIZT VT 4 v 7 A AT LET,
«ipvd add : IPv4 7 KL A& AL ET,
«ipv6_add : IPv6 7 KL A& AL ET,
«ipv6_prefix : IPv6 7L 7 4 v 7 A A LET,
s interfaceinteface type no: A > ¥ —7 = A ADX A T LFEEA

HILFET, TAATHARGERAS VH—T 2 ZADX A THR
RT AT, R ) O TA IV THEREREH LT,

(fE&) 48-bit-hardware-address : MAC 7 KL AZ A LE9, N
AT 472 hUDMACT RLAZRELRWES, &
D MACT7 RLVARHFRIENET,

({£E) reachable-lifetime {seconds| default | infinite } :
REACHABLE WRREED A X T v 7 NA T 4 7 20 Y OF|
HEARETIA T IALERELET, AT A4 I AT 47
TV MNUIZREFRET A 7 XA LERET HHEIL. = U D
MAC 7 RLUAZHRET DHERH Y £,

EAFRE L2 WA X, device-tracking binding reachable-lifetime
ICRESNTWAENEH I NET,

seconds : BIEFRET A 7 XA LA A ~—DEEZHRTELET, 1~
86400 o DfEE AT LET, T 74/ ME 3005 (547) T,

default : XA F 4 v T TF—TNDEAFI v 7 NVICEE
SNTWAEEFERALET,

infinite : REACHABLEREED X A ~—% T 4 B—T WM LET,
TR, RET 4w AT 4 = b U REACHABLE
R oo L E WX A ~—DBBREN2 NI EE2EWRLET,
(f£) tracking {default | disable|enable} : A X T ¢ v 7 /NA
TA4v 7 2 P)OR=Y CVBEREZRRELET,

default : R—VU > I T 4 B—T N2> TWVET,

dissble: 257 4 v 7 NA T 47 2 N DFR—=Y T %
F4v—T NI LET,
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enable: AXT 4w I AT 4T 2 NYDR—=) T hA
F—T Mz LET,

ATV R FI4N R, EERELZRWGES, RN =LV OERRESILTWRWNEDY | ¥ BlEARE, B
FORTANTGATEALLDT 7NV MEE, XA T 4T T —T IV TIHFRAISNDNA
T4y N ORRENEHSVET, FEMCOWTE, EHEOTA R4 25
L TLEEN,

ATV RE—FK Jua— )L ar7 ¥ ab— 3 (Device(config)#)
av Y FERE )1)y—= EERNR

CiscolOSXEFuji16.9.2 Zpa~<wy RREAINE L,

FEEEDHA K54 > devicetrackingbinding =~ REERT DL, AT 4 7T =T NZBNTT r— L
LTy b Y ZHERFT D R RECE £, ZhICX Y, BREIL, SISFR—ADT A
ARNT XU ITWBAFZ—T V722 TNDTRTOA X2 —7 =4 A LT VLAN (25 &
NET, 2L, YATLAR, Xy NT—=ZIZADLNTy ML OAA T 4 > THEROME
ZRIAL, T2 TRELEREDHEAIND AN, T 4 v 7y M BERT DICiE, A
H—T 2 A AETXVLANIZT ¥ v FENTRY O—BFEET L0 ERH Y 7,

A H =T 2 A ZETULVLAN ZR Y =N WEE A T 4 I T =T MFHETE
B R, B LIRS T v N T 7 s YRS TT
NAVTA T ITUR)REDER

device-tracking binding =~ > K& L CTEE/LIIRTCE2HEET D L. TOEFEIL, =0
BIER SIS T g v 7 M ICoR@EAsnEd, BEINE#FEE,. oy
FUCIEA S ER A, HTVEEX. sy hUICEA S E T,
BEDORREZFART HI21E, FiME EXEC € — K T show device-tracking database =~ > K% A
HLET,

JR—NILEEERY O—LARNILERE

ZOavy FTHRETOIRED—HIZONTIEL, METD2EDONRRY =L~ Lilbd b £7
(R —Vb XN DNRTA=BFE, TAANTvF 7 a7 4 Fal—aryE—RT
REII, TOR) —IZOHBEHINET) . ROKRIZ, Fa— VYVIIRE SN EPES
InNsGHL, R =LV OENERE SN GG E R LET,

JgO—/\)LarI4FXal—>aravy | TNARIYXF VS avT74FaLL—vay
K@ device-tracking binding DA 7> 3> |E—KTORY S—LRLOREF T3y

device-tracking binding reachable-lifetime { |tracking enable [reachable-lifetime [seconds|
seconds | infinite } infinite] |
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JgO—/\)LarI4FXal—>aravy | TNARIYXF a7 4FXaLL—vay
K@ device-tracking binding DA 7> 3> |E—KTORY S—LRLORGEF T3y

Device (config) # device-tracking binding Device (config) # device-tracking policy sisf-01
reachable-lifetime 2000 Device (config-device-tracking) #

Device (config-device-tracking) # tracking
enable

reachable-lifetime 250

RY =L ~ULDfE L 7 a— S VCERE SNTENTFIET D5 AL, R — LUV DfEN
wWHINET,

T — N UZRE SNTAEDOBRABGFET D56, 7o — VU IRESINEIEHA I NET,
RY =LV DIEDOARNIFET D56, AU —L~ULOfEREH I E T,

Bl 2 7= L YL LR Y = LAYV TEIERRE, AT AV BIOF T TA4 T2 4 L
ERETDH (69 =) ZZRLTIIZEN,

JOo—\)LariqaFal—aravy | TNARSYF VS avI4FalL—Yay
K@ device-tracking binding DA 7L 3> |E—FTORY O—LRLOXEF T3>

device-tracking binding stale-lifetime { seconds | tracking disable [stale-lifetime [seconds | infinite]
| infinite } ]

Device (config) # device-tracking binding Device (config) # device-tracking policy sisf-01
stale-lifetime 2000 Device (config-device-tracking) #

Device (config-device-tracking)# tracking
enable

stale-lifetime 500

RV =L UL DfEE 7 a— VISR E SNTENTFET 2EEE. R —L~ULOfERN
WA IhET,

T — N UIRE SNTAEDBRDGFET D5E. 7o — W IREINENPEA S NET,
RY =L UL DEDOBBFET HEE. R —L~ULOEREH S ET,

Bl o= L YL LR Y = LUV TRERRE, AT AN, BIOX D TA T XA A
ERTTDH (69 2—) ZBRLTLLEEN,

JRa—nN)LarI4FalL—3ravvbk [TRARAMSYFXUG a0 T4FaL—23
@ device-tracking binding DA+ 7 3 > VE—FRTORY O—LRLOXEA TS 3

N

~

device-tracking binding max-entriesno_of_entries|limit address-countip-per-port
[ mac-limit no_of entries | port-limit
no_of entries | vlan-limit no_of entries ]

Device (config)# device-tracking binding Device (config)# device-tracking policy
max-entries 30 vlan-limit 25 port-limit 20 sisf-01
mac-limit 19 Device (config-device-tracking) #

Device (config-device-tracking)# limit
address-count 30
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JAa—n\)LarI74Fal—232 AT |[TRARISYF a0 T4FXaL—3

@ device-tracking binding DA 7 3 > VE—FTORY >—LRLORIEF T 3
v

RY— L VD& 7 a—VVICERE SN EBNTFET 285481, 1 DOHIR (F/m—nx

w@itmﬁuy—v&w@ﬁwwﬁnﬁ)_iﬁékﬂ4/74/7IVbU@¢mﬁ%
L ES,

=N E SNTEDOBBFEST D58, 1 DOHIRICEST DL, "M T 47T
> MU DR DMELR L ET,

RY =L~V DIEDBIPEET DA, R —L~LDHIRIZETLE, SA T v
7y N OERRBMEE L ET,

Bl 7= DT RUARFIRERY =1L~ LD 7 KL RFIRE (72 =) |

Ja—n\)LarvIiqaFal—ay |[TNARLSYFR2Ta0T4FaL—>3Y E—
3 > K device-tracking binding DA | KTORY S—LARAJLORIGA T3>
Joay

device-tracking binding max-entries | MAC $7- 9 @ IPv4 3 L O MAC &7- Y @ IPv6

no_of entries . - \
[ mac-limit no_of_entries ] AV = THEROHRO EH 5 HFETE XA

N, Tl T ATHERESNEZRY =ik, RO
TNNEIIHEFE2RETLZ LD, EPHLLFREL
RN EHERETY,

Device (config) # device-tracking Device# show device-tracking policy
binding max-entries 300 LISP-DT-GLEAN-VLAN
mac-limit 3
Policy LISP-DT-GLEAN-VLAN configuration:
security-level glean (*)
device-role node
gleaning from Neighbor Discovery
gleaning from DHCP
gleaning from ARP
gleaning from DHCP4
NOT gleaning from protocol unkn
limit address-count for IPv4 per mac 4 (*)
limit address-count for IPv6 per mac 12 (*)
tracking enable
<output truncated>

RY =L ~ULDfE & 7' a0 — VISR E SNTENTFEET 2 5A1E. 1 OOHIR (72—
MEEZIIRY) =L~ DEDOWTINDN) [TET D E RS T 4T b OIERRIME
JJ:L/i‘a‘o

T — VR E SN EOLRBFEET ZEES, 1 DOHIRICET L E, XM F v
v MY OERMEL LET,

RY =L XNV DEDOBRNIFIET DA, R =L~V DHIRIZET D E, SA T 1
7y b U OVERRMBMEIE L E T,

Aoy, BEREE. BEUVRTAILSATE 4 LDETE
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down-lifetime, reachable-lifetime. %7-13 stalelifetime & — 7 — RIZF 7 4 /L h LIS O % 3%
ETDHHE, RELZWT A 7X A NIT 74V MEIRESIET, #: BlEARE, A7 A
. BROF T TATHA DT 740 NSO ERET D (68 X—) 1F. ZOBME
PHFEIC RSN TV D HITT,

BUERESNTNWD T A 74 A MaEZEFERT 5121, F#4E EXEC & — KT show running-config
|include device-tracking =~ > K& A L £7,

MAC. R— k. LU VLAN OFIRDEE

mac-limit, port-limit, F7zlZvlan-limit ¥—7— RNZ7 7 4L NUSNDEEZFZET D56, i
ELZRWEIBRIZT 7 4V MEICR S ET,

FLCa~> RI7A4 T3 O0HRE2TXCTHRET DI, K VLAN OFIR, KIZA— b
DOHFIMR, H&%IZ MAC OFIREZHRE L £,
Device (config) # device-tracking binding max-entries 15 vlan-limit 2 port-limit 20 mac-limit
5
ZDOVAT LAOEEIX, 1 DL (TXTTIERY) OFIRET 74V MEIZY By 958
BICHHEHTEET, 3 20F—TU— RNFITT, 774/ 50 THIRZR L] TT25, £E
0] # AJJLTCHIBRZT 74 /V MEICERTET D Z EIFTEEH AL, EOHIBRTH, 0IFFER
EOFHIZEEN TWERTA, 1 DL EOHIRZT 7 4L MEIZY 2y T 5121%, xHeT 5
F—U—REAKLET, #l: VLAN, R"— b, BILOMAC OilfR%Z T 7 4 /v MEIZRET
L (77 3=2) 1, ZOBERBEICR ST LHITT,
NAVTAVT IUR) AR FOAXT VT DHRE
Jsua—/N\)L ar7 4 ¥ ab—i a3y av RO devicetracking binding logging % &% & L TN
AT 4T 2 M) ARV Oa T EART DB, BRICE U T, W Oho—EH e
XUTERELMBIZRDGENDY 9,
o (WZH) Fm— 3L ar 7 4 X a2 b— 3 F— K Tlogging buffered informational =~
Y REFEHLET,
Zoavr REFEHALT, 7 ALV TAy =V X V%A X—7 ML, VE
774 (EKE) LIVERELET, Z0a~vry ROREICLY, r7&2a—1LT
B=HVONEN Y 7 7 IRGFTEET, YETT 4 L ILVERET DL, TOLULD
Av—Ul, ZNEVEEIIEN LD R vy =V a SIS E T,

NAVT AT 2 P AR MIBELTERSNDI DU ET T 4 LULE6 (0F
v, ) T, wITHERLET,

$SISF-6-ENTRY CREATED: Entry created IP=192.0.2.24 VLAN=200 MAC=001b.4411.4ab6
I/F=Tel/0/4 Preflevel=00FF

({EF) /r—r b a7 4Fal—3 a3 T— NTlogging console =~ > R&flif] L
ESE S
Zoavwy REMALT, 7 &ary— (ERARERTRTOTTY FF) 1T#EL
\i‘a—(}
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FIE OVETT AL ENE, 3 ICERREND A -
OB KIFIZHEIMNT D RN H Y £7°, 612, ar Y —id
FRPBENT AL 2T, AvE—V A F—ATIE, arY—L
Fa—N0oFWNIRD L, —EHORF TRy —TURY A L
Y MIBRENAHEERH Y £3, WUNZTVET T 4 LUV ERRGE
LTSN,

Zoawy REFRE LRSI, ¥ EXEC £— F Tshowlogging =~ > F& AN+ %
ZEITEY, WEIEL TR T ERRTEET,

logging console =< > KB A X —T 72> TWRWEE, a 7135 /3 23 Y — )L ZHKR
SINFEHAD, devicetracking binding logging 35 & O logging buffered informational 735% & &
NTWDEGEIE, v 7 BERSh, B—A ANy 77 THRATE 7,

BB ERESND N T 47 2 MY A FOFREIZOWTIE, T oY U —2D
VAT LA =V A RESRLTIES, [sisr-6) KL TIZEN,

device-trackingbindinglogging =~ > KiZ XA > F 4 7 = Y A X hEn JICitdk L E
TR, AX—Er 7 X270 n¥ V%A 3—7/IF % device-trackinglogging ==~ >
FbdHVET, 200a~xy NIZRRLMHEOA N Faen 7L, Alshd e 7358
RHVETT 4 LNV ERELET,

RBTFAVG NA VT4 0T T Y DER

LAY2 ALY A LY FTHEGERRERF A FRBHLIHE, TRLDOHA LY FRA B
DA T 4 o TIERERFFT DI, AT 4 v I AT 47 b EERLET,

B CEAAZT 4 v 7 MU OEIZHIBBIZS D TN, 2oy MUITRA T 4
VITT=TNDOY A X HBELET, /ERT DRI, RBERAZT v 72 N EEE
LTL7Z&EW,

ABT 4T N T 4T 2 MY TRESNIA V2 —7 =4 AF721X VLAN IZR Y
V=BT HE v FENTWRWEATH, AT 4w 7 NA T 47 o b BERTEE
7T

ALT AT ST AT T MY ERET DL FIC, TORICEE (2 & 213, BIET
BTAT7HA L) BIRETDHE, TOREIZLEDALT 47 NA T 47 2 FJITD
FMHAIN, MOAZT 4 7 FREFEAAFI v Iz MIIZEEHINERA, # 0 AX
TAI AT 4T 2 NV EERT D (123—=) X, A¥T 497 XL T4
7 M) EERT DR R LET,

1

o 5l : BEFHE, AT AN, BIOE T T, THA LT 7 /0 NLSNOE Z R
ETD (68 2—)

e T — L YL LR = LoULTR|ERE, AT AL, BXOF T
ATHALEFRETDH (69 2—)
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Ml ABTF 4 RN T g e MU RERT S (72 —2)

o] T — N L DT RLUARIRERY & —L DT KL AHIR (72—
D)

« il : VLAN, &~— b, BIXOMAC OHlfRZT 7 /L MEIZERET D (77 ~2—
)

5l : MAC 7 KL RIZBHHET A 27 2 — L LULDOHIIR L R Y & — L~UL D[R
(77 =—3)

Bl : BIERIRE, RTAIL, BLUFTIUSATEIALIZTIHIL FUNDEZHRET S

WOFNZIX, BIZERRR., AT A, BIOX DU TA 7L A4 LOMEEENIGRE LT-HED Y
2T LAOBWENHEICRENTWET GEIIBEBINETA) , £/, RENTITDOT A
THEANIDOESTRFEENA L IIEEZRET D HFIELRINLTWET,

ZOBDEHD AT » S TiE, BIEAET A 7 XA DOLRHRESINET, salelifetime F—
U — K& down-lifetime ¥ — U — FREHE I N TWED, X0 T4 THALERATANT
A T7EALDET 740 MCERESINET,

Device (config) # device-tracking binding reachable-lifetime 700

Device (config) # exit

Device# show running-config | include device-tracking

device-tracking policy sisf-01

device-tracking attach-policy sisf-01

device-tracking attach-policy sisf-01 vlan 200device-tracking binding reachable-lifetime
700

device-tracking binding logging

ZOBIDERDAT v T Tld, ATANTATHZADLIBIS008, ¥ T4 75 A L1000
WCREESNET, ZHICEY, BIORT v P THREINWT-BZEAFET A 7 XA 2IXT 7+ b
Lfcﬁ D 32’9‘*0

Device (config) # device-tracking binding stale-lifetime 1500 down-lifetime 1000

Device (config) # exit

Device# show running-config | include device-tracking

device-tracking policy sisf-01

device-tracking attach-policy sisf-01

device-tracking attach-policy sisf-01 vlan 200device-tracking binding stale-lifetime
1500 down-lifetime 1000

device-tracking binding logging

ZOBDIRD AT v 7 TiE, BlEFGRE, ¥V, BIXORTANT A 7 XA LIRENEILT00,
1000, BEU200ICHESNET, JHUTED, AT AT A 7 XA LOFEH 1500 707> 5 1000
MICEEINET, F/2, XU T4 T7XZA L1000 005 200 ICEEINES, BETRES
AT HA KT 700 FPICFHESNET,

Device (config) # device-tracking binding reachable-lifetime 700 stale-lifetime 1000
down-lifetime 200

Device (config)# exit

Device# show running-config | include device-tracking

device-tracking policy sisf-01

device-tracking attach-policy sisf-01

device-tracking attach-policy sisf-01 vlan 200device-tracking binding reachable-lifetime
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700 stale-lifetime 1000 down-lifetime 200

device-tracking binding logging

WTFNINDTA T ZA LEEETLOIUNERDY DT A 7 XA LOMEERFET 20N H D
Gaid, g, Ftavry FIA 2L T, 3 50F—U— R Ta 0Bl CHsE
TOMENRDY 7,

Bl : TA—=NILLRILERY O—LARLTEEREE, RTAIL. BLUID US4 T24(4 L%
HBET D

WIZ, 70— LT, T 4 o7 Y DREERRE, AT AV, BIOF DA
THEA LERHETHHERLET, ZOFITIE, Z0%IZ, R —L~VLOREEHRET D
ZEiZkY, Ta— L EE EEXL, HEDA X —T7 =4 AETIL VLAN THEEH IR
e NVICHERRDTA T HA LERET HHIELRLTWVET,

Z OB DFADFRSTIZE T, show device-tracking policy policy-name =~ > KD H 1%, K
U — LV DERRESNTE LT, T 74NV ORL T 4 0 7T — TV ENBEFOT
YRVICEAENSAZ L ERLTCVWET, Fe— b ar 7 Fal—r a3 F— KT
devicetracking binding =~ > FZfEH L TEIEWRE, AT AV, BLXOF T T T2 A A
ERETDE, FLVEREINCRY, T—TMTBMENTZ420H L= kU IO A
£,

\}

GE)

show device-trackingdatabase =~ > RO IIDONA 7 4> 7 N VIZEET D Time 1eft ¥
WCHEBLTLEIN, £ N DRI A 7 XA LB, bTINICRR->THET, Zh
. AT AT T =TSO N BBIIEND L XIZV AT ANT =< VAN
BFLRNWE TV AT ARRS Yy 72— BEMED +/-5%) T, "M T4 7=z b

BRI Z TS LTIA 7V A 7 2@l 5720, WEBEOFAN R S E T,

RY =L _NVDEFEARET A 7 XA ARREIN TN NWI LERLTWS, BIEORET
T, AT 4T T—TN 2 bUIE, BEORGEMRET A 7 X A LM 500 B (Time left +
age) THDHZELZRLTVET,

Device# show device-tracking policy sisf-01
Device-tracking policy sisf-01 configuration:
security-level guard
device-role node
gleaning from Neighbor Discovery
gleaning from DHCP6
gleaning from ARP
gleaning from DHCP4
NOT gleaning from protocol unkn
Policy sisf-01 is applied on the following targets:
Target Type Policy Feature Target range
Tel/0/4 PORT sisf-01 Device-tracking vlan 200

Device# show device-tracking database

Binding Table has 4 entries, 4 dynamic (limit 200000)

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol,
DH4 - IPv4 DHCP, DH6 - IPv6 DHCP, PKT - Other Packet, API - API created

Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access
0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned
0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned
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Network Layer Address Link Layer Address Interface vlan
prlvl age state Time left <<<<

ARP 192.0.9.9 000a.959d.6816 Tel/0/4 200
0064 40s REACHABLE 466 s

ARP 192.0.9.8 000a.959d.6816 Tel/0/4 200
0064 40s REACHABLE 472 s

ARP 192.0.9.7 000a.959d.6816 Tel/0/4 200
0064 40s REACHABLE 470 s

ARP 192.0.9.6 000a.959d.6816 Tel/0/4 200
0064 40s REACHABLE 469 s

I —s L LYLTORFERRE, AT AN, BIOE T T, T XA LDOERETT, HLVVME
WX, ZOBIHERENTAS T 47 P VICOAREH S ET,

Device (config) # device-tracking binding reachable-lifetime 700 stale-lifetime 1000
down-lifetime 200

Device # show device-tracking database

Binding Table has 8 entries, 8 dynamic (limit 200000)

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol,
DH4 - IPv4 DHCP, DH6 - IPv6 DHCP, PKT - Other Packet, API - API created

Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access

0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned

0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned

Network Layer Address Link Layer Address Interface vlan
prlvl age state Time left

ARP 192.0.9.13 000a.959d.6816 Tel/0/4 200
0ocs 4s REACHABLE 699 s <<<< new global value applied

ARP 192.0.9.12 000a.959d.6816 Tel/0/4 200
0ocs 4s REACHABLE 719 s <<<< new global value applied

ARP 192.0.9.11 000a.959d.6816 Tel/0/4 200
0ocs 4s REACHABLE 728 s <<<< new global value applied

ARP 192.0.9.10 000a.959d.6816 Tel/0/4 200
0ocs 4s REACHABLE 712 s <<<< new global value applied

ARP 192.0.9.9 000a.959d.6816 Tel/0/4 200
0064 9mn STALE try 0 1209 s

ARP 192.0.9.8 000a.959d.6816 Tel/0/4 200
0064 9mn VERIFY 5 s try 3

ARP 192.0.9.7 000a.959d.6816 Tel/0/4 200
0064 9mn VERIFY 2816 ms try 3

ARP 192.0.9.6 000a.959d.6816 Tel/0/4 200
0064 9mn VERIFY 1792 ms try 3

ZOFD2OBDESTIE. R — L ~ULDERREINTEBY . BEARET A 7 X A AN
SORMICERESNTWET, ZOHFHLWEIERRET A 74 A4 ML, ZO®%ICER SN b
WCOABHINET,

RY =L YL TIIBERHET A 7 XA DOIZRBPRESI, ATANTATHEZADLET T T
ATHA MIREESNERA, T 2200FH LW b OBERTFET A 7 X A L5,
STALE JRAEFE 721X DOWN IREEICHAT L7 S ICEH SN 0R™MKRE LT e —HETH
LI LEEEWLET,

Device (config) # device-tracking policy sisf-01
Device (config-device-tracking) # tracking enable reachable-lifetime 50
Device# show device-tracking policy sisf-01
Device-tracking policy sisf-01 configuration:
security-level guard
device-role node
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gleaning from Neighbor Discovery
gleaning from DHCP6
gleaning from ARP
gleaning from DHCP4
NOT gleaning from protocol unkn
tracking enable reachable-lifetime 50 <<<< new value applies only to binding entries
created after this and on interfaces and VLANs where this policy is attached.
Policy sisf-01 is applied on the following targets:
Target Type Policy Feature Target range
Tel/0/4 PORT sisf-01 Device-tracking vlan 200

Device# show device-tracking database

Binding Table has 10 entries, 10 dynamic (limit 200000)

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol,
DH4 - IPv4 DHCP, DH6 - IPv6 DHCP, PKT - Other Packet, API - API created

Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access

0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned

0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned

Network Layer Address Link Layer Address Interface vlan
prlvl age state Time left

ARP 192.0.9.21 000a.959d.6816 Tel/0/4 200
0064 5s REACHABLE 45 s <<<< new policy-level value applied

ARP 192.0.9.20 000a.959d.6816 Tel/0/4 200
0064 5s REACHABLE 46 s <<<< new policy-level value applied

ARP 192.0.9.13 000a.959d.6816 Tel/0/4 200
00cs 1l4mn STALE try 0 865 s

ARP 192.0.9.12 000a.959d.6816 Tel/0/4 200
00C8 l4mn STALE try 0 183 s

ARP 192.0.9.11 000a.959d.6816 Tel/0/4 200
00C8 l4mn STALE try 0 178 s

ARP 192.0.9.10 000a.959d.6816 Tel/0/4 200
00C8 1l4mn STALE try 0 165 s

ARP 192.0.9.9 000a.959d.6816 Tel/0/4 200
0064 23mn STALE try 0 327 s

ARP 192.0.9.8 000a.959d.6816 Tel/0/4 200
0064 23mn STALE try 0 286 s

ARP 192.0.9.7 000a.959d.6816 Tel/0/4 200
0064 23mn STALE try 0 303 s

ARP 192.0.9.6 000a.959d.6816 Tel/0/4 200
0064 23mn STALE try 0 306 s

Device# show device-tracking database <<<< checking binding table again after new

policy-level reachable-lifetime expires

Binding Table has 7 entries, 7 dynamic (limit 200000)

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol,
DH4 - IPv4 DHCP, DH6 - IPvo DHCP, PKT - Other Packet, API - API created

Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access

0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned

0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned

Network Layer Address Link Layer Address Interface vlan
prlvl age state Time left

ARP 192.0.9.21 000a.959d.6816 Tel/0/4 200
0064 3mn STALE try 0 887 s <<<< global value applies for

stale-lifetime; policy-level value was not configured

ARP 192.0.9.20 000a.959d.6816 Tel/0/4 200
0064 3mn STALE try 0 884 s <<<< global value applies for

stale-lifetime; policy-level value was not configured

ARP 192.0.9.13 000a.959d.6816 Tel/0/4 200
00cs8 17mn STALE try 0 664 s
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ARP 192.0.9.9 000a.959d.6816 Tel/0/4 200
0064 27mn STALE try 0 136 s

ARP 192.0.9.8 000a.959d.6816 Tel/0/4 200
0064 27mn STALE try 0 96 s

ARP 192.0.9.7 000a.959d.6816 Tel/0/4 200
0064 27mn STALE try 0 108 s

ARP 192.0.9.6 000a.959d.6816 Tel/0/4 200
0064 27mn STALE try 0 111 s

Bl: RATF AV INA T4 T M) #ERT S

WIZ, AT 4o 7 AT 47 2 MY EERT 02" LET, =2 b OKEHICH
LIS AT 4w AT 47 2 ) ThDH LR LET,

Device (config) # device-tracking binding vlan 100 192.0.2.1 interface

tengigabitethernetl/0/1 00:00:5e:00:53:af reachable-lifetime infinite

Device (config) # exit

Device# show device-tracking database

Binding Table has 2 entries, 0 dynamic (limit 200000)

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol,
DH4 - IPv4 DHCP, DH6 - IPv6 DHCP, PKT - Other Packet, API - API created

Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access

0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned

0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned

Network Layer Address Link Layer Address Interface vlan
prlvl age state Time left S 192.0.2.1

0000.5e00.53af Tel/0/1 100 0100 14s
REACHABLE N/A

Bl O—NILLRILDOT ELRFIRERY S—LRILDT KL RFIRE

Wz, 7a—R_ L~ bR =L~ TT RLAHIRBEHRET D XL, EBHLDOT N
AHIBRIZE L= D& Tl 5682 R~ LET,

77— LUV ORREIL, RO 3~ RICFHTRIESNTEE S L £, devicetracking
bindingmax-entriesno_of entries [mac-limit no_of entries| port-limit no_of entries|vlan-limit
no_of entries]

RV =L DNRTG A =L TRAANT X7 ar7 4 Xalb—ayE— RDlimit
address-count 7> 3 AR L E1,

ZOBIDOEADE S TIE, ROL S ITRESHLTNET,

« 70— L LoULDFRE - max-entries (xR b V%) =30, vlan-limit (VLANIFR) =
25, port-limit (ZR— FHIFE) =20, mac-limit (MAC #lFE) =19

e ARY L —L~ULDFHTE : limit address-count (7 R L ZFHIR) =45

¥#HE EXEC =~ > K ® show device-tracking database details O /1%, & #INZA— MR
(max/port) WCBFELEZ L FRLTWET, A= bEEFA o F— 7i4}zf X, K20
Dy M) RFAENET, T, AT 47y MU IER SR E® A, MAC H#
FRICERTE STV A HERHE (19) DO HMENTT A3, $iE EXEC =1~ > K show device-tracking
databasemac D)X, T—TNDONRL T 4 T2 MDY A MI—EDOMACT RLA
MIDLDPRNWZEZRLTVWET, LT, ZOHIRICITEL TWEREA,
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Device# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Device (config) # device-tracking binding max-entries 30 vlan-limit 25 port-limit 20
mac-limit 19
Device (config) # device-tracking policy sisf-01
Device (config-device-tracking)# limit address-count 45
Device (config-device-tracking) # end
Device# show device-tracking policy sisf-01
Device-tracking policy sisf-01 configuration:
security-level guard
device-role node
gleaning from Neighbor Discovery
gleaning from DHCP6
gleaning from ARP
gleaning from DHCP4
NOT gleaning from protocol unkn
limit address-count 45
Policy sisf-01 is applied on the following targets:
Target Type Policy Feature Target range
Tel/0/4 PORT sisf-01 Device-tracking vlan 200

Device# show device-tracking database details
Binding table configuration:

max/box : 30
max/vlan : 25
max/port : 20
max/mac : 19

Binding table current counters:

dynamic : 20
local H
total : 20 <<<< no further entries created after this.

Binding table counters by state:
REACHABLE : 20

total : 20
<output truncated>

Device# show device-tracking database

Binding Table has 20 entries, 20 dynamic (limit 30)

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol,
DH4 - IPv4 DHCP, DH6 - IPv6 DHCP, PKT - Other Packet, API - API created

Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access

0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned

0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned

Network Layer Address Link Layer Address Interface vlan
prlvl age state Time left

ARP 192.0.9.39 000c.959d.6816 Tel/0/4 200
0064 14s REACHABLE 37 s

ARP 192.0.9.38 000b.959d.6816 Tel/0/4 200
0064 14s REACHABLE 37 s

ARP 192.0.9.37 000b.959d.6816 Tel/0/4 200
0064 14s REACHABLE 36 s

ARP 192.0.9.36 000b.959d.6816 Tel/0/4 200
0064 14s REACHABLE 39 s

ARP 192.0.9.35 000b.959d.6816 Tel/0/4 200
0064 14s REACHABLE 38 s

ARP 192.0.9.34 000b.959d.6816 Tel/0/4 200
0064 14s REACHABLE 37 s
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ARP 192.0.9.33 000b.959d.6816 Tel/0/4 200
0064 15s REACHABLE 36 s

ARP 192.0.9.32 000b.959d.6816 Tel/0/4 200
0064 15s REACHABLE 37 s

ARP 192.0.9.31 000b.959d.6816 Tel/0/4 200
0064 15s REACHABLE 36 s

ARP 192.0.9.30 000b.959d.6816 Tel/0/4 200
0064 15s REACHABLE 36 s

ARP 192.0.9.29 000b.959d.6816 Tel/0/4 200
0064 15s REACHABLE 35 s

ARP 192.0.9.28 000a.959d.6816 Tel/0/4 200
0064 15s REACHABLE 36 s

ARP 192.0.9.27 000a.959d.6816 Tel/0/4 200
0064 l6s REACHABLE 35 s

ARP 192.0.9.26 000a.959d.6816 Tel/0/4 200
0064 1l6s REACHABLE 36 s

ARP 192.0.9.25 000a.959d.6816 Tel/0/4 200
0064 1l6s REACHABLE 34 s

ARP 192.0.9.24 000a.959d.6816 Tel/0/4 200
0064 l6s REACHABLE 35 s

ARP 192.0.9.23 000a.959d.6816 Tel/0/4 200
0064 1l6s REACHABLE 34 s

ARP 192.0.9.22 000a.959d.6816 Tel/0/4 200
0064 l6s REACHABLE 36 s

ARP 192.0.9.21 000a.959d.6816 Tel/0/4 200
0064 17s REACHABLE 33 s

ARP 192.0.9.20 000a.959d.6816 Tel/0/4 200
0064 17s REACHABLE 33 s

Device# show device-tracking database mac

MAC Interface vlan prlvl state Time left
Policy Input index

000c.959d.6816 Tel/0/4 200 NO TRUST MAC-REACHABLE 27 s
sisf-01 12

000b.959d.6816 Tel/0/4 200 NO TRUST MAC-REACHABLE 27 s
sisf-01 12

000a.959d.6816 Tel/0/4 200 NO TRUST MAC-REACHABLE 27 s
sisf-01 12

ZOFED 2 DEDEH S TIE, WOXIIHEESNTNET,

« 7 — L LUV DFRE - max-entries (g K= b U#) =30, vlan-limit (VLANI[R) =
25, port-limit (ZR— MHIFR) =20, mac-limit (MAC #I[R) =19

e ARY T —L~YULDOFHTE : limit address-count (7 N L ZE#HIR) =14

BANCEBET 501X, RY —L~vd7 L Z2EHIR (limitaddresscount) T4, RYU 2 —
lsisf-01) EHENDHR—FEIFA X —T 24 ATIE, WKI4DIPT FLA (IPv4

FOIPve) MFFRISNET, T, SA T 7z r P UIMER SN EE A, MAC il

FRIZERE STV DHERHE (19) OFBERNTT N, T—TADORLT 47 v DY

A MIFT—EDOMACT RLAR3IHOLndHY A, LEER->T, ZOMHIRIZITEL TWE

NEWVR

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Device (config) # device-tracking policy sisf-01

Device (config-device-tracking)# limit address-count 14

Device (config-device-tracking) # end

Device# show device-tracking policy sisf-01
Device-tracking policy sisf-01 configuration:
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security-level guard

device-role node

gleaning from Neighbor Discovery

gleaning from DHCP6

gleaning from ARP

gleaning from DHCP4

NOT gleaning from protocol unkn

limit address-count 14
Policy sisf-01 is applied on the following targets:
Target Type Policy Feature Target range
Tel/0/4 PORT sisf-01 Device-tracking vlan 200

FTRTCOMGFZ U FIDATANTA T EZAL LI, = bUBARAL T 4 T T —T D
LHIBRE N2, BREINHICE->TH LW P BEMENTWET,

Device# show device-tracking database <<<<checking time left for stale-lifetime to

expire for existing entries.

Binding Table has 20 entries, 20 dynamic (limit 30)

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol,
DH4 - IPv4 DHCP, DH6 - IPvo DHCP, PKT - Other Packet, API - API created

Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access

0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned

0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned

Network Layer Address Link Layer Address Interface vlan
prlvl age state Time left

ARP 192.0.9.39 000c.959d.6816 Tel/0/4 200
0064 13mn STALE try 0 316 s

ARP 192.0.9.38 000b.959d.6816 Tel/0/4 200
0064 13mn STALE try 0 279 s

ARP 192.0.9.37 000b.959d.6816 Tel/0/4 200
0064 13mn STALE try 0 308 s

ARP 192.0.9.36 000b.959d.6816 Tel/0/4 200
0064 13mn STALE try 0 274 s

ARP 192.0.9.35 000b.959d.6816 Tel/0/4 200
0064 13mn STALE try 0 279 s

ARP 192.0.9.34 000b.959d.6816 Tel/0/4 200
0064 13mn STALE try 0 261 s

ARP 192.0.9.33 000b.959d.6816 Tel/0/4 200
0064 13mn STALE try 0 258 s

ARP 192.0.9.32 000b.959d.6816 Tel/0/4 200
0064 13mn STALE try 0 263 s

ARP 192.0.9.31 000b.959d.6816 Tel/0/4 200
0064 13mn STALE try 0 266 s

ARP 192.0.9.30 000b.959d.6816 Tel/0/4 200
0064 13mn STALE try 0 273 s

ARP 192.0.9.29 000b.959d.6816 Tel/0/4 200
0064 13mn STALE try 0 277 s

ARP 192.0.9.28 000a.959d.6816 Tel/0/4 200
0064 13mn STALE try 0 282 s

ARP 192.0.9.27 000a.959d.6816 Tel/0/4 200
0064 13mn STALE try 0 272 s

ARP 192.0.9.26 000a.959d.6816 Tel/0/4 200
0064 13mn STALE try 0 268 s

ARP 192.0.9.25 000a.959d.6816 Tel/0/4 200
0064 13mn STALE try 0 244 s

ARP 192.0.9.24 000a.959d.6816 Tel/0/4 200
0064 13mn STALE try 0 248 s

ARP 192.0.9.23 000a.959d.6816 Tel/0/4 200
0064 13mn STALE try 0 284 s

ARP 192.0.9.22 000a.959d.6816 Tel/0/4 200
0064 13mn STALE try 0 241 s
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ARP 192.0.9.21

0064

13mn

ARP 192.0.9.20

0064

Device# show device-tracking database

13mn

STALE

STALE

try 0 256

try 0 243

Device# show device-tracking database details

Binding table configuration:

max/box
max/vlan
max/port
max/mac

30
25
20
19

Binding table current counters:

dynamic
local
total

Binding table counters by state:

REACHABLE
total

14
14

<output truncated>

Device# show device-tracking database

Codes: L - Local,

000a.959d.6816

S

000a.959d.6816

S

Binding Table has 14 entries, 14 dynamic (limit 30)
S - Static, ND - Neighbor Discovery, ARP -
IPv6 DHCP, PKT - Other Packet, API

DH4 - IPv4 DHCP,

Preflevel flags
0001:MAC and LLA match
0008:0rig trusted trunk
0040:Cga authenticated

Network Layer Address

prlvl age
ARP 192.0.9.68
0064 4s
ARP 192.0.9.67
0064 4s
ARP 192.0.9.66
0064 4s
ARP 192.0.9.65
0064 4s
ARP 192.0.9.64
0064 4s
ARP 192.0.9.63
0064 s
ARP 192.0.9.62
0064 s
ARP 192.0.9.61
0064 s
ARP 192.0.9.60
0064 s
ARP 192.0.9.59
0064 s
ARP 192.0.9.58
0064 8s
ARP 192.0.9.57
0064 8s

B tx2U7«

(prlvl) :

0002:0rig trunk

0010:0rig trusted access
0080:Cert authenticated

state

REACHABLE

REACHABLE

REACHABLE

REACHABLE

REACHABLE

REACHABLE

REACHABLE

REACHABLE

REACHABLE

REACHABLE

REACHABLE

REACHABLE

Time left

48 s

48 s

47 s

48 s

46 s

44 s

45 s

43 s

44 s

44 s

44 s

44 s

Link Layer Address

0001.

0001.

0001.

0001.

0001.

0000.

0000.

0000.

0000.

0000.

0000.

0000.

0004:

0020:

0100:

5e00.

5e00

5e00

5e00

5e00

5e00

5e00

5e00

5e00

5e00

5e00

5e00

53af

.53af

.53af

.53af

.53af

.53af

.53af

.53af

.53af

.53af

.53af

.53af

Tel/0/4

Tel/0/4

Orig access
DHCP assigned
Statically assigned
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200

200

<<<no output indicates no entries in the database

Address Resolution Protocol,
- API created

Interface vlan

Tel/0/4

Tel/0/4

Tel/0/4

Tel/0/4

Tel/0/4

Tel/0/4

Tel/0/4

Tel/0/4

Tel/0/4

Tel/0/4

Tel/0/4

Tel/0/4

200

200

200

200

200

200

200

200

200

200

200

200
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ARP 192.0.9.56 0000.5e00.53af Tel/0/4 200
0064 10s REACHABLE 41 s

ARP 192.0.9.55 0000.5e00.53af Tel/0/4 200
0064 10s REACHABLE 40 s

Device# show device-tracking database mac

MAC Interface vlan prlvl state Time left
Policy Input index

0001.5e00.53af Tel/0/4 200 NO TRUST MAC-REACHABLE 30 s
sisf-01 12

0000.5e00.53af Tel/0/4 200 NO TRUST MAC-REACHABLE 30 s
sisf-01 12

5l : VLAN, R— bk, 8LV MACDHIBRZET 74/ MEIZRET S
wiZ, 1O EORIRE 7 7 40 M) &y b 502" LET,

Device (config) # device-tracking binding max-entries 30 vlan-limit 25 port-limit 20
mac-limit 19 <<<< all three limits configured.

Device (config) #exit

Device# show device-tracking database details

Binding table configuration:

max/box : 30
max/vlan : 25
max/port : 20
max/mac : 19

<output truncated>

Device# configure terminal

Device (config) # device-tracking binding max-entries 30 vlan-limit 25 <<<< only VLAN limit
configured; port-limit and mac-limit keywords leftout.

Device (config) # exit

Device# show device-tracking database details

Binding table configuration:

max/box : 30
max/vlan : 25
max/port : no limit <<<reset to default
max/mac : no limit <<<reset to default

5l - MAC 7 RLRIZEHEDT A5 O—NILLARILDFIRERY —LARILDFIR

WOHNE, 7r— L Ld MAC iR E AR U o —L~Ld MAC R OESENERL A £ D K
ICRESNDDONERLTWET, Fa— ULElL, FAESN5 MAC T RLZ2HT20 Dk
Koy MIBERELET, 70T LR —TCTORFREARERRY > —L D TMAC
T RUABTZVDOIPVAFIR] 83X IMACT RLAHY D IPvefilfR) 12XV, FFrIEh
HMACT RLABHTEDDIPvA 7 FLABIB LI WNIPv6 7 R L AP ESNE T,

ZOBIORGDOES TIE, Za— UL (MACT RLAHZ0D 100> b BNFFRIEND)
B, RY =L ULORE MACT RLABHTZY 3 DD IPvA T RUARFIND) LV b
F< e o TWET, KiHE EXEC =2~ > K ® show device-tracking database details O H /112 d 5
(Binding table current counters) (/§/r :/5“\\4’ :/75“‘—7/1/@5/%?’5@77 ‘7:/&) Iz, 1
DRINTWET, 2F 0, BANCEET HDIERY o — LV D[R TT,

t¥2)74 |



. device-tracking binding

t¥auFq |

\)

GE) EORY—TH, FEITIE IMACT RL2H720 D IPv4#IE] X TMACT RLAH72Y

D IPv6 IR ZFRETERNED, R — L LOREICOWVWTOREHEBIIFREINE

HFh, ZOFITIH, Fr—rUL a7 4 X2 b—3 3 F— KTipdhep snooping vlan vian

gy RERETHZEIZEY . DT-PROGRAMMATIC AR Y ¥ —3 % —/4 » MMZ@EA ST
F7, Tl T ATERENDIRY —2iF, ZONTF A= | ZET5HIBRH 572D, MAC
7 RULRAHT=0 O IPva FIRFE L £,

Device# configure terminal
Device (config)# ip dhcp snooping vlan 200
Device (config) # end
Device# show device-tracking policy DT-PROGRAMMATIC
Policy DT-PROGRAMMATIC configuration:
security-level glean (*)
device-role node
gleaning from Neighbor Discovery
gleaning from DHCP
gleaning from ARP
gleaning from DHCP4
NOT gleaning from protocol unkn
limit address-count for IPv4 per mac 3 (*)
tracking enable
Policy DT-PROGRAMMATIC is applied on the following targets:

Target Type Policy Feature Target range
Tel/0/4 PORT DT-PROGRAMMATIC Device-tracking vlan 200
note:
Binding entry Down timer: 24 hours (*)
Binding entry Stale timer: 24 hours (*)

Device (config) # device-tracking binding max-entries 50 mac-limit 10
Device# show device-tracking database details
Binding table configuration:

max/box : 50
max/vlan : no limit
max/port : no limit
max/mac : 10

Binding table current counters:

dynamic : 3
local : 0
total : 3

Binding table counters by state:
REACHABLE : 2
total HEC)

Device# show device-tracking database

Binding Table has 3 entries, 3 dynamic (limit 50)

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol,
DH4 - IPv4 DHCP, DH6 - IPv6 DHCP, PKT - Other Packet, API - API created

Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access
0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned
0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned
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Network Layer Address Link Layer Address Interface vlan
prlvl age state Time left

ARP 192.0.9.8 000a.959d.6816 Tel/0/4 200
0064 4s REACHABLE 25 s

ARP 192.0.9.7 000a.959d.6816 Tel/0/4 200
0064 4s REACHABLE 27 s

ARP 192.0.9.6 000a.959d.6816 Tel/0/4 200
0064 55s VERIFY 5s try 2

<<<<<<policy-level limit reached; only up to 3 IPv4 addresses per MAC address are
allowed.

Device# show device-tracking database mac

MAC Interface vlan prlvl state Time left
Policy Input index

000a.959d.6816 Tel/0/4 200 NO TRUST  MAC-STALE 93585 s
DT-PROGRAMMATIC 12

ZOBID 2 SHOEHS T, Za— UUE (MACT7 RLAHT-0 2 o0 b BFAI S
%) M, R —L~ULORE MACT RLAHTZD 35O IPvAT RLABRFRIEND) &
D HIKL e > TV ET, KiHE EXEC =2~ > R show device-tracking database details o Hi /112
H B rBJ'_ndj_ng table current counters] AT 4L T T—TIVOHRIEOH T LK) Iz,
TNDRENTWET, 2FVD, BANCEET L2D1EHR Y 2 — L-ULOFIRTT,

Device# show device-tracking policy DT-PROGRAMMATIC

Policy DT-PROGRAMMATIC configuration:
security-level glean (%)
device-role node
gleaning from Neighbor Discovery
gleaning from DHCP
gleaning from ARP
gleaning from DHCP4
NOT gleaning from protocol unkn
limit address-count for IPv4 per mac 3 (*)
tracking enable
Policy DT-PROGRAMMATIC is applied on the following targets:

Target Type Policy Feature Target range
Tel/0/4 PORT DT-PROGRAMMATIC Device-tracking vlan 200
note:
Binding entry Down timer: 24 hours (%)
Binding entry Stale timer: 24 hours (*)

Device (config) # device-tracking binding max-entries 50 mac-limit 2
Device# show device-tracking database details
Binding table configuration:

max/box : 50
max/vlan : no limit
max/port : no limit
max/mac : 2

Binding table current counters:

dynamic : 2
local : 0
total : 2

Binding table counters by state:
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REACHABLE : 2
total : 2

Device# show device-tracking database

Binding Table has 3 entries, 3 dynamic (limit 50)

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol,
DH4 - IPv4 DHCP, DH6 - IPv6 DHCP, PKT - Other Packet, API - API created

Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access
0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned
0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned
Network Layer Address Link Layer Address Interface vlan
prlvl age state Time left

ARP 192.0.9.3 000a.959d.6816 Tel/0/4 200
0064 5s REACHABLE 27 s

ARP 192.0.9.4 000a.959d.6816 Tel/0/4 200
0064 6s REACHABLE 20 s

<<<<<<global limit reached; only up to 2 binding entries per MAC address is allowed.

Device# show device-tracking database mac

MAC Interface vlan prlvl state Time left
Policy Input index

000a.959d.6816 Tel/0/4 200 NO TRUST  MAC-STALE 93585 s
DT-PROGRAMMATIC 12
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device-tracking logging

Ny b Ra vy RFER A7y b, MACE I IPBREEOR W 2 EOAX—Y o 7 vdx 2
F A4 AR e ZEEET AR, Fe— L ar 7 4 X2l —Y gy F—RT

devicetrackinglogging =~ RE&RELET, BX T E2T 4 E—T7MIT2ITE,. ZDa~
Y RO noBEXEATILET,

device-tracking logging [ packet drop | resolution-veto | theft ]

no device-trackinglogging [ packet drop | resolution-veto | theft ]

BX DA

AR R TFIAILE

AR E—F

packet drop Ny hRay XA Xy hraliIcisk L ET,

resolution-veto SRR/ hA X2 R Eu ZCiEk L E T,

theft IPBLOMACEEH A X Mo 72U £,

AR NI SIS NEY AL

Ja—s)b ar7 4 ¥ alb—3 3 (Device(config)h)

avy FERE

FRLEDHA KS1 Y

)1)—= EERNE
CiscolOSXEFuji16.9.2 Zpa~y REASHE LT,

AX—=E T Fa VT4 ARV MIBALTERSNLZ B 7D ETT 4 (ERE) LUL
T4 (0xv, BEH) T, RiCHlEZRLET,

$SISF-4-PAK DROP: Message dropped A=FE80::20D:FF:FEOE:F G=- V=10 I=Tu0 P=NDP::RA

Reason=Packet not authorized on port

¥5HE EXEC “E— R Cshowlogging|includeSISF-4 2~ > REANTHE, AX—E 7 EFa
V74 m 7 a2RRTEET,

07 MMERINDAX—E L7 A X FOFEMICOWTIE, fET DV UV —ADT AT AR
T —UHA RESBLTLLZEEY, Tsisr-4] ZMEBLTLLIEEN,

Ny bRkOy ARy b

packetdrop ¥ — 7 — R&ZFRET DL, Ty MR Ry 7Ins-Rce ZRERINET,
2%, Xy SRy 7oA LEHINET, ZOBEBIIROLOREGEERET (2
NHETTIEHY FHA)

* Packet not authorized on port (R—=FTEATEINTWRVWWRAry b)) 0 Zhud, REIS
EONWT, ZOREDO ATy AR — TP INLRWED, X2V T o HREIZ L0 N
Ty MR RRyFENTIEEEWRLET, 20X EXR2 VT oL Ty PSR
2y FINDREOFE LTIE, T—F 7 RARZA XX TT— REEREIX, Lv— 21l
R—hELTREENTWRNWKR— N TIPV6 L—F T RANZ A XAk 7y Nae%s
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L7eHma, 207y hO ey FZ2RET L ENH 5] X° IDHCP 71— Ni#E
%~A~%T hE L TRESN TN RN — bTDmm%~A~#%®A&/h(mmP
OFFER £ 721X DHCPREPLY) %#%A5L71=¥%a. DO N7y hae Ray7T52 L1H 5]
RERHVET (LHAL, TNHETTIEHY FHA) |

Packet accepted but not forwarded (%1%52@5 75§$ﬁ%éﬂf£b\/\°b‘y }‘) : :ﬂﬂi
Ty MIERE SRV, N T 4 VT EBRENET D202 D87 FBMEIRE L
THEHTHLERRSND T EEZERLET, Jhud, B, BEE7 =— X (31
T4 VT DEERTRIBICH D L&) ITARR R D Oy B SISF IZ Lo TR S
T EICALNET,

Malformed Packet dropped in Guard mode (77 ]\%‘— ]\T ]\‘\13 /7D§*L%)TIE@%;£E®/\O
7y R) o ZHUE, BEAT Y FOEBARRIETHY, ELIMrcEonl L2 ElKRL
i‘d‘o

Packet is throttled (/37w MR B v ML END)  ZHuL, FEBBEANIZ S v
2y ") U THIRBEBZ 2037y "R Rey 7E3NZl E2EBERLET, VAT
L, 5 RIS S0 37y R EFFAT L £,

Silent drop (AL h R YY)  Z3Ud. TXA AT R T AU AF AR,
DAL v FICETEND R DA VAR AR CBETAEDICER SN 7 v b
M, TNRAARNT XU TIZEHS TRV —SNTT 7 v ar~DinEE LTERS N
SNy MCRILTRAELET, 72&201E, AR FOREAREED R T — & 224+ 5 7=
WIZT A AR T v F U TIZL > TSN 7 R =7 TOIEE T,

Martian packet (Martian /%7 > F) : Zhid, FRE/$7 v b2 Martian &{E TP 7 K L&
(FVFFXx AN, V=T RNy T FLEREEDT FLARE) 2> TWAHEDICR
Oy FINEIEEBERLET,

Martian mac (Martian MAC) : ZHuE, H(E/%7 v FX MartianMAC 7212V 7 BD %
ST RL AR TWATEDIcRay 7E8N-2 2 8B%k L E T,

Address limit per box reached (R 7 ABT=YOT FVX%UBE@:]%LJLC) 2, 7

ga—/L ar 7 4 X2 b—3 gy av RO devicetracking binding max-entries
no_of_entries TEX & SALCHIRICE LI 7eDIZERB Ay b Rr y 7Inc 2 L2 Bl
LEd, BIEOHIREZFRT HITiE, i EXEC =~ > K show device-tracking database
details # AJJ L £,

Address limit per vlan reached (VLAN b7 I\I/Xﬁ%IJBEKJ%Lf:) . :ﬂ@i\ 7
B— L a7 4 X2 b— g avy RO devicetracking binding max-entries
no_of_entries vlan-limit no_of_entries TEX & SAL/ZHIBRICE L7272 OIZHEE T v FI3 R
By TENEILEEKRLET, BUEORIRA R RT 2121E, FrHEEXEC =+ & R show
device-tracking database details 2 A J) L &7,

Address limit per port reached (7\1_\0‘—‘ cBH7=0 DT ]\VX%IJBE@:J%L/?‘C) . :Z"Wjﬁ\ 7

a—/ L a7 4 Falb—ay avr RO devicetracking binding max-entries
no_of_entries port-limit no_of_entries T & S AV7ZHilfRICE L7272 DICEE X7 v R
By 7ENEIEEERLET, BUEORIRAZ R RT 21T1%, FrHEEXEC =~ & R show
device-tracking database details = A /) L £,
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® Address limit per policy reached (7\7_\0 J— :k DT }‘]/X%IJBEL:J% L7LC) . :ﬂfi
TNARX NTwF 7 ar7 4Xalb—3 3 F— KT limit address-count ip-per-port
F—U—RZEHAL TRESNLHIRICELIZTZOICEE Ty MR Ry ranizl &
EEWLET, ZHIERY —LULTE ”Eézhi?“ BEDORIRZ LKA T DR, Frbe
EXEC =2~ > K® show device-tracking policypolicy-name = A/ L £,

® Address limit per mac reached (MAC 3?)7": @ DT I\I/X%IJBEG:% Lfl) . :hﬂi\ 7”3_
SN AT 4 Fab—ay av RO devicetracking binding max-entries no_of_entries
mac-limit no_of_entries Ti% /& SN7-HIRICE L7272 DB G Xy MR Fe vy 7 EhizZ

LEBEWRLET, BUEOHIREZ R T 5121, F¥HE EXEC =< > R show device-tracking
database details # A ) L 97,

® Address Family limit per mac reached (MAC Hl-h T FLAZ773V %UBE'(W—J% L/7LC)
T, Ta T ARY U—THREINTMAC H720 O IPv4 HlfRE 721X MAC H7-0D ©
IPVOfIfRICEE L7272 OICE B N7y B Rey Il ¢ EWRLET, ZORY v—
NRIA=BRTRETETET A, 707 T LATHERINTZRY —IZiE. MACHT- Y DIPv4
HIBR & MAC 720 O IPV6 HIRO W NN E TIEZ DOl F B E ENH LA LT O )7
DEENRVGENH Y 3, HIRNFEET %6, HllRER R 5I121%, FEEXEC =
~ > K@ show device-tracking policypolicy-name = A ) L £ 9,

RRIEREA R

resolution-veto ¥ —"V— R&ERET D &, KRNy hTEITun I BRERSINET, 20w
X TH T a s E, PO T — RHEE D A R — T MR s TV DG EICOREHATHZ &
NERENTWET,

IPVv6 35 H — RIEREIX, Vo7 ECT 7T 4 7 THDLEEBINTWVWAET FLAIZDONWTD
Py TNAART RUARREITH) LW LET, VoY ETT 77 4 T3 _TOIILHN
AT AT T =T MEANENET, N, T 4 T T =TSR O 62N GE,
7 R U R RPIIITOEE A, resolution-veto B X2 V2R ETAHZLICED ., 2D LSk
iR R N EBERTE 9,

resolution-veto & — 7V — RNRFRE I N TV TS, IPv6 FideH — FEEREN R E S LTV RT 1
. v AR ENEE AL

BHARND b

theft ¥ — U — R&AHRETH L, SISENIP 7 RLZ2DEHEL MAC 7 R L 2ADWHEEZ K L7
LElCu SN ERENE T,

77 Tld, BEES TS 7 0 o 7 (IPL MACT RL A, A % —7 x4 A VLAN)

DHNZ [Known] & W9 HFENIINENE T, RERIPT FLABILUIMACT KL ZDHIIZ

1L New) F721F TCand] WO HEENTIMESNET, REFERIPT RUAEZIIMACT R

AL lb A E—T A ZABLOVLAN fFsbiRIESNET, 2k, R"ER N 74007
ZIWZBN T O ERET AT DIENL B E T,

7-&2E. RO MAC B#tn 722 LT 7230,

$SISF-4-MAC THEFT: MAC Theft Cand IP=2001::12B VLAN=70 MAC=9cfc.e85e.139d Cand I/F=Gil/0/4
Known IP=71.0.0.96 Known I/F=Ac0
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ZouaZilEENS lcand 1p=2001::128] . [vian=70] . BEL W lcand 1/F=ci1/0/4] L. R
FTIRARARNDIP T RLREENNRBINTA LV F—T 24 A% R LTWET,

ZouJIZEEND Ivac=9cfc.e85¢e.139d) 1L, RERARA MBFEH L TWBEEHD MAC 7
RLAZRLTWET,

ZouaZIiEEND lknown 1p=71.0.0.96) BE Tknown 1/F=nco] X, BEEDOMKIEF T
FIDIPT RLABEIOAS v H—T oA AERLTNET,

51
il Xy hRayTars (84 =)

ol w7 (84 N—20)

Bl ROy IOy
Wiz, N7y bRy A X M LTERESND e 7062 R LET,

$SISF-4-PAK DROP: Message dropped A=FE80::20D:FF:FEOE:F G=- V=10 I=Tu0 P=NDP::RA
Reason=Packet not authorized on port

$SISF-4-PAK DROP: Message dropped A=20.0.0.1 M=dead.beef.0001 V=20 I=Gil/0/23 P=ARP
Reason=Packet accepted but not forwarded

Bl . B#OT

Wiz, TP A X P B I UMAC B4 X MIBILTAERENZ 2 7O Z 57 L
i‘ﬂ‘o

$SISF-4-MAC AND IP THEFT: MAC AND IP Theft A=FE80::EE1D:8BFF:FE9B:102 V=102 I=v1102
M=ecld.8b9%b.0102 New=Tul

$SISF-4-MAC THEFT: MAC Theft IP=192.2.1.2 VLAN=102 MAC=cafe.cafe.cafe I/F=Gil/0/3 New
I/F over fabric

%SISF—4—IP7THEFT: IP Theft IP=FE80::9873:1D5E:E6E9:1F7E VLAN=20 MAC=2079.18d5.13ad IF=AcO
New I/F over fabric

$SISF-4-IP _THEFT: IP Theft IP=10.0.187.5 VLAN=10 Cand-MAC=0069.0000.0001 Cand-I/F=Gil/0/23
Known MAC over-fabric Known I/F over-fabric

$SISF-4-MAC _THEFT: MAC Theft Cand IP=2001::12B VLAN=70 MAC=9cfc.e85e.139d Cand I/F=Gil/0/4
Known IP=71.0.0.96 Known I/F=Ac0
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77257-A TNRAARNT X T R)—%EKL, XA AT vF T a7 Fal—

vay B RERBLTRY DI EIERNRTIA—FERETDHIZIE, ZFr—L av
74ﬂFal/~\‘/a/%~I\Tde\/|ce—track|ngpollcy av s REANLET, 74 b Ty
X7 R —EHIRTHICE. Zoavr RO noBREZHEHLET,

device-tracking policy  policy-name
no device-tracking policy policy-name

BX DA

AU RTIFILE

AR E—F

policy-name  57E SNT-ARTCTNSA A RT v F 7 R U—ZERLET (E727FE LR
WIEE) o TR T ATER SR - DARTEIRET S LB TEET,

R —RERETHE, TAAART A AT XUy ar T 4 Fal—
varyE—RERBL, RV = RIRA—REFRETELLITRDET, &

ET%@TJ/~A7f DV ARNEFRRTDHIZIE, VAT LT BT T
e (7)) ZASILET,

SISF R—ZADFNRAARNT XU TNIF 4 E—T N> THET,

Ju—sr ar7 4 ¥ a2 b—3 3 (Device(config)#)

avy FERE

FEREDAA RZA Y

J1)y—=x EERAR
CiscolOSXEFuji16.92 Zpa~y RREAINE LT,

ra—/NL a7 4 X a b—3 3 E— KT device-tracking policypolicy-name =~ > K% A
NTDE VAT AMIRESNIARTH AL LR V—2AER L (FIEHEE LRGSR |
TNAAN T X T a7 4 Falb—varyT—ReBBELET, ZOF—RFRTIE, &Y
Ve NTGA—HERETEET,

RV —ZER L TEDNRTA—FERELIEL, Tk A U Z—7 A AFET21X VLAN I
TETFTHUERDY ET, TORIZDH, Xy NT—=TIZADNRT Y RInbAAL VT 1
JIEHR IPBEOMACT RLR) 2HHTAT7 7T 4T 4 "L F 4= U OE
RN EBRICERENE T, RY =T F v FOFEMTONTIL, device-tracking (A > % —
TxzAA a7 4Falb—ar) (50~X—) device-tracking (VLAN =27 4 F 2 L —
var) (4x=v) ZZRLTIEZSW,

TNHRA ATHAFRERT X TORY o — T X o FOMNRICET 2GR Z R T D12%
¥5HE EXEC &— R C show device-tracking policiesdetail =~ > K& A LET,

RYS—INTA—ZDRTE
RY L —DNRFTA—BERETXADIL, DAX LR O —OBEEOHTT, Tal 5 AR

V—DNTGA=RFERTEET A, £, F7AA MR —DNRNTA—FHEERTEEY
Ao
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RY—=ONRFGA=ZDY AP EFFRTDHIUE, T A AT vFr T arr Falb—a
Y E=RDOVAT LT T MR () AN LET,
Device (config) # device-tracking policy sisf-01

Device (config-device-tracking) # ?
device-tracking policy configuration mode:

data-glean

default
destination-glean

device-role
distribution-switch
exit

limit
medium-type-wireless
no

prefix-glean
protocol
security-level
tracking
trusted-port

vpc

binding recovery by data traffic source address
gleaning

Set a command to its defaults

binding recovery by data traffic destination address
gleaning

Sets the role of the device attached to the port
Distribution switch to sync with

Exit from device-tracking policy configuration mode
Specifies a limit

Force medium type to wireless

Negate a command or set its defaults

Glean prefixes in RA and DHCP-PD traffic

Sets the protocol to glean (default all)

setup security level

Override default tracking behavior

setup trusted port

setup vpc port

F——F

B8

data-glean

Fy NT—=ZNOFETNHARX—E L T ENT-TF—Z /3y
FOT RLVASEEEA F—TNVIZLTC, T—H T T4 V7
DRETLT RVRENRAL VT 4 7T =T IR IABRE T,
WONWTHINDOF T a2 AT LET,

e log-only : 7 —% /37 v MEBHIFE syslog A v &—T %%

Eibiba—o

srecovery : 7 haVEFEHL NS T 4 T T —T L

DEEZA X —7 WIZLET, NDPEILDHCP % AJ)
LET,
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*—J—FK ELE)
default RY—=RFGA—=F T 74/ MEIZHEELET, ROKRY

—EBMEET 7 )V MEICERETE E7,

s data-glean : #ELT RLATFEFEITMESNEE
A/O

« destination-glean : 56567 N L A 358 - 13E SN E
A,

s devicerole: / — R,

« distribution-switch : AR — F I TWEH A,
limit : 7 R L 2AEOHIRITHRE SN EE A,

» medium-type-wireless : <tbd>

s prefix-glean : 7’V 7 4 v 7 A X EINEEA,

s protocol : +_XCTH7 1 k=2, (ARP, DHCP4, DHCP6,
NDP, BLXTYUDP) O7 KL ANIESNET,

* security-level : B — K,
etracking : "—Y U IT 4 B—T TR D £,

e trusted-port : 7 4 E—T D 9, OF D, RES
Nizg =7y b TH— FHEEDRA X —T M0 £7,

evpe: BAR—F SN TWHERA,

destination-glean

T—=H N NTT 4T DRHT FLAZNELT, XA T 4
VT =T NVOMEREA R =T M LET, IROWT D
FFarEBEANLET,
e log-only : 7 —% /37 v MEBHIFEIZ syslog A v EB— T %%
Eibiﬁ—o
srecovery : Y haVEFEHL NS T 4 T T —T )L
DEEZEA X —T NI LET, NDPE7/ZIZDHCP % A )
L/ij—o
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B

device-role

RN—MIET DTN, ADEA T HERLET, ZIUUIERDOW

enode: R—FDONA T o 7= Y OIERKREFFA] L
9,

sswitch : IR— FDONRA T 4 T N Y OFERRZEIE L
FT, O T a it KEBART AL XA RNT vxs
7T =T VO REENIEFICE N LT AL v FE o b
Ty L TWET, ZOLE, TS RAZHT DHR—
N (77U 7 bTr7ER—F) Tk, "M T4
g N OEREEET AL IICRETEET, b7
VI R—= FORFHUNDAA » FTIET A AT vF
TRAR—=TMZEN, N T 4T N DOFER)
MENRTF v 7 EINDHTZD, ZOXIRE— MNIRETD
NI T4y ZIIEETEET,

IOF T a sk, EE, trusted-port ¥—U— K& L
WEHEnES, Tv7 V7 N7 7K —KT
devicerole 473 3 & trusted-port 47> =3 Dl &
RETDHE, FENTIREER X277y —r) &
WRERTEET, "M T 47 T—7Nxr b OFERK
BRI SED (LER-T, TSR oA
T AT T =T NERD) Ko, MFONRTA—H %
RETHMLERD Y E7,

distribution-switch

ZOF—U— K&, CLIONVTIZERENE T, FR—
FENTHERA, EORELAMILY A,

FNRAA N T yF LT ar 7 4 Xal—a s EB— REKT
LT, ZJe—Lary74Xalb—rary 22— RKIRED E
7

limit address-count

R— M LITHFRENDIPVE T FLABLWNIPV6 7 LA
DIRKREEZZRELET, ZOHIROBINL, AT 47
T RUBBEHMOBRA MBLOTH SND R A NOBRIZHIFR
ENHEIHCTH LT,

ip-per-port : I"— R CHFRITHIP 7 KL ADERKEE AT L
F7, ZOHIBRIL, IPv4 7T RL AL IPv6 7 R L ADAERITIHE
HEnEd, HIRICETLZE, XM T4 7T =TT TP
7 RLRAZBINTERL720 FHTLWWKEASDPLEDRNT 7 4w
JiERey7ranE7d,

1 ~ 32000 DIEE AT LET,

tXal) T4
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B

medium-type-wireless

ZOF—U— K&, CLIO~VTIZERENE T, FKR—
FENTVWERA, EORELAMILY A,

no

a< REEICLET, DFD, KU —RTA—F%F
74V MEIZELET,

F 7 # ) MEIZOWTIEL, default ¥—UV— RE2BR LT
W,

« data-glean

« destination-glean

* device-role

« distribution-switch : AR — F I TWEH A,
* limit address-count

» medium-type-wireless

* prefix-glean

* protocol

* security-level

* tracking

* trusted-port
svpc: PAR—FSINTWEREA,

prefix-glean only

[Pv6 L —Z T RKNHZ A XA NE7-1Z DHCP-PD O 5 570
MNEDT VT 4T ADFEEA X —T W LET, IROA
FarnhHnET,

EE) only: V7 4 v 7 ADBREWNEL, FART FL
AT L EH Ao
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B

protocol

feEshiz7a halo7 RLAZINELET, T 741k
TiX, X TOHRREESRET, RKOWTILOA TV a %
AN LET,

s arp [prefix-list name] : ARP /X7 v NOT R RAEIUE L
F7., BEIIJSLT, METLTV T4 v 7 AU XD
AaiE AT LET,

« dhcp4 [prefix-list name] : DHCPv4 /X% >~ FD7 RL A%
WELET, REIISLCT, BETHT LT 4 v 7 R
A NOAHFTEATLET,

« dhcp6 [prefix-list name] : DHCPv6 /X7 > DT NL X%
WELET, HEISLT, BETLHIF L7 1w 7R
A ND&4RHIEATILET,

* ndp [prefix-list name] : NDP /X7 > b D7 KL RAZINEE L
FT, MBS LCT, BETLHT LT 4 v 7 R X D
AHiE AT LET,

* udp [prefix-list name] : Z DA 7> 3 &, CLI O~V
WICRRENETH, PAR—FENTWEHA, EOKE
HbAEMIRD EFH A,

. X2 T+«
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F—— K

B

security-level

HHINAEX 2V T OV ERELET, X7y bR
Xy hT—=27IZANDE, SISERIPT KLALEMACT RL2&
Ny bOEEL) M LET, #0727 v a U,
RY L —TREENTVDEF2UT 4 LU Lo THE
nET,

KONTNDLDOF T a B AN LET,

eglean : IP 7 RL AL MAC 7 RLAZRIH L, Mk L
THRA T 4 T T =TI AT LET, FAMZOW
TORFEL, "M T 472 M) OFRIRCEAL T
SISFICIEAFE LRWEAIE, 24Ty a v a2 HHALET,

guard : IP7 RL AL MACT RL A& L. ZDIFER
ERAT AT T—TNERELET, REEORERIC
Yo, R"qtrvFo 2 NI BRBMERITESIND
M FEFNT Yy MR Ry FENTYZ 747 MR
HINDIBRED T,

T, EX 2 UT 4 L RTG A—H DT T 0 ME
<7,

inspect : Z D F—U— NL CLI CEHCTE £, i
LNz a2 L £4, EREo glean B L O guard 4
Tya s F FETANTOMMAE L Ry B U — 7 BRI
St LET,
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F——F

B

tracking

BEARET A 7 X A AN HRICZ Y P YRR —Y 7 &
NEMWEIMERELET, A=V 7E, HA FOIREE,
FIEEHR SN TNDENE I, BEOEELTHDNE D
EHERT D200, KA NOEMINAREMFEF = 7 T,
A=V T OFEMHONTIL, ZD%D HEHEOTA KZ
AV BBRLTIEEN,

FT7 )V RTIE, A=V T3 A X =T N> TOET A,
IKOWNT DDA T g AN LET,
edisable : K=V I 77 a4 712 LET,

[stale-lifetime {seconds|infinite} ] : MBS U T, AT A
NTIATEALEFRETHZELTEET, ZOHAIX
ATANTATEA L ZA~—ICHALTROWT NN ZE
RELET,
eseconds : AT ANTA T XA LKA~ —DIEREE
LET, 1~86400FDEEZ AN LET, T 7411
fiE1% 86400 F» (24 BF[H]) T,

s infinite : STALERFED ¥ f ~—%F 1 &—T T L
£, ZhiE, = FUMNSTALEJREEIC Ao~ & &
\ZH A~ =BT, = b BN EEHIBRIZ STALE
WEEOE FITRD I EEERLET,

enable: R—V 7T arEF A LET,

[reachable-lifetime [seconds| infinite] | : M Z i U T, #
EARRTA 7 HA LERET DH &%T%i? DYy
AL, BIERRET A 7 XA LH A ~—ZBH L TKRDOWT
N EHRELET,

eseconds : BIEFETWRET A 7 X2 A LZ A~ —DEEZRTE
LET, 1~86400DfEE A LET, 7415
L3008 (543) T,

s infinite : REACHABLE IRKFED ¥ A ~—% T 4 &—7
LicLx9, Zhix, = b U 2NREACHABLE K BE
WZigolz b 222 A ~—0RBIT, = FU»
HEWIRIZ REACHABLEKRED £ £ 12705 2 & 25K
L9,
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F—J—Fk 359

trusted-port IOFTaliy, BRESNX—Fy N TH— NERE
NT 4 B—=T N2 Y iTo trusted-port Z#¢H L T S
oA T 4 o TE, D E DR — R ERE L TR SNz
NAVT o7 L0 EEEnNEd, £/, 7—7LAIc=
Y RUEER LTV & XICHEENEELESSG L, BT
XHAR— BRI NET,

ZOF T a it #@E. deviceroled—U— K& LBl
HEhEd, 7v 7V 7 877K — kT devicerole 4~
varvbtrused-port &7 g VO ERETHE, AV
T4y T T—=7Nxr ) OERE DRSS ED (L
TR T, XVINESBRARAL T 4 T T —T N ERD) 2k
MTEET,

vpc ZOF T aiE, CLIONUVAICFERENE T, FR—
FENTWHWERA, EORELADCARY £H A,

FO—NILEREERA O—LARILEKE

FRAZA NG v F T a7 4 Xal—rary BF—RTRI—NRNFGA—FZEHELFET,
R —ICELTRELENFET., TR v—ZoBH@EHAINEST, —EHORY —37
A—=HIZONWTIE, 77— ary 7 4 FXalb—ray T— RRIbIaT 537 A—201dH
DET, Z7a— ULV OXIET D87 A =X DML, BRESNDE (Fa—rUUicEE
SNTZAENRY = LUV DfED) 122V TIHE, device-trackingbinding (57 X—3°) &ML
TLIEEW,

KRR bDR—1Y 2T

trackingR V) o — T XA —Z ZET H5G, BEART A 744 20005 & AL v TR
A=V THEREEGFELEST, AL vF ‘i\ VAT LIRGE LT EEDOMR T, HoR 3 EIR A
FaeR—U 7 LET, 72, Jue—Ub a7 4 ¥ a2 b—3 g F— KT device-tracking
tracking retry-interval seconds =~ > K& il L CRIfgZEET 2 L& 4, A—VU v
J'853R (1%, Address Resolution Protocol (ARP) 71— 7 7131 A N—FFHERA v E—TD
AT, Zof, =2 U OIRREIX VERIFY (£ DY 4,

K=V U TIERZEINDE (RA NOBEAEENHERIND &) . =2 b U OREEIX
REACHABLEIZ RV £4, AA v FN3EEITLTHLR—U U IIEEEZZELRWVWES, =
U STALE JREEIZE DY £7°,

\}

GE)

VI AR —TNELET 4 =T NCTEET, B R =NV TR=Y T BT ¢

=TT D (94 ~—) I L Wdevice-tracking tracking (101 X—3°) ZHM L TLEE

vy,

trackinghh Y & —N"FGA—=F 2T L, A=V o R r7a— a7 4 Xal—ar
LV TA R—=TMZENTWENT 4 =T MZENTHE» (Fa— b a7 1 Fa
L — a3 ¥ E— Fddevicetrackingtracking =~ > F) (2B, AU =1L THR—U

t*2U74 |}
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7 FLRABOFRDEE

limit address-count 7R Y > —/37 A —Z 2 L CHIRZFRE L THHLER L7256, Hrivn
HIRIIAEZICFE SN MV ICORBEH SN ET, 51T, H LOHIBRALLATOHIR X
DEWVMEDNNICERR S BEFO= N BB TS, M T4 T2 NI DT A
THA I N TE LT,

NRA T4 T T =T AR IENNT R > TS (BLETOHIRRICHE- T) Hd. BEfFO= > b
VIRTATHAINERTTHET, L M ITEMENETA, SISFIX., ET7 77 4
Ty MY OREHBILTHIBRT A Z EIZEY, FHLTY B DTEDDAN—RE{ERL K
AL LET, 2L, = NINRT I T4 7 THIEGE, ooy M FHIBREST, A
AT 4T NIDTA T A7 NV EEBTEET,

B LEF LWHIIRZ 3 CIZENCT 2I2iE, ROWTA»LOL T v a v aEHATEET,

« %54 EXEC £— K C clear device-tracking database =~ K& AL, £ X —T A A
FIIEIVLAN ZHELET, THICED ., SBEShZY =7y bOTFT—FZX—=ZADIH)»
BIEFEDOT X THOT Y FURHIBRSNET, 20%, L= MY RFEE I, BED
7 U ZHHIROBREIE> TEMSNET, #l 0 7 FLABOHIRAZLT S (95—
V) EBRBLTLEE N,

c MBI —5y TRV —ZHIBRLTHT ¥y FLET, AU —%HIBRT DI, 1
VH =Tz A AFETILVLAN 27 ¢ £ =2 L— 3 F— KT nodevice-tracking
policypolicy-name =~ > REZ AN LET, A F—T = A AFTILVLAN LR o —%
HIRT 2 &, =0y MITHZ v FINTWERL T 4 I DHIBRSINET, a2l
THEYFTDHUNE, A F—T=2A AFIFIVLAN 27 4 Falb— a3 EF—FT
device-tracking policypolicy-name =~ > K2 AN LET, RV —%2H{T X v TFT5H L,
FLWHIRIZHE > TT R TONRNAS T4 o T YN R ENET,

451
il ARV =L UL TRV U T BT 4 =TT D (94 —)
Bl T RLAEOFIREEET S (95 2—)

Bl: RYS—LARILTHR=) T %T4t—TNIZT S

KT, B o PRI B — L LAV TA F—T e s TWBEAETE . HU v —
LRV TCR—) 5T =TT 202 R LET, 22Tk, RBU v —sisf-01
BEHINDTXTOA v F—T 2 A ABLRVLANIZOWTHR—=U U I RT 1 &—
TN TVET,

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Device (config) # device-tracking tracking

Device (config) # exit

Device# show running-config | include device-tracking device-tracking tracking
device-tracking policy sisf-01

device-tracking attach-policy sisf-01

device-tracking attach-policy sisf-01 vlan 200

B tx2U7«
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device-tracking binding reachable-lifetime 700 stale-lifetime 1000 down-lifetime 200
device-tracking binding logging

Device# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Device (config) # device-tracking policy sisf-01
Device (config-device-tracking) # tracking disable
Device (config-device-tracking) # end
Device# show device-tracking policy sisf-01
Device-tracking policy sisf-01 configuration:

security-level guard

device-role node

gleaning from Neighbor Discovery

gleaning from DHCP6

gleaning from ARP

gleaning from DHCP4

NOT gleaning from protocol unkn

limit address-count 5

tracking disable
Policy sisf-01 is applied on the following targets:

Target Type Policy Feature Target range
Tel/0/4 PORT sisf-01 Device-tracking vlan 200
vlan 200 VLAN sisf-01 Device-tracking vlan all

Bl : 7 FLABDHREZEET S

&IZ. limitaddresscount AR U S — 85 A —ZBEDE B LT ITHENTT L0 R L
9, ZOFITIE, BRLEZEEREEZ T SIZAEDITH720IT, clear 2~ REEHL
T AT T T—=TAhbT_XCO M) ZHIBRLET,

Device# show device-tracking policy sisf-01
Device-tracking policy sisf-01 configuration:
security-level guard
device-role node
gleaning from Neighbor Discovery
gleaning from DHCP6
gleaning from ARP
gleaning from DHCP4
NOT gleaning from protocol unkn
limit address-count 25
Policy sisf-01 is applied on the following targets:

Target Type Policy Feature Target range
Tel/0/4 PORT sisf-01 Device-tracking vlan 200
vlan 200 VLAN sisf-01 Device-tracking vlan all

Device# show running-config | include device-tracking

device-tracking policy sisf-01

device-tracking attach-policy sisf-01

device-tracking attach-policy sisf-01 vlan 200

device-tracking binding reachable-lifetime 700 stale-lifetime 1000 down-lifetime 200
device-tracking binding logging

*Dec 13 15:08:50.723: %$SISF-6-ENTRY CREATED: Entry created IP=192.0.9.25 VLAN=200
MAC=001b.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF
*Dec 13 15:08:50.723: %$SISF-6-ENTRY CREATED: Entry created IP=192.0.9.26 VLAN=200
MAC=001b.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF
*Dec 13 15:08:50.724: %SISF-6-ENTRY CREATED: Entry created IP=192.0.9.27 VLAN=200
MAC=001b.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF
*Dec 13 15:08:50.724: %SISF-6-ENTRY CREATED: Entry created IP=192.0.9.28 VLAN=200
MAC=001b.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF

I X7+« .
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*Dec 13 15:08:50.724: $SISF-6-ENTRY CREATED: Entry
MAC=001b.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF
*Dec 13 15:08:50.724: $SISF-6-ENTRY CREATED: Entry
MAC=001b.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF
*Dec 13 15:08:50.725: %$SISF-6-ENTRY CREATED: Entry
MAC=001b.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF
*Dec 13 15:08:50.725: %$SISF-6-ENTRY CREATED: Entry
MAC=001b.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF
*Dec 13 15:08:50.725: %$SISF-6-ENTRY CREATED: Entry
MAC=001b.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF
*Dec 13 15:08:50.725: %$SISF-6-ENTRY CREATED: Entry
MAC=001c.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF
*Dec 13 15:08:50.726: %$SISF-6-ENTRY CREATED: Entry
MAC=001c.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF
*Dec 13 15:08:50.726: %$SISF-6-ENTRY CREATED: Entry
MAC=001c.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF
*Dec 13 15:08:50.726: %$SISF-6-ENTRY CREATED: Entry
MAC=001c.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF
*Dec 13 15:08:50.726: %$SISF-6-ENTRY CREATED: Entry
MAC=001c.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF
*Dec 13 15:08:50.727: %$SISF-6-ENTRY CREATED: Entry
MAC=001c.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF
*Dec 13 15:08:50.727: %$SISF-6-ENTRY CREATED: Entry
MAC=001c.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF
*Dec 13 15:08:50.727: %$SISF-6-ENTRY CREATED: Entry
MAC=001c.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF
*Dec 13 15:08:50.727: %$SISF-6-ENTRY CREATED: Entry
MAC=001c.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF
*Dec 13 15:08:50.728: %$SISF-6-ENTRY CREATED: Entry
MAC=001c.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF

created IP=192.0.

created IP=192.0.

created IP=192.0.

created IP=192.0.

created IP=192.0.

created IP=192.0.

created IP=192.0.

created IP=192.0.

created IP=192.0.

created IP=192.0.

created IP=192.0.

created IP=192.0.

created IP=192.0.

created IP=192.0.

created IP=192.0.

9.

.29

.30

.31

.32

.33

.34

.35

.36

.37

.38

.39

.40

.41

.42

43

t¥auFq |

VLAN=200
VLAN=200
VLAN=200
VLAN=200
VLAN=200
VLAN=200
VLAN=200
VLAN=200
VLAN=200
VLAN=200
VLAN=200
VLAN=200
VLAN=200
VLAN=200

VLAN=200

*Dec 13 15:08:50.728: %SISF-6-ENTRY MAX ORANGE: Reaching 80% of max adr allowed per

policy (25) V=200 I=Tel/0/4 M=001d.4411.3ab7

*Dec 13 15:08:50.728: %$SISF-6-ENTRY CREATED: Entry
MAC=001d.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF

*Dec 13 15:08:50.728: %$SISF-6-ENTRY CREATED: Entry
MAC=001d.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF

*Dec 13 15:08:50.728: $SISF-6-ENTRY CREATED: Entry
MAC=001d.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF

*Dec 13 15:08:50.729: %$SISF-6-ENTRY CREATED: Entry
MAC=001d.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF

*Dec 13 15:08:50.729: %$SISF-6-ENTRY CREATED: Entry
MAC=001d.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF

*Dec 13 15:08:50.729: %$SISF-6-ENTRY CREATED: Entry
MAC=001d.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF

Device# show device-tracking database Binding Table
200000)

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP -
DH4 - IPv4 DHCP, DH6 - IPv6 DHCP, PKT - Other Packet, API

Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk

0008:0rig trusted trunk 0010:0rig trusted access

0040:Cga authenticated 0080:Cert authenticated
Network Layer Address Link L
prlvl age state Time left

ARP 192.0.9.49 001d.4
00FF 22s REACHABLE 699 s

ARP 192.0.9.48 001d.4
00FF 22s REACHABLE 691 s

ARP 192.0.9.47 001d.4
00FF 22s REACHABLE 687 s

ARP 192.0.9.46 001d.4

B tx2U7«

created IP=192.0.

created IP=192.0.

created IP=192.0.

created IP=192.0.

created IP=192.0.

created IP=192.0.

has 25 entries,

0004:0rig access
0020:DHCP assigned

9.44 VLAN=200

.45

.46

.47

.48

.49

VLAN=200

VLAN=200

VLAN=200

VLAN=200

VLAN=200

25 dynamic (limit

Address Resolution Protocol,
- API created

0100:Statically assigned

ayer Address
411.3ab7
411.3ab7
411.3ab7

411.3ab7

Interface vlan

Tel/0/4 200

Tel/0/4 200

Tel/0/4 200

Tel/0/4 200
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00FF 22s REACHABLE 714 s

ARP 192.0.9.45 001d.4411.3ab7 Tel/0/4 200
00FF 22s REACHABLE 692 s

ARP 192.0.9.44 001d.4411.3ab7 Tel/0/4 200
00FF 22s REACHABLE 702 s

ARP 192.0.9.43 001c.4411.3ab7 Tel/0/4 200
00FF 22s REACHABLE 680 s

ARP 192.0.9.42 001c.4411.3ab7 Tel/0/4 200
00FF 22s REACHABLE 708 s

ARP 192.0.9.41 001c.4411.3ab7 Tel/0/4 200
00FF 22s REACHABLE 683 s

ARP 192.0.9.40 001c.4411.3ab7 Tel/0/4 200
00FF 22s REACHABLE 708 s

ARP 192.0.9.39 001c.4411.3ab7 Tel/0/4 200
00FF 22s REACHABLE 710 s

ARP 192.0.9.38 001c.4411.3ab7 Tel/0/4 200
00FF 22s REACHABLE 697 s

ARP 192.0.9.37 001c.4411.3ab7 Tel/0/4 200
00FF 22s REACHABLE 707 s

ARP 192.0.9.36 001c.4411.3ab7 Tel/0/4 200
00FF 22s REACHABLE 695 s

ARP 192.0.9.35 001c.4411.3ab7 Tel/0/4 200
00FF 22s REACHABLE 708 s

ARP 192.0.9.34 001c.4411.3ab7 Tel/0/4 200
00FF 22s REACHABLE 706 s

ARP 192.0.9.33 001b.4411.3ab7 Tel/0/4 200
00FF 22s REACHABLE 683 s

ARP 192.0.9.32 001b.4411.3ab7 Tel/0/4 200
00FF 22s REACHABLE 697 s

ARP 192.0.9.31 001b.4411.3ab7 Tel/0/4 200
00FF 22s REACHABLE 683 s

ARP 192.0.9.30 001b.4411.3ab7 Tel/0/4 200
00FF 22s REACHABLE 678 s

ARP 192.0.9.29 001b.4411.3ab7 Tel/0/4 200
00FF 22s REACHABLE 696 s

ARP 192.0.9.28 001b.4411.3ab7 Tel/0/4 200
00FF 22s REACHABLE 704 s

ARP 192.0.9.27 001b.4411.3ab7 Tel/0/4 200
00FF 22s REACHABLE 713 s

ARP 192.0.9.26 001b.4411.3ab7 Tel/0/4 200
00FF 22s REACHABLE 695 s

ARP 192.0.9.25 001b.4411.3ab7 Tel/0/4 200
00FF 22s REACHABLE 686 s

7 RV AEDOHIRENBS ST, 25hH S5 ICERSRET, =720, BFEO= U
. AT 4 T2 PIDTATHA I N EFET LTHNRWIZD, N T
TT—=TNABHIBRERETA, HLWT RLAEOHIR (5) 23+ <Az sic
I%. clear device-tracking database =~ > K&l L TREfFOx= > b U ZF X CHIER L
F9, Z0%, Lz MU BRFEE I, BUEDT L AEHIROREIZHE > TiE
MmENET,

Device# configure terminal
Device (config) # device-tracking policy sisf-01
Device (config-device-tracking) # limit address-count 5
Device (config-device-tracking) # end
Device# show device-tracking policy sisf-01
Device-tracking policy sisf-01 configuration:
security-level guard
device-role node
gleaning from Neighbor Discovery
gleaning from DHCP6
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gleaning from ARP
gleaning from DHCP4

NOT gleaning from proto
limit address-count 5

col unkn

Policy sisf-01 is applied on the following targets:

Target Type
Tel/0/4 PORT
vlan 200 VLAN

Policy
sisf-01
sisf-01

Device# show device-tracking database

Binding Table has 25 entr

ies, 25 dynamic

Feature

Target range

Device-tracking vlan 200
Device-tracking vlan all

(limit 200000)

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP -

DH4 - IPv4 DHCP, DH6 - I
Preflevel flags (prlvl):
0001:MAC and LLA match
0008:0rig trusted trunk
0040:Cga authenticated

Network Layer Address
prlvl age
ARP 192.0.9.49
00FF 67s
ARP 192.0.9.48
00FF 67s
ARP 192.0.9.47
00FF 67s
ARP 192.0.9.46
00FF 67s
ARP 192.0.9.45
00FF 67s
ARP 192.0.9.44
00FF 67s
ARP 192.0.9.43
00FF 67s
ARP 192.0.9.42
00FF 67s
ARP 192.0.9.41
00FF 67s
ARP 192.0.9.40
00FF 67s
ARP 192.0.9.39
00FF 67s
ARP 192.0.9.38
00FF 67s
ARP 192.0.9.37
00FF 67s
ARP 192.0.9.36
00FF 67s
ARP 192.0.9.35
00FF 67s
ARP 192.0.9.34
00FF 67s
ARP 192.0.9.33
00FF 67s
ARP 192.0.9.32
00FF 67s
ARP 192.0.9.31
00FF 67s
ARP 192.0.9.30
00FF 67s
ARP 192.0.9.29
00FF 67s
ARP 192.0.9.28

B tx2U7«

Pv6 DHCP,

0002:0rig trunk
0010:0rig trusted access

0080:Cert authenticated

state

REACHABLE

REACHABLE

REACHABLE

REACHABLE

REACHABLE

REACHABLE

REACHABLE

REACHABLE

REACHABLE

REACHABLE

REACHABLE

REACHABLE

REACHABLE

REACHABLE

REACHABLE

REACHABLE

REACHABLE

REACHABLE

REACHABLE

REACHABLE

REACHABLE

Time left

654 s

646 s

642 s

669 s

647 s

657 s

635 s

637 s

652 s

638 s

633 s

651 s

001d.

001d.

001d.

001d.

001d.

001d.

00lc.

00lc.

00lc.

00lc.

00lc.

00lc.

00lc.

00lc.

00lc.

00lc.

001b.

001b.

001b.

001b.

001b.

001b.

4411.

4411.

4411

4411.

4411.

4411

4411.

4411.

4411

4411.

4411.

4411

4411

4411.

4411

4411.

4411.

4411

4411.

4411.

4411

4411.

PKT - Other Packet, API
0004:

0020:
0100:

Link Layer Address

3ab7

3ab7

.3ab7

3ab7

3ab7

.3ab7

3ab7

3ab7

.3ab7

3ab7

3ab7

.3ab7

.3ab7

3ab7

.3ab7

3ab7

3ab7

.3ab7

3ab7

3ab7

.3ab7

3ab7

Orig access
DHCP assigned
Statically assigned
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Address Resolution Protocol,
- API created

Interface vlan

Tel/0/4

Tel/0/4

Tel/0/4

Tel/0/4

Tel/0/4

Tel/0/4

Tel/0/4

Tel/0/4

Tel/0/4

Tel/0/4

Tel/0/4

Tel/0/4

Tel/0/4

Tel/0/4

Tel/0/4

Tel/0/4

Tel/0/4

Tel/0/4

Tel/0/4

Tel/0/4

Tel/0/4

Tel/0/4

200

200

200

200

200

200

200

200

200

200

200

200

200

200

200

200

200

200

200

200

200

200
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00FF 67s REACHABLE 658 s

ARP 192.0.9.27 001b.4411.3ab7 Tel/0/4 200
00FF 67s REACHABLE 668 s

ARP 192.0.9.26 001b.4411.3ab7 Tel/0/4 200
00FF 67s REACHABLE 650 s

ARP 192.0.9.25 001b.4411.3ab7 Tel/0/4 200
00FF 67s REACHABLE 641 s

Device# clear device-tracking database

*Dec 13 15:10:22.837: %SISF-6-ENTRY DELETED: Entry deleted IP=192.0.9.49 VLAN=200
MAC=001d.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF
*Dec 13 15:10:22.838: %SISF-6-ENTRY DELETED: Entry deleted IP=192.0.9.48 VLAN=200
MAC=001d.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF
*Dec 13 15:10:22.838: %SISF-6-ENTRY DELETED: Entry deleted IP=192.0.9.47 VLAN=200
MAC=001d.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF
*Dec 13 15:10:22.838: %SISF-6-ENTRY DELETED: Entry deleted IP=192.0.9.46 VLAN=200
MAC=001d.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF
*Dec 13 15:10:22.839: %SISF-6-ENTRY DELETED: Entry deleted IP=192.0.9.45 VLAN=200
MAC=001d.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF
*Dec 13 15:10:22.839: %SISF-6-ENTRY DELETED: Entry deleted IP=192.0.9.44 VLAN=200
MAC=001d.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF
*Dec 13 15:10:22.839: %SISF-6-ENTRY DELETED: Entry deleted IP=192.0.9.43 VLAN=200
MAC=001c.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF
*Dec 13 15:10:22.839: %SISF-6-ENTRY DELETED: Entry deleted IP=192.0.9.42 VLAN=200
MAC=001c.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF
*Dec 13 15:10:22.840: %SISF-6-ENTRY DELETED: Entry deleted IP=192.0.9.41 VLAN=200
MAC=001c.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF
*Dec 13 15:10:22.840: %SISF-6-ENTRY DELETED: Entry deleted IP=192.0.9.40 VLAN=200
MAC=001c.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF
*Dec 13 15:10:22.840: %SISF-6-ENTRY DELETED: Entry deleted IP=192.0.9.39 VLAN=200
MAC=001c.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF
*Dec 13 15:10:22.841: %SISF-6-ENTRY DELETED: Entry deleted IP=192.0.9.38 VLAN=200
MAC=001c.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF
*Dec 13 15:10:22.841: %SISF-6-ENTRY DELETED: Entry deleted IP=192.0.9.37 VLAN=200
MAC=001c.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF
*Dec 13 15:10:22.841: %SISF-6-ENTRY DELETED: Entry deleted IP=192.0.9.36 VLAN=200
MAC=001c.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF
*Dec 13 15:10:22.842: %SISF-6-ENTRY DELETED: Entry deleted IP=192.0.9.35 VLAN=200
MAC=001c.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF
*Dec 13 15:10:22.842: %SISF-6-ENTRY DELETED: Entry deleted IP=192.0.9.34 VLAN=200
MAC=001c.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF
*Dec 13 15:10:22.842: %SISF-6-ENTRY DELETED: Entry deleted IP=192.0.9.33 VLAN=200
MAC=001b.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF
*Dec 13 15:10:22.842: %SISF-6-ENTRY DELETED: Entry deleted IP=192.0.9.32 VLAN=200
MAC=001b.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF
*Dec 13 15:10:22.843: %SISF-6-ENTRY DELETED: Entry deleted IP=192.0.9.31 VLAN=200
MAC=001b.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF
*Dec 13 15:10:22.843: %SISF-6-ENTRY DELETED: Entry deleted IP=192.0.9.30 VLAN=200
MAC=001b.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF
*Dec 13 15:10:22.843: %SISF-6-ENTRY DELETED: Entry deleted IP=192.0.9.29 VLAN=200
MAC=001b.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF
*Dec 13 15:10:22.844: %SISF-6-ENTRY DELETED: Entry deleted IP=192.0.9.28 VLAN=200
MAC=001b.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF
*Dec 13 15:10:22.844: %SISF-6-ENTRY DELETED: Entry deleted IP=192.0.9.27 VLAN=200
MAC=001b.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF
*Dec 13 15:10:22.844: %SISF-6-ENTRY DELETED: Entry deleted IP=192.0.9.26 VLAN=200
MAC=001b.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF
*Dec 13 15:10:22.844: %SISF-6-ENTRY DELETED: Entry deleted IP=192.0.9.25 VLAN=200
MAC=001b.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF

Device# show device-tracking database
<no output; binding table cleared>
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*Dec 13 15:11:38.346: $SISF-6-ENTRY CREATED: Entry created IP=192.0.9.25 VLAN=200
MAC=001b.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF

*Dec 13 15:11:38.346: $SISF-6-ENTRY CREATED: Entry created IP=192.0.9.26 VLAN=200
MAC=001b.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF

*Dec 13 15:11:38.347: $SISF-6-ENTRY CREATED: Entry created IP=192.0.9.27 VLAN=200
MAC=001b.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF

*Dec 13 15:11:38.347: %SISF-6-ENTRY MAX ORANGE: Reaching 80% of max adr allowed per
policy (5) V=200 I=Tel/0/4 M=001b.4411.3ab7

*Dec 13 15:11:38.347: $SISF-6-ENTRY CREATED: Entry created IP=192.0.9.28 VLAN=200
MAC=001b.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF

*Dec 13 15:11:38.347: $SISF-6-ENTRY CREATED: Entry created IP=192.0.9.29 VLAN=200
MAC=001b.4411.3ab7 I/F=Tel/0/4 Preflevel=00FF

Device# show device-tracking database

Binding Table has 5 entries, 5 dynamic (limit 200000)

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol,
DH4 - IPv4 DHCP, DH6 - IPv6 DHCP, PKT - Other Packet, API - API created

Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access

0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned

0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned
Network Layer Address Link Layer Address Interface vlan
prlvl age state Time left

ARP 192.0.9.29 001b.4411.3ab7 Tel/0/4 200
00FF 15s REACHABLE 716 s

ARP 192.0.9.28 001b.4411.3ab7 Tel/0/4 200
00FF 15s REACHABLE 702 s

ARP 192.0.9.27 001b.4411.3ab7 Tel/0/4 200
00FF 15s REACHABLE 705 s

ARP 192.0.9.26 001b.4411.3ab7 Tel/0/4 200
00FF 15s REACHABLE 716 s

ARP 192.0.9.25 001b.4411.3ab7 Tel/0/4 200
00FF 15s REACHABLE 718 s
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device-tracking tracking .

device-tracking tracking

IPv4 BEONIPV6 DR —Y V%A =TI LT, R—=U I NRT A —=FERET DHITIE
Ja—\)ar7 4 Xal—a /-‘{—%I\Tdevlcetrackmgtrackmg:1“\7/F% fﬁbi*f
RN—D T %T 4 B—TMIT I Zoavry RonBERXEANLET,

)

GE)

ZDa<wy KL, SISFR—ZADTNA AT v THEE A F—T7 M LERA, 2RI
D, THRARANT XU THEENA X —T N> TNDET NN, ATOR—=Y T IRT A—X

An_.,—'—»

FIX/Ez))EJ‘ fcﬁ@ i—g«o

device-tracking tracking [ auto-source [ fallback ipv4_and fallback source maskip_prefix_mask
[ override] | retry-interval seconds ]

no device-tracking tracking [ auto-source | retry-interval ]

X DA auto-source Address Resolution Protocol (ARP) & —7 D%k

fEIET RUAD, IROELNEN.THEMA IS L9

2 L%,
F 1 OEEFEEIT, SVINREINTWAHIE
é:\%hm7bvx%vunmw_mﬁf

HZETY,

F2OBEFEHEIZ, RV TRy R T A
AANT X T T —TNHNDIP-MAC /A
YT 4T MY EROT, EEEETT
T RLARELTHEHRTSZ ETT,

< B3 ORGEOEIFHIT, XETLT N
£LT0.000 Z2MHT25Z&TY,
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fallback ARP 7' —T DRFILT KL AN, ROBSENENL
ipv4_and fallback_source_maskip_prefix mask g &% kL 510 LE<,

1 OESFEIEIT., SVIRRESN TS
Blz, EETT FL A% VLANSVIICRET
5HZ LT,

F2OELEFEHIL, ALY TRy EhHT A
A ANT X T T—TILNDIP-MAC /XA
VT4 T N EROT, ENEEET
T RULAELTHERTSZETT,

 FIDORBOBIHFHIZ, 7747 bD
IPv47 FLUAB IO SN~ AT D iE
BT RLAZHETHZ LT,
EIEITLMACT RL AR, 77472 Mllo
AA v FR—EDMACT RLANLEES
nET,

fallback ¥ —V — FAZRET L% EIE. IPT F L
A=A BIRET OMERDH Y £,

override ARP 7 u— 7 DEETT R AN, WOELIEN
THEHINS L ICLET,

o 55 1 OESEHIEIL, VLANSVI DNRESNT
WAEAIT, EETLT FL 2% VLANSVIIZ
RETHZETT,

o B2 OB OEIFEEIL, BETXTT FLX
ELT0.000&HEHATEHZETT,

(6=3))

IOXF—TU—RIZLY, SISFBNA T 47
T NNBFEILT RUVAZER LWL S
BRESNET, SVIRHESNTHWARWES, Z
DOF T arEERATLZ LRI EYA,
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device-tracking tracking .

retry-interval seconds

Ny 77T NTY RAOFRGLEHEE 21T AR
W) #RELET, Nv A 7T70TY XAIZK
D, BIFERHET A 7 X A LN EINT=1%123 [|BIRRAT
ENBHR—U > 7 ORI OFHFERF SR E S U E
RS

1 ~3600 BDEEZATILET, F7 4/ ML
<7,

RN—V U TEHIE, 3RIOFR—Y 7T E 2
HRITOMOFERRIEN L x4, Xy 47
THAITY RAAZED . Z ORISR E SV E
T, FHRATRIBRICERE LIZfEix, Ny 7477 v
Y XLAOFHEREH CRAE SN E T,

ez RN 2F 77 A XAI2LY 3Eo
RITORTENEN2, 4, B L6 ORFFEFER
DRTE S, FHITRIREZ 2 ISR E LTe S a .
B S 2 EBEORMRIX, BAIOR—Y o 73 1T
FCORERFRN 2 X280, 2BIHOR—U 7
FATE COREIEERA 2X 47, 3EIEOKR—Y
v 7T E TOREIFRA 2 X 6 FPIZ7e 0 £,

BV L TRA X —T T2 5 TN DDICFHRT
ISR E SN TVZRWGA . AL v X, VA
T LR TRESND MR TRARIEIARA M
A=V 7 LET,

ZOFIEIT. ARP 70— L R A N EfF TR
Ayt —UIZHEHAINET,

AU R TIFIE

AR E—F

R=V o7, T74NVFTET 4= NI R>TVET,

Jua—s)rar7 4 F¥ a2 b—3 3 (Device(config)#)

avy FERE

1) =

CiscolOSXEFujil6.9.2 Zpa~<wy RN EAINE LT,

FEREDAA RZM4 Y

N—=U 2 7iE, BA T ORKEE,

EEHER SN TOENE I, BEOBRELTOHWLINE S

BT LD, RAFOEMHLREHNEF =y 7T, K=V kD, bToRo

XRT A A DOHERIN I AL 2 AT C & £ 9,

W=V 703, BIERET A 7 H A DF A ~—DPNUNTRICIEEITEN, AT ANTATH
A LBIND & ZITHRED 1 RRITSET,

s IPvd Ry hU—27 TlL, "=V T ARP 72— 7 O T, ZOHEE, A1 vFIL,
B SN ARA MIZ=% % A M ARP 70— 7 %3%E LT, A FOBERREME T —
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X 2AuYHILET, ARP 7’u—T7 2R ETHHE. VAT A%, RFC 5227 {HARIZHE- T
Ny NEREELET,

«IPV6 % FU—27 TliX, A=V VTR ANRN—EEFERRA v —VORXTT, 0
B A vFIT, R ENEARARDOZ=F Yy AT RLRAZ5ET FLAE LTHERAL
T, B SR A N OREFREME 2 MEE L E37,

IPv4 B L ONIPV6 DR—V A X =T VT DT, Ze— b a7 4 Falb—gy
& — N C device-tracking tracking =~ > K& E L £,

o, BEWRET A 7 XA DA A =PI ROR—Y VMR EZZET 21213, retry-interval
seconds b E L £,

N

(G£)  auto-source¥—7— . fallback ipv4_and_fallback_source_maskip_prefix mask —7— K, %
L override % — 17— KIt, ARP 71— 7 ICOHMM SN, FA N—FERA v =1
(TEH S EE A,

retry-interval seconds ¥ — U — RIZEET DX, IPv4 & IPv6 O IZHEH S vE T,

BEDR—Y » FRE & FR$ 5121, show running-config | include device-tracking # A7) L
F9, WICHIEZRLET,

Device# show running-config | include device-tracking
device-tracking tracking retry-interval 2
device-tracking policy sisf-01
device-tracking attach-policy sisf-01 vlan 200
device-tracking binding reachable-lifetime 50 stale-lifetime 150 down-lifetime 30
device-tracking binding logging
TN DEESERTA T EA LOMEE TR T HITIE, F#HE EXEC £— N T show
devlcetrackmgdatabase:tV/]\%Ajﬂ/iﬁ“ A=V 7z, YATAE, = b Yok

f&% VERIFY (228 H LE7, HMEAZBHT2121E,. HIID rime 1eft FlEFHNET,

show device-tracking database =~ > R L T N OBERET A 7 XA LEATA
NTGATEALE N T X T L, R=V T FX—TNMITDE, ATANVTATHA A
MRELY bFNWZ LIRS HBERH Y £T, ZuE, A=V U TITHBERFFRIN AT A L
TATEALDPOLELGDPNDTDTT,

A= 707a—nNLEEER) O—LANLERE

Jua—s)L ar7 4 ¥ alb—3 g F— KT devicetrackingtracking =~ > R % E L7-%

B @b@%y& T2 A ABLOVLAN T, R—V 72 FIAHF3AT7IcTEZE

ﬂ*o ZOEDIZE, RV —THR—=V 2GRN EITECT IMERNH Y £F, Fr—nN
HEERY /%1//\/1/ XENED LI ITHAERT2O0NICEE LTI EE N,

B tx2U7« I
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device-tracking tracking .

HO—/\JLEE R S—LANILERE #HR
WU o T % a— LR (S H—T 2 AET1T Ao B —T = AFETIL

LA R —T N LET,

Device (config) #
device-tracking tracking

VLAN CHR—Y 7% A F—
T LET,

Device (config-device-tracking) #

tracking enable

VLAN THR—V » 7T RHF I
AL/ i

A B —T A AFET1T
VLAN CTHR—VU 7 %5 4
T—T7 Mz LET,

Device (config-device-tracking) #

tracking disable

A HF—T A AETIX
VLAN THR—V » ZI3ERIC
Y FEHEA

A B —T A ZAETZIZ
VLAN CT7 7 4/ hDOFR—1V
YT ERELET,

Device (config-device-tracking) #

default tracking

K=V Inra—, v ar
TJA4F¥a2l—Ta )y LT
A F—T NI 5 TWABT-
B, K=V EA B —
7 A AF 721X VLAN TH%)
W20 £,

AR =T AETIL
VLAN CZ Do~y ROnofE
RERELET,

Device (config-device-tracking) #
no tracking

a<y Konol a2 HHT5
L. VY RBT 7 4L M
WCERESINET, 72720,
A=V rnrTa—L a
TZ4F¥al— gy LYLT
ARXR—=T NI o>TWNWDHT-
O, "=V TEIA v H—
7 A A 721X VLAN THZ)
W27 E£9,

X7+« .
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FauFq |

Fa—nNLEE R —LRNIEKE mR
R—=V o 7% 7a—r )R | L FZ—T x4 ZAFE-1T A B =T A AL

ILTF =TI LET,

Device (config) # no
device-tracking tracking

VLAN CTHR—V v 7% A 13—
T LET,

Device (config-device-tracking) #

tracking enable

VLAN THR—V ' 7T RHF I
AL/ S

A HE—T A AFETIX
VLAN CTHR—VU 7 %5 4
T—T7 Mz LET,

Device (config-device-tracking) #

tracking disable

A B —T x4 AFEIT
VLAN THR—V » ZI3ERIC
B FEHEA

A B —T = AL
VLAN CT7 7 4/ hOFR—1V
YT ERELET,

Device (config-device-tracking) #

default tracking

A B —T A ZAFET-IZ
VLAN THR—VU > 73BT
0 EHA

A EBE—=T 2 AETIT
VLAN CZ D=2~ ROnoff
XERELET,

Device (config-device-tracking) #

no tracking

A B =T AFET-IL
VLAN THR—VU » ZI3EEhC
20 FH A
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device-tracking upgrade-cli .

device-tracking upgrade-cli

LV —TP T NA AT vFx 27 (IPDT) BLOIPV6 AX—E' 7 a~ R% SISF 2+~
RIZEHT B121F, 7 e— L 37 ¥ 2 L—3 3 F— T device-tracking upgrade-cli
Avy RERELEY, LIY—avxy FIIRTICE, Zoa~vry FonoBXNEz A LET,

device-tracking upgrade-cli [ force | revert ]

no device-tracking upgrade-cli [ force | revert ]

BX DA

AU RTIHIE

AR E—F

force feEFIEA A%y 7L, LHL—IPDT BLNIPY6 AX—E > 7 2~ K% SISF =
~ v RICEBLET,

revert L 73— IPDT BLRNIPv6 AX—E L Favwr RIZELET,

LA —IPDT BLNIPV6 AX—E o Fa<wy RiE, FOFEFEEY 3,

Ja—srar7 ¥ b—3 3 (Device(config)#)

avy FERE

1) =2 EENE
CiscolOSXEFuji 1692 =~y RpMEA S E Lz,

TNA AN D L HU—REICHADW T, device-trackingupgrade-cli =2~ > NiZ CLI % %72 %
TETT v 77— RLET, BIFORELZBITTDHIC, RORET TV A, BILORHET
LRATRER ZRET L £

\}

CE)  HWIPDT & IPv6 A X —E 2 CLI % SISE XR—ZADF A A T vXx 7 CLI £ AT 5 Z

LiITEEEA,

IPDT SREDHDFET S

T AT IPDT % ED BN H 585 51%, device-tracking upgrade-cli =~ > R&FEFTT 5 &
BENEHREN, FLERENTA v Z—T oA A THHAINSSISFRY —2NEH SN
F9, ZHICEY, ZOSISEFRY —AHEEHETXET,

Sl L iy —a~vy ReEfT85E6, VT —F— RCTORECHIRINET, 20
F— RFTlE, VAT —IPDT L IPv6 AX—E' > a~wy ROBLBT AL ATHHFIREICARY £
@—O

IPv6 AX—E VI REDHNELET S

BEFED IPV6 AX—VE LV TRIENH DT NA AT, HWIPV6 AX—E 7 a<x RELBOR
FIWHHTEEd, koA Ty a 2 TEET,
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« (#ft3%) devicetrackingupgrade-cli =~ > R&EMHAL T, LAY —&EET T, HLWL
SISF R—=ADTNA A N T wF o/ avy RICERLET, BHEIE HiLLT A 2
N7 oxo T avwy ROBNT NA ATEIELET,

e LT —1IPv6 AX—VE T a~vy REeS5%OREICMHEM L, device-tracking upgrade-cli
a2 RFFEITLERA, 2O T2 a T, T35 ATHEHAFEEZRDIX L A 2 —IPv6
AX—E 7 a<wr ROBRTHY, HLWSISFR—ADT A AT v¥ 7 CLI 2~
v RIZEHTTEEEA,

IPDT & IPv6 RX—E VT DEADHRENFET S

LA —IPDTRE & IPv6 A X — Y TR EDE I NFLET DTN, ATIL, VA —awy
RK%ZSISER—ADT A A NI wF o FCLIa~y RIZEHTCEx$£9, =72 L, /v Z—T =
ARHEWAT D ENTEDAX—E IR =L 1 2T THY ., IPv6 AX—E 7 K
U= T A=K XIPDTHEL D LELIND, EW0H T EICERLTIEEN,

\)

() HLWSISFR—ADa~<wr RIIBITLTELT, LIV —IPv6 AX—E L7 IPDT 2+
REMEH LT TWADGAE, IPVA T A AN T X TEREBMN IPV6 AX—E 7 a~wy
RICEREINAAREMENRH Y F3, SISEFR—ZADF A A hT v % VHERETIL, IPv4 & IPv6
DB OFEZERD 12D TT, INEFERET HITIF, VA —IES SISF X—ADT /A A
NowXo T avy NICEBTHZ EEHERLET,

IPDT /=1L IPv6 R X —E U B ENEE LA

FNRARZIVHY—IPTNRNA AR T XU TERED IPV6 AX—E U ZHRELRWEAIE. &
BOBEIHEATEXADIEB LWSISER—ZADTNRA A T uF 7 avy RORTT, L
HL—1IPDT a2~ RE IPv6 AX—V 7 a<wy RIMERATEEEA,

1

WIZ, IPv6 ARX—E° 7 a< K& SISFR—ZADTNRA A RTvx 7 avw KT
BT HH 2R LET,

Device# show ipv6é snooping features
Feature name priority state
Device-tracking 128 READY
Source guard 32 READY

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Device (config) # device-tracking upgrade-cli
IPv6 Snooping and IPv4 device tracking CLI will be
converted to the new top level device-tracking CLI

Are you sure ? [yes]: yes

Number of Snooping Policies Upgraded: 2

Device (config) # exit

THE . FTLWSISF R—ZADTNRA A RNT X T avwy ROBRDT N, ZTEIME
L/i‘é—o
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device-tracking upgrade-cli .

Device# show ipv6é snooping features

% Invalid input detected at '"' marker.
Device# show device-tracking features
Feature name priority state
Device-tracking 128 READY

Source guard 32 READY

Device# show device-tracking policies

Target Type Policy Feature Target range
Tel/0/4 PORT sisf-01 Device-tracking vlan 200
vlan 200 VLAN sisf-01 Device-tracking vlan all

I X7+« .



t¥ausq |
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dnscrypt (/XS A =2 T v )

VAT A A L Cisco Umbrella FEAHERE DM OBIE 58T D72 DI R AL VR — LT AT
L (DNS) Xy MEBLE A X —TWIZT BT, NTA—F~vy T ZA TpEEa 7 4
¥al—TarE—RTdnscrypt =2~ RE2EHLET, DNS ATy MEB{LET 4 &E—7
JMZTBHICiE, Zoa<r RonoJBREHEHLET,

dnscrypt
no dnscrypt

X DERHA ZOavwy FIZESIEELITF—V—NEH Y £ A,

ATV K T4 )Lk Umbrella £— RO DNS /7 v Mg SAbITRE SN TWEE A,

A<V R E—F NG A—=B < T AL TR a7 4 F 2L — 3 (config-profile)
av > FERE J1)—= EERNE
Cisco IOS XE Amsterdam 17.1.1 Thavwry RREAINEL
7

EELEDHA K54 > DNSCrypt 3 285515, DNS B3R X7y M A X3512 354 bR b R&EL AR T,
INHONTy RISHETNRA ATHER SN TNDZ EEERLET, £ LNk, AN
HHIDOZEZITEGE LR WATREMER H Y £7,

Bl WIZ. DNS /S ML A A 5 —F M Bl % L £,

Device> enable

Device# configure terminal

Device (config) # parameter-map type umbrella global
Device (config-profile)# dnscrypt

BEa<v 2~ e N Bl

parameter-map typeumbrellaglobal | Umbrella £— R CT/8T A =4~ v T4 A THFHELE
B

B tx2U7«
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dotlx critical (/' O—/N)LaA> 74 Fal—>3Y) .

dotix critical (Y B—/\)L a4 F¥xalL—3)

IEEE 802.1X 7 U T 4 NGB T A —Z ZRETHIZIE, Fa— a7 4 Falb—g
v F— RTdotlx critical =~ > RZEH L E£1,

dot1x critical eapol

X DERHA eapol  F A ZANT VT 4 VIR — hEIEFICRIAET S L, AA v FHNEAPOLEIh A v & —
CERETHIIICHEELET,

ATV RFI4 0+ €pol i T7 4 =TT

ATy R E—FR Ju—s)p ary7 4 Falb— g (config)
avy FEE J1)—x EEAR
Cisco I0S XE Fuji 16.9.2 ZDavwr RPREAINEL

77

chr_\ ?/\4’2#7 Ui:/fjj/l//_ﬁ ]‘ ;EIEI% \—mquTé& T/\/rXﬁ‘ EAPOLﬁkIjJ
Ay —VEFETLLOIHET DR LET,

Device> enable

Device# configure terminal

Device (config)# dotlx critical eapol
Device (config) # exit

t*2U74 |}
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. dot1x logging verbose

dot1x logging verbose

802.IX T AT LA b=V MO MERE 7 4 NZ Y T T DI, TN ARZ 7 ET2lE
AH L RTa T84 A ETdotlx logging verbose =2~ K&/ ma— L a7 4 Fab—
varyE—RTHEHLET,

dotlx logging verbose
no dotlx logging verbose

O L=y FIZFGIEERITF—Y—NIdH v FHA,

ATV RTIFIR VAT LA AvE—VOFME ZIIAMIIRo T ERE A

ATy R E—FR su—sN)b ary7 4 Falb—a s (config)
avy FERE J1)—x EEAR
Cisco 10S XE Fuji 16.9.2 ZDavwy RBNEAINEL

77

ERLEDHA RSqY ZOavwy KRR, 802X VAT AR ve—U b, TS DB & OREMIEHRN 7 «
NEY o TENET, KA v E—DIZT7 4 VE Y T ENERA,

WIZ. verbose 802.1X S AT A A v —V2 T 4 NANE Y T T AFERLUET,

Device> enable

Device# configure terminal

Device (config)# dotlx logging verbose
Device (config) # exit

BEa<T K avw Uk s BA
authentication logging verbose AL AT LA v —U 5 EH
dot1x logging verbose 802.1X VAT LA vl —InE
mab logging verbose MAC F8FE/NA 2R 2 (MAB) &

. X2 T+« I
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dot1x pae

dot1x pae .

Port Access Entity (PAE) # A 7A2RET HIZIX, A F—T A A a7 1 Fal—ar
EF— RFTdotlxpae =~ FEEMLET, REISNTZPAE XA 74T 4 £ —7/MTTHIT
X, 2 FOonoBEXE AT LET,

dotlx pae {supplicant | authenticator }
no dotlx pae {supplicant | authenticator}

BX DA

AU R TIAIE

ATV R E—FR

supplicant AN B—=T A RIH TV I FE LTEFHREL., A—Y T 0 7y —Z it
DA v =SB LER A

authenticator o o % —7 = A A 34—k LT 4 r—F & LTHETEHEL, 7 U B> Mand
DA vE—VIEELER A,

PAE # A IIREINTWVER A,

AHE—T A A A7 4 Fa2lb— 3 (config-if)

av Y RERE

EREDAARZA

)1y—= EENE
Cisco IOS XE Fuji 16.9.2 Zoavwy RPREAINEL
770

IEEE 802.1X f8fE%# A~ — F ETT 4 E—7 T 584 1%, nodotlxpae f > ¥ —7 = A A 2
Y74 F¥alb—vary avr FEERHLET,

dotlxport-control f > 4 —7 = Af A a7 4 Fal—raravy ReEANTHRELTHR—
I ECIEEE 802.1X #iEA X E L= HE. 73 ATHBAYIZA — M % [EEE 802.1X A —t&
T4 —RE L THRELET, A—kT 47 —%DPAE#{EIX, nodotlxpaef > ¥ —7 =
AAAY T4 Falb—vayavr ReANLEBRTT 4 2—7 02720 £7,

W, A BZ—=T A ART TV FE LTEMETDLIICREEN TV DHIZR
LET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernet 1/0/3
Device (config-if) # dotlx pae supplicant

Device (config-if)# end

t*2U74 |}
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. dot1x supplicant controlled transient

dot1x supplicant controlled transient

B DEREA

aAavY R FI4ILk

avY kR E—FK

FREHIZ 802X YU B RAR— b ~DT 7 R ZHIHT 521X, 7mwnw:/74%1
L—3 3 %— R T dotlx supplicant controlled transient =~ > K& L £ 7, FBIEFIC
FU B FOR—FE2BELIZIE, Z0a~vr FOnoBRE2HEH L ET,

dot1x supplicant controlled transient
no dot1x supplicant controlled transient

ZOawy FZIsIEERITSF—U—RIIDH D FHA,
FAFPIZ 802 IX U By FDIR— " ~DT 7B ANHFRIENFE T,

Jua—s L ary7 4 Xab— 3 (config)

avy FERE

FEREDAHA RS2

)1y—= EEAE
Cisco I0S XE Fuji 16.9.2 Zoavy RpPEAINEL
7

77 4V R TIL, meﬁ—Fﬁ4? T ENTA =T A r—F ALy FIZH T U
Y RDTAA REHGT DG, AT 45— FDOR— NIV TV I b AL  FOFEGE
T HRNCANN= 7Y 711' I\:/I/ (STP) 7V vy 7u bhairsy—4%=a=vk (BPDU)
ZfE LTcsrd . errdisable (REEIZ /2 D A[REMEDN H U 77, REEHIZY T B FOFR— b5
EEEND NT 7 4 v 7 &HIEITE £9, dotlx supplicant controlled transient =~ > K% A J)
T5HE, AR SE T T ARNCA— T 4 T —F R — Ry vy N THTENRRNLED
W2, BRERIC— R T U I ROR— IR T ay 7 SET, Rk L, 7Y
71> b OFR— FA3PHE £, nodotlx supplicant controlled transient =~ K& A 19 % &
PGEHIM IS 7Y B AR — RAE £, ZHIET 7 40 OEETT,

BPDU % — K723 spanning-treebpduguard enable f > % —7 = Af A a7 4 Falb—T a3 2
vV RZEV A=t T4 —F AL v F A= TAX—=T Mo TWDEE, 7V
> hF /34 AT dotlx supplicant controlled transient =~ > R&f4 25 Z & 2 HE L £,

WIZ, FRIEEDORNCT NA ZD8RAXY TV A2 FDR— b+ ~DT 7 & X &l 2 5
PrLET,

Device> enable

Device# configure terminal

Device (config) # dotlx supplicant controlled transient
Device (config) # exit

. X2 T+«
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dot1x supplicant force-multicast .

dot1x supplicant force-multicast

BX DA

AR R TFI4ILbE

avU R E—F

V7Y B NAAL v FTwILTFF v A FFEILIT =%+ A ;D Extensible Authentication Protocol
overLAN (EAPOL) /37 v &S5 LT2HEIZ, WIZw /LT F v A NEAPOL N v NDH%
PEETHETHEIT AT, Fe— a7 X2 L— g F— FTdotdx supplicant
forcemulticast =~ > REFHLET, 774/ FHEICRETIZIE, Z0a~vr FonofEA%
EALETS,

dot1x supplicant force-multicast
no dotlx supplicant force-multicast

Zoawy R, 5l FEAIZF—UY—FIiEZH Y A,

BFU By FTFRL AL, 2=F v A REAPOL Y7 v &2 (ET A L. ==% v X N EAPOL
Ny MEERELET, FEIC, VT %+ X N EAPOL N7 v M &35 % &, EAPOL /¥
ry NEEELET,

Jua—s L ary7 4 Xalb— 3 (config)

avy FERE

FEREDHA RKS4 Y

)= EERNE
Cisco 10S XE Fuji 16.9.2 Ioavwr RBREAINEL
776

Network Edge Access Topology (NEAT) 7239 _XTDAR A hE— N THRET 5 XL 5123 212,
PTIVB T RALALTZDavy Ref x—7 M LET,

WOBITIE, YT VA "NTANAL ARA =T 4 r—Z TN AN TFFx A b
EAPOL "7y h&XMET 2 L OICRET 2 HiEE R LET,

Device> enable

Device# configure terminal

Device (config) # dotlx supplicant force-multicast
Device (config) # end

BEav> K

av Uk s BA

cisp enable FINA A ETCISP %A F—
2L LTHEET S LTl

dot1x credentials A— MZ 802.1X H7FV 41

dot1x pae supplicant AE—=T 2 A ANRYST VI

X7+« .
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t¥auFq |

dot1x test eapol-capable

FT_RTDOAA vFHR— F EDIEEESRIX DT V7T 4 BT 4 &E=F VU 7 LT, IEEE802.1X
Y R— P T DHR— MR L TWDET A ADEFEREFRT DHITIL, FHEEXEC £— T
dotlx test eapol-capable =~ R&fiH L7,

dotlx test eapol-capable [interface interface-id]

BXDEREA

ARV R TIFIbE

aAvYU R E—F

interface interface-id L&) 7V —%BOR— FTF,

T 7NV EEEILH Y EHA,

¥rME EXEC (#)

avy FERE

HEREDAA K1Y

Jiy—=x EERNE
Cisco 10S XE Fuji 16.9.2 Zoawy RREAINEL
77

AL v F EOTRTOR— FEIIHFEDOR— MIEHIT S5 51 2D [EEE 802.1X #He % 7
AT ARIZE, Zoa<wr ReFERALET,

Zoa<wy R, non BRI H Y AL

WOHI T, AA »F ETIEEE 802.1X D¥E[HTF =~ v 7 A F—T N2 LT, FA—h
IS LT =Y =TT B AR LET, £, B MO L T0 BT /3 2
FHERT D007 ) —DFEITHER— F 25325 L7z IEEE 802.1X %It T
HHZEERLET,

Device> enable
Device# dotlx test eapol-capable interface gigabitethernetl/0/13

DOT1X PORT EAPOL CAPABLE:DOT1X: MAC 00-01-02-4b-fl-a3 on gigabitethernetl/0/13 is EAPOL
capable

avrk E7: )

dot1x test timeout timeout IEEE 802.1X #fii 7 = U —|
INABEZALT T NERTE

. X2 T+« I
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dot1x test timeout .

dot1x test timeout

IEEE 802.1X Y RiEA RS L TWAR— 225D EAPOL JEZEDFEICHER SN Z A LT
7 RMERET DI, 7D~Aw:/74%1v%ya/%%+fdmntatmmmzv
Y REMHFEHLET,

dotlx test timeout timeout

BXDEREA

AU R TIHIE

AU RFE—F

timeout EAPOL JS& Z R DR (B) . fEETX 540
FEIZ 1 ~ 65535 F0 T,

T 7 4V REEIL 10 T,

Jua—n)Lar7 4 ¥ 2 b— 3 (config)

avy FERE

FREDHA KS14 Y

1)1)—=x EEAR
Cisco I0S XE Fuji 16.9.2 Davwr RPREAINEL
77

EAPOL JSE A ST DO SN XA L7 U MR ET 212E. Zoa~xy FafE
L/i—a—o

ZOawy RIZE no ERiTH Y £ A,

ROBITIE, EAPOL & % 27 BORIFHET 2 & 9 ICAA v FaET 2 HEE R L E
@—o

Device> enable
Device# dotlx test timeout 27

HALT T NREDAT —H X %&fEZRT HI21L, show running-config =~ K& A7)
I_/i‘j_‘O

av Uk SHBR

dot1x test eapol-capable [ interface FTANTO, FITHEE Sz [EEE 802.1X SHG AR — R iC

interface-id] Bef 3 55 N4 2 C IEEE 802.1X OWE[EAIE 5 TUN 2 )
AHER L FET,

X7+« .




. dot1x timeout

dot1x timeout

t¥auFq |

HRITAA LT FOEERET BT, Fe— L a7 Xal— gy B—RNELIT
A B —T 2 A AT 4 Fal— 3 F— NTdotlxtimeout =2~ > REFEHLET, &
BAITHA LT U bET 740 MEICETIZIE, Zoa<> RonoBRXEHHLET,

dotlx timeout {auth-period seconds | held-period seconds | quiet-period seconds |
ratelimit-period seconds | server-timeout seconds | start-period seconds | supp-timeout seconds

| tx-period seconds}

XD auth-period seconds

ﬁfvﬁybfﬁmx?ﬁkﬁ%ﬁéhéﬂﬁ(Oi@
YU I PREATICRIM LG EICHE I LT vy b
%%Ef%ifﬁ%%?éﬁﬁ)%&ﬁbifo

BRI EPFIL 1 ~ 65535 T9, T 74V ML 30 TY,

held-period seconds

%fuwybfﬁmx% %ﬁ%ﬁéhé@ﬁ(Oiw
YTV B FIEITICRI LGB HEZ LT vy b
ZiEETHETI ﬁ%ﬁéﬁﬁ)% RELET,

BHR®FIL 1 ~ 65535 T, T 74V ME 60 TI,

quiet-period seconds

R l‘ﬁi&@x?ﬁ %E&Lﬁ_&)k 7747 ]\O)ﬁuun
RADETIZA— T 4 r—% (=) DR RE
(HELD k%) ZfeiT 2 AR ELET,

BN ®FAIL 1 ~ 65535 T9, T 74/ ML 60 TY,

ratelimit-period seconds

BIEORIER 7 FA4 T FPC (7L 21E. T34 AALE

B DI S7273% EAP-START /X7 v M & E(ET 5

PC) 75 IE(E &N 5 EAP-START 247 v &8 L £,
« F—+ :/3:/1' b‘_‘& T — ]\%UKEH#FEﬁEP utun EJZIJJ

L7227 547 v k235O EAPOL-Start 2347~ |k Z AR
Liﬁ‘o

« BRh72#PHIE 1 ~ 65535 T, T 74/ FTiH, L—
FEIFRIZT f BE—T e > TWET,

server-timeout seconds

T L TEEEIND 220 EAPOL-Start 7 L— AR O E
(BWHALD) ZRELET,

« B2 #HIL 1 ~ 65535 T, 7 7 4/ ME30 T,

P — PRFEERFAIZ 8021X N7 v hADISE A EEL
WA, N7y MIFERESIRET,

B tx2U7«



| €%2u74

dot1x timeout .

start-period seconds

HHE L CTEE &5 2 >0 EAPOL-Start 7 L— AR O REIIE

(FPHANT) ZFREL £,
BHRREHIL 1 ~ 65535 T, T 7 4V I 30 T,

supp-timeout seconds

EAP Z:R ID S DFTXTD EAP X v E—J|22O0W T,
F—= T 4 —=EZPERA P~OBEEFEEZHREL £
TO

B 7R#PHIL 1 ~ 65535 TF, T 7 #/L ME 30 TY,

tx-period seconds

7 AT MZEAPERID N7 v M EHEET IHELY
SBRZEINBRVLDEEELT) BB TRELE
?—O

« B2 %L 1 ~ 65535 T, 7 7 4/ ME30 T,
¢ 802.1X 7w R T Y F v MIEE SN, %@#ﬁ
Udy P ERITHIRIRR IOSE Lo 258, =D
Ry MIFEREINET,

AU R FI4ILE

O R E—F

TE W) 72 FRRRAE & IR 72 L —

MR T E T,

Jua— )b ar7 4 X2 lb—3 3 (config)

A B —TxzA A AT 4F2b— 3 (config-if)

avy FNERE

)1)—2R EEANE
Cisco I0S XE Fuji 16.9.2 Zoavwr RPNEAINEL
77

FEREDAA RZM4 Y

ZOawr ROT 74 MEE, V7 OEFEENRT LESGE, FEDZ 747 hEB X
UGERE — " OEMEICRIEDN & 55670 £ BE RIS T 2 EZIT IO LERH H & (T

fRoTER LTI EEN,

dotlx reauthentication f % —7 = A A a7 4 ¥ a2l — g a<xy Radf L CES
IRFRREZ A X — 7 VT L7121 DA dotdx timeout reauth-period f > % —7 = A X @2
T4 Xal—vary avry NI, TS RAOBEICEEL £,

R O], 73 2T LD &5 RRREER b2 T 9, Bab LEtA, 774V &
DHNSWEREANT D Z LICE» T, 2= ~OINERR 2 fifE T& 7,

ratelimit-period 280 (57 /v 1)

vgﬁﬁéﬂf\_%lﬂ\ T AL PREZRO L= AT v

~225 @ EAPOL /X7 v F &R L, #4u5% RADIUS Hh— TRk L 7,

WIZ, SEZIERBQIXFEEBLOY A LT U MEHDARE SN TV DHHIZ R L E

B

t*2U74 |}



. dot1x timeout

Device> enable

Device (config) # configure terminal

Device (config) # interface gigabitethernet 1/0/3
Device (config-if) #
Device (config-if) #

(

(

(

Device (config-if
Device (config-if
Device (config-if
Device (config-if
Device (config-if
Device (config-if
Device (config-if

B tx2U7«

)
)
)
)
)
)
)
)

#
#
#
#
#
#
#

dotlx
dotlx
dotlx
dotlx
dotlx
dotlx
dotlx
dotlx
end

port-control auto

timeout
timeout
timeout
timeout
timeout
timeout
timeout

auth-period 2000
held-period 2400
quiet-period 600
start-period 90
supp-timeout 300
tx-period 60
server-timeout 60

t¥auFq |
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dtls

dais i

Datagram Transport Layer Security (DTLS) D737 A —# 3% E T H1ZiL, RADIUS #— N 22
T4 F¥2lb—vary E—FTCdilsa~ > FeffLET, 7740 PRECERTITIE, 20
av 2 RO no B EZHEHL E7,

dtls

connectiontimeout connection-timeout-value | idletimeout idle-timeout-value |[ip |ipv6] { radius
source-interface interface-name | vrf forwarding forwarding-table-name } | match-server-identity
{ email-address email-address | hosthame hosthame | ip-address ip-address} | port port-number
| retries number-of-connection-retries | trustpoint { client trustpoint name | server trustpoint name

}

no dtls
BX DA connectiontimeout connection-timeout-value () DTLS Bis % A4 A7 7 MEZRE L E
R
idletimeout idle-timeout-value (EE) DILS 74 RV XA LT U MEZRTE
LET,

aAavU R TFI4ILE

ATV R E—F

[ip [ipvé] {radius source-interface (ER) TP E72IE IPv6 #MF 0/ 8T A — X &%
interface-name | vrf forwarding ELET,
forwarding-table-name}

match-server-identity { email-address RadSec REWIA T A — X 2B ELET,
email-address| hostname host-name | ip-address

ip-address}

port port-number (fEE) DILS A— FEZERELET,
retries number-of-connection-retries (FE) DILSEmEaRiToREEZHELE T,
trustpoint {client trustpoint name| server L3 7947 F &Y — N|ZDTLS kT &
trustpoint name} FRA Y FERELET,

DILS i Z A LT 7 FDOF 7 4V MEIZ 5 B TF,
DTLS 74 RNVEA LT T SOT 7 4/ Ml 60 B T9,
¢« 774 /L h® DTLS &R— F&K51% 2083 T3,

* DTLS B il T DT 7 4 v MEIL S T,

RADIUS #—/N 27 ¢ ¥ a2 L—3 3 (config-radius-server)

t*2U74 |}
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avy FNERE

)1)—=x EERNAE
Cisco I0S XE Fuji 16.9.2 Zoawy RREAISNE L,

Cisco IOS XE Gibraltar 16.10.1 | match-server-identity ¥ — 7 — K238 A S v E L7z,

Cisco I0S XE Amsterdam 17.1.1 | jpv6F— 7 — RAVNE A S E L7z,

FEREDAHA RS2

il

PRRE, BRI, BEOT AU T 47 (AAA) =T N—7"TlE, T XTTRU—F A
7 %M L. Transport Layer Security (TLS) D& 2> DTLS O&AIZT 5 Z & &AL L F97,

WRIZ, DTLS ##c % 1 L7 U MEZ 10 ICRET 202~ LET,

Device> enable
Device# configure terminal
Device (config) # radius server Rl

Device (config-radius-server) # dtls connectiontimeout 10

Device (config-radius-server) # end

EEav> R

Command

Description

show aaa servers

DTLS — NIZBAET 2 F R ARz R L ET,

clear aaa countersserversradius {server id |
al}

RADIUSDTLS E#& O#ittEhz 27 V7 LET,

debug radiusdtls

RADIUSDTLS [EH DT /Ny 7 H#H M LET,

. X2 T+«
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enable password .

enable password

SEIERMERLANNAA~DOT 7 ERAEFET 20— DNV SAT— REFRET HITIE, 7 a—N

a7 4 X2 lb— g E— FTenablepassword =2~ > K& LET, m—h1,3%
U — ROHIET 72 ZAZHIRT 5I1CiE, Z0avr ROonoBREEHLET,

enable password [level level] {[0] unencrypted-password | [ encryption-type] encrypted-password}
no enable password [level level]

B DEREA

AU RTIHIE

ATV R E—F

level level

(EE) "AU—FREHIND LV ERELET, 0~ 150
MERB L~V ZFRETE £9, L~UL | NdE O —Y% EXEC £E— F
avwr RERIEa~Y RO no B THE I TWRWEGEA, HEIRL
W0 ET,

() B EENTWARWI Y T7TFHEX MR AT—RE2EELE
TNy a2 TAY XA (SHA) 256 — 27 Ly MIEHENTT

unencrypted-password

AR—TNE— R T 270D AT — RE2HELET,

encryption-type

(EE) "AU— RO FLIZHERT 2 AaBo7 VI Y XA,
D56, AT HROFIIFE AL SN/ AT— R (FTIZv A
{LENTZRAT—FR) THHILERHY 3, FEXRRO/NRNAT—F
TERETCEET,

encrypted-password

WDOT IS ZAREND A — LBk AU — K,

NAT— RFERSNLTVERA,

Jua— ) ar7 4 X2 lb—3 g (config)

avY RERE

EREDAARZA

)1)—2x

b

Cisco IOS XE Fuji 16.9.2

-

enablepassword =1~ > K & enablesecret =< > FOWFNHRESN TWARWES, Y —
NDERSAT — RRBESI N TOIUE, 22— LD SA T — RRFT_TOVTY (Telnet
BIOtx=27vx2/ (SSH) ) By a DA x—TNRAT—RELTHEEL £7,

FEEDMHER L~V DNRAY — REERT H5EI1E, level 47> 3 % H57E L T enablepassword
A R LETS, LV EARRTY—RERELTEDL, ZOLUIT 7B AT H0ED
bHA—PFLNAT— REIEGFLET, KLU TTVERATELa~y REEET BT,
privilegelevel 2> 7 4 ¥a L —va v av s REfALET,

WE . BEALA A 1L, VAT AL A Lo TTTCIREE(LENTWVWAERAT — R abr—
LCZoa~y RIZAD T 258 IC0ARATILET,

t*2U74 |}



t¥ausq |
. enable password

A

FE MR LA A TEEEL TV T TR A MNRRAT— REAN LEEAE. FHOUHEEXECE— R
ERIMGT B Z LI TEEHA, ENCKBILENTZ AU — REEN5E, BiET5 2 LT
TXEHA,

service passwor d-encryption =~ > R E XL TV 54, morenvram:startup-config =~
v R&F(T9 5 &, enablepassword =~ > RCIERT 2 /32 T — R B{b Sz B T
IRSNET,

service password-encryption =~ > R&ZEHA LT, /AU — RO 5t 2 A% £ =138 4
B ERTEET,

ARX—T NIRRT — ROEHRITKRO LB TT,
B, KT, DLFERAEDET 1~ 25 LFOREFEEOLLERH Y 77,

CRHHICAN—AZIRETE £, BHINET, 2L, PRBIORRDOAR—21T
Ao SV E T

INAT— REERT D & X, CrtltV F— D AEhEZM LU THL8ES (2) 2 AN
THE, RNRAT—RICRMGEZEDLZENTEET, 72 21E, abe?12B LV H 82T —
REVERRT Di21d, ROFINEEAZFITLET,

1. abcx AJILFET,
2. Crtl-v ## L £,
3. 2123 AN LET,

GE) v A7 L) b enablepassword =~ K& ATIT 5 L 9IERD bnce, BT ORI Cal+v
AT HMLETRLS, NAT—FDOFa 7 MIEFDEF abe?123 L AN TEF T,

1 WIT, BHEL~UL 2 DR T — F pswd2 2N B 1% LET,

Device> enable
Device# configure terminal
Device (config) # enable password level 2 pswd2

WIT, BEALZ AT THERALT, T AP T 4 X2l —ay TrAAND
I — L7HER L ~UL 2 ORE5{b/ XA T — K $1$i5Rkls3LoyxzS8t9 & 7% i3 5 5l &7~ L
iﬁqo

Device> enable
Device# configure terminal
Device (config) # enable password level 2 5 $1$i5Rkls3LoyxzS8t9

B tx2U7« I
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enable password .

EEav> R

Command

Description

enable secret

enablepassword =~ KXV (b L7=EF =
R

service passwor d-encryption

INAT— K&l b LET,

mor e nvram: startup-config

NVRAM [ZfAE ST\ 5, %7213 CONFIG_FII
SNTWHAFZ— K T v T a7 Fal—
R

privilege level

22— PR L~V ERELET,

t*2U74 |}
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. enable secret

enable secret

enablepassword =2~ > RE VD bk L7zt F =2 U T 4 LA VY EZIFET HITIE, Zr—rUL 2
Y7 4Xal—varE—KRCenablesecret 2~ > REEHLET, A F—T L —7 Ly
NMgRER A T2 AICE. Coawy RO no A EA LET,

enable secret [level level] {[0] unencrypted-password | encryption-type encrypted-password}
no enable secret [level level] [encryption-type encrypted-password]

X DA level level (FEE) RNRATU—FREHEINI LV ERELET, 1~ 15 DT %
MERR L~V R ETE £9, LoUL 1 BNlHE O —Y EXEC £ — RHERR
KEZIZa~r ROnoERTHESN TWARWEA, HEEBL LT 7
ﬁ‘o

0 (B8 B LENTWARWS UTTFR MSAT— RERELET,
Ny a7 XL (SHA) 256 —7 Ly MBS TT A A

unencrypted-password ZI—YRNA X =T NVE— RERGT 220D AT — RERELET,
enablepassword =~ > R THERR L7232 U — R & TR AR D DT 54

encryption-type NAT—= ROy ¥ 2 AT A2 MBEOT LY X4,

5. AvE—UH AR RNTATY XLS5 (MD5) THA{LENn7
LET,

¢8: NAT— N R—2F—RAERE2 (PBKDF2) @ SHA-256 T/N 3
NEfRELET,

c9: 27 UTF N Ty adniEy—r Ly hEFEELET,

encrypted-password BIDF A ABREND A E— LIy Sa R2T— |,

AT YR TFIAINLR NRAT— RIIEZRINTWERTA,

ATV RE—FR Jua—sL ar7 4 Falb— a3 (config)
A%y FEE yy—2 RE
Cisco 10S XE Fuji 16.9.2 ZD:
L7z,

FEHEEDHA K54 > enablepassword =~ | & enablesecret =~ > FOWTNHHRE S LTV RWGE, a0 Y —
VDR S AT — RPRE SN TOIUL, 22— L DERRSAT — RRFTRTOVTY (Telnet
BEOEF2T7 =L (SSH) ) By a DA X —T WA T—RFE L THIELET,

. X2 T+« I
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enable secret .

enablesecret =~ > FiL, enablepassword " A7 — R LV L5k Lizx =2 U7 4 LA Y245
ET DO L£9, enablesecret =~ K TIE, RA[ iRy m5 SALERE 2 L T 34
T—RERGFTHIETEXF2 VT o 2mbESEET, ZoBMOEX=2 )7 B 5bL A Y
X, NAT—= RRR Y U —7 THEE S D RS TFTP % — NICRAE S D BRERIC BV T
SHhET,

BWE R A SN, TARAL AP T 4 X2l —ary Ty ANANhba— LR LR
AT —REZOa<y REV T 258 C0HRANLET,

A

be 3

tl

TEEHEA,

B OB A TEEELTCZ VT TFAMRT— K2 AN LEEAIE., FOYHEEXECE— R
ERMGTHZ LI TEEHA, AN BILENTZ AU — REEN5E, BiET5 2 LT

enablepassword ==~ > K & enablesecret =~ > RIC[FA U/8 AU — K& L7-BE, #HERS
NI WHIETHDL L2 EETHT T — A v E—URERRINETN, NAT— REIZT AN
DIET, 7L, AU AR —RFE2MEHT5 &, enablesecret 2~ Rk - TSN D
BMMOEx =) 7 ¢ BN ERbiLET,

\)

GE)

enablesecret =~ > RZMHH L T/NATU— REZE L7-1%. enablepassword =2~ > K% {# ]
L CRE L7z A U — KX, enablesecret NN/ > TV DG AICOAEREL 37, F7,

WTNDOHGETHE AL LTI AT — Rb | BENZSEIERETE £ A,

service password-encryption =~ > R38R E STV 5 A . more nvram:startup-config ==~
VREFATTH L, AT AR T — R LSBT RRINET,

service password-encryption =~ > REZEH LT, /SATU— RO 5L 2G40 E 713z
HTENTEET,

AF—T NIRRT — ROERITKRO LBV T,
HT. RXT, NLTEMBE DR 1~ 25 XTFOEKTEEDDLLENDH Y 77,

¢ FHAIC AN —RZIFETE ETA, BHINFET, =720, PEBIUOKRRED AL—R T
Rk ET,

e NRAT— REMERRT A & X2, CrtV F—DHLEbEEZ L THhB%ME ) 2 AN
T5E, NAT—RICREMGEZEHLENTEET, 722013, abe?123 LV H 2T —
RZAERKT D121, RO FIEZFEITLET,

1. abcZ A LET,
2. Crtlv 2 LET,
3 7123 AN LET,
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. enable secret

\)

(GE) AT AD D enablepassword 2~ > K& AT 5 K5Ik b 8E, BEFORNIC Cul+V
ZANTLHNE TR, NAT— RO T a7 MIFEDOE E abc?1232 A TE £,

Bl W7, enablesecret T~ R&FF LT /82T — R f5ET 2014257 LT,

Device> enable
Device# configure terminal
Device (config) # enable secret password

enablesecret a2~ RZfEH L TRV — REZRELEH, 22— LA TU—FR
EANLTT 7 2ATHMLENHY £7, enablepassword =~ > RZ2FEH L TEES
TS AT — RIFHERE L 722 < 722 0 £ 7,

Password: password

WIZ, Wb 2 A T4 % FEH LT, XA ADary 74 FX¥alb—vary 7744005
I E— L7HER L~V 2 O/ 5{b/ A T — R $1$FaD0$XytiSRkls3LoyxzS8 & HZhZ 9
HHERLUET,

Device> enable
Device# configure terminal
Device (config) # enable password level 2 4 $1$FaD0$Xyti5Rkls3LoyxzS8

WIZ, =—3 enable secret 4 encrypted-password 2~ > K& A L7 & S IZEREN
HEEERX v —VDOHERLET,

Device> enable
Device# configure terminal
Device (config) # enable secret 4 tnhtc92DXBhelxjYk8LWJrPV36S2i4ntXrpb4RFmfqY

WARNING: Command has been added to the configuration but Type 4 passwords have been
deprecated.

Migrate to a supported password type

Device (config) # end
Device# show running-config | inc secret

enable secret 4 tnhtc92DXBhelxjYk8LWJrPV36S2i4ntXrpb4RFmfqgY

EMEav>F av vk SER
enable password SEIERMERLANLA~DT 72 X EHIHT 51
MELET,

. X2 T+« I
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enable secret .

avy kR

Bl

mor e nvram:startup-config

NVRAM (2 & T3, £7213 CONFIG [
EENTWDHARL = T w7 a7 4 Xal-
Li—a‘o

service passwor d-encryption

INAT— Rzt LET,

X7+« .
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. epm access-control open

epm access-control open

Tr7EAa ha—/L Y AL (ACL) BFEESNTWRWAR—MNIA—F T4 VI T4 7%
RIET DR, Za— L a7 4 X2 L—3 g 2 F— KT epm access-control open =~ >
REFEHLEST, A= T4 VI T4 75T 4 B—TMITDHIE, Zoavr Ronof
KzEHHLET,

epm access-control open
no epm access-control open

KT E8EH Zoavwy NIZE, BIEBELITF—TU— RISV £HA,

ATVERFIFILR TIANINDT AL T o T REASNET,

ATV R E—R Jua—s L ary7 4 F¥ab— 3 (config)
avy FER J1y—= EERNE
Cisco 10S XE Fuji 16.9.2 Zoawy RPREAINEL

77

FEHEDAA KSq4Y AZT 47 ACLBREINIZT 7B AR— MZ, BARY —DRWAKRA NEFFa§ 54—
TUTAVIT AT ERET DI, ZOavy FEEALET, Zoavy FERE LR
Ba. ™= MIFRESINTZACLORY >—% b T 7 4w ZICHALET, N—MNIAZT (v
7 ACL BB EESNTWARWEE, T 74V EBI A =T OlTOT 4 V7T 4 T HRAR—
~DOT7 72 EHFLET,

RE & HERRT HITIE, show running-config =~ > RZ A LE1,

ROBITIE, A—=T T4 VI T4 TaRET 2 HEERLET,

Device> enable

Device# configure terminal

Device (config) # epm access-control open
Device (config) # exit

BEav R av Uk Hl:L|
show running-config HEFRITINWTWAary7 4 F¥al—ay 77
ANVONFERRLET

B tx2U7«
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include-icv-indicator

MKPDU (ZHEGMET = v 7 fi

include-icv-indicator .

(ICV) A v —FZEHDHIZE. MKARY —ar 7 4 ¥a

L —3 3 F— FCincudeicv-indicator 2~ RAEHA LET, ICV A > o7 —X 5B
THICE, Zoavr FonBXEEHLET,

include-icv-indicator
no include-icv-indicator

X DERHA Zoavy FIFGIEELITF—U—FNEIH Y £HEA,

ATV RTFI4NLE ICVA DT —=ENEENLTVET,

AT R E—F MKARY v — 237 4 X2 L —3 3 (config-mka-policy)
avy FERE J1y—2 EEAE

CiscoIOSXEFujil692 | o~y RBEAINFE LT,

i w2, MKPDUIZICV A >V hr—2 %&b 0E R LET,

Device> enable

Device# configure terminal

Device (config) # mka policy 2
Device (config-mka-policy)# include-icv-indicator

BEaT R Command

Description

mka policy

MKA R U > —ZiiE LET,

confidentiality-offset

A7ty FERE L TMACsee ZEIMESEE T,

delay-protection

MKPDU D55 CHEER#EZFEHT A L HOICMKAZRELE T,

key-server

MKA ¥—H%—_"F 7 g 2R ELET,

macsec-cipher-suite

SAK ZHUBT A7~ 0D AL — FERELET,

sak-rekey

SAK ¥ —FAHREEZELET,

send-secur e-announcements

MKPDU DXETEF 2T R T F U A% EET S X 512 MKA
FHRELET,

ssci-based-on-sci

SCIIZHESWT SSCI A3 E LE,

use-updated-eth-header

ICV BHREIZIFE T SNl — YRy by X —2 AL ET,
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Ip access-list

P77 RAVANERIEIA T V=) IN—T T Aar ba—1 UAL (ACL) Z4HI
FIREHFFIC LS TERTDIHE. £, IP~R—T RLRSEEE L Oy DT 4L
BTN HEAIE. Fa— L a7 X2 L—3 g F— FTip accesslist =
~VREHEALET, P77 BRAYANERIEAT =7 N7 —7 ACL ZHIRT D854,
F20E, IPAL =T KL R5EEE Oy hDOT 4V E Y v TR T DA, 20
a<wr ROnoBXEMHLET,

ip access-list { {extended | resequence| standard} {access-list-numberaccess-list-name} | helper egress
check | log-update threshold threshold-number | logging {hash-generation | interval time} | persistent
| role-based access-list-name}

ip access-list { {extended | resequence| standard} {access-list-numberaccess-list-name} | helper egress
check | log-updatethreshold | logging {hash-generation | interval} | persistent | role-based
access-list-name}

BX DA

standard EHETP 7 /B AV A RERELE T,
resequence WRELEIPTZ7ERAY R NEEELET,
extended JWERIP T 7 ®A VA MNERRELEST, A7 V=7 7 —7 ACL

O)%/El\ Fj: ‘/Z\Z/E\“/C:‘TO

access-list-name IP727R®AVRANERIFIAT V=27 h 7 V—7 ACL D4HI, Z0
ARNIIAN—=RELTBI A EEDH 2 LILTE T, BT
NETI7EBAVARNEHODLLI 272N E ), BT THO DY
ERHY FT,

access-list-number TIEA YA NDOEE,

HEHEIP 7 /B A U A NOFPHIL 1 — 99 £7213 1300 — 1999 T
hj‘o

CHEEIP 778 AU A hOFHAIL 100 — 199 F 7213 2000 — 2699
/G“j‘o

helper egress check [P ~ L R—KERER A L Coade ) — "7 FL AR L—&nd b7
T4 TIEONWT, A B2 —T =2 RTHWAENDIRIET 7R
A MOFRETIIER OB EELZ AN L ET,

log-update TIRAY A Na T OFEH L ET,

threshold TI7EAVARIBTZDOLEWVEEZRE LET, fHETE HHMHIL0
threshold-number ~ 2147483647 T,

logging TIREAYAMOOX T HFHIHEIL £,

hash-gener ation syslog /N ¥ 23— ROAERZ A LET,

B tx2U7«



| %2054

ip access-list .

interval time A A MO LR R S U R CRE LT, R
EHHPAIL 0 ~ 2147483647 T,

persistent T7EAarvia— xR (ACE) OY—FrAFEGIE Y
n— FgEbRFFSNET,
(6=3)

T 7 ANV P THHATHY . AT L LIITEERA,

role-based — )L _—2DPT 7 EAY X EHRELET,

aAvU R TFI4ILE

avY kR E—FK

P72 A NEFRIFZA TV 27 A —T ACL BERIN TRV, 35 ACL 1%
IP~NR=ICEoTY L—ENT 774 w7 EREBILOT7 42U 7 LERA,

Jua—s ) ary7 4 Xab— 3 (config)

avy FERE

1) =2 EEAE
Cisco I0S XE Fuji Zoavy RPEASHE L,
16.9.2

FEREDHA FS14 Y

3l

AR E IR EMEIP T 78RV A NERIFZA T V=27 N7 A—T ACL 2% ET DI
X, Zoa~r FEFEALET, a~vr RickoT, ARG T7R8AV A a7 X2
L—yarE—RERBLEST, Z22C denya~y FRBX O permit 2~ R&HH LT,
HET 72 AL EITFA T 7 B AL E2ERZ LR TNERY £ A,

ipaccess-list =~ > K Cstandard £7- % extended D ¥ —7U — REIRETHZ LT, 77 AV
Ahar74¥al—varyrE— Rl ZICERENL T a7 IBRRESILET,
FT7V 2l NTNV—T ACL & EFRT D50 1%. extended ¥ — 7V — 2T 2 0E R H Y £
ﬁAO

AT 2 NIN—=TLIPT 78RV AN, £3AT V27 I —7 ACL BNV
T&FT, 2%V, FEHEELYWA T2 NV —T 4 FERATEET,

ip access-group 2~ REFEHA LT, 77 AV A A2 L H—T oA AZHEHLET,

ip access-list helper egresscheck =t~ > KiX, IP ~L/3—7 KL R5650% H o8 v hOFF] &
T HESEREOREACLY v F U 72 G LET, 2O a~r FTRENRACL 214
5 L& PFEEILFETITSE LD User Datagram Protocol (UDP) R— MMZHFESWT, IP ~L3—1
L= T 7 4 v 7 Al £33 65 CX £9°, ip accesslist helper egresscheck =2~ > Kix7
7 4L hTIRES T, 15 ACLIZ, IP~ A=l o TV L—8NE T 7 4 v 7 2RE
BTz 7 LERA,

RIZ., Internetfilter & W\ 9 ZAHTOEHET 7 A A N EERT D HEOHIZRLET,

Device> enable

Device# configure terminal

Device (config)# ip access-list standard Internetfilter
Device (config-std-nacl)# permit 192.168.255.0 0.0.0.255
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t¥auFq |

Device (config-std-nacl) # permit 10.88.0.0 0.0.255.255
Device (config-std-nacl)# permit 10.0.0.0 0.255.255.255

Wiz, 7a hab R—

7% my_service_object_group THE S NToAR— b & —ET 545

12, my network object group WD L—WFNED /7y N T4 7= r N7
N—"7 ACL Z BT D12 R L E7,

Device> enable

Device# configure terminal

Device (config) # ip access-list extended my ogacl_policy

Device (config-ext-nacl) # permit tcp object-group my network object group portgroup
my service_object_group any

Device (config-ext-nacl) # deny tcp any any

WIZ, ~N—=T R ADGEE SOy N TRIEACL 7 4 V& U o T HFH T

PR L ET,

Device> enable

Device# configure terminal
Device (config)# ip access-list helper egress check

BEa<T R Command

Description

deny

PRy NERET AR E P T /¥R A MRRAT V22 ]
ITN—7 ACL OF&MHEFELET,

ip access-group

ACLERIZA T2 NNV —TACLEZA VB —T 2 A AE 13—
EARY —< v AIEHALET,

obj ect-group network

F T2 NIN—TACL T Ry NTI—0 ATV b T
N—TEERELET,

obj ect-group service

ATVl NIV —=T ACL THRAT LY —EA AT V=T | 7 b—
TEEHRLET,

per mit

Ry NPT AL4FIEIP T 78RV A NERIZA T2 b
IN—7 ACL DFMZHTE L ET,

show ip access-list

P77 EBRAYRARNERIZFT T2 NV —F ACL ONEEZF R L
\iﬁ—c

show obj ect-group

RESNTWDAT V=7 T N—TIZHT D IFEMER T LET,

B tx2U7«
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ip access-list role-based .

Ip access-list role-based

0= _X—=2 (Ex =2 VT4 N—F) 77k xarba—1U 2+ (RBACL) Z1ERL T,
0=/ RXR—=ZAACL2>7 4 Fal—rarE—ReBETH003, ZJe—Lar7 X
L—y 3 F— KTip accesslist role-based =~ > F&MHL £, REEHIRT DI,

ZoawrRono BREHEHLET,

ip accesslist role-based accesslist-name
no ip accesslist role-based accesslist-name

BXDERA

accesslist-name X U5 4 S —FTF X ar ha—aA U Xk (SGACL) DO4Hi,

aAvU R FI4ILE

O R E—F

17—/l _R—ZD ACLIFRESNTWET AL

Jua—s )b ar7 4 X2 lb—3 3 (config)

avy FERE

J1—= EEAR

CiscolOSXEFujil6.92 —pa~y FREASNE LT,

FREDHA FS14 Y

SGACL 1 ¥ > 7 O41E, permitiplog 2~ RERETHLENHY 3, /-, 2=
<~V R, X147 v 7 SGACLDO v X2 7 % HhZ T 57=9HIZ, Cisco ldentity Services Engine
(ISE) THLRETHMLENRDH Y F7,

WIZ, IPVAT 7 4 v 7 ICEATESSGACL ZEEL, B—L_XR—A T 7 E2A U 2R
ka4 Xal—gy B— NEEGETAHEZRLET,

Device> enable

Device# configure terminal

Device (config)# ip access-list role-based rbacll
Device (config-rb-acl) # permit ip log

Device (config-rb-acl)# end

BEav> K

avw Uk B

permit ip log BEINEZ NI ETAaX L T EHR LET,

show ip access-list | BI{EDT X THOIPT 7 A ) A hONFEEFRLET,
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Ip admission

FauFq |

Web FBAEAAZNCT HITIE, A v ¥ —T = A a7 4 Fal—ary - RERIEIT74+—
Ny 7 TaTryA)aryT7 4 ¥alb—3F— KCTipadmisson 2~ RZEHA L £,
Web il 7 4 =7 MIT HI21E, ZDa~y Rono BREHEH L £,

ip admission rule
noip admission rule

BX DA

AR TFIAILE

aAvU kR E—F

rue p7 RI v g l—LO4HRI

Web #BFEILT 4 E—7 /LT,

AB—TxzA A AT 4F2b— 3 (config-if)

Tr—NN_w a7y A) a7 1Falb— a3 (config-fallback-profile)

av Y RERE

EREDAARZA4

)1y—= EENE
Cisco IOS XE Fuji 16.9.2 Zoavwr RPREAINEL
72,

ipadmission =~ RiZAA v FHR— MZ web Bab/L—/LZTEH L E9,

OB TIE, AA v FHR— M Web ZBFELV— LV Z#EAT 3 HiEEZ R LET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernetl/0/1
Device (config-if)# ip admission rulel

Device (config-if)# end

WOHITIL, IEEES2AXKED AL v FR— N THEHATLE 74—y 7T a7 7 A
JUZ Web §RREV— V2T 5 HikE R LET,

Device> enable

Device# configure terminal

Device (config)# fallback profile profilel

Device (config-fallback-profile)# ip admission rulel
Device (config-fallback-profile) # end

. X2 T+«
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ip admission name .

Ip admission name

Web i8FE% A 2 — 7 M T BT, 7D%/\/1/:1/74#11/w€/a/%%}\“0p admission
name 2~ > REFEHLET, WebiBitx 7 4 E—7MIZT 501X, 2O a~2 FO no g
ZEHLET,

ip admission name name {consent | proxy http} [absolutetimer minutes | inactivity-time

minutes | list {acl | acl-name} | service-policy type tag service-policy-name]

noip admission name name {consent | proxyhttp} [absolutetimer minutes | inactivity-time

minutes | list {acl | acl-name} | service-policy typetag service-policy-name]

B DEREA name Fv hT—2 T R vy a AlHL—1r04

Al

consent FRREY 1 % U TR Web ~X— % admission-name
S TCHRESNZIPT K vy a v —nZ
K S E T,

proxy http Web FBFED B A Y A_R—V 2% E L ET,

absolute-timer %y (EE) SMBY— "B H A LT T T HETD
Pk (4

inactivity-time 4y (EE) SNB7 7 A NV — "DPEERETH D
ERREND FE TORIBIEE (4)

list L) ESNIZA—ALET 7R 3k
o—/L U AL (ACL) (ZBH#fHTFE T,

acl PEAE PR Y A REFREDT R v i g Uil

AU R TIAIE

= VIZEHA L ET, EOHEIX 1~199, F
72 VX HEAES I T 1300 2> 5 2699 T,

acl-name LEIEXOT 78R R NEREEDT I v
a UHIEL—VICE L ET,
service-policy typetag EE) avyhbo— 70— P —ERRY
—HHRETEET,
service-policy-name policy-map type control tagpolicyname ==~ >~

R, ¥—=U—F, BRUOSIHEMLH L TRES
nNizar he—nLFL—r 70— AR
V—, ZORY v, T EZE L
EEDRANTOREZEHT H7-DITfEH S
nET,

Web J8GEIEXT 4 E—T VT,
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aAvU R E—F

t¥auFq |

Jua—N)L ar7 4¥alb—3 3 (config)

avy NERE

FEREDHA K42

1

)1)—2R EEANE
Cisco 10S XE Fuji 16.9.2 Zoavwy RPEAINEL
776

ip admission name =~ > RIZL D, AA v F BT Web fBREN 7 12— VLA R—T L7 )
£

AA v F ETWebidalbZ A F—7/WIZ L TH 5. ipaccess-groupin 3 L U ip admission web-rule
AV B —Tx2f A AT 4 Xalb—varyavry FefEHALT, HEDA X —T = A A L
T Web @ik a A X —7 MZLET,

chz\ X/l) ‘Y?: 7j_\9"— f\’CWeb mqu@ﬁ% ﬁiﬂj—éfgj%ﬂ—‘bi—g—

Device> enable

Device# configure terminal

Device (config) ip admission name http-rule proxy http
Device (config) # interface gigabitethernetl/0/1

Device (config-if)# ip access-group 101 in

Device (config-if)# ip admission rule

Device (config-if)# end

OB T, AL v F R—=FTOT =Ry 7 ABH=ANE LT, WebRIEL & 1
\Z IEEE 802.1X RGEA R T T D Hika LT,

Device> enable

Device# configure terminal

Device (config)# ip admission name rule2 proxy http
Device (config) # fallback profile profilel

Device (config) # ip access group 101 in

Device (config)# ip admission name rule2

Device (config) # interface gigabitethernetl/0/1
Device (config-if)# dotlx port-control auto

Device (config-if)# dotlx fallback profilel

Device (config-if)# end

BEa<y

K

avU R EBA

dot1x fallback [EEE 802.1X #RFE A VAR — |~ L
NI TAT Y NADT x—
Xy 7780 E LT Web G8GiE
ERAT D LN — EBRE
LET,

fallback profile Web FBRED 7 4 — N3y 7
n7 7 ANEERLET,

B tx2U7«
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ip admission name .

avUk HER
Ip admission AR— 1T Web #iEA A K —7

JUZ LET,

show authentication sessionsinterface interface detail

Web FiftE v a v DAT—
A AT HERERRLE
7,

show ip admission

NACDOF v v oIz
r U E7IENACHREIZ DN T
DIEREFR T LET,
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Ip dhcp snooping database

Dynamic Host Configuration Protocol (DHCP) DA X —t' 2 7' F —H R— A ZFETHI1E, 7
0— 3L 37 4 ¥ a2 b—y 3 E— K Tipdhcp snoopingdatabase =~ > K& H L £,
DHCP AX—E' v JH =T 4 =T WITHI12iF, Zoa~xr RonoB i LES,

ip dhcp snooping database { crashinfo: url | flash: url | ftp:url | http:url | https: url

| rcp:url | scp:url | tftp:url | timeout seconds | usbflashO: url | write-delay
seconds }
no ip dhcp snooping database [ timeout | write-delay ]
abor
B DEREA crashinfo:url crashinfo Z I LT, =

V2R Bl nT —4
N—Z2DOURLZHEELET,

flash:url flash /LT, = FU %
AT Do DT — X R— 2R
? URL Zf57E L £

ftp:url FTP #fEHL T, = NV %
KA D120 DT —Z _— A
?DURL ZHEE L ET,

http:url HTTPZfEH LT, = hU %
AT D72 DF —F _N— 2
@D URL #HELET,

https:url % 27 HTTP (HTTPS) #%fii
MLT, = MY ZHNT 5
e DT —H X—ADURL %
fRELET,

rep:url JE— hat— (RCP) %&f#
HALT, = b ZKMNT 2
72O DT —H _X—AD URL %
RELET,
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ip dhcp snooping database .

scp:url

¥ a7 ar— (SCP) ZfEH
LT, =¥ b ZMNT 57
DT —H_—ZDURL %48
ELET,

GE)

SCP Z & ET H AN, line
console 0 F 7 AR— M
FsshE/-iTal iZZET D0
ERH ET,

tftp:url

TFTPZfEHLC, = FU %
AT AT 00T — & _— 2%
@D URL #HELET,

timeout seconds

XX BV EAL LT TN AV
A=V ERELET, AR
fEIX 0 ~ 86,400 T,

usbflashO:url

USB flash #ffH LT, = k
VBT B0 —H
N—Z2DURLEZHEELET,

write-delay seconds

7 —# /)L DHCP AX—t 7
T H =TT — A BN
I THH, DHCP A X—F
vy MY EAEY— AT

EFEXIALT HE TORMAETE
ELET, AZMEI 15 ~
86,400 7 T,

ATV RFI4)k DHCP AX—VE U7 F—H_X—2 IR EINTOERA,

Q9T R E—F sua—s ) ary7 4 Xab— 3 (config)

avy FERE 1)1)—=x EEAR

FEREDAHA RS2

Cisco 10S XE Fuji 16.9.2

ZOawy RpREAINEL
77

Zoa<wy REANT BRI, A v Z—T7 24 ALETDHCP AX—E 2 T %A X—TNIZT 5
MR GV FF, DHCP AX — V> J % A F—7/WZT 521X, ip dhep snooping =2~ K%

AL £

wIZ, TETP #fEH L TF— % _X— 2D URL 2T T HH %2~ LET,

t*2U74 |}
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. ip dhcp snooping database

Device> enable

Device# configure terminal

Device (config)# ip dhcp snooping database tftp://10.90.90.90/snooping-rp2
Device (config) # exit

KIZ, DHCP AX—tr 7= b I A — NI E AL £ TOR M ZFRET 5 B
R LET,

evice> enable

Device# configure terminal

Device (config)# ip dhcp snooping database write-delay 15
Device (config) # exit

B tx2U7«
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ip dhcp snooping information option format remote-id .

ip dhcp snooping information option format remote-id

F7varVE-FIDY T T ar ZRETDITNE. T ADTa—rL a7 ¢
¥ = L—1 3 > F— K Tip dhcp snooping information option format remote-id =2~ > K % {# /]
LET, 774V OVE—RNIDHTA T 3 U ERETHICE, Z0a~r KonofBlz
HHLET,

ip dhcp snooping infor mation option format remote-id {hosthame | string string}
no ip dhcp snooping infor mation option format remote-id {hosthame | string string}

EXDiRHA hostname FRAZADKRAMZEYE—FID & LTHEELET,

string string 1 ~ 63 ™ ASCII X5 (A~X—27 L) AL, VE—MID ZEELE
K

AT RFIAILR FNRAZADMAC T R A%, VE— KID T9,

9T R E—F Jua—sr ar7 4 ¥ a2 b—3 3 (config)
A%y FEE 1y—2 RERNE
Cisco IOS XE Fuji 16.9.2 Zoavwy RPREAINEL

770

FEHEDHA KS4 > DHCPAX—VE U JVRIEZAMIT I21E, ipdhepsnooping 7 m—/ L a7 Fab—a
vawy REFEHLTDHCP A X — 0 7 & 7 a— )Ll 32— T HMERH Y 9,
T a v QEEENRA R —TNVDEE, TNV DYV E—NIDYV T F T a3 I TF A A
DODMACT RLATY, Zoavwy REFEHATLIE, T/ ADKA N ET-1X63 D ASCIT
LFH| (A=) OWTInEVE—RID &L LTHRETEFET,

Y

GE) HAMNSXFEEB255E6. VT —FIDHRETIE 63 LFEURITAK I ET,

KOFITIE, A7 arQIVE—FIDYTA T a v 2RETLIHEZTRLET,

Device> enable

Device# configure terminal

Device (config) # ip dhcp snooping information option format remote-id hostname
Device (config) # exit

I X7+« .
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. ip dhep snooping verify no-relay-agent-address

ip dhcp snooping verify no-relay-agent-address

B DEREA

aAvY R FI4ILE

AR E—F

DHCP 7 FAT7 v hAvE—VDY L—2—V 2 b7 RL A (giaddr) MEETE 20—
NEDIZTATY I N—RUx27 7 RLRIZ—HKTHZ L &MERL T, DHCP AX—E' 7
MEE T 4 E—7 T DI, Y e— L a7 4 X2 L—3 3 v F— R Tipdhepsnooping
verify no-relay-agent-address =~ > R&fiH L £7, MiEx A4 3—7 /T 512X, Zoa~
Y RO noBEXAEEHLET,

ip dhcp snooping verify no-relay-agent-address
no ip dhcp snooping verify no-relay-agent-address

ZoOa=y FIZEBIEELEEF—TY—FEH Y EH A,

DHCP A X —E v ZHERETIE, B TEXARWVWA— KN EODHCP 7 74TV b A v =YD Y
L—T—V =z FMIPT KL A (giaddr) 74—/ KPR 0 THDHI EEMERLET,

Jua—s )L ary7 4 Xalb— 3 (config)

avy FERE

FEREDAHA RS2

1)1)—=x EENE
Cisco I0S XE Fuji 16.9.2 Ioavwry RBREAINEL
77

F 7 4L hTid, DHCP A X — b Z i TIx, [ TE 2R — K EODHCPZ T4 7 K
Avt—VDYL—2—T =2 FDIPT FL A (giaddr) 74—/ K0 THDHZ & a2MERL
9, giaddr 7 4 — L FAN 0 TRWES, AvE—YEkay7&nEzd, Bifz27 1 &—7
23 % I2iE, ip dhep snooping verify no-relay-agent-address =~ > RZ&fH L £, MiEx
BEA 32 —7 W9 521X, noip dhep snooping verify no-relay-agent-address =~ > R % i
LET,

WIZ, DHCPZ 74 7 > b A vt —V O giaddr ik & A X — 7 W T 562~ LET,

Device> enable

Device# configure terminal

Device (config) # no ip dhcp snooping verify no-relay-agent-address
Device (config) # exit

B tx2U7«
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ip http access-class .

Ip http access-class

HTTP Y —"~D7 7 2 A ZMIRT 272 OIMEMT 27 78 A Y A MERET DL, T u—
SNV a7 4 F¥ 2 b— 3y T— KT iphttp access-class =2~ > K& L E9, LARTICE
ELTZT 78R A NOREMITEHIBRT 2I12E, Z0avr ROonoBREEH L ET,

ip http access-class { accesslist-number | ipv4 { accesslist-number | accesslist-name }
| ipv6 accesslist-name }

no ip http access-class { accesslist-number | ipv4 { accesslist-number | accesslist-name
} | ipv6 accesslist-name }

B DEREA

AR R FIAILE

AU R E—F

e

accesslist-number | Y m— )L 3> 7 4 X2 b —3ar avy N accesslist A L TRE
ENbH, 0~99 DIEHETP 77 AU 2 N7,

ipv4 Y X 27 HITP Y —_~DT7 7 B A %ZHIBT 2L HICIPvEaT 72X U R
MEfRELET,

access-list-name  |ip accesslist =~ > K CTRRE SN TIEHE IPv4 77 & A Y A h DA,

ipv6 ¥ 27 HITP — "~DT 7 & 2 ZH[B+25 L 52 IPv6 7 7 & 2 U %
NEtEELET,

T A UA ML, HITP U —RIZi3@#HA SN ET A,

Jua—)b ar7 4 X2 lb—3 3 (config)

avy FERE

FEREDAA RSM4 Y

3l

=2 LEAE

CiscolOSXEFuji16.9.2 | m oo~y R A ShE L7,

ZOaw Y RRREENTWDE E, FBEENEZT 78 A U 2 MIHTTP Y —ZEH Y B THN
F9, HTTP U — N3, B2 Z 0 ANDHINCT 78 A ) A b afER LEd, HRICklT 5
L. HTTP Y — N3 B R 2R L8 A,

WIS, T78A VA RE20ICEHR LT, HTITP —ZHID B THHERLET,

Device> enable

Device (config)# ip access-list standard 20

Device (config-std-nacl) # permit 209.165.202.130 0.0.0.255
Device (config-std-nacl)# permit 209.165.201.1 0.0.255.255
Device (config-std-nacl)# permit 209.165.200.225 0.255.255.255
Device (config-std-nacl) # exit

Device (config)# ip http access-class 20

Device (config-std-nacl) # exit

WRIZ, IPv4 DRREFHAT 72 A U A M&EEFR LT, HTTP — ZE| Y BT H 4| %2R
LET,
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. ip http access-class

Device> enable

Device (config)# ip access-list standard Internet filter
Device (config-std-nacl) # permit 1.2.3.4

Device (config-std-nacl) # exit

Device (config)# ip http access-class ipv4 Internet filter
Device (config) # exit

BEa<w> KR av U R i AR

ipaccesslist (IDZ7 7 A YAMIEIVLET, 77HAVA DAy 7 4 Xal—a
T—FZBBLET,

ip http server |HTTP 1.1 #—/% (CiscoWeb 77 % oo—W f L X —T = A% ET) & A
F—T NI LET,

B tx2U7«
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ip radius source-interface .

ip radius source-interface

T RTOFELE RADIUS X7 MIXF L THRESNT A VX —T = A ZADIP T RLAZEHT
% X 912 RADIUS % ETAI21E, Zo— L ary7 4 X2 lb— g2 F— FTipradius
source-interface =~ > RZHEH L9, X TOH(E RADIUS /X7 > MIk L THRE Sz
AVHE =T A ADIPT RLAZMHLARWE 9IZRADIUS % ET 521X, ZOa~v R
D no IEAAEFEH L ET,

ip radius source-interface interface-name [vrf vrf-name ]
no ip radius source-interface

BX DA

ARV R TIFIE

AR E—F

interface-name | RADIUS 3 X COREE/ 7 v MERT 541 v 4 —7 = A ADLRTTT,

vrf vrf-name ({£&) Virtual Route Forwarding (VRF) HLLOFKE T,

T 7 4 v N OBEMEREIZSH W FH AL

Ju—n)L a7 4 ¥ 2 b—3 3 (config)

avy FERE

FEREDAHA RS2

)1)—2x EHEAR
Cisco I0S XE Fuji Zoawy RBREAINE LT,
16.9.2

Zoa<wy RiE, §XTOHR(E RADIUS N7 > FOXEILT FLAL LTHERT L1 & —
T2AADIPT RLAEZRETHHAIHERALET, A VX —T=A ART v 7IRETHD
RO, ZOIP 7 RLAMNMER &£, RADIUS —XTix, IP7 FLAD U A b Z{fE4
HROVIC, TRTOFRY NI—T TIRA I TAT U MK LTI ODIPT RLAT Y b
VEMATEET, AV X —T2A ANT v TIRETHDLNE T L IRRETH 5 0MTBfFRAR <
BB O WAL v X —T =2 ADIP T RLUAMER S £,

FRZ, V=2 BB DA =T =2 A ANH Y | FFEDN—Z 5 DT~ TDRADIUS /87
MZFE—DIP 7 FLARGEEND K 52T 5%61%, ipradiussource-interface =~ > RA3&
i‘z“%\i—é—o

BESNIA L EZ—T oA RTHDBRIP T RLARHY . 7T v DRETRWE . BREITED
IR EH A, FBESHIEA LV F—T A ZTARRIP 7 RLARRNBERL 7 L IRRET
HAHHA . RADIUS IZ & 5 T AAA — N~ D i 70 b — MIHIST 52—V IP &I S
F9, TNERBEETDICE, AV F—T oA AZHHRIP T RLAZBINT 50, DA
B —T A AT v IREBIZLET,

ZPDa~r N%& VRF B CTRET A2, vrfvrf-namex—TU— REBIEEHHLET, =0
W2k, 2—For— MO 2—FD)— b EDOHERRN R WESRON—T 4 T —T
E T TEEET — B TX E 9,
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. ip radius source-interface

Bl WIZ, T_XTDFIE RADIUS X7 » M LTA v H—T =24 A2 DIPT KL A%
42 X 912 RADIUS #RETAH %~ LE T,

ip radius source-interface s2

RIZ. VRF DEZRIIK L TA X —7 = A % Ethernet0 D IP 7 FL A& AT 25 X9
\Z RADIUS # & ET HH 2R LET,

ip radius source-interface EthernetO vrf vrfl
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ip source binding .

Ip source binding

ABT AT IP ) —ANL T 47 2 MY ZBINT 521X, ip sourcebinding =~ K
PEALET, ZEZT A v I IPY—ANRNL T 407 2 N RHIBRT 53, coavy
RO no X AEHEHLET,

ip sourcebinding mac-address vlan vian-id ip-address interface interface-id
noip source binding mac-address vlan vlan-id ip-address interface interface-id

BX DA

AR R FIAILE

ATV R E—F

mac-address NRA VT 4V ITRHEBEMACT R
L ATY,

vlan vlan-id LA ¥ 2VLANID #¥ 8T L %
T, ARNRMEIL 1~4094 T
7,

ip-address NAVT AV TRRIPT KL
ATY,

interface interface-id WA B —T =2 A4 ADID T
7,

IPEETNNAS T4V TIEIREINTOVET A,

Jua—)L a7 4 ¥ ab—3 3 (config)

avy FERE

FEREDAA RZM4 Y

)1)—= EEANE
Cisco I0S XE Fuji 16.9.2 IDavwr RPNEAINEL
77

ZoavwrRE RET 4T IPY—ANRNAL T 4T = NPT ERBINT S
TEET,

nofEid, IS HIP Y —ZA L U F 472 b U ZHIBRLET, BIBRAERFRICIITSN
B0, TRTOMENT A= PEMHIC—HLRTNERY A, EAXAXT 47 1P
NRA T 47 2 FUIEMAC 7 FL AL VLAN B SR F—THHZ LICEELTLES
VW, 2= RIZEEFEDO MAC 7 KL AL VLAN H5RNEEN556. oA T 407 =
Y MUMMERENARDOVICBEFEONRA T 4 T 2 RUDBH LW T A—Z THHINE
RS

ROFITIE, AET 47 IPV—ARNLUT 407 = M) &IN5 5E%ERL
=7,

Device> enable
Device# configure terminal
Device (config) ip source binding 0100.0230.0002 vlan 11 10.0.0.4 interface
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. ip source binding

gigabitethernetl/0/1
Device (config) # exit
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ip ssh pubkey-chain .

Ip ssh pubkey-chain

SSH ¥—/N— E D 2 —H—35 L O — X —3HFE A IZ SSH Rivest, Shamir, 3 X T Adleman

(SSH-RSA) F—ARETHITIX, /r—YL a7 4F¥al— a3y E—RFTipssh
pubkey-chain =~ > N&#H L %9, SSHY— —D2—H—I L O — —FZGEH D SSH-RSA
F—ZHIRTAI2E. Zoavwr Rono BERXAHEHLET,

ip ssh pubkey-chain
no ip ssh pubkey-chain

X DEREA ZOavwy FIESIEELITF—TV—NEH Y A,

ATY KR FI4J)k  SSH-RSA F—I@E SN TWVERA,

AT R E—F sua—s)r ary7 4 F¥ab— 3 (config)
Qv RBE yy—2 RENE
Cisco IOS XE Everest 16.9.2 Thavwr RPREAINE LA,

FEEEDHA K54 > ipsshpubkey-chain 2~ REEH LT, SSH h—/"—& a2 —HF—DAMHF —FERELZ MR L £
B

i Wiz, AR —E AT B FEOFE T LET,

Device> enable

Device# configure terminal

Device (config) # ip ssh pubkey-chain
Device (conf-ssh-pubkey) #

BEa<w> R avw > kR Bl

ip ssh stricthostkeycheck | SSH#— X—TORi# /R B A b F—DF = v 7 ZHHIC LE T,

I X7+« .
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. ip ssh source-interface

ip ssh source-interface

A B =T 24 ADIPT RLAZEX2T =/l (SSH) 7 I7A T2 FTFAAL AOEETT F
VAL LTHRETDIZE, Za—3L a7 ¥ ab—y g F— K Tipsshsourceinterface
av REMALET, BHEXLT FLALELTHRELEZIP 7 RLAZHIBRT 212X, o=
~ RO noBXEHEHLET,

ip ssh source-interface interface
no ip ssh source-interface interface

EXDiRHA interface | 7 KL 2% SSHZ 94 7> hDOREETLT FLAL LTHHATHA v Z—T =4 A,

ATV ERFI4IAL  BEICELENA SV E =T = ADT RUARKEILT FLRE LTENINET EbiLn
AV E =Tz A ALSSH Ty bBREFEINLHMNA L F—T = ATY) |

STV RE—F Jua—s )L ary7 4 Xab— 3 (config)
av > RERE J1)y—= EEAR

CiscoIOS XE Gibraltar 16.10.1 | = o=~ FpEAINE L7,
Cisco IOS XE Gibraltar 16.11.1

FERLEOHA KSq4y ZO0Oa~vryFREEETLILICLY, SSHYZ 747 2 FOKEILT FL AL LTHEELA
F=T2AAADIPT FL AR5 L5 ICHEH T £,

#l OB TIL, GigabitEthernet 1 > % —7 = A A 1/0/1 IZFID ¥ THNIZIP T RL AN
SSHZ 747 v FOREILT FLAL LT EhET,
Device> enable
Device# configure terminal

Device (config) # ip ssh source-interface GigabitEthernet 1/0/1
Device (config) # exit
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ip verify source .

ip verify source

A B =Tz A A LD V=2 =R AMNTHI0E, A V=T =X AT 4 F =
L—y a3 E—RTipveifysource 2~ > REEHALES, IP VY —R H— FEEHTTDHIT
X, Zoa~vr RonoBREHEHLET,

ip verify source [mac-check][tracking]
no ip verify source

mac-check () MAC 7 RLARRFEIC L5 IP Y —%
H— KA F—T Mz LET,

tracking (FE) B— R THIPT N2 25845
FOICIPR— X2 T 424 R—T
LET,

AU R TIHIE

ATV R E—F

P EIETLA — RIZF 4 E—7 LT,

A B —TxA A AT 4F 2l — 3 (config-if)

avY RERE

EREDAARZA4

3l

)1y—= EENE
Cisco IOS XE Fuji 16.9.2 Zoavwr RPREAINEL
72,

EETIPT RLA T4 BZ ) LB IP Y —A H— RaA F—7 M T 5, ip verify
source f > F—Tx2A AR AT 4 Fal—ary avwy REFHALET,

BEETIPT RLA T4 LH ) U ITBEOMACT RVARGECE D IP Y —A H— R& A F—
T T BHITIL, ipverifysourcemac-check f ' X —7 = A A a7 4 Xal—v gy avy
REFERHLET,

WO TIE, FETIPT RLA 74 NVZ Y TICEDBIP Y —RA =R Z—
T A ALETA R—T W TBHEZRLET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernetl/0/1
Device (config-if)# ip verify source

Device (config-if)# end

WROFITIE, MACT RVADKGEIZ LD IP Y —A H— REA 3x—TNWZT 5 5Ex
RLET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernetl/0/1
Device (config-if)# ip wverify source mac-check
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. ip verify source

Device (config-if)# end

R H RS HI2IE, showip verify source 2~ R&E AN LET,
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ipv6 access-list .

Ipv6 access-list

IPV6 7 7 BA VA REEELTT NS AEZIPVT 7 EBA YA a7 X2l — g T—
RIZERET DI, Ze—rL ar 7 4 Fab—v gy T— RTipvbaccesslist 2~ K&
ERALES, 778A VA MZHIRT2I2E,. Z0a<vr FonoBEREHHLET,

ipv6 access-list access-list-name | match-local-traffic | log-updatethreshold threshold-in-msgs
| role-based list-name

noipv6 access-list access-list-name | client permit-control-packets| log-update threshold |
role-based list-name

B DEREA

avY KT+

aAvU R E—F

ipv6 access-ist-name A & IPv6 ACL (iR 64 305°) ZAER L. IPv6 ACL =12/
T4 X2l —ar®—FERBLET,

access-list-name : IPv6 7 7 & A U A kDA |, £ARNIEL, Ai—
A, BRI AL ENTET, £, HFTHDDH T LITT

TEHA,
match-local-traffic H—ANVTERENTZ N T 74 v 71T 2 RE2 AT L%
-éAO
log-update threshold WD/ S O—FRIZ, syslog A v B—TUEBERT Dk
threshold-in-msgs BRELET,

threshold-in-msgs : Ak XL 5 37 v Mk,

role-based list-name 7 —/L~_—Z D [Pv6 ACL Z{ER L £,

IPv6 7718 A JAMIEBENTWERA,

Jua—s ) ary7 4 Xab— 3 (config)

avy FERE

FEREDHA FS1 Y

)1)—=R EEAE

CiscoIOSXEFujil692 | o~ RBEAINFE LT,

IPv6 ACLE, Zu—/ 3L 37 4 ¥ a2l — g £— RTipvbaccesslist =~ K& 9
HZETERSIN, TOFREHEGORMEIZIPV6 T 7 A VAN a7 4 Falb— gy

E—RFRTdeny a2~ FBXUpemit 2~ FEfiHT 52 & TRESNET, ipvbaccesslist
OV RERETDHE, TRALRIIPVOT 7 EA VA ary 7 4 Xalb—i gy F—RIR
DNET, IPV6TI7ERA VAN a7 4Xal—gy T—RFhb, BEESD IPV6 ACL IZ
AR I ERORMFERETEET,

t*2U74 |}



. ipv6 access-list

3l

t¥auFq |

\)

6=

A) o IPv4 ACL & IPv6 ACL IX[F U4 RiZEF TEx 8 A,

IPv6 ACL IZ—BRLABNC L > TEZRINET (Pv6IZTFEE TSN ACLZ YR —FLEH

IPv6 X, 7 a— L a7 4 X2l —va B— 6PV 778X VAN a7 %2
L— gy E— RIZAH XD permitany any A7 — k 2> hEB LW deny any any A7 — b
AbhTTa bha) 247 L TCHBRICRESNET,

IPv6 ACLIZIZZE LA, IZIC—E L7 & LT, K2R permiticmp any any nd-na 27—
A2k, permiticmpanyanynd-ns 27— h A~ BIL WM denyipv6anyany A7 — K A
F3BH 0D £T (BTD 2 DD —F 1L, ICMPv6 R A N—ERZZHFF LET) , 1 DD IPv6
ACL IZ1%, BEBRD denyipv6anyany A7 — b A v &2 FIZT L7222 Eb 1 DDOx
YRIUDBEFEENTODLORENRS Y 7, IPv6 R A N—RKE T ATIE, IPv6 1y NU—7
Y —E 2 EFNHT D20, TT7HNVET, £ F—T A A LETDIPVE XA N—{RF T
N DEZAZ D IPV6 ACL I K o THEBRIIZFF A S E T, IPvd DIGE | IPv6 A N—ER T 1
T RHYT BT FLUAER7 e 2 (ARP) TiL, {@RlOT—42 Vo rE7ra ks anLzf]
32720, 774V T, A0 F—Tx2AALETOARP N7 v FNOEZ(EH 1Pv4 ACL 12
Ko THEBRICEF T S VE T,

IPv6 ACL % IPv6 A ¥ —7 = A AIZiEH T 5 I121%, access-list-name 5134 f57E L T ipv6
trafficfilter f v % —7 A XA a7 4 Fal—raravy FEEHALET, IPV6ACL 275
INA AL DFEEFR LG IPve (AR AR B I 3 5 121X, accesslist-name 51 ¥ A 57 L
T, ipv6accessclass 71 v a7 4 Falb—vary avry ReFEHLET,

ipv6 traffic-filter =~ RCA ¥ —7 = A AITH#H 45 IPv6 ACL 1L, 7 /31 AT K- TH
BINEFTFT7 4y 7 TERL, BESNTC T T4 v 727 A VZUBLET,

WIT, listl EWVOAFTO IPV6 ACL ZfREL, T/ A% IPv6 7 7 EAX U A | 3
TA4FX 2l —vary E—RNITHHERLET,

Device> enable

Device# configure terminal

Device (config) # ipv6é access-list listl
Device (config-ipv6-acl)# end

WIZ, lis2 LW I ARTD IPVOACL R EL, TDACLEA —H Ry A ¥ —T =
AA0 LORENT 7 4 v 7 ICEMT 62" LET, KT, IO ACL = R
I, & ¥ 87 —7 FEC0:0:0:2::/64 (E{ETLIPV6 T KL ADKYID 64> b & LTHA
ka—An 7 V7 47 A FEC0:0:0:22 Z£F>/3% v 1) 73 GigabitEthernet f > % —
Tx2AZ02POHTHTS 2L ZHERLET, 2FBOACL = UL, ZOfo
TRTCOIT T4 IBA =Ry b A F—T 2 A ZA0NLHTITS Z EEFFAIL
T3, 2/DOT U R UL, 45 IPv6 ACL DK IZHEERAI 7 deny all 50038 5 729,
MEEE 720 FT,

Device> enable

Device# configure terminal

Device (config) # ipvé access-list list2 deny FEC0:0:0:2::/64 any

Device (config) # ipvé access-list list2 permit any any
Device (config) # interface gigabitethernet 0/1/2
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ipv6 access-list .

Device (config-if)# ipvé traffic-filter 1list2 out
Device (config-if)# end

X7+«
I



. ipv6 snooping policy

FauFq |

Ipv6 snooping policy

IPv6 AX—E L7 R —FREL, IPV6AX—E LV a7 4 Xal—arET— N5
BT B2k, Zu—sL a7 ¥ a2 b— 3 > E— KT ipv6 snooping policy =2~ > K& i
FALET, IPv6 AX—E 7 KR —ZHIRT DI, Z0a~vy RonoBXEHEHALE
R

ipv6 snooping policy snooping-policy
no ipv6 snooping policy snooping-policy

BX DA

AU R TFI4ILE

AR E—F

snooping-policy 22X —t'> /" RY P —Da—HEFEL, RU T —L TR 72058
(Engineering 72 &) FE7213%H (0728) #EHTEET,

IPv6 AX—E 7 RY T —IREENTVER A,

Jua—s )L ary7 4 Xab— 3 (config)

avy FERE

FEREDHA K54

=2 LERE
Cisco I0S XE Fuji 16.9.2 Toavy RREASREL
776

IPv6 A X —E v 7 R o —%ERd 5121, ipv6snoopingpolicy =~ > K&fH L £9, ipv6
snooping policy =~ > RWA RX—T7 VDA, a7 4 X2 b— 3 F— KN IPv6 A X—
By / ar74Fal—rvary - NIEREINET, ZOF— KTE, BEHEDIKRD IPv6
Tr7—ANRy X2l T4 avr RERETEET,

e devicerole =~ Rid, A— MIER SN TWVWDEIT NS AD R —LEIFE L ET,

« limit address-count maximum =< > Ki%, A"— F A TE 5 IPv6 7 F L 2D EHIR
LET,

s protocol =< > R{%, 7 KL A% Dynamic Host Configuration Protocol (DHCP) ¥ 7zi%
Neighbor Discovery Protocol (NDP) TUUET HMERH DL Z L ARELE T,

e security-level =<2 Rk, @HINL2EX 2V T OV LVEEELET,

etracking 2~ > Rix, R—FrOTFT 73NV DT X T R —% EEXLET,

s truged-port =< Rk, R— F2EHTEHLR— L LTHRELET, 2FED, AvE—
VEZAG LI L FITHGENREMICETIN DD, Fo7o EfTSNERA,

WIZ, IPv6 AX—E 7 R o—2RET HH 2 R~LET,

Device> enable
Device# configure terminal
Device (config) # ipv6é snooping policy policyl

. X2 T+«
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ipv6 snooping policy .

Device (config-ipv6-snooping) # end

X7+«
I



. key chain macsec

FauFq |

key chain macsec

A X — (PSK) Z2HEGT D720 T N, A X —T = A AD MACsec F—F =— 2 D
AAiERETHITIE, Fa— L a7 4 ¥ a2 b—3 3 F— KT key chain macsec =~ >
REHHLEYT, CDPEZT 4 E—7 0T 512k, Zoa<wr RonoBRXEHHLEI,

key chain namemacsec
no key chain name[macsec ]

BX DA

AR TFIAILE

aAvU kR E—F

name x—%HS4 5720l 25— F = — 2 DLHi,

key chain macsec [T/ > TWET,

Jua—N)L ar7 4 ¥ alb—3 3 (config)

avy FERE

)1)—= EEANRE
Cisco 10S XE Fuji 16.9.2 Zoavwr RPEAINEL
776

Wiz, 128 By FOFEFHA X — (PSK) ZHET 57292 MACsec ¥ — F=— 2%
RETHHERLET,

Device> enable

Device# configure terminal

Device (config) # key chain kcl macsec

Device (config-keychain-macsec) # key 1000

Device (config-keychain-macsec) # cryptographic-algorithm aes-128-cmac

Device (config-keychain-macsec-key) # key-string fb63e0269e2768c49bab8eef%9a5c2258f
Device (config-keychain-macsec-key) # end

Device#

Iz, 256 €y hOFFHEA F— (PSK) RSG5 72DIZ MACsec ¥ — F=—2 %
RETHHERLET,

Device> enable

Device# configure terminal

Device (config) # key chain kcl macsec

Device (config-keychain-macsec) # key 2000

Device (config-keychain-macsec) # cryptographic-algorithm aes-256-cmac

Device (config-keychain-macsec-key) # key-string c865632acb269022447c417504alb
£5db1c296449b52627ba01£2ba2574c2878

Device (config-keychain-macsec-key) # end

Device#

. X2 T+«
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key config-key password-encrypt .

key config-key password-encrypt

2AT 6 DR HX—%7 714 ~— K NVRAM [ZfR(FTDHICIL, Zu— b a7 4 Fal—
3 v & — KT key config-key password-encrypt 2~ > K& LEd, BEE{baT 4+ &—7
ST HICE, Zoa<wr FonoBEXAHEH L £,

key config-key passwor d-encrypt [text]
no key config-key passwor d-encrypt [text]

X DA tet (&) Password F7/-13 master ¥—,

GE)
FriEAXF—REZIb sV E Iz T 57201, tet 5 EiEEHET, oD
WA BT T 47— RafEH (key config-key password-encrypt =~ > KZ AL
7-#%IZ Enter F—ZfH) 752 & 2T L £,

ARV R TIFIR FAT6NAT— RS HF =377 A X— F NVRAM IZfRfFSNER A,

AT R E—F Jua—s L ar7 4 X a2 b—3 3 (config)
avy FER Jy—= g
Cisco 10S XE Fuji 16.9.2 \s
L

FEREDHA K54y CLIZEMALT, FL—0T7F XA MORAT— RE X A7 6 TNVRAM ICLZRIRFTE
FI, XA T6DNAT— RIFE{LIhTWET, bz AU —FAEKEZ, HEL
TORB LD 52 LITARETT A, ZENEEBILL TEBEONRAT— RERET L2 LT
IK#EC9, key config-key password-encrypt =~ > K% password encryptionaes =~ > R & &
WZERTHE, NAT—RERELTA R—T7MITEET (F— OB HAbIZIT % —r
5Ch D EER LB (AES) MAMEM EivET) . keyconfig-key password-encrypt =~ > K
EHEHLTRESNTEANZAT =R (F—) X, 71 ZANOZDMT X TOXF—%2 K515
VAL —EEX—L LTHERSNET,

password encryption aes =~ > RZ k7 HER. [FIRFIZ key config-key password-encrypt ==~
v REBRE L7 & show running-config =~ > KX copy running-config startup-config =~

¥ R ERRE SN TV L EEIRFCAHRENA K (NVGEN) e AHIIRO X D7 A vt —
VI ENET,

“Can not encrypt password. Please configure a configuration-key with ‘key config-key’”
NRT—FDER

key config-key password-encrypt 2~ > RZfEH L TXAU— K (v A& —F—) NEE IR
T%a. FTEHEBE S bINTGE8ICE VARV TY A NI NG, A7 6EEREHINT
WEHET TN r— g BV a—b~, BREAEIOXF—LEFHOF—NEINET,

I X7+« .
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. key config-key password-encrypt

3l

INRA T — DIk

key config-key password-encrypt 2~ > RZEH L TREISNTC Y AZ —F =N AT LD
HibREn &, #A 76D/ AT — RTRTBHERARANC/R D V) NEDOEENH IS E
T (FRIC, fEEHO T v 7 b RRINET) . BEXF 2 VT 45K E LT, bz
NAT— R, CiscolOS V7 " =T IZL o THE LSS Z &id7l a3, =720,
FTTICHALEZLYIC, RATY—REFRES LT LidTEET,

A

B tx2U7«

FE  key config-key password-encrypt =~ > RZMEH L CRE SN/ SAT— Rix, —ERkbh b

CEETEETA, TOEH, NAT— RELZERGFNCRITFLTBL 2243 L7,

INR T — FIESE DR E AR

nopassword encryptionaes =~ > K& H L C/RA T — R SAL DR E &R L T, BEFED
LA T 6/RAT — RETRTELEINTITFESNE T, key config-key password-encrypt =~
VREMRLTRELEZ AR T— R (v2F—%F—) BbiuE, 77U r—v s o CRECS
UCTHAT 6327 — REEB{LTEET,

NRD—FORE

(key config-key password-encrypt =~ > RZfEH L CaESiic) NAT — RiFGkEcs [
el TERWIZD, THAAL ANH/RAT — REFST 2 HEEH Y FHA, BEFOEBEAT —
Ta T, FORNEIZF—PEMIND K omibsind 2 & THID T, NAY— RONEEL
(%) ZEMTEET, ZOHA, NAT— RIFHEAT —2 3 VINERICR IR T D 4
ERdHY ET, TFTP i L TIRIESNTEREIL, AF U RT7T R TEHRWED, T84 X
WZiZn— R TE £ A, HEET A Ao — KT 50H1#%I12i%. (key config-key
password-encrypt =~ > RZHH L T) AU — K2 FEHTENTILERH Y £3, o
AT — R, RFESNZRECFEHTEMTEET, 272 L, FRUTE > THRENOT X TD
NRAT— REHELDEBLTE DX IR D0, FINZLH /AT — FOBIMIfTHhRnZ
LR ET,

FRNRT— FELEFHANRRT— FOERE

ANEFIEH Y 8T RR—Z N LEREXL, TR AY —F—|Z#E LRWEGE~ A
F—F—PFELRWEGE TS, XEEIIMRFINET, ZELIOHRAIIET I — M Ay
E—UNERINET,

“ciphertext>[for username bar>] is incompatible with the configured master key.”

VAE—F—EFHHICRETH L, L= TFARNOF LT RTHE LS, #1760
F—ZRVET, TTIHAT 6 THLHIF—IIRFLEINT, BEORENSHERR SN ET,
BEFED~ AR —F—NRbNHE, 32 ONENRHOEATX, nokey config-key
password-encrypt 2~ > RZfMH L CEO~Y A —F—ZHIRCTEET, v A X —F—%HIkR
LTH, BEFORE AL/ NAT — Rid, B b SNTIREEDO £ £ 7 31 ARENICRFF SN E
T TNHDONRRAT— RIIEB{LTEEEA,

WIZ, AT 6 DKFH5F—% NVRAM IZIRFFT 2014~ LET,
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key config-key password-encrypt .

Device> enable
Device# configure terminal
Device (config)# key config-key password-encrypt

MEavF av YR B
passwor d encryption aes Z A7 6 DO EALEH]
L/jz—a_o

t*2U74 |}
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. key-hash

key-hash

SSH-Rivest, Shamir, ¥ &' Adleman (RSA) $—D ¥ A 7L AR ZTET HIT1E. SSH A
F—ar 7 4 Xal— g E— RTkey-hash 2~ R&H L EJ, SSH-RSA AR F—%
BT AI1I2lE, Zoa~<vry RonoBERAFEHLET,

key-hash key-type key-name
no key-hash [key-type key-name]

XD key-type key-name | SSHRSA AR — D & A 7 & 41,

ATV R FI4I R SSHF —DX A T LARNIRE SN T ER A,

ATV R E—F SSH AB*x—= 7 4 ¥ =2 L—3 3 > (conf-ssh-pubkey-user)
avy FERE ))y—=R EERNE

Cisco I0S XE Everest 16.9.2 | = > =2~ > K3 Cisco Catalyst 9200 > U — R Z A v F|TEHA S
F L7z,

Cisco 10S XE Cupertino 17.9.1 | = ¢ 1< > K3 Cisco Catalyst 9200CX > U — & A A v F(ZEA
SNFE LT,

ERLOAA Foqy MEX—/AHF T ORETIL, ¥—4( Tk shralc T2 56ERH D £, AT —%
FHNDONY Y 2 B FE T DI, Ny VA Y 7 by =T EERALET, £, Blov Ao
THRA APy Vafizabt =352 b TEET, AHF—T =2 ZHOTANT 256
L. key-string 2~ RZEFEHATHZ L2 BEIDLET,

#l Wiz, SSH ¥ —D % A 7 & &ria s T %5 LET,

Device> enable

Device# configure terminal

Device (config) # ip ssh pubkey-chain

Device (conf-ssh-pubkey) # username test

Device (conf-ssh-pubkey-user) # key-hash ssh-rsa keyl
Device (conf-ssh-pubkey-user))# end

Device#

BEa<w> KR avw >R ERBA

ip ssh pubkey-chain | SSH #—/X— E D —H—F L O — N —FB3E A IZ SSH-RSA ¥ — %%

ELET,
key-string UE— hET D SSHRSA ARIF—%fRELET,
username 2P ER—RL LR AT LA EMELET

B tx2U7«
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key-server .

key-server
MKA ¥ —H—N"F 7T a3 U ERETHIIE, MKARY v— a7 4 Falb—rary E—F
Tkey-server 2~ RaEfHALET, MKA F—HV— 473 o Z28HT 5121, a~vr
RO no A& L £,
key-server priority value
no key-server priority

BX DA priority value MKA ¥ —H%— D7 F A F VT 4 flEEFEE L

£
ARV R T4 L MKA S == NEEc e > T

ATV R E—F

MKA R v — a7 4 ¥ =2 L—3 3 (config-mka-policy)

av Y RERE J1y—= EEARAR

CiscolOSXEFujil6.92 | = pa~<wy R EAINE LT,
& KIZ, MKA % —4—AZ@RET 5075 LT,

Device> enable

Device# configure terminal

Device (config) # mka policy 2

Device (config-mka-policy) # key-server priority 33
BEa<v 2K Command Description

mka policy MKA R v—&#ELET,

confidentiality-offset M 7% > M & E LT MACsee ZBfESHF 7,

delay-protection MKPDU D i%5{5 CIEALR#E LT 5 L ) ICMKAZRE L 7,

include-icv-indicator MKPDU IZICV A v P — R 2 &0 FE T,

macsec-cipher-suite SAK #lUfG T 5720 DI EAL — b ERELET,

sak-rekey SAK F—FAKERERELET,

send-secure-announcements| MKPDU D& E TEX 2T R T F 7 A5 %EET 5 L 512 MKA

ERELET,

ssci-based-on-sci SCIIZESWT SSCI #EME L £,

t¥au7+ I
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. key-server

Command Description

use-updated-eth-header ICV B RICITEH S NToA —F Ry by X —ZEHLET,

B tx2U7«
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limit address-count .

limit address-count

R—= R THEHTEHIPv6 7 R L ADEAHIRT 5121%, Neighbor Discovery Protocol (NDP) A
VAR gy R = ar 7 4 FXalb—ary B— RELIEIPVE AX—E T a7 g
¥al—3 3 F— FTlimitaddresscount =~ > R&EHHALET, T 74/ MIRDITIE,
nofEXoa~<r REEHALET,

limit address-count maximum
no limit address-count

‘X0

'_E_Iu“:I

B

AR TFI4ILbE

aAvU R E—F

maximum  R— K CHA SN TWAST L 20%, &I 1 ~ 10000 T3,

T 7 /b MR EIT IR T,

IPv6 AX—VE 7 a7 4 X a2 b—3 3 (config-ipv6-snooping)

ND A VAT gy R — a7 X alb—3 a3 (config-nd-inspection)

av Y RERE

EREDAARZA

)1y—= EENE
Cisco IOS XE Fuji 16.9.2 Zoavwry RPREAINEL
7.

limit address-count =~ > Fi&, KU =P EHA SN TWDHR— M THEATE 5 IPv6 7 F LA
OEAEHIBLES, A— K EDIPV6 7 RLZADEHIRET L, A F 4T F—T 0
A ZAOHIFRIZENL D £, &L 1 ~ 10000 T,

RIZ, NDP R U > —4 % policyl LEE L, A— M THEMATE S IPv6 7 FL 2D %
25 IZHIRRT 2l 2R LET

Device> enable

Device# configure terminal

Device (config) # ipvé nd inspection policy policyl
Device (config-nd-inspection) # limit address-count 25
Device (config-nd-inspection) # end

WIZ, IPv6 AX—E 7R Y v —4 % policyl LEFRL, N"— M THEMATZ 5 IPv6 7
R L ADEZ 25 ICHIRT o612~ L £,

Device> enable

Device# configure terminal

Device (config) # ipv6é snooping policy policyl

Device (config-ipv6-snooping) # limit address-count 25
Device (config-ipv6-snooping) # end

t*2U74 |}
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. local-domain (/35 A —%& < v )

local-domain (/XS A —K<T v )

Cisco Umbrella fEEHERED B — NV KA A VERET HIZIE, RTA—F v T XA THE=
V74X a2l —v a3y F— KFTloca-domain =~ F&EfEHALET, a—h/L KAA L &Hl
B 5icit, Zoavr Ron a2 FEHLET,

local-domain regex param map_name
no local-domain regex_param map_name

RBX DA regex_param _map_name EERIRBINT A =2~ v T DA,

SRR TFIAI R STA—ET T DOO—T L RAL VIEER SR TOER A,

AT R E—F NRIA—L <2 TEALTHEa LT 4 F 21— 9 (config-profile)
vy RERE )1y—2 EEANE
Cisco IOS XE Amsterdam 17.1.1 ZOawy RREAINE L
7=

FEHLEDHA RSAY HRKADE—H)V AL ERETEET, FAISND AL UHADR ST 100 XFTT,

i Wic, B— WL RAL L ARET 0T LET,

Device> enable

Device# configure terminal

Device (config) # parameter-map type umbrella global
Device (config-profile) # local-domain dns_bypass

BEEav R avw Uk Bl

parameter-map typeumbrellaglobal |Umbrella E— R TRTF A —Z~ v S 2 A4 FhFELE
—a—o

B tx2U7«
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mab logging verbose .

mab logging verbose

MAC 3B3E/SA 732 (MAB) DY AT LA vE—InbiiEdE 7 4 V2 Y o 7T 51T,

Ja—sNL ar 7 4 X2 lb— 3 F— K Tmab logging verbose =~ RZEH L 7,

MAB Y AT LA vE—V0OurX 72T 42 —7MIT25I2E, ZDa~r ROno R EH
ﬁHl—/ij‘O

mab logging verbose
no mab logging verbose

HET 2 8H ZOa=y FIZEGIEERITF—Y—NIH 0 A,

ATV R FI4ILE VAT AAvE—VOREMR ZIIAE o T E R AL

ATV R E—F Jua—)b ar7 4 X2 lb—3 3 (config)
avy FERE )1)—= EERNE
Cisco 10S XE Fuji 16.9.2 Zoavwr RREAINEL

776

FERLEDHA KSq4Y ZOIATYFICEYD . MACRRE A /S A (MAB) VAT A Ay E—Yinb, PRSI KRY)
IR EOFEMFIRN 7 4 Vv F ) T ENET, RIA v -7 AN F ) 7S EEA,

verbose MAB VAT L A vt —T% 7 4 V2 Y 7T B, IROTFINAIZHEVNE T,

Device> enable

Device# configure terminal

Device (config) # mab logging verbose
Device (config) # exit

R A ERT 521X, show running-config =~ > R& AL ET,

EEav2 Kk avvk BL)]
authentication logging ver bose FEES AT LA —UNOEMERE T VR T
dot1x logging verbose 802.1X Y AT LA v —UnbLitiifERE 7 4 L5 U v
mab logging verbose MAC FREE A 7S 2 (MAB) 3 AT LA w—I0 5 i
2V T LET,

t¥alT4a
|
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. mab request format attribute 32

mab request format attribute 32

B DEREA

AR TIFIbE

ATV R E—F

T A ETVLANID N—ZADMACRAEZ A X — 7 /MZT 5%, Fr— v a7 1¥a
L — =2 %F— K Tmab request format attribute 32 vlan access-vlan =~ > RZ&{Hf L &
T, TN IRECETICE. Zoavr FonoERAH A LET,

mab request format attribute 32 vlan access-vlan
no mab request format attribute 32 vlan access-vian

Zoa<xy RIZiE, BIEBELIIF—U—RIIHD AL
VLAN-ID _X— 2 ® MAC RiFIT 4 B —7 /LT,

Jua—)L a7 4 ¥ 2 b—3 3 (config)

avy RERE

EREDAARZA

)1y—= EEANE
Cisco IOS XE Fuji 16.9.2 IDavwr RPREAINEL
72,

RADIUS $— 337K A F MAC 7 FL A & VLANIZESWTH LW —HF2HIETE 5 L 51
TAHIZIE, Zoavwr RE2EH L EJ, Microsoft IASRADIUS — 2 fEH LRy b U — 7
TZOMEEZMEMLET, CiscoACSIZZDa~y RAMELH L ES,

WIZ. T34 AT VLANID X— 2D MAC Rikx A X2 — 7 W+ 502~ LET,

Device> enable

Device# configure terminal

Device (config) # mab request format attribute 32 vlan access-vlan
Device (config) # exit

BEa~vy

K

av YR s EA

authentication event FEEDRIEA X bOT 7 v a2 ELET,

authentication fallback IEEE 802 1X ik &R — K LW I4 7 MO~
7 R E LT Web b2 il 2 X9 — MEsREL

authentication host-mode R— P TR~ F— V¥ E— FE2HRELET,

authentication open R R CH—F T I REARX—TNEITT 1 &=
R

authentication order N— NI 2RFESADNEF 2R E L ET,

authentication periodic R— N CHRBHEZA X —TILVERITT =TT L

authentication port-control R— hOFFEAT — b OFEFHZ A L —7 I L E-

. X2 T+« I
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mab request format attribute 32 .

avy kR

B

authentication priority

R—=FFIA4FVT 4 U R NI FRABINLE

authentication timer

802X KA — hDH A LT T h/XT A —& L
R E LET,

authentication violation

LTSS, ZARR— M T 52>, A— bt
PNAARERELTND L ZIT, H LT /S AR
LACRAET HERT— FERELET,

mab R— kD MAC-based FilF % A F—7 /WM LET,
mab eap Extensible Authentication Protocol (EAP) #{HH3 5

ELET,

show authentication

TR, ZADFBFE~Y F—V ¥ A X2 MZBT L #E

t*2U74 |}
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. macsec-cipher-suite

macsec-cipher-suite

Security Association Key (SAK) #5957 D5 A A — M ERET HI2IE, MKA KR Y
U—ar 7 4 ¥ a2 b— 3 F— KT macsec-cipher-suite =~ > R&ffH L 7, SAK DK
T AA— MR EHTTHITE, Zoavwr FOono BREEH L ET,

macsec-cipher-suite gcm-aes-128
Nno macsec-cipher-suite gcm-aes-128

X DR gom-aes128 128 &' R EIZ L W SAK Z BG4 570D 5 A — hERE L E£7,

ATV R FI4) ~  GCM-AES-128 Bf BALIZA NI e o TV E T,

ATV R E—F MKARY v — a7 4 F =2 lb—3 3 (config-mka-policy)
av Y FERE )1)—2x EERAR

CiscolOSXEFujil6.92 | = pa~wy R EAINE LT,

#l Wiz, 128 B b BEE{EC SAK & B 5 72550 MACsec B 5 A 1 — k&3 2
oL ET,

Device> enable

Device# configure terminal

Device (config) # mka policy 2

Device (config-mka-policy)# macsec-cipher-suite gcm-aes-128

BEa< R Command Description
mka policy MKA RV o—%FELET,
confidentiality-offset WEMEA 71y FEFRE LT MACsee ZEIESHEE T,
delay-protection MKPDU D i%(5 CRIER#EZ AT 5 X 9 ICMKAZ R E L £7,
include-icv-indicator MKPDU (2 ICV A > P —Z G ET,
key-server MKA F—H— 47 a 2R ELET,
sak-rekey SAK F—HAMMRAZRE L £,
send-secure-announcements| MKPDU D %fE T F 277 F 7o 22 %ET 5 X 512 MKA
R ELET,
ssci-based-on-sci SCIIZHE-ST SSCI & FHH L £ 7,

B tx2U7«
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macsec-cipher-suite .

Command

Description

use-updated-eth-header

ICVEEIZIEES SNz~ Ry b~ X —ZFHLET,

t*2U74 |}
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t¥auFq |

macsec network-link

TSV A H—T x4 AD MACsec Key Agreement (MKA) 7’0 k2 )VEREEZ AT
HliZ, AV HF—T 2 A AT (F 2l —3 3 F— KT macsec network-link =< > K%
FEFHLET, CDP 2T 4 &—7/MZT5I2F, Zoavr FonoBXaEHLET,

macsec networ k-link

no macsec networ k-link

B DEREA

AR TFI4ILbE

aAvU R E—F

macsec network-link EAP-TLSFBFE7 1 b 2L 2@ L CTF /A A A X —7 = A ADMKA
MACsec X EZAIMZLET,

macsec network-link (ZHENIZ 72 > TV ET,

AB—Tx2A R AT 4F 2 — 3 (config-if)

avy FERE

)1)—2R EEANE
Cisco I0S XE Fuji 16.9.2 Zoavwr RPREAINEL
776

WIZ, EAP-TLS f8FE~7' 1 ha v &#fEH LT, 1 v ¥ —7 = A AT MACsec MKA %%
ETHHERLET,

Device> enable

Device# configure terminal

Device (config) # interface GigabitEthernet 1/0/20
Device (config-if) # macsec network-link

Device (config-if)# end

Device#

B tx2U7«



| %2054

match (77X <3y FarvJqsF¥aL—3Y) .

match (7o +tX 3w JavJ4FalL—3Y)

VLAN v 72 1 DFERI3EEDOT 7 A VA ey hERBET DL IICHRET HIZ
77?17yﬁ3774¥1V%V5V%%memmﬂva%ﬁmbiTo*ﬁﬂ7f%
2 EHIETAICIE, —oavry FonoEREFEHLET,

match {ip address {namenumber} [namenumber] [namenumber]. .. |ipv6 address
{namenumber} [namenumber] [namenumber]. .. |mac address {name} [name] [name]. ..}
no match {ip address {namenumber} [namenumber] [namenumber]. .. |ipv6 address
{namenumber} [namenumber] [namenumber]. .. |mac address {name} [name] [name]...}

B DEREA

AR R FIHILE

ATk E—F

ip address o hEZIPT7 RLA T 7R VRANEBETHEICT 7 A vy T %

RELET,

ipv6 address 47y FEZIPv6 7 KL A TV ER URRNERETALHICT V7R~ S
ERELET,

mac address X4/ v NEMACT RLA TZ7ERA URRNEBETAHLEIICT V7 ERA vy S
ERELET,

name Ny NEBRETAHT 78R U A NOLETTT,

number Ry NERETAT7EAY A NOERTT, ZOF 7 aid. MACT

I A YA ML TEES T,

TN IDOT I arTiE, — BT A—Z X VLAN v v SIS EE A,

TR A~wy T a7 4 ¥ a2 l—3 3 (config-access-map)

avy FERE

FEREDHA K542

JU—2 FERE
Cisco 10S XE Fuji 16.9.2 Zoavwy RPREAIRE L,

vlanaccessmap 7 H— L a7 4 Xal—v gy avw sy FEEALT, 778 A~y 7 =
V74X alb—var B— RERBLET,

1507 7 2A VA NDAHATELIIEZZANTDLERDH Y £, LOMITERTT.
Ty MEIOFERBEEOT 78 A Y A MIH L TRAETEEYS, W0l X b *ﬁ
ToL MV O—EHELTHTV Y FERET,

TIRA~Sy a7 4X¥al—y gy F—RFTIEL, match =~ &M LT, VLAN (Z
WHINAVLAN~Y vy 70— H&M2 EFXTEET, adiona~r NEHHATLHE, 7y b
DEMIZ B LT XICFETTHT 7 a v B/ ETEET,

Ny ME. RCL7ae haylb A4 7F7O7 782 VAR LTETRESNET, IP X7y
MI.IP727®RA Y RMIXLUTHREIN., IPV6 X7y MIIPVv6 T 7 A U 2 MIXHL TR
A&, FOMORr Y MITXTMACT Z7E®AX URARMIGLTRESHET,

t*2U74 |}
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. match (79X Ty FarvIqa¥xalL—vay)

L~y 7= hJIZ, IPT RLA, IPv6 7 FLABLOMAC 7 FLRAZFETE £,

B WOHITIE, VLAN 7 7 A ~ v 7 vmap4 % 76 L C VLAN 5 & VLAN 6 (2
FiEERLET, TOT 78Ry AT, X7y R T7EA YA R IZE
NieEFMc—8%TsE, A 0¥ —T AR :LIP Ny bR Rey 7 LET,

Device> enable

Device (config)# vlan access-map vmap4

Device (config-access-map) # match ip address al2
Device (config-access-map) # action drop

Device (config-access-map) # exit
(
(

T
HE

Device (config)# wvlan filter vmap4 vlan-list 5-6
Device (config) # exit

R HTeRT D I21E, show vlan accessmap =~ > R&E AN LET,

B tx2U7«
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mka pre-shared-key .

mka pre-shared-key

FEidA X — (PSK) AL TT /A AA X —7 =14 ADMACsecKey Agreement (MKA)
MACsec ZiXET HIZIL, /7 r— L a7 4 X2 b—3 3 F— FT mkapreshared-key
key-chainkey-chainname =~ > K&l LEJ, CDPE27T 4 E—7 T 5I21F, ZDavy
RO no A& L £,

mka pre-shared-key key-chain key-chain-name
no mka pre-shared-key key-chain key-chain-name

B DR

i
N

AR TFI4ILE

aAvU R E—F

mka pre-shared-key key-chain pSK Z i/l L TF /34 A A v Z—7 = A ZAD MACsec MKA
WEEZANMLET,

mka pre-shared-key 137 4 £—7 /L CTT,

AB—TxzARA AT 4F 2l — 3 (config-if)

avy FERE

)1)—2R EEANE
Cisco I0S XE Fuji 16.9.2 Zoavwr RPNEAINEL
776

W2, PSKEFEAHLT, £ % —T7 A4 ZADMKAMACsec X ET HE 2R LET,

Device> enable

Device# configure terminal

Device (config) # interface Gigabitethernet 1/0/20
Device (config-if) # mka pre-shared-key key-chain kcl
Device (config-if)# end

Device#

t*2U74 |}
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. mka suppress syslogs sak-rekey

mka suppress syslogs sak-rekey

AU R FI4ILE

O R E—F

7 728UV T MACsecKey Agreement (MKA) %27 7Y v T—3 32 F— (SAK) D
X —FAERA vE—VEMHIT AL, Zr— b ar T 4 Falb— g F— KT mka
suppresssyslogs sak-rekey =~ > R4 LE4, MKA SAK F—fHARKRA v E—20r ¥
7 a2 T HITIE, ZDavr RO noBREZHEH L £,

mka suppres syslogs sak-rekey
no mka suppres sysogs sak-rekey

Zoavwy R3S ELEFF—U—FEH D £ A,
F_TD MKA SAK syslog A v EZ—URa s ) —MIRRENET,

Jua—s )L ary7 4 Xalb— 3 (config)

avy FERE

FREDHA FSA Y

)1)—=x EHEAR
Cisco I0S XE Gibraltar 16.9.1 Zoawry RPREAINE L,

MKA SAK syslog {9 TOx—FHAMKME CHRICERSI DT, DA 2 —7 =
A A TMKADRE SN TWDIGEITER I D syslog DEDIEFIZEL 720 £9, MKASAK
syslog Z 4 5121k, Zoa~vr REHLET,

5l
KIZ, MKA SAK syslog B X > 7 &l 4 262~ L £,

Device> enable
Device# configure terminal
Device (config) # mka suppress syslogs sak-rekey

B tx2U7«
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parameter-map type regex .

parameter-map type regex

ERRBZEH L THRHED N T T4 v I RE =V ZRETDENRTA =G~y T A, T HBET
DIV, Ze—r )L a7 4 ¥ ab—3 a3y E— T parameter-map typeregex 2~ K%
FHLET, ERERBREZFEH LN TA—2 <y P24 TZHIRT DL, Zoa~vr o
no Bz L £,

parameter-map type regex parameter-map-name
no parameter-map type regex

BX DA parameter-map-name X5 X —#% < v IO, ZOLENIITRK 228 TEE TOEET %
fRETEET,
GE)

TEEFHT L2 LITHER AN E A, STFVRB G TR ST
WRWRD . VAT AIRAIDEAZIRT A=< v THZOERE &
WLET,

AR R FIAL L EBERAT A=~y PRRESATOEEA,

aAavYRE—FK Jua—sL ary7 4 ¥ a2 b—3 3 (config)
2% FEE yy—2 EERE
Cisco 10S XE Amsterdam 17.1.1 ZOawy RREAINE L

77

FEREDHA KSq4 >y ERRRTIE 7R MLFHNELFINEOEDL LTRETLZ L, AXLFEMEHLT
TXANLFHNOBEHDON) T NEBAETHI EHLTEET, ERKRBAZFEHAL T, FFED
TV r—=vary b7 74 v 7 ONERERETEET, 72L& 2E HTTPA v AT v a7
T A~ v 7O matchrequestregex =~ > RZfEH$ % & HTTP /3% kN Uniform Resource
Identifier (URD) XF5ZMETE £,

Ctrl+V Z#3 & CLLIZBW T, L () ¥ TR EOR BTN TR CEAINE T,
e ziE, mETA?g EAST DI, d[Ctrl-V]g £ F—AH LET,

IRDOFIZ, KRR ER AR HOA X PR LET,

% 5:regex * 33 F

XF Bl IE

K b FEEOH T~ LET, 2L xE, dg &, dog. dag.
dtg, BLIUOZINOHLDO XL FEBTEEDOHEIC—HLET,

I X7+« .



. parameter-map type regex

t¥auFq |

XF

Bl

TE

(00 )

P RH

LT BHOT L aEEL T, Y7 RBUCO 2 ¥ 7%
fEHCES L2l ET, & xIX, doa)giE dog BEL W
dag lZ—E L E7 2, dolag ILdoBLWaglz—EH L E7,

Fro, VYURBLHBOIKUREMETHEL & BITEH LT, M
OSSR KRITE £, 2L 213, ab(xy){3)z 1%

abxyxyxyz [Z— L £7,

ZDOAZLFIZL > TRE LN TWAEBEORBEDOWTH
E—ELET, 72L& 2L, doglcat IE. dog F 721X cat IZ—F
L7,

BERITT

BERIORBN 0 EIX 1 EGFETHZ 2R LET, L& X
X, lo?se i, Ise F¥7/2id lose 12— L F 9,

(}I)

ST ORI Ctrl+V Z AT HXERH D £, £H L7
WE L SV THERENIFOH S E T,

TALY AT

pﬁ@%ﬁﬁo
T, =& 20X

L ERREEOEBAET AL AR LE
Io* 1%, Ise. lose. loose 72 ElZ—E L £,

7T A

BERIORBN DR LS IEFET L 2R LET, &
21X, lotsel. lose B X KMloose IZ—F LETH, Isellit—
HLEYTA,

B0 K UBREEH

e

BRI xR0 IR L E3, 7oL 2T, ab(xy){3}zi
WZ—&ELET,

. abxyxyxyz

/Mg IR LIREE

Hip < &b x[ElHR Y X
abxyxyz X abxyxyxyz /& &'l

KLFET, =& zxiE, ab(xy){2}z 13,
=L ET,

[ abe ]

Ay ANOEEDOL T L —BLET, 72L& 2,
a. b, E¥lclc—&®LET,

[abc] 1%

[* abe ]

ARy ATHFENTORVE T E—HLET, L
(E, [rabc] iZa, by ¢ LADEREOILTFIZEK L, [PA-Z]
FRILTFUSADERED 1 LTI —F L ET,

[a-

S 7 T A

BE LIHEHNOTEO LT —H L ET, [aZ X, EED
INCEFE =B L ET, Xikﬁl%ﬁ&Abﬁfﬁ%Té:
b TEET, 7 xiE, [abeg-Z] B LU a-cg-z] iX. a. b,
C. q. I S, W—EHLET,

GE)

Fyva () XTI ALy aNORYIO LT E I35k %
DXLFTHLIEARICORY) T T L7073 ([abe] X°
[-abC]) o

tuvwxyz

B tx2U7«
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parameter-map type regex .

XF sRBA FE
“r 51 AT TFINOKRBE IO AR— AR LET, =& 2
XL "test" (X, B EMRBT DHEITIIAD AR— A B EF
Li—g—o
n Fylbvh ITONEEERELET,
\ TR — VT INLTFORNCS D56, VT IArre—%LET,
e 2 \[FEAT Yy all—FHLET,
char pras SLFENAZLFTROWEGARIE., VFIoAVXTFE—HLET,
\r 1w 1% oxod & —F& L £,
\n WAT AT 0x0a & —E L £,
\t 27 27 0x09 & —FK L ET,
\f = Tk —bLT 4 —F0x0c & —FHLET,
\x nn T R—TENTz16| 16 EE (FEBIZ247) ZMHA L7 ASCIIXXFE —H L7,
HEHL
\ nnn TR —T7 &7 8 |8 R (BEIZ3HT) & LTOASCH XF&—&%LET, 7=
K LT, XF 00T A=A EERLET,
I WIZ, URI BPROIEERFFHONTNNE BT HERRRANAT A~ THEZEL
CTHITP 7 ) r—s a3y 77 AT O —IVXTG A —F< T 2 A ST 56
%i—\‘ [_/gzj‘o

» “*cmd.exe”
* “*money”
* “*shopping”

Device> enable

Device# configure terminal

Device (config) # parameter-map type regex uri-regex-cm
Device (config-profile) # pattern ".*cmd.exe"

Device (config-profile) # pattern ".*money"

Device (config-profile)# pattern ".*shopping"

Device (config-profile) # exit

Device (config) # class-map type inspect http uri-check-cm
Device (config-cmap) # match request uri regex uri-regex-cm
Device (config-cmap) # exit

Device (config) # policy-map type inspect http uri-check-pm
Device (config-pmap) # class type inspect http uri-check-cm
Device (config-pmap-c) # reset

WIZ, 3L hello DR DY T 0 b & —Bd D RICF L/ Fa B Lgu w2 —
YOIEBFHRNT A =S~y TR ET L0 R LET,

X7+«
I



. parameter-map type regex

FauFq |

Device# configure terminal

Device (config) # parameter-map type regex body regex
Device (config-profile) # pattern ".*[Hh] [Ee] [L1][L1][Oo]"
Device (config-profile) # end

BEav R avyU kR

Bl

class-map type inspect

LAXY3EULAVAEIILAYT (T Y r—3 3 EHA) Ok
BATITA<y T EERLET,

classtypeinspect

T arPNETENDNT T 4T (VTR) BERELET,

match request regex

BRAvE—TO URL £20135180 ONT A —%) BNERINZIER
FHL L TWANEIMZESHNTHTTP N T 7 4 v 7 2 A[
TSI A2 HITP 77 A T U A — iR ) U—%R%ELET,

parameter-map type

T A=B< T EERNETIIELE L ET,

policy-map typeinspect

LAY3ILLATYAERIIVLAYT (77 r—a U EE) OB
HATRY) —~v T EERLET,

. X2 T+«
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parameter-map type umbrella global .

parameter-map type umbrella global

Umbrella®— RDONRT A=~y T EA TEZRETHITE, Fr—bar7 s Xalb—g
> &— KT parameter-map type umbrellaglobal =~ > KZ{#H L 9, Umbrella E— KD/3
TA—=E<y T AL TEHIRT HI2E, Z0avry Rono X EHEHLET,

parameter-map type umbrella global
no parameter-map type umbrella

XD ZOawy RIZEBIEELITF—T— REb Y FHA,

ATV RFI4)L R Umbrella B— RONRT A—F < FIERES I TVER A,

ATV R E—FR Ja—N)L a7 4Fab— 3 (config)
av Y REE =2 RENE
Cisco IOS XE Amsterdam 17.1.1 ZOavy RNRBAINFEL
77
2 WIC. /NT A—H 74 A 7% Umbrella E— RICRET 50147 LET

Device> enable

Device# configure terminal

Device (config) # parameter-map type umbrella global
Device (config-profile) #

BEEav R av R il

=111}

parameter-map type | X5 X — &< o FEERETIIET L ET,

I X7+« .
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password encryption aes

B DEREA

aAavY R FI4ILk

avY kR E—FK

AA T 6D AL FRIA T —% A F—T T DL, Fa—bar 7 4 Fal—vay
£ — NCpasswordencryptionaes 2~ > R&fEH L £, "AT— RO ELET 1 E—7 L
W25, Zoavr RonoBXEHHALET,

password encryption aes
no password encryption aes

COa=y FIZEBIEELEEF— TV —FEH D A,
FHai A —IR S LI TV ERA,

Jua—s L ary7 4 Xab— 3 (config)

avy FERE

FEREDAHA RS2

Jyy—x EHE]|
Cisco IOS XE Fuji 16.9.2 ZD
L7z

CLIZHEALT, 7L =0T F A MD/RRAT— REX A7 6 TNVRAM IZZEIZRFTE
FT, XA T6DNRNAT— NI B{LIh TWET, ka2 U—FAKEZ, fHEL
TOBAGE L0252 LITFRETT A, TNEE S L TEEONRAY = RERET L Z LT
IR #EC9, key config-key password-encrypt =~ > K% password encryptionaes =~ > R & &

WEAT 5 E, RAT—=REHRELTA F—TMITEET (F— DR LITIIHRFR S —F
5Ch D EER B (AES) MAMEM &ivE7) . keyconfig-key password-encrypt =~ > K
EERALTCHRESNEZANAT—F (F—) X, L —FHNOZOMT X TOF—2H5{LT D~
A —EEX—L L CTHEAINET,

=Lt

password encryption aes =~ > F& % iE T D%, [FIRFIC key config-key password-encrypt =2~
¥ REFRE L2 E | show running-config =< > KX° copy running-config startup-config == <
¥ R7p ERET SN 2 EERFOAHHIEMAK (NVGEN) e 2RO KL S e A vk —Y
B EnET,

“Can not encrypt password. Please configure a configuration-key with ‘key config-key’”
NRT—FDER

key config-key password-encrypt =~ > R&ZfEH L TRV — K (v AF—F—) BDELIN
%A, TS LI EICE VARLVLY A NI NG, A4 76 EREHINT
WOLT TN = a 'Y a— s BREHOXF—EERROF—RNESNET,

INA T — DRI

key config-key password-encrypt =~ > R&ZfEH L TRRIESIIZY AZ —F =N XA T A5
HilREnd &, ZA T 6D/ AT — RFRTHEARANC/AR D LW NEOEEN T IS E
T (AR, R Te 7 My FRasnEd) . EXxa2 U7 o3k E LT, BBk hic

. X2 T+« I
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password encryption aes .

RZAT — RiZ, CiscolOS V7 h U = TIZ ko THEBILENAD Z &30 E9, =771,
FTTICHALIZLYIC, NAU—REFRS LT iz TeET,

A

tl

EE  key config-key password-encrypt =~ > K& L TREINTZ/SAY — Rk, —ERkbhd
LHEETEEEA, £OD, NAT— REZRRGTRGFL TR Z L2 LET,

INR D — FIESE DR EAERR

nopassword encryptionaes =~ > R& il L T/SA U — RiF AL OREZ MR L T BEFED
BAT 6 /XAT— RITXTEHEINTIZFKRIAVE T, key config-key password-encrypt =~
VREMHLTRE LILASRAT =K (A X —F%—) BbhX, 77V r—va o TREIDG
CTCHAT 6 /"R — R&EstTEEd,

INRT— FDORTE

(key config-key password-encrypt =~ > RZfEH L TaiESiiz) SR T — Ry T
Bl TERWED, —FNHANRAT— RERSET 2 HEETH Y A, BEFOEHRAT —
Ta T, FORTICF =S D KoMk s 2 & THID T, NATY— FORNE%L
s ZEnTEET, 20D, RAU— NZEH Y AT ANTIZZ2ITRTET DN
SV FEF, TFTP 2 H L CTRFSNIZEEIL, AX Y RT e Tldenizd, —F{Zidn—
RTCEEHA, REZ/L—FITr— T 5A1#I21X.  (key config-key password-encrypt =<
YREMFHLT) NRTU—=RNEFETEMNTLILERDY £T, ZORRT—RE, RIFESH
TREICTEHTEMTEETN, ZRICL s TRENOT X TONRAT— REHELBE LT
DL DID, FENCL D XAT— ROBMI ThRnZ 207 L7,
HRNRT— FERREFHENRT— FOEE

ADNFET Ty BT RR—=Z F LIS L, ZRRTAZ —F—(ICHE LR2WGEER~Y A
A —X—PFELRWEETH, ZEELIIRFINET, HELZoHAIIEROT 77— |
Avv—UnFREINET,

“ciphertext>[for username bar>] is incompatible with the configured master key.”

VAL —F—HHBUCKET D E, =T A ROF—ZTRXTHFLSh, #1760
XF—ZEMENFET, TTICHA T 6 THLI IR LI, BIEORENHERF S
T

BEfE D~ A X —F =N Kb Ga, 32 ONENRHOYATX, nokey config-key
password-encrypt 2~ Rz L CTEO~vAZ —F—ZHIRCTE 7, BEFOR /A
U — R, BB bESNIREO T EAL—FHENRFESNET, 602 — NiFES
fbEnEdA,

i Wic, 247 6 DREEAVERIIAE F—% 4 2 —T M D57 LET,

Device> enable
Device# configure terminal
Device (config)# password encryption aes

I X7+« .
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BEEav R av R

B

key config-key passwor d-encrypt

ZAT 6D FF—%T 7 -
T‘%Liﬁ_o

B tx2U7«
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pattern (/X5 A—2<T v ) .

pattern (/XS A —&2 7w )

0 —H/VURL 7 4 VZ V7 CTHFAEIE7 a0y 75508 NRNHDH AL, URL F—1U—
R, £72IE URL AZXTFDOY A NERET HRENY — U EBRET DL, RNTA—F <y
THATHREa LT 4 X2l —r g F— RCpatteena~ > KA LET, BEASX—
FUIRT A2, —oa~<wr FonoBEREEHR L9,

pattern expression
no pattern expression

X DiRHA expression RAA %, URL ¥—U— K, URL A ¥ XFDxT
FU. F£7ZIEURL F—VU— R & A X UFEOHMBLED
HEZRTHME X — 515,

ATVURTFIFINE NDNTAEITTONRNZ = IMER STV ERE A,

AT R E—FR WRIA—B<w TR THEI 7 4 F2 L — 3 (config-profile)
av Yy FER Jiy—=x EEAR
Cisco IOS XE Amsterdam 17.1.1 Zoavwry RREAINEL
7o

GRLEDHA KS4> BAE/SF—&BIL, parameter-map typeregex 2~ > N TIER ENT/T A — &~ v FI25%t
LCRESNET,
NRE—URETE, LT/ {0 VEATE A, B (2) SCFIE. CLI~V 7 EEREHIC

FRENTWDEDHEATEERA, TAZ Y RT (¥) XFIE, N2 — 2 OEHEIIIMHH T
X FH A,

URL N\ —r <o F 7T, EVAR () XFIE Ry hELTHEREN, -0 FE2R
TUANRI—FRZ 2 ) ELTEMIRESNETA, 2T, ERFARY -~y T IO
BAEERUTY, URLZ 4L Z V7 TliE, AAMELITZRAAL VAIUEBEDLFENEEN
LB ENLEHF A E I T ey TEET,

URL ¥—U— K&, AL HADEDNACEHEEND AT v = () TRUILATZOENE
F Y OFEATT, 72 & 21X, URL http://www.example.com/hack/123.html Ci, hack D& 73 % —
U—R&LTHbIET, URLNOF—T— RREPNRE = L =B LTV DHIRERH Y F
9, 7o & 21X, hack LW\ H R F — U wERE LTcHA . URL www.example.com/hacksite/123.html
FIRF = —HLERA, ZOURL 2B EH5I21E, /¥ — 12 hacksite & & 2 W2
NV ET,

URL A Z XCFHHEHT 5 L. UNIX O glob RO L HIZ, ¥ —r~vTF 7 TURL DH—
DX FFEINIXFOHFHZ A TEET, URL A X LFERORITRTLET,

I X7+« .
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. pattern (/X5 A—42T v )

3l

R6:URLINZ—2yF T D URL * 3 XF

XF Bz

* TARZY AT  OXFLUEDEED Y~ AL —FLE
7,

[ abc ] WFITA KBy aNOEZEOLFE —FLET, X

FO< T T TIERLF LN FRERENET, 7=
&z, [abc] 1L, a, b, Fidcli—ELET,

[ ac] I 7 T A FRE LTEEIENOLEDO T & —F L
FI, XFO~y F U T TIIRIT E/DXTFREBE
F7, L& xF, [ad 1 fEEO/NLFOTNT 7y
FCFIC—F L ET, T EFHAZHAE DT THEAT
HrbTEET, 2L 2, [abeg-Z] B LV [acg-Z]
X, a. by e, qu rnosy UL V. W, X, Y. ZIC—ELE
R

()

Fova (-) LFE, ALYy aNORYOSLTFE 1Tk
BOXFTHLILGAICORREINET ([abe]

[-abC]) o

[0-9] Bor#iH s 7 2 0 4571y aNOEBOETE B LET,
ez (0910, 00 1, 20 3. 4, 5, 6, 7, 8 9iZ—
BLET,

URL A Z XLF% RAA 4R° URL ¥ — U — REHHBEDETNRY =Ry F U 7R TE
F9, =& Z21E. wwwexample[0-9][0-9].com &\ H RF — L EfET 5D L. www.exampleOl.com,
www.example33.com, www.example99.com 72 X% 7 1y 7/ TXxET, F—U— RLAX LT %
FAEDET, URLEZT 0y 7T ORENZ = Z2FRRTE 3, 72L& AU, hack* &1 H 3
H— AT 5 L. www.example.com/hacksite/123.html 27 1 v 7 TX E 7,

L

parameter-map typeregex =2~ K& g% E L T/»n5 pattern 2~ R&RET 5 L., pattern =
~  RCHE L7=/3% — I3 General Packet Radio Service (GPRS) k> VU 77w han
(GTP) 7 7 ADT7 4 Z L L THASNET,

wIZ, FEELIZURL ZRET D F — 2R ET DHH 2R L ET,

Device (config) # parameter-map type regex dns_bypass
Device (config-profile) # pattern www.example.com

WIZ, 3L hello DR DS T 0 b & —Bd 2 RICF L/ a2 KB Ly w2 —
yEEET DHERLET,

Device> enable

Device# configure terminal

Device (config) # parameter-map type regex body-regex
Device (config-profile) # pattern ".*[Hh] [Ee] [L1][L1][Oo]"

t¥alT4a
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pattern (/X5 A—2<T v ) .

ROBNL, NE—=2 DFFHICT ZAZ VX7 (¥) LFEMEESNTWDHERICa Y —
MR REINDHZZT— Ay =V R LTVET,
Device (config) # parameter-map type regex gtp-map

Device (config-profile) # pattern *.gprs.com
%Invalid first char + or * in regex pattern

BgEav > KR av Uk L]

parameter-map typeregex |4 EDIEHFI NS — L ZRAETHERRBRTA S~ T %
REL, RIA—HA T A THEI L T 4 F2lb—va v
T— REBAB L £,

| X7+« .



B oemit mac7 oz U LT FIL—aY)

t¥auFq |

permit MAC7 VX )X arv74FXalL—3Y)

LR LG EICIEIP N T 7 4 v 7 OEBEEHFA[THI21E. MACT 7R A K 3
T4 F¥al—raryE—FRTpamita~ FEEALET, IEEMACT 712X U X0k
R EGIRT AL, 2oa<ry RonEREAHEHLET,

{permit {any | hostsrc-MAC-addr | src-MAC-addr mask} {any | hostdst-MAC-addr |

dst-MAC-addr mask} [typemask | aarp | amber
| diagnostic | dsm | etype-6000 | etype-8042 |
mop-console | mop-dump | msdos | mumps |

Xns-idp] [coscos]

| appletalk | dec-spanning | decnet-iv
lat | lavc-sca | Isaplsap mask |
netbios | vines-echo | vinesip |

nopermit {any | host src-MAC-addr | src-MAC-addr mask} {any | host dst-MAC-addr |

dst-MAC-addr mask} [typemask | aarp | amber
| diagnostic | dsm | etype-6000 | etype-8042 |
mop-console | mop-dump | msdos | mumps |

xns-idp] [coscos]

| appletalk | dec-spanning | decnet-iv
lat | lave-sca | Isap Isap mask |
netbios | vines-echo | vinesip |

BX DA any

T RTOREFETLEITSELE MAC 7 R L X &1

host src-MAC-addr |src-MAC-addr mask

BRAPNMACT RLARLFEEDY T Xy b~ A7
NEZRSNTEZT FLRIC—ETIHE. Z0O7
F9,

host dst-MAC-addr | dst-MAC-addr mask

SEHEMACT RUASEEDOY TRy <AV 7
BENET RLAC—ET25A, 207 R

type mask (f£&) 737 > b D EtherType %75 & . Ethernet
o hOFa kAL EHEILET,
ctype (Z1E, 0~ 65535 D 16 & fiE T
emaski¥, —E%7 A~ S HIIZ EtherType (<
aarp fEE) 7—2 VI T RLRAEXRy FT—7 )
Address Resolution Protocol Z457E L £7°,
amber (f£#) EtherType DEC-Amber Z 57 L £ 77,
appletalk ({£:%E) EtherType AppleTalk/EtherTalk % f57E L |
dec-spanning (%) EtherType Digital Equipment Corporation
decnet-iv ({£:%) EtherType DECnet Phase IV 7' | 2 /L-%
diagnostic (&) EtherType DEC-Diagnostic # i L &7
dsm ({£%) EtherType DEC-DSM % 5E L £,

B tx2U7«
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permit (MACF7 4 +2Z YR kav7 ¥aL—vay) |

etype-6000 ({E#) EtherType 0x6000 Zf57E L £7,
etype-8042 (fE:7) EtherType 0x8042 & L £,
lat (f£&) EtherType DEC-LAT #4857 L £,
lave-sca (f£:7) EtherType DEC-LAVC-SCA % g€ L

Isap Isap-number mask

ULE) &7 v FOLSAPE R (0~ 65535)
o harEEELET,

mask iZ. —E %7 A b3 BRI LSAP F 5K

AR R TFI4ILE

AU R E—F

mop-console ({£:%) EtherType DEC-MOP Remote Console
mop-dump (f£&) EtherType DEC-MOP Dump % #57E L
msdos (f£:7) EtherType DEC-MSDOS %57 L %~
mumps (f£:7) EtherType DEC-MUMPS % #57E L %~
netbios ({£:%) EtherType DEC-Network Basic Input/C
vines-echo ({£:&) Banyan Systems (Z & % EtherType Vir
BELET,

vines-ip (%) EtherType VINES IP Z 57 L £,

xns-idp (&) EtherType Xerox Network Systems (X
Cos cos EE) 774XV T 4 ZRET DD, 0

ELET, CoSIZHEIBL 7 4B Y 7%,
UMNREIINNTNENE ) e iERd 5548

Zoa<wy RE, T7HNAVMEIHY ERA, 7272 L. AFiftE MACACLOT 74/ b 7

7 va RS Y,

MACT 7 A YANar74Xal— gy

avy FERE

FEREDHA K4V

)= EERNE
Cisco I0S XE Fuji 16.9.2 Zoavwy RPRHEAINEL
7=

appletalk I, =~ KT A4 O~V T A RY U ZITEFERSNETR, — 8L LTy
R—RENTWERFA,

mac access-list extended 72—/ )L a7 4 Fal— gy avw s FaEH LT, MAC T2
A VAP ary7 4 X2l —ary F— REFHBLET,
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B oemit mac7 oz U LT FIL—aY)

host ¥— U — F&MH LI-5A. 7 FLASZZIZANTE SR A, any F—U— FE2IT
host ¥— U — RZEH LAWSEAIE, 7 RLASZRZ 2 AT HLENDH Y 77,

TR artr—)L xR (ACE) 7 7EAa2r hr—/L Y X MIBMENSHGE,
U A b OR&IZIIREERO deny-any-any SRENFFEL T, DE D, B RWEEIZIEINT v
MIEGR S ET, 2720, &MO ACE BBISNDHNT, VA MITXTORT v i
ALET,

IPX NT 74 w7 %74 ME Y 2750, BHENTNS IPX I T ML X A FITE L
T, typemask %7213 Isap Isap mask % — 7 — F &[] L £7°, Novell H]G& & Cisco 10S XE HIGE
TOIPX B 72 /LZ A FITHIET D 7 4 V2 &M E, RORIC—HRRLET,

RT:IPXT 4 LR EHEE

IPXh Feiiea 47 PEPIZE-$:
Cisco 10S & Novell £

arpa Ethernet II EtherType 0x8137
snap Ethernet-snap EtherType 0x8137
sap Ethernet 802.2 LSAP 0xEOEOQ
novell-ether Ethernet 802.3 LSAP OxFFFF

TOFTIL, 5D DERETHHMACT KL 00c0.00a0.03fa ~PD NetBIOS kT 7 ¢~
7 HRIATHL4FITE MACTEIET 72 VA M2 EHETLHHFEEZRLET, 20V
ARNC—BTDH T 74 v 73T SNET,

Device> enable

Device# configure terminal

Device (config) # mac access-list extended

Device (config-ext-macl) # permit any host 00c0.00a0.03fa netbios
Device (config-ext-macl) # end

ROBITIZ, AHIMTE MACHEET 782 U A S OFFARIEZHIRT 2 TEZ2 R L
=7,

Device> enable

Device# configure terminal

Device (config) # mac access-list extended

Device (config-ext-macl) # no permit any 00c0.00a0.03fa 0000.0000.0000 netbios
Device (config-ext-macl) # end

W OB TIE, EtherType 0x4321 DT _XCO/ry h&EFAILET,

Device> enable

Device# configure terminal

Device (config) # mac access-list extended

Device (config-ext-macl) # permit any any 0x4321 0
Device (config-ext-macl) # end

HEAMERT H121E. show accesslists 2~ FEAS L ET,
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permit (MACF7 4 +2Z YR kav7 ¥aL—vay) |

BEa<w> R

avy kR

B

deny

MAC 7 7 &
HLET. 4
HMRIE SHUZ

mac access-list extended

FEIP FT7 7.
A VAR

show access-lists

T INA ATF

£
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. protocol (IPv6 XX —E > 4")

protocol (IPv6 R X—E > %)

S

7 R L A% Dynamic Host Configuration Protocol (DHCP) % 7213 Neighbor Discovery Protocol
(NDP) THWUET OMENH L Z L EZET D, 7a barzIPv6 7L 7 4 v 7 AU X b
RS S EDI2IE, IPv6 AX—E 7 a7 X alb— 3 F— RTprotocol =2~ R%&
i LEd, DHCP £72IENDP 2L 57 L ANEET 4 =TT DHITE, ZDa~<y
RO no FEXEMH L £,

protocol {dhcp | ndp}
no protocol {dhcp | ndp}

EX DA dhep 7 RFL 2R XA FIv I FRARIL 7 4 Fal—Yar7ua hai (DHCP) 347 v
FCNETHMLENDD Z L AEELET,

ndp 7 RL2AZRANRN—ER 71 Fab (NDP) 47y hCTINETHZNERH D Z L 2
FELET,

ATV ERFI4IA L AX—EL T LU AN T DHCP 3 K UYNDP Offi 5 &2 L CakAT L £ 7

ATV R E—F IPv6 AX—E 7 a7 4 X2 b—3 g F— K (config-ipv6-snooping)
2% REE yy—2 EENE
Cisco 10S XE Fuji 16.9.2 Shawy FAEAXNE L
7

FEREDHA KS4> 7 FUANDHCP £72IENDP IZBEAH T b7 LT 4 v 7 X U A B E—BLRWGEIR,
Sy b3 Ry TE, N T4 7 7=V 2 MDY AV IFEDOT 1 b=
JUZK L TIFRAT SN E T A,
enoprotocol {dhcp | ndp} =~ F&fEMTL L, v b a/WIAX—E 7 Eiids
V—= 7R ENEE A,

 noprotocol dhep =2~ > R&EMiHT 25 &, DHCPIXKARE LTS T 4 T T—T D
ARV TEET,

o T —HINEIZ DHCP B L OYNDP TU AU TEXEFA, e — NIZDHCPIZ L > TD
FUANY CEET,

WIZ, IPv6 ARX—E 7R Y v —4 % policyl £EFL., 7 KL ADUEIZ DHCP %
AT LR ERETHHZRLET,

Device> enable
Device# configure terminal
Device (config) # ipvé snooping policy policyl
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protocol (IPv6 R X—E > %) .

Device (config-ipv6-snooping) # protocol dhcp
Device (config-ipv6-snooping) # end

X7+«
I



. radius server

radius server

RADIUS 74 7 7 4 7 & RADIUS §8iE% & T» RADIUS $— 30D /3T A — X R ET HIZ
X, ZJu— a7 40X al—3 g F— RCradiusserver 2~ > REFEHLET, T 7+

v FBREICRTITIE,

radiusserver name

t¥auFq |

Zoavry Rono X EERLET,

address {ipv4|ipv6} ip{address| hostname} auth-port udp-port acct-port udp-port

key string

automate tester name |
noradiusserver name

retransmit value | timeout seconds

B DR

ul
&=

AU RTIHIE

address{ipv4 | ipv6}
ip{address | hostname}

RADIUS — XD IP 7 KL AZIRE L £,

auth-port udp-port

(f£7) RADIUS ZiFHY— O UDP &A— FEIEELET, IFE T
HHEPHIZ 0 ~ 65536 TI,

acct-port udp-port

(f£#) RADIUS 7 H 7 T 4 v 77— "D UDP AR— M & $5E L F
9, HETE 28MAIL 0~ 65536 T,

key string

(&) T34 A & RADIUS 7 —F& D4~ Td RADIUS J#1E D
AEF —B IO X —2fEL 7,

(6=3)

¥ —I%, RADIUS H— TEHT L S b¥—Ic—%TH7F A b
ANV T TRIFNERYD FEA, LT Z0a~vr FORMKERE L
Tkey R E L TL &, REHO A=A IMAINE T, F—
DHFEBIORBOAR=ZIEH SN ET, key ICAX—ANE E
NoHELAEX, SIAMD key OD—FRTHRWIRY | key 5| T CHI & 72
WTL &N,

automate tester name

(f£3) RADIUS y— R F—X ZDHEHP—F A N& A RZ—T )L
WL, HEN I 2—V A EEELET,

retransmit value

EE) —PUGE Lewn, FI3SEREOEAIZ, RADIUS E
KEVEY VLB EARELET, BETE HEPHIL1 ~ 100 T
9, ZORENL. radius-server retransmit 7 2—/ 3L a7 4 X 2 L—
varvavry Nk oREE EEXLET,

timeout seconds

(EE) deviceZSE R % F25F 9 D ANIZ RADIUS H— 3026 DInE %
AT D IERIRZ R E L E 9, fRETE S6MIT 1 ~ 1000 T,
Z O ET radius-server timeout w2 K& FEX LET,

*RADIUS 7T H D T 4 27 P —s30D UDP AR — h i 1646 T,

« RADIUS REFH—/3 UDP R— b X 1645 T4,
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radius server .

s HE Y — AR T A NIT 4 BTV TT,
« XA LT TR 605 (1R T,

c HEYT A RDBA X =T NDYE, UDPAR— DT YT 4078 KORRIERHTT A R3S
KITShET,

cBAEF—B LU EF— (string) FBRESHTVEE A,

A2 R E— R sua—s)rary7 4 Fab— 3 (config)
av Y REE ) 1y—2 KRENE
Cisco I0S XE Fuji 16.9.2 Zoavy RPREHEAINE L,

FEEREDAA KS4 > *RADIUS 7 1 7 7 4 > 7 H—/38 LUVRADIUS §BREY— 3D UDP R — b %7 7 4 /L K
VS DOIEICRRET 5 Z & 2 #EE L 37,

+RADIUS H— N a7 4 Xal— 3 F— RNTkeystringz~ > REHATH &, 38
BIUOWEXF—Z2RETEET, KT Z0a~r FOKKER L L Tkey R ELTLE
YN

* RADIUS ' — A TF—H ZOHEY — T A ae A 3x—T7 ML, FHSND2—W4%
FEET 5I121%, automate-tester name F— U — RAEH L £,

OB TiL, REAFY— "D UDP R— ~ % 1645, T T 4 7 H—30 UDP R—
h%& 1646 [IZFRE L, XFEINERETHH 2~ LTI,

Device> enable

Device# configure terminal

Device (config) # radius server ISE

Device (config-radius-server)# address ipv4 10.1.1 auth-port 1645 acct-port 1646
Device (config-radius-server) # key ciscol23

Device (config-radius-server)# end

| X7+« .
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FauFq |

radius-server dead-criteria

RADIUS #— "% dead & L C~—7 T 571 OIHEHT 2 EEO TN EZITH T 2RI
TV D EEITHEFIFNCERE T 5121, radius-server dead-criteria =~ K& 7 m— 3L =2
T4 X2lb—Ya B R CEHLET, RESNTWEEELZ T DL, Zoavy
RO no R AEMEHL ET,

radius-server dead-criteria [time seconds] [tries number-of-tries]
no radius-server dead-criteria [time seconds|tries number-of-tries]

BX DA

AU RTIHIE

ATV R E—FR

time seconds| ({1:#%) 5 /34 A3 RADIUS % — \inB G873 » b & B I2 55 LTh
O, —rNdead & LT¥—7 SNDETIIRBTAMLED H DI/ (7
HAL) . T AOREMRIZ AT v NEZEETICY A LT U Mo -5
I, ZORMOLMEITEZSNZb b0 LTUEISNET, ZORMIT 1 ~
120 PICRRETE £,

» seconds 5 | &2 5% L2 WEA . oIy —D T o varb—
MZIET T 10 ~ 60 Fiz72 0 £1°,

=)
FH] DA & AT D ST OWIT 2l 7o L TR L o =37 > FiREE
LEESNEE A,

tries (fEE) RADIUS #—/3M8dead & LT~ —27 SNDHETICT A ATHRET D
number-Oi-ries |y, i &, 2 Jdifgs & A 27 % ML, $— S0GRIEE T AT LT 4 v T DS %
RITT D5, MFTORED 7y EAZoEKIcEERET, ELLERS
TR T Y NI, ZFALT U MIR>TWLbDE L THV Y FELE
T, BUIOEREEAEELZ2ELTXTCORERI Y hNEhET, ¥4 LT Y
MEHE 1~ 100 IR ETE £7,

 number-of-tries 5|3 & % E L2 WA, B ¥ 1 A% 7 FMalgidih— o
rZoPr7arb—hERESNTWDEEEEEIZHESNTI0~100

L0 EF,
GE)
e DStk & ST D S DI 5 2372 L TR & S —13 7 » Rikfe
LEEESNnEEA,

RADIUS — 35 » NIRIEEL L C~—7 SNDFETITRAETIEGEX A 27 U hOEE -
Bix, Y=o b7 o% 7 ar L= M ERESNTWDEEERIEIIGC TR $97,

Ju—n)Lar7 4 ¥ 2 b—3 3 (config)
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radius-server dead-criteria .

av > RERE Jjy—= EEAR
Cisco I0S XE Fuji oo RREASNE L,
16.9.2

EREDAARZA

\)

GH) B ORM L BITRBOSRMEDOm G &0l LT s | =37y RIREBEFRESNLEE
/\/o

IDavwry FOnoERTIE, ROLHIITRY F9,

* number-of-tries 5| %% &, number-of-tries 5%t & no radius-server dead-criteria =2~ > NIZIRE
SN TWOARWEESIE, R & RITREOM FRZENEDT 74 M) vy FERhE T,

 HNTRE SN TWIEZ M L T seconds 51BN EE SNT-5E. BRIZT 740 o
% (10 ~60) 12Uty hENLET,

o« NI E STV B A LT number-of-tries BI85 E SN -54 . FFMIZT 7+
Jb b OfEFEP (10 ~100) 2V By hERET,

i WIS AR LT 4 BORITHRICT A A7 dead & B2 SNB LD ICF AL 2%
BET AEERLET

Device> enable
Device# configure terminal
Device (config) # radius-server dead-criteria time 5 tries 4

&Iz, radius-server dead-criteria =~ > FIZERE I3V CW IR & 3RITRIE D R E A
T HHIEZ R LET,

Device (config) # no radius-server dead-criteria

Iz, radius-server dead-criteria =~ > NIZER T SN TV 0 L HE A M9 5
FlE R LET,

Device (config) # no radius-server dead-criteria time 5

&IZ., radius-server dead-criteria =< > RIZERE I N TV 2B TIEIER O FL 4 % 5|2
TAHHERLET,

Device (config) # no radius-server dead-criteria tries 4

BEa< R Command Description

debugaaadead-criteriatransactions| =« REAEDAAA N o7 g v DEEFERLET,

show aaa dead-criteria AAA Y —RDT v REMIZET 2 EREF R LET,

I X7+« .
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. radius-server dead-criteria

Command Description

show aaa server-private T _RCDT T A X— k RADIUS b — "D AT — X A% F
~LET,

show aaa servers AAA Y — & DR TERZIE STy FOFIZEET %
BHRERTTLET,
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radius-server deadtime .

radius-server deadtime

—HBD Y — DM AREER Y E O RADIUS INERFR 2 0% L, AR U — 3% BIEREHZ A
¥ v 7T 5121, radiusserver deadtime =2~ K& a— )L a7 4 Falb— g F—
KT L ET, deadtime % 0 IZRET AL, Zoa~<r FonoBAEHHLET,

radius-server deadtime minutes
no radius-server deadtime

B DEREA

minutes | 5 7 g BRI RADIUS 3— 3% 2% o 7 5 HIM (HAL, K 1440

4y QAR ) .

AR TFIHILE

Ty R A LTOICRESNET,

AUk E—F

Jua—srar7 4 Xalb— 3 (config)

avy FERE

J1)—=x EEAR
Cisco 10S XE Fuji Zoavwy RBREAINE LT,
16.9.2

FEREDAA RZM4 Y

Zoa<wy N, mem/7k917#mﬁ£* TR L7V RADIUS -— 3% dead & L

Tv—7TEHLEOICLET, ZhiC L RESNTWAROY— 3T T HENZERD
ﬁ%ﬁﬁ%ATﬁF’ﬁéikﬁ%EéﬂiTommkbfv—7éﬂkRMmBﬁ~ﬂﬁ
BEINT-HM (DHAD) | 20OMOERTAXF Y FENET, 727-L, dead b LTv—7 &
NTOZRN— "B WA R E £,

\)

3l

()  dead & L Cv—7 SN7-RADIUS h— "N FEFER A2 ZET D56, T OFHFEERKIZIRADIUS
=TI SNFEEA, X1 L7 FERIZRADIUS H—|Z @%héhét . RADIUS
P— N IH A VT FNEROMB T L E T,

WOW S DA ZT T LT85 12 RADIUS — 33 dead & L T~—27 S,

1L V= RNAHEETINE I DEZRETHEDIHERENDIRNROZ A L7 v FHIEN
W, RIEED N7 W7 v a AT 58807206 % RADIUS — "0 5515 Lgho
77

2. F/NRMEREREREEIC 1 (FEEES) ZIE LR, Ny RTRTO b
T YT v a Tl L CRADIUS P — ICEE SN, BER XA LT 7 MABINIC
P NN HN RSB EZIE Lotz

WIT . FREFFEERA~DISEITHIM L= RADIUS 1 —DF v R A L& 552 BETH

BlZR L ET,
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. radius-server deadtime

Device> enable

Device# configure terminal

Device (config)# aaa new-model

Device (config)# radius-server deadtime 5

BEa<w R Command Description

deadtime (server-group RADIUS #—/8 Z L —FDarFH A MNTTF v RZA

configuration) LAERELET,

radius-server host RADIUS #—/N R A M ERELET,

radius-server retransmit CiscoIOS V¥ 7 b7 = 7 78 RADIUS H— N AR A hD U %
b RRR T DR OR KL E LET,

radius-server timeout P— R RA SPIRET D ETT A ADRFET DR %
ELET,

B tx2U7«
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radius-server directed-request .

radius-server directed-request

PR RATADFR Yy FT =7 T 7 AP —N (NAS) 1Tr 7 A L THRFEH O RADIUS #—
NWERINTE 5 X H127 511, radius-server directed-request 2~ K& 7 — 3 Lar 7 4
Fal—rvaryrT—FCHEALET, FEERBELENCTHI2T. Z0avr FDnox
HHLET,

radius-server directed-request [restricted]
no radius-server directed-request [restricted]

BX DA

resricted | (fE8) fRE LY — M TERWES, 2—FREh &Y F—NTRE
SRRV E ST LET,

AU R TFI4ILE

AR E—F

I—PIF A aDNASICa 7 A o TERNWED, BAFHO RADIUS — Z 2RI L £1,

Jua—s L ary7 4 Xalb— 3 (config)

avy FERE

FEREDHA K4V

1)) —=x EERNE
Cisco I0S XE Fuji ZOavwy RPNEAINE L,
16.9.2

radius-server directed-request =~ > FiZ, (@) L5 LV ETIO—FLHOESOHE (@) i
TORIHE LA A MIHMELES, 2D, Zoaxr F2AMITL L BREFHD
= RONTHUCHLEREZEEFETE, 2—FLAOLBREE L — N FEINE T,

\}

()  server-private (RADIUS) =2~ RZi&E L CT7 74 ~<— K RADIUS %— 3% 7 /L —7 4 —

ELTHEM L7254 1%, radius-server directed-request 2~ > RZFRET H I LIETEEH A,

RIZ, RADIUS #—NIZA v b=V % RET DL —HOA N MR LET,
« radius-server directed-request =~ > RZFE L7 HEIE, RO L DI F7°,

 ERMAFEILO — N EENET, RUIP T RLRAEFEOT— "B EEH 55
Ay BRIZFEICIP 7 R LA EZFFORM O — N IZOHEEF SET,

IREEZAE LeWGE, ERIIENDOT AT A MRS TV LT NTOY— N2k
(EISYOE3 N

DTN TINEZ AR Liahr ottt ERIFFHAY X FORFEICENET S £ T,
2FADTAY XA MIREN TV TA_NTOY—NZEEFESNET,
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radius-server directed-request

\)

(B  FEILEOV—R"EERT L, BESNERIEEESINTZIP 7 KL RAZEOT— D F
KU R MNORY OV —RITN—T BB L ET, EHTERWEE, 7o —rUL 7 —LoHE
CIP T RVAZFEFORYIDY— TN —TNEBINET,

radius-server directed-request restricted =~ > K& 50U X NNO T X TOH— 71—
TZxt UCRE LT A, FBEEOY — "\ bInEEZETH5E T, 3R A o
BBICEETHET, ROT 7 a v BNETENET,

cHELDOY—NOIP T KL AERORADOV— "ZHH L CERPEE SINET,

cBULIPT RLAZEFFOV—A"RNP =T —THNIZHEONLRWEEIL, FELD
HF—ROIP T FLRAEZEST O — L — LNORHIIOF — _"B3ERSNET,

radius-server directed-request =~ > K% noradius-server directed-request =~ > FZf#H L T
BN LT E . A n (T@) SLsDRiE % ADMST) 237 7 44 k@ RADIUS H—3
WCHESNET, v—21F, VR MADEHOY— "D LIRIC— DY 2 FERELET,
LFHNEREFE L, b=\ ORYOISEEZ T ANET,

a—Hhra—FZO—EE L CHkBI S 7z RADIUS Y—/ NZHIBR9 5 121, radius-server
directed-request restricted =~ > R&fiH L £,

2 —HHRIZH—NIP T RUANR D L5, HELEOT— NIXZDERE 7V — 7 1ZiRET
HENCHFEDOY— NZHRiE L E T, 728 20E, user@10.0.0.1 72 £ D o — P ER N FHE LD —
NIZEEEN, ZO2—FERITIEEISNTWS IPT RLARYF—R"DIP T FL ZADEE,
HEIOY — [T — P EREFFEO — NI L E T,

BB DY — NP — T )—T LR A N — RO FIZEE SN TNV DGEITERE LIz —
NG E RO —VPERPFELOY —NICEEFEEIND &, FEEOY — T —VEREZ Y —
NI N—TIHEET HANIARA M — 2z LE T, 72 & 2, user@10.0.0.1 &9 2 —HF
BURNFFE L OH — N ZTHE(E &4, 10.0.0.1 AR A M F—_"DT RLATH LA, FHEko
PN — PR Z Y — TN — T LT DRI, A M=k LE T,

)

(G¥)  noradius-server directed-request restricted =~ > K& AJ19 % & | restricted 7 7 7 DA HHIBR
SH, directed-request 7 7 71 RFF SNVE T, FHEESREERE & )29 5 121X, noradius-server
directed-request =~ R AT LM ERH Y 7,

WIZ, HHEREEERET D02 L ET,

Device> enable

Device# configure terminal

Device (config) # radius server rad-1

Device (config-radius-server)# address ipv4 10.1.1.2
Device (config-radius-server) # key dummyl23

Device (config-radius-server) # exit

Device (config) # radius-server directed-request

. X2 T+« I
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radius-server directed-request .

EEav> R

Command

Description

aaa group server

EFEOYV—NHKAFNEBHEDO Y A s EBHEO SR 7 —T74k
LE9,

aaa new-model

AAAT 7 A arrue—)L 5 LEAX—T I LET,

server-private (RADIUS)

TN—" P —RZxtT 575 A X— k RADIUS V— D IP T
KL 2AEFRELET,

t*2U74 |}
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. radius-server domain-stripping

radius-server domain-stripping

2 —H4 % U E— F RADIUS —NICHRET DRI —F 4D 7 4 v 7V AZ AN v B
TID, FREY T4 v I AT VLT 4 v I ADEKFEA RN v ST XKy b
T —7 T 7 AP —s3 (NAS) ZF&ET HI2IL, radius-server domain-stripping =~ > K& 2
0= L a7 4 Xalb—v g E—RCHEALEST, AN vV ITREEZTNCT DI
X, Zoa<wr FonBEREHEALET,

\)

CE) T 7NV IDOVIfADRREINDETIIT 74/ D VRF A WHEEICNULLAEIZ 2D K )12,

ipvrfdefault =2~ > K&/ —/ L a7 X o b—3 3 2 F— RTRE L TH 5 radius-server
domain-gtripping 2~ > R&RET HLERH D £,

radius-server domain-stripping [ [right-to-left] [ prefix-delimiter character [ character2
character7]] [delimiter character [character2 . . . character7]] |strip-suffix

suffix] [wvrf vrf-name ]

no radius-server domain-stripping [ [right-to-left] [prefix-delimiter character [ character2
character7]] [delimiter character [character2 . . . character7]] |strip-suffix

suffix] [vrf wvrf-name ]

B DEREA

right-to-left (EE) meRa—YRELANDEICHRITT 5 & &I S k)
DFUVIZTNASHA N v IR EXZBMAT AL IICHEELE
T 7 74/ FTiX, NASIE, 22 —FLE2ENLHEIHTT 5
LR YOT Y IXZTAN) v TEEEZEA L E

j‘o
prefix-delimiter LR V74 w7 ADARNY vy B THFANIL, LT 4w
character ZAFY IR L LTRBIND | O - 1ITEEOTEEIEE L ET,

[cheracter2..charadter?] | cparacter 51 5OATRIL @, /. S, %, \, # & - TF, A4—2%
FeieZ LR EBOXFEANTEES, V74w ATYIFE
LTI XFTETEERTEET, TN LTORKETT,
character 5|15 D e DLFFE T2 IFME— DT L LT\ 2 AT 2545
TN EANTHARERDY ET, 774V T, L7497 R
TV IXITERSINTWVERA,

delimiter character LE) V74 v 7 AF Y IX L LTRBIND | OFITEEDO L
[character2...character?] | 57457 %4, character 31 OEDAMEIE @. /. S, %, \, # & -
TT, ANXN—RZELZ EREROXFEANTEES, 71 v
JATVIZELTHRRTLTFEERTEET, ZNUBEDRLFO
B ARE T, character 5B OBRE DO LT ELIIME—DOLTFE LT\ &
ANTH5E6F. W ATTEHIXLERLYVET, T 74V 0H7 1 v
7 27 22T @ LFETT,

strip-suffix  suffix (EE) 2—VANLHIBRT 2 74 v 7 AZEELET,

. X2 T+« I
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aAav> R TFI4ILE

AU kFE—F

radius-server domain-stripping .

vrf vrf-name EE) RAAL AR vV ITHREEZN—T YV T T AR~k R
FU—2 (VPN) V—T7 4 7B L OHEE (VRF) A A X 2 ATHi)
FREL E9, wrf-name 514X, VRF O4RTZHEE L £7,

A2 MY v B ELSTT, el — 408 RADIUS — NIZEE SN FE T,

sua—s )L ary7 4 F¥ab— 3 (config)

avy FERE

FEREDHA FS14 Y

J1)—=x EEAR
Cisco I0S XE Fuji Zoavwy RBRHEAINELE,
16.9.2

RADIUS*)L—/\‘ ::L~*)“Z. EHLET DRI, 22—V DPD RAL U EA NI v TT 585

ZNAS Z#% 9 5 21%, radius-server domain-stripping =~ > R&#HA L £9, ef&la—9
%7% userl@cisco.com @iE'/\ radius-server domain-stripping =2~ FE&FhcdT5 L, =—
B4 D Tuserl] 23 RADIUS H— Nk & E T,

right-to-left ¥ — 7 — REZEH LT, EnbhATIER, AblE~a—F40T U I X & T
FTHEOICHELET, ZHICKY, TV IXD2ODA U RY LV AEELLFHIT, Wi
DTV IFTHLa—PHERAN) v TEET, Lz, =2—F4AR
user@cisco.com@cisco.net DA, 7 4 v 7 AFKRD2ODFETA MY v I TEET,
T 7 x N bOJm (b)) T, 2—%40 Tuser) 73 RADIUS % —/NZHRE S L E T,
right-to-left ¥ — 7 — REZHET D L, 2—H 4D luser@cisco.com| 73 RADIUS H—/\|ZHiEk
SNET,

TV T 4T ADARN) v BT EAMIL, TV 7 4 v 7 ATV IXZELTR#BEIND 1D
FIRITEEO LT ERET DT, prefix-ddimiter ¥ —U— N2 L £, RICKRT L
T SNDLTFN T VT 4 v 7 ATV IZELTHEHRESN, 207 U I X ORIOLFITT T
AR v TENET,

VT4 I ATV IR L’Cmurﬂaéﬂé 1 OFIFEHEOLFEEET 5121, ddimiter F—
U—REMHALET, ROICRE LTI SN LENT 7 4 v 7 AOT V) I X E LTHAS
n, o7V 3 5@?&@3(?@?‘/\“(2 rN) v rZEnET,

I—FHNEA N v BT T LREEDYT 7 4 v 7 ARRET DI, strip-suffix suffix % f£
ALET, /=& 21E, radiusserver domain-stripping strip-suffix cisco.net =< > RERET 5
& . username user@cisco.net 8 A kU v B2 ZFUE T A, username user@cisco.com [EA U
vy ENEH A, radiusserver domain-stripping =~ > RO DA o A X o 2 BT 5
ZEZESoT, AN B ITHIHEBDOY 7 4 v 7 ARETEET, 774NV EOFT 4
I ATV IHT @ LT T,

t*2U74 |}
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. radius-server domain-stripping

\)

(F)  radius-server domain-stripping strip-suffix suffix 2~> K& T4 25 L, T_THO KA A )
OV 74y I R AN vy O T LRADBENIRD 5, TVa—FhNRLYT 4 v TR

BHIBRESNLIDIE, Y74 v 7 ATVIXEST 4o T ADBWENR—F LIZGEDOHRTT,

delimiter ¥— U — F&EHALTHOY 7 4 v 7 ATV IZFEHIT—EOYV T v T AT Y I X

ERELRVERIE, 774NV OV T4 v 7 2TV IXTHD @ B™MEMShET,

FBELIEVRFOAIZRAAL A N) v B IEREXEHT DI, vrifwrf-name 47" a %
ERALET,

WIZ, SFESERFIATDRAL VAR v BV FREMOBESELZ R LET,

« radius-server domain-stripping[right-to-left] [prefix-delimiter character [character2...character7]]
[delimiter character [character2...character7]] 2~ RIZERETE DA L AX AT 1 DD
%“’C\\ﬁ—o

o vrf vrf-name (2 — & OfE % F L 7= radius-server domain-stripping[right-to-left]
[prefix-delimiter character [character2...character7]] [delimiter character [character2...character7]]
[vrfvrf-name] 2~ > RiZ, HEDOA L AZ L AEZRETEET,

« radius-server domain-stripping strip-suffix suffix[vrf per-vrf] = <> ROA A X o A %15
RETHZET, Fa—ULEIIVRFZ E DO —bty hO—E LTHEDOY 7 1 >
JAEARN) o TTHENTEET,

HMOTV IFZELIT—HEOT ) IFERELESEEZRE, ALEONN—T a0
radius-server domain-stripping =2~ > RZFIT7T 5L, £DL—/Ey MIT 74/ FD
FUIALFO@EHERTEH 7 4 v 7 ZZX M) v U ZREHBICAN R £,

T UV T ATEDARN) w BT N— NV ERETDHE, TON—)LEy FORHAY 7 4 v
JAARN) v TR0 FT, RESINTZ1OERITEEOY 7 v 7 A —H
THEV T4 I ADHRNI—FLHNLA N v BT SET,

& KOBITIE, A—d Da—Fh BN DE~TT 2 £ ICREL, @ \. BLES
BN T4 ATV IZXFELTRELET, BB —F4LN
cisco/user@cisco.com$cisco.net D E ., L —WL 0B IENENTT 5 & X1 § SCFR
NAS IZ X > TR SN D&M OEL 2TV I X Th LI, 2—F4D

[cisco/user@cisco.com| 7% RADIUS ¥ — NZHik S E T,

radius-server domain-stripping right-to-left delimiter @\$

WOFNE, —HF W, abe &L BALIZ VRF A AKX o AT 52— DRI
LT, 2=V 0 RAL VAEZHIRT HOREELRLET, 774 DOV T 1
JATIVIXTHD @It 7 v 7 ZOHIBRICER S ET,
radius-server domain-stripping vrf abc

WOBNX, /2T VT7 47 ATYVIXELTHALT, V74 w7 ZADHIRES
MZLET, 774NV MDY T 4 v 7 ATV IXLFO @B — BT 47 R

B tx2U7«
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radius-server domain-stripping .

OHIBRICERA S ET, TBRR—F 4D cisco/user@cisco.com DI, L —HFH4 D
luser] 7% RADIUS H— NZHEk &N E T,

radius-server domain-stripping prefix-delimiter /

wOBNT, TVT7 4y 7 ZAOHIREAI L, | OXFET VT 4 v I ATV IFL
LTREL. #2747 ZAOFTVIZELLTHRELET, BRR—TAN
cisco/user@cisco.com#cisco.net DA, L —H 4D luser@cisco.com] 7% RADIUS #—
ANICHERR SN E T,

radius-server domain-stripping prefix-delimiter / delimiter #

KOFNL, TV7 4 v 7 ZADHIBRERDICL, | OXTFET VLT 4 v 7 ATV IRE
LTHREL, $. @. BEOH#ET 74 v 7 ADT VI XL LTHEL, cisco.com D
V7407 2ADYT 4 v 7 AT LOHIRERELET, BRRL—THNR
cisco/user@cisco.com DA, 2—H 4D Tuser] 7% RADIUS H— N |ZHEkSvE T,
T va—HE M ciscoluser@cisco.com#cisco.net TH AL L —H 4 D Tuser@cisco.com |
DHRR S IVET,

radius-server domain-stripping prefix-delimiter / delimiter S$Q#

radius-server domain-stripping strip-suffix cisco.com

WOBITIE, V—F D= EENLLEFEHTT 2 L 9 I E L, cisco.com D
T4 I ATCa—FHOY T v 7 ZHIREZAEDNCLET, BRI —FHN
cisco/user@cisco.net@cisco.com DG, L—HF L D Tcisco/user@cisco.net] 7% RADIUS
P— BRI ET, TV —FL4 D cisco/user@cisco.com@cisco.net THALIE, =
D7 Na—PFL BRI NET,

radius-server domain-stripping right-to-left
radius-server domain-stripping strip-suffix cisco.com

WoOFNE, @%Z7 VI & LTHA LT ciscocom DY 7 v 7 A%HIFRT 2 —#HD
7 a—r Ve HlERV—L & myvef & D AT VRFE LB 5 o — ATk 5 R
7ol —HOHIRL— LV ERTE LET,

radius-server domain-stripping strip-suffix cisco.com

|

radius-server domain-stripping prefix-delimiter # vrf myvrf
radius-server domain-stripping strip-suffix cisco.net vrf myvrf

BEa<w> K avw> R SRER
aaa new-model AAAT VR a2y he—L EF b F—T NI LET,
ipvrf VRFA VAZ L AREFZL, VREa V7 4 Fal— g E—
FEBH L £,
tacacs-server ZL—YH & TACACS+ Y —/NHRE T DRI 2 — T A6 7 L
domain-stripping TA VI AEERF Y 74 v I ABZARN) o7 THL9IC
IN—FEBRELET,

I X7+« .
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. sak-rekey

sak-rekey
ERSINTZMKARY =X T4 7Y —v gy F— (SAK) OF—FHAEKME
EHRETDHITIE, MKARY & — ar 7 4 F¥al—3 g F— FTsak-rekey 7~ Raffif]
LET, SAK F—HAEMA A ~—Z2 BT DI12E, Zoa~vr FonoBRE2EH L ET,
sak-rekey {interval time-interval | on-live-peer-loss}
no sak-rekey {interval | on-live-peer-loss}

BX DA interval SAK - — FA pl M bR & RV HLAL TRE L £ 77

time-interval .
#iPHIZ 30 ~ 65535 T, 7 7 A4/L ME0O T,

on-live-peer-loss S5 47 AN~ TNEOE TR,

ATV RFI4I R SAK F—HAERY A v —TED o> TWET, T 74/ MEO0TT,

AT R E—F MKA RV v— 27 4 ¥a L—3 3 (config-mka-policy)
avy FERE Jj1y—=x EFERNA
Cisco 10S XE Fuji ZToa<wr RREAINE L,
16.9.2
I WIT. SAK F—FA BB AR ET H0% R LET,

Device> enable

Device# configure terminal

Device (config) # mka policy 2

Device (config-mka-policy) # sak-rekey interval 300

BEa<v R Command Description
mka policy MKA RV o —%2RELET,
confidentiality-offset A7 v D ERRE LT MACsee ZE{ESE £,
delay-protection MKPDU O i%(5 CIIEREZ AT H L 9 ICMKAZ R E L ET,
include-icv-indicator MKPDU (2 ICV A > ¥ —H ZE&EDET,
key-server MKA F—H— A7 a v ERELET,
macsec-cipher-suite SAK # UG 57O DB 5 AL — R ERTELET,
send-secure-announcements| MKPDU D %E T F 2727 T 7 22 %ET 5 X 912 MKA

e LET,

B tx2U7«
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sak-rekey .

Command

Description

ssci-based-on-sci

SCIIZESWT SSCI #EME L £,

use-updated-eth-header

ICV HEIZIIFEFH SNIA =T Ry b~y X —%EHLE7,

X7+« .
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. security level (IPv6 R X—E > %)

security level (IPv6 A X—E > 4)

WHENAEX2UTF DO L ERET AT, IPv6 AX—E 7 RV — a7 4 Fa
L—y 3y ®— NTseaurity-level 2~ R&EHLET,

security level {glean | guard | inspect}

EX DA glean T RVAZA =B L, RGEEZITOTIZEN G E N
AT 4T TF=T A A =L LET,

guard INE L MEOT T #FEITLET, &5, FETELR—FT
ZEEINTWARWES, £2E3MoR) —I2k>THATEH
TWRWEAS. RAA Yy E—YBEXNDHCP — 1A v t&—

TGS NET,
inspect A=V O—EMHEENELREELET, B2, 7 KL AR

AHEDmRHlSNET, B A v =ik ey TERET,

ARV EFI4NL T IANMIOEF2UT 4 LU guard TY,

AavV R E—FR IPv6 AX—E 7 a7 ¥ alb—3 3> (config-ipv6-snooping)
A%y FEE -2 RERE
Cisco IOS XE Fuji 16.9.2 Ioavwy RPREAINEL
7o

WIZ, IPVv6 AX—E U7 R —L % policyl £EFKL, X =Y T 1 L~UL% inspect
L LTRIET DH 2R LET,

Device> enable

Device# configure terminal

Device (config) # ipvé snooping policy policyl

Device (config-ipv6-snooping) # security-level inspect
Device (config-ipv6-snooping) # end

. X2 T+«
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send-secure-announcements .

send-secure-announcements

B DEREA

aAavU R TFI4ILE

aAvYU R E—F

MKA 7% MACsec Key Agreement Protocol Data Unit (MKPDU) Tt = 7 /2@ A 4ETE 5
L9129 5121, MKARY > — 27 ¢ ¥ a L—3 3 2 F— R T send-secure-announcements
av REMEPALET, 20X 7 REMOFELENICT LT, Z0avr FOnofE
AEfHLET,

send-secur e-announcements
no send-secure-announcements

ZOawy RIZIEBIEELITF—U—RiZb ) £ A,
MKPDU TOY X 2T 32T F v v A XEN /2> TWET,

MKARY T — a7 ¢4 ¥ =2 lb—3 3 (config-mka-policy)

avy FERE

J1)—=x EEAR
Cisco I0S XE Fuji ZDawy RREAINE LR,
16.9.2

EREDHA FS14 Y

3l

X T RT TR, LHiEES 2T TRWT T U A TR STV 72 MACsec 5 A
A — MEREZHRIEL £,

WRIZ, EXaTRT T ADEEEHENCT AHERLUET,

Device> enable

Device# configure terminal

Device (config) # mka policy 2

Device (config-mka-policy)# send-secure-announcements

BEEavT YR

Command Description

mka policy MKA RY v—%FELET,

confidentiality-offset | pigsstt 47 &~ h & FE L C MACsee #Bh{ESEE T,

delay-protection MKPDU D %f8 CIEEIERELZ AT 2 L HICMKAZFRE L 7,

include-icv-indicator | MKPDU IZ ICV A > U7 — X 5 EDFE T,

key-server MKA F—H— 47 a3 U EFELET,

macsec-cipher-suite  |SAK ZHG 4 5720 DA A — h 2R ELET,

sak-rekey SAK F—HARMBEERELET,

t*2U74 |}
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. send-secure-announcements

Command Description

ssci-based-on-sci SCIIZESWWT SSCI #EE L x4,

use-updated-eth-header | [CV FHRICITFEFT SNTZA —F % v b~ X —ZEH L £7,

B tx2U7«
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server-private (RADIUS) .

server-private (RADIUS)

TN—TH =N LT, 774 X— FRADIUS — 3DIPT R LA ZFKET HIZiE. RADIUS
=T N—TF a7 4 X2l — g E— RTsarver-private =~ > RZ2H L £4, B
T oIz T A4 _X— M —NEFEE, A, BEXOT AT 107 (AAA) T —TH—
NOLEIRT A0, Z0a~vy RO noBREHEHRLET,

server-private ip-address [auth-port port-number | acct-port port-number] [non-standard]
[timeout seconds] [retransmit retries] [key string]

no server-private ip-address [auth-port port-number | acct-port port-number] [non-standard]
[timeout seconds] [retransmit retries] [key string]

B DEREA

AR R TFI4ILE

AR FE—F

ip-address 7°Z A ~<— K RADIUS h— 3R A D IP 7 KL A,
auth-port (R WGrERic+ 52— 5—% 774 7a k2L (UDP) i
port-number SeA— b, 770 MR 1645 T,

acct-port port-number | ({£&) 7 AL T 4 v ZERICHT D UDP S8R — b, T 7 40 b
B 1646 T,

non-standard (f£&) RADIUS $— T & —ill [ 0 RADIUS J@ %
timeout seconds (7> a ) T8 2D RADIUS 1 — R_DISE A L. FET

5 E TORBEWRE A . 2 ORENT radius-server timeout =< >
RoZ7a— Uiz EEX LET, #4577 MENMEE S TN
AL, Zu— S UERER S ET,

retransmit retries () =D L, FITRE N WA IZ RADIUS %R
B —NICHERET AR, Z Ok ElLradius-server retransmit 2~ >
Ror7a— " VikEs EEEXLET,

key string (EE) 7 /34 A L RADIUS ¥— 3 | Ti#I4 % RADIUS 7 —% > [
THH SN AFEFER L OB —, Z O —|dradiusserver key =~ >
ROZ7a— " VikiEr EEEXLET, F—XFHE2HELRVEA. 7
o— VUESE A S E T,

string 1I21%, 0 (B b &N TV ARNF—2Fi< Z L 2FEE) . 6
(Advanced Encryption Scheme (AES) Kb —23 i< 2 & #H6E) 7
GEABD X =03 Z L 2E) FE s bIh Ty (707

THXRADN) =X ETOITEEETEET,

server-private /37 A —Z PIRE SN TWRWEEIEL, Zu— b ary 7 o b—3 g UMl
AENET, Ze—Urar 7 Xalb—ya UNMEESRTOARVEAIE. 77 40 MER
EHEET,

RADIUS —JNV—7 a7 4 ¥ a2 L—3 3 (config-sg-radius)

t*2U74 |}
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. server-private (RADIUS)

avy FEE )= EEAR

CiscolOSXEFujil16.92 | = pa~<wy R EAINE LT,

FEREDHA KS4 > server-private 2~ FEEH LT, FFEDT T A N— M —NLERFHDO Y — T )L—T
% BT £ 97, Virtual Route Forwarding (VRF) A VA X VA TT T A _X— K7 FLANRN
EETHAREEIIE, 794 _X— =N (FTAX—= K T RLRZFOH—N) %
PRI N—TNTEHZRL, MO N—T IR ENZ2NEIICLET, Z0%HAEL, ZJu—
NNV T = (F7 5/ b Tradius] r— T —T728) RNOV—F, IPT LR LR—
NEFEHESTSRTEET, Z0XHIC, —A"TN—THNOH— DY 2 MNIIF, Fr—
SN AT A4 X2 L= a VBT ARA NORRIERE T T A X— K P—ROEHFENEGE

WET,
S
G¥) s radius-server directed-request =~ > R2VEXIE S CW 554G, server-private (RADIUS)
avy REREL TS T4 X— FRADIUS —N\%& T L—THh— "L L THEMAT L Z &%
TEEHA,

o 77 A4 ~X— K RADIUS H#—/30D AAA Y — NfEEHEH L 22— ROERRE 721X HE A —
FanTnWERHA, 774 = FRADIUSH — AR FEHEINTHWDHHAE, =7 —A vE—
VERML—ARINBELETE, INHDODTT—A =T ML —ANy 7 TAAA
RADIUSEEREICIT B L F A, TNOHDTZT—A v —VL ML —ANNy 7 ZE#ET 5
IZ1X., 774 _X— F RADIUS — Db 0 (237 ) » 7 RADIUS — " Z 3% E L £,

XA 7 6 AES 5L ¥ —Z 5% E T HI21E, password encryption aes 2~ > K& L £7,

Bl RIZ, sg_water RADIUS 7 /L — 7 H—NEZEEL TS T A X— M —ZHEfHT 5
fla R L ET,

Device> enable

Device# configure terminal

Device (config) # aaa new-model

Device (config) # aaa group server radius sg water

Device (config-sg-radius) # server-private 10.1.1.1 timeout 5 retransmit 3 key xyz
Device (config-sg-radius) # server-private 10.2.2.2 timeout 5 retransmit 3 key xyz
Device (config-sg-radius) # end

EEavU KR avU kR Bl
aaa group server BHEOY— N B A REHEDO Y 2 b EBEO R 7 —T
fbLE9,
aaa new-model AAAT 78R av ha—LEFNVEAF—T M LET,
password encryption aes S AT 6 DR S bR —%2 A R—T VI LET,

. X2 T+« I
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server-private (RADIUS) .

avy kR SRER
radius-server host RADIUS — X KRR F&IEE L £,

radius-server directed-request | = —473 NAS (212 7' 1 > L CEREEH O RADIUS H— /3% 58
TEHL9IZLET,

I X7+« .
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t¥auFq |

server-private (TACACS+)

I N—TH =Rt LTTF T A _X— bk TACACS+ H— "D IPv4d 7 FL A E 2L IPv6 7 KL A
ZERET HITIL, server-private 2~ K& —RT L —F a7 ¥ a2 b— g F—RT
FEHLET, Bl o774 X— b —RE230E, 7T, BLOT v T 007
(AAA) 7N —TH— "B HIBRT DIZiE, Zoa~vr Rono BN EFEHLET,

server-private  { ipvd-address | ipv6-address |fgdn } [ nat ][ single-connection ][ port  port-number
][ timeout seconds] key[O |7] string
no server-private

B DEREA

AR R TFIAILE

O R E—F

ip4- address 75 A ~X— | TACACS+ #—/ 3R A R IPvd 7 KL 2T,
ip6- address 75 A _X— |k TACACS+ #— XK Z R IPv6 7 KL 2T,
fgqdn RAA v F—2LH—s% (DNS) HDT KL ARRDIZHD T T A ~N— |k

TACACS+ H— /3R 2 F OSERER K A A 4 (fqdn)

nat EE) VE—FT A ADKR—FDFRy hU—27 T KL AZH (NAT)
T RLAZELET, ZOT FLARIITACACS+H I —NCTEEEINE T,

single-connection  ({1:%) /L—# & TACACS+ H— RO —D TCP #:#5 4 #EHF L £ 7,

timeoutseconds  ({LE) H—/SGEDO X A LT U MEZEELET, ZOMERETS &,

ZOYP— IR Y | tacacs-server timeout =<~ R CRRE I/ o — 3L
A LT DU MEDS EEEZEINET,

portport-number  ({£E) H—"OR— FESEIEELET, TOREICL-T, T 741
FOR— k49 (T EFEXINET,

key [017]8ring  (fEE) BAEEMFSF—AHELET, ZDOF—IL TACACS+ 7 —EL T
FHINOGX =& —HTHIMERDVET, ZOF—%2FHETHE, 20O
H— 2% LT B —/Vl tacacs-serverkey v 2 R CRE ST F— DA
N EEEINET,
BFa AT L0, £330 2 AN L2561 A&t

L= T X ARERBRINET, T2ANT DL AT ST CFINTHE
FeENE=TF A P ERARENET,

server-private /N7 A —Z PHE SN TV RWGRIL, Zr— U ary 7 4 Fa b—3 g UMl
MENE+, Zo— a7 X¥ab—ya U BMRESHTORWVESIE. 77 4/ MER
HIET,

TACACS+ ¥ — T )—7 a7 4 X2 L —3 3 (config-sg-tacacs+)

B tx2U7«



| %2054

server-private (TACACS+) .

avy RERE

)= EENR

CiscolOSXEFuji16.92 Zpa~<wy RREAINE LT,

FEREDHA KS4> server-private 2~ FEEH LT, FFEDT T A N— M —NLERFEHDO Y — T )L—T

% BT £ 97, Virtual Route Forwarding (VRF) I T 74 X— 7 RLVANEET 5 HE
HEBEITE, TI7ARX—= R =N (T4 RX—= T RLRAEFFOT—N) =T )—7F
NTEFRL, O NL—TFIIRENRZ2NVE I LET, ZOHAEL, Zuo— 07— (7
74V D [TACACS+] P— T )—7) WOV —NFZ, IPT7T RLAER—"EZSEHEHL
TEHTEET, Z0XHz, =T N—THNOY— DY A ML, Fa— a7y
Fal—valilBiloFRA NOBRBERE T T4 X— N P—R"OEENEENET,

WIZ, tacacs]l TACACS+ /N —THh—NEER L TT T A X— M —N"ZEHHEfHT D
FlZR L £,

Device> enable

Device# configure terminal

Device (config) # aaa group server tacacs+ tacacsl
Device (config-sg-tacacs+)# server-private 10.1.1.1 port 19 key cisco
Device (config-sg-tacacs+) # exit

Device (config) #ip vrf cisco

Device (config-vrf)# rd 100:1

Device (config-vrf) # exit

Device (config)# interface LoopbackO

Device (config-if) #ip address 10.0.0.2 255.0.0.0
Device (config-if) #ip vrf forwarding cisco

avw >R SiBA

aaa group server ROV — NHKA NEBEO Y A K ERIEO TR v—7
ELET,

aaa hew-mode AAA T V7R arybe—L EFNAEAL FXT—T NV LET,

ip tacacs source-interface FTR_RTOHIE TACACS+ %7 v M LT, BEIN-A v
=T 2 A AZADIP T RLAZMHHL %7,

ip vrf forwarding (server-group) | AAA TACACS+ #—/3 7L — 7D VRE DEM &% E L £,

t*2U74 |}
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. show aaa clients

show aaa clients

FRRE. R, BEXOT AT 40T (AAA) 7 T AT 2 FOREEREFRT HIZIE, show
asaclients i~ &R L £,

show aaa clients [detailed]

X DA detailed  ({L7) MR AAA Y T4 T > FOWEERE R LET,

AT R E—F =—¥ EXEC (>)
¥ikE EXEC (#)

A%y FEE 1y—2 RERE
Cisco IOS XE Fuji 16.9.2 Davwry RPREAINEL
7

&IZ. showaaaclients 2~ FOH AR LET,

Device> enable
Device# show aaa clients

Dropped request packets: 0

. X2 T+«
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show aaa command handler .

show aaa command handler

FAE. TR BI T T UT 47 (AAA) 3~ Ay R OGEHER TR 51213,
show aaa command handler =~ > RZEH L £1,

show aaa command handler

XD Ioawry RZEBIEELEF—TY—FEH D THA,

aAvY R E—F = —¥% EXEC (>)
HrME EXEC (#)

avy FERE 1)1)—=x EENE
Cisco I0S XE Fuji 16.9.2 Zoavwry RBREAINEL
77

KIZ. show aaa command handler =~ > ROHFIHlZ R L E£9,

Device# show aaa command handler

AAA Command Handler Statistics:
account-logon: 0, account-logoff: O
account-query: 0, pod: 0
service-logon: 0, service-logoff: 0
user-profile-push: 0, session-state-log: 0
reauthenticate: 0, bounce-host-port: 0
disable-host-port: 0, update-rbacl: 0
update-sgt: 0, update-cts-policies: 0
invalid commands: O
async message not sent: 0

I X7+« .



. show aaa dead-criteria

show aaa dead-criteria

wdalk, 7FAlL BEDY

¥ay7q |

TH T 47 (AAA) @ dead-criteria B IS R 2 F -7 5 121%. show

aaa dead-criteria 2~ > K& fi#E EXEC £— R CHEA L £,

show aaa dead-criteria { security-protocol ip-address | server-name} [auth-port port-number]
[acct-port port-number ][ server-group-name]

XD security-protocol

BELFEAAA Y — O X2 U5 47 han, HE, Y R— ST
Wb 71 k3 /L% RADIUS O & T,

ip-address

FBE LT AAAY— "D IP 7 FL A,

server-name

o€ LTz AAA I — "— D4 i,

auth-port

(f£&) 8 L7= RADIUS % — "DOFBFER— b,

port-number

() FirR— FDEE, 774/ X 1645 TF (RADIUS H— D
%/El\) o

acct-port

(T5) FBE L= RADIUS v — DT H T T 4 v T HR— |k,

port-number

UEE) THhorT 47 R— b DEFS, T 7 +/V NI 1646 T
(RADIUS #—DHBA) .

Sserver-group-name

EZE) 5T LV — DN EEMT SN TW A — R T —F, F7 4
/b b i radius T (RADIUS —"DH5)

AYY R T4k BUE, auth-port —U— Ko port-number 5%k & acct-port & — 1 — ' port-number 51 i,

F 74V N TENE

L1645 L1646 12720 £9°, server-group-name 5|37 7 #+ /L kI radius

"C\‘j‘o
avYRE—F ¥ M EXEC (#)
vy RERE Jy—x FERNE

CiscoIOS XEFuji 16.9.2 [z a<y RAAEA I E LT,

17.11.1

Cisco IOS XE Dublin save-named 7y g v awy RIZBmEnhE LA,

FEHEDHA KS4> FLIPT FLAZROHEO RADIUS Hh— %273 ZTRETE £7, auth-port F—U—
K& acct-port F—7 — NIV —R"EXBTH7-OEHEINET, FEELEZY—TL—7
VBT HAL TV D — 30 dead fR I [EIMRIL, server-group-name ¥ — U — K& ] L THt
FTEEJ (RADIUS ¥—/3D dead IRIEMR R & FIAE OMEIL, —SBES LT —7
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1

1

show aaa dead-criteria .

N—TICHEASNWTEREESNET, ROV =T N —FIZRE LY —"2EGDDH N TEE
T) o

WIZ, IP 7 KL A 192.0.2.1 @ RADIUS ¥—/ X% L C dead-criteria & H 1/ # 2 25k L
=S AaomERLET,

Device# show aaa dead-criteria radius 192.0.2.1 radius

RADIUS Server Dead Critieria:

Server Details:
Address : 192.0.2.1
Auth Port : 1645
Acct Port : 1646

Server Group : radius

Dead Criteria Details:
Configured Retransmits : 62
Configured Timeout : 27

Estimated Outstanding Transactions: 5

Dead Detect Time : 25s

Computed Retransmit Tries: 22

Statistics Gathered Since Last Successful Transaction

Max Computed Outstanding Transactions: 5
Max Computed Dead Detect Time: 25s
Max Computed Retransmits : 22

WIZ, ISE &9 £ HiD RADIUS H—/3—{Z%f L T dead-criteria # & # &2 ER L7255
EOWETRLET,

Device# show aaa dead-criteria radius server-name ISE

RADIUS Server Dead Criteria:

Server Details:
Address : 192.0.2.2
Auth Port : 1645
Acct Port : 1646

Server Group : radius

VRF : Mgmt-vrf

Dead Criteria Details:
Configured Retransmits : 3
Configured Timeout : 5

Estimated Outstanding Access Transactions: 0
Estimated Outstanding Accounting Transactions: 0
Dead Detect Time : 5s
Computed Retransmit Tries: 4

Statistics Gathered Since Last Successful Transaction

Max Computed Outstanding Transactions: 1
Max Computed Dead Detect Time: 10s
Max Computed Retransmits : 10

Max Computed Dead Detect Time 3 #FE R SEd (BHANL) , BRrEhsrtho 7 4 —
b RIFEAN 2 TH b £,
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. show aaa dead-criteria

TEEEIS eSS 35

debug aaa dead-criteria F o REMED AAA FT o7 v a xR LET,
transactions

radius-server dead-criteria RADIUS —_—%F v RIREELIEET 272D DOKMHEOW
THhELIZmME%E, BELZERCHEHALET,

show aaa server-private FTRTHOFT A X— FRADIUS ' —/ "D AT —F A % FKoR
l_/\i‘j’-‘o

show aaa servers AAA — N DO CTEZE SN T v hOEKICEET 5
HHREFRLET,
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show aaa local .

show aaa local

SEE, A BIXOT AU T 47 (AAA) v— AN HFRA TV g v E2FERT BHITIE, show

aaalocal =~ > FEHEHLFT,

show aaalocal {netuser {name | all } | statistics | user lockout}

BX DA

netuser AAAT— )NV Ry NI =T FETFA N 2= F—Z_XR—25EELET,

name Fv MU= 2—H4,
all Fy NI = BIOF A N a—WFIEREZFEELET,

Statistics w7 L RRAEDFEAHITHE 2R LE T

user AAA T —H LDy 7Ty sENT-a—FEHEELET,
lockout

ATV R E—F

z2— EXEC (>)

HikE EXEC (#)

avy FERE

)1y—= EERNE
Cisco IOS XE Fuji 16.9.2 Ioavwy RPREAINEL
77

&Iz, show aaalocal statistics =~ > ROHHIZ R LFET,

Device# show aaa local statistics

Local EAP statistics

EAP Method Success Fail

Unknown 0 0

EAP-MD5S 0 0

EAP-GTC 0 0

LEAP 0 0

PEAP 0 0

EAP-TLS 0 0
EAP-MSCHAPV2 0 0

EAP-FAST 0 0

Requests received from AAA: 0
Responses returned from EAP: 0
Requests dropped (no EAP AVP): 0
Requests dropped (other reasons): 0
Authentication timeouts from EAP: 0
Credential request statistics

Requests sent to backend: 0

X7+« .
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. show aaa local

Requests failed (unable to send): 0
Authorization results received

Success: 0
Fail: 0

B tx2U7«
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show aaa servers .

show aaa servers

SREE. BRI, TAHU T 47 (AAA) P — ROMIBIZ L » TR EN DT TD AAA Y —
NEFRRTHIZIL, showasaservers <> REHH L £,

show aaa servers[private| public| [detailed]]

(TE) AAA — RO MIBIZ L > CRIEIND T T A ~_—

X NN detailed
N AAA =B FIRLET,
public (fEE) AAA B — SO MIBIC L > CERiksn s /70 w7
AAA P — BRI LET,
detailed (EE) 72 AAA VY — O FHIEREEZ TR LET,

avYRE—FK = —% EXEC (>)

HebE EXEC (>)

avy FERE )1)—= EENE
Cisco 10S XE Fuji 16.9.2 Ioavwr RBREAINEL
776

i Iz, show asaservers =~ > RO HHlZ L E9,
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. show aaa sessions

show aaa sessions

HIE, HA, ThHULT 407 (AAA) By a rOMIBIZL > THRFHENDAAA T v~ 3
v EFRT BHIZIE, showaaasessions 7~ > R&EfEHA L £,

show aaa sessions

XD Ioawy RZEBIEELEF—TY—REH D THA,

aAvY R E—F = —% EXEC (>)
HrME EXEC (#)

avy FERE 1)1)—=x EENE
Cisco I0S XE Fuji 16.9.2 Zoavwry RREAINEL
77

&IZ, show aaasessions =1~ > RO &R~ L%,

Device# show aaa sessions

Total sessions since last reload: 7
Session Id: 4007

Unique Id: 4025

User Name: *not available*

IP Address: 0.0.0.0

Idle Time: O

CT Call Handle: O
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show authentication brief .

show authentication brief

FFEDA B2 —T 2 A ADFRGEE v v a T AMEERE R RT DL, =—3 EXEC
F— R FE 7213454 EXEC & — R T show authentication brief =~ > R& AL £,

show authentication brief [switch{switch-number|active|standby}{R0}]

¥ ST EHBA switch-number switch-number 25t DA 7efEIX 1 ~ 9 TT,
RO N— K Frtyd RP) Ay h0IZET D
fHlERRLET,
active TITAT A VAZ U AERELET,
standby AP NS, A VAR AFRELET,
ATV R E—FR KrHE EXEC (%)

z.— EXEC (>)

2<% FEE =2 EENE
Cisco I0S XE Fuji 16.9.2 Zoavy RpREAINEL
7=

&Iz, show authentication brief =~ > FOHAHI 2R L ET,

Device# show authentication brief

Interface MAC Address AuthC AuthZ Fg Uptime
Gi2/0/14 0002.0002.0001 m:NA d:0K AZ: SA- X 281s
Gi2/0/14 0002.0002.0002 m:NA d:0K AZ: SA- X 280s
Gi2/0/14 0002.0002.0003 m:NA d:0K AZ: SA- X 279s
Gi2/0/14 0002.0002.0004 m:NA d:0K AZ: SA- X 278s
Gi2/0/14 0002.0002.0005 m:NA d:0K AZ: SA- X 278s
Gi2/0/14 0002.0002.0006 m:NA d:0K AZ: SA- X 277s
Gi2/0/14 0002.0002.0007 m:NA d:0K AZ: SA- X 276s
Gi2/0/14 0002.0002.0008 m:NA d:0K AZ: SA- X 276s
Gi2/0/14 0002.0002.0009 m:NA d:0K AZ: SA- X 275s
Gi2/0/14 0002.0002.000a m:NA d:0K AZ: SA- X 275s
Gi2/0/14 0002.0002.000b m:NA d:0K AZ: SA- X 274s
Gi2/0/14 0002.0002.000c m:NA d:0K AZ: SA- X 274s
Gi2/0/14 0002.0002.000d m:NA d:0K AZ: SA- X 273s
Gi2/0/14 0002.0002.000e m:NA d:0K AZ: SA- X 273s
Gi2/0/14 0002.0002.000f m:NA d:0K AZ: SA- X 272s
Gi2/0/14 0002.0002.0010 m:NA d:0K AZ: SA- X 272s
Gi2/0/14 0002.0002.0011 m:NA d:0K AZ: SA- X 271s
Gi2/0/14 0002.0002.0012 m:NA d:0K AZ: SA- X 271s
Gi2/0/14 0002.0002.0013 m:NA d:0K AZ: SA- X 270s
Gi2/0/14 0002.0002.0014 m:NA d:0K AZ: SA- X 270s
Gi2/0/14 0002.0002.0015 m:NA d:0K AZ: SA- X 269s

I X7+« .



. show authentication brief

t¥auFq |

W, TIT 4T A AK A5 5 show authentication brief =< > KO H 1l %

ALET,

Device# show authentication brief

Interface MAC Address

Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.
Gi2/0/14 0002.

23333838323383833838238232323:38238?2382:3823823

:NA

00 0 0000000000000 0000 00

switch active RO

AuthZ Fg Uptime
AZ: SA- X 1s
AZ: SA- X Os
AZ: SA- X 299s
AZ: SA- X 298s
AZ: SA- X 298s
AZ: SA- X 297s
AZ: SA- X 296s
AZ: SA- X 296s
AZ: SA- X 295s
AZ: SA- X 295s
AZ: SA- X 294s
AZ: SA- X 294s
AZ: SA- X 293s
AZ: SA- X 293s
AZ: SA- X 292s
AZ: SA- X 292s
AZ: SA- X 291s
AZ: SA- X 291s
AZ: SA- X 290s
AZ: SA- X 290s
AZ: SA- X 289s
AZ: SA- X 289s

WIZ, AX N, A AR 2 AIZKE9 D show authentication brief =< > KO H 15 %

ﬁ_‘- Lij‘o

Device# show authentication brief switch standby RO

No sessions currently exist

WDFET, ZOHNTERINDIEERT 4 —/L RIZOWTHALET,

3 8:show authentication brief 7 « —)L K D %A

J4—ILFK

B

Interface

BIA LB —T 2 A ADEA T L HEE,

MAC 7 RL &

24T RNOMACT KL A,

AuthC

PRREA T — S A,

authz

HKRRAT —H A,

B tx2U7«
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show authentication brief .

J4—ILF

B

FG

BEDAT—H A %4777, AR7EIX
wD LTI,

ARV —OmHAT GERIXEEITO A
T—H A 5R)

*D: VA LAFD

«F 1 OB A L o T
«1: IIF ID OF D 4 TH S
PryvarETyvas

*R:a2—%7u 77 A LORIRT GEMIX
BEATDO AT — 2 2 &5

U a—YFu7r Ao GEHliX
BEATDO AT —H A% BHR)

X RWRT Ty

Uptime

o a UNEEN LT D ORI,
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. show authentication sessions

show authentication sessions

BIEORFEY R —Y vty a VBT 515 ®REFRRT HI21E, show authentication sessions
o< REFEHRALET,

show authentication sessions [database] [handle handle-id [details] ] [interface type number
[details] [mac mac-address [interface typenumber] [method method-name [interface typenumber
[details] [session-id session-id [details] ]

BX DA database EE) EyiarF—F_R—Z SN WA TF— 2T &R LE
j—O

handle handle-id (EE) IE~ R =V v §ME R T DRED N PV ERELET,

details (LR FEfmERr LET

interfacetypenumber  ({£E) AL~ — V¥ HREERT DR EDA L H—T oA AD XA
TEHFRGERELET,

mac mac-address (ER) e E£RTOREDOMACT FLAZEELET,

method method-name  ({£7&) BFE~ 1 — v 152 FR T DR E ORI ELTRE L £,
R EFRET H5E (dotlx, mab, F7-lXwebauth) . f > X —7 A

AHIETEET,
session-id session-id ~ ({£5) AL~ R — Vv FREZFRTHIHEDE v a v ERTE
TO
avYU R E—F =—% EXEC (>)
ke EXEC (#)
2% FEE yy—2 EERE
Cisco I0S XE Fuji 16.9.2 ZIDavwy RPREAINEL

77

FEREDHA KSq4 > BHEOTRTORIEYR—V vt v a MTET HEHRE£RT 5I21E, show authentication
sessuons:t-?/h%ﬁﬁﬁ LET, BEORIE~Y R —Vx By a BT AEHREERTHIC
I, 12 kO —TU—RE2EHLFET,
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show authentication sessions .

ZOT =TI, WESNLERFEE vy v g o CTHESNIEMEREBE R LET,

ig u:LnEj:T_ta)‘{k 3

N #iEA
Not run oy arOFRITETINTOERA,
Running DOy arOFANRFEITHTT,

Failed over

ZOHRNTERELE Lz, ROTADBHERE

HIZ e TP TnET,

Success ZOFRIT., By a Ok LRGSR
PR L E L,

Authc Failed ZoHFRIT, By a ORI LR R

iRt U E L7,

WROFIZ, HEHTE LIS NE R LET,

® 10: AR DIRE

N s EA

dotlx 802.1X

mab MAC FBRE/NA /XA
webauth Web 58iE

KIZ, THAAZEOFTRTOREFEE v v a v 2RKRT 02" LET,

Device# show authentication sessions

Interface MAC Address Method Domain
G11/0/48 0015.63b0.f676 dotlx DATA
Gi1/0/5 000f.23c4.a401 mab DATA
Gi1/0/5 0014.bf5d.d26d dotlx DATA

Status Session ID

Authz Success 0A3462B1000000102983C05C
Authz Success 0A3462B10000000D24F80B58
Authz Success 0A3462B10000000E29811B94

I, A F =T =2 A LEDOTXTORGEE v v a VRN T L0 2R LET,

Device# show authentication sessions interface gigabitethernet2/0/47

Interface: GigabitEthernet2/0/47
MAC Address: Unknown
IP Address: Unknown

Status: Authz Success
Domain: DATA
Oper host mode: multi-host
Oper control dir: Dboth
Authorized By: Guest Vlan
Vlan Policy: 20

t*2U74 |}




show authentication sessions

Session timeout:
Idle timeout:
Common Session ID:
Acct Session ID:

N/A

N/A
0A3462C8000000000002763C
0x00000002

Handle: 0x25000000
Runnable methods list:
Method State
mab Failed over
dotlx Failed over
Interface: GigabitEthernet2/0/47
MAC Address: 0005.5e7c.da05b
IP Address: Unknown
User-Name: 00055e7cdal5b
Status: Authz Success
Domain: VOICE
Oper host mode: multi-domain
Oper control dir: Dboth
Authorized By: Authentication Server
Session timeout: N/A
Idle timeout: N/A

Common Session ID:
Acct Session ID:

0A3462C8000000010002A238
0x00000003

Handle: 0x91000001
Runnable methods list:
Method State
mab Authc Success

dotlx Not run

B tx2U7«
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show cisp .

show cisp

FBE &NT=A > ¥ —7 = A AD Client Information Signaling Protocol (CISP) {§# % F/RT 5HIZ
%, $#HE EXEC £— R Tshow cisp 2~ R&EfiHLET,

show cisp {[clients | interface interface-id] | registrations | summary}

EX DA clients E) CISP 7 547 v NOFEMERERLET,

interface interface-id EE) fEESN-A v Z—7 = A 2D CISP &7
FeR—K F¥RxANEERET,

registrations CISP DB GIHFHM AT R L ET,
summary ({LE) CISP O~V —lEFREFTRLET,
ATV R E—F ke EXEC (%)
2% FEE yy—2 EERE
Cisco I0S XE Fuji 16.9.2 Zoavwy RPNEAINEL
77

&Iz, show cisp interface =~ > ROl Z R L 9,

Device# show cisp interface fastethernet 0/1/1

CISP not enabled on specified interface

Iz, show cisp registration =~ > FOHAH %2R~ L £7,

Device# show cisp registrations

Interface(s) with CISP registered user(s):

Fal/0/13

Auth Mgr (Authenticator)
Gi2/0/1

Auth Mgr (Authenticator)
Gi2/0/2

Auth Mgr (Authenticator)
Gi2/0/3

Auth Mgr (Authenticator)
Gi2/0/5

Auth Mgr (Authenticator)
Gi2/0/9

Auth Mgr (Authenticator)
Gi2/0/11

Auth Mgr (Authenticator)
Gi2/0/13

Auth Mgr (Authenticator)

t¥alT4a
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. show cisp

t¥auFq |

Gi3/0/3
Gi3/0/5
Gi3/0/23

BEavF avw YR s EA
cisp enable CISP # A F—7/WIZLET,

dot1x credentials profile
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show device-tracking capture-policy .

show device-tracking capture-policy

VAT ANAN— R 2T (HEEE) 2y v a2t B — L EFRRT AR, FHEEXECE— K
C show device-tracking capture-policy =~> R& AN LET, Fvra&nbL—LiZk-
T, BIN7T 7 2 a O DITSISFIZ/ANY hSLD /37y RBIRED £F, £H D/ —/UiE,
AV —=T 2 A AFETILVLAN ICHEHA SN DR Y o —RNE#|EINT-H DO TT,

show device-tracking capture-policy [ interfaceinteface type no | vlanvian id ]

BXDEREA

YR E—F

interface BELIEA V=T oA ADRA v =Y v 7F ¥ RN —IFH%E
inteface_type no KR LET, /X =T 2 A ADXA T EEZE A LET,

TNAADA B —T oA AZA T HFmd HIIL, &HF () oA
YIAUSIVTREREERER L £,

vlan vian_id JEELEVLANID DA v — ¥ 7F ¥ RY o —1ERERRLE
T, AR EORPHIX 1 ~ 4095 T9,

b EXEC (#)

avy FERE

FEREDHA K54

)=z EEAR

CiscoIOS XEFuji 1692 = o~y RS A S E L7,

Zoavwy ROWNE, 77 =INYR—= F—LB T TNV a—T 4 IR LET,

!l
Iz, show device-tracking capture-policy =~ > RO HHI 2R L £,

Device# show device-tracking capture-policy interface tengigabitethernetl/0/1

HW Target Tel/0/1 HW policy signature 0001DFOF policies#:1 rules 14 sig 0001DF9F
SW policy sisf-01 feature Device-tracking - Active

Rule DHCP4 CLIENT Protocol UDP mask 00000400 action PUNT matchl 0 match2 67#feat:1

feature Device-tracking
Rule DHCP4 SERVER SOURCE Protocol UDP mask 00001000 action PUNT matchl 0 match2

68#feat:1
feature Device-tracking
Rule DHCP4 SERVER Protocol UDP mask 00000800 action PUNT matchl 67 match2 O#feat:1

feature Device-tracking

Rule ARP Protocol IPV4 mask 00004000 action PUNT matchl 0 match2 O#feat:1
feature Device-tracking

Rule DHCP SERVER SOURCE Protocol UDP mask 00000200 action PUNT matchl 0 match2

S46#feat:1
feature Device-tracking
Rule DHCP CLIENT Protocol UDP mask 00000080 action PUNT matchl 0 match2 547#feat:1
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. show device-tracking capture-policy

B tx2U7«

feature Device-tracking

t¥auFq |

Rule DHCP SERVER Protocol UDP mask 00000100 action PUNT matchl 547 match2 O#feat:1

feature Device-tracking

Rule RS Protocol ICMPV6 mask 00000004
feature Device-tracking

Rule RA Protocol ICMPV6 mask 00000008
feature Device-tracking

Rule NS Protocol ICMPV6 mask 00000001
feature Device-tracking

Rule NA Protocol ICMPV6 mask 00000002
feature Device-tracking

action

action

action

action

PUNT

PUNT

PUNT

PUNT

matchl

matchl

matchl

matchl

133 match2

134 match2

135 match2

136 match2

Offeat:1

Offeat:1

O#ffeat:1

Offeat:1

Rule REDIR Protocol ICMPV6 mask 00000010 action PUNT matchl 137 match2 O#feat:1

feature Device-tracking

Rule DAR Protocol ICMPV6 mask 00008000 action PUNT matchl 157 match2 O#feat:1

feature Device-tracking

Rule DAC Protocol ICMPV6 mask 00010000 action PUNT matchl 158 match2 O#feat:1

feature Device-tracking
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show device-tracking counters .

show device-tracking counters

A H =T =2 AEIUIVLAN, HDLWNILTOWMG TZELIETn— Ry 2 b v FFy

AR, VYTV R, 2=%% A, Fr—T Ry TINEZTAANT X T AvE—

V. BLOBEEORICBET 21 A £RT 521, $5HE EXEC £ — K T show device-tracking

counters= v REZ AN LET, 4T 556, Avie—I37 e hajlicpEEnEd,

v ha)® VU A MZIX, Address Resolution Protocol (ARP) . Neighbor Discovery Protocol
(NDP) . DHCPv6, DHCPv4. Address Collision Detection (ACD) . BXOEHET KL 2
(DAD) EENET,

show device-tracking counters [ all | interfaceinteface type no | vlanvian id ]
XD all KU —=DEAENTNDT A A LDOTXTOS =T =f AL
VLAN Off#a#oRm LET,
interface ESNA L E =T =24 ADEREFRLET, A F—T AR
inteface_type_no DEATLHFZTEZANTTLET,

ATV R E—F

TNAADA B —T 2 A AXA T HFRT DI, B&HHF () ©
o TA VTR R L E T,

vlan vian_id 8 L7- VLANID Oz Rk LET, $5ECTX 28T 1 ~ 4095
=T

HkE EXEC (B)

avy RERE

FEREDHA FS14 Y

1)1)—=R EEANE
CiscoIOSXEFuji16.92 Zma~y FMEASHE LT,

show device-tracking counters @~ > R&Z A4 % & &%, kOWTFNLDOF—U— R, OF
V. all, interfaceinteface type no. F7=1% vlanvian_id # A1+ 20 E R H Y 7,

RU L —NEHENLTW WA —T oA AFE7IT VLAN 2 5ETH L, ROA vE—Y

ﬁ§§%ﬁ%é§%L§E7yo % no ipv6 snooping policy attached on <interface number or VLAN ID>

i
Iz, showdevice-trackingcounters =~ > RO OB AR LEd, $ED VLAN (VLAN
10) IZBET WA - ZICERENET,

Device# show device-tracking counters vlan 10
Received messages on vlan 10

Protocol Protocol message

NDP RA[2479] NS[1757] NA[2794]
DHCPv6

ARP REP[878]

DHCPv4
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. show device-tracking counters

ACD&DAD --[3]

Received Broadcast/Multicast messages on vlan 10

Protocol Protocol message
NDP RA[2479] NS[3] NA[5]
DHCPV6

ARP REP[1]

DHCPv4

Bridged messages from vlan 10

Protocol Protocol message

NDP RA[1238] NS[1915] NA[878]
DHCPV6

ARP REQ[877]

DHCPv4

ACD&DAD --[1]

Broadcast/Multicast converted to unicast messages from vlan 10
Protocol Protocol message

NDP

DHCPV6

ARP

DHCPv4

ACD&DAD

Probe message on vlan 10

Type Protocol message
PROBE_SEND NS[1037] REQ[877]
PROBE_REPLY NA[1037] REP[877]

Limited Broadcast to Local message on vlan 10
Type Protocol message

NDP

DHCPv6

ARP

DHCPv4

Dropped messages on vlan 10

Feature Protocol Msg [Total dropped]
Device-tracking: NDP RA [1241]
reason: Packet not authorized on port [1241]
NS [2]
reason: Silent drop [2]
NA [1039]
reason: Silent drop [1037]
reason: Packet accepted but not forwarded [2]
ARP REP [878]
reason: Silent drop [877]
reason: Packet accepted but not forwarded [1]
ACD&DAD: -- -- [2]

Faults on vlan 10
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show device-tracking database .

show device-tracking database

NA T AT T =T N T =2 RXR=ZADeE A TR 5121%, Rk EXEC £ — R T show
device-tracking database =~ > K& A L £,

show device-tracking database [ address { hosthame address | all } [ interfaceinteface type no

] [vlanidvlan] [ details] | details | interfaceinteface type no [ details] [ vlanidvian] |

mac [ 48 bit_hw add ] [ details] [ interfaceinteface type no] [ vlanidvlan] | prefix [

prefix_address | all ] [ details] [ interfaceinteface type no] | vlanid vianid [ details] ]
BX DA address BEDIP 7 RLALLITTRTOT RLADAL VT 4 v T T—

aAvU kR E—F

{hostname_address|all} ) B2 53 L E4,

interfaceinteface type Nno 5 E SNF=A L X —T = A{ ZADNA VT 4 2 T F—T ISR & FEoR
LET, A F—TxA ADZA T EHREEZANLET,

TNAADA B —T 2 AXA T HEKRTHIZIE, BRI (2)
DA T A o~V TREREE A LT,

vlanid vian ¥ L= VLANID OA U F 4 v 77— T M #aEFR LET,
BN 72O 1 ~ 4095 T,

details PR R AE R R LET,

mac FBELI-MACT RLADAAL UF 4 o T —TNEREFRLE
?—O

48_bit_hw_add 48EY hON—RY =77 NL2Z AN LET,

prefix R LT IPVE LT 4 v 7 ADNAAL VT 4 v T F—T NG A F
R~RLET,

prefix_address IPv6 7L 7 4 v 7 A& A LET,

all HRTATREZRR T _RTCDIPVE T LT 4 v I ADNAAL VT 4 T —TF
IWIEHREFR TR LET,

et EXEC (#)

avy FERE

yy—2 EENE
CiscolOSXEFuji16.92 Zpa<wy RREBAINE LT,

il

IZ. show device-tracking database details =~ > KOH B &R L EJ, FffFDFE
o, BRENDEELRT 4 — /L ROBHAEZRLET,
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. show device-tracking database

Device# show device-tracking database details

Binding table configuration:

max/box : no limit
max/vlan : no limit
max/port : no limit
max/mac : no limit

Binding table current counters:

dynamic : 5
local : 1
total : 5

Binding table counters by state:

REACHABLE : 5
DOWN : 1
total : 6

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol,
DH4 - IPv4 DHCP, DH6 - IPv6 DHCP, PKT - Other Packet, API - API created
Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access
0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned
0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned
Network Layer Address Link Layer Address Interface mode vlan (prim) prlvl
age state Time left Filter In Crimson Client ID Session ID
Policy (feature)
ARP 192.0.9.29 001b.4411.3ab7(S) Tel/0/4 trunk 200 ( 200) 0003
omn REACHABLE 331 s no yes 0000.0000.0000 (unspecified)
sisf-01 (Device-tracking)
ARP 192.0.9.28 001b.4411.3ab7(S) Tel/0/4 trunk 200 ( 200) 0003
omn REACHABLE 313 s no yes 0000.0000.0000 (unspecified)
sisf-01 (Device-tracking)
ARP 192.0.9.27 001b.4411.3ab7(S) Tel/0/4 trunk 200 ( 200) 0003
omn REACHABLE 323 s no yes 0000.0000.0000 (unspecified)
sisf-01 (Device-tracking)
ARP 192.0.9.26 001b.4411.3ab7(S) Tel/0/4 trunk 200 ( 200) 0003
omn REACHABLE 311 s no yes 0000.0000.0000 (unspecified)
sisf-01 (Device-tracking)
ARP 192.0.9.25 001b.4411.3ab7(S) Tel/0/4 trunk 200 ( 200) 0003
omn REACHABLE 313 s no yes 0000.0000.0000 (unspecified)
sisf-01 (Device-tracking)
L 192.168.0.1 00a5.bf9d.0462 (D) V1200 svi 200 ( 200) 0100
omn DOWN no yes 0000.0000.0000 (unspecified)

sisf-01 (sisf local)
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show device-tracking database .

3= 11: show device-tracking database details D 7 « —)L F DA

TJ4—ILF

FiEA

Binding table configuration:

* max/box
e max/vlan
* max/port

* max/mac

N T 4 o T TF—TNVNOREEFRLET,
i, Za—L a7 4 X2 b—v g
£ — K Cdevicetrackingbinding =~ > K &ff
AL TRESHENEICHS L £,

e max/box : = ZIZER I AHHEIL,

max-entriesno_of entries & — 7 — RD#%
EAEIZ S LETS

e max/vlan : = ZIZE RSN HEIT,
vlan-limit no_of_entries % — 7 — KO E
EITRHS L ET,

s max/port : & ZIZFEK R SILDHMEIT,
port-limit no_of entries ¥ —7 — KD E
fEIZ S LET,

e max/mac : = ZIZFRINAEIL.
mac-limit no_of_entries % — 7 — RO E
EIT IS L ETS,

Binding table current counters:
* dynamic
* local

* total

T—=INDTr N EEFERLET,

s dynamic : ¥4 I v 7 FUE Ao
VT AT T =T BN T — X & L
DIATEE A X ML TERENE
R

elocal : m—H LT ML, T/ AT
SVIZRTET 5 L BEMIER S NET,

SISF Cu—hlz MU BNMEREND S
HED12F, A=V TDarTxX kb
TT, "=V I BREMI>TNDHE
A, SVIT RLZZ ARP P u—7 D%lE
L7 RLAE LTRSS ET,
stotal : total ik, ¥ A FI v, m—Hh),
BLOARZYT 4 I AT 4T 2
U DEFTT,

Binding table counters by state:

HREOT U P KEFoRLET, KRBT,
REACHABLE, STALE, DOWN DWW J* /G
B
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. show device-tracking database
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J4—ILFK

A

Codes

AR N BRI DI SN AMEEE
BAmEIC L £,

NA T 4T N ORPIOINTIE, &
DA T 4 T N OFERIZ D708 5
TeFEAXRY MIET 2802 — R S
ncTunxd,

Preflevel flags (prlvl)

TYU T L AL DEZFT— DY R |
LA ¢ ‘/%/]’ N/t V7)) prlvl 5”@%
Ba— KOEMROFHA,

a— NIREPRGEEZRLTEY, O
a— Rz 1o0xzy M) ICEATEET,
priviFNZEREIN DI, FEa— KOEE
THY, feT57Y 77 L A L~ULkhiR
LEJ,

ez, TI7RAAL U E—T AR (T
Ty LU Aa— K :0004) S ARPT Y
(FV 77 L Aa—F:0001) Z5%8 Lz
Bt priviFNZFRE N AT [0005) &7
nE9,

IBEIEOTY 77 L A L~ULT, 100 235
T,

aYVarNRELESAE. TV 77 LA
DENWASAL T 4T N BNMER SR E
T, 7220, MU= FPUNR2HODOERD
A E—T 2 A ATHERBINTNDLEHE,
priviF|DEIZE - T, BREFSND=2 MU R
WE E9,

Network Layer Address

Ry "EZELERARMDIP T KL A,

Link Layer Address

BRABRDMACT KL A,

Mode

WONTNNDOEEZR R LET,  [invalid) |
lunsupp) . Taccess] . [trunk] . Tvpel) |
lsvi| . [lvirtual] . [pseudowire] .
lunkn] . IbdiJ . [pseudoport] .

vlan(prim)

AA D VLANID,
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show device-tracking database .

J4—ILFK

A

privl

1 ~100 DERFREINFET, | DEHENT
V77 L AL, 10003 & bEWTY 77
LU ALYL AR LET,

DI ERENDEOBERIZOWTIE, Al
D preflevel flag ZZM LTI,

age

T N BRBICEHF SN ThrHDO= 2 R
OEFHREREE (B (s) 72134 (mn) H
) o B (RA MDY A FTT47)
Ehaé, ZoOETVEY bERET,

state

T N OBEDRIE, ZEREEZILES
REOWT T,

ZERBEOEIX, REACHABLE, DOWN, 1
JOVSTALE T,

ERIREEDEIZ. VERIFY. INCOMPLETE.
¥ L O TENTATIVE T,

Time left

BAEDWRBEEICBITARDOT 7> a VFETORE
nEFMEFR L ET,

In Crimson

Ty NUDBRNOT —F R—=2EMS TN
BINE D DERT yes £72iE no DIE, T DIE
$i%. CiscoDNA Center 72 E DD T 7 /r—
vaviZkoTERESNET,

W, NA T T T =T M HTRT
O PIHIDOT—HZ_R—=RBEMENE
R
ZOWERIL. T =AY R — =LA b
TINY a—T 4 7 L REOBWHICEH L
7

Client ID

Z D7 4 —/)v NiZ. Cisco Software-Defined
Access (SDA) EFROAE~T > (VM) 12D
HEHAINET,

i, B A RT3 A7) Non-promiscuous
Network Interface (NIC) Z{Hx 727V A ¥ 1L X
IIAT N THD, TV vy NT—7
F— KD VM OEFEDO MAC 7 KL A%$E L
7,
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. show device-tracking database
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J4—ILFK

A

Session ID

D7 4 —/L RiZ. SDA RO VM 2D L
AIhET,

hE, 7YV v YRy hU—27F— RO VM
DT ARy arIDEELET, £ty
varvIDX, 7747 b IDICREEAT S
NTUWET, SISF 12 OREEfT T A2 HEFE L.
VMMASDAt Y v 7 v 7 C7 77U v Ty
CHMEe—I S ERIIBET S L& (R
LET,

Policy (feature)

A B =T A AFEIT VLAN I[ZHEH ST
WABRY —D&RTEFRRLET,

ForEnsd T (e | X 531 2 b
FyxT T, I, SISFR—2DF
RNAART XL TR, T 4 v T
VMU OVERE Y AR— ML TNWA=HTY,
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show device-tracking events .

show device-tracking events

SISF N\A T 4 V7T —T VA R N &2 FoRT DI, FiHE EXEC € — R C show
device-trackingevents =~ > K& AN LET, BARINDHA XY bOX A FZE, AT 4
YIT—=TNOxr MY OIERE, =2 M VICKTT TR TOEHNEG T ET, EHITIE,
T hYOREDEFEL, =2 UICBT 5 MAC, VLAN, 72034 V¥ —7 = A AEFHRD
EHIpERDHY 7,

show device-tracking events

B DEREA

D

aARETI7AHILE

aAvU R E—F

Zoa=wy RSB ELITF—U— I T A,

SISE AL VT4 v T T—=T N A MRFRENET,

M EXEC (#)

avy FERE

FREDHA K514

J1)—=x EEAR
CiscolOSXEFuji16.9.2 Za~y RpEASHE LT,

Toa<wry ROENE, 772 ANYR—= b F—2N T TNV a—T 4 o ZIHERHLET,

il

RIZ, show device-tracking events =~ > RO AP 2R L £, v 7ICREINLL N
AT 4T TF—TN AR NOFEBEE TR LT OET,

Device# show device-tracking events

[Wed Mar 23 19:08:33.000] SSID 0 FSM Feature Table running for event ACTIVE REGISTER
in state CREATING

[Wed Mar 23 19:08:33.000] SSID O Transition from CREATING to READY upon event
ACTIVE REGISTER

[Wed Mar 23 19:08:33.000] SSID 1 FSM Feature Table running for event ACTIVE REGISTER
in state CREATING

[Wed Mar 23 19:08:33.000] SSID 1 Transition from CREATING to READY upon event
ACTIVE REGISTER

[Wed Mar 23 19:09:25.000] SSID 0 FSM sisf mac_fsm running for event MAC TENTV in state
MAC-CREATING

[Wed Mar 23 19:09:25.000] SSID O Transition from MAC-CREATING to MAC-TENTATIVE upon
event MAC_TENTV

[Wed Mar 23 19:09:25.000] SSID 1 Created Entry origin IPv4 ARP MAC 00a5.bf9%c.e051 IPV4
10.0.0.1

[Wed Mar 23 19:09:25.000] SSID 0 FSM sisf mac fsm running for event MAC VERIFIED in
state MAC-TENTATIVE

[Wed Mar 23 19:09:25.000] SSID O Transition from MAC-TENTATIVE to MAC-REACHABLE upon
event MAC VERIFIED

[Wed Mar 23 19:09:25.000] SSID 1 FSM Binding table running for event VALIDATE LLA in
state CREATING

[Wed Mar 23 19:09:25.000] SSID 1 FSM Binding table running for event SET TENTATIVE in
state CREATING

[Wed Mar 23 19:09:25.000] SSID 1 Transition from CREATING to TENTATIVE upon event
SET TENTATIVE
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. show device-tracking events

[Wed Mar 23 19:09:25.000]

IPV4 10.0.0.1

[Wed Mar 23 20:07:27.000]
state MAC-REACHABLE

[Wed Mar 23 20:07:27.000]
MAC_DELETE_NOS

[Wed Mar 23 20:07:27.000]

SSID 1 Entry State changed origin IPv4 ARP MAC 00a5.bf9c.e051
SSID 0 FSM sisf mac_fsm running for event MAC DELETE NOS in
SSID 0 Transition from MAC-REACHABLE to MAC-NONE upon event

SSID 1 Transition from REACHABLE to NONE upon event DELETE
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show device-tracking features .

show device-tracking features

BT TNDTNA A NT v X v THREZ FRT 5121%, F#4E EXEC *£— R C show
devicetracking features =~ > R&Z AL ET, [HEGE] I2IX. SISFRX—ZADTNA A KT
X7, BIOSISF ZfiH3 5 IPv6 RA &7 — R, IPv6 DHCP %/ — R, LA ¥ 2DHCP U L —
REDEX 2 VT RN EENET,

show device-tracking features

BX DA

aAvU R E—F

Zoavy FIZFBIEELETF—U—NIH Y £ A,

4 ke EXEC (B)

avy RERE

)1)—2R EENE

CiscoIOSXEFuji16.9.2 <y RREAINE LT,

51
Iz, show device-tracking features =~ > RO 1%~ L £,

Device# show device-tracking features
Feature name priority state
Device-tracking 128 READY
Source guard 32 READY
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. show device-tracking messages

show device-tracking messages

THRAANT X THEDT 7T A BT 4 DY R &FRT HITIE, FiHE EXEC £— FT
show device-tracking messages =~ > R& A1 L £7,

show device-tracking messages [ detailed no_of messages ]

EX DA detailed no_of_messages L 0 2t DT ASRA AT v X T A v —V DY R FEFR
LET, 1 ~255DfExE ATIL T, FFMEXTRRTLILNERD D
At —YO¥ERELET,

avYRKE—FK et EXEC (#)

vy FRERE Jjyy—= EERNE
CiscoI0S XEFuji 1692 = o> FASMEA SHUE LT~

Iz, show device-tracking messages =~ > FOH il & w L £3, HDOEK —
Va v EMAA—Ta URFRRENET,

Device# show device-tracking messages
[Wed Mar 23 19:09:25.000] VLAN 1, From Tel/0/2 MAC 00a5.bf9c.e051: ARP::REP, 10.0.0.1,

[Wed Mar 23 20:03:22.000] VLAN 1, From Tel/0/2 MAC 00a5.bf9c.e051: ARP::REP, 10.0.0.1,

Device# show device-tracking messages detailed 255
[Wed Mar 23 19:09:25.000] VLAN 1, From Tel/0/2 seclvl [guard], MAC 00a5.bf9c.e051:
ARP: :REP,
1 addresses advertised:
IPv6 addr: 10.0.0.1,

[Wed Mar 23 20:03:22.000] VLAN 1, From Tel/0/2 seclvl [guard], MAC 00a5.bf9c.e051:
ARP: :REP,
1 addresses advertised:
IPv6 addr: 10.0.0.1,
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show device-tracking policies .

show device-tracking policies

TNRAADTRTDTNAANT X7 R U—%FKRTHIZIE, FiHEEXECE— R Cshow
device-tracking policies =~ > K& A L £,

show device-tracking policies [ details | interfaceinterface type no [ details] | vlan vlanid ]

BX DA

AUk E—F

details FRAALDFTRTCDTARA AT v F 7 B v—DRY —4—
Ty hERY = NG AT BIERERR LET,

inter face FBELIEA VA —T oA AEA SN TOWATRTORY —%FR L
interface_type no FF A —T A ADIA T TR AT LET,

TNRAADA B —T 2 A4 AXA T HFRT DHIZIE, BT () oA
VIA U IVTREREERER L £,

vlan vianid FEE L7 VLAN IZEHA SN TWATRTORY vV —%2 KR LET, A
IREOFFIL 1 ~ 4095 T,

et EXEC (#)

avy FERE

)1)—=x EEAR
CiscoIOS XEFuji 1692 =~y REA S E L7,

1

KIZ, details ¥ — U — RZ&$57E L7255 O show device-tracking policies =~ > KD}
Tl RLUET, T AR =N 1OLnnZd, BEXORY —2NHMA S
NHE—=0 RV —NRITA—ZPRINTHNET,

Device# show device-tracking policies details

Target Type Policy Feature Target range
Tel/0/1 PORT sisf-01 Device-tracking vlan all

Device-tracking policy sisf-01 configuration:
security-level guard
device-role node
gleaning from Neighbor Discovery
gleaning from DHCP6
gleaning from ARP
gleaning from DHCP4
NOT gleaning from protocol unkn
tracking enable
Policy sisf-01 is applied on the following targets:
Target Type Policy Feature Target range
Tel/0/1 PORT sisf-01 Device-tracking vlan all
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. show device-tracking policy

show device-tracking policy

FEEDRY > —ICBT A RAT 511, FrtE EXEC E— R T show device-tracking policy
avr REANLET, BRINDERICIT, RV —DBHEAINDIZX—F Y FDOU AN B
FORY = RIA—EREENET,

show device-tracking policy policy_name

BX DA

O R E—F

policy_name KV o —d4fiE AN LET,

et EXEC (#)

avy FERE

)1)—=x EHEAR
CiscoIOSXEFuji16.9.2 = pa~<y REASNE LT,

il

KIZ, show device-tracking policy =~ > RO Al Z R LET, AU T — sist-01 D
AR TRINET,

Device# show device-tracking policy sisf-01
Device-tracking policy sisf-01 configuration:
security-level guard
device-role node
gleaning from Neighbor Discovery
gleaning from DHCP6
gleaning from ARP
gleaning from DHCP4
NOT gleaning from protocol unkn
tracking enable
Policy sisf-01 is applied on the following targets:
Target Type Policy Feature Target range
Tel/0/1 PORT sisf-01 Device-tracking vlan all
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show dot1x .

show dot1x
FRA AFETITHEE SN7-7R— F @ 1IEEE 802.1X #EHE#H., AT —& 2 BIXOEIEX
T =R A% FRT HIZIE, —W EXEC £— NFE 7= 1354 EXEC &= — K C show dotlx =2~
K& LET,
show dotlx [all [count | details| statistics | summary]] [interfacetype number [details |
statistics] ] [statistics]
X DA all L) T _RTDOA ¥ —7 = A ADIEEE802.1X [E 4
EERRLET,
count EE) HFAENTZ7 AT N BHATDT T, T
VOB ERTILET,
details ({£7E) IEEE802.1X A v Z—7 = A ZADiff £z RL
ij‘o
statistics (EE) +_TCDA ¥ —7 = A AD IEEE802.1X #zt
BWeRTLET,
summary ULE) T _XTOA % —7 = A ADIEEE802.1X ¥~
V—FHRERRLET,
inter face type number (L) BE LA — FOIEEESR.IX AT —X A% 3
RLET,

AT R E—F

=— EXEC (>)

¥iHE EXEC (#)
2% FEE yy—2 EERE
Cisco I0S XE Fuji 16.9.2 Zoavwy RPNEAINEL

77

iz, showdotix all =~ FOHFfFlZ R LET,
Device# show dotlx all

Sysauthcontrol Enabled
Dotlx Protocol Version 3

&Iz, showdotlx all count =<~ > RO HFlZRLE7,

Device# show dotlx all count
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. show dot1x

Number of Dotlx sessions

Authorized Clients =0
UnAuthorized Clients =0
Total No of Client =0

&Iz, show dotlx all statistics =~ > RO Sl Z R L ET,

Device# show dotlx statistics

Dotlx Global Statistics for

RxStart = 0 RxLogoff = 0 RxResp = 0 RxRespID = 0
RxReqg = 0 RxInvalid = 0 RxLenErr = 0

RxTotal = 0

TxStart = 0 TxLogoff = 0 TxResp = 0

TxReq = 0 ReTxReq = 0 ReTxRegFail = 0

TxRegID = 0 ReTxReqgID = 0 ReTxReqgIDFail = 0

TxTotal = 0
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show eap pac peer .

show eap pac peer

JEARFRERRRE ' 1 b 2L (BAP) Ok X a7 bV 7 %ML 7 LX 7 NERGE (FAST)
7 D& 7 Protected Access Credential (PAC) #F 4 5121, 4 EXEC &— K T show
gap pacpeer 2~ R&EfEHLET,

show eap pac peer
SO IR FIZFBIEERITZF—Y—NIdb v A,
avYRE—F F5HE EXEC (#)
2<% FEE Y y—2 EENE
Cisco 10S XE Fuji 16.9.2 Toa<wy RREAINREL
7=
RIZ, show eap pac peers =~ RO N flZ R~ L E7,
Device# show eap pac peers
No PACs stored
BEav>k av Uk £ A
clear eap sessions TNA RAETAFEE S NIZA— FDEAPDE ¥
‘é‘o
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. show ip access-lists
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show ip access-lists

BUEDT XTOIP 7 78 AV XA NONEERRT HI121E, 22— EXEC E— N E72I3FbE
EXEC “E— KT show ip access-lists =2~ > & H L £,

show ip accesslists [ accesslist-number access-list-number-expanded-range access-list-name |
dynamic [dynamic-access-list-name] |interface name number [in |out]]

BXDEREA

access-list-number EE) ERTHIPT 7R URANOETT,

access-list-number-expanded-range  ({1-&) #RTABIP 727 A Y A N OILIE®FE T,

access-list-name EE) ERTAIPTZ7ERX U NOLRITT,

dynamic dynamic-accesslist-name  ({£F) HESNZFAFTI v 7 IPT 7 ®AY A R EFR
L%,

interface  name number EE) BEESNIA LV HI—T 2 ADT 78R R &
FrLET,

in (EE) A ¥ —7 = A ZAD ARG REFR LET,

out (EE) A2 —7 A4 2O IEHERE R R L ET,

\}

GE) OGACL OFrHERITV R —FENTWVEREA

AR TFIHILE

aAvU R E—F

EHEEODIP T 7EAYRANBIOYERERIP T 7 AU A MRTRTRRENET,

=— EXEC (>)
¥ HE EXEC (#)

avy FERE

FEREDHA K4V

1)) —= EERNRE
Cisco IOS XE Fuji Zhavwy RPREAINRE LA,
16.9.2

show ip access-lists =~ > RO, P EH O H DLIAME show accesslists =~ > KD 1 &
FLTT, £, BHEDOT /AU A MNEHETCEET,

show ip access-listsinterface =2~ > KOH 2L, dACL 7 4 /v % ID X° ACL 7 4 V% ID 3%
REINFERHA, THUL MBS U F—T oA ATIERL, Kilitt vy a OV F RAL
FRORET & o THERL S 72 fARAR — MT ACL 23t S5 720 TF, dACL 7 1 /L ID X° ACL
7 4 VH IDEFRRT HITIE, show ip access-lists access-list-name =2~ > R&HH L £,
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il

show ip access-lists .

access-list-name I, show access-session interface interface-name detail =~ > KO H 105 S
THMLENH Y £9, accesslist-name TII R FEE /N FERREB SN ET,

WIZ, TRTOT 7 AV A RNEER LG O showipaccess-lists =~ > Ko H 714
EaRLET,

Device# show ip access-lists

Extended IP access list 101
deny udp any any eq nntp
permit tcp any any
permit udp any any eq tftp
permit icmp any any
permit udp any any eqg domain

ROEXT, ZOWNIFERENLEERT 4 —/V FEBRH L £,

5= 12: show ip access-lists 7 1+ — )L K D 3%BA

Z4—ILE Bl

Extended IP access list | §ZBE [P 727 = 2 U & N4 /&R,

deny ST 253 v b,

udp a—W F—2TT A5 Tabkal,

any BETLARAR M EIFIER A K,

eq FeiEDR— b &EIS DT v B,

nntp Fy N —J =a—A NTUAR—K 7Fa haj,

permit HRIET 237w B,

tep REHIE 7 7 k=L,

tftp Trivial File Transfer Protocol,

icmp Internet Control Message Protocol (A > % —% v hilfHI A v&—Y 7'
ka)

KAA Y RAA V=P —E

WIZ, FFEDT 77 AY A NDOA4RTE TR L4 O showip access-lists 2~ > KD H
N ERLET,

Device# show ip access-lists Internetfilter

Extended IP access list Internetfilter
permit tcp any 192.0.2.0 255.255.255.255 eq telnet
deny tcp any any
deny udp any 192.0.2.0 255.255.255.255 1t 1024

t¥alT4a




. show ip access-lists

deny ip any any log

t¥auFq |

IZ, showip access-lists =~ > K CTdynamic ¥ — U — K& L7560 H#l %R

LEY,

Device# show ip access-lists dynamic CM_SFi#l

Extended IP access list CM_SF#1
10 permit udp any any eq 5060 (650 matches)
20 permit tcp any any eq 5060
30 permit udp any any dscp ef (806184 matches)

BEavTUR Command

Description

deny

Ry NEHEETAARMNEIP T 78 A U A NE7-1F OGACL @
SbEBRELET,

ip access-group

ACL £#721X0OGACLZ A v H—T =2 A ZAFE 1TV —E A RY >—
~ v AL ET,

ip access-list

IP727&Zx UXNELIZOGACL 24 HIEFIIH S TERLE
‘ﬁ‘o

obj ect-group network

OGACL TR+ 2%y NU—0 ATV 20 W FA—THEHEL
\i‘g—(}

obj ect-group service

OGACL T A2V —t 247V r NI NA—T2ERELET,

per mit

Ry NEFFRTAHALBMTEZIP 7 7R Y 2 FE7-1F OGACL @
SEERELET,

show obj ect-group

RESNTNLA TV 2 r NI NA—TICHT HIERER T LET,

show run interfaces cable

T—=7 VT LOfGEHERE FR LET,
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show ip dhcp snooping statistics .

show ip dhcp snooping statistics

DHCP A X — b Vi MM A M E LA E 72T R R T 511X, =2— P EXECE— R
F 721345 EXEC & — K C show ip dhcp snooping statistics =~ > R&2#ff L £,

show ip dhcp snooping statistics [detail ]

BX DA detail  (f£&) FEMIZefatiElzFon LET,
avY K E—F =—% EXEC (>)
HiHE EXEC (#)
avy FERE J1y—x EEAR
Cisco I0S XE Fuji 16.9.2 Zoavwy RPNEAINEL

77

BERLOAA ESA Y FrA AL 97 TR, FTRTOREHERB RS » 7 DT 25 4 7 AL v F AR SNET,
LT 27 4 TF A 2SR SN, SRt v 23Uy b SRET,

iz, show ip dhep snooping statistics 2~ > RO &7~ L £9,

Device> show ip dhcp snooping statistics

Packets Forwarded =0
Packets Dropped =0
Packets Dropped From untrusted ports =0

iz, show ip dhep snooping statistics detail =2~ > RO B2 R L £,

Device> show ip dhcp snooping statistics detail

Il
o

Packets Processed by DHCP Snooping
Packets Dropped Because
IDB not known
Queue full
Interface is in errdisabled
Rate limit exceeded
Received on untrusted ports
Nonzero giaddr
Source mac not equal to chaddr
Binding mismatch
Insertion of opt82 fail
Interface Down
Unknown output interface
Reply output port equal to input port
Packet denied by platform

L | | | | | | | L I
[N eNeNeNeNeNeNeNe Neo Neo No Neo}
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. show ip dhcp snooping statistics

RO,

% 13: DHCP R X — E > 7 ##EHETR

t¥auFq |

DHCP A X — ¥ v JH#aHEHRB L OE O EZ R~ LET,

DHCP X X — E > &7 #istiE#R

B

Packets Processed by DHCP Snooping

ik SN2y hBLO Ry 7SNy b b E
T, DHCP A X —E' U I Ko TR E N b
DEFHE,

Packets Dropped Because IDB not
known

Xy NODANNIA VB —T o4 AZHWTE RN T —
@ i&o

Queue full

Xy N OMBZEH S D NERF = — Nl Th 5 =
7 —0%%, FEEITFEWL— K TDHCP X7 v F&32Z{5 L,
AR — T l— MRR A R —T W75 TN
B ZOTT=NRETLZZENHY T,

Interface is in errdisabled

errdisable & L C~—27 SNF=AR—F Ty FEZEL
e, ZHNRET D AREEDRH D DI, AN— R
errdisable 27— N TH OGH /T v P F 2 —(C
AY . ZOY Y FBRB TR SN HHEATT,

Rate limit exceeded

R—FTCERESNTWAL— MNIBEBZ T, A% —
7 = A A errdisable AT — NI o 72 [EIE

Received on untrusted ports

[E#E C& /2 AR— F CDHCP #—/3 %/ > k (OFFER,
ACK. NAK. LEASEQUERY O\Wohh) #ZELTHK
oy 7 L7z EEK,

Nonzero giaddr

BHETE VWA — M TZE L/ DHCP X7 > hD U L—
T—Vxr b T RLA T 40—/ K (giaddr) 23F v st
725 7= m%k, F721% noip dhcp snooping infor mation option
allow-untrusted 70— 3L 27 4 X2l —T g a<
VRERELTELT, BEHTERWVWAR—-FTRELLE
Ny MZAT v a2 T —FNEENTWIZEL

Source mac not equal to chaddr

DHCP "7 > v TA T FMACT RLA 7 4 —)b
R (chaddr) 2337 v FDXEITLMACT FL R & —HH
9", ip dhcp snooping verify mac-address 7 = —/ 3L =1
T7A4F¥alb—rvary avy RRREINTWSEE,
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show ip dhcp snooping statistics .

DHCP R X —F > S #ketiEH

B

Binding mismatch

MAC7T RLZ & VLAN DT DA T 4 o T - T
WHAR— bk EFR72 57— T, RELEASE/ N v N & 7=
IXDECLINE /37 v b %545 LTz[Bl3k, T, #EnniAg
KOOIV FGAT o " eAT =T 47 LESELTNDA]
REMERHDZEERLETN, 7T T MR TRA A
DRIDR— ~ZFHHE) L T RELEASE % 723 DECLINE % 3
TLIEZE2RTELHV T, MAC 7 RLRIE,

A =Py b~y X—OFEFEILMACT KL ATIEARL
DHCP /X% > b ® chaddr 7 4 —/V R BEHA SN ET,

Insertion of opt82 fail

Ny hADFT g v QIFFANT T — |7 > =R,
G T ar T EGLNNT Yy MR A —F Y FD
Wy SOV A REB2IZHA, AT T —
WD BB ET,

Interface Down

N7y RSDHCP Y L— =— = h~DINE Th D
N, V==V hDSVIA VZ—T =2 ARF D
Y LCTWBIE%L, DHCP H— 3~ T A 7 > MERD
EIE LISEDZEDORTSVINE U LA RAET
HLTT—TTH, Dol ELER A,

Unknown output interface

a8 T —FFERIIMACT RLA T—7 LD
IV 7T o T OWNT AT, DHCP INE 7 v o
A H—=T =2 AR TE 2o 2B, 27y M
Fey7XanEzd, A7 var2iHshTtkssd,
7 T4 T FMACT R L ARHIREINIC 22 - 2358105
ETDHZENHVET, "—beFxF22VT 0 AT a v
TIPSG A F—TNThO, 7 ar 2BAx—7
ILTRWEA, 7947 FOMACT RLRITFEE SR
PRy MI ey FERET,

Reply output port equal to input port

DHCP J52 347w RO A FE— R SAHF— R L[ LT
HY . V=T OO E 2o E%, Ky k-
7 DBEOED | FEE— S OEHERE O O hE
MR LET,

Packet denied by platform

T R 7 F—LEADOL A NNIZE STy MR
HES Sz,
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. show platform software dns-umbrella statistics

show platform software dns-umbrella statistics

THRAAD RAAL U F—LT AT 5 (DNS) @ Umbrella Dffiat % 9 2 121%, R EXEC
& — KT show platform software dns-umbrella statistics =~ > F&2H L £,

show platform software dns-umbrella statistics

XD Ioawy RZEBIEELEF—TY—REH D THA,
aAavY R E—F ¥t EXEC (>)
av Y FERE Jy—= EERAR
Cisco I0S XE Amsterdam 17.1.1 ZDavy RREAINEL
7o
1A %Iz, show platform software dns-umbrella statistics =~ > KO 1l E R L ET,

Device> enable
Device# show platform software dns-umbrella statistics

Umbrella Statistics

Total Packets : 7848

DNSCrypt queries : 3940
DNSCrypt responses : 0O

DNS queries : 0

DNS bypassed queries (Regex) : O
DNS responses (Umbrella) : O

DNS responses (Other) : 3906
Aged queries : 34

Dropped pkts : O
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show platform software umbrella switch FO .

show platform software umbrella switch FO0

Embedded Service Processor (ESP) A1 » k 0 ® Umbrella D% E % F£/RT HITI1%. Kt EXEC
E&— KT show platform software umbrella switch {switch_number | active| standby} FO =~ >
AL ET,

show platform softwareumbrella switch {switch_number | active | standby} FO {config |
interface-info | local-domain}

B DEREA

avY kR E—F

switch {switch_number | active z.¢ v F a2 E L F 7,

| standby}
« switch_number : A1 v FDID, HRh7e#PHIZ1~8 TY,
cactive: 7/ T 4 T AL v FEBELET,
s standby : AHX NA AL o FEFELET,
config ESP Aty h 0 D7 a— Lk EE R R LET,
interface-info ESPAE Y hODA X —T = A ABEORELF R LET,
local-domain ESPAmy F0Dr—H/V FAA VEEOREZR R LET,

kg EXEC (>)

avy FERE

il

)1)—Xx ETEAR
Cisco IOS XE Amsterdam 17.1.1 ZOavy RNRBAINEL
77

&IZ., show platform software umbrella switch active FO config 2~ > KO HHHI 2= L
£75

Device> show platform software umbrella switch active FO0 config

+++ Umbrella Config +++

Umbrella feature:

Init: Enabled
Dnscrypt: disabled

Timeout:

orgid : 2427270

t*2U74 |}
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. show platform software umbrella switch FO

Resolver config:

RESOLVER IP's

208.67.220.220
208.67.222.222
2620:119:35::35
2620:119:53::53

Dnscrypt Info:
public key:
magic_key:

serial number:

ProfilelID DeviceID Mode Resolver Local-Domain Tag

B tx2U7«
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show radius server-group .

show radius server-group

RADIUS =T N—F DT /7 ¢ #F£KRT HIT1E, =—% EXEC &— N F 721355 EXEC
£ — K C show radius server-group =~ > K& H L 9,

show radius server-group {hame | all}

BX DA name H— 3 Z—T DL, YT —T DLRIOREICHER T 5 CTIE, theaaa
group server radius 2~ > &M L CERTLHLLENDH Y 7,

all FTRTCOY—N T )N—FDO7Ta T  HFzLET,

ATV RE—FR = —% EXEC (>)
4 ke EXEC (B)

avy FERE )1)—= EERNE
Cisco 10S XE Fuji 16.9.2 Zoavy RMEAINEL
776

FEHEDHA K54 > aaagroup server radius 2~ R TER LI —/"\ 7N —7 2K KT 2IT1%, show radius
server-group 2~ RZEH L £,

iz, show radiusserver-group all =~ > KO AfIE R L £,

Device# show radius server-group all
Server group radius

Sharecount = 1 sg unconfigured = FALSE
Type = standard Memlocks =1

ROFT, ZOHNIFRENDEHERT 4 — /N Faatll L £,

% 14: show radius server-groups 1< > KD 7 4 — )L K DEHEA

J4—ILE Bz
Server group =X T —T D4,
Sharecount OV =R ITN—=TELFELTNDEHFAY X

No¥g, & 2T 1ODFRY A RRERED
Y= T N—T 2 fEHT B4, sharecount
1T, 22005 Y A MREICH—N 7
N—T % EHT 5554, sharecount [%2 T,

sg_unconfigured PN TN —TRNREMRENE LT,

t¥alT4a
|



. show radius server-group

t¥auFq |

J4—ILFK

A

Type

% A 71X, standard ¥ 7213 nonstandard DOV 3"

NNTT, XA 71X T N—THNOY— 308 F

HEOBMEEZ T ANDNE D e~ LET,

T N—THNOFTXTOH— NZIERED 47

TarvPREINTWBHEA, ¥4 71%
monstandard] & F® /RSN ET,

Memlocks

AEVRNICH DY —N 7 —TREIEDNES
Mo, Zoix, ZO%—R T )L—TF~0D
S ERFF L TV DNERT — Z i v b
TR TV T a NN 0N EE
L£9, MemlocksiZ A E Y EHDT-DITHNES
BICEH S ET,
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show tech-support acl .

show tech-support acl

B DEREA

ATV R E—F

T = HNYR— MEATET7 78 A3 br—L U 2k (ACL) BEOEREFRTHIC
%, %7 EXEC &— K C show tech-support acl =~ > F&fiH L £,

show tech-support acl
Zoawy RZFSIEELEFF—TU—REH D A,

HikE EXEC (#)

av Y RERE

FEREDHA K4V

J1)—= EERNE
Cisco I0S XE Gibraltar 16.10.1 Zhavwr s RREAINE LS,

Cisco IOS XE Gibraltar 16.11.1

show tech-support acl =~ > RO NIEFICTELS 2V T, ZOHNERILHT DI
X, B A NOEZABARERA ML=V FRIFVE— T 7 A VYV AT LT, ZOHN%E
77 AN XA L7 hLET (72 & 2L, show tech-support acl | redirect
flash:show_tech acl.txt) .

Zoavry ROBAIZIEKRO 2~y RRFERENET,

\)

GE) R IJWERRT Ty b7 4—LTHE, ZNHDOa~vy NERAZ vy JNOTRTDRL vF T

FATSINET, Catalyst9400 >V — X AL v FRREDEY 2 — VDT Z v b7 4+ — LTI,
INb0a~vr RET 7T 4 T AL v F TOREITEINET,

GE) hkoa<r R0l R RMI, HATHEARERa~ Y FOFITYT, ZNHIETT7 Y h73—AIC

FoTRRDEGEDRDH Y £

» show clock

» show version

« show running-config
« show module

» show interface

* show access-lists

« show logging

« show platform software fed switch switch-number acl counter s hardware

t*2U74 |}



. show tech-support acl

3l

t¥auFq |

» show platform software fed switch switch-number ifm mapping

» show platform hardware fed switch switch-number fwd-asic drops exceptions

« show platform software fed switch switch-number acl info

« show platform software fed switch switch-number acl

« show platform software fed switch switch-number acl usage

« show platform software fed switch switch-number acl policy intftype all cam

« show platform software fed switch switch-number acl cam brief

« show platform software fed switch switch-number acl policy intftype all vcu

« show platform hardware fed switch switch-number acl resource usage

« show platform hardware fed switch switch-number fwd-asic resource tcam table acl
« show platform hardware fed switch switch-number fwd-asic resource tcam utilization
« show platform software fed switch switch-number acl counters hardware

« show platform software classification switch switch-number all FO class-group-manager
class-group

« show platfor m softwar e process database for war ding-manager switch switch-number RO summary
« show platform softwar e processdatabase forwar ding-manager switch switch-number FOsummary
» show platform softwar e object-manager switch switch-number FO pending-ack-update

« show platform software object-manager switch switch-number FO pending-issue-update

« show platform softwar e object-manager switch switch-number FO error-object

« show platform software peer forwarding-manager switch switch-number FO

» show platform software access-list switch switch-number fO statistics

« show platform software access-list switch switch-number r0 statistics

» show platform software trace message fed switch switch-number

« show platform software trace message forwar ding-manager switch switch-number FO

« show platform softwar e tr ace message for war ding-manager switch RO switch-number RO

I, show tech-support acl =2~ > RO HBIZR L £,

Device# show tech-support acl

Printing entries for region ACL CONTROL (143) type 6 asic 0

TAQ-4 Index-0 (A:0,C:0) Valid StartF-1 StartA-1 SkipF-0 SkipA-0
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show tech-support acl .

Output IPv4 VACL

VCU Result: Not In-Use

L3 Length: 0000, L3 Protocol: 17 (UDP), L3 Tos: 00
Source Address/Mask

0.0.0.0/0.0.0.0

Destination Address/Mask

0.0.0.0/0.0.0.0

Router MAC: Disabled, Not First Fragment: Disabled, Small Offset: Disabled

L4 Source Port/Mask L4 Destination Port/Mask
0x0044 (68)/0xffff 0x0043 (67)/0xffff

TCP Flags: 0x00 ( NOT SET )

ACTIONS: Forward L3, Forward L2, Logging Disabled
ACL Priority: 2 (15 is Highest Priority)

TAQ-4 Index-1 (A:0,C:0) Valid StartF-0 StartA-0 SkipF-0 SkipA-0
Output IPv4 VACL

VCU Result: Not In-Use

L3 Length: 0000, L3 Protocol: 17 (UDP), L3 Tos: 00
Source Address/Mask

0.0.0.0/0.0.0.0

Destination Address/Mask

0.0.0.0/0.0.0.0

Router MAC: Disabled, Not First Fragment: Disabled, Small Offset: Disabled

L4 Source Port/Mask L4 Destination Port/Mask
0x0043 (67)/0xffff 0x0044 (68)/0xffff

TCP Flags: 0x00 ( NOT SET )

ACTIONS: Forward L3, Forward L2, Logging Disabled
ACL Priority: 2 (15 is Highest Priority)

TAQ-4 Index-2 (A:0,C:0) Valid StartF-0 StartA-0 SkipF-0 SkipA-0
Output IPv4 VACL

VCU Result: Not In-Use

L3 Length: 0000, L3 Protocol: 17 (UDP), L3 Tos: 00
Source Address/Mask

0.0.0.0/0.0.0.0

Destination Address/Mask

0.0.0.0/0.0.0.0

Router MAC: Disabled, Not First Fragment: Disabled, Small Offset: Disabled

L4 Source Port/Mask L4 Destination Port/Mask
0x0043 (67)/0xffff 0x0043 (67)/0xffff

TCP Flags: 0x00 ( NOT SET )

I X7+« .
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. show tech-support acl

ACTIONS: Forward L3, Forward L2, Logging Disabled
ACL Priority: 2 (15 is Highest Priority)

TAQ-4 Index-3 (A:0,C:0) Valid StartF-0 StartA-0 SkipF-0 SkipA-0
Input IPv4 PACL

VCU Result: Not In-Use

L3 Length: 0000, L3 Protocol: 00 (HOPOPT), L3 Tos: 00
Source Address/Mask

0.0.0.0/0.0.0.0

Destination Address/Mask

0.0.0.0/0.0.0.0

Router MAC: Disabled, Not First Fragment: Disabled, Small Offset: Disabled

L4 Source Port/Mask L4 Destination Port/Mask
0x0000 (0)/0x0000 0x0000 (0)/0x0000

TCP Flags: 0x00 ( NOT SET )

ACTIONS: Drop L3, Drop L2, Logging Disabled
ACL Priority: 2 (15 is Highest Priority)

TAQ-4 Index-4 (A:0,C:0) Valid StartF-0 StartA-0 SkipF-0 SkipA-0
Output IPv4 PACL

VCU Result: Not In-Use

L3 Length: 0000, L3 Protocol: 00 (HOPOPT), L3 Tos: 00
Source Address/Mask

0.0.0.0/0.0.0.0

Destination Address/Mask

0.0.0.0/0.0.0.0

Router MAC: Disabled, Not First Fragment: Disabled, Small Offset: Disabled

L4 Source Port/Mask L4 Destination Port/Mask
0x0000 (0)/0x0000 0x0000 (0)/0x0000

TCP Flags: 0x00 ( NOT SET )

ACTIONS: Drop L3, Drop L2, Logging Disabled
ACL Priority: 2 (15 is Highest Priority)

TAQ-4 Index-5 (A:0,C:0) Valid StartF-0 StartA-0 SkipF-0 SkipA-0
Output MAC PACL

VLAN ID/MASK : 0x000 (000)/0x000

Source MAC/Mask : 0000.0000.0000/0000.0000.0000
Destination MAC/Mask : 0000.0000.0000/0000.0000.0000
isSnap: Disabled, isLLC: Disabled

ACTIONS: Drop L3, Drop L2, Logging Disabled
ACL Priority: 2 (15 is Highest Priority)
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show tech-support acl .

W7 04—V ROBEMKIZEBE T,
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. show tech-support identity

show tech-support identity

T ZANYR— MMERT D7 AT 7 47 1/802.1X B OIE WA R T HI2IE, FitE
EXEC “&— KT show tech-support identity =~ > R&H L 9,

show tech-support identity mac mac-address interface interface-name

EXDiiHA mac mac-address 7547 K MACT RLR|Z
B atEMafnrLEd,

inter face interface-name IS5AT M A v E—T oA A
BT o E e RN LET,

avY RE—FK ¥#HE EXEC (#)
av Y RERE )1)—= TEHNES
Cisco I0S XE Gibraltar 16.10.1 Zoawy RREASNELE,

Cisco IOS XE Gibraltar 16.11.1

FELEDHA K54 > showtech-supportplatform =~ > FOHNIFIEFICR S 2D £9, TN 2zR I <A
DITE, = NDOEZABAGERA ML —Y LBV E—F 77 A VT AT LT, ZOH
NENRT7 7 AN XA L7 R LET (F2& 2%, showtech-support identity mac mac-address
interface interface-name | redirect flash:filename) .

Zoawy ROMMOZIFKRO a~wy RRFERINET,
* show clock
» show module
* show version
» show switch
+ show redundancy
» show dot1x statistics
* show ip access-lists
» show interface
« show ip interface brief
» show vlan brief
+ show running-config
- show logging

« show interface controller
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show tech-support identity .

« show platform authentication shinfo interface

« show platform host-access-table

« show platform pm port-data

« show spanning-treeinterface

* show access-session mac detail

« show platform authentication session mac

« show device-tracking database mac details

» show mac address-table address

« show access-session event-logging mac

» show authentication sessions mac details RO

« show ip admission cache RO

« show platform software wired-client RO

« show platform software wired-client FO

« show platform softwar e process database forwar ding-manager RO summary
« show platform software process database forwar ding-manager FO summary
« show platform softwar e object-manager FO pending-ack-update
« show platform software object-manager FO pending-issue-update
« show platform softwar e object-manager FO error-object

+ show platform software peer forwarding-manager RO

« show platform software peer forwarding-manager FO

» show platform software VP RO summary

« show platform software VP FO summary

» show platform software fed punt cpuq

« show platform software fed punt cause summary

+ show platform software fed inject cause summary

« show platform hardwar e fed fwd-asic drops exceptions

+ show platform hardware fed fwd-asic resour ce tcam table acl

« show platform software fed acl counter hardware

+ show platform software fed matm macTable

« show platform software fed ifm mappings

« show platform software trace message fed reverse

« show platform softwar e trace message forwar ding-manager RO reverse
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. show tech-support identity

« show platform software trace message forwar ding-manager FO reverse
» show platform softwar e trace message smd RO reverse

* show authentication sessions mac details

« show platform software wired-client

+ show platform softwar e process database forwar ding-manager summary
« show platform softwar e object-manager pending-ack-update

« show platform softwar e object-manager pending-issue-update

« show platfor m softwar e obj ect-manager error-object

« show platform software peer forwarding-manager

« show platform software VP summary

« show platform software trace message forwar ding-manager reverse
« show ip admission cache

« show platform software trace message smd rever se

« show platform software fed punt cpuq

« show platform software fed punt cause summary

« show platform software fed inject cause summary

+ show platform hardware fed fwd-asic drops exceptions

« show platform hardware fed fwd-asic resource tcam table acl

« show platform software fed acl counter hardware

« show platform software fed matm macTable

» show platform software fed ifm mappings

« show platform software trace message fed reverse

I IZ, show tech-support identity =~ > ROl 2R L E T,

Device# show tech-support identity mac 0000.0001.0003 interface gigabitethernetl/0/1

—————————————————— show platform software peer forwarding-manager RO --—--—--—--——-————
IOSD Connection Information:

MQIPC (reader) Connection State: Connected, Read-selected
Connections: 1, Failures: 22
3897 packet received (0 dropped), 466929 bytes
Read attempts: 2352, Yields: 0

BIPC Connection state: Connected, Ready
Accepted: 1, Rejected: 0, Closed: 0, Backpressures: 0
36 packets sent, 2808 bytes
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show tech-support identity .

SMD Connection Information:

MQIPC (reader) Connection State: Connected, Read-selected
Connections: 1, Failures: 30
0 packet received (0 dropped), 0 bytes
Read attempts: 1, Yields: 0

MQIPC (writer) Connection State: Connected, Ready
Connections: 1, Failures: 0, Backpressures: 0
0 packet sent, 0 bytes

FP Peers Information:

Slot: O

Peer state: connected
OM ID: 0, Download attempts: 638

Complete: 638, Yields: 0, Spurious: 0

IPC Back-Pressure: 0, IPC-Log Back-Pressure: 0
Back-Pressure asserted for IPC: 0, IPC-Log: 1
Number of FP FMAN peer connection expected: 7
Number of FP FMAN online msg received: 1
IPC state: unknown

Config IPC Context:
State: Connected, Read-selected
BIPC Handle: 0xdf3d48e8, BIPC FD: 36, Peer Context: 0xdf3e7158
Tx Packets: 688, Messages: 2392, ACKs: 36
Rx Packets: 37, Bytes: 2068

IPC Log:
Peer name: fman-log-bay0O-peer0
Flags: Recovery-Complete
Send Seq: 36, Recv Seq: 36, Msgs Sent: 0, Msgs Recovered: 0

Upstream FMRP IPC Context:
State: Connected, Read-selected
BIPC Handle: 0xdf3e7308, BIPC FD: 37, Peer Context: 0xdf3e7158
TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: O

Upstream FMRP-IOSd IPC Context:
State: Connected, Read-selected
BIPC Handle: 0xdf3f9c38, BIPC FD: 38, Peer Context: 0xdf3e7158
TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 37, Bytes: 2864
Rx ACK Requests: 1, Tx ACK Responses: 1

Upstream FMRP-SMD IPC Context:
State: Connected, Read-selected
BIPC Handle: 0xdf40c568, BIPC FD: 39, Peer Context: 0xdf3e7158
TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: O
Rx ACK Requests: 0, Tx ACK Responses: 0

Upstream FMRP-WNCD 0 IPC Context:
State: Connected
BIPC Handle: 0xdf4317c8, BIPC FD: 41, Peer Context: 0xdf3e7158
TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: O
Rx ACK Requests: 0, Tx ACK Responses: 0

Upstream FMRP-WNCMGRD IPC Context:

State: Connected
BIPC Handle: 0Oxdf4lee98, BIPC FD: 40, Peer Context: 0xdf3e7158
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TX Packets: 0, Bytes: 0,
Rx Packets: 0, Bytes: O
Rx ACK Requests: 0, Tx ACK Responses: 0

Drops: O

Upstream FMRP-MOBILITYD IPC Context:

State: Connected

BIPC Handle: 0xdf4440f8, BIPC FD: 42, Peer
TX Packets: 0, Bytes: 0, Drops: 0O

Rx Packets: 0, Bytes: O

Rx ACK Requests: 0, Tx ACK Responses: 0

Slot: 1
Peer state: connected
OM ID: 1, Download attempts: 1

B tx2U7«

Complete: 1, Yields: 0, Spurious: O

IPC Back-Pressure: 0, IPC-Log Back-Pressur
Back-Pressure asserted for IPC: 0, IPC-Log:
Number of FP FMAN peer connection expected:
Number of FP FMAN online msg received: 1
IPC state: unknown

Config IPC Context:
State: Connected, Read-selected
BIPC Handle: 0xdf45e4d8, BIPC FD:
Tx Packets: 20, Messages: 704,
Rx Packets: 2, Bytes: 108

48,
ACKs: 1

Peer

IPC Log:
Peer name: fman-log-bayO-peerl
Flags: Recovery-Complete
Send Seqg: 1, Recv Seqg: 1, Msgs Sent: 0,

Upstream FMRP IPC Context:

State: Connected, Read-selected
BIPC Handle: 0xdf470fc8, BIPC FD: 49, Peer
TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: O
Upstream FMRP-IOSd IPC Context:
State: Connected, Read-selected
BIPC Handle: 0xdf4838f8, BIPC FD: 50, Peer
TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: O

Rx ACK Requests: 0, Tx ACK Responses: 0

Upstream FMRP-SMD IPC Context:

State: Connected, Read-selected

BIPC Handle: 0xdf496228, BIPC FD: 51, Peer
TX Packets: 0, Bytes: 0, Drops: 0O

Rx Packets: 0, Bytes: O

Rx ACK Requests: 0, Tx ACK Responses: 0

Upstream FMRP-WNCD 0 IPC Context:

State: Connected

BIPC Handle: 0xdf4bb488, BIPC FD: 53, Peer
TX Packets: 0, Bytes: 0, Drops: 0O

Rx Packets: 0, Bytes: O

Rx ACK Requests: 0, Tx ACK Responses: 0

Upstream FMRP-WNCMGRD IPC Context:

State: Connected

BIPC Handle: 0xdf4a8b58, BIPC FD: 52, Peer
TX Packets: 0, Bytes: 0, Drops: 0O

Rx Packets: 0, Bytes: O

Context:

e: 0

0

7
Context:

0xdf3e7158

0xdf470el8

Msgs Recovered: 0

Context:

Context:

Context:

Context:

Context:

0xdf470el8

0xdf470el8

0xdf470el8

0xdf470el8

0xdf470el8
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Rx ACK Requests: 0, Tx ACK Responses: 0

Upstream FMRP-MOBILITYD IPC Context:
State: Connected
BIPC Handle: Oxdf4cddb8, BIPC FD: 54, Peer Context: 0xdf470el8
TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: O
Rx ACK Requests: 0, Tx ACK Responses: 0

—————————————————— show platform software peer forwarding-manager RO --—--—--—--—--———-—
IOSD Connection Information:

MQIPC (reader) Connection State: Connected, Read-selected
Connections: 1, Failures: 22
3897 packet received (0 dropped), 466929 bytes
Read attempts: 2352, Yields: 0

BIPC Connection state: Connected, Ready
Accepted: 1, Rejected: 0, Closed: 0, Backpressures: 0
36 packets sent, 2808 bytes

SMD Connection Information:

MQIPC (reader) Connection State: Connected, Read-selected
Connections: 1, Failures: 30
0 packet received (0 dropped), 0 bytes
Read attempts: 1, Yields: 0

MQIPC (writer) Connection State: Connected, Ready
Connections: 1, Failures: 0, Backpressures: 0
0 packet sent, 0 bytes

FP Peers Information:

Slot: O

Peer state: connected
OM ID: 0, Download attempts: 638

Complete: 638, Yields: 0, Spurious: 0

IPC Back-Pressure: 0, IPC-Log Back-Pressure: 0
Back-Pressure asserted for IPC: 0, IPC-Log: 1
Number of FP FMAN peer connection expected: 7
Number of FP FMAN online msg received: 1
IPC state: unknown

Config IPC Context:
State: Connected, Read-selected
BIPC Handle: 0xdf3d48e8, BIPC FD: 36, Peer Context: 0xdf3e7158
Tx Packets: 688, Messages: 2392, ACKs: 36
Rx Packets: 37, Bytes: 2068

IPC Log:
Peer name: fman-log-bay0O-peer0
Flags: Recovery-Complete
Send Seq: 36, Recv Seq: 36, Msgs Sent: 0, Msgs Recovered: 0

Upstream FMRP IPC Context:
State: Connected, Read-selected
BIPC Handle: 0xdf3e7308, BIPC FD: 37, Peer Context: 0xdf3e7158
TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: O

Upstream FMRP-IOSd IPC Context:
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State: Connected, Read-selected

BIPC Handle: 0xdf3f9c38, BIPC FD: 38, Peer Context:

TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 37, Bytes: 2864
Rx ACK Requests: 1, Tx ACK Responses: 1

Upstream FMRP-SMD IPC Context:
State: Connected, Read-selected

BIPC Handle: 0xdf40c568, BIPC FD: 39, Peer Context:

TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: O
Rx ACK Requests: 0, Tx ACK Responses: 0

Upstream FMRP-WNCD 0 IPC Context:
State: Connected

BIPC Handle: 0xdf4317c¢8, BIPC FD: 41, Peer Context:

TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: 0
Rx ACK Requests: 0, Tx ACK Responses: 0

Upstream FMRP-WNCMGRD IPC Context:
State: Connected

BIPC Handle: 0Oxdf4lee98, BIPC FD: 40, Peer Context:

TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: O
Rx ACK Requests: 0, Tx ACK Responses: 0

Upstream FMRP-MOBILITYD IPC Context:
State: Connected

BIPC Handle: 0xdf4440f8, BIPC FD: 42, Peer Context:

TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: O
Rx ACK Requests: 0, Tx ACK Responses: 0

Slot: 1
Peer state: connected
OM ID: 1, Download attempts: 1
Complete: 1, Yields: 0, Spurious: O
IPC Back-Pressure: 0, IPC-Log Back-Pressure: 0
Back-Pressure asserted for IPC: 0, IPC-Log: O
Number of FP FMAN peer connection expected: 7
Number of FP FMAN online msg received: 1
IPC state: unknown

Config IPC Context:
State: Connected, Read-selected

BIPC Handle: 0xdf45e4d8, BIPC FD: 48, Peer Context:

Tx Packets: 20, Messages: 704, ACKs: 1
Rx Packets: 2, Bytes: 108

IPC Log:
Peer name: fman-log-bayO-peerl
Flags: Recovery-Complete

0xdf3e7158

0xdf3e7158

0xdf3e7158

0xdf3e7158

0xdf3e7158

0xdf470el8

Send Seqg: 1, Recv Seqg: 1, Msgs Sent: 0, Msgs Recovered: 0

Upstream FMRP IPC Context:
State: Connected, Read-selected

BIPC Handle: 0xdf470fc8, BIPC FD: 49, Peer Context:

TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: O

Upstream FMRP-IOSd IPC Context:
State: Connected, Read-selected

BIPC Handle: 0xdf4838f8, BIPC FD: 50, Peer Context:
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TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: O
Rx ACK Requests: 0, Tx ACK Responses: 0

Upstream FMRP-SMD IPC Context:
State: Connected, Read-selected
BIPC Handle: 0xdf496228, BIPC FD: 51, Peer Context: 0xdf470el8
TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: O
Rx ACK Requests: 0, Tx ACK Responses: 0

Upstream FMRP-WNCD 0 IPC Context:
State: Connected
BIPC Handle: 0xdf4bb488, BIPC FD: 53, Peer Context: 0xdf470el8
TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: O
Rx ACK Requests: 0, Tx ACK Responses: 0

Upstream FMRP-WNCMGRD IPC Context:
State: Connected
BIPC Handle: 0xdf4a8b58, BIPC FD: 52, Peer Context: 0xdf470el8
TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: O
Rx ACK Requests: 0, Tx ACK Responses: 0

Upstream FMRP-MOBILITYD IPC Context:
State: Connected
BIPC Handle: 0xdf4cddb8, BIPC FD: 54, Peer Context: 0xdf470el8
TX Packets: 0, Bytes: 0, Drops: 0O
Rx Packets: 0, Bytes: O
Rx ACK Requests: 0, Tx ACK Responses: 0

Forwarding Manager Vlan Port Information

Vlan Intf-ID Stp-state

1 7 Forwarding
1 9 Forwarding
1 17 Forwarding
1 27 Forwarding
1 28 Forwarding
1 29 Forwarding
1 30 Forwarding
1 31 Forwarding
1 40 Forwarding
1 41 Forwarding

Forwarding Manager Vlan Port Information

Vlan Intf-ID Stp-state

1 49 Forwarding
1 51 Forwarding
1 63 Forwarding
1 72 Forwarding
1 73 Forwarding
1 74 Forwarding
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Forwarding Manager Vlan Port Information

Vlan Intf-ID Stp-state

1 7 Forwarding
1 9 Forwarding
1 17 Forwarding
1 27 Forwarding
1 28 Forwarding
1 29 Forwarding
1 30 Forwarding
1 31 Forwarding
1 40 Forwarding
1 41 Forwarding

Forwarding Manager Vlan Port Information

Vlan Intf-ID Stp-state

1 49 Forwarding
1 51 Forwarding
1 63 Forwarding
1 72 Forwarding
1 73 Forwarding
1 74 Forwarding
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show umbrella

Cisco Umbrella FE A HEBEIZ B T AR E A X RT HI121%. = —HW EXEC E— N F 7213554+ EXEC
F— R Cshowumbrelaz~ > R&2EHLET,

show umbrella {config | deviceid [detailed] | dnscrypt}

X NN config  FAAADSo— N LEBEEFRLET,

deviceid 53 A BEROFEM A FR L ET,

dnscrypt  DNSCrypt B DR EE FR LT,

avY R E—F = —% EXEC (>)
HHE EXEC ()
avy FERE J1y—x EERAR
Cisco I0S XE Amsterdam 17.1.1 Zoavwry RPREAINEL
77
Bl Iz, show umbrellaconfig =~ > RO HHIZ R L ET,

Device> show umbrella config

Umbrella Configuration

Token: 0C6ED7E376DD4D2E04492CE7EDFF1A7C00250986
API-KEY: NONE
OrganizationID: 2427270
Local Domain Regex parameter-map name: NONE
DNSCrypt: Enabled
Public-key:
B735:1140:206F:225D:3E2B:D822:D7FD:691E:A1C3:3CC8:D666:8D0C:BE04:BFAB:CA43:FB79

UDP Timeout: 5 seconds
Resolver address:

1. 208.67.220.220

2. 208.67.222.222

3. 2620:119:53::53

4. 2620:119:35::35

Umbrella Interface Config:
Number of interfaces with "umbrella out" config: 1
1. GigabitEthernetl1/0/48
Mode : OUT
VRF : global (Id: 0)
Number of interfaces with "umbrella in" config: 1
1. GigabitEthernetl1/0/1

Mode : IN

DCA : Disabled

Tag : test

Device-id : 010a2c41b8ab019c
VRF : global (Id: 0)
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Configured Umbrella Parameter-maps:
1. global

&Iz, show umbrelladeviceid detailed =~ > RO FlIZR L E7,

Device> show umbrella deviceid detailed

Device registration details
1.GigabitEthernetl1/0/2

Tag : guest

Device-id : 010a6aef0b443£f0f

Description : Device Id received successfully
WAN interface : GigabitEthernetl1/0/1

WAN VRF used : global (Id: 0)

Iz, show umbrelladnscrypt =~ > ROH A1 ZR L £,

Device> show umbrella dnscrypt

DNSCrypt: Enabled

Public-key: B735:1140:206F:225D:3E2B:D822:D7FD:691E:A1C3:3CC8:D666:8D0C:BE04:BFAB:CA43:FB79
Certificate Update Status:

Last Successful Attempt : 10:55:40 UTC Apr 14 2016

Last Failed Attempt : 10:55:10 UTC Apr 14 2016

Certificate Details:

Certificate Magic : DNSC

Major Version : 0x0001

Minor Version : 0x0000

Query Magic : 0x717744506545635A

Serial Number : 1435874751

Start Time : 1435874751 (22:05:51 UTC Jul 2 2015)

End Time : 1467410751 (22:05:51 UTC Jul 1 2016)

Server Public Key
ABA1:F000:D394:8045:672D:73E0:EAE6:F181:19D0:2A62:3791:EFAD:B04E:40B7:B6F9:C40B
Client Secret Key Hash
BBC3:409F:5CB5:C3F3:06BD:A385:78DA:4CED:62BC:3985:1C41:BCCE:1342:DF13:B71E:F4ACF
Client Public key
ECE2:8295:2157:6797:6BE2:C563:A5A9:C5FC:C20D:ADAF:EB3C:ALIA2:CO9A:40AD:CAEA:FFT76
NM key Hash
F9C2:2C2C:330A:1972:D484:4DD8:8E5C:71FF:6775:53A7:0344:5484:B78D:01B1:B938:E884
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show vlan access-map .

show vlan access-map

B EDVLANT 7B A <y 7TEZIFTRTOVLANT 7B A ~ v FICHET A HERERRT D
(21X, H§#E EXEC & — K C show vlan accessmap =~ > RZfEf L £,

show vlan accessmap [map-name]

BX DA

aAvU R E—F

map-name  ({-) ¥EDVLANT 7t 2~ v 74,

b EXEC (#)

avy FERE

3l

)= EENE
Cisco 10S XE Fuji 16.9.2 Zoavwry RREAINE L,

Iz, show vlan accessmap =~ > RO AHIZ R L £7,

Device# show vlan access-map

Vlan access-map "vmap4" 10
Match clauses:
ip address: al2
Action:
forward
Vlan access-map "vmap4" 20
Match clauses:
ip address: al2
Action:
forward
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. show vlan filter

show vlan filter

T _TPHDVLAN 7 4 V& F-ITHED VLAN 721X VLAN 7 7 B 2 = » A2+ 55 H %
FRT BITIL. FibE EXEC £— KT show vlanfilter =~ R&fEHA L E9,

show vlan filter {accessmap name|vlan vian-id}

DA accessmap name  ((£E) BESNIEVLANT 782~y 707 4 VZ Y o FIERE2FR
L/i—a—o
vlan vian-id (EE) BESNEZVLANOZ V2 ) o JiEREFRRLET, FHET
X HHIPHIT 1 ~ 4094 T,
Qv VR E—F e EXEC (#)
2wy REE yy—2 RERNE
Zoavry RPREAINE L,

Cisco IOS XE Fuji 16.9.2

#l Wiz, show vian filter =~ > Koo A% 5 L £,

Device# show vlan filter

VLAN Map map 1 is filtering VLANs:
20-22
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show vlan group .

show vlan group

VLAN 7L —FI2= v B 7 S TWA VLAN 23R 7 5121%. ¥ EXEC E— R T show
vlangroup =2~ > REHEH L £,

show vlan group [group-name vian-group-name [user_count]]

BX DA

AR E—F

group-name vian-group-name  ({£:i) f§E L7= VLAN /L —F Il v B 7 En TV 5
VLAN #F R~ L E T,

user_count (EE) BED VLAN ZJL—F 1w v B 7SN TNAHE
VLAN O 2—HFEF R LET,

HikE EXEC (#)

avy FER

FRLEDHA KS14 Y

il

1)1)—=x EERNE
Cisco I0S XE Fuji 16.9.2 Zhoa~vr RREAINE L,

show vlan group =2~ > RIZEEFD VLAN 7 v —7%FR L, % VLAN ZL—7D A /N Th
% VLAN ¥ X (N VLAN O#if %z kL £, group-name¥—7— KZANhT5E, FEELE
VLAN V=7 DA L ROBNERENET,

WOFTIE, BTED VLAN Z)L—T DA R FomT 5 HiER R LUET,

Device# show vlan group group-name group2
vlan group groupl :40-45

wIT, ZTA—FND% VLAN O a—HP K E R T H0%2 R~ LET,

Device# show vlan group group-name group2 user_count

VLAN Count
40 : 5
41 : 8
42 : 12
43 : 2
44 : 9
45 : 0
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. ssci-based-on-sci

ssci-hased-on-sci

Secure Channel Identifier (SCI) 1 (2555 T Short Secure Channel Identifier (SSCI) fili % &4
5121F% MKARY > — a7 ¥ 21— g F— NTssti-based-on-sci =< R&FH L
F9, SCIIZHESL SSCI HREAELZT AT, Zoa~vr FonoBXE#HALET,

ssci-based-on-sci
no ssci-based-on-sci

X DERHA Zoawy FIFGIEELITF—U—FNIH Y £HEA,

ATV R FI4)0k  SCHEIZHES L SSCHEDFHAITEIZ /2> TV ET,

AT R E—R MKA RV ¥— 27 4 X2 L—3 3 (config-mka-policy)
avy FERE 1)1)—=x EEAR

CiscoIOS XE Gibraltar 16.12.3 | ==~ R2EA SN E LT,

FEALEDHA KS4> SCHEMEWEE, SSCIHEITELS 72 b £,

i Wiz, SCIIZHES< SSCI #HE T 247 LET,

Device> enable

Device# configure terminal

Device (config) # mka policy 2

Device (config-mka-policy)# ssci-based-on-sci

BEav R Command Description
mka policy MKA RV o —%2RELET,
confidentiality-offset A 7y NERE LT MACsee ZEIESHE T,
delay-protection MKPDU D 3x{5 CEIER#EZ T2 K 9 ICMKA Z3RE L £,
include-icv-indicator MKPDU (ZICV A > U —Z G ET,
key-server MKA F—H— A7 a v ERELET,
macsec-cipher-suite SAK Z G4 5720 DI FAA — bR ELE T,
sak-rekey SAK F—HAHREEZRE L E7,
send-secure-announcements| MKPDU D%[E T X o7 A7 F 7o 252 %ET 5 X 912 MKA
ERELET,
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ssci-based-on-sci .

Command

Description

use-updated-eth-header

ICVEEIZIEES SNz~ Ry b~ X —ZFHLET,
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. switchport port-security aging

switchport port-security aging

EX 2T T RLAZ U N DZ—V U TR A DBEXOFA TERET D, EIFFFEDOR— R
DEF 277 FLADT =V TEEEEET LI, A =T =2 A AT 4Fab—
= & — K C switchport port-security aging =~ > RZEH L4, A—hF E¥%=2 74’
TV T HT AT MIT D, KFINTA—F T T 40 FORBEBICHET DIT1E. 2
Da<zr FOnoJBXAMH L ET,

switchport port-security aging {static|time time|type {absolute|inactivity}}
no switchport port-security aging {static|time|type}

BXDEREA

AU R TIAIE

AR E—F

static ZOR— MIEMICRESNT-EF 2T 7T RLADZ—U 0 PR A x—7 M LE
?—O

time  ZOR—hOT—VU T XA DEHELET, FIETE 2T~ 14405 T,
Ume  time 280 DHA., ZOKR— hOZ—V U T ET 4 =TV TT,

type TV BATERELET,

absolute absolute =— > 7 XA TEHELET, ZOKR—FDOFTXTOEF2T 7 RLX
X, FRE SRR (99) SR Lo RICHIRIINE 2D, X2 T T RLA Y
A2 P HHIBRESNET,

inactivity inactivity =—3 > 7 4 A T EFEL LT, HESHRENICES 2 7 #5007 R
VAMDBDT =8 877 4 v 7 BIRWGEETIET, ZOR—FDEX27 7 KL A
DHIRRGINIC 20 £,

— X2 VT =T THRRIIT =TT, T 0 ORI 045 T,
FTIT7 I DOT— T H A 7T absolute T,
FIFNVNDRET 4 v 7 == TEWEIZT 4B —7 L TT,

AB—Tx2A A AT 4F 2l — 3 (config-if)

2v Y FRE

EREDAARZA4

J1)y—= EEANE
Cisco I0S XE Fuji 16.9.2 Zoavwr RPREAINEL
77

BEDR— I DEFXF2T T RVA D=0 T oA R—TNMITBI2F, A== T #
A4 L% 0 LADEICEE LT,

HEDEX2T7 7 RLAIZHKMEZREE LTI 7 BEATEXAL 91233 120F, == a2 A4S
Zabsolute IZFRELE T, =—V 07 XA LAOHABRRNUINDE &, X7 7 FLANHIERS
nx4,
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switchport port-security aging .

W T 7 B A TE DX 2T 7 FL AR ZHIRT 2121E, == 7 % A 7 % inactivity
WCRRELET, 20X TsE, T 7T 47 koTtxaT 7 RUADBHIRS L, o
T RUAREFR 2T DZENMTEET,

X2 T T RLA~OT 72 AHIREZMERT 2121E, EF =277 FLAS LTREL, no
switchport port-security agingstatic{ > #—7 A A a7 4 X2 b—T a3 a~v s ReffH
LT, IR ESNT-EXF 2T T FLADZ—V 0 V% F 4 B—7 M LET,

ROFITIE, F—FDOTRTOEHF=2T 7T RLRZXHLT, =—V 7 AT %
absolute, =— 7 XA L& QEEFICERE L F T,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernetl/0/1

Device (config-if) # switchport port-security aging time 120
Device (config-if)# end

WORFITIL, A— MIEESINTEX=2T 7T RLVRAZK LT, =2—V o7 X4 7%
inactivity, =— 27 XA L& 2FICRELET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernetl/0/2

Device (config-if)# switchport port-security aging time 2

Device (config-if)# switchport port-security aging type inactivity
(config-if)# switchport port-security aging static
(config-if) # end

Device
Device

WOBITIE, BESNT-EXF2T 7T RLADT—V 0 T 52T 4 —7 NI 5 HiEx
R~LET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernetl/0/2

Device (config-if)# no switchport port-security aging static
Device (config-if)# end
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. switchport port-security mac-address

switchport port-security mac-address

TX2T MACT RLAELIIAT 4 v FMACT KL AT —= 7 %FRET HITIE, switchport
port-security mac-address f > #—7 = A A a7 4 Xal—var avwry FeHLET,
F7 4N MNRECETITE, Z2oavr FonoBRAHHLET,

switchport port-security mac-address {mac-address [vlan {vlan-id {access|voice}}]| sticky
[mac-address| vlan {vlan-id {access|voice}}]}

no switchport port-security mac-address {mac-address [vlan {vian-id {access|voice}}]|
sticky [mac-address|vlan {vlan-id {access|voice}}]}

BXDEREA

AR R TFI4ILE

avU R E—F

mac-address 48 £ K MAC 7 FLADANIC L > THRETHA v X —T = ZADEF 27T
MAC 7 RL A, BRESNT-HEREET, EXx2T7 MACT RLRZEBNTE X
KR

vianvian-id  (f£3) FF 7 R— b ETEF, VLANID BEUMAC 7 FL A Z$EE L%
79, VLANID Z{5/& L7eWGHEIE, * A7 4«7 VLAN BMEH S E T,

vlanaccess ({£E) 7/t A R—KhTEF, VLAN 27 27 A VLAN & LCHREL £,

vlanvoice  ({£EF) 7/t A K— b TEF, VLAN 23575 VLAN & L CTHRELET,

GE)
voice¥x — U — Nid., BF VLAND AR — MIEEEINTWT, IHIZEFDR— |
MNT 7 A VLAN TRWEEDHRALNTI,

sticky AT A4 vFX T—=2 T DA —T oA A A F—TMILET, AT 4 v F
—= VT EAR=TMITHE, A —T oA A LT RTO
X 2T MACT RLAZFEITay 7 4 Falb—a ZEBMLT, 2607
RLAZAT 4 vFx EFXF 27 MACT RLARICE#HBLET,

mac-address  ({£7) A7 1 v¥ £¥ 27 MAC 7 FLAEEET S MAC 7 RLA,

¥ 27 MACT RLRIIHREESNTWHWETA,
2T 4 X% T—= T T 4 ®8—T LT,

AVH—Tx2A R AT 4 Falb— 3 (config-if)

avy FERE

)= EERNE
Cisco I0S XE Fuji 16.9.2 Zoavwy RBREHEAINEL
7=

FERLEOHA KSq>y ©F=27 A= MIETLHIRFEILZ, ROLBY TT,

. X2 T+«
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switchport port-security mac-address .

X2 T R—MIT IV EAR—-DIELIIIN T R—=RMNITDHILEFITEETN, ¥4
FIvI T EAR- MIUIRETEEEA,

cEFx 2T R—MIL—TFT vy FAHR—MIITEEEA,
c X 27 R— MIRER— MIITE A,

X 2T R—bF2 AL v T KRAKR—K TFF4% (SPAN) DI AR— MIT25Z EET
TEH A,

e X a7 A= E2FHE Y bEAIF10F4HEw b EtherChannel " — k 7V —FI2&H 5
Z Ll TEEREA,

« T VLAN Tl AT 47 BXaT EFHIEAT 4 vF BF 2T MACT FLAZR
ETEEH A,

« B VLAN DREENTA LV F—T =2 A A LTR—bF BF 2V T 4 24 X—TNICT 5
LA, F—FORRKREX=2T7 7 RUAFERZ2ICRE LT, &A— b % CiscolIP Phone
¥R A4 1%. TP Phone IZ MAC 7 R L A | DB CF, Cisco IP Phone D7 KL &
137575 VLAN L CEE SN Ed28, 7278 A VLAN ECTIxE#EE S ERA, 1 BDOPC %
Cisco IP Phone (Z#65 T 5838, MAC 7 RLZDOBEIINEH Y FH A, 2 BGLL ED PC
% Cisco IP Phone (Z#56i 9 5546, &£ PCIZ 1D, & 51T Cisco IP Phone (2 1 DE| VYBT3
Lo+t Xa 7 T RVAZRETHMLERDH Y £7,

« HH VLAN 7 7B A R— b ETRETYR—-—FSNES, T2 7 R—hFLETEHR—
FENFEEA,

AT 4 vF X227 MAC T LRI, ROEERH Y £,

« switchport port-security mac-addresssticky f ' #—7 = A4 A a7 4 Fal—T a3 2
<~V REFEHALC, AV H—T 2 ALTAT 4 v X T—=0 T X —T LT
BAVI =T 2 RFTRTDOFAFT IV I EF2T MACT FLA (AT 4 v FT—
=VTBA R =TSR DENCEICFE] ST RLRAEZET) 2, AT 4 vyXEFa
T MACT FLAIZEHL, $RXTDAT 4 vFEFaT MACT RLAZFATAL T 4
Fal—alBMLET,

* no switchport port-security mac-addresssticky f > % —7 x A X a7 4 X alb— g
avy REFEHLT, AT 4 vXT7—=2 7% T 48— AT 554, FEE T2
T74F¥alb—varyzHlRT 5581, AT 4 v FEF27 MACT RLRETHETa
TA4X 2L —va O ETHA, T RURAT =T ANLIFHIBRENET, HIFRE
NIZT RVARFA T I v ZITHBET DI ENTE, ¥4 FIv 7T RLRELELTT R
VA =7 MBmEnEd,

« switchport port-security mac-addresssticky mac-address f > % —7 = A4 A a7 4 ¥ =2 L —

varav Uy REMFHALT, AT 4 v X EXF2T MACT RLAZRETHHE., b
DT RLAET RLAT—IABLIORE Ty 74X ab—va U BEnEd, A—
FEXa VT BT 48T NVOHAE, AT 4 X EXFaT MACT RLAFFEITay
T4 F a2l — g IFERY £,

t*2U74 |}



t¥ausq |
. switchport port-security mac-address

AT A4 Y F—EF 2T MACT RLABI L7 4 Xal—Ta s 77 A /VRFESTD
LD, THRAL AOFEEEE, FI3A X —T oA ADV Y v NI T URHI, A VX —
T RAIINOEDOT RLAZHFEE LR TCTAET, A7 4 vF BXaT7 7 RLX
ERAFLeWEE, 7 RLRAERbNET, A7 49X I—= I NRT =710
By AT AYFEXF2T MACT RLRIZHZAFI v X aT 7 RLURZEBRIN,

FiTar 74 Xab—a U bEIBRENET,

AT 4w X T == T HT 4 E—T T LT, switchport port-security mac-address sticky
mac-address { > X —7 = A A a7 4 FXalb—rar avy R AN LESHE, =T7—
A=V NFREN, AT A vFEF2T MACT RLRAFFE T2 74X al—s
STBEMENER A,

R A ERT HI2IE, show port-security ==~ > R&MH L £4,

KOFITIE, A—FTEF=2T7 MACT L A& VLANID #RETHHEEZRLE
KR

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernet 2/0/2

Device (config-if)# switchport mode trunk

Device (config-if) # switchport port-security

Device (config-if)# switchport port-security mac-address 1000.2000.3000 vlan 3
Device (config-if)# end

ROBITIZ, AT 4 vF F—=2 TE2AF—T VLT, K= ET2200RT 1 v
FEX2T MACT FLRAZANTDHHEEZRLET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernet 2/0/2

Device (config-if)# switchport port-security mac-address sticky

config-if) # switchport port-security mac-address sticky 0000.0000.4141
config-if) # switchport port-security mac-address sticky 0000.0000.000f
config-if) # end

#
#

Device
Device

Device

B tx2U7«
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switchport port-security maximum .

switchport port-security maximum

TX2T MACT RLVADEIRKRBEEZHRETDHIZIE, A v F—T=zAf AT 4Falb—vay
£ — KT switchport port-security maximum =~ > R&fFH L9, 774/ FREICETIC
X, Zoa~vr RonoBREHEHLET,

switchport port-security maximum value [vlan [vlian-list | [access| voice]]]
no switchport port-security maximum value [vlan [vian-list | [access| voice]]]

BX DA

AU RTIFIE

AR E—F

value [ F—T A ADEF 2T MACT RLADRKREEZRELET,

T 7 OFREIL 1 TY,

vlan FE) FoFv 7 F—FrOHEA. VLAN L 73— E#HO VLAN DX 27
MAC 7 RLZDRKREBEZBRELET, vian T— T — FRAHTENTWARWES. T
7 v MENMEAH I NET,

VarHis  ({£#) # >~ TR L7 VLANOFFE 72131 7 > TR H47- 8D VLAN,
VLAN ZF5E L72WEA . VLAN Z & O REMEF SN ET,

access ({EE) 7/ AR—HFTEIF, VLANEZT7 7 AVLAN & L CTHRELET,

voice  ({£i&) 77 & A A— hTEF, VLAN 257 VLAN & L CTHREL £7,
GE)
voiceF¥— 7 — Rid, HF VLANAR— MIREINTWT, ILIZFDR— AT
7% A VLAN TRWESDOLAENTT,

R—=r X2 T 424 F—T NI LTHEF—U—FREATLRZWEES, T 7410 F0EF2T
MAC 7 R L ADEREIT 1 TT,

AHE—=T xR AT 4 Falb— a3 (config-if)

avy FERE

FRLEDHA KS1 Y

)1y—= EENE
Cisco I0S XE Fuji 16.9.2 oavwry RREAINEL
77

TNARIRETEDLEF 27 MAC T RLADRREIL, VAT A THAIN TS MAC
T RUVADORREIZE >TRED 9, ZOEFILT 7 T « 7 72 Switch Database Management
(SDM) 7o 7L — RNMZXoTROLNET, sdmprefer 2~ FEZSZRLTLEI N, ZD
B, A2 Z—7 oA ATHRESHIMO LA ¥ 2 HEERZ OO F 27 MAC 7 FL-X
72 Y. FIHFAIREZ: MAC 7 KL ADERH AR L E 7,

X a7 A= MIETLHRFHIT, ROLBY T,
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. switchport port-security maximum

e F 2T R—NMITI7BRAR-FELITI I T 7 R=PMITDHTENRTEETH, 4 A
FIvI T EAR- MIUIRETEEE A,

s tXaT7 A—MIL—TFT v FAR—MMUITEEHA,
e X 2T A— MIMRER— MIIETEEEA,

X 2T K= 2 AL v T KRAR—K TFF7A4% (SPAN) DA — MZT5Z &1XT
TEH A,

s X a7 R—FrE2FHE Y bEAIF10FHEw b EtherChannel " — k 7V —FI12&H 5
ZliITEEREA,

%W$N#&Eéﬂt4y&—7i4xﬁfﬁ~kﬁ%:)?4%4* TNCT D
L, A= PFDORREF 27 7 FUAFFEEZ 21T E L £T, A— k% CiscoIP Phone
h?ﬁf}ﬁ‘éiﬂ/\ . IPPhone iZ MAC 7 K LA 1 DHETF, CiscoIP Phone D7 KL &
I3F A VLAN ECEEINETN, 77 EAVLAN ECIIFEEEINETA, 1 HEOPC %
Cisco IP Phone (2654 234, MAC 7 RL ZDBININESH Y FH A, 2 BLLEO PC
% Cisco IP Phone |Z#555 T 2358, K PCIZ 1D, & 51T Cisco IP Phone (2 1 DEIV 4T3
Ko+t xaT 7 RVAEZHRETHLERH Y 7,

FA VLAN X7 7B A R— b BTG R—bENET, bT72 7 A— b ETHEHYR—
M EFA,

AE =Tz A ADEX 2T T RLADRKEEZ AT D56, B LUWED IR OfE LY
KEWE, BHLUVMEIZ L > CTHIFBIOFREMEN EEX I ET, FLVENFIEIOME Y/~
XL AV H—T 2 A ATHEEINTWVDEEFaT 7T RUVAENHFLWMEL Y K& Wi
A, avr MR EnEY,

T RLVAORERKREZ 1ICREL., BERISNZT A ADOMACT RLAZRET D L. fiE
FITT A AR — b ORISR 2522 A T 9,

AVHE—=T A ADEX2T T RVADRKEEZANT D E WOFESENRRELET,
H LVWMEDHIEIOM LV KEWIEE. # LUVMEIZ L - CTHIEIOREMES EEE EINET,

T LWEDRHIEIOE L VNS, A 0 F =T 2 ATRESNTNDEF 2T 7 L AE
PHTLWEL D REWGEE, a~vr N3RS ShET,

FRE B RERR T 5 12IE, show port-security =2~ > R&H L £,

WOHITIE, F—FTHR—F X2V T 424 FX—TNIZL, BXa2T 7 L ADEK
KE & SICRETHIHEERLET, EXET—RNIT 74V T, EX¥27 MACT
RLUATRESINTWERA,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernet 2/0/2
Device (config-if) # switchport mode access

Device (config-if) # switchport port-security

Device (config-if)# switchport port-security maximum 5
Device (config-if)# end

B tx2U7«
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switchport port-security violation .

switchport port-security violation

?%17NMC7FVX@%&%%% FIFR— X2 VT IOER LESEEICETT S
TV arERET DI, A E— 7:4%:/74%1v%°5/%%b1wmmmn
port-securityviolation =~ > R&EH L ET, 7 74/ FREICETIZIE, 2O~ FOno
A ZfH L ET,

switchport port-security violation {protect |restrict | shutdown | shutdown vlan}
no switchport port-security violation {protect |restrict| shutdown | shutdown vlan}

BX DA

protect X2V T ERREE - FERELET,

restrict X2 VT 4 BEXHIRE— REHRTELET,

shutdown X2 VT4 EN Yy MU E—RERELET,

shutdown VLANZ L DY vy hE T AZEXR 2 T A BENE— FERELET,
vlan

AR R TFI4ILE

F 7 4V h OEKE— RiZ shutdown T3,

ATV R E—F

A B —Tx2A A AT 4F 2l — 3 (config-if)

av Y RERE

)1)y—= EEANE
Cisco IOS XE Fuji 16.9.2 Zoavwr RPREAINEL
72,

EREDAARZA

X2V T A ERKREE— R TIE, A= FOEFa7 MACT FLAENR— b THAISNT
WA KREICRE L5, AHAREETLT FLAOX Yy M Ry 789, Fay
T5Z &ft#JTch7FVXﬁ%L@iD%wﬁ<Té#\ﬁﬁf%é?va@%k
BEBOIRWIREY . ZoRENGEEET, EX=2 V7T BBEZ > TH, =—FZid@m
SNFEHFA,

)

GE)

TR £,

T o7 R— b BT — FARETDHZ L IIHRECTE R A, R#EET— FTIL, A— MR
BREITEL TV Th VLAN BMEH#EE— FORRHICET L L, S—=0 BT 4 &—

X2 )T 4 EMHIRE— FTlE, %27 MAC 7 RLAENR— F THATSNTWDHERK
BB LI2GA, AHREETT RLAOry M ke y7EnEd, E%=27 MACT
RU 2% ERE D 072 §250, FETEDLT FLADRKBEEHELIROERY . Zodk
& £9, SNMP h 7 v 7R EEINET, Syslog A vE—URaF o 3, ERIY
VEMNEMLET,
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. switchport port-security violation

X2 VT ERY Yy N T E— RTIL, ERRBEAEL, R— FDOLEDRA 7725 &
A B —T = A AN errdisable (2720 £3°, SNMP k7 v 7N EfFE SV E T, Syslog A v E—
URRX TSN, BRATCZBEMLET, ¥ 2T K— FDS erdisable 27— b DB E
%, errdisablerecovery causepsecureviolation 72—/ )L a7 4 X2 b— g avy R
AL TZDAT— b &fEFRT 20>, shutdown 35 X QY noshutdown 1 > % —7 = A 2 a7 4
Fal—rary avwry REANLTTEHTHO, 32— 7 M TEET,

X2 VT4 ERKE—RBVLAN 2DV vy MU UICRESIND & ERNFEE LT
VLAN DA 73 errdisable 1272 0 £,

X 27 A= MIETLHRFEIT, ROLBY T,

cEFaT K MIT VR B NERE R T2 B MIT BB TEETRN, A
FIv s TIEA R MUIBRETE A,

s X aT R—MINL—T v RAR—PMNUTITEERA,
s X a7 A— MMEER— MIIZITEEEA,

X aT R—1+E2AAL v F RKR—F TFZ 4% (SPAN) DFifeAR— MIT5HZ LT T
TEH A,

e FaT R—hrE2FXHE Y bEHIFL10 ¥4 E > b EtherChannel I"— k 7L —F12&H 5
ZElxTEERA,

TF 27 MACT RLAZADEKRENRT RLA F—7VIHFEEL, 7 RLA F—7 VT
FELRVWMACT RLRAZFORT = a b BA LV Z—T =2 AT 7R ALLY &L
BA. FRIEROEF 2T R—FDOEFaT7 MACT RL AL LTHRESNTZ MAC T R
VABFFOART =2 a i VA —T oA AT 7 BALL D ELEEGAIC, X2V
LIERPEZ Y FT,

£ ¥ 2 7 AR — F errdisable 27— R D51, errdisable recovery cause psecure-violation
ra—N\)ary7 4 X¥al—yary avry REANLT, TORAT— I bEESES
ZEMTEET, shutdown 5L M noshutdown 1 > X —7 A A a7 4 Falb—37
v awy K& AT 5, dear errdisableinterfacefi# EXEC =~ > K& LT, H~—
FETFEICHRN, 2—TNMITHIENTEET,

RE A ERT HI2IE, show port-security %54 EXEC =~ > R&MH L £,

OB TIE, MAC X2 U T A BENEELEZBEICVLAN OAEZ T Y v b E T
THLEOIOR—FERETDHEERLET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernet2/0/2

Device (config) # switchport port-security violation shutdown vlan
Device (config) # exit

B tx2U7«
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tacacs server .

tacacs server

IPv6 F 7213 IPv4 HIZ TACACS+ ' — & E L, TACACS+H— N a7 Xl —T g
FT— REBTAICE, Ju— a7 X2l — g3 F— KNCtacacsserver 2< 2 K
PHEHALET, REZHIBRT AL, Z20oa~vwr Fono B2 FEHLET,

tacacs server name
no tacacs server

X DERHA nene| 5  ~— k TACACS+ H—/ 37k 2 s D4R,

AT RFI4)Lk  TACACS+ H— NI SN TNER A,

ATV R E—F Ja—\)L a7 4F¥2b— 3 (config)
avy FER )y—Xx EERNE

CiscolOSXEFujil692 | = pa~wy R EAINE LT,

FERHEDHA KS4 > tacacsserver =~ R, name 5% & L T TACACS ¥ — & E L, TACACSt #—
AT 4 X2 b —arE—RERBLET, REPTET L, TACACS+H— a7 4 ¥
L—YaryEB—REKTT5L, REPEHINET,

I WOBIE. 4 server] %M LT TACACS H— ~ZEE L. & HICREEITH 70
ICTACACS+Y— RN a7 4 X2l — gy FT— RERGTAHEEZRLTOET,

Device> enable

Device# configure terminal

Device (config) # tacacs server serverl
Device (config-server-tacacs) # end

BEa< R Command Description
addressipv6 (TACACSt) TACACS+ H— "D IPv6 7 FL A& E L £,
key (TACACS+) TACACS+ H— " CTH— NEL O 5 X — 2% E L ET,
port (TACACS+) TACACS+ #5245 TCP R — R & faE L £,

i

send-nat-address (TACACS+) | 7 547> D NAT D7 KL 2% TACACS+ H— 2 %1
L/ijqo

lll

single-connection (TACACS+) | Bi— TCP #5i & {# ] L T9 X T?D TACACS /3% v k%[
CH—NICHETEHLITLET,

I X7+« .
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. tacacs server

Command Description
timeout(TACACSt) TR 72 TACACS H— 37 & DJERE & 19~ 2 B % 5k
LET,

B tx2U7«
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token (/i35 2—2<v7) [

token (/NS A—R T v )

FORA ZABER TR AT AT TV r— gy a3 00 40 Z—T7 x4 % (APD)
X —ERHETHIZIE, RTA—H XA THRE 7 (F 2 —2 3 F— FTtoken =
<~ R LET, BEAEBINFZERTSI2E. Zoa<r RonoBRXEHHLEI,

token value
no token

B DEREA

AR TFI4ILE

AU kFE—F

value APl h—7 >, ZXUZ Cisco Umbrella &gk — 305
BETEET,

NI RA=E =T D=7 AIMER SN TWERE A,

NI A=~y THEATHAE 7 4 ¥ 2 L—3 3 (config-profile)

2L FRE

FEREDAA RZM4 Y

3l

)1)—2x EERNE
Cisco I0S XE Amsterdam 17.1.1 Zoavwry RPREAINEL
77

token =< > Fix, umbrdlain B L umbrdlaout =~ NIZ%4 2 NEDHRE T,

BEED h—7 U EF LW h—7 VICEET A%, umbrdlain=~> FEEIBR L. #HT 55
LWh—=2Z DR =I5t DL v X —T =24 ATHRELET,

RIZ. Cisco Umbrella ® h— 27 V HRET DB 2R L FE T,

Device> enable

Device# configure terminal

Device (config) # parameter-map type umbrella global

Device (config-profile)# token AADDDSFF6E510B28921A20C9B98EEEFF

avw >R Bl

parameter-map typeumbrellaglobal | Umbrella €— R CT/8T A =4~ v 74 A4 THFHELE
B

umbrella A B —7 = A AT Cisco Umbrella Connector % 5% E L
i j—o

t*2U74 |}
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t¥auFq |

tracking (IPv6 A X—FE > %)

R—=FTT 74NV MDD T X 7R —% EHEZTDHITE, IPVO AX—E 7 K v—
a7 4 Falb— gy E— RTtracking 2~ REFHALET,

tracking {enable [reachablelifetime {value | infinite}] | disable [stale-lifetime {value |
infinite}

BXDEREA

AR TFIAILE

ATV R E—F

enable KT ox T oA 3 —T NI LET,

reachable-lifetime (1) FIEERTHE &\ ) ZE A 20V RREC. Bl fEZ =
N U SRR E T IR I CRBERRE T H B LI S h
DR A E L ET,

« reachablelifetime— 7 — K& T& 5D, enable
F—U— RPMEEESNTWVWEHEEDATT,

- reachable-lifetime ¥ — 7 — RZ2fEH+ 25 &, ipv6
neighbor binding reachable-lifetime =~ > K TF&E S
NI 7 —/NVRBIERRET A 7 2 A LS EFEEZ S

iﬁ—o
value FHLLD T A 7 % A DME, FEETE DHPIE 1 ~ 86400
T, F 74 ME 300 T,
infinite T b Y Z R EGEATRERRE £ 1213 R T A VIR BRI HERS
Liﬁ‘o
disable N vX LT ETF =TT LET,
stale-lifetime (TE) By N AR F A VREBICHEFF LSS, oh

12k 7' — Lo stale-lifetime FRED FEX SN FET,
c AT A T A T HA AL 86,400 FTT,

s stalelifetime ¥ — 7V — K& C& 5D, disable
F—TU— RBREEINTWDLHADATT,

. stalelifetime ¥ — U — R & i 19 % & | ipv6 neighbor
bindingstale-lifetime =~ > N CTRRE SN/ B — VL
RATANTGATHEA LB EFEEINET,

WFfE] D > b VB REZRIRRRICHERF S E T,

IPv6 AX—E 7 a7 4 X a2 b—3 3 (config-ipv6-snooping)

B tx2U7«
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tracking (IPv6 A X—E > %) .

avy RERE

FEREDAA RZA4 Y

)1)—= EERNE
Cisco I0S XE Fuji 16.9.2 ZDavwy RPNEAINEL
77

tracking =~ > RiZ, ZORY —20@H 3415 A — b L Tipv6neighbor tracking =~ > ]\“ﬁ’
Ko TREENTET 7HNV DT X TRY O—ITBRELET, ZoMRIE, 2& 21X
T MU EBHR LW, XA T T T—Tncmy b Bk LT@%@%%E?%%Q@
iz, BETEH5R—F ETHHTY,

reachable-lifetime % — 7 — K&, ZIEERREE WO GEBMNRVIRRET, A= FUB T v
YKV EENIC, £20TIPv6 AX—F /7 T& D HEERICENERRETH D H:l IEr s
BRERIZ 7R LE 3, reachablelifetimefBlcBET 2L, =2 NV IZATANAREBICBITLE
9, tracking =~ > KT reachable-lifetime ﬂ% 7* K& 3 2% L. ipv6 neighbor binding
reachablelifetime =~ > R CRE SN/ 0 — NV RBERRET A 7 X A4 AR EEEZSINE
7

stalelifetime ¥—7— Nif, =2 MU DBHIFREN D, BHEE 2 IXHEENI HETHoD L
RE SN D RIS T — 7 VIR FF & D g KR CF, tracking =~ > KT reachablel|fet|me
F—U— R&fHT 2% L. ipv6neighbor binding stale-lifetime =2~ > KT E S L7227 v —
WIRATANTA TEA LS EEESNET,

WIZ, IPV6 AX—E > 7R v —% % policyl LEFRL, = MU ZEHHTXHHK—h
LTRSS T 4 T T =T MRFET D LD ICRET AR LET,

Device> enable

Device# configure terminal

Device (config) # ipv6é snooping policy policyl

Device (config-ipv6-snooping) # tracking disable stale-lifetime infinite
Device (config-ipv6-snooping) # end

t*2U74 |}



. trusted-port

trusted-port

B DEREA

aAavY R FI4ILk

avY kR E—FK

t¥auFq |

LR —MEEHETELR— M LTRET DT, IPv6 AX—E LT R v—E—FNE
IENDA AR gy R —ary7 4F¥alb— g E— RTtrusted-port =2~ K%
EALES, ZOMEZENCTDICIE. Zoavr FOono BEREEHLET,

trusted-port
no trusted-port

Zoawy FIFGIEELITF—U—FNIH Y £HEA,
EOR—FbEHINWTHEEA,

ND A VAR ary R y— a7 4Falb—3 3 (config-nd-inspection)

IPv6 AX—VE 7 a7 4 X a2 b—3 3 (config-ipv6-snooping)

avy FERE

FEREDHA K54

)= EENE
Cisco 10S XE Fuji 16.9.2 Ioavwr RBREAINEL
776

trusted-port =2~ > R& A R—TMZT DL, AvE—VNZORY o —%2FFOR— K TxE
SNTHE, REMIZFEITIND D, T FTENFERA, L, TRLVLART—T 4
VIMBERHET D70, A vE—UIMEIET NS VT 4 U TIEROEHIC L o TN v
TAVT T=TNEHRTEZLI)ICHIrEnNET, ZhbDOFR— M THRIEESNTZAAL VT«
YE, BHETELLOLE L THESN TV ARNVWR = "D BZELEAAL T 47 L0 b1E
HEEREWLOE RSN ET,

RIZ, NDP RN U > —4 % policyl EEFK L., A— M2 E#HT L L ICRET 0%
LET,

Device> enable

Device# configure terminal

Device (config) # ipvé nd inspection policyl
Device (config-nd-inspection) # trusted-port
Device (config-nd-inspection) # end

WIZ, IPv6 AX—E > 7R v —% % policyl LEFE L, RN— hEEET D L HITHE
THH 2R LET,

Device> enable

Device# configure terminal

Device (config) # ipvé snooping policy policyl
Device (config-ipv6-snooping) # trusted-port
Device (config-ipv6-snooping) # end
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umbrella .

umbrella
A % —7 = A AT CiscoUmbrellaConnector 5% E9J HI1ZlE, A v F—T A AT 4F=a
L—YaryET—RCTumbrdlaz~y REFEHLET, ZOREEFHIRTHICE, Zoa<wy
RO no FEX &AL E7,
umbrella {in tag-name| out}
noumbrella {in | out}

X DEREA in I IAT v MRS TWA A o Z—T = A AT Cisco Umbrella Connector % & &

]‘/\i—g—O

aAvU R TFI4ILE

aAvU R E—F

tag-name (X —T A4 RAK T4,
E X349 XFFETTT,

out Umbrella — NIZRIET H7-DIEH SND A % —7 = A AT Cisco Umbrella
Connector %€ L ¥ 7,

77 AV N OBIERIEILD D FE A

AVHE—TxA R AT fF2lb— 3 (config-if)

avwy FERE

FEREDHA FS1 Y

3l

=2 LERE
Cisco IOS XE Amsterdam 17.1.1 ZToavwry RREAINEL
7o

umbrdlain =~ > R ET HE1Z, umbrdlaout =~y RERETALERH Y 3, Bk
I, A= 43 NA =T REBIZH Y, BBFEOT7 7 AT U= ~D T T 4 7 DI/SAA
=BT RI SN DG EICOHEE L ET,

umbrélain =< K& umbrelaout 2~ REFRI LAV H—T7 =2 ATHRETHI LIXTEE
A,

WwIZ, A X —7 A AT Cisco Umbrella Connector X/ ET A% 2R L £,

Device> enable

Device# configure terminal

Device (config) # interface GigabitEthernet 1/0/1
Device (config-if)# umbrella out

Device (config-if)# exit

Device (config) # interface GigabitEthernet 1/0/2
Device (config-if) # umbrella in mydevice_tag
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. umbrella

BEa< R avy kR HL:L
show umbrella config T /34 A® Cisco Umbrella #t
AREERRTLET,
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use-updated-eth-header .

use-updated-eth-header

B DEREA

AU R TIFIE

aAvU R E—F

AT = v 7 (ICV) DOFHEDT-HIZ MACsec Key Agreement Protocol Data Unit (MKPDU)
DEF S NI2A =V Fy by X —%FLeT NA AL T NA A EOIEE DR — b ORI OFH A E
HMEEZHINZT HI2IE, MKARY — a7 ¥ a2 b—v 3y £— KT ssi-based-on-sci =
~V REMHALET, ICVEHEDTZDIZMKPDU O EH SN2 A —V K > b~y H— % B
THIE, Zoavr ROono BRNEEHLET,

use-updated-eth-header
no use-updated-eth-header

Zoawy RIS ELIIF—TU—FiEH Y 8 A,
ICVHEDIZODA —HF v b~y X — 3> TWET,

MKARY v— 2327 ¢4 ¥ =L —3 3 (config-mka-policy)

avy FERE

1)1)—2R EEAE

CiscoIOS XE Gibraltar 16.12.1 | = oz~ RREAINE LT,

FRLEDODHA KS1 Y

B SN A =T Ry b~y X —I3IERETT, 4T a v E2HMCTDHE, T8 A
® MACsec Key Agreement (MKA) &> a U EHETEET,

Bl WIZ, ICV FHEOTZHIZ MKPDU O HEH S vl A —H Ry b~y X —E 4T 54
FRLET,
Device> enable
Device# configure terminal
Device (config) # mka policy 2
Device (config-mka-policy) # use-updated-eth-header

BEa< R Command Description
mka policy MKA R YU o —%&ELET,
confidentiality-offset MBI 7 v b &2RE L TMACsee ZEMESE £,
delay-protection MKPDU D 4(5 CIEIE(R#EZ T 5 L 9 ICMKAZ3E L £7,
include-icv-indicator MKPDU [Z ICV A > P —H &b £,
key-server MKA ¥ —H—_"F 7 a 2R ELET,
macsec-cipher-suite SAK #3570 D5 A4 — F2RELET,
sak-rekey SAK F—HAKMRERE L ET,

X7+« .
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. use-updated-eth-header

Command Description

send-secur e-announcements | MKPDU DEETE X o727 T 7 A2 EET 5 L 912 MKA
ERELET,

ssci-based-on-sci SCIITHS W T SSCI B LE 1,
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username

username .

I —PLZR—ZADWIAES AT LEWNLTHICIL, Fa— a7 4 Fal—yg L EF—K
Tusername =~ R&EEHA LE 4, WY SN2 —TEL_X—2DOFGELHIRTHI2E, 20
a<r RO noBEREHEHAL £,

usernamename [aaa attributelist aaa-list-name]

user name namefaccess-class access-list-number ]

user name namefalgorithm-type {md5 | scrypt | sha256 }]

user name nameflautocommand command)]

user name name[callback-dialstring telephone-number]

user name name[callback-line [tty ]line-number [ending-line-number]]
user name name[callback-rotary rotary-group-number]

user name name{common-criteria-policy policy-name]

user name name[dnis]

username name[mac]

user name name[nocallback-verify]

username name[noescape]

user name hame[nohangup]

username name[nopassword | password password | password encryption-type encrypted-password)]
username name[one-time {password {O| 6 | 7 |password } | secret {O| 5 | 8 | 9 |password}}]
user name name[passwor d secret]

username name[privilege level]

username name[secret {0 5 |password}]

username name|serial-number ]

user name namefuser-maxlinks number]

username nameview view-name]

No username name

BX DA

name KA NG, =%, 2—H 1D, £/-lda~ > R4, name 31#cix
| DOHFELZITFEHATEET, EAC5HFIEHATEETA,

aaa attribute list (EE) fHE LiGE, #Fal, BLXOT AT 47 (AAA) F7K
aaa-list-name YA RNEFEHALET,

access-class L) 94y arv 7 4Xal—3 a3y T— RCHEHRE,

acoess-|ist-number access-class T~ > RTIRESNIZT 7B AU A g —"—F 1 R4
LDHET 7 REAVANERELET, Zhii=—FDty v a T
MEnET,
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FauFq |

algorithm-type

fFEE) 2—FDOTL—rTFA DY —I by ey at bz
WIHFEHTAZT LT X LEZEELET,
emd5: MD57 VI Y XAZFEHALCRAY— 2o a—RNLE
ﬁ‘o

escrypt : SCRYPT Ny v a7 /LI AAEMHHL CRAY— K%
Tra—RLET,

+sha?56 : PBKDF2 Ny a7 /3 Y ALEBFEHLT/NAY— K%
Tz a—RLET,

autocommand
command

(f£&) #57& L7- autocommand =1~ > Rz —HF w7 A L %ICH
BTSN D L9 I LET, F5E L7z autocommand =2~ > K73
SETTHEEy a B TLEST, ZOa~vy FMEEORIICT
BZENTE, BHIZAN—=RZEDBH L HTEAHD,
autocommand ¥ —7U — R&fliHJ 5 a~ > RIMTOREOA T v a v
T DHERH Y FT,

callback-dialstring
telephone-number

(EE) 7—Z H#fnisE (DCE) 73 AT EiEF 52 E
T&ET CGERMla— Ry 7 DEEDR)

callback-line
line-number

(EE) BrED2—P L% a—/LNy 72k L THENCT S8R ERR
(FE72138R L2/ NV —T7 ORI DlERE) OM%E 52T LEd GF
o — Ry 7 DFEDL) , FEIFEarbEEY £,

ending-line-number

(EE) FED—FLEZa— ANy 726 L THEZNCT Dk LT
T N—T DItk DR O T, ¥—T— K (tty7e &) #EME LT
Y& . line-number 3 & OF ending-line-number (XAH X} [EI#R %5 Tld 72 <
MEXRF R & 72 0 57,

tty

(EE) FEOHFBERZIEE L ET Gl —1 Ny 7 DEE
DH) o

callback-rotary
rotary-group-number

(EE) FFEDa2—Y L Ea— Ly 7z L TaCT 2 —4% ) —
IN—TREBEERETEET GERHIa— ANy 7 DFEDOR) , v—
X — T N—T TR AR RE 22 B B R S v E 3, #aPFHIZ 1~ 100
/C‘\ﬁ—o

common-criteria-policy

EE) 227747 V7RI —04HTZHEELET,

dnis

(L) HEFRSHNY—E 2 (DNIS) HbEFESNIZBHAIT/ A
UV—REAREIZLET,

mac

(&) MACT7 RLRAZa— LV TEITENDIMAC T 4 NHE ) T
Da—FHL L THEATE L ICLET,

nocallback-verify

(EE) 45E L7ZEfR O EXEC 23—y ZITRIAEN R ETH 5 Z &
ZRELET,
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username .

noescape

EE) 22— FREFHEENTVWABRA N T Ay — L EE T
BN E ol LET,

nohangup

(FE) A#iz~> F (autocommand ¥ —7U — RZEH L THRE) O
FEITHITCiscolOS VY 7 b =7 Ca—H &2 LAV E S LET,
a—PIZiE, RO VIZBIO=2—Y EXEC 7Y u v 7 M FERENFET,

nopasswor d

(S 2—Ra A T AEONRAT— REREIZ LET, @,
Z DO F—U— RiE autocommand F— 7 — RZ2 #3558 ICHAE
OETHHAT S E&RILBET,

password

(fEE) namesd|[#ZT 7 B AT B0 02— RERE L4, S
AT — RiZ 1 ~25 XFT, HORBLAR—ZXZHHTE ., username
gy RORBEOF > a b LTHEELET,

password

2= FBANTHRART—F,

encryption-type

password DEH DT F A R SLINDE D BIUK LS
NOGEIHEHSNDBAL Y A THERT D IO T, EHFIN
TWHIEEALZ A 7%, 0 (password DEZ DT F A MMIKF LS
V) BEO6 LT (TFANMIVAaARNERLEK ST AT X
LR LT S{bENng) T,

encrypted-password

A—PRANT DT IAT — R,

one-time

(FEE) 22—V ERRT— KRR 1 EETENTHL L AIEELE
T, ZORTIL, T 74V DT LT oy AR —FREITEDS
WEINCT AT DIERESNET,

c0: R fbENTVWARWASARAT— REFIT—27 Ly b GREICK
7)) i 2L xEFELET,

¢ 6 R L RAU— BB Z L ERELET,
o7 HERTDONRAT— KK L EEELET,
e5:MDS Ty vaZNizy—7 by b 2 EEBELET,

«8:PBKDFR2 Ty iadNi-y—7 Ly i Z &2 EELE

KR
¢« 9:SCRYPT Ty ad&Niy—7 Ly b Z&&EELE
7,

secr et

(EE) 2—For—r by FaRELET,
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ARV R TIAINE

ATV R E—F

t¥auFq |

secret Fx LNy RxA Z738G3E7 1 2 (CHAP) #EFRICEEA L £
T, B—HNATNRA RAEIZV T— b T, ADY—7 Ly N EFRE
LET, =77 by MIe—hT 31 RIS AL SN TR S E
T, K11 3050 ASCIL L FN S 72 HAEE O UFH TR T & £,
BETE 22 —¥4 L XA Y — FOMAE DO OEIZHIFRIZ /W29,
EBEORD) E— T A AEFEIAETEET,

privilegeprivilege-level  (f£F) =—HORHEL -~V ABRE L ET, #iH 1~ 15,

serial-number EE) YU TNAESEEELET,

user-maxlinksnumber  ({£5) = —WFICHFAISNDA 2T R 7 ORREERE L E
ﬁ‘@

view view-name (fEE) parserview 2~ RCHESNLECLIE2—4%a—H /L

AAA T — 2 X=X CBEAIT £ T (CLI B2 — DA DOR) |

D— P D EREET AT AL SN E T A

Jua—)L ar7 4¥alb—3 3 (config)

2 FRE

EREDAARZA4

y1y—x Pl
Cisco 10S XE Fuji 16.9.2 ZD
L7z

username =~ Rif, v /A U ZiF 2 A E L Ta—Y4, RRAU— R, £HEZ0OMH IO
PREEATVE T,

#HE D username 2~ > REFEH LT, B—a2—HFOF 7 a v 2EETEET,

O —H LT, AL WEEITY . BANKLEIRH)E— AT LT EIZ, a—PLDx
MUVZEMLET, VE— T A RZE, B—IAT A AD2—FZOxT Y N PYMET
T, 2O RVE, FDOYE— T AL RZKHET DR —INAT A AOxT ~Y LRIT
AT — RIZTHHERHY ET,

SOOIy R, BRI B SRS — YA ERT SHAICER T, 2T, 2
Dawy FEMMTD L, SAT— KRBT, 2—FEPURON#Y— R ICEET 5 info
PR EERTEET

username =< Ki%, CHAP ORTD—# & L THETY, a—hVT /3 AN Z2 N
LT BVE— M ARATATEIZ2—FEZO N ZBIMLET,

0 — VTR, A% ) E— FDCHAPF ¥ L o VIISETE S L)AL, —FHF D username
name=> kU ZM G DT A AT TIZH Y ETHA TS hosthname=> h U LR UIZT 5
VRS D F3, MRV 1O —F D BT OMHER L~V % Bt 2 R0 & [B6EET 2 121,
A—HPHNOMRL NV Z TESMIRELET (L 2X0FERIT2~15) , 2 —PHALOWHE
R LA~ R R OMER L~ L L0 RS ET,
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3l

username .

CLI Ea—¢E8EMEZEL—

CLIE 2 — BB ZEa—1X, ELLL/REDa~Y REERERFR~DT 7 ERAEHIRL
FI, AENEZ Y 2 —Z2 AT, =2—V1E, a2t a—FICEAT A ERERTT D

SNMP =t~ ROKHIIZaE v hTdh D TAP-MIB NIZIREF SN BiERNEZ o~ R~DT 7
ERAERETETET,

lawful-intercept ¥ — 7 — K& L THRE S /o2 —HF1d, tMoOERL L EiFE 2 —40
HURIICHE SN TR WS, T 740 N TRIEMBEZ E 2 —I1272 ) £7,

secret BIHUTENFRE SN TV WA, debug serial-interface =~ > RAFZNZ2 > T\ 5
L U OMENIFRZ T T —NEREN, CHAP Fv LU VI3 FEESHE8 A, CHAP T /Xy
71§ #i%. debug ppp negotiation, debug serial-interface, 3 X U* debug serial-packet =~ >
EHEALCHGETEET,

Wiz, a7 477 TANTE S UNIX D who 2+ RIZEl7Z, 754 ZDHL
ED2—F o —HRKRT LY — AL FET L0 2R LET,

Device> enable
Device# configure terminal
Device (config) # username who nopassword nohangup autocommand show users

WIZ, NAT— REEHT 2 0ERRWERYT —E A2 EET DA 2R L ET,

Device> enable
Device# configure terminal
Device (config) # username info nopassword noescape autocommand telnet nic.ddn.mil

WIZ, T_TDO TACACS+ — "I SN7- 55 THHERET 2 ID 2 324 561 40K
L7,

Device> enable
Device# configure terminal
Device (config) # username superuser password superpassword

Wiz, server | DY T ) A v H—T A A0 TCHAP ZHNCT 501~ LET,
server 1 & WO AFTDO Y E— b —"DONNAT = RHEHRLTWET,

hostname server 1

username server r password theirsystem
interface serial 0

encapsulation ppp

ppp authentication chap

Wiz, BEEb &=/ 3 AT — K& FKR9 5 show running-config =2~ > KD H F14il & 7~
LET,

hostname server 1

username server r password 7 121F0Al8
interface serial 0

encapsulation ppp

ppp authentication chap
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t¥auFq |

W, MRV~ 1 O2—FIZL D 1 KD bEWVHER LN LA~DT 7 2 2HEGT 5
Bz R L ET,

Device> enable

Device# configure terminal

Device (config) # username user privilege 0 password 0 cisco
Device (config) # username user2 privilege 2 password 0 cisco

WIZ, user2 D —HZ_N— 2 DRIFELHIET HF 2R LET,

Device> enable
Device# configure terminal
Device (config) # no username user2

Command Description

debug ppp negotiation

PPP OIEENRFIC, PPP AL g v R m— 457
Nry NERRLET,

debug serial-interface

U T NAEROEE T ol R L ET,

debug serial-packet

debugserialinterface =~ > R &ffi L THUS T& 514
NA B =T 2 A ADT Ny TiERERRLET,
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vlan access-map .

vlan access-map

VLAN X7y 87 4 W Z U THO VLAN v v 7> b U ZER E72I3EE L, VLAN 77
AT a7 4 X2l —ra T RIIEETHINE, A A LT a—)var7 g
X2l —y g F—RKTvlanaccessmap =~ > R&HHLET, VLAN~ v 7 = ~ U 24l
g 5icik, Zoa~r FonoBERXAFHLET,

vlan accessmap name [number]
no vlan accessmap name [number]

BX DA

AR R FI4ILE

ATV R E—F

name  VLAN <~ v 74

number  ((£E) (B E-I3EET A~y S = R DL —47 U AEFS (0~ 65535) .
VLAN < v 7 2B T 2BV — 7 VAR S EZHRE LeWiEE, B EICE
DBTHI, 1006BBLTI0OT oML ET, Z0F L, VLANT 7R <y
72 MPUICHAT DD, £RIEIVLANT 78 A v~y 7 = UG HIRT 5IE
%TT,

VLAN IZ# 325 VLAN vy 7 = M) F£72E VLAN < v 13 H 0 ¥ A,

Jua—)L a7 4¥ab—3 3 (config)

2% FEE

EREDAARZA

J1)y—= EERNE
Cisco I0S XE Fuji 16.9.2 ooy FREAINE L,

Ja—s L ar7 4 Xal—vay = RTE, 20a~vy NI VLAN v v 72 {ER £ 721X
BELET, 2O b iE, T=KEVLANT 7B A vy a7 4 Xal—g &
HLET, mach7 7R~y ar74Xal—vay avy REFHLT, BET5IP
FITIHEIP VT 74w DT 7 A VA RNERETEET, £/, action a2~ REEHL
T, ZORBIZED ANy y MEBEELIERe v 7T NEIDERELET,

VLANT7 7 tA vy 7 arv74F¥al—ary E—RCiE, ROa~vy RBFIHTEET,
caction : EfT 3277 a v ERELET (HREEIIFr YY) |
sdefault : =2~ K&7T 74/ MEIZERELET,
ee&Xit: VLANT7 7 BEA vy ar74Falb—vary T—RFREe&TLET,
ematch : FRETAEZHELET (IPT7 RLAELITMACT KLX)
‘no: A FEB|NZT 5 774V MEEZRELET,
T b UEE (=T AR ERELRWES, vy TORBICBNEET,

VLAN ZEIZ VLAN = v 3 1 SR ETEET, VLAN~ > 7, VLAN TX»7r v b %
ZETHEEAINET,
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. vlan access-map

v—tr v A% F & FRE L C novlan access-map name [number] 2w REMHTLE, = b
U ZEBNCHIBRCTE £,

VLAN ~ v 7% | O£ 721388 VLAN [Z@EH 3 5 12i%, vianfilter £ X —7 A A a
T4 F¥al—vay avwr ReEFHALET,

Bl WOHFITIE, vacl EWVWHIELD VLAN v v 7H2{ER L, —BHRBET7vara2F0
VLAN ~ v AT 2 HiEE R LET, o= N R~ FIHFELRWEGA,
T R 101220 F9,

Device> enable

Device# configure terminal

Device (config) # vlan access-map vacl

Device (config-access-map) # match ip address acll
Device (config-access-map) # action forward

Device (config-access-map) # end

WwOBHTiL, VLAN = Z vacl ZHIRT 2 HEE2 R LET,

Device> enable

Device# configure terminal

Device (config) # no vlan access-map vacl
Device (config) # exit

B tx2U7«
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vlan dot1Q tag native .

vian dot1Q tag native

N R—bMDFRAT 47 VLAN Tdotlq (IEEE802.1Q) DX X 7 &AM+ HIZiE, 7
0— 3L 27 4 X o b—3 g E— FTvlan dotlQ tag native =~ > K& H L £,

ZOMRER T AT, Toa~vry Fono XA ERLET,

vlan dot1Q tag native
no vlan dot1Q tag native

X DERHA Zoawy FIZFRIEELITF—U—FNIH Y £HEA,

ARVRTFIANE T AET

9T R E—FR Jua—s )L ary7 4 Xab— 3 (config)
avy RERE )1)—=x EEARE

CiscoIOS XE Everest 16.5.1a = ppa<y RREAINE LT,

EELOHA KSq> BEIZ K147 47 VLANID T802.1Q h 7> 7 A#HELET, ZHlZLk->T, £ VLAN
FOFTRTONRT y RnBZ XTI BRIVET,
FAT 47 VLAN COXX U TEMFF L, #2772 L N7 7427 % Ry 74 5121%, vlan
dotlqtag native =~ REMEH LET, 7/54 AL ->T, #4747 VLAN TXIE LT b
TT7 4w I NE TSI, 802.1Q X IR b T L—AOBNBIFR S, AT 4T
VLAN DX 7L 8T 7 4 v 7 2 E0L T _XTOX 7 LT 74y 27Xk y FEET,
vlan dotlq tag native =2~ > K3 A X —7 LR > TV ThH, b7 R—bDXAT 47
VLAN TiE, Hlf s T 7 4 v 27132 77 L E LTl &ERmEHFTINET,

A\

(F)  dotlgtagvlannative =~ KRR B — SV L-ULTHREINTWDLHAE, PT7 U7 AR—RT
@ dotlx FFRBAEITRI L £,

WIZ, THNAADTXTD ~F 7R — M THRAT 47 VLAN D dotlq (IEEE802.1Q)
ZXTEFINCT D0 2RLET,

Device (config)# wvlan dotlqg tag native
Device (confiqg) #

BEa<> KR Command Description

show vlan dotlq tag native | x 1 5 ¢ 7 VLAN DX ¥ 7 D AT —F Ak Fr LET,

t¥alT4a
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. vlan filter

vian filter

t¥auFq |

VLAN ~ v 7% | DFE2I3EE O VLAN (2 H 3 51213, 7D%Aw2/74%1V%V5
v E— RTuvlanfilter a~> FEEALET, v~ 7ZHIFRTDITIE. Z0a<r Ko nofE
REFHLET,

vlan filter mapname vlan-list {list|all}
no vlan filter mapname vlan-list {list|all}

BXDEREA

AR R TFI4ILE

AR E—F

mapname VLAN v v 7 => KU 4

vian-list < 7 & AT 5 VLAN Z2f5E L7,

U2 tt, uu-vv, xx, BELPyy-zz B TO 1 >E7213HEH D VLAN U R, o<k
By a OFIEDAN—ZIER T, #HETE DHPHIL 1 ~ 4094 TH,

all < P ETRTO VLAN ISEMN L7,

VLAN 7 4 V2350 FH A,

Jua—)L a7 4 ¥ 2 b—3 3 (config)

2v L FRE

EREDAARZA

3l

)1y—= EERNE
Cisco I0S XE Fuji 16.9.2 Toawy RREAINE LS,

Ny NEfBoTRENC Fe v 7L, RET vt RAOBRY CERNPIENI /D 2 ENRNE D
IZ. VLAN 7 7t A = v 7HERICEHZ LTS VLANIZHEHAT 5 2 & 2HE L £4,

WOFITIZ, VLAN~ 7 >~ Y mapl % VLAN20 B L O30 2@ L £,

Device> enable

Device# configure terminal

Device (config) # vlan filter mapl vlan-list 20, 30
Device (config) # exit

WOFITIE, VLAN~ v 7 =2 b U mapl Z VLAN 20 7S HIERT 2 sz Rm L £7,

Device> enable

Device# configure terminal

Device (config) # no vlan filter mapl vlan-list 20
Device (config) # exit

X IE A HI2iE, showvlan filter =~ RE A S L E T,
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vlan group .

vian group
VLAN 7 V=T 2R E T ITAE LT HI121E, Fe— b ary7 X2 b— g E— RTvlan
group 2~ RZ&fHALET, VLAN ZL—7 75 VLAN U 2 R Z2HIR9 5121k, Zoa~y
RO noFEAZMEH L £,
vlan group group-name vlan-list vian-list
no vlan group group-name vlan-list vian-list

BX DA group-name VLAN 7V —7 D4R, £ RNEHRK 32 LFE T, SCFNBIRD 2 0LER S

/= S

aAvU R E—F

vian-list vian-liss  VLAN 7 /L —F 2B EN 5 1 S8 ED VLAN Z48E L £3, vanlist 5]
FIUZIZHE—0 VLANID, VLANID ® U & . £7-1% VLAN ID O#if &
BECEET, O NI iInA7y (1) i3 bhor~ () TXY)
D i—a—o

Jua—s )b ar7 4 X¥alb—3 3 (config)

avwy FERE

FEREDHA FS14 Y

3l

=2 LERE
Cisco IOS XE Fuji 16.9.2 Zoavr RBREAINE L,

FEE S 72 VLAN 7 b — 7 BFEE L2 WGA | viangroup 2~ > RIZZ A —7 2Bk L, 87
SN VLAN VR NEZFD I NL—F 2wy B 7 LET, FRE S VLAN 7L — 7 DN ELE
THHEEIE, FRESNTZ VLAN UA RRZD T V—T i~y B 7anEd,

viangroup =~ > RO no I ZEH T % &, F8E 472 VLAN U X 73 VLAN Z/L—77) 6
HIER & £9, VLAN ZL—7 B E5% O VLAN #8425 L. FO VLAN 7L — 7138
INFET,

K100 D VLAN 7 L— 7% ETX . 1 50 VLAN 7 L— 725K 4094 D VLAN %~ v £°
VITTEET,

I, VLANT7 ~9 & 11 % VLAN Z VL —FlZ~w v o 7+ 5052 r LET,

Device> enable

Device# configure terminal

Device (config) # wvlan group groupl vlan-list 7-9,11
Device (config) # exit

WOFITIX, VLAN ZL—7 035 VLAN T 28I+ 5 52~ LET,

Device> enable

Device# configure terminal

Device (config) # no vlan group groupl vlan-list 7
Device (config) # exit
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