JF2 V54T 7RERDSSH 7)L3
) X Ls

e IEL I TIAT Y THREMD SSH 7L ) ZAATETAIE®R (12—
caF I TATVTEREHDSSH 703 X ADORETE 3 X—=)

e IJIAT IV TREMADSSH TV ZLDFREH] (72—)

e aFT L I TIATIUTREMDSSH 7 /LT U XLDOfER (8 2—)

e AEFL I ITATUTRENDOEX 27 > = L7 LAY XLAOEREEHR (9 2—)

DA T TERERADSSH7 )LL) X LIZEEHT S
5

ZITIE, I IAT IV TREDEX 2T =)L (SSH) 742U XA, Cisco I0S SSH
P—XT T AA, BELOCiscolOSSSH 7 74T k73U RO Tt A L E9,

QAFVISATUTRERADSSH 7 ILT Y X L

X7 vzl (SSH) fREIZL - T, CiscolOSSSH —_EBL N7 T4 7 > ME, &Y
ARPBERESNTET NN ZLDORITT—a L OREEFATLHIENTEES, VE—
K R—F A BHFAY A MIEENTOVRNWT AT RAOLEHFH L TCRI=— ML LD &
T5HE, BERITIES SN, Byva ISR A,

CiscolOSSSHH—/N 7)Ld 1) X L

CiscoIOS ¥ =7 v =/L (SSH) ¥ — L, ROIEFCTREB{LT /13U XL (Advanced
Encryption Standard 7 7 > % “&— R [AES-CTR], AES ;57 1 v 7 #$H [AES-CBC]. Triple Data
Encryption Standard [3DES]) Z## 4R — kL £ 7,

PR—bENDT 74/ b OBESLOIET
1. aesl28-gcm

AEVISATITRERNDSSHT7 LT Y X .
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B ciscoossshosa7 b FLTURA

2. aes256-gcm
3. aesl28-ctr
4. aesl192-ctr
5

aes256-ctr

PR—=FENDT 7 4V NUSNDKE SALDNETF

1. aesl128-cbc

2. aes192-cbc

3. aes256-cbc

4. 3des

CiscolOSSSH 7 7 A4 7 > M, KDIEFTA vE—V38GEa—F (MAC) 743 Y XLzt
R—FrLET,

HR— N ENBT 7 4/ kD HMAC DJEF :

1. hmac-sha2-256

2. hmac-sha2-512

CiscolOSSSH 7 7 A 7 & FIRY A= T 2HRA FF—=7 LT XLF 1 DOHRT, CLIRE
ITHEDH Y EHEA,

PR—FENDF 74/ FDOERZ NF—DJEF

1. x509v3-ssh-rsa

2. ssh-rsa

CiscolOSSSH YV S A4 7>k 7O X A

CiscolOStF =7 v =/b (SSH) 7 A 7 M, ROIERFCTHE 57 /v =3V X2 (Advanced
Encryption Standard 7 7 > % &— K [AES-CTR], AESK;5 7 & v 77 #§H [AES-CBC]. Triple Data
Encryption Standard [3DES]) Z#7A— kL E7,

PR—FSNDT 7 4/ F OB BALDIEFF
1. aesl128-gcm

2. aes256-gcm
3. aesl28-ctr
4. aesl92-ctr
5.

aes256-ctr

PR—FENDET 741 FUSNDOEEEALDNEF
1. aesl128-cbc

. AEVISATIVTRERNDSSHT7 LT XL
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2xvs54707REAOSSH7 LT xangesE |

2. aes192-cbc

3. aes256-cbc

4. 3des

CiscoIOSSSH 7 74 7 ME., RDIE/FTA v —VfiEa— R (MAC) 7Y X L%
R—FrLET,

PR—FENDHT 7+ kD HMAC DJEF :

1. hmac-sha2-256

2. hmac-sha2-512

CiscolOSSSH 7 74 7 > hiRYAR—=FFT2HR A bF =713 LT 1 HODHT, CLIRE
ITHEDH Y EFHE A,

PAR—=NENDT 74N FDOKRA FF—DETF

1. x509v3-ssh-rsa

2. ssh-rsa

AFEVYSAT)TRERADSSHT LT ) XLDETEA

ik

IITIE BREE NI TNV a—T 4 VT HEICETAEHR AR L £,
* CiscoIOS SSH ' —"BI W T4 7 hORFFF—T /13U X A
* Cisco IOS SSH 4 — "B LT T4 7 b MAC 7v=F Y X 4

e Cisco IOS SSH — "D R A hF—T /L= Y X A

Ciscol0OSSSHH—N\E LV I SA 7V FOEEEXT—7ILT) LD

Fg
ARV RFERETI a3 Y B#J

AT 71 |enable HHE EXEC T— RZAMIc L ¥,
i - NRAT—REANLET ERINZ
Device> enable &) .

AEVISATITRERNDSSHT7 LT Y X .
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AEVISATUTREADSSHTLTY XL |

ARV RFERETIVa Y

B8

ATv T2

configureterminal

1

Device# configure terminal

Jua—\)LaryZ7 4 Xal— g
£ — F%Fﬁlﬁﬁébijﬂo

ATvT3

ip ssh {server | client} algorithm
encryption {aesl28-ctr | aes192-ctr |
aes256-ctr | aes128-chc | aes192-chc |
aes?256-cbc | 3des-cbc }

1

Device (config)# ip ssh server algorithm
encryption aesl28-ctr aesl92-ctr
aes256-ctr aesl28-cbc 3des-cbc
aesl92-cbc aes256-cbc

Device (config) # ip ssh client algorithm
encryption aesl28-ctr aesl92-ctr
aes256-ctr aesl28-cbc 3des-cbc
aesl92-cbc aes256-cbc

SSH h— B LY T4 7> h TORF
BTN TY ZLADNEFEEFRH L ET,
ZOERIL. TAITY RADOR AL m—
va VRRCHEESNE T,

(G¥) CiscoIOS SSH H— B L7
FA T MTE, 12 Rk
TEFERF AL T 2 XN
METT,

(6=3)) VIRIRE LT=T7 T X AD
YA EWH 1207103 X
LEBIHZT DT, o=
< FOnoEAZEHLE
T, EEOT T X LR
T HIZFE, Zoavr R
DOnolEAE R DT LY X
LA CHEERIER L ET,
GE) T 74/ REETIE, KITR
FTrHczpa<wry RoF
74V MEREEH L ET,

Device (config) # ip ssh server
algorithm encryption
aesl28-ctr aesl92-ctr
aes256-ctr aesl28-cbc
3des-cbc aesl92-cbc
aes256-cbc

ATvT4

end

1

Device (config) # end

Ja—nR_) a7 4 F¥al— g
EF— F&#T L. FiHE EXEC E— FI
R ET,

SIS a—TF425DE b+
RETCEEBEOKEALT NI ALEZERNI L LI ETHLE, ROAvE—URERINTaw
VRBESRENET,

. AEVISATIVTRERNDSSHT7 LT XL
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Cisco 10S SSH 4 — B &k Us 547> roMAC 7Ly ZLn%E |

% SSH command rejected: All encryption algorithms cannot be disabled

Cisco I0SSSHH—N\EXUV IS4 72 FDO MAC 7 )L T ) XLDEETE

Flig
AV RFEEETIVa Y Br
AT 71 |enable e EXEC E— FE AT L £,
B e NAU—KREANLET FRkEh
%E) .
Device> enable
AT 72 | configureterminal JTa— ) a7 4 ¥z l—3a

I F—FzfmLE7,

Device# configure terminal

R T w73 |ipssh {server | client} algorithm mac SSH #—_"BLUI T4 T2 hTD

{hmac-sha2-256 | hmac-sha2-512 } MAC (A v¥—L3fa—R) 7aod
i - U ALDNEFFZEFR LET, ZOIEFF
it 7Y X ADx A — g U

Device (config) # ip ssh server algorithm |(ZfEE SN F 7T,
mac hmac-sha2-256 hmac-sha2-512

GE) CiscoIOSSSH r— "B L V7

Device (config) # ip ssh client algorithm FA4 7 MZE, 12 EOR

mac hmac-sha2-256 hmac-sha2-512 ﬁ?ﬁ?%%/\jfi/:l A 3,fzb_§)%g
fE=2— K (HMAC) 7=
XA LETT,

GE) PIRIERE LT /T Y XALD
UZ RS 12073 X
LZENTHITIE, D=
<~ FOnoEAZEHLE
T, BEEOT AT X b H
T HIiE, Zoa<wr R
OnofAE R DT LY X
L4 THEEREIEH L ET,

AEVISATITRERNDSSHT7 LT Y X .
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AEVISATUTREADSSHTLTY XL |

ARV RFERETIVa Y

B8

G¥) T 7 #/V FERETIE, IR
T rolczoavr FoF
TN MEXEFEHLET,

Device (config) # ip ssh server
algorithm mac hmac-sha2-256
hmac-sha2-512

ATvT4

end
1 -

Device (config) # end

Ja—)L a7 4 F¥Falb—g v
E— FEKT L, FiHE EXEC £— NI
R ET,

SIS a—TFTa29DEV R
BRETHEDMACT NI Y ZLETMIL LI ETDHE, DA v E—URERINTa~
Y IRBER SR ET,

% SSH command rejected: All mac algorithms cannot be disabled

Cisco I0S SSH H—/\DRR b F— 7))L T XLDEKFE

FIE

ARV KRFERERETYVa Y

=)

ATy T

enable
1 -

Device> enable

¥ EXEC E— FEARINC L £,
INRAT—REASLET EREIN-%

) .

ATy T2

configureterminal

1

Device# configure terminal

Ja—)L a7 4 Falb—g
£ F%%ﬁﬁébi—g«o

ATvT3

ip ssh server algorithm hostkey
{x509v3-ssh-rsa |ssh-rsa}

1 -

RA RN F— T2 XLDNEF % E
L¥E9d, CiscolOS EF =27 v =/b

(SSH) 7947 v héxraro—h &
NAEDIL, REFHDT NI Y X LD

Device (config) # ip ssh server algorithm TFTfO

hostkey x509v3-ssh-rsa ssh-rsa

. AEVISATIVTRERNDSSHT7 LT XL
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ARV RFEEETIIa Y BRI

GE) Cisco IOS SSH H— N2, 1
DL EOBREFHSAA N F—
T XERNETT,

¢ x509v3-ssh-rsa : X 509v3
niE%i'/\ X At IJ

ssh-rsa : ABHF—~— 2
FRGIE

GE)  LDRRELEZTLIY XAD
UARNS1ODOT LT X
LEBIHT DT, o=
< RO noXEHEHLE
T, BEOT LAY X LA
T HIiE, Zoa<wr
OnofAE R TLTY X
LA THEEEER L ET,

GE) T 7 )V FERE TIE, IR
T oavr FoF
7 MEXEFEALET,

Device (config) # ip ssh server
algorithm hostkey
x509v3-ssh-rsa ssh-rsa

25w 74 end Ja—nR) a7 4 F¥al— g
i - T— RZfT L, FHE EXEC £— FIZ
RO ET,

Device (config) # end

kSIS a—TFTa2TDEV R
RETCHEBEDRA N =T LI XLEZERNILLYIETEE, RORA v E—IUNEREIN
Ta~y FRESESNET,

% SSH command rejected: All hostkey algorithms cannot be disabled

ATV AT TR ERADSSHT7 LT ) X LDERTEHI

ZIZTiE, a2V BEADOSSH T VT Y X AOFREHERLET,

AEVISATITRERNDSSHT7 LT Y X .
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B 5 ciscolosssh— oS F— 7T U XLORE

{5l : Ciscol0S SSH H—/\DIESXF— 7L T 1) XLDETFE

Device> enable

Device# configure terminal

Device (config) # ip ssh server algorithm encryption aesl28-ctr aesl92-ctr aes256-ctr
aesl28-cbc aesl92-cbc aes256-cbc 3des

Device (config) # end

{5 : CiscolOSSSH U S A4 7> FDIEEX— 7))L ) XLDETE

Device> enable

Device# configure terminal

Device (config)# ip ssh client algorithm encryption aesl28-ctr aesl92-ctr aes256-ctr
aesl28-cbc aesl92-cbc aes256-cbc 3des

Device (config) # end

{5l : Cisco 10S SSH 4 —/3 MAC 7 )L I3 XLDEETE

Device> enable

Device# configure terminal

Device (config)# ip ssh server algorithm mac hmac-sha2-256 hmac-sha2-512
Device (config) # end

{5 : Ciscol0S SSH H—/\MDHKRRX k F— 7))L T XLDETE

Device> enable

Device# configure terminal

Device (config)# ip ssh server algorithm hostkey x509v3-ssh-rsa ssh-rsa
Device (config) # end

AFVSAT)TRERDSSH 7 )LT ) XLOFEEE

FIE

AT v 71 enable
¥ibE EXEC E— REZ A% LE,

. AEVISATIVTRERNDSSHT7 LT XL
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ATy T2

SELs 54T TREAGEF 2T A7 ATy ZaowiEs [

c NAT—FREANLEYT (ERSNEES) .

51 -

Device> enable

show ip ssh

REFEHDEF 27 >z (SSH) Kb, mA FF—, BLORA v E—VFiFa—F (MAC)
TN ZALEFERLET,

1 -

KD showip ssh 2~ RO BN, 77 + /0 FDNE/F CTRE SN ST VT XA L%
RLTHET,

Device# show ip ssh

Encryption Algorithms: aesl28-ctr aesl92-ctr aes256-ctr aesl28-cbc aesl92-cbc aes256-cbc
3des

KD showipssh 2~ ROHAENE, T 7 4/ FONEF CTRESNIZMAC 7 /L3 Y X AER
LTWET,

Device# show ip ssh

MAC Algorithms: hmac-sha2-256, hmac-sha2-512

WD showipssh =~ ROHAHIE, 774/ NOIAF THESNIZAA N F—TLIY X
LERLTVET,

Device# show ip ssh

Hostkey Algorithms: x509v3-ssh-rsa, ssh-rsa

OAF 9S4 T)T7EEROEXFAT7oI)IL7IILdYX
LD HERETFER

ROFIZ, ZOFEY2— /L THHT2HEDY UV —2ABIUOMERHRZ R LET,

N6 DOBEREIE, FRCHRR SN TWARWRY | BASHY V=R LEOTXTDY U —XT
fEHTE £,

AEVISATITRERNDSSHT7 LT Y X .
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AEVISATUTREADSSHTLTY XL |

)=

HaE

AR

Cisco IOS XE Everest
16.5.1a

aAEe T ITAT VTR
EHOEX 2T 2L
V2= WA

BT TAT IV TREHDOSSHTY LY X
LEREIC K> T, aE I 94T VT REE
B LETAITY XLOY A MBS LOIEF
BEIIET, ZOF2— L TiE, HES
NETLIY LD U A MIESWTSSHEE
FirHlfRcEs Lo, BF=aT v=b
(SSH) H—_BLOT T4 T2 FORFEAL,
AvE—UFiEa—F (MAC) . BLUOWERA
b F—T N TV XLORESTEIZ DN TR
LT,

Cisco Feature Navigator #ff 35 &, 7T v b 74— BLOY 7 b =T A A=V DY R—
NME#RZ MR TE £, Cisco Feature Navigator (21X, http://www.cisco.com/go/cfn 75 7 7 & A

L/\li‘g—(]

. AEVISATIVTRERNDSSHT7 LT XL
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