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- HOENARL ZRE LE T (0~ 255 D
Device (config-mka-policy) # key-server| ﬁ@) °
priority 200 GE) F— P =TI FVT 4
DA% 255 (258 E LT 6
ETIEF = —=NIR DT &
IITEERFA, F—P—10D
PEESENERL DA 1X MKA PSK 12
L TOHRHAHTT, MKA
EAPTLS (Zxf L Tl A% CIX
HFEHEA,
AFw J5 |include-icv-indicator MKPDU D ICV A > ¥ —H ZHNT
i - LET, ICV A w2 —F 2B+
beus o B2, Zoa<wr Fonola
evice (config-mka-policy) #
include-icv-indicator L/EEﬁfo
AFw F6 |macsec-cipher-suite gcm-aes-128 128 ' MEEE{KIZ LV SAK ZHuf5
Bl - DICODREZTAA — h & BE L ET
Device (config-mka-policy) #
macsec-cipher-suite gcm-aes-128
R w 77 |confidentiality-offset offset-value WA B — T = A AT (R

1 -

Device (config-mka-policy) #
confidentiality-offset 0

) A7ty FERELET,

GE)  A7kv M#EE 0, 30, ¥
7oL 50 #fRETCE £, 7
Z A4 7 > ~ T Anyconnect &
EHLTWD5EIE, 47
ty FOZMEHTLZ xR
BMoLET,

MACsec D551t .



B =< v7p5h2 b~ MACsec DEES 1L

B

axX ;e

MACsec DEF St |

ARV FFEREETIVa Yy

S

ATvT8

ssci-based-on-sci

1 -

Device (config-mka-policy) #
ssci-based-on-sci

(fE&) Secure Channel Identifier (SCI)
fELZ -3V T Short Secure Channel
Identifier (SSCI) A& FH5H L EJ, SCI
EAEWVEE, SSCIHEIFIKL 720 F
R

ATvT9

end

1 -

Device (config-mka-policy)# end

MKARY &= a7 4 Fab—is
YE—FZKT L, FHEEXECE—F
IR £

ATy 710

show mka policy
11

Device# show mka policy

MKA RV > —3REEHRE TR LET,

AL YFMBHRRA FAD MACsec DIESILERTE

FHEHIC1 DO MACsec By vartsT—ZFIZ 1950 MACsee & a VU INMFIET DA
H—T7 A AT MACsec ZXTET DX, ROFNEEFEITLET,

FIE

ARV RFERRTI VA Y

E[:)

&

enable
&1

Device>enable

¥i#E EXEC T— R& A 32 —7 ML ZF
TO
s u LT ERFIRINTZH, XA
U— KA LET,

ATy T2

configureterminal

51

Device>configure terminal

Ja—)ary7 4 Xal—g v
E—RFZRBLET,

ATvT3

inter face type number

1 :

Device (config)# interface
GigabitEthernet 1/0/1

MACsec f v H—7 = A A&IRTE L.
A B —T A A AT {Fal—
Vareg—RNEefmLEST, A ¥ —
T x A ANIWERA L H—T = AT}
TR0 FE A

ATv74

switchport access vlianvlan-id

&1

Device (config-if)# switchport access
vlan 1

ZOR—F DT 7 EAVLAN ZHE L
iﬁ—c

. MACsec DEES 1t
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24 v FhohA f~n MAcsec DEEEEEE [

ARV FFEREETIVa Yy

E:)

Z 5w 75 |switchport mode access AV BT 2 BT I AH— &
1§|] : LTE&Z‘E Lijﬁo
Device (config-if) # switchport mode
access
ATwv 76 |macsec A VB —7 x4 A T 802.1ae MACsec
- A X —T7 I LET, macsec T
. L REMATD L. AL v FHBEA R
evice (config-if) # macsec .
~DV 7 TOIH MKA MACsec 235
TR0 7,
X w77 |authentication event linksec fail action (EE) FAEOFITITHEL L2148 T,
authorize vian vian-id H— b OB X VLAN %775 %
Bl - LTS, PR AR S
Device (config-if) # authentication %N VREY 7 X2 DT g DS
event linksec fail action authorize %‘X/]) b4 7‘75)@@—?*5 — CE %*HE Ljﬁ
vlan 1 _,9;—
X w 78 |authentication host-mode multi-domain | 75 2 | & E 5T /N4 2D A, 802.1x
15“ : uq:j‘éﬂf\_‘j— ]\J:f;u\nﬁéhé cl:
Device (config-if)# authentication AR j: b J:@WWEVPF /)V T
host-mode multi-domain FEERELET, REIN TN
A, T ANV EDEA R E— R
S
X w 79 |authentication linksec policy must-secure | LinkSec % = U5 4 R Y > — %R E
Bl LT, E7&HATE 2581
Device (config-if)# authentication MACsec “E:YZ v ¥E ‘/%'YZ 3’\'; 7‘\“ L
linksec policy must-secure FT, RESNLTWRWEES, 77+
JV M should secure T,
AT w710 |authentication port-control auto AN— b TD 802.1x FiE % A 1+ — T /IT
- LET, AAvTFELII73A4T7 2 MED
Device (config-if)# authentication E:_}\L?\EEE@T@&:%OZ \Tﬂ_\‘t ]\ ﬁiﬁfl:ﬂ‘]
port-control auto T— N ERIIEFF A AT — MIEDY
i—a—o
A5 w711 |authentication periodic (LR ZOXR— FOmHRIEE A% %
{;'] : 71‘\_. iﬁ%?ﬁ — L/jz—g«o
Device (config-if)# authentication
periodic
R w712 |authentication timer reauthenticate EE) 1205 65535 £ TOM (7))

51

A1) LiT B — B HFRESY A

MACsec D551t .
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MACsec DRES1E |

ARV FFEREETIVa Yy

S

Device (config-if) # authentication
timer reauthenticate

LT U MEEFESLET, T 741
D FZRIERF T 3600 BT,

ATy 713

authentication violation protect

1 -

Device (config-if) # configure terminal|

B LWT R ZARR— Mo Sz
Bt ETIEEKEBOT A ZABRKR—
MR SIVTZRIZHT LT /3o AH
ZTOR— MR INZGAIC, T
L72WE(E MAC 7 R L A &EET %
EOR—FrEHJELET, REENT
WRWEEA, T 740 FTlAR— &
Yywv M XU LET,

ATy 714

mka policy policy-name
1 -

Device (config-if) # mka policy
mka policy

BEFEOMKA 72 haL Rl o—%A
VHE—T oA AZHEHAL, A HF—
72 A ALETMKA ZA4 3x—7 ML
£, MKARY >—%RE L7z
Y& (mkapolicy 7 m—/ 3L a7 ¢
Xal—varyavwr FEANL
<) .

ATvT15

dot1x pae authenticator

1 :

Device (config-if) # dotlx pae
authenticator

A—hr&28R2.Ix R— T 7 AT
7474 (PAE) A—%® o7 4/ —%
ELTRELET,

ATv 716

spanning-tree portfast
11

Device (config-if) # spanning-tree
portfast

R4 54 _TDOVLANKND A > H —
T A AT, A/N=> 27"V —PortFast
A X —7 I LFET, Port Fast HEHE
DA X—TNVOLE, A X —T A
2ET ey R T AT — DT
J—F 4 VT AT — MIEEBITLE
T, FOREIZ, FRIOA =27
V=27 — MIZDLY FHA

ATv 11

end

1 -

Device (config) # end

AV B —T 2 A AT 4 FXa2l—
vary E®—REKT L, FHE EXEC
£ F@CE U jz—g«o

ATvT18

show authentication session interface
interface-id

51

Device# show authentication session
interface GigabitEthernet 1/0/1

Frasni-tyrarotxa VT g
AT = A LET,

. MACsec DEES 1t
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PSK % L 7= MACsec MKA 03z I}

AR RFEREFT7TIVa Y

E:)

ATv 719

show mka sessions

1 -

Device# show mka sessions

TENL ST MKA By > a o EHEE L
F7,

PSK Z{# /A L 1= MACsec MKA D% FE

FIE

ARV RFERETIVa Y

=)

&

enable
1 -

Device> enable

ke EXEC E— N2 B L ET,
e NMAU—KRKEANLET FERkEh

=58

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
E— FEBBLET,

ATvT3

key chain key-chain-name macsec

1

Device (config) # key chain keychainl
macsec

F—Fz—EHRELT, ¥— FT=—
varZ4¥al—iarE—RE2H
BLET,

ATvT4

key hex-string
1 -

Device (config-key-chain)# key 1000

F—F = — U NOEF— DA%
HEL, F—F=z—rDOF— a7 4
Fal—arE—RERBLET,

GE) 128 By FMEES{EOEAIT. 1
~ 32 FD 16 EER G — T

Sl LET,

ATy TH

key-string {[0]6]7] pwd-string | pwd-string}
1 -

Device (config-key-chain) # key-string
12345678901234567890123456789012

X —LFHNDONRAT— REFHELET,
16 DO LFDIH % NSTTH0LERH
D E£7,

ATvT6

lifetimelocal [start timestamp {hh::mm::ss
| day | month | year}] [ duration seconds |
end timestamp {hh::mm::ss| day | month |
year}]

1 -

Device (config-key-chain) # lifetime
local 12:12:00 July 28 2016 12:19:00
July 28 2016

FHEA T — ORI 2R E L ET,

MACsec D551t .



. PSK#EA L=, 41 2 —7 x4 ATDH MACsec MKA 0%

MACsec DRES1E |

ARV RFERETIVa Y

B8

ATy IT17

end

1

Device (config-key-chain)# end

X—Fr—r ar7 4 X¥al—g
F— &K T LT, M EXEC £— K
IR £97,

PSK #EAL=. 1 32— 4 XATH MACsec MKA D& E

FIE
ARV RFEREET7TIVa Y ]3]

AT w71 |enable F#HE EXEC E— REHIT L E T,
i e NAT—REANLET (HRSh
Device> enable 73548 .

R 72 | configureterminal Ja—r )L a7 4 FX¥al—3a
Bl T— FEMALET,
Device# configure terminal

R T w 73 |interface interface-id A B —T A AT 4 F2l— g
i - v - REBE LT
Device (config-if) # interface
GigabitEthernet 0/0/0

Z 5w 7 4 | macsec network-link A B —T xA A TMACsec %A F—
1 - T LET,
Device (config-if) # macsec network-1link

X7 75| mkapolicy policy-name MKA RV > —%&%E LET,
fi
Device (config-if)# mka policy
mka_ policy

R Fw 7 6 | mka pre-shared-key key-chain key-chain | MKA @it —DF —F = — 4%
name RELET,
i) :
Device (config-if) # mka pre-shared-key
key-chain key-chain-name

ZF w7 | macsec replay-protection window-size U7 L AR#D MACsec 7 1 > R

frame number

1 -

Device (config-if) # macsec
replay-protection window-size 10

A R ELET,

. MACsec DEES 1t



| MACsec mrES1E
SEBE A — 2 MACsec %{#F L 1- MACsec MKA 02 ]

ARV RFEREET7TOVa Y B4

A7y 78|end A B —T oA AAL T 4 FXal—3
i > E®— R&fT L, %M EXEC £— R
Device (config-if)# end IR Y i?“o

RDERY

Yty a v OFEITHIZMKAPSK WEREINTZA L H—T x4 ATMKARY V—2EFT 5

TR ERA, EE L. BENLBERESIT. ROLHIICHRY —EHRETHHLE

BH FI,

1. nomacsec network-link =< RZfH L T, £Z00/ — K ® macsec network-link 5% i % Hll
L., BEEOE vy v a 2L £,

2. mkapolicy policy-name =2~ > R&ZfH LT, £/ — RKDA ¥ —7 = A A TMKA R
Vo—%RELET,

3. macsec network-linkz<=> RZHHA LT, £2M/  —FTH LWy a v 2L E
7,

EEBAE AR —X MACsec # & L 7= MACsec MKA D% 5E

RAV RV —HRA L Y7 TMKAIZEL D MACsee R ET DI, ROZ AT HZEITLE
-gAO

AEPAER RO E
o F— T OAERK
» SCEP Bk D% €

AL O FERRE

RRER Y 2 —DRGE

E

e

o FFAAEAN— X MACsec =1t 7 1 7 7 1 /L & 1EEE 802.1x & 7' A > fE#H D

o f U H—T = A ATHER— 2 MACsec Z{F 5 MKA MACsec DETE

F—RT7DAER
FI§
ATV RERIFFTIaY B
AT v 71 |enable HibE EXEC £— REZ A% LE 9,
B
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MACsec DRES1E |

ARV RFERETIVa Y

B8

Device> enable

 NAT—REANLET (EERSh

%a

o

Z 5 2 | configure terminal Jua—N\)aryZ 4 Xal— g
i - T— REHBELET,
Device# configure terminal
AT 73 |cryptokey generatersalabel label-name | %54, 35 X O 5L FIIZ RSA % — <7 %
general-keys modulus size VERE L9,
R label ¥ — 17— R&EMHT &, &% —
Device (config) # crypto key generate TNz 3/\“/1/%%] 4] %’Ifé ey TEF
;LRMl@mmLMW modulus ?o:@ﬁ&W@\%ﬁ&T%@%?
HRITARKRA LV MTEoTEHRENE
T, ToULEED Y TR TGS,
& — 721X <Default-RSA-Key> &
D TV EHBRINCAHT HILET,
BMOF—U— RE2MHLRWEE, Z
Oa< FFHHRSA F— X7 % 1D
AR LET, REDHEE SN TWRN
BlE. T 74N FOF—RETH B 1024
MERINET, EOMOREY A X%
FRET A I121%. modulus F—V — RN&{#
HLET,
ATw 74| end Ta— ) ar 7 4 o lb—g
i - F— REHT L, FHE EXEC E— RIZ
Device (config) # end RO ET,
R w 75 | show authentication session interface R EANTEEyarotxa T o

interface-id

1 -

Device# show authentication session
interface gigabitethernet 0/1/1

AT —H AR LET,

SCEP [Z &k 5 &R DERTE

Simple Certificate Enrollment Protocol (SCEP) (%, HTTP ZfiH L CF¥iE/R (CA) F 738 E)H

(RA)

AR NI b — AN S 5 AT,

. MACsec DEES 1t
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scep - £ azR0%E [

FIg
AV RFERETI3 Y B
AT 71 |enable FibE EXEC E— RZ AL E T,
11 e MATU—=REZANLET (FRS
Device> enable nNrEBEE) .
RFw 72 |configureterminal rTa— ) ar7 4 Xal—ay
Bl T— REBIIALET,
Device# configure terminal
ZFwF3 |cryptopki trustpoint server name FT 2 R HEA Y M B EORES 4
Bl - HiZES LT, CA T A RFA |
Device (config) # crypto pki trustpoint] AT A Falb—va T I\;&Bﬁﬁé
ka L/EEﬁfo
RTw 74 |enrollment url url name pem T ADNFEREERZEET D CA
i - O URL ZH5E L £ ¥,
Device (ca-trustpoint) # enrollment url URL PN® IPv6 7 K L A [TF5E50 CHHTe
http://url:80 VERHY ET, 728 ZIE, hitp//
[2001:DBS8:1:1::1]:80 T3,
pem ¥— U — Ni&, FEPIEFZERIZ
Privacy Enhanced Mail (PEM) D5Eft %
EMLET,
ATy 75 |rsakeypair label AER BT 5 % — T ZHE L
15'] : iﬁ—o
Device (ca-trustpoint)# rsakeypair GE) rsakeypa”;@ﬁj; ZHEAR A
exampleChkeys Mo e —HLTOBLERS
@ iTO
AT 76 |serial-number none none—U — R, FEMIEERIZT Y
i - TNAFEGHEENRNT L 2T LE
Device (ca-trustpoint) # serial-number R
none
RFw 771 |ip-addressnone none ¥ — 7 — RN, FEHIEZRIC IP
B - T RUARGERRNZ L 2T LE
Device (ca-trustpoint) # ip-address none| 7fo
AT w8 |revocation-check crl BT OREHENPRDES T RN

1 -

Device (ca-trustpoint) #

revocation-check crl

LEAMERTHIHEL L TCRLEFEEL
i‘a‘o

MACsec D551t .



B oscercszzmom:

MACsec DRES1E |

ARV FFEREETIVa Yy

S

ATvT9

auto-enroll percent regenerate

1 -

Device (ca-trustpoint) # auto-enroll 90
regenerate

HEPEGEEZ A X—7 VI LET, Zh
W&V, 74T MEICANLHE)
Mz e — LA — N—FEE A BR T X
£7

B EPEREENS A R — T TR WS, EE
BAEDOERERZ Y 547 N2 TFET
PKI IZHBET HMENH D 9,

TI7ANETIE, T ADRAAL
F—L AT L (DNS) 47200 3FEH
EHIZEOLNET,

BT OFEAFEOF MM A FEE DS —
BT —UICELE L XD, HTLWVGE
BIENERSIND X ITHRET HIC
I%. percent GIE A H L £,

LHIT & DX =BT TIAFET D56

ThH, iEAEOH L —% £ T 5
(21X, regenerate ¥ — 7 — RZfHH L &
j‘o

02— )L A —/N—HDF— T N T R
A= MR SG A, LV F—T %
T AR— FARETT, RO AL |
BDREIFTARNKRA a7 4 Fa2b—
Ta L ilEREN, F—RXT NI R
A= RNaRENE I RS hvET, N
RSA key pair associated with trustpoint is
exportable. |

FLWNF—_TIE, EF=2U T 4 LD
IR KL D72 DI T 5 2 & %
HEEL £,

ATy 710

exit
1 :

Device (ca-trustpoint) # exit

CANTFANKRA L har7 4 ¥al—
varyE—REKRTL, Ju— Lo
V74X al—aryE—RIIREYE

ATvIN

crypto pki authenticate name

&1

Device (config) # crypto pki
authenticate myca

ﬁ—o

CAFEWIEZ S LT, RAELET,

J
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spozpz

ARV FFEREETIVa Yy

E:)

ATvT12

end

1 -

Device (config) # end

Ja—n\)aryZ 4 Fal—g»
E— FEH&T L, RHE EXEC £— NIZ
B0 £,

ATy 713

show crypto pki certificatetrustpoint name

&1

Device# show crypto pki certificate
ka

1EHEARA > b OFEAEICET D EHRZ
FrLET,

CA 78 SCEP ZH7R— h L2RWES, 7213 —F & CARBIDOR v MU — 7 BN ATRE 7235
Ao FEITOFIERGREZRET HICIE, ROEEZFETLET,

FIE

AU RFEEETIa Y

E:)

ATy T

enable
51

Device> enable

¥iME EXEC T— F&EAIC L £,

e NRAT—FREANLET (FERE
N8548 .

AT T2

configureterminal

1 -

Device# configure terminal

Jaua—)ary7 4 Xal—g v
£— F‘%—_}Eﬁﬁé\bi‘a—o

ATvT3

crypto pki trustpoint server name

&1

Device# crypto pki trustpoint ka

NI ARKRA Y PBIORESNTZ4
AiZES LT, CA T ARKA LR
a7 4 F2lb— g FT— RE2h
LET,

ATvT4

enrollment url url name pem

1 -

Device (ca-trustpoint) # enrollment url
http://url:80

T ADFERFERZIXET D CA
@D URL #fELET,

URL WO IPv6 7 R L A [XFHINCHATe
WERH Y £3, 7ok L, http//
[2001:DBS8:1:1::1]:80 T3,

pem ¥—7U — RjE, FGEEZRIC
Privacy Enhanced Mail (PEM) DHE %
BMLES,

ATy Th

rsakeypair label
1 -

AEAEIC BN D % — T 2HRE L
£

MACsec D551t .
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MACsec DEF St |

ARV FFEREETIVa Yy

S

Device (ca-trustpoint) #
exampleCAkeys

rsakeypair

ATvT6

serial-number none

51

Device (ca-trustpoint) # serial-number
none

nonex—"7 — RiX, FEBHEZERIZTY
TNEENEENRNZ EEETELE
KR

ATy T17

ip-address none

51

Device (ca-trustpoint) # ip-address none|

none ¥ — U — R, FERHEZERIZ IP
T RLARGENRNZ L E2FEELE
KR

ATvT8

revocation-check crl

1 -

Device (ca-trustpoint) #
revocation-check crl

ET7 OREAESRVE I TWRNT
LEAMERTHIHEL L TCRLEFEEL
iﬁ‘o

&

exit
1 -

Device (ca-trustpoint) # exit

CANTAMRA LV har74¥=al—
varE—REETL, Jue— Lo
Y7 4F2b—va B RNIIRED
7T

ATy 710

crypto pki authenticate name

1 -

Device (config) # crypto pki
authenticate myca

CAGFAELZTAS L C, FIFL £,

ATvIN

crypto pki enroll name

1 -

Device (config)# crypto pki enroll myca

SEAEER 2 AR L, SEBAEY— (T
IE—B LU= N 57202 ER
FFRFLET,

T IRERINTE S, BEIER
FASTLET, 728 20F, FEAEER
IZF N ADFQDN 5L OIP 7 KL
A EGhBMNEIDERELET,
a2 =)V RIC KR U CREFAEE R &
BT HMDICONTHBBIRTE F9,
VB2 U C. Base64 /4 5 LEFHE %
PEM v X —ZA{HT T, F03400F
WCFERLET,

ATvT12

. MACsec DEES 1t

crypto pki import name certificate

&1

Device (config) # crypto pki import mycal
certificate

Frl SN iERES G T2 Y —
JVEER T, TFTPIZ X » CEFEA 1 v
A—rLEF,
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21 v FEo Macsec Dz itE ]

ARV FFEREETIVa Yy

E:)

TN A, YRS Treq) 205

lert) AR INZZ EARWNT, 2
KROEBIHEHLERCL T 7 A V4%
i LT, FFAI S N7-FER#E % TFTP
WXL THREL LD ERAET, AR
F—iEAEOY S, LK T -sign.crt]
BEW T-encrert] NMEHINET,

TR, A, ZAELTT 7 A )V E R
U CREIE LA MEE L, FEIEAZ A A >
FONERFEHET —# _X— AT AL
e

GE) BB CA L, FEHEZELRD
A — 1A MEm L, P
HOFEAEZ T L £,
THEFH O CA DFEBHEZE RO
Rigx —1EHa BT 555
X, LUHBRIOZEAERS T %
A UR—=FLTLEEN,

N—HT, EREND2o0
F—_XTONTNHEMALE

A,

ATy 713

end

1 -

Device (config) # end

Ja—nR) a7 4 F¥al— g
E— FEH&T L, FH EXEC £— RIZ
ED ij‘o

ATy 714

show crypto pki certificatetrustpoint name

i
Device# show crypto pki certificate
ka

fEHEARA > b OFEIEICBT S5 A
FRLET,

XA v FE D MACsec DIEE{LERTE

ZEBEAN— 2 MACsec 2 LT MACsec MKA % A ' Z—7 = A ZIZHMAT HI121%, (kRDOZ
AT HBFEITLET,

FIE

ARV RFERETI Y

S

ATy 1

enable
1 -

Device> enable

¥iME EXEC E— R& AN L £,

e NMAT—REANLET (FRE
Ni=%E) .

MACsec DIES 1t .
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MACsec DEF St |

ARV FFEREETIVa Yy

S

ATv T2

configureterminal

1 -

Device# configure terminal

Juaua—)Lary7 4 Xal—g v
£ — F‘%Eﬁﬁébjﬁﬁﬁo

ATvT3

inter face type number

&1

Device (config)# interface
gigabitethernet 0/2/1

MACsec f ' #—7 = A AZFE L,
AR —T 2 AaL T 4 Fal—
varE®E—RERBLET, A ¥—
T A AT A X —T = A AT
TR0 A

ATvT4

macsec networ k-link

51

Device (config-if) # macsec network-link|

A B —T A A FETMACsec &1
F—7 WMz LET,

ATvT5

authentication periodic

1 -

Device (config-if)# authentication
periodic

ZOR— FOFRAE A F—T ML
i‘a‘o

ATvT6

authentication timer reauthenticate
interval

&1

Device (config-if)# authentication
timer reauthenticate interval

FIRBRERIR 2 e L £

ATy T17

access-session host-mode multi-host

&1

Device (config-if) # access-session
host-mode multi-host

RANMIAVE—T 2 A~DT I &
AEFALET,

ATvT8

access-session closed

1 -

Device (config-if)# access-session
closed

A B =T 2 A~DHERFRIET 7 &
2 &PhIE L E9,

ATvT9

access-session port-control auto

1 -

Device (config-if)# access-session
port-control auto

R— ORI ZBE L ET,

ATy 710

dot1x pae both
£

Device (config-if)# dotlx pae both

A= % 8NRIXAK—F TR T
7474 (PAE) %7 U h bEBX
WA=k T4 r—F2 L L TRELE
7
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PSK % {8 L 7= 7K— hF v L0 MKAMACsec D352 ]

AR RFEREFT7TIVa Y

E:)

ATy 7N

dot1x credentials profile
1 :

Device (config-if)# dotlx credentials
profile

8.Ix 7 LTy Tudr A )V
A H =T A AZEID B TES,

ATvT12

end

1 -

Device (config-if)# end

AV B —T 2 A AT 4 ¥l —
vay E®—REKT L, FHE EXEC
£ F&:E U i’gﬁo

ATy 713

show macsec inter face interface-id

&1

Device# show macsec interface
GigabitEthernet 1/0/1

A B —T A AD MACsec DFEH %
FrLET,

PSK #{EF L f=/R— F F ¥ R JLD MKA/MACsec D% E

FIE

ARV KRFERERETY Va3 Y

=)

ATy T1

enable
51 -

Device> enable

it EXEC E— FE Az LET,
e NRATU—REZASNLET FEREN

=55

o

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—_ ) a7 4 FXal—T g
E— NLBABLES,

ATvT3

interface interface-id

1

Device (config-if)# interface
gigabitethernet 1/0/3

A HA =T Aa T 4 Fal—3
v E—RERGELET,

ATvT4

macsec networ k-link

1

Device (config-if) # macsec network-1link

A B —T A AL TMACsec &1 % —
TNZLET, LA P2BIU0LAY3
RN—hrF vy XLV R—FLFET,

ATy Th

mka policy policy-name

1 -

Device (config-if)# mka policy
mka policy

MKA RY v —ZRELET,

MACsec D551t .
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MACsec DRES1E |

AU RFERET7TIV3 Y B#
AT 7 6 | mka pre-shared-key key-chain MKA FRiEfFF—DF —F = — 4%
key-chain-name AP
i - GE)  MKAFHEE F—13, g
Device (config-if) # mka pre-shared-key VE—T 2 AFETITY T A
key-chain key-chain-name U
VEHE—T A ATHRETEE
TR, W CTHRETDHI LT
TEEHE A,
Z 5 7 7 | macsec replay-protection window-size U7 L AR#D MACsec 7 ¢ > R
frame number A ReBELET,
1 -
Device (config-if) # macsec
replay-protection window-size 0
R = 8 | channe-group channel-group-number mode| <F ¢ /L 7 )L —7FNIZHR— N ERE L.

. MACsec DEES 1t

{auto| desirable} | {active| passive} | {on}

1

Device (config-if)# channel-group 3 mode
auto active on

ET—REHRTELET,

GE) A H—7 A AT MACsec
ERELRWE, Fx Ly
N—TDR— N ETEE
Hh, TORAT T DRI,
AT 73,4, 5. BEU6D
avw RERETHMLEND
D ET,

channel-number D& E TX HHFAIL 1 ~
4096 T, A— M F ¥ RADBRNYGE
. ZOF ¥ R TN—T BT B
NizR— b F v xRN HEIICER SN
9, = KNI UTOF—U—FDWN
T ERIRLET,

cauto : PAgP 7 /N1 AR STz
AR Y . PAgP AN L E
T, R—hE2RXy7 xdvx—
vayry A7—hMILET, ZDH
Gy A— MIZIET 5 PAgP T v

ITI L E T8, PAgP /47 v b
FIvT—a VERBTAZ LT
HYFEHEA,
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PSK % {8 L 7= 7K— hF v L0 MKAMACsec D352 ]

AU RFERETOVa Y

B8

GE) EtherChannel A 73723, A
AYFARL Y 7255
TBAAL T DAL INT
HDH5A. auto ¥—U —
RiI#AR—hShvEd
oo

- desirable : fES{HIZ PAgP & A0
LES, K= 272747 x4
vr—y gy AT —hMILET,
ZO%AE. A— MIPAgP N B
FRETHZ LI 5T, HER—
FeDxrIAvT— g o EBIMALE
7

(GE) EtherChannel A 73723, A
AV FAZ Y 7T DHE
DAL T DAL INT
54, desirable F—
J— RiE¥rR—r&nZ
Ao

e on : PAgP F72IX LACP % i &3
WZAR— FSFRHIICT v RS 4
F 9, onE— N T/, EtherChannel
DIEET H DI, on T— FDOR—
K=, onE— RDORIDKR—
N N— IS D m AT T
7

e active : LACP 7 /341 A0VEH &
ARy . LACPZ AN LE
¥, K= 2T o747 FIT—
vary A7T—RMNILET, ZDH
A, R— MILACP N7 v h & %[E
THZEIWZEHST, #HEFR—ED
FAvT—a rERBLET,

passive : "— ~ ECLACP ZH%)h
LT, R—hERy 7 23
T—Tay AT7T—RMNILET, T
DY, AR— MIEZAET 5 LACP Y
7y MG LET M, LACP /)
ry hpIvm—ya RGBT S
ZEEHD FERA,
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MACsec DRES1E |

ARV RFERETIVa Y

B8

ATvT9

end

1

Device (config-if) # cend

B =T AfAALT 4 Fal—37
v E— REKT L, FE EXEC E— F
IR £97,

L 4 47 2 EtherChannel D7R— b F v RILIRIEA V3 —T 14 RDETE
LA ¥ 2EtherChannel HOR— ks F¥ Rp)L A L Z—T = A4 A BT DI121E, IROEEZITWD

=7,

FIE

ARV RFEERETIa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC T— F&EADIZ L £,
e NMRAT—RKEANLET (FERkEh

=5a

o

ATvT2

configure terminal

1

Device# configure terminal

Jua—\)L a7 4 Xal—gy
T—FzfnL£7,

ATvT3

interface port-channel
channel-group-number
fl

Device (config) # interface port-channel|
1

R—h F¥r RNV A F—T A A%E
Ekl/i—g—o

GE) R—FFyrIL A2 E—T=x
A AZEHIFRT 2121, Zo=
< RO no X &EEH L F
j—O

ATvT4

switchport

1

Device (config-if)# switchport

LAY 3T NIRRTV LHA S —
TxAf A%, VAY2RIED LA Y2
T R B ET,

ATy Th

switchport mode {access| trunk}

1 -

Device (config-if) # switchport mode
access

FTRCOR—= 2 AET 4 I T 7 EX
A—F & LTHELUL VLAN (2% 4T3
D, FRF RN T ELTRELET,

ATvT6

end

1 -

Device (config-if)# end

A B —T A AL T 4 FXal—3
v E— REKT L, ¥ EXEC E— K
RV £,

. MACsec DEES 1t



| MACsec DE5S1t

L 1 % 3 EtherChannel D7 — k7 v #x LA v 2 —7 24 20%E [

L 1 7 3 EtherChannel D7R— b F ¥ RILHE A V8 —T 24 ADHKRE
LA ¥ 3EtherChannel DR — bk F ¥ )b A Z—T = A ZEAET H1T1E, ROEZEEITH

ijﬂo

FIE

ARV KRFERERETY Va3 Y

B8

ATy T

enable
B -

Device> enable

it EXEC E— FE Az LET,
e MR- KEASNLET FERENn

=55)

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 FXal—g
T— F&ERHEKBLET,

ATvT3

interface interface-id

1

Device (config) # interface
gigabitethernet 1/0/2

AU HF—T oA Aa T 4 Fal—3
v E— RERGLET,

ATv74

no switchport

1

Device (config-if)# no switchport

LAY2E—RIZRoTWNWAAL U H—
T A%, LAVIFREHIZILVA Y3
E— NZOID B2 ET,

ATy Th

ip address ip-address subnet_mask
fAi

Device (config-if) # ip address 10.2.2.3
255.255.255.254

EtherChannel IZIP 7 KL AB IOV
Xy b AT EEIY L TET,

ATvT6

end

1 -

Device (config-if) # end

A HB—T A AAL T 4 Fal—3
VE— REKRT L, B EXEC E— K
R £9,

MACsec D551t .



B vacsecmm=7ro 22 roBE

MACsec lEB5 7O A AV FDERTE

X2 TTFTFIVRAVEDOMKARY o—D

FIE

%7

on

MACsec DRES1E |

ARV KRFERERETY VY

B8

ATy T

enable
1 -

Device> enable

it EXEC E— FE Az LET,
e NATU—REZASNLET EREN

=55

o

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—) a7 4 Xal—T g
E— NEBABLES,

ATvT3

mka policy policy-name

1

Device (config) # mka policy mka policy

MKA RV > —ZfEE LT, MKARY

—arZ74Xal—yar E—FE

BtELET, R —HDOEIIIRKT

16 LT,

GF) MKARY > —HNDT 7 %L b+
D MACsec B 5 A A — NI
I~ GCM-AES-128 T,

ATvT4

key-server priority

1

Device (config-mka-policy)# key-server
priority 200

MKA F—H— A7 a VEHRT L.
BEIEM 2R ELET (0~255D
i)

GE) F—P—NTIZALFVT 4D
B4 255 I E LA, v
TIEF— =22 b Z L
TEFEHA, F—T =D
SENENT DA IE MKA PSK (2%
LTOHANTT, MKA
EAPTLS (25 L Tl A% CTIX
HYFEHA,

ATy Th

send-secur e-announcements

1 -

Device (config-mka-policy) #
send-secure-announcements

TX2T T T RA L NOREEERD
WCLET, X277 F U AA RO
EEEBHCT AT, Zoavr Ro
nofEAEMHEH L ET, 7744 T,
X2 T TF TR R L MIEII R
TWVWET,
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tF2T7T7FIVRAY rOTO— 1 LBE (TAToMARYS—) ]

AU RFERETOVa Y

B8

ATvT6

macsec-cipher-suite gcm-aes-128

1

Device (config-mka-policy) #
macsec-cipher-suite gcm-aes-128

128y M2k D SAK ZHf5T 5729
D EAAL— 2R ELET,

ATy T17

end

1 -

Device (config-mka-policy)# end

MKARY —ar 7 4 Fal— g
E— FEHKT L, FH EXEC £— RiZ
B E9,

ATvT8

show mka policy

1

Device# show mka policy

MKA RV > —%F R LET,

BT TFFIVRAY FDOTO—NILRE (TRTHOMKA Y S —)

FIE

ARV RFERFTIaY

=)

ATy T

enable
51 -

Device> enable

¥itE EXEC E— RE A LET,
e RATU—REZASNLET FEREN

=58

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR)L a7 4 F¥al— g
T— FERIBL £,

ATvT3

mka defaults policy
send-secur e-announcements
1 -

Device (config) # mka defaults policy
send-secure-announcements

MKA 7R Y >—%4r L7= MKPDU TD¥%
X2 T TFTUUARAL NOREEEAIC
LEYT, 774V T, BX2T7T7F
A RA Y MEENZ o TDET,

ATvT4

end

1

Device (config) # end

Ja—nR_) a7 4 F¥al— g
E— FEHKT L, BH EXEC £— RiZ
B0 x4,
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AR —TDTARTHDEAPL T FHUARAY FDERTE

FIE

MACsec DRES1E |

ARV RFFERERTIVa Y

=)

ATy T

enable
B -

Device> enable

5t EXEC =— RZHI L ET,
e NRAT—REASILET (FERX

-5

o

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 F¥Falb—g v
£ — ]\‘%Eﬁﬁébi—g«o

ATvT3

interface interface-id

1

Device (config) # interface
gigabitethernet 1/0/1

MACsec A > Z—T = A AZFBEL. A
VHE—=T 2 AR T 4 Fal—37
v E—REBRWBLES, A ¥ —T=
A AIHBA o H—T = ATRITUE
D FER A,

ATvT4

eapol annoucement

1 -

Device (config-if) # eapol announcement

EAPOL 7+ U7V A AV RN EAMZ L E
9, EAPOL 77 v A A v b L)
T 5120, a~vr FonoNEMHL
£9, T 74/ FTlX, EAPOL 77
VAR MIHZ o TWET,

ATvTH

end

1

Device (config-if)# configure terminal

A B =T AT 4 Fal—37
vV E— RERKT L, KiHEEXEC E— K
2R £,

MACsec F551E D% EH

5l : MKA $ & U MACsec D& TE

WIZ, MKA R Y =& Bl D012~ LET,

Device> enable
Device# configure terminal

Device (config) # mka policy
Device (config-mka-policy) #
Device (config-mka-policy) #
Device (config-mka-policy) #
Device (config-mka-policy) #
(

mka_policy

confidentiality-offset
ssci-based-on-sci

Device (config-mka-policy) #end

. MACsec DEES 1t
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macsec-cipher-suite gcm-aes-128
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) - PSK % {7 L - MACsec MKA 03z I}

WiZ., £ 2% —7 A A2 MACsec & ET AT,

Device> enable

Device# configure terminal

Device (config) # interface GigabitEthernet 1/0/1

Device (config-if)# switchport access vlan 1

Device (config-if)# switchport mode access

Device (config-if) # macsec

Device (config-if) #access-session event linksec fail action authorize vlan 1
Device (config-if)# access-session host-mode multi-domain
Device (config-if) # access-session linksec policy must-secure
Device (config-if)# access-session port-control auto

Device (config-if) #authentication periodic

Device (config-if) # authentication timer reauthenticate
Device (config-if)# authentication violation protect

Device (config-if) #mka policy mka_policy

Device (config-if) # dotlx pae authenticator

Device (config-if)# spanning-tree portfast

Device (config-if) #end

5 - PSK Z{$ /A L 1= MACsec MKA D% 7E

1 -

REAE AN —

wIZ. PSK ZfEH LT, MKA MACsec &% ET D012~ LE T,

Device> enable

Device# configure terminal

Device (config) # Key chain keychainl macsec

Device (config-key-chain) # key 1000

Device (config-keychain-key) # cryptographic-algorithm gcm-aes-128

Device (config-keychain-key) # key-string 12345678901234567890123456789012

Device (config-keychain-key)# lifetime local 12:12:00 July 28 2016 12:19:00 July 28 2016
Device (config-keychain-key)# end

WIZ, PSK 2 LT, £ X —7 =1 A2 MACsec MKA #3RET B2 R LET,

Device> enable

Device# configure terminal

Device (config) # interface GigabitEthernet 0/0/0

Device (config-if) # mka policy mka_policy

Device (config-if) # mka pre-shared-key key-chain key-chain-name
Device (config-if) # macsec replay-protection window-size 10
Device (config-if)# end

X MACsec #{#FH L 1= MACsec MKA D% E

ZOHITIE, EEAEA— X MACsec 218 L 72 MACsec MKA D% E FIEIZOW T L E 7,

Device> enable

Device# configure terminal

Device (config) # interface Gigabitethernet 1/0/1

Device (config-if) # macsec network-link

Device (config-if)# authentication periodic

Device (config-if)# authentication timer reauthenticate interval
Device (config-if) #access-session host-mode multi-domain
Device (config-if) # access-session closed
Device (config-if)# access-session port-control auto
Device (config-if) # dotlx pae both

MACsec DIES 1t .
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Device (config-if) #dotlx credentials profile

( )
Device (config-if)# dotlx supplicant eap profile profile_eap_tls
Device (config-if) #service-policy type control subscriber subl
Device (config-if)# end

5l : PSK Z{E A L1=7R— kF v )LD MACsec MKA D% E

Etherchannel &— F - Static/On
&IZ. EtherChannel ®— R34 L DT RA A2 1 BIOT A A2 OREH R LET,

Device> enable
Device# configure terminal

Device (config) # key chain KC macsec

Device (config-key-chain) # key 1000

Device (config-key-chain) # cryptographic-algorithm aes-128-cmac
Device (config-key-chain) # key-string FC8F5B10557C192F03F60198413D7D45
Device (config-key-chain) # exit

Device (config) # mka policy POLICY

Device (config-mka-policy) # key-server priority 0
Device (config-mka-policy) # macsec-cipher-suite gcm-aes-128
Device (config-mka-policy) # confidentiality-offset 0
Device (config-mka-policy) # exit

Device (config) # interface gigabitethernet 1/0/1
Device (config-if)# channel-group 2 mode on
Device (config-if)# macsec network-link
Device (config-if)# mka policy POLICY
Device (config-if) # mka pre-shared-key key-chain KC
Device (config-if)# exit

Device (config) # interface gigabitethernet 1/0/2
Device (config-if)# channel-group 2 mode on

Device (config-if) # macsec network-link

Device (config-if
Device (config-if
Device (config-if

L 4 + 2 EtherChannel &7

TNA A

# mka policy POLICY
# mka pre-shared-key key-chain KC
#

)
)
)
) end

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2
Device (config-if)# switchport

Device (config-if)# switchport mode trunk
Device (config-if)# no shutdown

Device (config-if)# end

TN A2

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2
Device (config-if)# switchport

Device (config-if)# switchport mode trunk
Device (config-if)# no shutdown

Device (config-if)# end
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8 : PSK %4 L f=K— k F % )Lo> MACsec MKA 025z I}

IZ. show etherchannel summary =~ > KOl & R~ L £,

Flags: D - down P - bundled in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer2
U - in use f - failed to allocate aggregator
M - not in use, minimum links not met
u - unsuitable for bundling
w - waiting to be aggregated
d - default port
A - formed by Auto LAG

Number of channel-groups in use: 1

Number of aggregators: 1

Group Port-channel Protocol Ports

2 Po2 (RU) - Tel/0/1(P) Tel/0/2(P)

L 1 % 3 EtherChannel £%7E

TRA A

Device> enable
Device# configure terminal
Device (config) # interface port-channel 2

Device (config-if) #
config-if)#
config-if
Device (config-if

Device
Device

(
(
(
(

TN R 2

no switchport
ip address 10.25.25.3 255.255.255.0
no shutdown

)
)
) # end

#
#

Device> enable
Device# configure terminal
Device (config) # interface port-channel 2

Device (config-if) #
config-if) #
config-if
Device (config-if

Device
Device

(
(
(
(

no switchport
ip address 10.25.25.4 255.255.255.0
no shutdown

)
)
) # end

#
#

&Iz, show etherchannel summary =~ > ROl Z7R L ET,

Flags:

D - down P - bundled in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer?2
U - in use f - failed to allocate aggregator

MACsec D551t .
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K
il

M - not in use, minimum links not met
u - unsuitable for bundling

w - waiting to be aggregated

d - default port

A - formed by Auto LAG

Number of channel-groups in use: 1

Number of aggregators: 1
Group Port-channel Protocol Ports
2 Po2 (RU) - Tel/0/1(P) Tel/0/2(P)

EtherChannel £— F - LACP
RIZ. EtherChannel £ — RN LACP DT A A 1 BIXOT A 22 OREWZ R LET,

Device> enable
Device# configure terminal
Device (config) # key chain KC macsec
Device (config-key-chain) # key 1000
Device (config-key-chain) # cryptographic-algorithm aes-128-cmac
Device (config-key-chain) # key-string FC8F5B10557C192F03F60198413D7D45
Device (config-key-chain) # exit
Device (config) # mka policy POLICY
Device (config-mka-policy)# key-server priority 0
Device (config-mka-policy) # macsec-cipher-suite gcm-aes-128
Device (config-mka-policy)# confidentiality-offset 0
Device (config-mka-policy) # exit
Device (config) # interface gigabitethernet 1/0/1
Device (config-if) # channel-group 2 mode active
Device (config-if) # macsec network-link
Device (config-if)# mka policy POLICY
Device (config-if) # mka pre-shared-key key-chain KC
Device (config-if)# exit
Device (config) # interface gigabitethernet 1/0/2
Device (config-if) # channel-group 2 mode active
Device (config-if)# macsec network-link
Device (config-if)# mka policy POLICY

( ) # mka pre-shared-key key-chain KC

( ) # end

Device (config-if
Device (config-if

L 4 7 2 EtherChannel %7

TIA A

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2
Device (config-if)# switchport
config-if)# switchport mode trunk
config-if)# no shutdown
config-if)# end

Device
Device
Device

. MACsec DEES1E



| MACsec mrES1E
8 : PSK %4 L f=K— k F % )Lo> MACsec MKA 025z I}

TN R 2

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2

Device (config-if)# switchport

Device (config-if)# switchport mode trunk
(config-if) # no shutdown

Device (config-if)# end

IZ. show etherchannel summary =~ > RO IHIZR L £,

Device

Flags: D - down P - bundled in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer2
U - in use f - failed to allocate aggregator

- not in use, minimum links not met
- unsuitable for bundling

waiting to be aggregated

- default port

Q=5 e K
I

A - formed by Auto LAG

Number of channel-groups in use: 1
Number of aggregators: 1

2 Po2 (SU) LACP Tel/1/1(P) Tel/1/2(P)
L 4 % 3 EtherChannel %7

FTRA A

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2

Device (config-if) # no switchport

Device (config-if)# ip address 10.25.25.3 255.255.255.0
(config-if) # no shutdown

Device (config-if)# end

Device

TN, A2

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2

Device (config-if) # no switchport

config-if)# ip address 10.25.25.4 255.255.255.0
config-if)# no shutdown

config-if) # end

I, show etherchannel summary =~ > KOl &~ L £,

Device
Device
Device
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B 5 psk EEA LK~ kT 4 R )L0 MACsec MKA D E
Flags: D - down P - bundled in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer2
U - in use f - failed to allocate aggregator
M - not in use, minimum links not met
u - unsuitable for bundling
w - waiting to be aggregated
d - default port
A - formed by Auto LAG
Number of channel-groups in use: 1
Number of aggregators: 1
Group Port-channel Protocol Ports
2 Po2 (RU) LACP Tel/1/1(P) Tel/1/2 (P)
EtherChannel £— F - PAgP

KIZ. EtherChannel E— K73 PAgP DT XA A 1 BILOT A R 2 OFREHZRLET,

Device> enable

Device# configure terminal

Device (config) #
Device

config-key-chain) #
Device (config-key-chain) #
Device (config-key-chain) #
Device (config-key-chain) #
Device (config) # mka policy
Device (config-mka-policy) #
Device (config-mka-policy) #
Device (config-mka-policy) #
Device (config-mka-policy) #

KC macsec
key 1000

cryptographic-algorithm aes-128-cmac
key-string FC8F5B10557C192F03F60198413D7D45
exit

POLICY

key-server priority 0

macsec-cipher-suite gcm-aes-128
confidentiality-offset 0

exit

key chain

Device (config) # interface gigabitethernet 1/0/1

Device

config-if)#
Device (config-if) #
Device (config-if) #
Device (config-if) #
Device (config-if) #

channel-group 2 mode desirable
macsec network-link

mka policy POLICY

mka pre-shared-key key-chain KC
exit

Device (config) # interface gigabitethernet 1/0/2

Device (config-if) #
Device (config-if) #
Device (config-if
Device (config-if
Device (config-if

L 1 7 2 EtherChannel

(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(

TINA A

. MACsec DEES1E

channel-group 2 mode desirable
macsec network-link

mka policy POLICY
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Device> enable

Device# configure terminal

Device (config) # interface port-channel 2
Device (config-if)# switchport

Device (config-if)# switchport mode trunk
Device (config-if) # no shutdown

Device (config-if)# end

TR A2

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2
Device (config-if)# switchport

Device (config-if)# switchport mode trunk
Device (config-if)# no shutdown
Device (config-if)# end

&IZ, show etherchanne summary =< > KO 12~ L5,

Flags: D - down P - bundled in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer2
U - in use f - failed to allocate aggregator

M - not in use, minimum links not met
u - unsuitable for bundling

w - waiting to be aggregated

d - default port

A - formed by Auto LAG

Number of channel-groups in use: 1

Number of aggregators: 1

2 Po2 (SU) PAgP Tel/1/1(P) Tel/1/2(P)
L 1 7 3 EtherChannel %7
TA A

Device> enable

Device# configure terminal

Device (config) # interface port-channel 2

Device (config-if) # no switchport

config-if)# ip address 10.25.25.3 255.255.255.0
config-if)# no shutdown

config-if) # end

Device
Device

Device

TR R 2

Device> enable
Device# configure terminal
Device (config) # interface port-channel 2
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Device (config-if) # no switchport

Device (config-if)# ip address 10.25.25.4 255.255.255.0
Device (config-if)# no shutdown

Device (config-if)# end

&Iz, show etherchannel summary =~ > ROz L ET,

Flags: D - down P - bundled in port-channel
I - stand-alone s - suspended
H - Hot-standby (LACP only)
R - Layer3 S - Layer?2
U - in use f - failed to allocate aggregator
M - not in use, minimum links not met
u - unsuitable for bundling
w - waiting to be aggregated
d - default port
A - formed by Auto LAG
Number of channel-groups in use: 1
Number of aggregators: 1
Group Port-channel Protocol Ports
2 Po2 (RU) PAgP Tel/1/1(P) Tel/1/2(P)

TO9T4THMKAEY Y3 Vv DORTE
WKIZ, TR_RTOT 7T 4T MKA By 3 v 2FrLET,

Device# show mka sessions interface Tel/0/1

Interface Local-TxSCI Policy-Name Inherited
Key-Server

Port-ID Peer-RxSCI MACsec—-Peers Status
CKN

Tel/0/1 00a3.d144.3364/0025 POLICY NO

NO

37 701£.5390.b0c6/0032 1 Secured
1000

5l : MACsec BE B 7T O RA A2 FDERTE

WIZ, BEFXaT 7T AA L RO MKARY —ORERZ R LET,

Device> enable
Device# configure terminal
Device (config) # mka policy mka policy

. MACsec DEES1E
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Device
Device

config-mka-policy) # key-server 2

config-mka-policy)# send-secure-announcements

config-mka-policy) #macsec-cipher-suite gcm-aes-128confidentiality-offset 0
config-mka-policy)# end

WRIZ, EXaT 7T AA L MOTa— VR EHEZRLET,

Device> enable

Device# configure terminal

Device (config) # mka defaults policy send-secure-announcements
Device (config) # end

WIZ, A B —Tx2A ZATHDEAPOL T T UL A AL NOBREFZRLET,

Device> enable

Device# configure terminal

Device (config) # interface GigabitEthernet 1/0/1
Device (config-if) # eapol announcement

Device (config-if)# end

Device

Device

WIZ, EAPOL 77 v A A M ISEZNT 72 - T 5 show running-configinter faceinterface-name
a~x ROl 2R L ET,

Device# show running-config interface GigabitEthernet 1/0/1

switchport mode access

macsec

access-session host-mode multi-host
access-session closed
access-session port-control auto
dotlx pae authenticator

dotlx timeout quiet-period 10

dotlx timeout tx-period 5

dotlx timeout supp-timeout 10

dotlx supplicant eap profile peap
eapol announcement

spanning-tree portfast
service-policy type control subscriber DotlX

WIZ, EXa T T7F 7 AR R ERNIZ 72 - TV 5 show mkasessionsinter faceinterface-name

detail =~ FOH B E R~ L ET,

Device# show mka sessions interface GigabitEthernet 1/0/1 detail

MKA Detailed Status for MKA Session

Status: SECURED - Secured MKA Session with MACsec

Local Tx-SCI......cccoo... 204c.9%9e85.ede4d/002b
Interface MAC Address.... 204c.9%e85.eded

MKA Port Identifier...... 43

Interface Name........... GigabitEthernetl/0/1

Audit Session ID.........
CAK Name (CKN)...........
0100000000000000000000000000000000000000000000000000000000000000

MACsec D551t .
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Member Identifier (MI)... D46CBEC05D5D67594543CEAE

Message Number (MN)...... 89567

EAP Role.......cvvvvv.. NA

Key Server............... YES

MKA Cipher Suite......... AES-128-CMAC

Latest SAK Status........ Rx & Tx

Latest SAK AN............ 0

Latest SAK KI (KN)....... D46CBECO5D5D67594543CEAEQ0000001 (1)
Old SAK Status........... FIRST-SAK

Old SAK AN. ... ivv v 0

Old SAK KI (KN).......... FIRST-SAK (0)

SAK Transmit Wait Time... Os (Not waiting for any peers to respond)
SAK Retire Time.......... Os (No Old SAK to retire)

MKA Policy Name.......... p2

Key Server Priority...... 2

Delay Protection......... NO

Replay Protection........ YES

Replay Window Size....... 0

Confidentiality Offset... O

Algorithm Agility........ 80C201

Send Secure Announcement.. DISABLED

SAK Cipher Suite......... 0080C20001000001 (GCM-AES-128)
MACsec Capability........ 3 (MACsec Integrity, Confidentiality, & Offset)
MACsec Desired........... YES

# of MACsec Capable Live Peers............ 1

# of MACsec Capable Live Peers Responded.. 1

Live Peers List:
MT MN Rx-SCI (Peer) KS Priority

38046BA37D7DA7TTEO6DO06AY9 89555 c800.8459.e764/002a 10

Potential Peers List:
MT MN Rx-SCI (Peer) KS Priority

Dormant Peers List:
MT MN Rx-SCI (Peer) KS Priority

WIZ, BxXaT T T AR NN - T 5 show mka sessions details =~ > KD H
i E R L ET,
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Device# show mka sessions details

MKA Detailed Status for MKA Session

Status: SECURED - Secured MKA Session with MACsec

Local Tx-SCIl...uvueeenunn. 204c.9%9e85.ede4/002b
Interface MAC Address.... 204c.%9e85.eded

MKA Port Identifier...... 43

Interface Name........... GigabitEthernetl/0/1

Audit Session ID.........
CAK Name (CEN) ..veueeenon..

0100000000000000000000000000000000000000000000000000000000000000

Member Identifier (MI)... D46CBECO5D5D67594543CEAE

Message Number (MN)...... 89572

EAP Role. ...t NA

Key Server............... YES

MKA Cipher Suite......... AES-128-CMAC

Latest SAK Status........ Rx & Tx

Latest SAK AN............ 0

Latest SAK KI (KN)....... D46CBECO5D5D67594543CEAE00000001 (1)
0ld SAK Status........... FIRST-SAK

Old SAK AN. ..t vt e 0

O0ld SAK KI (KN).......... FIRST-SAK (0)

SAK Transmit Wait Time... 0Os (Not waiting for any peers to respond)
SAK Retire Time.......... Os (No Old SAK to retire)

MKA Policy Name.......... p2

Key Server Priority...... 2

Delay Protection......... NO

Replay Protection........ YES

Replay Window Size....... 0

Confidentiality Offset... O

Algorithm Agility........ 80C201

Send Secure Announcement.. DISABLED

SAK Cipher Suite......... 0080C20001000001 (GCM-AES-128)
MACsec Capability........ 3 (MACsec Integrity, Confidentiality, & Offset)
MACsec Desired........... YES

# of MACsec Capable Live Peers............ 1

# of MACsec Capable Live Peers Responded.. 1

Live Peers List:

MI MN Rx-SCI

38046BA37D7DA7TEO06DO06AY9 89560

Potential Peers List:

(Peer) KS Priority

c800.8459.e764/002a 10
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MT MN Rx-SCI (Peer) KS Priority

Dormant Peers List:
MT MN Rx-SCI (Peer) KS Priority

Wi, X7 T7F T AR FNENIZ 22> T % show mka policy policy-name detail =~
Y RO ZRLET,

Device# show mka policy p2 detail

MKA Policy Configuration ("p2")

MKA Policy Name........ P2
Key Server Priority.... 2
Confidentiality Offset. O
Send Secure Announcement..DISABLED
Cipher Suite(s)........ GCM-AES-128

Applied Interfaces...
GigabitEthernetl/0/1

5] - MKA [F$RD KT~

&Iz, show mkasessions =~ > RO %2~ LE T,

Device# show mka sessions

Total MKA Sessions....... 1
Secured Sessions... 1
Pending Sessions... 0
Interface Local-TxSCI Policy-Name Inherited
Key-Server
Port-ID Peer-RxSCI MACsec-Peers Status
CKN
Gil/0/1 204c.9%9e85.ede4/002b p2 NO
YES
43 c800.8459.e764/002a 1 Secured

0100000000000000000000000000000000000000000000000000000000000000

RIZ., show mka sessionsinterfaceinterfacename =< KO 1Bl 2R~ L E T,

Device# show mka sessions interface GigabitEthernet 1/0/1

Summary of All Currently Active MKA Sessions on Interface
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GigabitEthernetl/0/1...

Interface Local-TxSCI Policy-Name Inherited
Key-Server

Port-ID Peer-RxSCI MACsec—-Peers Status
CKN

Gil/0/1 204c.9e85.ede4/002b p2 NO

YES

43 c800.8459.e764/002a 1 Secured

0100000000000000000000000000000000000000000000000000000000000000

&Iz, show mka sessionsinterface interface-name detail =~ > FOH Il Z R L £9°,

Device# show mka sessions interface GigabitEthernet 1/0/1 detail

MKA Detailed Status for MKA Session

Status: SECURED - Secured MKA Session with MACsec

Local Tx-SCIl...uiueunununn. 204c.9%9e85.ede4/002b
Interface MAC Address.... 204c.%9e85.eded

MKA Port Identifier...... 43

Interface Name........... GigabitEthernetl1/0/1

Audit Session ID.........
CAK Name (CKN) «.veuweeneon.
0100000000000000000000000000000000000000000000000000000000000000

Member Identifier (MI)... D46CBEC05D5D67594543CEAE

Message Number (MN)...... 89567

EAP Role. ... NA

Key Server............... YES

MKA Cipher Suite......... AES-128-CMAC

Latest SAK Status........ Rx & Tx

Latest SAK AN............ 0

Latest SAK KI (KN)....... D46CBECO5D5D67594543CEAE00000001 (1)
O0ld SAK Status........... FIRST-SAK

Old SAK AN. .t v vt nnnnn 0

O0ld SAK KI (KN).......... FIRST-SAK (0)

SAK Transmit Wait Time... 0Os (Not waiting for any peers to respond)
SAK Retire Time.......... Os (No Old SAK to retire)

MKA Policy Name.......... P2

Key Server Priority...... 2

Delay Protection......... NO

Replay Protection........ YES

Replay Window Size....... 0

Confidentiality Offset... O

Algorithm Agility........ 80C201
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Send Secure Announcement.. DISABLED

SAK Cipher Suite......... 0080C20001000001 (GCM-AES-128)

MACsec Capability........ 3 (MACsec Integrity, Confidentiality, & Offset)
MACsec Desired........... YES

# of MACsec Capable Live Peers............ 1
# of MACsec Capable Live Peers Responded.. 1

Live Peers List:
MT MN Rx-SCI (Peer) KS Priority

38046BA37D7DA7TTEO6DO06AY9 89555 c800.8459.e764/002a 10

Potential Peers List:
MT MN Rx-SCI (Peer) KS Priority

Dormant Peers List:
MT MN Rx-SCI (Peer) KS Priority

&Iz, show mka sessionsdetails =~ > KD 1%~ LE 4,

Device# show mka sessions details

MKA Detailed Status for MKA Session

Status: SECURED - Secured MKA Session with MACsec

Local Tx-SCI...uiuuuununn. 204c.9%9e85.ede4/002b
Interface MAC Address.... 204c.%9e85.eded

MKA Port Identifier...... 43

Interface Name........... GigabitEthernetl/0/1

Audit Session ID.........
CAK Name (CEN) ..veueeneon.
0100000000000000000000000000000000000000000000000000000000000000

Member Identifier (MI)... D46CBEC05D5D67594543CEAE
Message Number (MN)...... 89572

EAP Role.. ..., NA

Key Server............... YES

MKA Cipher Suite......... AES-128-CMAC

Latest SAK Status........ Rx & Tx

Latest SAK AN............ 0

Latest SAK KI (KN)....... D46CBEC0O5D5D67594543CEAE00000001 (1)
0ld SAK Status........... FIRST-SAK

Old SAK AN. ...t einnn. 0

O0ld SAK KI (KN).......... FIRST-SAK (0)
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SAK Transmit Wait Time... Os (Not waiting for any peers to respond)
SAK Retire Time.......... Os (No Old SAK to retire)

MKA Policy Name.......... p2

Key Server Priority...... 2

Delay Protection......... NO

Replay Protection........ YES

Replay Window Size....... 0

Confidentiality Offset... O

Algorithm Agility........ 80C201

Send Secure Announcement.. DISABLED

SAK Cipher Suite......... 0080C20001000001 (GCM-AES-128)

MACsec Capability........ 3 (MACsec Integrity, Confidentiality, & Offset)
MACsec Desired........... YES

# of MACsec Capable Live Peers............ 1

# of MACsec Capable Live Peers Responded.. 1

Live Peers List:
MT MN Rx-SCI (Peer) KS Priority

38046BA37D7DA7TTEO6DO06AY 89560 c800.8459.e764/002a 10

Potential Peers List:
MT MN Rx-SCI (Peer) KS Priority

Dormant Peers List:
MT MN Rx-SCI (Peer) KS Priority

Iz, show mkapolicy =~ > ROHAFIEZRLET,

Device# show mka policy

MKA Policy Summary...

Policy KS Delay Replay Window Conf Cipher
Interfaces

Name Priority Protect Protect Size Offset Suite (s)
Applied

*DEFAULT POLICY* 0 FALSE TRUE 0 0 GCM-AES-128

rl 1 FALSE TRUE 0 0 GCM-AES-128

MACsec DIES 1t .
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P2 2 FALSE TRUE 0 0 GCM-AES-128
Gil/0/1

iz, show mka policy policy-name =~ > RO H Ffl AR LET,

Device# show mka policy p2

MKA Policy Summary...

Policy KS Delay Replay Window Conf Cipher
Interfaces

Name Priority Protect Protect Size Offset Suite (s)
Applied

P2 2 FALSE TRUE 0 0 GCM-AES-128
Gil/0/1

&Iz, show mka policy policy-name detail =~ > KO Ifl %2R L E 7,

Device# show mka policy p2 detail

MKA Policy Configuration ("p2")

MKA Policy Name........ p2
Key Server Priority.... 2
Confidentiality Offset. O
Send Secure Announcement..DISABLED
Cipher Suite(s)........ GCM-AES-128

Applied Interfaces...
GigabitEthernetl1/0/1

&Iz, show mka statisticsinterfaceinterface-name =~ > RO IfflZ R L £7,

Device# show mka statistics interface GigabitEthernet 1/0/1

MKA Statistics for Session

Reauthentication Attempts.. 0

CA Statistics

Pairwise CAKs Derived... O
Pairwise CAK Rekeys..... 0
Group CAKs Generated.... O
Group CAKs Received..... 0

SA Statistics

SAKs Generated.......... 1
SAKs Rekeyed............ 0
SAKs Received........... 0
SAK Responses Received.. 1

MKPDU Statistics

. MACsec DEES1E



| MACsec DF5 St
#l: mka tEmoER

MKPDUs Validated & Rx... 89585
"Distributed SAK".. O
"Distributed CAK".. O

MKPDUs Transmitted...... 89596
"Distributed SAK".. 1
"Distributed CAK".. O

IiZ, show mkasummary =2~ RO HHZR L E9,

Device# show mka summary

Total MKA Sessions....... 1
Secured Sessions... 1
Pending Sessions... 0
Interface Local-TxSCI Policy-Name Inherited
Key-Server
Port-ID Peer-RxSCI MACsec-Peers Status
CKN
Gil/0/1 204c.9%9e85.ede4/002b p2 NO
YES
43 c800.8459.e764/002a 1 Secured

0100000000000000000000000000000000000000000000000000000000000000

MKA Global Statistics

MKA Session Totals
Secured. . ...ttt i 1
Reauthentication Attempts.. 0

Deleted (Secured) .......... 0
Keepalive Timeouts......... 0

CA Statistics

Pairwise CAKs Derived...... 0
Pairwise CAK Rekeys........ 0
Group CAKs Generated....... 0
Group CAKs Received........ 0

SA Statistics

SAKs Generated............. 1
SAKs Rekeyed......cvvvn.. 0
SAKs Received.......ccov.n.. 0
SAK Responses Received..... 1

MKPDU Statistics
MKPDUs Validated & Rx...... 89589
"Distributed SAK"..... 0

MACsec DIES 1t .
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"Distributed CAK"..... 0
MKPDUs Transmitted......... 89600

"Distributed SAK"..... 1

"Distributed CAK"..... 0

MKA Error Counter Totals

Session Failures
Bring-up Failures................
Reauthentication Failures........
Duplicate Auth-Mgr Handle........

SAK Failures
SAK Generation.......cooveeeenennnn
Hash Key Generation..............
SAK Encryption/Wrap..............
SAK Decryption/Unwrap............
SAK Cipher Mismatch..............

CA Failures
Group CAK Generation.............
Group CAK Encryption/Wrap........
Group CAK Decryption/Unwrap......
Pairwise CAK Derivation..........
CKN Derivation..........eeeeeee...
ICK Derivation....eee e eeeeeeennns
KEK Derivation........eueveeeeennn
Invalid Peer MACsec Capability...

MACsec Failures
Rx SC Creation.....oeeeiiineeennnn
Tx SC Creation......oovieeieee...
Rx SA Installation...............
Tx SA Installation...............

MKPDU Failures
MKPDU TX.t vttt eoeeeeeeeenosonssnns
MKPDU Rx Validation..............
MKPDU Rx Bad Peer MN.............
MKPDU Rx Non-recent Peerlist MN..

MACsec FE 21t (ZBH 9 BB MNEER

BEES X URFC
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