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RLET, i &id. "R EO&ED Cisco TrustSec Xt T /S Z & D3 MEfRLET,

tXxaFq4 FIL—T R—2OF7H7+EXR a2 rka—)L

Tok®IarTIE, BEF VT4 NN —TR=2DT /A3 ba—/L) 2+ (SGACL)
IZHOWTEBH L E 9,

tXal)Tq4 TIL—TE KLU SGT

X2 VT4 IN—TF, Tr78Aaryia— R o—2Ft 52— = RiRA
FTNRAR BEOYY Y —=RAD T NV—TTF, EXx =2V T 4 7 /L—71LCiscolSE F 72 1% Cisco
Secure ACS DEBENER L ET, LWV —HFB LT /31 AN Cisco TrustSec K A A T
BMEshs e, B — N3, @t x2 74 7= ZN6DH LN T 4T &
Y B-TFEJ, CiscoTrustSec iZIF5EF 2V T 4 I NV—TIZ—BDI6EY hO®F=2UT 47
N—TFK G E2EN B TET, F5OHFPHIL Cisco TrustSec KA A NTHZ @ — L TE, T
AARNDEF 2V T 4 ZNV—TORUTFEGEE DRy NI —T7 2T 47 4 OEITHIR S v E
T, EX2 VT4 IN—THELFHTHRET HLEITHY A,
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txay7n—FacLodr—+ [

TN ANRIEEND & CiscoTrustSec [T ZF DT /3, AMBFFEINDHTRTO v MMT
Tﬂ4x@ﬁ%1)747”*7%?#5&%T“5?%:)747WW7ﬁ7(KH)%
27T LET, XTIy NIy RYU—727 % U T Cisco TrustSec ~» % —T
SGT Z O E T, SGT I EENDEEILOFF Al R ET D H— T~ T,

SGT 12X, EEILDOEX 2T 4 ZA—TREENTNDHD, ¥ Z1XE(E 78 SGT & FEEN
LHZEHHVET, ST AAAALEEEX 2V T 4 v—7 (BEHSG) [ZED Y THNRD
728, @EL\:@t%;)?4ﬁw~7%%ﬁ%7w—f&7(MH)k@g’&%&bi
T, 7272 L. FEBROD Cisco TrustSec /X7 v X 712X, 50T A A0 X2 VT 4 7T V—TF
FBEFITEENTVERA,

X2 FT47)L—T ACL DY R—

tXa Ty SV —F TR arka— AL (SGACL) IRV > —o#EH T, =
NICE > TEEEIL. X2V T 70— 0E 0 BTl V—AZESNWTa—YRE
1ITT HHEZHIEI T& £ 9, Cisco TrustSec KA A INDORY »—diE AL, o 1 D03 E(E
X2 VT4 IN—TF5, b 1 O20MBwhexaV T4 IN—TEFSTHDLH, 77
TAFAw FY v 7 ATRREINET, v N v 7 ZANOKEVITIEL, SGACL ODFEF(FE Y
AMNPEENET, ZZTHEH, #EatxX=2 VT4 7= IR L2V T o I —F
WCBT 255 IP ZRiD, IP O OLEEENDNT Yy MIEH SO NLENRG DT 7 & AR
RELET,

SGACL X, IP7 RL AT, BXa VT4 7V vz—va it a VT 07—
THEITEIZIESNWTZAT— ML ADT 7B AGFHA D =X L5, 7o Z VT L E
T, SGACLARY > —%27ubVa=u 74 5120% RO3IOOFERDY £3,

cAXT 4w R —TFrEYa =7 csrole-based permisson =~ K& H L T,
2—HYN SGACL RV v —%EHZLET,

e HAF I RV —TFabPa=7 : SGACL KRV > —DiREIL. Cisco Secure ACS
F 721 Cisco Identity Services Engine O T2 AR U o —FHIEHEIC L » TEITTHILERH Y
£7,

SRE[ETE (CoA) : B &EN/=ARY v —1%. SGACL AR YU > —7 ISE T H X1, CoA
Cisco TrustSec T /34 AT v a &b Ao — RENET,

THRARAT =2 T L—F, R v—7mf 42— (ISE) 7176 CoA Ty haZEL
%AﬂﬁyFKﬁUy%%ﬁﬁbiﬁo%@%\N5yﬁﬁfﬂ4227%ﬂ%w7V%

NTHEE SR, EIE CoA N7 » M L TRDO L-LDRY —nwf S £,
R7=2T7 Y7 2T OR) =7 X2D v MEHREFRRT DI, %%Emm
% — KT show ctsrole-based counters =~ > R&E{T L%,

SGACL/KR!) o —
X274 INV—F Tk Aarba—/L AL (SGACL) ##EHAL T, =—W L5

VY)—=2ADExa VT 4 ZNA—TOE Y TSN T, 22— NFETTE 2BELHIETE
F 9, Cisco TrustSec KA A VINDORY > —DEAIL, o 1 DB EEceFa VT4 F—
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TEE. b 1O F ) T 4 IN—TEF S THLH, FA~ M v 7 ATHEREN
9, v NV AOKEOZENMIIEE X2V T 4 Z—T 005kt Xa 7 4 7
N—T 5 TIZERB SN DTy MIEH SN EN G HFF e 2 F5ET 5 SGACL DJEF Y A
MNegGbbZ EmTEET,

WO, 3 ODEFRFADL—Fa—L L | DOERBFHIEHLY) Y —AeGier N7 R
A A D Cisco TrustSec ZF [~ ~ U v 7 ZDHZ R LET, 2—HFOEENZFESN Tt —
IRADT 7B A% 350D SGACL AR Y > —THIFEI L E9,

B 2:SGACLKR') ¥— < 1) 7 XD

.1 SGACL-A
Ecrass Palicy | permitip
Role Destination )
(Security Group) | server X (111)
o .-+ SGACL-B
User A (1 SGACL-A
& il permit tcp sre dst eq 80
5| UserB (20) SGACL-B deny ip
B Uszer C (30) SGACL-C I
User B (30) e, e
permit tep dst eq 1433
permit tep arc eq 1433
permit tep dst eq B0
permit top dst eq 433
deny ip %

Iy NI NO2—F LT R R X2 VT 4 T N—TIZEV YT, X2 T 47—
TTT 7 AHIEE#EA TS Z 212X Y, Cisco TrustSec IRy NI — 7N T —/L~_X— 2
DO MR DIHEIFEL2WT 7 & Al 2 EB L £9, SGACLIZHENRD ACL & XH220, IPT
RUATERLS TN ATAT T AT AICESNWTCT 7R av be—L RY V—%EH
THED, Ty FI—7 FRA ARy NU—7 2KEBE L, IPT RLRAZEFTLHI L
MNTEET, BV EFRARFEILLTHIUL, Xy hT—7 MR YRERINTHEX2 Y
T4 RV —IFEBLETA, 2—FRT AL REMESNTS, @O etXaT 47
N—TNla—HE2E Y Y THETT, 2—WFE bz 7 NV—T O %5 LET,

GE)

SGACLARY =&, T/3A ALY RIRA T AAL ZEREND 8T 7 1 v 7 TR L,
2DODHRA T NA AMTERSEND bT 7 4 v 7 IZHEAENET,

12—/ R—=ZDOF A AT 5 E ACL OV A ANKIBIZERI S, AT AEE L
12720 £, CiscoTrustSec i L > T, WESNTWDHT7EAar he—L x> kU (ACE)
DX, HESINTWAFFAOHIZE > TIRESND 72D, ACE DEIIHERD IP * v h T —
I LT o L/hEL Y ET, Cisco TrustSec TP SGACL OfFE L. HEkD ACL & b
LTTCAM VU V—R % X0 hRIICHEA L £,
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ANEZ X TELUVH DR

CiscoTrustSec 7 7t A o hma— Ui, ANFX 7L HII0ERAEZER L CEESNET,

Cisco TrustSec KA A D AR TIL, EREILNLOGDNT T 4 v 71X, FELZCT 4T 4D
X2 VT 4 IN—TFESEEGT SGT TH /T &ET, SGTIE, RKAA U 2iKicbhbi-»
ThI7 74 v 7 EEDETEREINET, CiscoTrustSec KA A »DOH IR A > FT, BT
N ZIRETSCT R LIS~ T 4 T 4 DX 2 VT 4 Z—T7FK G (5iESG. £72i%
DGT) #fH LT, SGACLARNY v — v b I ANnB#EMAT 527 78X R v—%RELE

‘3—‘0

Cisco TrustSec KA A > TliE., IRDOKD L 512 SGT OE[Y BT L SGACL D#EANEITENE

—g—o

3: Cisco TrustSec K * A > @ SGT & SGACL

= (=

SGACL erforcement
SGT =3

— o= N — P l , DGT =4
e

—_—

user PC

=

]]II

— Cisco TrustSec j Web server
Haost T .

187009

SGT imposition

AA N PCIE Web — N8 v R &2IBEELET, PC & Web — 31X Cisco TrustSec K
AL DA NTED D FHADR, 77y hOT —H /R (Z1F Cisco TrustSec N A A 73
GEENTVET,

Cisco TrustSec D ASIT /34 A%, RA R PC OFFE— N E BB Ton-Ex=
TAITN—=TFGTHDL, BX=2 )T 4 I N—TFF3DSCGTZEMTHLI 7y b
EERELET,

CiscoTrustSec D H 17 /34 A1, Web P — ORI — N L > CEIDV Y ToHN-Ex=
VTF 4 IN—TF5ThHb, EETI/N—T73 L/ N —7 4 125EM4 % SGACL &
Vo—%mALET,

SGACL /87y hZHRET 5 L D IZFF A L CWAEAIE, Cisco TrustSec 1A A v F i
SGT #HIBRT 2L KT/ ry hEEFT L, Web h— N2y MEEE L ET,

FEETEXA) T4 JIL—TDHM

Cisco TrustSec KA A > DADD R v U —7 F /34 A%, Cisco TrustSec KA A 2 37w b
AT ARRIC, Ty MTSGT 24 7 {HF T& % X 912, Cisco TrustSec KA A NI AB /Y
v SO SGT ZHllr 2 LENH Y £, HIDRy U —2 T3 2%, SGACL % @+
72T, 7~y MO SGT il 2 LERH VY £77,

Fw NU—27 FARS 2T, ROWNTIOHOFET Iy O SGT ¥ & 4,
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B sicexau70 s—Jous

o RN Y U —HUSHEFIZEE LD SGT #Bf59 5 : Cisco TrustSec L7 = — A%, X v hU—

T TNRARE, BT TR ANEHETEDEINE I DERTRY —1FR%E, FREEY—N
MOBELET, BF7 TS AREHETE 2WEGEE, SBRE— NIZF 0T T34 A
LEET LT RTONT Y MI#EHT 25 SGT btk L7,

e Ny FOEEILSCGT ZHUGT 5 - X7y MRMEHETE LT TA ANLEEIND
B, N7y ME SGTZImELET, ZHuUd, 2037y MTE->T, £OFRy hT—
7 T 3A A3 Cisco TrustSec K A A VINOHRMYID R > U —2 T34 ATV
HaihvEd,

BETLTAT VT AT AIESWTCIEETSCT 2R TD TAT T 4T 4 A—h
~ w7 (IPM) 2T L, SN TWAET TAT T 4T 4 DY v & FH)
TRETEET, Ky hT—7 T30 2F, SGT BLOEEREZELRY v — e
AR — N ZER L E T,

EREITIPT FLRZHESWTIHEIL SGT 2 MK T 5 : BBl L - T, #ExLIPT L
ANHESNTAT y FO SGT ¥ T 2 L 512y h2FB THRETE £, SGT
Exchange Protocol (SXP) % . IP-address-to-SGT~ v B> 7 7 —T7 WIEE M TE E7,

SEELXT) T4 TIL—TD%IbR

Cisco TrustSec KA A DO IIDO Ry hU—27 T34 A%, SGACL Z#HA T 557 1—7

(DGT) ZRELET, Fv bT—7 TAALRE, X7y bOXRELEX2V T 40 JV—7
EWRETHOIHEHEINAO LRI UGE ONry NOZTHE 07 N—TFK5OHG% R
) AL THEEX 2T 4 INV—TH2RELET, siktx=al T4 JN—TESIZ
Nry hOXTIWCEENERA,

BRI > T, AQDOT A ZAFZEFHALUSDZOMDOT N4 AN, HHTE 5568507
=T DIEREF>TWVWDEZ LD ET, 20k 2ES. SGACLIZH 1T /31 A TlEA
LINBDT AL AZEHASNET,

IW—T Y RFBEEUVRAMIYF K 57499 TO SGACL D&l

SGACL OF&RHNEZIP N T 7 4 » 7 72T I SETR, @hlidn—7T 1 V77013 AA v T
VITENDNT T 4y A TEET,

N—T > RsTZ7 74w O%6 . SGACL OHIL, sEEhR A MR INTL—T v R —
NSO IAAL vF BFIZTAA NI Ea—ar A, v FELEFT IV ERAAL vF) (T
Yo THEITENET, SGACL DiEHE V a— W ZHIZTHE, SVIA v F—T = A%
PRSI RTOLA Y3 A U F—T = A ATHANHBIBIZEDNI /20 £5,

AL v F T END T T 4 v 7 DEFAIE. SGACL OEHIIN—T 1 > THERED IR HL— 2
AYFUT RALVNDONT 7 4 w7 7a—TCETINET, 2HOEERR S — M
DV =N T T4 I DT —E X — T IR AL vF ETEITENT SGACL Dl
2, FOHFITT, ZoFITE, EBE, =B NT T 4 v ZIFAL v F U TS ET, SGACL
OFHENL, VLANINTAA v F 7 I3 v b FE 721X VLAN IZBEA T S 7z SV IZHE
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seacL o> o & Ack st [

BEEINDH ANy MCEATE ET, 7272 LEITIZ VLAN Z E IR A R—T NI T D0
ERHY E9,

SGACL O >4~ & ACE #i&ti&EER
SGACL THF TN > TV D5GE. 73 ATROFRZ LKL E7,
cEEIEF2 VT4 I N—TF T (SGT) LU SGT
* SGACL RV v —4
Xy v Ta harg AT
gy NCEITSNDT Vv ar
a7 A7y a i c O ACE IZH#AH &, ACEIZ—ET 2%y b3 ZicidégksnE 4,
log ¥ — U — R CRERINIZHRAID /37 v NI, syslog A v v—VEAERLET, HFion s
Ayt =L 5 MR CAERB LOME SNET, 2X 2 7%fs ACE BRlD Ty kb (r 7

A=V EAR LT AT Y b EFR—OFREEZRFD) BT 256, &K LTy ok
NEEM (hovH) L, LR—hEhEd,

X7 AT DI, SGACL KD ACE £ DHIIC log ¥ — TV — RZEMA L £, 7=
& ZIE, permitiplog d Xk Hiz72 0 £,

WIZ, FEILESEDSGT, ACEO—E FralE/midfELTr 7y ay) | BLUWW v han,
2% Y TCP, UDP, IGMP, B L WNICMP [EfxF T o7z RLET,

*Jun 2 08:58:06.489: %C4K _IOSINTF-6-SGACLHIT: list deny udp src port log-30 Denied
udp 24.0.0.23(100) -> 28.0.0.91(100), SGT8 DGT 12

show ctsrole-based counters =~ > K& L THRRTE ZBEFD 2L 22 D) SGACL #iqt
542N % T, show ip access-list sgacl_name =~ > K& ffifl L T ACE #EHEHR b FRTE £
T ZHUTOWTBIMREILED D £ A,

KIZ, show ip access-list 2~ REMH L TACE Z VY haRRT L2~ LET,

Device# show ip access-control deny udp_src_port_log-30
Role-based IP access list deny udp src port log-30 (downloaded)

10 deny udp src eq 100 log (283 matches)
20 permit ip log (50 matches)

Cisco 10S XE Amsterdam 17.2.x (Catalyst9200 X 1 v F) CiscoTrustSec I > 7 4 ¥alL—> 3> HA K .



Cisco TrustSec D E |
B versisseacL oz s

\}

GE) FHEFIT 74 v BB —FT AP, BLDOSGACLIZ—HLARWES, T 7 4 v 7133
EN, BAO HW-FFr[Dh o o 2R8I LE 5,

Wiz, EL® SGACL OEMEB 2R L E T,

SGACL R U —{Z ldenyicmpecho] T5— I8 ICRESH, TCP~v X —T5— 18 DFHEIE b
TI74 v BRHVET, BANRS— BIC—HTLB, FT 74 v 7B iemp & —E LW
B, NI T4 w7 IFFFATEN, B 5 — 18 D HW-FFA[h 7 o Z RN L £,

Device# show cts role-based permissions from 5 to 18

IPv4 Role-based permissions from group 5:sgt 5 Contractors to group
18:sgt 18 data user2:sgacl 5 18-01

RBACL Monitor All for Dynamic Policies : FALSE

RBACL Monitor All for Configured Policies : FALSE

Device# show ip access-lists sgacl_5_18-01
Role-based IP access list sgacl 5 18-01 (downloaded)
10 deny icmp echo log (1 match)

Device# show cts role-based counters from 5 to 18

Role-based IPv4 counters

From To SW-Denied HW-Denied SW-Permitt HW-Permitt SW-Monitor HW-Monitor
5 18 0 0 0 1673202 0 0

VRF 1t SGACL O ¥ >4

SGACL v A7 Au ZIZIZ VREEHRAEENE T, B ZIIHREHEINTWD 7 4 —L RiZin
2T, XU TERICIIVRFAR G ENET, B F o JERITRO LI I22Y £
7,

*Nov 15 02:18:52.187: $RBM-6-SGACLHIT V6: ingress interface='GigabitEthernetl1/0/15'
sgacl name='IPV6 TCP DENY' action='Deny' protocol='tcp' src-vrf='CTS-VRF' src-ip='25::2"'
src-port='20"

dest-vrf='CTS-VRF' dest-ip='49::2' dest-port='30"' sgt='200"' dgt='500"

logging interval hits='1l"

SGACLE®=% £E—F

Cisco TrustSec D HATE AL T, mﬂ%ﬁ\%:5%~P%ﬁﬁbf RY —NER L=
CBOICHEETAZ L 2MERTAEDIC, X2 VT 4R —%EHALRVREETT A ML
FT, EX2 VT AR U —RNERLEZEBVERELZWEGEAIZIE, E=4F— KB, 20/
2T DD A 1 =X 5L SGACL D 2 BN T HENIRY o —AEET
RSB L ES, Zhuc kv, FEEIT, RV —2EHATHRICRI > —T 27 a0
FERAZ X AR TE, IBROR) v—Nex 2 )T 0 EE2HEIZ LTS (22— n
FAESNRITIULY VY —A~DT 7B AIEREIND) T L EERTEET,

F=X U UHEEIX. SGT-DGT X7 LUt E7, KMGJ%“&%HF%% ﬁ
N TBHE, HET 73 ar DT I—REDACLHFR & LTEREENET, ZHhiZ
S&WL%?/&%&UD%/&Ti\&ﬁﬂs&mLﬁJV%kiDEO%@éﬂfwéﬂ
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gaekys—onsg [

ERRTEET, TRTCOEFE=FXNRBINT T 4 v 7 BHFAIENDT20, SGACL E=#F— K
TlE. SGACLIZ LA T —ERDOHIIH Y FH A,

EEal &R —DEE

TNARTIENK T TDHE, TV D Ned—v T 4 r—X Ol ITRRIES— D'
X2 T4 RV —ZEELET, 22507 1%, Vo723 FT L. Cisco TrustSec T
AAZAIDIEASNTY 7 X2 T 4o R —Z2HAEICERALET, Vs ot
802 1X FRFTERRRECRETEET, V708X a VT 4 8802.1X THDHLGA. %t?

IRREY — " ZE LT A AID ZFEHLET, Vo720t Xa )T 0 BFEEROLA,
BT TNAAID #ED B THLERDD £77,

nAL‘nE'H‘P‘/\ i/j{@% ﬁfé’ Li'ﬁ—

* Cisco TrustSec DEHEIRTE : N4 > M SGT 2T 5I12H720 . BF FARAL ANMEATE
BINEIMEIRLET,

cETSGT: ET7MNELTWAEX2 YT 4 JA—T%RLET, ETHEHETE RN
BlE. ET700ZELIETRNTONRT y MIZOSGT X 7S Ed, SGACL Y
7 O SGTIZEHEAHT GV TNDINE I T A APRFRETERWGA. 735 ATEE
P— NGB ERZEELTCSGACL 24 v rn— R+ 3880650 £9,

FFATHIRR - ARV > —OWIRA G D £ TOMEEZ R L ET, Cisco TrustSec 7 /34 A LR
U — R ZWIRNEINAHNCY 7Ly v adT b RERHD ET, 71 RET—F D
HHARNIIN T RITFIUTTEIEB L ORY v —F—% %X v v =2 L, U7 — MRICHE
FIHCcEET,

\}

GEX)  Cisco TrustSec 7 /34 AL, RBIEV—IMBHET OFEY RN O —2BETERWEAEIH
T, BINBOTFT 74NV s TI7EAR) —%YHR— T E5LENRHY £9,

KDKNIZ, NDACEB LU SAP rfvm—3 g 7ut A& RLET,
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B =s7—s0syo—r

4:NDACH LU SAPA T IT— 3y

Supplicant AT AS

Authentication Dl:l | Authentication >

4 Authorization A
Authorization >

7\

SAP negotiation

1g7007

BEF—20FY 00— K

Cisco TrustSec BiiZET — # %, Cisco TrustSec / — R & LTDOT A ADMRELX ZIETH O
CEVDOFERELIIARY >—TF, T34 A%, Cisco TrustSec K A A ANTHAANTIANT DB
W2, RREY — "I BBREET — & ZBUS L E 975, *%B@?—ﬁ %_’7*“\/“/1'7\ ICFFTHRTET D
Ly TEET, = & ZIE. Cisco TrustSec D> — K T /34 A FFEFE — " DIEREHRET D
MERH D FTR, ZOFRIT. T35 RABFEIEF—30 EEW%TE)*?‘*A YA NEEAHL
T, BB TA2ZEMTEET,
TN AL, BBRATIZ Cisco TrustSec JREET — X &2 U 7L w2 $THMERH Y £3, Fi-,
ZOT—ZOFEBMMBPENEIN T RITIE, RET— %%y vi=2L, V7 — MRIZEFIH
THIEHLTEET,
T3 A{ZRADIUS I LT, ZBREY— 0 OIROBRET — X 2 BE L £,
e —NRU R IV TAT 2 FRFEDHDRADIUS ERIZHHTX 59— DY 2 b (383
BILOHFAOM ) PACOY 7Ly valk, b0 —_"E20LTiThhET,

»L

*TRALASG EDT AL AABRPBEL T EF 2 )T 4 T —T
« FEhIIM] : Cisco TrustSec 7 /3NA ANEREET — X &V 7 L v v 23 HHE % A3 28

Ll

RADIUS ') L —#4gE
802.1X #REF 7 1t A T Cisco TrustSec T —® T 4 r—Fpua— a5 x5 TéT/\4?<
SUEE— R~ [P #fi 238 U T, UDP/IP T? RADIUS A v & — DOAZHLIZ 7A4xﬁ

FRREY— B AR Y = R RS TCE ALY LES, UL ]\7‘/\/1)% I IREREY —
/\&@IP? Li))fcﬁ< TH o ib\i“ﬂ‘}u Y7 b k—uunft‘ﬁ_‘—/\&@IP?ﬁ‘f)Lﬁ)fcﬁl/\i’E/\\
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IZETEUE PN

Cisco TrustSec (IA—® o T 4 r—2 %7V RO RADIUS U L—& L CTHRES A Z &
NTEET,

HFUH M. RADIUS U — D IP 7 KL 2L UDP R— & o4 —k T 4 r—ZITH
B72 EAPOL A v E—U %3 L, RADIUS #RAZ5ET LET, A—k> 747 —&i%, %F
L72 EAPOL A vt —726 RADIUS ZERAfliH L, Z41% UDP/IP Z i U CRRGET—/ T3k
FELET, BEE— 026 RADIUSISENIRD &, A—kr T 4 r—F1I A v&—%EAPOL
T =LA T 'L T, BB MZERELE T,

yoHh vxal)Fgq

U > 7 OMEAIC 802.1AE Media Access Control Security (MACsec) &7 — h L CWBIEE. &
Xa2UT g4 7Y — gy 7abhal (SAP) R x—a UNFETESRET, 7Y
v hEA—trT 4 r—H% ORI TEAPOL-Key NS 1L, B 5 AL —hDFRIT— 3
V. BX 2T 4 RTGA—ZORH, BIOF—0OEBENREITINET, ZNH3ODEEN
EFICHETTAE, BFa2UT 4 7V — g (SA) DHELLET,

VTR 2T RN=Var, eI A, BIORV 7 =Ry 7 $R— MIULLT,
SAP XAy — a3 VIFROENEE— KD 1 D& TEET,

* Galois/Counter Mode (GCM) : #dEdB KO 5bd » ZHEE L £7
« GCM #¥iE (GMAC) : #@BREdH YV, Wb LE2EE L £+

c W TR L ATl (2 VT TERALN) BREELET
« X)L BT RMEH Y | WEER L, B b LEfRE L ET

B TR L EBRL T R_RTOE— R T, Cisco TrustSec XhnD/— K7 = 7 BB T,

yootFxa) T4 HAD SAP-PMK DR E

FIE
ARV RFEREETIVa Y BHY

ATy 71 |enable FrHE EXEC E— A AT L ET,
E  NAT—=REANLET (FERIN
Device> enable =88

R 72 |configureterminal Ta— ) ar7 4 ¥al—a
Bl - FT— FEBLET,
Device# configure terminal
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ARV RFERETIVa Y

B8

ATvT3

interface type number

1

Device (config)# interface
TenGigabitEthernet 1/1/4

AVHE—T 2 A AEHREL, £ ¥ —
T A AT 4 Fal—T3g F—
NZBRtE L E7,

ATvT4

switchport modetrunk

1

Device (config-if)# switchport mode
trunk

o x 7 VLAN LA Y2 A X —
7I/rx%j:l§f€biﬁ‘o

ATvTh

ctsmanual

1

Device (config-if)# cts manual

CiscoTrustSec FEj1 7 4 F =2 L — 7
v E— RNERIBLET,

ATvT6

no propagate sgt
1 -

Device (config-if-cts-manual) # no
propagate sgt

BT 0 SGT W TE 2 WA, 2
avy FOnoBAEFEHLET, no
propagatesgt =~ R&EEMATH &,
A VB —T =2 ANEETIT SGT ik
Fanielen £7,

ATy T1

sap pmk key [mode-list model [mode2
[mode3 [moded]]]]

1 -

Device (config-if-cts-manual) # sap pmk

mode-list gcm-encrypt gmac

SAP @ Pairwise Master Key (PMK) &
fEE— FEFHE L E I, Cisco TrustSec
DFEFE— FTIE, SAPIET 741 b
TT 4 =T Mo TWVET,

o key : SUTHMBEAE CHe oK 32 307
D 16 HEAHE,

SAPEIED mode 47+ a > OFEMIITIK
DELEBY T,

* gcm-encrypt : BREE L UM 51k
GE) V70T TR
73 MACsec K51k % ¥
AN— M+ 555, MACsec
DFRIE & K5 ki Z
E—REBRRLES,

e gmac : iRk, K5tz L

s no-encap : 7 AL L

enull : 1 7L, F IR

b7z L

WAL

. Cisco 10S XE Amsterdam 17.2.x (Catalyst 9200 X 4 v F) CiscoTrustSec A > 7 4 ¥aL— 3> A4 K



| Cisco TrustSec DIHE

SKPICEBLAY— TR %y k7—0~0SeT0EE [

ARV RFERFTIVaY =)

GE) A H—TxAATT—
2 M bz T
TRWEEIR, T4V
k¥ X OME—{ FH ATRE 72
SAP ifFEE— N
no-encap 2~ > KT,
SGT (F¥ R — &t
Moo

ATy 78 |end CiscoTrustSec T 7 4 F oL — 3
i - v E®— R&#T L, i EXEC E— I
R £,

Device (config-if-cts-manual) # end

SXPIZKBLAL—TIORRZY FT—U~ADSCTDIE

i

IR hsD SGT DX ZAHFIZiE, N— R =TI LAY R — DB MNIE T, Cisco TrustSec
PEEIZSINT DREREN H > Th, X7 > MTSGT 2 7 fHiF 42— KU = THEREN 2T
WA ZARHE Yy NT—=ZIZhHDH5EERHY £3, SGTRHT m h=/L (SXP) #fHL T, Zh
5 DT A 1%, Cisco TrustSec It /N— Ko7 = 7 Z#5# L TV 5 Cisco TrustSec BT 5 /3 A
ZIZIP T RLAESGT D v By VA ETZ ENTEET,

. SXP i Cisco TrustSec KA A > =y PO ANT 7&®A LA ¥ T /31 & & Cisco TrustSec
RALADT A AR Ea—vary LAY TS A[MTEMELE T, 77X LA TN
A ZNIANTINr SOt 7 SGT Z ¥4 2 72012, AEBE(E LT 2314 A D Cisco TrustSec 72
EEFETLET, T78ALA YT A ZFIPT A AT vF 7B ((£ET) DHCP
AX = U TR L TCERETLT A ZADIP 7 RLAZFRE L., F0% SXP A L T%E
LT A ZADIPT RLABLIOSGT%2, T4 ARV Ea—a T840 ZZELET, Cisco
TrustSec X IGD/N— R =T #H272T 4 AR Ea— a3y T4 ALZDIP & SGT D

<~y B EREMA LTy MBS Y 7 &6, SGACL R Y v—ZH L1,
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Cisco TrustSec DHE |
B secsaLsicv—75€2 29 b9—9~0 S6T OEHE

5:8XP 70O FaJLIZ& B SCTIERDIGIE

SGT tagging

S|P 444 SrcIP=1.1.1.1/SGT =3

— — 4

25—

S¥P protocol exchange

Cisco TrustSec

IP:1.1.1.1: 3GT:3

IP:1.11.2: 3GT:5
Cisco TrustSec capable software Cisco TrustSec enabled software E
Cisco TrustSec incapable hardware and hardware =

Cisco TrustSec /~— K7 = 7 R — b xfH4 DT & Cisco TrustSec />— K7 = 7 PR — hxf
GO T O SXP #fild, FEICRETLHI2MLENH Y £7, SXP kAR ET LA, K
DVEEEFITTHVLENDHY 7,

e SXP 7 — % OFEAME L RGENLEIZ R DA1E. BT T35 ADMHFIZF U SXP/SAT —
RERETDHLENDY £9, SXP/YA T — RIKAE T HEGICK L CTHH/RICERET S 2
Eh, TAALRACK LT B VLICRETHZ B TEET, SXP/XAY— REINAT
EHD EFEAN, HEHTLHZ EEHERLET,

BT A SXPHEFHTISXP A —H—F721LSXP U AT —L LTRETAHALENRHD £
T, A= — TS L) AT — T3, AT IP-to-SGT 1HHAZIE L £,

¢ EFILIP T RLAZBBE L TCEET OBMRTFIZERLEZY, BHEDOERETLIP 7 KL A
EREL TWARWETERICAHLTT 74V bOKRETLIP T RLAEZRELIZVT5Z
ENTEET, BEILIPT RLAREZEE LRWEGS, 731 AIE T~ OA X —

T2AADIPT RLAZERALET,

SXP IIEH DRy T HFF I LET, DF V. Cisco TrustSec />— K7 =7 PR — hxf&sk5
A ZADET M CiscoTrustSec N— K7 =7 iR — DO RANTHHDHHEE, 2HZBOE T 13—
R = 7S ETICEGETHETIP & SGT O~ v B FIEROGIHELZMHGE LT, 3HFHOE
T ~D SXP Bt R ETE £, T/ AL 1 oD SXP HEfE TILSXP U AF—L LT, Blo
SXP #ifst TIZ SXP A —H—& L TRETE ET,

Cisco TrustSec 7 /XA AL TCP F—TF T T A4 7 A W= A LZMEHL T, SXP BT & Ok & #t
FrLEd, E7ERAMFEZIIEIET 72012, T35 AR E A RE2 R THIM 2668 L
THHRD I T 20, RN RENLHIRIND £ TR O 20 K LEITLET,
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I Cisco TrustSec DIHE

JE TrustSec
VAR— bk

3k TrustSec SO R /X= > 7 DD LA ¥ 386T b5 2k—+ [l

BHDRNZDTDE=HDL AV 3SGT 3

237w N D3JE TrustSec & 564G & L C Cisco TrustSec N A A > & @5 &, Hi77 Cisco TrustSec 7
INA RIS AR Y 8T — 271287 kN EERET D RIIZ Cisco TrustSec ~ v 2 —3 KL OV SGT % Hl|
BRLET, 270, ROKIZTRT X2, 2~ v EABIO Cisco TrustSec K A A > ~D /A E
(28 %3 TrustSec N A A v Zi@ihd %721 D&, Cisco TrustSec L ¥ 3 SGT k7 > AR —

MEREZ M L C SGT ZAfRr C& £9, Z OHEETIZ. HiJ Cisco TrustSec 7731 A i, SGT
DA —%aFLESP ~y ¥ —%HH LTy e 7TEMbLET, BTSN

7> MR Cisco TrustSec K A A NZE|ZET 5 &, AJJ Cisco TrustSec 7 /341 A X ESP 1 7

AL ZRER LT, SGT O3 > M &R L E T,

6:3E TrustSec FA A VDRIN=2 Y

.-'/ q e;
\ % - === Unprotected link
'3 ' —— Protected link

e @ ,'% I " TrustSec

" TrustSesc -
domain it

L 4 2 -
e 1 a — Foi domain
e =¥ F— \
’.* f — .
.-Ii___. R - /- \
<& Mon-TrustSec ™/
- [ domain L[ -
-t ™ |
T SRR S -

Cisco TrustSec L' ¥ 3SGT 7 AR — K &HAHR— 457D, Cisco TrustSec AJJF 721X
HAOLvA ¥ 35— b A & L THEET 29T XTOT /31 AX, U E— b Cisco TrustSec K A

A ORI T Ry M EROLOFEBNORN SN TRy Ve —ERRTHRNT T 4
7R V= T AR R MR T DTN H Y 9, Cisco Secure ACS 76 HENIZ A 7

0— RCERWEE, XA AT LT — I RXR—A = FEHCHRETEET,

THA AT DDOHR—= bbb LA Y3ISGT h TV AR — T —=H ZEFEL, HOR—FTLA
¥3SGT F 7V AR— T — X EZETEETHN, ANBIOHE A — kDM J5753 Cisco TrustSec
XIaD/N—= R 2T THDH I EBNNETY,
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Cisco TrustSec D E |
. Cisco TrustSec JEX IR A v F 4 ELa—)L®D CiscoTrustSec ') 7L 4

\}

(GE)  Cisco TrustSec 1Z LA ¥ 3SGT b T LV AR— DA 7B v FEEES(LLER A, FE
TrustSec N A A Zi@iw T 537 v M RH#T D722, IPsec 72 E D DLRH#EF AR E T
S

Cisco TrustSec IERA IR A v F 4T T a—)LD Cisco
TrustSec ') 7 LU A

CiscoTrustSec KA A DI AT A AL, IROWNTINNDE A TDAAL v F 2 TEY 22—
IINEFENTWDEERH Y 7,

* Cisco TrustSec k% : /»— R = 71X SGT DAL L OMEHEEZ VR — L FE T,

* Cisco TrustSec-Aware : />— R 7 = 7L SGT DFFAB L Me#E 2 AR— M LEEAN, ~N—
RO =713/ FOEETBE L O%65E SGT 245 ET 572 DICHMR 2 EITTE E9,

e Cisco TrustSec X/t : N— R = 7 ILSGTOIARB L WMz R — M, "—Fo=x
TR TSCT #4ETHZ L b TEEHA,

A A FIZ Cisco TrustSec ks D A — INA P2 DU nNEGENDHEAE. REAAL v FHD
L 42— Cisco TrustSec FERGAA v F 2 7Y 2 —MIxIT 572912, Cisco TrustSec V 7
L7 ZiERe &l ©& 9, Cisco TrustSec J 7 L 7 %% SPAN % {# ff] L T Cisco TrustSec FE %
JCAA T U T 2= IVINED N T T v 7%, SGTOE Y M TEIOFHADTZDIZA—X
NAYPZ DAY 7Ly RLET,

2ODHAIZHHIAY T — F (AR L OHA) 1F. CiscoTrustSec U 7 L7 # THR— hSh
F4, T4 MINVTRDOY T LI A F—T A TRWE 2T F— KT, Cisco TrustSec
ANTDYV 7L 721X, TAARNI Ea—va A, v FIHELTNDET 7 EARAL v F TH
E S, CiscoTrustSec tH /1D U 7 L7 137 4 AR Ba—va A v FTREISNET,

ATD)ILI 45

Cisco TrustSec AJJD U 7 L7 %1%, Cisco TrustSec FEXf I A A v F o 7Y =2 —/LI8 Cisco
TrustSec KA A > DT VIZ&H Y | Cisco TrustSec X G D A— /SNNA P2 DT v 7Y U
AR — 723 Cisco TrustSec X7 4 A Y B a—a IR LTS, 77 BAZAAL vF TH
ASNFET,

CiscoTrustSec AJD Y 7 L7 Z DFREZZ T ANDITIE, ROFMZG 2T LERH Y £7,
o A== A H 2V LR Cisco TrustSec X TRIFIUTR Y A,
« Cisco TrustSec FEXTI DFC 1%, T XTERNA 7ICTHLERH Y £77,
» Cisco TrustSec H /1D U 7 L 7 X ZAAL v F EIZERE L7RNTL Z S0,
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| Cisco TrustSec DIHE
LV |

* Cisco TrustSec A1V 7 L7 X %5 4 &—7 /L2 9 BRI, Cisco TrustSec FEX i A A~ F
VT BV a— VOB ECDLMERD D T,

HADI)ILIE

Cisco TrustSec 177D Y 7 L7 % X Cisco TrustSec IEX A A v F U T 2 —VINT 7B AR
A FITRATHLAXIOT v 7V 72 EALT, T4 A M) Ea—var A v FITHE
EINFET, CiscoTrustSec HAIDV 7 L7 XL A¥3IDT v 7V 7T THR— IS,
LAY2A B —TxA A SV, ¥ 7 A4 L Z—T A A FIF P RATIEAR—FER
IRNDT, NAT 77 4 v 7 TEYR—-FShEEA,

CiscoTrustSec H 1DV 7 L7 X DFFE#Z T ANLDITIL, ROFMBEEFT-THERNH Y £,

¢ A= R—=NA P =V FIEDFC DAL vF 2 F FY 2—/LIA Cisco TrustSec X fis T
HAIVENRDH D FT,

e Cisco TrustSec 1%, A—X—RAHPF =P D7 v 7Y 7 iR— ;£ 7-1Z Cisco TrustSec
KSDFC AA v F v T L a—NVDIHN—T v KA F—T 2 A ATA =TI LA
WTL &Y,

* Cisco TrustSec iV 7 v o7 2 %5 ¢ w—7 /LT BHEIIC. Cisco TrustSec FEX[ I A A » F
VT 'V a— VOB ECLMLENRD Y T,

* Cisco TrustSec ASIDV 7 L7 ZIAA v F FICEELRNWTL ZE0,

VRF-Aware SXP

BRN—T 4 v TBLXO T+ T —F 42 (VRF) @ SXP DFEHE L, ¥ED VRE & SXP #i5
/34> R L %9, Cisco TrustSec &1 F—7/VIZT LN, *v hU—7 bR YRLAY
2FEIFLAYIDOVPNIZKH LTIELSREINTEY, T 3TD VRF RREINTND D
EEAHEE LTWVET,

SXP VRF R — K, ROXHICFLDHDHZENTEET,
1 DD VRFIZIX 1 DD SXP i DI m /31 RTEFET,
« B> VRF REHET D SXP BT 723X ETIP 7 RUAFFOR[GEMENH Y 97,

« 1 O® VRF THH GEIMEZITHIER) SH7ZIP-SGT~ v B> 7%, MU VREF RAA T
DHFHFTEET, SXPEERITR/RD VREICNAA V FENT -~y B 72 BH T 4
Ao SXP #4573 VRF T T L7e WAL, £ ® VRF @ IP-SGT v v B 71X SXP 12 & »
THEHFINET A,

e VRF Z L IZEHDOT FL A 77 I U R R—FENTWET, D=0, VRF KA AV
D 150 SXP £ N IPV4 I L OV IPV6 M 5D IP-SGT ~ v B> VARt TE 9,

¢ SXP IZ1Z VRF H7- 0 OB L OVIP-SGT = v B2 ZHOHIBIZH 0 £8 A,
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Cisco TrustSec D E |
B L v 2VRF-Aware SXP &5 £ U VRF %I Y T

L 14 2VRF-Aware SXP 5 KU VRFDE|Y BT

VRF 725 LA % 2 VLAN ~0O#| Y 24 CiL, ctsrole-based 12-vrf vrf-namevlan-list 7 o — 31
a7 4 Xal—Taryavy RCHRESNET, VLAN X VLAN EIZIP 7 RLUARERE S
NIeAAL TR o H—T =4 A (SVD) D372V RV, LA ¥ 2VLAN & RSN ET,
VLAN @ SVIIZIP 7 RUANFEESNDS L, VLANIZ LA Y 3VLAN (272D £,

ctsrole-based 12-vrf =2~ RCERE 472 VRF E Y 4 TiX, VLAN2X LA ¥ 2VLAN &£ LT
MERF SN TCWAMIET 77 4« 7 T3, VREFOEID K THRT 77 4 772z, %8 L7z IP-SGT
NRA T 47 VRE & IP 70 ka3 boX— g AT Dz 8~ — % (FIB)
T—TIWZBMENET, VLAND SVINT 77 4 712725 L, VRE 775 VLAN ~DOE| Y 4
THIET 7T 4 712720, VLAN THEEH SN2 T_XTO/3A > R23 SVI O VRF (B HE AT 5
N7-FIB T —7 VBB S E T,

VRF 7°5 VLAN ~OEI ) B CTik, BIV Y THRIET 77 4 717> THRFEEESNET, SVIA
HIBR S 47z, FESVIDIP 7 KL RADRENMRR I NG EICHT 77 4 7l ShvE T,
BT 774 7lesni=A. IP-SGT /34 > Kix, SVI @ FIB |[ZBEfH T 47 FIB 7—7 /b
5. ctsrole-based [2-vrf =2~ FIZ L - THIY YT o7 VRE IZEESHT 417 FIB 7 —
TMIRENET,

Cisco TrustSec DHEREERE DI E

ROKIZ, ZOFY2—/LTHMT HHEDOY UV — R B L UBEEFREZ L ET,
INHOMREIE, FHICHR SN TORVIRY | SASHIZY U —RDEDOTTOY J—AT
fEHTE £,

1) =2 tre HREIEHR

Cisco 10S XE Fuji 16.9.2 Cisco TrustSec Overview | Cisco TrustSec 1. B TX 5% v |k
T—20 TNAAD KA VEMESLT D
Tl oTER AT Xy N U—T &
MELET,

Cisco Feature Navigator Z i f425 &L, 7T v 74 —LBLONY 7 b =T A A= DHR—
MEHRZ IR TE EF, Cisco Feature Navigator (213, http:/www.cisco.com/go/cfn 7257 7 & A
LET,
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=9=
=% =R

REST TD SGACL LIREBET—2DF Y
O—k

ZDFEY 2—/L T, RESTAPI TO SGACL BXUBRET —# DX v m— RIZOW A
LET,

« REST T®? SGACL L EREET — X DX v v a— RORHEEMA (21 =)

« REST T? SGACL LT — 4 DX v u— ROFRIEE (22 X—)

« REST T?D SGACL LEEET — 4 DX v ra— RZETLEHR (22 —)

« REST T?D SGACL L BT — 4 DOX v — RERET HHE 27 3—)

« REST T?D SGACL LEREET —4 DX v a— R (32 3—)

« REST #% /& C?D SGACL LEREET — X DT /Ny 7 (33 _X—)

« REST T? SGACL L BT — 2 DX w7 o m— RORER (34 ~—)

« REST T? SGACL L BT — 4 DX v u— ROMAERIE (34 <X—)

REST T SGACL L IRET—42 DA H o 0O0— FORMRE
15

« Cisco Identity Services Engine (ISE) DO/N— 3 (X2 7 UBTHILENRH Y £,

e Cisco TrustSec X htnT 23 A A%, Cisco I0S XE Amsterdam 17.1.1 AED U J — 2 2 {FH T %
WVBERH D 9,

*CiscOISEDR Y U= FNAAREZHEHLT, Xy NT—=T TN, ZADIPT KL A
(NAS-IP) 725 @D REST APl 2 — /L& FFA[ T D EZ GO HMEN B Y £3°, Cisco ISE
RETIHESNIZT /N, AID & /RA T — RiZ, CiscolSE~DRESTAPI 2—/L %47 9 F v
NT =7 FNRA AL > TCa—HFHERAT— L L TEENET,
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REST T SGACL L BHET—2 D4 a—F |
B resTcoseAcL LBEF—50F YL O— FORIKER

REST T SGACL L IREBT—42 D4 oO0— FDHIFNE
i

* Cisco TrustSec DFRA[ZE T (CoA) 1X. v b=/t L TRADIUS AL ET,
*ERS #— "R —F E LTHR—=FEZNDDIIHAE—F 9063 7217 TH,

* Cisco IOS XE Amsterdam 17.1.1 TliZ, ¥— K X—F 4 38FE/ (CA) FFHAEITZYVR—F S
TWERFA, BEBATEHEZEOLB Y R— I TWHET,

o P NOFEHERIT. BBET—F0) 7Ly aBIIRE SN EE A

* Cisco I0S XE Amsterdam 17.1.1 TiZ. IPv6 — N3V AR — X TV EH A, Cisco IOS
XE 17.2.1 TiX, IPv6 V=B H R —F I THET,

* Cisco I0S XE Amsterdam 17.1.1 TiX, =T IZ 1 DD P4 T FLADOHENYHR— kX
ncTunxd,

e = NT LT 1 DOEES KA A 4 (FQDN) OANYHR— kS EzT,

REST T®D SGACL LIREBT—42ND Ao >O0—FKIZET 5
155 R

REST TD SGACL L IRIET—2 DA oO0— FDOEE

Cisco 10S XE Amsterdam 17.1.1 LA U U — A TlX, Cisco TrustSec (%, Cisco Identity Services
Engine (ISE) MHDRIY —D7nbya =7 LEgis — 5@77VD%F’R%TN%
AD KT UAR—F7a ha vz LET, RESTNX—AD 7 1 b a)/UXLeMEITE,
RIOY Y —ATHHAINTWAZRADIUS 71 k2L X0 & [FHEMEO &S ﬁﬁt%:)74
IN—TT Ay ba—LYRAL (SGACL) RV v —BILUOBRET —¥07neva=
v ERME U E S,

Cisco TrustSec 5 — # @ REST APl X— 23 L TNRADIUS “X— A D X 7 11— RO S5 8P 7R —
FENTWET, 2L, 1 DDT RS, ATT VT 4 7I2TE5H7 v hadl 2720 T,
Cisco I0S XE Amsterdam 17.1.1 TiX., REST_X—ZAD 71 ha /L)X F 7 3L T, 7277 L
ctsauthorization list 2~ > RZHETH I & T, 72 ha/L% RADIUS ICAE T £7,

(GE)  Cisco TrustSec DFEA[ZAH (CoA) (X, Bl&#Hix 7 v h=2/b & L CTRADIUS ZfH L £,
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| REST T SGACL LBET—4DAYrA—F
Cisco TrustSec IR T —4 .

CiscoTrustSec EX = UF 4 FNA—F TR ar ka—) J Rk (SGACL) L8BEEST—%
X, RV —DA A N=NBIZT I T 4 TTNA AMB AR A TR AR S E
4, 7777 L. RESTAPI ¥ E -3y a s iixf v F A —A"—HICRBENEE A

Cisco I0S XE Amsterdam 17.1.1 TliZ, =T L2 12D IPv4 T KL AD LB R —F ZT
WEJ, Cisco I0S XE Amsterdam 17.2.1 LAED U U —ATlX, =T LIZ8ODIPv4 T KL
2L 8ODIPVE T RLANRYR— K ENTWET,

Cisco I0S XE Amsterdam 17.2.1 Ti. Cisco TrustSec 7 /34 A& Cisco ISE 725 D 429 i & o —

REZIF ANET, ZOIREa— NiE, BWAMICRS & CiscolISEIZL > THEESNET, Fr
EDO— D495 Ea— ReZET5E, T AFY—"ETy RELTv—2 L, VX
FADOKDY—sN (FT7A_X—NEI ATV 7)) IOV BEZXET, ROFFITIL 60 B%
IAThbiEd,

Cisco TrustSec IZIET—4

BT — 1%, Cisco TrustSec {EREA Mt T D EHT — ¥ TR SN E 3, T/31 205 Cisco
ISE ~DBREET — X ERIT, ROT—F THEINET,

« TRA AL TNA ADLRIERTELET,
« TA AKERE BINT — X BfEELET,
Cisco ISE 205 T /3 A~DEET — X INEIT, ROT—X TR SN ET,

e TFNRAADEX2 VT 4 ) —TFFT (SGT) : T /34 A4 IZH-3 T Cisco ISE 72 5 B
BEnEd,

o — XU Z | : Cisco ISE THiE X472 Cisco TrustSec &— "DV A M ERRLET,

*SG-Name 7—7/V : SGT & T3 AL DB DO~ v ¥ 7 EHF R LET, SGTIIEFTTH
TREN, TAAL RAZITTFA MNERTCHERENET,

e U T Ly v alfl] RET 2BV 7Ly v a SNAREEE R LE T,

2YRI—=DTNARES—NEDAYyE—2T0—

WOKIL, Fy T —7F 8 2 H— [l REST = — /L OFEGEEHZ R L TWET,
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B <77 q2e9—rm@oxvt—vTn—

REST T SGACL ERET—4 04—k |

7: 32y FIT—O9FTNAREH—NEDOAYvE—ST0—

Network device

Cisco ISE

Cisco HTTP HTTP Cisco
TrustSec Client TES TER HES TGE Client TrustSec
SGACL/env-data request

!
> SYN
o
SYN - ACK
<t Q
ACK
Certificate T -
validation TLS handshake (client hello) Retrieve
T | [ > SGACL/Env-data
( Username
\ - TLS handshake (server hello) )| password “_\I
| [ validation J
REST POST hitps:server-ip:9063/apiname €<
(Username, password) /’
< > -
JSON Parsing
9
\
P TLS connection close FIN, FIN-ACK, ACK )

* Cisco ISE REST API #h—E A%, AA— |k 9063 T Transport Layer Security (TLS) 1.2 H—
EIITTHEX 2TV vy NTEITESN, SGACL BXUOBRET —# D31y hT—27F N

A AR AZMNE L F9,
o FNA AT XD TLS R ORESLIZIE [MakeorBreak] O7 7 —F MR &L, T34 &

& Cisco ISE DRI AK#HI 72 TLS #6513 H 0 8 A, TLS B L S T-14.

Z D

LT, T4 ZAMBEED Y 2 — Z @ Uniform Resource Locator (URL) (ZEE D
REST APl = — /L 2% ET& £9, T 3TOREST ERMUELE NS &, = B0
TCP-FIN A vt —UIZ Ko THf A Il S E T, #H LW REST API 2 — /L &2 K53 51T
X, =D LW AL T O ERNH D £,

o T8, A/ Cisco ISE ~D REST APl = —/ L%, TCP ##t DML CRtGE N E 4, T/
A AW D NT HEE

o 2—HH L RXAT — R F_TORESTAPI =2 — /LT,
(URD) ~DT 7 v A%ERT HEO2—V 4 L RAT — REEG
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T[T B0, T ADIP T R A& LT Cisco ISE iR &

THUENHY £3, CiscoISE THRESNTWARWEREITLIP 7 R LA 5D TCP HrEE

RiFFmy7sn, BEEv 7 BMERShET,

J »— Z @ Uniform Resource Identifier
AEEEDAMENH Y £,



| REST T SGACL LBET—4DAYrA—F
#ys—y—nozErRze [

CORFEIZ LD b= NIREEIZY VY —ZA~OT 7w AL G o0 EREEST
LMERETEET,

* CiscoISE & O TLS B & IE W IZHENL T D1TIE, — BT 272012, T35 AT —
PNFEAEZEA F7IXPEM & F 7 A AR A > k& LT (cryptopkitrustpoint =2~ > R & f#
HALT) A A=AV TLHRERHY £, b—NGEAFEDOT 4 o T—7V » FETITE
L DIETI AR—EIL, NTARKRA L FNDOTRA ANZA VANV T HMERDHY F
T, P NFEEHEOME R — DA VR — MILEDH Y £H A,

« TLS B DFEL . T /3 A EOHTTP 7 74 7 > M, EE S iz ¥ — AT CiscolSE
~@ REST = — /L ZBtA L £,

R —H—/NDEIREE

#H D HTTP 7R U > —H—,328 Cisco TrustSec 7 /31 AR TEINTWET, P — 308K X
nNdHxE, THRALATIZOY—RNEFHL T, =B F v K& LTv—7 END FE TCiscolSE
ERVELY LET,

P — RXOBEIRITIT 2 ODE A TBH Y F5,

CJEFFER D O 0 ZHIIT T 40 FOBETY, = SBRESNIER (N7 v 7
Y=Y R b)) E@FFvrn—FENEER (774 _X— =0 X ) T@ERSHh
FT, P—ARBREND L. ZOT A ART vy FELTv—7 ShDETHHA SN,
ZTORIZY A FDOROF—"DERSNET,

RET—ZNERICHA Ty — &N, =T X SPEHARRICRD E, ZbDH—
ININT T A R—= h Y=Y X MBMENFET,

T UBE DI NGBIR TN, ATHEEOHTTP AR Y O — P — BB ESN TV DHEHE,
WCHRANCERE SN2 — "N BIREND &, 1 DD CiscolSEA v A H » AN BATRTIC 72
HLHREMENH D £, ZORMERERET DI2IE, KT A ATT U H LI —_"ERIR L
FT, TUXLRBFENT AL AL o TERIIL, ZOFFITESNTH— IER X
NET, TXAARATLIWCT U HE LR FEZTEERT DI, T34 AO—EHDOR—RID &
Cisco TrustSec 7’22 ID i/ L CTHEE Y = L—Z Z#HIL L £9,
= NPBIREND L, =BT v RELTY—27 EINDET, UBEOTXTOERN
OV —NIEFEEINET, V=BT v RIZRb L, TJU X LR —"ERa Yy 7R
WROT FATH—NERIRLET, HLW—NERIRT D56, 7277 47—
W7 R — NiRBnEnEEA, —"FBIL00DIEED 7,

BIRESNTo == (B SNTZEE) % (T 7 7 4 7 — D% .

P—REIRO Uy 7 2T X AFRUITERET HI2IL, ctspolicy-server order random =2~ > R
AL ET,
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REST T SGACL L BHET—2 D4 a—F |
B+ trrrizomRIoex

H—NEIP7RLADZFERTOLEX

Y= _"BRDNEFIX, 7T A X— =YX (—=NV R T r—RFO—HE LT
fB) . "7V 7Y=L (REFHT—) DIETY, ZhbDOY—U X FNHTOIE
X, ctspolicy-server order random =< > R3HEZhNE 5 INTHADNT, T X L7RIE
TIHEFEBYVEROEL LR 7,

CiscoIOSXE 1721 LI U U — ATk, =T LIZEHD P (IPv4 & IPv6 D7) 7 R
LANYR—FENRTWET, IPEIRDIERFIX, IPvd 7 KL A, IPv6 7 KL A, FQDN DJ[H
<7,

T varyTiEH, = EIP T R ADOEROEAAIT OV T L E 7,

L FALRERDTT = T o7 THL. ATV s @EHFR) U R MpbY— 7%
RSN ET,

2. ctsenvironment-dataenable =< R3RTE IV TWBEE. T8 AT/ T ) w7 H—
NWEFEHLTCiscolSENS T4 _X— =R X 2Xyra— RKLET,

3. TIAR—=FU R INEEFICZETDLE, BDOT X TOERIITIFTAX—F) R
HERLET,

4. P—NEPT RLARAZERTLHE, T RIT—RLIPT N AOHEE DY ZE
FALTCiscoISE (2855t LE 9, Z OV —NF, ISEOESIZEMT 5 F T Cisco ISE &
LOEY LET,

5. TIAN—LNYRANNDOBIET 7T 4 T — D BISE R R Lino i, T4
A ZZY A MHROERDY— N8 Bz £, %—Aﬁmwfﬁméhtﬁn\m%w
0y Z IR YIOBIEFRE/R IP £7-1XIPv6 7 LA Z BB LFE T,

6. Y—ANEIPPT RFLRAEZERTLL, TS RFIF VT HETHEHSNET,

7. TIGAR=FJAMNOEDOY—NIZHRIFETE2WGEE, T R RT Y w7 R
MNP — N~ AR ET, V—RNAS v F T ury s L IPERNIT, T4
NR—=KYJRRLEATY 7 JRABFTRHLTT,

8. P—ROEFT, VY—_NURMRNY 7L yiadhizeEizorfibhEd,

0. TIAR= PP —=RY R ERTY oI —R_U XD HFOT T — 3535 L
TWAEAE., TARALRTIY—REIPT FLAOEIRO v 7 2T F A _— FJ 2 NI
BENOREEI L £9,

10. BEDOV— L IPT RLZADMABEDOREIEENRET L L. T35 A% 60 REIFHE
LCHLH LWHAEDLEZRITLET,

Y—\OAMEF IV

P —RNNFEL TWEHEE 9L, BEET —# £7213 SGACL E k% Cisco ISE 23X L7
ZHRlENET, =B —NU R DO—F L L THREERIFTFY Von— Fani%kid. A
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| REST T SGACL LBET—4DAYrA—F
REST TO) SGACL L BT —4 04 0— Fa&Ed 55% |

MR O 7 = —X13H 0 E8 A, T 74N O —NR2TF—FZ 2T, TRTOY—RF A7
THZTT,

FER AN Cisco ISE IZREE &, — NICRBETE WS, FHRITCEN Kb EHAE, T —
NIF Y RREBICBITLE T, —NBRo Yy 713, RIUH—REERDIP 7 FL 2 (B3
DT RUARFRESINTWDEHA) #3IR LT, CiscoISE BERDKDE Y FEERFELET,
F 34 AP Cisco ISE 70 HIBAMIGZE (HTTP429) % E L1746, vy 713U 2 FNOR
DY — 5@ L E T,

P— L, WONWTNLOBEATT vy RELT~—27 ENDAREMNH Y £,
WEINZIP T RLRIZEETE /20,

« W= FESNIELL R0,

«IP7 RLAZFFDCiscoISEA Y AZ LV ANRK T LTND,

* CiscO ISE ~DA V' H—T = A4 APFL T LTINS,

« Transport Layer Security (TLS) o R = A ZIZRK LT,

cHTTP L AR ADX A LT T b,

s RALVAPELLSFEEIN TR (RAL UAMERA SR TWDAER) |
P NTHHIIP T RL AL FAL U HOWGPRESH TSR, FHIIP T N L AN E
FINET, #HIIP T RLANDIRERRWG S, T3 AT RAA 4 TRITLET, #

BIIP 7 RL AL RAL VADOM G #E0RINEEZE L2WGEE, —NET v RELTw—
7 ENET,

TITARXR=FJ A RDTRTOV =BT v FELTw—TENDE, TS RFIRTY v
VARZERALET, HVOTRXTOV =" 7y FELTvy—2r b e, FIEAT=XA
MBI ENE T, T/31 AL, KD Cisco TrustSec ZEsR (KU —DV 7L v o, BRET—
ZOF T a—REFTYI 7Ly vakd) ZFEL, 3 XTO—RE27 744 7L LT~y —
JLCH 7 ra— REHRITLET, # LU Cisco TrustSec HRD [ U H =720 G4, H—
NETFy RREEOE FI2/20 £77,

REST TD SGACL L IREBET—42 DA O0—FEHRTET
s Vabs

A—HRZENRT— FDERE

TNA A TRET HHNT, CiscolSE Ta—H4 L/NAT — RZ RESTAPL T 7 2 A Dw 7' A
UIEHE LTRELET, FEMIZ OV TIX,  Cisco TrustSec Policies Configuration| (D
[Cisco TrustSec HTTP Servers] £7 3 a3 V2B L T Z &V,
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B - veeizo—rows

\}

REST T SGACL L BHET—2 D4 a—F |

GE)

ctsauthorization-liss =< > FZf#f L T RADIUS X—ZADERE X AT L7= & £IZ HTTP X—

ZDHERRDT TIZHANZ > TNDS, 2 Y —LIZIROTT— A v E—IURNFERINET,

Error:

'cts policy-server or cts environment-data'
Disable http-based configs, to enable

related configs are enabled.

'cts authorization'

FIE

AT RFERIEFT7TII Y

B8

&M

enable
1 -

Device> enable

¥i#E EXEC T— &AL £,
e NMRAT—REANLET (FERkEh

=5a

o

ATy T2

configureterminal

1

Device# configure terminal

Ja—N)L a7 4 Falb—g v
£ — F%Fﬂlﬂﬁébi\j‘o

ATvT3

cts policy-server name server-name

1

Device (config) # cts policy-server name|
ISE-server

Cisco TrustSec R U & —H— " EZFRIE L.
RIS —HP—R a7 4F¥Xa2l—3
v E—FEHELET,

ATV

exit
1 -

Device (config-policy-server) # exit

RY—P—=R a7 X2l —3
VE—FRERTLT, Ze—rL a2
T4 X2l —2agrET—RNIREY F9,

ATy Th

cts policy-server username username
password {0| 6|7 | password} {password}
1 -

Device (config) # cts policy-server
username admin password 6 passwordl

DR SR — RERE
GE)

LET,
TN ZATEHET DR,
Cisco ISE TZ D —H4 L%
AU— K% RESTAPI 77/ &
AHOB TA AFHE LTHE
KT HHERHY FT,

ATvT6

end

1 -

Device (config) # end

Ju—sLar 7 4 ¥al—vay
E— RZT L, FrHE EXEC £— NI
R0 ET,
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| REST T SGACL LBET—4DAYrA—F

AEAE S ERDERTE

FIE

anzzgoxz ]

ARV RFERETIVa Y

E:)

&

enable
1

Device> enable

ke EXEC E— N2 B L ET,
e NMAU—KREASNLET FERkEh

-6

o

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
E— FEBBLET,

ATvT3

crypto pki trustpoint name

il -
Device (config) # crypto pki trustpoint
mytp

T A MRA B LORRE S 44 0l
ZFESLT, CANTZARKA L Fav
T4 X2l —varEB— FERBLE
j‘o

ATvT4

exit
B

Device (ca-trustpoint) # exit

CANTFAIRA v har7 ¥ lb—
YarE®E—RETL, Fu—rUL o
Y74 Falb—TarE—RIRDE
j—o

ATy TH

crypto pki authenticate name

il -
Device (config) # crypto pki authenticate
mytp

kR (CA) FEMAEZHUS LT, F8GE
LET, GEAEZ s T—7Y v &
F v 7T HLIRDOENTZEE. FEA
ET =TV eF 2y LE
7

GE)  CAFEFAER=a 74Xl —
YasildTTice—REn<T
WAEE, oo NitAt
g T,

ATvT6

end

1

Device (config)# end

Jr—sL av T 4 Fal—va
F— F&#& T L. M EXEC E— FIZ
RO ET,

Cisco TrustSec /R 1) —D A HO— K

ctsrole-based enforcement |, Cisco TrustSec RV v —% 7o 11— R4 5 L )T TICRES
NTWDBYLERSH Y F7,
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. Cisco TrustSec 7R!) o —DEHoO— K

FIE

REST T SGACL L BHET—2 D4 a—F |

AU RFEEETIa Y

E[:)

ATy T

enable
B -

Device> enable

¥iME EXEC T— F&EAIC L £,

e NRAT—FREANLET (FERE
nN=%48) .

ATvT2

configureterminal

1 -

Device# configure terminal

Juaua—)ary7 4 Xal—g v
T RFERMBLET,

ATvT3

cts policy-server name server-name

1 :

Device (config) # cts policy-server name
ISE-server

Cisco TrustSec R U o —H— RZRIE
L. RVv—H—nNar7 ¥zl —
aryE—REMBLET,

ATv74

address domain-name name

&1

Device (config-policy-server) # address|
domain-name domainl

RY =P —RDRAL DT FL
AHEFBELET,

ATy TH

address {ipv4| ipv6 policy-server-address

&1

Device (config-policy-server) # address
ipv4 10.1.1.1

Device (config-policy-server) # address
ipv6 2001.DB8::1

RY =P —_D IPv4d 721X IPv6 7
RLAZRELET,
¢ Cisco IOS XE Amsterdam 17.1.1 T
X, IPv4 7 RLZDLBHHR—
éh’cb\iﬁ—o

ATvT6

tls server-trustpoint name

1 -

Device (config-policy-server)# tls
server-trustpoint tlsl

o AR— b EEXF=2 VT DT
ARNKRAV FERELET,

ATy T1

timeout seconds

1 :

Device (config-policy-server) # timeout]
15

UER) JEDHA LT 0 AL
THIELET

T 7 AN MISBTT,

ATvT8

retransmit number-of-retries

1 -

Device (config-policy-server) #
retransmit 4

EE) —\mb0xEKRY M T A[H
BAEZRELET,
e F 7 )V MT 4 TT,

ATvT9

port port-number

&1

(EE) RY == "OR— FE
ARELET,
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| REST T SGACL LBET—4DAYrA—F

zg7r—snsa—F [}

aAv U RFEEETIVaY B

Device (config-policy-server) # port GG¥)  ERS H—_OF— hEEIT

2062 9063 T BTN BV £,
ZOR— "EFIIERTEE
A,

ATy 710

content-typejson

51

Device (config-policy-server) #
content-type json

(f£&) Cisco ISE 7*5 SGACL 3 L Y
WERT — 22k ET a7y A
TERHEELET,

GE) T7FNVETiH, Zoawy
RAFRE SN TWVRWIEET
H, JSON BT XA
TELTHERENET,

ATy TN

end

51

Device (config-policy-server)# end

RY—H—NRar 74 Xal—3
v E— R&EKT L, $HEEXECE— R
IRV £,

RIET—20O4H>r0—k

HTTP #5232 8(5 01 > ¥ —7 =4 A%, ip http client source-interface =~ > K Cfg

=)

¥i#E EXEC T=— F&EADIZ L £,
e NMRAT—REANLET (FERkEhn

5a

o

Juaua—\)L a7 4 Xal—g
T—FzfmL£7,

ETLHNERH Y ET,
FIE
ARV RFEREETIVa Y
A5 71 |enable
i) :
Device> enable
R 72 |configureterminal
i
Device# configure terminal
R w 73 |ctspolicy-server device-id device-ID

1

Device (config) # cts policy-server
device-id serverl

BRBIT — # W3R % Cisco ISE (X535
LR Y =Y —RDFT A XD %
WELET,
« ZDFT A AID X, CiscolISE T
Fy NT—7 TIRATINA A
(NAD) #EMNT D=L
bDTHLIRENRDY £,
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REST T SGACL L BHET—2 D4 a—F |
B restcoseacL emEF—snsy 0§

IV N3 i F A7 B8
2w 7 4 | ctsenvironment-data enable CiscoISEHDEBRET — X DA v L b—
15“ : F‘%ﬁ;&]&: Lijﬂo
Device (config) # cts environment-data | (G¥) ctsenvironment-dataenable =
enable ~ > K& ctsauthorization list
o RI3FE APt A 22 B
RIZHVES, ZhbDa~
v RE—RRICRET DI LT
TEEH A,
AFw 75 |end Ta—N)L ary 7 4Xal— gy
i - T— Raf T L, FE EXEC £— FIZ
R 9,

Device (config) # end

REST T SGACL LIRIET—42 MDA vO— kK

RDOA~ 2 REAEEONAFFTHEM L7,
« show cts policy-server details name
fRESNERY =Y —NIClAT2FHRER R LET,

Device# show cts policy-server details name ise_server 1

Server Name : ise_server_ 1
Server Status : Active
IPv4 Address : 10.64.69.84
IPv6 Address : 2001:DB::2
Trustpoint : ISE84
Port-num : 9063
Retransmit count : 3
Timeout : 15

App Content type : JSON

« show cts policy-server statistics active
TIT 4 TR Y == NI T AR A BRI LET,
activelZEFIica~vy REEHT L L. T XTOF—"OMEFHERPERSNET,

Device# show cts policy-server statistics active

Server Name : ise server_ 1
Server State : ALIVE
Number of Request sent
Number of Request sent fail
Number of Response received
Number of Response recv fail
HTTP 200 OK
HTTP 400 BadReqg
HTTP 401 UnAuthorized Req
HTTP 403 Req Forbidden

O O O b WwWwdhs O
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| REST T SGACL LBET—4DAYrA—F
REST 2= < SGACL L B T— 407w 5 [

HTTP 404 NotFound

HTTP 408 RegTimeout

HTTP 415 UnSupported Media
HTTP 500 ServerErr

HTTP 501 Reg NoSupport :
HTTP 503 Service Unavailable:
TCP or TLS handshake error
HTTP Other Error

O W o oo o oo

 show cts server-list

BRIET— 20—l LTHFrrm— RS2 — DY A PE2RRLET, ZNbHDOH—
NE TTAR= =Y R ORI £,

N

GE)  WOHAICIE, HTTP R—AD A v v o— REERFE RSN TN
F9,

Device# show cts server-list

HTTP Server-list:

Server Name : cts private server 0
Server State : ALIVE

IPv4 Address : 10.64.69.151

IPv6 Address : 2001:DB8:8086:6502::
IPv6 Address : 2001:db8::2

IPv6 Address : 2001:db8::402:99
IPv6 Address : 2001:DB8:4::802:16
Domain-name : ise-267.cisco.com
Trustpoint : cts_trustpoint 0
Server Name : cts_private server_ 1
Server State : ALIVE

IPv4 Address : 10.10.10.3

IPv4 Address : 10.10.10.2

IPv6 Address : 2001:DB8::20

IPv6 Address : 2001:DB8::21
Domain-name : www.ise.cisco.com
Trustpoint : cts_trustpoint 1

REST:XE T SGACL L BBET—A2 DT /Ny Y

BREET NNy 7T 5%, kD debug 2~ > REHEHALET,
* debug cts policy-server http
HTTP 7 AT 2 FDT Ny T A LET,
« debug cts policy-server json
JISON 7 AT 2 FDOTF Ny T MM LET,
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REST T SGACL L BHET—2 D4 a—F |
B resTcoseAcL LBEF—50F YL O— FOBES

REST T SGACL LIRIET—A2 DA o O— KDERTEH

Bl . A—HFRENRT— FDERTE

Device> enable

Device# configure terminal

Device (config) # cts policy-server name ISE-server

Device (config-policy-server) # exit

Device (config) # cts policy-server username admin 6 passwordl
Device (config) # end

5l : Cisco TrustSec K ') —D & HoO—FK

Device> enable
Device# configure terminal
Device (config)# cts role-based enforcement
Device (config) # cts policy-server name ISE-server
Device (config-policy-server)# address domain-name domainl
Device (config-policy-server)# address ipv4 10.1.1.1
Device (config-policy-server)# address ipvé 2001:DB8::1
Device (config-policy-server)# tls server-trustpoint tlsl
Device (config-policy-server) # timeout 15
Device (config-policy-server)# retransmit 4
Device (config-policy-server)# port 2010

( )

#
Device (config-policy-server)# end

Bl RIET—2DSFyA—k

Device> enable

Device# configure terminal

Device (config) # cts policy-server name ISE-server
Device (config-policy-server)# exit

Device (config) # cts policy-server device-id serverl
Device (config) # cts env-data enable

Device (config) # end

REST T SGACL LIRIET—A2 MDA O— FDHEEERE
EE

WOFIZ, ZOFY 2—/LTHHTLHEDOY UV —AB L OEEEREZ R~ LET,
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| REST T SGACL LBET—4DAYrA—F
REST T» SGACL L B 7F— 2 ¥ o— FosiaE [

IO OBEEIL, FRCHR SN TWARWED , EBAINZY UV —XLUBEOTXTHOY J—RT
fEHCcEET,

J1)—2 tRE HRETRER

Cisco IOS XE Amsterdam | REST C¢ SGACL & B 5% | Cisco TrustSec (%, Cisco ISE 725 ™
17.1.1 F—apHTa—F  |SGACLEY v—DFubvag=17t
F—HDH 71— K|ZREST ~— A
DITFTUAR—ITa ba Lzl
ES N

Cisco IOS XE Amsterdam | [Py Y > —H— R L | B o —P— D IPv6 7 KL ANY
17.2.1 % HTTP SGACL D | AR — F &N THET,

CiscoFeature Navigator i35 &, 77 v b 74 —A2BIRNY 7 b =T A A=V DV R—
MEHRZHRE TEZ £7, Cisco Feature Navigator {213, http:/www.cisco.com/go/cfn 2257 7 & A
l—/iﬁ‘o
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REST TO SGACL L BET—42 040 —F |
B resTcoseACL LBEF— S 0F YL O— ROBERE
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==
=% =R

TATOTAT4., EHEL XU SGT D%
E

CTATUT AT A LHRROBRE (37 =)

=L

TATUOTAT4EERDETE

ZDFEY 22— /LT, ROBWREICOW T LE T,

Ean=—4

* Cisco TrustSec & — R 534 ZD 7 LF ¥/, AAA RIE

» Cisco TrustSec > — R T34 AD 7 LT v /b, AAA RE

7w Y 7R — FTOD 802.1X E— KD Cisco TrustSec #&qlE & Macsec
« T w7 I R— FTOFEIE— KD Cisco TrustSec & MACsec

o f U H—T A AD SAP ¥ —DFAK

TFATUOTAT4EEROETERE

ORI varyTEH, TAT YT 4T 4 LHEROREHFEEZRALET,

21—

Cisco TrustSec >— K F/NA ADH LT > v )L, AAARTE

FRREY — I EBEER S LTV B Dy, FE TR EE T H TrustSec KA A & 169 5 &)
DT 34 ATH D Cisco TrustSec ®tIinT /A AL, v — K T34 A LRI E T, o Cisco
TrustSec * v b U —27 T34 R — K T34 A TT,
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. Cisco TrustSec — K TN ZADZ LT v )L, AAAERTE

\}

FATUOTATA. ERES LU SCT DFHRTE

GE)

» Cisco Identity Services Engine (Cisco ISE) F 721X Cisco Secure Access Control Server (Cisco

ACS) 2%, T34 ZD Cisco TrustSec 7 LT o ¥ ¥ VA RETAHLERH Y £,

s ctsauthorization list =~ >~ NiX. Cisco Identity Services Engine (ISE) 7% Cisco TrustSec
BBET — 4 L SGACL RV v —% 4 v ra— Ry L HICRETILERDH D £,

Cisco TrustSec KA AV ZBAATEZ H L 91T, ¥ — FT /31 A TNDAC B LU AAA ZH T
T 5120, WOFNEEZFEITLET,

FIE

ARV RFERRTI VA Y

El:)

&M

ctscredentialsid device-id password
password

51

Device# cts credentials id devicel
password Ciscol23

EAP-FAST Z il L THh.od Cisco
TrustSec 7 /N1 A TFBRET H & X122
DT INA ADME T % Cisco TrustSec 7
NRAADBLIONART— REIEELE
7, deviceiid51#%i%, K32 LFTK
R L AN CF R KR LET,

ATy T2

enable
B -

Device# enable

¥ ME EXEC T— F&ATIC L £,

e NAT—FREANLET (FERE
nNE%a) .

ATvT3

configure terminal

1 -

Device# configure terminal

Ja—nR_) a7 4 F¥al—g v
E— FERBLET,

ATvT4

aaa new-model

51

Device (config) # aaa new-model

AAA A X —T NI LET,

ATvT5

aaa authentication dot1x default group
radius

51

Device (config) # aaa authentication
dotlx default group radius

RADIUS & LT 802.1X R— k ~—2
AREST & fRE L £,

ATvT6

aaa authorization network mlist group
radius

51

Device (config) # aaa authorization
network mlist group radius

Fy N —JZBEEOTXTOY—E 2
gk |zxt L C RADIUS LA 74 %
TN AEHRELET,

e mlist : Cisco TrustSec AAA $—
TN—"7,
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| 7470474, EHES SV SCTDHRE
Cisco TrustSec 3t — K 731 207 LFv o v, AaEE |

ARV RFEEIETIa Y B

R w77 |ctsauthorization list mlist Cisco TrustSec D AAA H—/X ) —7F
Bl - EIRELET, Ho— F 7/ A%
Device (config) # cts authorization list] A=t o7 A b‘b‘& 75)%'6‘——/\ U A b
mlist %Eﬁﬁ%bi—io

A7 78 |aaaaccounting dotlx default start-stop | RADIUS Zf#f L C 802.1X 74 7 >
group radius TAV T EA KT M LET,
1 -

Device (config) # aaa accounting dotlx
default start-stop group radius

XFw 79 |radius-server host ip-addr auth-port 1812 | RADIUS 3 — DHE A N 7 KL

acct-port 1813 pac key secret 2, P—EAR—FBIUOEEXF—%
15“ : ?EH/:E—’ Li‘j—o
Device (config) # radius-server host -irraddr: %g%Eff*‘/§0)IP 7’}@1/

10.20.3.1 auth-port 1812 acct-port 2
1813 pac key AbCel234 °
o secret : RRREY— NI ko THEA &

D% —,

w710 |radius-server vsasend authentication | ZEEEYPECF A R 2 Lo TAEK I IU

- % RADIUS Access-Request N DX &' —
v . . E A B (VSA) &8k LTI 2
evice (config) # radius-server vsa send . N s
authentication LT AL REFRELET,
R w711 |dotlx system-auth-control 802.1x R— FR— ZA DL X 7/ 1 — N
B - JNZA R —T W LET,

Device (config) # dotlx
system-auth-control

ATy T 12 |exit REET—RFEKTLET,
5 -

Device (config) # exit

Cisco TrustSec I — K TINA ADHUZ LT v )L, AAAETE

)

(GE)  Cisco Identity Services Engine % 721X Cisco Secure ACS IZ %, 7 734 A ® Cisco TrustSec 7 L' 7
VY NERET DMERDHY £,

CiscoTrustSec K A A NIBMTE D L DT, L — KT 34 ATNDACEB LUAAA 2 1 1 —
TZTDHITIE, ROFIEEFEITLET,
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B ciscoTrustsec 52— K FRq2DHLF UL v, AMAE

FIE

Xa
iy

FATUOTATA. ERES LU SCT DFHRTE

ARV RFERRTI Y

E[:)

ATy T

ctscredentialsid device-id password
password
11

Device# cts credentials id device-id
password password

EAP-FAST Z il L THlLo Cisco
TrustSec 7 /N1 A TRBFET D & X122
DT 34 AMEH T 5 Cisco TrustSec 7
NRAADBLIONRAT— REEE L E
7, device-iid 51 %8uE, HAK32LFTK
XL N CF AR X BI L ET,

AT T2

enable
1 -

Device# enable

¥iME EXEC E— R& AN L £,

e NAT—REANLET (FRE
Ni-%E) .

ATvT3

configure terminal

1 -

Device# configure terminal

Ja—nR) a7 4 F¥al— g
E— FEBRBLET,

ATvT4

aaa new-model

1 -

Device (config) # aaa new-model

AAA A X —T VI LET,

ATvTh

aaa authentication dot1x default group
radius

51

Device (config) # aaa authentication
dotlx default group radius

RADIUS & L T 802.1X AR — h ~—2
Al N FRE L E T,

ATvT6

aaa authorization network mlist group
radius
1 -

Device (config) # aaa authorization
network mlist group radius

F hU—JBEEOT RTHOY—E R
ZR 2% L C RADIUS #8F & 4 %
KOCT A RAERELET,
e mlist : Cisco TrustSec ™ AAA H—
NIN—TERELET,

ATy T1

aaa accounting dot1x default start-stop
group radius

1 :

Device (config) # aaa accounting dotlx
default start-stop group radius

RADIUS ZfE A LT 802.1X 7 h 7
T4 T A F—T NI LET,

ATvT8

radius-server vsa send authentication

1 -

Device (config) # radius-server vsa send|
authentication

PREBEPE CTT N A A X o TR E L
% RADIUS Access-Request N & —
A B (VSA) Ziak L TEMT 5%
EOET A R R ELET,
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1v8—724 20 AP +—0BEER ]

ARV FFEREETIVa Yy

E:)

ATvT9

dot1x system-auth-control

1 -

Device (config) # dotlx
system-auth-control

802.1x I— " _N—ZADFRFLE 7 1 —N
JIA X =T W LET,

ATv 710

exit
1 -

Device (config) # exit

E1n==

REE— REKRTLET,

A3 =4 ADSAP F—DHEAR
5 —& FEICTHENT ML, Z2<O54, XYy hY—27 T RI=A b L—varot
Fa 7 ABHFO—MTY, SAP*— U7 Ly valdli, £y bV —7 42 FBLUR
EARFRERNIS A v~ —OMAELEICLY ) T—Sh, BB TR ET,

FIE

AT RFEEIEFIT7IIY

B8

ATy T

ctsrekey interface type slot/port
f5i

Device# cts rekey int gig 1/1

MACsec U > 7 T SAP ¥ —0DF R I
T— g UEEEILET,

EBMEREE Y —/\BEHED/INT A —2D
F A Z & Cisco TrustSec P — /[l OAH B4 56 &

WET,

FIE

[ —

ax A&

RIET DL, ROEHEE 1 D EIITEET

AR NFERERTIVa Y

=)

ATy T

enable
1 -

Device# enable

it EXEC E— FE Az LET,
e NRAT—REASILET (FEREXH

7-55

o

ATv T2

configureterminal

1 -

Device# configure terminal

Jua—N)L a7 4 FXal— g
T— F&ERHEBLET,

ATvT3

cts server deadtime seconds

1

Device (config) # cts server deadtime 20

fEE) WolzAfEIEFE L Tvy—7 &
N2 T N—THNOH—"% EDL B
O], Y— e A HIZEIR L TV T 72
WIrERRELET, 774/ ME20 R
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B # enmziry— e 5 4 —s0%E

FATUOTATA. ERES LU SCT DFHRTE

ARV RFERETIVa Y

B8

TY, FHETX %L 1 ~ 864000 T
ﬁ—o

ATvT4

cts server load-balance method
least-outstanding [ batch-sizetransactions
] [ignore-preferred-server |

1

Device (config) # cts server load-balance|
method least-outstanding batch-size
50 ignore-preferred-server

({E&) Cisco TrustSec 77 A ~— k
PR N~ IZRADIUS B — K X5
YUV TEAF—T L, b ARMER
DT VT g N — R AR
WLET, 774/ FTiE, v— KA
Ty ZITEHENEY A, TV
I @ transactions I3 25 T3,

ignore-preferred-server & — 7 — R,
Yy va a2 REE L CE Yy — %1
ALARWE ST A AR LE T,

ATy TH

ctsserver test {server-lP-address| all} {
deadtime seconds | enable | idle-time
seconds }

1

Device (config) # cts server test
10.15.20.102 idle-time 120

ER) fEESNT Y —"ETH AT
v =N YR NADOTRTOY—
AR LT — ket E 7 A R ERE L
F9, T 74N BTIE, TAMITRT
DY =T LTA R—=T /T2 5> T
4, T 74/ D idletime % 60 #
T, HPHIE 1 ~ 14400 T,

ATvT6

exit
R

Device (config) # exit

BET— FEMTLET.

ATy T17

show cts server-list

1 -

Device# show cts server-list

Cisco TrustSec —/ XD U XA hD AT —
HABIOBREDFMELRRLET,

Bl : BINFERES—/\EED/IATA—F D

=L ==

ax &

AA T & Cisco TrustSec " — O A EEEHET DX, ROIEHEE 1 D FITHEEAT

b\i‘j—o

iz, r—

NS A=

\ERE & % 7E L T Cisco TrustSec ¥—-3 U

Device# configure terminal
Device (config) # cts server load-balance method least-outstanding batch-size 50
ignore-preferred-server

Device (config) # cts server test all deadtime 20
Device (config) # cts server test all enable
Device (config) # exit

Device#show cts server-list

CTS Server Radius Load Balance

Method

ENABLED

least-outstandin

A bR OB 2R L ET,
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Cisco TrustSec

Batch size = 50
Ignore preferred server

Cisco TrustSec f > 2 — 7 = 4 REXEDHER .

Server Group Deadtime = 20 secs (default)
Global Server Liveness Automated Test Deadtime = 20 secs
Global Server Liveness Automated Test Idle Time = 60 mins

Global Server Liveness Automated Test = ENABLED (default)

Preferred list, 1 server(s):
*Server: 10.15.20.102, port

1812, A-ID 87B3503255C4384485BB808DC24C6F55

Status = ALIVE

auto-test =

TRUE, idle-time = 120 mins, deadtime = 20 secs

Installed list: SL1-1E6E6AE57D4E2A9B320D1844C68BA291, 3 server(s):
*Server: 10.15.20.102, port 1812, A-ID 87B3503255C4384485BB808DC24C6F55
Status = ALIVE

auto-test =

TRUE, idle-time = 60 mins, deadtime = 20 secs

*Server: 10.15.20.101, port 1812, A-ID 255C438487B3503485BBC6EF55808DC24
Status = ALIVE

auto-test =

TRUE, idle-time = 60 mins, deadtime = 20 secs

Installed list: SL2-1E6E6AE57D4E2A9B320D1844C68BA293, 3 server(s):
*Server: 10.0.0.1, port 1812, A-ID 04758B1FO05D8CL1439F27F9509E07CEB6.
Status = ALIVE

auto-test =

TRUE, idle-time = 60 mins, deadtime = 20 secs

*Server: 10.0.0.2, port 1812, A-ID 04758B1F05D8C1439F27F9509E07CFB6.
Status = DEAD

auto-test =

A 23— 4R

TRUE, idle-time = 60 mins, deadtime = 20 sec

S =
R TEDIER

Cisco TrustSec Bl DA > X —T7 = 4 ADFREEF AT DX, Roa<w> REfHL

F 9, show ctsinterface

Device# show cts interface gigabitethernet 1/1/1

Global Dotlx feature is Disabled
Interface GigabitEthernetl/1/1:

CTS is enabled, mode: MANUAL
IFC state: OPEN
Interface Active for 00:54:01.936
Authentication Status: NOT APPLICABLE
Peer identity: "unknown"
Peer's advertised capabilities: "sap"
Authorization Status: SUCCEEDED
Peer SGT: 18
Peer SGT assignment: Trusted
SAP Status: SUCCEEDED
Version: 2
Configured pairwise ciphers:
gcm-encrypt
Replay protection: enabled

Replay protection mode: STRICT

Selected cipher:

Propagate SGT:
Cache Info:
Expiration

gcm-encrypt

Enabled

N/A

Cache applied to link : NONE

Statistics:
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FATUTAT4. BHEBLUSTOHRE |
B 77751, B8 55USTORREE

authc success:
authc reject:
authc failure:
authc no response:
authc logoff:

sap success:

sap fail:

authz success:
authz fail:

port auth fail:

O O b O WwWwo oo oo

L3 IPM: disabled.

TATUT AT, B, BEU SGT DHERERERE

ROFIZ, ZOFEY2—/LTHHTLHEDY U —2ABIUOMERFHRZ R LET,
TN DOEREIE, FFICHRR SN TWARWVIRY  BAShY V=R LUEOTXTDY U =T

T X £,
yy—2 g s
Cisco10S XEFuji 1692 |7 525 (5 4 | HafE | RAEY — S EHEERE STV 5 5o,

B L OVSGT F 72 1B LM T B Cisco TrustSec N
AA U EBMGT DERNDOT /N A Th
5 Cisco TrustSec XfhtnT /N4 AL, v —
RTASA A EBETIVE T, o Cisco
TrustSec & v b T —7 T34 AT —
K 734 A TT,

Cisco Feature Navigator Z i 95 &, 7T v b 74 —ABXOY 7 T =27 A4 A=V DOHR—
MEHRZHRE TE £J, Cisco Feature Navigator {21, http:/www.cisco.com/go/cfn 2257 7 & A
L/iﬁ‘o
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4.
=% =R

X)) T4 JI—TACLKRY O—DERTE

X2 UT 4 FJV—F TR arbhue—/L AL (SGACL) ZH LT, —¥ L5usk

V) —=2AD%xa VT 4 ZN—T0E) YIS T, 2—FNFETTE HEELHIETE
¥ 9, CiscoTrustSec KA A WDORY —D@EHIL, o 1 OB EELEXR2 T 40 7 —

THES, b1 ODENEE X2 )T 4 SN —TESTHDH, Fa~v b v ATERSN
9, v NV T AOKREOEENVITEEILEX 2T 4 ZV—T o5kt x=2 07 1 7
N—T 5 TG &N D37 » M SN BN B HFF e 2 F6ET % SGACL DJEF Y A
FNegGbbZ ENTEET,

* SGACL R U > — D% EDHIFIFE (45 X—)

* SGACL R U > —D%EHE (46 ~—)

* SGACL R U > —0DER] (56 =—)

et X2 VT 4V N—T ACLAR Y > —DEREIRIE (58 X—)

SGACL /R 1) > —DERTEDHIFIEIE

e N— R =T OHIFRIZL Y, Cisco TrustSec SGACL (F/N— KU =7 D/~ (CPUNT
R) Fo774 v 7 ICEATEERA, Y7 FU =7 TOSGACL DML, SVI, LA ¥
2 & LA ¥ 3 ® Location Identifier Separation Protocol (LISP) . BXUL—T v 7 A v
F—=TxzAADCPUNT Y RETT 4w TEAALNASNET,

¢ SGACL RV > —%HETARIZ, IPN—T 3 % IPVAE -1 IPvE 5 JEtRTE (IPv4 &
IPv6 O FICHH) ICEE L7254 A HEER) | IPvd & IPv6 IZxf5 T 5 SGACL 7R U
V—IIEH VRF A VX —T7 =2 AN LTHEBIIF DV a— RFENEHEA,

* SGACL RN > —%RET DRI, BEFEO IP N—T 3 &Moo N\—T 2 > (IPv4 £721%
IPv6 £7-13 FEIKTF) ICAE LG (Wb [AER) . RADIUS Zf M L T Cisco Identity
Services Engine (ISE) 75 OFA[ZE R (CoA) #FEITLARWVWTLEEW, bz, SSH
ZfEMH LT ctsrefreshpolicy =~ F&34T7L, FEITRI O —%2 U 7Ly a LET,

T TN DT 7 v avidenyal & L7ZSGTHRYA FU A M ETAEMBHTHAE, T
XA ZAD Y 1 — R Cisco TrustSec 78 J > —78 ISE H— " HESFIICHE 7 om— R &
Nz endbo £9,
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tFa T4 HL—TACLKY —0%E |
B scac &y —omEss

INZERET A2, T ATHIRY —Z2EHR L ET, denyall 773 3 23
SNTWVAEHAETH, BN U—X T 74 v 7 BRI LET, ZHUTLD, T/ R
IXISEY— "o Ry v—%Fyrua— KL, EREINTHFNAR) v —% EEXTXE
T, FTAALZASGT T, Fue— a7 4 Fal—vgrE—RFRTRODavy RaH
ELET,

* ctsrole-based permissions from <sgt_num> to unknown

« ctsrole-based permissions from unknown to <sgt_num>

SGACL R') > —DEREFE

ZOkv g TR, SFEEZEARSGACL AR Y —REICHOWTIBA L F9,

3 N s
SGACLR'Y) >—mixZXE7OER
Cisco TrustSec D ¥ = 7 ¢ 7/ —7 ACL (SGACL) RV v —&HELTA F—TNIT 5
Wi, ROFIREZFEITLET,

1. SGACL ARV > —Di&EIL, Cisco Secure Access Control Server (ACS) % 7213 Cisco Identity
Services Engine (ISE) D EIZARY S —EFHEREIC K> TEITTOILERH Y 77,

SGACL RV v —DREDZ 7 > 1 — R|Z Cisco Secure ACS F 721X Cisco ISE E®D AAA %
R LARWEAIEL, SGACL D~y BV 2R D —52FETRETXET,

(GE)  Cisco Secure ACS £721Z CiscoISE B H AT v 7 IlF v — NS SGACL R v—
X, AR —NIVERINEZR) —L 0 bEREINET,

2. W7y RR—FDOHII T 7 4 v 712k 5 SGACLA Y > —DHEHZ a0 5120,
[SGACL RV v —D#HAD 7 v — v G3fb] &7 v a VCiEE I Tna L1,
SGACL RV v —#HEBENZLET,

3. VLANINDOAA v F 73N T 7 4 v 7 FTX VLAN IZBEST T L7z SVIITHERE
ENDHMT77 4 v 7I2% L TSGACL R Y > —DiEH 2B T 5%, [VLAN (%4
% SGACL RV v —di@HDOENE] £ 7 v a ORIt -> T, ¥ED VLAN (2% LT
SGACL RV > —Di@EHEH I LET,

SGACLR) —DBERD T O—/\LIEEE

Cisco TrustSec &+ X —7 M Liz/—FT v K A »Z—7 =1 2T SGACL R U > — D5 %
T a—rN ) F—T T HHENH Y £3,

N—F v RA B —T x4 ZADSGACLRY > —Df % A 32— 7T A%, ROEEA
FTUET,
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FIE

128—7 x4 2Bty 0 seACL K Y L—oaAnENt |

ARV RFEEETIVa Y

=)

ATy T

enable
B

Device# enable

¥i#E EXEC T=— F&EADIZ L £,
NRAT—REZ AN LET @EREn-8

/E[\) o

ATvT2

configureterminal

1

Device# configure terminal

Juaua—\)L a7 4 FXal— g
T—FzfnL£7,

ATvT3

ctsrole-based enforcement

1 -

Device (config) # cts role-based
enforcement

NN—T v K A H—TxA AT Cisco
TrustSec SGACL /R U T — D&l 2 A % —
T LET,

ATv74

end

1 -

Device (config) # end

Ja—)L a7 4 Fal—g
E— N&&T L, FrbE EXEC £— R
R0 FET,

A3 —T A RAHBE=YDSGACLARY —DERDEMIE

F 9. CiscoTrustSec ZH NI LTV —F v RA v X —T = ATSGACLARY > —D@EA%> 7
T—NJVIZENZTHDHERNHD £, ZOBEREIEFR—F Ty A X —T =4 ATEHY
A—FENFEEA,

LA Y3 FZ—TxAATOHSGACL RNV > —D@EMAEZENMbT 51213, ROEEEITWE

j"o

FIE

ARV RFERERTIVa Y

=)

ATy T

enable
B -

Device# enable

e EXEC E— FEARNC L £,
NAT—REZANLET EREN-5

&) o

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 Falb—g v
T— RZEHBELET,

ATvT3

interface type dot/port
fA

Device (config)# interface
gigabitethernet 6/2

A H =T 2 A ABHREL, A HF—
Tx2A R AT 4 Fal—T g FT—
RZBAR L F7,
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B viaN 2399 3 SGACL KU S —0aHID € x— T Lk

tFa T4 HL—TACLKY —0%E |

ARV RFERETIVa Y

B8

R 74 |ctsrole-based enforcement N—Fy K A4V H—T = A4 AT Cisco
i - TrustSec SGACL 7R U 2 — Dl & A +—
Device (config-if)# cts role-based :7/VGZIJEE7fO
enforcement

ZA7v 75 |end A B —T e A AAL T 4 X2l —3
{5 v E— & T L, %M EXEC E— R
Device (config-if)# end IR Y SETO

25w 76 | show ctsinterface (L85) A2 X —T =4 2= L0 Cisco

1 -

Device# show cts interface

TrustSec A7 — b1 L ORHER &2 £or
L/i TO

VLAN IZ%f9" % SGACL R1) > —D5&FID A r—T )Lk

VLAN WD AL v F o T ENTZ T 7 4 w7, £721% VLAN ([ZEEAHT S 72 SVIITHRE X
NDEIT 74071 LTT 78R vy ha—Lw#EHT5I12%, FFED VLAN (X LT
SGACL RV v —Diffil A4 2 —T7 WICTHLERH D £,

VLAN F£ 7213 VLAN U 2 FINT, SGACL RV o —D5ffil % A 2 —7 2 d D I12i%, IROMEE

EITVET,

FIE

AR NFEERTOVa Y

=)

ATy T

enable
B -

Device# enable

it EXEC E— FE Az LET,
NAT—REZANLET EREN8

) o

ATy T2

configureterminal

1 -

Device# configure terminal

Jua—N)L a7 4 FXal— g
ET— F&ERHEKBLET,

ATvT3

ctsrole-based enforcement vilan-list
vian-list
1 -

Device (config) # cts role-based
enforcement vlan-list 31-35,41

VLAN F 721X VLAN Y X | C Cisco
TrustSec SGACL A~ U o — D& & A 1 —
TN LET,

ATv74

end

1 -

Device (config) # end

Ja—R_) a4 Xal—g v
E— N&&T L, FrbE EXEC £ — NI
U3

. Cisco 10S XE Amsterdam 17.2.x (Catalyst9200 X 1 v F) Cisco TrustSec I > J 4 XaL—> 3> i/ K



| e%2u7490—F ALK S—DBE

SGACLE=% E— F®D

SGACL &=

I

ax A&
HE— REFRET DA,

» Cisco TrustSec X HNI 72> T\ 5,

s T EBERI IS TND,

FIE

seacL £=4 =— FoEE [

RO [ EMER L TITZE 0,

ARV RFERETIVa Y

E:)

&M

enable
1 -

Device# enable

ke EXEC E— N2 B L ET,
RAT— REATTLET EREIN7-8

) o

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
E— FEBBLET,

ATvT3

ctsrole-based monitor all

1

Device (config) # cts role-based monitor|
all

sua— N LE=ZE— REAICLE
D

ATvT4

ctsrole-based monitor permissions from
{sgt_num} to {dgt_num} [ipv4 |ipv6]
1 -

Device (config) # cts role-based
permissions from 2 to 3 ipv4

IPv4/IPv6 T —)L _— A T 7 & A 3
rma—,L J X+ (RBACL) (%=
T4 TN—THT (SGT) : B
N—"7%227 (DGT) ~X7T) OE=HE—
REHIZLET,

ATy TH

end

1

Device (config) # end

Ja—)L a7 4 F¥Falb—g v
F— REHET L., 7k EXEC E— RIZ
R E,

ATvT6

show ctsrole-based permissions from
{sgt_num} to {dgt_num} [ipv4 |ipv6]
[details]

1

Device# show cts role-based permissions|
from 2 to 3 ipv4 details

(f£&) SGACLARY v —L X7 LD
FEoHE— FEEREICEIT 23 A R L
F%, <SGT-DGT>XT7 TE/NL T & DE
= HAE— RDRENIR > TWAEE, o
<L RHEACIT =2 iandgzrins
7

ATy T17

show ctsrole-based counters[ipv4 | ipv6]
fi

Device# show cts role-based counters
ipv4

(&) IPv4 B L VIPVE A X h DT
T D SGACL i i OFFHF M AR R L
£,
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tFa T4 HL—TACLKY —0%E |
B scacxy s —oFmmE

SGACL R') > —DFEIERTE

SGT & DGT O#PFAIZANA » REanzrn—nA_—ZX T/ Zx avta—/L J A ML, H71b
Z7 4 v ZIZ#AE D Cisco TrustSec 78 U & —T#H 5 SGACL #Ek L £3, SGACL RV

2 — DR EIL. CiscoISE F 721Z Cisco Secure ACS DR U o —EFHMHEE A H L TIT 9 DN i
TY, SGACLARY v —%FEHT (DFV r—hNi0) RETDHITIE, v—/~X—2ACL &%
L, B—/L_X—2Z ACL # SGT O#iHIZ A FLET,

(GE)  CiscoISE £721X Cisco ACS OB X A F I v 7 I F v m— KRENTZ SGACL R Y v —iL, e
DFERESNZRY — L BEEESNE T,

IPvd SGACL /R!') L —DEXTE & A
A\

G¥) SGACLBLIUm—nL_X—Z2F7 &R zarbr—/NL YRk (RBACL) 2%ETH54. 40l
ffE77®Axar ba—n U2 (ACL) IZT7 V7 7 Xy hTHREADLERD D £,

FIE
AR NFERERTIVa Y ]3]

AT w71 |enable FiHE EXEC E— RE AR LET,
{5 NAT—=REANLET EREnis
Device# enable ) .

AT 72 |configureterminal rua—s\ L ary 74 F¥al—ig
%l - E— NEBABLES,
Device# configure terminal

25w 73 |ipaccesslist role-based rbacl-name H—/L_X—ZD ACL Z{Ek L T, n—

{5 N_R—ZAACL2> 7 4 Fal— g
T FEIBLET,

Device (config)# ip access-list
role-based allow_webtraff

AT 7 4 | {[ sequence-number] | default [ permit| |RBACL 7 7t RA =2 pua—/L =
deny | remark} ~Y (ACE) #fELE7,

Bl - PRGN & 7 722 YA R 2v 7 ¢
Device (config-rb-acl)# 10 permit tcp | X o L —3 g2 F— R CHEHAIFER =
dst eq 80 dst eq 20 '?‘/]\}SJZU\ﬂ‘7°‘\/§i‘/@j(E.ZB§7\7§f\ 2
fRIB LU 4 —/v RS LT
ATEET,
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| e%2u7490—F ALK S—DBE

ipvaseacL £ o —oiz L Em |

AU RFERETOVa Y

B8

Enter ¥— %L CACEZET L., IRD
FlEZBAE L £,

WD ACE a2~ FEZIIF—TU— NiZ
PR—FEINTWVEREA,

* reflect
- evaluate

* time-range

ATy Th

exit
1 -

Device (config-rb-acl)# exit

H—/LX—ZAACL 27 4 F =2 b —
varyE—REHKTL, Fe—UL o
V74X 2lb—varyE—RNIREYE
D

ATvT6

ctsrole-based per missions{default | [from
{sgt_num| unknown} to {dgt_num|
unknown }] {rbacls| ipv4 rbacls}

1 -

Device (config) # cts role-based
permissions from 55 to 66
allow webtraff

SGT & DGT # RBACL (231 FL &%
T, ZODOFFEIL. CiscolISE F 721 Cisco
Secure ACS TRt E SNTFFrl~ MU v

J AT =B EANTTTHZ LITBTNE
7

e F TN T T HL NOERR Y X
F

e sgt_num: 0~ 65,519, &EC7V—
THRT,

« dgt_num: 0~ 65,519, B/ v—
THET,

« unknown : SGACL N tF U T 4
TN—7 (KExEiidsmit) =5
ETE /Wy M s E
j‘o

«ipv4 : KO RBACL R IPv4 T 5 =
LERLET,

* rbacls : RBACL D4 Fij

ATy T1

end

1

Device (config) # end

Ja—m ) ary7 4 Fal—iar
EF— N&#T L. FiHE EXEC E— FI
RO ET,

ATvT8

show ctsrole-based per missions

1

(fEE) RBACL & EIZXT HHEREFE
ZT—\‘ Ljﬁj«o
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B rsseacL iy L -0

tFa T4 HL—TACLKY —0%E |

ARV RFERETIVa Y

B8

Device# show cts role-based permissions|

ATvT9

show ip access-lists {rbacls| ipv4 rbacls}

1

Device# show ip access-lists
allow_webtraff

(FE) T+ _XRTORBACLE - ITfEES
U7~ RBACL @ ACE #F R LE 7,

IPv6 SGACL /R') > —DEXTE

IPv6 SGACL R U ¥ — % FEITHRTET DITiE,. ROEEEITHNET,

FIE

ARV RFERETOVa Y

B8

&

enable
1 -

Device# enable

¥ ME EXEC E— R&2ANZ L £,
NAT—REANLEST @RS

) o

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR) a7 4 F¥al— g
E— FEBBLET,

ATvT3

ipv6 access-list role-based sgacl-name

1

Device (config) # ipv6é access-list
role-based sgaclname

4, Biifsh & IPv6 SGACL Z1ER% L T, IPv6
2— )l _X—ZAACL27 4 X ol —
Tay B— RERBLET,

ATvT4

{permit | deny } protocol [dest-option |
dest-option-type {doh-number | doh-type} ]
[ dscp cp-value] [ flow-label fl-value]
[mobility | mobility-type {mh-number |
mh-type} ] [routing | routing-type
routing-number] [fragments] [log |
log-input] [ sequence segno]

1

Device (config-ipvé6rb-acl) # permit 33
dest-option dscp afll

RBACLOT7 7 & A 2 ha—)L =
U (ACE) ZHEELET,
WELARMTEX T 72 YR N a7 4
Fal— gy EB— RCHERTRER2
< RBLXOET T a v OXRES A, %
BB LU%EH T +— /v REEIK LT
HTxF7,
WD ACE o< FEEEFEF—U— ik
FR—FENTHEREA,

* reflect

 evaluate

* time-range
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| e%2u7490—F ALK S—DBE

FHTSCACLKY v —%EAT 5% [

AU RFERETOVa Y

B8

ATy TH

end

1

Device (config-ipverb-acl) # end

IPv6 B —/LX—ZAACL 27 4 ¥ =
L—3 3 E— RE#&T L, ¥HEEXEC
T—FIZRED £,

FH T SGACLKR') > —

ZERT SAE

FHITSGACL RNV v —%#EHT5121%, ROEEEZITONET,

FIE

ARV KRFERERETY Va3 Y

=)

ATy T

enable
51 -

Device# enable

¥itE EXEC E— FE Az LE T,
RAT—REANLET FEREIN-%

) .

ATvT2

configureterminal

1 -

Device# configure terminal

Ja—_ ) a7 4 Xal—T g
E— NLBABLES,

ATvT3

ctsrole-based permissions default [ipv4 |
ipv6] sgacl-namel [sgacl-name2
[sgacl-name3 ...1]]

1 -

Device (config) # cts role-based
permissions default MYDEFAULTSGACL

77 %)V SGACL #fgEL £7, 7
T v b AR I IR AR Y v—
DEEILEsmetx=2 740 I —7
DORENZ e WGAIZHEA S vET,

ATvT4

ctsrole-based permissionsfrom
{source-sgt | unknown} to {dest-sgt |
unknown} [ipv4 | ipv6] sgacl-namel
[sgacl-name2 [sgacl-name3 ...]]]

1

Device (config) # cts role-based
permissions from 3 to 5 SRB3 SRB5

EEITEX=2 VT 0 Zv—7 (SGT)
st X=2V7 0 Zv—7 (DGT)
(23 4% SGACL ##E L %7,
source-sgt & dest-sgt DOfEFEHIF 1 ~
65533 T9, 7 74/ hTiX, SGACL
ILIPv4 THDH ERBRINET,

«from : %{E7C SGT #H5E L £,

cto: st Xa VT4 SNV —TmIE
Hﬂi‘[./ij‘o

« unknown : SGACL k¥ = U7 ¢

TN—7" (EEITCEITNgE) &5
ETERNAry MO ShE
7T
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tFa T4 HL—TACLKY —0%E |
B scackuo—ozw

ARy REEEF7OVa Y B

GE) ACS 2 oEiIicX U r—FR
7= SGACL R U > —i3,
MADOFERY — L0 HE

a4,
ATy 75 |end b Sy % s
{5 F— RZ#&T L. ¥ EXEC £— FIC
En\i—g—o

Device (config) # end

SGACL K —D &K«

CiscoTrustSec 7 /34 A 7 LT L v/ AAA DRE%., Bk —"\hbFx o rn— RKaniz
H, F X TFEN TR IE S 17z Cisco TrustSec SGACL R U & — & MFECT& £9°, Cisco TrustSec
3, A F =T = A ATHT DRERERB L OWFA], SXP, £7IXIP 7 F L AB LV SGT DFH)
Yy EUTIZE o TH LWSGT 298 T 5L, SGACLRY v—%a Xy rm—RLET,

F—U—REHEHALT, Fr~v b 7 AORHELIT—HERRTEET,
cfrom F—U—RFZ2EMT L FA~ Y w7 ZADNT LANFIRSNET,
ctoF—U—RFRZEBTL L, FAl~ M) v 7 ZDITHRERENET,
cfromB LR toF—V— FE2AMT DL, FFaf~ M) v 7 ARKBRERINET,

sfromBLPtoF—U— FRBEEINTWBEE., #Frf~ MY v 7 ZA0nE 1 DO®IVINE
REN., details®F— U — FEAEHTx %1, dealsh A1 EN=5HE. 1 2D% /LD SGACL
D ACE BRFERINFET,

SGACL RV v —DFFr[~ U 7 AONEEFRT DHITIE, WOEEEZITTWET,

FE
ARV RFERIETI a3 Y B#J

AT w71 |enable HHE EXEC T— RZAMIc L £,
i NRAT—REANLET FERINZ
Device> enable &) .

R T 72 |show ctsrole-based permissionsdefault |57 4+~ RY 3 —DSGACLD Y & |k
[ipv4 | ipv6 | details] ERRLET,
I

Device# show cts role-based permissions|
default MYDEFAULTSGACL
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| e%2u7490—F ALK S—DBE

gHon—kEhiSGACLKY v—nUTLyia |

AU RFERETOVa Y

B8

ATvT3

show ctsrole-based permissions from
{source-sgt | unknown} to {dest-sgt |
unknown}] [ipv4 | ipv6 | details]

il -
Device# show cts role-based permissions|
from 3

EEITEX=2 VT 0 Fv—7 (SGT)
st x2 VT 4 Zv—7 (DGT)
(23 4% SGACL 45 E L £,
source-sgt & dest-sgt OEFFHIL 1 ~
65533 CT¥, 7 7 #+/L h T, SGACL
IXIPv4 THDH LR SET,

« from : %&{EC SGT ZHRE L £,

sto: st X2 VT 4 T N—T R IR
ELET,

s unknown : SGACL 3% = U 7 ¢
TN—7 GREICERITSE) &5
ETERWAT Y MOEH SN E
7

ACS oEIICX v ra— R
SN 7z SGACL RV r—id,

BAOTFEIRY —L 0 HIE
eanxd,

GE)

ATV

exit
1 -

Device# exit

Bt EXEC E— RAEKTLET,

Ayoa—kEhi=SGACLRY2—D T Ly

FIE

aAvY RFERIEFT7II Y

=)

ATy T

enable
1 -

Device> enable

¥i#E EXEC T— FE AL £,
NRAT—REANLET (FERIN=H

/E[\) o

ATy T2

ctsrefresh policy {peer [peer-id] | sgt
[sgt_number | default | unknown]}
{5

Device# cts refresh policy peer
my cisco_ise

FRRET— 3725 D SGACL AN Y & — DR
Y 7Ly v a®FTLET,

. peer-id MEE XN D LA, BEX
NI ETEHRIZ #5248 Y o —72
TRV 7y radiEd, §T
OET RV —%EEHT DHITIL,
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B scacLxy s —omEs

tFa T4 HL—TACLKY —0%E |

ARV RFERFTIVaY =)

ID #35E L7\ C Enter 1 L £
TO

« SGT BEDHEEIN TV DHHA.
Z D SGTIZFEST 2R Y o —721F
DY 7y iadEd, 93TD
X2 VT TN—T XTI K
=% 7Ly aT 52, SGT
e EREETIZ Enter L F
Ty T7ANEIRY =%V T Ly
23 AL, default BN L F
T, RARKRY > —Z2Y 7L vz
45121, unknown Z &R L £,

AT v 73 |exit ¥t EXEC E— REKTLET,
1 -

Device# exit

SGACL 7R 1) > — D E% 7E 5l

D7 a Tk, SEIFERSGACK R > —DREFZRLET,

5 : SGACLRY) > —DEAD T O—/\ILIEHRE

WIZ. SGACL RV > —uH % 7 a— S )VZHENCT 502~ L9,

Device> enable
Device# configure terminal
Device (config) # cts role-based enforcement

Bl : 423 —Tx4AXH=YDSGACLARY >—DFERDEMIE

WIZ, A v B —TxA AT EIZSGACL R Y > — DM AN T A0 A2 R LET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernet 1/0/2
Device (config-if) # cts role-based enforcement
Device (config-if)# end
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| €F2uF4L—FACLKY S —DFEE

1 : VLAN (=33 5 SGACL KU v—naRoamt [

{5 : VLAN [Zxt9 % SGACL KR! > —D@ERADEMIE

&IZ. VLAN T SGACL RV v —D@EHEZANT 2025~ E T,

Device> enable

Device# configure terminal

Device (config)# cts role-based enforcement vlan-list 31-35,41
Device (config) # exit

5l : SGACL E=% E— FDFEE

KIZ., SGACL E=4 E— FERETLHHE R LET,

Device> enable

Device# configure terminal

Device (config) # cts role-based monitor enable

Device (config) # cts role-based permissions from 2 to 3 ipv4
Device# show cts role-based permissions from 2 to 3 ipv4

IPv4 Role-based permissions from group 2:sgt2 to group 3:sgt3 (monitored):
denytcpudpicmp-10
Deny IP-00

Device# show cts role-based permissions from 2 to 3 ipv4 details

IPv4 Role-based permissions from group 2:sgt2 to group 3:sgt3 (monitored):
denytcpudpicmp-10
Deny IP-00
Details:
Role-based IP access list denytcpudpicmp-10 (downloaded)
10 deny tcp
20 deny udp
30 deny icmp
Role-based IP access list Permit IP-00 (downloaded)
10 permit ip

Device# show cts role-based counters ipv4

Role-based IPv4 counters

From To SW-Denied HW-Denied SW-Permitt HW Permitt SW-Monitor HW-Monitor
* * 0 0 8 18962 0 0
2 3 0 0 0 0 0 341057

I : SGACL K1) S —DF BT

RIZ, SGACL RV v —% F#EICHRET HHEZ R~ LET,

Device> enable

Device# configure terminal

Device (config)# ip access role allow webtraff
Device (config-rb-acl)# 10 permit tcp dst eq 80
Device (config-rb-acl)# 20 permit tcp dst eq 443
Device (config-rb-acl)# 30 permit icmp
Device (config-rb-acl)# 40 deny ip
Device (config-rb-acl)# exit
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tFa T4 HL—TACLKY —0%E |
B 5 scacLozmam

Device (config) # cts role-based permissions from 55 to 66 allow webtraff
Device# show ip access allow_webtraff

Role-based IP access list allow webtraff
10 permit tcp dst eqg www
20 permit tcp dst eqg 443
30 permit icmp
40 deny ip

Device# show cts role-based permissions from 2 to 5

Role-based permissions from group 2 to group 5:
srb2
srbb

{5 : SGACL @ F&hE

WIZ, SGACL RV v —% FEICHEAT 262~ ET,

Device> enable

Device# configure terminal

Device (config) # cts role-based permissions default MYDEFAULTSGACL
Device (config) # cts role-based permissions from 3 to 5 SRB3 SRB5
Device (config) # exit

5 : SGACL 7R > —D KR

WIZ, BxX=2) T4 IA—T3NLEEENTZNT 7 427 DSGACL R »—DFF
W~ b I AONFERRT DHHERLET,

Device> enable
Device# show cts role-based permissions from 3

Role-based permissions from group 3 to group 5:
SRB3
SRB5

Role-based permissions from group 3 to group 7:
SRB4

X2 T4 TIL—TACLKR) >—DHEEERE
RORIC, =0V 2L CRAT HRIED Y U — A% L OB #Z 7 LET,

NG DOREREIE, FFICHRR SN TWARWRY  BAShY V=R LUEOTXTDY U —ZT
fEATE £,
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| €F2uF4L—FACLKY S —DFEE
tHay7s70—T ALKy v—osurE [

)1)y—= HERE FERETEHR
CiscoIOS XE Fuji 16.9.2 |+ %2 VU5 4 7/ —7 |SGACL #ffifi LT, —H &4tV
ACL RV 2— V—=ADEX2 VT 4 T NA—TDEY
BTUWZEASNWT, =2 —FRETTED
BEAHIHCE £9,

CiscoFeature Navigator 35 &, 77 v 74 —ABIRNY 7 b =T A A=V DV R—
MME# A 3R T& £ 7, Cisco Feature Navigator [Z(3, http://www.cisco.com/go/ctn 2267 7 & A
L%,
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B,
=% =R

Cisco TrustSec SGACL D /\{f 7RALSE Y
T A

Cisco TrustSec EX = VT 4 ZN—T 7 7R 2 ka—)L J A K (SGACL) %, Cisco
StackWise HiffiZ# R — K L TWAD AL v FTONAT_A T T oL R —F LT
7T, ZOHIMZE>TAT— M7 ARITEMEN RIS, A v TFRAE v 7137 7 & A4
T MY EHIL, M TExET,

« Cisco TrustSec SGACL DA 7 XA Z U T 1 ORESEME (61 X—)

s Cisco TrustSec SGACL D/ A 7 XA Z B U T 4 OFIFIFEIE (61 =X—)

» Cisco TrustSec SGACL DA 7 XA Z U7 4 IZBT51F®HR (62 X—)

» Cisco TrustSec SGACL D NA T XA Z E VT 4 OWgEd (63 ~X—)

« Cisco TrustSec SGACL DA T XA Z U 7 OFFEICET 5 Z OO BEEE (65—

V)
* SGACL ™A T _A T BV T ¢ OWREREIE (65 ~—)

Cisco TrustSec SGACLD /N1 7RA S E T 14 OREMHREH

O =a T AT, IROZEERHRE LTWET,

«Cisco TrustSec B L XX =2V F 4 F—7 T 7% A arba— J A+ (SGACL) #
Bz BRAE L T 5,

TR RIFE, AF v 7 ELUTHIET 2L ICTRESN TN D,

c AZy THNDOFTRTDTAA AWNE—/3— a2 D CiscolOSXEY 7 b U =7 #F{TL T
W5,

Cisco TrustSec SGACLD/\1{f 7RA S E ) T 1« DFIFIEIE

T IT 4T AL v F L AKX A AL v F Ol )5 TRIKHIEENFA L725A. SGACL
DAT—FINVAAL v FF—_"—TRELEH A,
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Cisco TrustSec SGACL D/\f 7RASEY T« |

B ciscoTrustSec SGACL /A F R4 S E U T 4 IZBIT B1EE

Cisco TrustSec SGACLD/\{f 7RA S E) T« AT 51F

¥

Cisco TrustSec ¥ =2 V7 4 FN—7 T A 2> ha—,L JAKM (SGACL) L, Cisco
StackWise HifliZ# V7 R— R L TCWVWB AL v T TONAT XA TV T 4 GEEZ TR —FL T
FT, ZOHEIFICE > TAT— M7 ARTUEMEP RS, A v FAF v 7137 7 & A
T MU ZGSI L, B TEET,

Z DOIEBEZ HENZT 5 Cisco TrustSec [HH DR EILH Y £ A, UL, Cisco I0S XE Denali
1621 DY JV—ZATHR—FENFT,

=R AEOBE

AA O FAE I TIX, AL v 73R =X Db maWMBEEIEN A FFOAAL v T 52T 7T 47
AA v FELTHEY YT, RITEVEBEIAN ZFRFOAAL v FHAX N AL v F L LTHEID
YCET, HBIELIZCLIRN—ADAT — N T IVAAL v FA— "= AX LA AL v
FWT IT 4 T AA v FIZRY | WITEENENL DR WAL o FIREWAL S 2L FITR
nET,

HHT—21%, MO AT LT — T v/ BHT—ZOEE @RAEE (CoA) & bHIFE
nNad) . FRIGERT XDV 7Ly v allfll, TITATAAL v TFNHAL N, AL v F
R ENET,

AT —=NITNWVAAL o F A==, BT 7T 4 T olz A v T, EHT— X2 HE
KLTHxvre—FRLET, BET—4 (ENV-data) L0 — /L _R—RA T 7R a3 he—)L
U2 b (RBACL) &, V7 Vv y v alfliE T o ETHEIShEYA,

WOEHT — 2 NT VT 4 TAAL v FICHA T a— REhET,
«BREET—4# (ENV-data) : U 7L v ¥ a3 48{LEC RBACL E# A G 9 5 729
DEH— U X N THESNDAER 7 4 — L R,

* Protected Access Credential (PAC) : &% =7 h> 1V 2 (EAP-FAST) O kv RV %91
L7 PEBR A BE72 383 E~ 1 b 22 /L Flexible Authentication (FlexAuth; 7 L & 3 7 /L#¥GE) %1%
T DO, A v TF A —k T 4 — X THAEIC—EIZE S5 HRE,

7—/L_X—ZDRY > — (RBACL £721£SGACL) : AA vF EOTRTCOEF2U T4
TN—T%27 (SGT) ~ v BV ORY —EHRTHRENLALEED —LRXR—2DRY
=1 &k,

FRA AID /8 A T — ROFEAM CRER &5 Cisco TrustSec 7 V' F o ¥ ¥ )Vix, 77T 47 A
A vFTavr RELTEITENET,
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| Cisco TrustSec SGACL D/ ZPRASEY T 4
Cisco TrustSec SGACL D/\1 FRAL S E Y F 4 DFER .

Cisco TrustSec SGACL D/\{f 7~_RA S E Y T 14 DIER

Cisco TrustSec SGACL /A 7T XA F U T 4 REZMERT DX, TI/T 4T AL v TF ERAH
NA AL F Dl )7 T show ctsrole-based permissions 2~ > RZFE{T L4, a2~ KO
E, WHEDAA v FTRILTHILERH Y 7,

W2, T 7T 47 AA »F T show ctsrole-based permissions =~ > KO HHZ R~ L £,

Device# show cts role-based permissions

IPv4 Role-based permissions default (monitored):
default sgacl-01
Deny IP-00

IPv4 Role-based permissions from group 10:SGT 10 to group 15:SGT 15:
SGACL_3-01

IPv4 Role-based permissions from group 14:SGT 14 to group 15:SGT 15:
multple ace-14

RBACL Monitor All for Dynamic Policies : FALSE

RBACL Monitor All for Configured Policies : FALSE

WIZ, AH /N1 AL T TO show cts role-based permissions =~ > RO I ZR L ET,

Device-stby# show cts role-based permissions

IPv4 Role-based permissions default (monitored):
default sgacl-01
Deny IP-00

IPv4 Role-based permissions from group 10:SGT 10 to group 15:SGT 15:
SGACL 3-01

IPv4 Role-based permissions from group 14:SGT 14 to group 15:SGT 15:
multple ace-14

RBACL Monitor All for Dynamic Policies : FALSE

RBACL Monitor All for Configured Policies : FALSE

AT =R INWVAAL v FF—N_"—1%. TIT 4T AL v FTROa~ > R&EFE(T L THEREAZ TR
L/i‘é—o

KIZ, show ctspacs 2~ > ROl Z R L ET,

Device# show cts pacs

AID: A3B6D4D8353F102346786CF220FF151C
PAC-Info:

PAC-type = Cisco Trustsec

AID: A3B6D4D8353F102346786CF220FF151C

I-ID: CTS_ED 21

A-ID-Info: Identity Services Engine

Credential Lifetime: 17:22:32 IST Mon Mar 14 2016
PAC-Opaque:
000200B80003000100040010A3B6D4D8353F102346786CF220FF151C0006009C00030100E044B2650D8351FD06
F23623C470511E0000001356DEA96C00093A80538898D40F633C368B053200D4C9D2422A7FEB4837EA9DBB89ID1
E51DA4E7B184E66D3D5F2839C11ESFB386936BB85250C61CA0116FDDIA184C6E96593EEAFS5C39BEO08140AFBB19
4EE701A0056600CFF5B12C02DD7ECEAA3CCC8170263669C483BD208052A46C31E39199830F794676842ADEECBB
A30FC4A5A0DEDAY93
Refresh timer is set for 01:00:05

RIZ. show ctsenvironment-data =~ > RO B R L F9,
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Device# show cts environment-data

CTS Environment Data

Current state = COMPLETE

Last status = Successful

Local Device SGT:

SGT tag = 0:Unknown

Server List Info:

Installed list: CTSServerListl-000D, 1 server(s):
*Server: 10.78.105.47, port 1812, A-ID A3B6D4D8353F102346786CF220FF151C
Status = ALIVE
auto-test = FALSE, keywrap-enable = FALSE, idle-time = 60 mins, deadtime = 20 secs

Multicast Group SGT Table:

Security Group Name Table:

0001-45
0-00:Unknown
2-ba:SGT 2
3-00:SGT_3
4-00:SGT_4
5-00:SGT_5
6-00:SGT_6
7-00:SGT_7
8-00:SGT_8
9-00:SGT_9
10-16:SGT_10

|

|

!

Environment Data Lifetime = 3600 secs

Last update time = 14:32:53 IST Mon Mar 14 2016

Env-data expires in 0:00:10:04 (dd:hr:mm:sec)

Env-data refreshes in 0:00:10:04 (dd:hr:mm:sec)

Cache data applied = NONE

State Machine is running

WIZ, AT — KTV AL v F A4 —3—1% D show ctsrole-based permissions =~ > KD H 734
EaRLET,

Device# show cts role-based permissions

IPv4 Role-based permissions default:
default sgacl-01
Deny IP-00

IPv4 Role-based permissions from group 10:SGT 10 to group 15:SGT 15:
SGACL 3-01

IPv4 Role-based permissions from group 14:SGT 14 to group 15:SGT 15:
multple ace-14

RBACL Monitor All for Dynamic Policies : FALSE

RBACL Monitor All for Configured Policies : FALSE
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