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. Cisco DNA Center 0

1:WebUI 0

his device is detected as a factory-fresh device. To begin, Click on below cards to create a new user account and launch the setup wizard to bring up the device quickly.

e
DNAC Cloud Onboarding Day 0 Wizard

=
Classic Day 0 Wizard

This wizard would enable you to on-board this device to
dnacentercloud.cisco.com. The wizard would give you step by
step guidance to configure the management interface and check
the cloud reachability. Make sure you have created a Cisco DNA
Center Cloud account and added the device before you start the
wizard

This wizard would enable you to configure the Switch with basic
and advanced settings like User account, Management Interface
IP address,VLAN,STP mode selection etc. Once the wizard is
successfully completed, user can access the Switch via WEBUI
and command line using the Management Interface IP address
provided.

READ THE INSTRUCTIONS BELOW BEFORE YOU BEGIN
e Ensure that you have all the required information from your service provider to complete the configuration.
e By default, the wizard enables some recommended configurations. We recommend that you keep these defaults unless you have a reason to change
them.
@ This wizard helps you to bring up your WAN/LAN connectivity quickly. You can change the configuration and configure advanced features after the
wizard completes successfully.
@ As a best practice, when you use WebUI to configure a device, do not delete or modify the configuration directly by logging into the device. Changing

the configuration method could lead to errors.

Cisco DNA Center 0

A

Cisco DNA Center

1 webui cisco
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3 [Device ID Settings] [Device Name]

Web




4 [Time & Device Mode] Network Time
Protocol NTP [NTP Server]
IP
2 : Account Settings
ahialn : ;
T Configuration Setup Wizard
(o]
ACCOUNT SETTINGS
Ureate New Account DEVICE INFO HELP AND TIPS -

Login Name* testuser
Login User Password*
Confirm Login User Password*

Device ID Settings

Device Name* testdevice
NTP Server XXX
Date & Time Mode NTP Time

< Welcome Page

e is set 1 the diffe in time will be
e time of configuri e

-

[Basic Settings]

1 [Device Management Settings]
IP

2 [Static]
a) [Associate VLAN Interface]

b) IP
c) IP
d) DNS

Web

DHCP

VLAN ID
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alisthe configuration Setup Wizard

Cisco

L

AGCOUNT SETTINGS

Device Management Settings

IP Address

VLAN ID*

IP Address*™

Subnet Mask®

Default Gateway (optional)
Associate VLAN Interface

DNS Server

BASIC SETTINGS

® static O DHCP

XXHK

XKKX

X.x.x.x (optional)

GigabitEthernet1/0/2 «

XHXK

@ HELP AND TIPS

Select this to enable access to the device using Telnet. Configure a
username and password to authenticate user access to the device

Select this to enable access to the device using Telnet. Configure a
usemame and password to authenticate user access to the device

Select this to enable secure remote access to the device using
Secure Shell (SSH). Configure a username and password to
authenticate user access to the device.

Enable transparent mode if you do not want the switch to participate
in VTP. A VTP transparent switch does not advertise its VLAN
configuration and does not synchronize its VLAN configuration
based on received advertisements, but transparent switches do
forward VTP advertisements that they receive out their trunk ports in
VTP Version 2.

‘est Connectivity >

3 [DHCP]

a) [VLANID]
VLANID 1

4: - DHCP

Configuration Setup Wizard

o

ACCOUNT SETTINGS

Device Management Settings

IP Address

VLAN ID*

IP Address*

Subnet Mask*

Default Gateway (optional)

DNS Server

New Account

BASIC SETTINGS

D Static

XXX

KKK

xx.x.x (optional)

XXX

)
A

ARY

@ HELP AND TIPS

Select this to enable access to the device using Telnet. Configure a
username and password to authenticate user access to the device,

Select this to enable access to the device using Telnet. Configure 2
username and password to authenticate user access to the device

Select this to enable secure remote access to the device using
Secure Shell (SSH). Gonfigure a username and password to
authenticate user access to the device.

Enable transparent mode if you do not want the switch to participate
in VTP. A VTP transparent switch does not advertise its VLAN
configuration and does not synchronize its VLAN configuration
based on received advertisements, but transparent switches do
forward VTP advertisements that they receive out their trunk ports in
VTP Version 2.

Web
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1 CiscoDNAC [Test Connectivity/Retest]
2 [Retest]

[Basic Settings]
3 [Day Zero Configuration Summary]

5: Test Connectivity

ACCOUNT SETTINGS BASIC SETTINGS TEST CONNECTIVITY

DHCP IP Test
P .\ =
[s==-] [— ]
=] ——

o
A
[5 === )
[5_==+]

= Compieted

i

4 Cisco DNAC

Cisco PnP devicehelper

IP WebUI

Web .




. Web

DHCP
Day 0

Windows

5.

Mac

1.

Windows

[User Account Contro]

DHCP

Web

regedit Enter

[Yes]

Computer\HKEY _LOCAL_MACHINE\SY STEM\CurrentContrd Sf\Sarvices T qpip\Parameter Sl nterfaces

webui

6 . Windows DHCP

L

e Edit View Favorites Help

77656275 69

iices\Tcpip)

GUID

REG_BINARY  DhcpClientldentifier

Computer\HKEY_LOCAL_ MACHINE\SYSTEM\CurrentC

{46836ffc-6358-4da1-b9f8-a2a10f1a0c48}

stexstor -~

stisve
storahci
storfit
stomvme
storqosfit
StorSve
storufs
storvsc
svsve
swenum
swprv
SynaMetSMI
Synth3dVsc
SynTP
SynTPERhService
SysMain
> SystemEventsBroker
> SzCCID
TabletinputService
TapiSrv
v | Tepip
Linkage
Parameter
v | Parameters
Adapters
DNSRegisteredAdapters
v | Interfaces
{2a1d7785-5141-4b33-8f11-4b5¢f324636¢)
{2e6a118d-8ff9-45c8-b861-13bbbf590a22)
{3f99fba7-ae95-43f6-b34c-e2fbddedcbd0}
{46836ffc-6358-4da1-b9f8-a2a10f1a0c48)
{4828db99-4092-4a20-903b-e3042283e9f0}
{7baa2017-910a-4c77-b968-a9beb40c9646)
(92246718-ace4-4789-9306-923799a7b574}
{b20b01ef-9511-4f8d-af8d-c03a948db0e1}
{b5fdd031-2580-445b-8430-074e5248bd14) v
< >

PC

[System Preferences] > [Network] > [Advanced] > [TCP] > DHCP Client ID]

Name

ab)(Default)

8 AddressType

5% DhepClientidentifier
Edit Binary Value

Value name:
[DhepClientidentfier

Value data:

Data

(value not set)

0x00000000 (0)
77 6562 75 69

Type

REG_SZ
REG_DWORD
REG_BINARY

webui

Cancel

<

DHCP

nCoLTWOND UXICITUOTS (TI0UET TUF Ty

e 01 00 79 00 00 00 00 00 0)

webui
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7:Mac DHCP

Network Q

= Wi-Fi

Wi-Fi W DNS WINS 8021X Proxies Hardware

Configure IPv4: Using DHCP

IPv4 Address: XEOGAZRXXEX Renew DHCP Lease

Subnet Mask: XERXROKRBH DHCP Client ID: Iwebui

Router: XERBAZRXKX (If required)

Configure IPv6: Automatically

Router: fe®OGBXR RKXHeRRIGHX

IPv6 Address:

Prefix Length: &

2 Cancel OK

2. [OK]

Would you liketo enter theinitial configuration dialog? [yes/no]: Web UI Day

PC/Mac

3 PC/Mac DHCP IP 192.168.1.x/24
IP

Web
I 7|
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8:IP
ems > Network Connections v QO Search Network C
his connection Rename this connection View status of this connection Change settings of this connection &
Cisco AnyConnect Secure = | Ethernet — | Npcap Loopback Adapter
Mobility Client Connection = Unidentified network Enabled
Disabled Intel(R) Ethernet Connectio... Npcap Loopback Adapter
| VMware Network Ada| . .
¢ VMnets Network Connection Details X
Enabled Network Connection Details:
Property Value
Connection-specific DNS S...
Description Intel(R) Ethernet Connection (4) 1219-LM
Physical Address 54-EE-75-DC-9F-06
DHCP Enabled Yes
IPv4 Address 192.168.1.3
IPv4 Subnet Mask 255.255.255.0
Lease Obtained Tuesday. June 11.2019 8:25:33 AM
Lease Expires Wednesday. June 12,2019 12:40:20 PM
IPv4 Default Gateway
IPv4 DHCP Server 192.168.1.1
IPv4 DNS Server 192.168.1.1
IPv4 WINS Server
NetBIOS over Tcpip Enabl.. Yes
3 Web UI Day 0
4 PC Web IP https://192.168.1.1
5 Day0O [username] webui [password] cisco

. Web
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-Ill-‘l:loll Configuration Setup Wizard

(4 13
(]

CREATE ACCOUNT

T New A nt
Create New Account Hardware and Software details of the device.

Login Name Platform Type:
P e
assword 10S Installed:
Confirm password
‘Serial Number:
Modules:
License Installed:

Create New Account . . 5
Basic Device Settings >

[Wired Network]

[Basic Device Settings]

1 [Device ID and Location Settings]

2 NTP
[Automatic] [Manual]

Web
I Lo
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10: [Basic Device Settings] > [Device ID and Location Settings]

bl Gonfiguration Setup Wizard

cisco
o———O0 ° () ° °
CREATE ACCOUNT BASIC SETTINGS SITE PR SWITCH WIDI NGS 0| RY
Device ID and Location Settings
N © HELP AND TIPS
Device Name. © Device name is mandatory
device name is an identification that is given to the physical hardware device.
Date & Time Mode Automatic v

If manual time is set then the difference in time will be adjusted at the time of
configuring the device.

Mon Aug 13 2018 14:18:06
The management VRF is a dedicated, secure VRF instance that allows users to
manage the router inband on switched virtual interfaces (SVIs) and physical

Device Management Settings interfaces.

Select this to enable access to the device using Telnet. Configure a usemame and

Management Interface goabitethemet0/0 password to authenticate user access to the device.

Select this to enable secure remote access to the device using Secure Shell (SSH).
Management IP XXXX

Configure a username and password to authenticate user access to the device.
Subnet Mask ik Enable transparent mode if you do not want the switch to participate in VTP. A VTP

transparent switch does not advertise its VLAN configuration and does ot
) synchronize its VLAN configuration based on received advertisements, but
Default Gateway (optional) xx.x.x (optional) transparent switches do forward VTP advertisements that they receive out their trunk.

< Setup Options Site Profile >

3 [Device Management Settings] IP
IP

ol

Telnet [Telnet]
6 SSH [SSH]

7 [VTP transparent mode] VTP

[Wired Network] [Day 0 Config Summary]
[Finish]
[Setup Options] [Wired Network]

11 : [Basic Device Settings] > [Device Management Settings]

alialn ; ;
ETSEE) Configuration Setup Wizard

o —0 ) ° 0 °

CREATE ACCOUNT BASIC SETTINGS ITE PROI SWITCI c 0| 3

Mon Aug 13 2018 14:18:37
© HELP AND TIPS

Device Management Settings

device name is an identification that is given to the physical hardware device.

Management Interface gigabitetherneto/0
If manual time is set then the difference in time will be adjusted at the time of
configuring the device.

Management IP xxxX
The management VRF s a dedicated, secure VRF instance that allows users to

——— - manage the router inband on switched virtual interfaces (SVIs) and physical
interfaces.

Default Gateway (optional) oxxx (optional) Select this to enable access to the device using Telnet. Configure a username and
password to authenticate user access to the device.

Telnet Select this to enable secure remote access to the device using Secure Shell (SSH).
Configure a username and password to authenticate user access to the device.

SSH Enable transparent mode if you do not want the switch to participate in VTP. A VTP

transparent switch does not advertise its VLAN configuration and does not
synchronize its VLAN configuration based on received advertisements, but
transparent switches do forward VTP advertisements that they receive out their trunk

< Setup Options Site Profile >

VTP transparent mode

Web
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VLAN

RPVST+

RPVST+

RPVST+

VTP Mode Transparent Mode Transparent Mode Transparent
UDLD
/ IP / IP / IP
SSH Version 2 Version 2 Version 2
SCP
VTY
Web




. Web

Web

VLAN VLAN VLAN VLAN
 Default VLAN  Default VLAN  Default VLAN
. VLAN . VLAN . VLAN
. VLAN . VLAN . VLAN
* Management * Management * Management VLAN
VLAN VLAN
3 3
IPv6 IPv6 IPv6 IPv6
QoS QoS QoS QoS
QoS QoS QoS QoS
Port-channel Port-channel
VLAN VLAN VLAN

Port-channel

Port-channel

Port-channel
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VLAN B

12 : [Site Profile] > [Access Switches]

alial Configuration Setup Wizard
cisco
it
GREATE ACGOUNT BASIC SETTNGS SITE PROFILE
Access Distributed @ HELP AND TIPS
Enable Routing
B BB ccording to isco Best ractces.
Thiscan be customized any tme through the detaled confiuraton
Erd o] =
Single Access Switch Single Access Switch Single Access Switch

My device doesn't resemble an item in this list

<Basic Device Settings Switch Wide Settings >

13 [Site Profile] > [Access Switches]

VLAN

1 [VLAN Configuration] VLAN VLAN VLAN

2 VLAN [Data VLAN] VLAN
VLAN ID VLAN VLAN

3 VLAN [Voice VLAN] VLAN
VLAN ID VLAN VLAN

Web
I I
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