atfren]n
CISCO.

WET - 20257 A 11 B

Cisco 10S XE 17.16.x (Cisco Catalyst9200 ') —X X
AvF) Jy—R/—F

R-aAaTF7ILDERERE

RE¥a AL FOEFBEZ, VI—ZAFL A B LTIDO RFa ALy MIMAONEEH EEFOMELRLTWE
T,

R1I:RZATILDEERE

B4 )= Bfficht=toLay

2024412 H 11 H 17.16.1 s FHEHE - V7 b U = THERE

« REG  RIRROARBA R LOWREH O R EL

« Bk~ B YU v 7 2 17.16.1 O B EVERE R

VTR ETA A=Y 17161 DY T NI =T A A=

* ROMMON /83— =5 7 1 17.16.1 ® ROMMON /" —2 5

[F LC&HIZ

Cisco Catalyst9200 >V — X AA v FL, =2 hNY LV DZLH—~TTAXITATIRAAL vFTHY, AT
¥ hR—R Ry hU—F% 7 L Cisco Catalyst 9000 >V — R AA v FDN—FT 2T BIRY 7 b7 =T DA ) _—
va O ESESERGARRIIECTEE T, TNOHDAA v FIE, FHBRERE T 7 Z o FERIT O
EREATRHLT 2 Z L ICE A Z BV TV E T, Cisco Catalyst 9000 7 7 2 U 2> 538 L 7= Cisco Catalyst 9200 >V — X &
A v FiE, BETHERAHMAERZHDO LN TV E &L, HTLO LD IT OFENCT I 2L £7,

ZD77 » 74—, CiscoDigital Network Architecture DR & 72 ZHALEH L LT, X2V T 4, FEU T 1,
779 R, IoTZEAL THFSNTOVET, ZHTED, AT PRN=2DFy T —=F T ~Om|Y B ED
B H-TH, mFOoExa VT, Hxh), Va7~ V7423 Iz b I EMTEET,

DT Ty N7 —ALTIL, trustworthy Y U 2—3 3 > MACsec 5 5fk, B/ AT —va vzl sro 2am
7T AEEKEDOEX 2V T A R— 7V FIZLD, "—FRU=T 7T TR, Y7 =T, BEOAAL vTF &
Xy NT—=TZRNDTRTCOT — X OESWEZRETIREREX 2 T ML ERTEET, TNHDAAL vTF
W, 74—V REHAIREREIR E 7 7o, 27T v 7V, a—L Ry F B|EFRRMPE, BIO¥ERKE L
SOV O RERINE (MTBF) 1250, = X —T 54 AL~ LB LN EMZ. EVRAOMMEANE L Vo — AL A7 TE
H%ZFEH LUFET. 7/ Flexible NetFlow D7 F U r— g U ORfHMEET LA MY 35X Cisco [0S XE DF—F >
API &£ UADP ASIC i 7 7 I~ ) T 4 WA SNIZINOD AL v FITLY, Yo TNV THiERF Yy hU—2
DTREYa = T EERNEBL, FEROA ) RX—v g T R E A RETE E T,



H1R— k&N TLVS Cisco Catalyst9200 ') — X XA v FDETILES

WDOFRIZ, PR—=FEINTWAEIN—FRT=TETNE, ZNOLOET VIR EINET 74V OTA BV AL~V E
TRLET, FRHARERTA B A L-ULOFEMICOWTIE, (T4 A L~UL] OB 7V a0 E2HBRLUTLIER N,

RAAYFETIV |TIHNLEDSA |FiA BAYY—R
R LA
€9200-24T-A Network Advantage | 2 % » 7 1 24x1G N— b, 4x1G 3 & |Cisco I0S XE 27 F /L # /L 16.10.1
- D 4x10G [HET v 7V v 7 R— |, —
C9200-24T-E Network Essentials BIEA T o k2o, B AHARE CiscoIOS XE 7 7 /)4 )L 16.10.1
7 7 2D, StackWise-160 % V7R —
Fo
C9200-24P-A Network Advantage | 2 # + 7 1 24x1G PoE+ 78— k. 4x1G|Cisco IOS XE ¥ 7 7 /L% /L 16.10.1
—— | BRO&I0G EET v 7Y 7 K- —
C9200-24P-E Network Essentials CiscoIOS XE 7 7 /)4 )L 16.10.1

b, BEAwy F2o, BUSAHLARE
727 7 2>, StackWise-160 % H 7R —
I\O

C9200-24PB-A

Network Advantage

AH 7L 24x1G PoE+ A — k., 4x1G
BLOKXI0GEET v 7V 7 R—
b, ERAT Y k25, BUGAHLATHE
727 72, StackWise-160 & i —
Mo

Cisco IOS XE Amsterdam 17.2.1

C9200-48T-A Network Advantage | 2 % + 7 %l 48x1G R — k. 4x1G 3 & |Cisco I0S XE ¥ 7 F /L% /L 16.10.1
—— W 4x10G [EET » 7Y > 7 = —
(C9200-48T-E Network Essentials FE ATy k2o, BiEsunagse | Cisco10S XE DTS 16.10.1
7 7 2, StackWise-160 % ¥R —
ko
C9200-48P-A Network Advantage | 2 # v 7 il 48x1G PoE+ 7" — k. 4x1G|Cisco IOS XE 7 7 /L% /L 16.10.1
- BLOXI0GEET v 7V o HA— —
C9200-48P-E Network Essentials CiscoIOS XE 7 7 )41 16.10.1

b, ERATy k25, BUGAHLATEE
727 72D, StackWise-160 & ¥4~ —
Mo

C9200-48PL-A

Network Advantage

C9200-48PL-E

Network Essentials

PoE Z# i 3HINCH R— N 524 v 7
M 48%x1G PoE+ " — b, T vV 7
A— M 4x1G B LV 4x10G * » b
J—7FVa—)b, ERATY K2
o, BB AIRER 7 7 2 2 O,
StackWise-160 % ¥ 7" — |,

Cisco IOS XE Amsterdam 17.3.1

Cisco IOS XE Amsterdam 17.3.1




AAYF ETIVL |TIHILEDTA |5 BAYIY—R
tozxLARLE
C9200-48PB-A Network Advantage | 2 % + 7 il 48x1G PoE+ R— k. 4x1G |Cisco IOS XE Amsterdam 17.2.1

BLO&XI0GGEET v 7V v R—
bo EIRAE Y b 20, B ATHE
727 72, StackWise-160 & ik —
I\O

C9200-24PXG-E

Network Essentials

C9200-24PXG-A

Network Advantage

AH IR NF X Y b A —H
F v B IOV 16x1G PoE+ AR—
4x10G, 2x25G, B LN 2x40G * v b
=% a—)b (T IHR—
) ZHAR—b, ERATY 2
D, BUIGREARIRER 7 7 2 2 O,
StackWise-160 Z 74— k,

Cisco IOS XE Amsterdam 17.1.1

Cisco IOS XE Amsterdam 17.1.1

C9200-48PXG-E

Network Essentials

C9200-48PXG-A

Network Advantage

AH IR NF X Y b A —H
F v b B LN 40x1G PoE+ AR—
4x10G, 2x25G, B LN 2x40G * v b
=% a—)b (T IHR—
) ZHAR—b, ERATY 2
D, BUIGRERIRER 7 7 2 2 O,
StackWise-160 Z %7 — k,

Cisco IOS XE Amsterdam 17.1.1

Cisco IOS XE Amsterdam 17.1.1

C9200L-24P-4G-A

Network Advantage

C9200L-24P-4G-E

Network Essentials

AH 7L 24x1G PoE+ A — ., 4x1G
EET v 77 R—b, BEAT Y
k2o, EEZ 72D, StackWise-80
Y R—k,

Cisco IOS XE Fuji 16.9.1

Cisco IOS XE Fuji 16.9.1

C9200L-24P-4X-A

Network Advantage

C9200L-24P-4X-E

Network Essentials

A v 7 24x1GPoE+ AR — k. 4x10G
BET v 7 V7 KR—h, EBFRAT Y
k2o, [EET 72D, StackWise-80
Y R—h,

Cisco IOS XE Fuji 16.9.1

Cisco 10S XE Fuji 16.9.1

C9200L-24T-4G-A

Network Advantage

C9200L-24T-4G-E

Network Essentials

A Ky 7T 24x1G AR — b, 4x1G EE
Ty 7Y R—h EEARY N2
S, EET 7 2D, StackWise-80 %
PR— b,

Cisco IOS XE Fuji 16.9.1

Cisco IOS XE Fuji 16.9.1

C9200L-24T-4X-A

Network Advantage

C9200L-24T-4X-E

Network Essentials

ARy 741G AR — . 4x10G [EE
Ty R =, EERERATY 2
S, [EETZ 72D, StackWise-80 %
PR— kK,

Cisco 10S XE Fuji 16.9.1

Cisco IOS XE Fuji 16.9.1




AAYF ETIV |TIHILEDTA |5 BAYY—R
tozxLARLE
C9200L-48P-4G-A |Network Advantage | 2 & v 7 il 48x1G PoE+ 75— k. 4x1G | Cisco 10S XE Fuji 16.9.1

C9200L-48P-4G-E

Network Essentials

BET 7V 7R —b, EBFEAT Y
c2-2, EET 722, StackWise-80
Y AR— 1k,

Cisco 10S XE Fuji 16.9.1

C9200L-48P-4X-A

Network Advantage

C9200L-48P-4X-E

Network Essentials

A v 7 48x1G PoE+ R — k. 4x10G
HET v 77 Rm—b, BRERAT Y
k2o, EEZ 72D, StackWise-80
AR — K,

Cisco IOS XE Fuji 16.9.1

Cisco 10S XE Fuji 16.9.1

C9200L-48PL-4G-A

Network Advantage

C9200L-48PL-4G-E

Network Essentials

PoE ¥ R— TR X v
1 48x1G PoE+ 7R — I, 4x1G SFP [ &
TV R—b, BRATY K2
D, EET 72>, StackWise-80 %
PR—k,

Cisco IOS XE Amsterdam 17.3.1

Cisco IOS XE Amsterdam 17.3.1

C9200L-48PL-4X-A

Network Advantage

C9200L-48PL-4X-E

Network Essentials

PoE Z BN R— N T BHA X v 7
1 48%x1G PoE+ 7R — k. 4x10G SFP
ET v V7R —b, ERAT Y b
2O, EEZ 7> 22, StackWise-80
Y AR— N,

Cisco IOS XE Amsterdam 17.3.1

Cisco IOS XE Amsterdam 17.3.1

C9200L-48T-4G-A

Network Advantage

C9200L-48T-4G-E

Network Essentials

AH sy 741G AR— b, 4x1G [EE
TV R—b, BRARY 2
2. [EET 72>, StackWise-80 %
PR,

Cisco 10S XE Fuji 16.9.1

Cisco 10S XE Fuji 16.9.1

C9200L-48T-4X-A

Network Advantage

C9200L-48T-4X-E

Network Essentials

AH o 7 HIABX1G AR — I, 4x10G [ &
Ty A=, EREATY 2
S, BET 7 v 2>, StackWise-80 %
PR— b,

Cisco IOS XE Fuji 16.9.1

Cisco IOS XE Fuji 16.9.1

C9200L-24PXG4X-A

Network Advantage

C9200L-24PXG4X-E

Network Essentials

AH PRI NV TFXHEw b A —H
% v b PoE+ R — hE LUV 16x1G PoE+
R— b, &XIOGEET v 7V 7 R—
c, BRAT Y 25, BEEZ 722
D, StackWise-80 % R— k

Cisco IOS XE Gibraltar 16.11.1

Cisco IOS XE Gibraltar 16.11.1

C9200L-24PXG-2Y-A

Network Advantage

C9200L-24PXG-2Y-E

Network Essentials

ALy IR NVFXHE Y b A —H
% b PoE+ R — F 3 LUV 16x1G PoE+
B—h, 2X25GEET v 7V 7 R—
h, BIRAT Y h2D, BEEZ 722
. StackWise-80 & ¥ — k

Cisco IOS XE Gibraltar 16.11.1

Cisco IOS XE Gibraltar 16.11.1




AAYFETIL |TIHILEDSA |EREA BANI)—R
oA LA L
C9200L48PXG4X-A | Network Advantage | 2 % v 7 Bl 12 v L F X H v ~ A — |Cisco I0S XE Gibraltar 16.11.1
. e L TR
C9200L48PXGAX-E | Network Essentials | > [ POEH A= RBLU3xIG [ H e e Gibralar 16.11.1

PoE+ AR— ., 4x10GEET v 7V
7 AR— b, ERA2 Y F2o, BEIE
7 72D, StackWise-80 Z ViR — k

C9200L48PXG-2Y-A

Network Advantage

C9200L48PXG-2Y-E

Network Essentials

ALy IR LVF XAy b A —
%> b PoE+ R — b X 1V40x1G PoE+
A=, 2xX25GEET v 7V 7 R—
b, BFRERATY 2o BEEZ7 2
>, StackWise-80 % %7 — b

Cisco IOS XE Gibraltar 16.11.1

Cisco IOS XE Gibraltar 16.11.1

C9200CX-8P-2X2G-A

Network Advantage

C9200CX-8P-2X2G-E

Network Essentials

8x1GPoE+ A — k| 2x1G I L U'2x10G
SFP+[EHET v 77U v 7 R— k., 315W
ONEBER L= FEEH L THE,
Ty U A

Cisco I0S XE Cupertino 17.9.1

Cisco IOS XE Cupertino 17.9.1

C9200CX-12P2X2G-A

Network Advantage

C9200CX-12P2X2G-E

Network Essentials

12x1G PoE+ 7"— k. 2x1G B L X
2x10GSFP+[EET v U 7 Hm— k.
315W O ER=~= v FEFEH LT

i, 77 v A,

Cisco I0S XE Cupertino 17.9.1

Cisco 10S XE Cupertino 17.9.1

C200CX-12T2X2G-A

Network Advantage

C9200CX-12T2X2G-E

Network Essentials

12x1G A — %% v hAR—F, 2x1G §i
BT 7Y 7 R— b, IXIGERBRT >
7Y 7 PDAR— b, BLO2x10G
SFP+ [EET v 7V 7 R— k. i
T o7V PDAR— NG, 20X
iBh 8OW EIR T ¥ 7 X —Z&HH LT

W, 77 LA

Cisco IOS XE Cupertino 17.9.1

Cisco I0S XE Cupertino 17.9.1

(C9200CX-12P2XGH-A

Network Advantage

C9200CX-12P2XGH-E

Network Essentials

12x1G PoE+ 7R — k. 2x10G SFP+ 3 &
O2XIGHEHREET v 7V 7 BR—
315W HVDC/AC DWNERER~L= > b
EHEHALCHRE, 77 VA,

Cisco 10S XE Cupertino 17.9.4

Cisco 10S XE Cupertino 17.9.4

(C9200CX-8P-2XGH-A

Network Advantage

C9200CX-8P-2XGH-E

Network Essentials

8x1G PoE+ "— k. 2x10G SFP+ ¥ X
O2XIGHWREET v 7V v 7 R— k.
315W HVDC/AC OB L= v b
ZREHLCHRE, 77 VA,

Cisco IOS XE Dublin 17.10.1

Cisco IOS XE Dublin 17.10.1




RAAYF ETIL |TIAINLEDSA |5EA BAVY—R
R LALL
CR00CX-BUXG2X-A | Network Advantage |8 78— ~ UPOE (4x1G 3 & U8 4xmGig | Cisco 10S XE Cupertino 17.9.4
N — 5 AE— R
(C9200CX-8UXG-2X-E | Network Essentials A by BOR 13G ” . ) Cisco IOS XE Cupertino 17.9.4
2x10G SFP+[EET » 7'V 7 315W
DOWNERER L= ;& EH L CTHaE,
Ty U A,
CR00CXBUXG2XH-A | Network Advantage |8 78— ~ UPOE (4x1G 3 & U} 4xmGig | Cisco I0S XE Cupertino 17.9.4
N B RO +
CR00CX-BUXG2XHE | Network Essentials 7‘]:,_’ b H%j(@}; 10G) . 2x10GSFP Cisco I0S XE Cupertino 17.9.4
[EET >~ 7V 7 315WHVDC/AC
WEER L=y &, 771
Xo

D BSCARER T RA L S A ADFEMICONTIE, £ 1 E2BBLTF S0,

HR—brENB3RY D=9 EDa—)L

W DFIZ. 1 GigabitEthernet 35 J OV 10 GigabitEthernet D 2 11 v M &2 7=, 7 a7 v F Vo7 vy hU—7 &

Va—NERLET, AL vFiE. TRy NT— PV EFVa—AFFEZT T 7 F2a—O0TNHERY 1T 0OE

MT2BERDHY £,

N

2y bIT—HY ED 21—
17

BLL]

BAYY)—R

K

€9200-NM-4G ' 4 > ® 1 GigabitEthernet SFP £ ¥ = —/L A 1 v | Cisco IOS XE ¥ 7 7 /L 4 )L 16.10.1
k
C9200-NM-4X ' 4 5@ 10 GigabitEthernet SFP 2 = —/L Z 11 v | Cisco I0S XE 27 F /L % L 16.10.1

C9200-NM-2Y?>

2 >® 25 GigabitEthernet SFP28 £ ¥ = — /L A
= b

Cisco IOS XE Amsterdam 17.1.1

C9200-NM-2Q?

FHAB Y MIQSFP+ 327 X &ffiAl2 o
? 40 GigabitEthernet 2 2 > |

Cisco IOS XE Amsterdam 17.1.1

B op

IINHDOFR Yy U —7F Y a— L, Cisco Catalyst 9200 > U — X A A » F D €9200 SKU TOHYHR— FINT\E

—g_‘O

BR—rFENTWLWBRHEES 21—

Cisco Catalyst ') —RX A4 v F TSI EFIERHEV 2RI FR—FENTEBY, PR—FENDIHET 2—1LD
UZ MIEMNCEFENTHWET, ZHDO T — T 2 — )LD FEHMEFRICOWTIL, Transceiver Module


https://tmgmatrix.cisco.com/home

Group (TMG) Compatibility Matrix > —/L ZfEHT 25, KO URLIZHDHRESI L T Z XV, https://www.cisco.com/
en/US/products/hw/modules/ps5455/products_device support_tables list.html

Cisco 10S XE 17.16.x 0D FrHigE

Cisco I0S XE 17.16.1 D/\— K = 7 #45E
COVY—2ATITFH LWLN— R = THREIZH Y ¥ A,

Cisco IOS XE17.16.1 DV T b = 7 HaE

HaER

BLL]

AR —T A ALYLD
VLAN-SGT v B> 7

A B =T 2 A AL YLD VLAN-SGT ¥ v B JHERER AT D &, SGT A v ¥ —
T oA AHA T VLANICEID B TAHZ LN TEET, ZOMEEIX. 575 VLAN &5 —
A VLAN i 5725 SGT ~D~ v B 7 &R —F L, %2 VU7 ¢ & FMEZ258 L
F7,

(Network Advantage)

IPv6 ¥ U =—3 3 > : SDA
NZ7>Y > b (HER Zf#
M) ~VvFExy A NE Lz
~NFHA b

IPv4 7o —LA~LF ¥ A ML, LISP RAA UETHR—FshES, 2—%—
. LISP A v ¥ —7 = A ATl a~y RERETHZEL T, IPVA=F ¥ X N %
ML IPVO v VT F ¥ A M TEET, IPv4 v LT X ¥ X MEZRET 5%
&1, {iplipv6} pim lisp transport multicast [ipv4] =~ > K, F 721 ip pim sparse-mode
avy REFHATEES, ACIZA—TT7 RLART =X & T AR — MiiFIZfEH
ENTWARWEE, Zv—T~y B 7 RugE 9 ({iplipve} pim group-map
<source-prefix> % 721 ipv4 <destination-prefix> =~ > R CTRE) . £7-. T =7 /L RP
¥ A7 ATl show ip multicast redundancy ole =~ > RZEH LT, AZ LA F /31 R
Taryhbe— 7L —rOREBEE=F—TEET,

(Network Advantage)

Multicast Flow %fJi~ SG % A
——

ZOMEREIZ X D . BT LB SN (S,G)mroute ST 7 4 v 7 DFNIR Y A ~—E Ak
R 2 A=A LNEAINTWET, ipmrouteextend-timer =2~ > ROVEASNE L
72

(Network Essentials)

A=A A AP g

* YANG 7—4# ET /L

ZOVY—=RATIEIROT 0 7 I< VT o ERENEANSINE LTz,

*YANG 7—ZE7 /L : ZOVU V—ATHEHTE S Cisco I0S XE YANG E7 /LD Y
A MOV, https://github.com/YangModels/yang/tree/main/vendor/cisco/xe/17161
EERLTLIEEN,

(Network Essentials 35 & UY Network Advantage)



https://tmgmatrix.cisco.com/home
https://www.cisco.com/en/US/products/hw/modules/ps5455/products_device_support_tables_list.html
https://www.cisco.com/en/US/products/hw/modules/ps5455/products_device_support_tables_list.html
https://github.com/YangModels/yang/tree/main/vendor/cisco/xe/17161

HEes £RBA

SFP A IN TRV | ZOMEEIZ L D, SFP MR A SN TWARWHET 7 A4 SR — N OEINHEPHIH SV E
Ty ANKR—b DTy v M| T, hw- modulesmtch auto-off optics 2~ > RN EAINE LTz,

7

A~— k LED ZODOMRETIX, R—FLED 4 72952 & T, E/IEEEZHIE L E9, hw-module

switch auto-off led =< > FRBEAINE LT,

ARP 3 X O ForUS X4 v K
% 2 OOEB] D % = —1Z 55 E|

ZOREIR. N7 T a4 v 7 EB LT 5720
DRV P —2EALET,

T ForUS % =—& ARP % = — (@R

Catalyst 9200CX T®

GuestShell 35 J U8 VTP (25}

Cisco I0S XE 17.16.1 LAFED U U — A ClE, Catalyst 9200CX > U — X AA v F (X, F v
FNU—7 T RUA%EH (NAT) 22 7RER—F IV —T A4 v F—T = 2%

THVPGEBEIUNATHA— | LT, sMxy hU—7 LiEELET, ZO(EIEL. Guest Shell THEITIAL TS day
~ zero ZTP TOHAY R — F I E T,
(Network Essentials)
WebUI O #iae

ZOU Y —ZTH LV WebULHEREIZ H 0 FH A

Cisco I0S XE17.161 TO/N—FO 7LV YV IOz 7OEEDEE

BEDEE SR BA
MAC 77 AU A & |[NETCONF TiL, BT CTHREILRBOMACT 7B AY A MEHRETEEEA,
L 7= NETCONF

AN
84

L G1X, CiscolOS-XE VU U

— 2 TOTHLRWEIEIZOW TR L ET,

DIRTD Y V=2 TH—F 2o TV LMk

T, A= U E TR AL L TIRO Y U — RG] SRR IVE T,

Cisco I0S XE17.16.x DXRfERDTES
ZDV =R IKRBROBEITZH D 8 A,

Cisco I0S XE 17.16.1 DR FH DA E S

ID

RHL

CSCwk02145

T T 4 THNE T L TWAIRE . C9200 A% v 7 #IiES N/A L FrEanb



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk76

ID RHEL

CSCwk05581 C9200 Tlid, A v T AL N=RNE T LTWBEE, AF v I VU THERN—7 ) T
EDOEEITRD

CSCwk27064 %SFF8472-3-READ_ERROR: Gi2/1/1 : b > — 305D DOM 7 — 4 OB ) =57 —

CSCwk76574 TIALT VWA Z I DT I T4 TIRAL v T 8T 5L, IPSGR N T 74w &T 0y
795

CSCwk82261 A A »F T TCP SYN 784 » | <Random Port> DOTIX, MABREMN Fr v 7En b

WEEYR— bk

ORI varyTEH, YR FENTWAERELE TR — RSN TWRWERED Y A hERLET,

FTRTOYR— ST DR

77y b7 A=A THR—FEINTWDLHERED SR U A MI DWW T, Cisco Feature Navigator 22 L TL 72 &0,

A Y FETILEDOHEREY R— FDEL

WFEAEDEA, YR—FSNTWD Y7 b= THEED U A M, CiscoCatalyst 9200 35 L TN9200CX V) — X A A v
FTHWETT, 2720, TNHEDONRY T MEADON—=R T =T &V 7 b7 =T OEEEOEWNZOWTIE, flstE 7 F
T WOEZ v arTE, Zo0fbh, DEVERBITEAII TSR, TXTO PID TIEHAR— v Ty

LA OWTCEHA L £,

Cisco Catalyst 9200 33 X 00 9200CX U — R AA »F D PID DY A MIHOWTIL, HaAR— k&I T 5 Cisco Catalyst
9200 ¥ U =R AA v FOETNHKG 2=) 2ZRLTIEE,

& 2: Cisco TrustSec

11

LTFDONY) 72 bTIREYR—FENi0

CiscoTrustSec v h T —27 FNRA AT RI v g ay
Fr—/L (NDAC) (77U 7)

4T (Al

& 3:BmuEAY

HaE LUTD/NY 72 bTIEEYR—FEhiziy
Cisco StackWise Virtual +T (Al

) VAN T T U—F 47 (NSF) FT_T (Al

9200CX SKU D A & v 7 HHk FT (Al



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk05581
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk27064
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk76574
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCwk82261
https://cfnng.cisco.com

K4 IPFTFLYSUTH—ER

113 LUTONY) 7Y bTIRRYR— RSN
F—bUxAf m—F Ty Fubai (GLBP) | 4T (Al

Web Cache Communication Protocol (WCCP) T_T (Al

®5:LM1YV2

HERE LUTFDNY T2 RTIEYR—FSNAL

F—F 4 F 54 7Y v (IEEE802.1AS. IEEE
802.1Qat, I3 J (NIEEE 802.1Qav % &1¢)

T_T (Al

RETIILFTORALSRNILRASLSYFUY

HaE

LTDON) 72 bTIREYR—FENG0

Cisco Catalyst 9200 2 U — X A1 v F I L ¥ Cisco Catalyst
9200L >V —X AL v FOR—F—F—h U= 71}k
=1L (BGP)

T T (Al

</ F7a ha) YL AL vF 7 (MPLS)

JT (Al

£7:7093<EY T4«

HaE

LUTFDN) 7Y FTRERYR— SN0

v 277~ Y7 1 (OpenFlow H Cisco 77 7 A > 1.3,
Y= =T 4 RT TV = a VDRRT 4 7)

9T (Al

x8:t¥Xa)T+«

HEEE LUTD/NY) 7Y bTlEYR—FSNAL
IPsec VPN T T (Al
MACsec DIEEAL, T (Al
« EtherChannel ® MACsec % /&
* MACsec Key Agreement (MKA) (ZX % 256 £ h®D
AES MACsec (IEEE 802.1AE) 7~ A kU > 7 i1k
e F ==L A Xy NT—=T TDAAL »FINHARA F~
@ MACsec #t,
AN —T 4 > 7B L OMEE (VRF) X}t Web G8GE F_T (Al
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R VRATLER

e UTDNY 72 hTIEYR— SN
Ry b3y F (SMU H) T (Al

NI F—< 2 AE=HY 7 (PerfMon) 9T (All)
% 10: VLAN

Hahe LUTDO/NY 7Y bTIEYR— SRR
NI BIOR— R F v IV EDOTF T A~k VLAN [T (All)

(PVLAN)

HIPREIE & HIKSEIR

e bhua—)L FL—2RYT 7 (CoPP) : system-cpp policy CiREINTZT TANT 7 )V MEDE E D
&, FRoD 7 T AT 515 HIE show running-config =~ > RTERENFERHA, RV IC, FitE EXEC E—
KC show policy-map system-cpp-policy ¥ 72 1% show policy-map control-plane =< > K&FEH L T 730,

o N— R = 7 OHIBEHEIH

EHIR—F A —HF v MEBEA— I (GigabitEthernet0/0) TREINTWHAR— MEE, Ta7 L7 R
T— R, 7o—flEEz AT L CHEIX IV =—a V2T L3 TcEEth, R—bEELT 27
Ly 7 AE—FRiX, 7R =L OAREETEET,

« Fv hU—27F Y 2—/b : Cisco Catalyst 9200 > U — & A A v F D 9200 SKU (Z C9200-NM-4X v kT —7
EVa— AR IS TVWAEES, Xy NI =V EVa—ARAAL v F THRBENDIETT v I T A4
B—T A RIFX T REBIZIR D ET, A v T TRy NT—TEV a2 — LD IS5 TORRIL, A
B SNTMOT A AR SN D ETORFME Y bR 20 £,

+ Catalyst 9200L A4 v F D 10 G AR — MIEEHE SN TS ImBILON1.5m D 10 GBase CX1 77— 7 /L3, Catalyst
9200L F 7-1% Catalyst 9200 A1 v F D 10G BT A — MR IN TV DHELAE, B— BT 34 X & FHiLE)4
HEL VI 7T TNRINTE T T34 A3 error-disabled IRFEIZ 72 5 Z EMRH Y £9, HHRERE LT,
error-disabled B 7 A ' # —7 =4 A Tshut BLX X noshut =~ R&FEITLET,

« —#30> DWDM 10G SFP TiZ, Catalyst9200 'V — X ZA v FD—EHDONY T2 hTODY v 7 7 v FICEFH
MR DLERHY £ BK2) . V77 v 7§ 5HiZ, showcontroller ethernet =~ > RO )T
SymbolErr 7 L — ARFRINALZERHVET, V77 v BETT5HE, SymbolErr 7 L — AEAHE N
L7720 £7,

* QoS Dfill#)FIH
*QoSFa—A TR V—EHRETDHEIL, Fa—A TRy 77 DOHEFHNP100% ZHZ NI 2L T
W,

HTA =T 2 A ATORI VT B —F VR =B R— SN TWET,
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e A vFRBA L H—T 24 A (SVI) TORY —D~—F L IR HR—FENTHET,

A= I TF X AN A E—=T A A, PR E =T 2 A A, BLOZOMOGHRHA  F—T7 = A ATIX
QoS AU —iF¥AR—FEhEHA,

e X a7 >z (SSH)
eSSHNN—V g U 22 HLTL7EE, SSHAA—=V a3 v 1T AR—FINTWETA,
* SCP 35 XL OV SSH DI BALBAED FZATH X, SCP OFtAMRY 7o ANETTDHET, T /34 2D CPU 23 E <
RAHZENEEINET, SCPIE, Xy NU—27 FOFRA MNEITO T 7 A MER A R—FLTEY . EEIZ
SSHAEBEHLET,
SCP B L ONSSH OEMEIZH/FEITNN— R = Tt P THR— FER T\, a1k s 1851k

DTBEANY 7 by THEITEINDZETCPUREL Y EF, SCPBLUSSHD ' vt A2 L5 CPU
ERZEN 40 ~ S0% IZRDEENHV ETN, TXA AN Yy hEU LV ENDZ EEHD FH AL

WU —ZAH L717<7’* 74 & X : CiscolOS XE Amsterdam 17.3.2a LAfE, RV o —Z A L7 A~— T A
B AOEBEANZLY, BEA VA RAETETT N, ADFA ML EFE L TH, Unique Device Identifier (UDI)
0)#7?2%%5%&@‘0 ZOFRFROELIL, LHTO Y V—=ATHRA MBRRINLTWZTRTDOI A Aa—
T4V T 4a—P—A L F—T 2 ATHRTEET, TRV AS1DT At ARV EEZ T HZ L
TH D FA, ZORIBRIZKT 5 BEEERIZH D £H A,

ZORIRDORELZ T HTFA B Aa—T 4 VT 4 Lba—F—( ¥ —7 = A AZIL, Cisco Smart Software Manager
(CSSM) . Cisco Smart License Utility (CSLU) . Smart Software Manager On-Prem (SSM On-Prem) D& 23E F il
ESC RN

Z OHfIBRIE, CiscolOS XE Cupertino 17.9.1 > HHIBRSVE L7z, FA MEREL, FA N OT T A R —% K
Zhiz4 5 & (nolicensesmart privacy hostname 71—/ 3L 27 ¥ ab—v gy a< 2 K) | KA MIFERN
LAV AZ U ADDEEEN, 4T L2~ —A L F—T A A (CSSM, CSLU, SSM A > 7L I R) IZF
RENET, FEMICHOVWTIE, 2DV ) —20avwr R 77 L 228 B LT EEN,

c AH T
« AX 71X, Cisco Catalyst 9200 >V — R A A v FTHR—F SN TNET, K8 DDAF v 7 AL /TR
A v FAL v 7 R TEET, 72721, €9200SKU & C9200L SKU Z [l U AKX v 7IZEHHZ LT TEE
A,
TR— FENDAZ v 7 ighEiE, C9200L SKU CTld K 80Gbps, €9200 SKU Tid#k K 160Gbps T3,

* C9200-24PB I L T C9200-48PB A A v~ FEF /L%, Cisco Catalyst 9200 >V —RAAA v FOMDET IV TIER
<, MAIZCOHRAHR v 7 TEET,
CHILWA LU NRAL v TFOHET v 77 L — KL, £ VA= NLF— RTOLYR—-FZINFET,
*TACACS L Y —a< R : LY —tacacsserver host =~ RZRELARWTL XV, Zoa<wy i3Ik
ENELFE, TRAAAETEITENTWE Y 7 7 =27 23— g 2 Cisco I0S XE Gibraltar 16.12.2 LAED Y 1) —

ATHDHIEE, VY —a~y REHEHT L EREENRIT ARSIV £, Fo—L a7 4 Fal—
23 F— RTCtacacsserver =~ REMFHALET,
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« USB DFEGE : &mMBB%747%x4/% LT D & BEFORF EALFERIEA ¥ — T NI 4 7 ORRGENRFIT S
NFET, USB FT7 A 70 BILFEIEH O X —2%%1(E S/ 7z, passwordencryptionaest~ > R&Z AT 5 L =
VY= UIZIRD A o= NERENE T,

Device (config) # password encryption aes
Master key change notification called without new or old key

« Catalyst 9000 >V — X A A v FIL, MACsec A A v Fli#Riaz Yy R—rLExd, A— =LA Xy NU—F TR
4 /9"73“/31“7\ h~D MACsec it # 5 BT 5 Z L ITHER I EH A, BEFO AL v FNHEA R ~D MACsec
LELITRGEI L E2—IZonTE, Y RAaOEERYEELITT ¥ 13— b —IZBWELE S IZEN,

* VLAN OHI[REIH : A v T ORERHIT — X BLOEF RAA U EERT HBIITEYNICER SN 08217 9
e, FEAA v TF AL v 7 BRTHER VLAN L 1387257 —% VLAN Z#FiT 2 2 L2680 LET, 1 20
AV HE—=T 2 A ALDOT—H LEFEF KA A K LU THE L VLAN BRRE STV DA, CPUMHARNEL 2D |
TSN ANEEE T H AR H D F77,

* YANG 7 —# 5 U 7 DOHIRPEIE : 37"R— b &35 NETCONF O KFERY v g Vi 20k v a »TF,

« Embedded EventManager : 7 A4 7 7 47 4 A X2 ~ 7 47 7 %X, Embedded Event Manager CiIH 7R — K &4 T
WEH A,

« V7 N7 =T A A—% Cisco [0S XE Gibraltar 16.12.x 72D FNLUED ) U —2 2T v F 7L —R$5 L K
IRT— A R—=ZADEENRKI L, F D% KGN RT — X X=X BFI TR RDRBENRH Y £7,

KEE 72T — B = A DOFEIED KB Z BI85 % 121X, dir bootflash:.dbpersist =~ > FZfH L C3<To» DB
Kt 7 7 7 A V& —EFoR L. deetebootflash:/.dbpersist/folder_name/file name =~ > K &
bootflash:/.dbpersist/folder_nameffile namemeta =~ > R&fH LT, &% OKFEIIIRT —H RXR—=R2 7 3 )L Z N5
fEHlx DT =2 _XR=ABLRAX 7 7 A VEHIRLET,

T TFANVAT LT 2y 7 (fsck) =T 4 VT 413, PR—FSNTHEEA,
» DiagMemoryTest GOLD 7 A h %, Catalyst 9200 'V — XA A v F TIIHR— SN TWEHA,

* Cisco Catalyst9200CX vV — A AA v FTlX, Eu¥ v FrrbeVa=r 7 LA Mo bR AR— S TWE
973, Management, AppGigabitEthernet, 35 J O\ VirtualPortGroup A > % —7 = A ANHHR— h I TN,
TAR = VINBINE A Y B U — 7 ~ OB REE L A,

s service-routingmdns-sd =~ > RiZFEIL SN ET, RO VIZ, mdnssd gateway =~ > REFEH L T 7E S0,

s AL v T D Web Ul TiL, 7—% VLAN DALEZHETE, HF VLAN TR ETCEEHA, WebUl 2L TA >
H—T 2 ATRESNTWNDHERE VLAN ZHIBRT 5 &, 204 v F—7 = A AZEEFT LN TWETTO
F—% VLAN b7 7 /L F THIBR S £ 4,

e IPV6 T U A — L AT AR—FINTWET A,

— ~

A4t RX
Cisco Catalyst 9000 2V — X ZA v F T A RE/RHEREIC LB T A & U ZADFEMIZOWTIL,  [Configuring Licenses
on Cisco Catalyst 9000 Series Switches] ZZM L T 7 &,
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst_9000/cat9000-config-available-licenses.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst_9000/cat9000-config-available-licenses.html

Cisco Catalyst 9000 >V — R A A » FIZBHET LT XTOT A B AFRIX, 217 3 ~X— (Cisco Catalyst 9000
Switching Family Licensing) CTAFTE F7,
FERAMRELS A RETILEERIER

» Cisco IOS XE Fuji 16.9.2 ~ Cisco I0S XE Amsterdam 17.3.1 : A~ — T A BV ANRT 74V FTHY, T4 A
EEBET DO R— SN TWDHME—DHFIETT,

* Cisco IOS XE Amsterdam 17.3.2a LB : RY v —Z A LI A~— I/ A (A~— T A B ADPLIE NN —
Vay) BT 74NV ERTHY, F4 8 AZERTHOICT AR — R IR TWEHE—DHFIETT,

< ) vH R

Cisco Catalyst 9200 >V — X A1 » T, Cisco Identity Services Engine, 33 & U Cisco Prime Infrastructure fj0> Y 7 b7 =7
HHAVETE R 2 MR T 55 A 1%, [Cisco Catalyst 9000 Series Switches Software Version Compatibility Matrix | % 2 L T <
7ZEWN,

AAYF YT b7 N\—2 3 VIEHRHR

oV a TR, Y7 U T . A A=Y ROMMON, i X U'Field-Programmable Gate Array (FGPA) D/3N—3 =
T HIE R AR L £,

YILDT7 IN—2 3 VDR
CiscolOSXEY 7 "= T DNy r—T 7 A U3, VATFTLAR—FRDO 7T v 253 A& (flash:) IR ESNFET,
show version ¥4 EXEC 2~ REMiATH L. AL v T THEHLTWEL Y 7 2T RX—=Va UV EaBRBTEET,

= op

show version D IZIZAAL v FTBEHLTWVWA Y 7 NI 2T A A—URHICERINETR., REBICETREINSTE
FNITTHHMEBEORETHY, Y7 b =T IA4 B A& T v 77 L —RLTbHbEREINEE A,

72, dir filesystem: 74 EXEC 2~ > REMFEHL T, 77 v v a AFVIRGFEL TV D AMEEOH HMMD Y 7 h o =
T AA=VDT 4 L7 NI ZEFRRTEET,

VILDIT7A A= DRE

)1)—2R A A= 34T 774ILA

Cisco I0S XE 17.16.1 CAT9K LITE IOSXE cat9k lite iosxe.17.16.01.SPA.bin

VT RNT2TAA—TEF O —RT51I2E, Y7 b7 OX 7 a— R~— (CiscoCatalyst 9200 Series Switches)
7 7 BALTLZEN,
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst-9000/collections/catalyst-9000-switching-licensing.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst-9000/collections/catalyst-9000-switching-licensing.html
https://www.cisco.com/c/dam/en/us/td/docs/Website/enterprise/catalyst_9000_compatibility_matrix/index.html
https://www.cisco.com/c/en/us/support/switches/catalyst-9200-r-series-switches/series.html#~tab-downloads

ROMMON /N\—2 3 >
WDFIZ, Cisco Catalyst 9200 U — R AA v F DT — b —F—DN"— 3 NERERLET,

J1)—2x ROMMON /A\—2 3 >
17.17.1 17.15.1r [FC1]
17.16.1 17.15.1r [FC1]
17.15.3 17.15.1r [FC1]
17.15.2 17.15.1r [FC1]
17.15.1 17.15.1r [FC1]
17.14.1 17.12.1r [FC3]
17.13.1 17.12.1r [FC3]

Dublin 17.12.4

17.12.1r [FC3]

Dublin 17.12.3

17.12.1r [FC3]

Dublin 17.12.2

17.12.1r [FC3]

Dublin 17.12.1

17.12.1r [FC2]

Dublin 17.11.1

17.9.1¢ [FC11]

Dublin 17.10.1

17.9.1r [FC8]

Cupertino 17.9.5

17.9.1r [FC13]

Cupertino 17.9.4

17.9.1r [FC13]

Cupertino 17.9.3

17.9.1r [FC11]

Cupertino 17.9.2

17.9.1r [FC8]

Cupertino 17.9.1

17.9.1r [FC8]

Cupertino 17.8.1

17.8.1r [FC5]

Cupertino 17.7.1

17.6.1r [FC1]

Bengaluru 17.6.7 17.9.1r [FC8]
Bengaluru 17.6.6a 17.9.1r [FC8]
Bengaluru 17.6.6 17.9.1r [FC8]
Bengaluru 17.6.5 17.9.1r [FC8]
Bengaluru 17.6.4 17.9.1r [FC8]

Bengaluru 17.6.3 17.8.1r [FC5]




)1)—R

ROMMON /N\—2 3 >

Bengaluru 17.6.2

17.6.1r [FC1]

Bengaluru 17.6.1

17.6.1r [FC1]

Bengaluru 17.5.1

17.5.1r [FC4]

Bengaluru 17.4.1

17.4.1r [FC3]

Amsterdam 17.3.8a

17.9.1r [FC8]

Amsterdam 17.3.8

17.9.1r [FC8]

Amsterdam 17.3.7

17.9.1r [FC8]

Amsterdam 17.3.6

17.9.1r [FC8]

Amsterdam 17.3.5

17.5.1r [FC4]

Amsterdam 17.3.4

17.5.1r [FC4]

Amsterdam 17.3.3

17.5.1r [FC4]

Amsterdam 17.3.2a

17.3.1r [FC4]

Amsterdam 17.3.1

17.3.1r [FC3]

Amsterdam 17.2.1

17.2.1r [FC2]

Amsterdam 17.1.1

17.1.1 [FC3]

AAYFIIT DT T7DT7 v ITTIL—FEADVTL—F

ORI arTIE TRAARAY T NI 2T OT v 7T L—REFT T L— NICET 2 &F & F 2 AIEIZ OV T

Liﬁ—o

2 op

WebUIZHHA L CT A AY T =T A A=), ToT T L —R T L —FRKTBHZLIITEERA,

AVAL=ILE—FTOT7VTIL—F

WROFNEIZHEN, A1 VA R—)LE—FRT, 5V V)V —ANLHO) ) —R T v 77 L—RLET, Y7 bho=TA
A—=TDT v 7T L— REFEITT 5HI2IE, boot flash:packages.conf Z il L T 10S #EE T2 LR H Y £,

ZOFIEZT. KOT v T T L — RO F VA EHTEET,

7y I L—FKEiny)—2X

B

Cisco IOS XE 17.15x Laiod J U — A&

Cisco IOS XE 17.16.x
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ZOFIETHE, ingtal 2~ REHH L TAA v F ED CiscolOSXE ¥ 7 k7 =7 % Cisco I0S XE 17.15.1 7>% Cisco
IOSXE 17.16.1 (27 v 77 L— KT HAT v T hpR L, TORICH OB ZRLET,

ATy I

ATy T2

ATvT3

RATv74

ATy TH

)= T v

install remove inactive

Zoavwr REFEHALT, FEMFRELTWDAIHEICHWA VANV T 7 A NVEI V=T v 7L, 7
Z w2l 1 GB UL EDOMEEZMER LT, LA A=V 2B LET,

HLNWA A=V ET T vy allat’—

a) copy tftp:[[//location]/directory] /filename flash:

ZOa<wr REFALT, TFIPV =567 T v a2 AEVICHLWA A=V %2 ab— 1L $£9, location
I, IP7 FLAEZIEARA ML T, 77 A NVEIE, 77 AVIRRICHERENDS T 0 L7 U OfE%
WNRATHELET, HILWA A=V ETFTP Y — DO HEHAT 581, ZORAT v 72 AXFy LT
<TZEW,

b) dir flash:
ZOavy REFHALT, A A-YRT7 Ty v all ERICat—SnNl L xR LET,
T — MEBERE
a) boot system flash: packages.conf
Zoavy REMFHALT, 77— %% flash:packages.conf IZ5%E L £ 7,
b) no boot manual
AA v FHABT— MIFET DT, Zoa~vr REERALET,
¢c) writememory
Zoawr FEHLT, 7— FREEZRTFLET,
d) show boot
Zoavwy REMALT, 77— M4 (packages.conf) & THE)7— Fg&E (no) ZHER L ET,
AA=TVHT Ty allf A h—)b
install add file activate commit
Zoaxvy REMEHLT, A A—V&2A A=V LET,

ARA=THT Ty a XV ICat’—=L5E, TFTP Y — RN EFREFAAL v TFD 7T v 2 FI9A47 |k
DY) —AA A=V EBETH L EHRL 7,

@ install add file activate commit command % 5247 L 721412, AT AFHEICY 2e— L E
o T YATLEFHTY - FYOLEEHY XA
A A =)L B R

VT RT2TDALARN—=NANEFIIFZET LIS, Z0avy RefHLT, 77 vvaX—FT 43
A4 ODF LYY .pkg 77 AINE2DD cont 77 ANDBHDI LR LET,
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a) dir flash:*.pkg
b) dir flash:*.conf

ATV T6 N—T 3 DR
show version

AA=VUPEH LD, Z0avr FEEHLTHLNA A—=VDONRN—=V g VAR LET,

1

wOFIL, install removeinactive 2~ > REEHA L CRIEFADO 7 v A V2T V=0T o 7 LIZGAEOH 2R
LTWET,

Switch# install remove inactive

install remove: START Mon Dec 09 17:46:18 IST 2024
Cleaning up unnecessary package files
No path specified, will use booted path flash:packages.conf
Cleaning flash:
Scanning boot directory for packages ... done.
Preparing packages list to delete
cat9k lite-rpbase.17.15.01.SPA.pkg
File is in use, will not delete.
cat9k lite-rpboot.17.15.01.SPA.pkg
File is in use, will not delete.
cat9k lite-srdriver.17.15.01.SPA.pkg
File is in use, will not delete.
cat9k lite-webui.1l7.15.01.SPA.pkg
File is in use, will not delete.
packages.conf
File is in use, will not delete.
done.

The following files will be deleted:
[switch 17]:
/flash/cat9k lite iosxe.17.15.01.SPA.bin

Do you want to remove the above files? [y/nly

[switch 17:
Deleting file flash:cat9k lite iosxe.17.15.01.SPA.bin ... done.
SUCCESS: Files deleted.
--- Starting Post Remove Cleanup ---
Performing Post Remove Cleanup on all members
[1] Post Remove Cleanup package(s) on switch 1
[1] Finished Post Remove Cleanup on switch 1
Checking status of Post Remove Cleanup on [1]
Post Remove Cleanup: Passed on [1]
Finished Post Remove Cleanup
SUCCESS: install remove Mon Dec 09 17:47:20 IST 2024
Switch#

Switch# copy tftp://10.8.0.6/image/cat9k lite iosxe.17.15.01.SPA.bin flash:

Destination filename [cat9k lite iosxe.17.15.01.SPA.bin]?
Accessing tftp://10.8.0.6//cat9%k lite iosxe.17.15.01.SPA.bin...

Loading /cat9k lite iosxe.17.15.01.SPA.bin from 10.8.0.6 (via GigabitEthernet0/0):
trrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrerrrrrrrrrerrrrrrrrrrrred
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[OK - 601216545 bytes]

601216545 bytes copied in 50.649 secs (11870255 bytes/sec)

Switch# dir flash:*.bin
Directory of flash:/*.bin

Directory of flash:/

434184 -rw- 601216545 Dec 09 2024 10:18:11 -07:00 cat9k lite iosxe.17.15.01.SPA.bin
11353194496 bytes total (8976625664 bytes free)

Switch (config) # boot system flash:packages.conf

Switch(config)# no boot manual
Switch (config)# exit

Switch# write memory

Switch# show boot

Current Boot Variables:
BOOT variable = flash:packages.conf;

Boot Variables on next reload:

BOOT variable = flash:packages.conf;
Manual Boot = no

Enable Break = yes

Boot Mode = DEVICE

iPXE Timeout = 0

WOFIL, CiscolOSXE17.16.1 V7 " 2T A A= 7T v a A VIIA VA M=)V LEEEOH %2R
LTCWET,

Switch# install add file flash:cat9k lite_iosxe.17.16.01.SPA.bin activate commit
install add activate commit: START Mon Dec 09 12:51:55 IST 2024

Dec 09 12:51:57.795: $INSTALL-5-INSTALL START INFO: R0/0: install engine: Started install one-shot
flash:cat9k lite iosxe.17.16.01.SPA.bin

install add activate commit: Adding PACKAGE

install add activate commit: Checking whether new add is allowed

--- Starting initial file syncing ---
Info: Finished copying flash:cat9k lite iosxe.17.16.01.SPA.bin to the selected switch(es)
Finished initial file syncing

--- Starting Add ---

Performing Add on all members
[1] Add package(s) on switch 1
[1] Finished Add on switch 1

Checking status of Add on [1]

Add: Passed on [1]

Finished Add

Image added. Version: 17.16.01.0.276
install add activate commit: Activating PACKAGE

gzip: initramfs.cpio.gz: decompression OK, trailing garbage ignored
Following packages shall be activated:

/flash/cat9k lite-webui.17.16.01.SPA.pkg
/flash/cat9k_lite-srdriver.17.16.01.SPA.pkg
/flash/cat9k_lite-rpboot.17.16.01.SPA.pkg
/flash/cat9k_lite-rpbase.17.16.01.SPA.pkg
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This operation may require a reload of the system. Do you want to proceed? [y/nly

--- Starting Activate ---
Performing Activate on all members

Dec 09 13:03:24.337: $INSTALL-5-INSTALL AUTO ABORT TIMER PROGRESS: R0/0: rollback timer: Install auto abort

timer will expire in 7200 seconds
[1] Activate package(s) on switch 1
--- Starting list of software package changes ---
0ld files list:
Removed cat9k lite-rpbase.l17.15.01.SPA.pkg
Removed cat9k lite-rpboot.17.15.01.SPA.pkg
Removed cat9k lite-srdriver.17.15.01.SPA.pkg
Removed cat9k lite-webui.l7.15.01.SPA.pkg
New files list:
Added cat9k lite-rpbase.17.16.01.SPA.pkg
Added cat9k lite-rpboot.17.16.01.SPA.pkg
Added cat9k lite-srdriver.17.16.01.SPA.pkg
Added cat9k lite-webui.17.16.01.SPA.pkg
Finished list of software package changes
[1] Finished Activate on switch 1
Checking status of Activate on [1]
Activate: Passed on [1]
Finished Activate

*Dec 09 13:03:24.298 IST: $INSTALL-5-INSTALL AUTO ABORT TIMER PROGRESS: Switch 1 R0O/0:
auto abort timer will expire in 7200 seconds--- Starting Commit ---
Performing Commit on all members
[1] Commit package(s) on switch 1
[1] Finished Commit on switch 1
Checking status of Commit on [1]
Commit: Passed on [1]
Finished Commit

Install will reload the system now!
SUCCESS: install add activate commit Mon Dec 09 13:04:23 IST 2024

rollback timer: Install

Dec 09 13:04:24.586: %INSTALL-5-INSTALL COMPLETED INFO: RO/0: install engine: Completed install one-shot PACKAGE

flash:cat9k lite iosxe.17.15.01.SPA.bin

Iz, dir flash:*.pkg 2~ > ROHABI 2R L E7,

Switch# dir flash:*.pkg

Directory of flash:/*.pkg

Directory of flash:/

48582 -rw- 298787860 Jul 24 2024 05:13:32 +00:00 cat9k lite-rpbase.17.15.01.SPA.pkg
48585 -rw- 35713901 Jul 24 2024 05:14:12 +00:00 cat9k lite-rpboot.17.15.01.SPA.pkg

48583 -rw- 4252692 Jul 24 2024 05:13:33 +00:00 cat9k lite-srdriver.17.15.01.SPA.pkg

48584 -rw- 8119312 Jul 24 2024 05:13:34 +00:00 cat9k lite-webui.1l7.15.01.SPA.pkg

16640 -rw- 301188116 Dec 09 2024 05:33:25 +00:00 cat9k lite-rpbase.17.16.01.SPA.pkg

16647 -rw- 35112025 Dec 09 2024 05:34:06 +00:00 cat9k lite-rpboot.17.16.01.SPA.pkg
16642 -rw- 4326420 Dec 09 2024 05:33:25 +00:00 cat9k lite-srdriver.17.16.01.SPA.pkg
16643 -rw- 8328208 Dec 09 2024 05:33:25 +00:00 cat9k lite-webui.1l7.16.01.SPA.pkg

&Iz, dirflash:*.conf 2~ FOW B EZ R LET, 77 v aX—FT 433 D22D conf 7 7 A /IVHBFERR

ENTHVET,
* packages.conf : LA A M=/ L7z pkg 7 7 A MIEEHBI N7 7 AV

* cat9k lite iosxe.17.16.01.SPA.conf : HT L < A A h—/ L L7 packages.conf 7 7 A LD/ 7T w72

E—
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Switch# dir flash:*.conf

Directory of flash:/*.conf
Directory of flash:/

16631 -rw- 4882 Dec 09 2024 05:39:42 +00:00 packages.conf
16634 -rw- 4882 Dec 09 2024 05:34:06 +00:00 cat9k lite iosxe.17.16.01.SPA.conf

KD show version =~ > RO AFITIL, T34 2D Cisco I0S XE 17.16.1 £ A=V OFBFEWMMNFEREN TV E
hd‘o

Switch# show version

Cisco I0S XE Software, Version 17.16.01

Cisco IOS Software, Catalyst L3 Switch Software (CAT9K LITE IOSXE), Version 17.16.1, RELEASE SOFTWARE (fcl)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2024 by Cisco Systems, Inc.

Compiled Mon 25-Mar-23 19:57 by mcpre

<output truncated>

AR C=ILE—FTOFIVTL—F

ZIZTIE. BBV Y —ALBROU ) —ZZA VA R—LE— RTH T L —FRTA5FEEZRLET, Y7 U T
A A=VDE YT L — K&FEFTT 5I121E. boot flash: packages.conf 1l L T I0S # &+ 2 LR H VY 3,
ZOFEE, WOX DT L— RO F Y ATHEATEET,

Y 5 L— KRN 1J—R =EL:§]
Cisco 10S XE 17.16.x Cisco I0S XE 17.15.x LR DO U U — &

2 op

HHV Y —=2EHEH L TH LLEASNIEAL v FETAVEZ T T L — RT3 LETEERA, FTLWAAL vF
ETADRRONEEHE L TEAINTZY V—AN, TOETNADORN T NI =2T /=T 9 0 T9,

ZOFIETIE., ingal 2w REEHLTAA v F LD CiscolOSXE Y 7 7 = 7 % Cisco I0S XE 17.16.1 75 Cisco
IOSXE 17151 12X D 7 Lb—RTH5AT v aR L, TORICHIIBEZRLET,

ATFTvI1 2 V)V—0T 97
install remove inactive
Zoavwry REFHLT, BEM/RELTCWAEAICHWA VA N—=LT 7 A NEI V=T v 7L, 7
T w22 1 GB UL EDEEZ MR LT, LA A=V EBLET,
ATFYT2 FHLWARA—TET Ty allat’—
a) copy tftp:[[//location]/directory]/filename flash:
Zoa<wy REMFEHLT, TFIPY—\NET7 T v a2 AEVIZH LA A—T %23’ — L E 7, location
WZ, IP7 RLUREZIFIHRRA M TY, 77 A NMAIE, 77 A/VERRIHRENDT 0 L7 b U OfAx%

RATHRELET, HLWA A=V ETFTP Y — DB FEHAT 38581, ZOAT v 72 Axy 7 LT
<TEEVY,
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b) dir flash:
ZOavy REHEALT, A A=VRT7 7y all EFIlat—Snil e LET,
AT9 T3 T— MNEKERE
a) boot system flash: packages.conf
ZOavwry REMEH LT, 77— M % flash:packages.conf [Z3%E L £ 7,
b) noboot manual
A4y FHAE T — MIRET DT, Zoavr FEEHLET,
c) writememory
Zoaxry REMEHLT, 7— FREEZRFLET,
d) show boot
Zoavwy REMFALT, 77— M (packages.conf) & THE)7 — Fg%E (no) ZHER L ET,

ATFYTE VT NI 2TARA=VEFY T L—FR
install add file activate commit

Zoaxy REMEHLT, A A—V&2A A =L LET,

A A= BT Ty va XV ICat’—=LEEA, TFTP Y —RNEFEREFAA v TFDO 7T v 2 FI9A47 |k
DY —AA A=V ERETDH I EE2HERELET,

@ install add fileactivatecommit =~ > N&2EFfTL72%IC. VAT ATHEBMICY v—RKLET,
) VAT L FEHTY r— N LLEETH ) A,

AT TE RN—T 5 DR
show version

A A=UNEFBHLES, 20a<wr REFEALTHLWWA A==V g VAR LET,

E] VIR T2TARA—TEAT T L —RLThH, 7—bha—FONRX—=TVa NIF T L—F

o ENFEHA, EFEnREOEEICARY £4,

1

WOHFIE, ingtall removeinactive 2~ REfEA L CREADOZ 7 A N2 0 V=0T v 7 LIEGAEOH T ZR
LCWE1,

Switch# install remove inactive

install remove: START Mon Dec 09 17:46:18 IST 2024
Cleaning up unnecessary package files
No path specified, will use booted path flash:packages.conf
Cleaning flash:
Scanning boot directory for packages ... done.
Preparing packages list to delete ...
cat9k lite-rpbase.l17.16.01.SPA.pkg
File is in use, will not delete.
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cat9k lite-rpboot.17.16.1.SPA.pkg
File is in use, will not delete.
cat9k lite-srdriver.17.16.1.SPA.pkg
File is in use, will not delete.
cat9k lite-webui.l17.16.1.SPA.pkg
File is in use, will not delete.
packages.conf
File is in use, will not delete.
done.

The following files will be deleted:
[switch 17:
/flash/cat9k lite iosxe.17.16.1.SPA.bin

Do you want to remove the above files? [y/n]ly

[switch 17:

Deleting file flash:cat9k lite iosxe.17.16.1.SPA.bin

SUCCESS: Files deleted.

--- Starting Post Remove Cleanup ---

Performing Post Remove Cleanup on all members
[1] Post Remove Cleanup package(s) on switch 1
[1] Finished Post Remove Cleanup on switch 1

Checking status of Post Remove Cleanup on [1]

Post Remove Cleanup: Passed on [1]

Finished Post Remove Cleanup

SUCCESS: install remove Mon Dec 09 17:47:20 IST 2024
Switch#

Switch# copy tftp://10.8.0.6/image/cat9 lite iosxe.17.15.1.SPA.bin flash:

Destination filename [cat9k lite iosxe.17.15.1.SPA.bin]?

done.

Accessing tftp://10.8.0.6//cat9k lite iosxe.17.15.1.SPA.bin...

Loading /cat9k lite iosxe.17.15.1.SPA.bin from 10.8.0.6

(via GigabitEthernet0/0) :

{1 T O I

[OK - 508584771 bytes]

508584771 bytes copied in 101.005 secs (5035244 bytes/sec)

Switch# dir flash:*.bin
Directory of flash:/*.bin

Directory of flash:/

434184 -rw- 508584771 Mon Dec 09 2024 13:35:16 -07:00 cat9k_lite iosxe.17.15.1.SPA.bin

11353194496 bytes total (9055866880 bytes free)

Switch (config) # boot system flash:packages.conf

Switch (config)# no boot manual
Switch (config)# exit

Switch# write memory

Switch# show boot

Current Boot Variables:
BOOT variable = flash:packages.conf;

Boot Variables on next reload:
BOOT variable = flash:packages.conf;
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Manual Boot = no
Enable Break = yes
Boot Mode = DEVICE
iPXE Timeout = 0

WROHFITIL, install add file activate commit 2~ > K& LT CiscoIOS XE 17.15.1 Y 7 U =T A4 A—T%
7Ty allf AR L TWVET,

Switch# install add file flash:cat9k_lite_iosxe.17.15.01.SPA.bin activate commit activate commit

install add_activate commit: START Mon Dec 09 13:17:28 IST 2024
install add activate commit: Adding PACKAGE
install add_activate commit: Checking whether new add is allowed

--- Starting initial file syncing ---
Info: Finished copying flash:cat9k lite iosxe.17.15.01.SPA.bin to the selected switch (es)
Finished initial file syncing

--- Starting Add ---

Performing Add on all members
[1] Add package(s) on switch 1
[1] Finished Add on switch 1

Checking status of Add on [1]

Add: Passed on [1]

Finished Add

Image added. Version: 17.15.01.0.203
install add_activate commit: Activating PACKAGE

gzip: initramfs.cpio.gz: decompression OK, trailing garbage ignored
Following packages shall be activated:
/flash/cat9k_lite-webui.l7.15.01.SPA.pkg

/flash/cat9k lite-srdriver.17.15.01.SPA.pkg
/flash/cat9k_lite-rpboot.17.15.01.SPA.pkg

/flash/cat9k lite-rpbase.17.15.01.SPA.pkg

This operation may require a reload of the system. Do you want to proceed? [y/nly

--- Starting Activate ---

Performing Activate on all members

Dec 09 13:29:31.133: $INSTALL-5-INSTALL AUTO ABORT TIMER PROGRESS: R0/0: rollback timer: Install auto abort
timer will expire in 7200 seconds

*Dec 09 13:29:31.093 IST: $INSTALL-5-INSTALL AUTO ABORT TIMER PROGRESS: Switch 1 R0/0: rollback timer: Install
auto abort timer will expire in 7200 seconds [1] Activate package(s) on switch 1
--- Starting list of software package changes ---
0ld files list:
Removed cat9k lite-rpbase.l17.16.01.SPA.pkg
Removed cat9k lite-rpboot.17.16.01.SPA.pkg
Removed cat9k lite-srdriver.17.16.01.SPA.pkg
Removed cat9k lite-webui.1l7.16.01.SPA.pkg
New files list:
Added cat9k lite-rpbase.17.15.01.SPA.pkg
Added cat9k lite-rpboot.17.15.01.SPA.pkg
Added cat9k lite-srdriver.17.15.01.SPA.pkg
Added cat9k lite-webui.17.15.01.SPA.pkg
Finished list of software package changes
[1] Finished Activate on switch 1
Checking status of Activate on [1]
Activate: Passed on [1]
Finished Activate

--- Starting Commit ---

Performing Commit on all members
[1] Commit package(s) on switch 1
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[1] Finished Commit on switch 1
Checking status of Commit on [1]
Commit: Passed on [1]

Finished Commit

Send model notification for install add activate commit before reload

Install will reload the system now!

SUCCESS: install add activate commit Mon Dec 09 13:30:52 IST 2024

Dec 09 13:30:53.573: %INSTALL-5-INSTALL COMPLETED INFO: RO/0: install engine: Completed install one-shot PACKAGE
flash:cat9k lite iosxe.17.15.01.SPA.bin

Dec 09 13:30:53.573 %INSTALL-5-INSTALL_COMPLETED INFO: R0/0: install engine: Completed install one-shot PACKAGE
flash:cat9k lite iosxe.17.15.01.SPA.bin

switch3#
Chassis 1 reloading, reason - Reload command

*Dec 09 13:30:53.529 IST: $INSTALL-5-INSTALL COMPLETED INFO: Switch 1 RO/0: install engine: Completed install
one-shot PACKAGE flash:cat9k lite iosxe.17.15.01.SPA.bin

*Dec 09 13:30:54.526 IST: %STACKMGR-1-RELOAD: Switch 1 R0/0: stack mgr: Reloading due to reason Reload command
Dec 09 13:30:58.121: $PMAN-5-EXITACTION: FO/0: pvp: Process manager is exiting: reload fp actionrequested
Dec 09 13:31:01.303: $PMAN-5-EXITACTION: RO/0: pvp: Process manager is exiting: rp processes exit with reload
switch code

R show version =~ > RO HITIX, T3 2D CiscoIOS XE 17.15.1 4 A=Y DOFEWRAFTRINTWE
7,

Switch# show version

Cisco IOS XE Software, Version 17.15.01

Cisco IOS Software [Dublin], Catalyst L3 Switch Software (CAT9K LITE IOSXE), Version 17.15.1, RELEASE SOFTWARE
(fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2024 by Cisco Systems, Inc.

<output truncated>

ROMMON 7 v 75 L—F

AA v FOFEGFOY V—=ANLZNL D LH LNWI UV —RZHOTT v 77— T8, AL v TFON—Ky =7
W= 3 VNZESWTROMMON £72137 — hr—X —PNHBIICT v 77 L—RESnbs Z & 03%H Y £9., ROMMON
NHEWIZT v 77 L— FENTSE, REIO Y v— RERCENZRY £7, ZORICURTIOY Y —RIZKELTH,
ROMMON (F# 77 L— RSfLEH A, EHFHEOT — e —XZLFIOTXTOY JV—R &Y R—FLET,
TARTOAT Y=V Y —REATF A =R EINDS T — ha—X—O/N—T 3 V2R DI,
[ROMMON /X— 3> (15—Y) | 2R LT 7EE0,

A=

T o7 L— IR v FOEREFHRALBLNTLIZEWN,

R IEICBA 9 & I1HH

WHER =) v 7 DAL KT A L TOWTIE, ROBATIZH B Cisco Catalyst 9200 + U — R AL v FOF—4 v — %
BRLTES W,
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https://www.cisco.com/c/ja_jp/products/collateral/switches/catalyst-9200-series-switches/nb-06-cat9200-ser-data-sheet-cte-en.html

ESPENE:

o7 varTlE, MO =2 T AV BLI RN T TN a—T 4 U ERA~D Y 7 BRLUET,

cSIONWNa—TFTa0Y
N TN a—T 4 v T OEFOFEMERIZOWNTIL,  [Support & Downloads] (Z& % Cisco TAC Web ¥+ K & Z:Hf
LTL7EENY,

[Product Support] (ZBEIL, U A Fb R 2@ IRT 20 ®MOARTZ AT LET, BEL TWHRBEICET L 1F#®
% [Bo1F A IZi%. [Troubleshoot and Alerts] & ZHE L T 72 &1y,

BLavY RAD7oER

ZZTIE, CiscolOSXEDEB L a~wy RET 7 AT AEOEX 2 U T 4 5FICOWTHBALET, 2hbnoa<vr R
IZ. CiscoTACICK DBEER NI TN 2a—T 4 I TOHEROREZRBHE LTEY, XFELENTWERE A,

EHTE LR LA~y FIRO L IZHhBEsnET,

e T IV 1 BHEEXECE— REF T2 —F—EXECE— FOREBLa~v N, Zhbpa<vy N7 78 AT 3T
1. BT serviceinternal =< > KEADLET,

cATIV2: WNTNNDAL T A Fal—TalrE—FK (Fa— N =T A2 E) OFELav R,
IO awy RIZHOWTIE, serviceinternal <> RIZMSEH D FH A,

EHIZ, ATV I RBIVC 2B La~y FIZUTAEHENET,
« AU RO CLINAVT MBIV ET, VAT AT a7 NTREG () 2ANT25E, fiHTEa~r Fo—&
NERRINFET,
EohT Y 1 T, BMHE AT SHNC serviceinternal 2~ FEANLET, 2k, 53V 2 THEL
Eh EHA,
fELa~vy Rafifd 5L, %PARSER-5-HIDDEN syslog A vt —U 0 Ek S Ed, wichlzr L £,
*Feb 14 10:44:37.917: SPARSER-5-HIDDEN: Warning!!! 'show processes memory old-header ' is a hidden command.

Use of this command is not recommended/supported and will be removed in future.

HTIV1IBIOC2UNONE 2~ RIZCLIKEREINET, FNAEDa~< RIZOWTIE, %PARSER-5-HIDDEN
syslog A v B—UI3ER SN ER A,

v BE
BLa<y NI TAC b DETRDO T TORMEAT 2 2 L 2L L F9,

BLa<wy ROERANRRO»-725A/81E, TACY—A%ZE, BRLa~vr FERUIEREZINET D8]0 FE (EXEC
ET—FROELavy FOEAE) ( BLa~vwry RUANEHER L CRUHEEZRET D HE (a7 4 Falb—va v
T—FORBLa~vy ROBE) 2L TLIZEN,
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Cisco IOS XE (Z2WTiL, [CiscolOSXE] &ML T 72 &V,
CiscoIOS XE @ U U — A 22\ Tix, [Networking Software (I0S & NX-0S)] #Z&M L T 72 &0,

Cisco Catalyst 9200 U — X 24 v F OYPR— I TWNDLTXTD RF 2 AL MIOWTIX,  [Cisco Catalyst 9200
Series Switches| ZZH L T2 &0,

VAARRAEE AT A D K2 A MZOWTIE,  [Cisco Validated Design Zone | # SR LT 7230,

ERLIET T v F 74 =24, CiscolOS U U —A, BLOHREE v MIBT 2 MIB 2L TH v u— 4521
Cisco Feature Navigator {24 % Cisco MIB Locator /] L %79,

& RIFE]R
Cisco Catalyst 9200 ' U — X A A » FIZEAF OV R — FET (EOL) IZRET 2FEMIC OV TIEL, RO URLEZZSH L TL

72 &\, https://www.cisco.com/c/en/us/products/switches/catalyst-9200-series-switches/eos-eol-notice-listing.html

BE. Y—EX. 8LV DHMDIEER
e RAMDBE A LY — BRI R A5 T ELD 12, Cisco Profile Manager TH A 7 v 7 L TL 2 &,
« EHEREIMICEL o TRD D E TR AL AT HIZIL, Cisco Services [FFE] IZT7 7B A LTSV,
e —E AV 7 TR NEFEET DHITIL, Cisco Support [HFE] IZT 7 AL TL &0,

-%éfﬁﬁ%ﬁ@my&—f§4f7§xm7f)7~yay W, YV a—vary, BXOYV—bv 22 LT
S M4 51Z1%, Cisco DevNet [JeiE] 127 7 A L TL &,

s —kEIIRR Yy NU—2 FMlL—=r7 FREMEO R AZ AFT DI, CiscoPress [RFE]IZT 7 EAL T2
YN

cHFEORMELIFRS T 7 2 U ORFEFE WA T I2IX, Cisco Warranty Finder {27 7 A LT 2 &0,

SRADINTREY—I

A ADNANTREEY—) (BST) 1%, YRl V7 Ny =7 OREE L O L?EE’VDE U R h&EHI B Cisco /N
TEBY AT LADF — R 7oA L UTHRET D, Web X—ADY—/LTF, BSTIEZ, ML Y7 M =7 ICET %
PR EE R AR L E T,
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