IPv4 ACL

PV T VA br— U A FOHKIKIEE (1 =)
IPv4 7 /Ay br—/LY A MIETAER 3B —)
eIPv4 7 /ATy br—LY A ROFRETE (16 2—)
«IPV4 ACL DE=HX U 7 (33 2—=Y)

sIPv4 7T/ Rary hr—L Y A NOFRTEF (34 2—)

«IPv4 77 A ba—L Y A MIBET2:8MEHR (47 <X—)
IPv4a T VA ba—L U A FOERERIE (47 X—)

IPva 7o +tRa>rbkO—I)LY X FO&HIFEIE

— R RYy FO— X2 )T«
WiZ. ACLIZLE A%y NU—27 X2 U T 4 OREOHIFIFIETT,

e BEATE ACL HHTE AT _RTOa~y RR4FITE ACL THHTE 201 Tikd
DERFA, A E—T A ADNT Y N T 4 NEBLOL—h 7 4 L% HO ACL T,
LEiEEHTEXES, F/-. VLAN = X THARIZIEETX $9,

o« JEUE ACL & ¥E3E ACL IZ[R CA4RNITEA C& £ A,

cappletalk X, =2~ R A D)V T AU U ZIZERKRINVET A, deny 38 LU permit
MACT Z7E®AV AL ary7 4 Xal—aryET—Favy RO—HE&MEE LTHR—
FENTWERA,

cACLUANVRHI—FRiZ, FUVLAN)I =L 7747 FRY =TI R—-rInTWH
EHEA,

* ACL ZBBIAR— MIRETDHZ LIFTETEH A,

e 0 haA/LDTCAM Z 7 B 7T A LWL Z—T A RE, Toa— RNEN7- ACLIZ
Ar—)V ACL 245 L, o7 havd v7 7 4 v 7 OBAFOBT BN EE L
Bz ZA[REMENH 0 £, IPVOBLUPMACT FLRA T 7 4 v 27 ICZOFIBITET S
7,

iPvaAcL



IPvaACL |

B rersexarro—nyz rosinsm

i 'PvdAcCL

e JL—% ACLIE, CPUAEKR N T 7 4 v 7 2G5 T _XTOXATDRNT 7 4 v 7IZHAIH
i‘g—o

cHAFMDACL eXr 7T, TARALADaYy ha— L —rNBAERISIE 7 v R
T A —hrINnFEHEA,

« (EREFTRERER (TTL) 4¥1X. ACL TIZHR—FENTWEHA,

e Xy rm— RA[E/R ACL ICEE T2 NUNREENTWAEA, = MU ITHEBINIC
v —VENEHA, TORE, 821X v a VHFITEAKLET, F U o— RalgElR
ACLS, [FILAR—hDHR—FR_R—=2DxT 2 M RLRR—ADT 2 F) Apd, BEETLI
VMU R L TCHRELENTWD Z L 2R LET,

VT MU TILL o TEEINS, HASINTENTF 7407 Tlid, HIJACLAV Y I T v
FII R — SN TWERA,

IPACLARY FD—D A3 —T x4 R
WOHFIBEEN, Ry hT—7 A FZ—T A A~D IPv4 ACL IZHEH I NF 7,

A B =T 2 A ANDT 7R AEHIET D56 ARt E ACL £72133%F 54 & ACL 2 ff
MT&EET,

s VLANIZJBELTWALA Y20 X —T A4 RAZACLZEA LSS, LAY 2 (R—
F) ACLIZVLANA ¥ —7 = A AZEH I N AT RO LA ¥ 3ACL, F£721XVLAN
WA S VLAN = v 7L 0 bR L E T,

L AF3IA U H—T A AZACL A SN, AL v T ETA—TFT 0 VTR F—T L
1272 5> TWRWEEEIE. SNMP, Telnet, Web b5 7 ¢ v 772 Y, CPU AL I N D347 v
TR TZ o2 TENET,

Ry NET 4 VE ) T BT preauth_ipv4_ac ACL 235%E STV 554, ACL
IFRAERICHIBR S IV E T,

LAV 2A U H =T 2 A AT ACL ZWHT 256, V=T 4 2 T EHENT HHEITH
D EEA,

LA4v24>252—T 4 XD MACACL

anmL%WmL EFNHELAX2A =T oA RATHEHTDHE, TOA U F—T oA R
WERTAHHIP N T T4 v 22T 40 E ) 7 TExET, MACACLZ BT & X1i%. &
DEFEFHICEEL TIEE N,

cFULAY2A LA —T 2RI, IPTI7EBAVARNEMACT Z7EA VA RE 1D
FToOLEfATEEEA, PTI7AVRANIP ANy NETFZ T ANVEZT T L,
MACT 7t A URNIFEIP Xy he7 40XV T LET,

1 DODLAF¥2A L F—T A AZWHTEDLMACT KL A U R RMNI1DETTYT, T
TICMACACL R EINTWALA Y2 A, H—T 2 ATMACT 7B A U R L%
3oL, BEFEHDACLBH LWACL ICE X LIVET,



| 1PvaAcCL

P 75223y ka—Ly 2 ~ET 515 ]

A\

6=

IPvA 79+

ACL D Z

TORX a2

TIEIEHTE A,

mac access-group { V' X —7 A A AT 4 Xal— gy avy NI, WELAY2 A4
B —T oA ATHEAEINDHEORFHTY, ZDa~> R, EtherChannel R— k F ¥ %L

P79E2XYVRANIVRY O—H U REE

s ZOMEREIX, XA T Iv I T I ERAVAN BWRTIZEAVAN ERET77A4T7 U4 —
INT A VAN R—FLTWHEREA,

AarvbtOo—)LY) X MZBET 5 1EHR

Nry N TANBEYTFE, Xy NT—7 NI T7 4 v 7 EREL, HFEOZ—FEFT A
AARZED Ry MU= OFERZRIRT D ) 2 THERLLET, ACLIZ, T 74 v 7 52T 3A4
AOEBRHZ 7 A NVF ) T L, NTy RRRESNTA v F—T oA Azmld 52 L &7
AIEITESR LET, ACLIX, 77 v MM &N A FF A XL OEGSREOIRFTT H i
FHEEVTT, "Iy MRA U E—T oA RIERFTHE, AL v TFIFI Ty NADT 4 —b
NEMH S D ACL Ll L, 727 ERX U R MIEE SN ERITESNT, 7y F3ER
BB RHEREFF > TWDENE I MEHERLET, 72782 U A NNOSEEE 1590
RNy FETAMLET, A —BELEEMHFICE T, AL v F N7y b EZIT AR
LEGRTO0DBRESNE T, A v FIEIRINC B LA TT A 2R IET 20T, Y
A MK EARET DIEFNEETT, —BT 28R 0WGE. AL v FI3 Ty M EER
LET, ZA v Fid. HIREEN R VRS 1T 37 v 2L L. BRSNS 8 B33 3 v
e Rry 7 LET, AL v T, BETLTXTONT Y b ETACL #fEHTEET,

Xy NI —=ZICHEARN X2 VT 4 G AT LG5, T AT 7EAV A MEREL
F9, ACLEZRELRTIULX, A v TFEERTHTRXTONNT Yy MRRy NT—TOH LD
LU CREAI SO ATREMER SV £ 77, ACLEMHT DL, Xy U= DOEFHIZ LT 7 &
AFREIRARA EFHIEILIZD, TRA AL U H—T oA ATHLEZIT Ty Snb b7
T4 OREERETCEET, L& xE, BEFA—N T T 4 v 7 OELELEFFAI L, Telnet
7747 DREEESRTHIEHTEET,

kO—J)L T2 RY)
ACLIZIZ., 77®Ax arru— o bY (ACE) DIEFRfHTSENZY A MR EENTWE
T, & ACEZIX, permit £7ciddeny &, /X7 v RS ACE & —8T 27O THEDH S

—HOEMEFRE LET, parmit £72iddeny DERIL, ACLBER SN2 TF A MI Lo
TEDLY ET,

iPvaAcL



IPvaACL |
B rciovk—ranzsqs

ACLTHR—+rENBEAT

TNA AL, IPACL &4 —H x> b (MAC) ACLZH AR —FLTWET,

«IPACLX. TCP, =2—H¥—F—% /55 Fua bz (UDP) . A v Z—%v k Z)—TF
BT e bz IGMP) . BEIOA v F—3% v Ml A v&—Y 7w b= ICMP) 72
EDOIPVA b T T7 4w BT 4 NF YT LET,

e A —Y Xy NACLIZFHIP " T 74 v 2T 4 NEZ Y T LET,

Z DT 3A ZIE, Quality of Service (QoS) Z3¥H ACL b 7AR— L TWET,

HR—kEh b ACL

AA v F T, NTT7 407 % 740K ) TFT 572012, RIZRT 3 FFED ACL BN R—
FEILTWET,

e AR—KACLIZ, LAV 2A L F—T2AARIZANDB T T4 I BT IR a ba—)b
LET, IPv4 & MAC FL5DT 7 BRAY A RNEATOEDHFMIZHLTTH, LA¥2
A B —Tx A ZZHR—FACL ZEHATxE7,

o JL—% ACL X, VLANICNL—T 4 V7SN T 747 DT7 78 AZFIFEL, LA
Y3If U H—T 2 ATHEDHH (LT RERFITY MU UR) ICEHENE
_aAO

ACL 12 5l Lz

VLAN ¥ v 7, i"— b ACL, BEXOV—% ACL BNE U AL v FICREESNTWEEE, AN
T T4 T DBEDT 4 VE OBEEIERIE LS R —  ACL, VLAN~ v 7, BLUOL—
%2 ACL CY, WA NT 74 v 7 DEA. 7 4 V% OESIEMIZ, /L—4% ACL, VLAN < v
7. " — kK ACL T,

WOBIT, FHRERE 2B L £,

* AJJAR— M ACL & VLAN~ v 7Rl & b#EH SN TWAHAIC, A— FACL N EA X
NER— My FRBETHE, 20Oy MIFR—FACLIZE->TT7 4N Z T v
TENET, FOMDONREry NI, VLANS v AL T T4 Z ) T ENRET,

« A FARABA X —T = A A (SVD) [ZAJ)V—4 ACL BEOASHA— b ACL BEXE
ENTVWBEEHEIL, R—=FMACLBHEHA SN TWAR— MIATry vBRFEFETDHE, 20
27y MEIAR—RMACLICE > T4 VEZ Y v 7ENET, oR— K TZELEZERED

=T 4 T IP Ny MR, V—Z ACLO T 4 A 0NHAENET, tho 7w MM

TANE) U TEINFEREA,

« SVIIZHSIv—% ACL B LA SR — F ACL 5% E SN TV DAL, Am— b ACL 2
WHINTWDER— My EREHEETDHE, 207y MIAR—MACLIZE>T7 «
NEY T ENET, BETDILV—T 47 IP /Ny ML, v—% ACLD T 4 VX3
WHEINET, thory NIZ o2 v 7E3nERA,

i 'PvdAcCL



| 1PvaAcCL

"— ~ ACL

Y |

*SVIIZ VLAN ¥ > 7' AJjb—4% ACL, BEXOPANAR— K ACL NERESINTWHEGE
2. R—FACLBAHEHENTWAR— My ERERETDHE, 207y MIR—
FMACLZZFIZE s TT 4 Z YT anEd, tOR— M TCZELEEEOLV—T 4~
TIP3y MZliE, VLAN v 7B L OL—F ACLO 7 4V EZNEAINET, oS
ry MZiX, VLAN~ 7O 7 4 V2720 REH S ET,

* SVIIZ VLAN ¥ v 7, HiJjb—% ACL, BEXOATIAR— M ACL BERE SN TWHEE
12, R—=FACL D EHENTWAR— My "RERETDHE, 207y MIR—
NACL7ZFIZ Ko To7 a2 7 E&NET, BETDHLV—T 0 T IPNT » NI,
VLAN = v 7B L UOL—% ACL D7 VA3 EH &£+, o 47w Maid, VLAN
T DT 4 NATETNEREINET,

A—FACLIE, AA v FDOLA Y2 A Z—T7 =4 RAT#H S5 ACL T9, A— K ACL
WX, WEA ¥ —7 A A LW EtherChannel 1 > ¥ —7 =4 A L THR— I TWNET

23, EtherChannel A L /X—A X —T = f ATFHHR— S TWEHFA, "—FACLIZ, A
PRG U RGMET T MU RERIOA VE—T 2 A ACHHATEET, ROT 78R Y R
MR AR— b EHTWET,

s EEFELT FUVAEZFERHT AP T 7EA U AR

c FHELBIVTEDT FLRALERTT m hal A SEREFEHTE 908 IP 727 &
2 YA b

cEEITBIUSED MACT RLA L EETT o haL XA TEREEHTE 5 MAC 1
EE /A i SR B S N

AL v FIF, A F—T 2 A A LDACL Zii~, X7y MRAACLNOZ FJ L ED LI
—F T EITHE SNy FOEEEEF A ELIIES LET, 20X oz, ACL2BXy k
U—7F7d %y MU= OEG~DOT 78 A &G L E7,

1TACLIZE B4y FT—0RAD 37 4 v Y OFlH

wIZ, T_RTOUT—7 A7 —3 3 U2E U VLAN IZH H5EICAR— M ACL 2L Txy
U—0~D7 7 AEHIET 2452 RLET, LA ¥ 2OEGEHFMICEAI N ACL 1%, &
ARAR 2= VY —RA Ry NT—J XTIV BATAHZ EEHFALETH, ZA FBR

iPvaAcL



IPvaACL |

B s
Fl—OFy NT—=JIZT7 78ATAHZ EIFESELET, A— b ACLIE, BEFRADOLA ¥ 2
g 8
Host A
= L;}
Hur:nan Hasaa:lrchs
Resoumes Develbpment
natwork network
¥ = ACLdenying traffic from Host B &
and permitting traffic fom Host & R
-» = Packst )
A B =T 2 A AFICHEATE £9,
R—RMACL% b7 7 FA— MI@EHATH L. ACLIZZD FT 7 A— b EOFTXTDVLAN
CThI 7497 %742 )7 LET, A—h ACL #3575 VLAN A— MZ@EHT 2 &
ACLIZT—4% VLAN E EF VLAN D E TR I 74 v 77 4 NH U T LET,
AN—FMACLTIX, IPT 278 A VAR LCIP NI 74 v P BT 4V H ) 7 TE&, MAC
T RVAZBFEHLCIHEIP N T 74 v 72T 4B ) 7 TEET, MLLAY2M 02 —T =
AAETIP 7747 P NTT7 4 v I DEEET A NE Y L TTHIZFE, £DA
B—T A AWZIPTI/EAVRARNEMACT 7R VA OWGFEEALET,
Y
GE) LAXY2A LB —T 2 A AZHATEDLOH,. IPTZ7EAYVARLIDEMACT Z7EAY X b
127G TY, §TICIPT7H®AVAMELIIMACT 78R VA MRRESNTCND LA
YoM BZ—T A AT, HILWIPTZ7E®ZA VA NELIIMACT 78R YA NEHATS
LLBNCERE L ACL ST LW ACL ICE X #ub ) £,
JL—43 ACL

VLAN ~D LA Y3 A H =T 2 ATHDLAAL v FAEA 2 —T = A A (SVI) ., WHE
34 H—T A A, BILOL A ¥ 3EtherChannel f > Z—7 = A A2, /—Z% ACL %@ T
XFET, V—H ACLIIA V¥ —T7 = A ZAOFFED IR EREEIIRE) I L THEH I
FT, 12O H—T x4 ZADHFEITLIZ, V»—H ACL % 1 >EHA T £,

2ZA o FiL,. IPV& b T 7 4w P DIROT 7 E8A VA MEYR—FLTWET,
HEMEIP 7 /A YR NTIL, BAEBMEICEE LT NLAEZEHALET,
HERIP 7 78 A UR NI, HMELT FLVR, 58T RLA, BXOATvarora b
g Z A TEREFEH L LB EZITVE T,

A—F ACL DBE LR, A v FIIA v 2 —T 2 A RTRESH TV DHEEEICELENS T 5
NTWSACL BZBASINET, 7y MBRAS v TFDOAL L H—T oA AIERETDHE, TD

IPv4 ACL
6| I



| IPvaacL
vianzy 7 ]

AVH =T 2 AIFEEINTVBT X TOEEGHEEEICHIGT D ACLEARESNET, Ny
MANV—T 4 T ENTHLRT A Ry 7 %ééméi?@%K\mﬁ4V&~7:4x
IR TE SRR IR T 29 _XTD ACL A& I ET,

ACLIZACLNOx=> hY EXTy bO—ERERIZS U T, 2~y MEXEEFTRIT 50, S
THENERDET, ACLEMHEHAT AL, Xy NI 2EKE-ITRYy FT—7 O—EIZxT 5
TR arybba—nAdMTZET,

VLAN ¥ v 7

VLAN ACL F£721X VLAN = v 7id, VLANWO Ry hU—7 ST 7 ¢ v 7 &4 572012
FHENET, AT EREFAAA T AX Y VO VLANHNTT U vV 7 EN53T_XTO
Ny MZVLAN < v 72 @ATEEd, VACLIZ, X2V T 4 Xy b 7400 Z )7
BILOREOHEA L X —T 2 A A~DNT T 4 I DIVXA VT NETEEMELIELDT
T, VACLZJ7m (ASTEFH ) TERSNDZ EIEH FH A,

FTRTOIEIP 71 h=a2/bid, MACVLAN <> 7 ZEH LT, MAC 7 R L 235 J O\ Ethertype
K;ofTﬁﬁx:ykmawém&ﬁ(Wb?74y7ﬁ\MMwumvy7fﬁ77t
AHESNETA) o VLANY Y FIIAL v F2ERT 537 v MIETEHATEE£7,
FEZIZZOAAL vy FIZHFR SN NDO AL v F EDOKRA MO NF 7 4w 71T, WAN
~y THEATEET A,

VLAN~ v 7235 L., v~ FIHREINEZT 7 ¥ a DN TN b OREDFFA]
FlFEEINET,

R2:VIANT Y FI2kB 57499 DOFIE

WOBKIZ, VLAN~ v 72 EHA LT, BHED T 7 4 v XA 7% VLANIODEA N AND
A TERWVWEIICHRETAHIZRLET, % VLANIZIE, VLAN v 7% 1 D72 EHA T

“Host A “HostB
(VLAN 10} (VLAN 10}

X = WLAM map denying specific type
of taffic fom Host A
—» = Packet

aaig

TET,

ACER LU TSI AV MEESNI=,S 7o v D ETSTAMEESA
TWEWEcS T4 9D

Py NI, Xy NT— 7 2BBRTALEXNCTT AL MEENDZ ENBH Y FT. F0H
A, TCP £721Z UDP R— F B ERICMP A 7B L Ra— R ED LA ¥ 4 FHRIZ. X7y
MDY OE NS D 7T T A FETFICEENT T, o7 T 7 A Mk, ZOERILD
D EH A,

TR Aarbtuo—n ) (ACE) IZiX, VA VYA4EREF =7 LN D, 73T
DRy N T 7 ANMIERAEINDILONRHY 3, LAY 4IEREZHD ACEX, 77
TA L MEENTZIP YT hDIZEAEDT T 7 AL MCHERER R FETITEA T 8 A,

IPv4 ACL
I '-



IPvaACL |
B orciezxqvrzayy

TIZT A MIVAYAERREENTELT, ACER—D VLA VaAlEHRET = v 7 T 545
E. B NMEFRO L HICEFENET,
c TG RALVNAD LAY 3IER (TCPRLUDP X7 u haj ZA FhEte) #F =
I 5 ACEIX. BEN TV RV LAY 4 FEROEHEIC)» Db LT, 797 A R
—HTDHERLREINET,

N

G¥) L4Ops & & 729 ACEDTCP Tik, 777 A v M7 M
RFC 1858 Z LI kv L £,

LAV AERET = 7T DHEEACEIX, 777 A MILA Y 4IERPE TN TV
WIRY , 75 7 A RE—FLER A,

ACLERAYF RAYY
AA v F AZ 7 DACLYR—hF, AFZ L FT7Try AL vFERUTT, ACL DR
X, ZAF v THNOTRTCODARAL v FIEEBEEINET, 77T 4T AA v FE2EHRE v ITHND
TRTOAAL »FTIE, FRPLBEEIN, "N—Ru=T7n 777 L53N0NET,
TOT47 RAyFHEUV ACL DHERE
TIT 4T AL vFIZEYD, RO ACL BEREDRFEITSNET,
o ACL fBAIE MM EE &4, N T R TORY v 7 AU NTERFEINNET,
s ACLIE#HRIZ. A2 Y ZITMALTWATRTOAL v FICEESNET,

(7= 21X, +57—FKo=2T7 U —=ANRRW3 ) (oo HT, Y7 hy=TIC
Lo Ty FREEBENDIVEND DE. ACLEZ /Ny MIBEHRZIZOR, 77T 4
T AL vFIC L STy "REEEINE T,

cXDN—FRy =TI, LT D ACLTERTT n 7 7 ASNET,

AA 9 AINE KU ACL DHEEE
ALy AN EY . RO ACLBERENFATINE T,
s TV T AT AL v FNE ACLIEREZE L, N— RV =T7NTns T AShET,

CAB U AL v TF L L TRESNWIZAZ T ANINT I T 47 A v FRKRBLTE
AR NNDT 7T 47 AL v TR FATLET,

i 'PvdAcCL



| 1PvancL
75747 24 vFoEEssvac |

TOT47 A4y FDEEEZUVACL

TITF 4T EREUNADETDAAL v FIZACLIBERPEHVET, 72T 47 AA v FITfE
ERRETDHE, AX NS DPREN GG EHEET, LTI T 4T AL vFIZky, 9
TDORE 7 A N—|Z ACLIESRNEESNE T,

FZ#E |Pvd ACL # & U'#5R IPv4 ACL

ACLIE, #FrStt EHEESKUEDONERFT T oNn-EE 0 T, A R T, T77®AU A MND
SFEEZ1OTOMS, Ny hETARNLET, BN B LEFFITE T, 754 A5
o NeZF ANDDERT 20BIRESINET, 7351 RI—ET 2P DORMN oo
TR TCTr Yy ROT A R EELTH720, FUEOIEFNEEREWEZFELET, —HT55%
PRI NG S, TN RTNry REESLET,

DY TZ7 U T L, IPVEAIZOWTIRD ACL (727 A JURK) #YR—FLET,
AEVETP 7 /A VR RNTIX, BAEBIEICEETT FLAZMEHLET,

cHEIRIP 77 A URARNTIHE, BMABEICHETT RLALET RLAZER L, &
TFa hal ZA FEREZFEHA L THEOZ DN S 2 EHDLZ L TEET,

IPv4 ACL X 1 v F THR— k SN TV L VEEEE
LUF D ACL BhEOMEEIT Y A — b I T EH A,
«JEIP 7' b =/ ACL
CPTAVT AV
s R ACLBXOX A F I v 7 ACL IZH AR — FEShTWERA,

TOERJRAES
ACL BT 27T 2EZIX, fERT27 278X VA NDX AT 2R LET,

RO—FENZ, TI7BA VARG EMET 2T 78A VAN AT 2ZES, ZOAL T T
YR—=bENLINEIDEIRLES, ZOAL v TFid, IPVAIRERET 7 £ X U 2 b L UYEE
T7EAVZAL (1~199 LT 1300 ~2699) Z¥HR—FLET,

R1: 79X YR +EF

TORXR VR LES |347 HYR—+HY
1~99 IPIEHET 722 U AR HY
100 ~ 199 IPYLIET 72 A U A b oR))
200 ~ 299 Tarav A, 7a— KT 7R YA |R2L
300 ~ 399 DECnet 7 7 £ A U Z b L

IPv4 ACL
I .-



IPvaACL |
B s=c==zrunc

TOER YA LEE (247 HR—tHY
400 ~ 499 XNS fE#ET 7 & A U & b L
500 ~ 599 XNSJEiET 72 A U A K L
600 ~ 699 AppleTalk 77 A U 2 k L
700 ~ 799 48ty FMACT RLZA 7272 UX K |7l
800 ~ 899 IPX BT 72 A U A |k 7L
900 ~ 999 IPX §E3ET 7 A U A b L
1000 ~ 1099 IPXSAP 77 &R U R | L
1100 ~ 1199 JLiE48 By NMACH~U—7 RLRA 777 |7l
2 U AR
1200 ~ 1299 IPXY~VY—=T RLATI7EA U AR L
1300 ~ 1999 IPIEHET 72 A U A N (JLIEHLPH) ioR))
2000 ~ 2699 IPIEERT 722 U A KN (JLoRHEIH) HY

Tt X HEUE ACL B L OB ST ZHE ACL I A, Y R— FENDFE S MM LTI X
HEHE ACL 36 L ORI EHE5E ACL HER T £9°, E4E IP ACL DAL 1 ~ 99 T, HLIE
IP ACL O 7iIE 100 ~ 199 TF, FHEZ U X bRV IZ4FITE ACLZHEHT5Z LI
i, =2 MU EZEBNCHIBRCEX A LW IHFEBH Y 7,

BE T S1RZE IPv4 ACL

ACL Z1ER$ % & (21X, ACL ORRIZT 7 4 /L F CTHERAYZ: deny AT — b A > R ANEINE
AU, ACLOKEDVIZRET HE T T HRUED DML RN T XTONRT v MIEH &
NHZEICEELTLESN, EET 7R VA NTHE, BEfTONEZIPARA RN T LA
ACL DFREMND~ AT AT 5 &, 0000 3~ AT ERARINET,

F A A%, host —E RN H DT b L dontcare~ A7 0.0.0.0 =& —BEHNHDH
YRUNY R FOLHEICBEIL, 0 LSO dontcare~ AV &t b Y XU B ENCHIE T
LRI, BEET 7RV XA NOIAFEZEEZRZ T, £OD, show 2+ RO =
Y74 F¥al—vary 7rANTiE, ACEDRKLT LHANEN LB OIEFCRE S E

A,
VERR U723 S & FE%E IPv4 ACL %2 VLAN, HREER, F/2i3A0 v ¥ —T7 =4 ATHEATE %
7,

ST =H55E IPva ACL

FEUE ACL CIXMREICHE LT RUVATIT 2 LE T2, JE3E ACL T, BEHREICEE T
T RLALSEET FLAZRFEATE, BT e haL &4 FEREZHEH L THIE O X Dfi)

i 'PvdAcCL



| IPvaAcL
zaitt= pvanact [

SE@MODLIENTEET, BFEMEIBET 78X U A MO ACE Z#1EKT 5 & Z12id, 1B
L7ZACE Y A RDORRIZIBMEND Z LIZER LTI ESY, FH5ME U XTI, ACE
DIEFAER L0, U A MNOREEDHITICN LT ACE ZBMEITHIBRLIZY TX 4
Po

CDOTNRARF, XA FTI v I FERIFIV IV TTI7RAY AR EYR—FLTWERFA,

T, A7 A7 H—¥E A (ToS) ® minimize-monetary-cost &> NMIFESI 740X Y 7
HYPR—FLEHEA,

—HoTa b aME, BEDONT A—ZRF—U— FbiEHInET,

YEAE TCP, UDP. ICMP. IGMP, E£7/-IZZF OO IPACL ZEFRTEFE T, £/=, ZDOT A
ZIILLFOIP 7a halidR—kLET,

\)

CE) ICMP=oa—5ZEIZT7 4 NEZ Y v I TEERFA, MOICMP 2— RE72134 A 7%, §_TT7 ¢
NEY T TEET,

IhHOIP 7 harPyR—hIhET,
« BEE~> ¥ — 7'v k2L (ahp)
AT 'MEEF 2V T4 NA m—F (esp)
* Enhanced Interior Gateway Routing Protocol (eigrp)
s ERV—T 1 T I T 'L (gre)
A=y Ml A v E—Y Fa b=b (icmp)
e AU H—Fy N FNV—TEHETa Fa/L (igmp)
« TRTONET 1 k=L (ip)
« IP-in-IP % Y 7 (ipinip)
« KA9Q NOS A#aIP over IP k> % U > 7 (nos)
« Open Shortest Path First /L'—7 ¢ 7" (ospf)
o XA m— REMZ 7 =2 (pep)
e 7 b I MNEw L FF ¢ 2 b (pim)
s A~ 2 h 2 (tep)

ca—F F—x 755 7 kai (udp)

ZAiIft Z IPva ACL

IPVAACL #3553 A FE L LT, BEETIIRLIELRTFTORA N 7 (451 EEHTEET,
ZHifTE ACLEEAT 2L, TNARETEBMET /BRI A MNOHELNV L DIPVE T
TJHAYARNERETEET, 778RA VA NOF#MNTFELE L TARIZFEHTLIHEOE—FR
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IPvaACL |
| EECEDY

Lawy PEE, FEEMENT 56 LE3EPVRRVES, EEL, IPT7EX VR E
HEHTH2T_XTCOavy REARMMET 7 BA VA MNTHEHTELZDITTIEHY £HA,

\}

GE)  HEYEACL E7-I13VEACLICHRETA24ANE. 778 R VA MBEEOYR—FENDHEBEND
BEICTAZELTEET, DF Y, =EUED IPACL DLAFNEL 1~99 ZIETX T+, BB

U A MO IZAHIFTE ACL AT Z i, = MY ZEBICHIBRCTE D &)
FlEnH Y £9,

ZEMTE ACL ZRET D L EITE, ROTEEFHICHEL T ZE N,
e F72. FHfTE ACL b TE £1,

o JEUE ACL & ¥E3E ACL IZ[R LA RNITEA CT& 8 A,

« VLAN v » 2, % ACL £ 721345 ACL (ARl & £7213F &) 2l TE %
R

ACLOX>5

FEAETP 77 B AV A MZE > THFAERITHES SNy NMCET I a7 A v'—U08,
TNRAADI 7 "7 =TI TRREINET, 2FD, ACLE—EKTE Ty "BRHH-T24
B, Ty MCET I e @A v E—URar Y — I ESNET, oY —Z

FREND A =D LY, syslog A vE—T%EHT 5 logging console =< > KT
HINET,

\)

6=

ACL v ¥ > 7', Unicast Reverse Path Forwarding (uRPF) T &415 ACL TiE¥H— k&
NEHA, V—4% ACL TOHLYR—FINFET,

\)

GE)

N—TFT 4 TFI =R T T, aXo Iy 7 b7 CHEITESNET, L=n-7T, log
%—U—F‘%é‘iﬁ?ﬂ (permit) F 721X (deny) ACE & —T %537 v NREEAFET D

Be. Y7 b =T EN— U =7 OREEEITBVO ZERTERW D, —HOR Ty
k iDﬂE/ﬁ SNRWGAERH D £,

ACL ZEE LTI D7y MZOWTIE, B A vbt—URN T CICERINETI,
PABED /X MZOWTIE, 5 I OIER AR L T b ERARERIZuF o 7 éhi‘é‘
0y Ay —UIZZT7T 78R VAR RNEG, Ty NOFFREIITEGICET AR, Ty

FOEETLIP T RLA, BELOEATO S pMICHF AT E I3 EG SRR E o037 v b
BRI ET,
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N—EYr7E&UVT ryz7ick s PACLOnE [

\)

() BX 7 RAyve—UNRETETUHEHTERWES, FRIT1IRUNICABETIXLERH DI X
YT A=V HLGE. aX L TRETCIERX S A=Y Ny hOo—HE N
By FTLHIERHYET, TOEBECELST, X IRy MRETEITT A ARY
Tyl atTHIEEERELET, 20D, HeY—e, T/ ERA VAN —ETLIHOE
2 ERIE LT X Vs 2 LN TSN,

N—FDxz7EEVY T+ 7IZLBIPACL DALIE

ACLALEE I N— R =7 TEITEINET, /N— RV =7 TACL O E % RAFT D kAR
TBELE FOA LB —T oA A LOTXTONRry B Ry X LET,

)

GE) FAAREFFIFAZ I A NAOY —AREREKET/N— R =72 ACL & ETX 720
Bh. WBEZTHOR, TN ACERFBLEZY VLANND 77 4 w7215 TF,

=4 ACL DAL, ROFEI ATy FRCPUILIHESND Z LDV £,

*log ¥ — U — KDOff

« ICMP BlIERREA v =V 2T 5,
show ip accesslists ### EXEC =2~ R&Z A LTEGE, BnInd—B v MIiE, »~—
Ry =7 TT 7 8ARHEIND Ty MIGEREEA, AL v F KTy bBLOLV—
7w K27y MZBT 5~ K7 =7 O ACL OFEAN G HE w2 iS4 5 541X, show

platform softwarefed switch { switch_num| active | standby } acl counter s hardware 4% EXEC =
~ U REHEHALET,

J—% ACL OFEREIZ., (kDL B0 T,

o FEHE ACL B L OMEIE ACL (ANBIOHN) OFRT 7 v a R T 7 v akn—
Fo=7THIEEL, 77X aryra—nLOtvdxaUT 4 258k LET,

« ip unreachables NN DA logzafRE LRV E, X =Y T 4 ACL @ deny A7 — h A
VhE—HTBTe—RAA— R 2TIlLoTRry T ENET, FAIAT—RFAL R E
—%+2570—I, N"—RU=T TAS vFrranET,

« L —% ACL ® ACE (T log ¥ —7 — RZBEMT5 &, N7y hOa e —75 CPU IZEE S
N, e X 7PN TbnET, ACERFFAIAT— AV hOHFEL, 7y MIn—F
T2 T CAA v F U TRBIONV—T 4 T ENET,

VLAN ¥ v JDEREFDTEEIR

VLAN~ > 71X, VLANINTZ 4 V& Y T %4 2M—D 515 TT, VLAN~ v FIZidh
HOEERH Y FHA, VLANY Y Z7E2FH LT, BEOFRDONT T4 v 72T 4R Y v
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B vww<o7e—5aa

TP DHIIE, BEDOREILELIIET FUAREESNIZACLZBINT 20N H Y £9,
VLAN ~ > 7WIZE X v b Z A4 7 (IP £721E MAC) (%9 5 match 13 H 556, 7
THNVETEH, v 7RNOEO=Y MUIZH—H LWy MIRry FE3nET, &4
7y b ZA KT D match 2~ 2 RBRWEES, 7740 T, X7y PBRHRESIVE
7

&iX., VLAN <~ v 7R EDEEFIETY,

A H =T 2 A ATIT 7 4 v 7 BHEETDHLIITRESINT- ACL 8372<, VLAN < v
TRREINTWRWEGA, TXTO NI 7 4 v 7R ESNET,

X VLAN v v 7 Z—#ED = ) TR SNET, VLAN~v Y 7O b ONARFITE
BT, T, AZERE LTy ME, VLAN~ Y ZORPOT MUK LTT A b
ENFET, ~HELEEGAIE. VLANY v 7OZOHNIRESNTT 7 v a U RNEIT SN
T3, —ELAhro7mEe, Xy MIvy7HOROT P VI LTT A hSivE
R

YNy N H AT (IP ET2IEMAC) 2% % match 473 VLAN < » 712 1 D 7213
HHHEAETH, 7y EBRZENLO matchfIZ—F L7eWGE, 7 7 44 hTiE 7y
R Ray7SnET, %Y Ty b XA 7% 5 match A)5° VLAN < v 72720
Ba. T 74N TNy y b ERE SN ET,

s VLAN = v 7ouFX o JighiR— SN THEREA,

L AX2A LA =T oA AHAENTZIPT 7B A A FEEMACT 78 AU 2 RNT
RA ZZHH> T, B— BT 5 VLANIZ VLAN = v 72T 554, A— K ACL A
VLAN v v 7 X0 bEEShET,

e N— R zTIZVLAN ¥~ v 7OFRELX A TEZ2WIEAEIL. £ VLAN NOT X TH/N
oy b kRaey 7 LET,

VLAN ¥ v 7 & )L—4 ACL

TV T ENTE N T T4 vV BIONN—T 4 T ENTE T T4y 7 OGS LTT
TR hr—Z{THITE, VLAN~ » 72 M THERT 575, £7213—4% ACL & VLAN
~y TG DETHERLET, ANEMAmMAEDONLV—T v RVLAN A v #—7 = A AT

N—H ACLEZEFRLZY, TV P T &N T 74w I DT 78RRy ba—L$ 5

VLAN v v 7% EHR LY TEET,

Ry b 7a—28 ACLINVLAN ¥ v 7 ®D deny A7 — h A2 b & —F L7=E, —4 ACL
DOFREICERRL, Ny b 7e— 3 ESShET,

)

G¥)
N7y BB VLAN v v ZCHEGSNGE. o0y MEndrr7shEdi,

Jb—H& ACL % VLAN ~ v 7V LA EDLHETHEAHL, V—% ACL TORX U T2 NELT5H

BNy b Z AT (IP £721EMAC) I2%9 % match A)78 VLAN < » FI2H 5 5A5TH, 28
Iy "INEDZA T LRWVIEE, T 740 TIEAry bR ey 7EN$ET, VLAN
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VIAN <y T u—4 AL oesoxEsE [

~ v 7NIZ match A]3 72 <, 727 v a Y BNEESINTW WS, EO VLAN vy 7 =2 b
JeEb—F LRV ry MIEEEEINET,

VLIAN Ty & )L—% ACL DR ERDIEEIR

CICEEEIN-EESHIY, V— % ACLBXWVLAN v~ v 7% [F U VLAN ETERAT 2 %
ENRHAHIREICHEAINET, =% ACLBLXOVLAN~ v 7% 8725 VLANIZE| Y 4T3
BB, INLOFEEFHITEA SN EE A,

N—& ACLEB LU VLAN v v 7% R U VLAN ICRET ALENH L8481, L—4% ACL &
VLAN = v 7O OREICEL., ZZ CHBATIEEFHIIE > T EE,

s VLAN A VX —T7 = A A DK S (ANTBILOH ) ICVLAN = v 7B L0L—% 0
ACL % 1 DT D[RV ERETEET,

e ARE/RIRD . T RTOZ NV DT 7 g U NE—T, KEDOT 7V T 7 a s i2l)
MR DHA T LB LI ACL ZFER LET, ROWTHHOEXEFHEHL T, ACL
Zatak U9,

permit... permit... permit... deny ip any any

E el s
deny... deny... deny... permit ip any any

*ACL NTHEHDOT 7 v ay Gra, ) 2ERITILGAEEF. TNENDOT 7 v ar ¥
AT HFEEDT, = b UVEEZHIBLET,

s ACLINIZ VA VPABHREZIEE LWV TL SV, LS P4EREZBINTHE, i 7 etk
ANEHET T2 £9, ACLOT 4 X Y 70, full-flow GHEILIP 7 KL A, %8¢ IP
TRLVAR, abar, BLOTr bartR—F) TR, IPT LA (FELBLIT
SESE) ICEEDSWTITON A SLAIC, FE e afENSE O ET, AEERRY ., IPT R
AlZiZ don'tcare By R EEH L TS Z 0,

IPACE & L A1 ¥ 4 5% %4 ¢ TCP/UDP/ICMP ACE 23 /5 & & ACL NIZAEFE L. full-flow
FT— REIEETINENDHD & X1T. LA V4ACER U A FORBICHE L £T, ZOf
BLIPT RVARIZEDSS NI T4 w7 DT 4 NE ) U TRERINET,

ACL oD R[] S B

timerange 70—/ L a7 4 Fal—var avy REMEHATHZLICk-T, FAB X
OWE BIZEE DWW TSR ACL 23 RMICE A C& £97, 9. RHEHOLARZERL., TOD
WP EIHN ORF LB IO AN E/FER 23RE L3, KIZ, ACLZEHLTY 78R U =R
MZHIBRZRRE T 5 & S ICHRFMGIHAZ A L £, WAL ERT5 &, ACLOFFAI AT —
FAV PEITHER AT — A FOFRHHIK (FREHFNCHEERARE) 2ERTEE
9, timerange ¥ — VYV — FE L OB IOV TIE, AR & B L OE 54T & fEE ACL # 27
DEEZBLTIIZEN,

R EIEIE 2 2 W< O DR 2RI L E T,

IPv4 ACL
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B rescorrs—srazicEmyarEsm

TN =gl Y —A (IPT FLAERTDORT, BLOKR— &5 Tik
B) ~O2—Y T IR % LY BEICHERERITES T ET,

el Avb—UrREIHTEET, ACLZ M ZEHL THEDORKANIZE L TOHR N
T4 EUR T TEARED, E—VICERINAZ O 72 ST L7 T,
HEICT 7 AR ER CTE £1,

FFN—2D7 782 U A M &MHT5L, CPUICAMMNELET, Zhid, 778X U X
N DOFHARE ZMOEREL, N— NV =7 AE VI — FSNEHMEFEHAOREL =TT D
WENH DD T, 207, HEOT 782 U X FpvEiiicEie LT (AW PN
W2) ANERDEODBRELRDRNE D ICEET HMLERH Y £,

)

GE)  EN#EIL. T, ADV AT A a v JIlES& E T, LERNo T, EETES 7y
V—ARBETT, Xy NT—27 XA L Fa bz (NTP) 2L TCTF A R ay 7%
R S22 & 2HERELET,

IPUACL DA VB3 —TJ A RIZEHT B IFEEE

AR RACLOSGE, N7y NOZERT A AF3r v &2 ACL ERAE LE9, ACL
Doy NEFATHEE. T ATy P OB Z kG L E, ACLA N7 v &R
TAHEA. T ATy FERBEELET,

TR RACL DG, Xy MEZE LHERIGA v X —T A RIV—T 4 T L
Toth, TNA AFNry b&E ACL EA LET, ACL 2NV 7w &EFFA] LIZGE1E, 731
A3y hEFELET, ACLB Ny ST 56, T8 A3y NeBEELE
bé‘o

T 7 xRN TIE, ANy RREEINTSGAIE. TORRMPBATIA v Z2—T7 24 ZAD ACL ¥
TPEREA L H—T 24 ZADACLOWVWTNTH-TH, WITANA L H—T = A 2D 5ICMP
BlIEAREA v E—UNFEINET, ICMP BlEAREA vE—lE, ANA 4 —7xA
ANIDIZDE, 05T EIC I DFETAKSNET, 272 L, ZOREIL ipicmp rate-limit
unreachable 7’ — 3L a7 4 Falb—i gy a<wy REEALTERETX 97,

REFTDACLEA U H—T A AZEAT D E. T/ AZACL A VX —T = A AT A
SNTWRWEHET L, 3_XTOXRTry hEFAILET, Xy hT—27 X2V T 0 D7Dl
REFXD ACL 2T HEAIT. ZOXIRBERENELDZ LICHERELTLEE N,

IPvB 7o tRXar bO—)LY R NDEBEHE

IPvd ACL D% E

DAL »FTIPACL ZFEHT 2 FIEITKRDO ELBY TT,

IPv4 ACL
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FIE

ATy T

semzmeacL ok ]

TI7EA VA NDEFEFIZLEET 7B ASME2IEEL T, ACL 2/ER LET,

ATFY T2 ZTOACLEA VH—T = A AFTZITHREHICHEA L £d, iR X OYEEIP ACL 2 VLAN
~ v SICEATAZ b TEET,

BS T ES1R4E ACL D1ERK

T SHEE ACL Z R 21213, RO FIAIZHE > T IZE W,

FIE

ARV RFERERTI VI Y

=)

&M

enable
1 -

Device> enable

¥i#E EXEC T— &AL £,

Ta T NRFRINZHRAY— RNE
ANJTLET,

ATy T2

configureterminal

1

Device# configure terminal

Ja—)L a7 4 F¥Falb—g v
£ — F%%ﬁﬁébij«o

ATvT3

access-list access-list-number {deny |
permit} source source-wildcard ]

fi
Device (config) # access-list 2 deny
your host

EETLT RL AL TUA L R — RafdiH
UCHEAEIPVE T 722 U R NEEFRL
ij‘o

access-list-number (21X, 1 ~99 ¥7-1%
1300 ~ 1999 @ 10 #EXZ T L £ 7,

SN —E LGB T 7 B A G
D% AT deny ZFEE L., FFRT 556
L permit Zf5E L £,
source (21X, /N7y FOEEITLERD
Xy NI =7 £723HRA FDOT L A%
WO THRELET,
o Ko MEZ 10ERTICL D32 Y
R D1E,

e F—U— K any 1 0.0.0.0
255.255.255.255 £\ 9 source 18 &
O\ source-wildcard D& WETE T3,

iPvaAcL
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ARV RFERETIVa Y

B8

source-wildcard & A JJ 95 VB3 H
D FEHA,

e F— T — KN host ITEXETTRB L
source0.0.0.0 @ source-wildcard D44
W& T4,

({£%&) source-wildcard i%, 7 A /L
— R By hEREEILT LA
LET,

GE)

aX 7, LA Y3IA U H—T A
2ZIZEIY BT HNZ ACL TR —
rEhET,

ATvT4

end

1 -

Device (config) # end

Ja—)L a7 4 FXal—g
E— R&&T L, FrbE EXEC £— R
R0 E9,

TS S kiR ACL D1ERL

T2t ZHEE ACL Z1ERLT A1, RO FINEIZHES T EE W,

FIE

ARV RFERETOVa Y

B8

&

enable
1 -

Device> enable

¥ ME EXEC E— R&ANZ L £,

T T RRFRRINZHNRATY— K%
AFTLFET,

ATvT2

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— gy
ET— FEBBLET,

ATvT3

i 'PvdAcCL

access-list access-list-number {deny |
permit} protocol source source-wildcard
destination destination-wildcard [
precedence precedence] [tostos]
[fragments] [ time-rangetime-range-name]
[ dscp dscp]

1

JERIPVA T 7 ERX U A RBROT 7 &
AR ERLET

access-list-number (21X, 100 ~ 199 £ 7=
12 2000 ~ 2699 @ 10 #F A2 IEE L F
KR
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semzmiacL ok ]

AU RFERETOVa Y

B8

Device (config) # access-list 101 permit]
ip host 10.1.1.2 any precedence 0 tos|
0 log

SR LIGEIC Ty NSRS
L% Gl deny ZfRE L. FFAT 556
IE permit Zf5E L £7,

source, source-wildcard, destination, I3
& N destination-wildcard DfE L. RDE
X CTHEELET,
s Ny MEZ 10iRTRICE A2 Y
R DA,

¢ 0.0.0.0255.255.255.255 ({EE DR A
F) #FRTF—TU— Kany,

« H—DAR A F0.000EF2FKTHF—U—
K host,

FOMDOF—TU— NI4T aTh
D, WOBREFLET,

s precedence : /N7 v hE 0~ T D
FEITARITRET 2EBEE L —
BESHLGAICANILET, BET
X 5fEi%. routine (0) . priority
(1) . immediate (2) . flash
(3) . flash-override (4) . critical
(5) . internet (6) . network
(1) <7,

- fragments : 2 SDHLED 7 5 7 %
> M EHERTDHAICATI LET,

stos: N7y hE0O~15DFFET
FARITTHRET 2 —E X247
NN E—HESELGAICANILE
¥, FEETE HfEIL. normal
(0) . max-reiability (2) .
max-throughput (4) . min-delay
(8) T,

- time-range : IRf I PH D44 1l 4 Fi7
L\i—g‘o

edscp: N7y b &0~ 63 DEFT
fRET 5 DSCPE & —H S H5H
WA LET, 20, BBETES
EDOV A N EFRFTHITIE, BRI
() ZHEALET,

iPvaAcL
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B8

(6=3))
dscp & A 13 255613, tos £721%
precedence # AJJTE £H A, dscp &
A7 tosk precedence i J5 DA
EANJTEET,

ATvT4

access-list access-list-number {deny |
permit} tcp source source-wildcard
[operator port] destination
destination-wildcard [operator port]
[established] [ precedence precedence] [
tostos] [fragments] [ time-range
time-range-name] [ dscp dscp] [flag]

1

Device (config) # access-list 101 permit
tcp any any eq 500

JVEBRTCP 7 722 VA NBIOT 7k
AGMEEHRLET,

W T HIF 2 & . Jk3E IPv4 ACL (12
L THHT AT A= LRI LC/NT
A—Z A LET,

(f£:3) operator 33 X Uport # A 195
&, BEmA— b (source
source-wildcard D#%IZ AT LT256) %
72135656 — b (destination
destination-wildcard O IZA ) L=
) DI ET, HAE OB
1%, eq ROEIZZELYY) | gt (ROE
IO REW) | It ROELV /NS
VW) L neq ROFEIZFELLS 72\ | B
L range (k&) 23dH Y 3,
BAZIR— NESERET HDHNERH
D £ (range DHEIL2 DOR— &
F e AR—ATRY)o THRET D LEN
HET)

port 2%, 10 XL (0 ~ 65535) DAR—
FNESEZIXTCP A— a2 AT L E
T, TCPET7 4 NH Y L TT5EEIT
I, TCP R— M OFFEITLRITET
EEALET,

A7 g 0F—U— ROEMILK
DERBYTT,

« established : #fEN. XL 7- 85kt & IRE
TAHGARICATILES, 20X —
U— K%, ack £72ldrst 75 7T
DG LR UHEZ R LET,

e flag : 8/ € INTZTCP~y X —E v
FEEEIZLTHRAELET, ANT
57770, ack (FERIGE)
fin G&7) . psh (Fvi=) | rs
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semzmiacL ok ]

AU RFERETOVa Y

B8

(VEy ) . syn (FH) | £
Turg (BR) TI,

R T 75| accesslist access-list-number {deny | (£ #EEUDP 77 A U A MB X
permit} udp source source-wildcard VT 7w A& EELE T,
[operator port] destination
destination-wildcard [operator port] [ UDP /N7 A —# X TCP OFHIZ & 5 /X
precedence precedence] [ tostos] FA—=FLFLTY, 7272 L, [operator
[fragments] [ time-rangetime-range-name] | [port]] 78— k& 5 % 72 1T AR — R4 13,
[ dscp dscp] UDP R— b DF B F 13415 8ET
151 - DWENR B Y 9, F7o, UDP Tid,
Device (config) # access-list 101 permit] ﬂag F—U— K¢ established ¥ — U —
udp any any eq 100 NES:: 2 G
R T w 76 | accesslist access-list-number {deny | WEEICMP 772 URXR MBLOT 2
permit} icmp source source-wildcard YRS AR ERELET,
destination destination-wildcard [icmp-type
| [[icmp-type icmp-code] | [icmp-message]] | ICMP /37 A — % (34L5k IPv4 ACL O TP
[ precedence precedence] [ tostos] 7a havoBBHIcH BT A—F LiF
[fragments] [ time-rangetime-range-name] | L A Y[l U T3, ICMP A vt —3 #
[ dscp dscp] A FBERT— R 8T A — 2 BRiENE
% - NTVEY, A7varoxF—U—KD
Device (config) # access-list 101 permit] %%&iﬁ@ ERY —(“jﬂo
lemp any any 200 s icmp-type : ICMP A v &—U % A
TTANE) T T DGEEICATIL
F9, BETE 2MEOFMHIL, 0~
255 T,
s icmp-code : ICMP /37 > % ICMP
Ay—Va—RNEA T TT 4 NVH
Vo 73558 ATILET, FBE
TE DEOHPHIZ, 0~255 T,
« icmp-message : ICMP /X7~ k%
ICMP A vt —U XA T4/ EIT
ICMP 2 v E—U X A4 7L a— 4
TTANE) U TTDGEEICATIL
£
AT 71 |accesslist access-list-number {deny | (EE) TR IGMP 77 A U A +E

permit} igmp source source-wildcard
destination destination-wildcard [igmp-type]
[ precedence precedence] [ tostos]
[fragments] [ time-rangetime-range-name]
[ dscp dscp]

FOT 7 AR ERLET,
IGMP /3T A — X [XJ15E IPv4 ACL @ IP
7 haVORFICH DT A—H LIF
ENERLTEN, RITRTAT v a v
DRT A—=ZPBEME N TNET,

iPvaAcL
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ARV RFERETIVa Y

B8

{5
Device (config) # access-list 101 permit
igmp any any 14

igmp-type : IGMP A v &—I % A 7 L 1
BTDITIE, 0~ 15DFFEITA Y
t—4% (dvmrp, host-query,
host-report, pim, F7iXtrace) =AM
LET,

ATvT8

end

1

Device (config) # end

Ja—nR) a7 4 F¥al— gy
T— NZ#&T L. F#H EXEC £— KIZ
RO ET,

2RI S 124 ACL D1ERL

AT A LTS ACL 2B 51213, IROFIEICHE > T ESUY,

FIE

ARV RFEEETIVa Y

E:)

&M

enable
B

Device> enable

¥ #E EXEC T— F&EADIZ L £,

T T SRFERESNIZENAT — R &
AN LET,

ATvT2

configureterminal

1

Device# configure terminal

Juaua—\)L a7 4 Xal— gy
T—FzfnL£7,

ATvT3

ip access-list standard name

1 -

Device (config) # ip access-list standard
20

ZHTEHH L CEEIPVE T 78 A U R
FNEEEL, 778A VRN a7 4
Xal—gry ET—RFEMBELES,

LENTIZ. 1 ~99 OB ELHHTEXF
-g‘o

ATvT4

i 'PvdAcCL

WOWTIEHH L ET,

« deny {source [source-wildcard] | host
source | any} [log]

* permit {source [source-wildcard] | host
source | any} [log]

1 -

Device (config-std-nacl) # deny
192.168.0.0 0.0.255.255 255.255.0.0
0.0.255.255

F720%

TI7EAVARN a7 X2l —3

Y E—=RT, Xy MEEET 200

Ne s 7T 200E0ET D120 D

AR EITFF IR E RELET,
« host source : {5t LOEEILY
AV R — ROfETH % source
0.0.0.0,

cany  IEETERBIOCEETLTIA VR
H—ROMETH 5 0.0.0.0
255.255.255.255,
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Device (config-std-nacl) # permit
10.108.0.0 0.0.0.0 255.255.255.0
0.0.0.0

ATvTh

end

1

Device (config-std-nacl) # end

TI7E®AVARN a7 4Fal—3
v E— REET L, ¥ EXEC E— K
2R Y £,

ZRIT S 455k ACL D1ERL

£ a R U CHETE ACL Z1ER T 5121, RO FINEIZHE- TS0,

FIE

ARV RFEERTI VA Y

=)

ATy T

enable
1 -

Device> enable

¥i#E EXEC T— &AL £,

Ta T ERFRINZHRAY— RE
ABLET,

ATy T2

configureterminal

1

Device# configure terminal

Jua—)L a7 4 F¥Falb—g v
£ F%Fﬂlﬂﬁébij«o

ATvT3

ip access-list extended name

1

Device (config)# ip access-list extended
150

LR LU CHEIPVE 7 7B R U X
FNEEREL, TZ7BA VAL a7 g
Fal—vagrET—RelBELET,

BN, 100 ~ 199 OFB A HTX
7,

ATv74

{deny | permit} protocol {source
[source-wildcard] | host source | any}
{destination [destination-wildcard] | host
destination | any} [ precedence precedence]
[ tostos] [established] [log] [ time-range
time-range-name]

1

Device (config-ext-nacl) # permit 0 any
any

TIEBAVAR a7 4F¥al—37
v E— NTC, FFAISMEE IS &
ZRELET, log¥F—U— K&/
Ll EXEELT 7EA VA MDR
T Av—VEIGETEET,
* host source : ZEfF ik LEFE LY
AV R — ROfETH % source
0.0.0.0,

« host destintation : 564%3 L O%E5E Y
A )V K — ROJE TdH 5 destination
0.0.0.0,

iPvaAcL



B rcosmmEoRE

IPvaACL |

ARV RFERETIVa Y
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cany : EETLBLOREETIA LR
H— R, F35%E L O%EEY A
)V RA— ROETH S 0.0.0.0
255.255.255.255,

ATy TH

end

1 -

Device (config-ext-nacl) # end

TIBEAVANOaL 7 4F¥a2lb—g
v E— REKT L, ¥ EXEC E— K
IR £97,

JEIE ACL Z{ER 35 & & 121X, ACLDOKRIZT 7 4/ h CTHER) 72 deny AT — b A v R 3NA
MEHL, ACLOKEDVICEIET HF T—HT HLEDRAONERDoT2FT X TONT v MIHE
FAENDZ EICTHEBE LTS, fE% ACL Tk, BEMTONZIPHARA RN T RLRA T2
TR VR RNDIRENGY AT ZEMTHE, 000003~ AT ERRINVET,

ACL DERZ BN L 72> R Ui,

UAMOKRREIZBMENET, ACLT> hU ZRFED

ACL [ZEIMICIBMTE EHA, 7272, nopemit 8L U nodeny 77 A Ak 237 ¢
Falb—YaryE—RFavrFefifldse, A& ACL2 b= MU ZHIFRTE £,

Tt & ACL TiX7e < A4uift & ACL #fEHT2HAD 1 oL LT, 4Hift& ACL TII{T%
BN CHIBRCEX A2 bV T,

RDBRY

ERL LT-4fiftX ACLIZ. A > % —7 x4 AF7- X VLAN I[ZHEH CTX £7°,

ACL D RFfEIEaF D EX 5E

ACL OFFRFEHH T A —Z 2R ET HI21E. WO TFNEIZHE- T EE W,

FIE

ATV RFEEIEFT7TII Y

B8

&M

enable
1 -

Device> enable

¥i#E EXEC T— FEADIZ L £,

Ia T ERFRREINTEHNAT— N
A LET,

ATy T2

configureterminal

1

Device# configure terminal

Ja—N)L a7 4 Falb—g v
£ — F%Fﬂlﬂﬁébi\j‘o

ATvT3

i 'PvdAcCL

time-range time-range-name

1 -

Device (config) # time-range workhours

VERY 9 DRI ITE RO & D4 |Hi
(workhours 72 &) &E|0 4T, Wi
oy 7 4¥al—Yary E— F5H
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AU RFERETOVa Y

B8

IHLET, AANC A= AR 25
HHZEFTTEERA, T, FND
MO D MENH Y £T,

ATvT4

WOWTIEHH L ET,

« absolute [ start time date] [end time
date]

* periodic day-of-the-week hh:mmto
[day-of-the-week] hh:mm

* periodic {weekdays|weekend | daily}
hh:mmto hh:mm

1

Device (config-time-range) # absolute
start 00:00 1 Jan 2006 end 23:59 1 Jan|
2006

A

Device (config-time-range) # periodic
weekdays 8:00 to 12:00

T R BROBEREDS W OB E FTREIZ 72 2 7>
EZIRELET,

o FRRO&EPHIZ 1T, absolute 27— k A
Y REIORERTE T, Bk
@ absolute A7 — F AL FNEFREL
T EE. RIRICERE LT AT — R
AL NETRFEITEINET,

« 8D periodic A7 — F A2 &R A

HATEET, exd, FREER
(CHARDERZRETE £,

ATvT5

end
B -

Device (config-time-range) # end

o 7 4 Fal—y gy B
RZ#T L. %M EXEC E— RIZREY
ij‘o

RDEZRY

BROEA 22N TNRRLBEMICANNT 25HE1E, EROFIELHEY KL T 2SN,

i R B4R~ D IPv4 ACL 0@ F

TS E ACLZMHMA LT, 1 D3RO KRERA~DT 7 ¥ 2 2l TE £, SRt
W14 E ACL #EH TE 8 A, T X COMARERERRIZ = — 238kt 3 2 Rtk &
B, $TANTCFECHIREZRET DHERH Y £,

RABIRRBEIF & ACLICIHEE SN T RLAMOBEERGB L OREEGELEIRT 5121, &
DFNEEZFAT L FET,

FIE

ARV RFERERTIVa Y

E:)

& A

enable
1 -

Device> enable

¥i#E EXEC T— &AL £,

T T IRFERENIZENAT — Rz
AN LET,

iPvaAcL
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ATv T2

configureterminal

1

Device# configure terminal

Jua—\)LaryZ7 4 Xal— g
£ — F%Fﬁlﬁﬁébijﬂo

ATvT3

line [console | vty] line-number

1 -

Device (config)# line console 0

HETHEFEREL, 1T 2
V74 FXal—arEB—REHEEL
F7,

sconsole: =1V — LK EIEE A5
TELET, = V—LAR— I
DCE T,

vty : UE— b V— A7 7 EX
MO8 Rz 6 E L ET,

line-number 1%, [EI#RZ A 7 E2fRET D
LAIc, RET DS L — T N THA
DOEfFEF T, F5ETE DAL~
16T,

ATvT4

access-class access-list-number {in | out}

i)
Device (config-line)# access-class 10
in

(T3 A~D) FEEDOBARSRARRR &
TR YURXMABEEINT-T FL A
MDEEER R L ORGEER A HIR L F
KR

ATvTH

end

1

Device (config-line) # end

Az 74 X2l — g F— %
KT LET, VT, S8 EXEC £—
RIZREY £97,

A3 =4 A~D IPv4 ACL DiEFE

Z Z Tl

IPVAACL 23y NU—T A X —T oA A~EHT 2 HECOWTHBALET,

A B =T 2 A ASNDT 72 ABHETLEH I, FHEEXECE— RCTROFIEZFETLE

B

FIE

ARV KRFERERETY V3 Y

B8

ATy T

enable
R

Device> enable

e EXEC E— FEARNC L £,

T NRFIRENEHNNAT— R
AN L%,

i 'PvdAcCL
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B8

ATv T2

configureterminal

1

Device# configure terminal

Jua—\)L a7 4 Xal— g
£ — F%Fﬁlﬁﬁébijﬂo

25w 7 3 |interfaceinterface-id RETHA v H—T = A%fEL, A
% - VHE—T 2 Af A AT 4 Fal—3
Device (config) # interface v E-RabnLET,
gigabitethernetl/0/1 A B —T A A TE. LAY 2140
H#—7xAA (K—KACL) Elv
A¥314 8 —7 xR (Jb—% ACL)
HIRECEET,
A7 v 7 4 |ip access-group {access-ist-number | name} | f iz oA v 4 —7 = A ANDT Ik
{in | out} A& L ET,
5l
Device (config-if)# ip access-group 2
in
AT 75| end A B—Tz2fAAL T X2l —g
B - ¥ B R&ER&T L, FitE EXEC T—F

Device (config-if) # end

WZRD £,

A RIS MAC $i5& ACL D 1E Rk

VLAN 72035 A Y2 A4 v F—T =2 ATIHIPVE b T 7 4 v 7 T 4 VZ U 7T 50,
MAC 7 R L 2B L UL FIT & MAC 53 ACL 2 LE9, FOFIE L., oL il ik

FIE

ACL iR E

556 LREERTT,

£ BT & MAC 4588 ACL Z1/ERT 51213, IROTFIEIZRE- TLTZE W,

ARV RFEREETIVa Y

B

ATy 71 |enable FEHE EXEC E— REARNC L £,
i  NAU—=REANLET (ERSH
%8 .
Device> enable
R 5w 72 |configureterminal ra—s\ )y a7 4 Xal—ay

1

ET— NZHBLET,

iPvaAcL
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Device# configure terminal

R T 73| mac access-list extended name ARz L CMACHEET 7 A U A
15“ : F%E% ]\/i—a—o
Device (config) # mac access-list
extended macl

R T 74| {deny|permit} {any | host sourceMAC | JIEMACT 7 A VA a7 4 X =

address | source MAC address mask} {any

| host destination MAC address | destination
MAC address mask} [type mask | Isap Isap
mask | aarp | amber | dec-spanning |
decnet-iv | diagnostic | dsm | etype-6000 |
etype-8042 | lat | lavc-sca | mop-console |
mop-dump | msdos | mumps| netbios|
vines-echo | vines-ip | xns-idp | 0-65535] [
COs cos]

1 -

Device (config-ext-macl) # deny any any
decnet-iv

F0F

Device (config-ext-macl) # permit any
any

L—y a3y ®—RTiE, TXTOEGE
JEMAC T RL R, R ZfFXxEET
MAC 7 N L A, F7213HE Dhost D%
EIEMACT RL A L any?D%E 5 MAC
T RVA, wAI7fF&5E%EMACT R
A ETITFFE DS MAC 7 R LA
2, permit £7-iX deny ZfEE L £,

LE) OF T arvEAIT5HZ &
HTEET,

« type mask : Ethernet IT & 7213 SNAP
THh 7B ENT Ty FOEE
@ EtherType # 77, 10 4, 16 i
B, FF8ERTRETE LT,
—EIRAE ORI, EETHEETE S
don'tcare £’ D~ AT 3
EtherType (Zi#H SV E T,

« Isap Isapmask : IEEE802.2 CTH 7 &
MM E Tz 3y D LSAPE 5
10 #5516 L, 721 8 HEH T
FrlTXx ¥9, {LE T don't care
By NOY AT ZHRETETET,

* aarp | amber | dec-spanning |
decnet-iv | diagnostic | dsm |
etype-6000 | etype-8042 | lat | lavc-sca
| mop-console | mop-dump | msdos|
mumps| netbios| vines-echo | vines-ip
|xns-idp : FEIP 7’1 k=21,

ecoscos: FTA AV T 4 HHRET D
0 ~ 7 ® IEEE 802.1Q CoS % &

i 'PvdAcCL
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ATy TH

end

1

Device (config-ext-macl) # end

THEMACT 72 AV A ary7 X a
L—3 3 E— RE#&T L, ¥HEEXEC
T—FIZRED £,

LAXY2423—T x4 X~D MACACL DiEFH

VAY2A L F =T 2 A ZADT 7 ¥ RAZHIHTH1ZDICMACT 782 VA & 512
3, ROFNEEFATLET,

FIE

ARV KRFERERETY VY

=)

ATy T

enable
1 -

Device> enable

¥ EXEC E— FEARNC L £,

T RRFIREINEHNRAT— R
AN L%,

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 Fal—g
ET— RZHBELET,

ATvT3

interface interface-id

1

Device (config) # interface
gigabitethernetl/0/2

FEDA X —T oA AZREL, AV
R—T A AL T4 Fal— g
ET— RNEBBLET, HETDHA X —
Tz A AIMEL A Y24 —T =4
A (FR— KN ACL) TR £¢
Ao

ATvT4

mac access-group {name} {in | out }

1

Device (config-if) # mac access-group
macl in

MACT 7 tEA U A NEFEHLT, 5
ENFAVHE—=T 2 A~DT I A%
HIEL £,

A— K ACLIZT ¥V hT» RB XU
PR RHETER—FSNET,

ATvTh

end

1

Device (config-if)# end

Ao B —T a2 AT 4 Fal—3
vV E— REKT L, ¥ EXEC E— KN
RV £9,

ATvT6

show mac access-group [ interface
interface-id]

1

FOA LB —T A AEITTRTHOL
A¥2A4 L H—T oA RTHWHINTW
HMACT Z7E®A YA MEFRRLET,

iPvaAcL
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ARV RFEREET7TOVa Y BHY
Device# show mac access-group interface
gigabitethernetl/0/2

TNA R, Ny NeZfEgTdoE, A \U Y RACL &3y MERELET, ACL 238
iy NEHRT DA, TN RIoNr y POME A LE T, ACLMB X v N EHEST S
Ba. T REI ANy NEBEELET, REXDACLEZA U H—T7 oA ATEHT 5 L
TNA ANLACL A v Z—T oA AZHEHINTWARNEDE LT, TXTONRTy MEFF
ALET, Xy FT—2 BX2UT 4 DFEDITREFRD ACL 2T 55B81E. 20k H7%
FERMNECLAZ LITHEBELTLEEN,

VLAN 7 v T DRE

FIE

VLAN < v 7 & E LT, 1 2 F 2138850 VLAN ([ZEA T 512X, ROAT v 7 H2ETLE
T

48 SRS

VLAN (Z 3 4 % B % [Pv4 ACL £ 7213459 IP ACL, £ 721344 Bifh & MAC #1598 ACL % 1ER%
Li‘a—o

ARV FERET7IV 3y Br

AT 71 |enable ¥EHE EXEC E— RZ2HC L7,
{1 Ia T RRFRRENTEHNAT— R
Device> enable AL FET,

R 72 |configureterminal Ta— ) ar7 4 ¥al—g
%l - ET— FEBRBLET,
Device# configure terminal

AT 7 3| vlan access-map name [number] VLAN~ v 7 Z{EK L, 4Ri&, L& T
Bl - FEREMTET. HHE ~ v RO

N 1 NI N = =
Device (config) # vlan access-map mapl - F ) DY éf,/;ié§73’C7fo

20 [ L4 RO VLAN~ » F % {ERT 5 & |
10 T oM 5 FZNEICE Y B TH
NET, vy TEELTEITHIRT S &
XX, BT H~vy T = ) OFE
EANNTEET,

VLAN = v 7" Cld, $FED permit 7=
X deny ¥—U— RFEMHALEEA,
VLAN~ v 7 & LT 7 v F&EER

i 'PvdAcCL



| 1PvaAcCL

vian v v Foiz ||

AU RFERETOVa Y

B8

THIIE, Ty FERAET D ACL %
ERR LT, 77 avda Fay FICHRE
L%9., ACL ND permit (X, —ET 5
LWV D ERTY, ACLIND deny 1E, —
LW E WS BT,

ZOavwy REANNTBHE, T7&8A
vy 7 ary7 4 ¥zl — gy F—R
B F9,

ATV

match {ip | mac} address {name| number}
[name | number]
i) :

Device (config-access-map) # match ip
address ip2

| DFEFEIOEREE 1213k T 7 &
A YRAPMIKLTATy FERELE
T (P E/ZIIMACT RLAEMH) |
Ny OWEIL, RIST 57 e ha
BATDOT I EAYARNIKLTET
{ThivET, IP N7y NI, EEE
WHEEIP 7 7 A U A M L THRA
SnET, FEIP X7y M, Awifh
MACHEIRET 7 A U A MIxt LT
HEInET,

GE)

Ny N 2 AT (IP £7212 MAC) 12
%13 % match A)72% VLAN < v FIZ3%E
SINTWDLELHET, £DO~Yy T TV

varNRay7oEEE. FoxA
TN T 5T _RCOry FRRa Yy
&N EJ, match AJH VLAN < v 7
1272, BESNTWAET 73 win
ey 7OEAF, TXTOIPEBLIDY
LA Y27y hId ey 7ENET,

ATy Th

IP X7y NETIZIEIP XF v & (BE
D 1MAC T RLADLEEST) §§
L. 1 DL D ACL (BEYEE 72134k
B 20y NERAET DT, K
Dazwy FOWTFNNE AT LET,

« action { forward}

Device (config-access-map) # action|
forward

« action { drop}

Device (config-access-map) # action
drop

vy T = N IHT BT Ve vk
BELET.

iPvaAcL
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B vww~ovan<y 7omm

ARV RFERETIVa Y B
AT w76 |exit TR Awy S AT 4 X2l — g
I VE—REHKTLT, Fe—r3L 3y

T AKX a2l —T a3 ET—RIREY ET,

Device (config-access-map) # exit

R 7w 77| Vvlanfilter mapname vian-list list VLAN~ v 7% 1 > £ 72135 D VLAN
15“ : L:J@)}H L\i‘g_o
Device (config) # vlan filter mapl list IZIZE—@ VLANID (22) . HEH&i L
vlan-list 20-22 &P (10 ~22) . £7-1% VLANID

DA NV T (12, 22, 30) ZfRETE
4, Ho=ondg 7 UDRHEIZ AR —

AEFATHIEHTEET,
RTwv78|end P E i Gy Ay
i) : F— RAEKT L. Mk EXEC E— RIZ
RV £9,

Device (config) # end

VLAN ~® VLAN < v 7 i

VLAN = > 7% 1 DF 138O VLAN IZ#EH T 51213, ROFNEICEVE T,

FE

ARV REEET7IVa Y By

RTF w71 |enable ¥t EXEC T— FZ A LET,
U Ty NRERINTEHRAT— R
Device> enable ASTTLET,

R 72 | configureterminal rsa—r )L a7 4 FX¥alb—3a
Bl T REMALET,
Device# configure terminal

R T w 7 3 |vlan filter mapname vlan-list list VLAN~ v 7% 1 > F 71385 VLAN
15“ : L:ﬁﬁﬁ Li—g«o
Device.(config)# vlan filter map 1 list [Z1XHE—D VLANID (22) . @& L
vian-list 20-22 7P (10 ~22) . ¥721% VLANID

DA NY 7 (12, 22, 30) ZfgETE
F4, RN T DORHEIC AA—
AEREATHZ LB TEET,

i 'PvdAcCL
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AFwv 74| end
I

Device (config) # end

Jua—\)L a7 4 Xal— g
F— REHT L., FHE EXEC E— RIZ
RY £,

IPVAACLDE=4R 1) 4

FRA AZERESNTWASACL, BEIOA v Z—T7 = A AL VLANIZHEA S 7= ACL 3R

LTIPV4ACL 2 F=HF —TXFE7,

ipaccessgroup f v X —7 = A AT 4 Xal—aryavwry FEfHALT, LA Y2 %
XA Y3402 —T 24 RZACL i LTeHBI1E, £ 2 —T A ADT 7 & A
IN—ThFRTEET, £, bATV2A4 0¥ —7 = A R Ti#H S 72 MACACL HERT
TET, ZOHEMERTT DL, ORI S AV FibE EXEC 2v o REMEH LE T,

R2:TUVERAVRAMBEUVTIER TIL—TERFTTHa<vU R

avy kR

E:)

show access-lists [number | name]

BHOIPBLIOMACT RLA 7271 2A U MDA
FIFEBEDT 7EA U RN (BofHx 13400
F<LET,

show ip access-lists [number | name]

BHOIPT 7R VAR, ERIRHEDIP T 7
FATE AN E) 2FRRLET,

show ip interfaceinterface-id

A H =T 2 A ADFEMREL L OAT —F 2R F£R
X =TI o TN D A o H—T = A AT, ip access
Tz A A7 4Falb—varyavwr RaEHRALT
AT, T/ BRA TA—FERRICEENET,

show running-config [ interface interface-id]

TFNRAAERTRESNA =T =2 ADa LT
Y77 ANONE GREESNTETRXTOMACE LD
o, EOT IV BATN—TNA v Z—T = A AT
L) #FRLET,

show mac access-group [ interface interface-id]

TRTCDULAY2A L —T 24 AFIFHRESN-
H—=T 2 AZHEAENTWAEMACT 7 A U R b

ZFRLET,

iPvaAcL
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PV 7o tXa>r brO—)LY X FDOEEH
INRERY FDO—ODBEIN-A T 4« XD ACL

E3:)L—RACLIZKD ST 4 vy DHIE
WIZ, /IR > NU— I PRI NT- A7 4 AREZ R LET, V—T v RA— R 2128t
SN — = AT, TRTOREENT 7 B ATE LR EDERIPBHENTWE
T, =T v K AR— b VI Sz — 33— B IZiE, BRI O/ 5T — X 23K
ENTVWET, == AT T R TOL—Y =BT I/ RATEETN, h—"—BIZT 7/
T ATEHa—P—FTHREINTVET,

Server A

Server B
Eensfits Payroll

AR
- II
J llll
Human Resources / % Accounting
172.20.128.0-31 .i A 172.20.128.64-95

J—4 ACL A L CERDO L IICHRTET DL, ROWT D FiEZFERLET,
 JEHE ACL #1E L, R— M1 DBV —NR—ZEETDN T T4 v T T7 a2 T L
i‘a_o

ioiasd

« JER ACL Z1ER L, == R— N1 ICHEETDHD N T T4 v 7T o NE )T L
7
Bl INREER Y FD—U D EESINI=A T 1+ AD ACL

W, EBHEACL 2 L CR— DO —R=BIZHEETDIN T T4 v I T4 NE ) T
L. SEEOEETT R R 172.20.128.64 ~ 172.20.12895 WHEEEND T 7 4 v 7720

i 'PvdAcCL
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pi: =ezact [l

BRI A6 AR LET, 2D ACLIX, FBESNZEEFE LT FLAEFOL—T v K AR— |
1IBREIND FTF 74 v ZIZHEA SN ET,

Device> enable

Device# configure terminal

Device (config) # access-list 6 permit 172.20.128.64 0.0.0.31

Device (config) # exit
Device# show access-lists

Standard IP access list 6
10 permit 172.20.128.64, wildcard bits 0.0.0.31

Device# configure terminal

Device (config) # interface gigabitethernetl/0/1
Device (config-if)# ip access-group 6 out
Device (config-if)# end

WIZ, JEBE ACL i L CH— =B o R—NIEETDHI N T T4 v BT 4V H ) T
L. fEEDOFETT FLA (ZOHAEITV—3—B) MOREEHOEIHLT N LA 172.20.128.64
~17220.128 95 IZEEEIND "N T 7 4 v 7 P E#HF AT 50 2RLET, ZD ACLIF, /L—
Ty RR—HM1ICEETH N7 74 v 7 IS, BEDSELET RUAIZERFEIND M7
T4y 7T EF A LET, YRR ACL 2T 2561, #MEB L 0% RO, 7
mhagn (IP) # AT HUENRHY £,

Device (config) # access-list 106 permit ip any 172.20.128.64 0.0.0.31

Device (config) # exit
Device# show access-lists

Extended IP access list 106
10 permit ip any 172.20.128.64 0.0.0.31

Device# configure terminal

Device (config) # interface gigabitethernetl/0/1
Device (config-if)# ip access-group 106 in
Device (config-if)# end

Bl . FS+E ACL

WROBFDOF > T —7 100001, 2FBHDOA 7T v bRV T3y bERETDHZ T AA T Y
rNO—2 T4, 2F0, Ty b~ AF13255255.00 T9, *v hU—210.0.007 KL &
DIFHBLCAFROA T hTHEDFAMEEELET, 77X URXAM2ZHL
T, 7Ry 48 DT RLAZ 1OFFAI L, FWLH 7Ry OMOT FLATTXTHEHAL
T, ZOT7EA VA RNOREKITIXE, XY FY7—210.0.00 DIOFTXTOY 7%y s ED
T RUABRHFAENDZEE2RLET, ZDOACLIZ, R—MIEETI Yy MaEAEH
£7,

Device> enable

Device# configure terminal

Device (config) # access-list 2 permit 10.48.0.3

Device (config)# access-list 2 deny 10.48.0.0 0.0.255.255
Device (config) # access-list 2 permit 10.0.0.0 0.255.255.255
Device (config) # interface gigabitethernet2/0/1
Device (config-if)# ip access-group 2 in
Device (config-if)# end

iPvaAcL
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WOBIOIFFTIX, 1023 £V H KEWSELEKR— b ~DFE TCP#Eki 277 L £ 9, 2{/TH T,
A A R 172.16.0.0 @ Simple Mail Transfer Protocol (SMTP) 78— h ~D#1{5 TCP #4771 L C
WET, 3FAOTIE, =9 — 74—y 7 HOEFEICMP A v E—V%FF LET,

Device> enable

Device# configure terminal

Device (config) # access-list 102 permit tcp any 172.16.0.0 0.0.255.255 gt 1023
Device (config) # access-list 102 permit tcp any host 172.16.1.2 eq 25

Device (config) # access-list 102 permit icmp any any

Device (config) # interface gigabitethernet 2/0/1
Device (config-if)# ip access-group 102 in
Device (config-if)# end

WORFITIX, A F—3y MIEFRINTZRYy NU—IRHY, ZOFXRy NT—7 EOEED
RARNBA A=y b EOEEDORA N E TCP G AL TE D LT 2882 EL
TWET, 72720, IPHA ILIE, EHA =L HFA RO A= (SMTP) H— F &R,
Fy hU—7 EOARANE TCP Bt ML TE RN K D ICLET,

SMTP L, B8 CIZITCPAR— 25, 9 Wi CIX 7 v X ARF— bNESEZEHLET,
B LTV ARIE, RUAR—MEERERAEINET, A ¥—Fy b DERFETHA—L X
7y FOSBREAR— ME25 T, Bty NI —7 VAT ATIEHEIZAR— 25 TO A — /L8
BBREHA SN TS, BET—ERIXEINZHEE S E T,

Device> enable

Device# configure terminal

Device (config) # access-list 102 permit tcp any 172.16.0.0 0.0.255.255 eq 23
Device (config) # access-list 102 permit tcp any 172.16.0.0 0.0.255.255 eq 25
Device (config) # interface gigabitethernet 1/0/1

Device (config-if)# ip access-group 102 in

Device (config-if)# end

WOFITIE, Xy FU—=271ET7 KL AN 1721600 DY T AB Xy T —27 T, A—/LIRA b
DT FL AL 172.16.1.2 TT, established ¥ — 7 — RiL., WL SNk 4 FrT 5 TCP B A
D¥—T—RKTE, TCPT—H 7T LIZACK £/ RST By FAFRE S, 737 v FEEF
DEFRIZB L TWD Z ENHBATLE, —HEARINET, SIEY M A=Y Ry b A
H—=TxA AL, TNAREA X —Fy MZERT DA H—T =4 AT,

Device> enable

Device# configure terminal

Device (config) # access-list 102 permit tcp any 172.16.0.0 0.0.255.255 established
Device (config) # access-list 102 permit tcp any host 172.16.1.2 eq 25

Device (config) # interface gigabitethernet 1/0/1
Device (config-if)# ip access-group 102 in
Device (config-if)# end
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il - &Rt S ACL

BT E1REE ACL & & U AT EHE5R ACL DIERL

I, Internet_filter &5 £ ETOAERE ACL 35 & O marketing_group & W 5 44 BiiOJESE ACL %
TERT 2 61%2 7~ LE T, Internet_filter ACL 1L, ZEL7 LA 10234 06X EEINDHTXT
DNTFTT7 4w EFHAILET,

Device> enable

Device# configure terminal

Device (config) # ip access-list standard Internet filter
Device (config-ext-nacl)# permit 10.2.3.4

Device (config-ext-nacl)# exit

Device (config-ext-nacl) # end

marketing_group ACL |Z, %8527 FL AL T AL KA — FDJHE 172.16.0.00.0.255.255 ~DIEE D
TCPTelnet b7 7 4 w7 &dFAl L, TDOMDTCP b7 7 4 v 7 &5 LET, ICMP b7 7 4 v
I EFFA L, AEBOEEITND., 56 R— 231024 LD /NEV172.16.0.0 ~ 172.16.255.255 D
ST RUANEESNAHAUDP FT7 7 4 v 7 HESLET, TNLNDOTXTOIP T 7 1 >
7 AR LTC, MRE R o/ BnFrEnEd,

Device> enable

Device# configure terminal

Device (config) # ip access-list extended marketing group

Device (config-ext-nacl)# permit tcp any 172.16.0.0 0.0.255.255 eq telnet
Device (config-ext-nacl) # deny tcp any any

Device (config-ext-nacl)# permit icmp any any

Device (config-ext-nacl) # deny udp any 172.16.0.0 0.0.255.255 1t 1024
Device (config-ext-nacl) # deny ip any any log

Device (config-ext-nacl)# end

Internet_filter ACL 3312 5 7 ¢ » 7 1 [ &4, marketing_group ACL 1Z L1 ¥ 3 R— + D
HEEMN T 747 iCEHEINET,

Device> enable

Device# configure terminal

Device (config) # interface gigabitethernet3/0/2

Device (config-if) # no switchport

Device (config-if)# ip address 10.0.5.1 255.255.255.0
Device (config-if)# ip access-group Internet_ filter out
Device (config-if)# ip access-group marketing group in
Device (config-if)# end

B HI{TE ACL 1 > D AR ACE DHIRR
WIZ, ARt &7 72 AU A b border-list 7> 5 ACE Z HBNZHIFR 5612~ L ET,

Device> enable

Device# configure terminal

Device (config) # ip access-list extended border-list
Device (config-ext-nacl)# no permit ip host 10.1.1.3 any
Device (config-ext-nacl)# end

IPv4 ACL
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Jb—% ACL Tix, 2O X U VBRI FR— SN TWET, logF—T— REIEETH &,
TR E—ET Ly MIBET e JlMA vy E—URary Y —IEESNET,
log-input ¥ — 7 — RZBETHE, vl = MVICANA VX —T oA AP BMENET,

WOBTIL, ARIMTEERET 72 U 2 b stanl 13 10.1.1.0 0.0.0255 oD T 7 4 v 7 %4
HL, ZOMDTXTORELNPLD T 74 v 7 ZFALET, logF—U— FbLiEE SN
TWEJ,

Device> enable

Device# configure terminal

Device (config) # ip access-list standard stanl

Device (config-std-nacl)# deny 10.1.1.0 0.0.0.255 log
Device (config-std-nacl) # permit any log

Device (config-std-nacl) # exit

Device (config) # interface gigabitethernetl/0/1
Device (config-if)# ip access-group stanl in

Device (config-if)# end

Device# show logging

Syslog logging: enabled
Console logging:

(0 messages dropped, 0 flushes, 0 overruns)
level debugging, 37 messages logged

Monitor logging: level debugging, 0 messages logged

Buffer logging: level debugging, 37 messages logged

File logging: disabled

Trap logging: level debugging, 39 message lines logged

Log Buffer (4096 bytes):

00:00:48: NTP: authentication delay calculation problems

<output truncated>

00:09:34:%SEC-6-IPACCESSLOGS:1ist stanl permitted 0.0.0.0 1 packet
00:09:59:%SEC-6-IPACCESSLOGS:1ist stanl denied 10.1.1.15 1 packet
00:10:11:%SEC-6-IPACCESSLOGS:1ist stanl permitted 0.0.0.0 1 packet
e
=]

W, LEITEIEBET 78 A VA R extliZ Lo T, fEEDOEETLHS 10.1.1.0 0.0.0.255 ~D
ICMP %4> R&EFFRI L, T XTO UDP 47 v N HESETAE2 R LET,

Device> enable

Device# configure terminal

Device (config)# ip access-list extended extl

Device (config-ext-nacl)# permit icmp any 10.1.1.0 0.0.0.255 log
Device (config-ext-nacl) # deny udp any any log

Device (config-std-nacl) # exit

Device (config) # interface gigabitethernetl/0/2
Device (config-if)# ip access-group extl in
Device (config) # end

Iz, TEE ACL o a 7 ofilz R LET,

01:24:23:%SEC-6-IPACCESSLOGDP:1list extl permitted icmp 10.1.1.15 -> 10.1.1.61 (0/0), 1
packet
01:25:14:%SEC-6-IPACCESSLOGDP:1ist extl permitted icmp 10.1.1.15 -> 10.1.1.61 (0/0), 7
packets
01:26:12:%SEC-6-IPACCESSLOGP:1ist extl denied udp 0.0.0.0(0) -> 255.255.255.255(0), 1
packet
01:31:33:%SEC-6-IPACCESSLOGP:1ist extl denied udp 0.0.0.0(0) -> 255.255.255.255(0), 8
packets
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Bl ACEBLUTSTAY MEShE RS T ETST AV MeshTLEL RS Tv I

IPACL D¢ _RCouXxr 7 = ki %SEC-6-IPACCESSLOG TRHE L Ed, = MU D
HiFx, —BLFZACLRT 782 = MU OFEEICIS U TETR2D £,

xR

-
=~

log-input ¥ —U — FZfEE LI EDOH N A v =Y O Z R L E T,

00:04:21:%SEC-6-IPACCESSLOGDP:1ist inputlog permitted icmp 10.1.1.10 (Vlanl 0001.42ef.a400)
->
10.1.1.61 (0/0), 1 packet

log ¥ —U— RZIEELIEE. FEEO Ay MCBET 207 Ay —UIZZATIA 2 —
Tz A AERPEENETE A,

00:05:47:%SEC-6-IPACCESSLOGDP:1ist inputlog permitted icmp 10.1.1.10 -> 10.1.1.61 (0/0),
1 packet

Bl : ACER KU ITITTAVMEENT-FbSTa v ETSHTALME
SENTWLWEWRS a9

WDa<y RTHER S, 777 A0 MEENRTEZ3SO 7y MERENSG 778 A U 2 b
102 ZHIZE > TR L £ 97,

Device> enable

Device# configure terminal

Device (config) # access-list 102 permit tcp any host 10.1.1.1 eq smtp
Device (config)# access-list 102 deny tcp any host 10.1.1.2 eq telnet

Device (config

( )
Device (configqg)
( )
Device (config)

\}

# access-list 102 permit tcp any host 10.1.1.2
# access-list 102 deny tcp any any
# end

GE)

BAID 2 50 ACE (2135857 RLADHKIZ eq ¥ —U— R23H 0 £, Z IO TCP
SR — NEENENEN Y TV A— kT a k3L (SMTP) 8 LK O Telnet & —39 %
MEIDET =y 7T HIEEERLET,

Ny B AL, AR B 10222 OAR— bk 65000 2258 A b 10.1.1.1 @ SMTP 7~ — MIEE
ENDTCP X7y N TT, ZOX7y hInT T 7 A MEENRTESHE, VA Y 4 1HEN
TRTHi > TNDTD, B2y hTHIBELRIULITHRND T T 7 A FhK
WD ACE (permit) & —FH L FET, BODT7 T 7 A FHIRHIO ACE & —ELEd, =
UL, ENH0OT7 77 A2 M SMTP A— MERBEEN TR TYH, &I ACE 3
WHINZEZIZVAYIFERETET = 7 T5N05TT, ZOFOFERIT, /X7 b
ZTCP THDHZ L&, %852 10.1.1.1 THDHZ LTI,

2y BB, BRA B 10222 DFR— b 65001 2>5 7 A b 10.1.1.2 @ Telnet AR — b (ZiX(F
SNET, ZORTy "IN T T T A MEESNTEHGE, LAY 3EHRE LA Y AREHRNT
RTCHi>TWDTED, PO T T 7 AL ER2ODDACE (deny) & —FHLEd, 70D
T A ME, LA YATERNE TN TORNWED, 229HDDACE & —HLEHA, 7
WDT7Z7 A ME32HD ACE (permit) & —FH L £,

BRIDT7 T 7 Ay PEESNET-D, AR M0L121T5EE8 3 v N 2B T X 4,
FOFER. Xy FBIZIESENET, =770, URBOBFAIENTZT7 T 7 A "ty b
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T— 7 OIRAEA L, AA 10112583347y FEFRR L LD 5L Z2I2R A b
DY —ANRHEEINET,

T A MEENRT Ay B ClE, AR B 10222 OFR— k 65001 257K A - 10.1.1.3
DR— bt fiplTERBEINET, 20Ty "RT7 T T A MuEnh5HE, &OIO7 57
A IR 455D ACE (deny) & —HLEJ, ACEIZLA V4 FHRET = v 7T, T
RCOTTT A DOUA Y IEHERITFIHENAZ AR 10113 THDH Z LRSI, BIO
permit ACE X/ D KRA &2 F =7 LTV, o777 XA b3 T420HD
ACE & —E L £,

5l - ACL T D EaE Z 5 A

wOFENZ, workhours (EZEKERR) OBFFFEFHI L OSHOKRE (200641 H1H) Zi%E L.
REEHERT PR L ET,

Device# show time-range

time-range entry: new year day 2003 (inactive)

absolute start 00:00 01 January 2006 end 23:59 01 January 2006
time-range entry: workhours (inactive)

periodic weekdays 8:00 to 12:00

periodic weekdays 13:00 to 17:00

eI &EPE 28 FH 9~ 2 12, REREISEPE 2 J235 C & 28R ACL WICRe#EA 2 A LET, &
W2, JERT 7R U R N 188 HAER L THERR T 2l AR LET, ZD7 78X URKTIE,
TEFE S NTARER T IE TR TORE LN LT R TOZILE~D TCP N7 7 4 v 7 R L,
R PIX TR TOTCP b7 7 4 v 7 EFAILET,

Device> enable

Device# configure terminal

Device (config) # access-list 188 deny tcp any any time-range new_year_ day 2006
Device (config) # access-list 188 permit tcp any any time-range workhours
Device (config) # exit

Device# show access-lists

Extended IP access list 188
10 deny tcp any any time-range new year day 2006 (inactive)
20 permit tcp any any time-range workhours (inactive)

I, ZRIfTE ACLZHHALCRIL NI 7 4 v 7 2HABLOEST 502 R LET,

Device> enable

Device# configure terminal

Device (config) # ip access-list extended deny_ access
Device (config-ext-nacl)# deny tcp any any time-range new_year day 2006
Device (config-ext-nacl) # exit

Device (config) # ip access-list extended may access

Device (config-ext-nacl) # permit tcp any any time-range workhours
Device (config-ext-nacl) # end

Device# show ip access-lists

Extended IP access list lpip default

10 permit ip any any
Extended IP access list deny access

10 deny tcp any any time-range new year day 2006 (inactive)
Extended IP access list may access

10 permit tcp any any time-range workhours (inactive)
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- pacLicEA s hammE

5 : IP ACL IZ3E R = . 5 Byl #E B

WIZ, ARBHNOARH ORI 8 FF ~F% 6F (181K) O, IPOHTTP N7 7 ¢ v 7 &iE
5T 50%RLET, UDP b7 7 4 v 7id, HEBBIOHRE OIEF~F% 8 B (20 Kf)
ORI S E T,

Device> enable

Device# configure terminal

Device (config) # time-range no-http

Device (config) # periodic weekdays 8:00 to 18:00

Device (config) # time-range udp-yes

Device (config) # periodic weekend 12:00 to 20:00

Device (config)# ip access-list extended strict

Device (config-ext-nacl)# deny tcp any any eq www time-range no-http
Device (config-ext-nacl) # permit udp any any time-range udp-yes
Device (config-ext-nacl) # exit

Device (config) # interface gigabitethernet2/0/1

Device (config-if)# ip access-group strict in

Device (config-if)# end

Bl - ACL~ADI A > FDIEA

remark ¥ —7U— R&EH+T2 L. (EED IPHEREE ZITVEE ACLIZ > MU ICRET A a2
M (FER) ZBNTEET, A MEFATIE, ACLOEEE AX v U INEHIT/D F
T, 1203 Ay MTORERKEIX 100 XFTT,

I A2 M, permit A7 — AV hE 2T deny AT — F AV FORHI%REDL HICTHEE TX

F9, TA IR ED permit A7 — ~ A2 hETiT deny A7 — b AL OB TH D DN
BEIC 2D L 91C, 2 A FOMBEIZEH L T—EBMZROUNENH Y £4, 2LxiE 5=
A2 MIFIET 2 permit £72id deny A7 — M AL FORNIH Y, D= A 2 MIFHET D A
TR NOBRAICHD L BELABLS ATRRERH Y £,

BT & IPAREEE IR ACLIZ 2 A > M EFEAT 51214, accesslist access-list number remark
remark 72—/ a7 4 Fab—varavy REFERHLET, 2 X2 MEHIBRT AT,
Zoa<wry FonoEREEHLET,

OB TIE, userl DT —7 AT — 3 AIT VB RAZFFA[ L, user2 DT —J AT —3/ 3
W27 7B A EFHRILER A,

Device> enable

Device# configure terminal

Device (config)# access-list 1 remark Permit only userl workstation through
Device (config) # access-list 1 permit 171.69.2.88

# access-list 1 remark Do not allow user2 through

# access-list 1 deny 171.69.3.13

# end

( )
Device (config)
Device (config)
Device (config)
ZHIfTE IPACLO= > FUICHE, remark 77 EAY A a7 4 Fal—vay avw R
EEMLET, 2 A FPZHBRT2121E, Zoa~r RO no BREHEHLET,

WOHFITIE, 7 %> b subnetl (Z1X7 7 b3 > K Telnet O HNFF] SNEH A,

Device> enable

Device# configure terminal

Device (config)# ip access-list extended telnetting

Device (config-ext-nacl)# remark Do not allow subnetl subnet to telnet out

iPvaAcL
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B 5 < EETT 5 AL BLTVAN T v TOER

Device (config-ext-nacl)# deny tcp host 171.69.2.88 any eq telnet
Device (config-ext-nacl)# end

B . /N7y FEERT SHACLE KV VLAN 7 v TDIERK

ZIZTIE, Ny bEIESET S ACL BEONVLAN = v 72 ERT D62~ L £, &IID
~ v 7Tl ipLACL (TCP X7 v b)) (=T 2T _XTONRTy bR ey 7ENET, &
NS, TXTDOTCP /N7y MEFFRI L, TSSOy N3 X THEST % ipl ACL % 1E
L ET, VLAN v v ZIZIE 1P /37 v MIXET 5 match MBFIET 272, T 74V EDOT
Jary T, EOmatch e b—ELRWIP X7y ERTRTRaryYENET,

Device> enable

Device# configure terminal

Device (config)# ip access-list extended ipl
Device (config-ext-nacl) # permit tcp any any
Device (config-ext-nacl) # exit

Device (config) # vlan access-map map 1 10

Device (config-access-map) # match ip address ipl
Device (config-access-map) # action drop

Device (config-access-map) # end

B . /N7y FEEFAIT S ACLE KU VLAN 7 v TDIERK

I A ]
T3y

WIZ, "7y bEFAT 5 VLAN v v 72 Ed 2612~ L E3, ACLip2 (X UDP /X7 v b
ZFFAIL, ip2ACL & —ET 53T _XTONT Yy MBEREISNE T, 2O~y 7 Tid, ZHLAEI
DEDACLEH—HEL2NWTXTDOIP/X7 v b (TCPTHUDP THRVWRT v ) DRy
TEINET,

Device> enable

Device# configure terminal

Device (config)# ip access-list extended ip2
Device (config-ext-nacl) # permit udp any any
Device (config-ext-nacl) # exit

Device (config) # vlan access-map map 1 20

Device (config-access-map) # match ip address ip2
Device (config-access-map) # action forward
Device (config-access-map) # exit

O ROYTELUMAC /Ny FDESEDT T4+

WOFDVLAN~ » 7 Tid, T 74NV FTIP Ay y A Fa vy FERN, MAC Y7 v kSEEgE
SNET, FEHED ACL 101 I K ORI EHRET 7B A U 2 | igmp-match 3 X OF tep-match
IOy T EMBEDLETCHEATEE, ROLHITHRY FT,

« T _XTDOUDP AT v FPHRIESNNET,

c TRTDOIGMP N7y b3 Ry 7 ENET,
T NTDOTCP Ty b fEE S ET,
cXDMDTXTOIP Ty FidFry 7SN ET,
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5l - MAC /34~
Tooay

Bl MAC /S kD KRy THEEUIP iy hoERDF IR 7ovay ||

e TRTOIIP N7y PREEEINET,

Device> enable

Device# configure terminal

Device (config) # access-list 101 permit udp any any
Device (config)# ip access-list extended igmp-match
Device (config-ext-nacl)# permit igmp any any

Device (config) # action forward

Device (config-ext-nacl)# permit tcp any any

Device (config-ext-nacl)# exit

Device (config) # vlan access-map drop-ip-default 10
Device (config-access-map) # match ip address 101

Device (config-access-map) # action forward

Device (config-access-map) # exit

Device (config)# wvlan access-map drop-ip-default 20
Device (config-access-map) # match ip address igmp-match
Device (config-access-map) # action drop

Device (config-access-map) # exit

Device (config) # vlan access-map drop-ip-default 30
Device (config-access-map) # match ip address tcp-match
Device (config-access-map) # action forward

Device (config-access-map) # end

kDO RAYTEBEUVIP/NT Yy FDEEEDT I AIL +

WOFIDVLAN~ v 7T, T 74/ FTMAC/N7w R Ra v 7 &, TIP3y h RS
SNFET, MACHEIET 7 A U & | good-hosts 35 & T good-protocols % = O~ v 7" L A E
PETEMRTLE, ROLIITRD ET,

* 75 A K 0000.0c00.0111 33 & T 0000.0c00.0211 735 D MAC 737 » h 3Rt ShvE T,
« decnet-iv F 7213 vines-ip 7’7 b L AEHT D MAC /X7 v b RRE S ILE T,

c EDOMDOTXTOIEIP X7y bR Rr Yy FINET,

e T RTDOIP Ty MBERIEINET,

Device> enable

Device# configure terminal

Device (config) # mac access-list extended good-hosts

Device (config-ext-macl) # permit host 000.0c00.0111 any
Device (config-ext-macl) # permit host 000.0c00.0211 any
Device (config-ext-nacl) # exit

Device (config) # action forward

Device (config-ext-macl) # mac access-list extended good-protocols
Device (config-ext-macl) # permit any any vines-ip

Device (config-ext-nacl) # exit

Device (config) # vlan access-map drop-mac-default 10

Device (config-access-map) # match mac address good-hosts
Device (config-access-map) # action forward

Device (config-access-map) # exit

Device (config) # vlan access-map drop-mac-default 20

Device (config-access-map) # match mac address good-protocols
Device (config-access-map) # action forward

Device (config-access-map) # end
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B o s<cosryreErnyITaFIrLr TV Y

Bl : T RTONry b ERAOYTTETIHILETHOO T

WROFID VLAN = v 7 TlE, 774N FTTRTONTy b (IPBLOIEIP) 2 Rry 7S
NET, BI2BLUHI3 DT 72 U A | tep-match 35 £ O good-hosts 2 = D~ v 7 Lk AA
PDETHEMTLE, ROL TR £,

T NTDOTCP N7y b fRESNE T,

« AR A 1 0000.0c00.0111 33 TF 0000.0c00.0211 7>5 D MAC /37 v hSERE S IVE T,
c ZOMDTRTOIP Xy b3 Rry TINET,

«c EDOMDTXTDMAC X7y MRy 7 EINET,

Device> enable

Device# configure terminal

Device (config) # vlan access-map drop-all-default 10
Device (config-access-map) # match ip address tcp-match
Device (config-access-map) # action forward

Device (config-access-map) # exit

Device (config)# wvlan access-map drop-all-default 20
Device (config-access-map) # match mac address good-hosts
Device (config-access-map) # action forward

Device (config-access-map) # end

Bl : =y FJ—S TOVLAN 7y JD{EH
Bl I4x) T sa—Ey FOBRE

B4:04¥ )T v0—Ey FORE

74?UV77H~€/h%ﬁT N—T 4 VT INAA v F ETHIMZENTORNEGEN
HVFEF, 2L, ZOFRETH VLAN’?/?J”oJ:U\QoS SV ACL IV FR—bhEhTnE

T, WA hx;sotofx NY X725 VLANNIZH Y, A4 Y V7 Ja—Ey b AL vF
ABIOAAL vF CITHEHREINTWDLEMELET, RANXMDOBEARNY ~D T T 4 v
TWE, =T 4 VT BEDHESINTZ LA TYIAL v T THDHAA v T BIZL > THREMIZ
N—TFT 4 TENET, TAFXDPOLRANY DT T 49 71F, " T 747D R
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#oqxyy vo—ty roiz I

UIRA YV FTHDBAAL vF ATT IR I %D%/D“@é‘i‘?‘o

-

Switch A Switch C

VLAMN map: Deny HTTP I

from X to . =———= LI

HTTP is dropped —=
at entry point.
=4
Host X Host
CVLAN A 10.1.1.32 10.1.1.34

— — —VLANZ i

—m Packet

HTTP N7 7 4 v 7 B FRA N XMNHHRARNY ~AAL v F T LaWgGEEEX, FARMX IPT
RFL210.1.1.32) 26ARARY (IP7 FLA10.1.1.34) 2D T_XCOHTTP N T 7 4 v 7
MAAL v F AT Ry 7EN, AL v FBIXT Vv 73N 0nEoc, AAvTFAD
VLAN v v 7 2R ETEET,

AN, HTTP R— F ECTFRTCTOTCP v T 7 4 v 7 ZFHF (—F) +5IPT77&8AX UREb
http Z E#& L £ 7

Device> enable

Device# configure terminal

Device (config)# ip access-list extended http

Device (config-ext-nacl)# permit tcp host 10.1.1.32 host 10.1.1.34 eq www
Device (config-ext-nacl)# end

WIZ, htp 7 7 8A VAN —HTHIN T 74w/ Bn Ray 7S, ZOMOTXTOIP b
TT7 4 I NEEIEEIND L HIZ, VLANT 7R < v 7 map2 Z1Ek L E£9,

Device> enable

Device# configure terminal

Device (config)# vlan access-map map2 10

Device (config-access-map) # match ip address http
Device (config-access-map) # action drop

Device (config-access-map) # exit

Device (config)# ip access-list extended match_all
Device (config-ext-nacl)# permit ip any any

Device (config-ext-nacl)# exit

Device (config) # vlan access-map map2 20

Device (config-access-map) # match ip address match_all
Device (config-access-map) # action forward

Device (config-access-map) # end

WIZ, VLAN 77 ¥ A ~v 7 map2 % VLAN 1 (Z5@Ef L £,

Device> enable

Device# configure terminal

Device (config) # vlan filter map2 vlan 1
Device (config) # end
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Device> enable

Device# configure terminal

Device (config) # ip access-list extended SERVER1_ACL

Device (config-ext-nacl)# permit ip 10.1.2.0 0.0.0.255 host 10.1.1.100
Device (config-ext-nacl)# permit ip host 10.1.1.4 host 10.1.1.100
Device (config-ext-nacl)# permit ip host 10.1.1.8 host 10.1.1.100
Device (config-ext-nacl)# end

SERVER]I ACL & —#7 25 1P X7 v hZ Fry 7 LT, ZOACL &—FHLARWIP /N7y b
ZHRkT 5 ACL 2 L C, VLAN~ v 72 EHZRLET,

Device> enable

Device# configure terminal

Device (config) # vlan access-map SERVER1_MAP

Device (config-access-map) # match ip address SERVER1_ACL
Device (config-access-map) # action drop

Device (config) # vlan access-map SERVERL1_MAP 20

Device (config-access-map) # action forward

Device (config-access-map) # end

VLAN 10 {Z VLAN ~ > 7’2 H L £9,
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Device> enable

Device# configure terminal

Device (config) # vlan filter SERVER1_MAP vlan-list 10
Device (config) # end
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