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Device (config) # coap proxy

GE)
coap proxy Z 151k LT, coap proxy @
TICH LT XTORELZHIFRT DI
%, nocoap proxy =~ Raff L
£

ATv74

security [none[[ ipv4 | ipv6 ] {ip-address
ip-mask/prefix} | list {ipv4-list name |
ipv6-list-name} ] | dtls [id-trustpoint
{identity-trustpoint label } ]
[verification-trustpoint
{verification-trustpoint} | [ ipv4 | ipv6
{ip-addressip-maski/prefix}] | list {ipv4-list
name | ipve-list-name} ]|

1 -

Device (config-coap-proxy)# security
none ipv4 1.1.0.0 255.255.0.0

Wb & A 7hnl¥ e e LES,
A—hENBH2o00EF=2Y T 4 —
KX none & dtls T,

enone : TOR—MZtEF2UT ¢
NN LB RLET,

security none Zffif9°% & K
5OMDIPvd T RLALEKS5HOD
IPv6 7 R L A& BEfH T 5 2 &2
TEET,

edtls : DTLS X =2 U F 11, A7
va s THDHRSA T A MKRA
NERRFER T A RARA L FEEL
F9, BAE N T A RARA W27
W& TEE OB — AT D
nET,

security dtls 325 &, &K S
ODIPVET RL ALK DD
IPv6 7 R L A& BEfT T 5 2 &2
TXET,

GE)
coap proxy DT X TDEFx = U T ¢ 3%
TE & HIBRT % 121X, nosecurity 2~ >
RZ2HEHLET,

ATvTH

max-endpoints {number}

1 -

Device (config-coap-proxy) #max-endpoints|
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(fEE) AAf v FTHEHETEL R
RA Y NOBRKREERRELES, T
7 4V MEIX10TY, FHETE H#HA
X1~ 500 T,

GE)
coap proxy (IR E SN2 T X TOHRK
T RARA > P ZHIBRT 51213, no
max-endpoints 2~ > K& L £7,
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ATvT6

port-unsecure {port-num;

1 -

Device (config-coap-proxy) #port-unsecure|
5683

({EE) T 7 4V k5683 LISL DR — K
ZRELET, FRETE2HMIT 1 ~
65000 T,

GE)

coap proxy D3 X TDAR— M E % Hll
B9 % 121X, noport-unsecure ==~ >~
RafHLET,

ATy T17

port-dtls {port-num}
1 -

Device (config-coap-proxy) #port-dtls
5864

(EE) 77 4/ b 5684 LISLDR— b
X ELET,

GE)

coap proxy M9 XT DTLS DA — hi%
EZHIFRT 512X, noport-dtls=~ >~
RafH L £,

ATvT8

resource-directory [ ipv4 | ipv6 ]
{ip-address} ]

1 :

Device (config-coap-proxy) #resource-directory]
ipv4 192.168.1.1

AA FINCOAP 7 FA4 T e LT
BECE L2 =F ¥ ATy 7 AL
N P A VE e
ERELET,

| resource-directory 4% & . Bk
550D IPvd 7 RLALEKS DD IPV6
7 RLAZRETEET,

GE)

coapproxy DT XTPH Y YV —RAF 1 L
7 M URREZHIFRT 2121, no
resource-directory =~ > Rafif L %
R

ATvT9

list [ipv4 |ipv6 ] {list-name}
i

Device (config-coap-proxy) #list ipv4
trial list

EE) A4 hE D V—RA%EHTE
HIP7 R RAEHAZGIRLES, L5
@ security [ none|dtls] =~ R4~
aryTHEHTL, IPT RLA/v AT
DA E Y R B ERERR L ET,

list Zffif L C. IPv4 F7=1% IPv6 |2
fB7ed . RS ODIP Y A NEHZET
TFEFT, IPURAMNMIOEHRKSODIP
T RUVAEZRETEET,

GE)

COAP u X% —DIP U A %
HIBRT 5121, nolist [ipv4|ipv6 ]

{list-name} =~ > R&HLET,
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ATy 710

start
1 -

Device (config-coap-proxy) #start

ZDAA v F T COAP 7 1 X Z Btk
L/\i‘?—‘o

ATvINn

stop
&1

Device (config-coap-proxy) #stop

ZDAA v FTCOAP 712 F 3 24|k
Liﬁ—o

AT T12

exit
1 -

Device (config-coap-proxy) # exit

COAP Vux> V77— RE#&TLE
KR

ATy 713

end

51

Device (config) # end

¥ibE EXEC &=— RIZREY £,

COAP T > KR4 > FDETE

BIED IPVA/IPV6 A X T 4 7 T RIRA » b &2HR— 45X HITCOAP ' F T 2% iEd
L2, WOFNEEZFEITLET,

FIE
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enable
I

Device> enable

¥ ME EXEC E— R&ANz L £,
e NMAU—KREZASNLET EREN

258)
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configureterminal

1 -

Device# configure terminal
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ARV RFERETIVa Y
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ATvT3

coap endpoint [ ipv4 | ipv6 ] {ip-address}
1 -

Device (config) #coap endpoint ipv4
1.1.1.1
Device (config) #coap endpoint ipvé
2001::1

AA v F ETRET 4 v 7 =2 RiRA
VM ERELET,
cipvd :IPV4 AZ T 4 v T RR
AV NERELET,

sipv6 : IPv6 AX T 4 v T KR
A NERELET,

GE)
T RARA > I T coap proxy &1L
2 1Z1E, nocoap endpoaint [ ipv4 |ipv6 ]
{ip-address} =~ > R&MH L £,

ATv74

exit
1 -

Device (config-coap-endpoint) # exit

COAP = RKiRA > b 7 E— FEHK
TLEY,

ATvTh

end

1

Device (config) # end

¥#E EXEC £ — FIZEY £,

COAP 7OXx < H—/\—0

1 -

W’ D
~LET,

5% 7 51

COAP 7O x> H—/\DEKTE

. wmRI0DZ Y RRA v M &P R—

NP N

“— N ES5683 AR ET D HiEE

7 /3A A#coap proxy security none ipv4 2.2.2.2 255.255.255.0 port 5683 max-endpoints 10

W’ D

L HEERLET,

Device (config-coap-proxy) # security ?

dtls
none

dtls
no security

Device (config-coap-proxy) #security none ?

ipvé
ipvée
list

[ coAP JoxL H—n—0FE

I, EFX 2 U T 4 BEN SN TULVELYipvd 1.1.0.0 255.255.0.0 (2 COAP 7' 12 & 3 % g% 7E

IP address range on which to learn lights
IPv6 address range on which to learn lights
IP address range on which to learn lights
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Device (config-coap-proxy) #security none ipv4 ?
A.B.C.D {/nn || A.B.C.D} IP address range on which to learn lights

Device (config-coap-proxy) #security none ipv4 1.1.0.0 255.255.0.0

OB, dtlsid trustpoint £ = U 7 ¢ B EN 4TV 5 ipvd 1.1.0.0 255.255.0.0 |2 COAP 7
RV ERET D EERLET,
Device (config-coap-proxy) #security dtls ?

id-trustpoint DTLS RSA and X.509 Trustpoint Labels

ipv4 IP address range on which to learn lights

ipv6 IPv6 address range on which to learn lights

list IP address range on which to learn lights

Device (config-coap-proxy) #security dtls id-trustpoint ?
WORD Identity TrustPoint Label

Device (config-coap-proxy) #security dtls id-trustpoint RSA-TRUSTPOINT ?
verification-trustpoint Certificate Verification Label
<cr>

Device (config-coap-proxy) #security dtls id-trustpoint RSA-TRUSTPOINT

Device (config-coap-proxy) #security dtls ?
id-trustpoint DTLS RSA and X.509 Trustpoint Labels
ipv4 IP address range on which to learn lights
ipv6 IPv6 address range on which to learn lights
list IP address range on which to learn lights

Device (config-coap-proxy)# security dtls ipv4 1.1.0.0 255.255.0.0

\}

GE)  ipva/ipv6/list #5%ET DI, id-trustpoint & (1) verification-trustpoint % FAijIZERE L
TELMERHY ET, FELTWARWEAIIZ T —RNFEREINET,

ROBNZ, FTAIKRA U bEeRET D HEEZRLET, 2, idtrustpoint 5 & D COAP
security dtls DORETHESEMETT,

ip domain-name myDomain

crypto key generate rsa general-keys exportable label MyLabel modulus 2048
Device (config) #crypto pki trustpoint MY TRUSTPOINT
ca-trustpoint) #rsakeypair MyLabel 2048
ca-trustpoint) #enrollment selfsigned
ca-trustpoint) fexit

Device
Device
Device

Device (config) #crypto pki enroll MY TRUSTPOINT

% Include the router serial number in the subject name? [yes/no]: no
% Include an IP address in the subject name? [no]: no

Generate Self Signed Router Certificate? [yes/no]: yes
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ORI, dtlsverification trustpoint {2 - T ipv4 1.1.0.0 255.255.0.0 (Z COAP 7' 1 & o % 3% iE
T2k ERLEY GEHEXRIIMEE 7 A FAA > M2 X % DTLS)

Device (config-coap-proxy) #security dtls ?
id-trustpoint DTLS RSA and X.509 Trustpoint Labels
ipv4 IP address range on which to learn lights
ipv6 IPv6 address range on which to learn lights
list IP address range on which to learn lights

Device (config-coap-proxy) #security dtls id-trustpoint ?
WORD Identity TrustPoint Label

Device (config-coap-proxy) #security dtls id-trustpoint RSA-TRUSTPOINT ?
verification-trustpoint Certificate Verification Label
<cr>

Device (config-coap-proxy) #security dtls id-trustpoint RSA-TRUSTPOINT
verification-trustpoint ?
WORD Identity TrustPoint Label

Device (config-coap-proxy) #security dtls id-trustpoint RSA-TRUSTPOINT
verification-trustpoint CA-TRUSTPOINT ?
<cr>

ROFNZ, BFERT A MRA  MERET D HEZRLET, ZiUL, verification trustpoint
R D COAP security dtls DOREIHESME T,

Device (config) #crypto pki import CA-TRUSTPOINT pkcsl2 flash:hostA.pl2 password ciscol23
% Importing pkcsl2...

Source filename [hostA.pl2]?

Reading file from flash:hostA.pl2

CRYPTO PKI: Imported PKCS12 file successfully.

WOBNZ, £X=2 VYT 4 [none|dtls] 2~ N A7 v a AT S, trial-list &9 RO
UANEERT D FEEZRLET,

Device (config-coap-proxy) #list ipv4 trial list

Device (config-coap-proxy-iplist)#1.1.0.0 255.255.255.0
Device (config-coap-proxy-iplist)#2.2.0.0 255.255.255.0
Device (config-coap-proxy-iplist)#3.3.0.0 255.255.255.0
Device (config-coap-proxy-iplist) #exit

Device (config-coap-proxy) #security none list trial list

KOBNZ, coap 7 F L 7 E— FTHEMATE LT N TOEGa~ L FERLET,

Device (config-coap-proxy) #no ?

ip-list Configure IP-List

max-endpoints maximum number of endpoints supported
port-unsecure Specify a port number to use
port-dtls Specify a dtls-port number to use
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resource-discovery Resource Discovery Server

security CoAP Security features

 : coap 7oxs —noiE [

WOBNZ, coap 7' 1 X2 THED IPVA/IPV6 A X T 4 v 7 = RiRA v NEFEET D HiEER
L/ji‘g—o

Device (config) # coap endpoint ipv4 1.1
Device (config) # coap endpoint ipv4 2.1
Device (config) # coap endpoint ipvé 2001:

ROBNZ, COAP 71 h AV Dtz F£ord 5 hEERLET,

Device#show coap version
CoAP version 1.0.0

RFC 7252

Device#show coap resources

Link format data =

</>

</1.
</1.
</1.
</1.
</1.
</1.
</1.1
</1.

N e R

1.

N e R

.6/cisco/context>
.6/cisco/actuator>
.6/cisco/sensor>
.6/cisco/1ldp>
.5/cisco/context>
.5/cisco/actuator>

1.5/cisco/sensor>

1

.5/cisco/1ldp>

</cisco/flood>
</cisco/context>
</cisco/showtech>
</cisco/1lldp>

Device#show coap globals
Coap System Timer Values

Discovery : 120 sec
Cache Exp : 5 sec
Keep Alive : 120 sec
Client DB : 60 sec
Query Queue: 500 ms
Ack delay : 500 ms
Timeout : 5 sec
Max Endpoints : 10

Resource Disc Mode : POST

Device#show coap stats
Coap Stats
Endpoints : 2

Requests

20

Ext Queries : O

Device#show coap endpoints

List of all endpoints
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Code : D - Discovered , N - New

# Status Age(s) LastWKC(s) 1IP

1 D 10 94 1.1.1.6
2 D 6 34 1.1.1.5

Endpoints - Total : 2 Discovered : 2 New : O

Device#show coap dtls-endpoints

# Index State String State Value Port IP

1 3 SSLOK 3 48969 20.1.1.30
2 2 SSLOK 3 53430 20.1.1.31
3 4 SSLOK 3 54133 20.1.1.32
4 7 SSLOK 3 48236 20.1.1.33

OB, COAP 7' a2 ha DT Ny JIEATE 2T _RCOATvaranr L7,

Device#debug coap ?

all Debug CoAP all
database Debug CoAP Database
errors Debug CoOAP errors
events Debug CoAP events
packet Debug CoAP packet
trace Debug CoAP Trace

warnings Debug CoAP warnings

COAP 7OFXS H—/N\—DE=ARY 2T
COAP 7't h a VO E£/RT HITIE, ROEODa~<w REMHALET,

R1:COAPEEDT—H2 %K KT HATUF

show coap version I0S COAP /3— = > & RFC 1§#a %7 L
—a—o
show coap resour ces ZA o FDY =R L AA o F N

U V“*X%i%ﬂ?bij«o

show coap endpoints RS, FEHEINZZ RRA v FEER
l_/i‘a_o

show coap globals AA~w—fHE T RRA Y MEZFIRLET,

show coap stats T RRA b, BR BEOSNBZ =Y D
Avt—VEERRLET,

show coap dtls-endpoints dtls = RiRA vV FDAT—X A& For L
j—c
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clear coap database| z 1 v F T8 & 7= COAP, BLUT L RRA v MEBRONETF —
N—=2%7 VT LET,

COAP 71 F a7 /Ny 7451213, ROEOa~ R LET,

F3:CAPTOLaNETNYTTEHIAIUE

debug coap database

COAP 77— _R—2AW 1% T Ny 7 LET,

debug coap errors

COAP =T —HNhET Ry 7 LET,

debug coap events

COAP A X M ET NNy 7 LET,

debug coap packets

COAP X7y " ET Ny 7 LET,

debug coap trace

COAP N —2AHAHEF Ry 7 LET,

debug coap warnings

COAP & EH N E2T Ny 7 LET,

debug coap all

T _TO COAP H N ET Ry 7 LET,

\)

GE) TRy T HREMCTLEAIE, a2 ROFNZ Tho) ¥F—U—RZBMLET,

COAP D REREFE

WDOFEIZ, ZOFY 2a—/LTHT 2HED Y J —2AB LOBEEFREZ R L7,
TS OBEEIX, FRICHRE SN TWRWRY  BASINTZY U —RLBEOTRXTOY U —RAT

EHTEET,

1)1)—=R Hae HREIRER

Cisco I0S XE Fuji 16.9.2 COAP COAP 71 k =i, iR
SNFZTNAATHEHATE

LRI SN TVE

7T HTTPMEHRICT 7 & A
T BB — R ECEMES
5D &R L HET, COAP
WEHIREN =T A A LT
EIEL £,
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