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* match flow cts (40 ~<X—2)

» match flow direction (41 ~<—73")

* match interface (42 ~X—73)

 match ipv4 (43 ~X—3)

+ match ipv4 destination address (44 ~X—13)
» match ipv4 source address (45 ~3—3)
» match ipv4 ttl (46 ~X—°)

» match ipv6 (47 ~—7°)

* match ipv6 destination address (48 ~X—1)
* match ipv6 hop-limit (49 ~X—3)

* match ipv6 source address (50 ~X—73)
« match transport (51 ~<—3)

« match transport icmp ipv4 (52 ~<X—737)
» match transport icmp ipv6 (53 ~<X—73)
» mode random 1 out-of (54 ~X—3°)

« option (55 ~<—2)

srecord (57 ~X—7)

s sampler (58 ~X—7)

« show flow exporter (59 ~X—1)

« show flow interface (61 ~—73°)
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cache .

cache
TR —F=H DT O—F Y vy aNTA—HERETDHIE, T —F=F arT 4 Falb—
YarEF—FRTeachea~ FEEALET, 7R—FE=FD 70 —F ¥ v aTRXA—F%
BB 2121Z, 2oa~<r Rono JBREMH L £,
cache {timeout {active |inactive | update} seconds |type normal}
no cache {timeout {active |inactive | update} |type}

BX DA timeout Tu— A LT NEEELET,
active TIOT 4T Ta—HAA LT NERRELET,
inactive FETIT 4T Ta— EAA LT NEEELET,
update KAT O —% ¥ v aDFEHFIALT U MERELET,
seconds AALTU ME (BPHALD) . BEO7a—F v v aDif

AR R FI4ILE

aAvU R E—F

A, BETE 2% 30 ~604800 (7H) T9, KAT
a—X% v v a DA, FBETX 58I 1 ~ 604800

(7H) T4,
type Ta—%y v iaDX A TERELET,
normal BHY Yy vad A TERELET, 7u—Fx vy al

Dz kUL, timeout active seconds 35 X TN timeout
inactive seconds DFZEIHE > CHIRRGINIZ /20 £9, =
NBT T ANV EDFy v a AT TT,

FIFNIDTR—F=H Tu—Fy via NTA-LAPEHENET,
TH—F = ZDOLYTFO 70— Fr via RNFA—ENA R—T 2> TWET,
e ¥ ¥ v a2H A7 : normal
T UF 4T Ta— B A LTk 1800 F

Ja—F=HX a4 Fal—T g

avy FERE

FRLEDHA KS1 Y

Jiy—=x EERNE
CiscolOS XEFuji16.92 o<y RAEASHE LT,

KZTO—F=H L, B A THTRTO7a—DRIFEICHERT 2%y v andb v 9, %
Xy oo, 7a—0Fy v aNICEEDL I ENTE LMY, REARERERND
DET, 70—NEZA LT RTHEFY v anbilREN, et s 7n—F=F HIZK
ESNTWAEEDT 7 AR—FIZEEENET,
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cache timeout active =~ > R TlX, BHF XA T7OX v v 20— FTEWEZHIE L £,
Tur—NERKMT 7T 4 7o TWAHSGE, BFII=—YT U N (2070 —0D%kEO
Fy NHOF LW a—%Bth) 752 ERLENET, ZOZ—TT U Tk RE{TH 2
LT, T AR 2ZETIE=X VT TN r— 3 VRO ERE M Ui 5 2
ENTEET, 774NV TEH, ZOXA LT 7 ME1800F (304y) TI 2, v A7 LEff:
WIS U CIEETE ET, REWVEZHRET S &, kRO RWIrn—42H—D7r—1La—
RIZRERT D22 N TEET, NEWVEEZRET S &, FRFHOEWH LW 7 72— 235 S
NThd, 2070 —DF —Z Ny AR—FENLETORENEKINET, 77747
Ta—HA LT RNEER LGS, FTLWEZA LT U MELIXEEBIZAENZ20 £9°,

F 72, cache timeout inactive =~ R CThH, HHEX A T DX v v 2D — 0 JEIEZ I
TEET, HELEHEANIC 7 —CT 77 4 BT 4 DR ER VWA, TO 7o —(Fxz—
VTUNINET, TTANDITIE, ZOXALT Y MIISBTTR, ZOIIEESNLD
77497084 TIOECTRETEET, FRFMOBENTa—RNEHFEEL, £< D
Xyrvazy NUDBHEEINTWAIEEIX, 77747 XA LT U NEEMTHZETE
DA — =~y REHIHRCEX ET, 207 —nN, F—% % IE LD A RncEcm—y
TURLTWAEAIX, ZOXALTY NEIERT HZ T —0MBEREZ M ETEE
T, T I T 47 70— FXALT U NeERE LGS, ILWHA LT U MEREEBICH
i £,

cache timeoutupdate =~ > R CiX, KAXA T DF ¥ v a|llXo THEEINLEHIRT >
TT— b EHIEILEST, ZOMEX. T2 T 4T XA LT U NOBEICEMLTCWET, 27
L. 2OERICE T, Frvianbdryyiaxzy b iFHIBRESNEEA, 774/ T
X, ZoX A ~—fEIZ 1800 % (304y) TI.

cache type normal =~ > R ClX, BHF ¥ va XA 72BELET, ZNABT 74D
XY vvaX AT TT, ¥y vira®xT b UL, timeoutactive seconds s & U\ timeoutinactive
seconds DFXEIHEST, ==V T U FINET, Frviazr NEF=—Y7U hahd
EL XXy vadnbillREN, ZOF Y v v allRIET O E=XHICRESINTNDHT Y A
R—HILLoT=I AR—FINET,

¥ o amT 74 FREICETIZIL., default cache 72— =X 27 4 ¥ a2l —3g
vavwy REEALET,

GE)

Xy o TaN IR DE LT o—IFT =X ShEHA,

WIS, 70 —F=Sd XY v aDT VT4 THXALTY NeRETHHERLET,

Device (config)# flow monitor FLOW-MONITOR-1
Device (config-flow-monitor)# cache timeout active 4800

WIZ, 7R—FE=S XX v aDFET VT 4704 ~—2RET D0 R LET,

Device (config)# flow monitor FLOW-MONITOR-1
Device (config-flow-monitor)# cache timeout inactive 30

WIZ, KAFXY v aDT v TT— EA LTV FaREST DR LET,
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cache .

Device (config)# flow monitor FLOW-MONITOR-1
Device (config-flow-monitor)# cache timeout update 5000

WIT, WHEF Yy a2 eRET D0 EZRLET,

Device (config)# flow monitor FLOW-MONITOR-1
Device (config-flow-monitor)# cache type normal
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clear flow exporter

Flexible Netflow 7 v —x 7 2R —Z Otz 7 U 74 2 I121F, F##E EXEC ©— N T clear
flow exporter =~ > R&MHL £,

clear flow exporter [[name]| exporter-name] statistics

B DB

i
&

name (EE) 7u—x 7 AR—=FZ ORI ZIHELET,

exporter-name  ((FE) LIRNIRESI N7 0 —x 7 AKR—F DL4HI,

statistics Jua—xJ AR—FDOFEFHERE 7 VT LET,
aAavYRE—FK FMe EXEC
av Y RERE J1)y—2 EERNE

FEREDHA K54V

3l

CiscoIOSXEFuji16.9.2 =pa<y RPNEAIHE LT,

clear flow exporter =~ > N, 70—/ AR —ZNLTXCOMEHERZHIRLET, =
NODOREHERITT 7 AR —F ST, Frv v raRNIRFINLTWET —ZI3kbhET,

show flow exporter statistics £ EXEC =2~ > RZ{H LT, 7 v —x 7 AR —Z OHfFHE#
HFRRTEET,

WOHTIL, device CRREIN TWVWATRTCHO 7o —xF AR—FOFKHEFEHREZ 7 VT
L\i‘a_c

T /3A A4 clear flow exporter statistics

WK OHEITiE, FLOW-EXPORTER-1 & WO A FID 7 R —xF AR—Z OffFHE#RE 7 Y
7 L/iﬁ‘o

T /3A A4 clear flow exporter FLOW-EXPORTER-1 statistics
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clear flow monitor .

clear flow monitor

TR—E=A Xy vy aE I e —F =4 HEHERE VT L, Tr—E=FFr v o
DT — X BRfHIC T 7 AR — b T 5121%. ¥ EXEC & — K T clear flow monitor =~ > F
PREHALET,

clear flow monitor [name] monitor-name [{[cache] force-export | statistics} ]

BX DA

name Ta—t=HDLRIERELET,

monitor-name LRI TE I N7 0 —F =X DL4H|

cache fEE) 7o—F=FF v v alfE®wEr 27 VT LET,

force-export  ({LE) 7w —E=%F v v afiFRE @K AR —F LET,

statistics (EE) 7r—E=2OfRitlEHmE 7 V7 LET,
ARV R E—F Fif EXEC
avy RERE 1)1)—= EENR

FREDHA K514

N

CiscoIOSXEFuji16.9.2 o<y REAINE LT,

clear flow monitor cache =2~ > R&ZZE/TTH L, 7R —F=H Xy v ranbTXTOTY b
URHIBRENET, v vaNOZ M7 AR — &N, Fv vy a2PNIRFEENT
W T —Z 3 dkbivEd,

GE)

VT ENERy vy oy b OREHERITMER S ET,

clear flow monitor force-export =~ > RZ2FETTH L, 7R—FE=HFFxr v anbTXTOD
T2 NYREIBRES. FRo0y M) 7 e —F =X B Y TCENTWVWATRTO T —
T AR=HEFRA LTI AR—= 1 ENET, ZOT 7 a2k v, CPUMEARIT Y
WML Ed, Zoa~vy FOEMAICITEEDLETT,

clear flow monitor statistics 2~ > R&Z5E/795 &, 2070 —F=ZOHHERNZ V7 &N
ij‘o

GE)

clear flow monitor statistics =~ > NZFET L CTH, BEOT Y MV ICBETAHHERIZZ VT
ENFEEAL, BRERL, ZOFHRITF Y vV aNIREENTWDEZ Y NV DA v P r—H
ThHY, Sy viald, 20oav  RiZlkoTZ 7 ENRWE=HTT,
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. clear flow monitor

T a—F =X OFEEREFERT HICIL, show flow monitor statistics 454 EXEC 22~ o K& fif
ALET,

Bl KIZ. FLOW-MONITOR-1 * WHARIO 7 a0 —F =X O ERE vy v 2= k
V&7 073 A0 RLET,

Device# clear flow monitor name FLOW-MONITOR-1

WKIZ. FLOW-MONITOR-1 X WH L4 HiD 70 —F =X OFeHE#HE ¥ v 2= b
Va7 U7 LT, BHlce s AR— 502 RLET,

Device# clear flow monitor name FLOW-MONITOR-1 force-export

12, FLOW-MONITOR-1 * WH LRI D70 —F =X DXy v a7 V7 LT,
HElCc= 7 AR — b 562~ L ET,

Device# clear flow monitor name FLOW-MONITOR-1 cache force-export

WIZ. FLOW-MONITOR-1 & WHAFiD 7 a—F =X OFHESE2 7 ) 7T 306 % R
L/i‘g—o

Device# clear flow monitor name FLOW-MONITOR-1 statistics

. Flexible NetFlow O < > F



| Flexible NetFlow 1< > K

collect

collect .

Ta—E=Z L a—ROFEFXF—T7 44— /L REHREL, TOLa— RNZEoTEkESnz7m—
DT 4=V R~DIEDI Y IAHE G THITIE, 7r—Lba—RKar7 4 Xal—ig
v E— R Teollect =~ FEFEHALET,

collect {counter | interface | timestamp | transport}

BX DA

aAavv R TFI4ILk

aAvU R E—F

counter Jo—La—ROHF—T 4 — /L RELTTa—NONAL MEEZIT 7y M
FERELET, FHIZOWTIL, collect counter (11 X—3) B L TLEE
/AN

interface ANBIVHHA X —T A ALET7a— La— RO FExF— 74— L L
TERELET, ZEMICOWTIE, collectinterface (12 2—) #HMRLTLEE
/AN

timestamp 7 o —NORA)E72IIRZICHRR SN2y FOfEE#REZ 7 n— 13— o
HF— 74— FELTRELET, FEMIZOVTIE, collect timestamp absolute
(13 ~—2) ZZHLTIEIV,

transport 7o — L o— KB OERETCP 7 7 7 OIEZ AN L E T, IOV T,
collect transport tep flags (14 ~X—77) 2B LT Z &,

TJa—F=H L a— ROFEF—T7 44—V RIZREINTHERTA,

Jo—la—Rary74¥alb— gy

avy FERE

EREDAARZA

1)) —= EERAR
CiscolOSXEFuji16.92 Zzpa~<wy RREAINE LT,

FHEX—7 4=V FDEIZ, 7a—HND T 7 4 v 7 IZETEMEREZRMET H-DIc 7 —
WZBMENEzET, FEXF—T7 4=V FOEOEFIZL>-THLOWZ e —2MER SN D Z &1EH Y
FHA, FEAEDEE, EXF—T7 44—V FOEIZT7 e —NOKRID /T v 8D OHEUES
ET,

collect 2~ Klit, 7e—F=H L a— RO EX—7 —/VFEREL, TOLa—RNZk-o
THERR SN 7 —DK 7 4 — /L RITEZRVIALTDIERALET, EXF—7 71—/ FOHE
X, 7u—ANO 77 4 v 7T A BIMERE RIS A DI T e BN EhE T, JE
F—T 4=V ROEOERICL > THLW T o= MERESND Z L13db 0 A, 1FEAED
Ba. ExX—7 44—V FOMEIZ7 a—HNOKRMO/N 7w EhEORESINET,

GE)

flowusername ¥ — 7V — RijX, I~ RIA VD~V T A R U IFRENE TN, R—
FENTWER A
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. collect

Iz, 7a—OFHAS, " I EEXF—T 4=V FE L TERETDHEZRLET,

Device (config) # flow record FLOW-RECORD-1
Device (config-flow-record) # collect counter bytes long
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collect counter .

collect counter

77— L a—KROFEF—T7 4 =)L FELTTa—NONA MEEIT Ty MEERET DI
. 7e—La—Kary7 ¥ a2 lb—3 3 F— KTeollectcounter =~ > R&AfEH L £,
Tua— (oo F) NOAAL MRERIIANTy MikzT7r—La—RFDEXF—7 11—/ RE L
THHTHIREET 4 =7 M THI0E, ZDa~r RO no BERXEHEH L ET,

collect counter {bytes layer2 long | bytes long | packets long}
no collect counter {bytes layer2 long | bytes long | packets long}

B DEREA

AU R TFI4ILE

O R E—F

bytes layer2 long 7 o —TCHERENDL LA Y2DON A MM AHEFT—T7 4 — L RELTHEL,
4y I UAEMAL T 0= 1A Y 2DAF A MrEIUEL
7

bytes long T —THEGESNDNA FMEAEEF—T =L FELTREL, 648> b
AUV EEFERALTTZa—=nb88 1 MIERELET,

packets long Tu—THERENE Ty " EIEXF—T 4=V FELTHREL, 64>
DO R AL T a—nb85H 7y MEEIELET,

TR—=RNONAA MEETIANT y M, R =T = RE LTERESRERY A,

Jau—la—Rary7 4 FXal— g

avy FERE

FREDHA FSA4 Y

)1)—=x EHAR
CiscoIOSXEFuji16.9.2 —pa~<y RpEAINE LT,

collect counter bytes long =~ > NI, 7R —TCiERINDI A MDD 64y NI HEiR
ELET,

collect counter packets long =~ > NI, 7o —T/7 v NBFERINLH =T SN D 64
By DAV ZERELET, 648y FOI T ZROICRES> THOA Y MG T 52
EIFETELAONERA,

ZPDa~wy RET 7 30 MEREICETIZIX. no collect counter F 7213 default collect counter ~
D—la—Rary74F¥al—Yaryavwr ReEHLET,
WIZ, 70 —OFFHNA M EIEXF—T7 41—/ RELTRETAHEZRLET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) #collect counter bytes long

RIZ, 7a—=InbDERINT y MEAEEF—T =V e LTRET D0 2R LET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # collect counter packets long
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collect interface

7a—ba—RDI EX—T7 44—V FELTANBIOHNA F—T =4 A/ EZHET HIC
I, 7r— La—Rar 7 4 X2 Lb—3 3 F— FT collect interface =~ > FAEH L F
T, ADBXOHAA v X —T oA AT —La— ROFEF—7 41— L K& L THERT HH
EhT 4 =TT HITE, Z0avwy RO ne BRE2HEH L ET,

collect interface {input| output}
no collect interface {input| output}

B DEREA

ARV R TIHIE

AR E—F

input A A L H—T 2 A AL EFHF—T 4=V RELTHREL, 7B—0BAIA X —
T oA ALBINEL FT,

output (S =T 2 Af A% EHEFXF—T =V FELTREL, 7r—nbhA 72—
73:/(}%‘[’&%{_/&#0

ANBEIOHNA 2 =T = ZAZEFFHFEF—T 4=V FELTHRESNLTVEEA,

Juo—la—RNary74Xalb— g

avy FERE

FEREDHA K54V

1) =2 EENE
CiscolOSXEFuji 1692 = o~y RNEAXILE Lz,

FlexibleNetFlow collect =~ > Ki%, 7rn—F=X L a— DI F—7 (— L FEHEL, TD
La— Rk TER SN 7 m—0D% 7 4 —/L FITEEZ IRV AL 7T-OIEH LET, FEx—
74—V ROEIE, 7e—HND 77 4 v 7T DBIMERERIT 5720127 v —{ZEm
EnNFET, FEXF—7 44—V ROEOEFIZL>TH LW T a—PMERENDZ LiTH 0 4
o I EFEANEDEE, FEX—T 4=V ROEIZT7 0 —NOERYIDO/Nr o RIS OGS E
R

ZDawy R&ET 740 FREICETIZIL, no collect interface ¥ 72 (3 default collect interface
Jao—la—Rary74FXal—Igryavwry ReFEHLET,

WOHFITIE, FEX—T4—NRELTHNIA X —T =24 AEERELET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # collect interface output

OB TIE, HEXF—T7 4 — L RELTANAS U F—T =2 RAEHRELET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # collect interface input
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collect timestamp absolute .

collect timestamp absolute

7 —WNORIE I TRBICHR SN v boOfixtZ 7o —La— ROEXF—7 1 —
NMRELTRET DL, 7r—Lba—Rary7 ¥z b— 3 F— FTcollect timestamp
absolute =~ RZEH LET, 7o —NOKRMEITRBRICHER SNy hE2T7r—L
a—RFOIHF—7 4 — /L FE L THHTL2OZENCT DL, ZDa~< 2 RO no BERXA4E
ALET,

collect timestamp absolute {first|last}
no collect timestamp absolute {first | last}

B DEREA

first 7o —NORIICHER S 37 v SO 2 IS —7 4 — /L RE L TREL.
THE—MEDE A LAR L TOEL BN LET,

last 7o —NOKBICHER SN 37 v FOMH M2 EX—7 4 — L FE LTEREL,
Ta—MNEDHEA LAX T OIEEZH T LET,

aAavU R TFI4ILE

avY kK E—FK

MR 7 — L FI3dEF—7 4 — L FE LTRESNL TV E R A,

Ja—la—Rary7 4 FXal— g

avwy FERE

=2 EEAR

CiscoIOSXEFuji16.92 ~poa~<y FRAEASHE L,

EREDAARZA

collect 2~ KX, 7m—E=FLa—RKDIXF—7 4 — LV FEREL, TOLa—KiZL-o
TERENT27 0 —D% 7 4 —/L RITEZ IRV AL TZOIEH LET, FX¥—7 41— L FOfE
E. 7ue—HNDO 77 4y 7 BT S BIERE RS Aol e =l BinEnE T, ¥
XF—T 4=V ROMEOERIZE > TH LW T a—MERIND Z LIxH 0 A, IFEALED
YA, EX—7 4=V ROEIX7 0 —NORYIO/XTr y EIbOBESESIVET,

WIZ, 7 —NORINIHER I N7 v ORI FE S X A4 A A X T HIE
F—T 44— L RELTRETHHERLET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # collect timestamp absolute first

WIZ, 7o —NORRZRITHER S NI b ORI S A b 22 T %3k
F—7 44—V FELTHRET D0 ZRLET,

Device (config)# flow record FLOW-RECORD-1
Device (config-flow-record) # collect timestamp absolute last
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collect transport tcp flags

B DEREA

aAav R FI4ILk

AR E—F

T a—inb DX TCP 77 7 DWNEL A X —T /T HIZE, 7r—Lba—RKar7 Xz
L —3 3 ¥ & — KT collect transport tep flags =~ > REEHA L ET, 71— 5 O TCP
77T ONEET 4 =T MCTHITE, Zoavr RO no BAEEH L ET,

collect transport tcp flags
no collect transport tcp flags

ZOavwy FIZESIEELITF -V —RNEbH Y £ A,
NTZUAR=RIEZ7 4=V RIFEXF—T 4=V RELTHRESNTOERA,

Jo—la—RKary74FXalb— g

avy FERE

EREDAA RZA4 Y

)1)—2 EENE
CiscolOSXEFuji16.9.2 = oo~y RpEASHE LT,

FF U AR—=KET 4=V FOMEIZ, 70 —HNOTXTONRry LRGSR ET, INES
HTCP 77 7 HBETHIEIITEETA, IETCP 77 VOWEDHRIEE T T, T
THOTCP 77713z Da~<wy RTINESNET, ROEXETCP 77 7 Z#INEL 9,

cack : TCP MEBINE 7 7 7

ccwr : TCPHEEE Y > RUME/NT T 7

cece : TCPECN ==2— 77 7/

«fin: TCPT 757

epsh: TCP 'y o 757

erst: TCP Uy Fh 757

esyn : TCP [FIfl 7 Z 7

surg : TCP &2 75 7
Zpavy RuET 740 MEREICRETIZIEL, no collect collect transport tep flags & 7213 default
collect collect transport tep flags 72— L a2 — R a7 4 Falb— gy avr R LE
D
WIZ, 7r—inb TCP 7 7 7 ZINET 261" L ET,

T /3A A (config) # flow record FLOW-RECORD-1
T /3A A (config-flow-record) # collect transport tcp flags
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datalink flow monitor .

datalink flow monitor

A B —7 = A AT Flexible NetFlow 7 0 —F =% Z@M4 5121%, A v Z—T A R a2
7 4 ¥ 2 L — 3 F— NT datalink flow monitor =~ > K& L ¥ 7, Flexible NetFlow
Tu— = A ET =TT AL, Zoavr FOone BERAFEALE T,

datalink flow monitor monitor-name {input|output |sampler sampler-name}
no datalink flow meonitor monitor-name {input | output|sampler sampler-name}

B DEREA

AU R TIFILE

AR E—F

monitor-name A B =T oA AZHEHTH 70— T=H DL4TI,

sampler sampler-name “vu— F=FXIZIEELFr7u— Y FI7—F A RX—T NI LE

TO

input AL FNA v B =T 2 A ATZETH N T T4 v 2E=HF LFE
R

output AA v TFNA B =T oA ATEETHN T 74 v 7 B2E=FLE
j‘o

TR —E=FFA X =T NI THOER A,

Ao B =Tz A a7 4 Fal— g

avy FERE

FEREDAA KAV

)1)—2 EERNE
CiscoIOSXEFuji16.9.2 =pa<y RpEASHE LT,

datalink flow monitor =~ > 2L TA v ¥ —T7 = X7 vn—F=F ZWHT D01,

flowmonitor 72—/ )L a2y 7 Fal—varavy ReflifflL Ty —F=X 2 /Eml L,

sampler 7/ 71— )L a7 4 F¥Falb—varyavy REFHLT7e—% 07 —Z2ER LT
BIRERHY £,

Ta— =S HOTu— T Tk A X =TT DI, FRNCY T T —EER LT
BIBERDY FT,

GE)

datalink flow monitor =~ > R|Z, JEIPvAa BLOIEIPV6 N T 7 4 w7 i EaE=XLET,
IPvd b T 7 4 v 7 HF=4F521%, ipflowmonitor 2~ > K& LEJ, IPv6 b7 7 1 v
7 =K T 51201, ipv6 flow monitor =~ > R&fliH L 97,

Wiz, A v FZ—7 xA A TO Flexible NetFlow T —# Y 7 F=& ) o Tk A F—
TINZT BB R L ET,

Device (config) # interface gigabitethernetl/0/1
Device (config-if)# datalink flow monitor FLOW-MONITOR-1 sampler FLOW-SAMPLER-1 input
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debug flow exporter

Flexible NetFlow 7 0 —=T. 7 AR—HX DT N TH 1% A F—T T 521, %%EH@%%
R Cdebug flow exporter =~ > NEMEH LET, Ty T NET =7 0MICT5ITF, 2
Da<rROno XN EHHALET,

debug flow exporter [[name] exporter-name] [{error |event|packets number}]
no debug flow exporter [[name] exporter-name] [{error | event | packets number}]

BX DN name (L&) 7u—=r 2AK— 2 DL EEELET,
exporter-name  ({EE) FHIREINT-7 10— =7 AR—% D4,
error 18 7a— VAR —FDTS5—DF NNy T h A Z—T NI LET,
event (EE) 7a— T AR—FDA R NDT NNy T F—T I LET,
packets EE) 7a— 7 AR—FD/7 > NL_VDT Ny T hA FZ—T I L
e
number FEE) 70— AR—=FZ D)7y hLr-ULDT RNy FTF Ry F4 5%
v ML FRETE 28IPHIL 1 ~ 65535 T,
avY R E-F 5 EXEC
avy FER yy—z= TERE
CiscolOSXEFuji16.92 Zpa<y RRAEAINE L7,
Bl WP, 78— =0 AHK— 2Dy R T o REEAOF 2 — TSk =

LERLTWVET,

Device# debug flow exporter
May 21 21:29:12.603: FLOW EXP: Packet queued for process send
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debug flow monitor .

debug flow monitor

Flexible NetFlow 7 0 —E =4 D7 Ny J W 1% A X—7 WIZT HI121E, FiHE EXEC £E— R T
debug flow monitor 2~ > RZEH L ET, 7y T NE2T 4 8—7 T 512X, Z0=
< RO no X EFHLET,

debug flow monitor [{error|[name] monitor-name [{cache [error]|error |packets packets}]}]
no debug flow monitor [{error|[name] monitor-name [{cache [error]|error|packets packets}]}]

B DEREA

error EE) X Co7r— =X FEHidBESN7e—FE=4D 77— =
HTT—DTF Ny TheAX—T NI LET,

name ER) 7ua— E=XD4HIEHRELET,

monitor-name  ({L-5) FHANIEE I N7 80— E=F DA,

cache EE) 7ua—F=4 TXx v aDT RNy T A F—T M LET,

cache error UEE) 7e—F=F Xy v axT7—DF NNy T4 x—T I LET,

packets EE) 77— =4 D)7y hLULDT Ny T F—T M LET,
Ny b (ER) 7a— F=2DO 7y N ULDT Ny T TT Ny T F 53y K

D, FEETE HHEFIT 1 ~ 65535 T9,

ARV kFE—F FiHE EXEC

av Yy RERE 1)) —= EEANE
CiscoIOSXEFuji16.92 Zpa~y FMEASHE LT,

#l

WK OHIIL., FLOW-MONITOR-1 DF v v v = NHIFR SN2 EERLTWET,

Device# debug flow monitor FLOW-MONITOR-1 cache
May 21 21:53:02.839: FLOW MON: 'FLOW-MONITOR-1' deleted cache
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debug flow record

Flexible NetFlow 7 B — L a— RDOT Ny FH % A R—7 WIZT HIZIE, F#E EXEC £— R
T debug flow record =~ > NEMHLET, 7Ny 7N ET 4 B—7MZTHITE, 20
avr RO ne FBRAEZFEHALET,

debug flow record [{[name] record-name | options {sampler-table} | [{detailed | error}]}]
no debug flow record [{[name] record-name | options {sampler-table} |[{detailed | error}]}]

X DERHA name (F£E) 7a— La— ROL4RIZHEELET,
record-name (EE) IR ESINTZ2—FERDO 7 n— L a— KOLHI,
options (EE) thovo—La—RF 7y a AT BRI EGENET,

sampler-table (L) Yo 75— F— 7 NICHTABERBIESENE T,

detailed (EE) AR AE R~ LET,
error ULE) =9 —0HhEFRLET,
ATy R E—FR H5HE EXEC
avy FERE )1)—= EEAR

CiscolOSXEFujil6.92 Zpa~y FREASNE LT,

i Kic, 70— La— ROF Ny 7 et a5 LET,

Device# debug flow record FLOW-record-1
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debug sampler .

debug sampler

Flexible NetFlow ¥ 7' — D5 v JH % A 2 —T7 2T HI1E, FHE EXEC £— R T

debug sampler =~ > R&EfEHLES, 7 T HNET 48— MICTHITIE, Zoavwy
KD no IR AMH L E9,

debug sampler [{detailed |error |[name]| sampler-name [{detailed | error |sampling samples}]}]
no debug sampler [{detailed |error | [name] sampler-name [{detailed |error | sampling}]}]

B DEREA

detailed UEE) Yo 75 —BEOHMT NNy T A4 F—T VI LET,
error R Vo779 — 273 —DT NNy ThARX—TMILET,
name (ER) Vo7 o—n4aiziEE L7,

sampler-name (EE) AR E SNV 7T —D4H,

sampling samples  ({£5) Y27V T DTNy oA X—=T ML, TRy T T %07

NOBERELET,
aAavy R E—FK b EXEC
av Yy FERE J1y—= EERAR

3l

CiscolOSXEFuji16.9.2 Zpa<y RMEAIHE LT,

WIT, TNy 7 A SAMPLER-1 L WHH 75— 1D 2HBE L8450 H
Tz R UET,

Device# debug sampler detailed
*May 28 04:14:30.883: Sampler: Sampler (SAMPLER-1: flow monitor FLOW-MONITOR-1 (ip,Et1/0,0)

get ID succeeded:1l
*May 28 04:14:30.971: Sampler: Sampler (SAMPLER-1: flow monitor FLOW-MONITOR-1 (ip,Et0/0,I)

get ID succeeded:1l
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Flexible NetFlow 217> K |

TJu— E=H, Ta— TV AR—F EET7e— La— ROFPERETHITIE. 4T
Har7 4 X ab—1 3 F— K Tdescription 2~ > RZH LEJ, SiHZHIRT DI2I%,
ZoavwryRon BAEFEHLET,

description i
no description #iHH

BX DA

ARV ETIAILE

aAvU R E—F

description 7no— =X TJu— T/ AR—HF FiiFvu— La—RKEzFHTLT7F2
k3L,

TJa—H% 75— TJun—F=H, Ju—TJAR—HF, FliET7u—La—KRKOT T F)
FOFHIL T2—VEFH] T,

WDa<y KE— KRR —FZINTHET,
TJu— T JAR—H aL T 4 X2l — g3
TR —F=HK a7 4 Fal—g

Ja—lba—Rary7 4 FXal— g

avy FERE

EREDAARZA4 Y

)1)—2 EENE
CiscolOSXEFuji16.9.2 = oo~y RpNEASHE LT,

Ay RET 74NV MREICETITE, #Z48 75207 4F2b—var F— FTno
description ¥ 7211 default description =~ > R&fH L £,
WIZ, 7r— E=FOuAERET 02 R LET,

T /5A A (config)# flow monitor FLOW-MONITOR-1
7 /31 A (config-flow-monitor) # description Monitors traffic to 172.16.0.1 255.255.0.0
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destination .

destination
Tu— T AR=F DT AR — M aRET DI, Y- T AR —F arT7 4 Fa
L—3 3 v % — FT destination =~ FZ2fHLEY, 7r—27 AR—-FZDx7 AKR—h
S AHIRT AIIE, Zoa~vy RO ne B EEH L ET,
destination {hostnameip-address} vrf vrf-label
no destination {hostnameip-address} vrf vrf-label

X DA hosmame  NetFlow 1§ #H 2 55T 57 /A ADKRA M,

AU R TIFILE

AR E—F

ip-address NetFlow {[E &2 EET DV —V AT — 3D IPvd 7 RL A,

vrf FER) =V AR—+T—=% Xy bl a—rL b—F 47 T—T7 NV TiX
. AR ENR—F ¥V TT A RX—Kh Xy FTU—2 (VPN) L—FT 478
L ONiEE (VRF) A VU AF L AIZEE LT, S —FT 4 o 7T 5L 9ICHEE
LET,

vrf-label ~ VRF A > A % > A D4 Hi,

T AR— FUEERESNHTVEREA,

TR — T JAR—H a7 4 X2l — g

avy FERE

FEREDAA KAV

)1)—2 EERNE
CiscoIOSXEFuji16.9.2 =pa<y RpEASHE LT,

fTo— T AR—ZIE, ST RLRAEFIIHRA M E | DOBREETE £4,

TNAZADIPT RLADRDYIZ, RAMERET DL, BA MITEDITHR S 4L, 1Pv4
T RUANFETar 74 Fab—va ikfFanEd, RAS x—2L5 A7 L (DNS)
DI DARIRIANAEA SNTZARA ML EIPT RLAD~ v B2 7 A DNS H— 3 ETEIIC
EbDHEAEIX, device TIHRH S N2 Wb, =7 AR — FENTT — X3RO T K
VAR ST, T —FIdkbhvET,

ZOawr RET 74V RREICRETICNE, 7r—2J AR—Z a7 Xal— g E—
R C no destination % 72 1% default destination =~ > RZfiH L £,

OB, 58563 AT AT Flexible NetFlow ¥+ v 2 =2 h ) 227 ZAR— 175
IRy VU TFRA RAERET D HEERLET,

T /5A A (config) # flow exporter FLOW-EXPORTER-1
T34 A (config-flow-exporter)# destination 10.0.0.4
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. destination

WROFNZ, VRF-1 &5 £ 11D VRF 2 L T4 2 A7 A2 Flexible NetFlow & v
VaxZU M) EZIAR—=FTELICRY NT—T TNA RERET D HIEERL
ij‘o

T /31 A (config) # flow exporter FLOW-EXPORTER-1
T /3A A (config-flow-exporter)# destination 172.16.0.2 vrf VRF-1
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dscp

dscp .

TJna— T AR—H T —H 7 Z LD Differentiated Services Code Point (DSCP; DiffServ = — K
RA R OEEZRETHIZIE, 7R— T AR—F a7 4 Falb— 3 F— KTdsep
av U REFERALEY, 7e— 2V AR—% 77— 77 L0 DSCPEAHIBRT 5121F. 2D
avy RO ne BREHEHLET,

dscp dscp
no dscp dscp

i
&

B DR

AR R TFI4ILE

ATV R E—F

dscp =7 ZAR—bMENTZT—H 7T LDDSCP 7 —/L RTHEH &5 DSCP, EETE 5
FHIZ0~63 T, T 74/ MELO0TT,

Differentiated Services Code Point (DSCP; DiffServ =— K 7" A > ) fHIX 0 T,

TH— TV AR—HF AT 4 Xal— g

avy FERE

FEREDAHA RS2

=2 LENE
CiscoIOSXEFuji16.9.2 —pa~<wy RREASINE L,

ZDavwy R&ET 74V MREIZRETICIEL, nodsep 7213 defaultdsep 7 72— =7 AR —H
a 74 Xal—aryavry ReEALET,

KIZ, T AR—FENTET—2 5 LDDSCP 7 4 —)V ROEAE 22 & ET A6 %
RLUFET,

T /31 A (config) # flow exporter FLOW-EXPORTER-1
T /3A A (config-flow-exporter) # dscp 22
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export-protocol netflow-v9

NetFlow 73— 3 > 9 =7 A7 — b % Flexible NetFlow =7 AR —Z DL J AR— k71 ha
NELTHERETDHIZNE, 7r—TJ AKR—F a7 (X oL — g F— K Texport-protocol
netflow-v9 1< > R&ZHH L £,

export-protocol netflow-v9

SO IRy FIFEIEERITZF—Y—NIdb v A,

AT R FI4 0k NetFlow N— 5 2 9034 2—T7 /LT,

AT R E—FR T — T AR—HF a7 4 FXal—r g
avy FEE )1)—2 EERE

CiscoIOSXEFuji16.9.2 =pa~<y RpEASHE LT,

FEREDHA K54 > device [T NetFlow v5 =7 AR — 74—~ v &P R —FLTWEEA, NetFlowv) =7 X
R—F 7+ —~v FOZRBYFR—FENTHET,

WOHTiL, NetFlow/3— 3 9T 7 AR — b % NetFlow =7 AR—H DT I AR—
e bhard: LTRELET,

T /31 A (config) # flow exporter FLOW-EXPORTER-1
7 /3A A (config-flow-exporter) # export-protocol netflow-v9
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export-protocol netflow-v5 .

export-protocol netflow-vb

NetFlow 73— 3 > 5§ =7 A7 — b % Flexible NetFlow =7 AR —X DL J AR— k71 ha
NELTHERETDHIZNE, 7r—T 7 AKR—F a7 (X oL — g F— K Texport-protocol
netflow-v5 =< > R&ZFH L £,

export-protocol netflow-vS

SO IOy FIFBIEERITZF—Y—NIb v A,

AT R FI4 0k NetFlow N— 5 5 34 2—T7 /LT,

AT R E—FR Ju— I AR—F ar7 4 ¥al—ar

av Yy FERE )1)—2 EERNE
Cisco IOS XE Fuji Zoa~xy RREAINE L,
16.9.2
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exporter

Flexible NetFlow 217> K |

Ju—F=X D7 a—TJ AR—FEEBMTHIiE, @YRar 7 s X2l —arEF—RT
exporter 2~ RZEHLET, 7o—t=FHO7n—x 7 AR—ZZHIRTIHI2E. 20
av Rono XN EFEHLET,

exporter exporter-name
no exporter exporter-name

B DEREA

AR TIHIE

AR E—F

exporter-name FHINIFRE L= 7 B —x 7 AR —F DL

T AR=ZITHRESNTHOEEA,

Ja—F=HK a7 4 Fal—g

av Y RERE

FEREDHA K4

3l

J1)—= EEANE
CiscolOSXEFuji16.9.2 =pa<y RMEAIHE LT,

exporter 2~ R L C7u—F=X|l7a—x/ AKR—X %M 5I121%, flowexporter
a< REHEHALTCHEMMC 7o —o 7 AR—Z 2B L TB MERH Y £5,

ZPavy RET 740 MEREICRETIZIL, no exporter & 721X default exporter 7 17— £ =%
Ay 74 Xalb—varavy REHEHLET,

WO TIL, 7R —F=Z DTV AR—FEHELET,

T /34 A (config) # flow monitor FLOW-MONITOR-1
T /34 A (config-flow-monitor) # exporter EXPORTER-1
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flow exporter .

flow exporter

Flexible NetFlow 7 17— =27 AR — & Z{ERKT % 2>, BEF D Flexible NetFlow 7 1 — =7 AR —
A %75 LT, FlexibleNetFlow 72— T/ AKR—HF a7 4 Fal— 3 F— K&t
D%, Za—s ) a7 4 X2 b—3 g 2 F— KT flowexporter 2~ > RZHLE T,
Flexible NetFlow 7 1 — .7 AR —Z ZHIRT 5121X, Z0a~vr Rono BN EHEH L ET,

flow exporter exporter-name
no flow exporter exporter-name

B DEREA

AR R TFIAILE

ATV R E—F

exporter-name {ER}E T IIEE S 57 1 —x 7 AR —F D4R,

Flexible NetFlow 7 2@ — =7 AR —XZ (L, a7 4 F a2 b — 3 VINIZIITFELEH A,

Ja— ) arz 4 Xalb—ag

avy RERE

FEREDHA FS14 Y

3l

=2 LENE

CiscolOSXEFuji16.92 Zpa~y FEASHE LT,

TAa—TJ AR—FTIL, 78— F=F XFx v aNOT—F%2VE—F AT L (kX
X, OB L OMRE DT DITNetFlow 2 L 7 ¥ 2 FT73 5% — ) I AKR—FLET, 7
0D—T/ AR—FF, a7 4 Fal—arTRHOZUT 4T 08 LTERENE T, 7
O—=TJ AR—ZL, 7o—F=H|IT—XxT )7 AR— MEREEZIRIT 2707 e —F=H
WEIvYToNET, BEOT7a—x 7 AR—ZEER LT, | 2FH3EEO 7 n—E=#
WEAT DL, WS OO AR— MNeEIEETHZENTEET, 1207 —x 7 AKR—
ZEAERR L, W< OO 7 —E=X [ ZHHTHI ENTEET,

WIZ. FLOW-EXPORTER-1 & WS &4 RO 7 a— 7 AR—F %VERk L. Flexible NetFlow
TH— TV AR—F a7 4 FXal—ary T— REBEBETAHZRLET,

T /3A A (config) # flow exporter FLOW-EXPORTER-1
T /3A A (config-flow-exporter) #
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flow monitor

Tu—F= X EERT AN, FIFEO 7 — =X A EE L C, Jue— F=oHX aL T 4
Xal—raryE—RElAETHICE, Zu— L ar 7 Falb— a3 F— RTflow
monitor 2~ REFHLET, 7r—F=FZHIRTHI2E. Z0a~<r Fono XA A
Li‘a_‘O

flow monitor monitor-name
no flow monitor monitor-name

B DEREA

AR R TFIAILE

ATV R E—F

monitor-name AEpLE T IIET T H 7 vn—F =% DA4HI,

Flexible NetFlow 7 2 — E=Z |33 7 4 Fa L —3 a VNIZIFEELER A,

JFa— ) ar7 4 Xab—ag

avy RERE

FEREDHA FS14 Y

3l

1)) —= EEANE
CiscolOSXEFuji16.92 Zpa~y FNEASHE LT,

TJo— =Xt Xy MNIT—0 NI T 4w DR=HF ) T EFETTHEDICA A —T =
A A3 A &35 Flexible NetFlow 2 > A R—3 > hT9, 7r—F=#F[X, 7e—La—K&
FyrvlaTHEINET, 7e—F=FZFER LK, 7e—F=F(ZLa—RzBML
¥4, TO—E=HOF v v ali, TO—FE= I REYOA L H—T = AE SIS &
HEIWICER SN ET, 7u—F—X (X, FE=X V7 7uav Aty hU—27 T 7 4 v
IMBIWESNET, ZOTF—FIUEIL, 7rR—FE=4DLa— RRHOFXF—7 41— /L REBLD
FF—7 4 — IV RICESNWTETIN, 7R—F=HDX v vV a R FEINET,

ROBFITIL, FLOW-MONITOR-1 & WHAHTO 7 v —E =X Z{Ef L, 7r— E=%
a7 4 X2 lb—aryET—RERBELET,

T /34 A (config) # flow monitor FLOW-MONITOR-1
T /3A A (config-flow-monitor) #
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flow record

flow record .

Flexible NetFlow 7 12— L 2 — RZ{ERT 57>, BEFFD Flexible NetFlow 7 = — L 21— R & Z8H
L T. FlexibleNetFlow 7u— L a— K a7 ¥ a2l — 3 FT— R2BBTAI0%. 7
n—/N)L a7 ¥ 2l —3 3T — RTflowrecord =~ RZ&{#H L £, FlexibleNetFlow
La— REHIRT510E,. Zoa<vy RO no BREEH LET,

flow record record-name
no flow record record-name

B DEREA

AR R TFIAILE

ATV R E—F

record-name {ERLFE J2IIAEE S 5H 70— L a— ROLHI,

Flexible NetFlow 72— L a— RIFEREINTOET A,

Ja— ) arz 4 Xalb—ag

avy RERE

FEREDHA FS14 Y

3l

J1)—2 EERNE

CiscolOSXEFuji16.92 Zpa~y FEASHE LT,

7r— La— RKTiL, 7a—NoO Ty N &I % 72912 Flexible NetFlow Cffi 4% % —
& & 12, Flexible NetFlow 287 B —({ZOWTIUET HBE Y 4 —/V FZERLE T, F—&
BE 7 —)L REAEEDOMARDLETIEEL T, 7ur—La—REEHETE £, 1. BAEW
F—¥y eV R—rLET, 7—La—RTIL, 7o—HBACTIETIID L XDXAT
HLEELET, 64 Y FOXRT y FERIIANA R T ZERETETET,

KIZ, FLOW-RECORD-1 £ W9 £ fiid> 7 m— L a— R&{ERk L. Flexible NetFlow ~7
n—la—Rary74¥al—var T—RRelsdshl2R~LET,

T /31 A (config) # flow record FLOW-RECORD-1
T34 A (config-flow-record) #
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Flexible NetFlow 217> K |

ip flow monitor

device NZAZ F 72 13HE1ET D IPv4 N7 7 4 v 2 @ Flexible NetFlow 7 0 —F =X % A r—7 )L
2T B3, AV F—T A AT ¥ = b— 3 F— FTipflow monitor =~ R %
FHLET, 7r—F=4%2T7 47 /MIT 512, Z0a~vr ROone XN EFEHLET,

ip flow monitor monitor-name [sampler sampler-name] {input | output}
no ip flow monitor monitor-name [sampler sampler-name] {input | output}

B DEREA

AU R TIFILE

AR E—F

monitor-name A B =T oA AZ@EHTH 70— T=H DLHI,

sampler sampler-name — (f£) 7 —E=ZMHRE LT n—H T T —DAHIEZ A X —

T LET,

input device " A V' H—T =2 A ATRETHIPVANT T4 v 7 HE=F L
F9,

output device WA V' H—T =2 ATEETAHIPVA T T4 v I HFE=HX L
iﬁ‘o

TR —E=ZFA XTI THOER A,

AR =Tz ARAAL T4 Fal— g

avy FERE

FEREDAA RZA Y

\}

)1)—2 EERNE
CiscolOSXEFuji16.9.2 =pa<y RpEASHE LT,

ip flow monitor =~ > FZE L T, fFEDA LV F—T = A A7 r—E=F ZHHTDIZ
X, FFATIC flow monitor 72— L 27 4 Falb—vary avy REEHLT, 7r—F
=X EER L TR BLERDH D £7°,

TR —E= XY T —EBINTH L, EOARMNEY T T I Lo TRIRE N AT
RZTDR XY v 2 lIRFEN, 7a—%2FRkLET, Yo7 7—2@RAT 520N, Z0fE
FIZ RS DR EHE RO BIME IR S E T,

AV HE—T oA ZATTTIIAX—T NI R TWNB T —F=F I T —5BNT52 L
ECT&EERA, T, 2OT70—F=H A X —T A ADLHIRLTNL, FL7e—F
=R YT T EBIZBMTANEND Y £,

GE)

TRESNDHEHRNESDICIE, &7 0—0OiHIERE A7y — LT 0ERHY £, 2L 2
1Z. 10037y MZox 12y a2 o 7P o 7T 500 75— R LEESIE. 7y
Foo2EeNXS N ZET10ETHILENDY 7,
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KIZ, AN T T4 I DF=F ) o TODIITa—F=F oA 2 —T T 54
ZRLET,

T /3A A (config) # interface gigabitethernetl/0/1
7 /31 A (config-if)# ip flow monitor FLOW-MONITOR-1 input

Wiz, R—0A 2 —T 2 A ATAHN T 747 DF=XY) L TOEDIZFEL T
O—EF=HuE A X—T T HHZRLET,

T /3A A (config) # interface gigabitethernetl/0/1
T INA A (config-if) # ip flow monitor FLOW-MONITOR-1 input
T /3A A (config-if)# ip flow monitor FLOW-MONITOR-1 output

Wiz, A=A 2 =T 2 A ATAHI T 747 DE=Z Y TDI=HIZ2 oD
R on—F=Fh A 32— MZT D0 E2RLET,

7 /3A A (config) # interface gigabitethernetl/0/1
T /31 A (config-if)# ip flow monitor FLOW-MONITOR-1 input
T /3A A (config-if)# ip flow monitor FLOW-MONITOR-2 output

Wiz, BB 20o004 02T A ATAHNI T 7407 DF=FY T DD
FU7a—F=X% A X—TWZT 50~ LET,

T /3A A (config) # interface gigabitethernetl/0/1

F A A (config-if)# ip flow monitor FLOW-MONITOR-1 input
T NA A (config-if)# exit

/A A (config) # interface gigabitethernet2/0/3

T /5A A (config-if) # ip flow monitor FLOW-MONITOR-1 output

RIZ, YT T =X oTH TV T SNDAT Ty P EZEHIRUIREET, A
NETF T4 v I =T HEI T —F= A =T MIT D0 2R LET,

7 /31 A (config) # interface gigabitethernetl/0/1
FONA A (config-if)# ip flow monitor FLOW-MONITOR-1 sampler SAMPLER-1 input

WOHITIX, Vo o7—R L TA vV EZ—T oA ATAFZ—T IR >TNWAHE T o —F
=Y T T— BT AGEOEEE R L E T,

T /3A A (config) # interface gigabitethernetl/0/1

T /3 A (config-if)# ip flow monitor FLOW-MONITOR-1 sampler SAMPLER-2 input
% Flow Monitor: Flow Monitor 'FLOW-MONITOR-1' is already on in full mode and cannot be
enabled with a sampler.

WOFTIE, 7r—t=FaHV 7 T7—L A RX—TNITEDLLITTHED
2. AV E—T oA AN NS T-ABIBRT 2 HFEEZ R LET,

T /5A A (config) # interface gigabitethernetl/0/1
T /5A A (config-if) # no ip flow monitor FLOW-MONITOR-1 input
T /5A A (config-if) # ip flow monitor FLOW-MONITOR-1 sampler SAMPLER-2 input
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ipv6 flow monitor

device NZEF - IFTHELETBIPV6 N T 7 4 v/ D7 —F=F A F—T I T BT, A~
H—TxA AT 4 Fal— a3 F— RTipv6 flow monitor =~ FEMHLET, 7
O—F=F%ETF 4 =TT BI2%, Z0avwr RO ne EREHHL £,

ipv6 flow monitor monitor-name [sampler sampler-name] {input|output}
no ipvé flow monitor monitor-name [sampler sampler-name] {input | output}

B DEREA

AU R TIFILE

AR E—F

monitor-name A B =T oA AZ@EHTH 70— T=H DLHI,

sampler sampler-name — (f£) 7 —E=ZMHRE LT n—H T T —DAHIEZ A X —

T LET,

input device N A V' H—T A ATRETHIPV6 N T T 4 v 7 HFE=HL
F9,

output device WA V' H—T A ATEETHIPV6 N T T4 v I HE=HX L
iﬁ‘o

TR —E=ZFA XTI THOER A,

AR =Tz ARAAL T4 Fal— g

avy FERE

FEREDAA RZA Y

\}

)1)—2 EERNE
CiscolOSXEFuji16.9.2 =pa<y RpEASHE LT,

ipv6 flow monitor 2~ > RZEH L T, (EEDA v —T = A A7 r—F=F %#HT 5
1Z. FHEIC flow monitor 7 22— )L 2T 4 X2l —v gy avr REEHALT, 7u—%
=X EER L TELLLERHD £7°,

TR —E= XY T —EBINTH L, EOARMNEY T T I Lo TRIRE N AT
RZTDR XY v 2 lIRFEN, 7a—%2FRkLET, Yo7 7—2@RAT 520N, Z0fE
FIZ RS DR EHE RO BIME IR S E T,

AV HE—T oA ZATTTIIAX—T NI R TWNB T —F=F I T —5BNT52 L
ECT&EERA, T, 2OT70—F=H A X —T A ADLHIRLTNL, FL7e—F
=R YT T EBIZBMTANEND Y £,

GE)

TRESNDHEHRNESDICIE, &7 0—0OiHIERE A7y — LT 0ERHY £, 2L 2
1Z. 10037y MZox 12y a2 o 7P o 7T 500 75— R LEESIE. 7y
Foo2EeNXS N ZET10ETHILENDY 7,
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ipv6 flow monitor .

KIZ, AN T T4 I DF=F ) o TODIITa—F=F oA 2 —T T 54
ZRLET,

T /3A A (config) # interface gigabitethernetl/0/1
7 /31 A (config-if)# ipv6 flow monitor FLOW-MONITOR-1 input

Wiz, R—0A 2 —T 2 A ATAHN T 747 DF=XY) L TOEDIZFEL T
O—EF=HuE A X—T T HHZRLET,

T /3A A (config) # interface gigabitethernetl/0/1
T INA A (config-if) # ipvé flow monitor FLOW-MONITOR-1 input
F/3A A (config-if)# ipvé flow monitor FLOW-MONITOR-1 output

Wiz, A=A 2 =T 2 A ATAHI T 747 DE=Z Y TDI=HIZ2 oD
R on—F=Fh A 32— MZT D0 E2RLET,

7 /3A A (config) # interface gigabitethernetl/0/1
T /3A A (config-if)# ipvé flow monitor FLOW-MONITOR-1 input
T /3A A (config-if)# ipvé flow monitor FLOW-MONITOR-2 output

Wiz, BB 20o004 02T A ATAHNI T 7407 DF=FY T DD
FU7a—F=X% A X—TWZT 50~ LET,

T /3A A (config) # interface gigabitethernetl/0/1

F A A (config-if)# ipv6é flow monitor FLOW-MONITOR-1 input
T NA A (config-if)# exit

/A A (config) # interface gigabitethernet2/0/3

T /5A A (config-if) # ipv6é flow monitor FLOW-MONITOR-1 output

RIZ, YT T =X oTH TV T SNDAT Ty P EZEHIRUIREET, A
NETF T4 v I =T HEI T —F= A =T MIT D0 2R LET,

7 /31 A (config) # interface gigabitethernetl/0/1
T A (config-if)# ipv6é flow monitor FLOW-MONITOR-1 sampler SAMPLER-1 input

ROFITIE, Yo7 T7—RLTA L H =T A ATA X =T NI > TNLH T B —F
=X T T —HBINT GG OEEE R LET,

T /3A A (config) # interface gigabitethernetl/0/1

T /3A A (config-if)# ipv6é flow monitor FLOW-MONITOR-1 sampler SAMPLER-2 input

% Flow Monitor: Flow Monitor 'FLOW-MONITOR-1' is already on in full mode and cannot be
enabled with a sampler.

WOFTIE, 7r—t=FaHV 7 T7—L A RX—TNITEDLLITTHED
2. AV E—T oA AN NS T-ABIBRT 2 HFEEZ R LET,

T /5A A (config) # interface gigabitethernetl/0/1
T /5A A (config-if) # no ipv6é flow monitor FLOW-MONITOR-1 input
7 /3 A (config-if)# ipv6 flow monitor FLOW-MONITOR-1 sampler SAMPLER-2 input
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. match datalink dot1q priority

match datalink dot1q priority

B DEREA

AU RTIFIE

aAvU R E—F

802.1Q (dotlq) EEICNENfEAZ 7o —1L a—RDF—7 4 — )L FE L THRETHITIE, 7a—
La—R a7 ¥ alb—3i a3 E— NT match datalink dotlq priority 2~ > REZfEH L F
T, BEEE7e—La— ROX—7 4 — )L RELTHERTLZ L 28T 5121E, 20
av Y RO ne JERAZMEH L ET,

match datalink dotlq priority
no match datalink dotlq priority

ZOawy RIZIEBIEELITF—U—RiZb ) £ A,
BERNEAL 7 4 — /L RIZHF— 74—V FELTRESINTWET A,

Ju—laoa—Rary74FXal—Igv

avy FERE

EREDAA RZA4 Y

)1)—X EEAR
Cisco 10S XE Fuji ZDa<wy RPREAINE LT,
16.9.2

Jo— Lba—RET7n— 5= F THERATAICE. 1 2 EOF— 7 4 —L RBMLEZRD F
T, ¥— 74—V REF7r—%2KXHTH5LOTT, £70—0DF— 7 4 —/L F|ZiF, —H#HD
—BOEPBEREESNTWVET, F—7 41— /L FNiE, matchz~ > REZHH L CERZSINET,

match datalink dotlq priority = v > ROBH L, 2~ FCHRESNLZ7r—La— x5
7 —F=FPEHEINTNDA X —T A XTI,

wIZ, 802 1Q BB 27— L a—RDFx— 74— /L RE L TRET HHEZRL
£7

/34 A (config) # £low record FLOW-RECORD-1
T /3A A (config-flow-record) # match datalink dotlq priority
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match datalink dot1q vlan .

match datalink dot1q vian

802.1Q (dotlq) VLAN{iZ 7o —L a— RKDOF—7 4 — /)L K& LTCHRETDHICIE, 7a— L
a— R 37 4Fab—3 3 E— T match datalink dotlq vlan =~ > RZ{FEH L E£7,
802.1QVLANfEA 7 e —L a— RKDOF—7 4 —/L KL L THAT S 2 L 2®mehicd 5121, =
Da<wr FOne BREFHLET,

match datalink dotlq vlan {input | output}
no match datalink dotlq vlan {input | output}

B DEREA

aAavU R TFI4ILE

aAvU kK E—F

input NZELTWVWAIT 74 v I7DOVLANIDAF— 74— /L RELTHRELFT,

output NEEFELTWAL T 74 v Z7DVLANID % — 7 41— /L RELTHELET,

802.1Q VLANID [E%— 7 4 —/L K& L CRESN TV EE A,

Ja—la—Rary7 4 FXal— g

avy FERE

EREDAARZA4

J1)y—=x EERAR
CiscolOSXEFuji16.92 Zpa~<wy RREAINE LT,

Juo— La—RKE7a— =X HEATAICIE. 1 22U EOF— 7 ¢ —)L RBRNMEZR ) F
T, F— 74—V RE7e—%2FKT5b0TtH, HF7u—0F— 7 ¢4 —)L FZiE, —#HO
—BOENPREENTVET, F— 74—/ R, match=2~ > RZFH L CTEZSNET,

match datalink dotlq vlan =~ > F® input 3 X T output & — 7V — R|L, match datalink dotlq
vlan 2~ KRRy RU—27 8T 7 4 v ZIZ[EA D 802.1g VLAN ID (ZFE5\WT 7 1 —Z1Eik
FTLIZDIERT 2B R 2HEE L ET,

WIZ, BZELTCND NT7 47 D802.1QVLANID 72— L a— RKDF— 7 ¢ —
JVRELTHRET DB ZRLET,

F/3A A (config) # flow record FLOW-RECORD-1
T /34 A (config-flow-record) # match datalink dotlqg vlan input
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match datalink ethertype

BX DA

ARV ETIAINLb

avU R E—F

/N RO EtherType # 70— L a— RKOF—7 1 — /)L & LTRET DI, 7r— Lba—
K a7 ¢ ¥z l— =3 %F— NT match datalink ethertype =~ > REfEHLET, r v
N @ EtherType # 7 2 —L a2 — RKOX—7 4 — /)L RE L THEAT IR EEZT =T NMZT D
i, Zoa~vy RO ne BREEH L ET,

match datalink ethertype
no match datalink ethertype

Zoawry RZEBIEELEF—UV—REH D THA,
3%y b @ BtherType (3% — 7 4 —/L F& L THESNER A,

Ja—La—Rary7 4 F¥Fal— a3

avy FERE

HEREDAA K1Y

Jiy—=x EERNE
CiscolOSXEFuji16.92 o~y RAEASHE LT,

Jn— La—RNET7n— =X THERAT AL, 1 2L EOF— 7 40—V RBMEZR D F
T, F— 74—V FF7e =220 TY, HF7a—0F— 7 4 —/L RiZiE, —EHD
—BOENPEEINTWET, ¥F— 74—/ KX, matcha~> FE2EH L CEREINET,

match datalink ethertype =~ > RZff LT, /X7 v h® EtherType # 72— L 2 — KD ¥ —
TA4—VRELTRETDE, NI T4y 7 7u—F, A ¥ —T oA A ZHDYBTHNZT
H—F=XZ DA TIESOTERSNET,
« datalink flow monitor > % —7 = A A 27 (X2l — g avr REEH LT,
TRV Ta—F = EPNA U E—T oA RAZEIDV S THRD L, Bib LA Y27
F A L TC—BEDO 7 m—RNER I E T,

sipflowmonitor > % —7 = A A a7 4 Fal—raravy ReEHLT, IP7a—
FT=APA T =T A RTEHDETOND &, B D IPvd 7'v haLXH LT—ED
Tu—MMERSNET,

«ipv6 flow monitor f > % —7 = A X AT 4 Fal— g avr R LT, IPv6
TH—F = AR, =T 2 ATEIDETOND &, BARD IPv6 70 b= /LiZk LT
—Bo7a—nEREINnET,

ZDa<wy R&ET 740 P EIZETIZIE. no match datalink ethertype 3 7213 default match
datalink ethertype 72— L' a— R a7 Xz b—rv gy avy REFEHLET,

WROBITIX, 737 > b @ EtherType % Flexible NetFlow 72— L 32— KD F— 7 ¢ —
WRELTHRELTWET,

7 /3A A (config) # flow record FLOW-RECORD-1
T /3A A (config-flow-record)# match datalink ethertype
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match datalink mac

7a—1a—ROF—7 4— )L RFELTMACT RLAZMBHT L L HICHET DI, 7
oO—La—Rary7 ¥zl —3 3 F— KT match datalink mac =~ > K& L F 7,
Ju—La—RKO¥X—7 4 —)LRELTMACT RLAZFRATIREET 4 BE—7 T 5
WX, Zoa<r RO ne BRXAEHEH L £,

match datalink mac {destination address {input| output} | source address {input |output}}
no match datalink mac {destination address{input| output} | source address{input | output}}

B DEREA

AR TIFIbE

AR E—F

destination address ¥— 74—V FELTHIEMACT FLRAEMEAT S & ICik
ELET,

input ANy ROMAC T RLUAZFREL 7,

output H13%7 > FOMAC T RUVAZRELET,

source address F— 74— L RELTEETMACT RLAZMHHT L L1
HELET,

MACT7 RLRIZ, ¥— 74— RELTHEINTOERA,

Jro—la—RNary74Xalb—T g

avy FERE

FEREDHA K54V

1) =2 EENE
CiscolOSXEFuji 1692 = o~y RNEAXILE Lz,

Jo— la—RNET7n— =X THEHTAICE, 1 2 EOXF— 7 0 —/L RRNMEIZRD F
T, ¥F— 74—V RE7e—%2KXiT5b0TT, £70—0F— 7 ¢ —/L NIZiX, —#O
—BOEPREINTWET, F— 74—/ KX, matcha~> FEHEHL CTEHZEINET,

input 35 X % output ¥ — 7 — K& L T, match datalink mac =~ > R CfH 7 2 BHIA A
YREEL, Ry FT= FTFT T4 v 7 DO—EDOMACT FLACESNT 7 m—2{ERL
\i ﬁqo

GE)

F—H Y Tu—F=ENA B —T A ZAFFIZTVLAN La— NIZEYV LY TERTN D
Yit. JEIPv6 L7213 IPve N7 7 4 v 7 O 7 — I B ER S IVE T,

Zhavwy RaET 740 EREICETIZIX. nomatch datalink mac = 7= 13 default match datalink
mac 7 — La— R a7 4 FXal—Taryavwy ReEHALEST,

WOBTIE, 7ar—Lba—RFOFx—7 r—/)L K& LT, devicelZ Lo TEFE BN
7y hOBEEILMACT RLAZBHTL L HICRELET,
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T /3A A (config) # flow record FLOW-RECORD-1
TN A (config-flow-record) # match datalink mac source address output

WOBTIE, 7a—Lba—RFOFx—7 r—/L K& LT, devicell L > TEIFENBHN
ry ROSHEMAC 7 RLABFERT 2L OICRELET,

T /3A A (config) # flow record FLOW-RECORD-1
7 /3A{ A (config-flow-record)# match datalink mac destination address input
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match datalink vlan .

match datalink vlan

VLANID # 70 —1ba—FKOF—7 44— )L L LTHRETDHIZNE, 7a—Lba—Kar7g
¥ 2 L—3 3 F— FCTmatchdatalinkvlan =~ > RZ{#FEH LE4, VLANIDZ 7o —1L 22—
ROF—7 44—V RELTHEATDZ EEATENTTHITNE, Z0a~vr RO no BEXEFEHL
i‘ﬂ—o

match datalink vlan {input | output}
no match datalink vlan {input | output}

B DEREA

aAavU R TFI4ILE

aAvU kK E—F

input  device "ZELTWA T 74 v ZDVLANIDEZF— 7 4 —/L RELTHRELET,

output device SEELTCWVWAB T 7 4 v 7 DVLANIDZF— 7 4 —)L RE LTCERELET,

VLANID {Z%— 74— /L RL L TRESN TWET A,

Ja—la—Rary7 4 FXal— g

avy FERE

EREDAARZA4

J1)y—=x EERAR
CiscolOSXEFuji16.92 Zpa~<wy RREAINE LT,

Juo— La—RKE7a— =X HEATAICIE. 1 22U EOF— 7 ¢ —)L RBRNMEZR ) F
T, F— 74—V RE7e—%2FKT5b0TtH, HF7u—0F— 7 ¢4 —)L FZiE, —#HO
—BOENPREENTVET, F— 74—/ R, match=2~ > RZFH L CTEZSNET,

match datalink vlan =< > KO input 3 X OF output & — 7V — R|L, match datalink vlan ==~ >~
Ry NU—27 T 7 4 v ZIZEAD VLAN ID IZESWT T r—2E T 5 7o DI
LBMSZEELET,

wIZ, deviceNZELTCWA T 7 4 v Z7DOVLANIDZ 72— L a—RKDFx— 7 40—
NRELTHRETHHZEZRLET,

T /34 A (config) # £low record FLOW-RECORD-1
7 /34 A (config-flow-record) # match datalink vlan input
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match flow cts

77—l a— KD CTS EETLI/N—TZ T B0 N—TF VR ETHITIE, 72—
La—RKRary7 ¥z lb—varyE— FTmatchflowets 2~ REEHLET, 7 A—T7%
JHET7n—Lba—ROxF—7 4—/L L LTHEMT2 2 EE2\HICT DT, Zoa~vr Fo
no A ZMEH L £,

match flow cts {source | destination} group-tag
no match flow cts {source | destination} group-tag

BX DA

AR FIHILbE

YR E—F

cts destination group-tag CTS%87 4 — NV K I N—T%%— 74— /L RELTHEL
32 j‘o

cts source group-tag CTSEFETL7 4 — VR I N—T%F%— 74— )L RE LTHEE
L/ \i—a—o

CTS#EHhFEITEE LT 4 — IV R I N—7, 7a—JiaBl07e— 37T —IDiX, &F—
TA4— L RFELTREINTWERA,

Flexible NetFlow 77— L' 2— K 227 ¢ ¥ a2 L—3 3 > (config-flow-record)

RV —A2TFA4> a7 4F¥alb— 3 (config-if-policy-inline)

avwy FERE

FRLEDHA KS1 Y

) y—2 LERE

Ihawr RREASNEL
7.

Ihavwry RRAFHEEASN
FL7, Zoa<wr NiEUTF
THER—FINTWHETA :

Jn— La—RET7n— =X THEAT AL, 1 2 EDF— 7 40—V RBMEZR D F
T, F— 74—V RF7e—%2RT5bDTT, {H7a—0F— 71—/ KL, —HED
—BOENPEEINTWET, ¥F— 74—/ KX, matcha~ > FE2EH L CERSNET,

WIZ, BRI IN—T Z 7 %F— T 4=/ FL LTRET HH 2R LET,

F/3A A (config) # flow record FLOW-RECORD-1

FONA A (config-flow-record) # match flow cts source group-tag
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match flow direction .

match flow direction

BX DA

ARV ETIAINLb

avU R E—F

Ju—hmE7e—La—RKOF—7 40— /L RELTHETHITE, 7r—La—Kar7g
¥ 2 L—3 3 2 F— KT match flow direction =~ > RZEH L E4, 7u—Ffnz7oa—1
O—RKDOF—T7 4=V RELTHERATAZEZEHICTHITE. ZDa~y RO ne B &2 #
ALET,

match flow direction
no match flow direction

Zoawy RiZXsIEELIESF—U—RiIb 0 T8 A,
Jua—HFAiEF— 74— FELTRERESNTWVEREA,

Za—lLa—Rary74F¥al— 3

avy FERE

HEREDAA K1Y

Jiy—=x EERNE
CiscolOSXEFuji16.92 o<y RAEASHE LT,

Ju— lba— RNEx7a— E=FTHEHRATLICE, 12 LEOF— 70— RBMEIZRD F
T, F— 74— FEI7u—%KRT5bD0TY, H70—0F— 7 4 —/L R, —#HD
—EBOMENPEREINTVET, F— 74—/ N, matcha~ > RE2EHA L CEEZINET,
match flow direction =~ > FiX, 7o—DFmiz%—7 4 — /L FELTHYFFrv LET,
OHREIL, A17e—¢tHh7e—IZx L TH—O 70— =2 RHESNTVIHEAITKD
BbET, £ ANEHATLRET D, 2FEF=F I TS 7 —% o), BRINT S
TDIHERAT N TEET, Zoa~wr NiE, 2207 0= H R TV 554
I, T AR— R ENTET—EZHNDO T 0 —D_T 2 —HEELH-DITHELSEELH Y £3,

RIZ, Za—RE=F 3Nl TmE®— 74—V FE LTRET P2 RLET,

T34 A (config) # flow record FLOW-RECORD-1
T34 A (config-flow-record)# match f£low direction
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match interface

ANA =Tz A A MA v =T =2 A% T n— La—RFDx— 71— /L FL LTHK
ETAHIZE, 7u—la—FKary7 Xz lb—32 3 F— KT match interface =~ > K& f#
HALET, ANA =T RAEMNA X —T 2 A A% 70— La—ROx— 7 1 —/b
RELTHEHATLIZEEBHICTHITIE, Z0a~vr FOno BXAEZFEHLET,

match interface {input | output}
no match interface {input | output}

B Dk

i
N

aAavU R TFI4ILE

AR E—F

input AfA L F—T A AEF—T 44—V RELTRELET,

output (L H—Txf AEF— T 4— L FELTHRELET,

ANIA B —T A RIS B —T A AT, F— 74—V FELTHEINTWEYR
/L/o

Jao—la—Rary7 4 FXal— g

avy FERE

FEREDAA RSM4 Y

)1)—2 EERNE
CiscolOSXEFuji16.9.2 = oo~y RNEASHE LT,

Jua— la— Rz 7u— F=XTHEHRATHICE. 12U EOF— 7 40—V RBRMLEIZRD F
T, F— 74—V FF7e—2KMT550TY, £H7a—0F— 7 4 —/)L RiZid, —HEHD
—BOENPNREENTVET, F— 74—/ FiZ, match2~ > RZFH L CTEZSNET,

WIS, ANA B =T =2 Aex— T 4=V RELTHEST DB ZRLET,

T /3A A (config) # £low record FLOW-RECORD-1
F /A A (config-flow-record) # match interface input

Wiz, A v 2 —T 2 A%FX— 74— )L RELTRETHHEZRLET,

T /3A A (config) # flow record FLOW-RECORD-1
7 /3A A (config-flow-record) # match interface output
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match ipvd .

match ipv4

77— La—RO¥x— 74— /L RELTIDULEDIPVE 7 4 — /L RERET HIZIE, 71—
La—Rary74¥alb—3aryE— RNCTmatchipvd 2~ FEfEHLET, 7a— L a—
ROF— 74—V RELTIDOLUEDIPVE 7 4 — VW REFEATOIREEZT =T NMIT D
WX, Zoa<r RO ne BRXAEHEH L £,

match ipv4 {destination address | protocol | source address | tos | ttl | version}
no match ipv4 {destination address | protocol | source address | tos | ttl | version}

X DA destination address — 7 (— /L F& L CIPV4%E%E7 RLAZERELET, #EMIcHOWT
X, match ipv4 destination address (44 ~X—37) ZHHL T E &V,
protocol X— 7 4—/LRELTIPV4A 71 haLZRELET,
source address X¥— 74—V RELTIPVASELET RLAZRELET, FEMIZONT
¥, match ipv4 source address (45 X—) ZZHML T E I,
tos ¥— 74—V RELTIPV4ToS ZHELET,
ttl 7n— La— ROFx— 74—/ K& LT IPv4 17t Al REFER (TTL)

74—V RERELET, sFMIZ OV T, matchipv4ttl (46-2—7)
LTI,

version F— T 4=V RELTIPVENYZ—DIP N—T 3 VERELET,

a—PEFEO 7o — L a—KDOF— 74— /LKL LTI DL EDIIPVE 7 4 — L REHEHTS
FEIT., A R —T N> TWER A

AU RTIHIbE

aAvY R E—F Zr—la—Rar74¥al—ar
avy FERE )1)—=2 EZENE

CiscolOSXEFuji16.92 Zpa~y FEASHE LT,

Jo— lba— R REx 77— 5= MEATHICIE. 1 DU LEOF— 7 40— )L RBRMEIZAD F
T, ¥F— 74—V REF7r—%2KHTH5HLOTT, £7a—0DF— 7 4 —/L FiZiX, —E#HD
—BOENPRESNTVET, F— 74—V FiZ, matcha~ > REH L CERZSNE T,

FEREDHA FS14 Y

WOFITIE, F— 74—/ FELTIPvd 7 balZRELET,

5 /NA A (config) # flow record FLOW-RECORD-1
T /3A A (config-flow-record)# match ipv4 protocol
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. match ipv4 destination address

match ipv4 destination address

BX DA

ARV ETIAINLb

avU R E—F

IPv458%E7 RL A&7 — La—ROdx— 74— FELTRETDHITIF, 7r—Lba—FR
27 4 F 2 bL—3 3 F— T match ipv4 destination address =~ > FZfEH L £9, 1Pv4
SAET N A% T7n— La—RKDox— 74— /L N LTHERTOREELT 4 BE—7 12T 5
i, Zoa~vy RO ne BREEH L ET,

match ipv4 destination address
no match ipv4 destination address

Zoawy RiZIsIEELIESF—U—RiIb 0 FH A,
IPv4 56557 RLAEF— 74— L RELTRESNTWVERA,

Ja—La—Rary7 4 F¥Fal— a3

avy FERE

HEREDAA K1Y

Jiy—=x EERNE
CiscolOSXEFuji16.92 o~y RAEASHE LT,

Jn— La—RNET7n— =X THERAT AL, 1 2L EOF— 7 40—V RBMEZR D F
T, F— 74—V FF7e =220 TY, HF7a—0F— 7 4 —/L RiZiE, —EHD
—BOENPEEINTWET, ¥F— 74—/ KX, matcha~> FE2EH L CEREINET,

ZOawy RET 74V FEEIZKETIZIX, no match ipv4 destination address & 72| default

match ipv4 destination address 72— L a2 — R a7 4 Xal—v g a~v s RefHLE
j—O

WOFHTIE, IPVA ST KL A% 70— La— RDF— 74— )L RELTRELE
—é‘o

7 /3A A (config) # flow record FLOW-RECORD-1
T /3A A (config-flow-record)# match ipv4 destination address
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match ipv4 source address .

match ipv4 source address

BX DA

ARV ETIAINLb

avU R E—F

IPv4 X507 FLAZ 77— La—ROF— 74— /L RELTHRET DT, 7r— Lba—
K=a>7 0¥ a2l —v a3 %— KTmatchipvdsource address =~ > K& L EF, 77—
La—Rox— 74—/ RELTIPVAXRELT FLAZMHTOREELT 4 E—7/MZT D
ik, Zoa~vr Rono BREZEHLET,

match ipv4 source address
no match ipv4 source address

Zoawy RiZXsIEELIESF—U—RiIb 0 T8 A,
IPv4 BECT RLARF— 74— L RELTRESINERA,

Za—lLa—Rary74F¥al— 3

avy FERE

HEREDAA K1Y

Jiy—=x EERNE
CiscolOSXEFuji16.92 o<y RAEASHE LT,

Jn— La—RFET7n— =X THERT AL, 1 2 EOF— 7 40— L RBMEZR D F
T, F— 74—V FF7e—%2KMTE2L0TY, HE7a—0F— 7 4 —/L FiZid, —EHD
—BOENPEEINTWET, F— 74—/ KX, matcha~> FE2EHL CEREINET,

ZOawy RET 74V FEEIZKETIZIE, no match ipvd source address & 7= default match
ipvd source address 72— L a2 — R a7 s Xalb—v gy avr ReHLET,
WIZ, F—= 74—V FELTIPVEFELT L RAZRET D02~ LET,

T /3A A (config) # flow record FLOW-RECORD-1
T /3A A (config-flow-record)# match ipv4 source address
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match ipv4 ttl

BX DA

AR R FI4ILE

avU R E—F

7r—La— RO¥x— 71—/ e LTIPv4 fefie AlRelef] (TTL) 74—V RERET S I
X, 7e—la—RKar74¥al—r 3y F— KN CTmatchipvdttl 2~ REHHALET,
7o— L a—KO%x— 74— /L RKELTIPVATIL AT R ELT 4 £—7 M T DI
X, Z0a<r RO no BERZ2HEHL £,

match ipv4 ttl
no match ipv4 ttl

ZOa<y RIEBIEELIIF—TU— RiZb v A,
IPv4 Tife TRERERT (TTL) 74— /L RiE, ¥ — 74— /L RELTRESINTWVERA,

Ja—La—Rary7 4 F¥Fal— a3

avy FERE

HEREDAA K1Y

Jiy—=x EERNE
CiscolOSXEFuji16.92 o~y RAEASHE LT,

Jo— lLa—Rix7a— =X TREHATHICE. 1 2B EOF— 7 40— RBMLEIZRD F
T, F— 74— REI7e—%KiT5HDTT, 70 —0DF— 74—V NIiZiX, —#ED
—BOMEPRESNTWET, F— 70—/ RiL, matchipvd ttl =~ > REMH L CTESR
ET,

Iz, ¥— 74—/ KL LTIPVATIL 2R ETHHZRLET,

T3 A (config) # flow record FLOW-RECORD-1
T /31 A (config-flow-record) # match ipv4 ttl
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match ipv6

match ipv6 .

77— La—ROF— 74— /L RELTIDLULEDIPV6 7 4 —/V RERET HIZIE, 71—
La—Rary74¥alb—3arE— RNCTmatchipve 2~ FEfHLET, 7a— L a—
ROF— 74—V RKELTIDOLUEDIPV6 7 4 — VW REFEATIREET 4 E—TNMIT D
WX, Zoa<r RO ne BRXAEHEH L £,

match ipv6 {destination address | hop-limit | protocol | source address | traffic-class | version}
no match ipv6 {destination address | hop-limit | protocol | source address | traffic-class | version}

i
N

B Dk

AR R FI4ILE

avU R E—F

destination address ¥— 74— L RE LTIPVASEIET RLAZERTE L ET, ZEHM
IZ DUV CIX, match ipv6 destination address (48 ~X—37) % MR
LTLEEN,

hop-limit F—T7 44—V RELTIPVOR YT VI hERELET, &f
HELZ- DU TIX, match ipv6 hop-limit (49 =X—7) ZHM LT
<&,

protocol ¥— 74— L RELTIPV6 7B Fa v aRELET,

source address F— T 4L RELTIPVSEET FLAZRELET, M
IZDUWN T, match ipv6 source address (50 ~<X—3) ZZHL
TLEEWY,

traffic-class X— 74—V RELTIPV6 T 7 4T 7T AZRELE
‘a‘o

version F— T 4 — L RELTIPV6~y Z—DIPv6 "— 3 L HiRIE
Li‘g‘o

IPv6 D47 4 —/L Rid, F— 74—V RELTRESINTWERA,

Za—lLa—Rary7 4 F¥al— 3

avy FERE

HEREDAA K1Y

J1)—=x EERNE
CiscolOS XEFuji16.92 o<y RAEASHE LT,

Jn— La—RFErT7n— =X THERT AL, 1 2 EOF— 7 0 — L RBMEZR D F
T, F— T 4=V FNE 72X TEELOTT, F7 2 —DF— 74—/ NiZid, —#ED
—BOENPEEINTWET, F— 74—/ KX, matcha~> RE2EH L CEREINET,
WOFITIE, F— 74— FELTIPV6 7 baL 74—V RERELET,

F/3A A (config) # flow record FLOW-RECORD-1
T /34 A (config-flow-record) # match ipvé protocol
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. match ipv6 destination address

match ipv6 destination address

B DEREA

AU RTIFIE

aAvU R E—F

IPv658%7 LAz 7 — La—ROXx— 74— /L FELTRETDHITIE, 7r—La—F
27 4 F 2 b—3 3 F— T match ipv6 destination address =~ > F&ZfEH L 3, IPv6
SAET N A% T7n— La—RKDox— 74— /L N LTHERTOREELT 4 BE—7 12T 5
i, Zoa~vy RO ne BREEH L ET,

match ipv6 destination address
no match ipv6 destination address

ZOawy NIZFBIEELEEF— TV —FEH D TH A,
IPv6 3657 RL A EXF— 74— L RELTRESINTWVERA,

Ja—lba—RNary7 4 FXal— g

avy FERE

FEREDAA KAV

1) =2 EENE
CiscolOSXEFuji 1692 = o~y REASLE LTz,

Ju— La— RNy 7u— B=X THEHATAHICE. 1 2L EOF— 7 40— L MBI F
T, F— 74—V FREF7e—2XTHrHLDOTYT, F7a—0F— 7 4 —/L FiZiE, —#HD
—BOENREENTVET, F— 74—/ L, match2~ > RZHH L CEZESNET,

ZOawy RET 74V FEEIZETIZIX, no match ipv6 destination address & 7- % default
match ipv6 destination address 72— L 2 — R 27 4 Xl —v gy avr RaHLE
ED

KOFITIE, F¥— 74— /L RELTIPV65EET RLAZRELE T,

F /34 A (config) # flow record FLOW-RECORD-1

F A A (config-flow-record) # match ipv6é destination address
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match ipv6 hop-limit .

match ipv6 hop-limit

BX DA

AR R FI4ILE

aAvU R E—F

Ja— 1l a—KOX—7 44— /L RFELTIPV6FR Yy 7Y Iy hERETDHITIE, 7e—La—
K ar7 4 %o b—3 3 F— KT match ipv6 hop-limit =~ > N&HHLES, 7u— L
a—RKOF— 74— /L RELTIPV6 Xry OB va 2T EET 1 B—7MIC
THIZE, Zoavr Fone BXE#EHLET,

match ipv6 hop-limit
no match ipvé hop-limit

Zoavy FIZFBIERELITF—U—NIH Y A,

A—PELOT7H— La—RFOxF— 74— L FELTIPv6 Ry 7 Uy M T o&iE
&j:\ :7:\‘7%/1/ ]\ "G‘/f 7‘\»—7“/1/0173?0“(1/‘?‘)@_‘/&/0

Jo—lLa—RKRary74F¥al—vagr

avy FERE

FREDHA K514

J1)—=x EEAR
CiscolOSXEFujil6.92 Zpa~y FREASNE LT,

Jo— la— K& 77— =X THEAT IO, 12U EDOF— 7 0 — L RN F
To ¥— 74—V RE7e—%2KHFTH5HDOTT, £7r—0OF— 7 4 —/L R, —#HO
—RBOENPRESNTVWET, ¥— 74—V RIL, matcha~ > REFH L TERINET,

I, F—= T 4=V RFELTT7u—= Ty bOKRy T VI y FEaRET HH1ZRL
3

/3 A (config) # flow record FLOW-RECORD-1
T /31 A (config-flow-record) # match ipvé hop-limit
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match ipv6 source address

BX DA

ARV ETIAINLb

avU R E—F

IPv6 EEILT RL A& 7n— L a—RDO¥x— 74— /L FE LTRET DHITIE, 7r— La—
Kar7 ¥ al—3v 3 E— KTmatchipvésourceaddress 2~ R&fHLET, 7nu—
La—RDx— 74—/ FELTIPVOXELT FRLAZBEHTOIRELT 4 =7 T 5D
WZiZ, Zoa<wr Fone BRXEFHALET,

match ipv6 source address
no match ipvé source address

Zoawy RiZIsIEELIESF—U—RiIb 0 FH A,
IPv6 EETET FL A EF— 74—V RELTHESNNTWERA,

Ja—La—Rary7 4 F¥Fal— a3

avy FERE

HEREDAA K1Y

Jiy—=x EERNE
CiscolOSXEFuji16.92 o~y RAEASHE LT,

Tn— Lba—RRE7u— F=F THERT I3 12U EOF— 70—/ RRKEITR Y F
To F— 74—V NET7r—2KHT25HDTT, H£7r2—0DF— 7 ¢ —/L R, —ED
—BOENRESNTVET, ¥— 74—V RIX, matcha~ > REFHLTERINET,
ZOawy RET 740 FEEIZKETIZIE, no match ipv6 source address & 7= | default match
ipv6 source address 72— L' a2 — R a7 X lb—v gy avr ReHLET,

WIZ, IPV6 XfZILT FL A& F— 74—/ FE LTRHRET D0 2R L £,

T /3A A (config) # flow record FLOW-RECORD-1
T /3A A (config-flow-record)# match ipvé source address
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match transport .

match transport

77— La—RDOFxF— 74— L RELTIDOUED NV AR—F 74— /L RERET DHIC
i, 7e— L a—Kar 7 4 ¥ ol —3 3 F— FT match transport 2~ F&EHA L E
9, 7a— L a—RKOF— T 4 — L RFELTIDUED NI U AR—F 7 40—V REFHEHT
HRERT 4= NMITHIIE, ZDa~<wr RO no BXREHHLET,

match transport {destination-port | icmp ipv4 | icmp ipv6 | igmp type | source-port}
no match transport {destination-port |icmp ipv4 | icmp ipv6 | igmp type | source-port}

i
N

B Dk

aAavv R TFI4ILk

aAvU kR E—F

destination-port % — 7 ¢ — /L KL L TChT L AR— MR — FNERELET,

icmp ipv4 ICMPIPVA DX AT T 4 —/V REa—R 74—V Fedx— 71— /L L L
THRELET, MOV TIE, match transport icmp ipv4 (52 <X—) %
ZRLTIESN,

icmp ipv6 ICMPIPV6 DX A F 7 4 —/L R a—R 74— L R&Edx— 7 4—LFEL
TaE LET, #HHIZ-SVCiE, match transport icmp ipv6 (53 ~<—7) %
ZRLTLIZEN,

igmp type VAT DRI E S XA L RAF T EF— T 4 — L FE LTREL
7,
source-port F— T 4=V RELTHF IV AR FEELR—FEHRELET,

S AR—RF 74— FE, F— 74— L RFELTERESNTWERA,

Ja—la—Rary7 4 FXal— g

avy FERE

EREDAARZA

J1)y—= EEAR
CiscoIOSXEFuji16.9.2 = o<y RNEASHE LT,

Ju— la—REzr7o— =X THEATAIZE, 1 2L EOX— 7 0 —)L RBWLIEEIZR Y F
T, F— 74— N FE7e—%XBTH5HDTT, {70 —0DF— 70—/ N, —#HD
—EOENRBEINLTVET, F— 74— /L NiE. match=z~ > REHHLCERERINET,
WROFEITHE, AR —bhed— 74—V FELTERELET,

/34 A (config) # flow record FLOW-RECORD-1
7 /31 A (config-flow-record)# match transport destination-port

WO T, BlETR—F2F— 74— L RELTHRELET,

T /3A A (config) # flow record FLOW-RECORD-1
T /3A A (config-flow-record)# match transport source-port
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match transport icmp ipv4

ICMPIPV4 DX AT 74— RKEa—R 74— RE 70— La—FDF— 74—V KEL
THRETDITIE, 7e—1a—FKar7 Xz b— 3 F— K Tmatchtransporticmp ipv4
av  REFHLET, ICMPIPVA DX A 74—V REa—R 74— VK& 70— La—
ROF— 74—V RKELTHERTIOET 4 =7 T 5121, Zoa~vy Ko ne B
FEHLET,

match transport icmp ipv4 {code | type}
no match transport icmp ipv4 {code | type}

‘X0

‘E-IDII:I

B

AR TFI4IE

AR E—F

code [CMPIPV41— K& F— 7 1 — /L RELTHRELET,

type ICMPIPV4 X A 7% —T7 4 — L RELTHRELET,

ICMPIPV4 DX A 74—V KL a—RK 74— )L RiEF— 74— /L FELTREINTNE
B A

Juo—la—RNary74Xalb— g

avy FERE

FEREDHA K54V

1) =2 EENE
CiscolOSXEFuji 1692 = o~y RNEAXILE Lz,

Jo— la—RNE7n— =X THEHTAICE, 1 2 EOXF— 7 0 —/L RRNMEIZRD F
T, F— 74—V RF7e—%2XHT5L0TTH, F70—0F— 7 4 —)L R, —#HO
—EBOEPEEINTWET, F— 74—V FiE, match=2~ > FEFEHLTERSINET,

KIZ, ICMPIPv4 2— K 7 4 — /L F&EF— 74— /L RELTHRETHHERLET,

T /3A A (config) # £low record FLOW-RECORD-1
T /3A A (config-flow-record)# match transport icmp ipv4 code

WRIZ, ICMPIPVA A 7 74—V REF%— T 4 — /L RE LTRHET D Z R LET,

/31 A (config) # £low record FLOW-RECORD-1
7 /3A A (config-flow-record)# match transport icmp ipv4 type
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match transport icmp ipvé .

match transport icmp ipv6

ICMPIPV6 DX AT 74— RKEa—R 74—V K& 70— La—FDF— 71—V KEL
THETDHITIE, 7e—Lba— R a7 Xz L—3 3 F— K Tmatch transporticmp ipv6
av  REFHLET, ICMPIPV6 DX A7 74—V REa—R 74— VK& 70— La—
ROF— 74—V RELTHERATZOET =7 T 5121, Z0a~<2 KD no BX%E
FEHLET,

match transport icmp ipv6 {code | type}
no match transport icmp ipvé {code | type}

B DEREA

AR TFI4IE

AR E—F

code [Pv6ICMP— K& F— 7 1 — /L RELTHRELET,

type IPv6ICMP ¥ A V2% — 7 4 — L RELTHRELET,

ICMPIPV6 ¥ A 7 74—V FBLORa—FK 74— REx— 74— L FELTHREZINLTY
¥ A,

Ja—Lba—RNary74Fal—Tar

avy FERE

FEREDHA K54V

1) =2 EENE
CiscolOSXEFuji 1692 = o~y RNEAXLE Lz,

Ju— la—RNE7a— F=F AT, 1 OUEOX— 7 4 —L RBRMLE|IZRY F
T, F— 74—V REI7e—%2KT5b0TY, K 7a—0DF— 7 —/L i, —HED
—EBOEPEEINTWET, F— 74—V FiE, match=2~ > FEFEH L TERSINET,
WO TIE, IPV6ICMP 2— R 74— /L R&F%F— 74— L RELTHRELET,

T /3A A (config) # £low record FLOW-RECORD-1
T /3A A (config-flow-record)# match transport icmp ipvé code

OB TIE, IPVOICMP # A4 7 7 4 — /L FEFX— 74— /L FELTRELET,

T /NA A (config) # flow record FLOW-RECORD-1
7 /3A A (config-flow-record)# match transport icmp ipvé type
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mode random 1 out-of

FURENY T T BT L, Flexible NetFlow V> 77 — D3 v EEZFRET 51
. 79— a7 X2l —3 3 F— KT mode random 1 out-of =~ F&EFH L *
7, Flexible NetFlow %> 77 — D37 v MR A HIBRT 2121, 203~ RO no JEX
EEALE9,

mode random 1 out-of window-size
no mode

B DR

i
N

AR TFI4ILbE

aAvU R E—F

window-size )X/ NEFIRT DT 0 Ry P A X2 ELET, HETE HEMHIL2~1024
<7,

YT T—F—RENT Yy MBI E SN TWERA,

Yo7 —ar 7 4 Falb— gy

avy NERE

FEREDAHA RS2

\}

1) —Z EERNE
CiscolOSXEFuji 1692 Zpo~y RpEASE LTz,

TlE, FHSDEADOY 7T =B R—hSHTWET, ~Fy ME, h T 7497 " F—
YDONRAT AuBHN L, F=Z Y T EENET D00 DA —PIZ K DFIT A BN T L HIET
BIRENET,

3l

GE)

deterministic ¥ — 7V — Fl|Z., 2w RIA L D~NINT RN U IR RENFET, h—
ShTWHWEHA,

WKOFTIZ, T4 R AL 1000 TT ALY T Tl x—T I LET,

T /3A A (config) # sampler SAMPLER-1
T /31 A (config-sampler)# mode random 1 out-of 1000
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option .

option
Flexible NetFlow D7 0 — T/ AR—=F DA T a v DT —H NI A =R EFRET HITE, 7
O— T/ AR—H a7 4FXal—aF—RKToption 2~ FZEALET, 7o—=
JAR—=BDOF T a DT =4 NFA=2EHRT5I121E, Z0a~vy RO no JBREHA
IJ i ‘a_o
option {exporter-stats | interface-table | sampler-table} [{timeout seconds}]
no option {exporter-stats | interface-table | sampler-table}

WX D5 exporter-stats 7 n— xR K S OREHERA T 3 R RE LT
interface-table TR =TI AR—=EDA L H =T 2 A AT =TI F T3

YEBIELET,

sampler-table T — T AR—=EDITYT AR—F Yo TT7—F—T )L

AU R TIHIE

AR E—F

AT arERELET,

timeout seconds (FE) 7a—x 7 AR—FDOF T a v OFERHEZR
HACRELET, fHETE HHiMHIL 1 ~ 86400 TF, 7
7 %V MX 600 TT,

ZA LT T ME600 T, iOTXTOFTvay T—F NRIA—FFTREINLTNES
Ao

TH— TV AR—HF AT 4 Fal—a

avy RERE

FEREDHA FS14 Y

1)1)—=R EEANE
CiscolOSXEFuji16.92 Zpo~y FMEASHE LT,

option exporter-stats =~ > RZE(TT 5L, La— N A ML *ESN Ty Mg
E. I AR—F OFFHERNEMICERE SNET, Zoavr FEEHLT, a7 %X
ZETLTIAR—F La—Fory MERZABEOV 3, 27 a D84 L7 T RT
E, VA= IR EESNLIHELZEHETEET,

option interface-table =~ > N2 FETT DL, A7V a v T—T7APEMIITEESNET,
IOFTvar T—7NEMHEHALT, a7 iE7e— La— RIGEREI LTV S SNMP A
VE—T 2 A AA VT I RAEH/A VB —T 2 ALy T LET, S arDEA
AT RTIHE, VR—FMDREEINOBELERETEET,

option sampler-table =~ > N2 FE(TT 5L, A7V a v T—7NEMBICKE SN ET,

IOF T ar TN, VT T —OBREOFEHNEEINTEY ., ZhEfAL T,
AL ZIEREOT7a— La— RIS TWAHAH 77 —ID %, 71 —OaHEHRD A
=Ty FIMERARERR By BT LET, A7 a DX A LT T NTHE, LAR—
FREEESNABELALEECTEET,
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. option

Zpawy RET 740 MEREICETIZIL, nooption F 721X default option 7 17— T 7 AR —
ZarZ 4 Fal—varavry REFERALET,

KOFITIE, Yo7 o7—F 7> ar T—NLOEMREEEA F—T NI LT, =
VIR T T T—1IDEaY T T—DH AT L — M~y BT 5 5EARLE
KR

T /54 A (config) # flow exporter FLOW-EXPORTER-1

T /31 A (config-flow-exporter) # option sampler-table

WROBITIE, La— N Ao ML BMESHIEAT Yy MR E =7 AR —=F Ot
FHEW ORI 12855 A R — TN B H AT LET,

T /3A A (config) # flow exporter FLOW-EXPORTER-1

T /3A A (config-flow-exporter)# option exporter-stats

KOFITIX, 7 ar T—TNVOEMEREELZ A X—T NI L, TOF T g
T—TNEalL X THEHLT, 7r—La— RZREHEEII TS SNMP A > & —
T2 AARAA VT I A HE—T 2 AZII~ v T T 55 EEZRLET,

T /34 A (config) # f£low exporter FLOW-EXPORTER-1
T /31 A (config-flow-exporter) # option interface-table
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record

record .

Flexible NetFlow 70 —F =X D7 —L a— KZBMTHIZE, 7o—F=HF a7 4F=a
L—33 2 F— RTCrecord 2~ R&{HEH L F I, Flexible NetFlow 7 2 —F =4 D7 11— L
a— REEIRTAI2IE. Z0a<r Fone BEREHHLET,

record record-name
no record

B DEREA

AR TIAIE

ATV R E—F

record-name FHFIZHRTE L2 —PFERDO 7 a— L a— ROLH,

7a— La— RIREINTWHEREA,

Ja—F=HK a7 4 Fal—g

avy RERE

FEREDHA FS14 Y

N

1)1)—=R EEANE
CiscolOSXEFuji16.92 Zpo~y FEASHE LT,

Tua—F= X T LI, Frvva L PIORNERBIOLVA T U MNEERTHLa— KBy
ECTT, 70— F= NI FEIERFRERFALI—FR 77—~y bD 1 22EHTHZ
LY, B —YRMEDOLa—F 73—~y FEERTDHZ L TEET,

3l

GE)

7r—F=%Trecord 2~ RO/XT XA —X%ZZEHF HH{IZ, no ip flow monitor =~ > K%
EALT, T_XTOA =T =2 ANBEHAFEADO 7 —F=Z ZHIRTLLERH Y £
7

WOH T, FLOW-RECORD-1 T 5 L5127 n— =4 2RELET,

T /3A A (config) # flow monitor FLOW-MONITOR-1
T /3A A (config-flow-monitor)# record FLOW-RECORD-1
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. sampler

sampler

Flexible NetFlow 217> K |

Flexible NetFlow 7 1 —4% 7" —ZAER T 2 5>, E 7213BEAF D Flexible NetFlow 7 v —H 7
S —%758 L, Flexible NetFlow %> 7T — a7 4 ¥ a2 L— g F— FE2EBT 5T,
Jra—sL a7 4 X¥alb—3 g E— R Csampler 2~ REFHLES, 77 —%
HIER 221X, Zoa~<wr Rone B ZEHA L £7,

sampler sampler-name
no sampler sampler-name

B DEREA

AR R TFIAILE

ATV R E—F

sampler-name {ERRF - 13IEFI 5 70— H 27 F—DLHI,

Flexible NetFlow 7 2 —H% > 7T — IR ESINEF A,

JFa— ) ar7 4 Xab—ag

avy RERE

FEREDHA FS14 Y

3l

=2 LENE

CiscolOSXEFuji16.92 Zpa~y FNEASHE LT,

Ta—H% T 3o snbd ATy MEERIBTAZET, VT T4 v I EE=XTHRED
|Z Flexible NetFlow (2 L > TRy hT—27 T34 A THEULAMEBRKT D7D S E
T 2~1024 X7y FOHEIFHND 1 Ny FOEIGTH T 7 L—hERELET, 7
o—H% 7T —L. 7Y 7 I Flexible NetFlow 2 E¥ET 52 7-0Dlc7u—8 =% & &
BIZA U F—T oA ATHEHHASINET,

Ta— Y TN T EAR—TNMCTDHITNE, N T I aHRICERLT, Tr— =4
WCEID B CTHLa—RERELET, A ¥ —T2f RV T T—F7un— =X %l
HATDE, o7V o737y NIV I =itk o THRESNLZL— FTHOMr &,

Tu—E=HInT o7 r—La— RERISNET, ot shd Ty FR7e—Lba—
RIZL > THRESNEZRMEZMZTHE, 7o—F=4 Sy v 2 ZBMENET,

wiz, 7a— Y77 —0O4H SAMPLER-1 Z1ERkT 5 flA2 < LE9,

T /3A A (config) # sampler SAMPLER-1
T /NA A (config-sampler) #
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show flow exporter .

show flow exporter

Ta— T AR—HDAT—H A LFEFHEREFERT DL, FiHE EXEC £— K T show flow
exporter =~ > NafiH L ET,

show flow exporter [{broker [{detail|picture}]|export-ids netflow-v9 | [name] exporter-name
[{statistics | templates}] | statistics | templates} ]

BX DA

broker (f£&) FlexibleNetFlow 7 @ — =7 AR—=HX DT a0 —HDAT—H A
B B RoR LT

detail (ER) 70— = AR— 2 OF o— BT B AN @A FT L
i@—o

picture UER) 70— KB % TR LET,

export-ids netflow-v9  ({£.3) =727 AR — N A[E/2 NetFlow /N— 3 V9= AR— K 7 ¢ —
NWREZDID ZERRLET,

name (ER) 7u—x 7 AR—FDOLATZRELET,
exporter-name (EE) LANCRES N7 v —x 7 AR—Z DA,
statistics (FE) I _XCoO7e—x2J AR—FEIFRESNT7n—x2 T R

H— 2 OFEHEBE TR LET,

templates EE) TR TO7a—/ AR—FERFHRESNT-7e—x2 7 X
R—=FDOT T — MEREF TR LET,

aTURFI+LE L
AT R E—F FiHE EXEC
avy FERE )1)—=x EEAR

CiscolOSXEFuji16.92 Zzpa~<wy RREAINE LT,

WIZ. device TREINTVATRTD IO — TF AR—FDAT—HX A LHKeHER
A FRRNT DHHERLET,

T /3 A4 show flow exporter
Flow Exporter FLOW-EXPORTER-1:
Description: Exports to the datacenter
Export protocol: NetFlow Version 9
Transport Configuration:
Destination IP address: 192.168.0.1

Source IP address: 192.168.0.2
Transport Protocol: UDP
Destination Port: 9995
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Flexible NetFlow 217> K |
. show flow exporter

Source Port: 55864
DSCP: 0x0
TTL: 255
Output Features: Used

WDFET, ZOHNIERINAEERT 4 —/ RIZOWTHEALET,

%= 1: show flow exporter D 7 1 — )L K DE5EA

J4—ILFK B2l

Flow Exporter BE L7 v — 7 AKR—H DI,

Description T AR—ZIZRE LTz, £id=2—%
EFDT 7 4V ~OFH,

Transport Configuration ZDTIAR=BZD TV AR— I NRET 4 —
VR,

Destination IP address SRR A NDIP T KL A,

Source IP address T AR—NENT Ty NTHERAEN S %
fEILIP 7 KL A,

Transport Protocol T AR—FENT Ay NCEAEND B
FUAR—Ng7re kan,

Destination Port T AR—NENT Ny FREEEINH%
JE UDP R — k,

Source Port T AR— MENT Ty RBREEEN D%
{§70 UDP &R — |k,

DSCP Differentiated Services Code Point (DSCP;
DiffServ =— K "1 > F) 1,

TTL Ffoe AT RERFHIAIEL

Output Features output-features =~ > R2MEH SN2 E 9

MERTELET, Zoa~vr RREHIND
L. Flexible NetFlow =7 AR — k /4> K |
THIIBREN TSN E T,

KIZ, device TRESNTNDTRTOT B — 2J AR—FDAT—H A LHFHFHEH
EFRANTOHBERLET,

7 /3 A4 show flow exporter name FLOW-EXPORTER-1 statistics

Flow Exporter FLOW-EXPORTER-1:

Packet send statistics (last cleared 2wé6d ago):
Successfully sent: 0 (0 bytes)
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show flow interface .

show flow interface

A % —7 = A AD Flexible NetFlow ZEB L PNAT —Z 2 %2 Fr1 5121, $iME EXEC £—
R C show flow interface =~ > FZ{#HH L £,

show flow interface [fype number]

BX DA type (ff-7) Flexible NetFlow 7 H 7 7 4 v Vi EH AR TT AL L Z—T =2 A AD
B2AT,
number  ({£7) Flexible NetFlow 7 Hh 7 > T 4 » VR EHRE T RTDHA L X —T = A AD
B
aAavy R E—FK b EXEC
avy FERE )1y—= EEHNE

3l

CiscoIOSXEFuji16.92 zoppa<y RAEAIIE L7,

W, A =%y b A Z—TxAZ%0/0 & 0/1 D Flexible NetFlow 7 H 7 T 4 v 7
BREEFRTTHHEZRLET,

7 /3A A4 show flow interface gigabitethernetl/0/1

Interface Ethernetl/0

monitor: FLOW-MONITOR-1
direction: Output
traffic(ip): on

/3 A4 show flow interface gigabitethernetl/0/2
Interface Ethernet0/0

monitor: FLOW-MONITOR-1
direction: Input
traffic(ip): sampler SAMPLER-2#

WDFET, ZTOHNIERINDIEERT 4 —V REHALET,

% 2: show flow interface @ 7 1« — )L K DEREA

J4—)L |EREA
g

Interface |fEWMMABEHINADA X —T =1 &,

monitor Ao =T 2 ALIZERTEINTWD 7 a—F=%D4Hi,
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Flexible NetFlow 217> K |
. show flow interface

J4—)L |EREA
g

direction: | 7o —F=H Lo TE=ZFEINTND T T 4 v 7 DA,
R OEFTRETT,
elnput : £ > H—T 2 A ABRZFELTWDL T T 4 v 7,

«Output : A X —T = A ANKELTWDL T T 17,

traffic(ip) | 7o —F=2ZPN@EET— LY FT7—F—FDELELTHLIMNERLET,
IROENFTHE T,
son : WHEE— K,

ssampler : ¥ 77— F— K (Ho 77 —DLAIbERINET) |
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show flow monitor .

show flow monitor

Flexible NetFlow 7 71— E =4 D AT — X A L IREHERZ FoRT 5121, ¥4 EXEC £— KT
show flow monitor =~ > RZ{FEH L E9,

show flow monitor [{broker [{detail | picture}]| [name] monitor-name [{cache [format {csv |
record | table}]}] | provisioning | statistics} |

W DEH broker () 70— =407 a—h DRI HiFle 27 LET,
detail (HEE) 7r— E=207 n—HICHT 5MIERERR LET,
picture () 7 r—WREOFE R %7 LET,
name (EE) 7u— =X O4RIZEELET,

monitor-name  ({LF) FANIEE I N7 80— E=F DA,

cache (ER) 7Rr—F=20F% ¥ vV 2ONEFEFRRLET,

format UEE) TAAT LA HAID T+ —~y N AT arontnnzERlT5
ZEEBELET,

csv (EE) 7e—E=4DF v vy vaONEEH U~ XUV E (CSV) BTk
%Liﬁ‘o

record (EE) 7a— F=HDOF vy v aONEFE L a— REXATERLET,

table (LE) 7r—F=X DX ¥ v v aONEERFELCTFERLET,

provisioning ({1%) 7u— E=XOFub Va= S ERERERLET,

statistics (EE) 7r— =X OfaHERER I LET,
avY K E—F FiHE EXEC
avy FEE )1)—2= ERERE

CiscolOSXEFuji16.92 Zzpa~<wy RREAINE LT,

FEREDHA KS4 > cache ¥—U—FTIX, 774/ FCTla— NEABMERSNET,

show flowmonitor monitor-name cache 2~ > KDOFT 4 AL LA HNTEEFNERKRILFEDT 4 —

)V R41E. 7 v —0#5IZ Flexible NetFlow 23 35 % — 7 ¢ —/L K T9, show flow monitor
monitor-name cache 2~ KDFT 4 AT LA M EEND/NLFD T 4 —)L K41E, Flexible
NetFlow 3% v v v a2 OBIT —4 & L TEEAZINET 2% — 7 4 — NV R T,
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. show flow monitor

2 KOBICIE, 70— E=FDAT—F A EFLET,
5 /3 Z# show flow monitor FLOW-MONITOR-1

Flow Monitor FLOW-MONITOR-1:

Description: Used for basic traffic analysis
Flow Record: flow-record-1
Flow Exporter: flow-exporter-1
flow-exporter-2
Cache:
Type: normal
Status: allocated
Size: 4096 entries / 311316 bytes
Inactive Timeout: 15 secs
Active Timeout: 1800 secs
Update Timeout: 1800 secs

WDFERT, ZOHNIEREINDIEERT —/V REHALET,

5% 3: show flow monitor monitor-name 7 « — )L K M E%EA

Flexible NetFlow 217> K |

Je—LE |3

Flow Monitor |3 E L7=7 12— F=% D4H,

Description FoFICERE LEBRA, 3 —FEROT 7 4V F OB,

Flow Record Jo— F=XIZED Y THNTTr— La— R,

Flow Exporter | 7o — ==X 28|V Yoz s AKR—4,

Cache Ta— =X DXy v 2 BT AR,
Type Ta— E=HDFXF Yy va XA,
ROMENFHETT,

 Permanent : 7 27— {Z#IREINIZ72 0 FHA,

o immediate : 7 v — X RIEEIZHIRBEIIZ 2D £,
enormal : 7 7 —{3@E FB VY HRYINIZ /R £,

Status TH—F=H DX Y v aDAT—H A,
KOMEAFTRETT,

eallocated : ¥ v DB B THHRTWVWET,
* being deleted : ¥ ¥ v ¥ a2 BRI TWET,
enotallocated : ¥ ¥ v aNBYV LB THNLTWERA,

Size BEDOF v v a A R,
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show flow monitor .

J4—ILF EEA

Inactive T I T 4T ZALT T NOBIEDHE (WAL

Timeout

Active Timeout | 7 77 ¢ 7 X A4 57 7 N OBAEDE (RVHAL)

Update Timeout | Bt # 57 v F OBUEDfE (FPHAL)

DB TiL, FLOW-MONITOR-1 & WO LRID 70— T= X DAT—HX A et

W, BLOT—FERRLET,

T /3A A4 show f£low monitor FLOW-MONITOR-1 cache
Normal (Platform cache)
Unknown

Cache type:
Cache size:
Current entries:

Flows added:
Flows aged:

- Active timeout ( 300 secs)

DATALINK MAC SOURCE ADDRESS INPUT:

DATALINK MAC DESTINATION ADDRESS INPUT:

IPV6 SOURCE ADDRESS:
IPV6 DESTINATION ADDRESS:
TRNS SOURCE PORT:

TRNS DESTINATION PORT:
IP VERSION:

IP PROTOCOL:

IP TOS:

IP TTL:

tcp flags:

counter bytes long:
counter packets long:

0000.
6400.
:DB8::1
2001:

2001

1111
2222
6

6
0x05
11
0x20

1
3
2
2

0000.1000
F125.59E6

DB8:1::1

132059538
1158417

ROEXT, ZOWNIFKRENDLEERT 4 —/V FEBRA L £,

5 4: show flow monitor monitor-name cache 7 « —JL K M5B

J4—ILF EBA

Cache type Ta—F=HADFX Y v a X AT, ZOfEILE I normal
LRV ET, TN —YR— SN TS F vy v o
LA T TY,

Cache Size FxvvaNOZv kUK

Current entries XyvaNOEHAFO= MUK,

Flows added ¥y v v aDEREICE v v v alZBEnz7r—,

Flows aged F v v Vo OVERZICHIRYINIC e~ T 71—,

Active timeout TIT 47 A LT Y NOBIEDE (FPHALD)

Flexible NetFlow O < > F .



. show flow monitor

Flexible NetFlow 217> K |

J4—ILFK

Bl

Inactive timeout

IT T 4T ZA LT U NOIHEDH (BEAL)

DATALINK MAC SOURCE ADDRESS
INPUT

AS12%% > RO MAC EETLT RL A,

DATALINK MAC DESTINATION
ADDRESS INPUT

A28 RO MAC 58967 R LA,

IPV6 SOURCE ADDRESS

IPv6 X(ECT FL A TY,

IPV6 DESTINATION ADDRESS

IPv6 58557 R LA,

TRNS SOURCE PORT

FS o ZAR— K Fa ha LOEETLERE— |k,

TRNS DESTINATION PORT KNF v AKR—K 7 haLDsEER— b,
IP VERSION P R—V a0,

IP PROTOCOL 7a bk anEs,

IP TOS IP 2 AT A7 H—ER (ToS) DA,

IP TTL IP 77t FIRERFRA] (TTL) OOfE,

tep flags TCP 7 7 7 DA,

counter bytes Tk ENTAA ML

counter packets Ty N ENTZANT Yy MR,

WOH|TIZ, FLOW-MONITOR-1 & W5 A4 FiD 70— F=HDAT—HX A, Kt
W, BIOT—4 2R TERRLET,

5 /NA 24 show flow monitor FLOW-MONITOR-1 cache format table

Cache type:

Normal (Platform cache)

Cache size: Unknown
Current entries: 1
Flows added: 3
Flows aged: 2

- Active timeout ( 300 secs) 2

DATALINK MAC SRC ADDR INPUT

DATALINK MAC DST ADDR INPUT

IPV6 SRC ADDR IPV6 DST ADDR

TRNS SRC PORT TRNS DST PORT IP VERSION IP PROT IP TOS IP TTL tcp flags bytes
long pkts long
0000.0000.1000 6400.F125.59E6 2001:DB8::1 2001:DB8:1::1
1111 2222 6 6 0x05 11 0x20 132059538
1158417
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show flow monitor .

WOFHTiE, FLOW-MONITOR-IPV6 L W) ZRHID 7 u— F=4 (F¥x v 2|l IPv6
T ERE) DAT—H A FHEHE#R, BXOT—4 %2 1L a— BN TERLET,

5 /3A A# show flow monitor name FLOW-MONITOR-IPv6 cache format record

Cache type:
Cache size:
Current entries:

Flows added:
Flows aged:

- Active timeout ( 300 secs)
DATALINK MAC SOURCE ADDRESS INPUT:
DATALINK MAC DESTINATION ADDRESS INPUT:
IPV6 SOURCE ADDRESS:

IPV6 DESTINATION ADDRESS:
TRNS SOURCE PORT:

TRNS DESTINATION PORT:

IP VERSION:

IP PROTOCOL:

IP TOS:

IP TTL:

tcp flags:

counter bytes long:
counter packets long:

Normal

(Platform cache)

Unknown

1

N

0000.0000.1000
6400.F125.59E6

2001::2
2002::2
1111
2222

6

6

0x05

11

0x20

132059538

1158417

KOFITIE, 7u— F=FDAT—F A LIFEHEREF R LET,

T /3 A# show flow monitor FLOW-MONITOR-1 statistics

Cache type:
Cache size:
Current entries:

Flows added:
Flows aged:

- Active timeout ( 300 secs)

Normal

(Platform cache)

Unknown

1

N
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. show flow record

show flow record

Flexible NetFlow 7 21— L 21— RO AT —# A L#EaHER 2 £ T D121, FilE EXEC ©— K
C show flow record =~ > R&2FHHA L £,

show flow record [{broker [{detail|picture}] | [name] record-name}]

BX DA broker (fF-#) Flexible NetFlow 77— L 2 — RO 7 0 —h O AT —X AT H1EH
R LET,
detail (EE) 7u— La—FRFo7ae—HIZBT 258l @fEsR - LET,
picture (EE) 7 u—DIREOERZFR L ET,
name (EE) 7u— La— RFOA4RI=HELET,

record-name  ({1-jZ) BICERESNT-2—FEFRO7H— L a— ROLHT,

ATV RFIHLE RL

avYRE—FR ¥5HE EXEC

avy FERE J1)—=x EEAR
CiscolOSXEFujil6.92 —pa~y FREASNE LT,

KIZ. FLOW-RECORD-1 D 25 —# 21 L O eHEM A FE T 562~ LET,

/3 A4 show flow record FLOW-RECORD-1
flow record FLOW-RECORD-1:

Description: User defined
No. of users: 0

Total field space: 24 bytes
Fields:

match ipv6 destination address
match transport source-port
collect interface input
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show sampler

Flexible NetFlow ¥ > 77 —D A7 — 2 A Lt R A2 FoR 3 51213, ##4E EXEC £ — T show
sampler =~ > R&fHLET,

show sampler .

show sampler [{broker [{detail|picture}]|[name] sampler-name}]

B DEREA

broker (f£&) FlexibleNetFlow > 7T —D7 0 — D AT —H AT HIFREF
ALET,

detail (ERE) Yo7 7 —07n—0IBlT oM ERE 2R LET,

picture (EH) 7r—DREOHEEZFRLET,

name EE) v 7 7—o4iiziiE L E7,

sampler-name — (f£:7) BNZEHRE SN Y > 7T — DA,

aRURTFIALE L

ARV FE—F FiHE EXEC

avy FERE )1y—= EEAR
Cisco 10S XE Fuji Zoawy RREAINE LT,
16.9.2

RIZ, RESNT70—H 07T —F_XTORAT—Z X LiEHEHRZ ZRT 20 %2R

LET,

T /5A A4 show sampler

Sampler SAMPLER-1:
ID:
export ID:
Description:
Type:
Rate:
Samples:
Requests:
Users (0):

Sampler SAMPLER-2:
ID:
export ID:
Description:
Type:
Rate:
Samples:
Requests:
Users (1):

flow monitor FLOW-MONITOR-1

2083940135

0

User defined
Invalid (not in use)
1 out of 32

0

0

3800923489

1

User defined
random

1 out of 100
1

124

(datalink,vlanl)

0 out of 0O
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. show sampler

Flexible NetFlow 217> K |

WDFERT, ZOHNIERINDIEERT 4 —V REHALET,

%= 5: show sampler D 7 1 — )L K DE5BEA

J4—ILF

B

ID

Jo— %77 —DIDES,

Export ID

Ta— YT T—0x g AR— D ID,

Description

Tu—H% 7T —ICERE LA, i —
PEZDT 7 /L kOB,

Type

Jua— W ELEY Y
F—F,

Rate

Ju—H TR ELTE T4 Ry YA
X (R y FORIRAE) , fBETE 2#MHIT
2~ 32768 T,

Samples

Tun—H 7T —RELThL, £

device Z FHEE L T 7Y v EnT
NIy FOB, ZOEIX FT T4y 7 DY
PN T ISEINE D INERET DT
YT T =PI SN & FICHEEINE &
ZfE LB LR LT, 2 DFED Requests
74—V ROFHEZSZRLTIESN,

Requests

NZT 4o DY) T RREENE H
BRET B DITY T T =N Sz
Ei&o

Users

Jua— WU T—RREINDAF—T =
A4 A,
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source

source .

Flexible NetFlow 7 B —=T 7 AR —FZ N HIRFEINDTXTONNT Y FOEFITIP T RLAD
A B =T 2 AEHRETDHITNE, 7a— T AR—F a7 4 Fal—v 3 T— KT
source =~ > RZ&{#iH LE9, Flexible NetFlow 7 72— 7 AR—HZ 1 HEESNDTITO
N7y ROEETLIP T RLADA U H—T = A AZHIBRT 512X, Z0a~vr Rono BX%x
ERHLET,

source interface-type interface-number
no source

B DEREA

AU R TIHIE

ATV R E—F

interface-type Flexible NetFlow 7 H—=x 7 AR —Z NHXEINDH/NT >y NOFEETIPT
RLUAMFIHERT AP T RLADA v Z—T A ZADEA T,

interface-number FlexibleNetFlow 7 B —T 7 AR —EZ NLEEESN D7 v FOEETLIPT
RLURBFIETATHIP 7T RLADA v F—T = A AF5,

Flexible NetFlow 7— % 7 Z A& B GT 54 VX —T7 2 A ADIP T RLVAR, EETIPT KL
AL LTHERHENET,

Ju— T JAR—H a7 4 X2l — g

av Y RERE

FEREDHA K54V

1)1)—=x EEANE
CiscolOSXEFuji16.9.2 Zpa~y FMEA SN E LT,

Flexible NetFlow 23395 T — X 7T A —BH LT-EETLIP 7 RLVAEFHAT S Z & oF A
LLT, UFREENET,

» Flexible NetFlow (2 X W =7 AAR— hENDT —X 77 LDXEITLIP 7 KL R X, Flexible
NetFlow 7 —# 3 EH 5 D device N HEIET 20 & HIW 572012, 58 AT AL -
THEMAENET, device 7> H%E%ET AT AT Flexible NetFlow 5 — % 75 L& EET H D
WA TELRANR Yy MU= IZEEH Y . #EICIP T FLREZTGT 525G 01
H—T 2 ANFFEINTWRWEGA, device 3T —% 7T ANEEEINDHA X —T =
AADIPT KL A%, T— &&7A@%Eﬁm7%vxkbfﬁmbi¢o_ DA
FEAE T AT KL U device 7> BEEIC IP 7 K L AN 2 Flexible NetFlow 7 — % 75 A
EZETOIHENRHY T, 5T AT AN, B DHEEFEILIPT LR & FOE U device
M Flexible NetFlow 7 — % 7' F A& 5T 5 &, 58007 AT M3 72 5 devices 0> H 45
IN7=b D& LT Flexible NetFlow 7 —# 77 A% LB L £ 77, 46553 A7 LD Flexible
NetFlow 7 —# 77 L% 872 % devices M HEE SN2 b D E LTREL72WE H 1T 51
m\%%vz?Aﬁ®mmf¢&T®ﬂ%ﬁ%%ﬁm7va#%iﬁﬁémmme
NetFlow 7 —# 27 2% HL— Flexible NetFlow 7 = — (2895 L 912, kv AT L%
RETHULENRDY £,
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. source

3l

Flexible NetFlow 217> K |

o T —HT T ANEFITAT MIEET DDA TE 2D A ¥ —7 =4 Z3device
IZH Y, source 2~ REFRE L TW7RWEE . Flexible NetFlow k5 7 ¢ w7 ZFFn[ 4
DIEDINERT 2T 7 BA Y A MI, BEA v F—T A ZAOPT RLAOT M %iB
M BH0EERH D £, BEEDOEETTH S D Flexible NetFlow b7 7 ¢ v 7 ZFFA[ L, R
IR E T BIET 0 v 75720127 7B AU A N A{ERE LOWERFT 5 Z L1, Flexible
NetFlow b7 7 o v 7 %7 ZAR— h 35 device Z L I\ZE—DIP 7 K L A|Z Flexible NetFlow
T2 77 LOKREILIPT FLAZHIRT S &, KVMBICITAD KO0 £,

EE source f L F—T A AL LTHETHA LV EF—T oA AL, BESNTZIP T RLABML
HATHY, To7TSINTVWDLIRENHY 7,
EVbk source I~ RTCRELIA LV F—T = A A T2 2123384 U7-3834 . Flexible NetFlow

T AR—ZINE, T—E T TENEEENDIA A —T 2 A ADIPT RV AET—H T T A
DEFETIPT RL AL LTHERT ST 7 4/ hOBIHEICREY £, ZORBEA RS 51203,
N—T Ry J A B =Tz AREETXA L HX—T=A AL LTHEALET, 2k, v—7
Ny g A B =T A APYEA 5 —T o A ATHAT D AHEMED & 5 — W 228 11 D8
ZZAT RN T,

ZOawy RET 7 40 FEREICETIZIL. nosource E 7213 default source 7 17— 7 AR —
ZarZ 4 Fal—varavry ReEERALET,

RIZ, NetFlow N7 7 4 v 7 DFETLA v F—T =2A AL LT, V=T Ry I f L Z—
7 A A&fHH9 5 L 91T Flexible NetFlow Z 52 €T 5 Z R L ET,

T /34 A (config) # f£low exporter FLOW-EXPORTER-1
T /31 A (config-flow-exporter) # source loopback 0
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template data timeout .

template data timeout

TO—T I AR—F T T — T —HDOEREDOXA LT U7 NI ZEET HIZIE, 7r—
T AR—HF AT 4 F 2 lb— 3 F— KT templatedata timeout =~ > R&FEH L F7,
Tu—TJ AR—=FOHEEDOXA LT T MEHIFRTDIZIE, Z0a~r Koo B %M
LET,

template data timeout seconds
no template data timeout seconds

B DEREA

AR R TFI4ILE

ATV R E—F

seconds FYENL DX A LT 7 METT, FEETE HHPHIL1 ~86400 TT, 7 7 4 /L ~ X600
T,

FIFN DT — T AR—F T T —  HEEOZA LT U M, 600 HTY,

TH— TV AR—HF AT 4 Xal— g

avy FERE

FEREDAHA RS2

1) —Z EERNE
CiscolOSXEFuji 1692 = o~y REASIE LTz,

TH— T AR=ZOT T — N T=ZIE, AR SNDT—F La— ik
SNTVWET, #ET2H7 7L —RRLTTF—#% La— &7 a— 52 LIFTEEE
/v, template data timeout =~ > FZ{EHL T, ZHhbDT7 7L — a7 AR— T 58
FEZHIE L E3,

ZOa~vy RuET 740 MEREICRETIZIL, no template data timeout % 7- |3 default template
data timeout 77— L a2 — K =/ AR —% a< o R&ERALE T,

KOHFITIE, 1000 N ZA LT T MIESWTTF L — FNOFEEERELE
@—O

T /3A A (config) # flow exporter FLOW-EXPORTER-1
T /3A A (config-flow-exporter)# template data timeout 1000
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Flexible NetFlow D 7 10— =7 AR—H D b T L AR—F 7o baLvzZRETHI2E,. 7u—
T AR—HF AT 4 Fal— 3 F— RCtransport 2 <> REFEHLES, 7r—=
JAR—HDRT L AR—K 7o haLE2EBRT 512, 20a<y RO no JERA AL £
7,

transport udp udp-port
no transport udp udp-port

B DEREA

AR R FI4ILE

ATV R E—F

udp udp-port 7 ZAFR— |k 7'r k=aL LT User Datagram Protocol (UDP; = —# 7 —
Z7 7578 kan) ZfEEL, UDPR— hEGZETELET,

TJu— x> AR—H X, UDP ZA— b 9995 CTfEH L £,

TH— TV AR—HF AT 4 Xal— g

avy FERE

FEREDAHA RS2

1) —Z EERNE
CiscolOSXEFuji 1692 = o~y REASE LTz,

ZPavy RuET 740 MEREICRETIZIEL, notransport £ 721X default transport flow exporter
a 74 Xal—varyavry ReEALET,

WiZ, bZUAR—bF Fr banl LTUDP 2% E L, UDP A— b &5 % 250 IZ3%
ET DB 2R LET,

T /31 A (config) # flow exporter FLOW-EXPORTER-1
T /3A A (config-flow-exporter)# transport udp 250
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ttl

FEETRERSR (TTL) A/ ET AL, 7e— TV AR—F a7 X2l — g2 F—FK
Ttla~r FEfHLET, TTLEZEHIRT 12T, Zoa~ry Fone B2 FH L F9,

ttl ]
no ttl #«/

B DEREA

AR R TFIHILbE

AU R E—F

7 AR— b INT=T —H 7T LAOFGEARERRE] (TTL) fEH, 8E€ T 2#PHIX 1 ~ 255
<%, F 74/ ME255 T,

TJu— T AR—F TIL TTLE 255 BMEH SN TWET,

TJHU— TV AR—F AT 4 Xal— 3

avy FERE

HEREDAA K1Y

Jiy—=x EHEHAR
CiscolOSXEFuji16.92 o~y RAEASHE LT,

ZPDavwy RET 730 EREICETICIE, nottl £/-1X defaultttl 7 o — =7 AKR—F 2
T4 Xal—vay avy REFERLET,

Wiz, TTLAE 15 #fET 50 %2R LET,

7 /31 A (config) # flow exporter FLOW-EXPORTER-1
T /3A A (config-flow-exporter)# ttl 15
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