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A=V ERFLET, AA v TF Y7 U =TIE, Syslog A vE—VE2AZ L RTRVR
AT EORNHANy 77 IRIFLET, AA v TFRE YT OEFEX, 77747 A4 vF R
BREFLET, AX U RT O AL T ERIT I T4 T AL o FIEEREATLE, Bl %
7T v va A VIREL T RboTehh, rZI3RbILET,

VAT A AyE—U%YE— NTEHET DHITIE, SyslogVh—N—ETr 7 EFRRTIH, bD
Wi Telnet, 2> Y —/LAR— b, Fi3A—V 3y MEFER— MEHTAAS v FIITZ7EAL
FT, AV FRZ v I T, TRTCDAVARAAL v Fary— Lk, ALar Y —iLH
NPHBINET,
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(GE)  Syslog 7 #+—~ = [iX 4.3 Berkeley Standard Distribution (BSD) UNIX & BHiPER &V 7,

VRAFLAT AvE—SDTA—T Y b
VAFA BT A y—UIRK80 LFEN— L R (%) . BXOFORNICEBE IS
T ar D= U AFERHAA L AT TR BRESNTWADEA) TR STV E
T, AA vFIIEL T, A vE—YEFKROWNTNLDOBRTHFEREINET,

* seq no:timestamp: %facility-severity-MNEMONI C: description (hostname-n)

* seq no:timestamp: %facility-severity-MNEMONIC: description
NR—=tV FLEFDRNZH DA vy =V DHSIE, WO a— L a7 4 Fal—vay a
VY ROREIZL>TRRD T,

* service sequence-numbers

* service timestamps log datetime

« service timestamps log datetime[localtime] [msec] [show-timezone]

* service timestamps log uptime

R1I:VATLOAT AvE—CDER
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Seq no: service sequence-numbers 7 e — 3L a7 4 ¥ a b—v gy avw K
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facility A=V RBHRT 5 (SNMP, SYS 2 ¥) T,

severity Ay E—VOEKELRT0~TD IHFDa—RTT,
MNEMONIC Avb—VE—BIRTTEA N X LY LI TT,
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NI —EHAT— a VZEEEIND L ) ITsyslog A v E—Y R T v TPRRESNTNDHY
HlE. A v TFORET =7 VKRB IUHMHINDI A v E—VOBEREZERETEET,
T, BRET =T MM END A v =V OREEFTLZ L TEET,

SNMP |k 7 v FI356 e ~DERENRIES N TV RN, A v —VITRBET — 7 T E
NWET, 774/ FTHEL syslog b7 v IBREHTRVESES, LULhwarning Téh D A
T VRN FALL ANV DA =D 1 DBNERET — 7 T S IVE T,

BIRET — T AN X0V o84 (logging historysize 7 v — 30 2> 7 4 Falb— g a~
VRTHRELERARA v =Y FUBICEL TOLHE) X, il Aye—Y= Y
ERMATED LI, b EWT U NIRRT =T ANLHIBRENET,

JBIET —T /E, level ¥ — VU — RBLUOEKEZRLET, SNMPEZMEH LTV L5581, &H
KEOMEN 1 7202 £3, =& 2%, emergencies |3 0 Tix72< 112, critical (%2 TiE7a<
312720 ET,

~ — o~ N E I_|_I :
DATL A= OTDHRTERE
AV —URRIBET/INA RDERTE
AvtE—uX o TRAR—TNVOEE, 2 ) — AT TRUBEDEFICHE A v E—T%
EETEET,

TDRAIIA T3 T,

FIE

ARV RFERETIVa Y B8

R 71 |configureterminal Ta— ) ar7Z 4 ¥al—g
#l - E— NEBBLET,

Device# configure terminal

R T 72 |logging buffered [size] AA v F b, EFTEFAZ L RTRUR
Bl - AyFE HOINIAL v TFRAE YT D
BE. T IVT 4T AL v F LT, v s
Device (config)# logging buffered 8192 * =V BNy 7 7 IRFELE
T FEETE HHEIPHIT 4096 ~
2147483647 /XA N CH, T 74N LD
Ny 7 7 A XL 4096 /N1 FTT,
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A v F EOEETuEy AT &
FoRT HIZIE, showmemory £##E EXEC
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D, Ny Ty A Xk ZOEICREL
RNTLTEE N,

R T 73 |logging host UNIX Syslog —/3 3R A T A v —3
15“ : %{%ﬁ Lij—o
. . _ host 2%, syslog F—/3& L THEHT %
Device (config) # logging 125.1.1.100 R AR @gﬁﬁi FIXIP 7 FL & %]:E/'i?
LET,
0 J A ytv—U%%(ET % Syslog —
NOY A NEAERT DI2IE, Zoavy
NEBEIR AT L ET,
AFw 74| end ke EXEC £ — FICEY £,
1
Device (config)# end
R w 75 |terminal monitor HEOYE v a /. FEFarV—LimER

1

Device# terminal monitor

A=V ERIFELET,
WiR/NTA—H a7 4Falb—3

vawy Riia — A VIZERE S 1. ?/
a O TRITIENZ Y F9,
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TDRAIIIA T a3 TT,

IV N3 i F A7 = B8
R 71 |configureterminal Ja—r ) ar7 4 ¥al—i gy
- T F2BtHLET,

Device# configure terminal

Z 5 72 |line[console| vty] line-number Ay —VORM X ZITBRET DA
[ending-line-number] MEEELET,
Bl sconsole : AA vF 3V —/LR—

REFIEA =%y MEFEA— T
FIX/E%:'J: L/jz—g—o

« linevty line-number : £ @ vty [AlFRD

[F e & 7% A 2 —T /T 500
ZHETLET, Telnett v a %
L TATONDREEICIE, vty e
EHEALET, FRESICHEETE
HEIPHIZ 0 ~ 15 TT,

Device (config)# line console

16 {H D vty [BIFROFRE & X T — A
B3I, WOLHITASLET,

line vty 0 15

Fiz, BUEOHEICHEH S TnD 1o
Dty FFEORELZEHTETH L HTE
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line vty 2
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logging synchronous [level [severity-level
| al] | limit number-of-buffers]

1

Device (config) # logging synchronous
level 3 limit 1000

Avt—VORuX e A x—T L

W LET,

« ({EE) level severity-level : X v
T—VOBERELVERELE
T, ERENZOMELLETHD A

—Jk, R S ET,
E/NSWIFEEREIFREL, A
MREVIZEERET/NSLS 2D F
T, T 74 ME2TT,

o ((EE) level all : EHREIZRIRR
<O FTRTDOA v =TI
HAshnET,

« ({£&) limit number-of-buffers :
Fa—A T ENDERDNNY T 7
BERELET, ZhEB25HL
WA y—UIdBERESNE T, fAE
T& DT 0 ~ 2147483647 C
T F7 4L ML 20 T,

RTwvF4|end ¥iME EXEC ©— NIZREY £,
fi
Device (config) # end
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LE7,
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0¥ T TaRANT =T NDEE. A=V ERE T <IC GEFITa~r R
EIATLIET) v Y —MlERINET,

loggingsynchronous 72—/ 3L 2> 7 4 Fab—al avy Ry, aryy— ~DAvt—
VERICHELET, Z0avy RaAf 3—7 /I35 &, RetunZ M S R ITFUXRA vE—
MERSNER A

Avt—ruaX T EwT 48 —T M LIERICHOA 2—7 /U T 5I2iE, loggingon 7 v —
SN ar 74 Xal—vgyavwy REFERALET,

CDORATIA T a L TT,

FI&
AU REEETIV 3 Y B
A w 71 | configureterminal Ja—r\ )L a7 4 FX¥al—3a
5l - T FEMALET

Device# configure terminal

R 72 |nologging console A=Y aX e F 1 —T NI
& - LETS

Device (config) # no logging console

ATv73|end HbE EXEC B— RICEY 7,
1 -

Device (config) # end

O AvtE—CDRALARZTOAR—TILIEBSEIUVTaE2—T
JLiE

FI74NLRTIE, 87 AvB—IlIF AL ZAZ U TREASNERT A,
CDRATIA T a T,
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ATy T

configureterminal

1

Device# configure terminal

Ja—nR) a7 4 F¥al— gy
T FEBIBLET,

ATv T2

TOWTNIDa~y REERLET,

* servicetimestampslog uptime
* servicetimestampslog datetime[msec
| localtime| show-timezone]

1 -

Device (config) # service timestamps log
uptime

F70F

Device (config) # service timestamps log
datetime

07 DEALAR L T F—T L
F9,

loguptime: 227 A vy &—UDHF A

DAB T oA R—=T LT, ¥
AT L OB LAE ORI 2 3%
RLET,

+log datetime: =7 A vE—T DX

ALRE T oA X —T VT LE
T, BRLI-A TV 3 LS T
O—H L B AL L
TeAfE R (RUM) L A A
S BB AR T E LT
KRTEET,

ATvT3

end

1

Device (config) # end

¥ EXEC £— FIZED £,

AAYE—SDO—45 2 RABEEDAR—TIIEE LU T E—TIL

it

BADAZTRREC BT A= 08D D54

INHDA =Y a2ERRT HITIE,

VARG LTA =V ERRTEET, 774N ITHE B AyE—DIZ
V= U AR FITFRIRENET A,

TDRAIIA T a3 T,
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ATy T

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— gy
T FEBIBLET,

ATy T2

service sequence-numbers

1 -

Device (config) # service
sequence-numbers

V= lr VAT T A =T M LET,

ATvT3

end

1

Device (config) # end

¥t EXEC £ — NIZER YD £,

. 23 oo
Ayvyt—UBREDTESE
AvE—VOBERKEZREEL T, BIRLET A, AZERENDE A v =V ZFHIBRLET,
CDRAIIAT a3 T,

FIE

ARVKRFERERETYVaY

=)

ATy T

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥alb— g
ET— FEBBLET,

ATy T2

logging console level

1 -

Device (config) # logging console 3

ay =)V IRGFET DA v =T &R
L/i—a—o

FITHININT, a I —UIF Ny F
A ot— BIXOEMEMIZ L VIRV L
NNLNDA =T ZELET,

ATvT3

logging monitor level

1
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Device (config) # logging monitor 3

T 7NV RT, WARIIT NNy 7 A yE—
V. BRUHEEMIZ L VIR~ v
Ay —VEZELET,

ATvT4

logging trap level
1 -

Device (config) # logging trap 3

Syslog #—/MIMRAFT D A v — T %Al
RLET,
7 74/ NC, Syslog — S Xi@HI A >

t—, BIXOEEMIC L RN L~r
DA =V ZELET,

ATy TH

end

1

Device (config) # end

HikE EXEC £— RIZRY £,

BET—JILE XU SNMP [23E(E

=N 5 syslog A v t—T DHFIRE

ZDX AT T, BFET—7 /03 LT SNMP IZIE1F &5 syslog A v & — U ZHIIRS % 51k
IZOWTHBI L ET,

TDRAIIAT a3 T,

FIE

ARV KRFERERETY VY

=)

ATy 71

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
ET— FEBRBLET,

ATy T2

logging history level
fi

Device (config)# logging history 3

JEIEZ 7 A MZLRAF S 4L, SNMP H—/3
ISEE SN D syslog A v BE—TDF 7
N LV EEELET,

7 7 4/ k TlX warnings, errors,

critical, alerts, J X U emergencies X v
E—VIIEEINETA,

ATvT3

logging history size number

1

JBIET — 7 WARAETE % Syslog A >
- OEEREELET,
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Device (config) # logging history size
200

F IR TIZLOD A v — U
SNFET, FHETEIHPHAIZ0~500T
-é‘o

ATvT4

end
1 -

Device (config) # end

HebE EXEC B— NICEY 77,

UNIX Syslog T—E > ~ADA v tE—SHOXL Y

TDRAIIAT a3 T,

\}

GE)  E#i/N— 3 O UNIXSyslog 7 —E L DOHIZIEL, 774/ FTHy hU—27 15O Syslog /¥
7y NEZTF ANV EORHD FT, ZDOX IR AT ADOEAIZ, Syslog A v E—T DY
T— X T A F—T T DHITIE, Syslog 2~ KT A NBINEZITHIBRT D SLERN
HHA T a %, UNIX @ mansysogd 2~ > FafiH L CHBIL £,
18 BRI
sroot LTS A LET,
« VAT L us Ayt—% UNIX Syslog #—/NMTIEE T HHIIZ, UNIX #—/3 |2 T Syslog
T—EUERETDHLENRDY 7,
FIiE
ATV RFERET7TIV3 Y B
AT 71| /etc/syslog.conf 7 7 A /AR DT % BN elocal7 : B X FEREAETE L E
LET, R
i - « debug : syslog L-ULEFRE L £
’ 9, TDT 7 A/, syslogT —F
local7.debug /usr/adm/logs/cisco.log ‘/l:%%ﬁ##@ﬁ&ﬂ%éﬁ%ﬁ? > A
NTHHLEND Y ET,
ATFYT2|UNIX v =/ 7Far 7 Mokoawy R\l 77 A VEVERLET, syslogT —

EATTLET,
1
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LRFLAve—vns0E=aY v issUA TR

ARV RFERFTIVaY =)

$ touch /var/log/cisco.log
$ chmod 666 /var/log/cisco.log

AT w7 3| Syslog 7 —F NTH LWOERE & 58k S | FElIC WX, ZHHOUNIX & AT
£7, 2 @ man syslog.conf 35 . O man syslogd
5 - o<y FESRLTLLEEN,

$ kill -HUP ‘cat /etc/syslog.pid’

DARATLAYvE—AO0NEZARYTBLEUVAD TS

A

VAT LA

1

\

24 FXaAL—2arTF—hA4T7avnE=2y2Y

avw kR B#Y
show archive log config {all | number a7 4Xal—varualek, FR3EESN
[end-number] | user username [ session RS A= pu lEFLELET,

number] number [end-number] | statistics}
[provisioning]

vt—2 0T DERESH

SRTLAYE—CDRE IR

WROGITIE, 77T 4 TAAL v TFOEHBHIIRAA v F VAT EA =TV EAZ T AN
(AR A F41T Switch-2) 2R LFET,

00:00:46: SLINK-3-UPDOWN: Interface Port-channell, changed state to up

00:00:47: SLINK-3-UPDOWN: Interface GigabitEthernetl/0/1, changed state to up

00:00:47: SLINK-3-UPDOWN: Interface GigabitEthernetl/0/2, changed state to up

00:00:48: SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to down
00:00:48: SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/0/1, changed
state to down 2

*Mar 1 18:46:11: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)
18:47:02: %$SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

*Mar 1 18:48:50.483 UTC: %$SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

00:00:46: SLINK-3-UPDOWN: Interface Port-channell, changed state to up (Switch-2)
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Bl . RAyF

00:00:47: SLINK-3-UPDOWN: Interface GigabitEthernet2/0/1, changed state to up (Switch-2)
00:00:47: $LINK-3-UPDOWN: Interface GigabitEthernet2/0/2, changed state to up (Switch-2)
00:00:48: SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to down

(Switch-2)

00:00:48: SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet2/0/1, changed
state to down 2 (Switch-2)

ORTL AYvyE—
WIZ, AAVFEFEODAAL v F VAT A Ay —V0—E2RmLET,

00:00:46: SLINK-3-UPDOWN: Interface Port-channell, changed state to up

00:00:47: $LINK-3-UPDOWN: Interface GigabitEthernet0/1, changed state to up

00:00:47: SLINK-3-UPDOWN: Interface GigabitEthernet0/2, changed state to up

00:00:48: SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to down
00:00:48: SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetO/1, changed
state to down 2

*Mar 1 18:46:11: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)
18:47:02: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

*Mar 1 18:48:50.483 UTC: %$SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

DARATL AyvE—Y OJICEAT 5 EMERHR

VATLA

REER

REEEE X=—aTFILEA R
COBETHEATAa v ROEEREE L O Co_mmand Reference (Catalyst 9200 Series
M EDFEM, Switches)

wt— AT DIEEEERE
IRDOEIZ, ZOFY 22—V TtATHIEEEDO Y ) — 2B L OEEFREZ R LET,

TS OBREIL. FRICHRE SN TWRWRY  BASINTZY U —RLBEOTRXTOY U —RAT
fECcEET,

)1)—Z Hre HEETEER

CiscoIOS XEFuji 1692 |3 AT LA v — |V AT AAvE—VHAIE, eX 77
=574 TRCEFBENET, eX TR X
B Ayb—U%kFm0e (REIT U T,
778y 77 ARE#E. UNIX Syslog H—
N—72 ) TR T DA I LT
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Cisco Feature Navigator #ff 35 &, 77 v b 74— BLOY 7 b =T A A=V DY R—
MEHRZHRFE TEZ £, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [JE5E] 76 7
7 ALET,
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