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B oxrshaac 52y TEEURIS— v TOTF—T Y b

HHR—,FSNBAAVCHIVSRAITYTBEBLEUVERYS—T Y
TNDITA4—<T v k
ZIZTE, PAR—PFEINTWAAVC Y TAR T ERY —< o 7RI OV TR L E 3,

HHR—FENBAVCHISAIYTDI+—< v b

DIRAIVTDIA+—T Y b I FRT Y TOH 7R
match protocol protocol name |class-map match-any NBAR-VOICE ANhEH D
match protocol ms-lync-audio
W7
/fflﬂyf/a\bﬂi‘7 S{ VA class-map match-any NBAR-VOICE AT EHHD
match protocol ms-lync-audio
match dscp ef ﬁﬁji

HR—FENBACKR) S —DT+—<T v b

RYS—DIT+—T v b QoS AL
match protocol 7 4 WV ZIZES AR — | =7 BILORY v —

match protocol 7 4 WV ZIZES ANRY — | v — 7 BILORY v —

WDORT, AVC R U —OFMe 7 +—~ v b, BIOBNZOWTHAL T,

AVCRYS—DIT74A—<v b |AVC R S —D4l A

R—T w7 By k policy-map MARKING-IN ANB IO
class NBAR-MM CONFERENCING

set dscp afdl

N_yyyﬁuy_ policy-map POLICING-IN ADBIOHSH
class NBAR-MM CONFERENCING

police cir 600000
set dscp af4l

A=y 7 ¥y FBLUK Y |policy-map webex-policy ANE L CHIH

. class webex-class
v set dscp ef
police 5000000
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AVCRYS—DT+—< v k |AVC R >—DHpl Al

=7 4k %@U%’E%{@ﬁ > policy-map webex-policy ATTB LU
S 30 N class webex-class

FBEIUORY — set dscp af3l

police 4000000

class class-webex-category
set dscp ef

police 6000000

class class-default

set dscp <>

=
5

éEﬁﬁEﬂfu > policy-map webex-policy AHBIOHA

class webex-class
police 5000000
service-policy client-in-police-only

policy-map client-in-police-only
class webex-class

police 100000

class class-webex-category

set dscp ef

police 200000

M%Eg?ﬁﬂij Fi5§:(ﬁﬂ€lJi/“— policy-map webex-policy
class class-default

police 1500000

service policy client-up-child
policy-map client-up-child
class webex-class

police 100000

set dscp ef

class class-webex-category
police 200000

set dscp af31
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« NBAR 5)is QoS RV ¥ —REITHBEYWHAR— F TORFATENET, R —REIL,
VLANB L OFOMOHEA v X —T 2 A R EOFEMAS v X —T = f ATIIHR— R &
NTWERE A,

* NBAR X—ZA D QoS KV v —g L, FN— FF ¥ R/ AL NKR—hBLOSVIY 7 A
VH—T 2 AR EDIIEA L H—T =2 ATEHY R FENREHA,

¢ NBAR X—ZAD QoS R Y v —&HEIX, VA V2T 7HAR— L T 7R —F, B&
N A¥3L—7T >y RAR— FTHFR—brINLET,

*NBAR L (Tx) AA v F RAR—KT7FFA4% (SPAN) X, RICA v H—T A AT
Y R—FEREEA,
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o 70 F A NR—=RAFETITEER—AZADONT O R — MMIEFHCER TX 2 DX, NBAR
NR—=2AD QoS AH=ALD 122 TYT, IRO2ODBEHEDHBYAR—FEINET,

« traffic-class

* business-relevance

* 72k WDAVC QoS DilfRHFIHITGI & e & WM S E T,
=X TR T OHRPY R — N ENET,
WA L H—T A AT BT R — S vET,
T V= a VIR A T T A U TIThIS T2, QoS HFICITIEBIEN H Y £
(772U, 7a =IO/ v MiE, EMEZR QoS SVHOANIE R SNET)

* NBAR2 X— A O —FHHLHAE match protocol (£, ~—F 777 a v BIXOKRY v 77
7y ary TORFISNET, NBAR2 —BUEHEIL, Fa— A U THBERRESNLTVD
RN —TIIFFT S EE A,

o [—EF 7 v hbaj] : TRTORY I —THRK255 OFRFCERLZ 7 b2 8 EY b+
@ HW #ilfR)

« AVC [ZEHAR— b (Gig0/0) TIEHHAR— IR THERA,
¢ IPv6 /N7 POV R — FEILTWER A
¢ IPv4d =% % A  (TCP/UDP) DOLNYHR—hrINET,

*WebUIl : Web Ul 267 Y r—2a OR[N EZFREL, 77V r—rar0e=4F—
Vo7 hRiTCaEd, 77— a UHlENE, CLIZHHAL TCOARFEITTEET,
Web Ul TIZVHR—FENTWEE A,

Web Ul ECHMRAVC O T 7 4 v 7 BEB, FI23F = v 7 $5I120E, B CLI & fF
F L Cip http authentication local & ip nbar http-service 2~ R&ERETHLE N H Y £
R

*NBAR BXOACL X 7%, Fl—AAf vF ETHIHRETDHZ LITFTEEEA,

e Fu b, TV =3 R—2Z2D QoS. BLUEM AVCFENF 1, T 7V
r—=ay R—=AFNFRHLHE—A v F—T oA A LTRIFFICRETHZ &I TEEHE
o T2T2 L. ZNUHOFER AVCHEREIX, AR ETEET, & xX, 7ue hark
H, 77V 57— a vy X—AD QoS, BLUHMAVCFENF X, Fl—A ¥ —7 A AL
TRIRFICRETEET,

s FNFNBRDTEHRFHLa— REFO2 OOFMAVC E=F —Dhk (B2 —T A
WZIRIRFICEE R CE £,

2o0fmETr—Lva—F (AJEh) L2o000EkO7n—1La— RS R—F&
nEJ,
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cHERElE, WELA VY 2BIOLVA Y3IR—FTORITOMERHY £, ZhHDOR—F
FR=FF RNV DO—FLTHILITTEEEA, T U7 R— b~OEHIIV R — R S
NEEA,

e RTF—< A AL T AL N—F, 50% KD CPUEHART, 1 BH7=0 500 D
Bt (CPS) ZALEECxF7,

o WEREME 24D T 7w AR — L EA8MHD T 7 & AR — kT & IZHR K 5000 DX ITA T v —
A TE E9,

« R AVC TiE, ZOEDOFIEIZY A NENTWDEED T 4 —/L Ky NOBRE[HHT
FET, TOMOMAEDLTIIMHTE EHA, BHEDFNF 72 —F=%—TiL, ftho
MABdbELHATEEST (BFR—FENTWAHFNF 7 4 —/L KDY A MIOWTIL,
['Network Management Configuration Guide] @ [Configuring Flexible NetFlow] D% 22
LCLEEWn)

*+ CiscoIOS XE 16.12.1 U U — AL, HL\»7r—La2—FK (DNS 7ue—La—FK) 2B
MENFEL, DNS 7a—La—RE5sZ 7 b a— R TEY, DNS KAA 4
T 4=V EREENTVET, DNSEHEDO 7 4 — /L FOREZEEBELET, ZOLa— R
Z. BAET7 4= L RELTDA LB —T A AT 4 —)L KRR, T_ITDA X —
Tz A AMBOERNFEC L a— RIcER S ET,

c HH#ELAVC b T 7 4 w7 DAL, Hhl, A X —T7 A A, 71 bz (IPvéle) T &
245D AVC 70 —F=H—N AT A THR—FENET,
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F k7R — b C Application Visibility and Control Z % E7 521X, RO FIEEZEITLET,
AIREDERE
e A HF—T AR T 4 F 2l —T 3 F— KNTipnbar protocol-discovery =2~ > K
ZHEHALTA v H—T7 A XA LT e haBHa AT 52 LT, NBAR2 =P
70T 47 LET, £V H—T 2 ATOT TN r—a VBidoat (62—
V) EBRLTLIEEN,
HIERTE - WOFNEIHEHS T, TV r—2 3 VIZESNVT QoS R v—aRELET,
1. AVC QoS RV v —DfER%, AVC QoS R U o —DfERL (7 2—) #ZRL T EEN,
2. AU HE—T A A~D AVC QoS RV > —DiHl, AA vF HR—h~D QoS KV —0Dii
H (9X=) LTI,

7 TUHr— 3 R—RD Flexible Netflow DEETE
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B sz 1xcorrvr—varamoanit

e 70— lFH— T 4=V FBIOHEF— T 4=V FEEELT, 7r— La—FEEKL
9, 77— La—FRDOER (10 —) 2L T EEV,

s 7 — T AR—HEER LT —La— eI AFR—hFLET, 7H—TF AK—
2 DOERKR 24 =) BB LTLIIEE,

e70— La—RFRBX®7a— 7 AR—HF|ZHEISNT, 7a—F=F—%2{ERLET,
Tua— EB=HF—0OERK 26 X—) EZZHLTIEIN,

A UHA—T 2 AR T —F =X =% LET, A F—T 2 ADT O —FT=H —
OBEHEATT (28 X—) ZZMM LTI EE N,

Tu hagit, 77N = a r X=ZAD QoS BLUT Y r—3 g N—ZDFNF I3,

TARTMN LTHERET T, HIMTRETHZ &b, FREFLA ¥ —7 = A A CRIFFIZERE

THILLTEET,
AUB—TIARTDT7 TV 5r—a vRHBOEME

LV F =T 2 A LTT T Y r—v 3 VBlAEA X —7 MCT B 101E. RO TIE AT L%

—é—o
FIE
AU bFERETIVa Y B#Y
R 71 | configureterminal rsa—r )L a7 4 X¥alb—3a
5l - T— FEBHLET,
Device# configure terminal
R w 72 |interfaceinterface-id 7u ba)atE A X —7 T A A
1 - H—T A AEREL, A F—T A
A ary74¥al—y gy E— N2
Device (config) # interface ﬁé1/337fo
gigabitethernet 1/0/1
Z 5w 73 |ipnbar protocol-discovery NBAR2 = Vv &7 77 4 752
1l - LT AVE—T A ATT 7Y r—
va VR EAMCLET,
Device (config-if)# ip nbar
protocol-discovery
ATy 74| end e EXEC £— RIZEY £,
fi
Device (config-if) # end
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ave aos %y o —aes I}

AVC QoS 7R) L —MDIERK
AVC QoS R Y ¥ —ZAERT H12id, IRO—RARFIEEZFITLET,
1. match protocol 7 4 VX TV T A < v T ZAEK L ET,
2. RV —~o T aFlLET,
3 A =T A RIR) v— vy TZ2EMLET,

DSRA Ty TDER

match protocol 7 VX ZFRET DRI, 7 FA vy TEAERT DMENRHV £T, v—F
TRRV TR EDQS T/ varvE 77 4y 7 IZi#fTEE9, AVC ® match protocol
T4 NZIFE ART 7B AR - MIEAENET, YAR—- STV e b L OFEIIIZ O
WU, http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/qos_nbar/prot_lib/config_library/
nbar-prot-pack-library.html ZZ M L T 720,

Fl&E

ARV RFERIETY Va3 B#Y

Z 5w 71 [terminal Ja—nR_) a7 4 F¥al—T g
Bl T— FEBHLET,
Device# configure terminal

R T 72 |classmap class-map-name U T A~y TERERLET,
i) :
Device (config) # class-map webex-class

25 7 3 | match protocol application-name FIY e a vk b O E R LE
{5l EE

Device (config) # class-map webex-class
Device (config-cmap) # match protocol
webex-media

ATw 74 |end it EXEC &=— RIZEY £4, £7=.
i - CultZ ¥—%LTH, Fm—rUL 2
V74 Fal—Ya L B—RERKRTT

Device (config) # end

TET
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ARV RFERFTIaY

=)

ATy T

configureterminal

1

Device# configure terminal

Jua—)L a7 4 Xal— gy
T—FzfmL£7,

ATy T2

policy-map policy-map-name
fi

Device (config) # policy-map webex-policy]|

RV —=~THu NTTHZEIZE-
TRV — o7 EERL, R —
~v 7 a7 4 F¥al—arE—RK
ZRBLET,

F7 )N T, RY— = v FIIE
EINTWEHE A,

RV o=~y T DT 7/ FOFHET
i, Xy R IP NT y N OEEIX
DSCP 73012, /"7y FINZ TFE DY
AL CoS M OITHRESNET, AU &
YR ETENEEA,

G¥)
BEFORY vr—~ v 7 allRd 51203,
no policy-map policy-map-name 77" 2 —
NarzZ4Xal—yaravy R
HEHLET,

ATvT3

class [class-map-name | class-default]

1 -

Device (config-pmap) # class webex-class
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N7 4w OFEELRL, R v—
v T ITTA AT 4 Fal— gy
T—F&BBLES,

T74NETIEH, R — vy 7BX
V7 7 A<y FTERSNH TV EE A,

9 ClZ classmap 7 o — 3L 37 o
Fal—varyavr REFEHLTH
FI74 I TANERSNTNDHE
I3, D=~ RTcassmap-namell %
DA ZIRE L X3,

class-default k7 7 ¢ v 7 7 7 AILEF
AT, EORY —IZbBMTE £
T ZONT T4 v T 7 TRIE, WIZ
RN ==y TORBICRESNET,
152K > match any 73 class-default 7 & A
CEENTWDHE, DT 74 v
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24 v F ti—b~n s Ky o—niEm [

AU RFERETOVa Y

B8

VA S QU VAV A N & A
class-default & —% L £,

GE)

BEfF D7 7 A~ v T HHIBRT 51T,
no classclass-map-name R U v —< v 7
a7 4 FXal—ary avy Rafl
ALET,

AT 7 4 | police rate-bps burst-byte SN T 7 4 v JICR Y — % ERE
15“ : L\i‘a_o
F7 T, R —TEREINT
Device (config-pmap-c)# police 100000
80000 WEE A
sratebps(ZiX, FHI T T4 v
L—hZEy MNP (bps) THIEL
F9, FRETE SHPHIE 8000 ~
10000000000 ¢4
s burst-byte (213, FEAEN— R | o
R A METHRELET, Az
FiZ. 1000 ~ 512000000 T3,
AT 75 |set {dscp new-dscp | cos cos-value} N7y MCHTLWMEZRET 5 Z LT
i - oW IP AT T a7 &L ETS
« dscp new-dscp (Z1%, S 7 b
Device (config-pmap-c)# set dscp 45 ST 49 K%’J ke 6%}? Lun
DSCPfiz A LET, FEETE D
#PHIZ 0~ 63 T,
RTwv 76 |end HitE EXEC B— NIZREY £4, £7=,
i - Curl+Z ¥ —%#LTH, Fr—rL 2

Device (config) # end

V74X al—i g EF— REKTT
%ij‘o

ALY F R—bAD QS KR >—DiEA

FIE

ARV RFERFTIaY

B8

ATy T

configureterminal

1 -

Ja—) a7 4 F¥al— gy
E— FEBBLET,
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ARV RFERETIVa Y

B8

Device# configure terminal

ATy T2

interface interface-id

1

Device (config) # interface
Gigabitethernet 1/0/1

Ao HF—T a2 AT 4 Fal—3
v E—RERHBLET,

ATvT3

service-policy input policymapname

1

Device (config-if) # service-policy input]
MARKING IN

AP =Tz AR =TV KR ¥—
ZEHLET,

ATvT4

end

1

Device (config) # end

FiHE EXEC E— RIZEDY £9, F7=,
Ctrl+Z ¥—%FLCTH, Fu—rL o
V74X al—vary ET—FREKTT
xFET,

E#3 AVC Flexible Netflow ?

J0— La— FOERK

SJLres

ax AE

H# AVCENF 1Z, feskoMfm7a—Lra—Re 7o —Lra—k (A EHA) @2
FEOERFA7a—La— e R—MLET, A4 DR EHRFEH7u—L a—FK
QoM FH7r—La—KE 2ok 7rn—1La—K) ZREL, 7r—F=F—|Z
BIEfTIT A Z ENMTEET, ROV F ML a—RFx7 7472 MP—_"—=TT7Y r— 9
VEHE#R L 2 — R THY, L FmaEL a— RIZAHTIOT7T 7V r—3v a URGEHERT

‘/Jﬂo

WhHA7e—La— R

Zu—La—R1: WHm7e—Lra—R

FIE

ARV RFERRTI Y

E:)

ATy I

configureterminal

1 -

Device# configure terminal

Jua—)L a7 4 Xal—g v
E—RFZRBLET,

ATy T2

flow record flow_record name

&1

Device (config) # flow record fr-wdavc-1

Jo—la—RFary7 4FXal—v3
v E—RNERBLET,
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7O—La—Fk1: WAE7A—La—F .

ARV FFEREETIVa Yy

E:)

ATvT3

description description

1 -

Device (config-flow-record) #
description fr-wdavc-1

(EE) 7r— L a— FOFAZERK
L/jz‘jﬁo

ATv74

match ipv4 version

&1

Device (config-flow-record) # match ipv4
version

IPvA~y Z—NEDIPR—T g 2D
—HEEELET,

ATvTh

match ipv4 protocol

&1

DEvice (config-flow-record) # match ipv4
protocol

IPvd 7o hato—HEEELE
ﬂqo

ATvT6

match application name

&1

Device (config-flow-record) # match
application name

TV r—varhED—BEREL
7,

GX)

Z OEEIX, AVC YR — h Tl
T, 7a—n7F U r— g b—
BT 252 ENARRIC/AR DT TY,

ATy T1

match connection client ipv4 address

1 -

Device (config-flow-record) # match
connection client ipv4 address

754 T (Fr—A( = —&)
DIPVA T RL A& D—FEIEELE
7,

ATvT8

match connection server ipv4 address

1 -

Device (config-flow-record) # match
connection server ipv4 address

P—R— (Ta— L ARHZ) DOIPv4
T RLRAED—HAEEELET,

ATvT9

match connection server transport port

1 -

Device (config-flow-record) # match
connection server transport port

P=N=D T AR=F R = L&D
—HERELET,

ATy 710

match flow observation point

1 :

Device (config-flow-record) # match flow
observation point

Ta—@HA Y v 7 OBFIAA > b
ID EDO—EEHRELET,

ATy TN

collect flow direction

1 -

D FNET collect connection initiator
a2 RO initiator —7 — K CIRE
ENHMHE T a—0REET S (o«
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ARV FFEREETIVa Yy

S

Device (config-flow-record) # collect
flow direction

=V — A FEFRIFLARSE) O
(ADERFH) ZNETBE LI

5 E L x4, initiator ¥—V— F TR
FESHDMEIZIE U T, flow direction

X—U— RIROEE LV 4,
c0x0l= A7 —
cx02=HH7ua—

initiator ¥ —Y — N3 = =—X(Z
RESNTWDYAE, 7a—0Kmik
Tu—nDA =V =2 AN bIEESh
F£9, initiator ¥ — U — RN L AR Z
ICRESNTWAEES., 7r—0 KM
7 —D L ARSI ESN
F9, A AVC TlL, initiator ¥—
U — RIEICASf == — X IR ESH
TWET,

ATvT12

collect connection initiator

1 -

Device (config-flow-record) # collect
connection initiator

collect flow direction =~ > K CHE &
Nic7a—oOHRICEEST 27 —0
fl (f=vo—HFERTVARH)
ZINET H L OITHRE L 7, initiator
F—U— L, 7uo—oFnicET 5
WOIEHRZ UL 7,

e 0x0l=Af =T —X& : 70—D%k
ErdEfof =3 =—X 1

A AVC TiZ. initiator ¥ —7 — FiZ
WA 2V T — IR EINTWE
7,

ATy 713

collect connection new-connections

1 :

Device (config-flow-record) # collect
connection new-connections

B S TR PR DR INEE T 5 K
WZHRELET,

ATy 714

collect connection client counter packets
long

&1

Device (config-flow-record) # collect
connection client counter packets long

IIAT U MBREE LNy MR
INET S X HICHRELET,
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ARV FFEREETIVa Yy

E:)

ATy T15

collect connection client counter bytes
network long

1 :

Device (config-flow-record)# collect
connection client counter bytes
network long

7 TAT 2 RDEE LTS MG
RHEUET D Lo IHREL £,

ATy 716

collect connection server counter packets
long

51

Device (config-flow-record) # collect
connection server counter packets long

P R—NEE LT M AR IR
THEIICHEELET,

ATv I

collect connection server counter bytes
network long

1 :

Device (config-flow-record) # collect
connection server counter bytes
network long

PR BSREAE LTS MO B
W5 & 5 IHE LET,

ATv 718

collect timestamp absolute first
£ -

Device (config-flow-record) # collect
timestamp absolute first

WDy MR T v — TR I
& & O Z U BEALTINET D X
IITHE LET,

ATv 719

collect timestamp absolute last
i -

Device (config-flow-record) # collect
timestamp absolute last

BHTDORT y R T v — TR I
& E O Z I U AL TINET D X
INTHELET,

ATvT20

end

1 :

Device (config) # end

¥i#E EXEC E— RICREY £7, Fiz,
CurH+Z¥—%#fL T, Fm— UL o
Y74 X2l —varET—RERKTT
xFET,

ATy IT2A

show flow record

51

Device# show flow record

FTRCH7a— L a— KRBT EH
BFRLET,

Ja—lLa—K2: WEm7a—Lra—R
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AU RFEEETO 3y

B8

ATy T

configure terminal

1 -

Device# configure terminal

Ja—nRN) a7 4 F¥al— g
E— FEBBLET,

ATv T2

flow record flow_record name

1 -

Device (config) # flow record fr-wdavc-1

Jo—la—Rary74¥Xal—i 3
v E— RERBLET,

ATvT3

description description

151

Device (config-flow-record) #
description fr-wdavc-1

(EE) 7r— L a— RO 2 1ER
LET,

ATv74

match ipv4 version

1 -

Device (config-flow-record) # match ipv4
version

IPvd -~y X —NEDIP A=V a D
—HERELET,

ATvTh

match ipv4 protocol

1 -

Device (config-flow-record) # match ipv4
protocol

IPvd 7o haLto—HEEELE
T,

ATvT6

match application name

1 -

Device (config-flow-record) # match
application name

TV r—varbED—HEREEL
E3

GE)

Z OEEIZ. AVC YR — F CTIINZE
TY, 7R—MRNT7 TV r—raré—
BT 5 ENRREIC/R D120 TT,

ATy T17

match connection client ipv4 address

&1

Device (config-flow-record) # match
connection client ipv4 address

94T (Za—Af =y xm—H)
DIPvd 7 FLREDO—H&EFELE
j—O

ATvT8

match connection client transport port

51

Device (config-flow-record) # match
connection client transport port

EE) 7e—La— ROx—7 1 —
NVRELT, 727472 FOFERR—
FED—EERELET,

ATvT9

match connection server ipv4 address

&1

[l A%% Y k7—% TO Application Visibility and Control D% %

P—RN— (Ta— L ARH) DIPv4
T RL AL D—HEHELET,



| &+ k7—% TO Application Visibility and Control D&%

JAo—La—Fk2: WAFEM7A—La—F .

ARV FFEREETIVa Yy

E:)

Device (config-flow-record) # match
connection server ipv4 address

ATy 710

match connection server transport port

51

Device (config-flow-record) # match
connection server transport port

Y—=N=Dr T AR—=hHF=-F LD
—EERELET,

ATvIN

match flow observation point

51

Device (config-flow-record) # match flow
observation point

Tu—@HA MY Y7 OBAA b
ID L D—BZEHELET,

ATvT12

collect flow direction
&1

Device (config-flow-record) # collect
flow direction

R DOFNET collect connection initiator
a2 RO initiator +—7 — R TIRE
B RITE 7 v —OBES A (o
=V —HERIFIVARCE) DN
(ANELEFHS) 2ETH LI
e LE4, initiator ¥ —7— KT
ESNDEIZIE U T, flowdirection
F—U— NIROMEZ &V £,

< 0x01= A/)7m—

e 0x02=MH 17 ma—

initiator ¥ —U — R = = —#F|Z
REINTVDEE, 7u—0kmix
Ta—DA =vE—HANLIEEEIN
F 9, initiator ¥ — 7 — RN L AR H
ICRESNTWDEE, 7e—0JjH
X7 v —D L AR AN LIRE SN
£, A# AVC TIL. initiator F—
U— RIEICA == —FITRES N
TWET,

ATv 713

collect connection initiator

1 -

Device (config-flow-record) # collect
connection initiator

collect flow direction ==~ > K CHRE &
nl-7va—ohcEET 5 7 e —0
fl (f == —FFEIIIVARH)
ZIWET D L O IHEE L E T, initiator
XF—U—FiE, 7e—D KBTS
ROERETBEL T,

e 0x0l=Af = —HF : Ju—DE
BT A =3 = — X TF

Hig+ v k7 —% TO Application Visibility and Control D% [}



. JOo—La—F2: WAEZ7AO—La—F

B4 v k7 —7%2 TO Application Visibility and Control D% TE

ARV FFEREETIVa Yy

S

A AVC T, initiator ¥—7 — K%
WA =V = H|THRESNTWE
j—o

ATV 714

collect connection new-connections

1 :

Device (config-flow-record) # collect
connection new-connections

B S TR PR DR 2 INEE T 5 K
INTHE LET,

ATy T15

collect connection client counter packets
long

1 :

Device (config-flow-record) # collect
connection client counter packets long

TIAT MR EE LNy NME
INET DX HICHRELET,

ATv 716

collect connection client counter bytes
network long

1 -

Device (config-flow-record) # collect
connection client counter bytes
network long

7 74T RBEE LA MG
RHENEET D KO IHREL £,

ATv I

collect connection server counter packets
long
11 -

Device (config-flow-record) # collect
connection server counter packets long

PN INREE LTy MR I
TLHEOTHELET,

ATy 718

collect connection server counter bytes
network long

1 -

Device (config-flow-record) # collect
connection server counter bytes
network long

PN RREE LT MO AR
RS 5 Lo IR ELE T,

ATv 719

collect timestamp absolute first
£

Device (config-flow-record) # collect
timestamp absolute first

WDy N7 v — TR I
L EORHZ Y BEALTIET S &
ITHELET,

ATy T2

collect timestamp absolute last
i

Device (config-flow-record) # collect
timestamp absolute last

BHONry N T e — TR INT-
L X O AE I U AL CINEET S &
ITHELET,

[l A%% Y k7—% TO Application Visibility and Control D% %



| &#+v k7—% TO Application Visibility and Control ® %
AEEIO—La—F .

aAv U RFERET7TIVaY EL:Y
RFv721 |end it EXEC = — NIZREV £7°, £/,
i - CulZF—%MLTH, Fr—rL o
N N N N RN A =
Device (config) # end A Fal—vars R %%:TVC
T ET,
RTw F22 |show flow record FTRTOT7r— L a— RT3 EHR
Bl ERRLET,
Device# show flow record
FE7e—ra—R
Zu—Lba—R3: Futkve—ra—K: A7
FIg
AU RFEREETIVa Y B
ATFvT1 configureterminal Jua—N)arJ7 4 Xal—igy
. T— ML ET,
Device# configure terminal
25w 72 |flowrecord flow _record name JH—lLa—Rar7 4 ¥al—g
Bl vE— FEBALET,
Device (config) # flow record fr-wdavc-3
AT w3 |description description ({F8) 7u— L a— RO 1ERK
11 LETS
Device (config-flow-record) #
description flow-record-1
AT 74 |matchipv4version IPv4d~y X —NHEDIP A=V 3 &ED
Bl —~HEIRELET,
Device (config-flow-record) # match ipv4
version
Z 3w 75 |matchipv4 protocol IPvd 7o han b O—EAEEELE
1) EE
Device (config-flow-record) # match ipv4
protocol
5w 76 |match ipv4sourceaddress IPvé BIETET R LA L 0 —Bcd % —
Bl 74— RELTHRELET.
Device (config-flow-record) # match ipv4
source address

Hig+ v k7 —% TO Application Visibility and Control D% [}



. ZO0—La—Fk3: AAKIA—La—F:

B4 v k7 —7%2 TO Application Visibility and Control D% TE

AR

ARV FFEREETIVa Yy

S

ATy IT17

match ipv4 destination address

1 -

Device (config-flow-record) # match ipv4
destination address

IPv4 3657 RL R & D—E % ¥ —
T4—VRELTHEELET,

ATvT8

match transport source-port

1 -

Device (config-flow-record) # match
transport source-port

T U AR— FREILR— b ED—F
R —T7 44— L RELTHELET,

ATvT9

match transport destination-port

1 -

Device (config-flow-record) # match
transport destination-port

rZ U AR— MEdeR— b EDO—F %
F—T7 4 —/LRELTHRELET,

ATy 710

match interfaceinput

51

Device (config-flow-record) # match
interface input

ANIAVHE—T oA AL D—FKEF—
TJ4—VRKELTHELET,

ATvIN

match application name

51

Device (config-flow-record) # match
application name

TV —varblDO—BEREL
e

GE)

Z OFEIL, AVC VAR — b TITE
T3, ZJu—MmrF U r—v g t—
BT 22 EMHRRIC R D120 T,

ATvT12

collect interface output

&1

Device (config-flow-record) # collect
interface output

Ta—MhbH A E—T oA A&
EBTHEIICHEELET,

ATy 713

collect counter byteslong

1 -

Device (config-flow-record)# collect
counter bytes long

T =D MEEIET S X912
EL&‘@AO

ATV 714

collect counter packetslong

1 -

Device (config-flow-record) # collect
counter packets long

Ta—ONr sy NMEEIET S L)
BELET,

[l A%% Y k7—% TO Application Visibility and Control D% %



| &#+v k7—% TO Application Visibility and Control ® %
Jo—La—rk4: magza—La—r:whn

aAv U RFERET7TIVaY B#)
R w715 |collect timestamp absolutefirst BOIDO/RFy v 7 —CHER S -
%l - L EORFM A I MHALTIET 5 &

L
Device (config-flow-record) # collect ? h_*aﬂil/§57fo
timestamp absolute first

R w716 |collect timestamp absolute last EHONRFy "R T — RSN
i - & ORMZ I Y BHEA TR 5 &

R
Device (config-flow-record) # collect 2 h_*EKE[/Eter
timestamp absolute last

25y 717 |end #5if EXEC £— FICRY £, 72,
B - CulZF—%MLTH, Fr—ryL o
Device (config) # end v 7 A ﬂ?l b—va st F%%@TVC

TET,

Z 5w 718 |show flow record FTRTOT7E— L a— RT3 EHR
15'] : 7’8%—%% Li‘a‘o
Device# show flow record

Zu—La—R4: FaErve—ra— K 7
Fg

AV RERETI3 Y B#)

ATFvI1 configureterminal Jua—nN\) a4 Xalb— g
ﬂm . qf“‘]:%fgﬁﬁél/§E7fo
Device# configure terminal

T v F2 |flowrecord flow_record_name Jrn—lba—Rary7 4 FXal—3
15'] : :/:E_ ]\\‘%Eﬁﬁé\]\/iﬁ—o
Device (config) # flow record fr-wdavc-4

R w 73 |description description UEE) 7ua— L a— FOHBHEERK
11 - LET
Device (config-flow-record) #
description flow-record-1

RTw 74 |matchipv4version [PV~ X —=DHDIP A=V g D
Bl - —HEEELET,
Device (config-flow-record) # match ipv4
version

Hig+ v k7 —% TO Application Visibility and Control D% [}



B4 v k7 —7%2 TO Application Visibility and Control D% TE

. JA—La—Fka4: FAKIR—La—F: HA

ARV FFEREETIVa Yy

S

ATy TH

match ipv4 protocol

1 -

Device (config-flow-record) # match ipv4
protocol

IPvd 7o haLto—HEEELE
kR

ATvT6

match ipv4 source address

1 -

Device (config-flow-record) # match ipv4
source address

IPv4 EETTT RL AL D—F % F—
T4 RELTHELET,

ATy T17

match ipv4 destination address

1 -

Device (config-flow-record) # match ipv4
destination address

IPv4 585CT7 RL AL D—EE F—
T4—RKELTHELET,

ATvT8

match transport source-port

51

Device (config-flow-record) # match
transport source-port

T U AR— FREILFR— b ED—F
R —T7 44— /L RELTHELET,

ATvT9

match transport destination-port

51

Device (config-flow-record) # match
transport destination-port

hZ U AR— MR — b EDO—F %
F—T7 =L RELTHELET,

ATv 710

match interface output

51

Device (config-flow-record) # match
interface output

MO =T 2 A 2L D—H%F—
TA4— FELTHRELET,

ATvINn

match application name

51

Device (config-flow-record) # match
application name

TV r—varbED—HEREL
E

GE)

Z OBAEIL, AVC YR — b T
TY, Zu—RB7 7Y r—vark—
D LIRS0 TT,

AT T12

collect interface input

1 -

Device (config-flow-record) # collect
interface input

Ta=PNOANNA =T = A A%
£ DL ELET,

ATy 713

collect counter byteslong

1 -

[l A%% Y k7—% TO Application Visibility and Control D% %
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| &#+v k7—% TO Application Visibility and Control ® %
ons 7o—La—k |

ARV FFEREETIVa Yy E]:g]
Device (config-flow-record) # collect
counter bytes long

X 714 |collect counter packetslong Ta—0Rry MEEIET S L DI
{;“ : ?E‘Hﬂgbjﬁ—a«o

Device (config-flow-record) # collect
counter packets long

R 5w 715 |collect timestamp absolute first WDy R T7 1 — THER ST
%l - L E O A I U MBI CINET 5 X

> - =
Device (config-flow-record) # collect g L_*EEEL/jijro
timestamp absolute first

R T v 716 |collect timestamp absolute last BH Oy NN T a—THER Sz
- L E ORI A I U MBI CTINET 2 X

R
Device (config-flow-record) # collect 7 L_*Eﬂil/jz7r°
timestamp absolute last

A7 v 711 |end FEtE EXEC ©— NICRED £9. £,
i - Ctr+Z ¥—%MLCTH, Fu—rL
Device (config) # end “ 74 Falb—varEt— }\%%@T"C
TET,
AT 718 |show flow record TRTHO7r— L a— RCET 515H
15“ : %i%i_“ Liﬁ‘o
Device# show flow record
DNS7o—1L a— R
77—l a—RK5:DNS7ue—Lba—R
Flg
ATV REEETIa Y B
ATFwvT1 configure terminal JTa— )L ary7 4 Xal—a
Bl T REMBLET,
Device# configure terminal
RFw 72 |flowrecord flow_record name Ja—lLa—Rary74FX¥zl—3
B - v RERG LT
Device (config) # flow record fr-wdavc-5
RFw 73 |description description (E=E) 7u— L a— NOH &2 1ER
15'] : L/i—é—o

Hig+ v k7 —% TO Application Visibility and Control D% [}



B o-—a-rs:onson—La—k

B4 v k7 —7%2 TO Application Visibility and Control D% TE

ARV FFEREETIVa Yy

S

Device (config-flow-record) #
description flow-record-5

ATV

match ipv4 version

B -

Device (config-flow-record) # match ipv4
version

IPvA~y X —=NEDIP A=V a2 D
—HERELET,

ATvT5

match ipv4 protocol

1

Device (config-flow-record) # match ipv4
protocol

IPvda 7o halto—HEEELE
—640

ATvT6

match application name

1 :

Device (config-flow-record) # match
application name

TIVr—vark O EEREL
i‘a‘o

GE)

ZOEAEIT, AVC YR — b TIRZ
T, 7u—Nn7 7V r—varb—
T2 EMARRICR DT TT,

ATy T1

match connection client ipv4 address

1 -

Device (config-flow-record) # match
connection client ipv4 address

2547 (Tue—(=ixz—H)
DIPvd 7 RLREDO—FKEfEELE
KR

ATvT8

match connection client transport port

1 -

Device (config-flow-record) # match
connection client transport port

Zr—lLa—RD¥F—74—/L KL L
T, 72947 OB AR— KL D—
BERELET,

ATvT9

match connection server ipv4 address

1 -

Device (config-flow-record) # match
connection server ipv4 address

HF—R— (Zr— L RARH) OIPv4
T RLAED—HEEELET,

ATy 710

match connection server transport port

1 -

Device (config-flow-record) # match
connection server transport port

P=N=D T AR=F R = L&D
—EERELET,

ATvIN

collect flow direction

51

Device (config-flow-record) # collect
flow direction

[l A%% Y k7—% TO Application Visibility and Control D% %

DO TFNET collect connection initiator
a2 RO initiator +—7 — R THRE
ENDMIE T v —ORHET 5[ (A
=V EII VAR UA) OFN
(ADERIFHT) ZIETDH LI
feE L ¥, initiator ¥—Y— KT



| &+ k7—% TO Application Visibility and Control D&%

so—La—ks5:oNs 7o—La—F

ARV FFEREETIVa Yy

E:)

EINAEIZG T T, flow direction
F—U— RIRDfEE &V F9,

«0x01= A )7 —

cO0x02=H7a—

initiator ¥ —Y — N3 = =—X(Z
RESNTWDYAE, 7a—0kmik
Tu—nDA =y z—ZlINbIREESh
%9, initiator ¥ — UwPﬁvzﬁyﬁ
WICRRESNTWDIEE, 7a—0JH
X7 —D L AR AP BIRE S
£4, A8 AVC T, initiator ¥—
U — RIEIC, == — X IR ESH
TWET,

ATvT12

collect timestamp absolute first
11

Device (config-flow-record) # collect
timestamp absolute first

Ei%)]g)/\b— b4 ]\ 7537 D‘—T%wh éhf:
L EOR#Z I VBB TIEET D &
I ELET,

ATy 713

collect timestamp absolute last
151 -

Device (config-flow-record) # collect
timestamp absolute last

W%ﬁm/\& b4 ]\ 7537 D\—TEEN‘LA éﬂf:
L EOR A I U ML TINET S &
IZFRELET,

ATy 714

collect connection initiator

1 -

Device (config-flow-record) # collect
connection initiator

collect flow direction =~ > K CHE &
niz7a—ohrcEET 2 7e—0
fl (== FEE VAR H)
ZINET D L O ITFRE L 7, initiator
F—U— R, 7o—imicET5
WONEHRZ UL £ 7,

c0x0l=A=vx—H : Ja—DikE
EridEmof = =—F%TT

Hi AVC Ti. initiator ¥ —7 — FiZ
WA =T —H TR EINTWE
7,

ATvT15

collect connection new-connections

1 :

Device (config-flow-record) # collect
connection new-connections

B S TR B AR DR 2 INEE T 5 K
IITHELET,

Hig+ v k7 —% TO Application Visibility and Control D% [}
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gy kD

— 4% T Application Visibility and Control D% %E

ARV FFEREETIVa Yy S
ZX w716 |collect connection server counter packets| 4 — R —R3%(Z L7347 v M A INE
long THLOICHELET,
i
Device (config-flow-record) # collect
connection server counter packets long
X w 7171 |collect connection client counter packets| 7 5 1 7> FBEE L7 v Nk
long AR 5 &5 IHEE LT,
i -
Device (config-flow-record) # collect
connection client counter packets long
R 718 |collect connection server counter bytes | 4— X—REE L7314 N DOEE %
network long T B L IR E L ET,
11 -
Device (config-flow-record) # collect
connection server counter bytes
network long
R Fw 719 |collect connection client counter bytes | 7 5 ¢ 7o FREE LA M DS
network long HEWET S LD ICHEELET,
£l
Device (config-flow-record) # collect
connection client counter bytes
network long
25w 720 |collect application dns domain-name DNS RAA 4% DNS 70 —L 32—
i - ROWET 4 —/L & LTERT 2 &
= ) 2L
Device (config-flow-record) # collect 2 L_EXXEI/E£7$°
application dns domain-name
ATy 721 |end FrHE EXEC £ — FICRY £7, F7=.
il - Cul+ZF—%LTH, Fr—rL o

Device (config) # end

V74X 2l —varE—RERLTT
%\iﬁ—o

JO0— I AR—ZDER

Tu— T AR—ZEERTDHE, 78— T AR— K RTA—FEERTXFET,

[l A%% Y k7—% TO Application Visibility and Control D% %



| &#+v k7—% TO Application Visibility and Control ® %

FIE

so—zo2t—anksn [

AR NFERERTOVa Y

=)

ATy T

configureterminal

1

Device# configure terminal

Ja—nR) a7 4 F¥al— gy
T FEBIBLET,

ATv T2

flow exporter flow_exporter_name

1

Device (config) # flow exporter
flow-exporter-1

TH— TV AR—HF AT fF a2 lb—
vary ®—REBMBLET,

ATvT3

description description

1 -

Device (config-flow-exporter) #
description flow-exporter-1

fEE) 7u— =7 ZAR—FZDFHHA%E
ER L E9,

ATvT4

destination { hostname | ipv4-address
| ipv6-address }
fi

Device (config-flow-exporter) #
destination 10.10.1.1

T AR—ZTT— X &iRE5T D50k
AT ELDKRA ML, IPvd £721X IPv6 7
KL AZRBELET,

ATy Th

option application-table [ timeout
seconds ]
{5

Device (config-flow-exporter)# option
application-table timeout 500

(fEE) 7u— 7 ZAR—=FZDT S
r—3ay TF—TADF T a
ELET, timeout 47> = v &4
5HE, Ta—x g AR—Z OFEERH
ERPHNL THRETE £9, A7
1 ~ 86400 FVC9°,

ATvT6

end

1

Device (config) # end

¥EHE EXEC E— RIZERY £9°, 7=,
CtrH+Z ¥ —%2#LTH, /' m—s3L o
V74X al—var F—FEKTT
xFET,

ATy T17

show flow exporter

1 -

Device# show flow exporter

TRTOT7r— T AR—XIZHT 2
THMEFRLET,

ATvT8

show flow exporter statistics

1

Device# show flow exporter statistics

7 wu— T AR—Z OfEHER & TR
Li‘a—‘o
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20— =4 —DER

B4 v k7 —7%2 TO Application Visibility and Control D% TE

Ta— =X —%ER LT, 7ue— La— RNIBEEMTLZENRTEET,

FIE

ARV RFERRETO Y

E:)

ATy 1

configureterminal

1 -

Device# configure terminal

Jua—)ary7 4 Xal—g v
£ — F‘%—_}Eﬁﬁé\biﬁ‘o

ATy T2

flow monitor monitor-name

51

Device (config)# flow monitor
flow-monitor-1

Tu—E=F—%FRL, 7r—E=
H—ary 7 4 X2l —varE—K%
BALE L £77

ATvT3

description description

1 -

Device (config-flow-monitor) #
description flow-monitor-1

l

(FE) 7u—T =X —OMH % VERK
Liﬁ‘o

ATvT4

record record-name

51

Device (config-flow-monitor)# record
flow-record-1

HENMER SN L a— ROLETE IR
ELET,

ATvT5

exporter exporter-name

1 :

Device (config-flow-monitor) # exporter|
flow-exporter-1

FANAER SN 7 AR —Z DL Hi
ARELET,

ATvT6

cache { entries number-of-entries |
timeout {active | inactive} | type
normal }

1 -

Device (config-flow-monitor) # cache
timeout active 1800

1 -

Device (config-flow-monitor)# cache
timeout inactive 200

1 :

Device (config-flow-monitor) # cache
type normal

(fEE) 7r—F vy v aXFA—4
ERETDHEIITHEELET,
* entries number-of-entries : 7 1 —
XyrviaNO7u—x 2 MO
I KEE 16 ~ 65536 OHiPH THEE
LET,

GE)
BHREDOX ¥ v o XA T OBV R—
rEET,

ATy T17

end

1 :

[l A%% Y k7—% TO Application Visibility and Control D% %
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| &#+v k7—% TO Application Visibility and Control ® %
70— E=4—0OER .

ARV RFEREFT7TIa Y B
Device (config)# end V74X al—arET— RERKRTT
%i—g—o
ZF w78 |show flow monitor TRTCO7u—F=F— BT 5 EH
B - EFRRLET,

Device# show flow monitor

25w 79 |show flow monitor flow-monitor-name PR LA AVC 70— F= X — |7
i - BT aEWmaEsRrLET,

Device# show flow monitor
flow-monitor-1

ZFw 710 |show flow monitor flow-monitor-name | 5% AVC 7 10— & =¥ — D& EHEHR
statistics EERFLET,
i

Device# show flow monitor
flow-monitor-1 statistics

R w711 |clear flow monitor flow-monitor-name BELE7e— =X —0O%H1ER %

statistics 7 U7 L%9, clear flow monitor

Bl - flow-monitor-1 statistics %1/ L 72

bevice$ clear flow monitor {Z show flow monitor flow-monitor-1

flow-monitor-1 statistics statistics =~ > RZFEH LT, 7T
OMFHEERN Y Y hEN=Z L &hk
WLET,

25w 712 |show flow monitor flow-monitor-name | ERATCr7n—F v v 2 DODNEEH
cache format table RLUET,
1 -

Device# show flow monitor
flow-monitor-1 cache format table

A7 w713 |show flow monitor flow-monitor-name | 7o — L a— R EAEOERTT 72—
cache format record Xy v aONREFTLET,
K

Device# show flow monitor
flow-monitor-1 cache format record

2w 714 |show flow monitor flow-monitor-name CSVIERTC7ue—F% % v a2 ONK%
cache format csv FRLUES,

1 :

Device# show flow monitor
flow-monitor-1 cache format csv

Hig+ v k7 —% TO Application Visibility and Control D% [}



B4 v k7 —7%2 TO Application Visibility and Control D% TE I

. AVB—T 14 RA~ADT7O0— E= 2 —DBEER T

AB—DILAADTA— E= 2 —OEERIT

FIE

B REFEREFAL I~ FEFIO2 OOBRGIAMAVC T =X —% A LV X —T = A AT
BplcBse & £,

ARV RFEREET7TIVa Y BHY

R w 71 |configureterminal Jua—) a7 4 Xal— gy
f E—RFZBRBLET,
Device# configure terminal

R T 7 2 |interfaceinterface-id A B —Tz2A AT X2l — g
i - v E—FERRBLET,

Device (config) # interface
Gigabitethernet 1/0/1

R 73 |ip flow monitor monitor-name { input | | A Sjo%4w K EHSIA Y RO EET-
output ) HOTRAOA 5 —T = AT
il - n— =X —zBEMTET,

Device (config-if) # ip flow monitor
flow-monitor-1 input

A7 74 end BEHE EXEC T— RISV £, £7-.
fAi CtrH+Z F—%#LTH, Fu—r3L =
Y74 F¥al—var E—FERKTT

Device (config) # end

TET,

NBAR2 h R AL TF7T)r— 3>

NBAR2 Cit, W AZ AT haL L TCHRE AT 7Y r— g Uil caEd, b
2ZEZLTa hat, Fae haltr AV hr— g AP R—FNLETR, BIEDO L Z A,
NBAR2 iZHR—F L TWEE A,

TRTORIZBWT, 2 a4+ a2 NBAR2 7 u h oL Xy 7 OR&AThHhia—H L
TN =g BIXOBEDT ) r—2a v BNH0ET, a—hL T 7Y A — g 3 E
RO X HITHEENET,

 HHRE~DETEDOT S r— g v

 WlAEHE DT T r— g
NBAR2 CTit, 20k H%u— N 77V r—2 g FBTHARAAA R THTEZREL

TWEYT, Fr— 3L ar7 X a2 lb—3 3 F— KTipnbar custom myappname =< K
EHALC, FEICT SV r— a2 W AA~A ATEET, WAX LTIV r—vav
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I, MAALT e IV EVELRINET, ENENOTAX L T a faL Tk, 2—%F—
X, VAR—FHBIERTE 22 L7 X ID A EHETEET,

SESERFIATOT TV r— gy HAZSA ARNH D £9°,
— A 7O FIILDHRETAR
« HTTP

» SSL
* DNS

ARy b HEOEARW T v s a) oS B A X~ A X server-name
LAXIILANVIDHRETARX

«IPv4 7 R LA

« DSCP f&

« TCP/UDP —

e 71 —E(E T E IS D JT M)
NA ATy b A0 — FOFFED NS MEIZESS I AZ A X

HTTPO AW X2 <A X
HTTP DA A%~ A XX, RO HTTP 7 4 —/L ROMAEDOHITE SN TEITTEET,
- cookie : HTTP 7 » % —
chost : U Y =A@ dOP—"—=DHEAX M,
e method : HTTP A YV v R
sreferrer @ YV —2A VI =X FORBILOT FLX
o url : Uniform Resource Locator @73 A
cuser-agent : ERAEZRET LIV NI THEHENTWEY 7 vy =T
sversion : HTTP N—T 3

evia : HTTP &M 7 4 —/L

HTTPOAHRB<TA X

L7 % 1D 10 23372 HTTP AR A & [*mydomain.com| % fff 9% MYHTTP & FE/E
NDHAB LT T r—33 0,

Device# configure terminal
Device (config)# ip nbar custom MYHTTP http host *mydomain.com id 10
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SSLOAREZTA4 X

DNSDARETAX

BEHRETAX

B4 v k7 —7%2 TO Application Visibility and Control D% TE I

SSL H— "—%F57E (SNI) F72i13d@4 (CN) 2»6hiH LM a2 H L <, SSLEF 51k +
FT 4T TCHAR~A REL{THIZ EMTEET,

SSLOHRATA R
L7 % ID 11 7= SSL E A4 mydomain.com] %35 MYSSL & IMEELD
HNAZIT TV r—a v,

Device# configure terminal
Device (config) #ip nbar custom MYSSL ssl unique-name *mydomain.com id 11

NBAR2 /%, DNS ZRB I WICE T 7 4 v 7 Zffggd L, 77U 77— 3 &~ DNS G
BT 5 Z M TEET, DNSIRENORINTZIP T LU AEF v v o i, £ORE
DT TV r—a AZREHEMT N TWDLZDHRD /Ty b 7=l ENET,

ip nbar custom application-name dns domain-name id application-id =~ > (%, DNS O A ¥ <
A REHENET, BEOT 7V r— a U EJEET 5I21E, ipnbar custom application-name
dns domain-name domain-name extends existing-application =~ > R & H L £,

DNS R—Z DI A H <A ZAOFEMIZ-OUVTIL, http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/
qos_nbar/configuration/xe-3s/asr1000/qos-nbar-xe-3s-asr-1000-book/nbar-custapp-dns-xe.htm] % 2 &
LTLEENY,

DNSDARZTAX

L7 % 1ID 12 B3 72 DNS KA A >4 mydomain.com] % {3 % MYDNS & -
ENDHAZ LT TN Ir—a v,

Device# configure terminal
Device (config)# ip nbar custom MYDNS dns domain-name *mydomain.com id 12

NBAR2 Ti%, HTTP, SSL E£72IXDNSIZBIND R AL L AITHESNTT TV r—a &l
AY A XTI EN RSN TS,

BEHREITA X

L7 % 1D 13 23 /= HTTP, SSL £ 721X DNS K A A >4 [mydomain.com| % ff
9% MYDOMAIN EMEHENAD T AZ LT Y r—33

Device# configure terminal
Device (config)# ip nbar custom MYDOMAIN composite server-name *mydomain.com id 13

[l A%% Y k7—% TO Application Visibility and Control D% %
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| &+ k7—% TO Application Visibility and Control D&%
Buorzszsz ||

BLDHAREZTAX

LAY VANADI AR~ A XX, X7y X TNTHESNTEBY, 7o —DRAgIO/r
FCHEIC—ELET,

BLDHAREZTAX

IP7 FL % 10.56.1.10 33 X 10 10.56.1.11, &L 27 % ID 14 253\ 7= TCP 35 L. T DSCP ef
IZ—%3 % LAYER4CUSTOM ERRZIND I AKX L T Y Ir—2a

Device# configure terminal

Device (config)# ip nbar custom LAYER4CUSTOM transport tcp id 14
Device (config-custom)# ip address 10.56.1.10 10.56.1.11

Device (config-custom) # dscp ef

Bl: HDREL T IV 5—3 0 DEZS—) Y

ARELT TV r—2avDEZE—) T DD show a7 U F
show ip nbar protocol-id | inc Custom

Device# show ip nbar protocol-id | inc Custom

LAYER4CUSTOM 14 Custom
MYDNS 12 Custom
MYDOMAIN 13 Custom
MYHTTP 10 Custom
MYSSL 11 Custom

show ip nbar protocol-discovery protocol CUSTOM_APP

Device# show ip nbar protocol-id MYSSL
Protocol Name id type

MYSSL 11 Custom

NBAR2 54+ 3IwH Ev LR TR MIAWLNSNYHIDTY THFL—FK

Tabranr Ry ik, TRAALADY AT VT N 2T HBEBEWZH LR TAALAD
NBAR2 71 b/ U R— 2T HTEHY 7 ho=T Ny r—UT4, Fr bhar Ry 7|z
IZ. NBAR2 (L > CTIERITHR—=FENTWD, I A IER TRy VT EBHDOT TV Ar—
valETAEWRBEENTWET, £T TV r— 3 oW T, Fr han Ry sz
X, TV —a BRLET Y r— g U BREDERREENTWET, £V 7 vy T
VU —2201%, flBRIAHBDT T hay Ny RN RLEINTWET,
7 o)l Ry ZIIIIROBERH Y £,
« 0— RPEG TEik,
cEWA—=groFa hal RNy I Ty IS L —RLE) ., R —Y g 007 a ba
IR TR LIV T 50ONKS.

s A v FDYm— REnEEE LRy,
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B vearz 7o ko s omREE

i

Waming 2 1 o F 2% v 7 HEREERT 25613, AL v FIZFAILT R har iy 7 77 A i —
RENTWHZEEZMRLET, AFX v I7NDT T A~ AA v~ F Tipnbar protocol-pack
flash protocol-pack-file =~ > RZF(TT 5L, 77 ANANRR— RINTWRNALZ v Z7ND A
Ay FIE, REDOA—HBENRERETY m— NN ET,

NBAR2 7’12 k =)L X 7%, KO URL H*5 Cisco Software Center CTX 7 > 12— RTXE9 ¢
https://software.cisco.com/download/home

NBAR2 70O kaJL /8w DEHREHE

FLnwrre han Xy Z7uxa— RTH0HII, TXTDORAL vTF A= ETFr han Ny
JHT Ty allat—9535ERHD ET,

Zuabal Ry ko —RT520X. NBAR2 Vo bab Ry 7pu—FK 32X—=) &5
BRLTLZEN,

NBAR2 7O koL /XwodA—FK

FIIg
ARV KRFERETY a3 Y B#Y
AT w71 |enable FiHE EXEC E— FE AR LE T,
i : « NRT—READLET (ERIH
=5%6) .

Device> enable

R w 72 |configure terminal Jua—N)ary7 4 Xal—g v
%l - T— RZHBLET,

Device# configure terminal

R w 73 |ipnbar protocol-pack protocol-pack ua banl RNy rshku— RNLET,
force
[ ] cHOROTa bRy I oR—T g

- CIXE LD, LW A—=U 300
Device (config)# ip nb ool . Fa hansly 2 EEFEL, B— R
evice (confi ip nbar protocol-pac ‘
flash:defPrgtoPaEk ° P +5121%. forcedF—U— R&E{EH
I LET, ZhIZED, A v F DB
| EOF kal Ry 7 THR—k
Device (config) # default ip nbar E§317fb\iﬁb\%{ﬁg%)ﬁugﬁégjbjzjﬂ

protocol-pack

HBIABO T T kal Ry JITRERHIT
X, kO~ REFEHLET,
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#:nBaRz 7o han Svson—k [

aAvYRFERET7IOIY BRI
ATy 74 |exit b EXEC B— RNICRE Y 9,
1 -

Device (config) # exit

R 75 |showipnbar protocol-pack {protocol-pack | 7= F =)L v 7R A FERLE T,

| active} [detail]

Zoavry REFEHLT, r—FX
B A ASENEY AP ALV
Devicet show i nb ool ook . XTIy, EOMOFEME
evice# show ip nbar protocol-pac ~
active %Eﬁ Li’fo

EESNETa han Sy 7Ol
Wz FoRd 5121, protocol-pack 5
BAEMEHLET,

TIT 4T Ta hansy 7o
WaFKRT DHITIL, activeF—T —
FEEHLET,

FEZe T hanoRy 7 OEREE
T AL, detall F—U — R&{#
)EH L/jz—g—o

il NBAR2 71 k)L /Rw 7 Da— K

WROBENZ, FrlLnwFa han Ny 7 azn— T 55EERLET,

Device> enable

Device# configure terminal

Device (config)# ip nbar protocol-pack flash:newDefProtoPack
Device (config) # exit

wOBNZ, forceF—T7— RZFEHA LTI NA—YarorFa haly 7 xo— K45 5%
ZRLET,

Device> enable

Device# configure terminal

Device (config) # ip nbar protocol-pack flash:0ldDefProtoPack force
Device (config) # exit

WORFNT, FARAHZDT T ka3 Ry ZIZERT HEERLET,

Device> enable

Device# configure terminal

Device (config) # default ip nbar protocol-pack
Device (config) # exit

Hig+ v k7 —% TO Application Visibility and Control D% [}



. Application Visibility and Control D E=%—1) >4

B
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Application Visibility and Control D E=42—1) >4

ZOvZvarTii, 77V —va
jﬁo

CORMEICET AT LW a v RIZOoOWTHA L E

wDa<wy R, AA v FBIORT V7 EBAR—FOT U r— g v OFHEEEZE=F—7F 5%

eI TE £,

RLZAAYFOTT)r— a3 0aEEEE=

A—YoFav kR

avU R

B

show ip nbar protocol-discovery
[interface interface-type
interface-number] [stats{byte-count |
bit-rate | packet-count |
max-bit-rate} ]

| top-n number]

[protocol protocol-name

NBAR Protocol Discovery B§RE(Z & - TINLEE S fL7-#t
FHERAE RS LET,

(LR RSN LMt Z KB 51203,
F—U—FBIUOSIEBEANLES, F—U—
ROZNZNDOFEAZ SV TIE,  [Cisco 10S
Quality of Service Solutions Command Reference |
dshow ip nbar protocol-discovery =~ > K& %
BLTSTESN,

interface-number

show policy-map interface interface-type

A H =T 2 A ACEALTERY) — < v 2o
TOFERERTLET,

{5 : Application Visibility and Control ®

KIZ. match protocol T7 7Y rr—3/3
s LET,

Device# configure terminal

Device (config) # class-map match-any
Device (config-cmap) # match protocol
Device (config-cmap) #end

N —
axX A&
VERDTANEEEH LT T2~y T EVERT D0

NBAR-VOICE
ms-lync-audio

wIZ, R v—<v7&BERL, B QoS DFD 7 T A <~ T HEHRTHH R LET,

Device # configure terminal

Device (config) # policy-map test-avc-

up

Device (config-pmap) # class cat-browsing

Device (config-pmap-c) # set dscp 12
Device (config-pmap-c) #end

wIZ,

Device# configure terminal

(
(
Device (
(
(

Device (config) # policy-map test-avc-

config-pmap-c) # police 150000

R v — o7 ZERL, AJIQoS DMEGFD I T A~y T ERTDHHEZRLET,

down

Device (config-pmap) # class cat-browsing
Device (config-pmap-c) # police 200000

B &%y k7—% TO Application Visibility and Control ®
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Device (config-pmap-c) # set dscp 10
Device (config-pmap-c) #end

Wiz, R)v—~=v T AA{ vF F— MIEHTIHEZRLET,

Device# configure terminal

Device (config) # interface GigabitEthernet 1/0/1
Device (config-if)# switchport mode access

Device (config-if)# switchport access vlan 20

Device (config-if) # service-policy input POLICING_IN
Device (config-if) #end

RIZ, NBAR BYEIZEESWT Y T A~ T HAERT 2612 R LET,

Device# configure terminal
Device (config) # class-map match-all rel-relevant
Device (config-cmap) # match protocol attribute business-relevance business-relevant

Device (config) # class-map match-all rel-irrelevant
Device (config-cmap) # match protocol attribute business-relevance business-irrelevant

Device (config) # class-map match-all rel-default
Device (config-cmap) # match protocol attribute business-relevance default

Device (config)# class-map match-all class--ops-admin-and-rel
Device (config-cmap) # match protocol attribute traffic-class ops-admin-mgmt
Device (config-cmap) # match protocol attribute business-relevance business-relevant

WIZ, NBARBMEICE S 7 T A< v FNZEASWTRY v—< v T E2ER T 502 R~ L ET,

Device# configure terminal

Device (config) # policy-map attrib--rel-types
Device (config-pmap) # class rel-relevant
Device (config-pmap-c) # set dscp ef
(config-pmap-c class rel-irrelevant
(

(

(

)

Device )
Device (config-pmap-c)# set dscp afll

)

)

Device (config-pmap-c class rel-default

#
i
#
Device (config-pmap-c) #

set dscp default
Device (config) # policy-map attrib--ops-admin-and-rel

Device (config-pmap) # class class--ops-admin-and-rel
Device (config-pmap-c)# set dscp cs5

K2, NBAR JBIHEIZHEASS RY v—~ v 72 AR — MOEN T 262~ LET,

Device# configure terminal
Device (config) # interface GigabitEthernetl/0/2
Device (config-if) # service-policy input attrib--rel-types

show O7 Y FIZKBBFDORT

show ip nbar protocol-discovery

AH=Tx2ARATLDOT 1k AVBEIHFHEHERO LAR— M E2FR L ET,
WIZ, A B —T =24 AT L OFFEROENBIZRLET,

Device# show ip nbar protocol-discovery int GigabitEthernetl/0/1

GigabitEthernetl1/0/1
Last clearing of "show ip nbar protocol-discovery" counters 00:03:16

Hig+ v k7 —% TO Application Visibility and Control D% [}



ﬁﬁ*vFU—?F@AwmmmVNwmmm%mmmﬂi|

K
il
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Input
Output
Protocol Packet Count
Packet Count

Byte Count

Byte Count

30sec Bit Rate (bps)
30sec Bit Rate (bps)

30sec Max Bit Rate (bps)

ms-lync 60580
55911

31174777
28774864

3613000
93000

3613000
3437000
Total 60580
55911

31174777
28774864

3613000
93000

3613000
3437000

show policy-map interface
FTRTOA 2 Z—T7 A A LEDQoSHEHEMI LUBKEFADRY v—~ v T ERRLET,
RIZ, TRTOA B =T oA RAIREINTZRY v— vy TOHNHZRLET,

Device# show policy-map int

GigabitEthernetl/0/1
Service-policy input: MARKING-IN

Class-map: NBAR-VOICE (match-any)
718 packets
Match: protocol ms-lync-audio
0 packets, 0 bytes
30 second rate 0 bps
QoS Set
dscp ef

Class-map: NBAR-MM CONFERENCING (match-any)
6451 packets
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Match: protocol ms-lync
0 packets, 0 bytes
30 second rate 0 bps
Match: protocol ms-lync-video
0 packets, 0 bytes
30 second rate 0 bps
QoS Set
dscp af4l

Class-map: class-default (match-any)
34 packets
Match: any

show A7 > FIZEBEHEA—X D QoS FBHENDERT

show policy-map interface

TRCDOA LV H—T = A A LEDBEMER—AD QoS FHAHEHRE L VR EFADRY v—~ v
ERALET,

RIZ, TRTDOA U F =T 2 ATRESNTEAR ) =~y TOHABIERLET,

Device# show policy-map interface gigabitEthernet 1/0/2
GigabitEthernetl1/0/2

Service-policy input: attrib--rel-types

Class-map: rel-relevant (match-all)
20 packets

Match: protocol attribute business-relevance business-relevant
QoS Set

dscp ef

Class-map: rel-irrelevant (match-all)
0 packets

Match: protocol attribute business-relevance business-irrelevant

QoS Set
dscp afll

Class-map: rel-default (match-all)
14 packets

Match: protocol attribute business-relevance default
QoS Set

dscp default

Class-map: class-default (match-any)
0 packets
Match: any

show ip nbar protocol-attribute

NBAR T EN BT _RTHOFu ha Vgt LET,
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B+ v kT —% TO Application Visibility and Control

Iz, —SoBEOH HIFlEZ R LET,

Device# show ip nbar protocol-attribute cisco-jabber-im

Protocol Name
encrypted

tunnel
category
sub-category
application-group
p2p-technology
traffic-class
business-relevance
application-set

cisco-jabber-im

encrypted-yes

tunnel-no

voice-and-video
enterprise-media-conferencing
cisco-jabber-group
p2p-tech-no
transactional-data
business-relevant
collaboration-apps

Device# show ip nbar protocol-attribute google-services

Protocol Name
encrypted

tunnel

category
sub-category
application-group
p2p-technology
traffic-class
business-relevance
application-set

google-services
encrypted-yes
tunnel-no

other

other

google—-group
p2p-tech-yes
transactional-data
default
general-browsing

Device# show ip nbar protocol-attribute dns

Protocol Name
encrypted

tunnel

category
sub-category
application-group
p2p-technology
traffic-class
business-relevance
application-set

google-services
encrypted-yes
tunnel-no

other

other

google—-group
p2p-tech-yes
transactional-data
default
general-browsing

Device# show ip nbar protocol-attribute unknown

Protocol Name
encrypted

tunnel

category
sub-category
application-group
p2p-technology
traffic-class
business-relevance
application-set

unknown
encrypted-no
tunnel-no
other

other

other
p2p-tech-no
bulk-data
default
general-misc

show a7 FIZ&B 70— E4—BFDORTE

show flow monitor wdavc
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HEL-AH AVC 7u— F=Z — T AEREFRLET,

Device # show flow monitor wdavc

Flow Monitor wdavc:

Description: User defined
Flow Record: wdavc
Flow Exporter: wdavc-exp (inactive)
Cache:
Type: normal (Platform cache)
Status: not allocated
Size: 12000 entries
Inactive Timeout: 15 secs
Active Timeout: 1800 secs

show flow monitor wdavc statistics

HAVC 7a— E=X — O IEREFERLET,

Device# show flow monitor wdavc statistics

Cache type: Normal (Platform cache)
Cache size: 12000
Current entries: 13
Flows added: 26
Flows aged: 13
- Active timeout ( 1800 secs) 1
- Inactive timeout ( 15 secs) 12

clear flow monitor wdavc statistics

BELT-7 80— T=X—DOKiE#REZ 27 YV 7 LE 9, clear flow monitor wdavc statistics % fi
Fi L 72#1Z show flow monitor wdavcstatistics =~ > R&H L T, T X TOMFHFHRN Y &~
FENTZ EEMERLET, LTS, 7r—F=4—fiHEHm%E 27 V7 L7=#%? show flow
monitor wdavc statistics =~ > ROH > F U f &R LET,

Device# show flow monitor wdavc statistics

Cache type: Normal (Platform cache)
Cache size: 12000
Current entries: 0
Flows added: 0
Flows aged: 0

show T2 RIZKkBF vy L2 DHREDERT

show flow monitor wdavc cache format table

FREATT7e— X v V2 ONEEFETRLET,

Device# show flow monitor wdavc cache format table

Cache type: Normal (Platform cache)
Cache size: 12000
Current entries: 13
Flows added: 26
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Flows aged:
- Active timeout

- Inactive timeout

ﬁﬁ*vhv—bvawmmmvmwmmmmmmmﬂi|

13
( 1800 secs) 1
( 15 secs) 12

CONN IPV4 INITIATOR ADDR CONN IPV4 RESPONDER ADDR CONN RESPONDER PORT
FLOW OBSPOINT ID IP VERSION IP PROT APP NAME

flow dirn .............

64.103.125.147

144.254.71.184

53 4294967305 4 17 port dns
Input e e e e
64.103.121.103 10.1.1.2
67 4294967305 4 17 layer?7 dhcp
Input contd...........
64.103.125.3 64.103.125.97
68 4294967305 4 17 layer7 dhcp
Input L e e
10.0.2.6 157.55.40.149 443
4294967305 4 6 layer7 ms-lync
Input L e e
64.103.126.28 66.163.36.139 443
4294967305 4 6 layer7 cisco-jabber-im
Input contd...........
64.103.125.2 64.103.125.29
68 4294967305 4 17 layer?7 dhcp
Input L e e
64.103.125.97 64.103.101.181
67 4294967305 4 17 layer7 dhcp
Input L e e e
192.168.100.6 10.10.20.1 5060
4294967305 4 17 layer7 cisco-jabber-control
Input contd...........
64.103.125.3 64.103.125.29
68 4294967305 4 17 layer7 dhcp
Input L e e e
10.80.101.18 10.80.101.6 5060
4294967305 4 6 layer7 cisco-collab-control
Input L e e e
10.1.11.4 66.102.11.99
80 4294967305 4 6 layer7 google-services
Input contd...........
64.103.125.2 64.103.125.97
68 4294967305 4 17 layer’7 dhcp
Input L e e e
64.103.125.29 64.103.101.181
67 4294967305 4 17 layer’7 dhcp
Input . e e

show flow monitor wdavc cache for mat record
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Z7u— lLa— RLEEOERATT7Te— v v 2 ONEEERLET,

Device# show flow monitor wdavc cache format record

Cache type: Normal (Platform cache)
Cache size: 12000
Current entries: 13
Flows added: 26
Flows aged: 13
- Active timeout ( 1800 secs) 1
- Inactive timeout ( 15 secs) 12

CONNECTION IPV4 INITIATOR ADDRESS:
CONNECTION IPV4 RESPONDER ADDRESS:

64.103.125.147
144.254.71.184

CONNECTION RESPONDER PORT: 53

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 17
APPLICATION NAME: port dns
flow direction: Input

timestamp abs first:
timestamp abs last:

08:55:46.917
08:55:46.917

connection initiator: Initiator
connection count new: 2

connection server packets counter: 1

connection client packets counter: 1

connection server network bytes counter: 190
connection client network bytes counter: 106
CONNECTION IPV4 INITIATOR ADDRESS: 64.103.121.103
CONNECTION IPV4 RESPONDER ADDRESS: 10.1.1.2
CONNECTION RESPONDER PORT: 67

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 17
APPLICATION NAME: layer7 dhcp
flow direction: Input
timestamp abs first: 08:55:47.917
timestamp abs last: 08:55:47.917
connection initiator: Initiator
connection count new: 1

connection server packets counter: 0

connection client packets counter: 1

connection server network bytes counter: 0

connection client network bytes counter: 350
CONNECTION IPV4 INITIATOR ADDRESS: 64.103.125.3
CONNECTION IPV4 RESPONDER ADDRESS: 64.103.125.97
CONNECTION RESPONDER PORT: 68

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 17
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APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

connection
connection
connection
connection
connection
connection

CONNECTION
CONNECTION
CONNECTION

initiator:
count new:
server packets
client packets
server network
client network

IPV4 INITIATOR
IPV4 RESPONDER

RESPONDER PORT:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:
APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

connection
connection
connection
connection
connection
connection

CONNECTION
CONNECTION
CONNECTION

initiator:
count new:
server packets
client packets
server network
client network

IPV4 INITIATOR
IPV4 RESPONDER

RESPONDER PORT:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:
APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

connection
connection
connection
connection
connection
connection

CONNECTION
CONNECTION
CONNECTION

initiator:
count new:
server packets
client packets
server network
client network

IPV4 INITIATOR
IPV4 RESPONDER

RESPONDER PORT:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:
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counter:
counter:

bytes counter:
bytes counter:

ADDRESS:
ADDRESS:

counter:
counter:

bytes counter:
bytes counter:

ADDRESS:
ADDRESS:

counter:
counter:

bytes counter:
bytes counter:

ADDRESS:
ADDRESS:

. Hi#g® v k7—% T Application Visibility and Control )% E

layer7 dhcp
Input
08:55:47.917
08:55:53.917
Initiator

1

0

4

0

1412

10.0.2.6
157.55.40.149
443
4294967305

4

6

layer7 ms-lync
Input
08:55:46.917
08:55:46.917
Initiator

2

10

14

6490

1639

64.103.126.28
66.163.36.139
443
4294967305

4

6

layer’7 cisco-jabber-im
Input
08:55:46.917
08:55:46.917
Initiator

2

12

10

5871

2088

64.103.125.2
64.103.125.29
68

4294967305

4

17
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APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

connection
connection
connection
connection
connection
connection

CONNECTION
CONNECTION
CONNECTION

initiator:
count new:
server packets
client packets
server network
client network

IPV4 INITIATOR
IPV4 RESPONDER

RESPONDER PORT:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:
APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

connection
connection
connection
connection
connection
connection

CONNECTION
CONNECTION
CONNECTION

initiator:
count new:
server packets
client packets
server network
client network

IPV4 INITIATOR
IPV4 RESPONDER

RESPONDER PORT:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:
APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

connection
connection
connection
connection
connection
connection

CONNECTION
CONNECTION
CONNECTION

initiator:
count new:
server packets
client packets
server network
client network

IPV4 INITIATOR
IPV4 RESPONDER

RESPONDER PORT:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:
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counter:
counter:

bytes counter:
bytes counter:

ADDRESS:
ADDRESS:

counter:
counter:

bytes counter:
bytes counter:

ADDRESS:
ADDRESS:

counter:
counter:

bytes counter:
bytes counter:

ADDRESS:
ADDRESS:
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layer7 dhcp
Input
08:55:47.917
08:55:47.917
Initiator

1

0

2

0

712

64.103.125.97
64.103.101.181
67

4294967305

4

17

layer7 dhcp
Input
08:55:47.917
08:55:47.917
Initiator

1

0

1

0

350

192.168.100.6
10.10.20.1
5060
4294967305

4

17

layer7 cisco-jabber-control

Input
08:55:46.917
08:55:46.917
Initiator

1

0

2

0

2046

64.103.125.3
64.103.125.29
68

4294967305

4

17
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APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

layer7 dhcp
Input

08:55:47.917
08:55:47.917

connection initiator: Initiator
connection count new: 1

connection server packets counter: 0

connection client packets counter: 2

connection server network bytes counter: O

connection client network bytes counter: 712
CONNECTION IPV4 INITIATOR ADDRESS: 10.80.101.18
CONNECTION IPV4 RESPONDER ADDRESS: 10.80.101.6
CONNECTION RESPONDER PORT: 5060

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 6
APPLICATION NAME: layer7 cisco-collab-control
flow direction: Input
timestamp abs first: 08:55:46.917
timestamp abs last: 08:55:47.917
connection initiator: Initiator
connection count new: 2

connection server packets counter: 23
connection client packets counter: 27
connection server network bytes counter: 12752
connection client network bytes counter: 8773
CONNECTION IPV4 INITIATOR ADDRESS: 10.1.11.4
CONNECTION IPV4 RESPONDER ADDRESS: 66.102.11.99
CONNECTION RESPONDER PORT: 80

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 6
APPLICATION NAME: layer7 google-services
flow direction: Input
timestamp abs first: 08:55:46.917
timestamp abs last: 08:55:46.917
connection initiator: Initiator
connection count new: 2

connection server packets counter: 3

connection client packets counter: 5

connection server network bytes counter: 1733
connection client network bytes counter: 663
CONNECTION IPV4 INITIATOR ADDRESS: 64.103.125.2
CONNECTION IPV4 RESPONDER ADDRESS: 64.103.125.97
CONNECTION RESPONDER PORT: 68

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 17
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APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

connection
connection
connection
connection
connection
connection

CONNECTION
CONNECTION
CONNECTION

initiator:
count new:
server packets
client packets
server network
client network

IPV4 INITIATOR
IPV4 RESPONDER

RESPONDER PORT:

counter:
counter:

bytes counter:
bytes counter:

ADDRESS:
ADDRESS:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:

APPLICATION NAME:

flow direction:

timestamp abs first:
timestamp abs last:
connection initiator:
connection count new:
connection server packets
connection client packets
connection server network
connection client network

counter:
counter:

show flow monitor wdavc cache format csv

CSVEAT7r—F ¥ v a20ONEEZRRLET,

Device# show flow monitor wdavc cache format csv
Cache type:
Cache size:
Current entries:

Flows added:

Flows aged:
- Active timeout (
- Inactive timeout (

1800 secs)
15 secs)

bytes counter:
bytes counter:
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layer7 dhcp
Input
08:55:47.917
08:55:53.917
Initiator

1

0

4

0

1412

64.103.125.29
64.103.101.181
67

4294967305

4

17

layer7 dhcp
Input
08:55:47.917
08:55:47.917

Initiator
1
0
1
0
350
Normal (Platform cache)
12000
13
26
13
1
12

CONN IPV4 INITIATOR ADDR,CONN IPV4 RESPONDER ADDR, CONN RESPONDER

PORT, FLOW OBSPOINT ID,IP VERSION, IP

PROT, APP NAME, flow dirn, time abs first,time abs last,conn initiator, conn

count new,conn server packets

cnt,conn client packets cnt,conn server network bytes cnt,conn client

network bytes cnt

64.103.125.147,144.254.71.184,53,4294967305,4,17,port

dns, Input,08:55:46.917,08:55:46.917,Initiator,2,1,1,190,106
64.103.121.103,10.1.1.2,67,4294967305,4,17,layer7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,1,0,350
64.103.125.3,64.103.125.97,68,4294967305,4,17,layer7
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B zxvnrso0va—7405  mmEems

dhcp, Input, 08:55:47.917,08:55:53.917,Initiator,1,0,4,0,1412
10.0.2.6,157.55.40.149,443,4294967305,4,6, layer7 ms-

lync, Input,08:55:46.917,08:55:46.917,Initiator,2,10,14,6490,1639
64.103.126.28,66.163.36.139,443,4294967305,4,6,layer7 cisco-jabber-
im, Input,08:55:46.917,08:55:46.917, Initiator,2,12,10,5871,2088
64.103.125.2,64.103.125.29,68,4294967305,4,17,layer?7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,2,0,712
64.103.125.97,64.103.101.181,67,4294967305,4,17,layer?7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,1,0,350
192.168.100.6,10.10.20.1,5060,4294967305,4,17,layer7 cisco-jabber-
control, Input,08:55:46.917,08:55:46.917,Initiator,1,0,2,0,2046
64.103.125.3,64.103.125.29,68,4294967305,4,17,layer?7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,2,0,712
10.80.101.18,10.80.101.6,5060,4294967305,4, 6, layer7 cisco-collab-
control, Input,08:55:46.917,08:55:47.917,Initiator,2,23,27,12752,8773
10.1.11.4,66.102.11.99,80,4294967305,4, 6, layer7 google-

services, Input,08:55:46.917,08:55:46.917,Initiator,2,3,5,1733,663
64.103.125.2,64.103.125.97,68,4294967305,4,17,layer’7

dhcp, Input, 08:55:47.917,08:55:53.917,Initiator,1,0,4,0,1412
64.103.125.29,64.103.101.181,67,4294967305,4,17,1layer’7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,1,0,350
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