TATOTAT4., EHEL XU SGT D%
E

CTAT YT AT 4 EEROBE (1)

=L

TATUOTAT4EERDETE

ZDFEY 22— /LT, ROBWREICOW T LE T,

Ean=—4

* Cisco TrustSec & — R 534 ZD 7 LF ¥/, AAA RIE

» Cisco TrustSec > — R T34 AD 7 LT v /b, AAA RE

7w Y 7R — FTOD 802.1X E— KD Cisco TrustSec #&qlE & Macsec
« T w7 I R— FTOFEIE— KD Cisco TrustSec & MACsec

o f U H—T A AD SAP ¥ —DFAK

TFATUOTAT4EEROETERE

ORI varyTEH, TAT YT 4T 4 LHEROREHFEEZRALET,

21—

Cisco TrustSec >— K F/NA ADH LT > v )L, AAARTE

FRREY — I EBEER S LTV B Dy, FE TR EE T H TrustSec KA A & 169 5 &)
DT 34 ATH D Cisco TrustSec ®tIinT /A AL, v — K T34 A LRI E T, o Cisco
TrustSec * v b U —27 T34 R — K T34 A TT,
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. Cisco TrustSec — K TN ZADZ LT v )L, AAAERTE

\}

FATUOTATA. ERES LU SCT DFHRTE

GE)
ACS) |

» Cisco Identity Services Engine (Cisco ISE) = 721X Cisco Secure Access Control Server (Cisco
ZH. T3 AD Cisco TrustSec 7 LT ' ¥ ¥ LV EZ K ET HMERH Y £7,

s ctsauthorization list =~ >~ NiX. Cisco Identity Services Engine (ISE) 7% Cisco TrustSec
BBET — 4 L SGACL RV v —% 4 v ra— Ry L HICRETILERDH D £,

Cisco TrustSec KA A » #BETE 5 L9

T DI, ROFIEEZFATLET,

FIE

12, >— RF 4 ZATNDAC BLNAAA 2B

ARV RFERRTI VA Y

El:)

&M

ctscredentialsid device-id password
password

51

Device# cts credentials id devicel
password Ciscol23

EAP-FAST Z il L THh.od Cisco
TrustSec 7 /31 A TRRFET 5 & X2

DT A ADMEHT 5 ClscoTrustSecT
NRAADBLIONART— REIEELE
7, deviceiid51#%i%, K32 LFTK
R L AN CF R KR LET,

ATy T2

enable
B -

Device# enable

¥ ME EXEC T— F&ATIC L £,

e NAT—FREANLET (FERE
nNE%a) .

ATvT3

configure terminal

1 -

Device# configure terminal

Ja—nR_) a7 4 F¥al—g v
E— FERBLET,

ATvT4

aaa new-model

51

Device (config) # aaa new-model

AAA A X —T NI LET,

ATvT5

aaa authentication dot1x default group
radius

51

Device (config) # aaa authentication
dotlx default group radius

RADIUS & LT 802.1X R —
Al A FRE L E T,

I

ATvT6

aaa authorization network mlist group
radius

51

Device (config) # aaa authorization
network mlist group radius

Fy N —JZBEEOTXTOY—E 2
gk |zxt L C RADIUS LA 74 %
TN AEHRELET,

e mlist : Cisco TrustSec AAA $—
TN—"7,

B 7707474, BB LUSCTORE
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Cisco TrustSec 3t — K 731 207 LFv o v, AaEE |

ARV FFEREETIVa Yy

E:)

ATy IT17

ctsauthorization list mlist

1 -
Device (config) # cts authorization list]
mlist

Cisco TrustSec @ AAA Y— N 7 )L—=7F
ERELET, FE— K T304 AT
=T 4 =N =Y X b
EEELET,

ATvT8

aaa accounting dot1x default start-stop
group radius

1 -

Device (config) # aaa accounting dotlx
default start-stop group radius

RADIUS Zf#ifl LT 802.1X 71 7
TA T A =T M LET,

ATvT9

radius-server host ip-addr auth-port 1812
acct-port 1813 pac key secret

1 :

Device (config) # radius-server host
10.20.3.1 auth-port 1812 acct-port
1813 pac key AbCel234

RADIUS ZREY — DR Z k7 KL
A, HF—ER R R BLUREE—%
fBELET,

e ip-addr : FBFEY— "D IP 7 F L
Ao

e secret : FREEY— NI L o T X
DM 5% —,

ATy 710

radius-server vsa send authentication

1 -

Device (config) # radius-server vsa send
authentication

RRLBLPE TT A AT Lo TSI
% RADIUS Access-Request N D~ 4 —
EA R (VSA) 58 L CTHEMT 5
LT A REFHELET,

ATvIN

dot1x system-auth-control

51

Device (config) # dotlx
system-auth-control

802.1x IN— " _R— X DFRFFE 7 1 —
A F—=T ML ET,

ATvT12

exit
51

Device (config) # exit

%ﬁ‘ﬁg%*—‘ F‘%%@T L/jz—g«o

—

Cisco TrustSec I — F

)

TINAZADI LT+ )L, AAA

[ 19—

ax &

GE)

VXNERETOLENRDY £,

Cisco Identity Services Engine & 7= % Cisco Secure ACS |2 %, 7 /3A A D Cisco TrustSec 7 L7 >

CiscoTrustSec K A A NIBMTE D L DT, L — KT 34 ATNDACEB LUAAA 2 1 1 —
TZTDHITIE, ROFIEEFEITLET,

FATUTA

74. gHssuseToRE |



. Cisco TrustSec k> — K T/AA ADY LT ¥ )L, AAARTE

FATUOTATA. ERES LU SCT DFHRTE

FIg
AV RFEREETO3 Y B
RTwv 1 |ctscredentialsid device-id password EAP-FAST %l L CTHL® Cisco
password TrustSec 7 /34 ATERIET B & =T
11 DT A AMER T 5 Cisco TrustSec a
Device# cts credentials id device-id NAAIDBLOIAY — ]‘%?Eﬁbi
password password TO device-id %I%Ui\ H%j( 32 j($fj(
X ENFE XL ET,
RTFwv T2 |enable FibE EXEC E— RZAMIC L E T,
i e NAT—REANLET (BEKRE
Device# enable NEHEE) .
A5 w73 |configureterminal rTa— ) ary7 4 Xal—3a
bl T— FEMHLET,
Device# configure terminal
AT w74 |aaanew-model AAA A X—T ML ET,
11
Device (config) # aaa new-model
7w 75 |aaaauthentication dotlx default group |RADIUS & LT 802.1X &A— k ~_X—2
ragius RIS AT LET,
1 -
Device (config) # aaa authentication
dotlx default group radius
XFw 76 |aaaauthorization network mlistgroup |x v FU—ZBEDO TR TOH—E R
radius 3R 12 % L T RADIUS 7R3 & 61195
1 - LT A REHELET,
Device (config) # aaa authorization e mlist : Cisco TrustSec @ AAA -}j-,_
network mlist group radius N o —_
NRIN—TZBELET,
ATw 71 |aaaaccounting dotlx default start-stop | RADIUS A/ LT 802.1X 74 7 &
group radius TH4 T A F—T M LET,
&1
Device (config) # aaa accounting dotlx
default start-stop group radius
X w78 |radiusserver vsasend authentication | SEFFELE-CF N A 2|2 Lo THERKEN
- % RADIUS Access-Request N & —
Device (config) # radius-server vsa send| ﬁﬁ’ (VSA) %':L_‘tuﬂabfffﬂq‘a‘é
authentication L9l TN R ERELET,
VT4 T4, HERRE & U SGT DERE
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1v8—724 20 AP +—0BEER ]

ARV FFEREETIVa Yy

E:)

ATvT9

dot1x system-auth-control

1 :

Device (config) # dotlx
system-auth-control

802.1x I— " _N—ZADFRFLE 7 1 —N
JIA X =T W LET,

ATv 710

exit
1 -

Device (config) # exit

E1n==

REE— REKRTLET,

A3 —T x4 RAD SAP F—DHEAERK

5% — 2 FE TR MEEIL. 2 < DEA.

Fy h7—=27 7 RI=Ahb—varnt

Fa2 VT A EHEO—ETT, SAPF— V7 Ly ald@BE., 2y hT—7 AV MBIUGR
TEARFTRERNER Y A v —DMAEDLEICEY N F—&h., HEMIZIThhLET,

FIE

AT RFEEIEFIT7IIY

B8

ATy T

ctsrekey interface type slot/port
f5i

Device# cts rekey int gig 1/1

MACsec U > 7 T SAP ¥ —0DF R I
T— g UEEEILET,

T /34 A & Cisco TrustSec Y— S O EXFEE R ET DITIE. WOIEEE 1 > F = 13EEAT

=)

it EXEC E— FE Az LET,
e NRAT—REASILET (FEREXH
=56

o

Jua—N)L a7 4 FXal— g
T— F&ERHEBLET,

BRI —/\BEED/NS A —FDEETE
WET,
Flg
AU RFEEET7TIV 3 Y
AT 71 |enable
1
Device# enable
R w 72 | configureterminal
1 -
Device# configure terminal
R w 7 3 |ctsserver deadtime seconds

1

Device (config) # cts server deadtime 20

fEE) WolzAfEIEFE L Tvy—7 &
N2 T N—THNOH—"% EDL B
O], Y— e A HIZEIR L TV T 72
WIrERRELET, 774/ ME20 R

FAToT474. gHsLUSTOHRE [}



B # enmziry— e 5 4 —s0%E

Bl : BINFERES—/\EED/IATA—F D

|

7—_"‘

FATUOTATA. ERES LU SCT DFHRTE

ARV RFERETIVa Y

B8

TY, FHETX %L 1 ~ 864000 T
ﬁ—o

ATvT4

cts server load-balance method
least-outstanding [ batch-sizetransactions
] [ignore-preferred-server |

1

Device (config) # cts server load-balance|
method least-outstanding batch-size
50 ignore-preferred-server

({E&) Cisco TrustSec 77 A ~— k
PR N~ IZRADIUS B — K X5
YUV TEAF—T L, b ARMER
DT VT g N — R AR
WLET, 774/ FTiE, v— KA
Ty ZITEHENEY A, TV
I @ transactions I3 25 T3,

ignore-preferred-server & — 7 — R,
Yy va a2 REE L CE Yy — %1
ALARWE ST A AR LE T,

ATy TH

ctsserver test {server-lP-address| all} {
deadtime seconds | enable | idle-time
seconds }

1

Device (config) # cts server test
10.15.20.102 idle-time 120

ER) fEESNT Y —"ETH AT
v =N YR NADOTRTOY—
AR LT — ket E 7 A R ERE L
F9, T 74N BTIE, TAMITRT
DY =T LTA R—=T /T2 5> T
4, T 74/ D idletime % 60 #
T, HPHIE 1 ~ 14400 T,

ATvT6

exit
R

Device (config) # exit

BET— FEMTLET.

ATy T17

show cts server-list

1 -

Device# show cts server-list

Cisco TrustSec —/ XD U XA hD AT —
HABIOBREDFMELRRLET,

=L ==

ax &

AA T & Cisco TrustSec " — O A EEEHET DX, ROIEHEE 1 D FITHEEAT

b\i‘j—o

iz, r—

N

NS A=

PR E & T E L T Cisco TrustSec Hr—/3 I

Device# configure terminal
Device (config) # cts server load-balance method least-outstanding batch-size 50
ignore-preferred-server

Device (config) # cts server test all deadtime 20
Device (config) # cts server test all enable
Device (config) # exit

Device#show cts server-list

CTS Server Radius Load Balance

Method

VTAT

ENABLED

least-outstandin

1. BB LU SCT DERE

A bR OB 2R L ET,
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Cisco TrustSec

Batch size = 50
Ignore preferred server

Cisco TrustSec f > 2 — 7 = 4 REXEDHER .

Server Group Deadtime = 20 secs (default)

Global Server Liveness Automated Test Deadtime = 20 secs
Global Server Liveness Automated Test Idle Time = 60 mins
Global Server Liveness Automated Test = ENABLED (default)

Preferred list, 1 server(s):

*Server: 10.15.20.102, port 1812, A-ID 87B3503255C4384485BB808DC24C6F55
Status = ALIVE
auto-test = TRUE, idle-time = 120 mins, deadtime = 20 secs
Installed list: SL1-1E6E6AE57D4E2A9B320D1844C68BA291, 3 server(s):
*Server: 10.15.20.102, port 1812, A-ID 87B3503255C4384485BB808DC24C6F55
Status = ALIVE
auto-test = TRUE, idle-time = 60 mins, deadtime = 20 secs
*Server: 10.15.20.101, port 1812, A-ID 255C438487B3503485BBC6EF55808DC24
Status = ALIVE
auto-test = TRUE, idle-time = 60 mins, deadtime = 20 secs
Installed list: SL2-1E6E6AE57D4E2A9B320D1844C68BA293, 3 server(s):
*Server: 10.0.0.1, port 1812, A-ID 04758B1FO05D8CL1439F27F9509E07CEB6.
Status = ALIVE
auto-test = TRUE, idle-time = 60 mins, deadtime = 20 secs
*Server: 10.0.0.2, port 1812, A-ID 04758B1F05D8CL1439F27F9509E07CEB6.
Status = DEAD
auto-test = TRUE, idle-time = 60 mins, deadtime = 20 sec
=L

A 23— 4R

E DHERR

X

Cisco TrustSec Bl DA > X —T7 = 4 ADFREEF AT DX, Roa<w> REfHL

F 9, show ctsinterface

Device# show cts interface gigabitethernet 1/1/1

Global Dotlx feature is Disabled
Interface GigabitEthernetl/1/1:

CTS is enabled, mode:

IFC state:

Interface Active for 00:

Authentication Status:
Peer identity:

Peer's advertised capabilities:

Authorization Status:
Peer SGT:
Peer SGT assignment:
SAP Status:
Version:

Configured pairwise
gcm-encrypt

Replay protection:

Replay protection mode:

Selected cipher:

Propagate SGT:
Cache Info:
Expiration

Cache applied to link

Statistics:

MANUAL

OPEN

54:01.936

NOT APPLICABLE
"unknown"
"sap"
SUCCEEDED

18

Trusted
SUCCEEDED

2

ciphers:

enabled
STRICT
gcm-encrypt
Enabled

N/A
NONE

FAToT474. gHsLUSTOHRE [}
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authc
authc
authc
authc
authc

B

success:
reject:
failure:

no response:

logoff:

sap success:
sap fail:

authz
authz

success:
fail:

port auth fail:

L3 IPM:

disabled.

O O b O WwWwo oo oo

FATUTAT4. BHEBLUSTOHRE |

TATUT AT, B, BEU SGT DHERERERE

WKDOFRIZ, ZOFT 2—)LT

T oEED U U — 2B L OEEFHREZ R L E T,

TN DOEREIE, FFICHRR SN TWARWVIRY  BAShY V=R LUEOTXTDY U =T

fEATE £,

)1)—x

HaE

HRETRER

Cisco IOS XE Fuji 16.9.2

N ==3
=3

TAT T AT 4, it
B ILOYSGT

FRRET — B S LTV B 0,

F 72 1B LM T B Cisco TrustSec N
AA U EBMGT DERNDOT /N A Th
5 Cisco TrustSec XfhtnT /N4 AL, v —
RTASA A EBETIVE T, o Cisco
TrustSec & v b T —7 T34 AT —
K 734 A TT,

Cisco Feature Navigator Z i 95 &, 7T v b 74 —ABXOY 7 T =27 A4 A=V DOHR—
MEHRZHRE TE £J, Cisco Feature Navigator {21, http:/www.cisco.com/go/cfn 2257 7 & A

L/ij‘o

B 777474, EHESLUSCTOHRE
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