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show wireless wps rogue

Cisco 10S XE Denali 16.1.1

3.6E

Cisco 10S XE

show wireless wps rogue rule detailed

Switch# show wireless wps rogue rule detailed test

Priority
Rule Name
State
Type
Match Operation
Hit Count
Total Conditions
Condition :
type
SSID Count
SSID 1
SSID 2

Cisco I0S XE 3SE

o1

: wpstest
: Disabled
: Pending
: Any

: 0

o1

: Ssid

: ssidl
: ssid2

Catalyst 3850
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Cisco 10S XE Denali 16.1.1 show wireless wps rogue rule detailed

Switch# show wireless wps rogue rule detailed test

Priority o1
Rule Name I wpstest
State : Disabled
Type : Pending
Match Operation : Any
Hit Count -0
Total Conditions -1
Condition :
type > Ssid
SSID Count : 2
SSID : ssidl
SSID : ssid2

CLI

1. configure terminal

2. wireless wps rogue rulerule-nameprioritypriority

3. classify {friendly | malicious}

4, condition {client-count|duration|encryption|infrastructure|rssi|ssid}
5. match {all | any}

6. default

7. exit

8. shutdown

9. end

10. configure terminal
11. wireless wps rogue ruleshutdown
12. end

configure terminal

Switch# configure terminal

i CiscoIOS XE 3SE Catalyst 3850

0L-30243-01-J |



cLI B

wireless wps rogue rulerule-nameprioritypriority

Switch(config)# wireless wps rogue rule rule_3
priority 3
Switch(config-rule)#

classify {friendly | malicious}

Switch(config)# wireless wps rogue rule rule_3
priority 3
Switch(config-rule)# classify friendly

condition
4 {client-count|duration|encryption|infrastructure|rssi|ssid}

* client-count
Switch(config)# wireless wps rogue rule rule_3
priority 3

Switch(config-rule)# condition client-count 5

Malicious
condition_value
1 10
0
* duration
condition_value
0 3600
0
* encryption WLAN

* infrastructure SSID

Cisco 10S XE 3SE Catalyst 3850
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®rssi
RSSI
RSSI
Malicious

condition_value RSSI
-95  -50
dBm
0dBm

* ssid
SSID
SSID

condition_value SSID
SSID SSID

match {all | any}

Switch(config)# wireless wps rogue rule rule_3
priority 3
Switch(config-rule)# match all

default

Switch(config)# wireless wps rogue rule rule_3
priority 3
Switch(config-rule)# default

exit

Switch(config)# wireless wps rogue rule rule_3
priority 3

Switch(config-rule)# exit

Switch(config)#

shutdown
8 rule_3
Switch(config)# wireless wps rogue rule rule_3

priority 3
Switch(config-rule)# shutdown

Cisco 10S XE 3SE Catalyst 3850
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end EXEC Ctrl+Z
9

Switch(config)# end

configure terminal
10

Switch# configure terminal

wireless wps rogue ruleshutdown
11

Switch(config)# wireless wps rogue rule shutdown

end EXEC Ctrl+z
12

Switch(config)# end

GUI

1 [Security] > [Wireless Protection Policies] > [Rogue Policies] > [Rogue Rules]

[Remove]
2
a) [Add Rule] [Add Rule]
b) [Rule Name]
C) [Rule Type]
[Friendly] [Malicious]
« Friendly
 Malicious
Cisco I0S XE 3SE
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GUI

d) [Add] [Cancel]
a) [Rogue Rule] > [Edit]
b) [Type]
* Friendly
« Malicious
€) [Match Operation]
[All]
[Any]
d) [Enable Rule]
e) [Enable Rule]
GUI wirelesswps
rogue ruleshutdown CLI
f) [Add Condition]
1 [Add Condition]
* [SSID] SSID
[User Configured SSID] SSID [Add SSID]
SSID
SSID SSID [Remove] WLAN
SSID
* [RSSI] RSSI
RSSI
Malicious [Minimum RSSI]
RSSI -95  -50dBm
0dBm
* [Duration]
[Time Duration]
0 3600 0
* [Client Count]
Malicious
[Minimum Number of Rogue Clients]
Catalyst 3850
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1 10
0
* [No Encryption] WLAN
Cisco Prime Infrastructure Open Authentication
* [Managed SSID] SSID WLAN SSID
SSID SSID 2 [SSID]
[Managed SSID] [All] [Match All]
2
Friendly Malicious
1 6 [Conditions]
[Remove]
* [User configured SSID] SSID
SSID
9) [Apply]
4
1 [Change Priority] [Rogue Rules > Priority]
[Change Rules Priority]
2 [Up]
[Down]
3 [Apply]

Cisco 10S XE 3SE Catalyst 3850
| OL-30243-01-J



B Gul

GUI

1 [Monitor] > [Rogues]

2
* Friendly APs
» Malicious APs
* Unclassified APs
AP MAC
3 MAC
[Rogue AP Detail]
MAC
[Class Type]
* [Friendly] Friendly
* [Malicious] Malicious
Friendly Unclassified
Malicious
Unclassified
* [Unclassified] Friendly Malicious
Friendly Malicious
4 [Class Type]
[Contain]

5 [Update Status]

Cisco 10S XE 3SE Catalyst 3850
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* [Internal] [Class
Type]  [Friendly]

* [External]
[Class Type]  [Friendly]

* [Contain]
[Class Type] [Malicious]
[Unclassified]
* [Alert]
[Class Type] [Malicious] [Unclassified]
[Edit] [Rogue Client Detail]
6 [Apply]
7 [Save Configuration]
8 [Adhoc Rogues] [Adhoc Rogues]
MAC BSSID SSID
9 MAC [Adhoc Rogue
Detail]
MAC BSSID

10 [Update Status]

* [Contain]

* [Alert]

* [Internal]

* [External]
11 [Maximum Number of APs to Contain the Rogue] [11 121 [31 [4]

Cisco 10S XE 3SE Catalyst 3850
| OL-30243-01-J



12 [Apply]
13 [Save Configuration]
14 [Rogue AP Ignore-List]
[Rogue AP Ignore-List]
MAC
Cisco Prime Infrastructure
Prime
Infrastructure
. Prime Infrastructure
Prime Infrastructure
Prime Infrastructure
* Prime Infrastructure Prime Infrastructure

Friendly

Switch# configure terminal

Switch(config)# wireless wps rogue rule apl priority 1
Switch(config-rule)# classify friendly
Switch(config-rule)# end

Switch# configure terminal

Switch(config)# wireless wps rogue rule apl priority 1
Switch(config-rule)# condition client-count 5
Switch(config-rule)# condition duration 1000
Switch(config-rule)# end

Cisco 10S XE 3SE Catalyst 3850
0L-30243-01-J |



Security Command Reference Guide, Cisco 10S
XE Release 3SE (Cisco WLC 5700 Series)

RFC

IRFC

MIB

MIB MIB

MIB Cisco 10S
MIB
URL
Cisco MIB Locator

http://www.cisco.com/go/mibs
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