7 VLAN D% E
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© 7 VLAN OFHESME, 1 ~—
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* T VLAN BT 5158, 2 -

* %7 VLAN OFREHE, 5 ~—

« THEVLAN DE=HX Y L F, 9 ~2—
© ROMEE, 9 =T

* TOMDOBEEEL 10 X—

* %75 VLAN OHREERE & F®W, 11 X—

4ok l=E =53

PWEREIRER D MERR
CHHOY 7 R 2T V) —RATE, ZOFEY 22— L THHENLZ TR TOMENRYFR—FEh
TS EIFRY FHA, EFOMREERL X OEEZOWTL, HTL7 7y b7 +—2B &
WY 7 b7 =7 U U —AD BugSearchTool 5L WY UV —R /—FZ2ZHLTIEE, ZOE
Va2 VTR EN TV OEREDEMAZ MK L, FEESY - hEh T ) V=200 X K
EHERT 25613, ZOEY 22— VORKIZH HEREIFROXRLZZRL TIZI N,
TTy R T A =D R— PRIV R YT v =T A A=V OV R— MIMET D IERE SR
9 51Z1E. Cisco Feature Navigator Z{# ] L 7, Cisco Feature Navigator (Z{%. http:/www.cisco.com/
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*EF VLAN REITIAA vTF DT VA R—=FEFTHR—FENTEBY, T 7 R—F
TIEPHA—FENTWERA,

A

GE) rZ o7 Bm— &, % VLAN & FFERIC, [EEOEDE R VLAN 25k T
9, T 7 R—FTHE, 7 VLAN ORENTR— I EH A,

* %7 VLAN 2023 S HiIZ,  trust device cisco-phone { > ¥ —7 = 4 AFREaA~ K& A
1L, AL vF LD QoS A Fx—7/WIZLET, Auto QoS HREA T2 L., 2 biTH
EYICRRE S NE T,

*IPPhone IZ2 7 4 ¥ o bL— 3 U EIEETH72DIT, Cisco IP Phone (28T 5 A A v F
AR—HFETCDP A F—T/WZTHXLERHY £ (57 4/ biRETIL, CDP 39T
DAL v F A B —T 2 A AT OB—I)LIIA X —T N5 TOET)

&= VLAN O #l#9%518

FHEVLANIZIE, A¥ T 4 v 7 EXFa2aT7 MACT RLAEZHRETIERA,

&= VLAN [CRH9 417k

o w
=]

7= VLAN

ER VLAN BEfEZ i 95D L. 727 A R—KFTIPPhone "D IPHFH N T 7 4 v 7 ZARIET
TE T, AA v F % Cisco 7960 IP Phone (235 & 1P Phone (LA ¥ 3IPEIB L LA ¥ 2
P—ER 7 TR (CoS) HEHEHALT, EFR NI 74 v 7 &2FELET, ELLDMHELT 741
FCIESICRRESNE T, 7 — X EEDHEMITKIT 5854, P Phone DEFENKFT 52 &M
HVET, DD, ZDAA v FITIEEE802.1p CoS 1243 < Quality of Service (QoS) % WK —
FLTWET, QoSit, WHEBIOAZ V2= T2 FHLT, AL v T NLDFy hT—7
N7 7 4w 7 & TRIRTREZR FIECEE LE T,

F 74 hTIE, FH VLANBEEILT 4+ E— 7 Lich > COWET, ZORENRA 2 — 7LD
BT RXCOE TR LN T T4 TIFR— b DT 74/ RO CoS 7TA AV T 419> TEES
NEF, CoSfEIZ, IEEE 802.1Q B LU 802.1p ¥ /& hT7 7 4 v/ CIXMEHINE A,

Cisco7960 IP Phone |Z5XEFIBE/R T /S A TH Y | IEEE802.1p 77 A4 AV T 4 ITHESNWT F
T4 vV EEIRET D L IICHEETE £T, CiscolPPhonelZ k> CEIV S ToH NI T T4 v 7 7
TAFVT 4 G L0, A—N"—=F A LIV TDHEICAAL v T HHETETET,
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Cisco IPPhone DEFE 571 v [ ]

CiscoIPPhone DEF LS5 74 v

CiscoIP Phone & #f5¢ 427 7B AR — &, 1 ODOVLANIZER 774 v 7 HIZ, 95150

VLAN [ Cisco IP Phone (28t L TWA T NA ANEDT—4% ~T77 4 v 7 HICERTH X5

FXECT& %9, Cisco Discovery Protocol (CDP) /X7 v h&EETH LI, AL v F LOT 7 A

R—FZRETETET, CDP/ 7 v ME, ##¢7 5 IP Phone IZxf L T, IROWTINNDHIETE
FRT T4y AL v TICEET DL IOERLET,

L AY2CS TIAFY T A EDOZ JfFEFH VLAN IZ L 5353
*LAY2CS FTIAFY T AEDZ & T 7 A VLAN IC L HE(E
2T L (LA¥2CS TTAF VT A4HZRL) OT 78 A VLANIZ L D45

CE) WTNORETH, BF 774 v 271X A ¥ 31IPprecedence [ (5 H N7 7 4 v 7137 7+
VRTS, BFEHEIE T 7 4 v 27133) ZfEELET,

EENEYD
Cisco IP Phone D& N7 7 4 v 7 OFFE (CLD , (53—)
HFE VLAN OFE=X U 7, (94—

Cisco IPPhone D7 —%2 +5 74w

AA »F X, CiscolPPhone D7 7 B A R— MIEHE S NTZT A AMbiELND, ¥ 7 &7 —
% ~77 4w (IEEE802.1Q £721XIEEE802.1p 7L —AL XA T D T 7 4 v 7) HWHEHT D
ZEHLTEET, CDPNT Y FEFETHLD, AA YT LOLA V2T 7 BAR—FERET
X E£9, CDP 7 v ME, ##:35 IP Phone (2% L T, ROV A DFE— KTIP Phone 7 7 &
AR—FERETDHEIBERLET,

* trusted (EEMENSH D) F— FTlE, CiscolPPhone D7 7 B A R— MEHE TZE L= T
DIT7 4w 7 RnFEDFEE IP Phone %l L E7,

* untrusted ({EFEMEN72\VY) F— KT, CiscolPPhone D7 7 & A iR— M &M CT5%15 L 7= IEEE
802.1Q B L NIEEE 802.1p 7 L —ADTXTCD T 7 4 v 71T, FE ST LA ¥ 2CoS
ZEzFT, TTHNLEDOLA Y 2CoSTEIZO0 T, EEHTERWE—RNNT 7 4/ MRIE
T,

A

GE) CiscoIP Phone (255t SNT=T A ANHLDH 772 L 8T 7 4 v 7%, IPPhone DT 7 & A R—
s OIEFEIRREIZBEMR 72 <. £ D FE F IP Phone @il L 77,
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B EFVANREROTEEE

BErEY Y
EFBET—H 7V —bDT 744V T 4%E (CLD , (73—=Y)
L VLAN OF =X 7, (9 =—)

BEE VLAN SR ERDEEEE

* Cisco7960 IP Phone IZ. PC RFDMDT A AL DG LT R— R L TWEDT, A vF
% CiscolPPhone [Z#fi 9 DA — MM, SEIERFEEO N T 7 4 v 7 HrETEE T, H—
FEeRETHZ EIZL - T, CiscolPPhonelZ XA EF T 74 v 7 BIOT—% T 7 4 v
7 DIREFEERETEET,

* IP Phone TH 7% VLAN{E 3 E BN ATHOINLHIZIE, AA »TF EIT %VLAN%“W"L T
T4 7 f;oﬂ\éz%m%@i@“ VLANBAFEL TV DN E ) D EMERT 521X, show
vlan Fi#E EXEC 2~ > REMHHALET (VA MTERESNET) . VLANRBY R Féhfb\
WA, B VLAN 21 L 9,

* Power Over Ethernet (PoE) A A v F L. R ffTIEMEDZET A A %721 IEEE 802.3af
WEPLOZET A AN AC EBRPOENEIB SN TRWEEIZ, ZNDOZET A A
HEIMIZE N2 MG TE£9,

* &7 VLAN %% €3 5 &, PortFast #EENS BEIIZA 2 —T W72 0 £, %75 VLAN %
F 4 E—T M LT, PortFast FEIZHEINIICT 4 BE—T7 T2 D 8 A,

* Cisco IP Phone & % @ IP Phone (Z45#t S 72T /3 A3 A U VLAN RIZH DA, Whe b
FIUIPY 7Ry MZBLTORITHIER D FEA, ROSFEDPMTZENTHWBEAEIE,. FL
VLAN FicH 0 F4,

° M J7 & & IEEE802.1p £7134 /72 L7 L— A &MHT 5,
° Cisco IP Phone 73 IEEE802.1p 7 L —AZMEH L, T ANFZ 7 L7 L— L% fHT

60

°CiscoIPPhone N % 772 L7 L— L% L, 734 AN IEEE802.1p 7 L — A& fli 7
%)O

° Cisco IP Phone 7% IEEE 802.1Q 7 L' — A Z{EH L, &7 VLAN 287 27 & X VLAN & [6 L
Thb,

* Cisco IP Phone & IP Phone (Z#Eft S 41727 /3 A A%, [Al— VLAN, [Al—H% 7 x> b kiZhH o
b, HHTLZ 7 —L XA TRRLLZGAITBETCEEEAL, VT T4 v T IER—Y T
Fv b EThA—T 4 7 ENR0NETT =T 4 712X > TT7 b—Lu XA T O/EN
PebrEinET) o

* T VLAN AR— MIIIEK DR — K 24 THRH Y £,
CHAFI VI TR BR— R,
° [EEE 802.1x ZZiF AR — k.
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G¥) B VLAN 3% E & 4L Cisco IP Phone D3 #Efr ST WA T 7B A R— R T
IEEE 802.1x % A 1 — 7 /WZ L7=8E . O IP Phone 226 A A F~DHEGEN
K30 AL ET,

° fRFER— K,
°SPAN £7-1Z RSPAN t v > 3 v DOEETLAR— F £ 72135658 R — K,
X T R— b,

Y

G¥) EH VLAN biREL TWAA v A —T 2 A AL THR—bF X2V T 4 %A
F—TMIT DA, F— M THRINDIEX2T 7 RVADKRKEEY, 7
JEAVLANIZBITAEX 2T 7 RLADORREIZ2 2R LT BICRET S
VEENH Y £, 7"— % Cisco IP Phone 2856 L TV 5354, IP Phone 125
KT22DMAC 7 RUARKLEEZ/2 Y £3, IPPhone DT KL AL, &
VLAN CHE I, 77 EBAVLAN CTHFEEHEINLIGAERH Y £7, PCEIP
Phone (Z#4f5¢ 3 254, IBIND MAC 7 R L ANMEZ/2 D £97,

B7E VLAN O TEAE

Cisco IPPhone DEF 57 4 v DERE (CLI)
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Cisco IP Phone {2 CDP /%% v h % %{E L CIP Phone (X 55 T 7 4 v 7 O HiEZRET
% £ 912, IP Phone IZHE T H AR — M & X E CX £7, IP Phone I$f5E S 72 H 7~ VLAN I, L
A Y 2CoSHEZMH L C, IEEE802.1Q 7 L —ADHEFR FT7 7 4 v 7 Hfnik T& £, IEEES02.1p
DTITAFT VT4 X T EFERHTLIE, BFEN T 74 v IS BICEWT T4V T o252, T
RTCOBFFR T T4 w7523 AT 47 (727 ER) VLANRRHE TlE%TX £9, Cisco IP Phone I T
BT LDEFR T 74 v 7 BEXETDH, EITMBEOREEMHEH L T7 7 A VLAN T&%7~ b
T4 HBFETHZLELTEET, WTHORETH, BEF N7 74 v 27FL A4 Y 3IP
precedence fE (77 # /L ME5) ZizkL £,

FIE

AU RFEERETYVa Y Be

X Fw 71 |configureterminal Ja— )L a7 4 Xz lb—3ayEe— REG

Li‘j—o
51 -

Device# configure terminal
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B CiscolPPhone DEE 5T ¢ v o DEE (CL)

EEVIAN O%E |

AU REREETOVa Y

S

5w 72 |interface interface-id IP Phone (28564 A A v X —T =14 AHFRE L.
v B =T AT 4 Falb—varE—F
51 - R L ET,
Device (config) # interface
gigabitethernetl/0/1
R Fw 73 |trust device cisco-phone CiscolPPhone DFEE N T 7 4 v 7 54 v F&{E4H
THEINWCA VE—T =4 AEHRELET,
51 -
Device (config-if) # trust-device
cisco-phone
Z 5w 74 |switchport voice vlan {vian-id| |3/ VLAN 2% & L £,
dotlp | none | untagged}
vian-id : TXTOEFR KT 7 4 v 7 BEFED
i - VLAN % it L CHak &% K 9 12 IP Phone
. o _ ERELET, T 74/ b TiL, CiscoIP
vetoe vion dopip | Swichport Phone |3 IEEE 802.1p 77 A 4 U 7 1 5 % f#Ji]
LCER NI 74 v LA LET, FHET
& % VLAN ID O#iHIL 1 ~ 4094 T,
*dotlp : VLANIDO (*A 7 17 VLAN) DX
BT B2 E R LU — & IEEE 802.1p
TIAF VT 4 T —2EZTFTAND LD,
AA T EFHELET, T 74/ FTlE, A
A v FILVLAN O DX 7 BN T2 _RCTOHE
FRBIOT—4% 7747 % Kuy7LE
T 802.1p IZXET DR IREIND &
Cisco IP Phone |Z IEEE 802.1p 7' A AV 7 «
SEMHL TN 74 v 7 ZliniE LET,
* none : IP Phone CMEH DX E &M~ TH 77
BRI 74 v EEETEDHEIICLE
—g—O
*untagged : ¥ VIR LDOEFR N T T 4 v U Bk
BToLOICEFHERELET,
ATw 75 |end ¥iHE EXEC £— RIZRE Y £,
1

Device (config-if)# end
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wET—8 IL—b0IsruTme c W

ARV RFEREFTIVaY S

ATFvT6 [ ROWTNLEEHAL ET, T VLAN OFRE., £72132 QoS B L UF A VLAN
E&E%ﬁﬁn L\ij—o

« show interfaces
interface-idswitchport

* show running-config
interface interface-id

51 -

Device# show interfaces
gigabitethernetl/0/1 switchport

Ep

Device# show running-config
interface gigabitethernetl1/0/1

A w J1 |copy running-config HEE) a7 4FXalb—ay 77 AWIHRE
startup-config PRELET,
1 -

Device# copy running-config
startup-config

EENEY D
CiscoIPPhone DEF N T 7 4 v, (3 =)
EHE VLANDOE=HZ ) 7, (9—=)

— 3 IJL—LDTZA4F) T4%FE (CLI)

PC £/ DT —H 5 /34 A% CiscoIP Phone R — MIfFEH Cx 9, ¥ /&5 —% bF
7 47 (IEEE802.1Q £7-IZIEEE802.1p 7 L' — ) AALHT%7-H|Z, CDP /37 v b &5
HEIARA v FERETEET, CDP /¥4 M Cisco IP Phone 1Z2%f L T, IP Phone O 7 7 &
A R— MR SNTZT A AN DT —% Xy MEEHEEZFE R LET, PCIX, CoS fEMN
Y THNT/NTy NEAKRTEET, BT /31 2025 IP Phone DA — MI@W 27 L— A
DT TAFTVT 4 BB LR (BT D) L ETDH ((BELZRV) K912, IP Phone &
WETEET,

Cisco IP Phone CIHEF AR — " OZETDHT—F VT 74 v I DT IT7AF VT 4 ZFHET DHIT
L. ROTFINRIZHENE T,
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FIE
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ARV RFERETI Va3 Yy

E:)

ATy T

enable

1 -

Device> enable

FEHE EXEC E— R& A Rx—7/LIC LET, /1A
J—REANLEST (FERENEHE) .

ATvT2

configureterminal

1 -

Device# configure terminal

Jaua—_")Lary7 4 F¥alb—arEFT—RNa2H
BLUET,

ATvT3

interface interface-id

11 -

Device (config)# interface
gigabitethernetl/0/1

Cisco IP Phone |Z85fe 321 X —7 = A A %45
FL, A F—TxAfA R AT 4 Fal—ig
v E—FEHBLET,

ATv74

switchport priority extend {cos
value | trust}

{1 -

Device (config-if)# switchport
priority extend trust

Cisco IP Phone DT 7 A iIR— r ) BHZ{E L 72
T NTT AT DTITAF VT 4 HIRD X
HINZRELET,

* cos value : PC E7213HH L TV DT /31 A
MOZE LT TAF YT 1%, FEEDCoS
fEIZA— =T A K95 K 5. IP Phone %
HELET, HIX0~7 T, 70EED
TIAF VT4 TY, 774NV DT TA
VT 41F cos 0 TT,

trust : PCE72IIBEHG L TWDT /31 A5
ZELLETIAFT VT 4 Z2EHTHLD IP
Phone 7 7 & A R— F 2 RE L E T,

ATy Th

end

11 -

Device (config-if)# end

#HE EXEC £— FIZED £,

ATvT6

show interfaces
interface-idswitchport

11 -

Device# show interfaces

A B LET,
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ARV RFERRTI Ay =)

gigabitethernetl1/0/1
switchport
RXFw 771 | copy running-config EB) av74Xal—var 77 AR
startup-config EARTELET,
i -

Device# copy running-config
startup-config

BEErREYY
CiscoIP Phone DT —H +T7 7 4 v, (3—)
HHE VLAN ODFE=FZ Y 7, (92—2)

ZEVIANDOE=A2 )Y

A B —T 2 A ADEF VLAN X E & FnT 5121, show interfaces interface-id switchport F7H#
EXEC 22~y R&HHLET,

BErEY Y
Cisco IP Phone DEFH N7 7 4 v 7 OFFE (CLD , (53—)
CiscoIP Phone DEF b T 7 4 v 7, (3~—)
ERT—4 7L—2bDTI74F VT 4BE (CLD , (13—)
Cisco IP Phone D7 —% K77 4 v 7, (34—)

RDExE

B VLAN Z3RE LT f&id, IROREEITO Z LN TEET,
*« VLANs
* VLAN 7 L—7
*VLAN 7 v F 7
« VTP

* 77 A ~—}F VLAN
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VLAN Command Reference (Catalyst 3850 Switches)

[Layer 2/3 Command Reference (Catalyst 3850
Switches)

Command Reference (Catalyst 9500 Series Switches)
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Link

TOVY—ZADI AT A TT— Avb—Tk
FWE IR T A0, =T — A vb—T F
a—F V—nVEFEHLET,

https://www.cisco.com/cgi-bin/Support/Errordecoder/
index.cgi

BREL KL URFC

Z#/RFC Title

RFC 1573 Evolution of the Interfaces Group of MIB-II

RFC 1757 Remote Network Monitoring Management

RFC 2021 SNMPv2 Management Information Base for the

Transmission Control Protocol using SMIv2

MIB

MIB MB®D!'Y) >y

KV Y —2ATHR— T 54TH MIB

BIRL7=TT >y h 74—, CiscolOS U U —
A, BT 4 —Fx £y MIEAT S MIB &
RLTH e — F¥21F, RO URL IZH
% Cisco MIB Locator #{# fH L £,

http://www.cisco.com/go/mibs
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