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TALNYLATRAN T RADHEE
g2k 7oer5%ETc5% IR

Centralized Key Management (CCKM) v —3 > 7 Om EIZESLBLET, 774 T2 hOABRE—
T TrbERERBTEETN, UTOL D RERICEEINET,

Pr

*AP DA — =T v

* AP D ERRE

*TFyr, VITFNARE, BEXOAP Lor—F
cF—g L— b EHAESN

EHe—I 7 7747 F (802.11i, [CCKM]) XF LWT A AZu—3 7T 5581F

W2, 7947 MEmEe—I V7 R%IZEE U T 4 IANV A7) FIREFEITLET, if_\

BT 4 INY AT FIRRIZTE Lz AAA BEDSFEH SV E T

7547 hAN802.11i WPA2, CCKM, 802.11r i L TWAEA, mEtEx27 n—=3 ‘/7‘

@Eﬁt%a‘«“ﬁﬁﬁta‘t W, B— 7 HOERR L2 BAE BT A MLENRH Y 9, BL
QERGEEMET A7, BB L e —I 07 7547 FOF— DO KIZPMK ¥ ¥ v ¥ =
(802.111\ CCKM, B EUR02.11r) HAMEHINET, ZHUZiX, EEV T 4 =T HNOEYE

V7 7oi— (MA) BXO=EEY T a2 bae—7 (MC) BFELCPMK v v ¥ 2 flafFo

ZENMETT,

Tty a A LTU NI, PMKF¥ vy v aOFGMREZERLET, 7747 2 FBFHRREC

K U726, £2IZCLING FEITHIBRSNZHE. PMKX v v U2 HHIBRINGE13H D

FT, AV VIO bu—TFFRiFZAAL v T OHIRIZ, RCEEY 7 4 Z—7HNOMD =

Ve =T FEREAL v TFICHLEELET,

TANTOERVRAEZERET DAL
OF—&SEE7HYY FOER

FIE
AU RFEREETIVa Y E]:3]
ZFw 1 configure terminal ra—\ )L arz 4 F¥al—a
v E— RZRmLET,
i -
Device # configure terminal
2FyT2 user-name user-name D T H T R AR LET
i
Device (config)# user-name lobby
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TLXLR LR T EADEE |

ARV RFEREETIVa Y =)=y
27w T3 type lobby-admin nE—EFEHELLTT AT X
AT E2ELET,
il -
Device (config-user-name)# type
lobby-admin
ATvT4 password 0 password o —EFHET T RORAT —
RZafERR L £,
i
Device (config-user-name) # password 0
lobby
ATy 75 end Kb EXEC E— RIZRE D £,
i :
Device (config-user-name)# end
ATy 76 show running-config | section user-name & |FXEDFEME TR L T,

721% show running-config | section 7% & L

fen B —EHE O -4

£ -
Device # show running-config | section
lobby

A=Y TF7hHO2 FDOEKTE

FIE

ARV RFEREETI 3y

=)

&N

configure terminal

1 -

Device # configure terminal

Jua—ary7 4 FXFal—gy
E— NZBBLET,

ATw T2

user-name user-name

1 -

Device (config)# user-name guest

Lobby Ambassador 7 % 7 o k(D= —
YA ZAERR L £,

ATvT3

password unencrypted/hidden-password
password

1 -

Device
guest

(config-user-name) # password 0

2—HPFDONAT— REfHELET,
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zeyYyssz—vzo bt A oBE I

aAv U RFERET7TIVaY E]:g]
ATFvT4 type network-user description description | —H DX 4 FEEELET,
guest-user lifetime year 0-/ month 0-1/ day
0-30 hour 0-23 minute 0-59 second 0-59
i -
Device (config-user-name)# type
network-user description guest
guest-user lifetime
year 1 month 10 day 3 hour 1 minute 5
second 30
ATvTh end FHE EXEC E— RIZR Y £,
i
Device (config-user-name)# end
ATvT6 show aaa local netuser all BREDFMEZET R LUET, AN
%z, TA N ZA T L a—FLHITHI
1 PrAL, 7 A b 2 —%4 & AT
Device # show aaa local netuser all Eﬂé Ve 34, 7 }\ Gié}r}\%ﬁ%%‘éﬂ
£7
ATFwT] show running-config | sectionuser-name HEDEMAETR T LUET,

I -

Device # show running-config | section
guest

EEYT4 I—Px

FIE

>k (MA) DFEE

ARV FFERERTI VA Y E]:g]

ATv T

configure terminal

151 -

Device # configure terminal

Jao—nR) a7 4 F¥al—raryE—RNE
Bt L7,

ATvT2

wireless mobility controller
ipmc-ipaddress public-ip L
mc-publicipaddress

i -

Device (config) # wireless
mobility controller
ip27.0.0.1 public-ip 27.0.0.1

MABEEM T HNLEEY T a3 br—T

i‘é—o
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B =cvus z—Czib (MA) OE%E

TLXLR LR T EADEE |

ARV RFERETIVa Y

=)

ATFvT3 wlan wlan-name wlan-id ssid * wlan-name (213, 7a 7 v ANL BN L
£, ®PHIZ 1~ 32 T T,
15'] : L5
Device (config) # wlan mywlan * wlan-id \Z1Z WLANID # A Jj L3, #iPH
34 mywlan-ssid 11~ 512 T??fo
* ssid TlE. Z D WLAN (2% % Service Set
Identifier (SSID) # AJJL %9, SSID %
FBELRWEA. WLAN 7’07 7 A V4,
IZSSID & L CRERESINET,
ATvT4 client vlan idv/an-group WLAN @ VLANID 72137 V—7 %% E L £
name/vilan-id +.
11 -
Device (config-wlan) # client
vlan VLANO136
ATYT5 no security wpa X2 VT 4 BRIEILGC TIE & 72 WLAN T
RICTHAMLERHY £, ZOfliF4A—7
- . MAEERIRE LTV ET, A—T7 U BIY
vty wng S TEm) e webauth 72 EDOMOEF 2 U T 4 # A4 FITHL
T, WY~y RERETIVNERSHY £
R
ATFvT6 mobility anchor ipaddress FARNary e—I%FE T4 T h—¢
LCHELET,
11 -
Device (config-wlan) # mobility
anchor 9.3.32.2
2FyTT aaa-override (EZ) AA AT —1_—F 4 REA X —T7 L
T, AAA A — =T 1 Nid, AAA BIHEZE
151 : . T HMENELZEEDRDIZ, EA—T
Device lconfigmwlan) # RICERINET, FR b 2—FEHHHIR
DU TR ICERRERSR T D LR B 50, AAA
F—N—=F 4 K@tz 2 —FIZ5 2 50BN H
DHERICDIHMETT,
ATvT8 no shutdown WLAN % A % —7 /W2 LE T,
{1 -
Device (config-wlan) # no
shutdown
ATv79 end ¥rbE EXEC £— RICRED £7°,
11

Device (config) # end
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xtyrsavro—s0zrE I

ARV RFERFTIVaY =)

ATy 710

show wireless mobility summary

16 - B

Device # show wireless
mobility summary

TEUTFT 4 2 ba—JDOIPT LA, BX
PEEYT 4 U RIVDAT—Z A5 R L E

ATvINn

show wlan name wlan-name/id

11 -

Device # show wlan name mywlan

EFEEYT 4 T U h—ORELZFLET,

EEYTF4 a2 FAO—5NKTE

EEUT 4 2> hr—7 F— FiX wireless mobility controller =~ > K& i L CTA F—7/WIZT 20 ERH Y 7,

FIE

ARV RFERERTIVa Y

El:5)

ATy T

configure terminal

&1

Device # configure terminal

Ja—n) a7 4 FX¥al—s
v E—FEHBLET,

ATvT2

wireless mobility group member ip ip-address
public-ip ip-address group group-name

i -

Device (config) # wireless mobility group
member ip 27.0.0.1 public-ip 23.0.0.1
group test

MC 7N —7HNOFTXTOET ZiB
MU 9, ip-addressix. 7" A K 2
Y huE—=FDOIPT RLATHLM
ERdH 0 £7,

ATvT3

wireless mobility controller peer-group
peer-group-name

i
Device (config) # wireless mobility
controller peer-group pg

AL FOET ITA—TZ/ER L
F9,

ATv74

wireless mobility controller peer-group
peer-group-name member ip ipaddress public-ip
ipaddress

i -

Device (config) # wireless mobility
controller peer-group pg member ip
9.7.136.10 public-ip

9.7.136.10

AL FOET T N—TIZ MA &
BiMLE9,
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B WweZEIBEOAT

TLXLR LR T EADEE |

ARV KRFERETI VY B
ATy 75 end R EXEC £— RIZR Y £,
£
Device (config) # end
ATFvT6 show wireless mobility summary EDFEMAERE T LET,
A
Device # show wireless mobility summary
Web E2ZEZEBAE D AF
FE
ARV NFERERERTIVa Yy B#J
& A configure terminal ra— a7 4 Xal—s
v E—- RERBLET,
il -
Device # configure terminal
ATFv T2 crypto pki import trustpoint name pkes12 tftp: | ZFBAE A (AR — s LET,
passphrase
i -
Device (config)# crypto pki import cert
pkcsl2
tftp://9.1.0.100/1dapserver-cert.pl2 cisco
ATvF3 end et EXEC £ — RIZER YD £,
{51
Device (config)# end
27y 74 show crypto pki trustpoints cert BEOHMERT LET,

{1 -

Device # show crypto pki trustpoints cert
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web ZiistRznxTc

Web n,L,\nIEnIE Eﬂid)ﬁ_ﬁ

FIE
ARV RFEREEFT7TIVa Y B8
Z2FvT1 show crypto ca certificate verb BIAE D Web FRAEAEHF DR & %
ALET,
i
Device # show crypto ca certificate verb

FTI74IL DO WebBEEAT A4 2 R—IMEIR

AAA F—R—F 4 R 75 7%, a—HLE1T Y E— b AAA Y — "2 fHH L72 Web ZR3ED 72912, WLAN TA R—
TNVCTHRENHY £7°,

FIE
ARV RFERETIVaY B#
2Fv T configure terminal ra—/N\)Lary7 4 Xal—va
YE-RERBLET,
11
Device # configure terminal
ATv T2 parameter-map type webauth parameter-map | web-auth /X7 A —% ~ v 7AW E
name L/i -j‘o
1 :
Device (config) # parameter-map type
webauth test
ATvT3 wlan wlan-name wlan-name |2, 707 7 A V4 & A
JILET, ®EPHIX 1~ 32 30FET
&1 - 1,
Device (config) # wlan wlanlO
ATy 74 shutdown WLAN %25 4 £—7/LZ LET,
£ :
Device (config) # shutdown
ATvT5 security web-auth WLAN @ Web #BaE4 A F—7 /LT
L/i ‘j‘o
11 :
Controller (config-wlan) # security
web-auth
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B At Web 5 —RTOHRETA XENT-Web BEEO T A ¥ R—SDER

TLXLR LR T EADEE |

AU RERETIVa Y

S

ATvT6

security web-auth authentication-list
authentication list name

1 :
Controller (config-wlan) # security
web-auth authentication-list test

FBFEEY A b4 & Web #83E WLAN O
~ v P EAERIZLET,

ATvT1

security web-auth parameter-map
parameter-map name

i -
Device (config) # security web-auth
parameter-map test

INTG A=K =TT L Web i
WLAN O~ v 7 ZARElIC LE 7,

ATvT8

no shutdown

51 -

Device (config) # no shutdown

WLAN % A 2 —T7 I LET,

ATvT9

end

51 -

Device (config) # end

HikE EXEC E— RIZREY £1°,

ATy 710

show running-config | section wian-name

i -
Device# show
mywlan

running-config | section

RIEDFEMEFR LET,

ATvINn

show running-config | section
parameter-map type webauth parameter-map

i -
Device# show running-config | section
parameter-map type webauth test

REDFEMEFR L ET,

S EB Web H—/N\TOHRATA XEhi= Web

ER

AT R—DM

AAAFT— =54 R 7T 70F, a—)VEILY T— F AAA P — " Z i L7z Web GRAED 7292, WLAN TA R—

TINZT HRENRH Y £F,
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FIE

HE Web H—NTOHRATA Zah-Web O T 1> ~—LnER [

ARV RFERETI VY

=)

configure terminal

1 -

Device # configure terminal

Ja—2)L a7 4 FXal—g
v E—RNERRIBLET,

ATy T2

parameter-map type webauth global

1 -

Device (config) # parameter-map type
webauth global

7o —,3 )L webauth # A 7 /35 A —
HERELET,

ATvT3

virtual-ip {ipv4 | ipv6} ip-address

1 -

Device (config-params-parameter-map) #
virtual-ip ipv4 1.1.1.1

AP 7 RLAZHELET,

ATv74

parameter-map type webauth parameter-map
name

1 -

Device (config-params-parameter-map) #
parameter-map type webauth test

webauth ¥ A 7 /8T A —X iR E L
F9,

ATy T5

type {authbypass | consent | webauth |
webconsent}

1 -

Device (config-params-parameter-map) #
type webauth

consent, passthru, webauth, F 7213
webconsent 72 & WebAuth D7 %
AT HRELET,

ATvT6

redirect [for-login|on-success|on-failure] URL

il -

Device (config-params-parameter-map)
# redirect for-login
http://9.1.0.100/1login.html

0y y R= =k K
OEB_—T D) 14 17 ~ URL
FRELET,

ATFvT1

redirect portal {ipv4 | ipv6} ip-address

1

Device (config-params-parameter-map) #
redirect portal ipv4 23.0.0.1

HERAR—Z )LD IPvd T N L A%
FELET,

ATvT8

end

1 -

Device (config-params-parameter-map) #
end

HikE EXEC E— RIZRE Y £,
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B WANCtoo 1o R—S, OF1VRBR—D, BLURTTY R R—S0EY ST

TLXLR LR T EADEE |

ARV RFERRETI VY

=)

ATvT9

show running-config | section parameter-map

151 -
Device # show running-config | section
parameter-map

RIEDFFMZ TR LET,

WLAN C&EDRT A o R—=D,
F R—SOBEY ST

FIE

04 KRBR—2,

srUyoosro

aAv Y RFERET7IIY

E:g)

ATy T

configure terminal

{1 -

Device # configure terminal

Ja—nR)ary7 4 Xalb— g
T FEBIBLET,

ATvT2

parameter-map type webauth

parameter-map-name

{1

Device (config) # parameter-map type

webauth test

webauth % A 7 RT A —H EFTKE L
e

ATvT3

custom-page login device /itmi-filename

i -

Device (config-params-parameter-map) #
custom-page login device device
flash:login.html

WebRBREN A Z <A X 7 A L _—
CICHT DT 7 AN EIRETEE
R

ATvT4

custom-page login expired /itml-filename

i

Device (config-params-parameter-map) #
custom-page login expired device
flash:loginexpired.html

Web i8Rk A X~ A X uJ A HR
BIN_X—C 07 7 A NVHERET D
L EARRIZLET,

ATy T5

custom-page failure device html-filename

1

Device (config-params-parameter-map) #
custom-page failure device device
flash:loginfail.html

Web RBAED A 5 A X 1 74 2 I
R VIR B 7 7 A N ARET
TET,
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AAA-Override (D E% 5 [ |

ARV RFEREET7TIVa Y =)y
ATvT6 custom-page success device itml-filename WebiR3Eh A X~ A A ad A LK)
NR=VIHT DT 7 A NLERET
i XFET,

Device (config-params-parameter-map) #
custom-page success device device
flash:loginsuccess.html

ATvT1 end HrME EXEC E— RNIZEREY £9°,

&1

Device (config-params-parameter-map)# end

XTv T8 show running-config | section parameter-map | 3% © OFEM A T~ LE 9,
type webauth parameter-map

{5l
Device (config) # show running-config |
section parameter-map type webauth test

AAA-Override D% E

FIE
OV RFERETIVaY B
ATy configure terminal Jua—r L ary7 4 Xal— gy
ET—RNZBBLET,
i
Device # configure terminal
2Ty T2 wlan wian-name wlan-name \Z\3 7' 00 7 7 A V4 N
LET, #PAIL 1~ 32357 TT,
i
Device (config) # wlan ramban
ATv73 aaa-override WLAN O AAA A —3—F A K& A 31—
TN LET,
i
Device (config-wlan) # aaa-override
ATv74 end FiME EXEC E— RIZEY £,
i)
Device (config-wlan) # end
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B /57 roamarunst

TLXLR LR T EADEE |

ARV RFEREETIVa Yy =LY
ATFwvwTH show running-config | section wlan-name | 3% g DFEM A FE = L E T,
il -
Device # show running-config |
section ramban
= ~ Z\ i, 1 —
D547 FOEBRMAPEDETE
FIE
ATV RFERETIV3 Y BH#Y
ATvT1 configure terminal sa—s\ L ar7 4 Fal—ay
T—NZBRBLET,
i -
Device # configure terminal
ATvT2 wlan wlan-name wlan-name (21X 7' 01 7 7 A V4 & NT)
LET,
i
Device (config)# wlan ramban
ATv7T3 shutdown WLAN %5 4 t—7 iz LT,
i -
Device (config-wlan)# shutdown
ATFv T4 mobility anchor ip-address| FARNaryre—I%FE YT 47
YA—E LTRELET,
i -
Device (config-wlan) # mobility
anchor 9.7.136.15
ATvT5 mobility anchor ip-address2 FA R ayha—S55EC YT 4 T
YA—ELTRELET,
i
Device (config-wlan) # mobility
anchor 9.7.136.16
ATy 76 no shutdown wlan WLAN % A % —7 /WM LET,

1 -

Device
wlan

(config-wlan) # no shutdown
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zaziacLoze

ARV RFERETI3 Y B#)
ATy F1 end FiME EXEC E— RIZEY £7,
fAi
Device (config-wlan) # end
ATFvT8 show running-config | section wilan-name |3 E DM AEFE R L E T,
fAi)
Device # show running-config |
section ramban
2Ly = = —
ERIFREE ACL DE&TE
FIE
OV RFERETIVa Y B
2Tv 1 configure terminal Ja—R_) a7 4 ¥ al—T g
E—RFZBBLET,
i -
Device# configure terminal
ATv T2 wlan wlan-name wlan-name \Z\X 7' 0 7 7 A V4 & N T)
LET,
{5
Device (config)# wlan ramban
ATvT3 shutdown WLAN %5 4 E—7 /M L7,
fA
Device (config-wlan)# shutdown
ATFvT4 ip access-group web preauthrule ST EATAMEDH A ACL %
RELET,
fA
Device (config-wlan)# ip access-group
web preauthrule
ATvT5 no shutdown WLAN %A X —7 /I LT,
1 -
Device (config)# no shutdown
ATvT6 end R EXEC E— RIZIRD £7,
fA

Device (config-wlan)# end
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B osAacLEsoRE

TLXLR LR T EADEE |

AR RFEREETOVa Y

E]:g]

ATvT1

show wlan name wlan-name

{1

Device# show wlan name ramban

RIEDFFMEFRLET,

10S ACL EZE DEXTE

FIE

aAvY RFERET7TIIY

B

&

configure terminal

51

Device # configure terminal

Ja—N)L a7 4 ¥Xal—i
v E— RERBLET,

ATvT2

ip access-list extended access-list number

fA)
Device (config) # ip access-list
extended 102

WAREIPT 7 A VA MERELE
‘a—o

ATvT3

permit udp any eq port number any

i
Device (config-ext-nacl) # permit udp
any eq 8080 any

SR A M ERE L ET,

ATvT4

end

Bl :

Device (config-wlan) # end

HrME EXEC E— FIZERED £77,

ATvTh

show access-lists ACL &=

Bl :

Device # show access-lists 102

RIEDFEMEFR LET,
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Webpassthrough 03

JL ==

X AE

Webpassthrough 0 5% % .

FIE
ARV RFERETIVa Y E]:g]
ATy T configure terminal Joa—)ary7 4 ¥al— g
v E'— FERBLET,
il -
Device # configure terminal
ATFv T2 parameter-map type webauth parameter-map |webauth % A 7 /35 A — X %3 5E
i -
Device (config) # parameter-map type
webauth webparalocal
ATv7T3 type consent WebAuth % A 7' Z[FlE & L TRE
L/ \i ﬁ—o
il -
Device (config-params-parameter-map) #
type consent
ATvT4 end F#HE EXEC T— RIZRE Y £,
i
Device (config-params-parameter-map) # end
XTFwTH show running-config | section parameter-map | 33 E DM AT R LE T,

type webauth parameter-map

{1 -

Device (config) # show running-config |
section parameter-map type webauth test

&% 7 11

{5 : Lobby Ambassador 7 717 > kDYERL

W OFIE, Lobby Ambassador 74 7 > b ZFRET D HiEEZ R L TVET,

| 0L-30686-01-J

Device# configure terminal
Device (config) # user-name lobby
Device (config) # type lobby-admin
Device (config) # password 0 lobby
Device (config) # end

Device#

show running-config | section lobby

user-name lobby
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creation-time 1351118727
password 0 lobby
type lobby-admin

5 : Web FEREFERASE D AF
KOBIE, Web BRAENIE & IGT 5 HiE A7 LTOET,

Device# configure terminal
Device (config) # crypto pki import cert pkcsl2 tftp://9.1.0.100/ldapserver-cert.pl2 cisco
Device (config) # end
Device# show crypto pki trustpoints cert
Trustpoint cert:

Subject Name:

e=rkannajr@cisco.com

cn=sthaliya-1lnx

ou=WNBU

o=Cisco

1=SanJose

st=California

c=US

Serial Number (hex): 00

Certificate configured.

Device# show crypto pki certificates cert

Certificate
Status: Available
Certificate Serial Number (hex): 04
Certificate Usage: General Purpose
Issuer:

e=rkannajr@cisco.com

cn=sthaliya-1lnx

ou=WNBU

o=Cisco

1=SanJose

st=California

c=US
Subject:

Name: ldapserver

e=rkannajr@cisco.com

cn=ldapserver

ou=WNBU

o=Cisco

st=California

c=US
Validity Date:

start date: 07:35:23 UTC Jan 31 2012

end date: 07:35:23 UTC Jan 28 2022
Associated Trustpoints: cert ldapl2
Storage: nvram:rkannajrcisc#4.cer

CA Certificate
Status: Available

Certificate Serial Number (hex): 00
Certificate Usage: General Purpose
Issuer:

e=rkannajr@cisco.com
cn=sthaliya-1lnx
ou=WNBU
o=Cisco
1=SanJose
st=California
c=US

Subject:
e=rkannajr@cisco.com
cn=sthaliya-1lnx
ou=WNBU
o=Cisco
l1=SanJose
st=California
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c=US
Validity Date:

start date: 07:27:56 UTC Jan 31 2012

end date: 07:27:56 UTC Jan 28 2022
Associated Trustpoints: cert ldapl2 ldap
Storage: nvram:rkannajrcisc#0CA.cer

5 : Web FEREGEBAE D &R
KOG, Web BAEAEI B2 27 5 AR LCVET,

Device# show crypto ca certificate verb
Certificate
Status: Available
Version: 3
Certificate Serial Number (hex): 2A9636AC00000000858B
Certificate Usage: General Purpose
Issuer:
cn=Cisco Manufacturing CA
o=Cisco Systems
Subject:
Name: WS-C3780-6DS-S-2037064C0E80
Serial Number: PID:WS-C3780-6DS-S SN:FOC1534X12Q
cn=WS-C3780-6DS-5-2037064C0E80
serialNumber=PID:WS-C3780-6DS-S SN:FOC1534X12Q
CRL Distribution Points:
http://www.cisco.com/security/pki/crl/cmca.crl
Validity Date:
start date: 15:43:22 UTC Aug 21 2011
end date: 15:53:22 UTC Aug 21 2021
Subject Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (1024 bit)
Signature Algorithm: SHAl with RSA Encryption
Fingerprint MD5: A310B856 A41565F1 1D9410B5 7284CB21
Fingerprint SHAl: 04F180F6 CAlA67AF 9D7F561A 2BB397A1 OF5EB3C9
X509v3 extensions:
X509v3 Key Usage: F0000000
Digital Signature
Non Repudiation
Key Encipherment
Data Encipherment
X509v3 Subject Key ID: BO9EEB123 5A3764B4 5E9C54A7 46EGEECA 02D283F7
X509v3 Authority Key ID: DOC52226 AB4F4660 ECAE0591 C7DCS5AD1 BO047F76C
Authority Info Access:
Associated Trustpoints: CISCO IDEVID SUDI
Key Label: CISCO IDEVID SUDI

Bl : A —YF T7THOU FDETE
WOHNT, YA N a2—Y ThH U hEeRETAHTEEZRILTWNET,

Device# configure terminal

Device (config) # user-name guest

Device (config-user-name) # password 0 guest

Device (config-user-name) # type network-user description guest guest-user lifetime year 1
month 10 day 3 hour 1 minute 5 second 30

Device (config-user-name) # end

Device# show aaa local netuser all

User—-Name : guest
Type : guest
Password : guest

Is_passwd_encrypted : No
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Descriptio : guest

Attribute-List : Not-Configured

First-Login-Time : Not-Logged-In

Num-Login : 0

Lifetime : 1 years 10 months 3 days 1 hours 5 mins 30 secs
Start-Time : 20:47:37 chennai Dec 21 2012

Bl : EEYTs 2V FO—5DETE

WOHIE, TEEY T 4 a2 be—F%RETDHHIEERLTHET,

Device# configure terminal

Device (config) # wireless mobility group member ip 27.0.0.1 public-ip 23.0.0.1 group test
Device (config) # wireless mobility controller peer-group pg

Device (config) # wireless mobility controller peer-group pg member ip 9.7.136.10 public-ip
9.7.136.10

Device (config) # end

Device# show wireless mobility summary

Mobility Controller Summary:

Mobility Role : Mobility Controller
Mobility Protocol Port : 16666

Mobility Group Name : default

Mobility Oracle : Enabled

DTLS Mode : Enabled

Mobility Domain ID for 802.11lr : Oxac34

Mobility Keepalive Interval : 10

Mobility Keepalive Count 0 3

Mobility Control Message DSCP Value H

Mobility Domain Member Count : 3

Link Status is Control Link Status : Data Link Status

Controllers configured in the Mobility Domain:

Ip Public IP Group Name Multicast IP Link Status
9.9.9.2 - default 0.0.0.0 Up : UP
12.12.11.11 12.13.12.12 rasagna-grp DOWN : DOWN
27.0.0.1 23.0.0.1 test DOWN : DOWN
Switch Peer Group Name : spgl

Switch Peer Group Member Count : 0

Bridge Domain ID : 0

Multicast IP Address : 0.0.0.0

Switch Peer Group Name : pg

Switch Peer Group Member Count HE

Bridge Domain ID : 0

Multicast IP Address : 0.0.0.0

IP Public IP Link Status

9.7.136.10 9.7.136.10 DOWN : DOWN

Bl : TITHIL D Web FREEO T A > R—IMER

WL, T 74 FD Webililn 7 A v R=V B BIRT L5 HEEZ R L TOET,

Device# configure terminal

Device (config) # parameter-map type webauth test

This operation will permanently convert all relevant authentication commands to their CPL
control-policy equivalents. As this conversion is irreversible and will

disable the conversion CLI 'authentication display [legacyl|new-style]', you are strongly

Wl fETSVvbI4—LarT4FaL— 32 A L, Ciscol0S XE33SE (Catalyst3850 X o

0L-30686-01-J |



| 74¥LRZ2+7HEROBE

Bl : SNEBWeb H—NTOHRE TS XEhi-Web BiEn s 1> ~—>nEiR - [l

advised to back up your current configuration before proceeding.
Do you wish to continue? [yes]: yes
Device (config)# wlan wlan50
Device (config-wlan) # shutdown
Device (config-wlan)# security web-auth authentication-list test
Device (config-wlan) # security web-auth parameter-map test
Device (config-wlan) # no shutdown
Device (config-wlan) # end
Device# show running-config | section wlan50
wlan wlan50 50 wlan50
security wpa akm cckm
security wpa wpal
security wpa wpal ciphers aes
security wpa wpal ciphers tkip
security web-auth authentication-list test
security web-auth parameter-map test
session-timeout 1800
no shutdown

Device# show running-config | section parameter-map type webauth test
parameter-map type webauth test
type webauth

Bl : 54 EB Web H—/N\TOHREIIA XAEN=WebBEfAT A4 > R—

T MER

WROBNL, IS Web — "D WA Z ~ A ZEHT- Web GBRER 7 A 0 R—T 2R IR 5 ik x
RLTWET,

Device# configure terminal

Device (config) # parameter-map type webauth global

Device (config-params-parameter-map) # virtual-ip ipv4 1.1.1.1

Device (config-params-parameter-map) # parameter-map type webauth test
Device (config-params-parameter-map) # type webauth

Device (config-params-parameter-map) # redirect for-login http://9.1.0.100/login.html
Device (config-params-parameter-map) # redirect portal ipv4 23.0.0.1
Device (config-params-parameter-map) # end

Device# show running-config | section parameter-map

parameter-map type webauth global

virtual-ip ipv4 1.1.1.1

parameter-map type webauth test

type webauth

redirect for-login http://9.1.0.100/login.html

redirect portal ipv4 23.0.0.1

security web-auth parameter-map rasagna-auth-map

security web-auth parameter-map test

Bl :WLANZ DR TA U R—=2, AT VKBR—=D B&UAT
TORR=UDEYSET
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LR RLTWET,

Device# configure terminal

Device (config) # parameter-map type webauth test

Device (config-params-parameter-map) # custom-page login device flash:loginsantosh.html
Device (config-params-parameter-map) # custom-page login expired device flash:loginexpire.html
Device (config-params-parameter-map) # custom-page failure device flash:loginfail.html
Device (config-params-parameter-map) # custom-page success device flash:loginsucess.html
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Device (config-params-parameter-map) # end
Device# show running-config | section parameter-map type webauth test
parameter-map type webauth test

type webauth

redirect for-login http://9.1.0.100/login.html

redirect portal ipv4 23.0.0.1

custom-page login device flash:loginsantosh.html

custom-page success device flash:loginsucess.html

custom-page failure device flash:loginfail.html

custom-page login expired device flash:loginexpire.html

f5] : AAA-Override D% E

WDOHENL, AAA-Override ZFXET DB %~ L TWET,

Device# configure terminal
Device (config) # wlan fff
Device (config-wlan) # aaa-override
Device (config-wlan)# end

Device# show running-config | section fff
wlan fff 44 fff

aaa-override

shutdown

Bl : 23470 FOETAEDETE
KOBIE, 7547 > FOREABERET 5 R RLTOET,

Device# configure terminal
Device (config) # wlan fff
Device (config-wlan)# shutdown
Device (config-wlan) # mobility anchor 9.7.136.15
Device (config-wlan) # mobility anchor 9.7.136.16
Device (config-wlan) # no shutdown wlan
Device (config-wlan) # end
Device# show running-config | section fff
wlan fff 44 fff
aaa-override
shutdown

L=y = ]
5l . ERIESE ACL DERTE
WOHFIL., FATRAE ACL 5% €T 5 HiEA R L TWET,

Device# configure terminal

Device (config)# wlan fff

Device (config-wlan) # shutdown

Device (config-wlan) # ip access-group web preauthrule
Device (config-wlan) # no shutdown

Device (config-wlan) # end

Device# show wlan name fff
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Device# configure terminal
Device (config)# ip access-list extended 102
Device (config-ext-nacl) # permit udp any eq 8080 any
Device (config-ext-nacl) # end
Device# show access-lists 102
Extended IP access list 102
10 permit udp any eq 8080 any

{5 : Webpassthrough M &%
ROBFIL, Webpassthrough Z 58 ET 2 HiEE R L TWET,

Device# configure terminal
Device (config) # parameter-map type webauth webparalocal
Device (config-params-parameter-map) # type consent
Device (config-params-parameter-map) # end
Device# show running-config | section parameter-map type webauth test
parameter-map type webauth test

type webauth

redirect for-login http://9.1.0.100/login.html

redirect portal ipv4 23.0.0.1

A~ T7OEXIZET BEMER

BE&E R
ESPERCYS! TX=aTFILEA L
EFEUT 4 CLIa~v R [ Mobility Command Reference, Cisco 10S XE 3SE
(Cisco WLC 5700 Series)
EEY T A RE [ Mobility Configuration Guide, Cisco 10S XE 3SE
(Cisco WLC 5700 Series)
X274 CLIz~v> R [ Security Command Reference, Cisco IOS Release

3SE (Cisco WLC 5700 Series)]

Catalyst5700 >V —X U A ¥ LR 2> ha—Z | [Security Configuration Guide, Cisco I0S Release

D Web ~— X DFNG 3SE (Cisco WLC 5700 Series)]
BRITFADN T I7RARERBI o~ F Identity Based Networking Services
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