2y D=0 EHOTUR

sipweep (3 X—)

« monitor capture (interface/control plane) (6 ~<—73)
* monitor capture buffer (11 ~—3)

* monitor capture clear (12 ~<—73”)

* monitor capture export (13 ~X—3)

« monitor capture file (14 ~<—2)

* monitor capture limit (16 ~<—73)

« monitor capture match (17 ~<X—3")

* monitor capture start (18 ~~—737)

« monitor capture stop (19 ~X—13)

« monitor session (20 ~~—3)

* monitor session destination (22 ~X—13)

* monitor session filter (27 ~X—73)

« monitor session source (29 ~X—37)

» show ip sla statistics (32 ~X—1)

+ show monitor (34 ~<X—72)

« show monitor capture (37 ~—3)

« show platform ip weep (39 ~—2°)

* snmp-server enable traps (40 ~X—73)

« snmp-server enable traps bridge (44 ~<X—)

« snmp-server enable traps bulkstat (45 ~X—3)

« snmp-server enable traps call-home (46 ~<—73”)
« snmp-server enable traps cef (47 ~<—717)

« snmp-server enable traps cpu (48 ~X—1)

+ snmp-server enable traps envmon (49 ~X—1)

« snmp-server enable traps errdisable (50 ~—3)
» snmp-server enable traps flash (51 ~3—3)

« snmp-server enable traps isis (52 ~X—)

« snmp-server enable traps license (53 ~X—1)
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« snmp-server enable traps mac-notification (54 ~—737)
« snmp-server enable traps ospf (55 ~X—1)

* snmp-server enable traps pim (57 ~X—1)

« snmp-server enable traps port-security (58 ~X—1)

« snmp-server enable traps power-ethernet (59 ~X—37)
« snmp-server enable traps snmp (60 ~—3)

« snmp-server enable traps stackwise (61 ~—1”)

« snmp-server enable traps storm-control (64 ~X—1)

« snmp-server enable traps stpx (65 ~X—73)

+ snmp-server enable traps transceiver (66 ~X—1)

« snmp-server enable traps vrfmib (67 ~X—1)

« snmp-server enable traps vstack (68 ~<—3)

« snmp-server enginelD (69 ~<—1)

« snmp-server host (70 ~X—73°)

« switchport mode access (75 ~—3%)

« switchport voice vlan (76 ~<—3)
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Ip weep

ip weep .

Web ¥v v a —EREHL, TFVr—vary 2P0 TERSNEZAA T I v
P —ERZKHET D —EAF B ERET DITIE. AA vy F Tipweep /2 —/L 337 ¢
Fal—rvaryavwr REERALET, Y—ERZEHTHIZE, ZOa~2 KO ne X
ERHALET,

ipwcep {web-cache | service-number} [group-address groupaddress] [group-list access-list]
[redirect-list access-list] [password encryption-number password]

no ip weep {web-cache | service-number}  [group-address groupaddress]  [group-list
access-list]  [redirect-list access-list]  [password encryption-number password]

BXDEREA

AR R FIHILE

ATk E—F

web-cache Web ¥ ¢ v &2 —EREHELET (WCCP/N—T g
13— 902)

service-number FAF Iy - RID, ZOF—ERADEHIT, Fv v
Vallk o TRENET, 4TIy F—EREEIT0
~ 254 DFHTIRETE T, V= 2DREKREK

(web-cache ¥ — U — R THET L Web ¥+ v a2 —E
A& ETe) 13256 TY,

group-address groupaddress EE) VP—ER I N—TIBMNT DDA v T B L
N7 N r—y gy oMt A ALF Ry A NS
N—T T KL RAEEELET,

group-list access-list (fEE) v~ VFXx AR TZL—F7 FLAMEF SN
BAE., P—ERITNL—TIZIMALTWAET 7Y r—a
T UNCKRET AERIP T FLAD Y A &2 RELE

ﬁ‘o
redirect-list access-list UEE) RAMDOBEEORA NERITEED Ny O
VEA VT MY —EREEELET,
password encryption-number (TE) W bEsafREL £, BETZ 2HMHIT 0~
password 7CF, BEEAL LARVEAIE0, ME OBAIET 2 L%

T, £, TXFUNTARAT— R4 EHEELET, A v
Fix, NAT— R & MD5 BiHEA A EHDE T, AA v
FeT V=g E0EERICEX 2T 4 &
ek LET, T 74N FTIE, AT REREINTE
5T, WAL I TEINTWER A,

WCCP ' —E XN TN, ATA X =T M SN TN ER A,

Ja—_ ) a7 4 FXal—T g
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avy FNERE

)= EEAR

EREDAARZA4

CiscoIOS XE3.2SE. . . . . Zoavy RpREAShE LR,

VAAZIATVRA T T =T 4 T AL v F 2 TRARX—=TNDLE, WCCP D]
Xro o TiERy V=7 7 RURZES (NAT) 234 XA LET, ZORPUIHHLT 5
ZiE, FEEHFRTWCCP ¥ v v 2K EL, AT Y 2Py A =T = AT
Cisco Express Forwarding 21 v F 7 ZF )T L, ip weep web-cache redirect out =~ > N %
BELET, Sy v ialc@dd/L—HF A ¥ —7 A AT ipweep redirect exclude in =2~ >
REZHEL, WA ¥ —7 = A ZADEEHIZ WCCP i ELE T, ZOREIX. £DA
VH—T A RAZBFE LAy ROV XA VT va U EERELET,

P—ER TN —TERETHLEXIZVAA LI N VA NEEHEILETEXET, HESN
FUXA L7 M URARMINAT (EER) IPT RL2Zdgiesry FE2HEHELT, UHAA L
7 a i LET,

Zoavr R, BESHIEI—EARAEFESZEIT Web ¥ v v o —ERLADOHKR— FaA
F—TNERET 4= NMIT DI AL v TR LET, —ERAFEFIL0~254 O
PCHETE £, V—EABSELBAFNA X—TMCRD L, A—F T —ER T N—
TOESLIZSINTE £,

noipweep 2~ RWATIEND & AL v FIEIH—ER TV —T~OBMEKT L, 51&kE
Y —EARBESNTNDA LV F—T oA ANRTIUTTEIROE Y 4 T2 L, thod—
EARBE SN TORIFIUTWCCP # 27 2 T LET,

web-cache |Z#t < ¥ — U — K & service-number 5180347 a T, FEDIEFTHEETE E
T, 1 ELIMEETETERTA,

151

WIZ, WebXxva, 7V r—ay o0 F3h— IS v
=T xAA, BILWITTAT Y MIERTHA L F—T 24 AERET HHZRL
i—a_o

Switch(config)# ip wccp web-cache
Switch (config) # interface gigabitethernetl/0/1
Switch(config-if)# no switchport
Switch (config-if)# ip address 172.20.10.30 255.255.255.0
Switch (config-if)# no shutdown
Switch (config-if)# exit

Switch (config)# interface gigabitethernetl/0/2

Switch (config-if)# no switchport

Switch (config-if) #

*Dec 6 13:11:29.507: $LINK-3-UPDOWN: Interface GigabitEthernetl/0/3, changed state to
down

Switch(config-if)# ip address 175.20.20.10 255.255.255.0
Switch (config-if)# no shutdown

Switch(config-if)# ip wccp web-cache redirect in

Switch (config-if)# ip wccp web-cache group-listen

Switch (config-if)# exit
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ip weep .

MELEYY
show platform ip weep (39 ~—2)

rvro—vgBEa<>F ]



Fy kD—sgBEavUR |
. monitor capture (interface/control plane)

monitor capture (interface/control plane)

BEHAA L POy Yy b 7e—FRAEZEELTE=X v 7T v "MV bERET D,
FITF Y T T ¥ RA 2 MR A v N EBIT 521X, Fi#E EXEC € — R C monitor
capture =~ RZMEH L E T, fHELERAA MBIy h 7o —fmTE=4
XY T F X EENCT D, FHEFTv T F ¥ KAV b EOBEEOBER A OV EE
T HITiE, Zoa~wr Kone BEXEHEHLET,

monitor capture {capture-nameinterface-typeinterface-id} {interface | control-plane} {in |
out | both}
no monitor capture {capture-nameinterface-typeinterface-id} {interface | control-plane} {in
| out | both}

WX DB capture-name ERTBF ¥ TF v DAL
interface interface-type 33 K W interface-id & DA X —7 = A A&fidrA o k&
interface-type LTHEELET, BIEOBEKRIIKRD LB T,

interface-id
« GigabitEthernet interface-id : 7% ¥~ b 4 —¥% % v bk IEEE 802.3z
A H—T A A,

o vlan vian-id : VLAN, vian-id D& 1 ~ 4095 T,

 capwap capwap-id : Control and Provisioning of Wireless Access Points
(CAPWAP) 7w b2 bRV T A B =T A R, H5RA
Y RELTHENTE D CAPWAP oD U A &R 211,
show capwap summary =2~ > RZ2#H L 9,

GE) ZhIEVAVLAXY FF v I TE DME— DR A
YETT, TOAE—T oA RAEHHAA L e LTHE
FALTWBEA, RUFY 7F ¥ RA 2 hThOA 2 —
T oA ARATEBGTARA L FE L THERT2Z 81X TE
FHA,

control-plane ayhe—NL L= EERAA N LTHELET,

in | out | both Xx7F¥x425r77 4y 7DhMERELET,

AT R FI4 )L+ Wireshark F ¥ 7 F v [ TRES N TWVERE A,

ATV R E—F FiHE EXEC
avy FERE ))y—Xx EERNE
Cisco 10S XE 3.3SE ooy RPBNEAINE L,
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EREDAARZA

monitor capture (interface/control plane) .

R A VIR ZDa~r FEFERALTEF vy 7 F v RA 2 MCBEE TN &, HnEEE
THME—DFEIL, Zoa~xr Rone BERNEHH L TEAA > FEHIBRL, B LW AR
PBi AR A v N BERTHI L TT, A A v NOFMIELEETEERA,

BEGARA » bR T F v RAV FOOHIBRES ., 1 DOEERARA » OB NEEAMT 5T
WAHS ., T TTF ¥ R"A L MIRMICHIBRESNE T,

Zoa~wy REfloEgRA » D THETT DI LT, BROBRA » Xy 7F ¥ BA
YREBEMIT L I ENTEET, WITHIEZRLET,

BEOFX Y 7F v KA PEERTEETR, ~HEIIT 7T 4 7ICTEHDIX1 27T T,
DFEY | 1 OWBT DT DEFEIETOIMNERH Y T,

A B =T 2 A ADHITHFHNIF ¥ 7 F ¥ SNy ME, AL v TFOEESHZIZL > T
bh7=ZEH (TTL, VLANZ 7' CoS., F=v 7% A, BLIOMACT KL A, DSCP, 7L 5
VR, UP 72 ) BEBENNZ ELHY T,

RMEDIEFIZXFY T v RA U MNE2ERETHLEICTEHSINERA, EEDIEF Ty 7
F v RA L b IRTRA—=HEEFTEFET, Wireshark CLI TliX, BH—1T7D 3T X — X HIZHIFR
EHY ERA, ZNEFY 7T ¥ AV MEERTHDIIHNERa~< NOFERIRLE
7,

VRF, BHAR—br, 774 = M VLANIZW TN HERFA > b LTHEAT A Z LT TEE
A,

Wireshark (3565C SPAN iR— F T/ v F &2 X% ¥ 75+ T EH A,

VLAN 7 Wireshark D81 > b & L THEHINTWBAEA, 27y MME, AT HHTORH
F¥ITF v INFET,

74 LA (CAPWAP) {#RLED;IEEIF
A ¥ LA XY 7T v DHE—DIERIL CAPWAP k3L % 7 F ¥ TT,

CAPWAP h > f VX v 7 F v 325548, ALY 7T v KA hETHOA ¥ —T =4
AR TR A v P LTHERHT A Z LI TEERA, T, RALFYy 7T v RA B
CHRER RN A FDOME—RIp A XA S Fa s b —L L =T, ar bo—L 7
L— B LU CAPWAP kU RV A FOMAEDEIX, T XTOVAL Y L ARH F T
TA v Xy F ¥y TEET,

HE D CAPWAP b > RN DX ¥ 7 F v NP AR— FENTWHET, % CAPWAP k> /LD ACL
ITHEA S, H—ACL & LTAA vFICEEENET,

a7 74 VR FEMAENT, CAPWAP Mo ka2 X v 7 F ¥ T AEGICERTEES, av
fa—L 7L — B ELUCAPWAP R U R ABRIEL CWARE, =7 740 Fday ba—
L= Xy MZbEASINERA,

CAPWAP DFHT—4% Mo RN EXFY T+ 35120, BEVLAN TR I 74 v 7 Xy
Fv L., BIRACLZEHA LTI 74 v 7274V EZLET, ZOACLIZaT 7 4/LHF
ACL EFEEEN, AA v FICH—DACL & LTED S THEND Z EIZHEEL T EE N,
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451
WA B —T 2 A AR A L FE LTHEAL TRy 7 F ¥ R"A v bEEETD
IR EFEITLET,

Switch# monitor capture mycap interface GigabitEthernetl/0/1 in
Switch# monitor capture mycap match ipv4 any any

CE) 220H0a<wrRE, #X7Fyv BA v boay 74 E2ERLET, i,
¥y 7 F ¥ RA L FTCAPWAP bR U & ZEGEARA v b2 L TV D54 2k
WT, ¥ 7T ¥ RA Y FBERET A 7-DITHEETT,

X 7 F ¥ RA L N TCAPWAP F o XU U 7 HEGARA L TV AEE. =
T TN EEHTEERA,

BEOBSGARA > b eROoXy I F v RA U MEERTDHITIREFITLET,

Switch# monitor capture mycap interface GigabitEthernetl/0/1 in
Switch# monitor capture mycap match ipv4 any any
Switch# monitor capture mycap control-plane in
Switch# show monitor capture mycap parameter
monitor capture mycap interface GigabitEthernetl/0/1 in
monitor capture mycap control-plane in

BROBERGER A o N CEBR SN X ¥ 7 F ¥ HA 2 b BEFERA » F 2R 51
IRz FATLET,
Switch# show monitor capture mycap parameter
monitor capture mycap interface GigabitEthernetl/0/1 in
monitor capture mycap control-plane in
Switch# no monitor capture mycap control-plane

Switch# show monitor capture mycap parameter
monitor capture mycap interface GigabitEthernetl/0/1 in

CAPWAP 855t R A v FTXR v 7 F v A v FEEHZTDITIIKEEITLET,

Switch# show capwap summary

CAPWAP Tunnels General Statistics:

Number of Capwap Data Tunnels =1

Number of Capwap Mobility Tunnels =0

Number of Capwap Multicast Tunnels = 0
Name APName Type PhyPortIf Mode McastIf
ca0 AP442b.03a9.6715 data Gi3/0/6 unicast -
Name SrcIP SrcPort DestIP DstPort DtlsEn MTU Xact
Ca0 10.10.14.32 5247 10.10.14.2 38514 No 1449 0

Switch# monitor capture mycap interface capwap 0 both
Switch# monitor capture mycap file location flash:mycap.pcap
Switch# monitor capture mycap file buffer-size 1

Switch# monitor capture mycap start
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monitor capture (interface/control plane) .

*Aug 20 11:02:21.983: $BUFCAP-6-ENABLE: Capture Point mycap enabled.on

Switch# show monitor capture mycap parameter

monitor capture mycap interface capwap 0 in

monitor capture mycap interface capwap 0 out

monitor capture mycap file location flash:mycap.pcap buffer-size 1
Switch#
Switch# show monitor capture mycap

Status Information for Capture mycap
Target Type:
Interface: CAPWAP,
Ingress:

Egress:

Status : Active
Filter Details:
Capture all packets
Buffer Details:
Buffer Type: LINEAR (default)
File Details:
Associated file name: flash:mycap.pcap
Size of buffer(in MB): 1
Limit Details:
Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)
Packets per second: 0 (no limit)
Packet sampling rate: 0 (no sampling)
Switch#
Switch# show monitor capture file flash:mycap.pcap
1 0.000000 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,

2 0.499974 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
3 2.000000 00:00:00:00:00:00 —=> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
4 2.499974 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
5 3.000000 00:00:00:00:00:00 —=> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
6 4.000000 00:00:00:00:00:00 —=> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
7 4.499974 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
8 5.000000 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
9 5.499974 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
10 6.000000 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,

FN=0, Flags=........
11 8.000000 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,

12 .225986 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
13 .225986 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
14 .225986 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data

0
0
0
10.10.14.32 DTLSv1.0 Application Data
.231998 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
.231998 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
.236987 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data

6

.000000 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,

NN DNDDNDDNDNDDN
|
\2

9
9
9
15 9.231998 10.10.14.
9
9
9
0
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20 10.499974 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........

21 12.000000 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........

22 12.239993 10.10.14.
23 12.244997 10.10.14.
24  12.244997 10.10.14.
25 12.250994 10.10.14.

-> 10.10.14.32 DTLSvl1.0 Application Data
-> 10.10.14.32 DTLSv1.0 Application Data
-> 10.10.14.32 DTLSv1.0 Application Data
-> 10.10.14.32 DTLSvl1.0 Application Data
26 12.256990 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
27 12.262987 10.10.14.2 -> 10.10.14.32 DTLSv1.0 Application Data
28 12.499974 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........
29 12.802012 10.10.14.3 -> 10.10.14.255 NBNS Name query NB WPAD.<00>
30 13.000000 00:00:00:00:00:00 -> 3c:ce:73:39:c6:60 IEEE 802.11 Probe Request, SN=0,
FN=0, Flags=........

NN NN NN

EErEYY
monitor capture buffer (11 ~<—73")
monitor capture file (14 ~<X—727)

show monitor capture (37 ~X—37)

. Yy hID—YEBOTUF



| #vybro—bEBa<oR

monitor capture buffer .

monitor capture buffer

F=H ¥ 7T (WireShark) D/N> 7 7 3 ET HITI1E. ¥##E EXEC E— K C monitor
capturebuffer =~ REfEH LET, =% Xx 7 F ¥ No 77 2Whc+ 5, 2Ty
TP EEBAY 77T 74V NOBIEASAY 7 ICETICIE, Z0avy RO ne B & #
FALET,

monitor capture {capture-name} buffer {circular [size buffer-size 1 | size buffer-size}
no monitor capture {capture-name} buffer [circular ]

BXDEREA

AU R TIHIE

capture-name /3 7 7 NEE SND % ¥ T F ¥ DAL

circular Ny 77 PMEREZA T THAHAZEERELET, BRYA TONRy 7 7%, Ny
T PHEEINTZE LRIy 7Ty ST — ¥ EEEXTHZLETT—
BDX % TFx ik LET,

size (EE) RNy 77OV A X%&4EELET, #FHIZ 1~ 100 MB T,
buffer-size

BRIy 7 7 BDERESIET,

ATV R E—F FHe EXEC
avy FER Jjy—= EERNE
Cisco 10S XE 3.3SE ooy FREAINE LR,

FREDHA FS14 Y

HNZ WireShark DX v 7T ¥ 2R ET D &, INRBEOBER NNy 7 7 BDIREINE T,

151l
IMB DY A ZAOPEER Ny 7 7 aRET DHEITIREZFITLET,
Switch# monitor capture mycap buffer circular size 1
EErEYD

monitor capture (interface/control plane) (6 ~<—3)

monitor capture file (14 ~=X—7)

show monitor capture (37 ~X—1)
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monitor capture clear

F=H X 7 Fx (WireShark) N 77 %227 U7 4 %(21%, K EXEC & — R T monitor
capture clear =~ > R&ZHEHA L £,

monitor capture {capture-name} clear

X DA capture-name 3\ 7 7w NI YT ENDHF ¥ TF ¥ DLHI,

ATURTFIFNE DT TOACT VT ITINEE A,

= i EXEC
av Y REE ) 1—2 RENE
Cisco 10S XE 3.3SE Zoawy RREAINE LR,

FEREDHA KSq4> IY7TFvH. £7203 1 DL EO RSN T2 S 727> monitor capture stop =~ > F& A
BT DI2F % 7' F v BMEIE S 72212, monitor captureclear =~ > RZEHA L EF, F+
7' F v HBMEIE L7212 monitor capture clear =~ > K& AN LG, Ny 77 Il% ¥ 7T v
SNTAT y RN, T 7 ANSDF ¥ T F ¥ SN Ty NDOa T 2 ORAFITHE
F & 3172 monitor capture export =~ > NIZITHETH Y XA,
Ry by 77 NIRET 2BBOX Y 7 F ¥ 3 o560, AFY e AZRT 5720, #H
LWF Y 7 F v 2BaT DRNC ANy 77227 U7 LTLEENY,

1

mycap ZX ¥ ST ¥ T HIOICNNy Ty a7V EIZ VT T HITITREFETLE
j—o

Switch# monitor capture mycap clear
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monitor capture export

77 AMIE=H F ¥ 7 F v (WireShark) & T 27 AR — b T 5I121%, FibE EXEC E— R T
monitor capture export 2~ > K& L F7,

monitor capture {capture-name} export file-location : file-name

BXDEREA

AU R TIHIE

capture-name T AR— T 5HF ¥ T F ¥ DA,
file-location : UER) ¥ 7T ¥ AL —Y 77 A VOB LONT 7 A VA4 ZFE
file-name ELET, file-location \ZfE M AIEE/RMEITRD BV T,

eflash: > AR—K 77 v =2 AL —

» (usbflash0:) : USB KJ A 7

¥ TF v SNy MERESRLER A,

aAavYRE—FK FMe EXEC
avy FERE )1y—= LTEHNE
Cisco 10S XE 3.3SE Zoawy RpREAINE LT,

FREDHA K514

AN L—=V DN F ¥ T ¥ Ny 7 7 Th D520 monitor capture export =~ K%
EALET, 77 ATV E— MR —A VI HRETEET, Fr I FyhEid Ty
Fy 7FAFLBICZDa~vy FEERLET, X7y b Xy 7 Frid, 1M EOKT &
A3 7= S =84, F 7213 monitor capture stop 2~ K& AS$ 5 L5 L E 9,

WireShark 73 2 % » 7 NDAA v F TR SN D5HE. 77 v b F % 7 F ¥ [ TATE D file-location
THESNTET 77 47 AL v FITER SNDT A A LIZOIRFESNET, B : flashl 1%
TIT A TIRAA v FIHFR SN TOET, flash2 (T DXV AL v TR SN TV E
To ZOHE. N7y b Xy 7T v ORIFICHERTE SO flashl 7207 T,

GE)

PR R ERTVRNTF AL REFNET 7T 4 TIRAAL v FIHEE SATUVRNT AL 2|03
ok R T IR RRELED LT D LTI SR AT B RN S D £,

1

Xy 7 TF ¥ Ny 77 ONEZE flash K7 A 7 @D mycap.pcap |27 AR — b HITIEK
EFEITLET,

Switch# monitor capture mycap export flash:mycap.pcap
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monitor capture file

F=HX ¥ 7F v (WireShark) A F L —2 7 7 AV EMZRET BT, %%EME%%F
C monitor capture file =~ > REZEHLET, A ML —2 77 A VEHELHIRT HITF, 2
Da<wy FOone BRXEFEHALET,

monitor capture {capture-name} file{ [ buffer-size temp-buffer-size ][ location file-location

: file-name ][ ring number-of-ring-files 1 [ size total-size ]}

no monitor capture {capture-name} file{ [ buffer-size ][ location ][ ring ][ size ]}
BX DR capture-name EET DX Y7 F v DAL,

buffer-size temp-buffer-size  ({£3&) —Wp Ny 7 7 OV A XEIEE L E T, temp-buffer-size D
#PAIE 1~ 100 MB T9, ZAUT Ty MEAKRZHIET 272012

mEsSnET,
location file-location : EE) ¥¥ 7 F XY A ML=V 77 A NVDEHBLIOT 7 A4 14
file-name RHRE L LT, file-location \AE F ATRE/MEIZ R D & 0 T,

eflash: &> AR—K 7T v =2 AhL—¥

» (usbflash0:) : USB KZ 4 7

ring number-of-ring-files EE) ¥ 7T ¥R 7 AN T =— R FEINDZ L,
BLOTZ 74NV VU THOT7 7 ANV ERELET,

size total-size EE) ¥ 7F v 77 ANVDOEEFHYA XZEBELET,
ARV RFIAAE L
ATV R E—F F¥HE EXEC
2wy REE y1y—2 KRENE

Cisco I0S XE 3.3SE Zoawy RBREAINE L,

EREDAARZA4

A ML= DRI T 7 A VT o D520 monitor capture file 2~ > REZEH L ET,
TrAMIVE—NMZba =DV HRFTEET, T v B %%7?“&0)1:&?& IZmDaw
YREMHLET, N7y h Ry I TF vl 1 OU RO TRIERSRE T ShEGE, 2
monitor capture stop =~ > R& AJJ9 %5 L421ELET,

WireShark 732 % v 7 ND A A » FTHH SN D56, /X7 > b F v 7 F ¥ LA D file-location
THRESNTZT VT 47 A v FICERHINDT A A EICOBEFENET, f : flashl (X
TIT 4 TIRAAL v F I SN TWET, flash2 1T XU AL v FITHERSNTWE
To ZOHE. Ty Xy T T ¥ ORAFITMEH TE S D flashl 7217 T,
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\}

monitor capture file .

GE)

PR=FEINTWRWT NS, ZETNLT 7T 4 TIRAA » FITHHE ST TWVIRNT /3 2T
Ty b FvTFraRFLEI LT DL T =R RAET O WREMN DY T,

il

77 vva RIATIREINTWD 7 7 A V4 mycap.pcap T H Z & ZIEET D
WZIFREFITLET,

Switch# monitor capture mycap file location flash:mycap.pcap
EErEYY
monitor capture (interface/control plane) (6 ~<—3)

monitor capture buffer (11 ~<—73")

show monitor capture (37 ~X—1)
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monitor capture limit

X 7T v HlRERET DI, FiHE EXEC “E— K C monitor capture limit =~ > R &l L
F9, v 7 FXHIRZEERTHI2IE, 20~ Fono BRXEFEHLET,

monitor capture {capture-namesecondssizenum} limit { [duration ] [packet-length ] [packets

1}

no monitor capture {capture-name} limit [duration] [packet-length] [packets]

BXDEREA

aAvY R FI4ILE

capturename % x 7 F o IR EE D YT HND % ¥ TF ¥ DL,

duration seconds  ({1.7Z) ¥ 7T v Hiff] () ZHEELEJ, #HIZ 1~ 1000000 TJ,

packet-length UEE) 7y bR O R) ZEELET, EBEOT Y PBRRFEDOR S
size EDEWGS. BB FEIIC L > TRENDEAIDE v DA hDIx
DRIFSET,

packets num (EE) Fr 7 Frix L TRE SN ATy MIERELET,

¥ I F Y HIRITRESNEE A

avY R E—FR ¥+ EXEC

avy FRERE Jjy—= EHAR
Cisco I0S XE 3.3SE Ioavwy RPREAINE L,
451

60D E YT a VHEIBB L4000 34 Oy N BT AV NEEZRETHIZITRE
FITLE T,

Switch# monitor capture mycap limit duration 60 packet-len 400
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monitor capture match

\}

GE)

CAPWAP F v R EX vy 7T ¥ T H5AIE, Zoa~y REH LRV T ZEwn, Fiz,
ay ha—L L —rBLXONCAPWAP M R ABRELTWAES., Zoavry RIZI3ER
NH Y FHA,

F=% (Wireshark) ¥ 7F ¥ (X L THRINCA T4 > a7 T4 v Z 2EERT DHITE
¥#HE EXEC &— K C monitor capture match =~ > REZEH L EJT, ZD7 4 /L X EHIERT S
WZix, Zoa~vr Rone BXEFEHLEI,

monitor capture {capture-namemac-match-string} match {any | mac | ipv4 {any | host
| protocol} {any | host} | ipv6é {any | host | protocol} {any | host}}
no monitor capture {capture-name} match

BXDEREA

AU RTIHIE

capture-name a7 742 uED Y THENDF ¥ 7 F v DA,
any TRTONRT Yy hEfRELET,

mac LAY 2Ty MEEELET,
mac-match-string

ipv4 IPv4 Ry B EFEELET,

host RANZRHRELET,

protocol 7r havERELET,

ipvé6 IPv6 /37w b EFRE L ET,

a7 TANFITRES N TWERA,

avURE—FR FMe EXEC

avy FER J1y—=x EEAR
Cisco I0S XE 3.3SE ooy FREAIRE LR,
451

V= AF IS EOEBEDIPN—=Va 43y M—ET 5%y 7 F v RA v b
WCHLTEXF Yy 7T RA L PBLOaT 74 FEERTDHITIE, WEEITLET,

Switch# monitor capture mycap interface GigabitEthernetl/0/1 in
Switch# monitor capture mycap match ipv4 any any
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monitor capture start

77497 FL—=ARL L NCATy T =2 DNy 7 7 ~OF ¥ 7F ¥ ZBhT 51213,
¥## EXEC &— K T monitor capture start =~ > RZfH L £,

monitor capture {capture-name} start

BXDEREA capture-name  Fhtd™% % v 7 F v DA,

ATRVERTIFNE NV TTOALTUVEIIT SREREA,

ATy R E—FR ¥5HE EXEC
avy FERE )1)y—= EEAR
Cisco IOS XE 3.3SE ooy RBNEAINE L,

FEREDHA KSA4Y FYTTFTvRA L MPRERINIRICAT Yy T =2 X1 7 F ¥ 24202 T 5121, monitor
capture clear =~ FZfEH L E T, 7y b 7—XDF v 7/ F ¥ Z{£ 13 5121, monitor
capture stop =~ > NZfEH L 7,

CPUBIUAFYREDUVAT AL Y Y —ANK Y TF v ORBENAEHARETH D Z & %
HLET,

il

Ny Ty arsTryVOxy 7 F v EET I3 REFZFITLET,

Switch# monitor capture mycap start
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monitor capture stop

N7 497 RU—ARAY NTATy b T—2DOF v 7FFx ZE1ET 5I121%, FHE EXEC
“&— R C monitor capture stop =~ > R&FEH L 7,

monitor capture {capture-name} stop

BX DA capture-name {114 % 3 ¥ 7'F v D4 Hil,

ARUEFTIFNAL NIV TF Xy Ty BRI T,

ATy R E—FR ¥5HE EXEC
avy FERE )1)y—= EEAR
Cisco IOS XE 3.3SE ooy RPBNEAINE L,

FEEEDHA KS4 > monitor capture stop =~ > FZffi ] L T, monitor capture start =~ > R(Z & - THA L7/N
Ty b T=HOXXTF v HEILLET, MEBLOMERO 2 2DF A TDF v T Fx Ny
77 ERETEET, BBy 77 B EWERoTeHE, 7—% Fx 7 F v IZEBNICE
IELET, fERAY 77 B0 Wb & T—2 Fx T F I IRNNOHMB L, 7—21F
EEESINET,

1

Ny Ty AT oI OF X TF v 2 fF T DITREFATLET,

Switch# monitor capture mycap stop
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. monitor session

monitor session

R—=HrEDO T 7 4 v T 3H DD, £ —HFy N AL T RAKR—KTFZA4% (SPAN)
tovarFEFFVE—r AL vF RFR—K T7TFF74% (RSPAN) By aroar 7y
Xal—vaaHBERT20, BFEOtyaroar7 4 Xalb—ya BT SIS
IZ. monitor session 72— 3L 27 4 Falb—v gy avy REEHLET, SPAN kv
arYERLIEIRSPAN By a &7 VT T4, Zoavr ROone BEXREEHLET,

monitor session session-number {destination | filter | source}
no monitor session {session-number [destination | filter | source] | all | local | range
session-range | remote}

X DR session-number SPAN F£7-1Z RSPAN & v o g Tkl &N %

Tty a i, METELHMIL1~66T
R

all TRTCOE=H ByarvrE 77 LET,

local ITRCOu—INET=L Ly rarsv2 77
l/\gzj«o

range session-range BEIn=wEosE=4% vy a7 7T
LET,

remote TRTCHODYE— " EF=F By a2 7
l/\gzj—o

ATV RTFI4NLE EEF By VI VEREISNTOERA,

ATV R E—F Ja—nN) a7 4 F¥al— g
vy FERE J1)—=x EENE
Cisco IOS XE 3.2SE, . . . . Zoavy RRHEAINEL

776

FEREDHA KS4> 220 —H/LSPAN £ v ¥ a VB L UNRSPAN ¥E it v & a VA MAG DR o R KA R
ETHIENTEET, AA v FELFIAL v TF ZAZ v 7 BT, A75F66 D SPAN I L U'RSPAN
tyvaraRAETEET,

FRE & MERRT 5 1Z1X. show monitor 554 EXEC =~ F& AJJL %7, show running-config
Rt EXEC =~ K& AT D&, AA »F D SPAN, RSPAN, FSPAN, 351 TF FRSPAN @
REERRTHIENTEET, SPANFEHRITH I OREBMIEICERINET,
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il

monitor session .

Wiz, m—HI/VSPAN &~ 31 Z1E L T Pol3 (EtherChannel &"— k) ® kF
T4 EE=HF L, By g DSPAN T 7 ¢ v 7 % VLAN 1281 DRIZBET S
BlarLET, BN 7 4 v 7ITRETEER L 3, ANEREILA R—T /T2

D EHEA

Switch (config)# monitor session 1 source interface Pol3

Switch(config)# monitor session 1 filter vlan 1281

Switch (config) # monitor session 1 destination interface GigabitEthernet2/0/36 encapsulation

replicate

Switch (config) # monitor session 1 destination interface GigabitEthernet3/0/36 encapsulation

replicate

wIZ, ooty N7y 7FIEESET L721% D show monitor session all =~ > KD

Wz RLES,

Switch# show monitor session all

Session 1
Type
Source Ports
Both
Destination Ports
Encapsulation
Ingress
Filter VLANs

EENEY D

: Local Session

: Pol3

: Gi2/0/36,G1i3/0/36
: Replicate
: Disabled

1281

monitor session destination (22 ~X—37)

monitor session filter

monitor session source

(27 =—2)

(29 =)

show monitor (34 ~_—73)
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monitor session destination
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HHICAAL v F RAR—K T7FF7A4H (SPAN) v g £721LVU E— bk SPAN (RSPAN) %d
o varz BBl *y U= X220 T 0 T34 A& (CiscoIDS Sensor 7 77 A 7
272 E) OFEFER—F EOANNT ST T 4 v 7 A F—T ML, BEfF® SPAN % 721X RSPAN
vy alry AU X —T7 A AZBIMEZITHIERT 5121E. monitor session destination 7 7 —
Ny ary 7 4Xalb—aryavey ReffLET, SPAN £721E RSPAN & v o = > & HIFR
L7V, SPAN £721X RSPAN & > v 3 UM bsidfeAf v ¥ —7 =4 AZHIBRT HI21T, ZD=

<~ RO no FERXAEMHHL F9,

monitor session session-number destination {interface interface-id [, | -] [encapsulation
{replicate | dotlq} ] {ingress [dotlq | untagged] } | {remote} vlan vian-id
no monitor session session-number destination {interface interface-id [, | -] [encapsulation

{replicate | dotlq} ]

[dotlq | untagged] } | {remote} vlan vian-id

X DERHA session-number

SPAN £ 7-IXRSPAN & v = > CTikRl& 5%
tyvalFEE, HECTE2®MIZ1~66T
7,

interface interface-id

SPAN 713 RSPAN & v ¥ 3 > D%t F7- 1%
EETA A —T oA AERELET, B
A v H—T o AIYER— (XA,
AB T AR, T a—)b, R— BB
&) TT, BETA L E—T A ZDEE
T, A=k Fr 3V HEhHRA X —T = A
ABATTHY, FEETZ HHMAIX 1 ~ 128
<7,

(EE) DA v 2 —7 =4 AL 72T VLAN
EELET, £, BIOHEHMENG A ¥ —
7 = A AE 721 VLAN OFiFHZ 25BE L £,
T = DRIBICAN—2 % ANE T,

&) A% —7 x4 AFE7-1% VLAN O
FHEEELET, A 7 DORHHEICAR— R
P ANET,
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monitor session destination .

encapsulation replicate

EE) %851 v 2 —T7 oA AREETA
B =T 2 A ZADH T FREERT L Z
EEBELET, BIRLARWEAEDOT 741
MEI. %A T4 7K (X772 L) TONRry
~DFEETT,
WDOXF—1T— KX, @—H/L SPAN 25T A
%hT9, RSPAN., RSPAN VLAN ID {Z5t®D
VLANID # EEXT 5720, 27y MIFEIC
% 772 L TCTiR(E S4LE T, encapsulation 4~
YaE, no B TIXER I NE T,

encapsulation dotlq

(E#E) 5051 v % —7 =A A IEEE802.1Q
AT BMEDEE LA V2 —T = A4 ADFE(E
Ny NEZTFAND L OITHRELET,

WDF—U— K%, m—H/L SPAN ICFE T H
T3, RSPAN, RSPAN VLANID (7t
VLANID # FEE T 570, /7y MIFEIC
X 778 LTk &vE T, encapsulation 4~
va it no B TIEEHRINE T,

ingress

AN T T 4w VREEA R—T I LET,

dotlq

(£E) /€ 37z VLAN 27 7 4 /L k
VLAN & LT, IEEES802.1Q 1 /b &z
EENT Yy NEZIT ANET,

untagged

(EE) f5ESH7- VLAN &5 7 /L k
VLAN & LT, #7R L7 efbENn5E
Gy bEZIFANLET,

isl

ISLA 72 Meai L CAN NI 70 v %
R4 AL HICHETE LET,

remote

RSPAN (G £/ i3sEet vy v a vV £—
N VLAN Z48E L E£7, FHE T 2L 2
~ 1001 E£721% 1006 ~ 4094 T,

RSPAN VLAN /X VLAN 1 (FZ7 %/ k®D
VLAN) . %7213 VLANID 1002 ~ 1005 ( k—
27 ) > 7% L OVFDDI VLAN (2 THI%) 12
RHZ LI TEERA,

vlan vian-id

ingress ¥ —U— R DOAEH INTZHE, A
T 74271 TD5T 74/ 5D VLAN
ERELET,
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. monitor session destination

:7)[37—‘-’77]-}[/|~ EFE=HF kEyva V&i%&ﬁéﬂfb‘iﬁho

72— 77 /L SPAN D%6 557K — kT encapsulation replicate 2315 & S0~ 78546, 237 > M
NTENMCDZ T L DORA T 4 TR TEEINET,

ATEIRI TSR — R CTET 4 BE—T7 2> TWET,

all, local, range, session-range, remote % no monitor session =~ NIZfFETHZ LT, 7
~T D SPAN 3 L TUNRSPAN, X TDwu—7 /L SPAN, #ilfl, T XTHORSPAN vz %

VT TCEET,

Aa<vY R E—F Jua—/N)b arZ4FXalb—vay

2% FEE yy—2 EERE
CiscoIOSXE32SE, . . . . Zoavy RPRHEAIREL

776

EELOHA KS4> 82D —H/LSPAN v a3 VB LU RSPAN IME it v o a v AfHAG o T i K fE 2 3%
ETHIEMTEET, AA v FELIFAA v F AL w7 BT, HEH66 D SPAN 35 L UPRSPAN
tyvarERETEET,

SPAN F 721X RSPAN D5 eI IWEAR— F THLIMLENH Y F7,
AA o F EEFIZAA vF AZ w7 BT, K64 DR — N Z2 A TE £,

Kt vl a NUIEEDOAITELIFHEIIOEETLR— FERIZVLAN 2595 2 LT E
T, 1 o0ty a NTEEIILER— N EFEILVLAN ZHAGDLEDL Z EIETEEHA,
Kt va AIEBOBER— FERAE T ET,

VLAN-based SPAN (VSPAN) %f#H L T, VLAN 7213 #D VLANINO X v hT—72 ~F
T4y BT A5G, BEIC VLAN OFTXTOT 77 4 7 AR— M5 SPAN F 721X RSPAN
tyiaryOFETR— MR ET, T 7 F—FMIVSPANDOEETLR—FE LTEE
N, £=#1U 27 &7z VLANID O3 v 2T RsaedR— MOEESnE T,

1 2OAR—1F, 150 VLAN, —#OR— | —#O VLAN, ~— i, VLAN & T~ T
T4 I HE=FTEET, LA T va 2L, #EERITEfREOA ¥ —T =
A AF 721X VLAN 2 E L £9,

—HD VLAN 72131 v X =T oA ZAZET H L ZE, o~ () ORIRICAN—ZAD %
FETYT, VLAN £7203A v F—T =4 AOHPAZRTET D & XX, " 72 (o) OHIZICA
NR— AP YETT,

EtherChannel ;" — b %, SPAN F 7213 RSPAN %65c R — F & L CRET 5 Z &1E, EtherChannel
TN—T DAL NRTHHWEAR— ME, s — e LTHEATEEY, 7272 L. SPAN D35
Hel U CHEBET A RIZ. EtherChannel 7 /L — 1B TX FH A,

SEHEAR— R E L THEH L TWAR— I, SPAN F7-13 RSPAN E#E LR — MTT5Z 213 T
XFERA, 2. FFICEBRDOE Y 3 o O5EER— MNMITAHZ LITTEXERA,

SPAN F 721X RSPAN 55428 — K CTdh 57— b ECTIEEE 802.1x FRiEA A R — 7 Mz T 5 Z &1
TEFETH, A— F2SPANSESNE & L CHIBR X4 5 F CIEEE 802 IxiRFEIXT 4 B—T7 LT,
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monitor session destination .

IEEE 802.1x f8FEMN A — h ETHATE 2 WEHE, A v TFIE=T— A vbE—T%ELET,
SPAN F 7213 RSPAN 3%/E2 7R — F TIZ IEEE 802.1x FREFA A X — T W T A LR TEX T,

AN KT T4 o VEBERR Y NU—27 X2 VT 4 T/ ATA =T NVORE, sukR—
MIVAFY2TRI 74 v 7 ZBELET,

SEPER— MIIRD &9 REMEELRETE £7,

* monitor session session_numberdestination interface interface-id D> ¥ —U — R72 L CAJ]
THE WODOH TR Z T2 L &7 ANERIZA R—T TR0 £H A,

* monitor session session _numberdestinationinterface interface-idingress * A\ JJ 35 &, HIID
BT vMMUIEZ T L ER Y T, AJ1D B T AL dotlq F 7213 untagged (Z#5E < F—
J—RIZEL->THERY £,

* monitor session session_numberdestinationinterface interface-idencapsulationreplicate % fifl
F—U—RRLTANTDE, HOOITR-NMULY —A A v H—T = A AD N T IL
AEELL, ATERRIEA =T A, (Zhude—H /L SPAN 72 L E
¥ RSPAN (I 7 NMALDOEREZ Y R—F L THEREA)

* monitor session session_numberdestinationinterface interface-idencapsulationreplicate ingress
EANNTDE MO T'MUTY —RAA v H—T 2 A ZADH TR/ EER L, AN
D F 7 ALK dotlq F 713 untagged (ZHE< F—V — RIZ L > THEARY £4, (T
7 —7 /b SPAN 7212 L £ 77, RSPAN I35 7B/ UL OBRE VAR — F LT EYE
A o

E &R T 5 I21L. show monitor #5# EXEC =~ > K% AJJL %9, show running-config
Fite EXEC =~ REANTH L. AA »F D SPAN, RSPAN, FSPAN, I X T FRSPAN O
REZRTFTHIENTEET, SPANFRITH N OEEZEMTICERRINET,

1

WOFI T, v—BNVSPANE Y g 1 2EK L, AX V7 A1 DOEETR—
MIMWBRAZ YT AN DmHER— N 2ICEZETDHIN T T4 v 7 2T X T55
EERLET,

Switch (config) # monitor session 1 source interface gigabitethernetl/0/1 both
Switch (config) # monitor session 1 destination interface gigabitethernetl/0/2

WOEITIE, FEER— FNEEEfFEOT— /L SPAN B> > a VbRt 3 HiEER L
3

Switch (config) # no monitor session 2 destination interface gigabitethernetl/0/2

WOEITIE, HHEETA X —T A A ZEF=F Y 7T HRSPANEETE Y V3
V1 EREL. E5HIT%565 RSPAN VLAN 900 2R ET 5 AR~ LET,

Switch (config) # monitor session 1 source interface gigabitethernetl/0/1
Switch(config)# monitor session 1 destination remote vlan 900

rybko—vgEa<or ]



. monitor session destination

Fy kD—sgBEavUR |

Switch (config) # end

WOBITIX, TE=FX V73N NT 747 &2%ET DAL vFIZ, RSPAN FE%G
tyrar 0 ZRETHHEERLET,

Switch (config)# monitor session 10 source remote vlan 900
Switch (config) # monitor session 10 destination interface gigabitethernetl/0/2

W OB CIE, IEEE 802.1Q 7 7/ /Mba YR —hTHEx= VT o @EEHH L T,
VLANS DA N T 7 4 v ZIZHIET DR — M akiEd 2 k2~ LET, Hh
NF 7 4y ZITEEILD I T EER L E T, AJ)NT 7 ¢ v 71X IEEE 802.1Q
TN EHEA L ET,

Switch (config) # monitor session 2 destination interface gigabitethernetl/0/2 encapsulation
dotlg ingress dotlq vlan 5

KOBITIE, 7MY R—FLantxal T 0 73 2&fMH LT, VLAN
5EOAN NI T 4 v 7O — baREST 2 EERLES MO NT T 4 v
BEOAAN T T4 v 7138 772 LTT,

Switch (config) # monitor session 2 destination interface gigabitethernetl/0/2 ingress
untagged vlan 5

EErEYY
monitor session (20 ~X—17)
monitor session filter (27 ~X—)
monitor session source (29 ~X—3)

show monitor (34 ~X—73)
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monitor session filter .

monitor session filter

7 1 —~—Z SPAN (FSPAN) v i 5 71 —~—2Z RSPAN (FRSPAN) X%[ZiCE7-1358
Ky va w2 LLBMGT D, EITRED VLAN IZX L CSPANEE T N7 7 4 v 7 &
IR (7 4 LV ZA3) 45121, monitor session filter 72— %)L a7 ¢ X2 L— g0 O
<~V RZEMHLET, SPAN £721ZRSPAN B v a b 7 4 V2 ZHIRT 5121E, Z o=
<~ RO no JEREHEHALET,

monitor session session-number filter {vlan vian-id [, | -] }
no monitor session session-number filter {vlan vian-id [, | -] }

B DEREA

AR R FIAILE

aAvURE—F

session-number SPAN $ 721X RSPAN & v g Tl &n 5
vy valBEE, BECTELHMIZ1L~66T
7,

vlan vian-id SPAN £{ETE b T 7 « v 7 ZHRFED VLAN I

HIRIT 57, b7 7 DFEETLEAR— N ED
T 42 L LTVLANDY X R EfEELET,
vian-id THRE CTZ 5HiAIX 1 ~ 4094 TT,

, f£8) %0 VLAN 23 5E L x4, £7-1T
VLAN #H Zai O b XYY £, o
<2 DEHLIZAR— 2 E ANE T,

- (f£&) VLAN O#iPHEZfRELET, N1 7
VOREICANR—2AE ANE T,

FoX Ty va VEIREINNTOERA,

Ja—_) a4 Xal—g v

avy FERE

FEREDHA R4V

)1)—=x EHEAR
CiscoIOS XE32SE. . . . . Toawy RBREAINE L,

2590 —% )V SPAN v a B I ONRSPAN £E 5t v ¥ a v A A S bR NEE R
ETHIENTEFET, AA vTFFHITAAL vF A X v 7 BT, A3 66D SPAN B L. (*RSPAN
tyvalrERATEET,

1 2D VLAN, F7213#E5 0K — F° VLAN, FEHHOR— NLCVLANT NI 7 4 v 7 & FE
=X TCTEET, BEEELIT EREAO VLAN 248 ET 2121%, -4 7 v a v a2EHLET,
BED VLAN 55 ET D L &iX, Ho~ () ORIZRICAR—ARNETT, VLAN OHiH%
BETHEEIT. N7 (1) DFEIZICAR—=ANBNKIETT,
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. monitor session filter
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VLAN O7 4 V2 U v 70, F?V?@%ﬁif%%t?@ﬂéﬂk*ﬁ@ﬂAN@*/F
U—27 FIT7 4 v ESRLET, T 740 T, T3TCTDOVLAN R T 7 OEE
JLAR— R TE=4Z U 7 I £, monitor session sesszon_number filter vlan vian-id 2~ > N %&
fEAd 2L, FTU7EETR—FDSPAN T 7 4 v 7 EBRE & 72 VLAN IZ T IZBRE T
=F7,

VLAN OF =X U > 7B IR VLAN O 7 4 L U o 73 IR 72 Bf%E T3, VLAN
%ﬁﬁ@%u\WAN@74W&UV7@4*~7wK@%iﬁAOWAN®74W&UV7
DRESNTVDLEA., VLAN IZEETIC R N TEEEA,
X E & ST 5 1T1E, show monitor Fi#E EXEC =~ R% AJJL %9, show running-config

%%Emm:v/h%ﬂﬁ#é&\x%y%@SMN\mmm\MMN\%&UHwMNw
REEFRTHZENTEET, SPANHFHRIZH TOKEMITICERENE T,

1

WOHITIE, BEFO® Y a D SPAN b T 7 ¢ v 7 ZFRTED VLAN 72HICHIR 5
FiEERLUET,

Switch (config)# monitor session 1 filter vlan 100 - 110

WIZ, B—H/VSPANE v a1 ZERLTAZ v 7 AN ORETAR—F1 &
AB 7 AUN2DIEHAR— NDOEZIEWM D NI 7 4 v 7 #FE=F 1L, FSPANt v
Yar CT IR VA NESIREZHEHALTIPVE T 7 4 v 7 %7 4 VAT 5655
L/i—a—o

Switch (config) # monitor session 1 source interface gigabitethernetl/0/1 both
Switch (config) # monitor session 1 destination interface gigabitethernetl/0/2
Switch (config) # monitor session 1 filter ip access-group 122

EErEYY
monitor session (20 ~X—17)
monitor session destination (22 ~X—73”)
monitor session source (29 ~X—3)

show monitor (34 ~X—73)
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monitor session source .

monitor session source

A2A v F RR—=F TFFA4H% (SPAN) kv g E72i3Y E— I SPAN (RSPAN) %{E7C
tya rERET S, EIEFBEFO SPAN £721XRSPAN By v a Vv CA U H—T = A%
BANE 72 13HIBR < 5 121%. monitor session source 72—/ 3L 2T 4 Fal—T g avw
RZM#H L E9, SPAN £721Z RSPAN v g U ZHIFR L7210 . SPAN F721% RSPAN & v
TarvnLEEITA VF—T 2 A AEHIBRT HIZIE, Zoavr Rone B EFEHLET,

monitor session session_number source {interface interface-id [, | -] [both | rx | tx]

[remote] vlan vian-id [, | -] [both | rx | tx]}

no monitor session session_number source {interface interface-id [, | -] [both | rx | tx]

| [remote] vlan vian-id [, | -] [both | rx | tx]}

X DA session_number SPAN F£7-1Z RSPAN & v o g Tkl &N %

tyva i, BECTEL8MAILI~66T
T

interface interface-id SPAN £7-1ZRSPAN ¥ v ¥ 5 v DE[E LA »

B =Tz AAERELET, A A ¥ —
Tz A AIYER— K (AT, AF T R
VN, BV a—)b, R— b EEEET) TT,
EETA v Z—T oA ZADOEEIE. A—FF¥
FIVEERNRA B —T 2 ZAEZA T THY
FEECX2HHIX 1 ~48 TT,

) (B B A % —7 A AE7-1ZTVLAN
PRELET, T3, AiOHENGA ¥ —
7 = A A F 7213 VLAN O#iH %2 558 L £,
B DRI A=A % ANET,

- &) A% —7 A AFE71% VLAN Ol
FEEELET, A 7 DRIZICAR—Z
EANET,

both | rx | tx EE) TE=X VI FTDRT 747Dk
MERELET, NT 74 v 7 OFMERE
LAWEA., BEETA v F—7 = A ATERZ
BONTI T4y 7 HBRELET,
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. monitor session source

vy ko—bgBavUF |

remote (f£&) RSPANEE T E/213sidet v a v
DYVE—KVLAN ZHELET, HETZ 2D
HiPHIZ 2 ~ 1001 F721% 1006 ~ 4094 T3,

RSPAN VLAN | VLAN 1 (57 4 /L +®D
VLAN) . $£721Z VLANID 1002 ~ 1005 (h—
27 ) 7% X O FDDI VLAN (2 7RI%) 12
WMAHZ EIXTEERA,

aAavv R FI4ILk

AU R E—F

vlan vian-id ingress ¥ — U — RIZF CEH SN 2HE. A
NKNFTT7 4w 7IZF 74/ MO VLAN 2R E
l/ i TO

FToX Ty g IRTEENTWER A,

EETXA L H—T oA ADT 74NV ITIE, ZIENT T4 v I EFENT T4 v I Ol % E
=2V 7 LET,
BEETR—PMELTHERAEND NI A2 —T =24 2 ETiE, TCD VLAN BRE=H
Vo rEnEd,

Ja—\)arZ 4 Fal—ay

av Y RERE

FREDHA FSA4 Y

Jjy—= EHERNRE
Cisco 10S XE ooy FREAINE LR,
32SE. . . . .

BEEITTAR— P ELITEEIL VLAN ZHHAD 75 T 7 ¢ » 7 1%, SPAN F 721X RSPAN %1% H
LCE=HTEET, BETLR— FERITHEETLT VLANIZA—T 4 T EINB T T 40
IFE=FTxEHA,

250 —H/LSPAN B v g BIURSPAN EE0tE vy a A MHASLE-RERELZ
ETHIENTEET, AA v T EHITAAL vF A¥ v 7 BT, G 66 D SPAN I L (*RSPAN
tyvalrERATEET,

WER— K, R—F F¥ /b, VLAN DIEETICRDEZENTEET,

Ky va NUTBEEO AN ELITHIORE AR — FERITVLAN 25905 Z LR TEE
T, 120ty a NTEEILER— N EFEILVLAN ZHAGDLEDL Z EIETEERHA,
K va NIEEORTER— N ERAETEET,

VLAN-based SPAN (VSPAN) % fiff LT, VLAN £721%—#D VLANINO R v hU—7 7
T4y BT 556, BEIC VLAN OFTXTOT 77 47 R— F 5 SPAN F 721X RSPAN
oy arORETR— MRV ES, FT 7 R— MIVSPAN DXELHR— e LTEE
N, £=#1Y 7 &7z VLANID O8N v 2T RsaedR— Mo EsnE 7,
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monitor session source .

1 DOAR— K, 1 D20 VLAN, —#HOR— b, —#@ VLAN, 77— MifH, VLAN i <T K7
T4y I TS TEET, LA T varz2EH LT, #EERFERHOA X —T7 =
A4 AFE7-IX VLAN 2 E LET,

D VLAN £72013A v X —T =2 A AEEETDH EEH, o~ () DRHIZICAR— R0
FECYT, VLAN F7/2013A4 v X —T = ADFHHAEZRET D L &1L, " 72 (-) DREEZIZA
A= ZABRBETT,

{22 DR — MEZAL 5 A EtherChanne IS M L CW AR HE=HF U 752 N TEET,
F 7=, RSPAN .61 ¥ —7 = A AL LT port-channel F 5 % 5 €3 5 Z & T EtherChannel
N RVEREE=F2) 7T HIENTEET,

SEYEAR— P E L THERA L TWAAR— ML, SPAN £ 721% RSPAN EEToA— MTT 52 21X T
XFHA, /o, FARFICEROE Y > 3 o O5EER— MCTAZ ST TEEHA,
SPAN F 7713 RSPAN 3%{Z 7R — R TIZ IEEE 802. 1x AL A A X — T NI T A LR TEXE4,

RE A ST HITIX, show monitor FitE EXEC =~ K% AJJL£7, show running-config
it EXEC 2~ R&AJj§%5 L, AA »F® SPAN, RSPAN, FSPAN, ¥ J U'FRSPAN O
REZRRTDHZENTEET, SPANHFHRIIE I OREMTICRRENET,

51

WOFITIE, a—HDVSPANE Y a1 Z1ERK L, AFX w7 A1 OEETR—
MIDWBRAZ YT AU N2 OEER— N 2ICEZETAHA NI T4 v V2 E=FT D
EERLULET,

Switch (config) # monitor session 1 source interface gigabitethernetl/0/1 both
Switch (config) # monitor session 1 destination interface gigabitethernetl/0/2

WOBTIX, BEOEETA LV Z—T oA A%E=FY 745 RSPAN EE 0t »
Tarv 1l EFHEL. &5 RSPAN VLAN 900 3% ET 5 FiEa ~ LE T,

Switch (config) # monitor session 1 source interface gigabitethernetl/0/1
Switch(config)# monitor session 1 source interface port-channel 2 tx
Switch(config)# monitor session 1 destination remote vlan 900

Switch (config) # end

EErEYY
monitor session (20 ~X—7)
monitor session destination (22 ~X—73”)
monitor session filter (27 ~—73)

show monitor (34 ~X—3°)
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. show ip sla statistics

Fy kD—sgBEavUR |

show ip sla statistics

CiscoIOS IP #—E A L~ULZfy (SLA) OT RN TOEELZITRE SN ZB8EOTREE 21
ERESNTZEEAT — 2 2B L OREHEREZ FR T 5121%. =—9 EXEC &— RN £ 721358
EXEC “E— KT show ip sla statistics =~ > FZ{iH L 9,

show ip sla statistics [ operation-number |[details] | aggregated [ operation-number |
details ] | details]
BX DA operation-number (EE) BERAT—& A8 LUOWSEHE R = R 2EED
iy, T ANONDMEDOHPAIL 1 ~ 2147483647 T,
details (EE) sEMHhEfEE LET,
aggregated (fLE) 1P SLA M ZHEE L £7°,

AU R TFI4ILE

BELTWAT_XTOIPSLA B hE R R LET,

avYRE—FK =—% EXEC
M EXEC
avy FERE )1)y—= EERNE
CiscoIOS XE3.2SE. . . . . Zoa<wry RPNEAINE L,

FEREDAA RZA4 Y

BIEDFR Y ORKGIE., BHERT 77 0 708 D0, 58 THAI72 £ 1P SLA Bi{EDBIEDIR
Rea Z" T 51213, show ip sla statistics ZfEH L £3, HIZiX, &%EDO (FfeT L) B8
Rkt L CRENT=E=F Y 7 T2 b EENE T, ZOERSNIZEIEID 1T, KR~V
F X v A MREICK LT, EFBEREROENKEO—H & L Tshowipsla=> 7 f ¥ =2 L —
varvavwry FEEHTLLERINET,

D VAR T D52 TR T 21213, T OREDHIEID IZshow 2~ FE2 A L E
RS

£l
WIZ., show ip sla statistics =~ > FOH A1 %2R LE T,

Switch# show ip sla statistics

Current Operational State

Entry Number: 3

Modification Time: *22:15:43.000 UTC Sun Feb 11 2001
Diagnostics Text:

Last Time this Entry was Reset: Never

Number of Octets in use by this Entry: 1332

Number of Operations Attempted: 2

Current Seconds Left in Life: 3511
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show ip sla statistics .

Operational State of Entry: active

Latest Completion Time (milliseconds): 544

Latest Operation Start Time: *22:16:43.000 UTC Sun Feb 11 2001
Latest Oper Sense: ok

Latest Sense Description: 200 OK

Total RTT: 544

DNS RTT: 12

TCP Connection RTT: 28

HTTP Transaction RTT: 504

HTTP Message Size: 9707

rvro—vgBEa<>F ]



. show monitor

show monitor

Fy kD—sgBEavUR |

7§ T Switched Port Analyzer (SPAN; A4 v F K AR—F 77 A4%) BLOY E— bk SPAN
(RSPAN) t v ¥ g it 2R AEF T 5I121E. EXEC =— KT show monitor =~ > K

2L ET

show monitor [session {session number | all | local | range list | remote} [detail] ]

EX DA session

EE) f8ESNT- SPAN & v a v DOIEH
ERRLET,

session_number

SPAN £ 7-IXRSPAN & v 3 » CikRl& 5%
tyvalFEE, HETE2HMIZ1~66T
7,

all

EE) # XTOSPAN Y > g HHFRL
iﬁdo

local EE) v—H AL SPANE Y g U FiTER
~RLET,

range U A (f£&) —E#iPHD SPAN & v ¥ 3 & FE R
LET, listlTA@tEy > a OFRHTY,
range [TH—DE v a v FF2 20T
HINSWHEN SN, T TRy g
COFPHTT, B~ REIY DT A—2 ],
F2iE A 7 UHREDORFAIZAR— A I AT
LEEA.
G¥) ZoOF—U— L, ¥HEEXEC ®—

R DA T2 FTRE T,

remote (EE) VE—FSPANE Y~ Pt 4F
m~LUET,

detail (EE) HBESNZ® v a v OFEME®REZ
FRLET,

ATV R E—F =—¥ EXEC
HrHE EXEC
avy FEREE )1)—=x
Cisco I0S XE Zoawy RBREAINE L,
32SE. . . .
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show monitor .

FELOHA KS4> showmonitor =< > & show monitor session all =~ > KD JJX[F LTI,
SPAN {570t v v a YO REL : 2 (METEB LU R —AL &y v a CIZiE)

151
&IZ, show monitor == —% EXEC =t~ FOHFIZ R LET,

Switch# show monitor

Session 1

Type : Local Session

Source Ports

RX Only : Gi4/0/1

Both : Gi4/0/2-3,Gi4/0/5-6
Destination Ports : Gi4/0/20
Encapsulation : Replicate
Ingress : Disabled

Session 2

Type : Remote Source Session
Source VLANs

TX Only : 10

Both : 1-9

Dest RSPAN VLAN : 105

WOBHTIE, v —H/L SPAN EEt v 3 > 11Zx9 % show monitor = — EXEC
avr RO ERLET,

Switch# show monitor session 1
Session 1

Type : Local Session

Source Ports

RX Only : Gi4/0/1

Both : Gi4/0/2-3,Gi4/0/5-6
Destination Ports : Gi4/0/20
Encapsulation : Replicate
Ingress : Disabled

WOFITIE, ASI T 7 4 v TRk E A R —T NI L1254 @ show monitor session all
2 —HW EXEC 2~ RO DERLET,

Switch# show monitor session all
Session 1

Type : Local Session

Source Ports

Both : Gi4/0/2

Destination Ports : Gi4/0/3
Encapsulation : Native

Ingress : Enabled, default VLAN = 5
Ingress encap : DOTI1Q

Session 2

Type : Local Session

Source Ports
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. show monitor

Both : Gi4/0/8

Destination Ports : Gi4/012
Encapsulation : Replicate

Ingress : Enabled, default VLAN = 4
Ingress encap : Untagged

BErEY Y
monitor session (20 ~X—717)
monitor session destination (22 ~X—73”)
monitor session filter (27 ~X—3)

monitor session source (29 ~X—737)
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show monitor capture .

show monitor capture

E=H X% 7T ¥ (WireShark) OWNEZFRRT HIT1E, FiHE EXEC & — R T show monitor
capture file =~ > K& H L 7,

show monitor capture [capture-name [ buffer ] | file file-location : file-name ][ brief |
detailed | display-filter display-filter-string ]

B DR

ul
&

aAavY R FI4ILk

capture-name (EE) RrT2F v 7 FYO4uicfEELET,

buffer UEE) HBESNEX vy I F Y ICBET Ny 7 7 BREREN
L EEEELET,

file file-location : file-name EE) ETRTHDXYTTF XY AR L—2T 7 AVDT 7 A UL
B EAEZEE LET,

brief (EE) BrRNEOMELTRELET,

detailed (EE) FMRETHNELRELET,

display-filter display-filter-string \Z9¢ > CRRINEEZ 7 4 VAU L E 9,

display-filter-string

FTRTCOF Y 7T F ¥y ORNBEEFERLET,

avY K E—F FiHE EXEC
av Y FER Jjyy—= ETHEAR
Cisco I0S XE 3.3SE ZOa<wy RPREAINEL
77
FEREDHA K54 Done
151

mycap & WO AFTDOX ¥ VT ¥ DX v V' F ¥ 2R RTDHITIIREFATLET,

Switch# show monitor capture mycap

Status Information for Capture mycap

Target Type:
Interface: CAPWAP,

Ingress:
0

Egress:
0

Status : Active
Filter Details:

Capture all packets
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. show monitor capture

Buffer Details:

Buffer Type: LINEAR (default)

File Details:

Associated file name: flash:mycap.pcap
Size of buffer(in MB): 1
Limit Details:

Number of Packets to capture: 0 (no limit)
Packet Capture duration: 0 (no limit)
Packet Size to capture: 0 (no limit)
Packets per second: 0 (no limit)
Packet sampling rate: 0 (no sampling)

BErEY Y
monitor capture (interface/control plane) (6 ~X—1)
monitor capture buffer (11 ~—<)

monitor capture file (14 ~=X—3)
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show platform ip weep .

show platform ip wccep

7Z v~ 7 F— LETE Web Cache Communication Protocol (WCCP) {2 F 9 5I121%. show
platform ip weep 54 EXEC =2~ > RZfEH L 7,

show platform ip weep {cache-engines |interfaces |service-groups} [switch switch-number]

B DEREA

cache-engines WCCP Xy via oV raFERLET,

interfaces WCCP A v Z—T =2 A%FErLET,

service-groups WCCP — bt R VL —7%F R LET,

switch (EE) BE = switch-number ® WCCPEHR DO A FRr L ET,
switch-number

avY R E—R it EXEC
Qv RERE 1y —2 EEARAR
CiscoIOSXE3.2SE, ., . . . Zoavy FPREASHE L,

EREDAARZA4

Zoawy Rif, 77 =k VR — MMEYE L & B ICRIBEER 21T O AR LT
SV, T HAHR— MEYUERZDa~v s ROMHZHESE L85 LenwT
<TZEV,

ZoavwrRE, ALy TFNRIPH—ER 74 —F v &y FEFETLTWALIGAET T HEHEE
T‘j‘o

WIZ, WCCP A v Z—T oA A% FrT 002~ LET,

Switch# show platform ip wccp interfaces

WCCP Interfaces

**x*x WCCP Interface Gil/0/3 iif id:0x104a60000000087 (#SG:1), vrf:0 Ingress
le handle:0x565dd208 IPv4 Sw-Label:3, Asic-Label:3

* Service group id:0 type: Well-known token:126 vrf:0 (ref count:1)
Open service prot: PROT _TCP 14 type: Dest ports priority: 240
port[0]: 80

MELEYY
ipweep (3 —2)
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. snmp-server enable traps
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snmp-server enable traps

AL v FTHy N =7 BB AT L (NMS) 124 T 4 —ABRREEEER T v 7D
Simple Network Management Protocol (SNMP) @14 245 FIREIC T 212X, /' r— b a7 ¢
¥ =2 L—13 3 F— KT snmp-server enable traps =~ RZEH L4, 77 4L Fi%EIC
BRI, Zoa~vr Fone BRaHLET,

snmp-server enable traps [auth-framework [sec-violation] | bridge | call-home | cluster
| config | config-copy | config-ctid | copy-config | cpu | dotlx | energywise | entity
| envmon | errdisable | event-manager | flash | fru-ctrl | license | mac-notification
| port-security | power-ethernet | rep | snmp | stackwise | storm-control | stpx |
syslog | transceiver | tty | vlan-membership | vlancreate | vlandelete | vstack | vtp
]

no snmp-server enable traps [auth-framework [sec-violation] | bridge | call-home |
cluster | config | config-copy | config-ctid | copy-config | cpu | dotlx | energywise
| entity | envmon | errdisable | event-manager | flash | fru-ctrl | license |
mac-notification | port-security | power-ethernet | rep | snmp | stackwise | storm-control
| stpx | syslog | transceiver | tty | vlan-membership | vlancreate | vlandelete | vstack
| vtp ]

B DEREA

auth-framework (fI:) SNMP CISCO-AUTH-FRAMEWORK-MIB k 7 » 7
A X—T M LET,

sec-violation (&) SNMP camSecurity ViolationNotif il &1 % A & — 7 /L
ZLET,

bridge ({EE) SNMPSTP 7Y v MIB F T v P& A %2 —7 LT
LEd, *

call-home ({£:7&) SNMP CISCO-CALLHOME-MIB kT v 7% A % —
TN LET, *

cluster (fE&) SNMPZ 7 A% +T v oA 32—T W LET,

config ({EE) SNMPRIE T v 7% A X —T M LET,

config-copy (fFE) SNMP#HE2Y— F T v 7R A 32 —T M LE
j—O

config-ctid (f£E) SNMP#&ZECTID b7 v 7 %A 3 —T7/WZLET,

copy-config (f£E) SNMPa b —RE T v 7oA X—T M LET,

cpu ({EE) CPUBH N T v T oA X —T7 /W LET, *

dotlx (f£#) SNMPdotlx T v Fa A % —7 W2 LE T, *
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snmp-server enable traps .

energywise (fEE) SNMPenergywise k7 v 7% A X—7/WIZLET,
*

entity (fEE) SNMP=> T 47 4 b7 v T HBAX—T NI LE
j‘o

envmon (&) SNMPEREEE=4F FN 7 v T H2 A X —T7 ML ZE
o ¥

errdisable (&) SNMP~Z7—F 4 t—7 )WV N T v T A 3—T )b

ZLET, *

event-manager

(EE) SNMPHLAIALA Xy M3 —V% T v THhA
F—T T LFET,

flash

(f£EE) SNMP 7 7 vy 2@ b7 v T2 A 32 —T T L
i‘j‘o *

fru-ctrl

EE) => 7 47 ¢ Bl cnalfe~=v  (FRU) #ilf#
cNo o T HAERLET, AA VT AE Y7 TiE, ZTORT v
AL v T ITBIT DAL T OBANEOAN L 2B L F
ﬁqo

license

EE) 948V A T v T BAR—T M LET, *

mac-notification

({EE) SNMPMAC#HH N7 v 72 A 2—TNIZLET,

*

port-security

(EE) SNMPAR—hEX2 U7 4 T v T2l =T b
WLEd, *

power-ethernet

(IEE) SNMPRU—A —HF v b b T v T A F—T )L
IZLES. *

rep (fE&E) SNMP LY Vx> h f—H vy h 7 ha b
T T A F—T VI LET,

snmp (fFE) SNMP h7 v 7% A X —T /M LET, *

stackwise (f£%) SNMP StackWise 7 v 7% A x—7 Mz LET,

*

storm-control

(fFE) SNMP A h—AfilfHl b T v T RTG A —H & f F—
Tz LET,

stpx (f£&) SNMPSTPXMIB b7 v 7% A F—T7 /WZLET,
*
syslog (fE&) SNMPsyslog N7 v 7% A R—T MZLET,
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. snmp-server enable traps

Fyko—sg@Ea<T R |

transceiver (FE) SNMP hF v v —N T v 7B A X —T M LE
4, *

tty EE) TCPHEHi b7 v 7L ELET, ZOREITT 74
U N TA R—T N> TWET,

vlan-membership ({EE) SNMPVLAN A > R— o7 v T v T oA x—7
UZLET,

vlancreate (E#E) SNMPVLANYERE b5 v 7% A 2 —7 M LET,

vlandelete (&) SNMPVLANHIR FT v P& A 2—7 M LET,

vstack (EE) SNMPA~V— KA VA M=/ sTF v T hA FX—T
M LET, *

vp ({EE) VLAN h 7o %227 7 hajn (VIP) 7 v

BAR—T M LET,

AR R TFI4ILE

aAvU R E—F

SNMP s 7 v 7 DREET 4 —T VI LET,

Ja—)L a7 4 FXal—g

avy FERE

FEREDAARZM4 Y

\}

Jy1)y—= EENE
CiscoIOSXE3.2SE. . . . . Zoavwry RREAINEL
7=,

FReOFEOT ALY AT NN TWbavwy KAV a3t a2 b4, 2
oDV 7 av s ROFEMIIOWTIL, BEa~y FOEAZSRL TIZIN,
snmp-serverhost 72— 3L 27 4 Fal—raryavy FEEALT, NIy 7 E22ET
HEAR (NMS) 2 ELET, M7 v T XA TER/ELZ2VGEEIE, TXTCONT v T X
A TREFINET,

snmp-server enabletraps 2=~ > NiE, 7 v 7 ELIIERP IR — F SN TWDHEHIT, 2
LOERFEAF—TNMZLET,

GE)

Av U RIA DNV AR U TNZRRENDHEAETH, fru-ctrl, insertion 33 & O removal
F—U— RNFIAA v FTHAR— S EH A, snmp-server enableinforms 7' 7 — /3L 217 ¢
Fal—varavryRiE, HPFR—FENTOEEA, SNMPIEROEEEZGNCT DT,
snmp-server enable traps 7 2 —/ 3L 27 4 X2 L —3 3 2~ K& snmp-server host
host-addrinforms 7 01—/ N)L 27 4 X2 L—v gy avwy Relladb® CTEAL £,
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snmp-server enable traps .

\}

(G¥)  SNMPvl Ti, FHIZVAR— SN THEHA,

BEDNT T AT A RX—TMIT DX, 8T v 7 XA 7T LIZ snmp-server enable
traps 2~ RZERINC AN T HHERH Y £,

I WIC. D SNMP 5 T B4 Tl A F—T T BllER LET,

Switch(config)# snmp-server enable traps cluster
Switch(config)# snmp-server enable traps config
Switch (config)# snmp-server enable traps vtp

MELEYY
snmp-server enable traps bridge (44 ~<—73°)
snmp-server enable traps call-home (46 ~<—71")
snmp-server enable traps cpu (48 ~X—1)
snmp-server enable traps envmon (49 ~X—13)
snmp-server enable traps errdisable (50 ~X—7)
snmp-server enable traps flash (51 ~<—)
snmp-server enable traps license (53 ~X—1")
snmp-server enable traps mac-notification (54 ~<—3°)
snmp-server enable traps port-security (58 ~X—137)
snmp-server enable traps power-ethernet (59 ~X—3)
snmp-server enable traps snmp (60 ~X—73)
snmp-server enable traps stackwise (61 ~<—37)
snmp-server enable traps storm-control (64 ~X—3)
snmp-server enable traps stpx (65 ~X—1)
snmp-server enable traps transceiver (66 ~X—73)
snmp-server enable traps vstack (68 ~<—3)
snmp-server host (70 ~X—7)
snmp-server enable traps bulkstat (45 ~X—3)
snmp-server enable traps cef (47 ~X—7)
snmp-server enable traps isis (52 ~—3)
snmp-server enable traps ospf (55 ~<X—17)
snmp-server enable traps pim (57 ~X—3°)

snmp-server enable traps vrfmib (67 ~X—37)
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. snmp-server enable traps bridge

snmp-server enable traps bridge

STP 7V v ¥ MIB 7 v FaAERTHIIE, Fm—v a7 4Falb—v g F—FT
snmp-server enable trapsbridge =~ > NAMHLET, 7 7+ /V MREICETICIE, Z0=aw
Y RO no BXZLEHL £,

snmp-server enable traps bridge [newroot] [topologychange]
no snmp-server enable traps bridge [newroot] [topologychange]

B DR

i
&

AR TFI4IE

AR E—F

newroot f£E) SNMPSTP 7'V v U MIBHiL—h b7 v 7% 32—TMILE

(
jﬂo

topologychange ({1:7%) SNMPSTP 7'V v MIB hARBRVEE NS v FE A4 X —T NI LFE
j‘o

7V Y SNMP F T v T OEEIET 4 2—T N0 9,

Ja—nR_) a7 4 F¥al— g

avy FERE

HEREDAA K1Y

N

)1)—x TERAR
CiscoIOSXE3.2SE., . . . . ooy RRNEAINE LT,

snmp-serverhost 70— 3L a7 4 Fal—varavwr REALT, VT vy T EZET
HARARN (NMS) Z#48ELET, M v T AATEBELRVGRIE, TXTORNT v T ¥
A TRIEESNET,

il

GE)

SNMPvl Tl, BF#IZVFA— I TWEHFA,

BEDONT T ZA T2 A X =T N THITIE, NT v 7 Z A7 Z &2 snmp-server enable
traps =~ > RZEBNC AT L2HLERH Y £3,

ROFITIE, NMSIZT Y v VL — b b Ty T 2RMETDHEEZRLET,

Switch(config)# snmp-server enable traps bridge newroot
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snmp-server enable traps bulkstat .

snmp-server enable traps bulkstat

T=HIWEMIB 7 v T EHNITDHITNE, Fe— L aryT7 4 Fal— g E—RT
snmp-server enable traps bulkstat =~ > R&EH LET, 774/ MREICERTITIE, 0=
~ U RO no BRAMEHLET,

snmp-server enable traps bulkstat [collection | transfer]
no snmp-server enable traps bulkstat [collection | transfer]

B DEREA collection (L&) 7 — X IEMIBIE T v T & A X —T M LET,

transfer ({£5) T —XIWEMIBXEE N7 v 72 A4 X—7 M LET,

ATV RFEI4NLR THAWEMIB N7y TOREETT 4 =T TR ET,

av Yy FERE Jy—x ——
CiscoIOS XE3.2SE. . . . . Sha~wy FAREASHE LI

FEHEDHA K54 > snmp-serverhost 7 H— VL a7 4 Falb—varavy RelLT, N7y 7 a2%ET
AR (NMS) ZHFELET, M7 v 7 IAT2BELRVWERIT, TXTO T v T 4
A TBREESNET,

)

GE)  SNMPvl TiE, HHRIFVAR—F S TWHWEFEA,

BEDONT T AT oA =T NMITHIIE, T v T Z A7 Z LIZ snmp-server enable
traps 2~ 2 REZEBNC AT HHERH Y £,

i Wiz, T —ZUE MIBIUE 5 7 AR 5 A7 LET,

Switch(config)# snmp-server enable traps bulkstat collection
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. snmp-server enable traps call-home

snmp-server enable traps call-home

SNMP CISCO-CALLHOME-MIB k7 v 7% A X =7 Ml $ HITIF, Jo— b ar 74X =
L— 3 ¥ &— N T snmp-server enable traps call-home =~ > R&fflLEF, 774/ hi&
ENWRTICE, 2oa<vr Fone BRXEFHALET,

snmp-server enable traps call-home [message-send-fail | server-fail]
no snmp-server enable traps call-home [message-send-fail | server-fail]

B DEREA

aAavv R TFI4ILk

avY kK E—FK

message-send-fail  ({T.72) SNMP A v —VREERN T v 752 A4 X—T M LET,

server-fail (fEE) SNMP ¥ —R[EENT v 7oA 3—T M LET,

SNMP CISCO-CALLHOME-MIB + 7 v 7 OEEILT 4 B—T7 2720 £,

Jua—n)arZ 4 FXal—var

avy FERE

EREDHA FS14 Y

)

)1)—Xx TEAR
CiscoIOS XE3.2SE. . . . . Zoavwy RREAINE LT,

snmp-serverhost 7 01— 3L a7 4 Xab—vgravy REFEHLT, NIy 7 E2%ET
HARAL (NMS) ZHELET, M7y 7T A TEHELRVEEIE, TXTDONT v #
A TIRHEESNET,

G¥)

3l

SNMPvl TiE., HHRIZTVR—F SN TWER A,

BEDONT T AT oA =T NMIT HIIE, T v T Z A7 Z LIZ snmp-server enable
traps 2~ 2 REEBNC AT HHERH Y £,

WIZ, SNMP A v =Tk ERK N7 v 72 ERT A2~ LET,

Switch(config)# snmp-server enable traps call-home message-send-fail
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snmp-server enable traps cef .

snmp-server enable traps cef

SNMP Cisco Express Forwarding (CEF) ~ 7 v 7 #8229 5I121X, Fr— L a7 X a
L —3/ =3 ¥ F&— KT snmp-server enable trapscef =~ > REZHH L ET, 77 4/ M EIZHE
I, Zoavr Ron BXEHHLET,

snmp-server enable traps cef [inconsistency | peer-fib-state-change | peer-state-change |
resource-failure ]

no snmp-server enable traps cef [inconsistency | peer-fib-state-change | peer-state-change
| resource-failure]

BXDEREA

inconsistency ({EE) SNMPCEF )& v T v 7% A X—T NMIZLET,

peer-fib-state-change ({£7%) SNMPCEF 7 FIB 27— FEHE NS5 v P52 A X—T7 I LFE
j_o

peer-state-change ({EE) SNMPCEF BT AT —"EE T v 7 %A F—T N LET,

resource-failure  ({£3%) SNMP U ¥ — A |5 v 7% A F—F Mz LET,

AU R TFI4ILE

aAvU R E—F

SNMP CEF + 7 v 7DEEIET 4 B—7 M7 0 £9°,

Ja—\)y a7 4 Fal—a

avy FERE

1) —Z EEAE
Cisco IOS XE3.2SE, . . . . Zoavy RBEASRELE,

FEREDHA K4V

\}

snmp-serverhost 72— 3L 27 4 Fal—raryavy FEEALT, NIy 7 E22ET
HERAN (NMS) #IBELET, NTFT v T XA TERELRVGEE, TXTONT T X
A THRERENET,

il

GE)

SNMPvl TiE. HHRIZFVR—FENTWEF A,

BEDONT T AT oA =T NMITHIIE, T v T # A7 Z LIZ snmp-server enable
traps 2~ REZEFNC AN THHLERDH Y 7,

WIZ, SNMP CEF FJ& N7 v 7&K T 562~ L ET,

Switch(config)# snmp-server enable traps cef inconsistency

rvro—vgBEa<>F ]
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. snmp-server enable traps cpu

snmp-server enable traps cpu

CPUBEME A F2—T /2T BITIE, 7 a— b a7 4 X o b—3 3 F— K Tsnmp-server
enable traps cpu =~ > RZFEHLET, 774 /L FREICETIZIE. ZDa~ 2 RO no B
ZEHLET,

snmp-server enable traps cpu [threshold]
no snmp-server enable traps cpu [threshold]

B DEREA

AR R TFIAILE

ATV R E—F

threshold  ({.E) CPU L X \ME@AIZ A R—7 /WIZ LET,

CPUBHIDEEIXT 4 B—T M7 £,

Ja—)L a7 4 Falb—g v

2v L KRR

EREDAARZA

\}

1) =2 EERE
CiscoIOSXE32SE, . . . . Zoavwy R EASRELL,

snmp-serverhost 7 01— 3L a7 4 Xa b —raravy REEALT, NIy 7 E2%ET
HRAL (NMS) ZHELET, M7 v 7 XA TEBELRVWGRIE, TXTCOFT v T ¥
A TINEESNET,

3l

GE)

SNMPvl TiE, H#RITVAR—FEHTWHEFA,

BEDNT T AT A X—TMIT DX, 8T v 7 XA 7T LIZ snmp-server enable
traps 2~ > RZERNC AN T HHER H Y £,

KIZ, CPU L & WME@E &2 AT 2 2" LEd,

Switch (config)# snmp-server enable traps cpu threshold
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| #vybro—bEBa<oR

snmp-server enable traps envmon .

snmp-server enable traps envmon

SNMP Bl b 7 v 7% A 2 —7 W DI, 7D%Aw:/74%1V%Va/%HFT
snmp-server enable traps envmon 2~ > FZfE L E$, 774/ FREICRETITIE, D=
~ RO no JEZEH L £7,

snmp-server enable traps envmon [fan] [shutdown] [status] [supply] [temperature ]
no snmp-server enable traps envmon [fan] [shutdown] [status] [supply] [temperature]

B DEREA

AR R TFI4ILE

aAavU R E—F

fan ULE) 77v NI v TEAFX—TNMICLET,

shutdown  (ff:3) BEEv v v MUV E=H b T v TEAX—T M LET,
status (fEE) SNMPEREEAT — X AEH N T v T A Rx—TMILET,
supply (EE) BREERET=% N7 v 724 X—T NI LET,

BRiE
temperature  ({LE) BREGREE=F FT v 7 & A X =TI LET,

BEE SNMP b7 v 7OEBIET 4 B—7 TR0 F97,

JFa—s ) ary7 4 Xab—a

2v L FRE

EREDAARZA4

\}

)1)y—= EERNE
CiscoIOSXE3.2SE., . . . . Zoavwry RPREAINEL
77

snmp-serverhost 7 02— )L a7 4 FaL—r g avr REEALT, Ty 7 E2ZET
HARAN (NMS) ZHELET, P77 A TEBELRVGRIE, TXTO T v T ¥
A TINHEEESNET,

3l

G¥)

SNMPv1 TlE, fFHRITV R —FENTWEHEA,

BEDNT T AT A RX—TMIT DX, 8T v 7 XA 7T LIZ snmp-server enable
traps 2~ RZERINC AN T HHERH Y £,

WIZ, 77w b Ty T ERERT DHIEZRLET,

Switch(config) # snmp-server enable traps envmon fan

rvro—vgBEa<>F ]



Fy kD—sgBEavUR |

. snmp-server enable traps errdisable

snmp-server enable traps errdisable

TT—F 4 =T VDOSNMPEIHE A F—T /T HIZIE, Fr—bar7 4 Xal—va
> % — K C snmp-server enable traps errdisable =~ > RZHHA L ET, T 74V FiREICRET
Wik, Zoa<vr Fon BRXEHHLET,

snmp-server enable traps errdisable [notification-rate number-of-notifications]
no snmp-server enable traps errdisable [notification-rate number-of-notifications]

B DEREA

AR R TFIAILE

ATV R E—F

notification-rate (18) WAL —hELTIAOY O@MOKEEEL
number-of-notifications F4, ZFANRLNAEOEPHIT 0 ~ 10000 T,

T5—F =710 SNMP BHEE LT 4 E— TR0 £,

JFa— ) ar7 4 Xab—ag

avy RERE

EREDAARSA Y

\}

Jj1)y—= EERNE
CiscoIOS XE3.2SE. . . . . Zoavwry RPNEASNELE,

snmp-serverhost 7 21— 3L a7 4 Xa b —v g avy REEHALT, N7y 7 E2%ET
HARAL (NMS) ZHELET, M7 v 7 XA TEBELRVWERIE, TXTCO T v T ¥
A TINEESNET,

3l

GE)

SNMPvI Tl H#RITVAR—FEHTWHEFA,

BEDOKNT T XA T oA F—TMZT DHIZIE, 8T v 7 XA 7 Z LI snmp-server enable
traps 2~ REZERINC AN T DR H Y £,

I, =T — 5 4B—7 /L0 SNMP @M% 2 IR ET S0 2R LET,

Switch (config)# snmp-server enable traps errdisable notification-rate 2
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snmp-server enable traps flash .

snmp-server enable traps flash

SNMP 7 7 v ¥ 2 il@iia A X —7 /MZT HI2E, Ze— b ar7 4 ¥alb—vary E—FR
“Csnmp-server enable traps flash =~ > N2 L E 9, 77 4 /L FREICRERTIZIE, 0=
~ U RO no BRAMEHLET,

snmp-server enable traps flash [insertion] [removal]
no snmp-server enable traps flash [insertion] [removal]

B DEREA

aAavv R TFI4ILk

avY kK E—FK

insertion ({L-3) SNMP 7 7 v ¥ =i NilEZ A r—7 M LET,

removal ({£&) SNMP 7 7 v = B0 H LB E A R—7 WM LET,

SNMP 7 7 v ¥ 2 @HOREITT 4 B—T7 NV TF,

Ja—n)arZ 4 Xal—rar

avy FERE

EREDHA FS14 Y

)

)1)—2R ETEAR
Cisco IOS XE3.2SE, . . . . Zoawr FREAINE L

snmp-serverhost 7 01— 3L a7 4 Xab—vgravy REFEHLT, NIy 7 E2%ET
HARAL (NMS) ZHELET, M7y 7T A TEHELRVEEIE, TXTDONT v T F
A TIRHEESNET,

il

G¥)

SNMPvI TiE., HHRIZTVR—F SN TWER A,

BEDONT T AT oA =T NMITHIIE, T v T Z A7 Z LIZ snmp-server enable
traps 2~ 2 REZEBNC AT HHERH Y £,

WRIZ, SNMP 7 7 v v ot ANBHE AT 202 R~ LET,

Switch(config)# snmp-server enable traps flash insertion
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. snmp-server enable traps isis

snmp-server enable traps isis

Intermediate System-to-Intermediate System (IS-IS) U Y27 AF—hk b—F 4 7 Fua ha) k
Ty T EADNCTHIZE, Fe— U a7 X a2 b—3 3 F— KT snmp-server enable
trapsisis 2~ FZEHLET, 774V MRECETITIE, Z0a~r RO ne B EHEH
LEd,

snmp-server enable traps isis [errors | state-change]
no snmp-server enable traps isis [errors | state-change]

B DEREA

aAavU R TFI4ILE

aAvU kK E—F

errors fER) 1IS-IS=F— v I v T2 A F—T M LET,

state-change ({£E) ISISAT— MEH T v 7 H A F—T NI LET,

IS-ISD b7 v TEEIET 4 =7 2720 97,

Jua—n)arZ 4 Xal—rar

avy FERE

FEREDHA FS14 Y

N

)1)—2R TEAR
CiscoIOS XE3.2SE, . . . . Zoa<wry RPNEAINE L,

snmp-serverhost 7 20— )L 27 4 X o Lb—r gy avr REEHALT, Ty E2ZET
HARAL (NMS) ZHELET, M7y 7T A TEHELRWEEIE, TXTDONT v F
A TIREESNET,

3l

GE)

SNMPvl TiE. HHRIZFVAR—FEHTWERA,

BEDONT T BZA T2 A X =T N THITIE, MT v Z A7 Z &2 snmp-server enable
traps =~ RZEBNC AT L2LERH Y £3,

RIZ, ISAIS =T — T v T2 AN T 502" L ET,

Switch (config)# snmp-server enable traps isis errors
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snmp-server enable traps license .

snmp-server enable traps license

FAR VA N T T oA XTI THITNE, Fo— a7 4 Falb—v a3y EF—RT
2L

snmp-server enable trapslicense =~ > NAMH L ET, 774/ MREICETICIE, Z0a~
Y RO no BXZLEHL £,

snmp-server enable traps license [deploy] [error] [usage]
no snmp-server enable traps license [deploy] [error] [usage]

B DEREA

AR R TFIAILE

ATV R E—F

deploy ({£&) A B ZAEARNT v P2 2—T NI LET,

error ((£&) 4L AT — NI v T R4 XTI LET,

usage (L) FA B AEH T v T2 A X—TVMITLET,

FAVLA NI T OEBET 4 B—T NI F7,

JFa— ) aryz 4 Xalb—a

avy RERE

EREDAARZA

\}

1) =2 EERE
CiscoIOSXE32SE, . . . . Zoavwry R EAShELL,

snmp-serverhost 7 01— 3L a7 4 Xab—raravy REEALT, NIy 7 E2%ET
HRAL (NMS) ZHELET, M7 v T XA TEBELRVWGERIE, TXTOFT v T ¥
A TINEESNET,

3l

GE)

SNMPvl TiE, H#RITVAR—FEHTWHEFA,

BEDNT T AT A X—TMIT DX, 8T v 7 XA 7T LIZ snmp-server enable
traps 2~ RZERINC AN T HHERH Y £,

WIZ, AR ABEANNT v T2 EMT 202 R LET,

Switch(config)# snmp-server enable traps license deploy
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. snmp-server enable traps mac-notification

snmp-server enable traps mac-notification

SNMPMAC I N T v 7 %A X—T N T DI, Fa— a7 4Falb—v g F—
EUun=—8

K “C snmp-server enable traps mac-notification =~ > K& L E 7, 77 4/L FREICRET
Wik, Zoa<vr Fon BRXEHHLET,

snmp-server enable traps mac-notification [change] [move] [threshold]
no snmp-server enable traps mac-notification [change] [move] [threshold]

B DR

i
&

AR R TFIAILE

ATV R E—F

change ({£&) SNMPMACZE®E 7 v %A X —TMILFET,

move (f£&) SNMPMACBE# b7 v 7% A4 x—7 ML £ T,

threshold ({1:7%) SNMPMAC LEVWME R T v P& A 32— M2 LET,

SNMP MAC %1 b 7 v 7 OEEIET 4 B—T M7 9,

JFa— ) aryz 4 Xab—a

avy FERE

EREDAARZA

\}

1) =2 EERE
CiscoIOSXE32SE, . . . . Zoavwry R EAShELL,

snmp-serverhost 7 21— 3L a7 4 Xa b —raravy REEALT, N7y 7 E2%ET
HARAL (NMS) ZHELET, M7 v T XA TEBELRVWGRIE, TXTOFT v T 4
A TINEESNET,

GE)

3l

SNMPvl TiE, H#RITVAR—FEHTWHEFA,

BEDONT T XA T oA F—TMZT DX, 8T v 7 XA 7 Z LI snmp-server enable
traps 2~ > RZERINC AN T HHER H Y £,

WIZ, SNMP MAC BEIERE N T v 2 AERT 502 R LET,

Switch(config)# snmp-server enable traps mac-notification change

. Yy hID—YEBOTUF



| #vybro—bEBa<oR
snmp-server enable traps ospf .

snmp-server enable traps ospf

SNMP @ Open Shortest Path First (OSPF) k7 > 72 G 5121L, /m— v a7 4 ¥ =
I/**“/ 3 “&— FC snmp-server enable traps ospf 2~ > RZEHA L ET, 77 4/ Fa&%EIC
R, Zoa~vy Fone BREHEHLET,

snmp-server enable traps ospf [cisco-specific | errors | lIsa | rate-limit rate-limit-time
max-number-of-traps | retransmit | state-change]

no snmp-server enable traps ospf [cisco-specific | errors | Isa | rate-limit rate-limit-time
max-number-of-traps | retransmit | state-change]

BX DA cisco-specific EE) vYAa@ED T v T 24 RX—TNVIZLET,
errors (LE) =7— NI v T &AL F—T M LET,
Isa (EE) V7 AT—K 7 RKREAL XA (LSA) FT v T %A F—
TV LET,
rate-limit (fEE) V— MR N7 v 7 &2 A X =TI LET,
rate-limit-time (EE) L— RN T v 7ORBOE S ZBTIRELEY, HETE

HEIE 2 ~ 60 T,

max-number-of-traps  (f1:i%) & L= IPICIMET D L— MHIBR b 7 v T OEREEIRE L

\iTO
retransmit HERD) v NARE R T v 7oA F—T M LET,
state-change (1) WEEE T v 7oA F—T M LET,

ATV R FI4), OSPFSNMP 7 v 7DREEITT 4 =720 £7,

ATV R E—F Ja—nR)L a7 4 F¥al— g
vy FERE J1)—=x EENE
CiscolOSXE3.2SE, . . . . Zoavy RPREAINEL

776

FEHEDHA K54 > snmp-serverhost 7 m— VL a7 4 Falb—varavy RafiLT, N7y 7 a2%ET
AL (NMS) ZHELET, M7 v 7 IAT2/ELRVWERIT, TXTO T v T ¥
A TBREESNET,

N

GE)  SNMPvl TiE, HHRIFVAR—F I TWHWEEA,

rvro—vgBEa<>F ]
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. snmp-server enable traps ospf

BEDONT T B A TE2AX—TNIZT HIZIE, T 7 Z A7 Z & |Z snmp-server enable
traps 2=~ REENNZ AT HMERH Y £7°,

i Wic. LSA T v T EA F—TMcF Bll%E R LET,

Switch (config)# snmp-server enable traps ospf lsa
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snmp-server enable traps pim .

snmp-server enable traps pim

SNMP Protocol-Independent Multicast (PIM) k7 > 72 G DX, Zu— L a7 4
¥ = L— 3 » F— KT snmp-server enable traps pim =~ > K2 L E9, 77 4 /L h%
EICRERTICE, Zoa~vr Rone BRXEHEHALET,

snmp-server enable traps pim [invalid-pim-message] [neighbor-change] [rp-mapping-change]
no snmp-server enable traps pim
[invalid-pim-message] [neighbor-change] [rp-mapping-change]

B DR

un
&

invalid-pim-message ({-&) &7 PIM A v & —Y v T v T EA X —T M LET,

neighbor-change  ({1-7%) PIM %A S—Z5H k5 v 7 %A F—7 M2 LET,

rp-mapping-change ({£%) S5 7—FRA 2 RP) v~ v U IERBNT v ThAFX—T
LIz LET,

AT RFI4)k PIMSNMP 7 v FOREITT =720 9,

avY R E—FK Jua—s\arz 4 ¥al—iars
av Y REE ) 1y—2 KENE
CiscoIOS XE32SE, . . . . Zoawr R EASRELL,

FEREEDHA K54 snmp-serverhost 7 m— )L a7 fFalb—aryavy ReHLT, M7y 7 E2%ET
HAHRA L (NMS) ZIEELET, F I v T A T2IELRVERIE, T XTO LT v T ¥
A TNEFESNET,

\)

(G¥)  SNMPvl Tix, F#IZVAR—FSnTHEHA,

BEDNT T AT A RX—TMIT DX, T v 7 XA 7T LIZ snmp-server enable
traps 2~ RZERINC AN T HHERH Y £,

I Wiz, B PIM A vt — R Ty Th A R T T DA R LT

Switch(config) # snmp-server enable traps pim invalid-pim-message
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. snmp-server enable traps port-security

snmp-server enable traps port-security

SNMP R — R EX=2 U7 4 N7 v T2 RX—TNMIZT DL, Ze—bar 7 4 Xz lb—
= ¥ & — K C snmp-server enable traps port-security =~ > K& L EJ, 774/ bk
ENWRTICE, 2oa<vr Fone BRXEFHALET,

snmp-server enable traps port-security [trap-rate value]
no snmp-server enable traps port-security [trap-rate value]

i
&

B DR

AR R FI4ILE

ATV R E—F

trap-rate EE) 1 BDRICEETAR—F X205 oy 7ORAKEBRELE
value T, EECTE DHPEIL 0~ 1000 TT, 774/ NI 0T (HIRIEARL, b
S o FIRFETHENCEESNET)

AR—FEXF=2UT 4 SNMP b T v 7OEEIZTT 4 B—T IR0 £,

Ja—)L a7 4 FXal—g

avy FERE

EREDAARZM4

\}

1) —Z EERNE
CiscoIOS XE3.2SE, . . . . Ioawry FREASRELE,

snmp-serverhost 7 02— )L 27 4 X L—raravr REEALT, Ty 7 E2%ET
HARAN (NMS) ZHELET, M7 v 7 A TEBELRVGERIE, TXTO T v T ¥
A TINHEEESNET,

3l

G¥)

SNMPvl TiE. HHRIZTYR—FENTWET A,

BEDNT T XA T oA F—TMZT HIZIX, 8T v 7 XA 7T LI snmp-server enable
traps 2~ > RZERINC AN T HHLERH Y £,

WIZ, 1M 200 DHEETR— M X =2UT 4 NI v oA X—TNCT HH%
%Li—é‘o

Switch (config)# snmp-server enable traps port-security trap-rate 200
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snmp-server enable traps power-ethernet .

snmp-server enable traps power-ethernet

SNMP @ Power over Ethernet (PoE) 7 v 7% A R—7 MZT HI2IE, Fr—rb a7 ¢
¥ = L—3 3 F— KT snmp-server enable traps power-ethernet =~ > &2 H L £, 7
TH N MREICETICE, Zoawr Fono BREHHLET,

snmp-server enable traps power-ethernet {group number |police}
no snmp-server enable traps power-ethernet {group number |police}

B DEREA

aAavv R TFI4ILk

aAvU kR E—F

group BELEIN—THE RN TDA L TA L NT—=TN—T R T v T &
number A F—=T M LET, ZTANSLNDHEOHBEIL 1 ~9 TT,
police AT NRNT—= RV T v T T el Fx—T M LET,

Power over Ethernet @ SNMP ~ T v 7O EEIXT 4 B—T7 V20 £97,

Jua—nN)arZ 4 Xal—rvar

avy FERE

FEREDHA FS14 Y

N

)1)—=R TEAR
CiscoIOS XE3.2SE, . . . . Zoawr RREAINE L

snmp-serverhost 7 21— 3L a7 4 Xab—vgravy REFEHLT, N7y 7 E2%ET
HARAL (NMS) ZHELET, FT7 v 7T A TEHELRVEEIE, TXTDONT v #
A TIRHEESNET,

GE)

il

SNMPvl TiE. HHRIFVR—F SN TWERA,

BEDONT T AT oA RX—=TNMIT HIIE, T v T Z A7 Z LIZ snmp-server enable
traps 2~ 2 REEBNC AT HLERH Y £,

Wiz, 7 v—=71 @ Power over Ethernet (PoE) ~ T v 7% A 2 —7 VT B4 %R L
F9,

Switch (config)# snmp-server enable traps poower-over-ethernet group 1

Iy b= EBIOTUKR .
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. snmp-server enable traps snmp

snmp-server enable traps snmp

SNMP 7 v 7 %A X =TT HITE, Ze— b a7 4 Fal—v g E—RT
snmp-server enable traps snmp 2~ > RZHEHALET, 774/ FEEICRTIZIE, Z0a~
Y RO no BXZLEHL £,

snmp-server enable traps snmp [authentication ] [coldstart ] [linkdown ] [linkup

1 [warmstart]

no snmp-server enable traps snmp [authentication ] [coldstart ] [linkdown ] [linkup
1 [warmstart]

BXDEREA

AU R TIFIE

AUk E—F

authentication  ({£7) FRFE k7 v 7 & A X —7 /M LE T,

coldstart (EE) 2—VRKAZ—K T TEBAF—TNVIZLET,
linkdown UER) Vo Xy NI R—T M LET,
linkup ER) Vo7 v b7y T R—TMILET,

warmstart EE) V4—LAX—F T v T A F—TNMIZLET,

SNMP b7 v 7 DREET 4 B—T M LET,

Ja—n) a7 4 F¥al—T g

avy FERE

FREDHA KSA Y

N

J1y—=x ETREAR
CiscoIOS XE3.2SE. . . . . Zoavy RPREHEAINE LT,

snmp-serverhost 7 10— )L 27 4 X o Lb—r gy avr REEHALT, Ty 7 E2%ET
HARAZL (NMS) ZHEELET, FT7 v 7 AT ZHELRVEEIE, TXTONT v ¥
A TIREESNET,

3l

GE)

SNMPvl TiE., H#RIZTVAR—F S TWEFA,

BEONT T ZA T2 A X =TT DL, MT v 7 Z A7 LIZ snmp-server enable
traps =~ > RZERNC AT L2HLERH Y £,

WIZ, VA —Ib AKX —FDSNMP FT7 v 7oA X—TNMITBHEZRLET,

Switch (config)# snmp-server enable traps snmp warmstart

. Yy hID—YEBOTUF
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snmp-server enable traps stackwise

SNMP StackWise 7 v 7' & A R—7/MIZF2I121E, Fn—rb a7 Falb—ar E—
R C snmp-server enable traps stackwise =~ > RZHEHA L ET, 774/ R EIZRTIZ
Zoavr RO ne BREEHLET,

snmp-server enable traps stackwise [GLS] [ILS] [SRLS]

[insufficient-power] [invalid-input-current]

[invalid-output-current] [ member-removed] [ member-upgrade-notification ]

[new-master] [new-member] [port-change] [power-budget-warning] [ power-invalid-topology ]
[power-link-status-changed ] [ power-oper-status-changed ]

[ power-priority-conflict] [ power-version-mismatch] [ring-redundant]

[stack-mismatch] [unbalanced-power-supplies] [under-budget] [under-voltage]

no snmp-server enable traps stackwise [GLS] [ILS] [SRLS]

[insufficient-power] [invalid-input-current]

[invalid-output-current] [member-removed] [ member-upgrade-notification ]

[new-master] [new-member] [port-change] [power-budget-warning] [ power-invalid-topology ]
[power-link-status-changed ] [ power-oper-status-changed ]

[ power-priority-conflict] [ power-version-mismatch] [ring-redundant]

[stack-mismatch] [unbalanced-power-supplies] [under-budget] [under-voltage]

BXDEREA

GLS (fEE) StackWise 2% » 7 EBIRGLS N T v F& A x—7 I L
i ﬁ—o

ILS (fF£&) StackWise 2% w 7 EJRILS b T v P& A 32—T7 /LT L
\i ﬁ—c

SRLS (fEE) StackWise 2% » 7 IR SRLS F T v P& A 2 —T LI
L%,

insufficient-power (EE) Stackwise A ¥ v 7 BIROATHEIR b T v T oA F—
TN LET,

invalid-input-current (£35) Stackwise A % v 7 B D EZH A\ ST EF v T F—
T LET,

invalid-output-current (fEE) Stackwise A ¥ » 7 BIRO SN EIE N7 v T oA 10—
Tz LET,

member-removed (EE) StackWise A X v 7 AU NHIR N T v 7% A X — 7 )VIZ
L/ \32 —g—o

member-upgrade-notification ({T-) StackWise A > 007 v 77 L— FfU o— R h 5 7
F A =T LET

new-master (EE) StackWise DH~ AL — N T v T oA X—T M LE
TO

rvro—vgBEa<>F ]
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new-member

(f£E) StackWise DA LN T v P2 A 2—TNMIZLE
T

port-change

(fF7) StackWise DAF w7 IR— "NEB T v Fh A 32— L
ZLET,

power-budget-warning

({LE) StackWise A ¥ v 7 EJR AT = v NELE T o T % A
F—=T W LET,

power-invalid-topology

({EE) Stackwise A ¥ v 7 EIROE hARa Y T v T EA
F—T M LET,

power-link-status-changed

({EE) StackWise A ¥ v 7 &EIRY 7 AT —FZAEHT KT v 7
EAF—T M LET,

power-oper-status-changed

({EE) StackWise A ¥ v 7 EJRA— FEMWEAT — ¥ ZAZEH b
Ty T A X —T M LET,

power-priority-conflict

({EE) StackWise A ¥ v 7 EIRDO T TA X VT 4 AENT v T
A X—T NV LET,

power-version-mismatch

(f£&) StackWise 2% v 7 EIFDONR—2 g U A—F T v %
A F—=T NI LET,

ring-redundant

({EE) StackWise DU VT UE N T v 72 A X —T NI LE
To

stack-mismatch

(fEE) StackWise AX v 7 AR~ N7 v T %A F—TNMILFE
KR

unbalanced-power-supplies

({LE) Stackwise A ¥ v 7 BIRORNTHEIR N T v %A 21—
T LET,

under-budget

(fEE) StackWise A ¥ v 7 ERDRENT =y b VT v T w2 A
F—7 WMz LET,

under-voltage

(fﬁu) Stackwise A ¥ v 7 EIRONEEE N T v T H A F—
‘—l—/iﬁ—o

ATV RFI4)L R SNMP StackWise 7 v 7 DFEILT B —7 1220 £,

aAavYRE—FK Jsu—sNL ary7 4 F¥al—g v

avy FEE 1)1)—=

EENE

CiscoIOS XE 3.2SE., . . . .

Zoawry FREAIRE LR,
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\)

snmp-server enable traps stackwise .

snmp-serverhost 7 0 — )L 27 4 X L—r g avr REMEHALT, Ty 7 E2ZET
HARA N (NMS) ZfEELET, T v T XA TEEBELRVWERIL, T XTORT v T X
A TINEESNET,

GE)

3l

SNMPvl TiE, H#RITVAR— S TWEFA,

BHDNT T AT oA R—=TNMIT DL, 8T v 7 Z A7 T LIZ snmp-server enable
traps 2~ RZERNC AN T HHER H Y £,

&IZ. StackWise 2% v 7 EBIRD GLS F T v a4+ 50 %2~ LET,

Switch (config)# snmp-server enable traps stackwise GLS

rvro—vgBEa<>F ]
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. snmp-server enable traps storm-control

snmp-server enable traps storm-control

SNMP A h =Ll 8T v T NFGRA=F oA X=T T HITIE, Zr—rUb a7 4 Fa
L—3 = ¥ & — K C snmp-server enable traps storm-control =~ > R&ZfH L EJ, 77 +/L
FREWCRETICIE, Zoa<wr RO ne BRAFEH L £,

snmp-server enable traps storm-control {trap-rate number-of-minutes}
no snmp-server enable traps storm-control {trap-rate}

B DR

i
&

AR KR TFIAILE

ATV R E—F

trap-rate (fEF) SNMP % h— Al kT v 7 L— k& HAL THEE L &
number-of-minutes T, ZI AN SN BEOFEFIL 0 ~ 1000 T,

SNMP 2 b — LMl kT v 7 RTXA—=2DFRFIXT 4 =T IR0 £,

Ja—)L a7 4 FXal—g

av Y FERE

EREDAARZA4

\}

J1)y—= EERNR
CiscoIOS XE3.2SE. . . . . oy RPNEASNE L,

snmp-serverhost 7 21— 3L a7 4 Xa b —v g avy REEHALT, N7y 7 E2%ET
HARAL (NMS) ZHELET, N7y 7 A TERELRVERIE, TXTONT v ¥
A TINFEEESNET,

3l

G¥)

SNMPvl TiE, H#RITVAR—FEHTWHEFA,

BEDNT T XA T oA F—TMZT DX, 8T v 7 XA 7T L2 snmp-server enable
traps 2~ > RZERINC AN T DR H Y £,

WIZ, SNMP A h—2fillfll 8T v 7L — 2105720 10 N7 v FICRET D0 %=
L/iﬁ—o

Switch (config) # snmp-server enable traps storm-control trap-rate 10
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snmp-server enable traps stpx

SNMPSTPXMIB k7 v 7% A 2—T7/WIZTHITIE, Ze— b ar 7 4 FXalb—v g E—
R"C snmp-server enable traps stpx =~ > F&EfH L ET, 7 74/ FREICETITIL, 2D
av Rono XN EFEHLET,

[inconsistency] [loop-inconsistency] [root-inconsistency ]

snmp-server enable traps stpx
no snmp-server enable traps stpx [inconsistency] [loop-inconsistency] [root-inconsistency]

X DA inconsistency (&) SNMPSTPXMIB FEHH N7 v T oA x—TNWIZLET,

loop-inconsistency

(fEE) SNMPSTPXMIB/L—7FERH v T v T oA X —T NI LET,

root-inconsistency  ({1-&) SNMPSTPXMIB/L— M FEEH N T v 7% A x—7 I LET,

AT RFI4) Rk SNMPSTPXMIB 7 v 7 OFEIET 4 =7 M7 b £,

JFa— ) aryz 4 Xalb—a

ATV R E—F
av Y REE )1y—2 KENE
Zoavy RPREAINE L,

CiscoIOS XE 3.2SE., . . . .

FEEEDHA K54 > snmp-serverhost 7 m— )L a7 fFalb—aryavys RefLT, M7y 7 E2%ET
HARA L (NMS) ZHRELET, FT7 v 7 A TEIBELRVGAIT, TXTDOLT v X
A TNREFESNET,

\}

GE) SNMPv1 Ti,
BEDNT T AT A X—TMIT DX, 8T v 7 XA 7T LIZ snmp-server enable
traps 2~ RZERINC AN T HHERH Y £,

HHRITVR—F STV ERA,

I WIZ, SNMP STPXMIB F/EREH b T v T H AT D62 R L ET,

Switch (config)# snmp-server enable traps stpx inconsistency

rvro—vgBEa<>F ]
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. snmp-server enable traps transceiver

snmp-server enable traps transceiver

SNMP 7 o= bT T oA RX—=T/MITHITE, ZFa—bar7 s Falb—iay
“&— K C snmp-server enable traps transceiver 2~ > RZfEHA L £3, 774/ bFEIZET
Wi, Zoa~r Rone BXEFEHLEI,

snmp-server enable traps transceiver {all}
no snmp-server enable traps transceiver {all}

B DEREA

AR R TFIAILE

ATV R E—F

d ((TE) §_XTHOSNMP hF o3 —N Ty Fh A 32—V LET,

SNMP 73— NI o7 OEEIEIT =720 £9,

Ja—)L a7 4 Falb—g v

2v L KRR

EREDAARZA

\}

1) =2 EERE
CiscoIOSXE32SE, . . . . Zoawy RPEASRE L,

snmp-serverhost 7 01— 3L a7 4 Xa b —raravy REEALT, NIy 7 E2%ET
HRAL (NMS) ZHELET, M7 v 7 XA TEBELRVWGRIE, TXTCOFT v T ¥
A TINEESNET,

3l

GE)

SNMPvl TiE, H#RITVAR—FEHTWHEFA,

BEDNT T XA T oA F—TMZT DX, 8T v 7 XA 7 Z LI snmp-server enable
traps 2~ > RZERNC AN T HHER H Y £,

I, T_RTHOSNMP h T —R Ty FPERETLHHEZRLET,

Switch (config)# snmp-server enable traps transceiver all

. Yy hID—YEBOTUF
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snmp-server enable traps vrfmib .

snmp-server enable traps vrfmib

SNMP vifmib 7 v 7 &3 AI2F, Fe—"L a7 4 Xa2lb— 3 F—RT
snmp-server enable traps vrfmib =~ > RZHEH L ET, 774/ FREICETICIE, 20 =
~ U RO no BRAMEHLET,

snmp-server enable traps vrfmib [vnet-trunk-down | vnet-trunk-up | vrf-down | vrf-up]
no snmp-server enable traps vrfmib [vnet-trunk-down | vnet-trunk-up | vrf-down |
vrf-up]

B DEREA

AU R TFI4ILE

O R E—F

voet-trunk-down (&) vrfmibtrunk # V> N T v T E A F—T NI LET,

vaet-trunk-up  ({£:&) vrfmibtrunk 7 v 7 N7 v T EA F—T I LET,

vrf-down (&) vrfmibvef # 7> b T v T2 A X —T M LET,
vrf-up (EE) vrfmibvif 7 v 7 T v A F—T NI LET,

SNMP vrfmib k7 v 7 DREIXT « B—7 W20 £,

Ja—nRN) a7 4 F¥al— g

avwy FERE

FEREDHA KS4 Y

\}

Jyy—= EEAR
CiscoIOS XE3.2SE, . . . . Zoawr RREAIRE LR,

snmp-serverhost 7 02— )L a7 4 X o L—r gy avr REHEHLT, N7y T E2ZET
HEAR NMS) 2 8ELET, "I v 7 XA TERELRZWVWESIZ, t_XTO T T %
A TINEEEINET,

3l

GE)

SNMPvl TiE. HHRIZFVR—F SN TWET A,

BEDONT T AT oA =T NMITHIIE, T v T Z A7 Z LIZ snmp-server enable
traps =~ 2 REENNZ AT HMERSH Y £77,

ZOHNE, vrfmibtrunk XV N T v S EART D HFEERLTOVET,

Switch(config)# snmp-server enable traps vrfmib vnet-trunk-down

rvro—vgBEa<>F ]
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. snmp-server enable traps vstack

snmp-server enable traps vstack

SNMP A~ — A VA =)L b T v T oA FX—=TNIT DI, Frm—r v ary7 1 Fal—
= ¥ “E— K C snmp-server enable traps vstack =~ > FZ{EH LT, 77 4 /L N EICKE
T, Zoavr Ron BXEHHLET,

snmp-server enable traps vstack [addition] [failure] [lost] [operation]
no snmp-server enable traps vstack [addition] [failure] [lost] [operation]

B DR

i
&

aAavU R TFI4ILE

aAvU kK E—F

addition ((£%) /7547 MIXoTBMENT N T v T E2A X—T NI LET,

failure  ((LE) 77 A VDT vy Fr—FeFyrn—REENT v T2 A4 X—7 I LE
_aAO

lost HEE) 7I9AT L hOEEFN T v T2 A X—T I LET,

operation  ({£5) BEE— NEE b7 v 7 & A K =T M LET,

SNMP A~—h £ VA b—/b T v T OREITT =T W20 £,

Jua—n)ar7Z 4 Xal—rvar

avy FERE

FEREDHA FS1 Y

)

)1)—=x ETEAS
CiscoIOSXE3.2SE., . . . . Zoa=wy RREAINE LT,

snmp-serverhost 7 10— )L 27 4 X o Lb—r gy avr REEHALT, Ty 7 E2%ET
HARAL (NMS) ZHELET, M7y 7T A TEHELRVEEIE, TXTONT v F
A TIREESNET,

3l

GE)

SNMPvl TiE. HHRIZFVAR—F SN TWERA,

BEDONT T ZA T2 A X =TT HITIE, NT v 7 Z A7 Z &2 snmp-server enable
traps =~ RZEBNC AT L20ERH Y £3,

WIZ, SNMPA<—h A VA=V 7 54T NBIMNT v 7 E2ERT B2 LE
7,

Switch (config)# snmp-server enable traps vstack addition
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snmp-server enginelD

SNMP Ou—H)L at—£/F ) — b at—CAREZRET DI2E, Tu— b arr g
F =2 L—3 3 F— NT snmp-serverenginelD =~ > FZfH L £ 7,

snmp-server enginelD {local engineid-string | remote ip-address [udp-port port-number]

engineid-string }

RBX DA local engineid-string SNMP =1 &'"— D4 BIIC 24 LF D ID LEAEHELET, #Htansg
EFNLBEIT. 24 LFOT DU IDTRTCEEETANETIHY £8
o FEETDHDIZ. =P 1D D9 B P udlh ke G2 B 7=
ST TT,

remote ip-address ) E&— hSNMP 2" —Zf5ELEF, SNMPO U E— | av—%2517
A AD ip-address HFEE L ET,

udp-port EE) VE—bF TS AD2—Y F—% 7 F A v ka/) (UDP)
port-number R—hERELET, 774/ ML 162 TT,

aATYRFIHLE AL

O R E—F su—r L Ay T 4 F¥al—g
avy FERE 1y —= —
CiscoIOSXE3.2SE. . . . . S o~y FAEASHE LI

FEREDHA KS4> BL

151
’OFITIX, a—hL =22 1D 123400000000000000000000 % 3% E L £ 9,

Switch(config)# snmp-server engineID local 1234

rvro—vgBEa<>F ]
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snmp-server host

Simple Network Management Protocol (SNMP) @HIEIEDZ(EE (KA N) ZfHET HITIE.
A A FCsnmp-server host 7 21—/ )L 27 4 X2l — gy avy ReALET, &
ESNTZARA MEHIBRTHI12E, Zoa~y Fone BREMEH L ET,

snmp-server host {host-addr } [vrf vrf-instance ] [informs | traps] [version {1 | 2¢ |
3 {auth | noauth | priv} } 1 {community-string [notification-type] }
no snmp-server host {host-addr } [vrf vrf-instance ] [informs | traps] [version {1 | 2c¢
| 3 {auth | noauth | priv} } 1 {community-string [notification-type] }
BXDHRHA host-addr BA R (F—F v NERBEEN) OAMELEA L F—Fy T FLAT
ba‘O

vrfvif-instance (L&) AT I A4 _X—h x>y hU—2 (VPN) V—TFT 4 VT A L AH A
EZDRANOARTERELET,

informs | traps  ({1.7%) ZOFRA MISNMP k7 v 7 EIXHEREHE L ET

version1|2¢| (£&) b7 v 7OEBIHEHATSH SNMP O—V g U EEELET,
3

1: SNMPvl, fEHOBEEIT. ZOF > a v 2EHTEERA,

2¢ : SNMPv2C,

3:SNMPV3, RBGEF—U—FD 12 (ROROITEHM) 23, =Y a3
F—U— P> TWDBMERH Y £7,

auth | noauth auth (&) : Message Digest5 (MDS) BEXOEF a7 Ny o 743
| priv AL (SHA) ™7y FRGEZ A XA —7 VI LET,

noauth (5 74/ F) :noAuthNoPriv % = U7 1 Ll auth|noauth |
priv ¥ — U — ROEBRPIEBES N TOARWES, ZOURT 740 F R0
—g—o

priv. ((LE) : 7 — X558 (DES) 2k 237y MiHEiL (777 A4
— b)) BEAR—TMILET,

community-string JEHILEZ L 7o TRfEEND, NATV—FLHEBLIZ=aIa2=7 4 A |

Y27 C9, snmp-serverhost =~ > RAMHLTZIDA N U7 EFHRETE

FTHN, ZOARARNY T EFEFRT HIZIE. snmp-server community 7 2 — /3

N AT 4 Falb—varyavry REFEH LTS, snmp-server host =~
VREFERTAHZEEHERELET,

GE) ar7XANMERERUDICEF@irEelHLEST, Zoavy

ROBRERIZSNMP 2 2=7 44 A MY 7T O—HL L T@ils
EEALARNWTLSEEW,
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notification-type  ({Lf) HRA MIEFEINDEHOX A T TT, XA THEES TR
e, T RTOBMPEEINET, WX A 7ITE, ROF—T—FD 1
OFEITERE R ETEE T,
« auth-framework : SNMP CISCO-AUTH-FRAMEWORK-MIB k 7 v 7 % 1%
FELET,
* bridge : SNMP A/X=> 7" > — 7 nu h=/L (STP) 7V v MIB h
Ty T EEELET,
* bulkstat : 7 — Z W4 MIB UL ~ 7 » 72 IXFELET,
+ call-home : SNMP CISCO-CALLHOME-MIB + 7 v 7% %(E L £ 7,
«cef : SNMPCEF F7 v 7% EfELET,
« config : SNMP i%JE 7 v 7 &2k E LE T,
« config-copy : SNMP config-copy F 7 v 7 Z & L E T,
« config-ctid : SNMP config-ctid b 7 v 7% %E L £,
« copy-config : SNMP = "—3%E N7 v 7 Z X E LT,
ecpu: CPUMHI N7 v 7 ZEELET,
* cpu threshold : CPU L X WME#EHEN R 7 v 72X E L ET,
« eigrp : SNMP EIGRP 7 v 7" %45 L £,
sentity : SNMP =~ hU FT7 v 7R EFELET,

rvro—vgBEa<>F ]
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senvmon : BRIEE=F N T v EEEFELET,

» errdisable : SNMP errdisable @41 b 7 v 7' %F L £ 7,

« event-manager : SNMP Embedded Event Manager 7 » 7 %58 L 9,

» flash : SNMP FLASH % 55 L £ 7,

* flowmon : SNMP flowmon i#%1 kT v 7 %#%EF L E T,

« ipmulticast : SNMPIP v /L F ¥ v A h Lb—FT 4 7 b T v T REFEEFELE
7

cipsla : SNMPIPSLA F 7 v 7 &2 EE L ET,

eisis : SNMPIS-IS N7 v 7 & %(fE L E7,

elicense : 7 AR NI v T EEELET,

s local-auth : SNMP 0 — W /VEBFE ST v 72 EE L ET,

+ mac-notification : SNMP MAC %1 k7 v 7%k E LE T,

» ospf : Open Shortest Path First (OSPF) K7 v 7% %fE LE£7,

e pim : SNMP 7' 12 h U Bl L FF v A & (PIM) b7 v 7 HEFL
£

s port-security : SNMP R— h X2 V7 4 T v 7 E2EELET,

« power-ethernet : SNMP NV — A —Hh vy b N T v 7 ERELET,

esnmp : SNMP # A 7 v 7 v 7 HXELET,

« storm-control : SNMP A b — A T v 7 E2EELET,

o stpx : SNMP STP #55E MIB + 7 v 7 %55 L £,

« syslog : SNMP syslog 7 v 72X L £ 7,

« transceiver : SNMP 7 03— T v T EFELET,

ettty : TCP 5t b 7 v 72X E L ET,

« vlan-membership : SNMPVLAN A L3 —3 w7 v v 7 H2EELET,

s vlancreate : SNMP VLAN {Ef% D k7 v 7% %E L £ 9,

« vlandelete : SNMP VLAN HIBR k7 > 7235 E L £,

« vrfmib : SNMP vrfmib F 7 v 7% #E L E 7,

e vstackSNMP Z~v— |k 4 VA h—/b + T v FEEELET,

* vtp : SNMP VLAN Trunking Protocol (VTP) 7 v 7% &E(ELE T,

swireless : VA YL A FT7 v T EEELET,

Zoa=w R TIANRNTTF 4 =TI TWET, HITEESRETA,

F—U—FREHELRWVWTZOa~vr REANLELGAIE, 7740V T, 3XTORT T
AATWARAMIEREINET, HRIZTZOARR MMIE ﬂuéﬂi-@f/uo

version ¥ — U — RN WEES, T 74/ MIRN—V a0 1120 4,

N=Tg 3 EERL, X —VU—RE AN Lo 725/81%. 7 7 4/v T, noauth
(noAuthNoPriv) X =V 7T ¢ LI 9,
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snmp-server host .

G¥)

AR E—F

fru-ctrl ¥— VU — RNi{Z, 2~ FRIA4 D~V T A NY U 7ZEFEREINTHETH, AR —
FENRTWERA,

Ja—nR_) a7 4 F¥al— g

avy FERE

HEREDAA K1Y

)1)—x ETEAS
CiscoIOSXE3.2SE., . . . . ooy RREAINE L,
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