CleanAir

Cisco CleanAir

* , 1

* CleanAir ;1

* CleanAir , 2

* CleanAir , 3

* CleanAir .7

* GUI

* Cisco Spectrum Expert , 21
* CleanAir

* CleanAir , 29

* CleanAir FAQ, 29
. , 31

Cisco Feature Navigator
go/cfn Cisco.com

Cisco CleanAir CleanAir

Consolidated Platform

Cisco CleanAir , 18

Cisco Feature Navigator

Cisco 10S XE 3.7E

http://lwww.cisco.com/

(Catalyst 3850 )

"


http://www.cisco.com/go/cfn
http://www.cisco.com/go/cfn

Cisco CleanAir

. CleanAir

Cisco CleanAir
Cisco CleanAir

* Local Cisco CleanAir

* Monitor Cisco CleanAir

° All

°DCA DCA

° Country

Prime AQ
* Cisco Catalyst 3850
* Cisco Catalyst 3850 Cisco 5760 Wireless LAN Controllers
2.4 GHz CleanAir , T
2.4 GHz CleanAir , 8
2.4 GHz , 10
5 GHz CleanAir , 12
5GHz CleanAir , 13
5 GHz ., 14
CleanAir
° Wi-Fi 802.11
Radio Resource Management RRM

IDR

i Consolidated Platform Cisco 10S XE 3.7E (Catalyst 3850 )



| Cisco CleanAir

CleanAir .

*SE
Spectrum Expert

AQ
IDR
CleanAir

WLAN 50 / IDCA

* WLAN
1.2

2.4 GHz CleanAir , T

2.4 GHz CleanAir , 8
2.4 GHz , 10

5 GHz CleanAir , 12

5GHz CleanAir , 13
5 GHz , 14

CleanAir

Cisco CleanAir

Cisco CleanAir CleanAir

Cisco CleanAir
RF

LAN 2.4 GHz 5GHz ISM
Bluetooth
Wi-Fi

Consolidated Platform Cisco 10S XE 3.7E (Catalyst 3850 )

| "



. Cisco CleanAir

Cisco CleanAir

\Voice over Wireless  IEEE 802.11n WLAN ISM
Cisco CleanAir (RF)
Cisco CleanAir
Cisco CleanAir
. Cisco CleanAir
* Cisco CleanAir GUI CLlI
SNMP
. AQR AQR
AQI
CleanAir
. IDR
Cisco CleanAir
1 CleanAir
AQI AQI AQl 0
AQl 85
AQR AQR
AQI AQR
15 30
DC
EDRRM EDRRM RRM EDRRM
RRM

IDR
ISI ISI

i Consolidated Platform Cisco 10S XE 3.7E (Catalyst 3850

)




| Cisco CleanAir

Cisco CleanAir .
RSSI RSSI
Cisco CleanAir
Cisco CleanAir
Wi-Fi RF
* Wi-Fi RF
. RF
Cisco CleanAir WLAN
Event Driven RRM EDRRM Cisco CleanAir
Cisco CleanAir  Event Driven RRM EDRRM
AQ
RF
Cisco CleanAir AQ
30
30
Cisco CleanAir
Bluetooth Cisco CleanAir
Bluetooth
Consolidated Platform Cisco 10S XE 3.7E (Catalyst 3850 )

| g



MA AP
MC

api
MA AP
AP

RF

CleanAir
DCA

Cisco CleanAir

CleanAir

AP

PD

MA AP

AP
MC AP

WLAN
RRMDCA

CleanAir

RRM

ED-RRM

EDRRM AQR

EDRRM

AQ 15

. Consolidated Platform

CleanAir

AQ

Cisco I0S XE 3.7E

Cisco CleanAir

MC

MC

RRM
api

/
MA RRM
EDRRM RRM
RRM
AQ

EDRRM

(Catalyst 3850 )



| Cisco CleanAir

EDRRM
EDRRM
EDRRM
AQR MC
MA
RCB
AP
CleanAir-Events EDRRM
CleanAir
CleanAir
MA
MA EICORE
CleanAir AQ IDR
RRM
HA
CleanAir
2.4 GHz CleanAir

1. FRQIHWHWUPLQDO

DSSRW JKFOHDQDLU
HQG

Consolidated Platform

CleanAir .
AQ
CleanAir
MA RCB
AP EMS/NMS API
AP MA AP 3
3 AP MAC
, 16
MC
EICORE
HA
CleanAir join MC
HA
AP
HA CleanAir
Cisco 10S XE 3.7E (Catalyst 3850 )

"



Cisco CleanAir |
B o CleanAir

1 FRQIHWHWUPLQDO

6ZLWFKRQILIXWHUPLQDO
2 DSSRW JKFOHDQDLU 802.11b CleanAir

802.11b CleanAir
no

6ZLWHKRQILIDSGRW JK] FOHDQPpPLU

6ZLWFKRQILJQRDSGRW JK]
FOHDQDLU

3 HQG EXEC Ctrl+Z

6ZLWHKRQILJ HQG

CleanAir ,
CleanAir ,
CleanAir FAQ, 29

2.4 GHz CleanAir

1. FRQIHWHMUPLQDO
DSSRW JKFOHDRQODDPU TXWEVWMMH®KROGBYDOXH

3. DGSRW JKFOHDRODGRY{EW GLVFRWHLEQRRERQWGW FW _IGKLNHY
MDPPIPZ RYHIRQVWSRVWSHUWWDGEG W GHRPD[ ILWH®D[ PREERH
ILIEHH

4 HQG

Consolidated Platform Cisco 10S XE 3.7E (Catalyst 3850 )
[ 8 | |



| Cisco CleanAir
2.4 GHz CleanAir B

1 |FRQIHWKHWPLQDO

6ZLWFKRQILIXWHHUPLQDO

2 D&SRW IJKFOHDDODWIPU TXDOLWY.4GHz
WKVKRMH&KROGBYDOXH

no

6ZLWHKRQILIDSGRW JK]
FOHDQDOL@DUWPLU TXDOMNKWHVKROG

3 DSSRW JKFOHDQODGRY LFKH4GHz

{EW GLVFRWHLERYRBRQW W] no
GHFW_ IXUNHKMDPPIPZ RYHQ
QRQVWHERYVWSHWGGWIGHR® EW GL YV FBR¥tboth
ZLPD[ ILH®D[ PREER
* F D Q R &anopy
*FRQW W]

BZLWFRQILIDSGRW JK]
FOHDQDDL@DUPHYLFDQRS\ * GHFW Didithl Bnhanced Cordless Communication DECT

° 1K 802.11

*LQY WiFi
*MDPPHU

*PZ RYHQ
*QRQVWG Wi-Fi
*WHSRUW

* VXS H 8011 SuperAG
*WGG WD
*YLGHR

* ZLPD[ IL MAMBax
*ZLPD[ PR ENil@aX
* [E R [Xbox
*]LJEH86R.154

Consolidated Platform Cisco 10S XE 3.7E (Catalyst 3850 )

| g



Cisco CleanAir |

B o

4 HQG EXEC Ctrl+z

6ZLWHRQILJI HQG

CleanAir ,
CleanAir ,
CleanAir FAQ, 29

2.4 GHz

FRQIHWHUPLQDO

DHSRW JKFOHD@PYIERM GLVFRW HIEQ ® RER Q WGW F W _IKLNHMDP P HU
PZ RYH{RQVWSRUWSHUWGEG WGHRPD[ ILFH®D[ PREERHLJIEHH
3. HQG

FRQIHWKHUPLQDO

6ZLWFKRQILIXWHUPLQDO

DSSRW JKFOHD@BYIERW G LV FRW HLL
5 FDQRBRQWGWFW IKLUNHKMDPPI®PZ RY]|
QRQVWSRUVUWSHUWGEG W GHRPD[ IL]
ZLPD[ PREERHLJEHH

2.4 GHz

TITO
OO =z

no
* EW G LV FBRutbbth\

* EW O Bigedoth

FRQILJ DSGRW JK] FOHDQDGMYLFH .
EW GLVFRYHU\ F D Q R Sanopy

FRQILJ DSGRW JK] FOHDQDAWYLFH *FRQW W]
EW OLQN

Consolidated Platform Cisco 10S XE 3.7E (Catalyst 3850 )
[ 10| |



Cisco CleanAir

2.4 GHz

G HFW [Digdital Bnhanced Cordless

6ZLWFKRQILJ HQG

FDQRSTRQILJ DSGRW JK] FOHDQDGMWYLFH Communication DECT
FRQILJ DSGRW JK] FOHDQDGMYLFH
FRQW W[ * K 802.11
FRQILJ DSGRW JK] FOHDQDGHKYLFH . =
GHFW OLNH LQY WiFi
FRQILJ DSGRW JK] FOHDQDGHKRYLRAK
*MDPPHU
FRQILJ DSGRW JK] FOHD QDAY LA
*PZ RYHQ
FRQILJ DSGRW JK] FOHDQDGMYLFH . =
MOPPHLU QRQVWG WiFi
FRQILJ DSGRW JK] FOHDQDGHKYLFH
PZ RYHQ *HSRUW
FRQILJ DSGRW JK] FOHDQDGHKYLFH * VXS H WBO11 SuperAG
QRQVWG
* WG G WD
FRQILJ DSGRW JK] FOHDQDGWYLFH
UHSRUW * VLGHR
FRQILJ DSGRW JK] FOHDQDGMYLFH .
VXSHUDJ ZLPD[ IL WiMdax
FRQILJ DSGRW JK] FOHDQDGMWYLFH *ZLPDJ[ PR BNil@aM
WGG W[
* [E R [Xbox
FRQILJ DSGRW JK] FOHDQDGHKYLFH
YLGHR * ]LJE H862.15.4
FRQILJ DSGRW JK] FOHDQDGMYLFH
ZLPD[ IL[HG
FRQILJ DSGRW JK] FOHDQDGHKYLFH
ZLPD[ PRELOH
FRQILJ DSGRW JK] FOHDQDAWYLHHER
FRQILJ DSGRW JK] FOHDQDGHKYLFH
JLJEHH
HQG EXEC Ctrl+Z

CleanAir
CleanAir

Consolidated Platform

Cisco 10S XE 3.7E (Catalyst 3850

)

"



Cisco CleanAir

. 5GHz CleanAir
CleanAir FAQ, 29
GuUul , 28
5GHz CleanAir
1. FRQIHWHWPLQDO
2. DSRWIJKFOHDQDLU
3. HQG
1 FRQIHNWHUPLQDO
6ZLWFKRQILIXWHUPLQDO
2 DSSRWIJKFOHDQDLU 802.11a CleanAir
802.11a CleanAir
no

6ZLWHRQILIDSGRW JK]FOHDQPDLU

6ZLWFKRQILIJIQRDSGRW JK]
FOHDQDLU

3 HQG EXEC

6ZLWFKRQILJ HQG

Ctrl+z

CleanAir ,
CleanAir ,
CleanAir FAQ, 29

i Consolidated Platform Cisco 10S XE 3.7E (Catalyst 3850

)



| Cisco CleanAir
5GHz CleanAir .

5GHz CleanAir

FRQIHWHWUPLQDO
DGBRWIKFOHDRODDPU TXWRYWRMB®KROGBYDOXH
DSSRWIJKFOHDRODE R YIFPH) RER Q WGW FW_IOQ I P P )W Q VIWDGS D U
HSRVWSHUWGGWLGHRPD[ ILFH®D[ PRELOH

4. HQG

1 FRQIHWHUPLQDO

6ZLWFKRQILIXWHHUPLQDO

7 |DSSRWIKFOHDRODDIPU TXDOLWSGH;z
WKYKRM®KROGBYDOXH

no

6ZLWHKRQILIDSGRW JK]FOHDQDLU
DODUPLU TXDOMNKWUHVKROG
3 |DSSRWJKFOHDRORDUP 5 GHz

G HY{IEH) RBR Q WGW FW_IOQ. X H o
MDPPB®RQWNDEHSERYWSHUDJ

WGGWLGHRPD[ IL[HG * F D Q R Sanopy

ZLPD[ PRELOH

*FRQW W]
* GHFW MDidital Bnhanced Cordless Communication DECT

6ZLWFRQILIDSGRW JK] FOHDQDLU

DODU®RHYLFH
* 1K 802.11

*LQY WiFi
*MDPPHU
*QRQVWG WiFi
*UDGDU

*HSRUW

* V X S H 8011 SuperAG

* WGG TWD

Consolidated Platform Cisco 10S XE 3.7E (Catalyst 3850 )

| "



Cisco CleanAir |

B scx

*YLGHR
*ZLPDJ IL Migax
* ZLPDJ[ P R BNil@aX

4 HQG EXEC Ctrl+z

6ZLWHRQILJI HQG

CleanAir
CleanAir
CleanAir FAQ, 29

5GHz

FRQIHWHUPLQDO
DSBRWIKFOHDG@BYIFIOH) RER Q WGW FW_IOQWIID P P IR Q VIWDGS DHIS R U W
VXSHUWGG WIGHERPD[ ILFH®D[ PRELOH

3. HQG

FRQIHWHUPLQDO

6ZLWFKRQILIXWHUPLQDO

DSRWIKFOHDGBYBMH RERQW W| 5 GHz
5 GHFW_IOQ I P P IR Q VIWDGS DHIS R U W
VXSHWGGYWEHARPD[ ILFHBD[ PRELOH

no
* F D QR Sanopy

*FRQW W]
FRQILIDSGRW JK] FOHDQDEGWYLFH

Consolidated Platform Cisco 10S XE 3.7E (Catalyst 3850 )
B |



Cisco CleanAir

5 GHz B

FDQRS\

FRQILJDSGRW
FRQW W]

JK] FOHDQDAMYLFH

FRQILIDSGRW
GHFW OLNH

JK] FOHDQDAMYLFH

FRQILIDSGRW JK] FOHDQDAMYLFH

LQY

FRQILIJDSGRW
MDPPHU

JK] FOHDQDAMYLFH

FRQILIJIDSGRW
QRQVWG

JK] FOHDQDAMYLFH

FRQILIDSGRW
UDGDU

JK] FOHDQDAMYLFH

FRQILIDSGRW
UHSRUW

JK] FOHDQDAMYLFH

FRQILIDSGRW
VXSHUDJ

JK] FOHDQDAMYLFH

FRQILIDSGRW
WGG W]

JK] FOHDQDGMYLFH

FRQILIDSGRW
YLGHR

JK] FOHDQDAMY LFH

FRQILIDSGRW
ZLPD[ IL[HG

JK] FOHDQDAMYLFH

FRQILIDSGRW
ZLPD[ PRELOH

JK] FOHDQDAMYLFH

G HFW Didital Bnhanced Cordless Communication
DECT

| K 802.11
LQY WiFi
MDPPHU
QRQVWG WiFi

UDGDU

HSRUW

V X S H B0211 SuperAG
W G G T

YLGHR

ZLPD[ ILMiMax
ZLPD[ P R BNil@aX

Consolidated Platform

HQG EXEC Ctrl+z
3
6ZLWFRQILJ HQG
CleanAir ,
CleanAir , 2
CleanAir FAQ, 29
GUl , 28

Cisco 10S XE 3.7E (Catalyst 3850 )

"



CleanAir-Events  EDRRM

CleanAir-Events EDRRM

FRQIHWHWUPLQDO

el

HQG

DSSRW JK[] JKJUUPKDQRMMDQDLU HYHQW
DSSRW JK| JKJUUPKDQR®HD QD I[ UV HOWHML Y OWR P H G 3K P

Cisco CleanAir |

FRQIHWKHUPLQDO

6ZLWFKRQILIXWHUPLQDO

DHBRW JK] JKJUUPKDQQHO

EDRRM cleanair

FOHDQDLU HYHQW EDRRM OR
6ZLWHKRQILIDSGRW JK] UUFEKDQQHO
FOHDQDLU HYHQW
6ZLWARQILIQRDSGRW JK] UUP
FKDQQROHDQDLU HYHQW
DSSRW JK[ JKJUUPKDQQHO|cleanair-event EDRRM
FOHD QD I[ V HQAHMYL Y OWR ¥ _ o
PHGLKP * [High] AQ Wi-Fi
*[Low] AQ Wi-Fi
6ZLWHRQILIDSGRW JK] UUFFKDQQHO
FOHDQDLU HYHQWL WL Y{LMIK
* [Medium] AQ Wi-Fi
HQG EXEC Ctrl+Z

6ZLWHRQILJ HQG

. Consolidated Platform

EDRRM AQR ,

Cisco 10S XE 3.7E (Catalyst 3850

)



Cisco CleanAir

1. FRQIHWHWPLQ

DO

2. DSRW JK| JKJUUPKDQ®HYLFH

3. HQG

FRQIHWHUPLQDO

6ZLWFKRQILIXWHUPLQDO

DHBRW JK] JKIUUPKDQQ

GHYLFH

6ZLWFKRQILIJDSGRW
FKDQQBEYLFH

JK] UUP

$802.11 Wi-Fi

QR

HQG

6ZLWFKRQILJ HQG

EXEC Ctrl+z

Consolidated Platform

Cisco 10S XE 3.7E (Catalyst 3850

)

"



. GUI Cisco CleanAir

Cisco CleanAir
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Cisco LAN

Cisco CleanAir

1 [Configuration] > [Wireless] > [802.11a/n] [802.11b/g/n] > [CleanAir]

[802.11b] > [CleanAir]
2 [CleanAir] 802.11a/n

Cisco CleanAir

802.11b/g/n

3 [Report Interferers] Cisco CleanAir

[Report Interferers]
Persistent Device Avoidance PDA

4 CleanAir
Propagation]

WLAN
5 Cisco CleanAir

[Interferencesto Ignore]

[>] [<] 2

*[802.11 FH] 802.11 FH
* [802.15.4] 802.15.4 ZigBee
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* [Bluetooth Discovery] Bluetooth
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* [DECT-like Phone] Digital Enhanced Cordless Communication DECT

* [Microsoft] Microsoft
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* [TDD Transmitter] TDD
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Cisco CleanAir

* [Video Camera]
* [WiFi Invalid Channel] WiFi
* [WiFi Inverted] Wi-Fi
* [WIMAX Fixed] WIMAX
* [WiMAX Mobile] WiMAX
6 Cisco CleanAir
a) [Enable AQI (Air Quality Index) Trap]
b) D [Enable AQI Trap]
1 100
100
¢) [AQI Alarm Threshold]

d) [Enable Interference For Security Alarm]

[>] [<]

Interference For Security Alarm]

7 [Apply]
8 Cisco CleanAir
Resource Management RRM

a) [EDRRM]
[Sensitivity Threshold]

b) RRM
[Dynamic Channel Assignment (DCA)]
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1
35
AQI
35 1 100
[Trap on These Types]
[Do Not Trap on These Types]
2
[Enable
[Trap on These Types]

Event Driven Radio

EventDrivenRRM EDRRM
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