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General Link (Port) Up/Down linkUp. linkDown
Spanning Tree newRoot, topologyChange,
stpInstanceNewRootTrap.
stpInstanceTopologyChangeTrap
Config Save bsnDot11EssCreated,
bsnDotl1EssDeleted, bsnConfigSaved,
ciscoLwappScheduledResetNotif,
ciscoLwappClearResetNotif,
ciscoLwappResetFailedNotif,
ciscoLwappSysInvalidXmlConfig
AP AP Register bsnAPDisassociated, bsnAPAssociated
AP Interface Up/Down bsnAPIfUp. bsnAPIfDown
Client Traps 8117/ oo — g bsnDot11StationAssociate

80211 T4 AT Vi m—3 3

bsnDot11StationDisassociate

802.11 FEFIFfRRR

bsnDot11StationDeauthenticate

802.11 FHAFIHL

bsnDot11StationAuthenticateFail

802.11 7V v —3 3 vkl

bsnDot11StationAssociateFail

Exclusion

bsnDot11StationBlacklisted

NAC Alert

cldcClientWlanProfileName,
cldcClientIPAddress.
cldcApMacAddress,

cldcClientQuarantineVLAN,
cldcClientAccessVLAN
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Security Traps

User Authentication

bsnTooManyUnsuccessLoginAttempts,

cLWAGuestUserLoggedIn,
cLWAGuestUserLoggedOut

RADIUS Servers Not Responding

bsnRADIUSServerNotResponding,
ciscoLwappAAARadiusReqTimedOut

Tx Power Update

WEP Decrypt Error bsnWepKeyDecryptError
Rogue AP bsnAdhocRogueAutoContained.
bsnRogueApAutoContained,
bsnTrustedApHasInvalidEncryption,
bsnMaxRogueCountExceeded,
bsnMaxRogueCountClear,
bsnApMaxRogueCountExceeded,
bsnApMaxRogueCountClear,
bsnTrustedApHasInvalidRadioPolicy,
bsnTrustedApHasInvalidSsid,
bsnTrustedAplsMissing
SNMP Authentication agentSnmpAuthenticationTrapFlag
Multiple Users multipleUsersTrap
Hi#h RF /2 Load Profile bsnAPLoadProfileFailed
TZr7AN Ty : ) .
— Noise Profile bsnAPNoiseProfileFailed
Interference Profile bsnAPInterferenceProfileFailed
Coverage Profile bsnAPCoverageProfileFailed
F &) RF %7 | | channel update bsnAPCurrentChannelChanged
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bsnAPCurrentTxPowerChanged
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Mesh Traps Child Excluded Parent ciscoLwappMeshChildExcludedParent
Parent Change ciscoLwappMeshParentChange
Authfailure Mesh ciscoLwappMeshAuthorizationFailure
Child Moved ciscoLwappMeshChildMoved
Excessive Parent Change ciscoLwappMeshExcessiveParentChange
Excessive Children ciscoLwappMeshExcessiveChildren
Poor SNR ciscoLwappMeshAbateSNR,

ciscoLwappMeshOnsetSNR

Console Login ciscoLwappMeshConsoleLogin
Excessive Association ciscoLwappMeshExcessiveAssociation
Default Bridge Group Name ciscoLwappMeshDefaultBridgeGroupName
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° [Channel Update] : 77 B A RA » b OEITF v kL T ATY ZLAREHFINDH LIEE

SV QARG SIN
° [Tx Power Update] : 77 A ARA  NOBEIIEEEI 7 VTV ALANEH N D & 4G
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° [Child Excluded Parent] : Bl A v = /— R%&J LT, Cisco WLC |[ZXxF 57 Vv x—
Ta ORBENERR SN EEITET D & 3E S DA,

CF Ay va ) — FEBRHISESA LT 7 RO LEWERIRZEZ 5 EEES bl
o, FAvyva /) — R, ERBINEZRBTRASNTZH]AY Y2 /—ROT YV vom—
arERITTAZ LI ERA, FAY Y2/ —RE Xy NU—ZIZBNTH L
X2, BA SN MACT FLAZEREELTCEY, 1% Cisco WLCIZ@EH L £,

°ParentChange : A >+ 2 /— KPR ZOHELELTLH L, BHNT—V 2 MILoT
EEINET, FAY Y2 /— NIUUFOBZEEL, Xy NV =27 ICHESNT 5 &
12, BOEEIZOUT Cisco WLC IZi#HI L £7,
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lcIMeshSNRThresholdAbate] (2> CEFHKINDA T V=7 L VEWSNR 23y 7

R—= Vo7 THRETAE, BMEZ )T THD0O@BMNEEINET,

° [Console Login] : MAP =1 > Y — /LT 7 A VI 57, 3 BIOFATORIZKILT S
bx—V =z MR EMEIEELET,

° [Default Bridge GroupName] : 7 7 4 /L hD TV v F NV —TZTMAP A v a2 J— K
INZ DRSNS D LEE SN D 1EH,

Y
GE) EFRUND N T o I Ty THIEREREIZH Y A, ZNUHD NT v L, BEEICER S
RNDOT, Ty I SNEDH Y ¥ AL, CiscoWLC TAEREINDZEDOMD N v Pt
B2 LT TEERA,

A

GE) LT R TDr— AT, Cisco WLC ITMAEHCHRIET N4 A& U THEBEL £,
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TO9ERARAL2 FTOHO wIPS DEEE (CLI)

FIEDHE
1. apname namemode submode wips
2. end
3. showwirelesswpswipssummary
4. showwirelesswpswipsstatistics
FlED M
=V N3 il = A7 = B#
ATy T apname namemode submode wips O HLEFITE=X E— RICLTT 72 R A
VhEBREL, WIPSIZYV T E—RERELET,
1 -
Switch# ap name apl mode local wips
ATvT2 end FitE EXEC E— RIZRY £9, £/, Cul+Z ¥—%
FLTH, Zo— a7 4 Xal—varE—
{1 RafkTTEET,
Switch (config) # end
25w T3 showwirelesswpswipssummary TIEARA L P TWIPS REEZRRLET,
1 -
Switch# show wireless wps wips summary
ATvT4 showwirelesswpswipsstatistics wIPS R EDHIED AT — "2 FR LET,
i -
Switch# show wireless wps wips statistics

TOERXKRA2 TOHOwIPS DEEFE (GUI)

AT w1 [Configuration] > [Wireless] > [Access Points] > [All APs] Z &R L £,
[AlAPS] X— VB LW AL v F EREEfTONIZTXTOT 7 E8A RS ROV R MPRERINET,

ATY T2 WIPSARETDHT VA RAL L FOLHTEZZ Y v 7 LET,
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[AP] > [Edit] R— Y NFERENET,

wIPS DERFE

AT Y73 [General] fHIK T, [APMode] /X7 A—Z ZFHELET, WIPSHDOT 7 v A RA > M EFET HITIE, [AP
Mode] K v 7*# 7  JUA RPBIROE—ROWTANEEIR L ET,

*r—7
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RATw T4 [APSubMode] K v 7 H w7 U A R [wIPS] 234K LT, [AP Sub Mode] % wIPS {232 & L £ 7,

AT97T5 [Applyl 27 VU w7 LET,
ATv 76 [Savel 27 U w7 LT,

wiPS [FRDE=X2 1) Y

ZOk®7 gL, wIPS OB LWnva~ s RIZOWTCHA L E I,

PIFoa<y R, 7782 KA P ETREINT-WIPS 2T =X T 57-DICHHTE 9,

£2: wiPSATU KDE=ZR YUY

avwo kR

E:g)

show wireless wps wips summary

TIEARAL N TWIPS BRELZFRT LET,

show wireless wps wips statistics

wIPS

REDBEDAT — MR LET,

5 : wiPS DEE
wIZ, AP1 ETwWIPS ZRETHHE R LET,

Switch# ap name apl mode local submode wips
Switch# end
Switch# show wireless wps wips summary
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