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H
DHCP 43 DHCP
Upgrading Autonomous Cisco Aironet Access Points to Lightweight Mode
DHCP 43
AIR-OPT60-DHCP
VCI VCI VCI
ServiceProvider 1260 VCI

Cisco AP ¢1260-ServiceProvider

DHCP IP IP
DHCP 43 IP
CAPWAP
Lightweight
GUI CLI
MAC GUI

* [AP Summary]
MAC

* [AP Detail] BSS MAC
MAC

* [Radio Summary]
MAC
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B tightweight P
Lightweight IP
DHCP IP IP
GUI CLI IP
IP AP
IP DNS
DNS
CLI GUI
N
DHCP
IP DHCP
DHCP
show ap config general Cisco_AP CLI
IP GUI IP
DHCP DHCP
Lightweight Autonomous
Lightweight Autonomous CLI

1. enable
2. ap name Cisco_AP tftp-downgrade tftp_server_ip_address tftp_server_image_filename

1 enable EXEC

Switch# enable

. Consolidated Platform Cisco 10S XE 3.7E (Catalyst 3850 )
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TFTP Lightweight Autonomous .

2 ap name Cisco_AP tftp-downgrade Lightweight Autonomous
tftp_server_ip_address
tftp_server_image_filename

CLI GUI
Switch# ap name AP0O2 tftp-downgrade
10.0.0.1 tsrvname
TFTP Lightweight
Autonomous
1 TFTP PC 10.0.0.2  10.0.0.30 IP
2 TFTP 1140
c1140-k9w7-tar.123-7.JA.tar TFTP
3 TFTP 1140
€1140-k9w7-tar.default
4 Category5 CATD5; 5 PC
5
MODE
MODE
17 MODE LED 20 30 MODE
8 LED LED
9 GUI CLI
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B cLl

CLI

enable

configure terminal

ap auth-list ap-policy authorize-ap

username user_name mac aaa attribute list list_name
aaa new-model

aaa authorization credential-download auth_list local
aaa attribute list

aaa session-id common

aaa local authentication default authorization default
10. show ap name Cisco_AP config general

© e NS R WD =

1 enable EXEC

Switch# enable

2 configure terminal

Switch# configure terminal

3 ap auth-list ap-policy authorize-ap

Switch(config)# ap auth-list ap-policy
authorize-ap

4 username user_name mac aaa attribute list list_name MAC

Switch(config)# username aaa.bbb.ccc mac aaa
attribute list attrlist

5 aaa new-model

Switch(config)# aaa new-model
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GUI B

6 aaa authorization credential-download auth_list local EAP

Switch(config)# aaa authorization
credential-download auth_download local

7 aaa attribute list AAA

Switch(config)# aaa attribute list alist

8 aaa session-id common AAA 1D

Switch(config)# aaa session-id common

9 aaa local authentication default authorization default

Switch(config)# aaa local authentication default
authorization default

10 show ap name Cisco_AP config general

Switch(config)# show ap name APO1 config general

GUI

1 [Configuration] > [Security] > [AAA] > [AP Policy]
[AP Policy]
2 [Policy Configuration]
 Authorize LSC APs against Auth-List
« AP with Self-Signed Certificate
* Authorize MIC APs against AAA
< AP with Manufacturing Installed Certificate

3 [Apply]
[Save Configuration]
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CLI

Lightweight
Reset

CLI

Reset

Reset
MODE

Lightweight

GUI

enable

configure terminal

no ap reset-button

end

ap name Cisco_AP reset-button

RN =

1 enable

Switch# enable

EXEC

2 configure terminal

Switch# configure terminal

3 no ap reset-button

Switch(config)# no ap reset-button

Reset

Reset
ap reset-button
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AP

4 end EXEC Ctrl+z

Switch(config)# end

5 ap name Cisco_AP reset-button Reset

Switch# ap name APO2 reset-button

AP

GUI

1. enable
2. show ap crash-file

1 enable EXEC

Switch# enable

2 show ap crash-file

Switch# show ap crash-file
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B P
1. enable
2. ap name Cisco_AP static-ip ip-address static_ap_address netmask static_ip_netmask gateway

static_ip_gateway

3. enable
4. configure terminal
b. ap static-ip name-server nameserver_ip_address
6. ap static-ip domain static_ip_domain
1. end
8. show ap name Cisco_AP config general
1 enable EXEC

Switch# enable

2 ap name Cisco_AP static-ip ip-address IP
static_ap_address netmask
static_ip_netmask gateway

static_ip_gateway * ip-address Cisco IP
Switch# ap name APO3 static-ip * ip-address  Cisco IP
ip-address .

9.9.9.16 netmask 255.255.0.0 * netmask Cisco IP

gateway 9.9.9.2

* netmask Cisco IP

* gateway Cisco

* gateway Cisco IP
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P cLl B
join
IP
IP DNS
IP
3 4

enable EXEC
Switch# enable
configure terminal
Switch# configure terminal
ap static-ip name-server
nameserver_ip_address DNS DNS

Switch(config)# ap static-ip
name-server
10.10.10.205

DNS

name-server nameserver_ip_address

no ap static-ip

ap static-ip domain static_ip_domain

Switch(config)# ap static-ip
domain domainl

domain static_ip_domain

no ap static-ip

end

Switch(config)# end

EXEC

Ctrl+z

show ap name Cisco_AP config general

Switch# show ap name APO3 config
general
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B P GUI

1 Configuration ]>[ Wireless ]>[ Access Points  ]>[ AP

All Aps ]

[All APs]
2
[AP] > [ Edit ]
3 [ General ] [P IP Config ] IP
[ IP  StaticIP ]

4

« Static IP

» Gateway
5 [Apply]

join IP

6 IP [DNS IP DNSIP Address ] [

Domain Name ]
7 [Apply]
8 [Save Configuration]
1 Cisco.com ap3g2-k9w8-tar.152-2.JA tar TFTP
2 TFTP

TFTP

3 TFTP
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Autonomous Lightweight .

Autonomous Lightweight

IP

IP

Switch# show ap name APO3 dotll 24ghz config general
Cisco AP ldentifier..............

CiEsSCO AP Name. . .. i AP6

IP Address Configuration......_...._._....... Static IP assigned
IP Address. - - oo it 10.10.10.118

IP NetMask. - - - oo e 255.255.255.0
Gateway IP Addr. ... ... ... ... 10.10.10.1

Domaln. ..o Domainl

Name Server. ... ... 10.10.10.205

Switch# show ap crash-file
Local Core Files:
Irad_AP1130.rdump0 (156)

The number in parentheses indicates the size of the file. The size should
be greater than zero if a core dump file is available.
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