TR KRALAD FDREDETE

AR ROk

Cisco Feature Navigator Cisco Feature Navigator
go/cfn Cisco.com

http://www.cisco.com/

TOERARAY FDRAZHRET 5 -DDATHREH

join
join

join
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http://www.cisco.com/go/cfn

TR KA L OREOHEE |
B 7/tx K1 FOBEERET SBOHE

join

Cisco/Cisco

ap name Cisco_AP mgmtuser username Cisco password Cisco
IP
join Cisco/Cisco

. join join

° Cisco

° Cisco Aironet 1140 1260 1310 1520 1600 2600 3500 3600

TIOERXRA L FORBEEZHRET HEDOHIE

* AP AP
AP

TIOEARAD MIXT BBRENDEREIZDNT

show debug
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TOERX KA FDFERED

FIEDHEE

FIEDFH

Lightweight
802.1X

enable
configure terminal

end

show ap summary

No o R wbh=

7oexFq v roRiEogesE I

802.1X

EAP-FAST PAC

show ap name Cisco_AP config general

B E A7k

TOEARAY DT O—NILERBERDE

E (CLD

ap mgmtuser username user_name password 0 passsword secret 0 secret_value

ap name Cisco_AP mgmtuser username user_name password password secret secret

ARV RFEEETIa Y

S

ATy T

enable

B -
Switch# enable

EXEC

ATvT2

configure terminal

&1 -

Switch# configure terminal

ATvT3

ap mgmtuser username user_name
password 0 passsword secret O
secret_value

151 -

Switch(config)# ap mgmtuser
apusrl

password appass 0 secret 0O
appassl

join
join

8 AES

ATvT4

end

1 -
Switch(config)# end

EXEC

Ctrl+Z
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FTOERRAY bOTA—NILERBEROFRTE (CLD

TR KA L OREOHEE |

AR REREETOVa Y

S]]

ap name Cisco_AP mgmtuser
username user_name password
password secret secret

ATvT5

i
Switch(config)# ap name TSIM_AP-2

mgmtuser apusrl password appass
secret secret

join

GE)
ap name Cisco_AP
no mgmtuser
AP reverted to global username configuration

ATvT6 show ap summary

51 -

Switch# show ap summary

Cisco AP

show ap name Cisco_AP config
general

ATvT1

i
Switch# show ap name AP0O2 config
general

GEx)
[AP User Mode]
[Automatic]

[AP User Mode] [Customized]
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TOEAKRA D

Al D

FHRR KA FORIDHEE (CLD) [ |

%7€ (CLI)

FIROWME
1. enable
2. configure terminal
3. ap dotlx username user_name_value password 0 password_value
4, end
5. ap name Cisco_AP dotlx-user username username_value password password_value
6. configure terminal
1. no ap dotlx username user_name_value password 0 password_value
8. end
9. show ap summary
10. show ap name Cisco_AP config general
FlED
OV RFEREETI3 Y B#
ATy enable EXEC
i
Switch# enable
ZFwF2 |configure terminal
i
Switch# configure terminal
ATFvT3 ap dotlx username join
user_name_value password 0 join
password_value
i) :
Switch(config)# ap dotlx * username 802.1X
username AP3 password O
password
* user-id
* password 802.1X
*0
*8 AES
* passwd
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TR KA L OREOHEE |

OV RFEREETO3 Y B
GE) password
8
ATv74 |end EXEC Ctrl+z
i
Switch(config)# end
ATFwTH ap name Cisco_AP dot1x-user
username username_value
password password_value
i - * username
Switch# ap name APO3 i
dotlx-user * user-id
username apuserl password
appass * password
*0
*8 AES
* passwd
GE) password
2
join
ATFvT6 configure terminal
i
Switch# configure terminal
ZFwF71 |noapdotlx username
user_name_value password 0 802.1X
password_value
AP reverted to global username configuration
I )
Switch(config)# no ap dotlx GE) 802.1X 802.1X

username
dotlxusr password O dotlxpass

802.1X
802.1X
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REEDR A v FDHRE (CL)

ARV RFERRETI VY

B

ATvT8 end

il -
Switch(config)# end

EXEC Ctrl+z

ATFwT9 show ap summary

1 -

Switch# show ap summary

join
GE) [Global AP Dot1x

User Name] Not Configured

show ap name Cisco_AP config
general

ATy 710

1 -

Switch# show ap name AP02
config general

GE)
[AP Dotlx User Mode]
Automatic
[AP Dotlx User

Mode] Customized

FELD A A v FDERE (CLD

)

GE) GUI
FIEDOHE

1. enable

2. configure terminal

3. dotlx system-auth-control

4. aaa new-model

5. aaa authentication dotlx default group radius

6. radius-server host host_ip_adress acct-port port_number auth-port port_number key 0
unencryptied_server_key

1. interface TenGigabitEthernet1/0/1

8. switch mode access

9. dotlx pae authenticator

10. end
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TR KA L OREOHEE |
B 2E0xqv70o8E W)

FIEDFH

AT RERIFTIa Y Br
2Ty enable EXEC

i -
Switch# enable

ATw T2 configure terminal

51 -

Switch# configure terminal

2Fv T3 dotlx system-auth-control

i -
Switch(config)# dotlx system-auth-control

ATvT4 aaa new-model

1 -

Switch(config)# aaa new-model

RATFvTH aaa authentication dotlx default group radius RADIUS

|IEEE 802.1X
1 -

Switch(config)# aaa authentication
dotlx default group radius

RATFYT6 radius-server host host_ip_adress acct-port RADIUS
port_number auth-port port_number key 0
unencryptied_server_key

i :

Switch(config)# radius-server host
10.1.1.1 acct-port 1813 auth-port 6225
key 0 encryptkey

2TFvT7 interface TenGigabitEthernet1/0/1 10

i -
Switch(config)# interface
TenGigabitEthernetl/0/1 Controller(config-if)#

Controller(config)#

2Ty T8 switch mode access truncking

51 -

Switch(config-if)# switch mode access

ATYT9 dotlx pae authenticator 802.1X

PAE

i -
Switch(config-if)# dotlx pae
authenticator
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TI R KA b ORIADHEESH

AT FEREETIVa Y =Lz

ATy 710

end EXEC Ctrl+z

i -
Switch(config)# end

TR KA FDOFEIEDEETEHI

TOERXARA D FDEAEREDRT :

Switch# show ap summary

Number of APS. .. ... e 1
Global AP User Name. ... . ... i iiia e aiaaas globalap
Global AP Dotlx User Name. ... ... . iiiiiimmnannnnann globalDotlx

Switch# show ap name APO2 config dotll 24ghz general

Cisco AP Identifier. . ... ... . .. . i 0

CISCO AP Name. o oo ittt e i e e e ieee e e e TSIM_AP2

AP DOLIX USEr MOUE. - - cneeeeeee e e e e e ee e AUTOMATIC
AP Dotlx User Name. . ..ot i e eeac e ceaaa e globalDotlx
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