SSH S2EF () X.509v3 SFAR=

* SSH it niEo) X 509V3 anEl:ﬁ = 1 /\O_:\/\\

SSH n:L.\nIEO) X.509v3 I:IEE Eﬂ%

SSH #HEF D X.509v3 FFPHE BRI — T X509v3 TP X LVEFAERFHA L, EX% a7 > =L
(SSH) ‘H_‘—/\'TEIJ/C:L ﬂ-uu nE%‘f'fﬁﬁﬁ [_/i‘j‘

ZOFEY2—NVTEH, TUXNGERAEROY—ARBLI P2 —YIRAET O 7 7 A NV ERET D
FEIZOWTHBHLET,

HRETEEHR D MR

THEHOY 7 2T VU —ATHEH, ZOFV2— /L THAINDITXTOEENTFR— N

TS EIERY A, EFTOMRETE#RF X OEEIZ- DV TIE, Bug Search Tool 38 L ONZTHEH O

Ty b7 —bBIRY T =T V=ADDY== FEaZRLTIZIN, ZOFE

Va— /L T SN HRRICET 2 H. BLXOSHENL Y R— b ) U —20—FElZon
TiE, BREFROREZSRL TIES N,

TT 9 R T A —BDOPR— FBIOV R YT vy =T A A=V OV KR— MIHET D IERE HHR
9% 1Z1%. Cisco Feature Navigator Zf ] L ¥ 9, Cisco Feature Navigator (27 7 & 29 5 1Z1%
www.cisco.com/go/cfn [ZF8) L 9, Cisco.com DT H 7 > NMILEDH VD FH A,

SSH ¥:F D X.509v3 SFEAZE MDRIRS

* SSH #EFIEFERE D X.509v3 FEAHE ClX, ip ssh server authenticate user =2~ > K(Z{%1> ¥ ip ssh
server algorithm authentication =~ > N3 A X3 CUVE T, ip ssh server authenticate user
aw s REHT 2L, ROFHERA vy —URERINET,

Warning: SSH command accepted but this CLI will be deprecated soon. Please move to new
CLI “ip ssh server algorithm authentication”. Please configure “default ip ssh server
authenticate user” to make CLI ineffective.
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SSH SBEI () X509v3 SIBAE |
B SSHEREO X503 THE OHUEE

° default ip ssh server authenticate user =~ > N%{#if] L C. ip ssh server authenticate user
A RPEELRVWESICLET, 29F%5&, 10SEF =27 =/ (SSH) H—A
2% ip ssh server algorithm authentication =~ > &2 H 32 L 512720 97,

SSH nn..\nIEO) X.509v3 nIEEﬂ% @%IJ%IJ%IE

* SSH ZBIED X.509v3 FEIEMRED FEIIT, 10S X 27 /b (SSH) H— M2 A
ENET,

*10S SSH H— 3T, x509v3-ssh-rsa 7 /L2 U XA ~N—ZADFEHAE, 1L UIOS SSH H—
LEIJVC@'H-?‘/\Elﬁﬁ@nuni@%‘ﬁ)'ﬁ‘—r k éhiT

SSH mL.\nIEO) X.509v3 nIEEﬂ%':O LT

T8 LEIBRE

AFDO AL, BLAOARF—LBLEDID L ORI OBHEIREIC L > TRA D £4, X.509v3
%t(mmﬁm)@7/&»£%%%Q%LT\m%ﬁﬁf%éiambiﬁo%ﬁéhtw—

NERER & Z DR RIFERERIC L 5 —#HDOESL T, FFEDBADAMF—LREDT VX /VID &M
NAV RENET,

Public Key Infrastructure (PKI) k7 A hARA > ME, TV FAGEHEOERZ IR L E7, ik
BLRINTANRA U FEDREEMITOND Z LT, EAEZENTELEL IRV ET, FTX
RARA Y M, BFER (CA) \ SEIERID RTA—F | T UXNGERAFICET HHERNE
FNTVWET, SEIERMEAFLEEMITH-DIC, N T A MRA » MIEEERTE ET,

X509v3 ZERA L= —/\& 21— DREE

P FREETIE, wst%JT/Iw(wH)%—Ai%mmkwaﬁmﬁ%%%$H7§47
Y MTEEFELES, 2o — BEEE, — G E T 1 7 7 A /L (ssh-server-cert-profile-server
ay 7 4 X¥al— gy E—R) T&ﬁéh'@/‘é T A MRA » MCBEEA T bvE T,

A—HFEFETIX, SSHZ 74 7 & MIMERD 1= 25%2— Y OFEHE % 10S SSH H—NZEF L
F9, SSH ¥ — N1, — \GEBET © 7 7 1 /L (ssh-server-cert-profile-user 227 ( F = L —
vay E—FK) THEIN TS Public Key Infrastructure (PKI) ~F A a4 > b &FEH LT,
FETH2—VIEHELRIEL £,

F7 4L N T, GFESR—ZAOZFEFT 10S SSH Y — MUl TH— "B LR — ikt L TEIIC
0 FEI,
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|  ssH i x500v3 SEEAE

SSH Arts nIE O) X.509v3

ssH Z:to xsoov3 stAzEoBREA =

SEBAZ DERE &

H—/\FARDT O IVGEAEZERAY 5 108 SSH 4 —/\DERE

FIEDHEE

FIEDFFH

enable

configureterminal

ip ssh server certificate profile
server

trustpoint signPK/-trustpoint-name
ocsp-response include

O NS RN =

end

ip ssh server algorithm hostkey {x509v3-ssh-rsa [ssh-rsa] | ssh-rsa [x509v3-ssh-rsa]}

ARV RFEREETOVa Y

B8

&I

enable

&1

Device> enable

KitE EXEC E— R& A 2—7 /WM LET,

CNATU—=REANLET (ERINZHE) .

ATvT2

configureterminal

&1

Device# configure terminal

Ja— ) ar7 4 Xal—aryE— RERBELET,

ATvT3

ip ssh server algorithm hostkey
{x509v3-ssh-rsa [ssh-rsa] | ssh-rsa
[x509v3-ssh-rsa]}

Bl :

Device (config)# ip ssh server algorithm
hostkey x509v3-ssh-rsa

RAR =TIV XLDIEFEZERLET, RESNTZ
T Y ZALDIx, Secure Shell (SSH) 754 7 b &%
Iy —hEINET,

GE) IOSSSH H—/ 3T, D72 & H 1 DO EHE A
RAR F— 7)Y XADRNLETE,

* ssh-rsa : ABHF—IZ L D85

* x509v3-ssh-rsa : FFFHE— 2 OFEFE
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B sSHEEO X503 HEORESE

SSH SBEI () X509v3 SIBAE |

AT FEREERTO VI Y

S]]

ATy T4 ip ssh server certificate profile P — NEEHE T e 7 A VB LR —YRAE S 7 7 A
NEREL, SSHItHET R 7 7 A VD27 4 Fa b—
1 : varyE'— RERGELET,
Device (config)# ip ssh server
certificate profile
ATvT5 server P NGEHET T T 7 AV EFGE LT, SSH — SGEHE
a7y AN —Rary T 4 X2l —grEF— RERH
£ WBLUET,
Device (ssh-server-cert-profile) # server
ATvT6 trustpoint signPK/-trustpoint-name P EEHES O T s A VA — AT TR NT S
Fx (PKI) O RTARKA L hETHvFLET, SSH
il P F, Y GEREHICZ O PKI b T A RARA 2 M
Device (ssh-server-cert-profile-server) # @H‘ H %z}’bf;%ﬁﬁﬂ%%@ﬁﬁ Li‘a‘o
trustpoint sign trustl
ATy 71 ocsp-response include (ff:#) Online Certificate Status Protocol (OCSP) &2 %72
1LY —/RZEB]# & 32 OCSP Stapling 2 358 L £,
I : . . -
Bl GE) F7FNITIE, 2D~ RO Ino) B TH
Device (ssh-server-cert-profile-server) # TE I, OCSPILZ 1T — REZEHE L 2K E X
- includ
ocsp-response 1ncluae ﬂi{i—/uo
ATvT8 end SSHY— NGEHET 0 77 A DY — a7 X L—
YarE—REKRT L, FMEEXECE— FEBMLET,
1 -

Device (ssh-server-cert-profile-server) #
end
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|  ssH i x500v3 SEEAE

ssH Z:to xsoov3 stAzEoBREA =

1I—YRIEMDI—VOT U R ILIHELRIT 5 10S SSH ¥ —/\DRE

FIEDHEE
1. enable
2. configureterminal
3. ip ssh server algorithm authentication {publickey | keyboard | password}
4. ip ssh server algorithm publickey {x509v3-ssh-rsa [ssh-rsa] | ssh-rsa [x509v3-ssh-rsa]}
5. ip ssh server certificate profile
6. user
1. trustpoint verifyPKI-trustpoint-name
8. ocsp-response required
9. end
F g 48
ARV RFERRETIVa Y ]3]
AT enable ¥t EXEC £ — F& A X —7/WICLE T,
- P RAT—REANLET EREAEZH) .
Device> enable
ATFv T2 configureterminal Jua—N)Lar7 o Xal—ay ET— REHEBLES,
i
Device# configure terminal
& A ip ssh server algorithm authentication | —%35E7 /13 XADIEFZERLET, REINT

{publickey | keyboard | password} NI Y XADFH, Secure Shell (SSH) 7 7 A 7 hxrav
T— FINET,
1 . s
G¥) IOSSSH #— 3T, D &b 1 DO EF 1 —
Device (config)# ip ssh server fF§§§E77/V:fU 7flAﬁ§f\§g7?7fo

algorithm authentication publickey

GE) 2 —PRGECREAE S ZHEHT 511X, publickey
F—U—RERETLMLENDHY £7°,

GE) ip ssh server algorithm authentication =~ > N|X, ip
ssh server authenticate user =~ K& E X x F
R
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B sSHEEO X503 HEORESE

SSH SBEI () X509v3 SIBAE |

ARV NFERERETIVa Yy BHY
2Ty T4 ip ssh server algorithm publickey NF— T NI XRLDNEFEZERELET, REINTZT IV
{x509v3-ssh-rsa [ssh-rsa] | ssh-rsa Y ZLDI, 2—YIBIAFDT-DIZSSH 7 T A 72 T%IF
[x509v3-ssh-rsa]} ANnBHET
5 - GH) IOSSSH 7 74 7 > MZid, 22l b 1 DORE
FEHONX— T ATV XARLETT,
Device (config)# ip ssh server
algorithm publickey x509v3-ssh-rsa * ssh-rsa : /Aﬁﬁ X—|zk 55}3\%
* X509v3-ssh-rsa : FlEHH -~ — 2 DFRGE
ATFvTH ip ssh server certificate profile P NEFAE ST 7y A B IR —VPIEHE e 7 7 AL
AREL, SSHAEAET n 7 7 A DA 7 4 Falb—Ta
Bl - v E—FEBMBLET,
Device (config)# ip ssh server
certificate profile
ATvT6 user a—WIAEREFET 0T 7 A NV EFRE L, SSH — FE#E 7 1
TrANDa—F ar T 4 F¥al—arET— REBLE
1 4,
Device (ssh-server-cert-profile) # user
ATvI1 trustpoint verify PKI-trustpoint-name ZAET 22— VIEHEL MR T 272D S D 2B F —
AV T7TARNTZF v (PKD) OFTARKRA L MERELE
1 3,
Device (ssh-server-cert-profile-user) #| (k) FCavy REERRETTAHAZ LT, D T
trustpoint verify trust2 P ]\ﬂf/f > ]\%%ﬁﬁbiﬁ‘o %j( 100 ]\51 ]\71‘5
AV P ERETEET,
ATvT8 ocsp-response required (EE) %5+ 52— YREH# & 4LIZ Online Certificate Status
Protocol (OCSP) DJSEDAFIEITLATT,
Bl - GE)  FIALRTHE. 03w KO Moy BRCHE
Device (ssh-server-cert-profile-user) # S, —VFEBAEIL OCSP & 7e LTIt ANLD
ocsp-response required
WET,
ATv79 end SSHY— NiEET 0 7 7 A VO —PRIEE— REHKT L,
FitE EXEC £ — R&EBMH L £,
il

Device (ssh-server-cert-profile-user) #
end
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|  ssH i x500v3 SEEAE

SSH 2ZED X.509v3 SEBRE D&% E 5l

H—/\DE X/Et _\\Wg}l/nﬁﬂﬁi&1§ﬁﬁ Lf-a— ﬂz\:ﬂnﬁo)ﬁﬁnu

FIEDHEE

FIEDFH

&M

1. enable

2. show ip ssh

enable
¥ EXEC £— R& A *—7 /L LET,

c NR2ATU—REANLET (FREnz=H4) ,

&1 -

Device> enable

show ip ssh
?ﬁ%f iEE§?L’Cb Zimquj5§E%E?§H*L/BE?V pﬁﬁﬁjif\*—;KODWDQE%Eﬁﬁfﬁ1/7:U\E3 &:%Eﬁi?ﬂﬁ‘%ﬁf*
x509v3 sshrsa7 /LT U XANKEA N F— T )T XACHESN TS LI LET,

il
Device# show ip ssh

SSH Enabled - version 1.99

Authentication methods:publickey, keyboard-interactive,password
Authentication Publickey Algorithms:x509v3-ssh-rsa,ssh-rsa
Hostkey Algorithms:x509v3-ssh-rsa, ssh-rsa

Authentication timeout: 120 secs; Authentication retries: 3
Minimum expected Diffie Hellman key size : 1024 bits

SSH munIEo) X.509v3 nIEHJEJ%U) E&EE1§“

B H—

NERRERD T O ZIVEEAZE EEAY 5 108 SSH J—/\DERE

Device> enable

Device# configure terminal

Device (config)# ip ssh server algorithm hostkey x509v3-ssh-rsa
Device (config)# ip ssh server certificate profile

Device (ssh-server-cert-profile) # server

Device (ssh-server-cert-profile-server) # trustpoint sign trustl
Device (ssh-server-cert-profile-server) # exit
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1 -

SSH

SSH S2EE 0> X509v3 SEBAE (< BA S %8 1K 4R

SSH SREF ) X.509v3 STBAE

1—HFRHAD=HDI—HDT SR LEERELRIET 5 108 SSH 4 —/\DHE

ZREF D X.509v3

Device> enable
Device# configure terminal

Device (config)# ip ssh server algorithm authentication publickey
Device (config)# ip ssh server algorithm publickey x509v3-ssh-rsa
Device (config) # ip ssh server certificate profile

Device (ssh-server-cert-profile-user) # trustpoint verify trust2

(
(
Device (ssh-server-cert-profile) # user
(
(

Device (ssh-server-cert-profile-user)# end

REBAE TR 4B INiEH

EEEE

I=—aT7ILAR2A LI

CiscoIOS =< K

[Cisco I0S Master Command List, All Releases]

X274 avs R

* [Cisco 108 Security Command Reference:
Commands A to CJ

* [Cisco 108 Security Command Reference:
Commands D to L]

* [Cisco 108 Security Command Reference:
Commands M to R

* [Cisco 10S Security Command Reference:
Commands S to Z

SSH &7

[ Secure Shell Configuration Guidell @ TSecure
Shell-Configuring User Authentication Methods| @

=

=%

NRF— AL T7TFTARNTIF ¥ (PKI) O KT
A RRA b

[ Public Key Infrastructure Configuration Guide
@ [Configuring and Managing a Cisco 10S
Certificate Server for PKI Deployment] D
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http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
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http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
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SSH

SSH 23 ) X.509v3 SFBAZE

ssh 2zt o xs003 st E oigaetssn

SRADTYHY ZHI YR—

5t BH 9

=111}

A aADYR— | Web A K Tld, A =2@ | http://www.cisco.com/cisco/web/support/index.html
LT 7 /) a Y —IClTH N T TNy a—
T A TICBEN WAL 912, v==
TNARY =NV EILDETLEERA T A
VY —=2%&#MEL TWET,

BHENORGOYEF 2 U7 ¢ HFERCEINE R A
AFT 572912, Cisco Notification Service (Field
Notice 7> 7 7 = &) | Cisco Technical Services
Newsletter, Really Simple Syndication (RSS)

74— R EOEFEY—ERTMATE 5,

VAaADYR— bk Web YA FDY— W7 s
T 294 BEL. Cisco.com D—H ID B LU/
— ]‘\‘7‘1)‘)‘%‘%‘?#0

munIEa) X.509v3 nIEEﬂ% o)*g%ﬁlélﬁ #&

WORIZ, ZOFY 2— /LT L7EREICEET 2V U —XEWMERLET, ZORIEX, Y7 b
Tx7 VY —A LA U THEEREOYR— PN EAINTLEDY T N 2T V=X T%
RLTWET, ZOEEIX, FRCHT D 3720 RY . ZBBEO—#EO Y 7 by =7 VY —XTh
PFR—hENhET,

TI7Y N7 —ADOYR—= I BLOVRAY T MU =T A A—VOYR— MIET D IHEREME
9 %121, Cisco Feature Navigator Zffi /] L £, Cisco Feature Navigator (27 7 & A3 5121, IZ
#AF 9, Cisco.com DT I MNILEDH Y £H A,

%= 1: SSHEREED X.509v3 SEBRE DH4EETEHR

HREH )= HERETRER

SSH FEAED X.509v3 FER] Cisco IOS XE U U —2 3.14S | SSH #RFED X.509v3 FiEHF H
P —/ ST XS509v3 7 4 L
%E%%?ﬁ:ﬁﬂﬂ L. E%=27 v
v (SSH) H— Ml T2 —H3R
AEZAE L £
WO FPEANETER
SN FE L7, ipsshserver
algorithm hostkey. ip ssh server
algorithm authentication, 35k
UV ip ssh server certificate profile
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SSH SBEI () X509v3 SIBAE |
B SSHZEEQ X503 SEBIE (DA AEESR
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